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1. Scope (Informative)

The scope of the Mobile Broadcast Services (BCASThitecture document is to define the architeclor¢he Mobile
Broadcast services enabler. This architecturased on the requirements listed for in the BCAS@URements Document
[BCAST10-Requirements].
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“DRM Content Format V2.0”, Open Mobile Alliance™ MA-DRM-DCF-V2_0,
URL: http://www.openmobilealliance.org/

“DRM Specification V2.0", Open Mobile Alliance™, OMDRM-DRM-V2_0,
URL: http://www.openmobilealliance.org/

Digital Video Broadcasting (DVB); Specification f8ervice Information (SI) in DVB systems, ETSI EN
300 468 V1.x.x,
URL: http://www.etsi.org/

ADVANCED ENCRYPTION STANDARD (AES), Federal Inforrtian Processing Standards
Publication 197,
URL: http://csrc.nist.gov/publications/fips/

The Keyed-Hash Message Authentication Code (HMA@}eral Information Processing Standards
Publication 198,
URL: http://csrc.nist.gov/publications/fips/

“OMA Interoperability Policy and Process”, Versiarl, Open Mobile Alliance™, OMA-IOP-Process-
V1 1,
URL: http://www.openmobilealliance.org/

“Enabler Release Definition for OMA Device Managerel.2”, OMA-ERELD-DM-V1_2_0,
URL: http://www.openmobilealliance.org/

“OMA Service Environment”
URL: http://www.openmobilealliance.org/

“HMAC: Keyed-Hashing for Message Authentication”, ikkawczyk, M. Bellare, R. Canetti, February
1997,
URL: http://www.ietf.org/rfc/rfc2104.txt

“Key words for use in RFCs to Indicate Requiremes¥els”, S. Bradner, March 1997,
URL: http://www.ietf.org/rfc/rfc2119.txt

“Augmented BNF for Syntax Specifications: ABNF”. Drocker, Ed., P. Overell. November 1997,
URL: http://www.ietf.org/rfc/rfc2234.txt

"SDP: Session Description Protocol", M. Handley J8cobson, April 1998,
URL: http://www.ietf.org/rfc/rfc2327.txt

“Security Architecture for the Internet ProtocdB, Kent, R. Atkinson, November 1998,
URL: http://www.ietf.org/rfc/rfc2401.txt

“The Use of HMAC-SHA-1-96 within ESP and AH”, C. Mson, R. Glenn, November 1998,
URL: http://www.ietf.org/rfc/rfc2404.txt

“IP Encapsulating Security Payload (ESP)”, S. KéxtAtkinson, November 1998,
URL: http://www.ietf.org/rfc/rfc2406.txt

“The ESP CBC-Mode Cipher Algorithms”, R. Pereira A&Rlams, November 1998,
URL: http://www.ietf.org/rfc/rfc2451.txt
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[RFC3394]

[RFC3566]

[RFC3602]

[RFC3664]

[RFC3711]

“Advanced Encryption Standard (AES) Key Wrap Algom”, J. Schaad, R. Housley, September 2002,
URL: http://www.ietf.org/rfc/rfc3394.txt

“The AES-XCBC-MAC-96 Algorithm and Its Use With IB&’, S. Frankel, H. Herbert, September 2003,
URL: http://www.ietf.org/rfc/rfc3566.txt

“The AES-CBC Cipher Algorithm and Its Use with IRS€S. Frankel, R. Glenn, S. Kelly, September
2003,
URL: http://www.ietf.org/rfc/rfc3602.txt

“The AES-XCBC-PRF-128 Algorithm for the Internet KExchange Protocol (IKE)”, P. Hoffman,
January 2004,
URL: http://www.ietf.org/rfc/rfc3664.txt

“The Secure Real-time Transport Protocol (SRTP)’Bdugher, D. McGrew, M. Naslund, E. Carrara, K.
Norrman, March 2004,
URL: http://www.ietf.org/rfc/rfc3711.txt

2.2 Informative References

[OMADICT]

“OMA Dictionary”, OMA-Dictionary-V2_1-20040914-A,
URL: http://www.openmobilealliance.org/

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-BCAST-V1_0-20080609-C

Page 11 (112)

3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as describeddngr! Reference

source not found].

All sections and appendixes, except “Scope” anttébfuction”, are normative, unless they are exghiéhdicated to be

informative.

This is an informative document, which is not irded to provide testable requirements to implememst

3.2

(U)SIM

BCAST Service
Application

BCAST Service
Distribution/Adaptation

BCAST Subscription
Management

BDS Service Distribution

Broadcast Channel

Broadcast Distribution
System

Broadcast Roaming

Broadcast Service

Definitions

A SIM or a USIM application residing in the memafythe UICC.

Represents the service application of the BCASTiBersuch as streaming audio/video or movie
download.

Responsible for the aggregation and delivery of BCAervices, and performs the adaptation of the
BCAST Enabler to underlying Broadcast Distributiystems.

Responsible for service provisioning such as sitsmn and payment related functions, the provigién
information used for BCAST Service reception, af@AST device management.

Responsible for the coordination and delivery afdoicast services to the BDS for delivery to the
terminal, including file and streaming distributj@and Service Guide distribution.

The logical channel (usually uni-directional) tabvides Broadcast Transport which the Broadcast
Enabler uses for broadcast distribution of datslobile Terminals.

Typically, the Broadcast Channel supports highabess. It is inherently used for downlink purposed &
particularly useful for conveying information thattargeted to all or many Mobile Terminals.

The Broadcast Channel is implemented by a Broadiastbution System that can efficiently distrileut
IP-based services to Mobile Terminals. Typicallystmeans that a broadcast-capable bearer is agbéd a
underlying network technology.

Broadcast transport mechanisms allow simultanemtisttition of content to many recipients. This
requires that all receivers can “receive” the saimgsical resource (link or radio frequency) and can
simultaneously connect to the same transport pobtd8roadcast transport can be accomplished using
both broadcast and multicast mechanisms in therlyimig broadcast distribution system.

A system containing the ability to transmit the sdi flow to multiple Terminal devices simultanelyus
A Broadcast Distribution System (BDS) typically asechniques that achieve efficient use of radio
resources. A BDS consists of Broadcast/MulticagtWsek functionality up to the IP layer and optional
Service Distribution/Adaptation functionality abotre IP layer.

Broadcast Roaming is the ability of a user to neediroadcast services from a Mobile Broadcast Servi
Provider different from the Home Mobile Broadcast\ce Provider with which the user has a
contractual relationship.

A Broadcast Service is a “content package” suitéfilsimultaneous distribution to many recipients
(potentially) without knowing the recipient. Eitheach receiver has similar receiving devices er th
content package includes information, which all¢hesclient to process the content according to his
current conditions.

Examples of Broadcast Services are:

pure Broadcast Services:

- mobile TV

- mobile newspaper

- mobile file downloading (clips, games, SW upgsadeher applications, applications)
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Component

Content Encryption

Content Protection

CSIM

Device Management

Digital Rights Management

DRM Profile

File Distribution Function

Function

Interaction network

Interface
ISIM

Network

Notification Function

OCSP

Programme

combined broadcast/interactive Broadcast Services:
- mobile TV for file downloading with voting

- betting Broadcast Services

- auction Broadcast Services

- trading Broadcast Services

A Function is further decomposed into Componentsn@onents are used to separate logically separate
parts within the Function. This decomposition itphd in architecture and specification work.

The cipher algorithms applied on data before pas&dn for transport or encapsulations in a fitew.

This involves the protection of content (files theams) during the complete lifetime of the coniemntit
is NOT an access control mechanism only as it ve@post-acquisition rules. Content protection is
enabled for encrypted content through the use pfogpiate rules or rights, e.g. using OMA DRM v2.0
for files and OMA DRM Broadcast extensions for atned content. Content remains protected in the
Terminal.

Usage rules are enforced at "consumption time'i¢ally, based on DRM). In addition to subscription
and pay-per-view, typically associate with SenReetection, Content Protection enables also moee fi
grained usage rules, such as for displaying, sawingencrypted form, printing, processing, re-
distributing, etc. [DRM v2.0].

Acronym for ‘cdma2000 Subscriber Identify Modulegrresponding to an application defined in [3GPP2
C.S0065] residing on the UICC to register servimeided by 3GPP2 mobile networks with the
appropriate security.

Management of the Device configuration and othemagad objects of Devices from the point of view of
the various Management Authorities.

The means to control the usage of media object ibi@s been downloaded. DRM enables content
providers to define rights for media objects. Ip@ssible to associate different rights with a ngedia
object. The rights are required in order to usentieelia object.

The DRM profile uses the Service & Content Protecsolution for BCAST receivers in which the long
term key management and registration of devickased on OMA DRM and the broadcast extensions
[XBS DRM extensions-v1.0].

For further details, see [BCAST10-ServContProt].

The File Distribution Function distributes a fileabundle of files having any type or any encoding
scheme to Terminals.

The Mobile Broadcast Service Enabler consists wéis¢ Functions. Functions provide finer granuiarit
than Enabler. Function covers a particular endr{fanctionality within the Enabler. For example,
Service Guide is a Function that belongs to MoBileadcast Service Enabler.

A system containing the ability to transmit, fomexple IP flow, SMS, MMS, through Interaction Channe
to a Terminal device and transmitting user’s respsrthrough Interaction Channel to a BCAST Service
Application. A system containing the ability tatismit IP flow through Interaction Channel to a
Terminal device

The common boundary between two associated sygtemce: GSM 01.04, ITU-T 1.112).

An IP Multimedia Services Identity Module is an &pation defined in [3GPP TS 31.103] and [3GPP2
C.S0069] residing in the memory of the UICC, pravidIP service identification, authentication ahd t
ability to set up multimedia IP services.

Broadcast /Interactive Network for distribution antkraction BCAST services.

The Notification Function is responsible for infang a terminal or a group of terminals of the upgmgn
event about Broadcast Service.

Online Certificate Status Protocol, RFC 2560,
http://www.ietf.org/rfc/rfc2560.txt Also,
OMA Online Certificate Status Protocol (profile[@CSP]) V 1.0,

http://www.openmobilealliance.org/

A logical portion of a service with a distinct stand end
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R-UIM

Reference Point

RI (Rights Issuer)
RO (Rights Object)

Service Guide Fragment

Service Guide Function

Service Interaction
Function

Service Protection

Service Protection and
Content Protection
Function

Service Provisioning
Function

SIM

Smartcard

Smartcard Profile

Stream Distribution
Function

Terminal

Terminal Provisioning
Function
Transport Encryption

uicC

UM

A Removable User Identity Module corresponds tor-bICC platform based module as defined in
[B3GPP2 C.S0023] to register services provided biyB&Bmobile networks with the appropriate security.

A conceptual point at the conjunction of two noredapping functional groups (source: ITU-T |.112).
consists of none or any number of interfaces oflang.

An entity that issues Rights Objects to OMA DRM @&wmant Devices.

This is a Rights Object used by DRM profile of hervice and Content Protection. RO is delivered ove
Interactivity Channel. Encoding of the RO is spiedifin [DRMDRM-v2.0].

An atomic information component of the Service @uidhich can be compressed, encapsulated and
transported in the absence of other parts of tha@eGuide.

The Service Guide Function provides the broadcsestsuwith information on the various broadcast
contents available in their region

The Service Interaction Function provides the ptiapoint communication between a BCAST Service
Application in the network and the terminal.

This involves protection of content (files or stres) during its delivery, i.e., it is an access caint
mechanism only. Content is freely available (thoencrypted) once securely delivered.

For the benefit of allowing Content Protection togrovided for the same service, Service Protectiap
be limited to immediate consumption / renderingypallowing recording of encrypted content for figu
acquisition of post-acquisition rights (see Conterttection).

The Service and Content Protection function pravi@d@DS-agnostic way of protecting both content and
services delivered within Mobile Broadcast services

The Service Provisioning Function is responsibleaftJser subscription to a BCAST service and the
payment for a User about his or her subscribedcerv

A Subscriber Identity Module is a standalone modigfned in [3GPP TS 51.011] to register services
provided by 2G mobile networks with the approprigeurity.

A non-UICC secure function platform which may contde SIM or R-UIM module, or a UICC-based
secure function platform which may contain one orenof the following applications: a 3GPP USIM,
3GPP2 CSIM or 3GPP/3GPP2 ISIM.

Note that the set of applications/modules residinghe Smartcard are typically governed by the
affiliation of the Smartcard to 3GPP or 3GPP2 djmtions, as indicated by the definition for “Srtard
Profile”.

Alias for a set of Smartcard-based technologiesmaechanisms, which provides key establishment and
key management, as well as permission and tokedlihgrfor the Service and Content Protection
solution for BCAST Terminals. In particular, Subber Key establishment and both Short and Long
Term Key Management may be based either (i) on G&&hanisms and a Smartcard with (U)SIM/ISIM
as defined by 3GPP, or (ii) on a pre-provisionearsti secret key and a Smartcard with R-
UIM/CSIM/ISIM or a UIM as defined by 3GPP2.

The Stream Distribution Function distributes strednTerminals.

The mobile device with which an End-User receives @onsumes a Broadcast Service.

The Terminal Provisioning Function manages termonafiguration parameters, e.g. data, parametets an
applications with the help of OMA DM and distribatdiem to many terminals over Broadcast Channel.

The cipher algorithm is applied on data that haaenbpacketised for transport on a network. Thisatsm
be referred as Service Encryption but for the sdlaarity, only Transport Encryption term is used.

A Universal Integrated Circuit Card is a physicaliynovable secured device as defined in [3GPP TS
31.101] for communication purposes not restrictethbbile convenience only. It is a platform tothk
resident applications (e.g., USIM, CSIM or ISIM).

A User Identity Module representstandardievice orfunctionality, which provides secure procedures
in support ofregistrationauthenticationandprivacyfunctions in mobile telecommunications. In the
context of BCAST, the UIM refers specifically teethon-removable version of this standard device or
functionality that is employed by (some) mobilentérals, which operate according to 3GPP2
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specifications. In addition, Smartcard ProfiledzhService and Content Protection functionality lsan
provided on UIM-equipped BCAST Terminals.

USIM A Universal Subscriber Identity Module is an apgtion defined in [3GPP TS 31.102] residing in the
memory of the UICC to register services provideBPP mobile networks with the appropriate
security.

3.3 Abbreviations

(U)SIM SIM or USIM

BCMCS Broadcast/Multicast Services

BDS Broadcast Distribution System

BDS-SD BDS Service Distribution

BDS-SD/A BDS Service Distribution/Adaptation

BSA BCAST Service Application

BSD/A BCAST Service Distribution and Adaptation
BSI-C BCAST Service Interaction - Client Component
BSI-G BCAST Service Interaction - Generic Component
BSM BCAST Subscription Management

BSP Broadcast Service Provisioning

BSP-C BCAST Service Provisioning - Client Component
BSP-M BCAST Service Provisioning - Management Component
CC Content Creation

CellID Mobile network cell identification

CID Content Identification

CODEC Compressor/Decompressor

CP Content Protection

CSIM cdma2000 Subscriber Identify Module

DCF DRM Content Format

DRM RO Digital Rights Management Rights Object

DT Date Time

DVB-H Digital Video Broadcasting — Handhelds
DVB-T Digital Video Broadcasting — Terrestrial

FA File Application Component

FD File Delivery Component

FD-C File Delivery - Client Component

FLUTE File Delivery over Unidirectional Transport

IMS IP Multimedia Subsystem

IN Interaction Network

IP Internet Protocol

IPSec IP Security
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ISIM
ISMACryp
LTKM
MBMS
MMS
MPEG2-TS
MPEG-4
MSISDN
NT

NTC
NTDA
NTE

NTG
OCSP
OMA
OMA BCAST
OMA DM
OMA DRM
OMA LOC
PDCF
PEAK
PEK

RI

RO
ROAP
RTCP
RTP
R-UIM

SA

SD

SD-C
SDP
SEAK
SEK

SG

SGA
SGAS
SG-C
SGCCS
SGD

IP Multimedia Services Identity Module
ISMA Encryption and Authentication specification
Long Term Key Message

Multimedia Broadcast/Multicast Service
Multi-media Messaging

Motion Pictures Expert Group 2 — Transport Stream
Motion Pictures Expert Group 4

Mobile Subscriber ISDN number
Notification Function

Notification Client Component
Notification Distribution/Adaptation
Notification Event Component
Notification Generation Component
Online Certificate Status Protocol

Open Mobile Alliance

OMA Digital Mobile Broadcast enabler
OMA Device Management enabler

OMA Digital Rights Management enabler
OMA Location enabler

Packetised DRM Content Format
Programme Encryption/Authentication Key
Programme Encryption Key

Rights Issuer

Rights Object

Rights Object Acquisition Protocol

RTP Control Protocol

Real-time Transport Protocol

Removable User Identity Module

Stream Application Component

Stream Delivery Component

Stream Delivery Client Component
Session Description Protocol

Service Encryption/Authentication Key
Service Encryption Key

Service Guide

Service Guide Adaptation

Service Guide Application Source
Service Guide Client Component
Service Guide Content Creation Source

Service Guide Distribution
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SG-G
SG-G/D/IA
SGSS
SI

SIM
SMS
SP
SRTP
STKM
TP-C
TP-M
UDP
uicC
UM
URI
USIM
VLR
XML

Service Guide Generation

The entity of Service Guide Generation, Distribntand Adaptation components
Service Guide Subscription Source

Service Interaction

Subscriber Identity Module

Short Message Service

Service Protection

Secure Real-time Transport Protocol

Short Term Key Message

Terminal Provisioning Client component
Terminal Provisioning Management component
User Datagram Protocol

Universal Integrated Circuit Card

User Identity Module

Universal Resource Identified

Universal Subscriber Identity Module

Visitor Location Register

Extensible Markup Language
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4. Introduction (Informative)

The term "Mobile Broadcast" refers to a broad rasigBroadcast Services, which jointly leverage tih&irectional one-to-
many broadcast paradigm and the bi-directionalastiparadigm in a mobile environment, and coveestormany services
ranging from classical broadcast to mobile multicas

Building on mobile network systems, which providellvectional links, and digital broadcast systemkich provide uni-
directional broadcast, Mobile Broadcast Servicdsemiable distribution of rich, interactive, andnldlavidth consuming
media content to large mobile audiences.

4.1 Version 1.0

The Mobile Broadcast Services Enabler 1.0 addreasetional areas which are generic enough to lnencon to many
Broadcast Services, and which can be defined aptkmented in a bearer-independent way. Theseituratareas (or for
short: ‘functions’) are the following: Service @@, File Distribution, Stream Distribution, Servieeotection, Content
Protection, Service Interaction, Service ProvigigniTerminal Provisioning and Notification. Requirents for the above
functional areas along with the requirements ferEmabler as whole are given in [BCAST10-Requirgs]jerProposed
technologies upon which this enabler is specifeed.(for Service and Content Protection) are basegpen standards, or
will become part of an open standard; no propryeparts or extensions are required. Thus, thetimme described in this
document fully comply with the ‘Open’ of the OperoMle Alliance initiative.

This document first defines, in Section 5.2, theralt BCAST Architecture, its logical entities areference points,
respectively. The purpose of the top-level BCASGhédecture is two-fold.

Firstly, it puts the BCAST Enabler in the contekuaderlying Broadcast Distribution Systems (BD&)tvice operation and
content provisioning. BDSs mainly considered i@ turrent version of BCAST architecture include PFGVIBMS, 3GPP2
BCMCS and DVB IPDC, not excluding any other BDSs.

Secondly, it defines the logical entities and thelations. Following the top-level definition BCAST architecture, in
section 5.3, the document individually specifies #nchitecture for each of the BCAST functionsetad, including the
definition of functional entities and the corresgding interfaces. These interfaces in turn wilthe basis of further
specification as the functions are realized in BCA®chnical Specifications. Last, in Section 3, document illustrates
the operational side of the functions through ftalk diagrams for each of the above-mentioned fiomst

4.2  Security Considerations

The Mobile Broadcast Services Enabler 1.0 has twotfons related to Security. The first functiorSsrvice Protection
Function and the second is Content Protection foncFunctional Architectures of SP and CP are rilesd in .section 5.3.4
and the corresponding flows are described in se&id.4 and 5.4.5 respectively.

BCAST SP and CP are based on OMA DRM [DRMDRM-v2MRM20-Broadcast-Extensions] and 3G smartcard [3GPP
TS 33.246] [3GPP2 S.S0083].

BCAST SP and CP are based on 4 Layer key managerdtitecture, which is explained in detail [BCASF1
ServContProt]

Note: SP and CP of BCAST 1.0 have been revieweSdayrity WG.
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5. Architectural Model

The architectural model contains a broadcast chaprevided by a Broadcast Distribution System, andnteraction
channel, provided by an Interaction Network, susla &ellular network (e.g., COMA/GSM/GPRS/UMTShh deneral, the
availability of both broadcast channel and intécacthannel are assumed. However, both broadbasinel and interaction
channel may be temporarily unavailable, for exandpie to lack of radio coverage. Further, devici#ébBout access to an
interaction channel are possible within the BCA$%dhéecture and specifications. However, such ekvimay have limited
functionality. Optimizations for devices withoutéractive channel are optional to implement inicks/with interactive
channel, and are optional to use (for details BeeSCR tables of the enabler specification docusjent

5.1 BCAST Enabler Functions and Dependencies

OMA OMA OMA

LOC DM DRM

OMA

BCAST Enabler

Figure 1 - Relation between BCAST Enabler and Othe©MA Enablers

OMA BCAST Enabler combines a set of intrinsic fuans that jointly enable the Mobile Broadcast Segsi These
functions are Service Guide, Stream Distributiale Bistribution, Service Protection, Content Patiten, Service
Provisioning, Terminal Provisioning, InteractiondaNotification functions.

The BCAST Enabler partly builds on other OMA Enableartly enhances the existing OMA Enablers artlypdefines
the BCAST intrinsic functionality. Thus, as illuated in Figure 1, the other OMA entities providm#intrinsic functions to
the BCAST Enabler. Non-intrinsic functions of atlmelevant OMA Entities are used as they are, oy beawith extensions,
according to the required functions by OMA BCASTakler.

The typical examples of other OMA BCAST Enablers bocation, Device Management and Digital Right Eigement.

OMA BCAST Enabler Functions are shown on the liefé ©f the Figure below. These functions may biendd within
OMA BCAST, or by making use of (referring to) oth@MA Enablers or other existing standards.
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OMA.B CART Protocol Stack
Functions

o File F t: mpd, 3 t AL &3
+ Stream Distribution | Lo _orma T, 28b B i! : =
Streams SDP, s
+ File Distribution File.s, ete g. Tnteraction
+ Service Protection Obyjects > Channels

+ Clontent Protection §RTP RTCP, MPEG 4 systerm, etc§ &ilc Distributien Pretocel m

» Setvice Provisioning
+ Terminal Provisioning P

» Service DMscovery and
Wultiplex  (WPEGZ -TS, ete.
Serrice Guide P ( ) 3GPP2 3GPP Tnt "
. . BOMOS MEMS eraction
+ Motification Link Laver Ligk L. Bearer
DVB-T/H 7 wekayer L,
+ Interaction Function and lower and lower

D OMA BCAST related protocols

&% OWA BCAST related protocols or 3GPP2 BCMCS [ 3GPF MENMSE (TPDC over DVE-H protocols
Figure 2 - BCAST Functions and Protocol Stack

The right side of the diagram shows the protocatisof OMA BCAST. OMA BCAST Functions might makseuof,
interact with, enhance on, or define some protot@sare related to OMA BCAST; such protocols rnmayude: 3GPP2
BCMCS, or 3GPP MBMS protocols.

The lower layers include one-way and two-way digetl bearers; hence the BCAST enabler functiorghtriehave
differently with different types of bearers.

For example, Service and/or Content Protection treglst in IP layer (IPSec), or UDP/RTP layer (IS&#&p, SRTP,
MBMS Download Protection), etc.

Stream Distribution might be over RTP/ SRT, or MPEGystems over IP.

5.2 BCAST Architectural Diagram

The BCAST enabler architecture involves a collettlogical entities over a set of reference pinthe BCAST
functions are: Service Guide, Streaming Distributiile Distribution, Service Protection, Contenvtection, Service
Provisioning, Terminal Provisioning, Interactiondaotification functions. These functions are lechin the different
BCAST logical entities. The following functionaldchitectural diagram shows the relationships ambeg3CAST logical
entities. Subsequent sections provide additiorfarmmation for these entities.
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BCAST
Content BCAST-1 Service
Creation Application
BCAST-2 BCAST-3
BCAST
Service BCAST-4 BCA-ST
o Subscription BCAST-8
Dlstrlbutl_on/ Management -
Adaptation
BCAST-5 BDS-1* BDS-2*
Legend / BCAST-6 “\
: BDS Service :
| BCAST Logical Entities | | Distribution/Adaptation BCAST-7 |
‘Mandator‘y Non-BCAST En‘ri‘ries‘ I x-1 /:( : PoXx-2 T |
| - — I Broadcast : i Interaction I
i Optional Non-BCAST Entities i | Network : : Network ]
BCAST Reference Points " = H i H s
N e S — e h— = - ..
BCAST-BDS Reference Points : E E E Air Interface
X3 x-4 x-5 % X6
Other Reference Points : : : :
EEEEEEEEEEEBAREEEEEEEEEEEE - i i ]
Note: Interface over (*) reference points to be defined
in Adaptation Specification Terminal

Figure 3: BCAST Functional Architecture Diagram

5.2.1 Logical Entities for BCAST Enabler

The BCAST enabler involves a collection of logieatities that work together to realize the needgzhbilities. The
following table presents these logical entitiefie Table includes entities that will be driven bg functionality defined in
the BCAST enabler and other logical entities thrat/jgle services but whose definitions are definsdwhere.

Logical Entity Major Functionality
Entities in-scope of OMA BCAST

BCAST Service Application Represents the servigdieation of the BCAST Service, such as, streaming
audio/video or movie file download. It encompagbesfunctionality of media
encoding and interaction related to BCAST Servikealso provides the BCAST
service attributes to the BCAST Service Distribntidaptation and BCAST
Subscription Management.

It may generate charging information, for examplegording to the user charging
information that it obtains from the BCAST substiop management and the
content creator. Legacy mechanisms may be usathéorging information
generation and delivery.

BCAST Service Responsible for the aggregation and delivery of BT/Aervices, and performs the
Distribution/Adaptation adaptation of the BCAST Enabler to underlying Biessd Distribution Systems. It
provides the functionality of File and Stream Dimfition, Service Aggregation,

Service and Content Protection (i.e., data enappflEK generation, and protectio

=
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key message distribution), Service Guide generatiahdelivery, Notification
Delivery, and the adaptation to the underlying BO®we functionality of adaptation
to each BDS may vary depending on the underlyin&BD

BCAST Subscription
Management

Responsible for service provisioning such as siftszn and payment related
functions, the provision of information used for BET Service reception, and
BCAST Terminal management.

It provides the functionality of Notification, Séce Protection management, Content
Protection management, Service Guide generatiopostyplerminal Provisioning
and interaction with the BDS Service Distributiodé&ptation to
communicate/manage subscription information with Terminal.

It may send the user charging information to theABT service application.

Terminal

The user device that receives broadcageobas well as the BCAST service related
information, such as, service guide, content ptateénformation. The user device
may support the interactive channel in which caseould be able to directly
communicate to the network regarding the availablgices.

Entities out-of-scope of OMA BCAST

Content Creation

Source of content, may providgettfor delivery paradigms (e.g., streaming
servers); provides base material for content detsoris.

BDS Service
Distribution/Adaptation

Responsible for the coordination and delivery afdaicast services to the BDS for
delivery to the terminal, including file and stredistribution, and Service Guide
distribution. It may also include key distributidiroadcast subscription
management, and accounting functionalities. BDSi8eDistribution/Adaptation
may not exist in certain BDSs. In that case it Mddae considered a “Null Functionf.
It works with the interactive network to perfornmg@ee discovery, BDS-specific
service protection and handles other interactiowtions. It also works with the
BDS for content delivery to the terminal.

Broadcast Network

Specific support for the disttidw of content over the broadcast channel. Thag m
involve the same or different radio network froratthised by the interactive chann

[

Interaction Network

Specific support for the inetfan channel. This may involve the same or défer
radio network from that used by the broadcast calann

Table 1 - Descriptions of Logical Entities

52.2 Reference Points for BCAST Enabler

The logical entities of the BCAST

enabler are cated to permit them to provide the functions needEdese points of

connection establish the reference points docurdéntthis section. As with the logical entitiegrtain of these reference
points will be fully defined as part of the BCASHabler. The following table describes these refegepoints.

to the program such as description, rating andegenr

Reference Point Usage
Reference Points within BCAST Scope
BCAST-1 Content, Content attributes, Notificatiorest, etc.
BCAST-2 Content-unprotected BCAST Service, BCASTVRe attributes and content attributes pertainjng

BCAST-3 BCAST Service attributes and content atitiéls pertaining to service provisioning, such as,
targeted user profile and location information.elJgreference and subscription information,
User request, User reporting, notification evert araybe user charging information.

BCAST-4 Notification, Service Guide, fragments &teld to provisioning, purchasing, subscription,
terminal provisioning, etc.), Long Term Key Messagghort Term Key Messages, Terminal
Provisioning object, Terminal Provisioning messaggminal management message, etc.
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BCAST-5 This reference point provides the distribatof unprotected and/or protected BCAST Service
content-unprotected and/or content-protected BCAS8ivice, BCAST Service attributes and
content attributes Notification, Service Guide, &wturity material, over the Broadcast
Distribution System, which may include traversihg BDS Service Distribution/Adaptation.

BCAST-6 Unprotected and/or protected BCAST Serviomtent-unprotected and/or content-protected
BCAST Service, BCAST Service attributes and conaémibutes, Notification, Service Guide,
Security material, terminal reports related toatmeand file delivery, all distributed over the
Interaction Network.

BCAST-7 This interface provides the delivery of Bee provisioning, Subscription information, Terrain
provisioning, Security material, and device regititm, over the Interaction Network. For
security material delivery, it is also applicabdermplementations whereby the BCAST
Subscription Management contains the equivalent BBice Distribution/Adaptation
functionality pertaining to the transmission of lsuaterial over the Interaction Network.

BCAST-8 User interaction, reporting, and user pegiee.

BDS Specific Reference Points

BDS-1 Unprotected and/or protected BCAST Servioatent-unprotected and/or content-protected
BCAST Service, BCAST Service attributes and Cong&ttmibutes, BCAST Service/Content
priority**, Notification, Notification priority, Sevice Guide and Security material. This
reference point is only applicable when the undieg\BDS technology is MBMS or BCMCS,
and furthermore, whereby the portion of the BDSvBerDistribution/Adaptation pertaining to
service distribution and adaptation is not funcaibnintegrated in the BCAST Service
Distribution/Adaptation.

Note: Service protection or Content Protection ©PRstreams may be employed by the BDS
itself, if available.

BDS-2 Service provisioning, Subscription informati®evice management, Security material. This
reference point is applicable when the underlyimSBechnology is MBMS or BCMCS, and
furthermore, whereby the portion of the BDS Senbéstribution/Adaptation pertaining to
subscription management is not functionally intégplan the BCAST Subscription Manageme

Reference Points out of BCAST Scope

X-1 Reference Point between BDS Service Distribv#dalaptation and BDS.

X-2 Reference Point between BDS Service Distribi#dalaptation and Interaction Network.

X-3 Reference Point between BDS and Terminal.

X-4 Reference Point between BDS Service Distrii#ialaptation and Terminal over Broadcast
Channel.

X-5 Reference Point between BDS Service Distribi#dalaptation and Terminal over Interaction
Channel.

X-6 Reference Point between Interaction Network &arminal.

Table 2 - Descriptions of Reference Points

** Note: Higher priority in delivery of broadcaservice/content shall be given to service/contetatrided for public
safety/public service, or emergency information.

5.3 Functional Components and Interfaces/reference points
definition
This section describes details of all BCAST Funtsiand Components. The architecture for each BCla8dtion is

covered in detail, in separate sections individuaficluding the definition of functional entitiespmponents and the
corresponding interfaces.
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531 Service Guide Function

The Service Guide Function provides the broadcsastsuwith information on the various broadcast eotst available in
their region. Depending on the capabilities ofdheerlying Broadcast Distribution System (BDS} troadcast content
information is transmitted to the terminal eitheram IP-based Service Guide, or as BDS-specificagisg, or both. The
service guide may be modified according to the BloEexample by adding BDS specific informationhiS'may either be
done in the Service Guide Generation/ Adaptaticstfibiution in Broadcast Service Distribution/Addja, or in the BDS.
The format of the Service Guide information is defi for various interfaces in the following subget.

i Service
Content | Service | Guide el
Creation S > Source Service
Source SG1 Application
-+ SG-2
Service Guid SG4 -
BCAST Generation Service
Service Guide
Distribiution/ source BCAST
Adaptation Subscription
Management
Legend
| BCAST Logical Entities SG-5 BDS-2*
e | —— — \
‘ Non BCAST Entities ‘ ] BDS
- . Service Distributibn |
BCAST Reference Points |
' x1; i : x-2 I
BCAST-BDS Reference Points I Broaflcast  : : Interaction |
! Netfork i Network i
Other Reference Points \ 5 H H H D
.......................... : R
H H : Air Interface
BCAST Service Guide X-3: i X-4 F R
Functional Entities / 'E/ ,E/X 3 ’E/ x-6
BCAST Service Guide Interfaces E
< > v A 4
Internal Interfaces . . . -
L o (up 1o implementation) Service Guide Client Terminal
Note: Interface over (*) reference points to be defined
in Adaptation Specification
Figure 3 - Service Guide Functional Architecture
The BCAST Service Guide Functional Architectureimes the following interfaces:
Interfaces Reference Point Description
SG-1 BCAST-1 Server-to-server communications fdivdeng content attributes

such as description information, location inforroatitarget terminal
capabilities, target user profile, etc., from omenmre SGCCS, eithef
in the form of BCAST service guide fragments; omiproprietary
format.

SG-2 BCAST-2 Server-to-server communications fdivdeng BCAST
content/service attributes, such as, service/coutescription
information, scheduling information, location infieation, target
terminal capabilities, target user profile, eto.the form of BCAST
service guide fragments.

SG-B1 BDS-1 Server-to-server communications fdrezidelivering BDS specific
attributes from BDS to BCAST Service Guide Adatati
component, to assist Service Guide adaptationeoifsp BDS, or to
deliver BCAST Service Guide attributes to BDS fa®specific
adaptation and distribution. This interface islegyble to
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implementations whereby the underlying BDS techgglse MBMS
or BCMCS, and furthermore, whereby that portiothef BDS
Service Distribution/Adaptation pertaining to SGtdbution is not
functionally integrated in the BCAST Service.
Distribution/Adaptation.

SG-4 BCAST-4 Server-to-server communications fdivdeng service/terminal
provisioning information, purchase information, satption
information, promotional information, etc., in therm of BCAST
service guide fragments.

SG-5 BCAST-5 This interface provides the deliveFBEAST Service Guide over
the Broadcast Distribution System, which may ineltichversing the
BDS Service Distribution/Adaptation.

SG-6 BCAST-6 Delivery of BCAST Service Guide thrbugteraction Channel.
Interactive access to retrieve Service Guide oitiatél information
related to Service Guide, for example, by HTTP, SBISVMS.

5311 Service Guide Source

Service Guide Source in the network exists in wagifunctional entities.

In Content Creation, Service Guide Content Creafounrce (SGCCS) may provide contents attributes as@ontent
description information, target terminal capal®ktj target user profile, content timing informatifle metadata, etc, and
sends them over SG1 in the form of standardized 8C&ervice Guide fragments, or in a proprietarynfa.

In BCAST Service Application, Service Guide Applica Source (SGAS) provides service/content deoripnformation,
scheduling information, location information, tar¢germinal capabilities, target user profile, fiteetadata, etc., and sends
them over SG2 in the form of standardized BCASvigerGuide fragments. In case of multiple SGC(@8suding
exclusive SGCCSs arranged by the service provi&&AS acts as an interception point of all receiseutent information
and is responsible for combining such content mftion in a manner that can be managed by SG-G.

In BCAST Subscription Management, Service Guides8ription Source (SGSS) provides service/terminavigioning
information, purchase information, subscriptioroimiation, promotional information, etc., and setiasn over SG4 in the
form of standardised BCAST Service Guide fragments.

BDS Service Distribution/Adaptation can providedfie information about BCAST service, such as,reedP address,
transport session identifier, and delivery schetdpinformation over SG-B1. How BDS Service Distttion/Adaptation
generates such information is out of the scope@AST.

5.3.1.2 Service Guide Generation/Adaptation/Distrib  ution Component

The Service Guide Generation Component (SG-G)am#twork is responsible for receiving Service @Uirdgments from
various sources, such as, SGAS, SGSS over SG-3@ntlinterfaces. SG-G assembles the fragmentls,asjcservices and
content access information, according to a stammetdschema, and generates a Service Guide whgnigo Service
Guide Distribution (SG-D) for transmission. Befaransmission, it is optionally adapted in the SsrGuide Adaptation
Component (SG-A) to suit a specific BDS.

SG-D distributes the Service Guide in one or mdithe following ways:

=  SG-D generates an IP flow to transmit Service Goiger the SG5 interface and the broadcast chamtety may
include traversing the BDS Service Distribution/ftigion) to the SG-C. Before transmission, theG&ay send
Service Guide to Service Guide Adaptation (SG-Addapt the Service Guide to suit specific BDS, etiog to the
BDS attributes sent by BDS Service Distribution/pt#dion over SG-B1. The adaptation might result in
modification of Service Guide. Note that, for at#jpn purpose, the SG-A may also send the BCASVIGe
Guide attributes or BCAST Service Guide fragmenexr &G-B1 to BDS Service Distribution/Adaptatiom fo
adaptation, this adaptation within BDS Service fistion/Adaptation is out of the scope of BCAST

= SG-D may also receive a request for Service Guiftarnation, and send the requested Service Guideniation
to the terminal directly through the interactioranhel. SG-D also may filter Service Guide inforimatfrom SG-G
based on End User’s pre-specified profile.
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= SG-D may also send the Service Guide to the BD&;hwinodifies the Service Guide (e.g., by adding Bip8cific
information), and further distributes the Serviagide to the SG-C in a BDS specific manner.

5.3.1.3 Service Guide Client Component

The Service Guide Client Component (SG-C) in tmenieal is responsible for receiving the Service d&uinformation from
the underlying BDS or the interaction network, amaking the Service Guide available to the mobiteiteal. The SG-C
obtains specific Service Guide information. TheG@ay further filter the Service Guide informatimnmatch the terminal
specified criteria, e.g. location, user profilenténal capabilities. The file information includadthe Service Guide may be
forwarded to other relevant functions in the termhinCommonly, the user may view the Service Guidlermation in a
menu, list or tabular format.

SG-C may send a request to the network through &ebtain specific Service Guide information, loe tomplete Service
Guide.

5.3.2 File Distribution Function

The File Distribution Function distributes a file@bundle of files having any type or any encodinlgeme to Terminals.
The File Distribution Function mainly distributesile or a bundle of files over Broadcast Chanbel, it also can transmit a
file or a bundle of files to Terminals over thedraction Channel.

In addition to the distribution functionality, tiéle Distribution Function may use other functidtias provided by other
OMA BCAST Functions. The File Distribution Funatican protect a file or a bundle of files with camitprotection
capability provided by the Content Protection Fiorcand service protection capability provided by Service Protection
Function. The File Distribution Function providies error resilience by different methods includingband broadcast-
based methods such as forward error correctioroangpetition as well as post-delivery methods safile repair over
interactive sessions.

e — BCAST
onten > . L Service
Creation o1 File Application (FA) Application
A
FD-2
BCAST Service
Distribution/Adaptation BCAST
Subscription
File Delivery Management
Function (FD)
FD-B1*
Legend ..... e .
7 , \
| BCAST Logical Entities | | i BDS :
: i Service Distribution I
| Non BCAST Entities | | ; |
BCAST Reference Points | X-1 4 i / X-2 |
BCAST-BDS FD Inferface | Bhfl%?\?vzfst '“&i’tfcvc;'ﬁ(“ I
h_’ . !
Other Rd?}'e"ce Points N [ o . i S i R s
Air Interface
BCAST File Delivery _ FD-6
Functional Entities FD-5 x-3 X-4 X-5 Xx-6
BCAST FD Interfaces
v \ 4
Note: Interface FD-B1* to be defined in Al el Gt (F2-C) Terminal
Adaptation Specification

Figure 4 - File Distribution Functional Architectur e
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The BCAST File Distribution Functional Architectudefines the following interfaces:

Interfaces Reference Point Description
FD-1 BCAST-1 Delivery of a file, whose type and eding scheme may be
agnostic to BCAST Standard.
FD-2 BCAST-2 Delivery of a file (or files) or a cmt protected file (or
files) to FD.
Delivery of an attribute of a file (or files) to FD
FD-5 BCAST-5 Unidirectional delivery of a file ortaundle of files some of

which may be content protected.

Unidirectional delivery of a content and servicetpcted
file or a bundle of files.

Unidirectional delivery of in-band signalling foil&
Distribution (e.g., signalling used for file reciept either in
SG or in-band signalling).

FD-6 BCAST-6 Point-to-point delivery of file pant®eded in order to

reconstruct a complete file or file bundle on thertinal
side following reception of file parts over the adoast
channel.

Point-to-Point delivery of a file or a bundle dks.

Delivery of a request or a report about file rejpgifrom
Terminal.

FD-B1 BDS-1 Delivery of a file or a bundle of filés BDS.

Delivery of a service and/or content protected dilea
bundle of files to BDS.

Delivery of signalling information to a file or bdte of files
distribution.

Delivery of bearer information used for a file amulle of
files distribution.

Signalling of file content priority** to the undsgthg BDS.
This interface is applicable to implementations ety the
underlying BDS technology is MBMS or BCMCS, and
furthermore, whereby that portion of the BDS Sesvic
Distribution/Adaptation pertaining to file and fileetadata
distribution is not functionally integrated in tBE€AST
Service Distribution/Adaptation.

Note: If BDS Service Distribution/Adaptation does exist,
then the interface defined for FD-B1 is appliedxek
and/or x-2.

** Note: Higher priority in delivery of broadcaservice/content shall be given to service/contetetrided for public
safety/public service, or emergency information.

5.3.2.1 File Application Component

The File Application Component (FA) in the netwigkesponsible for receiving a file or a bundldilgfs to be broadcast
from the Content Creation and sending the file al as file attributes (e.qg., the type of file aralid period of file) and
additional information (e.qg., location informatiand attributes relevant to user profile and prefees) to BCAST Service
Distribution/Adaptation.

FA is agnostic to the type and encoding schemé#eotiélivered over the FD-1 interface.

If the content protection is done by BCAST, the lRAy cooperate with the Content Protection functmancrypt the file.
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5.3.2.2 File Delivery Component

The File Delivery Component (FD) in the networkesponsible for the delivery, aggregation, and tedagm of a file or a
bundle of files.

FD receives a file, a bundle of files, some of whicay be content protected. FD receives theseWilth attributes from FA
through the FD-2.

File delivery may take place in one of the follogiimodes:

a) BDS Transparent mode: Using configured attebwaind attributes received from FA, FD negotidiedearers to be used
for file distribution in cooperation with BDS Sece Distribution/Adaptation through the interface-BD. If BDS Service
Distribution/Adaptation does not exist, then X-DGR can be used in place of FD-B1 (X-1 and X-2\waithin the scope of
adaptation specification). FD normally deliversflidwvs (containing a file or bundle of files) to fieinals via FD-5. If FD
receives a request for retransmission or errorrteggoform Terminal, FD may transmit parts of a&fdr parts of a bundle of
files over Interaction Channel via FD-6 or broad@dsnnel via FD-5.

b) BDS Assisted mode 1: In this mode, the BDS Serfdistribution/Adaptation manipulates the file tant received from
the FD over FD-B1, at the application data levefpbe it distributes the content to the terminBhese operations are out of
scope of OMA BCAST.

c) BDS Assisted mode 2: In this mode, the BDS iseristribution/Adaptation does not manipulate fileecontent
received from the FD over FD-B1, at the applicatiata level, before it distributes the contenti®terminal. However, the
BDS Service Distribution/Adaptation may perform Exwayer processing such as application layer Ri€oding, transport
protocol conversion, and unicast-to-multicast |Erads translation. These operations are out esobOMA BCAST.

FD can aggregate files transmitted from differefs ccording to provisioning information and adafile or a bundle of
files for BDS.

In the BDS transparent mode, the FD takes respititysior error efficient and error resilient fildelivery. Consequently,
FD may employ different schemes for improving filglivery success, such as, repetition and forwexat eorrection. The
FD may support file-repair components allowing reigewhich could not fully receive a file or file hdle through broadcast
channels to ask for missing file parts in orderetonstruct the file.

If the service protection is done by BCAST, the lRBy cooperate with the Service Protection functiancrypt the bearer
to be used for file delivery.

5.3.2.3 File Delivery Client Component

The File Delivery Client Component (FD-C) in thenténal is responsible for receiving a file or bumdif files over
Broadcast Channel or Interaction Channel throutiteethe FD-5 or FD-6 interfaces or via the BDSd@se of BDS-
assisted file delivery).

If the service protection is done by BCAST, the EDray cooperate with the Service Protection fumcteodecrypt the
bearer containing the file. If the content pratatis done by BCAST, the FD-C may cooperate with Content Protection
function to decrypt the file.

If BDS-transparent mode is used, FD-C should be tbteceive the FD transmission as it is codeeffimr resilience
FD-C forwards the information about file receivednh either in-band or from SG to a relevant functio

For post error recovery the terminal may be abletpiest missing parts of encoded files in ordéulty reconstruct the
delivered files.

FD-C may send a report about the reception stdtadile or a bundle of files, if the Terminal héee interaction ability.
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5.3.3 Stream Distribution Function

The Stream Distribution Function distributes stredraving CODEC used by BDS to Terminals. The &trBéstribution
Function mainly distributes stream over Broadcdsrel; but it can also transmit stream to Termivalr Interaction
Channel.

In addition to the distribution functionality, ttf8ream Distribution Function may perform the SesvRrotection / Content
Protection encryption capability provided by thevize Protection / Content Protection Function.e Btream Distribution
Function may provide for error resilience by diffet methods such as forward error correction coding

The Stream Distribution Function has CODECSs, whithused by BDS.

Content > BCAST
Creation sp-1 Stream Application (SA) A ;;Q;loeli::v;(t:ii ]
A
SD-2 |
BCAST Service
Distribution/
: BCAST
y Adaptation Subscription
Stream Delivery Management
Function (SD)
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BCAST Logical Entities /_._.._- ....... _— i — N
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‘ Non BCAST Entities ‘ l Service Distribution .
BCAST Reference Points | x-1 / 4/ X-2 I
BCAST-BDS SD Interface | Broadcast | i Interaction |
e . Network £ Network /
Other Reference Points N . —.. =_§___:_.:. ..... I Py :
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Functional Entities H : : ;
BCAST SD Interfaces Y
4—_> Stream Delivery Client (SD-C)
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Note: Interface SD-B1* to be defined
in Adaptation Specification
Figure 5 — Stream Distribution Functional Architecture
The BCAST Stream Distribution Functional Architeetwefines the following interfaces:
Interfaces Reference Point Description
SD-1 BCAST-1 Delivery of an unprocessed streanBGAST streaming
Service.
Delivery of stream with media type and CODEC sufgmbr
by BCAST.
SD-2 BCAST-2 Delivery of a stream having BCAST stard media type
and CODEC.

Delivery of stream attributes to Stream Distribatio
Function in BCAST Service Distribution/Adaptation.
SD-5 BCAST-5 This interface provides the delivefyteams over the
Broadcast Distribution System, which may include
traversing the BDS Service Distribution/Adaptation.
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SD-6 BCAST-6 Delivery of a stream to terminal.

Delivery of report about a stream reception.

Delivery of request from terminal, e.g., requesttfe
retransmission of a whole stream.

SD-B1 BDS-1 Delivery of a stream to BDS.

Delivery of a protected stream to BDS.

Delivery of a stream attribute to determine beaused for
stream distribution.

Delivery of bearer information used for a stream
distribution.

Delivery of a BDS specific profile for the adaptatiof
Stream to BDS.

Signalling of stream content priority** to the untjéng
BDS.

This interface is applicable to implementations ety the
underlying BDS technology is MBMS or BCMCS, and
furthermore, whereby that portion of the BDS Sesvic
Distribution/Adaptation pertaining to stream dilstriion is
not functionally integrated in the BCAST Service
Distribution/Adaptation.

Note: If BDS Service Distribution/Adaptation dasst
exist, then the interface defined for FD-B1 is &mpffor x-1
and/or x-2.

** Note: Higher priority in delivery of stream ctant shall be given to service/content intendedofdslic safety/public
service, or emergency information.

5.3.3.1 Stream Application Component

The Stream Application Component (SA) in the netisrresponsible for transmission of a stream MpBARCAST standard
media type and CODEC, as defined by BDS, to Strieatmibution Function in BCAST Service Distributi®daptation.

SA receives an unprocessed stream, to be encod€®B¥EC supported by OMA BCAST, from Content Creatita SD-1.
In this case, SA translates unprocessed streanB&ST standardized stream.

SA may receive a stream encoded by CODEC suppbyt€&MA-BCAST.

SA provides the attributes of stream (e.g., a mégha of stream and required data rate) and additimformation (e.g.,
location information and attributes relevant torym®file and preferences) used for BCAST service.

5.3.3.2 Stream Delivery Component

The Stream Delivery Component (SD) in the netwsrkesponsible for the delivery of a media stredwm determination of
bearers used for stream transmission and the dieptd a stream to a specific BDS.

SD receives a stream with attributes of a stream f6A via SD-2. Stream delivery may take placeria of the following
modes:

a) BDS Transparent mode: Using configured attribated attributes received from SA, SD negotiatedtarers to be used
for stream distribution in cooperation with BDS Bee Distribution/Adaptation through the interfa8B-B1. If BDS

Service Distribution/Adaptation does not exist el or X-2 can be used in place of SD-B1. SDnmalty transmits IP
flows (containing a stream) to Terminals via SD-5.

b) BDS Assisted mode 1: In this mode, the BDS Serfdistribution/Adaptation manipulates the file tant received from
the SD over SD-B1 at the application data levelotgeit distributes the content to the terminahe$e operations are out of
scope of OMA BCAST.
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c) BDS Assisted mode 2: In this mode, the BDS Seridistribution/Adaptation does not manipulategtream content
received from the SD over SD-B1 at the applicatlata level, before it distributes the content wtdrminal. However, the
BDS Service Distribution/Adaptation may perform kEwayer processing such as the application offe®DS service
protection, and unicast-to-multicast IP addresssietion. These operations are out of scope of BITAST.

SD may transcode the OMA BCAST stream into BDS ijgestream according to BDS request over the fater SD-B1.
SD also can adapt the data rate of stream accotdlirgporting of BDS network condition over thegrface SD-B1. If SD-
B1 does not exist, then X-1 or X-2 can be used.

If the Service or Content Protection is done by BBTAthe SD may cooperate with the Service or CdrRestection
function to encrypt the bearer to be used for strdalivery.

SD transmits in-band signalling used for the streaception and Service or Content Protection (otext protection of
RTP streams) through the interface SD-5 and previde method for media synchronization.

SD can provide the method for adaptive recepti@haam imply techniques for error resilience basethe characteristics
specific to a Broadcast service and a Broadcashi@ia

5.3.3.3 Stream Delivery Client Component

The Stream Delivery Client Component (SD-C) intia@ninal is responsible for receiving a stream @®mradcast Channel
or Interaction Channel through either the SD-5rfiatee or via the BDS (in case of BDS-assisted sirdalivery)

If the Service or Content Protection is done by BBTAthe SD-C may cooperate with the Service or @drrotection
function to decrypt the bearer containing the siredhe SD-C does the operation for error resikemethod if error
resilience method is applied by SD.

SD-C has the capability for media synchronizatiod enay have the method for adaptive reception.
SD-C forwards the information about a stream televant function.
For post error recovery, SD-C may send the refdaatstream reception if the interaction networkvsilable.

Service and Content Protection Functions

534 Service Protection and Content Protection Fun ctions
5.34.1 Overview

The Service and Content Protection functions pmadBDS-agnostic way of protecting both contentsamdices delivered
within Mobile Broadcast services. The Figure belthustrates the difference between Service Praieand Content

Protection.
&) - el
| Broadcast Delivery éﬂ
& é’ T

Protection

Figure 6 — Roles of Service and Content Protection

Service protection has the purpose of allowing s€te a service, i.e., for a defined set of (awioral) data for a specified
amount of time. Service protection assumes noorespility for content after have been releasethéouser terminal; it does
not provide any technical means to protect cortatgide of the bit-pipe that is implementing acczssrol.
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Content protection has the purpose of securingniigidual pieces of content. Content may or may/mave post-delivery
usage rights associated with it.

Service Protection, independent from Content Ptiatecis intended for subscription managementthénabsence of content
protection, usage rights to content in general b&free, or subject to applicable legislation, bess model or other
requirements; however such considerations are lgetfenscope of these definitions. Content Pratadatieals with post-
delivery usage rights, which specify how conterts be used according to permissions and constraints

5.3.4.2 Key Hierarchy

The figure below presents the key hierarchy foviserprotection and content protection.

Layer 1: Registration N . . .
Registration over interaction channel incl.
offline registration

Registration

Derived key from data Derived key from
registration decryption registration
Rights Encryption Rights Decryption
Key/ Subscriber Key/ Subscriber
Layer 2: Long-Term Management Key Management Key

Key message Delivery Service/Program Key Distributio

Service/ Service!
Program Ke OVEr ProgramKey
Service/Program Generation | broadcast or interactive channel Decoding
Encryption Key
Service/Program
Layer 3: Short-Term Decryption Key

Traffic Key Distribution over
broadcast channel or interactive channel

Key message Delive

Traffic Key
generation

Traffic Key
decoding

Traffic

Encryption Key
Traffic
Layer 4: Traffic v Decryption Key

Traffic-Key-Encrypted Data
over broadcast channel or interactive channel

encryption

Encryption Decryption

Unprotected Data Unprotected Data

Figure 7 — Key Hierarchy for Service Protection andContent Protection of RTP streams

Layer 1 implements registration step. The key material meta-data acquired during the subscriber ide(Styor device
registration phase will enable the subscriber eiageto be authenticated. They are securely stoitiin a secure storage
entity. The key material obtained in Layer 1, aiséd to protect the Long Term Key delivery in Lagers referred to as the
Subscriber Management Key or Rights Encryption Hegending on the key management profile.

Layer 2 implements Long-Term Key Message key (LTKM) deliverer the broadcast or interactive channel. Tyer
delivers a service encryption key (SEK) or prograarencryption key (PEK). The SEK or PEK is an intediate key, i.e.,
it does not directly encrypt the content but indtpeotects the delivery of traffic encryption kéf€Ks). For management
and protection of service subscriptions the SEREK will be updated with normally longer crypto-jpet than the TEK
traffic key.

Layer 3 implements Short-Term Key Message (STKM) delivergrahe broadcast. The traffic encryption key (TEK
encrypted by a SEK or PEK, or necessary data #rabe used for deriving the traffic key, is segiether with the
identifiers that allow the traffic key to be linkedth the encrypted content.
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Layer 4 implements broadcast content encryption with th#fierencryption key (TEK). The encryption canperformed
on network layer (i.e., IP), transport layer (eldP), session layer (e.g., RTP) or content lap&f €ncryption) for the
service protection.

Cryptographic keys introduced by the key hierariryservice and content protection shall be stevighin a secure storage
entity to guarantee the access control, the confiigléy and the integrity of sensitive data.

Cryptographic keys, except for the TEK upon reqfresh authorized applications, shall never be erpasutside the secure
storage entity.

5.3.4.3 Functional Architecture for Service Protect ion

The following diagram describes Service Protect@rfile and stream and interfaces among BCASTdalentities.

BCAST Service Application (BSA)
Content . - .
. File Application / Stream Application
Creation (FA/SA)
SP-2 4
BCAST Service Distribution/ BCAST Subscription
v Adaptation (BSD/A) Management (BSM)
f SP Key SP-4
SP Encryption o — , SP Management
(SP-E) D'gg?zgf;” N (SP-M)
| A
/'_, ....... — e = A B Ry
Legend : i
! env Bg.s bt ;
BCAST Logical Entities i ervice Distribution '
i !
Non BCAST Entities I B Interadtion |
; Netwlork |
BCAST Service Protection | Network :
Functional Entities \.. ’../
BCAST SP interface
¢ > SP-6-1b
SP-5-1a 1 SP-5-1b sp-6-1a 4 J-SP-7-1 fsp-7-2
Interface defined by the
other Standard bodies - =
SP-5-2a SP-5-2-b
‘IIIII/IIIII»
. Secure Storage Entity \A 4 \ 4 \ A 4 YVYVY
: SP Client
‘+’ Internal Interface g SP Client i —r—
(up to implementation) P I?(Sa;r_)l/jp)tlon < (SP-C) . €= (SP-C)
SP-10 SP-9
Terminal Smartcard

Figure 8 - Service Protection Functional Architectue

Note: The Smartcard can be USIM/(R-)UIM.

It is presumed that the entire service protectiorcfionality can be performed by either the BCASW®&HRer or the
underlying BDS technology which contains the BDSSDIn the service protection architecture as shawis presumed
that the service protection functionality is ertineerformed by the BCAST Enabler. Therefore, &amservice protection
capability in the BDS-SD/A is disabled or consiakeenull function.

The following table explains the interfaces and sndgem to BCAST reference points:

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-ArchDoc-20071005-1



OMA-AD-BCAST-V1_0-20080609-C Page 33 (112)

Interface Reference Point Definition
SP-2 BCAST-2 Delivery of file or stream to SP-EB8D/A, where encryption is
performed.
SP-4 BCAST-4 Exchange of the information relate&Td&M generation by BSD/A
or BSM.

Delivery of STKM generated by BSM (for STKM deliyeover
Broadcast Channel).

Delivery of LTKM generated by BSM (for LTKM delivgrover
Broadcast channel to Terminal supporting only Boaad channel
capability).

This interface delivers Long Term Key material frtme SP-M to
SP-KD, for use in subsequent encryption of Shortriléeys. These
Long Term Key materials are SEAK/PEAK for the DRN¥bffle, and
SEK/PEK for the Smartcard Profile.

Delivery of registration key materials from the BFto SP-KD for
the DRM profile (for registration key materials idery over
Broadcast channel to terminal supporting only Boaatl Channel
capability).

SP-5-1 BCAST-5 This interface implements layer Bréffic encryption”) of the 4-
layer model.

The content delivered across SP-5-1 may also becoyigted in the
case of free-to-air services.

The service protected file and stream is distridtitethe terminal
over Broadcast Channel (SP-5-1a) or Interactiom@ala(SP-5-1h)
which may include traversing the BDS Service
Distribution/Adaptation

Note: This interface is identical to FD-5 and SD-5.

SP-5-2 BCAST-5 Delivery of STKM to terminal overd&dcast channel to SP-C in
Terminal (SP 5-2a) or SP-C in Smartcard (SP 5-2b).

Delivery of LTKM to terminal which only support Badcast
Channelwhich may include traversing the BDS Service
Distribution/Adaptation.

Delivery of the information related to registratiand authentication
over Broadcast Channethich may include traversing the BDS
Service Distribution/Adaptation to Broadcast-ordyminal.

Note: Key materials are stored within a secureagt@entity in the
SP-C on the terminal or the smartcard dependinkegrmanagement
implementation.

SP-6-1la BCAST-6 Delivery of STKM by BSD/A over Inaetion channel, for the DRM
Profile.

SP-6-1b BCAST-6 Delivery of STKM by BSD/A over Inéetion channel, for the
Smartcard Profile.

SP-7 BCAST-7 The signalling exchange for registratiayer 1 of 4 layer model)

and delivery of LTKM over Interaction channel to-SRn Terminal
(SP-7-1) or SP-C in Smartcard (SP-7-2).

Note: Related key materials are stored within aisestorage entity
in the SP-C on the terminal or the smartcard deipgnah key
management implementation.

SP-9 N/A This is the interface between the termamal the smartcard. This
interface is not present for terminals not havirggreartcard.

This interface should correspond to the relevaatiigations in
3GPP (U)SIM [3GPP TS 31.101] and 3GPP2 (R)-UIM [BGP
C.S0023-B].
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The secure authenticated channel between termmdadmartcard
should correspond to [3GPP TS 33.110], [ETSI TS484,.

Note: SP-9 is Terminal internal interface and isstandardized
within OMA BCAST.

SP-10 N/A Transmission of traffic encryption key€&Ks) from the terminal to
the SP-D to decrypt the enciphered content.

Note : SP-10 is Terminal internal interface andasstandardized
within OMA BCAST.

5.3.4.3.1 File Application/Stream Application Compo  nent

The File Application/Stream Application ComponeRA(SA) in the BSA is responsible for receiving iland stream from
Content Creation and sending the file and streattm attributes and additional information to BCAS@r8ce
Distribution/Adaptation.

5.3.4.3.2 SP Management Component

The Service Protection Management Component (Siithle BSM is responsible for the registration efinal and the
authentication/authorization of User. SP-M is akssponsible for the LTKM generation and the LTK®lidery over
Interaction Channel. LTKM contains SEK and PEK #rid delivered to SP-C in Terminal (via SP 5-2&#-7-1) or SP-C
in Smartcard (via SP 5-2b or SP-7-2).

SP-M may generate the STKM and, for this, it exdemthe STKM generation related information witiC&&. In this
case, the STKM is sent by SP-M to SP-KD, and in forwarded by SP-KD to the terminal over Broad€isannel or
interaction channel.

To support Broadcast-only terminal, SP-M can prewadt of band registration and delivery of LTKMS®-KD in BSD/A.
Such out-of-band communications is outside thes@fBCAST specifications.

The SP-M also supports handling of the secure gnoaipagement. The secure group management scharbe caed for
efficient broadcasting of the long-term key messawge revocation procedure. The SP-M is in chafgbeodomain
management. The terminal can join a domain or leademain using the SP-M.

5.3.4.3.3 SP Key Distribution Component

The Service Protection Key Distribution Componé&®{KD) in the BSD/A is responsible for the disttibn over the
broadcast channel of the LTKM and STKM, generatdbfEK and the optional generation of STKM. The I§P-also
delivers STKM to Terminal over interaction channel.

When the STKM is natively generated, the SP-KDegponsible for the generation of the TEK and otleevice protection
protocol parameters, which are related to servaresmission. In the case that STKM is generateith&BP-M in the BSM,
the SP-KD transfers the TEK, and other serviceqmtain protocol parameters which are related taisetransmission, to
the SP-M. If STKM is generated by SP-KD itself -8B exchanges the STKM generation related messétheBSM.

Upon STKM generation by either the SP-M in the B&8Mhe SP-KD itself, it is delivered by the SP-Kizeothe broadcast
channel or interaction channel to Terminals.

For Broadcast only Terminal, SP-KD receives LTKNMnfr SP-M in BSM and delivers it over broadcast clehnin addition
to this, SP-KD can transmits registration key materare sent from the SP-M to broadcast-only teatsi

5.3.4.3.4 SP Encryption Component

The Service Protection Encryption Component (SirE)e BSD/A is responsible for encrypting filestream for delivery
over the broadcast channel or the interaction ablanfhe TEK is delivered from the SP-KD and isduf® encrypting file
or stream (note: this internal interface in BSDéAbt further specified). The format of the entegofile or stream depends
on the specific service protection system. SP-¥ b@aa null function in the transmission of freeaioservices or the
Service Guide.
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5.3.4.3.5 SP Decryption Component

The Service Protection Decryption Component (SPalhe Terminal is responsible for decrypting thergpted file or
stream using the TEK extracted from the STKM. SRe€eives TEK from SP-C in Terminal, or SP-C in 8wed. SP-D
may be a null function in the reception of freeaipbservices or the Service Guide.

5.3.4.3.6 SP Client Component

The Service Protection Client Component (SP-CHesseither in the Terminal, for the DRM Profile,imboth the Terminal
and the Smartcard for the Smartcard Profile. TReC3s responsible for terminal registration, user
authentication/authorization, and acquisition & HTKM and the STKM. After the registration, thB-€ may acquire the
REK or SMK/GMK which is derived from the registmati, depending on the security profile. The LTKM taons the SEK
or PEK which is used for encrypting the STKM. I ttase of the DRM Profile, the SP-C in the Termatauires the TEK
by decrypting STKM using SEK. In the case of tmeaBtcard Profile, SP-C in the Smartcard sends i€, Via the SP-C in
the Terminal, to the SP-D for decryption of thergpted file or stream.

5.3.4.3.7 Creation of STKMs

There are two options for STKM generation. Thstfis STKM generation by BSM, and the second is Bd€neration by
BSD/A, as illustrated in the figure below. STKMtigically generated by the BSM because BSM igatfirmary entity for
Service Protection. However, depending on thernassi model, the STKM can also be generated by $ixB

To support both STKM generation options, the BSIveiponsible for generating the SEAK/PEAK (for DRvbfile) or
SEK/PEK (for Smartcard Profile), and access cateescriptors. The BSD/A is responsible for getregahe TEKs and
other service protection parameters.

TEK generation, . SEAKI/PEAK or
STKM broadcast STKM generation SEK/PEK
distribution generation
BSD/A Transfer TEK, BSM

transfer STKM back

SP Key Distribution
(SP-KD)

+ STKM Generator SP Management (SP-M)

Transfer

BSD/A SEAK/PEAK BSM
or SEK/PEK

SP Key Distribution (SP-KD) | STKM Generator SP 'Vg;a%mem

Figure 9 - Options for STKM Creation

5.3.4.4 Functional Architecture for Content Protect ion

The following diagram describes Content Protecf@rfile and stream and interfaces among BCASTdalgentities.

The architecture is agnostic to content protedted:fDCF, PDCF files can be distributed just ag atter file. For streams,
the content protection is determined by the indicadf CP-M that post acquisition usage rightsragired for the stream.
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Figure 10 - Content Protection Functional Architectire
The figure above depicts the architecture of théBT Content Protection function for files.

It is presumed that the entire content protectiorctionality can be performed by either the BCASaHer or the
underlying BDS technology which contains the BDSSDIn the content protection architecture as statis presumed
that the content protection functionality is ergineerformed by the BCAST Enabler. Therefore, &m¢ontent protection
capability in the BDS-SD/A is disabled or considakeenull function.

The following table explains the interfaces and sndgem to BCAST reference points:

Interface Reference Point Definition
CP-2 BCAST-2 Delivery of file or stream to CP-EBSD/A, where encryption is
performed.
CP-4 BCAST-4 Exchange of the information relate@1dKM generation by BSD/A
or BSM.

Delivery of STKM generated by BSM (for STKM deliyeover
Broadcast Channel).

Delivery of LTKM generated by BSM (for LTKM delivgrover
Broadcast channel to Terminal supporting only Boaat channel
capability).

This interface delivers Long Term Key material fréme CP-M to
CP-KD, for use in subsequent encryption of ShorhiTKeys. These
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Long Term Key materials are SEAK/PEAK for the DRIbfle, and
SEK/PEK for the Smartcard Profile.

Delivery of registration key materials from the G&Pto CP-KD for
the DRM profile (for registration key materials idery over
Broadcast channel to terminal supporting only Boaetl Channel
capability).

CP-5-1 BCAST-5 This interface implements layer #iréffic encryption”) of the 4-
layer model.

The content delivered across CP-5-1 may also beanpgted in the
case of free-to-air services.

The content protected file and stream is distrihuitethe terminal
over Broadcast Channel (CP-5-1a) or Interactionn@bb(CP-5-1b)
which may include traversing the BDS Service
Distribution/Adaptation.

Note: This interface is identical to FD-5 and SD-5.

CP-5-2 BCAST-5 Delivery of STKM to terminal overddcast channel to CP-C in
Terminal (CP 5-2a) or CP-C in Smartcard (CP 5-2b).

Delivery of LTKM to terminal which only support Badcast
Channel which may include traversing the BDS Servic
Distribution/Adaptation.

Delivery of the information related to registratiand authentication
over Broadcast Channehich may include traversing the BDS
Service Distribution/Adaptatioto Broadcast only terminal.

Note: Key materials are stored within a secureagferentity in the
CP-C on the terminal or the smartcard dependinkegn
management implementation.

CP-6-1a BCAST-6 Delivery of STKM by BSD/A over Inéetion channel, for the DRM
Profile.

CP-6-1b BCAST-6 Delivery of STKM by BSD/A over Imgetion channel, for the
Smartcard Profile.

CP-7 BCAST-7 The signalling exchange for registrafilayer 1 of 4 layer model)

and delivery of LTKM over Interaction channel to-CHn Terminal
(CP-7-1 or CP-C in Smartcard (CP -7-2).

Note: Related key materials are stored within aisestorage entity
in the CP-C on the terminal or the smartcard dejpgnahn key
management implementation.

CP-9 N/A This is the interface between the termaral the smartcard. This
interface is not present for terminals not havirggreartcard.

This interface should correspond to the relevaatijgations in
3GPP (U)SIM [3GPP TS 31.101] and 3GPP2 (R)-UIM [BGP
C.S0023-C] and 3GPP2 CSIM [3GPP2 C.S0068].

The secure authenticated channel between termidadmartcard
should correspond to [3GPP TS 33.110], [ETSI TS484,.

Note: CP-9 is Terminal internal interface and i standardized
within OMA BCAST

CP-10 N/A Transmission of traffic encryption keylEEKSs) from the terminal to
the CP-D to decrypt the enciphered content.

Note : CP-10 is Terminal internal interface andas standardized
within OMA BCAST.
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5.3.4.4.1 File Application/Stream Application Compo  nent

The File Application/Stream Application ComponeRA(SA) in the BSA is responsible for receiving iland stream from
Content Creation and sending the file and streattn attributes and additional information to BCAS@r8ce
Distribution/Adaptation.

5.3.4.4.2 CP Management Component

The Content Protection Management Component (Cift¥je BSM is responsible for the registration effinal and the
authentication/authorization of User. CP-M is aissponsible for the LTKM generation and the LTK®lidery over
Interaction Channel. LTKM contains SEK and PEK #risl delivered to CP-C in Terminal (via CP 5-2a3#-7-1) or CP-C
in Smartcard (via CP 5-2b or CP-7-2).

CP-M may generate the STKM and, for this, it exgemithe STKM generation related information witHOB&. In this
case, the STKM is sent by CP-M to CP-KD, and im tiarwarded by CP-KD to the terminal over Broadd2isannel or
interaction channel.

To support broadcast-only terminal, CP-M can prevadt of band registration and delivery of LTKMG®-KD in BSD/A.
Such out-of-band communications is outside the s@fBCAST specifications.

The CP-M also supports handling of the secure gmapagement. The secure group management scherbe caed for
efficient broadcasting of the long-term key messaug revocation procedure. The CP-M is in chafghedomain
management. The terminal can join a domain ordeagtomain using the CP-M.

5.3.4.4.3 CP Key Distribution Component

The Content Protection Key Distribution ComponéP{KD) in the BSD/A is responsible for the distfilom over the
broadcast channel of the LTKM and STKM, generatdbfEK and the optional generation of STKM. The-KP also
delivers STKM to Terminal over interaction channel.

When the STKM is natively generated, the CP-KDeigponsible for the generation of the TEK and offeevice protection
protocol parameters, which are related to servaresmmission. Inthe case that STKM is generateith®yCP-M in the BSM,
the CP-KD transfers the TEK, and other serviceqmtidn protocol parameters which are related teisetransmission, to
the CP-M. If STKM is generated by CP-KD itself, ®® exchanges the STKM generation related messatjeBEM.

Upon STKM generation by either the CP-M in the B8Mhe CP-KD itself, it is delivered by the CP-KDev the broadcast
channel or interaction channel to Terminals.

For broadcast only Terminal, CP-KD receives LTKMrr CP-M in BSM and delivers it over Broadcast Creniin
addition to this, CP-KD can transmit registraticgy knaterials that are sent from the CP-M to brostdealy terminals.

5.3.4.4.4 CP Encryption Component

The Content Protection Encryption Component (CiEhe BSD/A is responsible for encrypting filestream for delivery
over the broadcast channel or the interaction ablanfhe TEK is delivered from the CP-KD and isdifar encrypting file
or stream (note: this internal interface in BSDéAbt further specified). The format of the entegofile or stream depends
on the specific service protection system.

5.3.4.4.5 CP Decryption Component

The Content Protection Decryption Component (CRaRhe Terminal is responsible for decrypting tinergpted file or
stream using the TEK extracted from the STKM. CReBeives TEK from CP-C in Terminal, or CP-C in Stoard.

5.3.4.4.6 CP Client Component

The Content Protection Client Component (CP-Cldesskither in the Terminal, for the DRM Profile jmboth the
Terminal and the Smartcard for the Smartcard Rrofilhe CP-C is responsible for terminal regisbratuser
authentication/authorization, and acquisition & tHTKM and the STKM. After the registration, th® @ may acquire the
REK or SMK/GMK which is derived from the registmai, depending on the security profile. The LTKMitains the SEK
or PEK which is used for encrypting the STKM. le ttase of the DRM Profile, the CP-C in the Termamjuires the TEK
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by decrypting STKM using SEK. In the case of timea®tcard Profile, CP-C in the Smartcard sends t&i€, Via the CP-C
in the Terminal, to the CP-D for decryption of #mecrypted file or stream.

5.3.4.4.7 Creation of STKMs

There are two options for STKM generation. Thet issSTKM generation by BSM, and the second is STg@eration by
BSD/A, as illustrated iftrror! Reference source not found. STKM is typically generated by the BSM becausvBis
the primary entity for Content Protection. HowewdEpending on the business model, the STKM canl@generated by
the BSDA.

To support both STKM generation options, the BSvesponsible for generating the SEK and PEK, acdssccriteria
descriptors. The BSD/A is responsible for genagathe TEKs and other service protection parameters

5.35 Service Interaction Function

The Service Interaction Function provides the ptoapoint communication between a BCAST Service ligaion in the
network and the terminal.

The Broadcast Service Interaction Client Compomess the interaction function if BCAST service pdes the
supplementary service, which requires user intemast(e.g., real-time voting, real-time bettingjuests of additional
services, etc.).

The Service Interaction Function is supported layltiteraction Network, such as, a cellular mobéenork or a messaging
system (e.g., SMS or MMS). The Interaction Funtsapports various types of interaction, such ad;i6, SMS, MMS,
Sending of screenshots, Downloads, Email, linkadditional sites (e.g., Chat rooms, WWW, WAP, HTare operator
portals).

BCAST Service Application

gome_m Broadcast Service Interaction
WL Generic Function (BSI - G) \
e BCAST
_Service Subscription
Dlstnbutl_on/ Management
Adaptation
BDS-1* BDS-2* 1 si-8
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Figure 11 - Service Interaction Functionl Architecure
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5.35.1 BCAST Interaction Function Interfaces

The Service Interaction Functional architecturerdef the following interface:

Interface Reference Point Usage
SI-8 BCAST-8 Delivery of End user request or reggon
Delivery of response corresponding to End usereastu

5.3.5.2 BCAST Service Interaction Generic Component

The Broadcast Service Interaction Generic Compo(&8I-G) is responsible for serving the supplemnsarvice, which
requires End user interaction.

The Content Creation provides contents, which megutnd user interaction and additional informatimbe used for the
Generation of BCAST service having a supplemergaryice to the BSI-G. BSI-G generates BCAST serwith the
contents and information from Content Creation.

BSI-G receives End user request or End User regpmorsesponding to the supplementary service. @8lay do the
operation about End User request or End User regsoor BSI-C may send End User request or Endrdsponse to a
related application.

5.3.5.3 BCAST Service Interaction Client Component

The Broadcast Service Interaction Client CompoiiB8i-C) is responsible for serving the supplemensarvice, which
requires End user interaction.

BSI-C sends End User request or End user respamnsesponding to the supplementary service to B8k& the interaction
channel and receives the response to the End etpeest or End user response. BSI-C may do thetiperbout this
response or sends this response to a related afpqtic

5.3.6  Service Provisioning Function
The Service Provisioning Function is responsibleufer subscription to a BCAST service and paymaated functions

The Service Provisioning Function is primarily @ppble to systems and terminals with interactiotwoek capabilities; key
functionalities include: subscription (i.e., intiian, changes, and cancellation) of BCAST servicestent bundle selection
and impulse ordering of pay-per-view content

The Service Provisioning Function may also protfieadditional information about payment (suchaaspunt status)
information.
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Figure 12 - Service Provisioning Functional Architeture
5.3.6.1 Broadcast Service Provisioning Function Int  erfaces
The Broadcast Service Provisioning Functional dectirre defines the following interfaces:
Interface Reference Point Usage
SPR-7 BCAST-7 Delivery of messages used for a sigtigr such as subscription request
of user and response from BCAST Subscription Mamesg.
Delivery of payment information
SPR-8 Out of band The End User subscribes and asestthe services through the out-of-
band interfaces. It's out of scope of OMA BCAST.
5.3.6.2 Broadcast Service Provisioning Management C  omponent

The Broadcast Service Provisioning Management Compio(BSP-M) is responsible for providing the sulpgion and the
additional purchase information of Broadcast SexviBased on the End User’s subscription infornmatB5P-M provides
charging information of the End Users to the erttilsing responsibility for charging. BSP-M alsgpaorts billing of mobile
broadcast services.

BSP-M gets the subscription requests, reportingfi@rging and personalized requests from the Ermd (BSP-C) over the
interaction channel through the SPR-7 or out-ofebmmough the SPR-8.

BSP-M sends the confirmation of End user’s subsionpand may send the additional provisioning infation if an End
User requests it.

5.3.6.3 Broadcast Service Provisioning Client Compo  nent

The Broadcast Service Provisioning Client ComporBStP-C) is responsible for the subscription of EBJAservice and the
reporting about the consumption of BCAST service.
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BSP-C abstracts provisioning information from SeevGuide and may filter the received provisionimigimation for the
End User if necessary.

BSP-C may send the End user request to get théaddiinformation about provisioning.

BSP-C sends End User subscription request ovanthaction channel and receives the confirmatimoua End User
subscription. BPR-C may report the information ukedharging to BPR-M.

5.3.7 Notification Function

The Notification Function is responsible for infamg a terminal or a group of terminals of the upauarevent about
Broadcast Service. The classification of upcon@mgnt can be determined by the Broadcast Servimader. For this
purpose, Notification Function generates a nofiftcemessage and sends a notification messageetonaal or a group of
terminals. Examples of such upcoming event incthéechange of the Service Guide, the notice obthg of the user’s (or
a group of users’) preferred service, a promotiba specific Broadcast Service, Auxiliary Data déead or insertion
trigger or other Service related notifications (egpal scores of a broadcast sports match). theteService Guide function
is the mandatory and primary means for Service &delivery and update; Notification function is thetional and
secondary means.

For efficient delivery of a notification messageesoBroadcast channel or Interaction Channel, thigfiblation Function uses
the functionality provided by Broadcast Servicetblmition/Adaptation.

The Notification Function collaborates with Prowising Function and Service Guide Function to geteesanotification
message.

The Notification Function may forward a notificationessage to BDS or Interaction Network in ordat BDS or
Interaction Network can send a notification mesdagtheir native method.
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Figure 13 - Natification Functional Architecture
The BCAST Notification Functional Architecture dedis the following interfaces:
Interfaces Reference Point Description
NT-1 BCAST-1 A notice of notification event from Gknt Provider.
Delivery of notification attributes from Contentd®ider.
NT-3 BCAST-3 Delivery of attributes related to theneration of a Service

Guide specific notification message.

Delivery of a notice of notification event from Gent
Provider.

NT-4 BCAST-4 Delivery of a naotification messageMotification
Distribution/Adaptation Component.

Delivery of A notice of notification event from BDS
Delivery of A notice of notification event from Séce
Guide Generation Component in BSD/A.

Delivery of Service Guide Attributes to be usedtfo
generation of a notification message.

The exchange of Service Guide information over BTAS
for notification message generation is covered by
Notification Functional Architecture.

NT-5 BCAST-5 This interface provides the delivefyamatification
message to a terminal or a group of terminals theer
Broadcast Distribution System, which may include
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traversing the BDS Service Distribution/Adaptation.

NT-6 BCAST-6 Delivery of a notification messagestterminal over
interaction channel.

It may be possible that multiple interaction chdsrmee
used via NT-6 for the delivery of the same notifica.
message to multiple terminals.

NT-B1 BDS-1 Delivery of a notice of naotification ent.

Delivery of a notification message to BDS or Intdi@n
Network.

Signalling of notification message priority to thederlying
BDS.

This interface is applicable when the underlying®8D
technology is MBMS or BCMCS, and furthermore, whigre
that portion of the BDS Service Distribution/Adajxa
pertaining to service distribution and adaptatenat
functionally integrated in the BCAST Service
Distribution/Adaptation.

5.3.7.1 Notification Event Component

The Notification Event Component (NTE) in the netlwis responsible for forwarding a notice of nat#fion event from
Content Creation to Notification Generation Companie BCAST Subscription Management via NT-1 andBITNTE
also provides the Service Guide Attributes to bedufser the generation of a notification messagidadtification Generation
Component through NT-3.

5.3.7.2 Notification Generation Component

The Notification Generation Component (NTG) in tregwork is responsible for the generation of afiwatiion message
when a notification event occurs. Notification evean be initiated by Content Creation, BCAST Sulpsion Management
and BCAST Service Distribution and Adaptation, &1iS.

NTG generates a notification message based origeraitnotification event. Generally, a notificatievent happens in
BSM. For this case, a notice of notification evisrthe internal operation of BSM. For other netfion event, NTG
receives a notice of notification event from Cont€reation through NT-1 and NT-3 and receives &eraif notification
event from BSD/A through NT-4, and receives a reot€notification event from BDS through NT-B1 aNd-4.

When NTG generates a notification, it cooperatah aiher BCAST functions.
The examples for cooperation with other BCAST fiort are:

*  When NTG generates a notification to a specifia ugd® sets his or her preference on a specifidsgNTG
refers the user profile in Provisioning functionB8M.

* When NTG generates a notification to a specifiad gseup, NTG refers the user profiles in ProvisiapnFunction
in BSM.

* When NTG generates a notification about Servicel&update, NTG receives the related informatiomf&ervice
Guide Generation Component in BSD/A.

5.3.7.3 Notification Distribution/Adaptation Compon ent

The Notification Distribution Adaptation CompondTDA) in the network is responsible for deliverfyanotification
message to a terminal or a group of terminals a@ogrto a notification event. NTDA determines whidfannel is used for
the delivery of notification message accordingh® availability of channel and the number of temgnwhich will receive a
notification message. NTDA sends a notificatiorseage to a terminal or a group of terminal overaBoast Channel via
NT-5 and sends a notification message to a ternowed Interaction Channel via NT-6.
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NTDA may forward a notification message to BDS mtetaction Network through NT-B1. Based on a nem@inotification
message BDS or Interaction Network can generatgtification message and delivers it to a termirre group of terminals.
How BDS or Interaction Network generates a nottfmamessage and sends a notification message of @QMA BCAST
Scope.

If BDS Service Distribution/Adaptation does not®#xiNTDA can receive a notice of notification evéom BDS through x-
1 and NTDA can forward a notification message tdS3B® Interaction Network through x-1 and x-2 respety.

5.3.7.4 Notification Client Component

The Notification Client Component (NTC) in the ténal is responsible for receiving a notificationseaage over the
Broadcast Channel or Interaction Channel. NTCrimithe relevant BCAST function of the impendingurcence of an
event as indicated by the received notificationsage from the NTDA. For example, if NTC receivesrdgs about a
change of Service Guide of Broadcast Service, ith&nds the event to the Service Guide Client Gorept.

NTC may directly receive a notification messageutlam event of Broadcast Service from BDS or Irdtoa Network.

5.3.8  Terminal Provisioning Function

The Terminal Provisioning Function manages termaoaifiguration parameters (e.g. data, parametet@pplications)
through support from OMA DM.

The operation of Terminal Provisioning Function ok@eraction Channel is defined in [OMA-DM].

BCAST
Content Service
Creation Application
BCAST Subscription
BCAST Management
Service - —
Distribution/ Terminal Provisioning
Adaptation Management (TP-M)
A
4 TP-7
Legend e L. —_
BCAST Logical Entities ! ; \
l 2 l : BDS Service :
| Mandatory Non-BCAST Entities| ! Distribution/Adaptation |
M 1 > [] [ ] 2 ] .
- L} L ] - =
! Optional Non-BCAST Entities! I X-1- H . X224 !
' J . [] [] .
L} [ ] .
Other Reference Points I Broadcast . . Interaction |
e ? Network - . Network
l | | { } l
“ = M n ] -
BCAST Terminal Provisioning N ———— i — i — [=p— _: ......... :_ Ce— : .......... —_ e — e — . —.. ~
Functional Entity . u u = Air Interface
n _ L] L] - .
BCAST Terminal Provisioning Interface ':/ X-3 :/ X-4 ).’X-S ':/ x-6
s s
A 4
Terminal Terminal Provisioning
Client (TP-C)

Figure 14 - Terminal Provisioning Functional Architecture

The above BCAST Terminal Provisioning Functionatiitecture defines the following interfaces:

Interface Reference Point Description
TP-7 BCAST-7 Delivery of Terminal provisioning mages over Interaction
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Channel
Note : The operation on TP-7 is defined in [OMA-DM]

5.3.8.1 Terminal Provisioning Management Component

The Terminal Provisioning Management Component ()RR the network is responsible for managing terahi
provisioning.

TP-M generates terminal provisioning message coinigia parameter or a command to be used for TalrRirovisioning.
Terminal provisioning message is transmitted okierlhteraction Channel according to mechanismseéfin [OMA-DM].

TP-M can receive the address of the BCAST Servigiel&Server for the interactive mode so that theniteal can retrieve
the Service Guide over interaction channel. Aritiéfterminal is roamed, TP-M can provide the roanspecific
parameters to the terminal.

In addition, TP-M can receive BDS-specific parametelated to Service Guide entry point and if szcpsses them into
terminal provisioning messages.

All the provided parameters will be converted itéaminal provisioning messages called managemgats(MO).
5.3.8.2 Terminal Provisioning Client Component

The Terminal Provisioning Client Component (TPit)he terminal is responsible for receiving teratiprovisioning
messages over Interaction Channel through the ifleiface.

TP-C does any relevant action which is defineddMA-DM] after it receives terminal provisioning nsgje. The
delivered terminal provisioning messages may bedaded to other relevant functions in the terminal.

5.4 Flows
54.1 Service Guide Related Flows

54.1.1 Service Guide Generation and Delivery over  Broadcast channel

Figures 16 and 17 below illustrate examples forSbevice Guide Generation and its delivery overBheadcast Channel.
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Figure 15 - Service Guide Generation and its delivg over Broadcast channel without traversing the B[3-SD/A

1. SGCCS sends BCAST content information and attrigigech as content description, broadcast aretidacparental
rating, content genre, user rating, associated@redata and target user profiles, to SGAS. SGC&tsend BCAST
content information and attributes as BCAST Ser@Geide Fragments or non-BCAST standard form (SG1).

2. SGAS sends BCAST service information and attribugash as, service URI, service description, brastarea
location, parental rating, service genre, usengatassociated preview data and target user pspfideSG-G/D/A in
BSD/A. If BCAST service information and attributesve a non-BCAST Standard form, SGAS changes roAS
standard form into BCAST Service Guide FragmentA5G

3. The SG-G/D/A in BSD/A may send a request about BCAS&rvice information and attributes to SGSS.(SGé)e
BCAST service information and attributes can beisefcontent protection description informationrghase channel
information, service bundling information, pricilmformation and promotional information, etc.

4. Inthe response to step 3, the SGSS sends BCASiEsanformation and attributes, such as, servimaient protection
description information, purchase channel inforomatiservice bundling information, pricing infornatiand
promotional information to SG-G/D/A (SG4). If stBmloes not exist, SGSS sends BCAST service infasmand
attributes when the information and attributes af@oservice or bundle of services are changederAéiceiving
BCAST service information and attributes, SG-G/fgnerates BCAST Service Guide. If the BDS spedific is
necessary for Service Guide Generation, the foligvateps 5 and 6 are performed.

5. The SG-G/D/A may query BDS Service Distribution/fstition about the BDS specific information aboutART
service or a bundle of BCAST service (SG-B1).

6. BDS Service Distribution/Adaptation sends the BIp8cific information such as source IP addresssprart session
identifier, and delivery scheduling information (83).

7. The SG-G/D/A may notify BDS Service Distribution/&gtation of the start of SG delivery. After theaption of
notification, BDS Service Distribution/Adaptationrdfigures the bearers to be used for SG deliveBtB3). The
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negotiation between SG-G/D/A and BDS Service Distion/Adaptation may be needed to set the properpeters
(such as data rate) about SG delivery.

BDS Service Distribution/Adaptation may respondgh notification of the start of SG delivery. (B3)

SG-G/D/A transmits Service Guide over Broadcastmiieh SG-C in terminal receives Service Guide B@AST
channel and it may filter Service Guide based @r psofile and user preference before it shows&&user. ( SG-5)

BDS Service SG-C

SGCCS SGAS SGSS SG-G/D/A o
Distribution

1. BCAST Service
Information and
Attributes - 2. BCAST Service
information and
Attributes

L.

3. Query on BCAST
Service information
---2nd Attributes. |

4. BCAST Service
Information and

Attributes )

SG Generation

5. Notify on the start

....... of S delivry | |

6. Response to notify
on the start of SG

7. SG delivery

8. SG delivery

>

Figure 16 - Service Guide Generation and its delivg over Broadcast channel, via the BDS-SD/A

1. SGCCS sends BCAST content information and attrigigech as, content description, broadcast arefido¢ parental
rating, content genre, user rating, associated@redlata and target user profiles, to SGAS. SGC&tsend BCAST
content information and attributes as BCAST Ser@eide Fragments or non-BCAST standard form (SG1).

2. SGAS sends BCAST service information and attribugash as service URI, service description, brostdmaea
location, parental rating, service genre, usengatassociated preview data and target user ppfdeSG-G/D/A in
BSD/A. If BCAST service information and attributeave a non-BCAST Standard form, SGAS changes oA
standard form into BCAST Service Guide FragmentJ5G

3. The SG-G/D/A in BSD/A may send a request about BCAS&rvice information and attributes to SGSS.(SGé)e
BCAST service information and attributes can be&isefcontent protection description informationyghase channel
information, service bundling information, pricimformation and promotional information, etc

4. Inthe response to step 3, the SGSS sends BCASiEasénformation and attributes, such as, servimafent protection
description information, purchase channel informatiservice bundling information, pricing inforneatiand
promotional information to SG-G/D/A (SG4). If st8mloes not exist, SGSS sends BCAST service infiomand
attributes when the information and attributes ataoservice or bundle of services are changederAéiceiving BCAST
service information and attributes, SG-G/D/A getes®8CAST Service Guide.
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5. The SG-G/D/A may notify BDS Service Distribution/&gtation of the start of SG delivery. After theeption of
notification, BDS Service Distribution/Adaptationrdfigures the bearers to be used for SG deliveB+B3). The
negotiation between SG-G/D/A and BDS Service Distibn/Adaptation may be needed to set the propermpeters
(such as data rate) about SG delivery.

6. BDS Service Distribution/Adaptation may respondth notification of the start of SG delivery. (83)
SG-G/D/A transmits Service Guide over SG-B1 toBRS Service Distribution/Adaptation.

8. The BDS Service Distribution/Adaptation subsequemmdnsmits the SG over the Broadcast Channel (X$43-C in
terminal receives Service Guide over BCAST chaanel it may filter Service Guide based on user [@@id user
preference before it shows SG to a user.

54.1.2 Service Guide Generation and Delivery over  Interaction channel

The figure below shows an example for the Servia@l&Generation and its delivery over Interactigratnel

BDS Service Interaction

SG-C
Distribution Network

SGCCS SGAS SGSS SG-G/D/A

1. BCAST Service
Information and
Attributes - 2. BCAST Service
information and
Attributes

g

3.Query on BCAST|
service information
and Attributes

4. BCAST Service
Information and
Attributes
5. Query on BDS
specific info

7.SG request

SG Generation

8. SG delivery

Figure 17 - Service Guide Generation and its delivg over Interaction Channel

1-6 The operation of Step 1 to Step 6 is identicaht bf Step 1 to Step 6 in Section 5.4.1.1.

7. SG-Cin Terminal may request SG-D to transmit thimplete Service Guide or subset of the Service &aiekr the
Interaction Channel (SG-6), or other remote devisash as, Personal Computer) having SG-C capalility request
SG-D to transmit the Service Guide over the Inteamel then forward the Service Guide onto the idéehterminal.
This step is optional. Without step 7, Serviced&uilso can be delivered over Interaction Chanitebwt prior explicit
request.

There are many possible scenarios for SG transsnigsier Interaction Channel:
- SG-C may request SG when a terminal is locatexit-of- Broadcast service area.

- SG-C may request retransmission of all SG/or p#Hr&G because it failed to receive SG over Broaddzasnnel.

- SG-C may request the further information on a $jweBICAST service.
Based on SG-C request, SG-G/D/A may regeneratefemnat SG based on SG-C request.
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8. SG-C receives SG through Interaction Channel (SGS&-C may filter SG based on user preferenceuaadprofile
before it shows SG to a user.

5.4.1.3 Service Guide Delivery to BDS Service Distr  ibution/Adaptation

The figure below shows an example for the Servia@&Delivery to BDS Service Distribution/Adaptatio

SGCCS SGAS SGSS SG-G/D/A BDS Service BDS specific SG-C
Ditribution

1. BCAST Service
Information and

‘ Attributes ) 2. BCAST Service
information and

Attributes

3.Query on BCAST
Service Information
and Attributes
4. BCAST Service
Information and
Attributes

5.BCAST Service Guide or
BCAST SG attributes for
BDS specific Service Guide

BDS specific SG
Generation or
Adaptation

6.BDS specific SG Delivery

>

Figure 18 - Delivery of Service Guide or Service Gde Attributes to BDS Service Distribution/Adaptation

1.to 4. The operation of Steps 1, 2, 3 and 4 is identiw#hat of Steps 1, 2, 3, and 4 in Section 5.4.3Q1, SG2 and
SG4).

5. SG-G/D/A generates BCAST Service Guide and trarssitiio BDS Service Distribution/Adaptation in ordeat BDS
Service Distribution/Adaptation generates BDS dpe8ervice Guide. SG-G/D/A may transmit BCAST Bee Guide
attributes to BDS Service Distribution/Adaptationarder that BDS Service Distribution/Adaptatiom ¢generate
Service Guide with the BCAST Service Guide attrdsu{SG-B1). BDS Service Distribution/Adaptationaiwes
BCAST Service Guide or BCAST Service Guide attisuand generates BDS specific Service Guide. dgesation is
out of OMA BCAST Scope.

6. BDS Service Distribution/Adaptation generates Bpedfic SG and delivers it to BDS Specific Servgeide Client
in a terminal. The generation, delivery, and réioepof BDS-specific Service Guide are out of OMEBST scope.

54.2 File Distribution Function Related Flows

5421 File Distribution over Broadcast channel

The figure below shows an example for File Disttit over Broadcast Channel.
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Figure 19 - File Distribution over Broadcast channé

1. The CC sends a file (or files) and its (or thett)ilbutes such as file type to FA in BSA (FD-1).

2. The FA in BSA sends a file (or files) to FD in BD{FD-2). FA also sends the attribute of a file fites) to FD in
BSD/A in order that FD can negotiate bearers tase for file (or files) distribution with BDS Sece
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Distribution/Adaptation. The FD in BSD/A may doceyption for Service or Content Protection with the
functionality provided by Service or Content Prai@t Function.

3. Before FD in BSD/A requests bearers to be usefllédistribution, FD may aggregate files from avfEAs in
order to make a bundle of files. The configuraiiiormation of a bundle of files is provided byr@ee
Provisioning Function in BSM. After the aggregatie over, the FD requests the assignment of betwdre used
for file distribution to BDS Service Distributionffaptation with the file (or a bundle of files) ditrtes (FD-B1).

4. To the response to step 3, BDS Service Distribikidaptation responds to the request (FD-B1). NolynBIDS
Service Distribution/Adaptation assigns the beansed for file distribution. If BDS Service
Distribution/Adaptation does not have a resourcdiffe distribution, it may reject that requestheldescription
about reject case is out of scope of this examiIBDS Service Distribution/Adaptation does notze@&nough
resource, then it may assign bearers which haewglata rate than the requested data rate.

5. If Service Protection is required, then FD perfosesvice protection for the file (or bundle of §)e After that, FD
may notify BDS Service Distribution/Adaptation bt start of file distribution (FD-B1).

6a. FD may notify FD-C in Terminal of the startfitd distribution with in-band notification (ovétD-5) or out-of-band
notification (over FD-6).

6b. BDS Service Distribution/Adaptation may notffp-C in Terminal of the start of file distributiohpw this operates
is out of OMA BCAST scope (X4 or X5).

7. |If Step 5 exists, BDS Service Distribution/Adappatimay respond to the notification of the starfilefdistribution
(FD-B1).

8. FD in BSD/A distributes the file (or bundle of filpover Broadcast Channel (FD-6). Before the ratd d
transmission, some in-band signaling message cdistsibuted over the same Broadcast Channel (FD-6)

5.4.2.2 File Repair over Broadcast Channel when Int  eraction Channel exists

The figure below shows an example for the file hépg over Broadcast Channel. This example candeal if there are
many terminals requires the retransmission ofea(fik bundle of files) or the retransmission obation of a file (or a bundle
of files)
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FD BDS Service FD-C
In BSD/A Distribution In Terminals

1. Request for file or portion
of file retransmission

¢

2. Response to Request for file
or portion of file retransmission

File reconfiguration
And Transmission
Area selection

3. Request for an assignment of Bearers used for file
delivery

4. Response to request for an assignment of Bearers
used for file delivery

5. File Delivery

\

Figure 20 - File Repairing over Broadcast Channel Wwen Interaction Channel exists

1. The FD-C in the terminal sends the request abautdtransmission of a file (or a bundle of files}tte retransmission
of a portion of a file (or a bundle of files) to RDBDS/A (FD-6).

2. The FD in BSD/A may respond to the request frormieals (FD-8).

3. Before FD in BSD/A requests bearers to be useflléodistribution (FD-B1), FD may do file reconfigation (such as,
select the missing file or bundle of missing filesprder to avoid transmission of any unnecespartion of the file or
bundle of files. FD may also select transmissi@adased on terminal request. For this, ternsinalld include the
location information about terminal (e.g., Cell libjo the terminal request. After the reconfigimatand transmission
area selection are over, the FD requests the assigof bearers to be used for the reconfigured€it bundle of files)
to BDS Service Distribution/Adaptation with the oadigured file (or a bundle of files) attributes.

4. To the response to step 3, BDS Service Distribi#idaptation responds to the request (FD-B1). NdymBDS
Service Distribution/Adaptation assigns the beansed for file distribution. If BDS Service Didirition/Adaptation
does not have a resource for file distributioméy reject that request. The description aboetteajase is out of scope
of this example. If BDS Service Distribution/Adapbn does not have enough resource, then it nagrabearers
which having low data rate than the requested i@ea

5. If FD transmits the missing file (or bundle of 8)eto terminal, then FD transmits the reconfiguiked(or bundle of
files) to FD-C in Terminal (FD-5). The FD in BSDHay do encryption for Service or Content Protectidth the
functionality provided by Service or Content Prdi@e Function before it transmits the missing fileterminal.
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5.4.2.3 File transmission or repairing over Interac  tion Channel when BDS Service
Distribution/Adaptation exists

The figure below shows an example for File transiois or repairing over Interaction Channel when B&vice
Distribution exists.

In technical point of view, the file retransmissiover Interaction Channel is almost identical te fite transmission over
Interaction channel. Therefore, even though theré below focuses on the file retransmission dagefigure can also
cover the file transmission over Interaction channe

The figure also depicts the file transmission byiRIBSD/A as well as Interaction Channel.
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FD BDS Service Interaction FD-C
In BSD/A Distribution Network In Terminal
1. Request for file or portion
of file retransmission
|
2. Response to Request for
file or portion of file
retransmission o
File configuration
3. Request for an
assignment of Bearers
used for file delivery
4. Request for an
assignment of Bearers
used for file delivery
5. Response to request for
an assignment of Bearers
i used for file delivery
6. Response to request for
an assignment of Bearers
- used for file delivery
Service / Content |
Protection :
7. Notify on the start of file
delivery
>
7a. Notify on the start of
file delivery
>
7b. Notify on the start of file delivery
| 2
7¢. Notify on the start of file delivery
>
8. Response to notify on
the start of file delivery
9. Response to notify on
the start of file delivery
10. file Delivery
»t
11. file Delivery
12. File Delivery >
>

Figure 21 - File transmission or repairing over Ineraction Channel when BSD Service Distribution exts
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N o o s

7a.
7b.
7c.

10.

11.

12.

The FD-C in terminals sends the request aboutdtiarrsmission of a file (or a bundle of files) loe retransmission of
a portion of a file (or a bundle of files) to FDBDS/A (FD-6).

The FD in BSD/A may respond to the request frormieals (FD-6).

Before FD in BSD/A requests bearers to be usefliéodistribution, FD may reconfigure the file (bundle of files) in
order not to the unnecessary portion of file ordiarof files is transmitted. After the reconfigtioa is over, the FD
requests the assignment of bearers to be uselddgaetonfigured file (or bundle of files) to BDSr@@ee
Distribution/Adaptation with the reconfigured filer a bundle of files) attributes (FD-B1).

BDS Service Distribution/Adaptation requests tharbes used for the file transmission to Interacti@twork (X-2).
Interaction Network responds to the request fronSEE2rvice Distribution/Adaptation (X-2).
To the response to step 3, BDS Service Distribi#idaptation responds to the request from FD in BS(B/D-B1).

FD may do encryption for Service or Content Pradecbefore it notifies BDS Service Distribution/Aatation of the
start of File transmission. After the encryptian Service or Content Protection is over, FD nesifBDS Service
Distribution/Adaptation of the start of file transsion (FD-B1).

BDS Service Distribution/Adaptation notifies Intetian Network of the start of file transmission 2X-
Interaction Network may notify FD-C in Terminal thfe start of File transmission (X-6).

If step 7b does not exist, BDS Service Distributfaaptation notifies FD-C in Terminal of the staftfile transmission
(X-5).

To the response to step 7a, Interaction Network seag the response to BDS Service Distribution/Aatagn (X-2).
If step 7 exists, BDS Service Distribution/Adaptatimay send the response to FD (FD-B1)

If Interaction Channel transmits the reconfiguriéel for bundle of files) to Terminal, then FD dedig the file (or
bundle of files) to Interaction Network (FD-B1 aKeR).

As Interaction Network transmits the reconfiguriée for bundle of files), the reconfigured file (loundle of files) is
transmitted to FD-C in the Terminal (X-6).

If FD transmits the reconfigured file (or bundlefids ) to terminal, then FD transmits the recguafied file (or bundle
of files) to FD-C in Terminal (FD-8).

5424 File Delivery to BDS Service Distribution/A  daptation

The figure below shows an example for the filexdsly to BDS Service Distribution/Adaptation
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CC

FA
in BSA

FD
in BSD/A

1. afile (orfiles)
and its attribute

2.afile (orfiles)ora
content protected file
(orfiles ) and
attributes

BDS Service
Distribution

Service / Content
Protection

...... >
4. Response to Notify on file
delivery
B GEETTTTLEEEETeS
5. File Delivery

FD-C
In Terminal

i Service / Content
! Protection and BDS
| Specific work

6. Notify on the start of file

delivery

Figure 22 - File Delivery to BDS Service Distributbn/Adaptation

1. The CC sends afile (or files) and its (or thettjibute such as file type to FA in BSA.

2. The FA in BSA sends a file (or files) to FD in BSD(FD-2). FA also sends the attribute of a file fites) to FD in
BSD/A in order that BDS Service Distribution/Adaida can determine bearers to be used for fildil@s)
distribution. The FD in BSD/A may do encryption ervice or Content Protection with the functigygbrovided by
Service or Content Protection Function in BSD/A.

3. Before FD in BSD/A sends a file (or files), FD maggregate files from a few FAs in order to makeiadbe of files.
The configuration information of a bundle of filissprovided by Service Provisioning Function in BSKfter the
aggregation is over, the FD may notify BDS Seniigtribution/Adaptation of the start of the filer(oundle of files)

delivery (FD-B1).
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4. If step 3 exists, BDS Service Distribution/Adapdatimay respond about the start of file (or a bundlii@es) delivery to
FD (FD-B1).

5. FD delivers the file (or a bundle of files) to B[3®rvice Distribution/Adaptation (FD-B1). BDS Sexwi
Distribution/Adaptation may do encryption for Sexior Content Protection and BDS Specific work befo
distributes the file (or a bundle of files) to Tenals.

6. BDS Service Distribution/Adaptation may notify FDiCTerminal of the start of the file (or bundlefidés) distribution
(X-4). The detail operation is out of BCAST scope.

7. BDS Service Distribution/Adaptation distributes fite (or bundle of files) to Terminal (X-1, X-3)The detailed
operation is out of BCAST scope.

5.4.2.5 Terminal report about the file reception to FD in BSD/A

The figure below shows an example for Terminal repbout the file reception to FD in BSD/A

FD BDS service Interaction FD-C
In BSD/A Distribution Network In Terminal

1. Report for file reception

¢

2. Response to report to file reception

4. Response to report for file
reception

Figure 23 - Terminal report about the file reception to FD in BSD/A

1. The FD-C in Terminal sends the report about the(br a bundle of files) reception to FD in BSDFD(6). The
reports may contain the received quality of file ddundle of files) and others.

2. The FD in BSD/A may respond to the terminal refbR-6). After FD analyzes the terminal report, Flay do some
works such as change of Forward Error Correctidre8e in order to improve file reception quality.

3. FD may send the report about file reception to EE@8vice Distribution/Adaptation in order that BD&3ce
Distribution/Adaptation improves file reception djtia(FD-B1).

4. BDS Service Distribution/Adaptation may send thepmse about the report of file reception to FD-&D).
5.4.2.6 Terminal report about the file reception to BDS Service
Distribution/Adaptation

The figure below shows an example for Terminal repbout the file reception to BDS Service Disttibo/Adaptation.
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FD BDS service Interaction FD-C
In BSD/A Distribution Network In Terminal

1. Report for file reception

2. Response to report to file
reception

4. Response to report for file
reception

Figure 24 - Terminal reports about the file recepton to BDS Service Distribution/Adaptation

1. The FD-C in Terminal sends the report about the(br a bundle of files) reception to BDS Service
Distribution/Adaptation. The reports may contdie teceived quality of file (or a bundle of files)d others (X-5).

2. The BDS Service Distribution/Adaptation may resptmthe terminal report (X-5). After BDS Service
Distribution/Adaptation analyzes the terminal répBDS Service Distribution/Adaptation may do sowmrks such as
the change of Forward Error Correction Scheme angh of transmission power of file (or bundle &) in order to

improve file reception quality.

3. BDS Service Distribution/Adaptation may send theoré about file reception to FD in BSD/A in ordeat FD
improves file reception quality such as the chavfgeorward Error Collection scheme (FD-B1).

4. FD may send the response about the report ofdil&ndle of files) reception to BDS Service Distition/Adaptation
(FD-B1).

54.3 Stream Distribution Function Related Flows

543.1 Stream Distribution over Broadcast channel

The figure below shows an example for Stream istidon over Broadcast Channel.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-BCAST-V1_0-20080609-C

Page 60 (112)

CC

SA
in BSA

in BSD/A

SD

1. Stream and its
attribute

2. Stream and its

attribute

BDS Service
Distribution

3. Request for an
assignment of Bearers
used for stream distribution

4. Response to request for
an assignment of Bearers
used for stream distribution

SD-C

In Terminal

Service / Content
Protection

5. Notify on the start of
stream distribution

6a. Notify on the start of
stream distribution

7. Response to the
notification of the start of

6b. Notify on the start of
stream distribution

< stream distribution

8. Stream Delivery

Figure 25 - Stream Distribution over Broadcast chanel

1. The CC sends stream and its attribute such as mgmieand CODEC information to SA in BSA. If a net/pe
and CODEC of that stream are different from thds®@MA BCAST Standard, then SA translates a stream t
BCAST Standard Stream. (SD-1)

2. The SA in BSA sends a stream having BCAST Standwedia type and CODEC to SD in BSD/A (SD-2). ShAoals
sends the attribute of a stream to SD in BSD/Ardeothat SD can negotiate bearers to be usedréamn
distribution with BDS Service Distribution/Adaptati.

3. The SD in BSD/A requests the assignment of bedodos used for stream distribution to BDS Service
Distribution/Adaptation with the stream attribu{&H-B1).
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4. To the response to step 3, BDS Service Distribi#idaptation responds to the request (SD-B1). NdynBDS
Service Distribution/Adaptation assigns the beansed for stream distribution. If BDS Service
Distribution/Adaptation does not have a resourcesfaeam distribution, it may reject that requeBhe description
about reject case is out of scope of this examBIBS Service Distribution/Adaptation also may resjube
adaptation of a stream in case that the requirtairdse for stream delivery is too high or some BEpfgcific media
type or CODEC should be used for a stream.

5. If BDS specific request exists, SD in BSD/A maypidACAST Standard stream for BDS specific streaBrB3)).
If Service or Content Protection is required, ti&h provides encryption for service protection ontemt protection
for the stream. After that, SD may notify BDS SeevDistribution/Adaptation of the start of stredistribution.

6a. SD may notify SD-C in Terminal of the start of stne distribution via SD-5.

6b. BDS Service Distribution/Adaptation may notify SDHCTerminal of the start of stream distribution-4X How
BDS Service Distribution/Adaptation notifies SD+«€Terminal of the start of stream distribution @vered by
OMA-TS-BDS- Adaptation Specifications.

7. If Step 5 exists, BDS Service Distribution/Adappatimay respond to the notification of the starstoéam
distribution (SD-B1).

8. SD in BSD/A distributes the stream over Broadcdsdrthel (SD-6). Before the real data transmissiome in-
band signaling message can be distributed ovesahmee Broadcast Channel.

5.4.3.2 Stream Delivery to BDS Service Distribution  /Adaptation

The figure below shows an example for the streamety to BDS Service Distribution/Adaptation
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SA SD BDS Service SD-C

cC in BSA in BSD/A Distribution In Terminal

1. a stream and its
attribute

2. Stream and its
attribute

3. Notify on Stream delivery

------ >

4. Response to Notify on
Stream delivery

R

—

Service/Content |
Protection :

R ——

6. Notify on the start
of stream delivery

Figure 26 - Stream Delivery to BDS Service Distribtion/Adaptation

1. The CC sends stream and its attribute such as mguiaand CODEC information to SA in BSA. If a netype and
CODEC of that stream are different from those of OBICAST Standard, then SA translates a stream tASC
Standard Stream. (SD-1)

2. The SA in BSA sends a stream having BCAST Standwdia type and CODEC to SD in BSD/A (SD-2). SAoals
sends the attribute of a stream to SD in BSD/Arideothat SD can inform BDS Service Distributionadiation of the
attributes of stream. Before SD delivers a str&mBDS Service Distribution/Adaptation, SD may adaGAST
Standard Stream to BDS Specific Stream on conditiahBDS Specific Codec and media type are knavdD.

SD may notify BDS Service Distribution/Adaptatiohtbe start of stream delivery (SD-B1).
4. BDS Service Distribution/Adaptation may send thepmnse about the start of stream delivery to SDBIP

SD delivers the stream to BDS Service Distributiatdptation (SD-B1). BDS Service Distribution/Adapon may do
Stream Adaptation and encryption for Service ort€anProtection (or Content Protection of RTP stregbefore it
distributes the stream to Terminals.
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6. BDS Service Distribution/Adaptation may notify SDHCTerminal of the start of stream distribution4X The

detailed operation is covered by OMA-TS-BDS- AdéiptaSpecifications.

7. BDS Service Distribution/Adaptation distributes gteeam to Terminal (X-1, X-3). The detailed opieris covered

by OMA-TS-BDS- Adaptation Specifications.

The figure below shows an example of stream defliwdrereby adaptation is performed by the BSD/A aative BDS

service protection is performed by the BDS Seridgstribution/Adaptation.

CcC

Figure 27 -- Stream Distribution with Stream Adaptaion Performed by BSD/A and Service Protection by BS-SD/A

1. The CC sends stream and its attribute such as mgmieand CODEC information to SA in BSA. If a nmeetype and
CODEC of that stream are different from those of OBICAST Standard, then SA translates a stream tABC

SA SD BDS Service SD-C
in BSA in BSD/A Distribution In Terminal
1. Stream and its
attribute
-
Translation

Standard Stream (SD-1).

2. The SA in BSA sends a stream having BCAST Standwedia type and CODEC to SD in BSD/A (SD-2). Shoals
sends the attribute of a stream to SD in BSD/Ardeothat SD can negotiate bearers to be usedréars distribution

2. Stream and its

attribute

3. Request for an
assignment of Bearers
used for stream distribution

4. Response to request for
an assignment of Bearers
used for stream distribution

with BDS Service Distribution/Adaptation.

5. Notify on the start of
stream distribution

6. Response to notify on
start of stream distribution

-

7. Stream Delivery

Service

Protection

8. Notify on the start of
stream distribution

9. Stream Delivery
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3. The SD in BSD/A requests the assignment of bedodve used for stream distribution to BDS Service
Distribution/Adaptation with the stream attribu{&-B1).

4. To the response to step 3, BDS Service Distribikidaptation responds to the request (SD-B1). NdynBDS
Service Distribution/Adaptation assigns the beawnsed for stream distribution. If BDS Service Dimition/Adaptation
does not have a resource for stream distributtanaly reject that request. The description abejeict case is out of
scope of this example. BDS Service Distributiorspthtion also may request the adaptation of arstieaase that the
required data rate for stream delivery is too ligome BDS Specific media type or CODEC shouldde= for a
stream.

5. SD notifies BDS Service Distribution/Adaptationtbé start of stream delivery (SD-B1).
BDS Service Distribution/Adaptation may send thepomse about the start of stream delivery to SDEB3ID

SD delivers the stream to BDS Service Distributhatdptation (SD-B1). BDS Service Distribution/Adaon
performs native BDS Service Protection of RTP siré&fore it distributes the stream to Terminals.

8. BDS Service Distribution/Adaptation may notify SDHCTerminal of the start of stream distribution-4X The
detailed operation is BDS-dependent and describéki corresponding BDS adaptation specifications.

9. BDS Service Distribution/Adaptation distributes #teeam to Terminal (X-1, X-3). The detailed opi@mis BDS-
dependent and described in the corresponding BRftation specifications.

5.4.3.3 Terminal report about the stream reception  to SD in BSD/A

The figure below shows an example for Terminal repbout the stream reception to SD in BSD/A.

SD BDS Service Interaction SD-C
In BSD/A Distribution Network In Terminal

1. Report for stream reception

¢

2. Response to report to stream receptign

4. Response to report for stream
reception

Figure 28 - Terminal report about the stream recepbn to SD in BSD/A

1. The SD-C in Terminal sends the report about treastrreception to SD in BSD/A. The reports may aionthe
received quality of stream and others (SD-6).
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2. The SD in BSD/A may respond to the terminal ref8B-6). After SD analyzes the terminal report, 1I8By do
some works, such as, change of Forward Error Cioore§cheme in order to improve stream recepticalityu

3. SD may send the report about stream reception 18 B&rvice Distribution/Adaptation in order that BB&rvice
Distribution/Adaptation improves stream receptiamlgy (SD-B1).

4. BDS Service Distribution/Adaptation may send thepmse about the report of stream reception tocSEBK1).

5.4.3.4 Terminal report about the stream reception  to BDS Service
Distribution/Adaptation

The figure below shows an example for Terminal repbout the stream reception to SD in BSD/A.

SD BDS service Interaction SD-C
In BSD/A Distribution Network In Terminal

1. Report for stream reception

2. Response to report to stream refeption

4. Response to report for stream
reception

Figure 29 - Terminal report about the stream recepbn to BDS Service Distribution/Adaptation

1. The SD-C in Terminal sends the report about theastrreception to BDS Service Distribution/Adaptatidhe
reports may contain the received quality of streaut others (SD-6).

2. The BDS Service Distribution/Adaptation may resptmthe terminal report (SD-6). After BDS Service
Distribution/Adaptation analyzes the terminal reépBDS Service Distribution/Adaptation may do sowwrks such
as the change of Forward Error Correction Schenohange of transmission power of stream in ordémfove
stream reception quality.

3. BDS Service Distribution/Adaptation may send thgoré about stream reception to SD in BSD/A in orithet SD
improves stream reception quality, such as, theghaf Forward Error Collection scheme (SD-B1).

4. SD may send the response about the report of streeeption to BDS Service Distribution/Adaptati®@D(B1).

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-BCAST-V1_0-20080609-C Page 66 (112)

54.4 Service Protection Function Related Flows

54.4.1 Service Protection Function Flows for DRM P rofile
544.1.1 The Overall Flow for Terminal with Intera  ction Channel Capability Supporting
DRM Profile

The figure shows an example for the general sepiiotection flow for Terminals with an interactiochannel in the case the
BSM generates the STKM.

FA/SA in SP-Ein SP-KD in SP-Min

cC BSA BSD/A BSD/A BSM Terminal

1. Registration

2. LTKM delivery

A
\4

TEK generation

3. TEK and other
parameters

4. STKM

A

5. TEK delivery

A

6. Content

h 4

7. Service

-
-

Encryption

8. STKM delivery

9. Protected service/content delivery

Figure 30 - Service Protection Function Flow for Iteraction Terminal supporting DRM Profile

1. The Terminal initiates the registration procedulofving OMA DRM 4-pass Registration Protocol.
The SP-M in BSM delivers a LTKM to the SP-C usingass Rights Object Acquisition Protocol.

3. The BSD/A generates a TEK for encryption of filestneam and delivers it with other parameters ¢0SR-M in
BSM for STKM generation

4. The SP-M in BSM generates a STKM and delivers thioBSD/A. STKM can also be generated by the BSOfA
this case, the BSD/A acquires SEAK or PEAK from B&M for encryption of STKM.

The SP-KD in BSD/A delivers TEK to the SP-E in B8Oébr encryption.

The CC delivers contents to the FA/SA in BSA.

The FA/SA in BSA generates a service from contedt@elivers service to the SP-E in BSD/A.
The SP-KD in BSD/A broadcasts STKM to Terminals.

© ® N o O»

The SP-E in BSD/A sends encrypted file or streathéoTerminal over the broadcast channel or intemac
channel.

5.4.4.1.1.1 Registration
The registration procedure for interaction ternsrialsame as 4-pass Registration Protocol from QNRM v2.0.
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5.4.4.1.1.2 LTKM Delivery

The LTKM delivery procedure for interaction termlisiés same as 2-pass Rights Object Acquisitiondeatfrom OMA
DRM v2.0.

5.4.4.1.1.3 STKM Delivery over Broadcast Channel dinteraction Channel
The figure shows an example for STKM delivery pdg® over broadcast channel or interaction channel.

SPKD In SP-Cin
cc BSA BSD/A BSM Terminal

1. STKM

Figure 31 - STKM Delivery Flow for Broadcast-only Terminal

1. STKM from the BSD/A is delivered over the broadaasinnel or interaction channel to the Terminal.

5.4.41.1.4 Re-Keying

The figure shows an example of the Terminal acngiein updated SEAK/PEAK by 2-pass Rights Objectufgitjon
Protocol with ROAP Trigger.

SP-Min SP-Cin

cc BSA BSD/A BSM Terminal

1. ROAP Trigger

2. 2-pass ROAP

Figure 32 - Re-Keying Flow for DRM Profile with Interaction Channel

1. When itis required to change a SEAK or PEAK, tfgMBsends a ROAP Trigger message to Terminal.

2. After receiving a ROAP Trigger message from the B&M Terminal starts 2-pass Rights Object Acqoisit
Protocol with the BSM to acquire a new SEAK or PEAK

5.4.4.1.2 The Overall Flow for Broadcast-only Termi  nal Supporting DRM Profile

The figure shows an example of service protectioction flow for broadcast-only terminal.
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Figure 33 - Service Protection Function Flow for Boadcast-only Terminal with DRM Profile

The Terminal sends Registration request to the SRBREM using out-of-band channel. The Terminakiees

Registration message using broadcast channel.

The Terminal also receives LTKM over broadcast cehn

The BSD/A generates a TEK for encryption of filestneam and delivers it with other parameters ¢o0SR-M in
BSM for STKM generation

The SP-M in BSM generates a STKM and delivers thioBSD/A. STKM can also be generated by the BSD1
this case, the BSD/A acquires SEAK or PEAK from B&M for encryption of STKM.

The SP-KD in BSD/A delivers TEK to the SP-E in B80Obr encryption.

The CC delivers contents to the FA/SA in BSA.

The FA/SA in BSA generates a service from content@elivers service to the SP-E in BSD/A.
The SP-KD in BSD/A broadcasts STKM to Terminals.
The SP-E in BSD/A broadcasts encrypted file orastréo the Terminal.

The figure shows an example for the broadcast-mnipinal to have a registration procedure.

CcC

BSA

SP-KD in
BSD/A

SP-M in
BSM
1. notify device data
4. _____________________
2. 1-pass PDR/device_registration_response()

SP-Cin
Terminal

Figure 34 - Registration Flow for Broadcast-only Teminal

\i
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1. The SP-C in Terminal delivers device data to th&RSing out-of-band channel. There can be mangipkes
ways to deliver device data to BSM using out ofcbehannel.

2. The SP-KD in BSD/A broadcasts device_registratieaponse message() to the Terminal.

5.4.4.1.2.2 LTKM Delivery
The figure shows an example for a Terminal to aeqaiLTKM(BCRO) using the broadcast channel.

SP-KD in SP-Cin
cc BSA BSD/A BSM Terminal

1.LTKM

\

Figure 35 - LTKM Delivery Flow for Broadcast-only Terminal

1. The SP-KD in BSD/A delivers a LTKM(BCRO) to theri@nal.

5.4.4.1.2.3 STKM Delivery over Broadcast Channel
This section is identical to the Sect.5.4.4.1.1.3.

5.4.4.1.2.4 Re-Keying Flow
The figure shows an example for re-keying procedaréroadcast-only terminal.

SP-RKDIn SPCm
cc BSA BSD/A BSM Terminal

1. device_registration_response()

\

2.BCRO

A

Figure 36 - Re-Keying Flow for Broadcast-only Termmal

1. The SP-KD in BSD/A sends device_registration_respno the SP-C in Terminal. The Terminal acquaasew
registration material.

2. The Terminal acquires BCRO from the SP-KD in BSD/Fhe Terminal can decrypt BCRO using the registnat
material acquired from the step 1.

5442 Service Protection Function Flows for Smart  card Profile

54421 The Overall Flow for Smartcard Profile wi  th Interaction Channel

The following figure shows an example of overalivige protection function flow for terminal withéhSmartcard Profile in
the case the BSM generates the STKM.
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FA/SAin SP-E in SP-KD in SP-Min

cc BSA BSD/A BSD/A BSM

Terminal Smartcard

1. Subscriber Key estaLIishment via either GBA
or pre-proyisioned RK

- -

2. Service provisioning

A
A

3. LTKM delivery

TEK generation

4. TEK and other
parameters

5. STKM

'y

6. TEK delivery

7. File or Stream

-
-

8. File or Stream

Encryption

9. STKM delivery

10. STKM delivery

11. TEK

12. Encrypted File or Stream

| |

Figure 37 - Service Protection Function Flow for Teminal with Smartcard Profile

1. The Smartcard executes Subscriber Key establishpneoédure via either GBA or pre-provisioned RKhite
SP-M in BSM.

2. Service Provisioning messages are exchanged im trdelbscribe to services or purchase tokens.
The Smartcard receives LTKM from the SP-M in BSM.

The BSD/A generates a TEK for encryption of filestneam and delivers it with other parameters €aSR-M in
BSM for STKM generation

5. The SP-M in BSM generates a STKM and delivers thiBSD/A for distribution. STKM can also be geated by
the BSD/A. In this case, the BSD/A acquires SERBK from the BSM for encryption of STKM.

6. The SP-KD in BSD/A delivers TEK to the SP-E in B80br encryption.

7. The CC delivers contents to the FA/SA in BSA.

8. The FA/SA in BSA generates a service from contedt@elivers service to the SP-E in BSD/A.
9. The SP-KD in BSD/A broadcasts STKM to the Smartcard

10. The Terminal sends STKM to the Smartcard.

11. The Smartcard extracts TEK from STKM and delivéts ithe Terminal.

12. The SP-E in BSD/A sends encrypted file or siréathe Terminal over the broadcast channel oirttezaction
channel. The Terminal can decrypt encrypted filsteeam using TEK received from the Smartcard.

544211 Subscriber Key Establishment

The following figure shows an example of the sulimarkey establishment procedure for the SmartPaofile with Service
Protection.
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SP-Min K SP-Cin
| BSA | | BSD/A | BSM |Term|naI|

1. SMK and SRK establishment via either GBA or pre-provisioned RK

-

Figure 38 - Subscriber Key Establishment Flow for Svartcard Profile with Service Protection

1. The SP-Cin Smartcard acquires SMK and SRK viaei@BA or pre-provisioned RK. SMK is used to protec
SEK or PEK.

For (U)SIM Smartcard Profile, the SMK and SRK astablished via the GBA bootstrapping and bootstisgge procedures
as described in [3GPP TS 33.246] Section 6.1.(RgJIM/CSIM Smartcard Profile, the SMK and SRK alerived from
the pre-provisioned Registration Key (RK) in the&8toard, as described in [3GPP2 S.S0083-A].

5.4.4.2.1.2 Push LTKM Delivery

The figure shows an example of LTKM delivery floar Smartcard Profile with Service Protection.

| SP-Min | | SP-Cin | | SP-Cin |
| ce | | BSA | | BSDIA | BSM Terminal Smartcard

1. LTKM delivery

2. LTKM delivery

Figure 39 - Push LTKM Delivery Flow

1. The SP-M in BSM pushes LTKMs to the Terminal ovéyRJ
2. The Terminal with Smartcard acquires the LTKM frdme BSM and delivers the LTKM to the Smartcard.

3. The SP-C in Smartcard acquires the LTKM fromTeeminal.
5.4.4.2.1.3 STKM Delivery over Broadcast Channel or InteractionChannel

The following figure shows an example of STKM deliy over broadcast channel or interaction charorehie Smartcard

Profile.
SP-Min SP-Cin SP-Cin
| cc | | BSA | | BSDIA | BSM | Terminal | |Smancard|

1. STKM

2. STKM

Figure 40 - STKM Delivery Flow over Broadcast Chanel or Interaction Channel

1. The SP-C in Terminal receives the STKM over broatichannel or interaction channel from the BSD/A.

2. The Terminal forwards the STKM to the Smartcard.
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544214 LTKM Request Procedure
The following figure shows an example of the LTKkfuest procedure for the Smartcard Profile witlviSerProtection.

| SP-Min | SP-Cin | SP-Cin |
| cC | | BSA | | BSD/A | BSM Smartcard

1. LTKM Request
Il

‘

2. LTKM Response
|

3. LTKM delivery
I

|

A

Figure 41 - LTKM Request Procedure Flow

1. The SP-C in Smartcard runs the LTKM Request proeetiurequest a missed LTKM.

2. The BSM sends the LTKM Response to the Terminal.

3. The Terminal receives the LTKM from the BSM. Thamal delivers the LTKM to the Smartcard.
5.4.4.3 Backend Interface Function Flows

This backend interface functions flows apply totbDRM Profile and Smartcard Profile.
5.4.43.1 Registration Key Material Delivery

The following figure shows an example of the ragison key material delivery flow from the BSM toet BSD/A. After
that, the BSD/A can deliver the registration keytenial to the Terminal over broadcast channel.

cC BSA SP-KD in SP-Min Terminal
BSD/A BSM

1. Registration Material

A

Figure 42 — Registration Key Material Delivery Flow

10. Registration material is delivered from the BSMhe BSD/A for broadcast delivery to Terminals.
5.4.4.3.2 LTKM Delivery

The following figure shows an example of the LTKMligtery flow from the BSM to the BSD/A. After thahe BSD/A can
deliver the LTKM to the Terminal over broadcast rwhel.

SP-KD in SP-Min

ce BSA BSD/A BSM

Terminal

1. LTKM

A

Figure 43 — LTKM Delivery Flow

1. The LTKM is delivered from the BSM to the BSD/A fbroadcast delivery to Terminals.
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54433 STKM Generation

There are two ways for STKM generation. One wa§Ti&M generation by BSD/A and the other way is STi§bheration
by BSM.

5.4.43.3.1 STKM Generation by BSM

The figure shows an example flow of the STKM getiereprocedure by the BSM.

SP-KD in SP-M in
BSD/A BSM

TEK generation

1. TEK and other information
for STKM generation

cc BSA

Terminal

encrypt TEK

MAC

Figure 44 —Flow of STKM Generation by BSM

1. The BSD/A delivers the TEK and other informatiortie BSM for STKM generation. The BSM encrypts TEK
using SEK or PEK and MACs a STKM using SAK or PABRM Profile) or derived authentication key
(Smartcard Profile).

The BSM can deliver the STKM to the BSD/A for deliy over broadcast channel or interaction charméieé Terminal.

5.4.43.3.2 STKM Generation by BSD/A
The figure shows an example flow of the STKM getiereprocedure by the BSD/A.

SP-KD in SP-Min Torminal
BSD/A BSM ermina

TEK generation

cC BSA

1. SEAK/PEAK or SEK/
PEK

generate STKM

Figure 45 — Flow for STKM Generation by BSD/A

1. The BSM delivers SEAK/PEAK (DRM Profile) or SEK/PHEmartcard Profile) to the BSD/A for generatioraof
STKM. The BSD/A encrypts and MACs a STKM using SEREAK or SEK/PEK. The BSD/A delivers STKM
over broadcasts broadcast channel or interactianrad the STKM to the Terminal.

5.4.4.3.4 STKM Delivery from BSM to BSD/A

The STKM generated by the BSM can be delivereti¢cd®SD/A for delivery to Terminals using broadcaasannel or
interaction channel.
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cC

BSA

SP-KD in
BSD/A

SP-M in
BSM

Terminal

1. STKM

A

Figure 46 —Flow for STKM Delivery from BSM to BSD/A

1. The STKM generated by BSM is delivered from$#fM in BSM to the SP-KD in BSD/A for delivery over
broadcast channel or interaction channel to Terimina

545 Content Protection Function Related Flows

In this section, descriptions on function flows @wntent Protection are provided. Section 5.4s6dws function flows for
DRM Profile and Section 5.4.5.2 shows function fofer Smartcard Profile.

5451 Content Protection Function Flows for DRM P rofile

545.11 The Overall flow for Terminal with Intera

Profile

ction Channel Capability supporting DRM

The following figure shows an example of the ovetahtent protection flow for a Terminal with anténaction channel in
the case the BSM generates the STKM.

cc FA/SAin CP-Ein CP-KD in CP-Min Terminal
BSA BSD/A BSD/A BSM ermina
1. Registration
2. LTKM delivery
TEK generation
3. TEK and other
parameters
4. STKM
5. TEK delivery
6. Content ‘
7. Content
Encryption
8. STKM delivery
|

9. Protected service/content delivery

Figure 47 - Content Protection Flow for DRM Profile

1. The Terminal initiates the registration proceduléofving OMA DRM 4-pass Registration Protocol.
2. The CP-KD in BSD/A delivers a LTKM to the Terminading 2-pass ROAP Rights Object Acquisition Proktoco
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5
6.
7
8

9.

5.4.5.1.1.1 Registration
This procedure is the same as 4-pass Registrataoddl from OMA DRM v2.0.

5.4.5.1.1.2 LTKM delivery
This procedure is the same as 2-pass Rights Obgeptisition Protocol from OMA DRM v2.0.

The BSD/A generates a TEK for encryption of contamd delivers it with other parameters to the CISM for

STKM generation

The CP-M in BSM generates a STKM and delivers theoBSD/A. STKM can also be generated by the BSDY

this case, the BSD/A acquires SEAK or PEAK from B&M for encryption of STKM.
The CP-KD in BSD/A delivers TEK to the CP-E in B&Dbr encryption.

The CC delivers contents to the FA/SA in BSA.

The FA/SA in BSA delivers content to the CP-E in(BA.
The CP-KD in BSD/A broadcasts STKM to Terminals.

The CP-E in BSD/A sends encrypted content to threnifel over the broadcast channel or the interaatimannel.

5.4.5.1.1.3 STKM delivery over Broadcast Channel dinteraction Channel
The figure shows an example for STKM delivery pdg® over broadcast channel or interaction channel.

1.

cC

BSA

CP-KD in
BSD/A

BSM

1. STI

KM

CP-Cin
Terminal

Figure 48 — STKM Delivery Flow for DRM Profile

The STKM is delivered from the CP-KD in BSD/A tcetlEP-C in Terminal over the broadcast channel or

interaction channel.
5.4.5.1.1.4 Re-Keying

The Terminal can acquire an updated SEAK/PEAK Ipags Rights Object Acquisition Protocol with ROARgger.

1.
2.

CcC

BSA

BSD/A

CP-Min
BSM

1. ROAP Trigger

CP-Cin

Terminal

1. 2-pass ROAP

Figure 49— Re-Keying Flow for DRM Profile

The CP-M in BSM sends a ROAP Trigger to the CP-Tdmminal.
The CP-C in Terminal runs a 2-pass Rights Objecfuisition Protocol with the CP-M in BSM to acquaaew

SEAK/PEAK.
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5.45.1.2 The Overall Flow for Broadcast-only Termi  nal supporting DRM Profile

The figure shows an example of content protectimttion flow for broadcast-only terminal.

5
6.
7
8

9.

cc FA/SA in CP-E in CP-KD in CP-Min T inal
BSA BSD/A BSD/A BSM ermina
1. Regi?tration

‘ "

2. LTKM delivery

TEK generation

3. TEK and other
parameters

4. STKM

A

5. TEK delivery

6. Content -

7. Content

-
-

Encryption

8. STKM delivery
|

9. Protected service/content delivery

Figure 50 - Content Protection Flow for DRM Profilewith Broadcast-only Terminal

\i

The Terminal sends Registration request to the GR-BEM using out-of-band channel. The Terminakiees
Registration message using broadcast channel.

The Terminal also receives LTKM over broadcast cehn

The BSD/A generates a TEK for encryption of contemd delivers it with other parameters to the CIMSM for
STKM generation

The CP-M in BSM generates a STKM and delivers theoBSD/A. STKM can also be generated by the BSD/
In this case, the BSD/A acquires SEAK or PEAK frtira BSM for encryption of STKM.

The CP-KD in BSD/A delivers TEK to the CP-E in B@br encryption.
The CC delivers contents to the FA/SA in BSA.

The FA/SA in BSA delivers content to the CP-E in(BS.

The CP-KD in BSD/A broadcasts STKM to Terminals.

The CP-E in BSD/A broadcasts encrypted file orastréo the Terminal.

5.4.5.1.2.1 Registration
The figure shows an example of registration flowD&M profile with broadcast-only terminals.
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CcC

BSA

1. The CP-C in Terminal delivers device data to théB&ing out-of-band channel.

2. The CP-KD in BSD/A broadcasts device_registratiesppnse message to the Terminal.

5.4.5.1.2.2 LTKM delivery

The figure shows an example of LTKM delivery floar DRM Profile with Broadcast-only terminals.

cC

BSA

1. The CP-C in Terminal makes a request to the BShktiver a LTKM(BCRO).

2. The BSM generates a LTKM(BCRO) and delivers itite €P-KD in BSD/A.

3. The CP-KD in BSD/A sends a LTKM(BCRO) to the CP#CTierminal.
5.4.5.1.2.3 STKM Delivery over Broadcast Channel

This procedure is identical to Sect.5.4.5.1.1.3.

5.4.5.1.2.4 Re-Keying

The figure shows an example of re-keying flow fdRNd Profile with Broadcast-only terminals.

CcC

BSA

CP-KD in CP-Min CP-Cin
BSD/A BSM Terminal
1. notify_device_data()
2. 1-pass PDR/device_registration_response()
Figure 51 - Registration Flow
CP-KD in CP-Min CP-Cin
BSD/A BSM Terminal
1. RO Request
2. BCRO
3. BCRO
| >
{
Figure 52 — LTKM Delivery Flow
CP-KD in CP-Min CP-Cin
BSD/A BSM Terminal
1. BCRO

Figure 53 — Re-Keying Flow

1. The Terminal acquires BCRO from the CP-KD in BS2Ver the broadcast channel.
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5.4.5.2
54521

Content Protection Function Flows for Smart

The Overall Flow for Interaction Terminal

card Profile

supporting Smartcard Profile

The following figure shows an overall content pobien function flow for the Smartcard Profile iretisase where the BSM
generates the STKM.

CcC

FA/SAin
BSA

CP-Ein
BSD/A

7. File or Stream

-

8. File or Stream

TEK generation

6. TEK delivery

CP-KD in
BSD/A

CP-Min
BSM

Terminal

Smartcard

1. Subscriber Key establishment

2. Service

provisioning

3. LTKM delivery

4. TEK and other
parameters

5. STKM

A

A

Encryption

9. STKM delivery

I12. Encrypted File or Stream .

\i

\

10. STKM delivery

-

11. TEK

4

Figure 54 - Content Protection Function Flow for Smartcard Profile

The Smartcard executes SMK and SRK establishmenegure via either GBA or pre-provisioned RK witle t

CP-M in BSM.

Service Provisioning messages are exchanged im tr@debscribe to services or purchase tokens.
The Smartcard receives LTKM from the CP-M in BSM.
The BSD/A generates a TEK for encryption of contamd delivers it with other parameters to the CIMSM for

STKM generation.

The CP-M in BSM generates a STKM and delivers theoBSD/A for distribution. STKM can also be geated
by the BSD/A. In this case, the BSD/A acquires SEREK from the BSM for encryption of STKM.

The CP-KD in BSD/A delivers TEK to the CP-E in B@br encryption.
The CC delivers contents to the FA/SA in BSA.
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The FA/SA in BSA delivers content to the CP-E in(BS.
9. The CP-KD in BSD/A broadcasts STKM to the Smartcard
10. The Terminal sends STKM to the Smartcard.
11. The Smartcard extracts TEK from STKM and delivéts ithe Terminal.

12. The CP-E in BSD/A sends encrypted file or streanimé&Terminal over the broadcast channel or treraation
channel. The Terminal can decrypt encrypted filsteeam using TEK received from the Smartcard.

The following figure shows an example of rights mg@ment with Smartcard Profile.

CP-Min CP-Cin CP-Cin
BSM Terminal Smartcard

Identify Pl URI, Key
ID

cC BSA BSD/A

1. Mutual Authentication

-
Bl

o

2. Mutual Authentication

A

3. secure authenticated
channel

4. Request SEK or PEK

Figure 55 —Content Protection Flow for Rights Managment with Smartcard Profile

Identify the Permissions Issuer URI and Key ID.
Initiate mutual terminal-server authentication.
Initiate mutual smartcard-server authentication.

Establish/enable the secure authenticated chaeh&ebn the smartcard and terminal.

o~ 0w DN E

. Request the appropriate SEK or PEK.
5.4.5.2.1.1 Subscriber Key Establishment

The figure shows an example of the subscriber keghbtishment flow for Smartcard Profile with Cort@motection.

CP-Min ) | CP-Cin |
| ce | | BSA | | BSDIA | Smartcard

1. SMK and SRK establishment
I

A

Figure 56 — Subscriber Key establishment Flow for @artcard Profile

1. The CP-C in Smartcard acquires SMK and SRK ieeeGBA or pre-provisioned RK. SMK is used to fea a
SEK or PEK.
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For (U)SIM Smartcard Profile, the SMK and SRK astablished via the GBA bootstrapping and bootstisgme procedures
as described in [3GPP TS 33.246] Section 6.1.(RgJIM/CSIM Smartcard Profile, the SMK and SRK aterived from
the pre-provisioned Registration Key (RK) in the&toard, as described in [3GPP2 S.S0083-A].

5.4.5.2.1.2 Push LTKM delivery

The figure shows an example of LTKM delivery floar fSmartcard Profile with Content Protection.

| CP-Min | | CP-Cin | | CP-Cin |
| ce | | BSA | | BSDIA | BSM Terminal Smartcard

1. LTKM delivery

2. LTKM delivery

Figure 57 — Push LTKM Delivery Flow

1. The SP-M in BSM pushes LTKMs to the Terminal oM&P.
2. The Terminal with Smartcard acquires the LTKM frtme BSM and delivers the LTKM to the Terminal.

3. The SP-C in Smartcard acquires the LTKM from thenTieal.
5.4.5.2.1.3 STKM Delivery over Broadcast Channel or Interaction Channel.

The following figure shows an example of STKM deliy over broadcast channel or interaction for theScard Profile.

CP-Min CP-Cin CP-Cin
| ce | | BSA | | BSDIA | | BSM | |Terminal| |Smar1card|

1. STKM

2. STKM

Figure 58 — STKM Delivery Flow over Broadcast Chanel or Interaction Channel

1. The CP-C in Terminal receives the STKM over broatichannel or interaction channel from the BSD/A.
2. The Terminal transmits STKMs to CP-C in the Smadca

5.4.5.2.1.4 LTKM Request Procedure
The figure shows an example of the LTKM requestedure for the Smartcard Profile with Content Rrtibe.
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CP-Cin
Terminal

1. LTKM

Request

CP-Cin
Smartcard

2. LTKM

Response

3.LTK

delivery

Figure 59 — LTKM Request Procedure Flow for Smartcad Profile

1. The CP-C in Smartcard the runs LTKM Request prometiurequest a missed LTKM.
2. The BSM sends the LTKM Response to the Terminal.
3. The Terminal receives the LTKM from the BSM. Tham@al delivers the LTKM to the Smartcard.

5.45.3 Backend Interface Function Flows

This backend interface functions flows apply torbDRM Profile and Smartcard Profile.
5.453.1 Registration Key Material Delivery

The following figure shows an example of the ragison key material delivery flow from the BSM toet BSD/A. After
this, the BSD/A can deliver the registration keytenial to the Terminal over broadcast channel.

cC BSA CP-KD in CP-Min

BSD/A BSM

Terminal

1. Registration Material

Figure 60 — Registration Key Material Delivery Flow

1. The Registration Material is delivered from the B&MWhe BSD/A for broadcast delivery to Terminals.
5.45.3.2 LTKM Delivery

The following figure shows an example of the LTKMligery flow from the BSM to the BSD/A. After thithe BSD/A can
deliver the LTKM to the Terminal over broadcast mwhel.

CPRD ™ CPMn
BSD/A BSM

1. LTKM

| Terminal |

Figure 61 — LTKM Delivery Flow

1. The LTKM is delivered from the BSM to the BSD/A fbroadcast delivery to Terminals.
5.45.3.3 STKM Generation

There are two ways for STKM generation. One is [§jBand the other is by BSD/A.
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5.4.5.3.3.1 STKM Generation by BSM
The figure shows an example flow of the STKM getiereprocedure by the BSM.

cc BSA ngé%‘" CFB’ZS'\:A'" Terminal
TEK generation

1. TEK and other information
for STKM generation

STKM Generation

Figure 62 — Function Flow for STKM Generation by B

1. The CP-KD in BSD/A delivers the TEK and other infation to the BSM for the generation of STKM.

5.45.3.3.2 STKM Generation by BSD/A
The figure shows an example flow of the STKM getiereprocedure by the BSD/A.

| cc | | BSA | CgéKDE/’An Cg—s’l\:\lﬂml Terminal

TEK generation

1. SEAK/PEAK or SEK/
- PEK

STKM generation

Figure 63 — Function Flow for STKM Generation by B®/A

1. The BSM sends the SEAK/PEAK (DRM Profile) or SEKKREmartcard Profile) containing the SEAK/PEAK or
SEK/PEK to the BSD/A for generation of STKM.

5.45.3.4 STKM Delivery from BSM to BSD/A

The STKM generated by the BSM can be delivereti¢cd®SD/A for delivery to Terminals using broadcaasannel or
interaction channel.

CP-KD in CP-Min

CcC BSA BSD/A BSM Terminal

1. STKM

A

Figure 64 — Function Flow for STKM Delivery from BSM to BSD/A

1. The STKM generated by BSM is delivered from the@i BSM to the CP-KD in BSD/A for delivery over
broadcast channel or interaction channel to Terimina
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5.4.6 Interaction Channel Function Related Flows
546.1 General Interaction Flow

This chapter presents the flow message types fanamicating over the Interaction Channel.

BCAST service interaction BCAST service interaction
generic function (BSI-G) client function (BSI-C)

1. Interaction pointer

A 4

2. Client processing*

3. Interaction Request

A

4. Interaction Response

A 4

Figure 65 — Message Types for Interaction Channell&w

*Not in the scope of OMA BCAST.

1. BSI-G sends an interaction pointer to BSI-C ovéneasi Broadcast Channel or Interaction Channeludiobband
(in which case, this is optional step). This peirtontains one or several URIs to the serviceedfever
Interaction Channel.

2. BSI-C processes the interaction pointer. The @®¢enot in the scope of the specification in OBIBAST. For
example, the user makes decision whether the tttenais wanted or not.

3. BSI-C sends an Interaction Request to the SefBis request contains parameters for the servicgesae.g.
voting or browsing. It may or may not contain thRIlicquired by the interaction pointer. For examfie User
decides to initiate the interaction.

4. BSI-G sends an Interaction Response to BSI-C caininformation on the service requested. IfBi8-C sends
the Interaction Request (step 3) it may be followgdhe Interaction Response.

5.4.6.2 Interactive Service example Flow — Casel

This case represents that the End User participatie® one-round services such as real-time Igettioting, usage
monitoring, etc. After participating at the centaiervices, the response from BSI-G is not neededtty.
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Content BSI-G BDS-SD BSI-C
Creation in BSA BSM BSD/A or BIDNS in Terminal
or

5.
5.4.6.3

1. Interactive
BCAST Contents
and attributes

2. Interactive Clontents delivery

__________________________________ »
3. Response at the specific servicels
4. Notify the| participation
-’ —_—_—ee,eee, e, e, e, e e e e e |, e, e, e, e, e e e e ——— — »
5. Informs the pssembled results
+t—_———— - - —_—_——————————_— e |— —_——_ e —_ M —_  ——_—— >

Figure 66 — Interaction Channel Flow: Client’s paricipation of specific service

CC sends the interactive contents to the BSI-GSA Bwhich requires the End User’s participatiomhat certain
part of services such as real-time voting, bettirsgge monitoring, etc.

BSI-G receives the interactive contents from CC larmmdidcasts interactive content to the subscribedts.

The detail process of interactive contents deliweoyld be handled by Stream Distribution Functioribe
Distribution Function.

According to the contents, BSI-C in the Terminap@nses to the specific services. The receivettntmhave the
interaction pointer that linked to the BSI-G in BSAhese would be individual end-to-end interacgoimter that
were connected with each client or the public extéon pointer that requires the End User’s infdforaat each
time. This interaction pointer would refer to iritece SI-8.

BSI-G receives the End User’s participation infotioa from the BSI-C and modifies this informatiankie fit for
purpose. For example, in the statistical resedhehteceived information would be assembled ataitzed.

After participating at the specific interactive sees, the BSI-G in BSA could send the BSI-C inrtigral
notification which the End User participated sustaity.

The results would be broadcasted to the participBted Users show interests through interface SI-8.
Interactive Service example Flow — Case2

This case represents that the End User participatis® interactive services such as requestsdifiadal or supplementary

informat

ion. After requesting additional servieggghe related certain services, the End Usertbetdirect response from

BSI-G or CC or third parties.
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Content BSI-G BDS-SD BSI-C
Creation in BSA BSM BSD/A or BDS in Terminal
or IN
1. Interactive
BCAST Contents
and attributes
————————— >
2. Interactive Contents delivery
__________________________________ >
3. Request the|additional service
4. Interaction
with CC or
third party
- ——————— -
5. Requested services
6. Additional communjcation
- — — — — — — —| »>-.——————tr——————— | ——————————————— | o

Figure 67 — Interaction Channel Flow: Client’s addtional information requests

CC sends the contents that support the interasémgces to the BSI-G in BSA.

2. BSI-G gets the interactive contents from CC andbicasts interactive content to the subscribedtsliefhese
contents have the interaction pointer which the Bedr can request additional information and supplgary
services to the BSI-G in BSA or third party.

The detail process of interactive contents deliweoyld be handled by Stream Distribution Functiorrite
Distribution Function.

3. After receiving services that supports the intévacservices, BSI-C requests the additional or krmppntary
information such as items’ purchase informatioflirgeshop, etc. This would be the individual eiedend service
that means interactive contents support individizakess.

4. According to the services, the additional or suppetary information would be supported in the BSGCC or
third parties. If the CC provides whole additiomdbrmation to the BSI-G at the beginning, thelreduests of
BSI-C would be handled all at the BSI-G. Excepatttibthe additional requests of clients would bedfeshby CC or
third parities that have additional information.

5. BSI-G or CC or third parties provides the requestaditional information to the BSI-C.

6. Above simple interaction, BSI-C could want to, regumore additional information additionally, etit this time,
the BSI-C interacts with BSI-G or external chargardities
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5.4.7  Provisioning Function Related Flows
54.7.1 General Service Provisioning Messages

54.7.1.1 Pricing Information Request

The figure below describes the flow for requestinige information of a particular Purchaseltem.

BSD/A BSP'.C i BSP-M in BSM
Terminal

| Service Guide Reception |

1. Pricing Information Request

Authentication

2. Pricing Information Response

A

Figure 68 — Flow for requesting Price information & a particular Purchaseltem

1. After receiving the Service Guide the terminal mand a request for pricing information of Purchizselor a
group of Purchaseltems shown in the Service Guidbe BSM. After receiving a pricing informatioequest the
BSM initiates the related operation. Before BSKitst generating the pricing information, BSM maitiate
terminal (or user) authentication.

2. The BSM sends the pricing information of the rege@$urchaseltems and may optionally send ServitgeG
fragments related to the requested Purchaseltéan drror occurs during the generation of theipgdnformation,
then BSM sends the response message containingbal®&tatus Code and an Item-wise Status Codeeto th
terminal.

5.4.7.1.2 Service Request

The figure below describes the flow for serviceesiag..
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BSP-C in
Terminal

| Service Guide Reception |

BSD/A BSP-M in BSM

1. Service Request
Authentication |
|
| Evaluation of |
| Price |
| |
S |
2-1. Service Response
PR it
2-2. Pricing Response
4'7 7777777777777777777777777777
Long-term Key Retrieval
3. Service Completion
,,,,,,,,,,,,,,,,,,,,,,,,,,,, 4>

Figure 69 — Service Ordering Flow

1. After receiving the Service Guide the termirerids a service ordering request to purchase seriidbe BSM.
After receiving a service ordering request the BiBMates the related operation. Before BSM stHresoperation
for service ordering, BSM may initiate terminal (mer) authentication and shall evaluate pricerinédion in the
service request message to check whether it dififens the price calculated by BSM or if the requastissage
doesn’t contain the price information.

2-1 If the price information has no difference aftgaluation, the Service Response message s&8kdymay contain
some triggering message in order that the terntiaalget the appropriate security material for serveception.
For example, in BCAST DRM profile, the BSM sends ROAP RO acquisition trigger to the terminal i th
request was processed successfully; optionallggestration trigger may be sent for unregisterechials. If an
error occurs on service ordering procedure, thel B8nds the response message containing a GladakSIode
and an Item-wise Status Code to the terminal.

2-2. If the price information has difference aferluation or if the request message does not icottta price
information, BSM stops the operation for servicdesing and sends a pricing response specifieddtid®e5.4.7.1.1
containing the price information. If User accetpis price, then Terminal sends a new “Service Rettjuéth the
price in the pricing response as agreed by the.User

3. After Terminal receives “Service Response” etdeves Long Term Key, Terminal may send a Servic
Completion message to the BSM after it confirnis gubscribed to the service that it requested,canfirms that
it received all security material required for #evice reception.

5.4.7.1.3 Renewal Request

Subscription Renewal Request can be done in magg.wahe figure below shows one example that casooe by
Terminal supporting DRM profile.
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BSP-C in
Terminal

|

| Service Guide Reception |

BSD/A BSP-M in BSM

1. Long-term Key Renewal Request

Authentication

2. Long-term Key Renweal Response

Long-term Key Retrieval

3. Long-term Key Renewal Completion

»

Figure 70 — Flow for Subscription Renewal Request

1. If auser wants to renew a certain Purchaseltegnaurp of Purchaseltems, the terminal sends aflist o
Purchaseltems to be renewed to the BSM. Before B&kis the operation for subscription renewal, B8& re-
authenticate the terminal or an User

2. The BSM sends the ROAP RO acquisition trigger &otdrminal to renew the Long-term Key if the redwess
processed successfully. If an error occurs ongigi®n renewal procedure, then BSM sends thearesp
message containing a Global Status Code and arwieenStatus Code to the terminal. The BSM maylsen
registration trigger may be sent for unregistesgthinals.

3, After acquiring the Long-term Key from the infioation given in the ROAP RO acquisition triggee terminal
may send a Long-term Key Renewal Completion mestatiee BSM.

5.4.7.1.4 Unsubscription

The figure below describes the flow for an Unsuitecrequest.
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BSD/A

BSP-C in
Terminal

BSP-M in BSM

Service Guide Reception

1. Unsubscribe Request

Authentication

A

2. Unsubscribe Response

Figure 71 — Flow for Unsubscribe Request

The terminal sends a request unsubscribe a Puttdgrasar a group of Purchaseltems to the BSM.

2. After receiving a request the BSM initiates theretl operation. Before BSM starts the operatioséovice
unsubscription, BSM may initiate terminal (or usauthentication. The BSM sends the unsubscribeastqesult
to the terminal. If an error occurs on serviceenirty procedure, then BSM sends the response neessatpining

a Global Status Code and an Item-wise Status Gotletterminal.

54.7.15 Token Purchase

The figure below describes the flow for a TokendPase request.
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BSP-C in )
BSD/A Terminal BSP-M in BSM

| Service Guide Reception |

1. Token Purchase Request

Authentication

2. Token Purchase Response

Figure 72 — Flow for Token Purchase Request

1. The terminal may send a request to purchase tdkethe BSM. Before BSM starts the operation fokéio
Purchase, BSM may authenticate the terminal orea.Us

2. The BSM sends the Token purchase request redhi¢tierminal. If an error occurs on service omigiprocedure,
then BSM sends the response message containingbal@tatus Code and an Item-wise Status Codeto th
terminal.

5.4.7.1.6 Account Inquiry

The figure below describes the flow for an Accolngjuiry request.
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BSP-C in
Terminal

| Service Guide Reception |

BSD/A BSP-M in BSM

1. Account Inquiry Request

Authentication

2. Account Inquiry Response

A

Figure 73 — Flow for Account Inquiry Request

1. The terminal may send a request to receive acéofortnation to the BSM. Information, such as, sulized
Purchaseltems or billing information may be reqe@stBefore BSM starts the operation for an Accanqtiry
request, BSM may initiate terminal (or user) auttoation.

2. The BSM sends the account information to the teainiff an error occurs on service ordering procedthen
BSM sends the response message containing a Gtdtak Code and an Iltem-wise Status Code to thertak:

5.4.7.2 Service Provisioning Function Related Flows for Smartcard Profile

For the Smartcard Profile, all Service Provisioningssages and Registration procedures betweersfheCBand BSP-M
SHALL be secured using HTTP digest. The key mateised for the HTTP digest based access authgatiand integrity
protection, namely, the Smartcard Profile SubscriRexjuest Key (SRK), is either established throogbtstrapping
procedures (as described in Section 5.4.7.2.Thto(W)SIM Smartcard Profile), or derived from a-previsioned shared
secret between the BSP-C and BSP-M (as describ®ddtion 5.4.7.2.2 for the (R-)UIM/CSIM Smartcamdfite). Note
that the Smartcard Profile Subscriber Managemegt(B&K), which is used to protect SEK/PEK delivevithin LTKMs
(with SEK/PEK subsequently protecting the TEK detivwithin STKM) is established as part of the saracedure that
establishes SRK.

5.4.7.2.1 Key Bootstrapping and Bootstrap Usage Pro  cedures

For (U)SIM Smartcard Profile, the SMK and SRK astablished via the GBA bootstrapping and bootstisgme procedures
as described in [3GPP TS 33.246] Section 6.1. &pescedures establish two keys; the MBMS User fllyK) and

MBMS Request Key (MRK), which correspond to the Sklitd SRK, respectively. It should be noted thatway in which
SMK and SRK are derived is dependent on whether GBAr GBA_ME is used (see [3GPP TS 33.246] foritgtaThe
BSP-M can control whether or not GBA_ME and/or GRAcan be used for a particular service.

In addition to establishing the keys SMK and SRi€ GBA bootstrapping procedure also establishesaisBapping
Transaction Identifier (B-TID), which is used todithe subscriber identity to the keying materidha BSP-M.
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5.4.7.2.2 Key Derivation from Pre-Provisioned Secre t Key

For (R-)UIM/CSIM Smartcard Profile, the SMK and SRke derived from the pre-provisioned Registraki@y (RK) in the
Smartcard, as described in [3GPP2 S.S0083]. Twse &ee derived from the RK: the Temporary Key (B
Authentication Key (Auth-Key ), which correspondtbe SMK and SRK, respectively.

5.4.7.2.3 Use of HTTP Digest to Secure Service Prov isioning Messages

After SMK and SRK have been established betweeB8i-C and the BSP-M, the BSP-C MAY send the BSBAM of the
following types of Service Provisioning messages:

- Service Request

- Subscription Renewal
- Unsubscribe Request
- Token Request

- LTKM Request

The Service Provisioning messages SHALL use HTTgeslifor access authentication and integrity ptmtec The use of
HTTP digest SHALL be as defined in [BCAST10-Serv@uot]..

BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: Service Provisioning Request (Msg Type*, parameters)

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)
4, HTTP 200 OK POST Authentication-Info: Service
Provisioning Response (Status Code) -

*Message Type may be any one of the following: Service Request, Subscription Renewal, Unsubscribe Request,
or Token Request

Figure 74 — Generic Call Flow for Smartcard Profilés Service Provisioning Message Exchange using HTTBigest

It is assumed that SMK and SRK have been establjstsedescribed in Section 5.4.7.2 prior to the sfahe service
provisioning message exchange described below.

1. The BSP-C sends the service provisioning requessage using the HTTP POST message to the BSP-M. . A
described in [BCAST10-ServContProt], if the BSP#3 lthe required authentication credentials it idetuthe
Authorization header line in the HTTP POST request.
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2. An acceptable Authorization header is not incluitetthe request message received by the BSP-M, 8§18
responds with a “401 Unauthorized” status codey@lweith a WWW-Authenticate header containing thgedt
challenge. If an Authorization header was inclubfethe request message but the BSP-M determineddhes
value used to be stale, the BSP-M sets the stadetilie of the digest challenge to “true”.

3. If the BSP-C receives a digest challenge from t8& 8/, the BSP-C retries the request including et TP
POST the Authorization header line which contalresdigest response using the SRK as the passwatd-d 1D
or NAI (Network Access Identifier) as the usernaifoe the (U)SIM Smartcard Profile or (R-)UIM/CSIM
Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computiegligest response. If authentication is succksbIBSP-M
sends the 200 OK along with the appropriate stetdg for the message type.

NOTE: In figure 75 the dashed box contains thetamtdil messages between the BSP-M and BSP-C thaequired when
the initial HTTP post message from the BSP-C da#sntlude an acceptable.

5.47.2.4 Service Request/

BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: Service Request ( parameters)

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)

A

4. HTTP 200 OK POST Authentication-Info: Service Response
(Status Code) >

5. LTKM delivery

Figure 75 — Call Flow for Smartcard Profile’'s Servce Request/Response Message Exchange

It is assumed that SMK and SRK have been establisbe&lescribed in Section 5.4.7.2.1 prior to thé sif the service
provisioning message exchange described below.

1. The BSP-C sends the Service Request message BSEt@. The Service Request message is an HT TPagess
The format of the Service Request message is spedaif [BCAST10-Services].

2. As the request is for an access-protected objedtttee appropriate Authorization header is notudel in the
request message received by the BSP-M, the BSPspbnels with a “401 Unauthorized” status code, alwitly
WWW-Authenticate header containing the digest emagle.
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3. The BSP-C retries the request, this time includmiiye HTTP POST the Authorization header line vatgontains
the digest response using the SRK as the passadd3-TID or NAI (Network Access Identifier) as theername,
for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Swtcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computinglifest response. If authentication is successfalBSP-M
sends the 200 OK along with the appropriate stedde for the message type. This message is theSer
Response message defined in [BCAST10-ServiceshelService Request is unsuccessful, the statiessiocthe
HTTP status line shall indicate the appropriatererr

5. The LTKM is delivered to the BSP-C from the BSP-Me BSP-M SHOULD push LTKMs to the terminal over
UDP following a successful Service Request/Respprseedure. However, if the BSP-C does not recitige
LTKM related to the successful Service Request/Besg procedure, the BSP-C SHOULD request the nefeva
LTKM from the BSP-M by sending it an HTTP messagataining a list of one or more SEK/PEK ID(s), as
explained in section 5.4.4.2.1.4"LTKM Request Pthoe".

Note that the BSM SHALL register the terminal te torresponding service if the Service Requestsuasessful, i.e. the
Service Provisioning procedure includes an imphegistration with the BSP-M.

5.4.7.2.5 Token Purchase Request/

BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: Token Purchase Request ( parameters)

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)
4. HTTP 200 OK POST Authentication-Info: Token Purchase
Response (Status Code) .

5. LTKM delivery

Figure 76 — Call Flow for Smartcard Profile’s TokenPurchase Request/Response Message Exchange

It is assumed that SMK and SRK have been establiabe&lescribed in Section 5.4.7.2.1 prior to thé sif the service
provisioning message exchange described below.

1. The BSP-C sends Token Purchase Request mességeB8P-M. The Token Purchase Request message is an
HTTP message. The format of the Token Purchased®¢message is specified in [BCAST10-Services].
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2. Asthe request is for an access-protected objedtilee appropriate Authorization header is notudet in the
request message received by the BSP-M, the BSPspbnels with a “401 Unauthorized” status code, alwitly
WWW-Authenticate header containing the digest emagjé.

3. The BSP-C retries the request, this time includmiipe HTTP POST the Authorization header line atgontains
the digest response using the SRK as the passamdd-TID or NAI (Network Access Identifier) as the
username, for the (U)SIM Smartcard Profile or (RNMUCSIM Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computinglifpest response. If authentication is succestfalBSP-M
sends the 200 OK along with the appropriate steddg for the message type. This message is thenTelrchase
Response message defined in [BCAST10-Services].

5. The LTKM is delivered to the BSP-C from the BSP-Me BSP-M SHOULD push LTKMs to the terminal over
UDP following a successful Token Purchase RequesfiBnse procedure. However, if the BSP-C does not
receive the LTKM related to the successful TokercRase Request/Response procedure, the BSP-C SHOULD
request the relevant LTKM from the BSP-M by sendtran HTTP message containing a list of one oramor
SEK/PEK ID(s), as explained in [BCAST10-Servicest®on 5.1.6.8 "LTKM Request Procedure”. Note that
some tokens are not associated with a SEK/PEKnhich case the LTKM request procedure can NOTidzal.

In order to avoid this situation, if LTKMs with teks not associated with a SEK/PEK ID are deliveaad,
acknowledgment from the terminal SHOULD be requiste

Note that the BSM SHALL register the terminal te dorresponding service if the Token Purchase Requess successful,
i.e. the Service Provisioning procedure includegmgslicit registration.

1.

5.4.7.2.6 Registration Request/Response Message Flo w

The Registration message is sent by the BSP-Get88P-M to indicate to the BSP-M that the BSP-8viailable to receive
from the BSP-M any LTKM updates related to the m&wto which the BSP-C is subscribed. The Remjistt message is
sent when the terminal re-establishes connectvitly the interactive communication channel, e.figrébeing switched on
or coming back into coverage, or as defined irflings within this section.

The Registration message is not a BCAST serviceigoming message i.e., it is not related to suption or a token
purchase. The message format and message exchamgdiohed in [3GPP TS 33.246] Section 6.3.2.1#BMS User
Service Registration procedure”.

BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: Registration Request (parameters)

A

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)
4. HTTP 200 OK POST Authentication-Info: Registration
Response (Status Code) >

Figure 77 — Call Flow for Smartcard Profile’s Regisration Request/Response Message Exchange
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It is assumed that SMK and SRK have been establiabe&lescribed in Section 5.4.7.2.1 prior to thé sif the service
provisioning message exchange described below.

1. The BSP-C sends the Registration message to theMBSFhe Registration message is an HTTP mess@be.
format of the Registration message is specifid@@PP TS 33.246].

2. As the request is for an access-protected objedtttee appropriate Authorization header is notudel in the
request message received by the BSP-M, the BSPspbnels with a “401 Unauthorized” status code, alwitly
WWW-Authenticate header containing the digest emaglée.

3. The BSP-C retries the request, this time includimgdpe HTTP POST the Authorization header line,ckhiontains
the digest response using the SRK as the passadd3-TID or NAI (Network Access Identifier) as theername,
for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Sicard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computinglitpest response. If authentication is successIBSP-M
sends the 200 OK along with the appropriate stedde for the message type.
Once the above steps have been completed, thentdrisi'registered” at the BSP-M.

5.4.7.2.7 De-registration Request/Response Message  Flow

The De-registration message is sent by the BSPtet8SP-M to indicate that the BSP-C is no loregeilable to receive
from the BSP-M any LTKM updates related to the Eryto which the it is subscribed. The De-regigin message is
sent when the terminal looses connectivity withittteractive communication channel.

The De-registration message is not a BCAST sepmiogisioning message, i.e., it is not related tossuiption or a token
purchase. The message format and message exchamgfohed in [3GPP TS 33.246] Section 6.3.2.1"IBBMS User
Service De-registration procedure”.

BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: Deregistration Request (parameters)

A

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)
4. HTTP 200 OK POST Authentication-Info: Deregistration
Response (Status Code) >

Figure 78 — Call Flow for Smartcard Profile’s De-reistration Request/Response Message Exchange

It is assumed that SMK and SRK have been establiabelescribed in Section 5.4.7.2.1 prior to the sff the message
exchange described below.

1. The BSP-C sends the De-registration message ®83ReM. The De-registration message is an HTTP aygss
The format of the De-registration message is sigetif [3GPP TS 33.246].
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4.

As the request is for an access-protected objedtttee appropriate Authorization header is notudet in the
request message received by the BSP-M, the BSPspbnels with a “401 Unauthorized” status code, alwitly
WWW-Authenticate header containing the digest emagle.

The BSP-C retries the request, this time includmthe HTTP POST the Authorization header line vatgontains
the digest response using the SRK as the passanddB-TID or NAI (Network Access Identifier) as theername,
for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Swicard Profile, respectively.

The BSP-M authenticates the BSP-C by computinglifest response. If authentication is successBSP-M
sends the 200 OK along with the appropriate stetde for the message type.

Once the above steps have been completed, thensdnisi'deregistered” at the BSP-M. After the BSRas successfully
deregistered the BSP-M SHOULD stop sending LTKMatpd to the terminal as it is no longer contactable

5.4.7.2.8 LTKM Request Procedure Messages

The messages exchanged between the BSP-C and B@ieivithe terminal requests LTKMs it has not reagiaee those
defined by 3GPP MBMS. The LTKM Request messagwisa BCAST service provisioning message, i.as, fiot related
to subscription or a token purchase. The messageaf and message exchanged is defined in [3GPFB4E6] in section
6.3.2.2 "MSK request procedures".

BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: LTKM Request (parameters)

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)
4. HTTP 200 OK POST Authentication-Info: LTKM Response
(Status Code) >

5. LTKM delivery

Figure 79 — Call Flow for Smartcard Profile’s LTKM Request Procedure

It is assumed that SMK and SRK have been establiabelescribed in Section 5.4.7.2.1 prior to the sff the message
exchange described below.

1.

The BSP-C sends the LTKM request message to theNBSPhe LTKM request message is an HTTP message.
This corresponds to the "MSK request" messagedsifipd in [3GPP TS 33.246]. The MSK ID(s) corresg to
the SEK / PEK ID(s).

As the request is for an access-protected objedtttee appropriate Authorization header is notudet in the
request message received by the BSP-M, the BSPspbnels with a “401 Unauthorized” status code, alwitly
WWW-Authenticate header containing the digest emagle.
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3. The BSP-C retries the request, this time includimgpe HTTP POST the Authorization header line,ckhiontains
the digest response using the SRK as the passadd3-TID or NAI (Network Access Identifier) as theername,
for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Swtcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computinglitpest response. If authentication is successIBSP-M
sends the 200 OK along with the appropriate stedg for the message type.

5. The LTKM is delivered to the BSP-C from the BSP-Me BSP-M SHOULD push LTKMs to the terminal over
UDP following a successful Service Request/Resppnseedure. However, if the BSP-C does not rectiige

LTKM related to the successful LTKM request proaegithe BSP-C SHOULD repeat the "LTKM Request
Procedure”.

5.4.7.2.9 Other Service Provisioning Messages

Similar to Section 5.4.7.2.1, after the establishihoéd SMK and SRK between the BSP-C and BSP-MB&PE-C can now
send to the BSP-M either of the following typesSefvice Provisioning messages:

e Pricing Information Request

* Account Inquiry Request

Figure 50 shows the call flow for such service Bimning message exchange. Prior to the messadmege, the BSP-C
and BSP-M are mutually authenticated, and the cositaf the message may be encrypted by a secrethieggd between
these entities.

BSP-M BSP-C

1. Mutual authentication, along with optional establishment of secret key to encrypt the
contents of the ensuing service provisioning message exchange

2. Service Provisioning Request (Msg Type**, parameters)

A

3. Service Provisioning Response (Msg Type**, parameters)

\ J

**Message Type may be either Pricing Information Request(Response) or Account Inquiry Request(Response)

Figure 80 — Call Flow for Smartcard Profile’s Pricing Information and Account Information Message Exclange
1. The BSP-M and BSP-C mutually authenticates eadtrotmd may establish a shared secret key to protec
subsequent communications between them.
2. The BSP-C sends the service provisioning requessage to the BSP-M.

3. The BSP-M provides the response to the serviceigioming message.
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5.4.7.3 Web Service Provisioning Flows (Informative )
Service Provisioning can be achieved by webshopfweetal. This section shows the subscription flamvior both DRM

Profile and Smartcard Profile. It should be noteat this section is informative considering varipassibilities of
implementation to support web portal based semiogisioning.

5.4.7.3.1 Subscription procedure in case that termi  nal supports DRM profile

BSM Web Portal BSD/A Terminal

1. Service Guide Reception

2. HTTP(S) HOST request

_ — — — — — — 4 M M— M— — —

3. User navigates Web-shop.

— — — — —

4. HTTP(S) response ith Trigger (5.1.5.2.2)

5. LTKM delivery following procedure defined in DRM profile

Figure 81. Subscription flows in case of DRM prefil

1. The Terminal receives the Service Guide and presetd the User. The user proceeds to a web-prsiibscribe
to or purchase one or more purchase item(s). ftrg point to web-portal is given by the ‘PortalURh
Purchase Channel fragment of the Service GuidehaBRurchaseltemID(s) may be used as request paemiket
the user has selected one or more specific puréteame ([BCAST10-Services], section 5.1.8).

2. The Terminal sends a HTTP(s) POST to the web peithRL, constructed as described in step 1, andisiee is
presented with a page from which the navigatioririseg

3. The user browses the web-portal to get informatiated to Purchase Item(s) provided by ServiceiBeo. The
Service Provider may offer user specific purchés®s or purchase options.

4. After the user has subscribed to or purchased bmoce purchase item(s), the web portal sendDa20
message to the Terminal to indicate success. Hp®nse message contains a Trigger message.

5. On reception of the Trigger message the Termirgplests the relevant LTKM(s) following the proceddsdined
for the DRM profile.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-BCAST-V1_0-20080609-C Page 100 (112)

5.4.7.3.2 Subscription procedure in case that termi  nal supports Smartcard profile

BSM Web Portal BSD/A Terminal

| 1. Service Guide Reception |

2. HTTP PQST request

—_ - - - 1 - - — 1

4. HTTP 200 OK responge with Smartcard Trigger
(5.1)8.1)

5. User Service Registration Procedure defined in Smartcard profile

6. LTKM delivery following procedure defined in Smartcard profile

Figure 82. Subscription flows in case of Smartqaafile

1. The Terminal receives the Service Guide and presett the user. The user proceeds to web-partslibscribe to
or purchase one or more purchase item(s). Thg paint to web-portal is given by the ‘PortalURID Purchase
Channel fragment of the Service Guide. GlobalPwehamID(s) may be used as request parameters ifsér has
selected one or more specific purchase items ([BOASServices], section 5.1.8).

2. The Terminal sends a HTTP(s) POST to the web peithRL, constructed as described in step 1, andisiee is
presented with a page from which the navigatiorirseg

3. The user browses the web-portal to get informatédated to Purchase Item(s) provided by the SeRroeider.
The Service Provider may offer user specific pusehiéems or purchase options.

4. After the user has subscribed to or purchased oneoce purchase items, the web portal sends a R0oth€ssage
to the Terminal to indicate success. The resporessage will contain the Smartcard Profile Triggersbhge.

5. The Terminal sends a Registration message to B3l .nTessages are defined in [3GPP TS 33.246]. Niie
determines from the registration procedure thatéhminal is not authenticated, it will also pronapGBA run.

6. After Registration, the Terminal will receive redat LTKM(s) in accordance to the procedure defiimed
Smartcard profile.

5.4.8 Notification Function Related Flows

The Notification Function is responsible for infang a terminal or a group of terminals about br@stiservice events, like
for example a change in the service guide, or nailability of service and programs. The classifion of events is done
by the Broadcast Service Provider. For this pueptiee Notification Function generates a notifisatmessage and sends it
to a terminal or a group of terminals, either dir@cvia the notification function in the BDS (ifailable), which further
distributes the notification via broadcast or iatgive channel.
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A notification is a one-way (push) signaling towsttie terminal. It may or may not trigger subsedqaetion, for example
interactive download of service guide or fragmeh&seof.

The examples in this section illustrate notificatotelivery flows for certain events. Notificatiements for other purposes
are also possible, but are not listed here exhaalgti

5.4.8.1 Notification Generation and Delivery over B roadcast Channel by OMA
BCAST

The figure below shows the message flow for nattfan delivery over Broadcast Channel:

lato 1c. A notification event is triggered either by the NTMTG, NTDA, BDS or NTG. If the naotification event
occurs in CC or BSA, then NTE in BSA send the Eveatice to NTG in BSM over interface NT-3. If the
notification event occurs in BDS, BDS sends therEvmtice to NTG in BSM via NTDA over interface NBt and
NT-4. If the notification event occurs in BSD/Aen NTDA in BSD/A sends the Event notice to NT@IDS over
interface NT-4. If some service guide attributessr@quired for notification message generatioentNTE or
NTDA may send them. If the notification eventriggered by the NTE, it sends a trigger for a mgdifion
message, notification attributes, and possiblyiserguide attributes to the NTG, over interface BITNotification
event can also occur by BSM itself. After notifioa notice is received, NTG in BSM generates mnzsifon
message and also set the list of receiver whorggkive this notification message.

2. The NTG generates the notification message. Théaabtion message generated by NTG is transmitedTD/A
in BSM over interface NT-4. NTDA may adapt theei®e message then, it sends it to BDS for the dgliof
notification message. The NTG sends the generaigfication message to the NTDA for adaptation and
distribution. A description of the receivers tBhtll receive the notification must be includethé point.

3. The notification message, which is possibly adapteMTD/A is sent to a terminal or a group of temais through
BDS. After receiving notification message, a terahior a User may take corresponding actions.
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NTE in
BCAST service
Application

NTG in
BCAST Subscription
Management

1a. Event notice

5.4.8.2

lato 1c.

\

NTDA in
BCAST service
Distribution/Adaptation

BDS

1c. Event notice

1b. Event notice

A

-

Notification Event happens
( Service is upcoming,
Service Guide is changed or
Emergency occurs )

Notification Message
Generation

2.Notification message is transmitted

Figure 83 - Delivery of Notifications over BroadcasChannel by OMA BCAST

-

3.Notification message is
transmitted over Broadcast
Channel

NTCin
Terminal

Notification Delivery over Broadcast channe

| by BDS

The figure below shows the message flow for ndatfan delivery over Broadcast Channel:

\

Notification Message
Reception

The operation of these flows is identical to tho&a, 1b and 1c in section 5.4.8.1.

2. The operation of this flow is identical to thatdin section 5.4.8.1.

3. The notification message, which is possibly adapteMTD/A is sent to BDS (via NT-B1). BDS havirtg own
notification distribution component may transforri@® BCAST notification message to its own notifiaati
message form.

4. BDS sends a notification message to a terminalgroap of terminal. After receiving notificationessage, a
terminal or a User may take corresponding actions.
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NTE in
BCAST service
Application

NTG in
BCAST Subscription
Management

1a. Event notice

5.4.8.3

\

NTDA in
BCAST service
Distribution/Adaptation

BDS

1c. Event notice

1b. Event notice

A

-

Notification Event happens
( Service is upcoming,
Service Guide is changed or
Emergency occurs )

Notification Message
Generation

2.Notification message is transmitted

-

3. Notification message is

transmitted

 J

NTCin
Terminal

Notification Message
Reception

Figure 84 - Delivery of Notification over BroadcastChannel by BDS

Notification Delivery over Interaction Chan

nel by OMA BCAST

The figure below shows the message flow for natfan delivery over Interaction Channel:

lato 1c.

The operation of these flows is identical to tho&a, 1b and 1c in section 5.4.7.1.

2. The operation of this flow is identical to thatdin section 5.4.7.1.

3. The notification message, which is possible adapyeNTD/A is sent to a terminal via Interaction Wetk. After
receiving notification message, a terminal or arusay take corresponding actions.
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NTDA in
BCAST service
Distribution/Adaptation

BDS

Interaction
Network

1c. Event notice

1b. Event notice

2.Notification message is transmitted

Figure 85 - Delivery of Notification over Interaction Network by OMA BCAST

NTE in NTG in
BCAST service BCAST Subscription
Application Management
1a. Event notice
-¢
Notification Event happens
( Service is upcoming,
Service Guide is changed or
Emergency occurs )
Notification Message
Generation

Notification Delivery over Interaction Chan

3.Notification message is
transmitted to interaction
Network

NTC in
Terminal

\/

Notification Message
Reception

nel by Interaction Network

The figure below shows the message flow for natfan delivery over Interaction Channel:

lato 1c.

The operation of these flows is identical to thok&a, 1b and 1c in section 5.4.7.1.

2. The operation of this flow is identical to thatdin section 5.4.7.1.

3. The notification message, which is possibly adapte TD/A is sent to Interaction Network via BDSr@ee
Distribution/Adaptation (through NT-B1). Interamti Network may transform OMA BCAST notification nsage
to is own notification message form.

4. Interaction Network sends a notification message tierminal over Interaction Channel. After reasjv

notification message, a terminal or a User may takeesponding actions.
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NTE in
BCAST service
Application

NTG in
BCAST Subscription
Management

1a. Event notice

5.4.9

NTDA in

BCAST service BDS

Distribution/Adaptation

Interaction
Network

1c. Event notice

1b. Event notice

-

Notification Event happens
( Service is upcoming,
Service Guide is changed or
Emergency occurs )

Notification Message
Generation

2.Notification message is transmitted

3.Notification message is
transmitted to interaction

Network

Roaming Related Flows

There are only two possible scenarios for BCASThiog:

\/

NTC in
Terminal

4 Notification message is
transmitted
over Interaction Channel

o

-

Reception

Notification Message

Figure 86 - Delivery of Notification over Interaction Channel by Interaction Network

a) Roamer receives content provided by the Home N&tBQAST Service Provider (SP); or

b) Roamer receives content provided by the VisitedMdet BCAST SP, but with usage captured and charging

information reported back to the Home Network BCASH.

Scenario (b) Roaming allows a user to receive BrasidServices from a Broadcast Service Providégrdifit from his
Home Broadcast Service Provider. The change o¥fiblsile Broadcast Service Provider allows the weeeceive

Broadcast Services from another Broadcast Serviwed®r independent of the underlying Broadcastribigtion System.

This section provides flows for scenario (b) roagnin
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5491 Broadcast services in the Visited Network

Home Visited
BDS-SD BDS-SD )
BSA BSM BSDA or BDS BSA BSM BSDA or BDS Terminal
or IN or IN

0 Roaming

Servige Guide
delivery

2 N

L

Y
1
LT

Request of access to BCAST

e I:]< service [:I

i Tt Service Authgrization Request r

Service Authorization Responsé |

Long-Term Key|(Message
delivery

1
| -
Y
1
L

Servige delivery

L
Y
1
L |

Charging

o Information

generation

BCAST Service Application = BSA

BCAST Service Distribution/Adaptatation = BSDA

BCAST Subscribtion Management = BSM

BCAST Distribution System-Service Distribution = BDS-SD
Interaction Network = IN

Figure 87 - BCAST Services in Visited Network

Visited Network. The exact mechanism to roam ftbemmHome Network to the Visited Network is out obpe of
BCAST services. The End User has to register ogkular network (e.g., VLR or IMS) mechanismshe Visited
Network. The details of registration are out offge@f BCAST.
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2. The terminal of the roaming user receives the 8er@uide from the Visited Network without any carit the
Home Network.

3. After reviewing the Service Guide, the End Useuesis Long-Term Key Messages for the access tatiayar
BCAST service from the BCAST Subscription Managet{B$M) of the Visited Network.

The BSM of the Visited Network obtains authorizatfoom the BSM of the Home Network.
The requested Long-Term Key Messages are delivertite End User by the BSM of the Visited Network.

The terminal of the End User starts receiving #r@ise broadcast by the BSDA, decrypts and conslimes

N g s

The BSM of the Visited Network generates chargimfgrimation. The details of how this charging imf@tion is
generated and how it is sent to the Home Netwaloat of scope of BCAST Services.

Note: In case of Free-to-Air services, Steps In@ &are applicable; Steps 3, 4, 5 and 7 may obmaypt applicable.
5.4.10 Terminal Provisioning Related Flows

5.4.10.1  Terminal Provisioning over Interaction Cha  nnel
The figure below shows an example for the Termiralisioning over Interaction Channel.

Note: The operation of Terminal Provisioning owgeraction channel follows [OMA-DM].

Interaction TP-C

TP-Min BSM Network In Terminal

1. delivery of Terminal management object, Terminal
Provisioning message or Terminal management message

.
>

2. Confirmation of the action according to the reception
of Terminal management object, Terminal Provisioning
message, or Terminal Management message

Figure 88 - Terminal Provisioning over InteractionChannel

1. TP-Min BSM generates Terminal Provisioning messdgcluding BDS-specific parameters or roamingsioe
parameters or Service Guide Server Address andedelihem to TP-C through Interaction Network (TP-They
contain parameters and/or command to be used fonifial Provisioning to TP-C in Terminal.

Note: The operation on TP-7 is defined in [OMA-DM].

2. TP-Cin Terminal confirms the action accordinghie teception of Terminal Provisioning Message, Witontains
parameters and/or command to be used for Termno&igtoning to TP-M in BSM through Interaction Neti (TP-7).

Note: The operation on TP-7 is defined in [OMA-DM].

5.4.11 Other Cross-Function Flows
Nil.
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7.1
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7.1
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OMA-BCAST-2005-0044R01-LATE-CR-AD-Protocol-Stack-
Figure.zip
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filtering.zip
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15 Mar. 2005 53.1

Service Guide Function. Contribution:
OMA-BCAST-2005-0087R01-AD-Update-of-Service-Guidp.z
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[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-AD-BCAST-V1_0-20080609-C

Page 109 (112)

Document Identifier Date Sections Description

5.3.2 File distribution Function

5.3.3 Stream Distribution Function
OMA-BCAST-2005-0038R03-LATE-CR-AD-Cleanup-of-Didtrition-
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5.35 Service Interaction Function. Contribution:
OMA-BCAST-2005-0090R01-CR-AD-
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5.4.2 File Distribution Flows
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OMA-BCAST-2005-0152R01-CR-AD-Stream-Distributionell.zip
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5.45.3
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5.2.1 Adding charging information to references
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5.4.9 Terminal Provisioning Related Flows
OMA-BCAST-2005-0187R03-LATE-CR-AD-Examples-Of-Temai-
Provisioning-Flows.zip
5.2 Change of architecture picture as well asrotleeding
OMA-BCAST-2005-0196R04-CR-AD_Change_Proposal_Sexzip.
5.4.6 Delete of section of service ordering with 1-pa&%¥® which was
iterated by mistake. The mistake was made by editddMA-AD-
BCAST-v1_0_0-20050420-D by integrating 0137R02-Rerv
Provisioning-Flows instead or 137R03
This change is to correct the editor mistake, flieceagreed 137R03
10 Mar 2006 Various Partial implementation of agreed comment resolst&s per updated
sections as ADRR dated 17 Feb 2006, consolidating agreed corhnesolutions
listed in the from various AD sections, as detailed in the follegvdocuments:
ADRR OMA-BCAST-2005-0374R02-Proposed-Resolutions-for-S-
review-comments (31 Aug 2005)
OMA-BCAST-2005-0378R02-ADRR-Comment-Resolution--1ida:
Sections (20 Oct 2005)
OMA-BCAST-2005-0382R05-ADRR-Comment-Resolution-Hddn
Sections (16 Oct 2005)
OMA-BCAST-2005-0387R04-ADRR-Comment-Resolution-
SvcCntProtection (27 Oct 2005)
OMA-BCAST-2005-0509R2-ADRR-Comment-Resolution-Suimige
Section (21 Oct 2005)
22 Mar 2006 Various Additional agreed comment resolutions implementegex updated
sections as ADRR (22 March 2006).
listed in the
ADRR
28 Mar 2006 Various All agreed comment resolutions implemented as pdated ADRR (28
sections as March 2006) with only exceptions as follows:
EL‘SS'?SF;” the - Re-drawing of diagrams suggested for improved reiifa(ADRR

Comments# 027, 051 & 201).

In additional the following post-ADRR agreed CRgg&vemplemented
in this AD version:

OMA-BCAST-2005-0571R01

OMA-BCAST-2005-0651

OMA-BCAST-2006-0027R02

OMA-BCAST-2006-0189R01

OMA-BCAST-2006-0225R01
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Document Identifier

Date

Sections

Description

29 Mar 2006

Figure 25

546.2.1

- Content Protection (for RTP streams) added in tbegss between
Steps 4 and 5.

- Step 8: Ref. [12] removed; already covered by 3GBRB3.220
(GBA) in the References section.

07 Jan 2007

All

Complete update of AD based on results of the Gtrsty Review
documented in OMA-CONRR-BCAST_AD-V1_0-20070102-Dhe
following CRs/Input Contributions were implemented:
OMA-BCAST-2006-0344R01
OMA-BCAST-2006-0374R01 & R02
OMA-BCAST-2006-0415R04 & R06
OMA-BCAST-2006-0416R04 & R06
OMA-BCAST-2006-0417R06 & R0O7
OMA-BCAST-2006-0418 R04
OMA-BCAST-2006-0419 R04 &R06
OMA-BCAST-2006-0420R04
OMA-BCAST-2006-1047R01
OMA-BCAST-2006-0475R01
OMA-BCAST-2006-0595R02
OMA-BCAST-2006-0622R01 & R02
OMA-BCAST-2006-0676R01
OMA-BCAST-2006-0695R01
OMA-BCAST-2006-0772

OMA-BCAST-2006-0747 & RO1
OMA-BCAST-2006-0790

OMA-BCAST-2006-0848
OMA-BCAST-2006-1047R01
OMA-BCAST-2006-1057

18 Apr 2007

All

Incorporated all resolved comments of Follow-Up €§lstency Review
as per OMA-CONRR-BCAST_AD-V1_0-20070309-D.

Editorial and minor technical changes were madedas the
following input (specific agreed changes as perRRn
OMA-BCAST-2007-0023

OMA-BCAST-2007-0026

OMA-BCAST-2007-0073

OMA-BCAST-2007-0085

OMA-BCAST-2007-0102

OMA-BCAST-2007-0134

Major changes were made based on the following CRs:
CR0317R01 — complete new Section 5.4.4.2 “ServioteBtion
Function Flows for Smartcard Profile” and all sidstions.
CR0318R01 — complete new Section 5.4.5.2 “Contesteltion
Function Flows for Smartcard Profile” and all swdztsons
CR0135R02 — complete new Sections 5.3.8 “TerminaiBioning
Function” and 5.4.10 “Terminal Provisioning Relatddws”, and all
sub-sections.

CR0402R01 — complete new Section 5.4.7.1 “Genaali&e
Provisioning Messages” and all sub-sections.

CR0295R02 — complete new Section 5.4.7.2 “Serviogifioning
Function Related Flows for Smartcard Profile” aficab-sections.

Other editorial changes were made throughout; Tab@®ontent and
Table of Figures were also updated.
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Document Identifier Date Sections Description
29 Apr 2007 Formatting and | AD ConRR (dated 20070309) endorsed by the ARC Greapissued
figure graphics | as the final ConRR dated 29 April 2007. Editor@inhatting clean-up
clean-up. in this final AD, without any substantive changesre made as
follows:
- Corrected page numbers in Table of Content.
- Figures 3-15 were redrawn to minimize graphilesdizes.
- Figure legends were edited to align for consistee of colour
schemes throughout and consistent terminology asger the spec
texts.
- Reference points & interfaces not discussederrdifierring spec texts
were removed from the figure to improve readabiityhe graphics
(i.e. Figures 4, 12 and 13); this fulfilled a pr@ws action point which
was deferred prior to Candidate approval (A-128).
04 May 2007 All Cleanup in preparation for Approwal Candidate
Candidate Version 29 May 2007 n/a Status changed to Candidate by TP
OMA-AD-BCAST-V1_0 TP ref# OMA-TP-2007-0129R01-
INP_BCAST_V1_0_ERP_for_Candidate_approval
10 Jul 2007 5.3.7 Incorporated the agreed CR:
OMA-BCAST-2007-0582-
CR_Budfix_to_notification_interaface_in_AD
03 Sep 2007 5.3.4.3,5.3.4.4,| Incorporated the agreed CRs:
54411 OMA-BCAST-2007-0654R01-CR_modification_in_AD_sectio 3_4
OMA-BCAST-2007-0664-CR_Bug_Fix_to_AD_SP_Flow
05 Dec 2007 All Incorporated the agreed CRs:
OMA-BCAST-2007-0698
OMA-BCAST-2007-0707R02
OMA-BCAST-2007-0751
OMA-BCAST-2007-0806
Updated with latest template
18 Dec 2007 All Incorporate the agreed CR:
OMA-BCAST-2007-0884R02
Candidate Version 26 Feb 2008 n/a Status changed to Candidate by TP
OMA-AD-BCAST-V1_0 TP ref# OMA-TP-2008-0042-
INP_BCAST_V1_0_ERP_for_Candidate_Re_approval
Draft Version: 24 Apr 2008 5.4.7 Updated with agreed CR:
OMA-AD-BCAST-V1_0 OMA-BCAST-2008-0086
Candidate Version 09 Jun 2008 n/a Status changed to Candidate by TP

OMA-AD-BCAST-V1_0

TP ref# OMA-TP-2008-0236R01-
INP_BCAST_ERP_V1_0_For_Notification
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