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1. Scope

This specification, together with the other specification comprising the Mobile Broadcast Services B@AET (1.0),

define a technoldgal framework and specify globally interoperable technologies for the generation, management and
distribution of mobile broadcast services over diffe@BAST distribution systems. The complete list of the specifications
for BCAST 10is defined in the Babler Release Definition of BCASTOBCAST10-ERELD]. This enabler suite includes
specifications for the following functions: Service Guide; Service and Content protection; File and Stream distribution;
Terminal Provisioning; Service Provisioning; Nat#tions; Service InteractiaandAudience Measurement. In addition, a
specification is provided for Roaming, Mobility and Charging. Adaptations to spBE#ST distribution systems
(3GPP/MBMS, 3GPP2/BCMCSi | P Dat ac alddfi |l oPv eDra t a\eBa-SHD .)Overad, the SBdpdof the

BCAST 1.0 enabler is service layer technologies. Thus, all specifications address the protocol layers on top of the radio
bearer level. Furthermore, a common nominator for all the BCAST 1.0 technologies is that theychon tiateznet

Protocol (IP) and technologies related to IP. This scoping applies to all features and functionalities specified in BCAST 1.0

The following functions are included the Enabler Release Definition of BCASTL]BCAST11-ERELD]: Service
Providoning; Terminal Provisioning; Interaction, Personalization and Support forBissed Profiles and Preferences;
Security and Privacy; Charging; Moityl, Broadcast Roaming; Notification; Location Informatiégtich Media Environment
andAudience Measureménrurther, this document provides mappings between the BCASftérfaces as defined in
BCAST Architecture [BCAST1-Architecture] and the various BCASTL1ITechnical Specifications.

In BCAST 1.2, he complete list of the specifications for BCAS? is.defined in the Enabler Release Definition of BCAST
1.2 [BCAST12-ERELD]. This enabler suite includes specifications for the following functions: Service Ggidéce and
Content protection anlile and Stream distributiotn addition,an al a p t a t DigitahVideodBroédcasting Next
Generation Handheld (DMVBIGH) di st r i IsprovidedMheanyesadaptatian can also be applied to Digital Video
Broadcasting Second Generation Terrestrial (DVB2 )  a n eLiteiprofieegailofed for mobile regsion.
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AMultipurpose Internet Mail Extensions ( MI ME
Klensin, J. Postel, November 1996,
URL.: http://www.ietf.org/rfc/rfc2048.txt

AHMAC: KeyedHashing for Message Authenticatiofd. Krawczyk M. Bellare, R. Canetti, February
1997,
URL: http://www.ietf.org/rfc/rfc2104.txt

AfKey words for useuiimemR&rCts Ltevdlndd,ca$.e HRreagdn
URL: http://www.ietf.org/rfc/rfc2119.txt

AfAugmented BNF for Syntax Specifications: AE
URL: http://www.ietf.org/rfc/rfc2234.txt

AfiThe TLS Protocol, Version 1. 00, T. Dier ks,
URL: http://www.ietf.org/rfc/rfc2246.txt

I ETF RFC 2326, fAReal Time Streaming Protocol
URL : http://www.ietf.org/rfc/rfc2326.txt

I ETF RF Hyperéedt Gransfér Protot-- HTTP/1.10
URL.: http://www.ietf.org/rfc/rf@616txt

RFC 2822, ilnternet Message For mat o, P. Resr
URL: http://www.ietf.org/rfc/rfc2822.txt

iRemote Authentication Dial I n User Service
2865,
URL: http:// www.ietf.org/

nsSl P: Sessi on Rasenbergalteiab dJuneP2008,t ocol 0,
URL: http://www.ietf.org/rfc/rfc3261.txt

iMlI KEY: Mul ti media I nternet KEYi ngo, J. Ar k k
August 2004,
URL.: http://www.ietf.org/rfc/rfc3830.txt

AThe tel URI for Telephone Numberso, Schul zr
URL: http://www.ietf.org/rfc/ric3®6.txt

AThe Seeurme Reaalnsport Protocol (SRTP) o0, M.
Norrman, March 2004,
URL: http://www.ietf.org/rfc/rfc3711.txt

iAAugmeBNtFed or Syntax Specifications: ABNFO.
URL:http://www.ietf.org/rfc/rfc4234.txt
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[RME]

[SCRRULES]

[SSL30]

[TIA -1099a]

[URI-Schemes]

[W3C SVG Tiny]

[XHTMLMP11]

[XML]

[XMLSchema]

iRich Media Environment Techni dielliaspdg.ci fi cat
OMA-TS-RME-V1_0-20081014C
URL: http://www.openmobilealliance.org/

iSCR Rules and Pr ocedkr@MMIORGSDReRulesMaad Procedurds) | i
URL: http://www.openmobilealliance.org/

AiSSL 3.0 Specificationo, Net scape Communicat
URL: http://wp.netscape.com/eng/ss|3/draft302.txt

TIA-1099,RevisionAfi For war d Link Only Air I nterface S
Multicas© April 2000.
URL: http://dobal.ihs.com

AURI Schemes for the Mobile Applications Enyv
URL: http://www.openmobilealliance.org/

iScal able VesBVG)Y TGramaphlc?® Specificationo, W3
URL: http://www.w3.0rg/TR/SVGTiny12/

"XHTML Mobile Profile 1.1",Open Mobile Alianc®p en Mo bi | e AJWAR-XHTMLEIE-.
V1 1.
URL: http://www.openmobilealliance.org/

Extensible Markup Language (XML) 1.1, W3C Recommendation 04 February 2004, edited in place
April 2004.
URL: http://www.w3.0rg/TR/xml11

XML Schema,
URL: http://www.w3.org/XML/Schema

2.2 Informative References

[BCAST11-Architecture]

[BCAST12-ERELD]

[DMACMO]

[ETSI 102470-1]

[ETSI 102 470-2]

[OMADICT]

[RFC 2397]

[RFC 4281]

"Mobile Broadcast Services Architecture”, Open Mobile Allidag®®MA-AD- BCAST-V1_1,
URL: http://www.openmobilealliance.org/

"Enabler Release Definition for Mok OMREREIDe ac
BCAST-V1_2,
URL: http://www.openmobilealliance.org/

iwhite Paper on Provisi oniOn@QVMAGWAG MO.s 0. Open
URL: http://www.openmobilealliance.org/

ETSITS10247d v 1. x. X, ), ADi gital Video Broadcast
Information (PSl)/Service Information (Sl) ; Partl: IP Datacast over {bMB ,
URL: http://portal.etsi.org

ETSI TS 102 470 v1.x.x, ADi gital Vi deo Broac
(PSI)/Service Information (SI); IP Datacast over D'®8BEH 0
URL: http://portal.etsi.org

iDionaipy for OMA Spe @9 OdercMobilke Aliars®, Versi on
OMA-ORG-Dictionary-V2_9,
URL: http://www.openmobilealliance.org/

AfiThe 6datad URL schemeo, L. Masinter, August
URL: http://www.ietf.org/rfc/rfc2397.txt

fiThe Codecs ParameTgpesor RBuGé&lkliténdMedbDa Sin
URL: http://www.ietf.org/rfc/rfc4281.txt
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3. Terminology and Conventions

3.1 Conventions

The key words AMUSTOo, AMUST NOTAH, NODREQURRHEDWOU|L DA SHABHOULD
ARECOMMENDEDO, AMAYO, and AOPTI ONALO in this document ar
All sections and appendi xes, except fAScopeo and Alntrodu
informative.

The following is thdegend used in this specification:
Type: E=Element, A=Attribute, E1=stddlement, E2=sule | e me n-¢lénent, E[o]isuelement of elementfd]

Cardinality: x..y = the number of the presented instance of this elemdintiattis in the range from x to y. If x=0, this
specific element/attribute is OPTIONAL for network to use, otherwise it is MANDATORY for network to use.

Category: NM = Mandatory for network to support; NO = Optional for network to support; TM = Mandaitdeyrhinal to
support; TO = Optional for terminal to support. M = Mandatory to support; O = Optional to support. If an element or attribute
has a cardinality greater than zero, it is always classified as M or NM to maintain consistency.

The following rel@ionship applies between elements and theiredaments respectively attributes:

If an implementation choosesto é it MUST also :é¢ it MAY al so chaob
support an element of sub-elements and attributes of itssub-element or attribute of category
category, & category

o) M 0

NO NM NO

TO ™ TO

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

03.40 Packet Format SMS format as described in [3GPP TS 23.046Juding the concatenation of SMS messages.

Audience Measurement is the method of measuring usage statistics in relation to consumption of

Audience Measurement )
Content and Service.

Audien(_:e Measurement Audience Measurement Campaign isAardience measurement session during a specific time period
Campaign specific group of users

Audience Measurement The global function ensuring the Audience Measurement includes the BCAST enabler entities that
Function participate to the Audience Measurementexd/processing.

The foreseen BCAST enablers related entities are the BCAST Audience Measurement function or
Client side (AMC) and the BCAST Audience Measurement function on the Network sideMAM

BCAST Distribution System A system typically buhot necessarily containing the ability to transmit the same IP flow to multiple
Terminal devices simultaneously. A BCAST Distribution System (BDS) typically uses techniques tr
achieve efficient use of radio resources. A BDS consists of Network funityomalto the IP layer and
optional Service Distribution/Adaptation functionality above the IP layer. Most BDSs support
broadcast/multicast distribution in the network. Some BCAST Distribution Systems have the capab
deliver the IP flows in the netwk via unicast.

Broadcast Roaming Broadcast Roaming is the ability of a user to receive broadcast services from a Mobile Broadcast ¢
Provider different from the Home Mobile Broadcast Service Provider with which the user has a
contractual relationsp.
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Broadcast Service

Broadcast Service Area
CSIM

GSE LLC

Home Mobile Broadcast
Service Provider

IRM (International Roaming
MIN)

ISIM

Location Information

Long-Term Key Message

Measures (or metrics)

MIN (Mobile Identification
Number)

A Broadcast Service is a ficontent packageo s
(potentially) without knowing the recipient. Either each receiver has similar receiving devices or the
content package includes anfnation, which allows the client to process the content according to his
current conditions.

Examples of Broadcast Services are:

1 pure Broadcast Services:
- mobile TV
- mobile newspaper
- mobile file downloading (clips, games, SW upgrades, other applsatapplications)

1 combined broadcast/interactive Broadcast Services:
- mobile TV for file downloading with voting
- betting Broadcast Services
- auction Broadcast Services
- trading Broadcast Services

The geographical or logical aén which a Broadcast Service is distributed.

Acronym for 6cdma2000 Subscr i b eapplicatidnedefined ih [BGAR2
C. S0065B] residing on the UICC to register services provided by 3GPP2 mobile networks with the
apprriate security.

Generic Stream Encapsulation Logical Link Control (GSE LLC) is used for the IP encapsulation.

The Mobile Broadcast Service Provider with which the user has a subscription. Typically asuseeh
Home Mobile Broadcast Service Provider. However, the user may also have no Home Mobile Broe
Service Provider or several Home Mobile Broadcast Service Providers

A form of MIN defined by IFAST (International Foruan ANSH41 Standards Technology) towards
facilitating international roaming by minimizing conflicts with the North American MIN.

An IP Multimedia Services Identity Module is an application defined in [3GPP TS 31.103 v6] and [3
C.S00690] residng in the memory of the UICC, providing IP service identification, authentication ar
ability to set up Multimedia IP Services.

Data derived on a terminal from external hardware, such as a cellular or GPS subsystem, that tells
terminal where it is located in the physical world. The allowed types of Location Information are lis
Section 5.8.

Collection of keys and possibly, depending on the profile, other information like permissions and/or
attributes that are linked to items of content or services.

Set of parameters and procedures that quantitatively and qualitatively measwsagb®iia BCAST
service/content

MIN is a numeric ID that uquely identifies a mobile defined by TIA standards for Cellular and PCS
technologies. The MIN may be in the form of an IRM (International Roaming MIN). Note: the MIN |
be in the form of the IRM.

O 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the termslas gtestelocument



OMA-TS-BCAST_Services-V1_2-20170131-A

Page 20 (318)

Mobile Broadcast Service

Mobile BroadcasService
Provider

Mobility
Optin
Opt-Out

Panel(of users)

Purchase ltem

Rights Issuer

Rights Object

R-UIM

ShortTerm Key Message

Smartcard

Smartcard Profd

Mobile Broadcast Services inzle a wide range of broadcast services, which jointly leverage both th
unidirectional ongo-many broadcast paradigm andduiectional unicast paradigm in a mobile
environment, covering oA®-many services ranging from classical broadcast to mobiléaasit
Typically, Mobile Broadcast Services deliver content suitable for simultaneousayndistribution to a
potentially large number of recipients without relying on specific addressing information of each rec
Associated tweway interactive trasactions having contextual relevance to the broadcast programs
typically rely on established unicast delivery methods requiring specific recipient addressing inform

Examples of Mobile Broadcast Services include the following:
1 pure Broadcast Services:
o mobile TV
0 mobile newspaper
o mobile file downloading
1 combined broadcast/interactive Broadcast Services:
o mobile TV for file downloading with voting
0 Broadcast Services for betting
0 Broadcast Services for auction
0 Broadcast Services for trading

Business entity that has a role of providing the Mobile Broadcast Services to the user. Mobile Broa
Service Provider may operate any set of server side functionalities as outlined in Mobile Broadcast
Services Architecture [BCAST1Architecture]. Mobile Broadcast Service Provider may have a
subscription with the user. Note: In this specification Mobile Broadcast Service Provider is not tech
or architectural concept

The ability to receive service independent of locatiowhile moving. (from OMA Dictionary)
Action to agree to participate in Audience Measurement Campaigns

Action to disagree to participate in Audience Measurement Campaign or to leave from Audience
Measurement Campaign already @pt

Group of users targeted for an Audience Measurement Campaign according to some specific critel

A purchase item groups one or multiple services or pieces of content thataseeman purchase or
subscribe to as a whole [BCASTF-SG].

An entity that issues Rights Objects to OMA DRM Conformant Devices [DRMBRNI].

A collection of Permissions, Constraints, and other attributes which define under what circumstanc
access is granted to, and whatgesaare defined for, DRM Content. All OMA DRM Conformant Devic
must adhere to the Rights Object associated with DRM Content [DRMBRS].

Acronym for ORemovabl e User | dlGCtplattoryn baded dnadule &
defined n [3GPP2 C.S0023] to register services provided by 3GPP2 mobile networks with the appr
security.

Message delivered alongside a protected service, carrying key material to decrypt and optionally
authenticate the service, anttass rights to delivered content.

A non-UICC secure function platform which may contain the SIM adI module, or a UlC&based

secure function platform which may contain one or more of the following applications: a 3GPP USI
3GPP2 CSIMor 3GPP/3GPP2 ISIM Note that the set of applications/modules residing on the Smart
are typically governed by the affiliation of the Smartcard to 3GPP or 3GPP2 specifications, as indic
the definition below for fiSmartcard Profilea

Alias for a set of Smartcaiidased technologies and mechanisms which provide key establishment a
management, as well as permission and token handling for the Service and Content Protection sol
BCAST Terminals. In particular, subscribeylestablishment and both short and long term key
management may be based on GBA mechanisms and a Smartcard with (U)SIM/ISIM as defined b
or based on a prerovisioned shared secret key and a Smartcard withNRCSIM/ISIM or a UIM as
defined by 3GPP.

The Smartcard Profile is described in [BCAST34drvContProt] Section 6.
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SmartcarelCentric Audience The SmartcardCentric Audience Measurement implements the Audience Measurement Client part «
Measurement Smartcard

TerminatCentric Audience  The TerminalCentric Audience Measurement implements the Audience Measurement Client part o
Measuement Terminal

uiccC A Universal Integrated Circuit Card is a physically removable secured device as defined in [3GPP
31.101] for communication purposes mestricted to mobile convenience only. It is a platform to all t
resident applications (e.g., US|I@SIM or ISIM).

User ID A unique ID that can be used to identify the user in the BCAST service areas of both the Home Mo
Broadcast Service Providand the Visited Mobile Broadcast Service Provider. An example is the
3GPP/3GPP2 IMSI (International Mobile Subscriber Identity) as specified in [3GPP TS 23.003] anc
[3GPP2 C.S000%] (for the case the Broadcast Service Provider is a cellular mobile aperato

Visited Mobile Broadcast
Service Provider

3.3 Abbreviations

Any other Mobile Broadcast Service Provider

3GPP 3rd Generation Partnership Project

ADF Application Dedicated File

ADF_BSIM ADF for BCAST Subscriber Identity Module
AMCI Audience Measurement Campaign Invitation
AMCP Audience Measurement Campaign Participation
AMRD Audience Measurement Report Delivery
AMRR Audience Measurement Report Response
AMRT Audience Measurement Report Trigger
APDU Application Protocol Data Unit

BASE_ID Base Station Identification

BASE_LAT Base Station Latitude

BASE_LONG Base Station Longitude

BCAST Mobile Broadcast Services

BCMCS Broadcast Multicast Service

BDS BCAST Distribution System

BIP Bearer Indepesent Protocol

BSA BCAST Service Application

BSD/A BCAST service distribution/adaptation

BSDA BCAST Service Distribution and Adaptation
BSID Base Station Identification

BSM BCAST Subscription Management

BSM BCAST Subscription Management

BSP-C Broadcat service provisioning Client Function
BSP-M Broadcast service provisioning Management Function
CID Content ID

CSIM Cdma2000 Subscriber Identity Module

DCF DRM Content Format

DF BCAST Dedicated File for BCAST
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DIMS
DRM
DVB
DVB-H
DVB-NGH
DVB-SH
DVB-T
DVB-T2
EF

EN
ESG
ETSI
FDT
FEC
FLUTE
GAD
GzIP
HSP
HTTP
HTTPS

IMEI
IMS
INT

IP
IPDC
IPsec
ISIM
ISMACryp
KMS
LAC
LASeR
LOI
LTKM
MBMS
MEID
MF
MIKEY
MMS
MO

Dynamic and Interactive MultimedBcenes

Digital Rights Management

Digital Video Broadcast

Digital Video Broadcast Handheld

Digital Video Broadcast Next Generation Handheld
Digital Video Broadcast Satellite to Handheld
Digital Video Broadcast Terrestrial

Digital Video Broadcast Secnd Generation Terrestrial
Elementary File

European Norm

Electronic Service Guide

European Telecommunications Standards Institute
File Delivery Table

Forward Error Correction

File Delivery over Unidirectional Transport
Geographical Area Description

GNU zip

High Speed Protocol

Hyper Text Transfer Protocol

Secure Hyper Text Transfer Protocol

Interaction Channel

International Mobile Equiment Identity

IP Multimedia Subsystem

IP/MAC Notification Table

Internet Protocol

IP DataCast

IP security

IP Multimedia Services Identity Module

Internet Streaming Media Alliance (ISMA) Encryption and Authentizati
Key Management System

Location Area Code

Lightweight Application Scene Representation
LocalArea OIS Infrastructure

Long-Term Key Message

Multimedia Broadcast / Multicast Service

Mobile Equipment Identifier

Master File

Multimedia Internet KEYing

Multimedia Messaging System

Management Object

O 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the termslas gtestelocument



OMA-TS-BCAST_Services-V1_2-20170131-A

Page 23 (318)

MO-SMS
MPE
MTD
MT -SMS
NID
OMA
OMNA
OSF
PSI/SI
RI
RME
RMS
RO
RTCP
R-UIM
SCWS
SDP
SG
SGC
SGD
SGDU
SID
SIP
SMIL
SMS
SMS-PP
SRTP
STKM
TAR
TCP
TP-C
TP-M
TR

TS
UDP
uiCC
USF
USIM
WAP
WOl

Mobile Originated Short Message Service
Multi-Protocol Encapsulation

Message Template Definition

Mobile Terminated Short Messager8ice
Network IDentification

Open Mobile Alliance

Open Mobile Naming Authority

Open Security Framework

Program Specific Information/Service Information
Rights Issuer

Rich Media Environment

Rich Media System

Rights Object

Real Time Control Protocol

Removable User Identity Module

Smart Card Web Server

Session Description Protocol

Service Guide

Service GuideClient

Service GuideDistribution

Service Guide Delivery Uni

System IDentification

Session Initiation Protocol

Synchronized Media Integration Language
Short Message Service

Short Message Service Point to Point
Secure Redlime Transport Protocol

Short Term Key Message

Toolkit Application Reference
Transmission Control Protocol

Terminal Provisioning Client Component
Terminal Provisioning Management Component
Technical Report

Technical Specification

User Datagram Protocol

Universal Inegrated Circuit Card

Unique Smartcard Filter

Universal Subscriber Identity Module
Wireless Application Protocol

Wide-Area OIS Infrastructure
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XHTML Extensible Hypertext Markup Language
XML Extensible Markup Language
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4. Introduction

Theterm "Mobile Broadcast Services" refers to a broad range of Broadcast Services, which jointly leverage the
unidirectional ongo-many broadcast paradigm and theallvectional unicast paradigm in a mobile environment, @nars
oneto-many services rangifrom classical broadcast to mobile multicast.

Building on mobile network systems, which providediviectional links, and digital broadcast systems, which provide uni
directional broadcast, Mobile Broadcast Services enable distribution of rich, interactd bandwidth consuming media
content to large mobile audiences.

4.1 Version 1.0

In general, the availability of both broadcast channel and interaction channel are assumed for the BCAST 1.0 enabler.
However, both broadcast channel and interaction chaneebm temporarily unavailable, for example due to lack of radio
coverage. Further, devices without access to an interaction channel are possible within the BCAST architecture and
specifications. However, such devices may have limited functionality. Optiioris for devices without interaction channel

are optional to implement in devices with interaction channel and are optional to use (for details see the SCR talnes). Parts
the enabler are adaptation specifications for IPDC over BMBCAST10DVBH-IPDC-Adaptation], 3SGPP MBMS
[BCAST10-MBMS-Adaptation], and 3GPP2 BCMCS [BCAST-BLMCS-Adaptation].

This specification is structured as follows. Chaptetarts by mapping the interfaces as defined in BCAST Architecture
[BCAST10-Architecture] to the various BCAST 1.0 Technical Specifications. Further, cliagpecifies the following
BCAST 1.0 functions: Service Provisioning; Terminal Provisioning; Interaction, Personalization and Support-idadéser
Profiles and Preferences; Charging; Mobility; Broadcast Roaming; Notification; and; Location Information. Appendix D
provides informative examples related to service interaction and Appendix E illustrates the roaming related flows.

It is assumed that in BCAST 1tBe network will make use of the BDS resources in accordance with the capabilities of the
BDS.

4.2 \Version 1.1

The Mobile Broadcast Services Enallet aims tanaintainbackward compatibility whildulfil ling the requirements and
features stated in the BCAS&quirements document [BCAST-Requirements].

This specification is structured as follows. Chaptetarts by mapping the interfaces as defined in BCAST Architecture
[BCAST1LArchitecturg to the various BCAST 1.Technical Speéications.In addition to enhancement of BCAST 1.0
functionalities, chapter 5 specifies the followilBGAST 11 functions:Pause and Resume of Subscription, User Defined
Bundle, Parental Control of Unicast Services, Parental Control for Service Ordedhdyi®ia Solutions, Smartcard

Broadcast Provisioning, Terminal Broadcast Provisioning, Audience Measurement, Related Contents Inquiry, and Coupon
DocumentsAppendixF provides informative exampderelated td_ocation Services

It is assumed that in BCAST.1 the network will make use of the BDS resources in accordance with the capabilities of the
BDS.

4.3 Version 1.2

The Mobile Broadcast Services Enabler 1.2 focuses on defining the adaptation to tié@/&andardlt could be
extended to other second geat@n of DVB broadcast bearesach as DVBT2 and its T2Lite profile, when the DVB
Generic Stream Encapsulation Logical Link Control (GSE LLC) is used for the IP encapsitiatiioms. to adopt the BCAST
1.2 specifications as widely as possible.
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5. Mobile Broadcast Services

Mobile Broadcast Services ArchitectuBGAST11-Architecture] defines the Mobile Broadcast Services Enabler as a set of
serviceenabling functions. Within the overall architecture, each function has a set of interfaces, each of whittteforms
basis for interoperability. Although the architecture as such is not normatively specified, the interfaces provideauseful t
to map the various parts of BCAST specifications to the context of the overall architecture. The following tablehautlines
different parts of the BCAST Enabler are specified in the Technical Specifications.

Service Guide SG1 Out of scope of BCAST 1.0
SG2 Out of scope of BCAST 1.0
SG4 Refer to BCAST11SG], section 5.3 and.6
SGb5 Refer to BCAST11-SG], sections 5.3, 5.4.2 and 6.1.1
SG6 Refer to BCAST11SG], sections 5.3, 5.4.3, 6.1.2 and 6.2
SGB1 Refer to BCAST11SG], sections 5.3 and each BDS Adaptatic
Specification.
SG9 Refer to [BCAST11SG], section 5.1.2 and to this specification
section5.19
File Distribution FD-1 Refer to BCAST1LDistribution], section 5.4.1
FD-2 Refer to BCAST11Distribution], section 5.4.1
FD-5 Refer to BCAST11Distribution], section 5.2
FD-6 Refer to BCAST1LDistribution], section 5.3 and 5.5
FD-B1 Refer to BCAST1LDistribution] section 5.4.2 and each BDS
Adaptation Specification.
FD-9 Refer to this specification, secti&nl9
Stream Distribution SD-1 Refer b [BCAST11Distribution], section 6.4.1
SD-2 Refer to BCAST11Distribution], section 6.4.1
SD-5 Refer to BCAST11Distribution], section 6.2
SD-6 Refer to BCAST11Distribution], section 6.3 and 6.5
SD-B1 Refer to BCAST11-Distribution] section 6.2 and each BDS
Adaptation Specification.
Service Protection SR2 Uses SB2 and FDB2
SR4 Refer to BCAST11ServContProt] section 13.1
SP5-1 Refer to BCAST11ServContProt] section 5.6.1.1, 5.6.2.1,
6.8.1.1,and 6.8.2.1
SP5-2 Refer to BCAST11ServContProt] section 5.3, 5.4, 5.5, 6.5, 6.
and 6.7
SR7 Refer to BCAST11ServContProt] section 5.3, 5.4, 6.5, and 6.
SR9 Refer to [BCAST16ServContProt] sectiof.12 and Appendix E
SR10 Out of scope (this is a terminal internal interface ismbt
standardized within OMA BCAST)
Content Protection CP-2 Uses SB2 and FB2
CP-4 Refer to BCAST11ServContProt] section 13.2
CP-5-1 Refer to BCAST11ServContProt] sections 5.6.1.2, 5.6.2.2,
6.8.1.2, and 6.8.2.2
CP-5-2 Refer to BCAST11Serv@ntProt] sections 5.3, 5.4, 5.5, 6.5, 6
and 6.7
CP-7 Refer to BCAST11ServContProt] sections 5.3, 5.4, 6.5, and €
CP-9 Refer to [BCAST16ServContProt] sectior.12 and Appendix E
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CP-10 Out of scope of BCAST 1.0 (this is a terminal internadifece
and is not standardized within OMA BCAST)
Service Interaction SI-8 Refer to this specification, sectién3
Service Provisioning SPR7 Refer to this specification, sectiénil
SPR8 Out d scope (this interface is for cof-band subscription)
Notification NT-1 Refer to this specification, sectiénl4
NT-3 Refer to this specification, sectiénl4
NT-4 Refer to this specifidan, sectiorb.14
NT-5 Refer to this specification, sectiénl4
NT-6 Refer to this specification, sectiénl4
Terminal Provisioning TP-4 Refer to this specificain, sectiorb.2
TP-5 Refer to this specification, sectién?
TP-7 Refer to this specification, sectiémn?
. AM-3-1 Out of scope of BCAST 1.1
Audience M easurement
AM-3-2 Out of scope of BCAST 1.1
AM-5 Refer to [BCAST11SG], section 5.4.1.5.2 and to this
specification, sectiof.20.1and5.20.2
AM-7-1 Refer to [BCAST11SG], section 5.4.1.5.2 and to this
specification, sectionS.20.1and,5.20.2
AM-7-2 Refer to [BCAST11SG], section 5.4.1.5.2 and to this
specification, sectiof.20.1and 5.20.2
AM-9-1 Refer to this specification, secti&n20.2
AM-9-2 Refer to this specification, secti&mi20.2

In addition to specific functions, the BCAST Enabler defines such horizontal, or universal, features as support for Mobility,

Table 1: BCAST functions, Interfaces and Specifications

Roaming and Charging. These aspects are in the scope of this specification.

5.1 Service Provisioning

BCAST Terminal SHALL support Serviderovisioning messages if it supports the interaction channel and if it supports

service and/or content protection as defineB@AST11-ServContProt]This section specifies the messages used in Service

Provisioning function over interface SPRbetweerBroadcasService Provisioning Client (BS€) inthe Terminal and

BroadcasService Provigining Management (BSR!) in the BSM. The Service Provisioning function supports the following

operations:

> >

A

A

A

A Requesting a tokeor LTKM

A Inquiring the status of an account
A

Requesting pricing information related to Purchaseltenadedlin Service Guide
Requesting / subscribing to service related to a Purchaseltem

Renewing LTKMs related to already requested Purchaseltem

Cancelling a subscrijpin related to already requested Purchaseltem

Subscription and unsubscription to useecific notifications

A Pause or resume the subscription period

A Requesting to generate the User Defineadie

Requesting /subscribing to a service that was already purchased (e.g. via out of band means)
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A Performing a Relateddtens Request

To achéve the above operations, the Service Provisioning function worksSeittice Guide functigrServiceProtection
function,and Content Protection function. The linkage to Service Guide is through the uselddeltem fragment which
provides the identifiers (PurchaseltemlID) used in the messdEsvice Provisioning functiohe linkage to Service and
Content Protection function is through service request and subscription management mebsagesquies the
functionality of Service Protection Function and Content Protection Function.

The Coyon document of the FServiceanay be delivered to everyone eitherfldy download, or may be delivered
individually after a purchase transaction, via either mgsbased or Welbased service provisioning. The Coupon

document is intended to be used as a bonus or discount towards service or content consumption, e.g. as part of a loyalty
program or to entice firdime buyers, or to attract former customers back pooduct or to a sales channel.

This section has two stgections, one for BCAST general Service Provisioning message and one for Service Provisioning
message based on Smartcard profile. BCAST General Provisioning messages supports the variol@ekimcks of

Protection Function and Content Protection Fiamcwith the subelements an@martcard service provisioning message are
specified for Terminal suppont) Smartcard profile.

The followingtwo tables specify under which conditions each message @ndatory or optionab support for the general
Sevice Provisioning message aBthartcard Service Provisioning message respectively.

Pricing Information Request  5.1.5.1.1 OPTIONAL OPTIONAL
Pricing Information Response  5.1.5.1.2 MANDATORY MANDATORY
Service Request 5.15.2.1 MANDATORY MANDATORY
Service Response 5.1.5.22 MANDATORY MANDATORY
Service Completion 5.1.5.2.3 OPTIONAL MANDATORY
Related Contents Request  5.1.5.8.1 OPTIONAL OPTIONAL
Related Contents Response 5.1.5.8.2 OPTIONAL OPTIONAL
User Defined Bundle Request 5.1.5.2.4 OPTIONAL OPTIONAL
User Defined Bundle Response 5.1.5.2.5 OPTIONAL OPTIONAL
Price Offering Request 5.1.5.2.6 OPTIONAL OPTIONAL
Price Offering Response 5.1.5.2.7 OPTIONAL OPTIONAL
LTKM Renewal Request 5.1.5.3.1 MANDATORY MANDATORY
LTKM Renrewal Response  5.1.5.3.2 MANDATORY MANDATORY
LTKM Renewal Completion 5.1.5.3.3 OPTIONAL MANDATORY
Unsubscribe Request 51541 MANDATORY MANDATORY
Unsubscribe Respons 5.1.54.2 MANDATORY MANDATORY
Token Purchase Request 5.1.55.1 OPTIONAL OPTIONAL
Token Purchase Response  5.1.5.5.2 OPTIONAL OPTIONAL
Token Purchase Completion 5.1.5.5.3 OPTIONAL OPTIONAL
Account Inquiry Request 5.1.56.1 MANDATORY MANDATORY
Account Inquiry Response 5.1.5.6.2 MANDATORY MANDATORY
Subscription PauseRequest  5.1.5.7.1 OPTIONAL OPTIONAL
Subscription Pause Response 5.1.5.7.2 OPTIONAL OPTIONAL
Subscription Resume Request 5.1.5.7.3 OPTIONAL OPTIONAL
Subscription Resune Response 5.1.5.7.4 OPTIONAL OPTIONAL
Related Contents Request  5.1.5.8.1 OPTIONAL OPTIONAL
Related Contents Response 5.1.5.8.2 OPTIONAL OPTIONAL

Table 2: Summary General Service Provisioning messages
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Pricing Information Request 5.1.6.1.1 OPTIONAL OPTIONAL
Pricing Information Response  5.1.6.1.2 MANDATORY MANDATORY
Service Request 5.15.2.1 MANDATORY MANDATORY
Service Response 5.1.5.2.2 MANDATORY MANDATORY
LTKM RenewalRequest 5.1.6.3 MANDATORY MANDATORY
LTKM Renewal Response 5.16.3 MANDATORY MANDATORY
Unsubscribe Request 5.164.1 MANDATORY MANDATORY
Unsubscribe Response 5.16.4.1 MANDATORY MANDATORY
Token PurchaseRequest 5.155.1 MANDATORY MANDATORY
Token PurchaseResponse 5.1.5.5.2 MANDATORY MANDATORY
Token Purchase Completion  5.1.5.5.3 OPTIONAL OPTIONAL
Account Inquiry Request 5.15.6.1 MANDATORY MANDATORY
Account Inquiry Response 5.1.5.6.2 MANDATORY MANDATORY
Registration Procedure 5.1.6.7 MANDATORY MANDATORY
LTKM Request Procedure 5.1.6.8 MANDATORY MANDATORY
Deregistration Procedure 5.1.6.9 MANDATORY MANDATORY
Subscription Pause Request  5.1.6.10.1 OPTIONAL OPTIONAL
Subscription Pause Response 5.1.6.10.2 OPTIONAL OPTIONAL
Subscription Resume Request 5.1.6.10.3 OPTIONAL OPTIONAL
Subscription Resume Response 5.1.6.10.4 OPTIONAL OPTIONAL

Table 3: Summary Smartcard Service Provisioning messages

5.1.1 Transport Protocol for Service Provisioning Messages

Service Provisioning operations are executed by exchanging the ServicedPingisnessages over interface SPRAl the
Service Provisioning messages specified in the tables in the following sections and instantiated as XML documents.

All request and reply messages defined below contesn@estiDfield which MAY be used by a teinal to map a reply
message to the corresponding request message. For this purpose, the network SHALL copy the requestID from a request
message into to the corresponding reply message.

The URL towards which the service provisioning messages are diiscigghaled through the PurchaseChannel fragment in
SG as PurchaseURBCAST11SG].

51.1.1 Transport Protocol for General Service Provisioning Messages

The BSPM in the BSM SHALL support HTTP POST as a delivery method to exchange Service Provisioning messages ove
SPRY7.

The BSPM in the BSM MAY support HTTPS POST as a delivery method to exchange Service Provisioning messages over
SPR7,where HTTPS SHALL be based on SSL 3.0 [SSL30] and TLS 1.0 [RFC 2246]

The BSRC in the Terminal SHALL support HTTP POST and MAWXpport HTTPS POST as a delivery method to exchange
Service Provisioning messages over SPRhere HTTPS SHALL be based 3SL 3.0 [SSL30] and TLS 1.0 [RFC 2246]

For proper operation of Service Provisioning function, the terminal needs to know theotJRLTP or HTTPS sessions.
This i s spghmseURbe k| kEynedit contained in the PurchaseChannel

51.1.2 Transport Protocol for Smartcard Service Provisioning Messages

Most of the messages used for the Smartcard Profile are epaaifSGPPTS 33.246]. The remaining Service Provisioning
messages are specified in the tables in the following sections and are instantiated as XML documents.
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For the Smartcard Profile using (U)SIM or-{RIM/CSIM, the BSPM in the BSM SHALL support HTTRPOST and
SHALL support HTTP digest authentication as BBPPTS 33.246] or [3GPP2 X.S002%], respectively, as a delivery
method to exchange Service Provisioning messages ove SPR

For the Smartcard Profile using (U)SIM or-JRIM/CSIM, the BRRC in the Terminal SHALL support HTTP POST and
SHALL support HTTP digest authentication as BBPPTS 33.246] or [3GPP2 X.S002%], respectively.

For proper operation of Service Provisioning function, the terminal needs to know the URL for HTTP sessioss. This i
enabl edPubhpgsd Rhé él ement contained in the PurchaseChannel

5.1.2 HTTP Binding
5.1.2.1 HTTP Binding for General Service Provisioning Message

Reqguest messages are sent as HTTP condt.enRe sopfo ntsyepse afraep pdliv
part of the fi200 OKO response to the original request . T

5.1.2.2 HTTP Binding for Smartcard Service Provisioning Messages

HTTP Binding rule specified in [3GPP TS 33.246] SHAbé& applied. If error is occurred on the procedure, HTTP response
message SHALL have the error code defined in [3GPP TS 33.246]. If General Provisioning Messages are used, the same
HTTP binding rule defined in the previous section will be applied.

5.1.3 Authentication
5.1.3.1 Message Authentication for General Service Provisioning Messages

For the general Service Provisioning messages, message aatimm8EIALL be provided using HTTP®at SHALL be
based on SSL 3.0 [SSL30] and TLS 1.0 [RFC 2246].

5.1.3.2 Subscriber Authentication for Smartcard Profile Service Provisioning
Messages

Subscriber authentication for the Smartcard Profile SHALL be provided using HTTP digest as explained in [3GPP TS 33.246]
or [3GPP2 X.S0022\.

5.1.4 Use of Global Status Codes for Service Provisioning Messages

Table4 proposes example values frarabe 53 for the transaction messages that require the use of Global Status Codes. The
values shown below are for informative purposes and the full range of wdlliabde 53 are applicable tolamessages if
deemed required.

5.1.5.1.2Pricing Information Response 000, 001, 002, 003, 007, 008, 011, 013, 01t
016, 017, 018, 019, 020, 021, 023

5.1.5.8.2Related Contents Response 000, 001, 002, 005, 007, 008, 011, 013,01
017, 018, 019, 020, 021, 022, 023

5.1.5.2.2Service Response 000, 001, 002, 003, 004, 005, 006, 007, 00¢
009, 011013, 014, 015, 016, 017, 018, 019
020, 021, 023, 031, 032, 033, 034, 035, 037

039, 040
5.1.5.3.20ngTerm Key Renewal 000, 001, 002, 004, 005, 006, 007, 008, 01(
Response 011, 013, 015, 016, 017, 018, 019, 020, 021
022,023, 024,
5.1.5.4.2Unsubscribe Response 000, 001, 002, 007, 008, 010, 011, 013, 01¢

016, 017, 018, 019, 020, 021, 022, 023
5.1.5.5.2Token Purchase Response 000, 001, 002, 004, 005, 006, 0ODZ, 009,

011, 013, 015, 016, 017, 018, 019, 020, 021

022, 023, 024, 032, 033, 034, 035, 037, 03¢
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040

5.1.5.6.2Account Inquiry Response 000, 001, 002, 004, 005, 007, 008, 011, 01<
014, 015, 017, 018, 019, 020, 021, 023

5.7.2.3Roaming Authorization Response 000, 001, 002, 003, 004, 005, 006, 007, 00¢
009, 010, 011, 013, 014, 015, 016, 017, 01¢
019, 020, 021, 022, 023, 024, 025, 026

5.7.2.4RoamingServiceRespese 000, 001, 002, 003, 004, 005, 006, 007, 00¢
009, 010, 011, 013, 014, 015, 016, 017, 01¢
019, 020, 021, 022, 023, 024, 025, 026

Table 4: Cross Reference Table (Informative)

5.1.5 General Service Provisioning Messages

This section sgcifies the General Service Provisioning Messages. As described, many of the messages in this category
support the Service Provisioning function of both the Smartcard Profile and DRM Profile BCAST Terminals, whereas others
specifically pertain to Servicer®visioning for DRM Profile terminals. The XML schema for these messages is defined in
[BCAST12-XMLSchemaorderqueries].

5.15.1 Pricing Information Inquiry Messages

This message is sent by the terminal to the BSM to request the pricing information of a paticlilase item or items. It is
used in the following situations:

- the Service Guide announces Purchase Data elements associated with the Purchase Item, but does not announce any
price for some or all of them, or

- the user wishes to discover whether a diffiepice or additional purchase options are available for his or her
subscriber ID.

The response message returns information about the price and subscription options for each purchase item, and optionally the
full Service Guide fragments that describe them

In the case of the (U)SIM Smartcard Profile, the terminal SHALL handle the PDP context used by this procedure as specified
in section5.1.6.12

51511 Pricing Information Request

Pricinginfo | E Pricing Information Request Message.
Request

Contains the following attributes:
requestiD

Contains the following elements:
UserID
DevicelD
Purchaseltem
BroadcastRoamingSpecificPart

requestiD | A @) 0..1 Identifier for the Pice Information request unsignedint
message.

UserlD El @) 0..N The user identity known to the BSM. string

For the DRM profile, this element SHALL be
included.

For the Smartcard profile, this element SHAL
be omitted, and the user identity SHALL be

O 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the termslas gtestelocument



OMA-TS-BCAST_Services-V1_2-20170131-A

Page 32 (318)

provided by tle network with HTTP DIGEST
authentication procedure defined in section 6
of [BCAST11-ServContProt].
Contains the following attributes:
type
type A M 1 Specifies the type of User ID. Allowed values unsignedByt
are: e
07 username defined in [RFC 2865]
17 IMSI
21 URI
371 IMPI
47 MSISDN
51 MIN
6-127 reserved for future use
128255 reserved for proprietary use
DevicelD | E1 O 0..N A unigue device identification known to the | string
BSM. For the DRM profile, this element
SHALL be included if the devi supports IMEI
or MEID. A device supporting the DRM profilg
SHALL NOT allow the user to modify the
DevicelD.
Contains the following attributes:
type
type A M 1 Specifies the type of Device ID. Allowed unsignedByt
values are e
07 ireserved for future use
17 IMEI [3GPP TS 23.003]
21 MEID [3GPP2 C.S007-D]
3-127 reserved for future use
128255 reserved for proprietary use
Purchase | E1 M 1..N Identifier of the Purchase Item for which the
Item user wants to know the price.
Contains the followingttribute:
globallDRef
globallDRef | A M 1 The ID of the Purchase Item. A purchase iten] anyURI
identified by the GlobalPurchaseltemID found
in the Purchaseltem fragment.
PurchaseDa | E2 @) 0..N Identifier the PurchaseData fragments for vahi
taReference the user wishes to know the price. If this
element is omitted, the user is asking for the
price of all the Purchase Data fragments
associated with the Purchase Item, and availg
to the particular user.
idRef A M 1 l denti ficati on faagmerntin| anyURI
question.
BroadcastR | E1 O 0.1 This element provides information to help
oamingSpec processing the Service Request in case of
ificPart roaming. For rules on how to use this elemen
see sectioh.7.3
If the BSM support Broadcast Roaming, it
SHALL support this element.
If the Terminal support Broadcast Roaming, it
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SHALL support this element.
Contains the following elements:

HomeBSM
VisitedBSM
HomeBSM | E2 0.1 In case the Servicerévisioning request is complexTyp

issued against the Visited BSM, this element | e as defined

indicates the Home BSM of the terminal in thq for

context of this request. 60 BSMFi
Codebd
section
5.4.1.5.2 of
[BCAST1L
SG]

VisitedBSM | E2 0.1 In case the Seice Provisioning request is complexTyp

issued against the Home BSM, this element | e as defined

indicates the Visited BSM from which the use| for

wishes to purchase service. 60 BSMFi
Codebd
section
5.4.1.5.2 of
[BCAST11L
SG]

Table 5: Structure of Pricing Information Request in General Service Provisioning Message

5.1.5.1.2

Pricing Information Response

If the price information request is accepted by BSM, then the message from BSM contains following data:

PricinginfoRes | E

ponse

Pricing Information Response
Contains the following attributes:
requestiD
globalStatusCode

Contains the following elements:
Purchaseltem

requestiD

Identifier for the corresponding Pricing

message.

Information request message or Service Req

unsignedIint
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global
Status
Code

0.1

The overall outcome of the request, according
the return codes defined in the section 5.11.

A If this attribute is present and set to value
0O, t he conplgtede st wg
successfully. In this case the
0i temwi seStat usCod ¢
given per each reql

A If this attribute is present and set to some|
ot her value than ff(
error concerning the entire request. In thi
caseth@® i t e mwi se St at us
NOT be given per each requested
OPurchaseltembd.

A If this attribute is not present, there was a|
error concerning one or more
OPurchaseltemd el e
the request. Further, the
O0i temwi seStat usCoadé
each requested O6Pur

unsignedByt
e

Purchaseltem

El

Describes the purchaselated information of a
purchase item requested in the related
PricinginfoRequest message or ServiceRequ
message. It is possible to provide one or mor
pricesof a purchase item by currency.

This element SHALL not be instantiated in ca
the 6global StatusCod
set to a value diffe
case, it SHALL be instantiated.

I n case the child o
success, or the 06gl
and set to 606, at
6PurchaseDat aRef er en
OPurchaseDataFragmen
instantiated.

Note that it is permitted to include instances ¢
both 6PurchasebDat aR

OPurchaseBgment d el e
response.

Contains the following attribute:
globallDRef
itemwiseStatusCode

Contains the following element:
PurchaseDataReference
PurchaseDataFragment

globallDRef

Identifier of the Purchase Item forweh a price
was requested. A purchase item is identified
the GlobalPurchaseltemID found in the
Purchaseltem fragment.

anyURI

itemwise
Status
Code

Specifies a status code of each Purchaselten
using GlobalStatusCode defined in the sectio

511

unsignedByt
e

O 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the termslas gtestelocument




OMA-TS-BCAST_Services-V1_2-20170131-A

Page 35 (318)

PurchaseData | E2 0..N Describes the purchaselated options availablé
Reference for this user.
Contains the following attribute:
idRef
Contains the following elements:
Price
SubscriptionPeriod
SubscriptionType
TermsOfUse
idRef A 1 Identifier of this Purchase Data, to be used by anyURI
the terminal when referencing to the purchasg
datain a subsequent Service Requastssage.
Price E3 1..N Price information of purchase item that a usel decimal
wants to know. This element takes precedeng
over the O6MonetaryPri
referenced PurchaseData fragment.
Contains the following attributes:
validTo
currency
validTo A 0.1 The last moment when this price information | unsignedint
valid. If not given, the validity is assumed to
erd in undefined time in the future. This field
expressed as the first 32bits integer part of N
time stamps.
The validity indicated by this attribute SHALL
be equal to or be within the range of the
fragment validity of the associated
O6Purchasebat ad fragm
currency A 1 Specifies the currency codes defined in ISO | string
4217 international currency codes.
SubscriptionPe | E3 0.1 Specifies the subscription period for the optio| duration
riod represented by this PurchaseData. If the
Purchase Item repsents a bundle of services,
the SubscriptionPeriod SHALL be returned.
Otherwise it MAY be omitted. This element
takes precedence ove
element of the referenced PurchaseData
fragment.
Contains the following attributes:
startTime
startTime A 0.1 Attribute O6startTi me unsignedint

the beginning of the

This field contains the 32bits integer part of a

NTP time stamp.
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SubscriptionTy
pe

E3

The type of subscription offered defined in
section 5.1.2.7 ofCAST11SG].

Allowed values are:

07 onetime subscription

17 openended subscription

21 free trial subscription

31 (not applicable)

47 127 Reserved for future use
128255 Reserved for proprietary use

The Tokenbasednodes defined in the
PurchaseData fragment SHALL NOT be
signalled here.

unsignedByt
e

TermsOfUse

E3

Element that declares there are Terms of Use
associated with the
and parent O6Purchase
Information Resporsé r el at es t
Contains the textual presentation of Terms of
Use or a reference to Terms of Use
representation throu
information whether user consent is required
the Terms of Use.

Mul ti ple occurrences
allowed wihin this message, but for any two
such occurrences val
and ALanguageo SHALL
same time.

Contains the following attributes:
type
id
userConsentRequired
Contains the following sublements:
Country
Language
PreviewDatalDRef
TermsOfUseText

type

The way the terminal SHALL interpret the
Terms of Use:

07 Display before purchasing or subscribing.
I f 6Ter msOf Used el em
terminal SHALL render the Terms of Use prio
to initiating puchase or subscription request
related Purchaseltem associated with this
message.

17

Not used.

2-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

The URI uniquely identifying the Terms of Us

anyURI
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userConsatRe | A M 1 Signals whether user consent for these Term{ boolean
quired Use is needed.
true:

User consent is required for these Terms of U
and needs to be confirmed in the subscriptior]
purchase request message related to the
Purchaseltem associated withsthiessage.

false:

User consent is not required for the Terms of
Use.

Country E4 @) 0..N List of countries for which the Terms of Use i string of

applicable if consuming the service in that three digits

country. Each value is a Mobile Country Code

according to [ITUMCC].

If this element is omitted, the Terms of Use al

applicable to any country.

Language E4 M 1 Language in which the Terms of Use is given| string

Value is a three character string according to

ISO 6392 alpha standard for language cades

PreviewDatalD | E4 O 0.1 Reference to the PreviewData fragment whicl anyURI
Ref carries the representation of legal text.

If this element is not present, the

0Ter msOf UseText 6 el e

(Implementation in XML schema using

<choice>).
TermsOfUseTe | E4 0] 0.1 Terms of Use text to be rendered. string
xt If this element is not present, the

6PreviewbDat al DRef & e
present (Implementation in XML schema usin

<choice>).
PurchaseDataF | E2 O 0..N This element holds PurchaseD&tgments in | Complex
ragment the format specified iIlCAST11-SG] Type

This element SHALL NOT be used to provide
PurchaseData fragment that does not relate t
purchase item requested by the user

Table 6: Structure of Pricing Informat ion Response in General Service Provisioning Message

5.15.2 Service Request Message

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated pusghase item(
and is applicable to both the DRM Profile and Sieend Profile. This message is used strictly for the subscription/purchase

of purchase item(s) which is(are) not associated with tdleeed payment. The Smartcard Profile also uses this message to
submit a request for a SEK/PEK associated with a spd¢#y Validity period (range of STKM Time Stamp values), when

the SEK/PEK required to enable plasick of protected recording is not available on the Smartcard (see Section 6.9.1 of
[BCAST11ServContProt)).

In the case of the (U)SIM Smartcard Profile, thieminal SHALL handle the PDP context used by this procedure as specified
in section5.1.6.12

5.1.5.2.1 Service Request

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the assdw@atedequrc
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If the price is specified in the request message and it differs from the price calculated by the BSM for one or more of the
purchase items included in the request, the BSM SHALL respond with Pricing Information Response raessaba.(

Also, if the price is not specified for one or more of the purchase items in the request message, the BSM SHALL respond
with Pricing Information Response messagéd (6.1.2. Otherwise, the BSM SHALL spond with Service Response
messageq.1.5.2.2.

In a similar fashion, in case the ServiceRequest message
for a O6Purchaseltemd e lheussragtees toenms bfaise attthe fine of subgeripiion ferdhe said a t
6Purchaseltemd, the BSM MAY respond with a Pricinglnform
el ement for the Purchaseltem( sitheriteyigeStatusCage indicatingahat BEM t ur n

rejected the subscription because the user did not agree to the terms of use. In the latter case the terminal MAY issue a
PrincinglnformationRequest to obtain the terms of use.

In case the BSM answers a SeevRequest with a Pricing Information Response, the latter SHALL list at least all those
purchase items requested in the related Service Request for which subsceiptied information (e.g. pricing, terms of use,
subscription type) is absent or incoiréthe terminal SHALL consider it has accurate subscriptidated information for
those purchase items provided in the Service Request but not present in the Princing Information Response.

ServiceReq | E Service Request Message to subscribe or
uest purchase Purchaseltem
Contains the following attributes:
requestiD

Contains the following elements:
UserID
DevicelD
ServiceEncryptionProtocol
Purchaseltem
DrmProfileSpecificPart
BroadcatkRoamingSpecificPart
ParentalControl

The Service Request message MAY contain
instance of the DrmProfileSpecificPart eleme

requestiD | A O 0.1 Identifier for the Service request message. unsignedint
UserlD E1l O 0..N The user identity known tthe BSM. string
For the DRM profile, this element SHALL be
included.

For the Smartcard profile, this element SHAL
be omitted, and the user identity SHALL be

provided by the network with HTTP DIGEST
authentication procedure defined in section 6

Contains the fiowing attributes:
type

O 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the termslas gtestelocument



OMA-TS-BCAST_Services-V1_2-20170131-A

Page 39 (318)

type A M 1

Specifies the type of User ID. Allowed values
are:

07 username defined in [RFC 2865]
17 IMSI

27 URI

371 IMPI

47 MSISDN

51 MIN

6-127 reserved for future use
128-255 reserved for proprietary use

unsignedyt
e

DevicelD E1l @] 0..N

A unique device identification known to the
BSM. For the DRM profile this element
SHALL be included if the device supports IME
or MEID. A device supporting the DRM profilé
SHALL NOT allow the user to modify the
DevicelD.

Containghe following attributes:
type

string

type A M 1

Specifies the type of Device ID. Allowed
values are

07 reserved for future use

17 IMEI [3GPP TS 23.003]

27 MEID [3GPP2 CS00720]

3-127 reserved for future use
128255 reserved for proprietary use

unsignedByt
e

ServiceEncr | E1 O 0..N
yptionProto
col

Lists each service encryption protocol suppor
by the device, including the mandatory ones.
Defined values: fiips
Al SMACrypo. The devi
more identifiers, however gending on the
protocols supported by the network they may
ignored.

Note: This element is only included in the
message if a service is to be delivered over
Interaction channel.

string

Purchase | E1 M 1..N
Item

Contains the list and price of items theruse
wants to order and the list of services the use|
wants to subscribe notification.

Contains the following attributes:
globallDRef

Contains the following elements:
PurchaseDataReference
UserConsentAnswer
Service
CouponlID
Coupon

globallDRef | A M 1

The identifier of the Purchase Iltem. The
Purchase Item identifier is advertised in the
Purchaseltem fragment of the Service Guide
GlobalPurchaseltemID and is inserted in this

message in the same format.

anyURI
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PurchaseDa
taReference

E2

0.1

Contains the price information.

This specifies the PurchaseData fragment in
Service Guide which is to be used for this
subscription.

Contains the following attribute
idRef

Contains the following Element:
Price

idRef

References the identifie of PurchaseData
Fragment advertised in Service Guide.

anyURI

Price

E3

0.1

The price of the Purchase Item known to the
user from Service Guide. If PurchaseData in
Service Guide contains multiple price entries
currency, this element should bgecified to
indicate to the BSM the entry desired by the
user.

Contains the following attribute:
currency

decimal

currency

0.1

Specifies the currency codes defined in ISO
4217 international currency codes.

string

UserConsen
tAnswer

E2

0.1

Sigrals whether user agreed to the Terms of
as represented by id of the related TermsOfU
element.

true: User agrees the terms of th
Terms of Use.

false: User disagrees the terms o

the Terms of Use.

If this element is not present the interpretatior

that the user has not read or understood the

Terms of Use.

Contains the following attribute:

id

boolean

The URI uniquely identifying the Terms of Us
this 6User Consent Ans
declared either in a PurchaseData fragmerd,
PurchaseChannel fragment. Said otherwise, 1
0User Consent Answer d
Terms of Use applicable to a Purchasebata

Purchaseltem pair.

anyURI
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Service

E2

0..N

Reference of the Service. This element is onl
used for subscribing senéespecific
Notification. As of this version of the
specification, it is assumed that servapecific
Notifications delivered over the Broadcast
Channel do not require subscription as they g
sent in the clear. Hence, this element only
applies for subsgption to servicespecific
Notification delivered over the Interaction
Channel.

Contains the following attributes:
globallDRef
notification
Note: This element is only used for the purpo
of subscribing to serviespecific Notification.
In addition,this element should not be confuse
with the MBMS User Service ID (the latter is
the equivalent MBMS designation for the
concatenation of the attributes
6Purchaselteml D. @gob
OPurchaseData. @i dRef

globallDRef

Unique ID of theService, as represented by th
Gl obal Servicel D of t
used to identify the Service to which the
servicespecific Notification relates.

anyURI

notification

This attribute declares whether subscription t
receive servicespedfic Notification message
over the Interaction Ginnel is required. If set
tot rueodo, the terminal
delivery of the servicspecific Notification over
the Interaction Channel.

fset to o0falsed, the
subscrile to delivery of servicspecific
Notification over Interaction Channel.

boolean

CouponID

E2

0..N

Zero or more Coupon
Coupon documents (see SectbA2) to reduce
the cost of the Purchaseltem.

anyURI

Coupon

E2

0..N

Zero or mee Coupon documents (see Section
5.22 to reduce the cost of the Purchaseltem.

Coupon

DrmProfile
SpecificPart

El

0..1

Service & Content Protection DRigrofile
specific part. This part is MANDATORY to
support for the DRM Profile, and is not
applicable ¢ the Smartcard Profile.

Contains the following attributes:
rightsissuerURI

Contains the following element:
BroadcastMode

rightsissuer
URI

0..1

ID of the rights issuer associated with the BS

anyURI

Broadcast
Mode

E2

0.1

Indicates whetheor not the device supports th
optional broadcast mode of operation for righ
acquisition, in addition to the interactive modg

of operation.

boolean
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BroadcastR | E1 0..1 This element provides information to help
oamingSpec processing the ServiceeRuesin case of
ificPart roaming. For rules on how to use this elemen
see sectio’.7.3
If the BSM support Broadcast Roaming, it
SHALL support this element.
If the Terminal support Broadcast Roaming, it
SHALL support this element.

HomeBSM | E2 0..1 In case the Service Provisioning requestis | complexTyp
issued against the Visited BSM, this element | e as defined
indicates the Home BSM of the terminal in th¢ for
context of this request. 6 BSMFi

Codebd
section
5.4.1.5.2 of
[BCAST1L
SG]

VisitedBSM | E2 0.1 In case the Service Provisioning requestis | complexTyp
issued against the Home BSM, this element | e as defined
indicates the Visited BSM from which the use| for
wishes to purchase service. 60 BSMFi

Codebd
section
5.4.1.5.2 of
[BCAST1L
SG]
ParentalCo | E1 0.1 This element contains information used for
ntrol enforcement of Parental Control for Service
Ordering.
Contains the following elements:
ParentalControlPinCode
MAC
Only one of the above two elements SHALL
instantiated athe same time. Implementation
XML schema using <choice>.
ParentalCo | E2 0.1 The string representation of the PINCODE us string
ntfoldPinCO during the PINCODE verification phase in the
e

BSM when enforcing Parental Control for
Service Ordering. As an exalepa parental
control PINCODE equal to 020579 is encode
as fA0205790.

The PINCODE provided in this element applig
to all the purchase items included in the servi
request.

For information on how to use this element, s
section5.1.10Q

O 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the termslas gtestelocument




OMA-TS-BCAST_Services-V1_2-20170131-A Page 43 (318)

MAC E2 @) 0.1 Message Authentication Code computes by t| string
Smartcard on the client side in case a parentg
protection is applied to the service provisionin
message. This MAC is used by the BSM to
verify that the serviceequest message has be
controlled by the parental control service
provisioning function on the client side. This
MAC is present in the service request followin
a service response containing aallémge for
the same RequestID.

The MAC is coded in 32 byse

For information on how to use this element, s
section5.1.10.1

Table 7: Structure of Service Request in General Service Provisioning Message
5.1.5.2.2 Service Response

This messagesisent to the terminal from the BSM in response to the request for subscription to the Service Request message.
This message is applicable to both the DRM Profile and Smartcard Profile.

ServiceResp| E Service Response Message
onse
Contains the following attributes:
requestiD
globalStatusCode
adaptationMode
KeyMaterialAvailableFrom

Contains the following elements:
Purchaseltem
DrmProfileSpecificPart
SmartcardProfileSpecificPart
BonusCoupon

requestiD | A @) 0..1 Identifier for the corresponding Service reque| unsignedint
message.
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global
Status
Code

0.1

The overall outcome of the request, according
the return codes defined in section 5.11.

This attribute also governs the wine

0i temwi seStatusCodebo
this response:

I f this attribute is
the request was completed successfully. In th
case the od6itemwisesSt
given per each reque
If this attribute is present and set to some oth
value than A00, ther
concerning the entire request. In this case the
0i temwi seStatusCodebo
per each requested 6
If this attribute is not present, there veaserror
concerning one or mo
elements associated with the request. Furthe
the O0itemwiseStatusC
each requested O6Purc

unsignedByt
e

adaptation
Mode

0.1

Informs the terminal of the operational
adaptaidn mode: Generic or BDSpecific
adaptation

falsei indicates Generic adaptation mode
truei indicates BDSspecific adaptation mode
Note: this attribute SHALL be present only if
the o6global StatusCod
the underlying BDS is BCMCS.

boolean

KeyMateria
IAvailableF
rom

0.1

The first moment in time when the terminal cg
start to acquire key material for the purchaseq
service. This attribute shall be instantiated if
key material is not available for the terminal
immediately afteservice provisioning.

For the smartcard profile this attribute specifie
the time when the terminal can register to
network according to section 5.1.6.7 to receiv
the key material if the network has not deliver
the keys earlier.

For the DRM profile thigs the time when the
included O6roapTrigge
and can be used to initiate Loilgrm Key
Message acquisition.

This field contains the 32bits integer part of a

NTP time stamp.

unsignedint
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Purchaselte
m

El

0..N

Describes the results tife request message of
subscribing to or purchasing the Purchaseltel
For the DRM Profile, if subscription or
purchase is successful, rightsValidityEndTime
of Purchaseltem will be present. For either th
DRM Profile or Smartcard Profile, in the case
subscription/purchase failure,
itemwiseStatusCode MAY be present to
indicate the reason why the request is not
accepted by BSM.

This element SHALL NOT be instantiated in
case the 6global St at
and set to a valnang d
ot her condition of t
attribute, it SHALL be instantiated.

Contains the following attributes:
globalDRef
itemwiseStatusCode

Contains the following element:
SubscriptionWindow

globallDRef

The ID of the Purchadéem. A purchase item ig
identified by the GlobalPurchaseltemID found
in the Purchaseltem fragment.

anyURI

itemwiseSta
tusCode

0.1

Specifies a status code of each Purchaselten
using GlobalStatusCode defined in the sectio
5.11.

unsignedByt
e

Subsciptio
nWindow

E2

0.1

The time interval during which the subscriptio
is valid.

The network SHOULD include this element fg
time-based subscriptions and MAY include it
for pay-perview.

The terminal MAY use this information to
determine the validity pesd of a subscription.

Contains the following attributes:
startTime
endTime

startTime

NTP timestamp expressing the start of
subscription.

unsignedint

endTime

0.1

NTP timestamp expressing the end of
subscription. This attribute SHALL NOT be

unsignedint

present for opeended subscriptions.
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DrmProfile | E1 O 0..1
SpecificPart

Service & Content Protection DRigrofile
specific part. This part is MANDATORY to
support for the DRM Profile, and is not
applicable to the Smartcard Profile.

This elemenSHALL NOT be instantiated in
case the 6global St at
and set to a value d
other case, it MAY be instantiated.

Contains the following attributes:

rightsValidityEndTime

Contains the following elements:
roap Trigger

rights A O 0.1
Validity
EndTime

The last time and date of validity of the Leng
Term Key Message, after which it has to be
renewed. This attribute will be present when
BSM accept the request message. This field i
expressed as the firs2Bits integer part of NTP
time stamps.

Note: this element is validated if RO is
broadcasted. Otherwise, this element is not
necessary.

unsignedint

roap E2 @) 0.1
Trigger

ROAP RO Acquisition Trigger**. The device i
expected to use the trigger to initiahee or
more LongTerm Key Message acquisitions.

reference to
AroapT
ro el e
as defined in
OMA DRM
2.0 XML
namespace

SmartcardP | E1 O 0.1
rofileSpecifi
cPart

Service & Content Protection Smartcgmebfile
specific part. This part is MANDATORY to
support for the Smartcard Profile, and is not
applicable to the DRM Profile.

Contains the following elements:

LTKM

Challenge

LTKM E2 @) 0..N

Smartcard profile BCAST LTKM (base64
encoded MIKEY message)his element MAY
be presentif the terminal and the BSMave
agreed on AHTTPO as
mechanism during the registration procedure
(see section 5.1.6.10), and the BSM wishes t
deliver LTKM to the terminal at the moment t
ServiceResponse is done.

base64Binar
y
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Challenge

E2

0.1

This element corigponds to a challenge sent f
the authentication of the user when the servig
ordering has been determined by the BSM to
protected. This challenge is sent to Smartcary
supporting the Parental Control for Service
Ordering protetion (see [BCAST14
ServCatProi). This element in this case is
present in the first service response of the
transaction described in (sectibri.10.).

The Challenge is coded in 32 bytes.

This element SHALL only be used for the
Smartard Profile extension of Parental Contr
for Service Ordering as described in section
5.1.10.1

The challenge is any value of 32 bytes and is
BSM implementation dependant.

String

on

BonusCoup

El

0..N

Zero a more Coupon documents (see section
5.22 that represent unique (not given to othet
users) coupons for bonus services or content
tokens that result from this transaction.

Coupon

Table 8: Structure of Service Response in Genet&ervice Provisioning Message

** These (ROAP Messages) are DRM profile specific. They are defined in [DRMDRBI.
Service Completion (DRM Profile only)

5.1.5.2.3

This message MAY be sent by a terminal after it has received a Service Response Message andlteffigkésl The
network SHALL reply with a HTTP 200 OK response message when this message is received.

pletion

ServiceCom | E

Service Completion Message

Message.

Contains the following attribute:
requestiD

Contains the following element:
LTKMessagelD

requestiD

0.1

Identifier for the corresponding Service reque
message.

unsignedint

LTK

MessagelD

El

1..N

A list containing the IDs of one or more LTKM
received by the device.

This is the RAD.

string

5.15.24

Table 9: Structure of Service Completion in General Service Provisioning Message

User Defined Bundle Request

This message is sent to the BSM from the Terminal to request a User Defined Bundle service.
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UDBReques | E
t

User Defined Bundl®equest Message to
subscribe or purchase Purchaseke@ontents,
Schedules and Services per user selection.

Contains the following attributes:
requestiD

Contains the following eleemts:
UserID
DevicelD
BroadcastRoamingSpecificPart
UserDefinedBundle

requestiD | A O 0.1

Identifier for theUser Defined Bundleequest
message.

unsignedint

UserID El O 0..N

The user identity known to the BSM.
For the DRM profile, this element&\LL be
included.

For the Smartcard profile, this element SHAL
be omitted, and the user identity SHALL be

provided by the network with HTTP DIGEST
authentication procedure defined in section 6

Contains the following attributes:
type

string

type A M 1

Specifies the type of User ID. Allowed valueg
are:

07 username defined in [RFC 2865]
17 IMSI

27 URI

31 IMPI

47 MSISDN

51 MIN

6-127 reserved for future use
128255 reserved for proprietary use

unsignedByt
e

DevicelD E1l (@] 0..N

A unique device idatification known to the
BSM. For the DRM profile this element
SHALL be included if the device supports IMH
or MEID. A device supporting the DRM profilg
SHALL NOT allow the user to modify the
DevicelD.

Contains the following attributes:
type

string

type A M 1

Specifies the type of Device ID. Allowed
values are

07 reserved for future use
17 IMEI [3GPP TS 23.003]
21 MEID [3GPP2 CS00720]
3-127 reserved for future use

128-255 reserved for proprietary use

unsignedByt
e
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BroadcastR | E1 This element provides information to help
oamingSpec processing th&Jser Defined Bundi®equest in
ificPart case of roaming. For rules on how to use this
element, see sectidn7.3
If the BSM support Broadcast Roamitiig,
SHALL support this element.
If the Terminal support Broadcast Roaming, it
SHALL support this element.
HomeBSM | E2 In case the Service Provisioning requestis | complexTyp
issued against the Visited BSM, this element | e as defined
indicates the Home BSM of the terminalthe | for
context of this request. 6 BSMFi
Codebd
section
5.4.1.5.2 of
[BCAST11-
SG]
VisitedBSM | E2 In case the Service Provisioning requestis | complexTyp
issued against the Home BSM, this element | e as defined
indicates the Visited BSM from whiche user | for
wishes to purchase service. 60 BSMFi
Codebd
section
5.4.1.5.2 of
[BCAST11-
SG]
UserDefine | E1 List of purchase item, schedule, content and
dBundle services requested to be bundled by the user

Contains the followig elements:

UDBService

UDBContent

Purchaseltem

UDBSchedule

UDBService | E2 globalServicelD ofService to be added to Usg anyURI
Defined Bundle
Contains the following attribute:

UDBnotification
UDBnotific | A To receive Notification Messagelated to the | Boolean
ation Service over Interaction Channel. If
notification=true, it means Notification over
Interaction Channel is subscribed. If
notification=false, it means Notification over
Interaction Channel should not be delivered
UDBConten | E2 globalContentID ofContent to be added to anyURI
t User Defined Bundle
Purchaselte | E2 globalPurchaseltemID d?urchaseltem to be | anyURI
m added to User Defined Bundle

UDBSchedu | E2 Identifier of Scheduld=ragmento be added to | anyURI

le User Defned Bundle

Table 10: Structure of User Defined Bundle Requesin General Service Provisioning Message
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5.1.5.25

User Defined Bundle Response

This message is sent to the Terminal from the BSM to provide the results of a User DefidedARguest.

UDBRespon | E User Defined Bundi®esponse Message
se
Contains the following attributes:
requestiD
globalStatusCode
Contains the following elements:
UserDefinedBundle
requestiD | A O 0.1 Identifier for the correspondingser Defined unsignedint
Bundlerequest message.
global A M 0..1 The overall outcome of the request, according unsignedByt
Status the return codes defined in section 5.11. e
Code
UserDefine | E1 O 0.1 List of content and services requested to be
dBundle bundled by the user
Contains the following elements:
PurchaseltemFragment
PurchaseDataFragment
Purchaselte | E2 @) 0..N Purchase Item Service guide fragments Complex
mFragment containing information for the User Defined | Type
Bunde. The fragment format is specified in
[BCAST11-SG]
PurchaseDa | E2 @) 0..N Purchase Data Service guide fragments Complex
taFragment containing information for the User Defined | Type
Bundle. The fragment format is specified in
[BCAST11-SG]

Table 11: Structure of User Defined Bundle Response in General Service Provisioning Message

5.1.5.2.6 Price Offering Request

This message is sent to the terminal from the BSM to request confirmation of the price of the User Defined Bundle service
and to request final confirmation of subscription to the User Defined Bundle service.

PriceOfferingR | E
equest

User Defined Bundle Price Offering Request
Contains the following attributes:
requestiD

Contains the following elements:
UDBPrice
SubscriptionPeriod
TermsOfUse

Identifier for the correspondingser Defined
Bundle Requesnessage.

requestID A @) 0..1 unsignedint
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UDBPrice

El

1..N

Price informatiorthe User Defined Bundlénat
a use has requested

Contains the following attribute:
validTo
currency

decimal

validTo

0.1

The last moment when this price information
valid. If not given, the validity is assumed to
end in undefined time in the future. This field
expressed ahe first 32bits integer part of NTH
time stamps.

unsignedIint

currency

0.1

Specifies the currency codes defined in ISO
4217 international currency codes. If not give
value of price is amount of Tokens.

String

SubscriptionPe
riod

El

Specifies lhe subscription period for the
UserDefinedBundle

Duration

TermsOfUse

El

0.1

Element that declares there are Terms of Use
associ at aserDefingdBundiéh ¢ h
®PriceOf f errdlategtRe qu e st
Contains the textual presentation of Terms of
Useor a reference to Terms of Use
representation throu
information whether user consent is required
the Terms of Use.

Mul ti ple occurrences
allowed within this message, but for any two
such occurrences values foeane nt s fi
and ALanguageo SHALL
same time.

Contains the following attributes:
type
id
userConsentRequired
Contains the following sublements:
Country
Language
PreviewDatalDRef
TermsOfUseText

type

The way the termi&SHALL interpret the
Terms of Use:

17 Display before purchasing or subscribing.
I f 6Ter msOf Used el em
terminal SHALL render the Terms of Use prio
to initiating purchase or subscription request
related Purchaseltem associatethwhis
message.

21 Display before playout.

I f 6Ter msOf Used el em
terminal SHALL present the Terms of Use pri
to playing out content or service associated tk
message.

unsignedByt
e

The URI uniquely identifying the Tes of Use.

anyURI
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userConsentRe
quired

Signals whether user consent for these Term
Use is needed.

Boolean

true:

User consent is required for these Terms of U
and needs to be confirmed in the subscriptior]
purchase request message related to the
Puchaseltem associated with this message.

false:
User consent is not required for the Terms of
Use.

Country E2 M 1..N List of countries for which the Terms of Use i String
applicable. Each value is a three character st

according to 1ISO 316& alpgha3

Language E2 M 1 Language in which the Terms of Use is given| String
Value is a three character string according to

ISO 6392 alpha standard for language codes

PreviewDatalD | E2 O 0..N Reference to the PreviewData fragment whicl anyURI
Ref carries theepresentation of legal text.

If this element is not present, the
060Ter msOf UseText d SHA

TermsOfUseTe | E2 O 0.1 Terms of Use text to be rendered. String

xt I f 6Previ ewDat al DRef
the 6Ter msOf Use 6 t hbe
present.

Table 12: Structure of Price Offering Requestin General Service Provisioning Message
5.1.5.2.7 Price Offering Response

This message is sent to tBEM from theterminalin response to the request forice Offering Resp@emessage.

PriceOfferingR | E
esponse

User Defined Bundle Price Offering Responst
Contains the following attributes:

requestiD

subscribe

userConsent

requestiD A @) 0..1 Identifier for the correspoimy User Defined

Bundle Requeshessage.

unsignedIint

subscribe A M 1 Signals whether user has agreed to the pricin Boolean
of the User Defined Bundle by the BSM and

agreed to subscribe to the service

userConsent | A O 0.1 Signals user consent if requést Boolean

PriceOfferingRequest message.

Table 13: Structure of Price Offering Responsean General Service Provisioning Message

5.1.5.3 LTKM Renewal Messages

The following messages in this section are specific to the DRM Pré&fdetheSmartcard Profile, the equivalent messages
and procedures pertaining to LTKM renewal are defined in Sebtiof3.
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5.15.3.1 LTKM Renewal Request (DRM Profile only)

The Longterm Key Message Renewal request message if setgrminal needs to renew the LTKM(S) associated to a
certain Purchase Item or group of purchase items. It is only applicable to the DRM Profile.

This message can also be sent by the terminal to the BS?uest the subscriptida any purchase itentbat the end user
has already purchased (e.g. via out of band means), but has not yet received key material for. This could for example be used
the first time the BCAST application is standsted in order

LTKMRene | E Long Term Key Message Renewal Request
walRequest Message
Contains the following attributes:
requestiD

Contains the following elements:

UserlD
DevicelD
Purchaseltem
requesitD | A @] 0.1 Identifier for the LTKM renewal request unsignedint
message.
UserlD E1l O 0..N The user identity known to the BSM. string
For the DRM profile, this element SHALL be
included.

Contains the following attributes:

type
type A M 1 Specifies theype of User ID. Allowed values | unsignedByt
are: e

07 username defined in [RFC 2865]
17 IMSI

27 URI

371 IMPI

47 MSISDN

51 MIN

6-127 reserved for future use
128255 reserved for proprietary use

DevicelD | E1 O 0..N A unigque device identification knawto the string
BSM.

For the DRM profile, this element SHALL be
included if the device supports IMEI or MEID.
A device supporting the DRM profile SHALL
NOT allow the user to modify the DevicelD

Contains the following attributes:

type
type A M 1 Specifies the type of Device ID. Allowed unsignedByt
values are e

07 reserved for future use

17 IMEI [3GPP TS 23.003]

21 MEID [3GPP2 CS00720]

3-127 reserved for future use
128-255 reserved for proprietary use
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Purchase | E1 M 1..N A list of Purchase &ms that the user wants to
ltem renew.
Contains the following attribute:
globallDRef

If the terminal wants to request from the BSM
the delivery of a list of all purchase items that
the end user has already purchased, the term
has to set the globallDReftdabute equal to
floma-bcastallservice® . Thi s co
example be used the first time the BCAST

application is started in order to register the
terminal to fifreeo o

If the terminal wants to request from the BSM
list of all thosepurchase items that the end usg
has already purchased (e.g. via out of band
means), but has not yet received a ROAP trig
for, the terminal has to set the globallDRef
attribute equal tdloma-bcastnewservices .

| f e omaboagtallsérvice® ®ma- N

bcastnewservice8 i's used, t h
exactly one 6Purchas
request.

globallDRef | A M 1 GlobalPurchaseltemID to identify this anyURI
Purchaseltem, found in the Purchaseltem
fragment.

Table 14: Structure of LTKM renewal request in General Service Provisioning Message

5.1.5.3.2 LTKM Renewal Response (DRM Profile only)
| _Name [ Type [ Category [ Cardinalty |~ Descripion | DaaType |
LTKMRene | E Long Term Key Message Renewal Response
walRespons Message
€ Contains the following atitoutes:
requestiD
globalStatusCode

Contains the following elements:
Purchaseltem
DrmProfileSpecificPart

requestiD | A O 0.1 Identifier for the corresponding LTKM request unsignedint
message.
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global
Status
Code

0.1

The overall outcome dhe request, according 1
the return codes defined in section 5.11.If thig
attribute is present
request was completed successfully. In this ¢
the oO0itemwiseStatusC
given per each reque
If this attribute is present and set to some oth
value than fA006, ther
concerning the entire request. In this case the
0i temwi seStatusCoded
per each requested 6
If this attribute is not present, the requesis

completed successfully but there was an erro
concerning one or mo
elements associated with the request. Furthe
the O0itemwiseStatusC
each requested O6Purc

In case this message is a response to an
LTKMRenewal Request wif
t oomdbcastnewserviced @mabéast

allservice® an empty resu
signalled by setting
A0100 (No Subscripti
the O0Purchaseltemb e

unsignedBy
e
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Purchaselte | E1 0..N Describes the results of the request message
m LTKM Renewal. If renewal is successful,
LTKValidityEndTime of Purchaseltem will be
present. If not, itemwiseStatusCode will be
present to show user the reason why the reqy
is not accepted by BSM.
This element SHALL NOT be instantiated in
case the 6églobal St at
and set to a value d
other case, it SHALL be instantiated.
Contains the following attributes:
globallDRef
ltkValidityEndTime
itemwiseStatusCode
Contains the following sublements:
SubscriptionWindow
PurchaseDataReference
In case the globallDRef attribute of the
Purchaseltem element has been set equal to
floma-bcastallservice® i n t he cad
requesimessage, the reply message SHALL
contain a list of all Purchaseltem elements
which the terminal has already purchased an
which it is entitled to access currently or in the
future
In case the globallDRef attribute of the
Purchaseltem element has beeresgial to
floma-bcastnewservice8 i n t he ¢
request message, the reply message SHALL
contain a list of those Purchaseltem elements
which the terminal has already purchased (e.
via out of band means) and which it is entitleg
to access currentlyr in the future, but for
which it has not received key material.
globallDRef | A 1 The ID of the Purchase Item to which the anyUR
validity end time is related. A purchase item ig
identified by the GlobalPurchaseltemID found
in the Purchaseltem fragment.
ltkValidityE | A 0.1 The last time and date of validity of the Leng | unsignedint
ndTime Term Key Message, after which it has to be
renewed again. This attribute will be present
when BSM accept the request message. This
field is expressed as the first 32bits intepart
of NTP time stamps.
Note: the information on this element can be
provided in RO.
itemwiseSta | A 0.1 Specifies a status code of each Purchaselten] unsignedByt
tusCode using GlobalStatusCode defined in the sectio| e

5.11.
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Subscriptio
nWin dow

E2

0.1

The time interval during which the subscriptio
is valid.

The server MAY omit this element if the
response is not successful. Otherwise:

For timebased subscriptions, the network
SHALL include this element when responding
t o amnebcéstallservice® @ma-béast
newserviceé r equest and S
otherwise.

For payperview, the network MAY include
this element.

The terminal MAY use this information to
determine the validity period of a subscription

Contains the following attrikies:
startTime
endTime

startTime

NTP timestamp expressing the start of
subscription.

unsignedint

endTime

0.1

NTP timestamp expressing the end of
subscription. This attribute SHALL NOT be
present for opeended subscriptions.

unsignedint

PurchaseDa
taReference

E2

0.1

Describes the PurchaseData associated with
subscription to the Purchase. The device MA
use this information to update its internal

subscription information concerning the user.

The server SHALL include this element ikth

not.

Contains the following attributes:
idRef

Contains the following sublement:
Price

idRef

The id of the Purchase Data fragment that is
being referred to.

anyURI

Price

E3

0..N

The price curently associated for the use to th
subscription, possibly in multiple currencies.

Contains the following attribute:
currency

decimal

currency

0..1

Specifies the currency codes defined in ISO
4217 international currency codes. If not give
value of pice is amount of Tokens.

string

DrmProfile
SpecificPart

El

0..1

Service & Content Protection DRigrofile
specific part. This part is MANDATORY to
support for the DRM Profile. Note that as this
message is only applicable for the DRM profil
this elemenBSHALL always be present for
successful responses
being equal to 0 or not instantiated).

Contains the following elements:
Trigger
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Trigger E2 o 0..1 ROAP RO Acquisition Trigger**. If the LTKM | RoapTrigger
renewal failed because the device was
unregistered, the response MAY include a
ROAP Registration Trigger**. In that case, thg¢
device is expected to use the trigger to initiatq
registration and repeat the LTKM renewal ong
it is registered.

Table 15: Structure of LTKM renewal response in General Service Provisioning Message

** These (ROAP Messages) are DRM profile specific
5.1.5.3.3 LTKM Renewal Completion (DRM Profile Only)

This message MAY be sent by the ter minarfeceiptofthc iTEMBSM as a
Renewal Responsid subsequent retrieval of all related LTKM#&ie network SHALL reply with a HTTP 200 OK response
message when this message is received.

LTKMRene | E LongTerm Key Message Renewal Completig
walComplet Message
ion Contains the following attributes:
requestiD

Contains the following elements:
LongTermKeylD

requestiD | A O 0.1 Identifier for the corresponding LTKM request unsignedint
message.
LongTerm | E1 M 1.N A list containing the IDs of one or more Long | string
KeylD Term Key Messages received by the device.

Table 16: LTKM renewal completion in General Service Provisioning Message

5.1.54 Unsubscription Messages

These messages pertain to the esgand response for cancellation of the existing subscription to the purchase item as
identified by the 6globall DRef attributed of Purchaselte
Service.

Depending on the specific situatica subscription could still be valid after this procedure has been successfully executed, for
example because the user has already paid-aefiondable amount for a time span that is yet to elapse. In this case, the
subscription is to be considereddali unt i | t he ti me indicated in the Asubscri

A device supporting the DRM Profile SHALL continue to renew keys with the LTK renewal procedure while the
subscription is still valid, even if the user has unsubscribed.

When tte device unsubscribing supports the smartcard profile, some additional actions need to occur upon successful
completion of the unsubscribe procedure. The BSM MAY also invalidate SEKs associated with the relevant purchase ID on
the unsubscribing device whi@re not used by any other purchase items to which the device is subscribed. The BSM
invalidates SEKs/PEKs by sending an LTKM with invalid Key Validity data, i.e. the lower bound is greater than the upper
bound, where the bounds define the allowed rafigéttwer TEK IDs or TimeStamp values.

In the case of the (U)SIM Smartcard Profile, the terminal SHALL handle the PDP context used by this procedure as specified
in section5.1.6.12

5.1.54.1 Unsubscribe Request
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Unsubscrib | E Unsubscribe Request Message
eRequest Contains the following attributes:

requestiD

keepSubscription
Contains the following elements:

UserID

DevicelD

Purchaseltem

requestiD | A @) 0.1 Identifier for the Unsubscribe request messag unsignedint
keepSubscri | A o] 0.1 This element declares whether this boolean
ption UnsubscribeRequest message requests un

subscription from both the Purchaseltem and
related servicespecific Notification delivered
over the Interation Channel, or only the latter.
When the user wants to unsubscribe from
servicespecific Notifications delivered over th
Interaction Chnnelbut keep the subscriptido
Purchaseltem, this attribuBHALL be %t to
Atrueod. | fis ndt preéest or &dlds r
value fAfalseodo, it me
its relevant notification are requested for un
subscription.

UserID El O 0.N The user identity known to the BSM. string
For the DRM profile, this element SHALL be
included.

For the Smartcard pfite, this element SHALL
be omitted, and the user identity SHALL be
provided by the network with HTTP DIGEST
authentication procedure defined in section 6
Contains the following attributes:
type
type A M 1 Specifies the type of User ID. Alled values | unsignedByt
are: e
07 username defined in [RFC 2865]
17 IMSI
21 URI
371 IMPI
47 MSISDN
51 MIN
6-127 reserved for future use
128-255 reserved for proprietary use
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DevicelD El @] 0..N

A unique device identification kmen to the
BSM. For the IRM profile this element
SHALL be included if the device supports IME
or MEID. A device supporting the DRM profilg
SHALL NOT allow the user to modify the
DevicelD.

Note: If a user has multiple devices, then this
element indicates a device or a group ofices
that the user wants to unsubscribe.

Contains the following attribute:
type

string

type A M 1

Specifies the type dbevicelD. Allowed
values are

07 reserved for future use

17 IMEI [3GPP TS 23.003]

21 MEID [3GPP2 CS00720]

3-127 reserved fofuture use

128255 reserved for proprietary use

unsignedByt
e

Purchase | E1 M 1..N
Item

Specifies identifier bthe Purchase Iterthe user
wants to unsubscribe frorAlso, contains
ServicelD to unsubscribe servispecific
notification.

Contains the fobwing attribute:
globallDRef

Contains the following element:
Service

globallDRef | A M 1

Identifier of Purchaseltem.
GlobalPurchaseltemID found in the
Purchaseltem fragment will be used.

I n BCAST 1.1, the-si
bcasta | | s e r vhie osedstdindicaterihat
the user wants to unsubscribe all the
purchaseitems which have been subscribed.

anyURI

Service E2 (@] 0.N

This element is only used for unsubscribing
servicespecific Notification. See section
5.14.4.2.1. As of this version of the
specification, it is assumed that servapecific
Notifications delivered over the Broadcast
Channel do not require tBubscription as they
are sent in the clear. Hence, this element only
applies for ursubscription from serviespecific
Notification delvered over the Interaction
Channel.

Contains the following attributes:
globallDRef
notification

globallDRef | A M 1

Gl obal Servicel D of t
identifying the service to which this service

anyURI

specific Notification relates.
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notification | A M 1 This attribute declares esubscription from boolean
delivery of the serviceelated Notification over
the Interaction Channes required. If set to
it r theetérminal wishes to unsubscribe fror
delivery of service specific Notification overah
Interaction Channel.

I f set fAfalsed or is
change in current status of subscription for
servicespecific Notification delivered over the
Interaction Channel.

Table 17: Structure of UnsubscribeRequest in General Service Provisioning Message

5.1.5.4.2 Unsubscribe Response
UnsubscribeRe | E Unsubscribe Response Message
LUMELE Contains the following attributes:
requestiD
globalStatusCode
Containghe following elements:
Purchaseltem
requestiD A 0] 0.1 Identifier for the corresponding Unsubscribe unsignedint
request message.
global A M 0..1 The overall outcome of the request, accordi| unsignedByt
Status to the return codes definedsection 5.11 e
Ceie A If this attribute is present and set to valy

A0O0, the request W
successfully. In this case the
60itemwi seStatusCod
given per each req

A If this attribute is present and set to son
ot her val uewas agemericfi
error concerning the entire request. In tl
case the O0itemwise
NOT be given per each requested
6Purchaseltemb.

A If this attribute is not present, there was
an error concerning one or more
O0Purchaseltemb6 ethe
the request. Further, the
60itemwi seStatusCod
per each requested
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Purchase El M 1..N The ID of thePurchase Iterto which the
ltem message is related.

This element SHALL NOT be instantiated in
case tahleStéagtluoshCode 6
present and set to 3
any other case, it SHALL be instantiated.

Contains the following attribute:
globallDRef
itemwiseStatusCode

In case the globallDRef attribute of the
Purchaseltem elementwase t  t-locasfi
allserviceso in the
Request, the Unsubscribe Response messg
SHALL contain the full list of the
Purchaseltems subscribed to by the terming
the time of Unsubscribe Request.

globallDRef | A M 1 Identifier of Purchaseltem. anyURI
GlobalPurchaseltemID found in the
Purchaseltem fragment will be used.

itemwiseStatus | A M 0..1 Indicates the results of the Unsubscribe UnsignedBy
Code Request message. If Value is successful, it| te

means relevant Purchaseltem is unsubscril

GlobdStatusCode specified in section 5.11

will be used for this code.

subscribedUnti | A 0] 0.1 The date and time until which the subscripti{ unsignedint
| is still valid. If missing, the subscription is to
be considered terminated immediately.
For the DRM prfile, this is the time until
which the terminal SHALL continue to issue
LTK renewal requests for the purchase item
For Smartcard Profile, this is the time until
which the BSM SHALL continue to include
the purchase item in subsequent registratio
responses
This field is expressed as the first 32bits
integer part of NTP time stamps.

SmartcardProf | E1 0] 0.1 Service & Content Protection Smartcard
ileSpecificPart profile specific part. This part is
MANDATORY to support for the Smartcard
Profile, arl is not applicable to the DRM
Profile.

Contains the following elements:

LTKM

LTKM E2 0] 0..N Smartcard profile BCAST LTKM (base64 | base64Binar
encoded MIKEY message). This element is| y

present if the terminal and the BSM have
agreed on AHTTPO as
mechaném during the registration procedurg
(see section 5.1.6.10)

Table 18: Structure of Unsubscribe Response in General Service Provisioning Message
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5.1.5.5 Token Purchase Request Messages

5.1.5.5.1 Token Purchase Request

This message is seby the terminal to the BSM to request the purchase of tokens, or credits, to enable future consumption of
broadcast services/content. The quantity of which is identified by the requested token amount. This message is applicable to
both the DRM Profile ad Smartcard Profile.

In the case of the (U)SIM Smartcard Profile, the terminal SHALL handle the PDP context used by this procedure as specified
in section5.1.6.12

TokenPurcha | E Token Purchase Request Message
seRequest Contains the following attributes:
requestiD

Contains the following elements:
UserID
DevicelD
PermissionslssuerURI
TokensRequested
BroadcastRoamingSpecificPart
ParentalControl
requestiD | A @) 0..1 Identifier for the Token Purchase request unsignedint
message.
UserlD El @) 0.N The user identity known to the BSM. string

For the DRM profile, this element SHALL be
included.

For the Smartcard profile, this element SHAL
be omitted, and the user idggtSHALL be
provided by the network with HTTP DIGEST
authentication procedure defined in section 6

Contains the following attribute:

type
type A M 1 Specifies the type of User ID. Allowed valueg unsignedByt
are: e

07 username defined in [RFC 2865]
17 IMSI

21 URI

37 IMPI

47 MSISDN

517 MIN

6-127 reserved for future use
128-255 reserved for proprietary use
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DevicelD El @] 0..N

A unique device identification kmen to the
BSM. For the DRM profile this element
SHALL be included if the deviceupports IMEI
or MEID. A device supporting the DRM profilg
SHALL NOT allow the user to modify the
DevicelD.

Contains the following attribute:
type

string

type A M 1

Specifies the type dbevicelD. Allowed
values are

07 reserved for future use

17 IMEI[3GPP TS 23.003

21 MEID [3GPP2 CS00720Q]

3-127 reserved for future use
128255 reserved for proprietary use

unsignedByt
e

Permissions! | E1 @] 0.1
ssuerURI

The identification of the Permissions Issuer
depending on the Profile.

For the DRM Profile, tis element is
MANDATORY. It identifies the Rights Issuer
from which the BSM can retrieve the ROAP
Trigger**.

For the Smartcard Profile, this element SHAL|
NOT be instantiated as only the BSM can gra|
tokens in the case of the Smartcard Profile.

Containghe following attribute:
type

anyURI

type A M 1

The type of the Permissions Issuer identified
the PermissionsissuerURI. Allowed values a
falsei DRM Profile

truei Reserved for future use

As of this version of the specification, this
attribute HALL be set to A
instantiated.

boolean

TokensReque| E1 O 0..1
sted

Purchase request for tokens

Contains the following attributes:
type
amount
chargingType
purchaseUnitNum

Contains the following elements:
Purchaseltem
SmartCardProfeSpecificPart
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type

Specifies the type of tokens requested
Allowed values are:

0 - unspecified

1171 tokens for the DRM Profile

21 service tokens for the Smartcard Profile,
added to the live_ppt_purse of the specified
SEK/PEK key group

31 service bkens for the Smartcard Profile, to
the playback ppt_purse of the specified
SEK/PEK key group

47 user tokens for the Smartcard Profile adde
to the user purse associated to the BSM ID
5-127 reserved for future use

128255 reserved for proprietary use

Note: type 1 tokens are applicable only to DR
Profile, whereas types£ are applicable only tq
Smartcard Profile

For a definition of user tokens and service
tokens, see Sections 6.6.4.2 and 6.6.7 of
[BCAST11LServContProt].

unsignedByt
e

amount

For types 0 and 1, this value corresponds to t
number of tokens requested in this Token
Purchase Request message.

For types 2 and 3, this value corresponds to t
number of service tokens contained in a sing|
service tokerbased credit package. These
tokensare valid for any LTKM using service
tokens associated to the given SEK/PEK key
group.

For type 4, this value corresponds to the
requested number of user tokens, valid for an
LTKM using user tokens associated to the ID
the BSM.

unsignedint

charging
Type

0..1

The type of charging (pfpaid or posipaid) the
user wishes to use. The BSM will verify that t
requested charging type is available for this
user. The following values are defined:

07 undefined

17 prepaid

21 postpaid

3-1271 reserved fofuture use

128-25571 reserved for proprietary use

If this attribute is not present, the default valu
is 0.

unsignedByt
e
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purchaseUnit | A o] 0.1 The numbenof tokenbased credit packages | unsignedSha
Num requested by the terminal, where the number| rt
tokensinonepacgkge i s i ndica

attribute above. If this field is absent, then th
request is for one package only (i.e. the defay

value is 1.)
The value of the 6am
i denti cal to the val

element specified ithe associated
OPurchaseDatad6 fragm
the actual number of tokens requested by the
ter mi nal i s Opuracnnoausn
Note that O6PurchaselU
limited in accordance to the Purchase Data
fragment associated withe Purchase Item of
concern in the SG. For example, in the case
play-based tokens, its maximum value
SHOULD equal that of the attribute
OmaxRepl ayd under
6Total Number TokenCr e
attribute 6extraToke
6Credit pedk dgesTwal ue
Purchaselte | E2 0] 0.1 Identifier of the purchase item to which the tyj
m of tokens in the token purchase request
corresponds, if the information comes from th
Service Guide and the request relates to a
Purchaseltem.
Thisis given by the globalPurchaseltemID as
defined in BCAST11-SG].

Contains the following attributes:
globallDRef
purchaseDatalDRef

Contains the following element:

CouponID

Coupon

For Smartcard profile this field MAY be prese
if the request is for useokens and MAY be
present if the request is for service tokens. T
field MAY be absent if the request is for DRM
profile tokens.

globallDRef | A M 1 Identifier of Purchaseltem. anyURl|
GlobalPurchaseltemID found in the
Purchaseltem fragment will be used.

purchaseDat | A @) 0..1 |l denti fies the assoc]|anyURI
alDRef fragment to which the requested credit packal
belongs.
CouponID E3 @) 0..N Zero or more Coupon anyURI

Coupon documents (see Secto?) to reduce
the cost othe Purchaseltem.

Coupon E3 @) 0..N Zero or more Coupon documents (see Sectio| Coupon
5.22 to reduce the cost of the Purchaseltem.
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SmartcardPr | E2 @) 0.1 Service & Content Protection Smartcétbfile
ofileSpecificP specific part. This part is MRDATORY to
art support for the Smartcard Profile, and is not
applicable to the DRM Profile.
Contains the following elements:
ProtectionKeylD
ProtectionKe | E3 M 0.1 The 5byte long concatenation of the Key base64Binar
yID Domain ID with the Key group part of the y
SEK/PK ID, where both values are as
specified in the Smartcard ProfiBCAST11
ServContProt].
The ProtectionKeyID corresponds to the
SEK/PEK ID for which service tokens are
requested.
The element is only present when service tok
are requested AND the Purdedtem element i
absent.
When user tokens are requested,
6ProtectionKeyl D6 SH
thereceived user tokens in a subsequent LTK
are deposited into the user purse.
BroadcastRo | E1 O 0.1 This element provideisformation to help
amingSpecifi processing the Service Request in case of
cPart roaming. For rules on how to use this elemen
see sectio®.7.3
If the BSM support Broadcast Roaming, it
SHALL support this element.
If the Termiral suppors Broadcast Roaming, it
SHALL support this element.

HomeBSM | E2 M 0.1 In case the Service Provisioning requestis | complexTyp
issued against the Visited BSM, this element | e asdefined
indicates the Home BSM of the terminal in thq for
context of this request. 60 BSMFi

Codebd
section
5.4.1.5.2 of
[BCAST1L
SG]

VisitedBSM | E2 M 0.1 In case the Service Provisioning requestis | complextyp
issued against the Home BSM, this element | e as defined
indicates the Visited BSM from which the use| for
wishes to purchase service. 60 BSMFi

Codebd
section
5.4.1.5.2 of
[BCAST11
SG]
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ParentalCont | E1 @] 0.1 This element contains information used for
rol enforcement of Parental Control for Service
Ordering.

Contains the following elements:
ParentalControlPinCode
MAC

Only one of the above two elements SHALL K
instantiated at the same time. Implementation
XML schema using <choice>.

ParentalCont | E2 o 0..1 The string representation of the PINCODE ug string
rolPinCode during the PINCODE verification phase in the
BSM when enforcing Parental Control for
Service Ordering. As an example, a parental
control PINCODE equal to 020579 is encode
as A0205790.

For information on how to use this element, s
section5.1.10

MAC E2 O 0.1 Message Authentication Code computes by t| string
Smartcard on the client side in case a parentg
protection is applied to the service provisionin
message. This MAC is used by the BSM to
verify that the token purchase request messa
has been controlleloly the parental control
service provisioning function on the client sidg
This MAC is present in the token purchase
request following a token purchase response
containing a Challenge for the same Request|

The MAC is coded in 32 bytes.

For informationon how to use this element, s¢
section5.1.10.1

Table 19: Structure of Token Purchase Request in General Service Provisioning Message

** These (ROAP Messages) are DRM profilgecific
5.1.5.5.2 Token Purchase Response

This message, sent from the BSM to the terminal, represents a successful outcome, either unconditional or conditional in
nature, in response to the Token Purchase Request. This message is applicable to both the DRhIFSoféetcard
Profile.
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TokenPurcha
seResponse

Token Purchase Response
Contains the following attributes:
requestiD
globalStatusCode

Contains the following elements:
TokensGranted
DrmPrdileSpecificPart
SmartcardProfileSpecificPart
BonusCoupon

Note: DrmProfileSpecificPart and
SmartcardProfileSpecificPart are mutually
exclusivei TokenPurchaseResponse SHALL
contain either the DrmProfileSpecificPart or
SmartcardProfileSpecificPart.

requestiD

0.1

Identifier for the corresponding Token Purcha
request message.

unsignedint

globalStatus
Code

The outcome of the request, according to the
return codes defined in sectidrill

unsignedyt
e

TokensGrant
ed

El

0.1

Granted tokens in response to the token
purchase request.
It contains the following attributes:

type

amount

chargingType
Note: The element TokensGranted simply
represents the information on the outcome of
token purchse request. The actual token
delivery is fulfilled by a LTKM.

type

Specifies the type of tokens granted in the tok
purchase transaction.

Allowed values are:
01 reserved
1- tokens for DRM Profile

21 service tokens for the Smartcard Profile,
added to the live_ppt_purse of the specified

SEK/PEK key group

31 service tokens for the Smartcard Profile

added to the playback ppt_purse purse of thq
specified SEK/PEK key group
47 user tokens for the Smartcard Profile addg
to the user purse associatedhe BSM 1D
5-127 reserved for future use

128-255 reserved for proprietary use

unsignedByt
e
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amount A M 1

Specifies the number of tokens granted in the
token purchase transaction.

For type 0, 1, 2, 3 and 4, the value correspon
to the number of tokenganted.

Notethat this value is not equal to the attribut
6amountd6 given in th
message. Inthe Token Purchase Response,
6amount 6 represents
sought by the terminal in the associated tokel
purchase req# i.e. it equals the product
(amount) x(PurchaseUnitNum) in that request

unsignedint

charging A O 0..1
Type

The type of charging to be associated with thg
token purchase transactiofihe following
values are defined:

07 unspecified

17 prepaid

271 pogpaid

3-1271 reserved for future use
12825571 reserved for proprietary use

If this attribute is not present, the default valu
is 0.

unsignedByt
e

DrmProfileS | E1 O 0.1
pecificPart

Service & Content Protection DRigrofile
specific part. This part is MANDARORY to
support for the DRM Profile, and is not
applicable to the Smartcard Profile.

Containgthefollowing elements:
roap Trigger

roap Trigger | E2 (@] 0.1

If the token purchase succeeded, the respong
SHALL include a ROAP Trigger** as an
additional paylod. The device is expected to
use the trigger to initiate one or more token
acquisitions.

If the token purchase failed because the devi
was unregistered, the response includes a R(
Registration Trigger** as an additional payloa
The device is expectdd use the trigger to
initiate a registration and repeat the token
purchase once it is successfully registered.

reference to
AroapT
ro el e
as defined in
OMA DRM
2.0 XML
namespace

SmartcardPr | E1 (@] 0.1
ofileSpecificP
art

Service & Content Protectid®BmartcardProfile
specific part. This part is MANDATORY to
support for the Smartcard Profile, and is not
applicable to the DRM Profile.
Contains the following element:

LTKM

Challenge

LTKM E2 @) 0..N

Smartcard profile BCAST LTKM (base64
encoded MIKEY message). This element is
present if the terminal and the BSM have agr¢
on AHTTPO as a LTKM
during the registration procedure (see section

5.1.6.10)

base64Binar
y
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Challenge | E2 O 0..1

This element corresponds to a challenge sen
the authentication of the user when the servig
ordering has been determined by the BSM to
protected. This challenge is sent to Smartcary
supporting the Parental Control for Service
Ordering protetion (see [BCAST14
ServContPrd). This element in thisase is
present in the first token purchase response (
the transaction described in (sectf.10.3.
The Challenge is coded in 32 bytes.

This element SHALL only be used for the
Smartcard Profile extension Bfrental Control
for Service Ordering as described in section
5.1.10.1

The challenge is any value of 32 bytes and is
BSM implementation dependant.

String

BonusCoupo | E1 O 0..N
n

Zero or more Coupon fragmenteg section
5.22 that represent unique (not given to othet
users) coupons for bonus services or content

tokens that result from this transaction.

Coupon

Table 20: Structure of Token Purchase Response in General Service Prowising Message

*These (ROAP messages) are OMA DRMv2.0 specific. They are defined in [DRMRBMmplementation in XML

schema will be done by referenceingth® oap Tri gger el ement

service protection mechams will map their own respective messages to the corresponding fields.

5.1.5.5.3

Token Purchase Completion

from t he OBdvA

Token Purchas€ompletion Message MAY be sent by a terminal after it rec@ioen PurchasBesponse Message.

TokenPurc | E Token Purchas€ompletion Message for
haseComple terminal to send.
Lo Contains the following attributes:
requestiD
requestiD | A @) 0.1 Identifier for the corresponding Token Purcha unsignedint
request message.

Table 21: Structure of Token Purchase Completion in General Service Provisioning Message

5.1.5.6

Account Inquiry Messages

Account Inquiry allows the user to request his/her account information such as active Purchaseltem list, associated
PurchaseData and Bilg Information. The Accountinquiry Element in the Account Inquiry Request messadeq.1)

indicates which information the user wants to receive and the response message can include billing informistiaf or a
possibly

purchase items,
attribute in the request message.

In the case of the (U)SIM Smartcard Profile, the terminal SHALL handle the PDP contekiyubésiprocedure as specified

in section5.1.6.12

5.1.5.6.1 Account Inquiry Request

AccountRe | E

compl emented by purc

Account Inquiry Request message

hase

DRM2.

dat a
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quest

Contains the following attributes:
requestD

Contains the following elements:
UserID
DevicelD
Accountinquiry

requestiD | A O 0..1

Identifier for this request message

unsignedint

UserlD El @] 0.N

The user identity known to the BSM.

For the DRM profile, element SHALL be
included if the deice supports IMEI or MEID.

For the Smartcard profile, this element SHAL
be omitted, and the user identity SHALL be

provided by the network with HTTP DIGEST
authentication procedure defined in section 6

Contains the following attributes:
type

string

type A M 1

Specifies the type of User ID. Allowed valueg
are:

07 username defined in [RFC 2865]
17 IMSI

27 URI

371 IMPI

47 MSISDN

51 MIN

6-127 reserved for future use
128255 reserved for proprietary use

unsignedByt
e

DevicelD | E1 (@] 0..N

A unique deice identification knan to the
BSM. For the DRM profile this element
SHALL be included if the device supports IMH
or MEID. A device supporting the DRM profilg
SHALL NOT allow the user to modify the
DevicelD.

Contains the following attribute:
type

string

type A M 1

Specifies the type ddevicelD. Allowed
values are

07 reserved for future usei IMEI [3GPP TS
23.003]

21 MEID [3GPP2 CS00720Q]
3-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

Accounting | E1 M 1..N
uiry

Specifies the account information which user
want to receive from the BSM. Possible valug
are:

071 undefined
17 Purchaseltem list

21 Purchaseltem list with a copy of the
applicable Purchaseltem fragments

31 Billing Information

unsignedByt
e
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47 Purchaseltem andurchaseData list

51 Purchaseltem and PurchaseData list with §
copy of the applicable fragments

6 ~ 1271 Reserved for future use
128 ~ 255 Reserved for proprietary use

If value is 0, BSM SHOULD deliver the
response message as either one of the mess
types defined above, or as defined by the BS
operator.

I f value is 06106, the
one oOor more instance
element. There MAY be no instance of this
element in the response in case there is no
applicable purchase ite The
0Billinglnformationo
and 6PurchaseDatabd6 e
instantiated.

I f value is 626, t he
f or v ahdMAY additiénally provide an
instance of the O6Pur
underutbkeas$s®l tembd el
6Billinglnformation

elements SHALL NOT be instantiated.

I f value is 063086, the
the o6Billinglnfor mat
response. There MAY be no instance of this
element in the response ¢ase there is no
applicable billing information. The
OPurchaseltemd el eme
instantiated.

I f value is 64086, the
for value 6106 and ad
6PurchaseDat ad el eme
attribute in the resgnse.There MAY be no
instance of the 'PurchaseData’ element in the
response in case there is no applicable purch
informaton.The O6Bil linpnglnf
OPurchaseltemFragmen
OPurchaseDataFragmen
NOT be instantiated.

| f vaddue tise 6BSM SHOU
for value 6406 and in
instance of the 6Pur
under the O6Purchasel
provide an instance of the

OPurchaseDataFragmen
6PurchasebDahead el eme

O0Billinglnformation

O 2017 Open Mobile Alliance All Rights Reserved.

Used with the permission of the Open Mobile Alliance under the termslas gtestelocument




OMA-TS-BCAST_Services-V1_2-20170131-A Page 74 (318)

Table 22: Structure of Account Inquiry Request in General Service Provisioning Message

| instantiated. | |

5.1.5.6.2 Account Inquiry Response

AccountRe | E Account Inquiry Response Message
sponse Contains the following attributes:
requestiD
globalStatusCode
Contains the following elements:
BillingInformation
Purchaseltem
requestiD | A 0] i Identifier for the corresponding Aount Inquiry | unsignedint
message
global A M The overall outcome of the request, accordin¢ unsignedByt
Status the return codes defined section 5.11. e
Code
BillingInfor | E1 0] ..N Describes the total billing information, possibl| string
mation in multiplelanguages. The language is
expressed using builh XML attribute xml:lang
with this element.
Purchaselt | E1 0] N Specifies a Purchaseltem to which the user
em subscribed or purchased.
Contains the following attributes:
globallDRef
Contains thdollowing elements:
Description
PurchaseltemFragment
PurchaseData
globallDRe | A M GlobalPurchaseltemID of Purchase Item whi¢ anyURI
f the End user subscribed or purchased.
Description | E2 0] N Describes the subscription information such g string
price, period, etc., possibly in multiple
languages. The language is expressed using
built-in XML attribute xml:lang with this
element.
Purchaselt | E2 (0] .1 Contains the Purchaseltem Fragment related| complexTyp
emFragme the Purchaseltem to which the Ergku e as defined
nt subscribed or purchased. for
6Pur ch
moé i n
5.1.2.6 of
[BCAST1L:
SG]
PurchaseD | E2 0] .1 Specifies the PurchaseData fragment applical
ata to the Purchaseltem to which the user
subscribed or purchased.
idRef A M Identifier of the PurchaseData fragment anyURI

O 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the termslas gtestelocument

[OMA-Template-Spec-20170101-1]




OMA-TS-BCAST_Services-V1_2-20170131-A

Page 75 (318)

PurchaseD
ataFragme
nt

E3

0.1

Contains a copy of the PurchaseData fragme
declared by the pare

complexTyp
e as defined
for
6Purch
tad in
5.1.2.7 of
[BCAST 10

SG]

Table 23: Structure of Account Inquiry Response in General Service Provisioning Message

5.1.5.7

Pause and Resume of Subscription Period

Pause and Resume of subscription period allows the end user to change his or her subscription pecicaiseftétnus
already purchased. The Request message specifiet. n7.1and the Response message specifigdlrd.7.2will be used
for user to request temporary pause of subscription status.réfteiving a successful response, terminal will proceed to

LTK retrieval to expire LTKs so that user cannot consume any services related to paused Purchaseltems. The Request

message specified 511.5.7.3and the Response nsage specified i6.1.5.7.4will be used by the user to resume
subscription status and terminal will retrieve the relevant LTKs after receiving a successful response.

5.15.71

Subscription Pause Request

Subscriptio
nPause

E

Request to pause the subscription period of U
account

Contains the following attributes:
requestiD

Contains the following elements:
UserlD
DevicelD
Purchaseltem

requestiD

0..1

Identifier forthis request message

unsignedint

UserlD

El

0.N

The user identity known to the BSM.

For DRM profile, in case of roaming this
element SHALL be included, otherwise it MA
be included. If it is missing, the network
SHALL be able to identify the user withher
means.

For Smartcard profile, this element SHALL be
omitted, and the user identity SHALL be
provided by the network with HTTP DIGEST
authentication procedure defined in section 6
Contains the following attributes:

type

string

type

Specifies the type of User ID. Allowed values
are:

07 username defined in [RFC 2865]
17 IMSI

21 URI

371 IMPI

47 MSISDN

57 MIN

6-127 reserved for future use

unsignedByt
e
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128-255 reserved for proprietary use

DevicelD | E1 @) 0..N A unique device identificatioknown to the string
BSM.
contains the following attribute:
type
type A M 1 Specifies the type dbevicelD. Allowed unsignedByt
values are e
07 reserved for future uski IMEI [3GPP TS
23.003]

21 MEID [3GPP2 CS00720Q]
3-127 reserved for future use
128-255 reerved for proprietary use

Purchaselt | E1 M 1..N Purchase Items the end user wants to pause
em or her subscription period.

If user wants to pause the subscription period

every purchased item

SHOULD have malcast val u

all serviceso.

Contains the following attributes:
globallDRef

Contains the following elements:
PausePeriod

globallDRe | A M 1 Identifier of Purcahseltem. anyURI
f GlobalPurchaseltemID found in the
Purchaseltem fragment will be used.

PausePeio | E2 M 0.1 Describes the period user wants to pause his
d subscription period from startDate to endDatg
Contains the following attributes:
startDate
endDate
startDate | A M 0.1 Indicates start date. If not present, startDate | dateTime
assumes the dayiirequest message sent ang
accepted
endDate | A M 0.1 Indicates end date. After this date, subscriptiq dateTime
period is resumed by the terminal using the
Subscription Resume Request. If not present
endDate assumes no specific day to resume.

Table 24: Structure of Subscription PauseRequest in General Service Provisioning Message

5.1.5.7.2 Subscription Pause Response
Subscriptio | E ResponseMessagdor SubscripionPause
nPausdres Request
ponse

Contains the following attributes:
requestiD
globalStatusCode

Contains the following elements:
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Purchaseltem

requestiD | A

0.1

Identifier for the corresponding
SubscriptionPause requesessage

unsignedint

global A
Status
Code

0.1

The overall outcome of the request,
according to the return codes defined in
section 5.11.

If this attribute is present and set to value
f00, the request wa
In this case the 0i
SHALL NOT be given per e requested
OPurchaseltembd.

If this attribute is present and set to some
other value than AO
error concerning the entire request. In this
case the 6itemwisesS
be given per each r

If this atribute is not present, there was an
error concerning on
elements associated with the request. Furt
the O6itemwi seStatus
per each requested

unsignedByt
e

Purchaselt | E1
em

1.N

The ID of the Rrchase Item to which the
message is related.

Contains the following attributes:
globallDRef
itemWiseStatusCode

Contains the following elements:
Trigger
LTKM

PossiblePeriod

globallDRe | A
f

Identifier of Purchaseltem.
GlobalPurchaseltemID found ingh
Purchaseltem fragment will be used.

anyURI

itemwiseSt | A
atusCode

0.1

Specifies a status code of each Purchaselt
using GlobalStatusCode defined in the
section 5.11.

unsignedByt
e

Trigger E2

0..N

Indicates information terminal can trigger fi
DRM Profile updateof Long term key. Note
that this is the placeholder to define any

information necessary for terminal to trigge

anyType

LTKM E2

0..N

LTKM to be used for disabling the keys for
the paused Purchaseltem.. To be used wit
SmartCard Profile.

base64Binar
y

PossiblePer| E2
iod

0.1

Describes the possible period user is able
pause his/her subscriptigeriodfrom
startDate to endDate
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Contains the following attributes:
startDate
endDate
startDate | A M 0..1 Indicates start date. If hpresent, startDate | dateTime
assumes the day this request message se
and accepted
endDate | A M 0.1 Indicates end date. After this date, dateTime
subscription period is resumed. If not
present, endDate assumes no specific day|
resume.

Table 25: Structure of Subscription PauseResponse in General Service Provisioning Message

5.1.5.7.3 Subscription Resume Request
Subscriptio | E Request to pause the subscription period of U
nResume aacount

Contains the following attributes:
requestiD

Contains the following elements:

UserlD
DevicelD
Purchaseltem
requestiD | A @) 0..1 Identifier for this request message unsignedint
UserID El @) 0.N The user identity known to the BSM. string

For DRM profile, in case of roaming this
element SHALL be included, otherwise it MA
be included. If it is missing, the network
SHALL be able to identify the user with other
means.

For Smartcard profile, this element SHALL beg
omitted, and the user identity SHAlde

provided by the network with HTTP DIGEST
authentication procedure defined in section 6

Contains the following attributes:
type

type A M 1 Specifies the type of User ID. Allowed valueg unsignedByt

are: e

07 username defined in [RFC 2865]
17 IMSI

27 URI

371 IMPI

47 MSISDN

51 MIN

6-127 reserved for future use
128-255 reserved for proprietary use

DevicelD | E1 O 0..N A unigue device identification kwen to the string
BSM.

contains the following attribute:
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type
type A M 1 Specifies thaype ofDevicelD. Allowed unsignedByt
values are e
07 reserved for future uski IMEI [3GPP TS
23.003]

21 MEID [3GPP2 CS00720Q]

3-127 reserved for future use

128-255 reserved for proprietary use

Purchaselt | E1 M 1..N Purchase Items the end usents to resume his
em or her subscription period.

If user wants to resume the subscription perig
on every purchased |
SHOULD have t-lcast val u
all serviceso.

Contains the following attributes:

globallDRef
globallDRe | A M 1 Identifier of Purclaseltem. anyURI
f GlobalPurchaseltemID found in the

Purchaseltem fragment will be used.

Table 26: Structure of Subscription ResumeRequest in General Service Provisioning Message

5.1.5.7.4 Subscription Resume Response
Subscriptio | E ResponseMessagdor SubscriptionResume
nResumdér Request
esponse
Contains the following attributes:
requestiD
globalStatusCode
Contains the following elements:
Purchaseltem
requestiD | A 0] 0.1 Identifier for the corresponding unsignedint
SubscriptionResume requeséessage
global A M 0.1 The overall outcome of the request, accordin¢ unsignedByt
Séagus the return codes defined section 5.11. e
ode

If this attribute is present and setaa | u e
the request was completed successfully. In th
case the o6itemwiseSt
given per each reque

If this attribute is present and set to some oth
value than A00, ther
concerning the emé request. In this case the
0i temwi seStatusCodebd
per each requested 6

If this attribute is not present, there was an er

O 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the termslas gtestelocument [OMA-Template-Spec-20170101-1]



OMA-TS-BCAST_Services-V1_2-20170131-A

Page 80 (318)

concerning one or mo
elements associated with the request. Furthe
t he O iStteammwissCcoded SHA
each requested O6Purc

Purchaselt
em

El

1.N

Describes the results of the request message
Subscription Resume. If resume is successfl
LTKValidityEndTime of Purchaseltem will be
present. If not,temWiseStatusCode will be

present to show user the reason why the reqy
is not accepted by BSM.

Contains the following attributes:
globallDRef
ltkValidityEndTime
itemwiseStatusCode

Contains the following sublement:
PurchaseDataReference
Trigger
LTKM

globallDRe
f

The ID of the Purchase Item to which the
validity end time is related. A purchase item ig
identified by the GlobalPurchaseltemID found
in the Purchaseltem fragment.

anyURI

LTKValidit
yEndTime

The last time andate of validity of the Long

Term Key Message, after which it has to be
renewed again. This attribute will be present
when BSM accept the request message. Thig
field is expressed as the first 32bits integer pg
of NTP time stamps.

unsignedint

itemwiseSt
atusCode

Specifies a status code of each Purchaselten
using GlobalStatusCode defined in the sectio
5.11.

unsignedByt
e

PurchaseD
ataReferen
ce

E2

Describes period user can consume this
Purchaseltem with the remaining money in
user 6s account .

Contains the following sublement:
Price
PossiblePeriod

Price

E3

The remaining money currently, possibly in
multiple currencies.

Contains the following attribute:
currency

decimal

currency

Specifies the currency codes definedS®I
4217 international currency codes. If not give
value of price is amount of Tokens.

string

PossiblePer
iod

E2

Describes theemainingperiod usecan
consume after resuming subscription period

Contains the following attributes:

startDate
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endDate
startDate | A M 0.1 Indicates start date. If not present, startDate | dateTime
assumes the day this request message sent g
accepted
endDate | A M 0.1 Indicates end date. After this date, subscriptiq dateTime

period isenced. If not present, endDate asms
no specific day t@nd the subscription period

Trigger E2 (0] 0..N Indicates information terminal can trigger for | anyType
DRM Profile update of Long term key. Note
that this is the placeholder to define any

information necessary for terminal to trigge

LTKM E2 (0] 0..N LTKM to be used for enabling the keys for thd base64Binar
paused Purchaseltem. To be used with y
SmartCard Profile

Table 27: Structure of Subscription ResumeResponse in General Service Provisioning Messag

5.1.5.8 Related Contents Request Messages

Related Contents Request messages allows service provider to recommend user with contents which is related to what user is
interested in. The Request message specifiédlih.8.1and the Reponse message specifiecbid.5.8.2will be used for
user to request provisional Service Guide fragments for related contents.

5.1.5.8.1 Related Contents Request

This message is sent to the BSM from the Terminal to request a RelatemhiSservice.

RelatedCon | E Related ContentRequest Message tibtain
tentsReques Service Guide information of Contents conter
t related to the content the user is interested in
Contains the followig attributes:
requestiD

Contains the following elements:
UserlD
DevicelD
BroadcastRoamingSpecificPart
GlobalContentID

requestiD | A @) 0..1 Identifier for theRelated Contents request unsignedint
message.
UserlD El O 0..N The user identitknown to the BSM. string
For the DRM profile, this element SHALL be
included.

For the Smartcard profile, this element SHAL
be omitted, and the user identity SHALL be

provided by the network with HTTP DIGEST
authentication procedure defined in section 6

Contans the following attributes:

type
type A M 1 Specifies the type of User ID. Allowed values unsignedByt
are: e
07 username defined in [RFC 2865]
17 IMSI
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21 URI

371 IMPI

41 MSISDN

57 MIN

6-127 reserved for future use
128-255 reserved for proprietary use

DevicelD | E1 @) 0..N A unigue device identification known to the | string
BSM. For the DRM profile this element
SHALL be included if the device supports IMH
or MEID. A device supporting the DRM profilg
SHALL NOT allow the user to modify the

DevicelD.
Contains the following attributes:
type
type A M 1 Specifies the type of Device ID. Allowed unsignedByt
values are e

07 reserved for future use

17 IMEI [3GPP TS 23.003]

21 MEID [3GPP2 CS00720]
3-127 reserved for future use
128255 reserved for propiary use

BroadcastR | E1 O 0.1 This element provides information to help
oamingSpec processing th&®elatedContenRequest in case
ificPart of roaming. For rules on how to use this

element, see sectidn7.3

If the BSM suppos Broadcast Roaming, it
SHALL support this element.

If the Terminal suppostBroadcast Roaming, it
SHALL support this element.

HomeBSM | E2 M 0.1 In case the Service Provisioning requestis | complexTyp
issued against the Visited BSM, tlelement e as defined
indicates the Home BSM of the terminal in thq for

context of this request. 60 BSMFIi
Codebd
section
5.4.1.5.2 of
[BCAST1L:
SG]

VisitedBSM | E2 M 0.1 In case the Service Provisioning requestis | complexTyp
issued against the Home BSMis element e as defined
indicates the Visited BSM from which the use| for

wishes to purchase service. 0 BSMFi
Codebd
section
5.4.1.5.2 of
[BCAST11
SG]

GlobalCont | E1 M 1 Globally unique identifier of theontentof anyURI
entlD interest. Terminaransmits this value to
receive information regarding related content

Table 28: Structure of Related Contents Request message in General Service Provisioning
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5.1.5.8.2 Related Contents Response

This message is sent to the Termifnai the BSM to provide the result of Related Contents Request.

RelatedCon | E Related ContentResponse Message
tentsRespon
se . . .
Contains the following attributes:
requestiD
globalStatusCode

exprationTime

Contains the following elements:
Purchaseltem

requestiD | A O 0.1 Identifier for the correspondingelated unsignedint
Contents requeshessage.
global A M 1 The outcome of the request, according to the| unsignedByt
Status return codes defined ination 5.11. e
Code
expirationT | A M 1 Its purpose is to indicate to the terminals that| unsignedint
ime this receivegurchaseltem fragmengsovided

in this response is scheduled to be at least ug
to-date from the current response time up to t
expiratvaleen Ti me d

If "expirationTime" is present, a terminal that
wants to track updates of this received
purchaseltemSHOULD not renew the request
before the expirationTime is reached, without
further instruction.

This field is expressed as the first 32bits integ
part of NTP time stamps.

Purchaselte | E1 M 0..N Describes the purchaselated information of a
m purchase itemmelated to the contemnéquested in
the RelatedContentsRequesessage. It is
possible to provide one or more prices of a
purchasetem by currency.
This element SHALL not be instantiated in ca
the 6global StatusCod
set to a value diffe
case, it SHALL be instantiated.

Note that it is permi#d to include instances of
bothé P u rechhaatsa Ref er enc e §
6PurchaseDataFragmen

response.

Contains the following element:
PurchaseltemFragment
PurchaseDataReference

PurchaseDataFragment
PurchaseChannelFragment
Purchaselte | E2 M 1 Describes the purcberelated information Complex
mFragment including reference to Service or Content Type as
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fragmentsThis element holda Purchaskem
fragment in the format specified iIBCAST11-
SG]

defined in
section
5.1.2.60f
[BCAST1L
SG]

PurchaseDa | E2 0] 0..N
taReference

Descibes the purchaseslated options availablg
for this user.

Contains the following attribute:
idRef

Contains the following elements:
Price

SubscriptionPeriod
SubscriptionType

TermsOfUse

idRef A M 1

Identifier of this Purchase Data, to be used by
the teminal when referencing to the purchase
datain a subsequent Service Requesissage.

anyURI

Price E3 M 1..N

Price information of purchase item that a use
wants to know. This element takes precedeng
over the 6MonetaryPr
referenced PehaseData fragment.

Contains the following attributes:
validTo
currency

decimal

validTo A (@] 0.1

The last moment when this price information
valid. If not given, the validity is assumed to
end in undefined time in the future. This field
expressd as the first 32bits integer part of NT|
time stamps.

The validity indicated by this attribute SHALL
be equal to or be within the range of the
fragment validity of the associated
OPurchasebDatad fragm

unsignedint

currency | A M 1

Specifies the curregaccodes defined in ISO
4217 international currency codes.

string

Subscriptio | E3 O 0.1
nPeriod

Specifies the subscription period for the optio
represented by this PurchaseData. If the
Purchase Item represents a bundle of service
the SubscriptionPeriodHALL be returned.
Otherwise it MAY be omitted. This element
takes precedence ove
element of the referenced PurchaseData
fragment.

duration

startTime A (@] 0.1

Attribute 6startTi me

the begi nSidngc roifp ttiheen
This field contains the 32bits integer part of a
NTP time stamp.

unsignedint

Subscriptio | E3 M 1
nType

The type of subscription offered as defined in

unsignedByt

O 2017 Open Mobile Alliance All Rights Reserved.

Used with the permission of the Open Mobile Alliance under the termslas gtestelocument




OMA-TS-BCAST_Services-V1_2-20170131-A

Page 85 (318)

section 5.1.2.7 ofCAST11:SG].

Allowed values are:

07 onetime subscription

171 openrended subscription

21 free trial subscription

37 (not applicable)

47 127 Reserved for future use
128255 Reserved for proprietary use

The Tokenbased modes defined in the
PurchaseData fragment SHALL NOT be
signalled here.

TermsOfUs
e

E3

0..N

Element that declares there are Terms of Usg
associated with the
and parent o¢6PReatdhase
Contents Responée r el at es t o.
Contains the textual presentation of Terms of
Use or a reference to Terms of Use
repree nt ati on through 6
information whether user consent is required
the Terms of Use.
Mul ti ple occurrences
allowed within this message, but for any two
such occurrences val
and ALangudNQEKe satelat thd
same time.
Contains the following attributes:

type

id

userConsentRequired
Contains the following sublements:

Country

Language

PreviewDatalDRef

TermsOfUseText

type

The way the terminal SHALL interpret the
Terms of Use:

07 Display before purchasing or subscribing.
I f 6Ter msOf Used el em
terminal SHALL render the Terms of Use prig
to initiating purchase or subscription request
related Purchaseltem associated with this
message.

17 Not used.

2-127 reserved for future use

128-255 reserved for proprietary use

unsignedByt
e

id

The URI uniquely identifying the Terms of Us

anyURI

userConsen
tRequired

Signals whether user consent for these Term
Use is needed.

true:

boolean

O 2017 Open Mobile Alliance All Rights Reserved.

Used with the permission of the Open Mobile Alliance under the termslas gtestelocument




OMA-TS-BCAST_Services-V1_2-20170131-A

Page 86 (318)

User consent irequired for these Terms of Us
and needs to be confirmed in the subscription
purchase request message related to the
Purchaseltem associated with this message.
false:

User consent is not required for the Terms of
Use.

Country E4 List of countries for which the Terms of Use ig string of
applicable if consuming the service in that three digits
country. Each value is a Mobile Country Code
according to [ITUMCC].

If this element is omitted, the Terms of Use a
applicable to any country.

Language | E4 Language in which the Terms of Use is given| string
Value is a three character string according to
ISO 6392 alpha standard for language codes

PreviewDat | E4 Reference to the PreviewData fragment whicl anyURI
alDRef carries the represetitan of legal text.
If this element is not present, the
6Ter msOf UseText 6 el e
(Implementation in XML schema using
<choice>).
TermsOfUs | E4 Terms of Use text to be rendered. string
eText If this element is not present, the
OPr evdteaM DRef &6 el emen
present (Implementation in XML schema usin
<choice>).
PurchaseDa | E2 Describes the purchaselated information Complex
taFragment including pricing information and terms of use Type as
This element holds PurchaseData fragmemts | defined in
the format specified iIHCAST11-SG] section
5.1.2.70f
[BCAST1L:
SG]
PuchaseCha| E2 Describes the purchaselated information Complex
nnelFragme includingpurchase URI from which the Tvpbe as
nt Terminal can purchase content righithis dyP ;

. efined in
element holds PurchaSkanneffragments in section
the format specified iIFBCAST11-SG] 51.2.70f

[BCAST11-
SG]

Table 29: Structure of Related Contentes Response message in General Service Provisioning

5.1.6  Smartcard Profile Service Provisioning Messages

This section specifies the Smartcard Service Provisioning Messages. These messages support the Service Provisioning
function of BCAST Terminals with Smartcard Profile capability. The messages in Sextlofid 5.1.6.2and5.1.6.4
through5.1.6.6below are identical to General Service Provisioning Messages. The messages in5Skétidare somewhat
unique as described in the corresponding section below. The messages in Sekortirough5.1.6.9are unique to the
Smartcard Profile (i.e. no countergmafor these exist in the General Service Provisioning Messages).

The XML schema for these messages is defingBG@AST12-XMLSchemaorderqueries].
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5.1.6.1 Pricing Information Inquiry Messages

5.1.6.1.1 Pricing Information Request

This message is the same as the genendtsegorovisioning message. See sectdh5.1.1
5.1.6.1.2 Pricing Information Response

This message is the same as the general service provisioning message. Se& kéclich
5.1.6.2 Service Request Messages

Service Request and Service Response messages are the same as those specifiedsii Seztion

Although there is no Service Completion message for the Smartcard profile, the BSM can determine if the terminal has
successfullyeceived the Service Response by requesting an LTKM verification mespagéied in section 6.6.1 of
[BCAST11LServContProt]jn at least one of the LTKMs subsequently transmitted to the terminal in the context of this
Service Request procedure. ThekM verification message(s) sent by BCAST terminal to BSM will confirm to BSM the
successful reception of this Service Response.

5.1.6.3 LKTM Renewal, Response and Completion Messages

LTKMs can be explicitly renewed with a Registration Procedure (Sebtinf.7, the LTKM Request Procedure (Section
5.1.6.8 or implicitly renewed via MSK delivery procedure as described in [3GPP TS 33.246].

Although there is no LTKM Renewal Completion message for the Smarioaiite, the BSM can determine if the terminal
has successfully received the LTKM(s) by requesting an LTKM verification message (specified in section 6.6.6.1 of
[BCAST11ServContProt]) in the LTKM(s) transmitted to the terminal in the context of this LR€kewal procedure. The
LTKM verification message(s) sent by BCAST terminal to BSM will confirm to BSM the successful reception of the
LTKM(S).

5.1.6.4 Unsubscription Messages

5.1.6.4.1 Unsubscribe Request and Response

These messages are the same as those specified onSetth.4

5.1.6.5 Token Messages

These messages are the same as those specified in Settioh

5.1.6.6 Account Inquiry Messages

These messages are the same as the General Service Provisioning Accountiesgages as specified in Sectoh.5.6
This message is the same as the general service provisioning message. Se& ké&clich

5.1.6.7 Registration Procedure

The Registration procedure is invokedthg terminal when the BCAST Client is started eactivated and upon+e
establishing connectivity to the interactivity network after having lost coverage or in response to a BSM Solicited Pull
Procedure where BMC Solicited Pull message is formattedading teSection 6.6.2 of BCAST11-ServContProt].

In order to ensure proper LTKM delivery mechanism negotiation prior to LTKM delivery, the terminal SHALL besides
perform a Registration procedure:

1 before a terminainitiated LTKM Request procedure, griminal has not yet registered to the PermissionsissuerURI
of the Access fragment describing service access.
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1 before a Service Provisioning procedure subject to LTKM delivery (Service Request, Token Purchase,
Unsubscription), if terminal has not yet registto the PermissionsissuerURI of the Access fragment (indirectly)
associated with the purchase item.

The Registration procedure is used by the terminal to notify the BSM that it is available to receive LTKMs or parerital contro
messages. The Registratiprocedure is not used in OMA BCAST to request any change in the subscription/ purchase status
of the terminal. This functionality is provided by the Service Provisioning messages, e.g. Service Request.

For the (U)SIM Smartcard Profile terminal, this prdaee is the MBMS User Service Registration procedure as defined by
[BGPP TS 33.246], in which one single MBMS User Service ID is indicated in the Registration Request: theoalae is
bcastallservices. The Registration Response returned by the BSM SHiadicate the total list of (Purchaseltem,

PurchaseData) for which the terminal is authorized to receive the related LTKMs (including LTKMs to invalidate

SEKSs/PEKS). More specifically, the response SHALL contain one Response element per MBMS UsellBdfeick

MBMS User Service ID identifies a (Purchaseltem, PurchaseData) pair, encoded as the concatenation of
GlobalPurchaseltemID and PurchaseDataReference values. Items that are unsubscribed but still valid due to the presence of
the fisubscribedUntd attribute in theflunsubscribe Responseessage SHALL be also included in the Registration
Response. In case there are no such items available to r
iservicel DO set t o -bchsth orseesrevrivceeds 0i daenrdt iAfRieesrp ofhosreaCode 0 s et
registered state, the BSM SHALL NOT send LTKMs, BSM solicited pull procedure initiation messages and Parental

Control messages to the terminal, but MAY send BSM solicited pull messatyiggéo reregistrations.

The above procedure is not applicable in the case of thEI(R'CSIM Smartcard Profile, i.e., when BCMCS is the
underlying BDS.

The terminal SHALL handle the PDP context used for this procedure as specified in section 5.1.6.12.
The terminal MAY include in the registration request one RegistrationRequestExtension in order to:

1 indicate the LTKM delivery mechanisms it supports starting from the time of this request. This mechanism is
defined in sectionS.1.6.7.1and5.1.6.10.1and5.1.6.12.1

9 indicate the minimal intended lifetime of terminal PDP context after the completion of Mi&&& and Service
Provisioning HTTP procedureshiB mechanism is defined in sectidn4.6.7.1and5.1.6.12

The BSM MAY include in the registration response one RegistrationResponseExtension in order to:

1 indicate the LTKM delivery mechanismspilans to use for further messages deliveries to the terminal. This
mechanism is defined in sectiohd.6.7.25.1.6.10.1and5.1.6.12.1

1 specify the miimal lifetime of terminal PDP context after the completion of MBlEsed and Service
Provisioning HTTP procedures. This mechanism is defined in se&idrg7.2and5.1.6.12

The BSM can also include in the registration response one or several RegistrationResponseServiceExtensions in order to:

1 deliver the LTKMs the terminal is authorized to receive and any parental control messages. This information MAY
be included. The underlyingenhanism is defined in sectiofd.6.7.25.1.6.10.3and5.1.6.11.2

1 indicate the subscription start and end times of the PurchaseiterhAseData pairs for which the terminal is
authorized to receive the related LTKMs. For tib@sed subscriptions, this information SHALL be. For-pay
view, this information MAY be included.

The following is an informative example illustrating the BCA&«tensions (printed in boldface) possibly present in a
Registration Response:

<?xml version="1.0" encoding="UTF - 8"?>
<mbmsSecurityRegisterResponse
xmins="urn:3GPP:metadata:2005:MBMS:securityRegistrationResponse"

xmlins:xsi="http://www.w3.0rg/2001 /XMLSchema- instance"
xmlins:bcast="urn:oma:xml:bcast:pr:orderqueries:1.0" >
<Response>

<servicelD>urn:3gpp:mbms:example:service:identification: 123456 789abcdef</servicel D>
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<ResponseCode>200 OK</ResponseCode>
<bcast:Registration ResponseServiceExtension>
<LTKM>...</LTKM>
<SubscriptionWindow startTime="3408134400" endTi me=0341038
</bcast:RegistrationResponseServiceExtension version="0">
</Response>
<Response>
<servicelD>urn:3gpp:mbms:ex ample:service:identification:fedcba987654321</servicelD>
<ResponseCode>200 OK</ResponseCode>
<bcast:RegistrationResponseServiceExtension>
<LTKM>...</LTKM>
<LTKM>...</LTKM>
<SubscriptionWindow startTime="3408134400 " endTime=034108128000/ >
</bcast:RegistrationResponseServiceExtension>
</Response>
<bcast:RegistrationResponseExtension version="0">
<LTKMDelivery>
<Trigger>1</Trigger> <! - indicates -68MSO
<Type>1</Type> <l-- indicates 6HBTTPO
<LTKMDelivery>
<PDPContextLifetime>0</PDPContextLifetime>
</bcast:RegistrationResponseExtension>
</mbmsSecurityRegisterResponse>

5.1.6.7.1 Registration Request Extension

The Registration RequeyRe piaytl @rad mes saang & mbenfsiSreedirdadcor di |
metadata: 2005: MBMS: securityRegistrationRequesto specifie

To allow the inclusion of BCASTEpecific information at <mbmsSecurityRegister> level of RegisttdRequest payload, a
RegistrationRequestExtensiel e ment i s defined in the name2palckRCHITI: oma
XMLSchemaorderqueries]. When included, this element SHALL be present exactly once, as a child of
<mbmsSecurityRegisterelement matching the <xs:any> wildcard defined there.

TheRegistrationRequestExtensielement is structured as follows:

Registration | E 0.1 Defines a container for the inclusion c€EBST-
RequestExte specific information at the
nsion <mbmsSecurityRegister> level of Registration

Request payload defined in section 11.4.1 of
[BGPP TS 26.346].

Contains the following attributes:
version

Contains the following elements:
LTKMDelivery

PDPContextLifetime
version A NM/ 1 Version of this extension element. unsignedByt
™ 0x00 identifiesBCAST 1.0 e
LTKMDelive | E1 NO/ 0.1 This element lists all the LTKM and parental
ry TO control message delivery mechanisms the

terminal will support from this registration
request till next registration request.

Detailed use of this element is further specified
section5.1.6.10.4nd5.1.6.11.1

Contains the following elements:
Trigger

Type
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Trigger E2 NM/TM 1..N

Specifies the trigger delivery mechanisms
supported by the terminal at the time of
registration request (triggers designating:
messages to initiate BSM solicited pull procedu
and BSM solicited pull messages to initiate
registration). Alowed values are:

07 UDP

17 SMS as per sectidh1.6.10.2

271 127 reserved for future use

1287 255 reserved for proprietary use

unsignedByt
e

NM/
™

Type E2 1..N

Specifies the LTKM and parental control messa
delivery mechaisms supported by the terminal
the time of registration request. Allowed values
are:

07 UDP

17 HTTP as per sectioh.1.6.10.3and5.1.6.11.2
2-127 reserved for future use

128255 reserved for proprietary use

unsignedByt
e

PDPContext | E1 NO/ 0..1
Lifetime TO

Approximate minimal lifetime in seconds during
which terminal intends to maintain its PDP
context alive, after the completion of each
MBMS-based procedure (registration,
deregstration, LTKM request) and Service
Provisioning procedure (Service Request, Toke
Purchase, Unsubscription), whether these
procedures are initiated by terminal or triggerec
by BSM.

Note: how the terminal can determine an
appropriate PDP context lifetimable for the
interaction network in use is out of the scope of
this specification

This number of seconds SHALL be counted
starting from the approximate time of
sending/reception of the last message of the
HTTP procedure (Registration Response, Serv|
Resmnse, etc).

The terminal SHOULD NOT set this number of
seconds to zero, as the BSM may not support
other means than UDP for the delivery of
LTKMs, triggers and Parental Control message
When the element is absent, the lifetime spans
the completion ohext Deregistration procedure
wih this BSM.

The use of this element is further specified in

section5.1.6.12

unsignedint

Table 30: Structure of RegistrationRequestExtension

5.1.6.7.2

The Registration
Aurn: 3GPP:

Response

Registration Response Extension

payl oad i s an

To allow the inclusion of BCA®-specific information at <mbmsSecurityRegisterResponse> le\régistration Response

payload, &RegistrationResponseExtensii e me n t

is defined in the

namexpace
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[BCAST12XMLSchemaorderqueries]When included, tis element SHALL be present once as a child of
<mbmsSecurityRegisterResponse> element matching the <xs:any> wildcard defined there.

This RegistrationResponseExtensielement is structured as follows:

Registration | E 0.1
ResponseExt
ension

Defines a container for the inclusion of BCAST
specific information at the
<mbmsSecurityRegisterResponse> level of
Registration Response payload defined in sect
11.7.1 of [3GPP TS 26.346].

Contains the following aftoutes:
version

Contains the following sublements:
LTKMDelivery
ParentalControlMessage
PDPContextLifetime

version A NM/ 1
™

Version of this extension element.
0x00 identified BCAST 1.0

unsignedByt
e

LTKMDelive | E1 NO/ 0.1
ry TO

This element listslethe LTKM and parental
control message delivery mechanisms the BSN
plans to use from this registration response
(included) till next terminal registration request
occurs.

Detailed use of this element is further specified
section5.1.6.10.1and5.1.6.12.1

Contains the following elements:
Trigger Type

Trigger E2 NM/TM 1..N

Specifies the delivery mechanisms which the
BSM intends to use tdeliver triggers to the
terminal till next registration request (triggers
designating: messages to initiate BSM solicited
pull procedure, and BSM solicited pull messagg
to initiate registration). Allowed values are:
07 UDP

17 SMS as per sectidh1.6.10.2

271 127 reserved for future use

1281 255 reserved for proprietary use

unsignedByt
e

Type E2 NM/ 1..N
™

Specifies the delivery mechanisms which the
BSM intends to use to deliver LTKMs and
parental control mssages to the terminal, till ne
registration request. Allowed values are:

07 UDP

17 HTTP as per sectioh.1.6.10.3and5.1.6.12.2
2-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

ParentalCont | E1
rolMessage

NO/TO 0.1

Smartcard profile BCAST Parental control
message (base@hcoded MIKEY message) as
defined in section 6.6.5 o0BCAST11
ServContProt].

This element is used to deliveanental control

base64Binar
y
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messages via HTTP, in case the terminal and
BSM have agreed on fiH
mechanism for LTKM during this registration
procedure (see secti®nl.6.10

This element SHALL be supped in case HTTP
delivery of LTKMs and Parental control messag
is supported.

PDPContext | E1 NO/ 0.1 Approximate minimal lifetime in seconds during unsignedint
Lifetime TO which terminal SHALL maintain its PDP contex
alive, after the completion of eachBWS-based
procedure (registration, deregistration, LTKM
request) and Service Provisioning procedure
(Service Request, Token Purchase,
Unsubscription), whether these procedures are
initiated by terminal or triggered by BSM.
This number of seconds SHALL beunted
starting from the approximate time of
sending/reception of the last message of the
HTTP procedure (Registration Response, Sery|
Response, etc).
The BSM MAY set this number of seconds to
zero, when UDP bearer is not a negotiated
mechanism for thealivery of LTKMs, triggers
and Parental Control messages
When the terminal indicates in Registration
Request a PDP context lifetime in seconds gre
than zero, the BSM SHOULD replicate this
number of seconds in the returned
<PDPContextLifetime> element.
When the element is not included by the BSM,
the lifetime spans till completion of Be
registration with this BSM.
The use of this element is further specified in
section5.1.6.12

Table 31: Structure of RegistrationResponseExtension

5.1.6.7.3 Registration Response Service Extension

The Registration Response payload is an fAmbmsSecurityReg
Aurn: 3GPP: metadata: 2005 : MB M&ifiedinsaction 11.Y. Re [GPP TS 26.846jo n Re s pon

To allow the inclusion of BCASBpecific information at <Response> level of Registration Response payload (i.e. at the
level corresponding to one registered Purchaseltem/PurchaseData Raig)s@ationRegmseServiceExtensi@bement is
defined in the name sg@demgueriesi®d{BCASHIAAMLSamdmadiderguertes]Tinis element

MAY be included in each/any <Response> element in the Registration Response. When included in a <Respontét eleme
SHALL be present once as a child of <Response> element matching the <xs:any> wildcard defined there.

This RegistrationResponseServiceExtengtmment is defined below:

Registration | E 0..1 Defines a container for the inclusion of BCAST
ResponseSer specific information at the <Response> level of
viceExtension Registration Response payload defined in sect

11.7.1 of [3GPP TS 26.346].
Contains the following attributes:
version
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Contains the followig elements:

LTKM
version A NM/ 1 Version of this extension element. unsignedByt
™ 0x00 identifiesBCAST 1.0 e
LTKM E1l NO/ 0..N Smartcard profile BCAST LTKM (base64 base64Binar
TO encoded MIKEY message) associated with the| y

successfully registered
Purchaseltem/PurelseData pair identified by
<servicelD> element sibling of
<RegistrationResponseServiceExtension>
element.

This element SHALL NOT be included if
<ResponseCode> element sibling of
<RegistrationResponseServiceExtension> doe
not indicate status ¢

More details on this element are further specifig
in section5.1.6.10.3

Subscription | E1 NO/TM 0.1 The time interval during which the subscription

Window valid, where the subscription is associated with
thesuccessfully registered
Purchaseltem/PurchaseData pair identified by
<servicelD> sibling element of the
<RegistrationResponseServiceExtension>
element.

For timebased subscriptions, the network
SHALL include this element. For pgerview,
the netwok MAY include this element.The
terminal MAY use this information to determine
the validity period of a subscription.

Contains the following attributes:

startTime
endTime
startTime A NM/TM 1 NTP timestamp expressing the start of unsignedit
subscription.
endTime A NO/TM 0.1 NTP timestamp expressing the end of unsignedint

subscription. This attribute SHALL NOT be
present for opeended subscriptions.

Table 32: Structure of RegistrationResponseServiceExtension

5.1.6.8 LTKM Request Procedure

Upon the completion of the subscription/purchase transaction (as defined by the Service Request message5.ih.S8ction
or once the lifetime of the current SEK/PEK in the Smartcard has expired, the required n€¥EREKH be obtained via
the LTKM Request procedure. This can occur:
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1 When the BCAST Terminal has missed a SEK/PEK key update procedure, due to, for example, being out of
coverage;

1 Inresponse to a BABC solicited pull procedure.

For the Smartcard Profilghis procedure is the MBMS MSK request procedure as defined by [3GPP TS 33.246], in which
the key identification information comprises a list of one or more Key Domain3BK/PEK ID pairs, subject to the

following clarification. For the (U)SIM SmartcaRfofile terminal, the SRK used in the HTTP digest authentication of the
subscriber corresponds to thiEBMS Request Key (MRK)for the (R)UIM/CSIM Smartcard Profile terminal, the SRK is

the BCMCS Authentication Key (AutKey).

The terminal SHALL handle thPDP context used by this procedure as specified in séclidi12

The BSM MAY include in the LTKM response one or several LTKM ResponseMSKExtensions in order to:

1 include the LTKM(s) carrying the SEK(s)/PEK(s) requestethnLTKM request. This mechanism is defined in
sections.1.6.8.1and5.1.6.10.3

5.1.6.8.1 LTKM Response MSK Extension
The LTKM Response payload is an fAmbms MSKResponseo messag
Aurn: 3GPP: metadata: 2005: MBMS: mskResponseo specified in s

To allow the inclusion of BCASBpecific information at <Response> level of LTKM Response payload (i.e. at the level
corresponding to one request®BK/PEK), anLTKMResponseMSKExtensiefement is defined in the namespace

furn: oma: x ml

b ¢ a28[BCABTL2- XML Streemagpnderqueries| hislelement MAY be included in

each/any <Response> element in the response. When included in a <Response> elemerit, liteSiiddent once as a child
of <Response> element matching the <xs:any> wildcard defined there.

ThisLTKMResponseMSKExtensielement is structured as follows:

LTKMRespo | E 0..1
nseMSKExte
nsion

Definesa container for the inclusion of BCAST
specific information at the
<mbmsMSKResponse> level of LTKM Respon
payload defined in section 11.8.1 of [3GPP TS
26.346].

Contains the following attributes:
version

Contains the following sublements:
LTKM

version A NM/ 1
™

Version of this extension element.
0x00 identifiedBCAST 1.0

unsignedByt
e

LTKM El NO/ 0..N
TO

Smartcard profile BCAST LTKM (base64
encoded MIKEY message) carrying the
SEK/PEK identified by the <MSK> element
sibling of <LTKMResponseMSKExtesion>
element.

This element SHALL NOT be included if
<ResponseCode> element sibling of
<LTKMResponseMSKExtension> does not
indicate status code

More details on this element are further specifig
in section5.1.6.10.3

base64Binar
y

Table 33: Structure of LTKMResponseMSKExtension
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5.1.6.9 Deregistration Procedure

The Deregistration procedure is invoked by the terminal upon termination or suspension of the BCAST Client, or whenever
the terminal wishes todicate that it is not anymore available to receive LTKMs.

It may happen that the terminal is unable to perform a Deregistration procedure upon termination of the BCAST Client, due
to uncontrolled power down or loss of coverage of interaction channel thetiwdhis case, the terminal SHOULD perform

a Deregistration mcedure on the first occasidre. upon next avkbility of interaction channel network while BCAST

Client is besides not running (since otherwise the terminal would perform a Regigtratedure).

For the Smartcard Profile, this procedure is the MBMS User Service Deregistration procedure as defined by [3GPP TS
33.246], in which one single MBMS User Service-bddd i s ind
allservices . This procedure i s nUIMCSl@ Brhartcard Brofike, i.e., wheh BGMCSiathee o f
underlying BDS.The terminal SHALL send the Deregistration request to the PermissionsissuerURI used by the terminal to
send latest Registratiorquest with this BSM, with "requesttype"” parameter set to "deregister” instead of "register". This
implies in particular that BSM SHOULD accept D&kegistration requests against a particular PermissionsissuerURI as long

as there are terminals consideredagistered state against that URI. It is thus possible that the terminal might not receive

any response to a ERegistration request after the BSM has invalidated the PermissionsissuerURI.

The BSM SHALL interpret the Deregistration Request as a deratistrto the total list of (Purchase Iltems, PurchaseData)
pairs for which the terminal is authorized to receive the related LTKMs.

The BSM SHALL include in the Deregistration Response:

T Either one fAResponseo0 el ement, iisn HAsdastacohs etrhvei cMBMS Usner
where the terminal is not subscribed to any purchase items

Or one AResponseo element, in whibrdstat heeMBME8eWBEser Ser

T Or one or morefiResponseo el e mnelbsHALLbaidatifled bythe each MBMS
concatenation oBlobalPurchaseltemID and PurchaseDataReference values. These response elements SHALL
contain the total list of MBMS User Service IDs for which the terminal is authorized to receive the related LTKMs.

The teminal SHALL handle the PDP context used by this procedure as specified in section 5.1.6.12.

In the latter case, the BSM MAY include in the deregistration response one or several
DeregistrationResponseServiceExtensions, in order to:

91 deliver LTKMs correspoding to the servicethat the terminahas deregistered to. This mechanism is defined in
sectionss.1.6.9.1and5.1.6.10.3 The LTKMs contained in the deregistration response MAY be used to inealida
SEKS/PEKS, e.g. by carrying invalid Key Validity Data.

5.1.6.9.1 Deregistration Response Service Extension

The Deregistration Response payload follows the format of Registration Response payload: it is an
AmbmsSecurityRegister RespoonsXxML nsecshseangae fiduerfni:n3e@P Pa:ccor di ng
metadata: 2005: MBMS: securityRegistrati onResponseo0 speci fi

To allow the inclusion of BCASEpecific information at the <Response> level of Deregistration Response payload (i.e. at
the level caresponding to one deregistered servicd)eeegistrationResponseServiceExtengtament is defined in the
namespace fAur n: oma: XL2N[BCASTEXNMLSghemaorded|eereq)This elémerd MAY be included

in each/any <Response> elementhe tesponse. Whencluded in a <Response> element, it SHALL be present once as a
child of <Response> element matching the <xs:any> wildcard defined there.

This DeregistrationResponseServiceExtengtement is structured as follows:

Deregistratio | E 0..1 Defines a container for the inclusion of BCAST
nResponseSe specific information at the <Response> level o
rviceExtensio Deregistration Response payload defined in

n section 11.7.1 of [3GPP TS 26.346].

Conains the following attributes:
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version

Contains the following sublements:

LTKM
version A NM/ 1 Version of this extension element. unsignedByt
™ 0x00 identifiesBCAST 1.0 e
LTKM El NO/ 0..N Smartcard profile BCAST LTKM (base64 base64Binar
TO encoded MIKEY mesg®) associated to the y

service successfully deregistered to identified k
<servicelD> element sibling of
<DeregistrationResponseServiceExtension>
element.

This element SHALL NOT be included if
<ResponseCode> element sibling of
<DeregistrationResponseSenkoeension> does
not indicate status ¢

More details on this element are further specifit
in section5.1.6.10.3

Table 34: Structure of DeregistrationResponseServiceExtension
5.1.6.10 LTKM delivery mechanisms

The BSM can send LTKMs over UDP to the terminal following BCASECcific service provisioning messages (Service
Response, Subscription Lofigerm Key Renewal Response, Token Purchase Response, Unsubscribe Response)-or MBMS
based prowioning messages (Registration response, Deregistration response, LTKM response). The BSM can also push to
the terminal unsolicited LTKMs over UDP, to update SEKs/PEKSs. Finally, the BSM can push messages over UDP (called
triggers in this section) to trigg¢he terminal to initiate a LTKM request procedure or a registration procedure.

The terminal as well as the BSM MUST support LTKM delivery over UDP.
There are however situations where the terminal is temporarily or permanently not reachable by UDP:

1 tempoarily if for instance the terminal is configured to release its PDP context shortly after aniidsee
procedure with the BSM, including the registration procedure.

Note: this configuration must be avoided if the number of maintained PDP contextsnsisgefor the network.

1 permanently if for instance the terminal is attached to a private IP network behind a NAT , or if the terminal sends
the registration request via an HTTP Proxy which modi

To cope with these situations, othéf KM delivery mechanisms than UDP MAY be used, such as the inclusion of LTKMs
in the HTTP response to a service provisioning request, as well as trigger delivery over SMS bearer.

Note: this version of the specification defines no tools enabling termirz6M to detect network configurations
probl ematic for the reliability of trigger/ LTKM delivery
IP address, shoterm PDP contexts, etc). For these problematic network configurations theifigllissadvised:

1 If UDP delivery issues are of permanent nature (e.g. NAT equipments), SMS bearer can be used for trigger delivery,
and HTTP bearer for LTKM and Parental Control Message delivery.

If UDP delivery issues are only about short lifetime of PDRtexts, UDP bearer can still be used for trigger, LTKM and
Parental Control Message delivery, provided that terminal and BSM are able to negotiate PDP context lifetime during
Registration procedure.
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5.1.6.10.1 Signaling of supported delivery mechanisms for triggers and LTKMs

The terminal SHALL indicate in the registration request the complete list of LTKM delivery mechanisms it will support
starting from the time of this registration request till next registration request. This indication applies to all theth&@ KMs
BSM will deliver to the terminal during this period, whether these LTKMs actually carry a SEK/PEK or not (i.e. with
KEMAC Encr Data Len = 0).

The terminal SHALL indicate in the registration request the complete list of trigger delivery mechanismsuip poiit
starting from the time of this registration request till next registration request. Triggers in scope are messagestinitiating
BSM solicited pull procedure, and BSM solicited pull messages initiating a registration procedure.

The terminal SHALL inlicate these supported delivery mechanisms by including in the registration request one
<RegistrationRequestExtension> element containing one <LTKMDelivery> element, itself containing zero or more
<Trigger> subelements to denote trigger delivery mechaisamd one or more <Type> salements to denote LTKM
delivery mechanisms.

The terminal MAY however omit in the request the indication of supported delivery mechanisms, if it supports no more and
no less than UDP and SMS bearers for trigger delivery, @ hearer for LTKM delivery.

The BSM SHALL handle this terminal indication as follows:

1 For each successfully authenticated registration request it receives, the BSM SHALL determine which trigger
and LTKM delivery mechanisms the terminal will support frdnis registration request till next registration
request:

o0 If <RegistrationRequestExtension> element is present and includes an <LTKMDelivergtesdnt,
the BSM SHALL read terminadupported trigger and LTKM delivery mechanisms from respectively
<Trigger>and <Type> suelements.

0 Otherwise the BSM SHALL conclude that the terminal supports UDP and SMS bearers for trigger
delivery, and UDP bearer for LTKM delivery.

91 If the BSM supports one or more of the termisapported LTKM delivery mechanisms, the BSM/AH.
include in the registration response a <RegistrationResponseExtension> element, and this element SHALL
include an <LTKMDelivery> sutelement listing all the terminaglupported mechanisms which the BSM plans
to use for further trigger and LTKM delivesdo this terminal, starting from this registration response.

0 The BSM MAY choose to not return an <LTKMDelivery> selement to implicitly signal to the
terminal it only plans to use UDP bearer for trigger and LTKM delivery.

o For this terminal, the BSM SHALNOT later on use trigger and LTKM delivery mechanisms other
than those implicitly or explicitly signaled to the terminal in the registration response.

o If the BSM supports none of the termirglpported LTKM delivery mechanisms (regardless of
supportedirgger del i very mechanisms), the BSM SHALL
Forbiddend in the HTTP status line of the respo

0 The BSM SHALL NOT attempt to deliver triggers or LTKMs to this terminal, from this registration
response included, till nex¢gistration request.

<RegistrationRequestExtension> element and related <LTKMDeliveryelentent are defined in sectiérl.6.7.1
<RegistrationResponseExtension> element and related <LTKMDeliveryelsoient are defined isectiorb.1.6.7.2

5.1.6.10.2 LTKM delivery over SMS

In this version of specification, LTKM delivery over SMS designates the delivery of an LTKM initiating a BSM solicited
pull procedure (specified in section 6.6.1 BOJAST11-ServContiPot]) or BSM initiated registration procedure (specified in
section 6.6.2 ofBCAST11ServContProt].

5.1.6.10.3 LTKM delivery over HTTP

The terminal MAY support LTKM delivery over HTTP as defined in this section.
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In this version of specification, LTKM delivery ovefTHIP designates the delivery of LTKMs:

A in the Registration Response payload, by the inclusion of RegistrationResponseServiceExtension(s) and related
<LTKM> sub-element(s), as defined in secti61.6.7.3

A in the LTKM Responseayload, by the inclusion of LTKMResponseMSKExtension(s) and related <LTKM=> sub
element(s), as defined in secti5ri.6.8.1

A in the Deregistration Response payload, by the inclusion of DeregistrationResponseServiceExtendicei&ipd
<LTKM> sub-element(s), as defined in secti®ri.6.9.1

A in the Service Response payload, by the inclusion of <LTKM> elements in the Smartcard Profile specific part of the
message, as defined in sect®t.5.2.2

A in the Unsubscribe Response payload, by the inclusion of <LTKM> elements in the Smartcard Profile specific part
of the message, as defined in secbah5.4.2

A in the Token Purchase Response paylbgdhe inclusion of <LTKM> elements in the Smartcard Profile specific
part of the message, as defined in sedidn5.5.2

The following applies for the delivery of LTKMs in any of these HTTP responses:

A The BSM SHALL NOT inclué LTKMs in unsuccessful HTTP responses.

1 The BSM SHALL NOT include LTKMs initiating a BSM solicited pull procedoreBSM solicited pull
messages initiating a registration procedure

1 Incase multiple LTKMs are carried in the same HTpEyload the BSM SHALLinsert them in order of
increasing TS.

5.1.6.10.4 LTKM general processing

Unless otherwise stated, the terminal SHALL process all the LTKMs delivered by the BSM using any of the delivery
mechanisms signaled by the BSM in the registration response, or using UDB$hemitted this signaling in the

registration response. The terminal MAY ignore LTKMs delivered by the BSM using other delivery mechanisms. Note that
as the terminal signals the LTKM delivery mechanisms that it supports in the registration requeSkt8eiBULD NOT

deliver LTKMs using a mechanism that is not supported by the terminal.

In case multiple LTKMs are carried in the sapag/load the terminal SHALL process them one by one in order of inclusion
in the payload.

For each processed LTKM respectivevith V flag in HDR set or leading to the return of LTKM reporting message(s), the
terminal SHALL sendrespectivelyone verification message or LTKM reporting message(s) over UDP to the BSM IP
address resolved from NAF FQDN encoded in IDi payload, réggsaf the method used by the BSM to deliver the LTKM.

Determination of the destination port to use is defined as follow:

- In case the LTKM is delivered over UDP, the terminal SHALL send the message to the same destination port as the
destination port thawas used by the BSM to deliver the LTKM.

- Incase the LTKM is delivered via HTTP in the context of BCAST delivery mechanisms as specified in section
5.1.6.10.8e terminal SHALL send the message to destination port 4359

In cag multiple LTKMs arecarriedin the same payload, the verification messages SHALL be sent one by one in order of
LTKM processing.

5.1.6.11 Pause and Resume of Subscription Period

5.1.6.11.1 Subscription Pause Request

These messages are the same as those specified in Setton.1
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5.1.6.11.2 Subscription Pause Response

These messages are the same as those specified in Setiton.2

5.1.6.11.3 Subscription Resume Request

These messages are the same as those specified in Setion.3

5.1.6.11.4 Subscription Resume Response

These messages are the same as those specified in Settton.4

5.1.6.12 Parental control messages delivery mechanisms

Potential problems for the delivery over UDPpairental control as described in Sectoh.6.10are also possible; therefore,
the mechanisms for the delivery of the parental control messages are identical to those defined for the delivery of LTKMs in
Section5.1.6.10

The terminal as well as the BSM MUST support parental control message delivery over UDP. To cope with situations where
the terminal is not reachable, other delivery mechanisms than UDP MAY be used, such as the inclusion afgrdrehtal
message in the HTTP response.

5.1.6.12.1 Signaling of supported Parental Control Message delivery mechanisms
Signaling of supported parental control messages delivery mechanisms SHALL be done as defined for the LTKM delivery

mechanisms in sectidn1.6.10.1 The signaled mechanisms for LTKM delivery according to that section SHALL also be
used for the delivery of Parental control messages.

5.1.6.12.2 Parental Control Message delivery over HTTP

The terminal MAY support delivery over HTTP asfithed in this section.
In this version of specification, delivery over HTTP designates the delivery of parental control messages:
A in the Registration Response payload, by the inclusion of base®tled Parental control messages into the
RegistrationRegmseExtension as defined in sectoh.6.7.2

The following applies for the delivery of parental control messages in any of these HTTP responses:

A The BSM SHALL NOT include parental control messages in unsuccessful HTTP respons
5.1.6.12.3 Parental Control Message general processing

The terminal SHALL process the parental control message delivered by the BSM following processing methods defined for
LTKMs in section5.1.6.10.4

5.1.6.13 PDP context handling

The terminaheeds to create or reuse a Packet Data Protocol (PDP) context [3GPP TS 23.060] to perform unicast IP
communications with the BSM.

For the (U)SIM Smarcard profile, the BSM can besides make use of this PDP context to deliver messages over UDP to the
termind, such as: LTKMs, BSM solicited pull procedure initiation messages, BSM solicited pull messages and Parental
Control messages. The BSM can send these messages to the terminal over UDP subsequently to an HTTP procedure, or at
the initiative of the BSM (osolicited push). This implies that the BSM must know terminal IP address, as well as validity of
this IP address in the time, which can be achieved using the following rules:

1 Rules on PDP context below apply to the HTTP Digest authenticated procedfwesieébetween terminal and
BSM (Registration, Deregistration, LTKM Request, Service Request, Token Purchase, Unsubscription, Pricing
Information and Account Inquiry).
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1 When performing one of these procedures with the BSM, the terminal SHALL reuse amgedtive PDP
context which it has previously used to communicate with this BSM. This rule is to ensure that the BSM sees at
most one valid IP address for a given registered terminall(B.

1 The BSM SHALL infer terminal IP address from the latest ofélm®cedures successfully performed by the
terminal with this BSM.

Note: although Pricing Information and Account Inquiry procedures are not subject to subsequent LTKM
delivery, this rule applies also to these procedures, as updating terminal IP ad@msganpossible reduces

the likelihood for the BSM to send messages over UDP to an IP address reallocated to another terminal (case of
terminal not being able to deregister before the release of its PDP context).

1 The minimal lifetime of PDP context used these procedures SHALL be negotiated at the time of each terminal
registration and reegistration with the BSM (either explicitly via the inclusion of <PDPContextLifetime> element,
or implicitly via the omission of this element, in Registration Requedtoa Registration Response) and SHALL
apply from this (R@registration procedure (included) till the Deregistration procedure with this BSM (included).

I For Registration, LTKM Request, Service Request, Token Purchase and Unsubscription procedures:

o0 If <PDPContextLifetime> element was absent in Registration Response, the terminal SHALL NOT release the
PDP context used by this procedure until completion of next Deregistration prooeduntd a PDP context
deactivation procedure has been initiated by theork as defined in [3GPP TS 23.060].

o0 If <PDPContextLifetime> element was present in Registration Response and set to zero, the terminal MAY
release the PDP context used by this procedure immediately after completion of the HTTP message flow and
the delivey of any requested Parental Control verification, LTKM verification and LTKM reporting messages.

o0 If <PDPContextLifetime> element was present in Registration Response and set to a number of seconds greater
than zero, the terminal SHALL NOT release the RDRtext used by this procedure until this number of
seconds has elapsed (starting from completion of the HTTP message flow) or until completion of next
Deregistration procedurer until a PDP context deactivation procedure has been initiated by the keasvor
defined in [3GPP TS 23.060].

1 For the Deregistration procedure:

0 The terminal MAY release the PDP context used by this procedure immediately after completion of the HTTP
message flow and the delivery of any requested LTKM verification and LTKM repontisgages.

9  For Pricing Information or Account Inquiry procedure:

o If the PDP context used by this procedure was constrained to a specific lifetime by a previous HTTP procedure,
the terminal SHALL NOT release the PDP context used by this procedure urtfetivise has expired oa
PDP context deactivation procedure has been initiated by the network as defined in [3GPP TS 23.060].

0 Otherwise the terminal MAY release the PDP context used by this procedure immediately after completion of
the HTTP message flow.

5.1.7 Message Compression

The Service Provisioning messages MAY be compressed during the transport of the messages. In that case, the compression
applies to entire Service Provisioning message which is the payload of HTTP message. If the compressiontiseused, in
HTTP message delivering the SeEncodi Pgovasi ohbngem8sAhhbe
HTTP header and set to MIME value representing the compression scheme.

The BSPM in the BSM SHALL support the GZIP algorithm for the deliy of Service Provisioning messages. The &SP

in the Terminal SHALL support the GZIP algorithm for the delivery of Service Provisioning messages. In case GZIP
compression is used for the del i veiEyncofdatthagedSHALL de sBttoov i si o
Agzipo.
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5.1.8 Provisioning Trigger Message (DRM Profile only)

The message below is defined to trigger the terminal to send a provisioning message to the BSM. A Terminal and a BSM
supporting the DRM profile and the Wilased Service Prasioning feature SHALL support the Provisioning Trigger

Message.

The BSM SHALL use SMS to send this message to the Terminal. The SMS SHALL satisfy the following conditions:

1 The SMS carries a WAP connectionless push (WDP/WSP encoding) as defined in [OMA Pus

1 The WSP content type header contains the Content Type code registered by OMNA for
6application/ vnd. oma. bc as tl6)ie.the binsry alne OrR0O§1Br i gger 6

(see

1 The WSP XWap-Application-ld header contasithe binary code registered by OMNA for the PUSH Application
ID identifying the BCAST Push client, as specified in section B&AST11-Distribution].

The message SHALL be structured

as foll ows .ageNodtagsudchh at t
determines its structure (i.e. number, semantics and size of the parameters contained).

Data Field Name

Data Type

Provisioning_Trigger_Message {

type

uimsbf8

if(type==0) {

LTKMRenewalRequestTrigger.idCode

uimsbf8

LTKMRenewalRegestTrigger.url

bytestring

Table 35: DRM Profile Trigger Message Structure

uimsbfN Unsigned Nbit Integer, most significant bit first

bytestring Array of bytes

Table 36: Mnemonics used inTable 35

6typebod

type Signals the type of the message.
07 BCAST 1.0 LTKMRenewalRequest Trigger Message
1-2557 reserved for future use

Terminals MAY discard messages with an unknown value in th
field.

LTKMRenewalRequestTrigger.idCod¢ Code signal ling the string
OiAonrbaastal | serviceso

17 A onrbaasth e wser vi ceso

2-25571 reserved for future use

t o

LTKMRenewalRequestTrigger.url Signals the URL to which to send the LTKMRenewalRequest
message as a thikrminated string

Table 37: Semantics forTable 35

I f the terminal receives a message with the oty
BSM addressed by the URL signallech t h e pTKMRenmesvalRequestTrigger.d@rl, cont ai ni
OPurchaseltemd with the 6globall DRef 6 attribute

d. TKMRenewalRequestTriggerr.d Code dé. Thi s message

6purchaseURLS6 in any OPurchaseChannel & fragment

some other mechanism outside the scope of this specification.

pebd

ng
set

i n

h

param

one
t o

S H A L lailaieQoTthe teeminal asn t i f

t he
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5.1.9 Web-based Service Provisioning

A Terminal and serer MAY support Service Provisioning via a wpbrtal. The description of web portal provisioning is
based on the following assumptions:

A The web portal is a completely separate entity from the BSM (NAF), BSF, etc. and has no knowledge of key
management.

A No HTTP digest authentication as per [3GPP TS 33.246] or [3GPP2 X.20022d in the Smartcard profile
service provisioning messages) is required by the portal.

TheTerminal MAY receive additional information related to the Purchaseltem, PurchaseRia®rahaseChannel

fragment surld sd tntgr itbdxtehs@d o€l ¢ ment® i n each fr agmeRortalURMhe Ter n
element of the PurchaseChannel fragment, defined in the Service Guide, as the entry point for Service Provisionéiy via

portal. The PortalURL can be used to support three purposes:

1. ThePortalURLprovides additional information on services available over this PurchaseChannel. This method
SHALL be signalled by setting the attribigepportedServicanderPortalURLt o0 o I n this case th
MAY access théortalURLto retrieve information on supported services but SHALL NOT purchase or
(un)subscribe to the services by accessing the URL. In this case, the service provisioning functions SHALL be
achieved by addreisgy Service Provisioning messages to PuechaseURIlas defined in section 5.1.5.

2. ThePortalURLsupports the full set of service provisioning functionality via the-peittal in addition to providing
service related information. This method SHALL be sitgthby setting the attribusupportedServicander
PortalURLt o0 A 10. The Ter miPormlURLS/heAthd Termioat SHALL. expdttehat the
facilities for service provisioning are provided by the vpelstal. When thesupportedServicattribute under
PortalURLi s set to fAl10, the Ser viRkRuehattURIas definedimseatian5.in® ssages
SHALL NOT be used.

3. ThePortalURL provides additional information on services available over this PurchaseChannel. The Terminal
MAY achieve he service provisioning either via welbrtal or by addressing Service Provisioning messages to the
PurchaseURIlas defined in sectiob.1.5 This method SHALL be signalled by setting the attribute
supportedSereeunderPortalURLt o0 A2 0.

Note: care must be taken when val u-portahdhdtheBEM arescarregipo r t ed Ser
synchronized, as synchronization delays can result in the user being subscribed twice to the same service.

In thecontext of the above three methods, there are three ways the redeedatoRL can be formed.

1. Request without reference to a specific Purchaseltem.

When Terminal accesses tRertalURL without any specific reference to any Purchaseltem, the Terminal Sidsue

an HTTP POST request to tRertalURL This request SHALL be made over SSL/
in PortalURL. This request SHALL besides follow the conventions defined in section 17.13 of [HTML4.01] for

submitting HTML form data byhe "post" method using the "applicatiomxvw-form-urlencoded" encoding type. For

example, ifPortalURLi s http:// server.example.org/ webshopo¢. The HT
"http://server.example.org/webshop", not containing espeiated data block.

2. Request with reference to a specific Purchaseltem.

When the Terminal accesses BwrtalURL with specific reference to a Purchaseltem or a set of Purchaseltems, the
Terminal knowghe relevant globalPurchaseltébs from the Service Gde.

3. Request with reference to a specific Purchaseltem and associated PurchaseData. In similar fashion than method 2,
the terminal knows the identifier of the relevant PurchaseData fragments from the Service Guide.

For methods 2 and 3 defined above, tieeminal SHALL issue an HTTP POST request toRleetalURL This request

SHALL be made over SSL/TLS when Ahttps: 0 scheme is pre:
conventions defined in section 17.13 of [HTML4.01] for submitting HTMIfatata by the "post" method using the
"application/x*www-form-urlencoded" encoding type. The Purchaseltem(s) are identified using the
globalPurchaseltem_ID(s). Each globalPurchaseltem_ID SHALL be signalled in a separatahenpair, using
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"globalPurcha el t eml D" as the name. The PurchaseData fragments
PurchaseData fragment id SHALL be signalled in a separate-valone pair, using "purchaseDatalD" as the name. For
example, ifPortalURLi shttpii/server.example.org/websiiopp and t he gl obad PurchaseltemllI
"aaul7135@bsda.example.org" and "fhh7982@bsda.example.org" and "jke132486@bsda.example.org”, and there is

also a related PurchaseData fragment id "bbul7138@example.org”, the HTTP POST request sent to the web portral
would be 'http://server.example.org/webshppontaining a data block of the following structure:

"globalPurchaseltemiD=aaul7135@bsda.exampié.
globalPurchaseltemID=fhh7982@bsda.example.org&
globalPurchaseltemID =jke132486@bsda.example.org&
purchaseDatalD= bbul7135@bsda.example.org"
NOTE 1: it is reminded that, according tBCAST11SG], the PurchaseData fragment points to one, and oely on
Purchaseltem fragment. This allows mapping the purchaseDatalD with the correct globalPurchaseltemID upon
processing the request.

NOTE2:figl obal Purchaselteml DO name -valae pairnThis neuse icordolnant with e u s e
[HTMLA4.01] and the welbased system is assumed to support it.

The Terminal MAY receive an HTTP response message that contains a list of Purchaseltems, each of which is associated
with either price information or price information and purchase optrise information for each listed Purchaseltem

SHOULD be consistent with that in the relevant PurchaseData fragment announced in the Service Guide. However, user
specific purchase options such as promotions could be included in the response. The implementatiolayaoé uisr

specific purchase options is out of scopeBQAST 1.0.

After a successful subscription or purchase evenB8M SHALL send a Trigger message to the terminal. The Trigger
message and its further processing differs in the DRM and Smartcditd

For the DRM Profile:

1. Once the welbbased subscription/purchase transaction is completed, thbagel system informs the BSM of the
completed transaction via means that are outside the scope of this specification.

2. The BSM SHALL send a Provisioningrigger message (see sectmi.8 the Terminal, providing a URL to which
the terminal can send the subsequent provisioning mes.
OLTKMRenewal Request Tr i-irgsmevsied@oadesdd1, i .e. 06éoma

3. . The Terminal SHALL process this message as specified in séctidand send an LTKMRenewalRequest to the
BSM.

4. The BSM SHALL respond with an LTKMRenewalResponse that contains all those Plieind3archaseData
combinations for which the Terminal has not yet received a ROAP trigger, plus a ROAP trigger that allows the
terminal to acquire those keys.

The BSM MAY resend the trigger message if the terminal does not react to it within an assuenéutdirval. The terminal

MAY send the LTKMRenewal Requelscastnewiwtslervglcelsadl WDRéfouts enta vii
message. The Terminal MAY ignore a trigger message if another trigger message with identical parameters has been
previously received within a short time frame and successfully processed.

For the Smartcard Profile:

1. Once the welbased subscription/purchase transaction is completed, theasgell system informs the BSM of the
completed transaction via means that areidaitthe scope of this specification.

2. Ifthe terminal is in a registered state in BSM, and if at least one LTKM trigger bearer (e.g. UDP or SMS) has been
successfully negotiated between BSM and terminal, the BSM SHALL send a BSM solicited pull medsage to t
terminal to trigger registration procedure and subsequent delivery of LTKMs, including at a minimum the LTKMs
associated to the items just purchased on thebhasbd system.

3. Otherwise, the BSM SHALL wait for another opportunity to deliver these LTKMsh sis the registration
procedure initiated by terminal on BCAST application start.
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In case of the other subsequent operations such as LTKM renewal, Token Purchase, Account Inquiry, the Terminal SHOULD
use either the general service provisioning procedur&snartcard Profile Service Provisioning procedudes$ined in
Sectionsb.1.5and5.1.6respectively, according to the security profile. The Terminal MAY unsuliscising the web portal

or using theGeneral Service Provisioning procedure defined in seétibra

5.1.10 Parental Control for Service Ordering

The BSPM in the BSM MAY enforce Parental Control for Service Orderirgy, parental control for service subscription,
service purchase, and token purchase. The parentalf ratin
the OPurchaseltemd f r ag-8G.Thiselersentd ensrean indicatidn tothe uderBvBIhS T 1 1
restriction the BSM enforces with regards to parental control and the Parental Control for Service Ordering is enfarced withi
the BSM.The Smartcard Profile Extension, see secfidnl10.1 also adds the possibility to enforce Parental Control for

Service Ordering locally on the Smartcard.

If the BSM receives a Service Request message used for the subscription/purchase of one or more purchase items which are
subject to parental rating restrimtis, the BSM enforces parental control on each of these purchase items one by one

according to the following bullets. Correspondingly, the same bullets apply also for any purchase item specified in a Token
Purchase Request message.

1. If the purchase item iassociated with a less restrictive parental rating than the level granted for the Terminal, the
purchase item passes the parental control enforced by the BSM and the BSM responds to the request by specifying
status code 000 ASuccesso.

2. If the purchase itens associated with a more restrictive parental rating than the level granted for the Terminal and it
is not possible to pass parental control by providing PINCODE, the BSM responds by specifying status code 032
iPar ent &Rbestri@ionRequeshisallo we d 0 ( s ®Id) fostketréhasaitem in the Service
Response/Token Purchase Response.

3. If the purchase item is associated with a more restrictive parental rating than the level granted for the Terminal and
no parentatontrol PINCODE is provided in the Service Request/Token Purchase Request, the BSM requests the
Ter mi nal to provide the parental control PI NCODE by s
Reqguest edo5.l)doetke perchase itern im the Service Response/Token Purchase Response.

4. If the purchase item is associated with a more restrictive parental rating than the level granted for the Terminal and a
parental control PINCODE specified in the Service sty Token Purchase Request, the BSM verifies the specified
PINCODE against the PINCODE associated with the Terminal.

o I f the verification fails, status codsel)iB34 AParen
specfied for the purchase item in the returned Service Response/Token Purchase Response. Alternatively,
status code 035 fAParent al Control PI NCODE Bl ocked

o Ifthe PINCODE associated with the Terminal has H#eoked by the BSM, e.g., tlEmount of incorrect
PINCODEs submitted exceeds the limit set bythe BSM,at us code 035 fAParent al
Bl oc kedo b.Easspesifiedfor the purchase item in the returnedi&eiResponse/Token
Purchase Response.

o If the verification succeeds, the purchase item passes the parental control enforced by the BSM.

Note: For each Terminal the BSM stores the level granted associated with the Terminal (this level is possibly npped ont
several rating systems) along with one Parental Control for Service Ordering PINCODE. How the BSM retrieves and stores
the level granted associated with a Terminal and the PINCODE associated with a Terminaf-scope of this

specification.

The Terninal MAY support Parental Control for Service Ordering. A Terminal supporting Parental Control for Service

Ordering MAY ask the user to input the parental control PINCODE for service ordering in case the BSM sends a Service
Response/Token Purchase Respansent ai ni ng status code 033 AParent al Cont
034 AParent al Control Verification Failedo. After the wus
6Parental Control PinCoded mrRurehas Réquesthlong witB the purchase iteRefor wiich thé T o
BSM requested a PINCODE to be provided.
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Note: How the user acquires the parental control PINCODE value for service ordering is out of scope of this specification.
Examples of mechanismsthancabe used include post and calling to opera

In order to authenticate the Terminal, the BSM and Terminal MAY support HTTPS POST or HTTP digest authentication as
described in sectiob.1.3. In additon, the BSM and Terminal MAY support HTTPS POST for General Service Provisioning
Messages to provide confidentiality protection of a PINCODE submitted in Service Request as described i kédction

A Terminal supporting®r ent al Control for Service Ordering SHALL sup
provisioning messages. A Terminal is thereby able to differentiate between generic solution for parental control of service
ordering described in this seaticompared to the Smartcard Profile extension described in sbctidi®.1

5.1.101 Smartcard Profile Extension

Independently from supported Service Protection profile(s), BSM MAY support and use the generic solution specified in
secton 5.1.100r the Smartcard Profile extension of Parental Control for Service Ordering described in this section. For the
Smartcard Profile extension, the Parental Control for Service Ordering is enforced within the BSMlpiridhe

Smartcard and verification of the PINCODE is enforced by the Smartcard in the Terminal at the BSM request.

If Parental Control for Service Ordering is enforced by the BSM, the BSM operates as described for the generic solution in
step 1 and & section5.1.10. In order to signal to the Terminal that the Smartcard Profile extension is used, the BSM
SHALL in step 3 instantiate the 6Challenged el ement of t

The BSM MAY also, at the reption of a service request/token purchase request, systematically request Parental PINCODE
verification allowing a local enforcement of the Parental Control for Service Ordering in the Smartcard. In this case the BSM
specifies the statCosntcode AOBBemParcabila naRde giuresstt aerdtdi g tseese |
element in the Service Response/Token Purchase Response.

Note: The OParental Control Pi nCod e dnotedecchyptherSmartcdrd Profile s er vi ¢
extension.

Independently from supported Service Protection profile(s), Terminal MAY support and use the generic solution specified in
section5.1.10or the Smartcard Profile extension of Paa¢@ontrol for Service Ordering described in this section. The

Terminal operates according to the following bullets at the reception of the service provisioning response with a status code
033 AParent al Control Aut henméntirstantiaded: Requestedd and 6Cha

T I f the Ter mi nal doesndét support the Parent al Control
informs the user that the request is disallowed.

1 If the Terminal supports the Parental Control for Service Ordering for SréRcofile, the Terminal checks that
the Smartcard implements the Service Provisioning Message Protection reading8¥ikEhe Smartcardnder
the ADF BSIM if the Smartcard Profile is implemented in ADF BSIM or under the DF BCAST if the Smartcard
Profile is implemented under the USI{dee [BCAST14ServContProt])

o I'f the Smartcard doesndédt support the Service Pr
the user that the request is disallowed.

o If the Smartcard supports the Service Provisioning3dge Protection, the Terminal sends to the
Smartcard using the AUTHENTICATE command in MBMS Security Context for OMA BCAST
operation defined for Parental Control Service Provisioning Mode, the service provisioning type
information, the requestID of thequest and the Challenge included in the service provisioning
response by the BSM .(see [BCAST3&rvContProt])

1 If the Terminal receives in the response of the AUTHENTICATE comnaanaperation status code indicating that
a PI NCODE is redp&giredu{redo) iRl NBOt he Key reference ¢
Control for Service Ordering, the Terminal SHALL then prompt the user for verification of the Parental Control for
Service Ordering PINCODE using the VERIFY PIN command and the Kérétee transmitted by the Smartcard
in the response of the AUTHENTICATE Command. After a successful verification of the PINCODE the Terminal
re-sends the AUTHENTICATE Command to obtain the Message Authentication Code of the Challenge transmitted
in the canmand. After reception of this Message Authentication Code in the response of the AUTHENTICATE
command, the Terminal sends to the BSM a new service provisioning message similar to the first one but including
this MAC received from the Smartcard .
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1 If the Terminal receives in the response of the AUTHENTICATE comnaandperation status code indicating that
the PI NCODE is blocked (i.e. #API NCODE blockedodo), the
request is not allowed and that the Parental RINE is blocked.

91 If the Terminal receives in the response of the AUTHENTICATE comnaanaperation status code indicating that
theservice provisioning requests are locally disalloWeid .Service firovisioning requests locally disallowed , t h e
Terminal $IOULD signal to the user that the service request is not allowed.

At the reception of the service provisioning message including a MAC, the BSM verifies the MAC received to authenticate
the issuer of the MAC and verify that the sending of the servicegioouig message has been controlled by the parent. This
replaces the step 4 of the generic solution.

The verification of the MAC is done in the following way:

- the BSM derives an Authentication Key (Serv_Prov_Auth_Key (SPAK)) from the SMK associatedlieri
using the service provisioning type of the message and the request ID received in the service provisioning message.
The SPAK shall be derived from the key SMK using the GBA key derivation function (see Brofd2GPP
TS 33.220]) as follows (semotation style is explained in Anné&of [3GPPTS33.220]):

o FC=0x01,
0 PO ="bcaskervprov" (i.e. 0x62 0x63 0x61 0x73 0x74 0x2d 0x73 0x65 0x72 0x76 0x2d 0x70 0x72 Ox6f
0x76), and

0 LO =length of PO is 15 octets (i.e. 0x00 0x0f).

0 P1 = Service Provisioningype

0 L1=LengthofPlis 1 octet (i.e 0x00 0x01)

o0 P2 =requestlD

0 L2 =Length of P2 is 4 octets (i.e. 0x00 0x04)
Where Service Provisioning Type is coded as follows:

Table 38: Service_provisioning_type Coding

Value Description
0x00 Service request
0x01 Token purchase request
0x02 to OXxFF |Reserved for future use

The Key to be used in key derivation shall be the SMK
In summary, the SPAK shall be derived from the SMK as follows:

SPAK = KDF (-<®MKr, o id,c aSdr ng Type, rdquestiB)i si oni

- The BSM then computes the MAC code of the Challenge sent previously in the response of the corresponding first
service provisioning request

MACO6 = -BHARES(SPAK, Challenge)
- The BSM then compares t he MhOésemwidetpravisionind messaget he MAC

o I f the MAC6 =MAC then the service provisioning
parental control function in the Smartcard. Then the BSM responds to the service request by specifying
status cockes s®OO0 fASuc

o If the MAC6 I MAC then the service provisioning
not been controlled by the Smartcard. Then the BSM responds to the service request by specifying
status code 034 AParent al Control Verification
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5.2 Terminal Provisioning
5.2.1 Terminal Provisioning through Interaction Channel

The Terminal Provisioning function SHAL$upportOMA Device Management [OMA DM.Z], as specified in thisection
To allow firmware upgrades using DM over the interaction channel, theiff@rProvisioning function SHOULD support
OMA FUMO 1.0 [OMA FUMQ].

Terminal Provisioning function provides data structures to provision and manage the terminal through the interaction channel
using OMA DM [OMA DM 1.2].

The interfaces related to Terminabkisioning function, as outlined in BCAST ArchitectuBJAST11-Architecture] are
normatively specified as follows:

0 Over interface TH-1 andTP-7-2, both the network and the terminal SHALL support exchange of terminal
provisioning and management messaggespecified in [OMA DML.Z]

5211 Terminal Provisioning of BCAST Client

The Terminal Provisioning Clie@omponent{TP-C) SHALL receive the parameters needed for OMA BCAST service (see
[BCAST1LServices] Appendixs) by the Terminal Provisioning function whichanage the terminal configuration
parameters, e.g. data, parameters and applications with the help of OMA DM [OMBZPNIhis information would be
delivered through TH-1 as specified in OMA DM [OMA DML.2Z].

The Terminal Provisioning Cliet@omponen{TP-C) SHALL be able to:

- receive the parameters needed for BCAST service included in the terminal provisioning messages seft-bver TP
- update the parameters needed for BCAST service included in the terminal provisioning messages sefftbver TP
- performfirmware upgrades of the BCAST client using the interaction channel ov&fITP

Further, the existence and access description to Terminal Provisioning function MAY be declared through the Service Guide
using the Service, Access and Content fragmentsrefceeGuideor through the process as specified in OMA DBbth of
the following cases are specified in secttoB.2

o Declaration of the existence and access to the OMA DM based exchange &iér TP
5.2.1.2 Declaring the existence of and access to Terminal Provisioning

There are two ways to declare the existence of and the access to Terminal Provisioning with Service Guide: Terminal
Provisioning declared as a Service; and; Terminal Provisioning declaseche@ans for accessing a Service. The terminal
SHALL support bothmethodsof declaring the Terminal Provisioning within the Service Guide. The following sections
specify both of these ways.

The TRC MAY also be bootstrapped with the Terminal Provisioning server information tesattee Terminal Provisioning
by TP-7-1.

5.21.21 Declaring Terminal Provisioning as a Service within Service Guide

When the Terminal Provisioning is declared as a service, the following applies:

A There SHALL be at least one Service fragment with the value of dttébu i Ser vi ce Theprndd equal s
Provisioning servicebo.

A There SHALL be at least one Access fragment that specifies the access to thmahtored Service:

o0 In case Terminal Provisioning over 1AL is declared, the AccessType SHALL contain
AUni easi 8eDeliveryo el ement, which defines the ac

A There MAY be one or more Content fragments that specify the Terminal Provisioning messages as files, as defined
in section5.2.1
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5.2.1.2.2 Declaring Terminal Provisioning as an Access of a Service within Service Guide

When the Terminal Provisioning is declared as an access of a service, the following applies:

A There SHALL be at least one Service fragment that defines a service of arbitrary type.

A ThereSHALL be at least one Access fragment associated with the -abentoned Service. The Access fragment
SHALL BaviceClags el ement pr ers:ematbcastontatbosot.@l. ud uff t her :

o In case Terminal Provisioning over L is declared, thé&ccessTypeSHALL contain
AfUni cast ServiceDeliveryo element, which defines t

5.2.1.2.3 Declaring Terminal Provisioning through Bootstrap

5.2.1.2.3.11Initiation of Terminal Provisioning by DM server

Terminal Provisioning through bootstrégg. server information or account for such as the Session Description,

Authentication, and/or Connectivity) MAY be supported as specified in [OMAIDH Bootstrap information comprising

DM servero6s Connectivity i ndrninalnThdn,the DM sewar wduld deliver to dhe termivat r e d
information for the Terminal Provisioning server such as Session Description, Authentication Information (certificate, OCSP
Response) for secure delivery and/or Connectivity as specified in [OMA 2M

5.2.1.2.3.2nitiation of Terminal Provisioning by Smartcard

Terminals with cellular interface and (U)SIMARM/CSIM that support BCAST and OMA DM [OMA DM..2] SHALL
support bootstrap from the smartcard as specified in [DMBOOT]. In these terminals DM TNIz&&oa[DMTNDS]
SHALL also be supported otherwise

The following table shows theM Client RequirementsThe table is based on section 8 of [ERELDSC].

DM Client MANDATORY [DMPRO]
[DMREPU]
[DMSEC]
[DMTND]
[DMSTDOBJ]
[DMDDFDTD]
DM Client Bootstrap MANDATORY if Terminal with cellular [DMBOOT]
radio interface and (U)SIM/#EUIM/CSIM
DM TND Serialization MANDATORY if Terminal with cellular [DMTNDS]
radio interface and (U)SIM/{HUIM/CSIM

Table 39: OMA BCAST Device Management Client Requirements

5.2.1.3 Carrying OMA DM messages through Interaction Channel

Over interface TH/-1, DM provisioning messages SHALL be delivered using DM mechanism. The details follow the OMA
DM procedure.

5.2.2 Terminal Provisioning through Broadcast Channel

The Terminal Provisioning function SHALL support OMA Device Managem®MA DM 1.3], as specified in this section.

The use of Terminal Provisioning through the Broadcast Channel is intended to provide a broadcast delig@igrmech

OMA DM commands and related files, if required, are packaged as a Terminal Provisioning Package and distributed through
the broadcast channel of BCAST. Currently, firmware updatdA FUMOQO], software updateQMA SCOMO], network
measurement and deeicapability control are to be delivered as Terminal Provisioning Packages through the Broadcast
Channel.

The interfaces to be used are defined in the BCAST Architecture [BCA&iichitecture].
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5.221 Terminal Provisioning of BCAST Client

The Terminal Provisionig ClientComponen{TP-C) SHALL receive the parameters needed for Terminal Provisioning
through the Service Guide or Notification functions.

The Terminal Provisioning Client Component (O SHALL be able to:

- Identify whether there is a Terminal ProvisiogiPackage applicable for the terminal via checking the Terminal
Provisioning service parameters delivered through the BCAST Service Guide sent éer TP

- Retrieve the Terminal Provisioning Package from the file carousel sent oxer TP

- Perform Terminal Pnasioning of the BCAST client based on the Terminal Provisioning Package.
5.2.2.2 Declaring the existence of and access to Terminal Provisioning

The existence and access description to Terminal Provisioning function is declared either through the Servicentlide usi
Service, Access and Content fragments or through the Notification function.

52221 Declaring Terminal Provisioning through Service Guide

Terminal Provisioning SHALL be declared as a service and the following applies:

A There SHALL be at least one Servicegtme nt wi t h t he value of -&érhimai bute AS
Provisioning serviceo.

A There SHALL be at least one Purchaseltem fragment with autosubscription enabled (DependencyReference pointing
to the Purchaseltem it belongs to) which is linkethtvabovementioned Service fragment.

A There SHALL be at least one Content fragment that has the TerminalProvisioning element instantiated to specify the
type of Terminal Provisioning and targeted terminal set. The Content fragment SHALL be created PByilaad
sent over the TH interface to the TIDA with the Terminal Provisioning Package.

A There SHALL be at least one Access fragment that specifies the access to thmabtiwaedContent
5.2.2.2.2 Declaring Terminal Provisioning through Notification
Terminal Povisioning MAY be declared as a Notification service and the following applies:

A There SHALL be at |l east one Service fragsnalemina with the
Provisioning serviceo.

A There MAY be at least one Purchaseltem fragiméth autosubscription enabled (DependencyReference pointing
to the Purchaseltem it belongs to) which is linked to the aboaationed Service fragment.

A There SHALL be at least one Content fragment that identifies a Terminal Provisioning Package.
A There $IALL be at least one Access fragment that specifies the access to thenadxati@nedContent
A Notifications SHALL be created atthe W wi t h t he feveéehe Mypipreradl eQuaviss iAidni n

with the TerminalProvisioning element instantiatedpecify the type of Terminal Provisioning and targeted

terminal set. Sessioninformation SHALL be set to indicate the delivery session related to the Terminal Provisioning
Package. Notifications and Terminal Provisioning Packages SHALL be sent ovét-thimfErface from the T

to the TRDA.

A Notifications SHALL be sent either as a Service Specific Notification or a Service Provider Specific Notification.
5.2.2.3 Carrying OMA DM message through Broadcast Channel

Over interface T, OMA DM messages and if reged related files (e.g. firmware) SHALL be delivered as a file (Terminal
Provisioning Package) using the BCAST File Delivery methods as defined in BCAST Distribution [BGASiution].

5.3 Interaction

The BCAST enabler specifies different types of intdoas between the end user and their terminal, and the service provider.
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These are the following:

1. Interactive retrieval of the Service Guide (SG). The terminal requests, and receives, the service guide or changed
parts of the service guide for a servichisltype of interaction is described in tliRJAST11-SG], section 5.4.3.

2. Interactive retrieval of additional information related to Service Guide fragments, for example in form of a webpage
presenting additional information. This is enabled using the BidebRL which can optionally be included into
some SG fragments for retrieving further information about the fragment by accessing the URL. For details see in
the BCAST11SG].

3. Service interaction, i.e. interaction as part of the service (in contragt petious two types of interaction, which
are used to receive informatiabouta service). Examples for such interactions within a service are voting about the
service or actor, or the offer to the user to order atong matching the music that is fydayed in a show. This is
enabled using interactivity information in the SG as an entry point and interactivity media that are distributed in a
channel associated with the service itself. This is described in more detail in this document in section 5.3.6

4. Interactive delivery of BCAST services, i.e. delivery over the interaction channel. This is enabled using the
UnicastServiceDelivery in the SG.

In general, the availability of the interaction channel is assumed. However, the interaction channel mayptaily
unavailable, for example due to lack of radio coverage. Further, devices without access to an interaction channeleare possibl
however, such devices may have limited functionality.

531 Protocols and media codecs for Service Interaction Function

This section describes the protocols which are provided by the Service Interaction Function of the BCAST enabler at the
interface between BSE and BSIC through SI8 and the media codecs the BCAST application supports.

With respect to the protocols, pleasdéenthat this section only specifies the protocols to be used for the Service Interaction
Function. The use of the interaction channel by other functions (e.g. Service Guide Function) is defined in the respective
other parts of the BCAST specifications asahot part of this section.

The available interaction protocols for a service are signalled in the Service Guide according to section 5.1.2.4 infthe BCAS
Service Guide specification. If a terminal does not support any of the interaction protocoledpesi, it SHALL not offer
the interactive parts of the service to the user.

A service making use of the interaction function MAY use any of the following protocols.

Regarding support of the protocols in the terminal for use by the Service Interactaiofuthe following rules apply:
- The terminal SHALL support the following protocols: IP, TCP, HTTP.

- The terminal MAY support the following protocols: SMS, IPSEC, UDP, MMS, WAP, HTTPS based on SSL 3.0
[SSL30] and TLS 1.0 [RFC 2246], SIP/IMS.

- If a terminalsupports SMS, it SHALL support SMS as an interaction protocol for BCAST services.
- If a terminal supports MMS, it SHALL support MMS as an interaction protocol for BCAST services.

- Furthermore, the terminal MAY offer the user an option to initiate a voitéroal the service application of an
interactive broadcast service. In this case, the terminal SHALL prompt the user before actually making the call.

5.3.2 Interactive retrieval of Service Guide

If the Terminal has a capability for interaction, it SHALL suppoteractive retrieval of Service Guide fragments as
specified in BCAST11-SG].

5.3.3 Interactive retrieval of Service related information

Within any Service, Content, Purchaseltem, PurchaseData, PurchaseChannel, or InteractivityDatg fhegneswork
MAYincl ude an fAExtensiond element. The semantics of this e
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further information related to the fragment (For example, a www page related to the certain content can be reached by
following an extension URIEn Content fragment). If the Terminal has a capability for interaction, it SHALL support this
element and SHALL be capable of accessing such additional information by using HTTP.

5.3.4 Interactive service ordering

After receiving Service Guide, Terminal can suriitse or purchase Purchaseltem via Interaction Network. Interactive
service ordering includes service request for subscription or purchase, Subscription LTK Renewal request, Token purchase
request and also unsubscription request specified in the sBctibof this specification.

5.3.5 Interaction for service and content protection

Service and Content Protection have four layers. Those four layers are the registration layer, the LTKM delivery layer, the
STKM delivery layer and theraffic encryption layer. Terminal executes registration procedure with BSM to acquire
Registration Data. After that Terminal acquires SEK and/or PEK from LTKM delivered from BSM or BSD/A. Terminal can
perform traffic decryption using TEK after receiviBg KM from BSD/A.

5.3.6  Service related interaction and feedback using Interactivity Media
Documents

The mechanism described in this section allows the user to interact with the service, for example for voting appli@tions. Th
main entry point for interactivitgervices is the InteractivityData fragment in the SG (see section 5.1.2.10). This
InteractivityData fragment points to one or more interactivity media documents, which contain the actual interactivity media
objects.

5.3.6.1 Interactivity Media Document

Aninstanceo f 61l nt er Bccdu ma ntyMerdeéapar esent s details of an interact
thought as interactive means for a user to consume the service. The interactive component can consist of multiplef instances o
6l nteractaDocuykedd and can be associated to both service
6l nteractivityDatad fragment of the Service Guidsthe I n pr
Terminals to render the detailstbe interaction(sfii nt er act i vi ty noadathe&Ulavbighentutngssd me s s a ¢
thought to prompt the user of the terminal to react on it.

5.3.6.1.1 Media Object Group and Media Object Set
Eachinstancedi| nt er acti vi t y Medi a Do @ meda oljeét groupsnand eaahn snéda group éan mu | t i

consist of one or more media object sets. A media object set is a bundle of related media objects to be renderedgas a unit (e
XHTML pages + external stylesheet + pictures) and clearly identified as pegtéona specific interactivity technology

(SMS, MMS template, XHTMLRich Medi& ) . From each media object group only
same time by the terminal. This is indicated by the media object set with the highest relatitse pxipressed by the
el ement ORel ativePreferenced, and that is besides suppor

terminal it is discarded. If none of the media object sets are supported by the terminal the terminatiSidiallthe
alternative text.

The media objects of a media object set are packed into one file bundle transported separately from the instances

of O8Il nteract int(iét ywdvepti afborc uemeai | and SMS). The el ement 0 Me
InteractivityMedid>ocument only describes each media set the involved interactivity technology, the type of included

media objects, and the file delivery information needed to retrieve the set of media objects. This decoupled structure allows
the terminal to discard thensupported media object sets at the very beginning of file bundle reception, and more importantly
to avoid storing them. Content promotion can be enabled by one media object gtwinteractivityMediaDocumenBy

referring to this same mediaobjecognp t hrough the attributeOnActionPointer
terminal will always return to the same media object set when thasandriggered the terminal to send out a message over

the interaction channel. Referring to informationammexternal welsite can be enabled by declaring one media object group

with anXHTML MP media object sadr a Rich Media media object set in the InteractivityMediaDocument . By omitting the
attribute OnActionPointer cflinkginiXelTML pbagen erRich Mediacstenes caDeferc r i p t
the user to external wedites. Further, SM&RIs according to [UREchemes] can also be embedded in XHT&IRich
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Media scenes. If the Terminal supports XHTMiLa Rich Media Solution allowing hyperks, it SHALL support SMS URIs
[URI-Schemes].

Time-dependent behaviour of the interaction can be enabled by defining 3 media object groups in the
InteractivityMediaDocumet. The first media group defines the media to start with, e.g. a list of possiblerarzva voting.

When t

he

user answers

n

time (as defined by t

he attribu

presented the media object set from the second media group (as defined by the OnActionPointer). If the wselongitst
does not provide any input the media object set from the third media group is presented (as defined by the attribute
OnTi meOut Pointer
0l nteractivintyMddivabgcygmeup position zero to Atrued enab
guestion. When the amount of time represented by the attribute InputAllowedtime is passed the terminal will startdistening t
the file delivery channel faan instance of InteractivityMediaDocument with a higher value of GroupPosition.

of t he

el ement O6ActionDescrip

tor6) . Set

Interactivity Media Document can specify that interaction sent back from device to service provider shall be distributed over
time, e.g. to avoid overload in network nodedirdts caused by too many simultaneous interactivity messages sent back. The
explicit signaling of the required parameters in Interactivity Media Document prevails, for that interaction, over default
ossibly signaleigyDanabthé&ragmerssponding

val ues

p

I nstances of &élnteractivityMedi aDocumentd and
Function. The system MAY deliver
files over broadcast file distribution or serve those over interactive channel. Terminals supporting the interactive channel

pport reception

BCAST

SHALL
distribution.

5.3.6.1.2

Fi

s u

| e Distri

buti

on

of the instances of ol

Format of Interactivity Media Document

6l nteracti

the files

nteracti vi

The following table defines the message format of Interactivity Media Documents. . The XML schema for this message
format is defined inBCAST 12-XMLSchemalnteractivityMedia].

Interactivity
MediaDocum
ent

E

NO/TM

The InteractivityMediaDocument defines the
actual InteractivityMedia objects
Contains the following attributes:

grouplD

groupPosition

id

version

validFrom

validTo

Contains the following sublements:
MediaObjectGroup
PrivateExt

grouplD

NM/TM

ID of the group of Interactivity Media document|
globally unique

anyURI

groupPositio
n

NM/TM

Relative position of this document in the group.
The greater value has higher priority to handle
2 hashigher priority than 1).

unsignedSho
rt

id

NM/TM

ID of the InteractivityMediaDocumenglobally
unique.

anyURI

version

NM/TM

Version of thidnteractivityMediaDocumeniThe
newer version overrides the older omi¢h the
same idas soon as it hdmen received.

unsignedint

validFrom

NM/TM

0.1

The first moment when the media object sets ir
this document is valid to be rendered. If not
given, the media object sets SHALL be rendere

unsignedint
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as soon as they are availablis field expressed
as the firsB2bits integer part of NTP time
stamps.

validTo A NM/TM 0.1

The last moment when the media object set is
valid to be rendered. If not given the rendering
assumed to end in undefined time in the future
This field expressed as the firstt8& integer part
of NTP time stamps.

Whenever there is an
InteractivityMediaDocument available with the
same GrouplD but with a higher GroupPosition
and the o6validFromd t
InteractivityMediaDocument arrives, the termin
SHALL stop rendering theurrent document and
render the new InteractivityMediaDocument.

unsignedint

MediaObject | E1
Group

NM/TM 1.N

Grouping of the media object sets, which serve
the same purpose during interactivity, e.g. as a|
starting media object set, as a media objediosef
be shown after action was taken or to be show
after timeout was reached.
Has the following attributes:

id

startMediaFlag

Has the following suelements:
ActionDescriptor

BackOffTiming

MediaChjectSet
SMSTemplate
EmailTemplate
VoiceCall

WebLink
Alternativerl ext

RichMedia
StreamingLink

id A NM/TM 1

The ID of the media group

anyURI

startMediaFl | A
ag

NM/TM 1

Theflag indicates, whether the media object se
in this MediaObjectGroup should be started witl
There SHALL only be one MediaObjectGroup
with this flag set to
InteractivityMediaDocument

boolean

Action E2
Descriptor

NM/TM 0.1

The action desiptor describes the behaviour of
the terminal when the media objects enable en
user input.
Has the following attributes
inputAllowedTime
onTimeOutPointer
updateFlag
onActionPointer

inputAllowed | A NM/TM 0.1

Time

The last moment the terminal allowsetenduser
to provide eneuser input for the active media
object set in this media object grodghis field is

expressed as the first 32bits integer part of NT

unsignedint
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time stamps.
onTimeOutP | A NM/TM 0.1 This pointer refers to the ID of aadia object anyURI
ointer group in this InteractivityMediaDocument. Whe

the InputAllowedTime is passed the terminal
SHALL present the appropriate media object s¢
of the MediaObjectGroup indicated by the
OnActionPointer.

The terminal SHALL NOT present this media
objectset if the terminal has already presented
media object set indicated by the
OnActionPointer.

updateFlag | A NM/TM 0.1 Whenever this fl ag i s|boolean
listen to and fetch the following interactivity
media document and the asstethmedia objects
from the file delivery stream when the
Inputallowedtime is passed. The following inter
activity media document is identified by the
document with the same group ID and a higher,
GroupPosition number.

onActionPoin | A NM/TM 0.1 This pointer refers to the ID of a media object | anyURI

ter group in this interactivity media document. Whe
the enduser undertakes action before the
InputAllowedTime, which triggers the terminal t
send out a message over the interaction chann
(e.g. MMS, SMS or HTP request), the terminal
SHALL present the appropriate media object s¢
of the media object group indicated by this
pointer.

If this pointer refers to the same ID as the curre
media object group, the terminal SHALL return
the same media object setesfcompleting the
action. In this case InputallowedTime and
OnTimeOutPointer SHALL NOT be declared.

BackOffTimi | E2 NM/TM 0.1 This element specifies timing behaviour of

ng interaction sent back from the device to the
service provider. Its purposs to provide a
mechanisms that ensures distribution over time
feedback sent from receivers, e.g. in order to
avoid overload in nodes or links.
If present, the interaction, if any, SHALL be ser
back in the time interval [OffsetTime,
OffsetTime+RandomTim] after the event that
triggered the interactivity (e.g. user feedback).
The exact time within the allowed time window
shall be random with uniform probability.
Explicit timing behaviour expressed in
Interactivity Media Document prevails over
possible defult timing behaviour expressed in
InteractivityData.

offsetTime | A NM/TM 1 The OffsetTime specifies the minimum time thg decimal
a device SHALL wait after an event that trigger
interaction (e.g. user input), before sending the|
interaction. The unit is secon¢fsactions can be

expressed using data type Decimal). OffsetTim
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shall be a nomegative number.

randomTime | A NM/TM 1 The RandomTime refers to the time window decimal
length over which a device SHALL calculate a
random time for the transmission of irdetion.
The method provides for statistically uniform
distribution over a relevant period of time.

The device SHALL calculate a uniformly
distributed random time out of the interval
between 0 and RandomTime. The unit is secor|
(fractions can be expressesing data type
Decimal). RandomTime shall be a npegative

number.
MediaObject | E2 NM/TM 0..N A media object set defines the media objects
Set attached to one interactivity technology propos

in the MediaObjectGroup. These media objectg
are relagd to each other, and form an interactiv
unit to be rendered upon MediaObjectGroup
activation (provided this interactivity technology
is the one selected for rendering).

The set of media objects is not stored in the
MediaObjectGroup itself (i.e. in the
InteractivityMediaDocument ) but as another
external file, where this external file is :

either one uncompressed media file (like a .3G
video, a .JPEG picturedr one GZIP archive file
containing one or several compressed media
objects (a .GZ file e.g.omtaining a compressed
SMIL + 3GP video + text)

The GZIP archive format is the one defined in
[RFC 1951] and [RFC 1952]. In case the archiy
contains multiple media objects, it consists of tk
plain concatenation of each compressed medig
object (i.e. eacksZIP member), as specified in
section 2.2 of [RFC 1952].

The optional FNAME field SHOULD be set by
the sender in each GZIP member header, with
FNAME value in accord
ContentLocation one (see below Content
Location description).

The 6 Medi aObject Setd e
following attributes:
relativePreference
ContentType
ContentLocation
The language of a MediaObjectSet element is
expressed by using the builh XML attribute
xml:lang with this element. In case this attribute
is not instantiated, the terminal SHALL interpre
the MediaObjectSet element to be applicable fq
any language.

The O06Medi aObject Setd
following elements:
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Description
Object
File

relativePrefe | A NM/TM 0.1

rence

This attribute gives the relative preference of th
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than
1).

If multiple mediaobjectsets elements are
instantiated irthis 'MediaObjectGroupthen all
themediaobjectsets SHALL have mutually
exclusive values ofelativePreference'.

If multiple media object sets are instantiated in
this 'MediaObjectGroupthen all of these
elements SHALLhave the 'relativePreference’
attribute instantiated. If only a single media obj
set is instantiated in 'MediaObjectGroup' then t
'relativePreference’ attribute MAY be instantiatg
for that element.

unsignedIint
(32 bits)

Content- A NM/TM 1

Type

Givest he medi a
external file :

I f this media WQepeodis
external file is a GZIP archive file containing on
or several media objects.

Otherwise (in this version of the specification)
external file is or uncompressed media file (e.g
6video/ 3gppbd for a 3G
SMIL presentation).

In case the external file is transported by FLUT,
this attribute MUST m
Type value provided in the FDT instance(s)
describing this fe.

type of

string

Content- A NM/TM 1

Location

Uniquely identifies t
external file within the file delivery session.

In case this external file is transported by FLUT|
this attribute MUST m
Location value provided by ¢hFDT instance(s)
describing this filebut if the file is transported b
ALC/LCT, this field is NOT used but SHALL
nevertheless match the Contdiication in the
066Fi |l edd el ement belo
retrieval is the same session that carties
InteractivityMediaDocument.

Using this attribute,
instances belonging to the same or different
O0Medi aObj ect Groupd in
different instance of

0l nteractivityMediaDo
same external .

anyURI

Description | E3 NM/TM 0..1

Description of the Media Object Set, expressed
the same | anguage as
element. This is used to provide the arsér

extra information regarding the Media Object S
content.

string

O 2017 Open Mobile Alliance All Rights Reserved.

Used with the permission of the Open Mobile Alliance under the termslas gtestelocument




OMA-TS-BCAST_Services-V1_2-20170131-A Page 117 (318)

Object E3 NM/TM 0..N Describe each media object contained in the
media object set.

Depending on O6Medi aOb
nature:

if a single uncompressed file, this element is ng
needed unless it can provide supplemental

i nformation notedgiadi
(such as o6PartTypebd,
if a GzZI P archive, th
in 6Medi aObjectSetd M
sequence of members in the GZIP archive ¢sid
by-si de rel ationship be
and GZIP members).

Contins the following attributes:
€ é é. Co nlioeatioh

ContentType
ééé. .start
Contains the following elements:
PartType
Content- A NM/TM 0.1 I f 6Medi aObject Set 60 s|anyURI
Location uncompressed filaiseless
| f o6 MejdeicatCBet 66s ext et
archive:

The external file can be found by decompressi
the réth member of the GZIP archive, given ni
the position of the 0
OMedi aObj ect Set 0.

The Contenlocation value SHALL be a
RelativePath Referereas defined in [RFC 398€
and SHALL represent the sdblder(s) + the
filename of the deflated GZIP member to be ug
on storage.
This relative storage content location is intendeg
to be directly pointed by common markup
language references (typically\dar ¢ = 0 0
hrefoo).

If present, the FNAME field of the GZIP membe
MAY be verified against the filename part of
ContentLocation, ignoring case differences. In
case these two values differ, the terminal MAY
choose to discard the Media Object Set.

When stoing the deflated media object, the
terminal MUST create any indicated sfabder(s)
specified in the Conte#itocation, and store the
media object in the leaf stfblder, using the file
name indicated in the Contebhtcation.The
terminal SHOULD preservéne letter case
specified in the Contesitocation value when
deflating the subfolders and the media file loca
Thedots egment #A. 0 MUST ¢
ContentLocation value SHALL be unique withir
the sequence of 60bj e
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the sathe a®bMj ect Set d i
respect: A folder (including root folder) SHALL
NOT contain two different subfolders or files fo
which the names only differ by the letter case.

For security reasons, the terminal SHOULD
discard the Media Object Set in caseaming
conflict is detected.

For security reasons, the terminal SHOULD
discard the Media Object Set if one or several
dotsegments A.. 0 are p
Location.

Content- A
Type

NM/TM 1

I f 6Medi aObject Set 606s
uncompessed fileuseless (information already
given in 6Medi aObject
I f 6Medi aObject Set 66s
archive:

Gives the media type of the GZIP archive
member mapped to the

string

start A NM/TM 0.1

I f 6Medi aObj etis@ret 606s
uncompressed file, or else a GZIP archive
containing one media objeatseless (impliitly
Atrueo) .

I f 6Medi aObject Set 66s
archive containing multiple media objects :
This attribute must b
60b¢gt 6 and one only i
the fistart media obj e
client must be launched.

Default value, and applicable value for the othe
60bjectd el ements : f

boolean

PartType E4 NM/TM 0..N

Indicates the media typésat should be
supported also in order to correctly render an
60bj ect 6 c onsi-wmadiaobgctso
E. g. a 3GhrieExenemde dn
be one 60Objectd with
6PartTypeb advertisi
presentation in the file.

string

File E3 NO/TM 0.1

Present in case ALUCCT without FLUTE is used
for the delivery of 6
file.

Structure identical t
O0Fi |l eDescriptiond in
[BCAST11LSG].

Content- A NM/ 1
Location ™

See RFC 3926, section 3.4.2

anyURI

TOI A NM/ 1
™

See RFC 3926, section 3.4.2

positivelnteg
er

Content- A NO/ 0..1
Length ™

See RFC 3926, section 3.4.2

unsignedLon
g

Transfer- A NO/ 0..1
Length ™

See RFC 3926, section 3.4.2

unsignedLon
g

Content- A NO/ 0.1
Type ™

See RFC 3926, section 3.4.2

string
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relativePreference

Contains the following elements:
Description

SelectChoice

Picture

Note: the SMSTemplate is a media objset,
although not encoded
generic structure.

Note: The SMSTemplate provides information
about the option(s) in an interaction and some
basic rendering tools through the possibility to
insert static pictures. If improved renderiis to
be specified by the service provider, the
interaction can alternatively be described in an
XHTML document with inlined SMS URIs.

Content- A NO/ 0.1 See RFC 3926, section 3.4.2 string
Encoding ™
Content- A NO/ 0.1 See RFC 3926, section 3.4.2 base64Binar
MD5 ™ y
FEC-OTI- | A NO/TM 0.1 See RF(3926, section 3.4.2 unsignedByt
FEC- e
Encoding-ID
FEC-OTI- | A NO/ 0.1 See RFC 3926, section 3.4.2 unsignedLon
FEC- ™ g
Instance-ID
FEC-OTI- | A NO/ 0.1 See RFC 3926, section 3.4.2 unsignedLon
Maximum- ™ g
Source
Block-Length
FEC-OTI- | A NO/ 0.1 SeeRFC 3926, section 3.4.2 unsignedLon
Encoding- ™ g
Symbot
Length
FEC-OTI- | A NO/ 0.1 See RFC 3926, section 3.4.2 unsignedLon
Max- ™ g
Number-of-
Encoding-
Symbols
FEC-OTI- | A NO/TM 0.1 This attribute MAY be used to communicate FH base64Binar
Scheme information which is not adequatelgpresented | y
Specificinfo by the other attributes related to FEC.
SMSTemplat | E2 NM/TM 0..1 Contains the following attributes:
e

relativePrefe | A NM/TM 0.1

rence

This attribute gives the relative preference of th
media object set. The greatalwe has higher
priority to handle (i.e 2 has higher priority than
1).

If multiple mediaobjectsets are instantiated in
this 'MediaObjectGroupthen all themediaobject
sets SHALL have mutually exclusive values of
'relativePreference’.

If multiple media object sets are instantiated in

this 'MediaObjectGroupthen all of these

unsignedIint
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elements SHALL have the 'relativePreference’
attribute instantiated. If only a single media obj
set is instantiated in 'MediaObjectGroup' then t
'relativePreference’ attutte MAY be instantiated
for that element.

Description | E3 NM/TM 0..N

Text describing the interaction to the end user,
possibly in multiple languages. The language ig
expressed using the buiit XML attribute
xml:lang with this element.

This text can e.g. describe the overall scope of
interaction, valid for all interaction options
described below. It might e.g. also contain
information about the prize of the SMS
interaction.

For an interaction with only one choice (e.g. an
offer to purchasenerchandise like a ringtone), th
‘Description’ element SHOULD be used to
provide information regarding the interaction ar
the 'ChoiceText' element MAY be discarded by
the terminal.

string

text A NO/TM 0.1

This attribute can contain a string that can b
inserted into SMS messages specified by SMS
URI attributes below.

Note: this attribute enables message size savir
for the case where the same text appears in th
SMS bodies of several choices, i.e. if multiple
SelectChoice elements are present

string

SelectChoice | E3 NM/TM 1..N

Contains the following attributes:
smsURI

Contains the following elements:
ChoiceText

Picture

Note: For an interaction with multiple choices
(like a voting between several options), the
SelectChoice elements describe the déife
options to the user, and declare the SMS
interaction to be executed when the user selec
this option. For an interaction with one choice
(e.g. an offer to purchase merchandise like a
ringtone), there is only one SelectChoice elemg
The SMS templatprovides basic rendering tool
through the possibility to insert static pictures.
Otherrendering indicationto display the
choice(s) to the usareout of scope of this
specification.

smsURI A NM/TM 1

SMS receiver address and payload encoded a
Asms :URI scheme.

Value of this attribute SHALL comply with
Aisms: 0 URI -Shemeas]meth theU R
following exceptions:

If the smsbody [URFSchemes] of the sms URI
scheme contains the s
replaced by the user ID.

anyURI
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If the smsbody[URI-Schemes] of the sms URI
scheme contains the s
be replaced by the device ID.

If the smsbody [URIFSchemes] of the sms URI
scheme contains the s
should be replaced by a string that the user ca
enter.This may be an empty string. If
$userinput$ is present in the SMURI, the
terminal SHALL open the SMS template in SM
editor (or similar) to allow user input before
sending the SMS. If, however, the
$userinput$ string is not present in the drosly,
the erminal SHALL not provide the SMS for the
end user to modify. The terminal SHOULD
prompt the end user before sending the SMS o
If the smsbody [URFSchemes] of the sms URI
scheme contains the s
replaced by the string signall@dthe attribute
ATexto (if this attri

ChoiceText | E4 NM/TM 0..N Description of the interaction option, possibly ir] string
multiple languages. This is used to provide the
enduser information on this interaction choice.|

The language isxpressed using the buith XML
attribute xml:lang with this element.

For an interaction with one choice (e.g. an offe
purchase merchandise like a ringtone), the
'‘Description’ element SHOULD be used to
provide information regarding the interaction ar
the 'ChoiceText' element MAY be discarded by
the terminal and the ChoiceText element MAY
omitted.

For interactivity with multiple choices, the

ChoiceTextelement SHALL be instantiated for
each SelectChoice’

E4 NM/TM 0.1 In order togive to the endiser basic rendering o
this interaction option, a picture MAY be
provided.

This element defines the way to access the pic
to displayand further information on how the
terminal is expected to handle this picture

For an interaction witlone choice (e.g. an offer t
purchase merchandise like a ringtone), the
'Picture' element under the SMSTemplate
SHOULD be used to provide basic rendering o
the interaction message and the 'Picture’ elemg
under the 'SelectChoice' element MAY be omit
and MAY be discarded by the terminal.

Picture

Contains the following attributes:
mimeType

activateByClick

override

pictureURI

Contains the following element:
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AlternativeURL

mimeType NM/TM 0.1 MIME type of the Picture. string

activateByC NM/TM 0.1 This attribute SHIALL. be set to "true” to signal | boolean
lick Fhat upon a user's cl!ck on this picture, the SMS
interaction signaled in the "smsURI" attribute o
the SelectChoice element SHALL be executed
In the case this attribute is omitted or set to
"false", the exedion of the sms interaction is
launched by terminal Ul specific means.

A NM/TM 0.1 This attribute SHALL be set to "true" to signal | boolean
that the 'ChoiceText' SHALL be ignored by
terminals that are capable to display the relateq
picture. Termnals that can't display the related
picture SHALL ignore this attribute.

It SHALL be omitted or set to "false" otherwise

override

A NM/TM 0.1 This is the location of the Picture to be retrieve( anyURI
in the file delivery session over the broadcast
channel that is used also to convey the given
Interactivity Media Document. It corresponds tg
the 'Contentocation' attribute in the FDT, if
FLUTE is used to deliver the Picture. When
ALC/LCT is used for file delivery, this
corresponds to the 'Contelmbcation’ attribute in
the 'File' element in the ‘Access ' fragment that
declares the Interactivity Media Documents file
delivery sessiomAs a result, the session used fg
file retrieval is the same session that carries thi
InteractivityMediaDocument.

pictureURI

n E5 NM/ 0.N Alternative URI for receiving the picture via the| anyURI

Alternative . ) .
™ interaction channel. If terminal cannot access t

URL . . . .
indicated delivery session, the terminal can
receive the picture by AlternativeURL.
Multiple instances of the AlternatidRL MAY
be instantiated for the purpose of server load
distribution. In that caséhe terminal SHALL
randomly select one of them.

E3 NM/TM 0.1 Possibly in addition to the "Description” elemer
a picture MAY be delivered to provide basic
rendering of the interaction message.

This element defines the way to access the pic
to display

Contains the following attributes:

mimeType

activateByClick

pictureURI

Picture

Contains the following element:
AlternativeURL

mimeType A NM/TM 0.1 MIME type of the Picture. string

activateByC A NM/TM 0.1 The mstantlatlo_n of th|§ attrlbutfa is only allowed boolean
lick in the case the interaction provides only one
choice. This attribute SHALL be set to "true" to
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signal that upon a user's click on this picture, th
SMS ineraction signaled in the 'smsURI' attribu
of the 'SelectChoice' element SHALL be
executed.

It SHALL be omitted or set to "false" when no
"Click" action on this picture is expected to
launch the SMS interaction.

pictureURI A NM/TM 0.1

This is he location of the Picture to be retrieveq
in the file delivery session over the broadcast
channel that is used also to convey the given
Interactivity Media Document. It corresponds tg
the 'Contentocation' attribute in the FDT, if
FLUTE is used to delivethe Picture. When
ALC/LCT is used for file delivery, this
corresponds to the 'Contelobcation’ attribute in
the 'File' element in the ‘Access ' fragment that
declares the Interactivity Media Documents file
delivery sessionAs a result, e session esl for
file retrieval is the same session that carries thi
InteractivityMediaDocument.

anyURI

E4 NM/ 0.N

Al i
ternative ™

URL

Alternative URI for receiving the picture via the
interaction channel. If a terminal cannot acces
the indicated delivery sessiote terminal can
receive the picture by AlternativeURL.

Multiple instances of the AlternativeURUAY

be instantiated for the purpose of server load
distribution. In that case¢he terminal SHALL
randomly select one of them.

anyURI

EmailTempla | E2 NO/TM 0..1

te

Contains attributes:
relativePreference
toHeader
ccHeader
bccHeader
subjectHeader

Contains the following elements:
Description
MessageBody

Picture

Note: the ErailTemplate is a media object set,
although not encoded
generic structure.

relativePrefe | A NO/TM 0.1

rence

This attribute gives the relative preference of th
media object set. The greater value has higher
priority to handleite 2 has higher priority than
1).

If multiple mediaobjectsets are instantiated in
this 'MediaObjectGroupthen all themediaobject
sets SHALL have mutually exclusive values of
'relativePreference’.

If multiple media object sets are instantiated in
this 'MediaObjectGroupthen all of these

elements SHALL have the 'relativePreference’
attribute instantiated. If only a single media obj

unsignedint

O 2017 Open Mobile Alliance All Rights Reserved.

Used with the permission of the Open Mobile Alliance under the termslas gtestelocument




OMA-TS-BCAST_Services-V1_2-20170131-A

Page 124 (318)

set is instantiated in 'MediaObjectGroup' then t
'relativePreference’ attribute MAY be instantiatg
for that elemat.

toHeader A NM/TM 1

The email recipient(s) as defined in [RFC 2822

string

ccHeader A NO/TM 0.1

The email ccrecipient(s) as defined in [RFC
2822]

string

bccHeader | A NO/TM 0..1

The email becerecipient(s) as defined in [RFC
2822]

string

subjectHeade | A NO/TM 0..1

r

The email subject header as defined in [RFC
2822]

string

Description | E3 NO/TM 0..N

Description of the Email Template, possibly in
multiple languages. This is used to provide the
enduser extra information regarding the Emai
message.

The language is expressed using the boiKML
attribute xml:lang with this element.

string

MessageBody| E3 NO/TM 0.1

The email message body (text format defined i
[RFC 2822]

The value of this element SHALL be base64
encoded.

Note: At leasone of Subjectheader and
MessageBody in an EmailTemplate SHOULD
present

base64Binar
y

Picture E3 NM/TM 0.1

Possibly in addition to the "Description” elemer
a picture MAY be delivered to provide basic
rendering of the interaction message.

This elemat defines the way to access the pict
to display and further information on how the
terminal is expected to handle this picture

Contains the following attributes:
mimeType

activateByClick

pictureURI

Contains the following element:
AlternativeURL

mimeType | A NM/TM 0.1

MIME type of the Picture.

string

activateByCli | A
ck

NM/TM 0.1

This attribute SHALL be set to "true" to signal
that upon a user's click on this picture, the ema
interaction SHALL be executed.

In the case this attribute is omitted or et
"false", the execution of the email interaction is
launched by terminal Ul specific means.

boolean

pictureURI | A NM/TM 0.1

This is the location of the Picture to be retrieve
in the file delivery session over the broadcast
channel that is used alsodonvey the given
Interactivity Media Document. It corresponds tg
the 'Contentocation' attribute in the FDT, if
FLUTE is used to deliver the Picture. When
ALC/LCT is used for file delivery, this
corresponds to the 'Contenbcation' attribute in
the 'Fle' element in the 'Access ' fragment that

declares the Interactivity Media Documents file

anyURI
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delivery sessionAs a result, the session used fo
file retrieval is the same session that carries thi
InteractivityMediaDocument.

AlternativeU | E4 NM/ 0.N
RL ™

Alternative URI for receiving the picture via the
interaction channel. If a terminal cannot acces
the indicated delivery session, the terminal can
receive the picture by AlternativeURL.

Multiple instances of the Alternative URUAY

be instantiatedbr the purpose of server load
distribution. In that casehe terminal SHALL
randomly select one of them.

anyURI

VoiceCall E2 NO/TM 0.1

Contains the following attributes:
relativePreference

Contains the following elements:
Description

PhoneNumber
PhoneNimberExtension

Picture

Note: the VoiceCalllnteraction is a media objec
set, although not encoded using the
O6Medi aObject Setd gene

It allows for voice call based interaction, by

giving a descriptiomnd/or a picture to the user
and one or more telephone numbers that the use
can call.

relativePrefe | A NO/TM 0.1

rence

This attribute gives the relative preference of th
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than
1).

If multiple mediaobjectsets are instantiated in
this 'MediaObjectGroupthen all themediaobject
sets SHALL have mutually exclusive values of
'relativePreference’.

If multiple media object sets are instantiated in
this 'MediaObjectGroupthen all of these
elements SHALLhave the 'relativePreference’
attribute instantiated. If only a single media obj
set is instantiated in 'MediaObjectGroup' then t
‘relativePreference’ attribute MAY be instantiate
for that element.

unsignedint

Description | E3 NM/TM 0..N

Text descriing the interaction to the end user,
possibly in multiple languages. The language is
expressed using the buiit XML attribute
xml:lang with this element.

This text can e.g. describe the overall scope of
interaction, valid for all interaction options
described below. It might e.g. also contain
information about the prize of the voice call
interaction. For an interaction with only one
choice, the 'Description' element SHOULD be
used to provide information regarding the

string
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interaction and the 'OptionTexteenent

under the 'PhoneNumberExtension’' element M
be discarded by the terminal.

PhoneNumbe | E3 NM/TM 1..N Phone number to which the terminal initiates a| anyURI
r voice call when the interactivity related to this
InteractivityMediaDocument is triggered. &h
terminal SHALL prompt the user before actuall
making the call. If several phone numbers are
present, the user SHALL be able to select the ¢
to be used.
A terminal with voice call capabilities MUST
support telephone URI [RFC 3966]. Further, a
terminalwith SIP capabilities MUST support SIf
URI [RFC 3261].

PhoneNumbe | E3 NM/TM 0..N The 'PhoneNumberExtension' gives the

rExtension possibility to associate to each declared phone
number, that relate to the voice interaction, a
picture and a textual desption. If several phone
numbers are proposed by the voice interaction
least one OptionText'element or one 'Picture’
element SHALL be instantiated for each declar
phone number, anthe user SHALL be able to
select the phone number to be used

If this element is instantiated, terminals SHALL
ignore the 'PhoneNumber’ element under the
‘VoiceCall' element. For an interaction with one
unigue choice (i.e. a unique phone number), th
'PhoneNumberExtension' SHOULD NOT be
instantiated and terminals MAY rigre the
'‘OptionText' and 'Picture’ subelements.

It contains the following attribute:
phoneNumber

It contains the following elements:
OptionText

Picture

phoneNumbe | A NM/TM 1 Phone number to which the terminal initiates a| anyURI
r voice call when the interacttyi related to this
InteractivityMediaDocument is triggered. The
terminal SHALL prompt the user before actuall
making the call.
A terminal with voice call capabilities MUST
support telephone URI [RFC 3966]. Further, a
terminal with SIP capabilities MUST pport SIP
URI [RFC 3261].

OptionText | E4 NM/TM 0..N Description of the interaction option, possibly ir] string
multiple languages. This is used to provide the
enduser information on this interaction choice.
The language is expressed using the XML
attribute xml:lang with this element.

For an interaction with one unigue choice, the
'‘Description’ element SHOULD be used to
provide information regarding the interaction ar
the ' OptionText' element MAY be omitted and
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MAY be discarded by the terminaf,present

Picture

E4

NM/TM

0.1

Possibly associated to each phone number a
picture MAY be provided, in order to give to the
enduser basic rendering on this interaction
option,

This element defines the way to access the pic
to display anddrther information on how the
terminal is expected to handle this picture

Contains the following attributes:
mimeType

activateByClick

override

pictureURI

Contains the following element:
AlternativeURL

mimeType

NM/TM

0.1

MIME type of the Picture.

string

activateByCli
ck

NM/TM

0.1

This attribute SHALL be set to "true" to signal
that upon a user's click on this picture, the voic
call SHALL be executed, after the terminal has
prompted the user to obtain his consent.

In the case this attribute is oreitt or set to
"false", the execution of the voice call interactig
is launched by terminal Ul specific means.

boolean

override

NM/TM

0.1

This attribute SHALL be set to "true" to signal
that the 'OptionText' SHALL be ignored by
terminals that are capaltie display the related
picture. Terminals that can't display the related
picture SHALL ignore this attribute.

It SHALL be omitted or set to "false" otherwise

boolean

pictureURI

NM/TM

0.1

This is the location of the Picture to be retrieve
in the filedelivery session over the broadcast
channel that is used also to convey the given
Interactivity Media Document. It corresponds tg
the 'Contentocation' attribute in the FDT, if
FLUTE is used to deliver the Picture. When
ALC/LCT is used for file deliverythis
corresponds to the 'Contelmbcation’ attribute in
the 'File' element in the 'Access ' fragment that
declares the Interactivity Media Documents file
delivery sessionAs a result, the session used fg
file retrieval is the same session that carttés
InteractivityMediaDocument.

anyURI

AlternativeU
RL

E5

NM/
™

0.N

Alternative URI for receiving the picture via the
interaction channel. If a terminal cannot acces
the indicated delivery session, the terminal can
receive the picture by Alternative R

Multiple instances of the AlternativeURUAY

be instantiated for the purpose of server load
distribution. In that casehe terminal SHALL
randomly select one of them.

anyURI

Picture

E3

NM/TM

0.1

Possibly in addition to the "Description” elemer

a pidure MAY be delivered to provide basic
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rendering of the interaction message..

This element defines the way to access the pic
to display

Contains the following attributes:

mimeType

activateByClick

pictureURI

Contains the following elements:
AlternativeJRL

mimeType | A NM/TM 0.1

MIME type of the Picture.

string

activateByCli | A NM/TM 0..1

ck

The instantiation of this attribute is only alloweq
in the case the interaction provides only one
choice. This attribute SHALL be set to "true" to
signal that upom user's click on this picture, the
voice call interaction SHALL be executed, after|
the terminal has prompted the user to obtain hi
consent.

In the case the interaction provides only one
choice and this attribute is omitted or set to
"false", the executio of the voice call interaction
is launched by terminal Ul specific means

boolean

pictureURI | A NM/TM 0.1

This is the location of the Picture to be retrieve
in the file delivery session over the broadcast
channel that is used also to convey the given
Interactivity Media Document. It corresponds tg
the 'Contentocation' attribute in the FDT, if
FLUTE is used to deliver the Picture. When
ALC/LCT is used for file delivery, this
corresponds to the 'Contelmbcation’ attribute in
the 'File' element in théccess ' fragment that
declares the Interactivity Media Documents file
delivery sessionAs a result, the session used fg
file retrieval is the same session that carries thi
InteractivityMediaDocument.

anyURI

AlternativeU | E4 NM/ 0.N
RL ™

Alternative LRI for receiving the picture via the
interaction channel. If a terminal cannot acces
the indicated delivery session, the terminal can
receive the picture by AlternativeURL.

Multiple instances of the Alternative URUAY

be instantiated for the purpose efer load
distribution. In that cas¢he terminal SHALL
randomly select one of them.

anyURI

WebLink E2 NM/TM 0.1

This provides a reference to an external websit
Contains attributes:

- relativePreference

- webURL

Contains the following elements:
- Description
- Picture
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Note: theWebLinkis a media object set, althoug
not encoded using the
structure.

relativePrefe | A NM/TM 0.1

rence

This attribute gives the relative preference of th
media object set. The greater value higher
priority to handle (i.e 2 has higher priority than
1).

If multiple mediaobjectsets are instantiated in
this 'MediaObjectGroupthen all themediaobject
sets SHALL have mutually exclusive values of
'relativePreference’.

If multiple media objecsets are instantiated in
this 'MediaObjectGroupthen all of these
elements SHALL have the 'relativePreference’
attribute instantiated. If only a single media obj
set is instantiated in 'MediaObjectGroup' then t
'relativePreference’ attribute MAY lirestantiated
for that element.

unsignedint

webURL A NM/TM 1

URL to an external website.

anyURI

Description | E3 NM/TM 0..N

Description of thaVebLink, possibly in multiple
languages. This is used to provide the-asdr
extra information regarding th&'ebLink.

The language is expressed using the HiXML
attribute xml:lang with this element.

string

Picture E3 NM/TM 0.1

Possibly in addition to the "Description” elemer
a picture MAY be delivered to provide basic
rendering of the interaction messaghis
"Picture" element defines the way to access the
picture to display and further information on ho
the terminal is expected to handle the picture

Contains attributes:
mimeType
activateByClick
pictureURI

Contains the following element:
AlternativeURL

mimeType | A NM/TM 0.1

MIME type of the Picture.

string

activateByCli | A NM/TM 0..1

ck

This attribute SHALL be set to "true" to signal
that the Web site signaldxy the webURL
attribute of theWebLink element SHALL be
accessed upon user's click on theuiet

In the case this attribute is omitted or set to
"false", the execution of the Web interaction is
launched by terminal Ul specific means.

boolean

pictureURI | A NM/TM 0.1

This is the location of the Picture to be retrieve
in the file delivery sessioover the broadcast
channel that is used also to convey the given
Interactivity Media Document. It corresponds tq
the 'ContentLocation' attribute in the FDT, if
FLUTE is used to deliver the Picture. When

anyURI
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ALC/LCT is used for file delivery, this
correspondso the '‘Content.ocation’ attribute in
the 'File' element in the 'Access ' fragment that
declares the Interactivity Media Documents file
delivery sessionAs a result, the session used fg
file retrieval is the same session that carries thi
InteractivityMediaDocument.

AlternativeU | E4 NM/ 0.N
RL ™

Alternative URI for receiving the picture via the
interaction channel. If a terminal cannot acces
the indicated delivery session, the terminal can
receive the picture by AlternativeURL.

Multiple instarces of the AlternativeURMAY

be instantiated for the purpose of server load
distribution. In that casehe terminal SHALL
randomly select one of them.

anyURI

AlternativeT | E2
ext

NM/TM 0..N

Alternative Text to be displayed if none of the
other media objecsets is supported by the
terminal, possibly in multiple languages. The
language is expressed using the binilKML
attribute xml:lang with this element.

string

StreamingLi | E2 NM/TM 0..1

nk

This provides a reference to an external unicas
streaming semr.

Contains the following attributes:
- relativePreference

- streamingType

- streamingURL

Contains the following element:
- Description
- Picture

Note: the StreamingLink is a media object set,
although not encoded
generic structua.

relativePrefe | A NM/TM 0.1

rence

This attribute gives the relative preference of th
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than
1).

If multiple mediaobjectsets are instantiated in
this 'MediaObgctGroup then all themediaobject
sets SHALL have mutually exclusive values of
'relativePreference’.

If multiple media object sets are instantiated in
this 'MediaObjectGroupthen all of these
elements SHALL have the 'relativePreference'
attribute ingantiated. If only a single media obje
set is instantiated in 'MediaObjectGroup' then t
'relativePreference’ attribute MAY be instantiate
for that element.

unsignedint

streamingTy | A
pe

NM/TM 0.1

1- Generic RTSP to initialize RTP delivery

2- RTSP toinitialize RTP delivery as per 3GPP
PSS (3GPP packstvitched streaming service)

unsignedByt
e
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3- RTSP to initialize RTP delivery as per 3GPP
MSS (3GPP2 multimedia streaming services)

4-127 Reserved for future use
128255 Reserved for proprietary use

Note thatinthe@s e t he O&6str ea
has one of the values
"streamingURL" value MAY declare a resource
that provides the Session Description informati
of the target RTSP session (including RTSP
Control URL). In this latter case, the
"streamingURL" is an HTTP URL

streamingUR | A NM/TM 1 URL to an external unicast streaming server. | anyURI
L
Description | E3 NM/TM 0..N Description of the StreamingLink, possibly in | string

multiple languages. This is used to provide the
enduser extra infomation regarding the
StreamingLink.

The language is expressed using the baiKML
attribute xml:lang with this element.

Picture E3 NM/TM 0.1 Possibly in addition to the "Description” elemer
a picture MAY be delivered to provide basic
renderng of the interaction message. This
"Picture" element defines the way to access the
picture to display and further information on ho
the terminal is expected to handle the picture

Contains attributes:
mimeType
activateByClick
pictureURI

Contains the fobbwing element:

Alternative URL
mimeType | A NM/TM 0.1 MIME type of the Picture. string
activateByCli | A NM/TM 0.1 This attribute SHALL be set to "true" tigsal boolean
ck that thestreamingURL SHALL be accessed upq

user's click on the picture.

In the case thiattribute is omitted or set to
"false", the execution of the streaming interacti
is launched by terminal Ul specific means.

pictureURI | A NM/TM 0.1 This is the location of the Picture to be retrieve{ anyURI
in the file delivery session over the broadt
channel that is used also to convey the given
Interactivity Media Document. It corresponds tq
the 'ContentLocation' attribute in the FDT, if
FLUTE is used to deliver the Picture. When
ALC/LCT is used for file divery, this
corresponds to th€ontentLocation' attribute in
the 'File' element in the 'Access ' fragment that
declares the Interactivity Media Documents file
delivery sessionAs a result, the session used fg
file retrieval is the same session that carries thi
InteractivityMediaDocument.
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AlternativeU | E4 NM/ 0.N
RL ™

Alternative URI for receiving the picture via the
interaction channel. If a terminal cannot acces
the indicated delivery session, the terminal can
receive the picture by AlternativeURL.

Multiple instances of the AdrnativeURLMAY

be instantiated for the purpose of server load
distribution. In that casehe terminal SHALL
randomly select one of them.

anyURI

RichMedia | E2 NO/TO 0..N

Each Rich Media element is a media object set
describing rich media content eitherteadded in
InteractivityMediaDocument or distributed as a
separte file in the FLUTEor ALC/LCT session.
Contains the following attributes:

relativePreference
Contains the following elements:

Description

Capabilities

RichMediaData

RichMediaURI

File
When a RichMedia Solution is intended to be
used for a media object set of a
MediaObjectGroup, the Rich Media content file|
SHALL besignalledvia a <RichMedia> element
In addition, in case backward compatibility kit
BCAST 1.0terminals is sought, the Rich Media
content file MAY besignalledalso via a generic
<MediaObjectSet> element, with a
RelativePreference lower than <RichMedia>
element, and with Conteihbbcation or File equal
to RichMediaURI or File (i.e. botkRichMedia>
and <MediaObjectSet> are pointing to the sam
FLUTE orALC/LCT object).The session used fqg
Rich Mediaretrieval is the same session that
carries this InteractivityMediaDocument.
Note: RichMedia is a media object set, althoug
notencodedusgqy t he &6 Medi aOb
structure.

relativePrefe | A NM/TM 0.1

rence

This attribute gives the relative preference of th
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than
1).

If multiple mediaobjectsets are instantiated in
this 'MediaObjectGroupthen all themediaobject
sets SHALL have mutually exclusive values of
'relativePreference’.

If multiple media object sets are instantiated in
this 'MediaObjectGroupthen all of these
elements SHALL havéhe 'relativePreference’
attribute instantiated. If only a single media obj
set is instantiated in 'MediaObjectGroup' then t
'relativePreference’ attribute MAY be instantiate
for that element.

unsignedIint

Description | E3 NM/TM 0..N

Description of theRich Media content, possibly

string
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in multiple languages. This is used to provide tf
enduser extra information regarding the Rich
Media content.
The language is expressed using the HiXML
attribute xml:lang with this element.
Capabilites | E3 NM/TM 1 Describes the type and complexity of Rich Med complexTyp
content the Rich Media Client has to deal with.| e as defined
in
[BCAST11-
SG] section
5.1.24
for Capabili
ties element
child
of RichMed
ia element in
Access
fragment
RichMediaD | E3 NM/TM 0.1 Inlined Rich Media content which SHALL be string
ata embedded either in a CDATA section or as a
base64encoded string.
Contains the following attribute:
encoding
Either RichMediaURI or RichMediaData SHAL
be instantiated.
encoding A NM/TM 0.1 This attribute signals the way rich media conter| string
is embedded:
A It SHALL NOT be present
when rich media content is embedded into a
CDATA section.
Note: binary data inside CDATA shall always b
encoded in base64
A It SHALL be present and set
t o fAbas e thewhold rich mediascentent
is base64ncoded
RichMediaU | E3 NM/TM 0.1 Uniquely identifies the Rich Media content file | anyURI

RI within the file delivery session.

In case this external file is transported by FLUT|
this attribute MUEBTE m
Location value provided by the FDT instance(s
describing this file.

File E3 NM/TM 0.1 Present if RichMediaURI is instantiated and if | complexTyp
ALC without FLUTE is besides used for the e as defined
delivery of Rich Media content file. in

[BCAST11-
SG] section
5.1.2.4 for
the File
element
child of
FileDescripti
on in Access
fragment.
PrivateExt | E1 NO/TO 0.1 An element serving as a container for proprieta
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or applicatiorspecific extensions.

<proprietary | E2 NO/TO 0..N Any numter of proprietary or applicatiespecific
elements> elements that are not defined in this specificati

These elements may further contain-sldments

or attributes.

Table 40: Data structure of InteractivityMediaDocument

5.3.6.1.3 On the rendering

The terminal SHALL render the information contained in t
completely and successfully retrieved from the file delivery stream and when the interactivity is scheduled to take place, i.

one or mordnteractivityMediaDocuments are valid and are associated with the service or content that is being rendered at
that moment. When instances of 6élnteractivityMedi aDocume
terminal SHALL render those rd& objects in the document with the highest GroupPosition.

Upon parsing, or activation of, a received Ol nteractivit
the supported O6Medi aObject Setd instances according to:

- the interactivity techology(ies) supported, see sect®hf.6.1.4below
AND

- supported language options for rendering the described interactivity, see Segoh.6below

and discard those instances that are ngd@ued according to the two criteria above.

After having done this filtering step, the terminal obtains a list of languages supported for the interactive technologies it
supports. From this list of languages, the terminal request the user to selecyoagdamr perform this step automatically

Not e: it is the responsibility of the network to dnsure
in a given language for the given interactivity technology.

Furthermore the followingpplies:

- If multiple media object setare instantiated in a 'MediaObjectGroup' the BCAST application SHALL render the
media object sewith the highest value of the 'relativePreference’ attribute amongeti& object setis supports.

- If only a singlemedia object sets is instantiated in a ‘MediaObjectGroup' the BCAST application SHALL render that
media object if that media object set is supported.

- Inthe two previous cases, the BCAST application SHALL only select media object sets that corredpond to t
selected language or, alternatively, that apply to any language.

- If multiple 'MediaObjectGroups' are defined in the selected instance of 'InteractivityMediaDocument' the BCAST
application SHALL go through all of them and render all the media objecthsgtare supported according to the
three previous rules.

- The terminal SHALL support keeping track and

i ff

n renderir
belonging to multiple groups (i.e. with di rent

i
v al
The InteractivityMediaDocument defines the actual details, which enable e.g. voting or ringtone ordering. The terminal

SHALL be able to acquire and render the media objects at
the acquisitonand ender i ng of the o6regul aré broadcast media strea

5.3.6.1.4 MediaObjectSet parsing for interactivity technology selection
Information provided in the <MediaObjectSet> element is sufficient to determine whether the media object set is supported

or not by the termial. There is no need to open and parse the external file bundle. The terminal MAY take guidance of the
following rules to determine this support
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