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1. Scope

This document specifies the service protection and content protection systems, and affiliated mechanisms, which support
various business models of OMA BCAST enabled mobile broadcast services delivery. On behalf of broadcast service
providers and content providers, means are provided to protect the access to, and control the consumption of, broadcast
content in either streaming or file delivery format. Two main systems can be used to provide service protection or content
protection: the DRM Profile and the Smartcard Profile.

Fundamental components of the service and content protection systems consist of various content encryption mechanisms,
protection signalling, and key management related messages which may carry rights objects, other post-reception
consumption attributes (such as recording permission), key material, and parental rating criteria. In addition to server-client
(i.e., network-to-terminal) interactions, this document also normatively specifies the server-side interfaces pertaining to
service and content protection.
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Recommendation E.164]

[MPEG-CENC]
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ETSI TS 102 606, v1.x.x, “Digital Video Broadcasting; Generic Stream Encapsulation Protocol (GSE);
Part 2 Logical Link Control (LLC)”,
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ETSI TS 102 611-2 v1.x.x, “Digital Video Broadcasting (DVB); IP Datacast: Implementation Guidelines
for Mobility; Part 2: IP Datacast over DVB-SH”,
URL.: http://portal.etsi.org/

ADVANCED ENCRYPTION STANDARD (AES), Federal Information Processing Standards Publication
197,
URL.: http://csrc.nist.gov/publications/fips/

The Keyed-Hash Message Authentication Code (HMAC), Federal Information Processing Standards
Publication 198,
URL.: http://csrc.nist.gov/publications/fips/

IEEE 802.16-2004 October 2004, Air Interface for Fixed and Mobile Broadband Wireless Access Systems
— Amendment for Physical and Medium Access Control Layers for Combined Fixed and Mobile
Operation in Licensed Bands, August 2004

URL.: http://www.ieee.org

IEEE 802.16-2005. Local and Metropolitan Area Networks — Part 16: Air Interface for Fixed and Mobile
Broadband Wireless Access Systems, February 2006
URL.: http://www.ieee.org

“OMA Interoperability Policy and Process”, Version 1.13, Open Mobile Alliance™, OMA-IOP-Process-
V1 13,
URL.: http://www.openmobilealliance.org/

“ISMA 1.0 Encryption and Authentication, Version 1.1”, release version,
URL.: http://www.isma.tv

“ISMA Encryption and Authentication, Version 2.0,
URL.: http://www.isma.tv

“Codes for the representation of names of countries and their subdivisions”,
URL.: http://www.iso.org/iso/en/prods-services/iso3166ma/index.html

“Identification cards — Integrated circuit cards; Part4: Organization, security and commands for
interchange”,
URL.: http://www.iso.org/

“List of Mobile Country or Geographical Area Codes”, ITU-T Telecommunication Standardization Sector
of ITU Complement To ITU-T Recommendation E.212 (05/2004),

URL: http://www.itu.int/dms_pub/itu-t/opb/sp/T-SP-E.212A-2007-PDF-E.pdf

Note: This List will be updated regularly by numbered series of amendments published in ITU
Operational Bulletin. For the latest version see:
URL: http://www.itu.int/itu-t/bulletin/annex.html

“Series E: Overall Network Operation, Telephone Service, Service Operation and Human Factors; The
international Telecommunication Charge Card”,
URL.: http://www.itu.int/ITU-T/publications

“Series E: Overall Network Operation, Telephone Service, Service Operation and Human Factors; The
international public telecommunication numbering plan”,
URL.: http://www.itu.int/ITU-T/publications

“Information technology — MPEG systems technologies -- Part 7: Common ENCryption in ISO base
media file format files”, ISO/IEC JTC 1/SC29/WG11, ISO/IEC 23001-7:2013, 2™ Edition,
URL.: http://www.iso.org/

“Information technology -- Dynamic adaptive streaming over HTTP (DASH) -- Part 1: Media
presentation description and segment formats”, ISO/IEC JTC 1/SC29/WG11, ISO/IEC 23009-1:2013, 2™
Edition,

URL: http://www.iso.org/

“Information technology -- Dynamic adaptive streaming over HTTP (DASH) -- Part 4: Segment
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URL.: http://www.openmobilealliance.org/
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[RFC1982] “Serial Number Arithmetic”, R. Elz, R. Bush, August 1996,

URL.: http://www.ietf.org/rfc/rfc1982.txt

[RFC2045] “Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, N. Freed,
N. Borenstein, November 1996,
URL.: http://www.ietf.org/rfc/rfc2045.txt

[RFC2104] “HMAC: Keyed-Hashing for Message Authentication”, H. Krawczyk, M. Bellare, R. Canetti, February
1997,
URL.: http://www.ietf.org/rfc/rfc2104.txt
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URL.: http://www.ietf.org/rfc/rfc2119.txt
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[RFC2392] “Content-1D and Message-ID Uniform Resource Locators”, E. Levinson, August 1998,
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[RFC2396] “Uniform Resource Identifiers (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L. Masinter, August
1998,
URL.: http://www.ietf.org/rfc/rfc2396.txt
[RFC2401] “Security Architecture for the Internet Protocol”, S. Kent, R. Atkinson, November 1998,
URL.: http://www.ietf.org/rfc/rfc2401.txt
[RFC2404] “The Use of HMAC-SHA-1-96 within ESP and AH”, C. Madson, R. Glenn, November 1998,
URL.: http://www.ietf.org/rfc/rfc2404.txt
[RFC2406] “IP Encapsulating Security Payload (ESP)”, S. Kent, R. Atkinson, November 1998,
URL: http://www.ietf.org/rfc/rfc2406.txt
[RFC2451] “The ESP CBC-Mode Cipher Algorithms”, R. Pereira, R. Adams, November 1998,

URL: http://www.ietf.org/rfc/rfc2451.txt

[RFC2617] “HTTP Authentication: Basic and Digest Access Authentication”, J. Franks, P. Hallam-Baker, J.
Hostetler, S. Lawrence, P. Leach, A. Luotonen, L. Stewart, June 1999,
URL.: http://www.ietf.org/rfc/rfc2617.txt

[RFC3237] “Requirements for Reliable Server Pooling”, M. Tuexen, Q. Xie, R. Stewart, M. Shore, L. Ong, J.
Loughney, M. Stillman, January 2002,
URL.: http://www.ietf.org/rfc/rfc3237.txt

[RFC3548] “The Basel6, Base32, and Base64 Data Encodings”, S. Josefsson, Ed., July 2003,
URL: http://www.ietf.org/rfc/rfc3548.txt

[RFC3566] “The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec”, S. Frankel, H. Herbert, September 2003,
URL: http://www.ietf.org/rfc/rfc3566.txt

[RFC3602] “The AES-CBC Cipher Algorithm and Its Use with IPsec”, S. Frankel, R. Glenn, S. Kelly, September
2003,
URL.: http://www.ietf.org/rfc/rfc3602.txt

[RFC3629] “UTF-8, a transformation format of ISO 10646”, F. Yergeau, November 2003,

URL.: http://www.rfc-editor.org/rfc/rfc3629.txt
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2.2 Informative References
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[1SO-14496-10]

[1SO-14496-12]

[1SO-14496-2]

[1SO-14496-3]

[OMA SUPL]

[RFC5159]

Guidelines for implementation: DASH264 Interoperability Points; DASH Industry Forum; version 2.0,
URL.: http://dashif.org/

“Information Technology - Coding of audio-visual objects, Part 10: Advanced Video Coding”, ISO/IEC
14496-10, 3" edition, 2005,
URL.: http://www.iso.org

“Information technology — Coding of audio-visual objects, Part 12: ISO base media file format”, ISO/IEC
14496-12,
URL.: http://www.iso.org

“Information Technology - Coding of audio-visual objects, Part 2: Visual”, ISO/IEC 14496-2, 3 edition,
2004,
URL.: http://www.etsi.org/

“Information Technology - Coding of audio-visual objects, Part 3: Audio”, ISO/IEC 14496-3, 3 edition,
2005,
URL.: http://www.is0.0rg

“OMA Secure User Plane Location V 1.0”, Open Mobile Alliance™, OMA-ERP-SUPL-V1_0-20070122-
C,
URL.: http://www.openmobilealliance.org/

“Session Description Protocol (SDP) Attributes for Open Mobile Alliance (OMA) Broadcast (BCAST)
Service and Content Protection”, L. Dondeti, Ed., Anja Jerichow, March 2008,
URL: http://www.ietf.org/rfc/rfc5159.txt
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2

(U)SIM

Application IDentifier
(AID)

Adaptation Set

BCAST Distribution
System

BCAST Permissions
Issuer

BCAST Smartcard

Broadcast Device

Broadcast Rights Object

BSIM
Content Encryption

Definitions

A SIM or a USIM application residing in the memory of the UICC.

Data element that identifies an application in a Smartcard.

A set of interchangeable encoded versions of one or several media content components

A system typically but not necessarily containing the ability to transmit the same IP flow to multiple
Terminal devices simultaneously. A BCAST Distribution System (BDS) typically uses techniques that
achieve efficient use of radio resources. A BDS consists of Network functionality up to the IP layer and
optional Service Distribution/Adaptation functionality above the IP layer. Most BDSs support
broadcast/multicast distribution in the network. Some BCAST Distribution Systems have the capability to
deliver the IP flows in the network via unicast.

The BCAST Permissions Issuer (BCAST PI, or simply PI) is a logical entity that issues to BCAST
terminals key material or consumption rules, the latter in the form of permissions and constraints. These
rules in turn allow and control a user’s consumption of live or stored content pertaining to broadcast
services. For the DRM Profile, consumption rules are defined by Generalized Rights Objects (GRO) as
specified in [XBS DRM extensions-v1.1], and the BCAST Permissions Issuer is synonymous with the
“Rights Issuer” in OMA DRM. For the Smartcard Profile, such rules are defined by the contents of the
EXT BCAST payload included in the LTKM, and may indicate the number of times the SEK/PEK can be
used to replay content.

Smartcard that supports one of the following sets of applications:

e 3GPP USIM with support for BCAST processing, as indicated by the presence of Service n<75
(BCAST) in the USIM Service Table (EF_UST defined in [3GPP TS 31.102]);

e 3GPP USIM with support for BCAST processing and BCAST BSIM, where support for BSIM is
indicated by the presence of the BSIM AID in EF_DIR, where EF_DIR is defined in [ETSI TS 102
221];

e 3GPP2 (R-) UIM with support for BCAST processing;

e 3GPP2 CSIM with support for BCAST processing;

e 3GPP2 CSIM with support for BCAST processing and BCAST BSIM, where support for BSIM is
indicated by the presence of the BSIM AID in EF_DIR, and where EF_DIR is defined in [ETSI TS
102 221].

A device that does not support an interactive communication channel and cannot communicate with other
entities except using the broadcast channel.

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers
and dialogs to the user who may “implement” the interactive channel in various ways (e.g. telephone, web
portal, service desk).

This is a Rights Object used by DRM Profile of the Service and Content Protection for rights delivered
over the broadcast channel. Encoding of the BCRO is specified in [XBS DRM extensions-v1.1].

BCAST application residing on the UICC.

The cipher algorithm is applied on the data before packetization for transport or encapsulations occur.
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Content Protection

ContentProtection
Element

CSIM

DRM Profile

Dynamic Adaptive
Streaming Service
Explicit Mapping

Generalized Rights Object
Implicit Mapping

Initialization Segment

Initialization VVector

Interactive Device

ISIM

Long-Term Key Message

MBMS only Smartcard

Media Presentation
Description

Media Segment

MIKEY (Multimedia
Internet KEYing)

Program

Protection System
Specific Information

This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it
is NOT an access control mechanism as it involves post-acquisition rules. Content protection is enabled
for encrypted content through the use of appropriate rules or rights, e.g. using DRM Profile or Smartcard
Profile based solution for file and stream distributed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (based on DRM or Smartcard Profile). In addition to
subscription and pay-per-view, typically associated with Service Protection, Content Protection enables
more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-
distributing, etc.

Element in the MPD used to identify a Key Management System scheme. This element is also the location
to provide proprietary information on this KMS necessary to decrypt the Media Segments.

Acronym for ‘cdma2000 Subscriber Identify Module’ corresponding to an application defined in [3GPP2
C.S0065-0] residing on the UICC to register services provided by 3GPP2 mobile networks with the
appropriate security.

The DRM Profile uses the Service and Content Protection solution for BCAST receivers in which the long
term key management and registration of devices is based on OMA DRM and the broadcast extensions
[XBS DRM extensions-v1.1].

The Service & Content Protection solution for the DRM Profile is described in Section 0.

Media service that is delivered using the Dynamic Adaptive Streaming method described in [MPEG-
DASH]

Mapping between KIDs transmitted in CENC boxes and STKM_KIDs transmitted in the STKM is defined
by a table transmitted in the ‘pssh’ data field.

This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

Mapping between KIDs transmitted in CENC boxes and STKM_KIDs transmitted in the STKM is a
simple function defined in this document (KID is equal to STKM_KID padded to 16 bytes)

Segment containing metadata that is necessary to present the media streams encapsulated in Media
Segments

Initial value for symmetric cryptographic algorithm.

A device that supports an interactive communication channel and can communicate with other entities
without using the broadcast channel for the communication. For example, an Interactive Device can
execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Broadcast Permissions
Issuer.

An IP Multimedia Services Identity Module is an application defined in [3GPP TS 31.103] and [3GPP2
C.S0069-0] residing in the memory of the UICC, providing IP service identification, authentication and
ability to set up Multimedia IP Services.

Collection of keys and possibly, depending on the profile, other information like permissions or other
attributes that are linked to items of content or services.

Smartcard that does not support any of the combination of applications required to be classified as a
BCAST Smartcard but does support the processing defined for MBMS [3GPP TS 33.246], as indicated by
the presence of Service n69 (MBMS Security) in the USIM Service Table (EFUST defined in [3GPP TS
31.102]).

formalized description for a Media Presentation for the purpose of providing a streaming service
Segment that complies with media format in use and enables playback when combined with zero or more

preceding segments, and an Initialisation Segment (if any)

IETF defined key management protocol to support multimedia security protocols, as defined in
[RFC3830]

A logical portion of a service or content with a distinct start and end time. In the case the program is not
free-to-air, it can be offered individually for purchase, such as “Pay-Per-View”, or as part of a parent
service (e.g. subscription service).

Specific information and parameters of Key Management System that are transmitted in the ‘pssh’ box of
the ISOBMFF file.
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Representation

Rights Object

R-UIM

Secure Storage Entity

Service Protection

Short-Term Key Message

SIM

Smartcard

Smartcard Profile

Transport Encryption
uiccC

UIM

USIM

Collection and encapsulation of one or more Media Segments in a delivery format associated with
descriptive metadata.

This is the Rights Object used by the DRM Profile of the Service and Content Protection for rights
delivered over the interactive channel. Encoding of the RO is specified in [DRMDRM-v2.0], and some
extensions are specified in [XBS DRM extensions-v1.1].

Acronym for ‘Removable User Identity Module’ corresponding to a non-UICC platform based standalone
module as defined in [3GPP2 C.S0023-D] to register services provided by 3GPP2 mobile networks with
the appropriate security.

The secure storage entity protects sensitive data such as cryptographic keys introduced by either the DRM
Profile or the Smartcard Profile.

Only an authorized agent is allowed to access the sensitive data.

To ensure that the sensitive data is not manipulated fraudulently, it is integrity protected. The sensitive
data are also cryptographically protected to guarantee its confidentiality.

The secure storage entity can be implemented on either the Smartcard or the terminal.

This involves protection of content (files or streams) during its delivery i.e. it is an access control
mechanism only. In the absence of any subsequent Content Protection, content is freely available (thus
unencrypted) once it is securely delivered.

For the benefit of allowing Content Protection to be provided for the same service, Service Protection is
limited to immediate consumption / rendering only.

Message delivered alongside a protected service, carrying key material to decrypt and optionally
authenticate the service, and access rights to delivered content.

A Subscriber Identity Module is a standalone module defined in [3GPP TS 51.011] to register services
provided by 2G mobile networks with the appropriate security.

A non-UICC secure function platform which may contain the SIM or R-UIM module, or a UICC-based
secure function platform which may contain one or more of the following applications: a 3GPP USIM,
3GPP2 CSIM or 3GPP/3GPP2 ISIM. Note that the set of applications/modules residing on the Smartcard
are typically governed by the affiliation of the Smartcard to 3GPP or 3GPP2 specifications, as indicated by
the definition below for “Smartcard Profile”.

Alias for a set of Smartcard-based technologies and mechanisms which provide key establishment and key
management, as well as permission and token handling for the Service and Content Protection solution for
BCAST Terminals. In particular, subscriber key establishment and both short and long term key
management are based on GBA mechanisms and a Smartcard with (U)SIM/ISIM as defined by 3GPP, or
based on a pre-provisioned shared secret key and a Smartcard with R-UIM/CSIM/ISIM or a UIM as
defined by 3GPP2.

The Smartcard Profile is described in Section 6.
The cipher algorithm is applied on the data that have been packetized for transport on a network.

A Universal Integrated Circuit Card is a physically removable secured device as defined in [3GPP TS
31.101] for communication purposes not restricted to mobile convenience only. It is a platform to all the
resident applications (e.g. USIM, BSIM, ISIM or CSIM).

Acronym for ‘User Identity Module’, representing a Standard device or functionality which provides
secure procedures in support of registration, authentication, and privacy functions in mobile
telecommunications. In the context of BCAST, the UIM refers specifically to the non-removable version
of this standard device or functionality which is employed by (some) mobile terminals which operate
according to 3GPP2 specifications. In addition, Smartcard Profile based service and content protection
functionality can be provided on UIM-equipped BCAST Terminals.

A Universal Subscriber Identity Module is an application defined in [3GPP TS 31.102] residing in the
memory of the UICC to register services provided by 3GPP mobile networks with the appropriate
security.

3.3 Abbreviations

3GPP 3rd Generation Partnership Project
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3GPP2
ADF

AES

AID

AU

AVC
BCD

BClI
BCMCS
BCRO
BDS
BDS-SD
BM-SC
BSDA
BSF

bslbf
BSM
CBC
CENC
CSIM
CTR
DASH
DCF

DF

DK
DVB-H
DVB-NGH
DVB-SH
DVB-T2
DVB-T2-Lite
ECI
ECGI

EF
eMBMS
E-UTRAN
FCP
FLUTE
GBA
GBA_ME
GBA_U

3rd Generation Partnership Project 2

Application Dedicated File

Advanced Encryption Standard

Application Identifier

Access Unit

Advanced Video Codec

Binary Coded Decimal

Binary Content ID

Broadcast and Multicast Services

Broadcast Rights Object

BCAST Distribution System

BDS Service Distribution

Broadcast-Multicast Service Centre

BCAST Service Distribution and Adaptation
Bootstrapping Server Functionality

Bit String, Left Bit First

BCAST Subscription Management

Cipher Block Chaining

Common ENCryption

cdma2000 subscriber Identify Module

CounTeR mode

Dynamic Adaptive Streaming over HTTP

DRM Content Format

Dedicated File

Device Key

Digital Video Broadcasting — Handheld

Digital Video Broadcasting — Next Generation Handheld
Digital Video Broadcasting — Satellite to Handheld
Digital Video Broadcast — Second Generation Terrestrial
Digital Video Broadcast — Second Generation Terrestrial - Lite Profile
E-UTRAN Cell Identity

E-UTRAN Cell Global Identification

Elementary File

Evolved Multimedia Broadcast Multicast Service
Evolved UMTS Terrestrial Radio Access Network
File Control Parameters

File Delivery over Unidirectional Transport
Generic Bootstrapping Architecture

ME-based GBA

GBA with UICC-based enhancements
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GMK
GRO
H-AAA
HMAC
HTTP
ICC
1IN
IMP1
IMSI
IPsec
ISIM
ISMA
ISOBMFF
KID
KV

LI

LSB
LTE
LTKM
MAC
MBMS
MCC
ME
MF
MII
MIKEY
MJD
mjdutc
MK
MKI
MNC
MPD
MPEG
MRK
MS
MSK
MTK
MTU
MUK
NAF

Group Management Key

Generalized Rights Object

Home Authentication, Authorization and Accounting
Hashed Message Authentication Code
HyperText Transfer Protocol

Integrated Circuit(s) Card

Issuer Identifier Number

IMS Private User Identity

International Mobile Subscriber Identity
IP Security

IP Multimedia Services Identity Module
Internet Streaming Media Alliance

ISO Base Media File Format

Key IDentifier

Key Validity

Language Indication

Least Significant Bit

Long Term Evolution

Long Term Key Message

Message Authentication Code
Multimedia Broadcast Multicast Service
Mobile Country Code

Mobile Equipment

Master File

Major Industry Identifier

Multimedia Internet KEYing

Modified Julian Date

Modified Julian Date Coordinated Universal Time
Master Key

Master Key Index

Mobile Network Code

Media Presentation Description

Motion Pictures Expert Group

MBMS Request Key

Master Salt

MBMS Service Key

MBMS Transport Key

Maximum Transmission Unit

MBMS User Key

Network Application Function
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NALu
OFDM
OMA
OMNA
PAK
PAS
PDCF
PEAK
PEK
PIX
PKI
PL
PPT
PPV
PRF
REK
RFC
RIAK
RID
RK
RO
ROAP
RTP
R-UIM
SA
SAC
SAK
SAS
SCK
SDP
SEA
SEAK
SEK
SG
SHA-1
SIM
SK
SKI
SM
SMK

Network Abstraction Layer Unit
Orthogonal Frequency Division Multiple Access
Open Mobile Alliance

Open Mobile Naming Authority

Program Authentication Key

Program Authentication Seed

Packetized DCF

Program Encryption / Authentication Key
Program Encryption Key

Proprietary application Identifier eXtension
Public Key Infrastructure

Preferred Languages

Pay Per Time

Pay Per View

Pseudo Random Function

Rights Encryption Key

Request For Comments

Right Issuer Authentication Key
Registered application provider IDentifier
Registration Key

Rights Object

Rights Object Acquisition Protocol
Real-time Transport Protocol

Removable User Identity Module
Security Association

Secure Authenticated Channel

Service Authentication Key

Service Authentication Seed

SmartCard Key

Session Description Protocol

Segment Encryption and Authentication
Service Encryption / Authentication Key
Service Encryption Key

Service Guide

Secure Hash Algorithm

Subscriber ldentity Module

Short-term Key (appears in 3GPP2 BCMCS specifications)
Symmetric Key Infrastructure
Subscription Manager

Subscriber Management Key
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SPE
SPI
SRK
SRTP
STKM
STKM_KID
TAC
TAI
TAK
TAS
TBK
TDM
TEK
K
TKM
TOlI
TS
UDN
UE
uicC
UIM
uimsbf
URI
URL
URN
USIM
uTC
uuID
WiIMAX
XBS

Security Policy Extension

Security Parameters Index
Subscriber Request Key

Secure Real-time Transport Protocol
Short Term Key Message

Key Identifier in STKM

Tracking Area Code

Tracking Area ldentity

Traffic Authentication Key

Traffic Authentication Seed
Terminal Binding Key
Time-Division Multiplex

Traffic Encryption Key

Temporary Key

Traffic Key Message

Transport Object Identifier
TimeStamp

Unique Device Number

User Equipment

Universal Integrated Circuit(s) Card
User Interface Module

Unsigned Integer Most Significant Bit First
Uniform Resource Indicator
Uniform Resource Locator

Uniform Resource Name

Universal Subscriber Identity Module
Universal Time, Co-ordinated

Universal Unique Identifier

Worldwide Interoperability for Microwave Access

Extensions for Broadcast Support

3.4 Symbols

AllB
D{K}M)
E{K}M)

HEX(X)

LSBm(X)
MSBm(X)

Concatenation of A and B
Decryption of message ‘M’ using key ‘K’
Encryption of message ‘M’ using key ‘K’

The hexadecimal presentation of the parameter containing hexadecimal characters 0-9 and a-f (in lowercase) with
possible preceding zeros. As an example, for a 16 bit value 2748, HEX() returns "0abc". Note that two characters are

always generated for each byte.

The bit string consisting of the m least significant bits of the bit string X.

The bit string consisting of the m most significant bits of the bit string X.
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4. Introduction

An architectural overview of Service Protection and Content Protection appears in [BCAST11-Architecture].

This specification describes the Service Protection and Content Protection system for OMA BCAST services. Not only does
such system enable the restriction of access to services to authorised users during broadcast delivery, it also controls the
consumption of the associated content throughout its lifetime.

OMA BCAST has requirements to provide both protection for broadcast content and services. However, the protection of
broadcast content and services are required for different purposes:

e Content Protection: This involves the protection of content (files or streams) during the complete lifetime of the content.
Content providers require securing the content not only at the present time of broadcasting, but also in the future. Some
content providers might want to determine post-acquisition usage rules or so called digital rights. These can be obtained
on an individual basis by the end user. Other content providers have content to offer, for which they do not require
technical restrictions but limit it to fair use cases and rely on copyright acts.

e  Service Protection: This involves protection of content (files or streams) during its delivery. Service providers require a
secure access mechanism. They are only concerned with managing access to the content at the time of broadcasting. This
is independent of the offered content and independent of the presence of digital rights for certain types of content. Only
an access/no-access mechanism is required to distinguish between subscribed and not-subscribed users.

4.1 Version 1.0

In BCAST ERP 1.0, Service Protection and Content Protection may be handled by two different security mechanisms. The
complete protection system consists of Service or Content Protection. The possible key management systems and encryption
are as defined in this document. There are two possibilities:

¢ DRM Profile: OMA DRM based solution for managing the keys. This is described in Section 4.3. The DRM Profile
is derived from, and almost identical to, DVB-H 18Crypt.

o For file download delivered over the broadcast channel, the Service or Content Protection is as per OMA
DRM 2.0 specifications or using DCF or IPsec as specified in this specification. In this case normal usage
rules are as defined in the OMA DRM 2.0 Rights Object.

o For real-time broadcast streaming using RTP, Service or Content Protection is applied using the relevant
broadcast extensions and appropriate encryption (IPsec, SRTP, ISMACryp). Post delivery usage rules
associated with the service and / or specific program content are delivered in Rights Objects and STKMs.
These rules can apply to content recorded in an appropriate file format, as defined in this specification for
broadcast streams, which may be recorded either encrypted or unencrypted.

¢ Smartcard Profile: Smartcard based solutions for managing the keys. These are described in Section 6.

o For file download delivered over the broadcast channel, the Service or Content Protection uses DCF or
IPsec as specified in this specification. In this case normal usage rules are as defined in the LTKMs and
STKMs.

o For real-time broadcast streaming using RTP, Service or Content Protection is applied using the appropriate
encryption (IPsec, SRTP or ISMACryp). Post delivery usage rules associated with the service or specific
program content MAY be delivered in LTKMs and STKMs. These rules can apply to content recorded in
an appropriate file format, as defined in this specification for broadcast streams, which may be recorded
either encrypted or unencrypted.

In addition to the key management, the encryption solution can operate on one of the following ways:

¢ The Internet Protocol (IP) layer based on the IPsec security standard, in which case it is transparent to IP based
receiver applications like video players.
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¢ The transport layer, based on the SRTP security standard.
¢ The content level, i.e. by encrypting Access Units before packetization occurs (ISMACTryp).

For Service or Content Protection, both IPsec and SRTP allow the solution to be completely independent of the content
format by protecting content at the transport level. On the other hand, content encryption is provided at the content level by
using ISMACryp, allowing the solution to be completely independent of formats used on the transport level. Service or
Content Protection may include message authentication/integrity protection and detecting replay attacks.

A service provider may use content level encryption instead of transport level encryption for streaming to provide Service
Protection and support Content Protection for the same encrypted stream. In this case, the service offered depends on the
nature of implicit or explicit rights delivered (access-only right or post-acquisition rights). To allow this scenario, recording
of content-encrypted content shall be allowed in encrypted format only if content encryption is used for the purpose of
providing optional Content Protection.

An OMA BCAST Terminal MAY implement Service Protection and MAY implement Content Protection, as shown in Table
1.

BCAST
Terminal
Service OPTIONAL
Protection
Content OPTIONAL
Protection

Table 1: Service Protection and Content Protection in OMA BCAST Terminals

For BCAST Terminals with Service Protection:

Table 2 summarises the possible scenarios. At least one Profile SHALL be implemented. Both Profiles MAY be
implemented.

e A BCAST Terminal with a cellular radio interface and a Smartcard SHALL implement the Smartcard Profile. The DRM
Profile is OPTIONAL. Hence terminals MAY implement both profiles.

e A BCAST Terminal with a cellular radio interface and no Smartcard SHALL implement the DRM Profile (the Smartcard
Profile is not applicable).

e A BCAST Terminal that does not have a cellular radio interface SHALL implement the DRM Profile (the Smartcard
Profile is not applicable based on current technology).

DRM Profile Smartcard Profile
Terminal without cellular radio | MANDATORY N/A
interface or without Smartcard
Terminal with cellular radio interface | OPTIONAL MANDATORY
and Smartcard

Table 2: OMA BCAST Terminal Profile Support for Service Protection

For BCAST Terminals with Content Protection:

Table 3 summarises the possible scenarios. At least one profile SHALL be implemented. Both profiles MAY be
implemented.

e A BCAST terminal with a cellular radio interface and a Smartcard MAY implement the Smartcard Profile or MAY
implement the DRM Profile. The Terminal SHALL implement at least one profile. Hence terminals MAY implement
both profiles.

e A BCAST terminal with a cellular radio interface and no Smartcard SHALL implement the DRM Profile (the Smartcard
Profile is not applicable).
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e A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM Profile (the Smartcard
Profile is not applicable).

Note that ‘Terminal Implementation” of a content protection profile means that the Terminal is capable of it, but does not
necessarily mandate its use. Decision to use (or not to use) an implemented content protection profile is made at the time of
service deployment.

DRM Profile Smartcard Profile
Terminal without cellular radio | MANDATORY N/A
interface or without Smartcard
Terminal with cellular radio interface | OPTIONAL OPTIONAL
and Smartcard

Table 3: OMA BCAST Terminal Profile Support for Content Protection

Adaptations of the described service and content protection mechanisms to underlying BCAST Distribution Systems (BDSs)
are possible and are described in Section 15 and in the respective adaptation specifications, e.g. [BCAST10-MBMS-
Adaptation], [BCAST10-BCMCS-Adaptation], and [BCAST10-DVBH-IPDC-Adaptation].

4.1.1 Selected Technologies

These are the main standards on which the solution is based:

e Advanced Encryption Standard (AES, see [FIPS197]) in the Cipher Block Chaining mode with 128 bit keys, for actual
content encryption. Furthermore, OMA DRM uses AES-WRAP in its Rights Objects and optionally AES CBC-MAC.
AES-ECB is also used by the terminal binding scheme to protect the TEKSs.

e Secure Internet Protocol (IPsec, see [RFC2406]) using the Encapsulating Security Payload (ESP) protocol, for
implementing transport encryption and decryption as a function of the IP stack. Only transport mode is used.

e Secure Real Time Protocol (SRTP, see [RFC3711]) for implementing service protection at the transport layer. SRTP
uses AES-CTR (counter mode).

e Content encryption as specified in [ISMACRYP11]. Appropriate extensions are provided in this specification for codec
agnostic RTP transport of ISMACryp protected streams.

e Traffic Encryption Key (TEK) delivery protocol and management is specified in this document.
e Terminal Binding Key (TBK) delivery protocol and use is specified in this document.

e Open Mobile Alliance (OMA) Digital Rights Management version 2.0 [DRM Enabler-v2.0] for service and content
protection, managing rights and the associated service and program encryption keys, and the cryptographic protection of
those keys themselves. This specification makes some adaptations to OMA DRMv2 for OMA BCAST, mainly for
devices without interactive channel.

o DRM Rights Object delivery and device registration over the OMA BCAST channel, without using an interaction
channel, are also newly specified. They are described in this document and [XBS DRM extensions-v1.0]. (Devices with
access to the interactive channel do not need to implement those extensions for broadcast-only devices, as they typically
do registration and Rights Object acquisition over the interactive channel only.)

e GBA [3GPP TS 33.220] for (U)SIM and pre-provisioning [3GPP2 S.S0083-A] for (R-)UIM/CSIM for establishing a
shared secret. Their applications for service protection are as specified in this document.

The reasons for choosing these particular technologies as the basis of the solution include the following:

e AES is an open standard symmetric encryption algorithm which is widely used in various standards including OMA
DRM v2.0.
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e IPsec ESP is the standard way of keeping service decryption at receiving devices within the IP stack, invisible to the
receiving applications, which thus remain independent of service protection and the carriers of the IP packet streams (of
which IPDC may be only one). IPsec ESP has been used in various existing applications.

e SRTP is a standard way of performing service decryption at receiving devices within the transport layer. SRTP has been
used to protect all common forms of streaming content.

e ISMACryp allows encrypted content to be streamed. This means encrypted content stored in a file can be streamed at the
server side and directly recorded in a file at the terminal side, without the need for decryption and re-encryption. Content
encryption may be used to protect content during its complete lifetime, not only during transport.

e TEK management framework and protocol are specified in this document. Guidelines are provided on TEK
management based on two different assumptions:

o First, where the terminal is untrusted, the solution is made robust by using a key delivery protocol and management
scheme for frequently changing TEKs to make it expensive for a misbehaving terminal to share TEKs with
unauthorized devices.

o The alternative is to trust the terminals to behave according to certain rules. In the context of the Smartcard Profile,
the terminal is expected to delete TEKSs after use, cache TEKSs only for authorized use, for example to rewind and
play content, and never transmit TEKSs to external entities.

e GBA is a general architecture that allows to share securely a secret between a server and a client; it has already been
used in 3GPP MBMS. Currently, 3GPP2 uses pre-provisioning to establish shared secret between (R-)UIM/CSIM and
home network.

4.1.2 Overview of Operations for Streaming of Content

Streaming can be done with content coming either from a live source or from a file. Protection of streamed content can be
done using service protection or content protection. Both protection mechanisms use the 4-layer model of Figure 1.
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TEK encrypted content over _
broadcast or interactive > Decryption
channel

Content Content

Layer 4

Encryption

TEK

Short Term Key Message STKM

(STKM) over broadcast or
interactive channel

Traffic Encryption Key
(TEK), *(see note
under figure) Layer 3

Decryption

SEK/PEK
Long Term
Key Message
(LTKM)

LTKM

Service Encryption or Program
Encryption Key (SEK/PEK)
Layer 2

Decryption

REK or SMK REK or SMK

Registration Datg
Issuing

Registration Dats
Decryption

Rights Encryption Key (REK) or Registration

Subscriber Management Key or Data or
(SMK) Layer 1 SMK Derivatiop Or SMK Derivatig
Derivation

Data

Device Key (DK)/
Smartcard Key (SCK)

*Note: For the Smartcard profile, Traffic Encryption Key (TEK) may be encrypted by Terminal Binding Key (TBK) before encryption by the SEK/PEK for
the STKM Generation.

Figure 1 — Protection via the 4-Layer Model

41.2.1 The 4-Layer Model

As illustrated in Figure 1, the solution is based on a 4-layer model key management architecture, with an optional
optimisation to provide both secure subscription and pay-per-view purchase options for a single service. Traffic Encryption
Keys (TEKS) are applied to the actual content (Layer 4) following different mechanisms depending on the actual encryption
method used.

The TEKSs are themselves sent encrypted by a Service or Program Encryption Key (SEK/PEK). These messages carrying
TEKSs are called Short Term Key messages (STKMs). STKMs are distributed over the same channels used by the
corresponding content. When using the Smartcard Profile, the TEKs MAY optionally be encrypted with a Terminal Binding
Key (TBK) before being encrypted by the SEK/PEK, to provide for terminal binding.

Separate SEK and PEK keys can have different lifetimes and can be used to provide, for a single service, different
granularities of purchase periods to different customers. This allows for the efficient implementation of both subscription and
pay-per-view business models for the same service. Pay-per-view customers are provided with a PEK that is only valid for a
single program while subscribers would be provided with a SEK, valid for reception of the service for some longer period.
For the DRM Profile, within the STKM, the TEK is encrypted with a PEK, and the PEK is also carried in the STKM,
encrypted with the SEK. Thus, pay-per-view customers can directly decrypt the TEK, while subscription-based customers
can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.
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For DRM profile, STKMSs contain extension of content IDs for the program or service. Devices use this ID to identify which
Long Term Key Message (LTKM) contains the necessary keys to use for decryption of Short Term Key messages. For the
Smartcard Profile, STKMs contain the SEK or PEK ID directly to identify the SEK/PEK used to protect the STKM; LTKMs
also contain a flag indicating whether or not a TBK is used. The LTKMs are delivered over the broadcast or interactive
channel in case of the DRM Profile and over the Interactive channel in case of the Smartcard Profile.

Where the service and program functionality differentiation is not required or supported, the TEK can be directly encrypted
with the SEK, and the SEK-encrypted PEK can be omitted from the STKM.

For the Smartcard Profile key management, please refer to Section 6.

Depending on the key management profile (DRM Profile or Smartcard Profile), either the Rights Encryption Key (REK) or
the Subscriber Management Key (SMK) is used to protect the LTKM delivery. The key material (REK or SMK) and meta-
data are delivered as a result of the registration phase (DRM Profile) / Subscriber Key Establishment phase (Smartcard
Profile).

Cryptographic keys introduced by the 4-layer model SHALL be stored securely within a secure storage entity to guarantee
the access control, the confidentiality and the integrity of the sensitive data and SHALL never be exposed outside of the
secure storage.

Only the TEK among cryptographic keys MAY be allowed to be exposed outside the secure storage upon request from
authorized applications.

41.2.2 Streaming Using Service Protection

For service protection, encryption is carried out using the AES algorithm with 128 bit symmetric traffic keys. TEKSs are
retrieved from the secure storage entity and are applied:

e as part of standard IPsec security associations (SAS), or
e asan SRTP master key, from which the session key is derived as per SRTP specification, or
o directly to encrypt the content, presented as Access Units (AUs), before packetization for transport occurs (ISMACryp).

Depending on the chosen encryption, the keys are used to perform decryption automatically before passing the packets to the
receiving application.

The SEKs or PEKs are transmitted to each receiving device within Long Term Key messages (LTKMs) and SHALL be
stored within the secure storage entity, and SHALL never be exposed outside of the secure storage. If OMA DRM 2.0
extensions [XBS DRM extensions-v1.0] are used, the LTKMs are referred to as Generalized Rights Objects. Such
transmission of LTKMs can be done in two different ways, depending on whether the receiving device can make use of an
interactivity channel:

e Viabroadcast over OMA BCAST broadcast channel, or
e Viaan interactivity channel.
As already mentioned, there are two key management systems:

e Using OMA DRM 2.0 Extensions [XBS DRM extensions-v1.0]. When delivering LTKMs over the OMA BCAST
broadcast channel in the form of Rights Objects (ROs), bandwidth is a major constraint. This specification addresses this
problem in two complimentary ways. Firstly, a new binary form of an RO, called a Broadcast Rights Object (BCRO), is
defined. Secondly, a method is described for securely delivering BCROs to groups of devices at the same time. Valuable
portions of ROs are protected by group or unit keys, and when necessary, broadcast encryption can be used to allow
messages to be decrypted only by arbitrary sets of devices within a larger group. When delivering ROs to devices that
have access to an interactive channel, implementation complexity is a major constraint. Thus, such devices, which are
expected to support OMA DRM 2.0 for interactive content services, use standard OMA DRM 2.0 mechanisms as much
as possible, e.g. they acquire ROs for broadcast content via the interactive channel using the DRM 2.0 ROAP protocol,
as they would do for non-broadcast content as well. This specification defines also an efficient and user-friendly process
for the registration of devices which do not have an interactivity channel. Rights Encryption Keys (REKSs) are also
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delivered to receive-only devices during a device registration process protected using the public key of the individual
devices. When an interactivity channel is available, the registration process is according to standard OMA DRM v2.0.

e Using Smartcard Profile. An overview of operation is given in Section 6.

41.2.3 Streaming Using Content Protection

For content protection, encryption is carried out according to AES using 128 bit symmetric traffic keys. While service
protection provides protection of the stream only at the time of service reception, content protection provides protection of
the content even after the service reception, i.e. content remains stored protected in the Terminal. On one hand, content
protection may be achieved by using TEKS to encrypt the content before packetization for transport or when encapsulation in
a file occurs (ISMACryp). On the other hand, content protection may also be provided using transport encryption (SRTP or
IPsec) and appropriate measures in the receiving device to protect content inside the device.

4.1.3 Overview of Operation for Download of Content

Protection of files is as defined by OMA DRM 2.0 specifications [DRM Enabler-v2.0] for the DRM Profile. For the
Smartcard Profile, a modified version of the DCF file format is defined in this specification.

The mechanisms supported for the protected download of content using file delivery are dependent on the profile used.
For the DRM Profile, the protection of files is achieved by at least one of the following:
¢ as defined by the OMA DRM 2.0 specifications [DRM Enabler-v2.0], or

e Dby using an additional box in the extended headers field of the DCF file format and encryption by TEKSs as defined in
[XBS DRM extensions-v1.0], or

e by using IPsec.
For the Smartcard Profile, the protection of files is achieved by at least one of the following:

¢ Dby using an additional box in the extended headers field of the DCF file format and encryption by TEKSs as defined in
[XBS DRM extensions-v1.0], or

e by using IPsec.

Note that combining the above methods allows compatibility with OMA DRMv2 DCF file format and operation with both
DRM Profile and Smartcard Profile.

4131 Content Download Using Service Protection

Content download by using Service Protection is specified in Section 5.6.2.1 for the DRM Profile and Section 6.8.3.1 for the
Smartcard Profile.

4.1.3.2 Content Download Using Content Protection

Content download by using Content Protection is specified in Section 5.6.2.2 for the DRM Profile and Section 6.8.3.2 for the
Smartcard Profile.

4.1.4 Key Management

The 4-layer model described in [BCAST10-Architecture] allows different key management systems to be used. (See also
Section 4.1.2.1.) This section outlines the key management profiles defined for BCAST 1.0, namely the Smartcard Profile
and the DRM Profile.

The Smartcard Profile defines a key management system based on the symmetric key model used by either the 3GPP MBMS
[3GPP TS 33.246] security model based on the (U)SIM or 3GPP2 BCMCS [3GPP2 S.S0083] security model based on
(R-)UIM/CSIM. An overview of the Smartcard Profile is provided in Section 4.1.4.2, while a full description is provided in
Section 6.
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The DRM Profile defines a key management system based on the Public Key Infrastructure (PKI) offered by OMA DRM
v2.0 [DRMDRM-v2.0]. An overview of the DRM Profile is provided in Section 4.1.4.1, while a full description is provided
in Section 5.

In order to ensure maximum interoperability, OMA BCAST defines a common layer for traffic encryption (Layer 4) and
allows the other layers of key management to be implemented using either the DRM Profile or the Smartcard Profile.

Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes is specified for 3GPP MBMS, 3GPP2 BCMCS
and IPDC over DVB-H and IPDC over DVB-SH. This adaptation allows the existing functionalities provided by the
underlying BDS to be re-used. Information on the appropriate adaptation is provided in Section 15.

4141 DRM Profile Overview

The DRM Profile is based on public key based mechanisms. It uses the OMA DRMv2.0 Enabler [DRMDRM-v2.0] to
support key management. For non-interactive devices, broadcast extensions for OMA DRMv2.0 as specified in [XBS DRM
extensions-v1.0] are used.

The key management for the DRM Profile is based on the BCAST 4-layer model key hierarchy introduced in Section 4.1.2.1.

Layer 1 is for registration purpose and uses the public/private key pair stored in the BCAST terminal. The public key is used
to secure the delivery of the Rights Encryption Key (REK), and, with the corresponding private key, the Generalized Rights
Objects (GROs) can be processed. The REK may be delivered over an interactive or broadcast channel. In case of delivery
via the broadcast channel the REK may refer to several keys, which are delivered to the BCAST terminal using the
registration process specified in [XBS DRM extensions-v1.0]. In case of an interactive channel, the ROAP registration
procedure [DRMDRM-v2.0] is applied. Note that the actual provisioning of the public/private key pair is out of scope for this
specification.

In Layer 2, the Long Term Key Messages (LTKMs) are delivered. The LTKM is a Generalized Rights Object, which may
take two alternative formats. In case LTKM is delivered over a broadcast channel, the format used is of a Broadcast Rights
Object (BCRO) as specified in [XBS DRM extensions-v1.0]. If an interactive channel is used, the GRO is a Rights Object
(RO) as specified for OMA DRMv2.0 [DRMDRM-v2.0]. The LTKM transports the Service or Program Encryption Key
(SEK/PEK), as well as permissions and attributes. SEK/PEK is encrypted using the keys delivered or broadcasted during the
Layer 1 registration procedure.

Layer 3 securely transports short term keys, i.e. the Traffic Encryption Keys (TEK), in the Short Term Key Message (STKM)
that are broadcasted over the same network as the media streams. Furthermore, data can be protected in case of streaming and
file delivery respectively for both service and content protection. In the case where the TEK is encrypted with a PEK, the
STKM may also carry the SEK-encrypted PEK.

Finally, Layer 4 is responsible for traffic encryption using the TEK for stream or file delivery respectively for both service
and content protection.

The DRM Profile key management is described in detail in Section 4.3.

4142 Smartcard Profile Overview

The Smartcard Profile is based on existing security technologies and standards defined for 3GPP or 3GPP2
broadcast/multicast services.

In the context of the BCAST 4-layer model key hierarchy, the Smartcard Profile provides a key management solution that
uses a Smartcard and an interactive cellular radio interface. Assuming key provisioning has taken place, this solution enables
authentication and Subscriber Key Establishment (Layer 1), LTKM delivery (Layer 2) and STKM delivery (Layer 3), as
specified in Section 6. Access to the protected content (Layer 4) is supported irrespective of the type of encryption used
(SRTP or ISMACryp or IPsec), as specified in Section 9.

This specification defines two variants of the Smartcard Profile. The two variants are referred to as the (U)SIM Smartcard
Profile and the (R-)UIM/CSIM Smartcard Profile respectively. The two variants differ in the way that the Smartcard
establishes the Layer 1 key(s) but are otherwise the same (Layers 2, 3 and 4).
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The Subscriber Key Establishment layer (Layer 1) makes use of a secret key stored on a Smartcard based identity module.
This key is referred to as “SmartCard Key” (SCK) in the Smartcard Profile. The SCK is a pre-provisioned secret key that is
shared between the Smartcard and the Smartcard issuer. If the Smartcard issuer is not also the broadcast service provider,
then the SCK is unknown to the broadcast service provider.

The SCK is used to create the Layer 1 key, the Subscriber Management Key (SMK), using the Generic Bootstrapping
Architecture (GBA) as defined in [3GPP TS 33.220] for the (U)SIM Smartcard Profile, or using the pre-shared key
mechanism as defined in [3GPP2 S.S0083] for the (R-)UIM/CSIM Smartcard Profile. The SMK is established between the
broadcast service provider and the Smartcard or the terminal depending on the key management implementation. If the smart-
card contains the key management system, the SMK SHALL be established between the broadcast service provider and the
smart-card (using GBA-U, or respectively pre-shared key mechanism of 3GPP2); otherwise it is established with the terminal
(using GBA-ME or 2G GBA).

The SMK SHALL be stored on the Smartcard or the terminal depending on the variant of the Smartcard Profile key
management implemented. For the (U)SIM Smartcard Profile, the SMK SHALL be stored on a USIM when using GBA_U,
and on a terminal when using GBA_ME or 2G GBA. For the (R-)UIM/CSIM Smartcard Profile, the SMK SHALL be stored
on a (R-)UIM/CSIM.

The SMK is a user-specific key used to protect the Long Term Key Messages (LTKM) that are delivered in Layer 2.
Depending on the service configuration, within the LTKM a Program Encryption Key (PEK) or a Service Encryption Key
(SEK), used respectively for pay per view or subscription customers, is delivered protected by SMK. For the (U)SIM
Smartcard Profile, the SEK or PEK SHALL be stored on a USIM when using GBA_U or on a terminal when using
GBA_ME or 2G GBA. For the (R-)UIM/CSIM Smartcard Profile the SEK or PEK SHALL be stored on a (R-)UIM/CSIM.

Layer 3 delivers the Short Term Key Message (STKM) within which Traffic Encryption Keys (TEKS) are protected using
SEK or PEK, as well as optionally by a Terminal Binding Key (TBK).

Layer 4 is for traffic encryption using the TEK for stream or file delivery respectively for both service and content protection.

Table 4 gives a brief outline of the 4-layer model key hierarchy:

Key layer Key name Key hierarchy Storage location
Key SmartCard SCK Pre-provisioned secret key shared with | Smartcard
Provisioning | ey (SCK) the Smartcard issuer. Provisioning of

this key is out of the scope of this
specification.

Layer 1. | Subscriber SMK For the (U)SIM Smartcard Profile | Smartcard (for GBA_U or if
i‘ébsc”ber Management SMK is generated as a result of a | security is based on registration
Est’;bnshmem Key (SMK) successful  run  of the GBA | key RK) or Terminal (for

bootstrapping procedure. For | GBA_ME or 2G GBA)
(R-)UIM/CSIM  Smartcard  Profile,
SMK is derived from the SCK. SMK is
equivalent to the MBMS User Key

(MUK).
Layer 2: | Service /| SMKI[SEK] or | Protected by SMK and sent to the | Smartcard (for GBA U or if
LTKM Program SMKIPEK] Smartcard via the terminal using a | security is based on registration
Encryption point to point channel (in the case of | key RK) or Terminal (for
Key GBA_U). SEK/PEK is equivalent to | GBA_ME or 2G GBA)
(SEK/PEK) the MBMS Service Key (MSK).
Layer 3| Traffic SEKJ[TEK] or | Protected by SEK or PEK ((U)SIM | Terminal
STKM Encryption PEK[TEK] variant) or derived from SEK or PEK
Key (TEK) ((R-)UIM/CSIM variant), and sent over
the broadcast channel. Optionally also
encrypted with TBK. TEK is equivalent
to the MBMS Traffic Key (MTK).
Layer 4: TEK[content] | TEK encrypted content; traffic
traffic encryption with SRTP, ISMACryp, or
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encryption IPsec

Table 4: Smartcard Profile key hierarchy model

The Smartcard Profile key management is described in detail in Section 6.

4.2 Version1l.1

Changes in Service and Content Protection specification version 1.1 over version 1.0 are introduced in Table 5.

Category Function Description

Parental PIN request control | The new flag “PINCODE_to_unlock_disallowed” is introduced in
parental control message. By setting this flag, the server can disallow
unlocking of access to a content that requires entering a parental

PINCODE.
Parental control in service | The AUTHENTICATE command and ADF BSIM are extended to
Parental Control provisioning support the case when parental consent is needed for requesting

service provisioning. Smartcard can now be used for signing

information in the service provisioning messages.

Multiple services support It is specified how parental control applies to multiple instances of

different services when those have to be treated by the terminal

simultaneously.

Support for DVB-SH DVB-SH BDS is added. DVB-SH cell is added in cell_target_area

descriptor of STKM location_based_restriction descriptor.

DVB service ID is added for DVB-SH in cell_target_area descriptor.

Support for FLO BDS FLO BDS is added. FLO cell is added in cell_target_area descriptor

of STKM location_based_restriction descriptor.

Support for WiMAX BDS location_based_restriction descriptor is updated to include WiMAX

BSID and NAP ID.

Subscription Pause and Support for subscription pause and resume (defined in [BCAST11-
Resume Services]) is added. For DRM Profile, this additionally includes

support of ROAP RO Deletion protocol defined in [XBS DRM

extensions-v1.1].

BCAST Distribution
Systems

Service Provisioning

Smartcard Broadcast Support for Smartcard Broadcast Provisioning (defined in
Provisioning [BCAST11-Services]) is added.
Smartcard-Centric Event Signaling Use of Event Signaling Mode of BCAST command for Smartcard-
Audience Measurement Centric Audience Measurement is specified.
Access Criteria Smartcard_Centric_Audience_Measurement_control access criteria

descriptor is added.
Clear-to-Air (unencrypted) | NULL encryption type is added to the list of supported encryption

Services Support algorithms
Smartcards Support for ISIM ISIM is added in Smartcard Profile.
References - All 3GPP references are updated to release 8.

ETSI DVB references are corrected.

3GPP2 references are updated.

Bug Fixes - PUI for BSIM is added.

Protection_after_reception bits definition and coding are fixed.
Status code for ‘PINCODE not initialized” is revoked.

Other clerical changes applied.

Table 5: Changes in SPCP version 1.1
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4.3 Version 1.2

Changes in Service and Content Protection specification version 1.2 over version 1.1 are introduced in Table 6.

Category Function Description
Support for DVB-NGH DVB-NGH, DVB-T2 and DVB-T2-Lite BDS are added.

DVB-NGH and DVB-T2 cell are added in cell_target_area descriptor
of STKM location_based_restriction descriptor.

BCAST Distribution
Systems

Table 6: Changes in SPCP version 1.2

4.4 Version 1.3

BCAST 1.3 aims to

o  Define the delivery of MPEG DASH-based contents in BCAST systems and the appropriate signalling for the use of
BCAST service and content protection systems to protect these MPEG DASH-based contents.

e  Allow the Common ENCryption (CENC) defined by MPEG as possible encryption method to be used for BCAST

Extend the use of MBMS BDS to the last releases of 3GPP MBMS specifications for the use of BCAST over e-MBMS for
LTE networks.

4.4.1 Overview of Operations for Adaptive Streaming of Content

MPEG DASH specifies formats and methods that enable the delivery of streaming service(s) from standard HTTP servers to
DASH client(s).

Each media content may have several encoded and deliverable versions (sub-sampling, different codecs, encoding bitrate,
etc..) called media streams, that the DASH client in the terminal may select dynamically or statically depending on e.g.
available bandwidth or the device capability, and using information retrieved in the Media Presentation Description (MPD).

The delivery of Dynamic Adaptive Streaming Services is defined for BCAST in [BCAST13-Services]. This delivery may be
done over HTTP using the interaction channel or over the broadcast channel to serve a large number of Terminals with the
same content. In case of DASH formatted files delivered over the broadcast channel, the DASH Media Segments and Media
Presentation Description are delivered using FLUTE. The signalling of DASH files over interaction and broadcast channel is
defined in [BCAST13-SG].

In case the DASH-based contents are encrypted, the Key Management System SHALL use either the DRM Profile or the
Smartcard Profile as defined in this specification. The protection of DASH Services is defined in section 5.6.3 for DRM
Profile and 6.8.4 for Smartcard Profile.

© 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the terms as stated in this document. [OMA-Template-Spec-20170101-1]



OMA-TS-BCAST_SvcCntProtection-V1_3-20170131-A Page 41 (304)

5. DRM Profile

5.1 Introduction

OMA BCAST DRM Profile uses OMA DRMv2.0 specified solutions [DRMDRM-v2.0] for the registrations and rights
management over the interactive channel and specifies a set of protocols for use in broadcast [XBS DRM extensions-v1.3]
and out-of-band channels.

The following sections describe the four layers of the 4-layer model key hierarchy, as well as key provisioning required to
access the first layer for DRM Profile. Section 5.2 briefly describes key provisioning. Section 5.3 describes registration.
Section 5.4 describes the LTKM structure, while Section 5.5 describes that of the STKM. Section 5.6 and Section 5.6.2
describe how to protect data in case of streaming and file delivery respectively for both service and content protection.
Recording aspects are described in Section 5.7, while SG signalling is explained in Section 5.8.

5.2 Key Provisioning

The OMA DRM Profile uses PKI-based mechanism. Access to the registration layer (Layer 1) is implemented using a device
key (or public/private key pair) that is stored in the mobile device. How the device key is provisioned is out of scope for this
specification.

5.3 Layer 1: Registration

The device must first register with the Rights Issuer to receive protected broadcast service. Registration can be performed
either via an interaction or broadcast channel.

In the case that an interaction channel is used, the registration protocol is as defined in OMA DRMv2.0 [DRMDRM-v2.0]
and right encryption keys (used to protect Layer 2 RO) are delivered protected with the public key of the device. In this case,
the registration procedure is initiated by the device, e.g. on reception of a ROAP Registration Trigger, typically returned
whenever an unregistered device executes any of the procedures for interactive service provisioning defined in [BCAST13-
Services], or in response to an out-of-band mechanism.

For the devices that do not support an interaction channel, an alternative process for the registration is defined in [XBS DRM
extension-v1.0] and a set of keys (used to protect Layer 2 BCRO) are delivered over the broadcast channel protected with the
public key of the device.

OMA DRM Profile supports a notion of Broadcast Domains and Interactive Domains to facilitate sharing of content and
services among the registered terminals, see [XBS DRM extensions-v1.1].

5.4 Layer 2: Long Term Key Message — LTKM

For the DRM Profile service encryption key (SEK)/program encryption key (PEK) is packaged in a special LTKM format.
This special format is called Rights Object (RO) and in addition to the provided keys, it may contain permissions and
attributes linked to the protected content. The profile supports the delivery of ROs over interactive and broadcast channel.

Before a device can start receiving LTKMs, it must be subscribed to the service or pay-per-view program that the LTKs
protect. For devices that support an interaction channel, this is e.g. done with a “Service Request” or “LTKM Renewal
Request” message as defined in [BCAST13-Services]. For devices that support only the broadcast channel, an out-of-band
procedure is used (see Section 5.4.4.1.2 in [BCAST11-Architecture]). The information needed to perform the subscription is
announced in the Service and various purchase-related fragments of the Service Guide (see Section 5.8). Services and pay-
per-view programs that are available for purchase are generically referred to as “purchase items”.

Section 5.4.1 introduces and describes use of ROs. Section 5.4.2 gives OMA DRMv2.0 extensions for BCRO. Section 5.4.3
describes how ROs are used for service protection at Long Term Key Delivery layer
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54.1 Use of ROs and BCROs

Service Encryption Keys (SEK) and Program Encryption Keys (PEK) described in Layer 2 of the Key Hierarchy for Service
Protection MAY be transmitted to each terminal within Generalized Rights Objects (GROs). Two formats are available for
the purpose. One is the format of an OMA DRM 2.0 Rights Object (RO), as specified in [DRMDRM-v2.0]. The other format
is Broadcast Rights Object (BCRO) specified in XBS document [XBS DRM extensions-v1.1], and is used when GRO is
delivered over a broadcast channel. In addition to SEKs/PEKSs, GROs also contain permissions and other attributes linked to
protected service. SEKs would typically be utilized for subscription services. Each SEK protects a single subscription
service that can be purchased as a unit. A unit is the minimum granularity of services that a service provider offers to an end
user, and a unit, therefore, MAY correspond to a single program channel, to a portion of a channel, or to a collection of
program channels that are all purchased as a unit. The SEK is an intermediate key, i.e. it does not directly encrypt the content
but instead encrypts a Traffic Encryption Key (TEK) or PEK. The SEKSs themselves are encrypted by keys transmitted in
Layer 1 of the Key Hierarchy. PEKSs carried in GROs are encrypted by keys transmitted in Layer 1, and used to decrypt the
TEK. In the context of BCAST Enabler, these GROs are called Long Term Key Messages (LTKMs).

A terminal periodically receives a set of SEKsS/PEKs that MUST be encrypted and authenticated. Depending on the
capabilities of underlying transport networks, multiple SEKs/PEKs MAY be combined into one LTKM directed to a terminal.
There MAY also be multiple such messages that relay different sets of SEKs/PEKS to the same terminal.

SEKs SHOULD be periodically updated so that when someone drops a subscription, their access to a service will be
terminated cryptographically once a SEK changes. For example, SEKs MAY change once per billing period (e.g., on a
monthly basis). PEKSs, when provided, SHOULD change once per program.

The transmission of LTKM to a terminal can be done over an interaction channel or over a broadcast channel, depending on
whether the terminal has access to an interaction channel or not.

If the LTKM is transmitted over the broadcast channel, then the GRO MUST be encoded using a suitable binary encoding or
compression. A GRO thus encoded is called a BCRO. The syntax for BCRO is introduced in XBS document [XBS DRM
extensions-v1.1].

In addition, if the LTKM is transmitted over the broadcast channel, then digital signatures or MACs over the GRO MAY be
verifiable over the BCRO itself without having to decode or de-compress the BCRO.

In addition, if the LTKM is transmitted over the broadcast channel, then all content of the LTKM other than the BCRO
MUST be compressed or encoded.

If the LTKM is transmitted over the interaction channel, then the LTKM, including the GRO, digital signatures or MACs,
MAY be encoded, compressed, or text-based.

5.4.2 OMA DRM v2.0 Extensions for Broadcast Rights Objects

Extensions to OMA DRM v2.0 for broadcast rights objects including design and format, appear in the OMA DRM v2.0
Extensions for Broadcast Support document [XBS DRM extension-v1.0]".

An alternative Content Protection solution to that depicted in OMA DRM v2.0 Extensions for Broadcast Support document,
or appropriate modifications thereto, is specified in Section 6.
5.4.3 GROs in Long Term Key Delivery Layer for service protection

In case of subscription, the Service Encryption and Authentication Key material (SEAK) associated with the service is
securely delivered to the authorized terminal in a GRO. Such a GRO is called a Service RO. SEAK consists of 128 bits SEK
(Service Encryption Key) and 128 bits SAS (Service Authentication Seed). SAS is used as a seed in a generic authentication

* (Informative Footnote) Where Generalized Rights Objects (particularly for post-acquisition rights associated with BCAST
Stream Delivery of protected content) are stored in secure removable Smartcards, i.e. (U)SIM/(R )UIM/CSIM in 2G/3G
mobile terminals, an alternative Content Protection scheme to handle such Broadcast Rights Objects may be applicable as an
option. Such an alternative is explored in the OMA DRM working group.
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function to derive SAK (Service Authentication Key). In general, a Service RO will contain key material associated with
more than one service (when associated with a service bundle).

In case of pay-per-view, the Program Encryption and Authentication Key material (PEAK) associated with a pay-per-view
event is securely delivered to the authorized terminal directly within a GRO. Such a GRO is called a Program RO. PEAK
consists of 128 bits PEK (Program Encryption Key) and 128 bits PAS (Program Authentication Seed). PAS is used as a seed
in a generic authentication function to derive PAK (Program Authentication Key).

The ID of GROs that contain SEAKs or a PEAK needs to be structured, to allow for the management of purchase
transactions in the device, or more specifically, to create an association between the purchase item in the service guide and
the successful completion of the purchase transaction (when the GRO related to the purchase has finally been received in the
device). This is valid for both connected and especially for unconnected operation (see [DRMDRM-v2.0] for the definition of
“connected” and “unconnected”), where the GRO may be received by the device much later than the purchase transaction is
initiated. A connected device has a direct 2-way connection to the Rights Issuer (RI) through interaction channel. On the
other hand, the unconnected devices do not have access to the RI through an interaction channel but they are capable of
making connection via an intermediary interactive device.

Defining a structured ID for GRO will also allow the device to check later on whether GROs for all subscribed services are
available (and have been renewed). The rekeying_period_number is an increasing number by which the ID of the GRO
related to the same purchase item can be made unique.

The ID of a GRO linked with subscription (Service RO) or pay-per-view (Program RO), and bound to a device or to a
domain, SHALL be constructed respectively as follows:

deviceRoID = “E” || devicelD || “.S§” || stringtomakeitunique | *_I'"" || purchaseltemID | ™ " |
HEX(rekeying_period_number)

domainRoID = “0” | domainID || “ S” || stringtomakeitunique | "_I'"" || purchaseltemID | " " ||
HEX(rekeying_period_number)

e devicelD is the Unique Device Number (UDN) as discussed in [XBS DRM extensions-v1.1].

e stringtomakeitunique Note that ‘deviceRoID’ and ‘domainRoID’ SHALL be globally unique. Note further that because
of the specification of ‘purchaseltemID’ in the OMA BCAST SG, the global uniqueness is already guaranteed and
therefore, ‘stringtomakeitunique’ SHALL be the empty string.

e purchaseltemID is the GlobalPurchaseltemID associated with the purchase item and signalled in the Purchase Item
Fragment of the SG(see Section 5.8). According to [DRM Enabler-v2.0], Rights Object IDs are of type xml:id, in which
only a limited character set is allowed as specified (see grammar of ‘NCName’ in [XMLNames]. As the purchaseltemID
is of type anyURI according to [BCAST13-SG], some characters can be present in purchaseltemID which are not
allowed in NCName. Those characters, in particular the colon character (“:””), SHALL be replaced by the underscore
character (“_”) before including the purchaseltemID into deviceRoID or domainRolD

e rekeying_period_number is a 7-bit counter that is used to differentiate between different ROs with the same
purchase_item_id (defined in Section 7.2 of [ XBS DRM extensions-v1.1])

In the case of BCROs, the link with the corresponding subscription (Service RO) or pay-per-view (Program RO) is obtained
by using the BCRO fields purchase_item_id and rekeying_period_number ([XBS DRM extensions-v1.1]).

A Service RO SHALL contain at least one (<CID>, <SEAK>) pair. The <CID> (Content Identifier) SHALL be constructed
as specified in the paragraph defining the Short Term Key Message (see Section 5.5).

The <SEAK> contains SEK and SAS. SEK and SAS are obtained from a GRO as specified in sections C.14.2.1 and C.14.2.2
of [XBS DRM extensions-v1.1]).

A Program RO SHALL contain at least one (<CID>, <PEAK>) pair. The <CID> SHALL be constructed as specified in the
paragraph defining the traffic key message (see Section 5.5).

The <PEAK> contains PEK and PAS. PEK and PAS are obtained from a GRO as specified in sections C.14.2.1 and C.14.2.2
of [XBS DRM extensions-v1.1]).
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5.4.4 Pause and Resume of Service Subscription

When a terminal attempts to pause a periodical subscription using “Subscription Pause Request”, as defined in [BCAST13-
Services], the Rights Issuer SHALL request a device to delete associated Rights Object(s). For this purpose, the Rights Issuer
SHALL use ROAP RO Deletion protocol defined in [XBS DRM extensions-v1.1]. The Rights Issuer MAY include ROAP-
RODeletionTrigger into “Subscription Pause Response” message or send it separately.

When a device has succesfully resumed subscription to a particular service using “Subscription Resume Request”, as defined
in [BCAST13-Services], the Rights Issuer MAY include new ROs associated to this service into “Subscription Resume
Response”. The Rights issuer MAY also use ROAP-RORequestTrigger defined in [DRMDRM-v2.0] to trigger RO
acquisition by the device.

5.5 Layer 3: Short Term Key Message - STKM

This Section describes the format and role of STKM (Short Term Key Message) in the transport of short term traffic keys
(TEKS) for DRM Profile at the Short Term Key Delivery layer.

Each STKM SHALL be encapsulated in exactly 1 UDP packet.
In order to keep access times low for devices that start accessing a service, a STKM SHALL be transmitted periodically.

The STKM SHALL be transported over the same network as the media streams that are protected with the traffic keys
contained in the STKM. The STKM stream MAY be transported in an own session, e.g. transported in an own IP stream.

If the traffic_protection_protocol equals to TKM_ALGO_DCF, then the STKM MAY be delivered as a separate object inside
a FLUTE session, together with the protected traffic, having its own FDT entry.

Short_Term_Key_Message_Description Length (in bits) Type
short_term_key message() {
selectors_and_flags {
protocol_version 4 uimsbf
protection_after_reception 2 uimsbf
reserved_for_future use 1 bslbf
access_criteria_flag 1 uimsbf
traffic_protection_protocol 3 uimsbf
traffic_authentication_flag 1 uimsbf
next_traffic_key flag 1 uimsbf
timestamp_flag 1 uimsbf
program_flag 1 uimsbf
service_flag 1 uimsbf
}
if (traffic_protection_protocol == TKM_ALGO_IPSEC) {
security _parameter_index 32 uimsbf
if (next_traffic_key flag==TKM_FLAG_TRUE ) {
next_security parameter_index 32 uimshb
}
}
if (traffic_protection_protocol == TKM_ALGO_SRTP) {
master_key index_length 8 uimsbf
master_key_index 8*master_key_index_length uimsbf
reserved_for_future _use 5 bslbf
next_master_key index_flag 1 uimsbf
next_master_salt_flag 1 uimsbf
master_salt_flag 1 uimsbf
if (master_salt_flag == TKM_FLAG_TRUE) {
master_salt 112 bslbf
}
if (next_traffic_key flag == TKM_FLAG_TRUE ) {
if (next_master_key_index_flag == TKM_FLAG_TRUE) {
next_master_key index 8*master_key_index_length uimsbf
}
if (next_master_salt_flag == TKM_FLAG_TRUE) {
next_master_salt 112 bslbf
}
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}
}
if (traffic_protection_protocol == TKM_ALGO_ISMACRYP) {
key _indicator_length 8 uimbf
key_indicator 8*key_indicator_length uimsbf
if (next_traffic_key flag == TKM_FLAG_TRUE) {
key_indicator 8*key_indicator_length uimsbf
}
}
if (traffic_protection_protocol == TKM_ALGO_DCF) {
key_identifier_length 8 uimsbf
key_identifier 8*key_identifier_length bit string
encrypted_traffic_key material_length 8 uimsbf
encrypted_traffic_key material 8*encrypted_traffic_key_material_length | bslbf
if (next_traffic_key flag =="TKM_FLAG_TRUE) {
next_encrypted_traffic_key material 8*encrypted_traffic_key_material_length | bslbf
}
reserved_for_future_use 4 bslbf
traffic_key_lifetime 4 uimsbf
if (timestamp_flag == TKM_FLAG_TRUE) {
Timestamp 40 mjdutc
}
if (access_criteria_flag == TKM_FLAG_TRUE) {
reserved_for_future_use 8 bslbf
number_of access_criteria_descriptors 8 uimsbf
access_criteria_descriptor_loop() {
access_criteria_descriptor()
}
}
if (program_flag == TKM_FLAG_TRUE) {
program_selectors_and_flags {
reserved_for_future_use 7 bslbf
permissions_flag 1 uimsbf
}
if (permissions_flag == TKM_FLAG_TRUE) {
permissions_category 8 uimsbf
}
if (service_flag == TKM_FLAG_TRUE) {
encrypted PEK 128 bslbf
program_CID_extension 32 uimsbf
program_MAC 96 bslbf
}
if (service_flag == TKM_FLAG_TRUE) {
service_CID_extension 32 uimsbf
service_ MAC 96 bslbf
}
}

Table 7: Format of STKM for DRM Profile

Reserved_for_future_use — These bits are reserved for future use, and SHALL be set to zero when not used.

5.5.1 Coding and Semantics of Attributes

Section 7 introduces the coding and semantics of all Attributes common between the DRM Profile and the Smartcard Profile.
Any DRM Profile specific attributes are introduced below.

next_traffic_key flag — indicates whether or not the Short Term Key Message contains the next traffic key material:

TKM_FLAG_FALSE

The Short Term Key Message contains only the current traffic key material.

TKM_FLAG_TRUE

The Short Term Key Message contains both the current and the next traffic key material.
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The next traffic key material SHALL be included at least 1 second before it becomes current. This is to enable the devices to
process the traffic key material and put the necessary security associations in place before the media packets that are
encrypted with the next traffic encryption key start arriving.

The above time SHALL be relative to the moment of transmission of the key stream messages.

If PEK is used to protect the traffic key material, then next traffic key material that protects a program different from the
current program SHALL NOT be included.

timestamp_flag — indicates whether or not the STKM contains a timestamp:

TKM_FLAG_FALSE The STKM does not contain a timestamp.

TKM_FLAG_TRUE The STKM contains a timestamp.

program_flag — indicates whether or not the program key layer is present in the Short Term Key Message:

TKM_FLAG_FALSE The PEK is not present, i.e. the optional program key layer is not used for the service.

TKM_FLAG_TRUE The PEK is present, i.e. the optional program key layer is used for the service.

<program_flag> and <service_flag> SHALL NOT both be 0. All other combinations are allowed, indicating that either one
or both of the key layers are present.

service_flag — indicates whether or not the service block is present in the Short Term Key Message:

TKM_FLAG_FALSE The SEK is not present, i.e. the optional service key layer is not used for the service.

TKM_FLAG_TRUE The SEK is present, i.e. the optional service key layer is used for the service.

<program_flag> and <service_flag> SHALL NOT both be 0. All other combinations are allowed, indicating that either one
or both of the key layers are present.

security_parameter_index — provides the link to the IPsec ESP header:

Upon reception of a protected IP packet, the terminal SHALL use the security parameter index (SPI) to identify (look up) the
correct security association and thereby find the decryption and authentication keys to be used for the received IPsec ESP
packet. The SPI value SHALL be in the range 0x00000100 — OXFFFFFFFF. An incoming ESP packet containing the SPI
value specified in this field SHALL use the keymaterial provided in the encrypted traffic key material field as keymaterial for
the decryption operation.

next_security_parameter_index — provides the link to the IPsec ESP header:

This field is present in the packet only if next traffic key flag is set to true. This field then contains the IPsec SPI value
corresponding to the next_encrypted_traffic_key material field. The value of the SPI SHALL be in the range 0x00000100 —
OxFFFFFFFF. An incoming ESP packet containing the SPI value specified in this field SHALL use the keymaterial provided
in the next encrypted traffic key material field as keymaterial for the decryption operation.

master_key index_length — provides the length of the master_key_index field
This field gives the length of the master_key index field in bytes.
master_key index — provides the link to the SRTP header:

Upon reception of a protected RTP packet, the terminal SHALL use the master key index (MKI) to identify (look up) the
correct security association and thereby find the decryption and authentication keys to be used for a received SRTP packet.

This field is a sequence of Octets. The sequence consists of master_key_index_length bytes. The bytes are in the same order
that they will be in an SRTP packet and SHALL be in SRTP [RFC3711] network byte-order when extracting the MKI value.

next_master_key index_flag — specifies if the master key index (MKI) for the next TEK is explicitly included in the SRTP
parameters (as the next _master_key index field). In the case that the next_master_key index is not present in the message,
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the value of current MKI+1 SHALL be assumed. In the case when the next_traffic_key flag is false there is no information
related to the next traffic key included in the message and this parameter does not apply.

next_master_salt_flag — specifies if the next SRTP master salt value corresponding to the next TEK is explicitly included in
the SRTP parameters (as the next_master_salt field). In the case that the next_master_salt is not present in the message, the
same value as for the current master salt SHALL be assumed. In the case when the next_traffic_key flag is false there is no
information related to the next traffic key included in the message and this parameter does not apply.

master_salt _flag — specifies if the master salt is included in the SRTP parameters. In the case that the master salt is not
present in the message, a NULL value consisting of 112 0-bits SHALL be assumed.

master_salt — SRTP master salt that is used along with the master key to derive SRTP session keys as defined by SRTP
[RFC3711].

next_master_key index — provides the link to the SRTP header:

This field is present in the packet only if the next_traffic_key flag and the next_master_key_index_flag are both set to true.
This field then contains the SRTP MKI value corresponding to the next_encrypted_traffic_key material field. An incoming
protected RTP packet containing the MKI value specified in this field SHALL use the key material provided in the next
encrypted traffic key material field as key material for the decryption operation.

next_master_salt — next value of the SRTP master salt that is used along with the next master key to derive SRTP session
keys as defined by SRTP [RFC3711].

This field is present in the packet only if the next_traffic_key flag and the next_master_salt_flag are both set to true. This
field then contains the SRTP master salt value corresponding to the next_encrypted traffic key material field. An incoming
protected RTP packet containing the next MKI value SHALL use the next master salt value provided in this field during the
SRTP session key derivation.

key_indicator — value of the Keylndicator used to identify the TEK transported in the STKM. This is used to identify the
particular TEK key needed to decrypt AUs (as indicated in the ISMACrypContextAU field defined in [ISMACRYP11] and
[ISMACRYP20]).

key_identifier_length — indicates the length in bytes of the key_identifier. For ISMACryp, key_indicator_length is signaled
in SDP. For DRM Profile, the key_indicator_length is also signaled in STKM. Note that the Smartcard Profile STKM does
not contain such field for ISMACryp. The key_indicator_length parameter is part of the Session Description Protocol (SDP)
and is described in Section 0.

key_identifier — value of the identifier used to identify the TEK transported in the STKM. This is used to identify the
particular TEK needed to decrypt DCF encoded files.

encrypted_traffic_key material_length — is the length in bytes of the encrypted traffic key material.

The length of the traffic key material depends on the encryption and authentication algorithm, and is obtained by adding the
respective key sizes. Encryption MAY require the clear-text key material to be padded.

encrypted_traffic_key_material — is the key material currently used for encryption and optional authentication of the traffic,
encrypted using AES-128-CBC, with fixed IV 0, and with 0 padding in the last block, if needed.

If <program_flag> == TKM_FLAG_TRUE, the traffic key material is encrypted with the Program Encryption Key (PEK).

If <program_flag> == TKM_FLAG_FALSE and <service_flag> == TKM_FLAG_TRUE, the traffic key material is
encrypted with the Service Encryption Key (SEK).

After decryption (and discarding any padding), the Traffic Encryption Key (TEK) and the Traffic Authentication Key (TAK)
are obtained in a way that depends on the protocol used for traffic protection:

IPsec: If no traffic authentication is used, the IPsec encryption key is identical to the decrypted traffic key material (16
bytes).
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If traffic authentication is used, IPsec encryption key and Traffic Authentication Seed (TAS) are obtained by splitting the
decrypted traffic key material into two parts, where the IPsec encryption key is identical to the first 16 bytes, and the TAS is
identical to the second 16 bytes. The TAK (20 bytes) is derived from the TAS, as described in Section 9.1.

SRTP: The master key is identical to the decrypted traffic key material and SHALL always be a 16-byte key. How the keys
for traffic decryption and authentication are derived from the master key is defined by SRTP.

ISMACRYP: If no traffic authentication is used, the decrypted traffic key material is identical to the key used for the AES-
CTR decryption and its length is 16 bytes. If authentication is used, the first 16 bytes of the decrypted traffic key material are
used as the 128 bit master key (MK) together with the 112 bit master_salt (MS) to derive encryption and authentication keys
as described by STRP.

For the DRM Profile, when traffic authentication is used, the MS, from which the actual salt keys are derived, SHALL be
signalled via SDP. When traffic authentication is not used, the salt keys as such are signaled in SDP.

Note that, for the Smartcard Profile, the MK is sent in the MIKEY STKM, and the MS is also sent in the MIKEY STKM.
DCF: If no traffic authentication is used, the encryption key is identical to the decrypted traffic key material (16 bytes).

If traffic authentication is used, the encryption key and the Traffic Authentication Seed (TAS) are obtained by splitting the
decrypted traffic key material into two parts, where the encryption key is identical to the first 16 bytes, and the TAS is
identical to the second 16 bytes. The authentication key (20 bytes) is derived from the TAS in the same way as specified for
IPsec (see Section 9.1, Authentication for IPsec).

next_encrypted_traffic_key material — is the encrypted key material used for encryption and optional authentication of the
traffic after the current crypto period is over and the next crypto period starts. The structure of this attribute is the same as for
the encrypted_traffic_key material attribute.

timestamp — Field containing a timestamp at the point of sending the STKM. The timestamp SHALL be used as a reliable
time of reception of the associated media stream for post-acquisition permissions. The device SHALL not use the timestamp
as a reliable source for DRM time.

The format of the 40-bit mjdutc field is specified in Section 14. This 40-bit field contains the timestamp of the STKM in
Universal Time, Co-ordinated (UTC) and Modified Julian Date (MJD). This field is coded as 16 bits giving the 16 LSBs of
MJD followed by 24 bits coded as 6 digits in 4-bit Binary Coded Decimal (BCD).

As an example, 93/10/13 12:45:00 is coded as "0xC079124500".

permissions_flag — indicates whether or not permissions category is defined for the program:

TKM_FLAG_FALSE No permissions category is defined.

TKM_FLAG_TRUE Permissions category is defined.

permissions_category — indicates the permissions category for the program:

0x00 No permissions category, RO applies as such,

0x01...0x3F Permissions_category is included in the post- acquisition permissions lookup.
0x40...0xEF Reserved for future standardization.

OXFF No post-acquisition content protection (export in plaintext is allowed)

If permissions_category is in the range 0x01...0x3F,

e Incase of a RO that is not a BCRO, the device SHALL use as service_CID for post-acquisition permissions lookup the
text string

service CID = ‘'cid:" || "b"™ | "#S" || baseCID || "@" | HEX(service CID extension) | " " ||
HEX(permissions_category)
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and then apply the permissions specified in the service RO for this asset. Note that ‘service_ CID’ shall be globally unique.
Note further that, because of the specification of ‘baseCID’ in the Service Guide, the global uniqueness is guaranteed. (See
Appendix H of [BCAST13-SG].) The baseCID component MUST NOT contain characters which are disallowed either by
[RFC2396] URI syntax or by [RFC2392] cid-url syntax, such as ":".

e In case of BCRO, the device SHALL look up the permissions specified in the service BCRO for the asset that has a
matching permissions_category field.

If permissions_category is in the (reserved for future standardization) range 0x40...0xEF, and the device does not support it,
the device SHALL drop (i.e. ignore) all post-acquisition permissions (like play, redistribute etc.) indicated in the service RO,
or if the device cannot do such permissions dropping, allow real-time rendering of the streaming content only (i.e. refuse to
record the content, or to redistribute it in real time). Permissions_category has no impact on a Program RO. The permissions
delivered in a Program RO apply as such.

If permissions_category = OxFF, there is no need to protect the content after service protection has been removed; in other
words, export in plaintext is allowed. This is comparable to setting protection_after reception to 0x03.
If protection_after_reception = 0x03 and permissions_category value is included in the STKM, the permission_category
SHALL be set to OxFF.

encrypted_PEK - is the Program Encryption Key (PEK) used within the current STKM to decrypt the traffic key material,
encrypted using AES-128-CBC with a fixed IV equal to 0. The PEK is encrypted with the SEK.

program_CID_extension — is the extension of the program_CID, which allows to identify the program key material that has
been delivered to the device within a LTKM for a program.

Note that for BCRO, a binary, fixed-size version of the content ID (CID) is needed. This ID is called BCI in this specification.
The CID/BCI of the service key is constructed as:

program_CID = "cid:" || "'b"" || "#P"" || baseCID || "@" || HEX(program_CID_extension)

program_BCI = hash(*"cid:"" ||"'b"" || "#P"" || baseCID || "'@"") || program_CID_extension

The baseCID is a string value announced in the Service Guide; (see section 5.1.2 of [BCAST13-SG]). Upon reception of a
STKM, the terminal can assemble the program_CID/BCI and look up the PEK (wrapped inside a LTKM). Note that
‘program_CID’ shall be globally unique. Note further that, because of the specification of ‘baseCID’, the global uniqueness
is guaranteed. (See Appendix H of [BCAST13-SG].) The baseCID component MUST NOT contain characters which are
disallowed either by [RFC2396] URI syntax or by [RFC2392] cid-url syntax, such as ":".

The HEX() function is a hexadecimal presentation of the parameter containing hexadecimal characters 0-9 and a-f (in
lowercase) with possible preceding zeros. As an example, for a 16 bit value 2748, HEX() returns "Oabc"”. Note that two
characters are always generated for each byte.

The hash function for the construction of program_BCI is SHAL1-64. It does not depend on the contents of the STKM, and
can thus be pre-computed.

program_MAC - is the HMAC-SHA-1-96 according to [RFC2104] and [RFC2404] calculated over all preceding fields of
the Short Term Key Message. It is used to authenticate the relevant part of the STKM in case of pay-per-view, where a PEK
from a LTKM for a program is used to directly decrypt the traffic key material.

In case the terminal is accessing the STKM with a LTKM for a program, the terminal SHALL compute the program MAC,
and drop the message if authentication fails. In this case, <program_MAC> MAY also be used to detect and drop duplicates
(it can be expected that a particular STKM is repeated multiple times, in order to keep access times short for terminals that
newly start receiving a broadcast transmission).

In case the terminal is accessing the STKM with a LTKM for a service, it will not be able to compute the program MAC, and
there is no need for it to do so.

service_CID_extension — is the extension of the service_CID, which allows identifying the service key material that has
been delivered to the device within a LTKM for a service.
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Note that for BCRO, a binary, fixed-size version of the content ID (CID) is needed. This ID is called BCI in this specification.
The CID/BCI of the service key is constructed as:

service_CID ::="cid:" || "'b"" || "#S"" || baseCID || "@"" || HEX(service_CID_extension)

service_BCI ::= hash(*'cid:" ||"'b"" || "#S" || baseCID || "@"") || service_CID_extension

The baseCID is a string value announced in the Service Guide; (see section 5.1.2 of [BCAST13-SG]). Upon reception of a
STKM, the terminal can assemble the service_CID/BCI and look up the SEK (wrapped inside a LTKM). Note that
‘service_CID’ shall be globally unique. Note further that, because of the specification of ‘baseCID’, the global uniqueness is
guaranteed. (See Appendix H of [BCAST13-SG].) The baseCID component MUST NOT contain characters which are
disallowed either by [RFC2396] URI syntax or by [RFC2392] cid-url syntax, such as ":"

The hash function for the construction of service_BCI is SHA1-64. It does not depend on the contents of the STKM, and can
thus be pre-computed.

If the permissions_category field is present and has a nonzero value, the Service_CID of the service is constructed as
specified at description of the permissions_category field.

service_ MAC - is the HMAC-SHA-1-96 according to [RFC2104] and [RFC2404] calculated over all preceding fields of the
Short Term Key Message. It is used to authenticate the STKM with SAK in case of subscription, where a SEK from a
LTKM for a service is used to decrypt the PEK and further decrypt the traffic key material.

In case the terminal is accessing the STKM with a LTKM for a service, the terminal SHALL compute the service MAC, and
drop the message if authentication fails, i.e. if the computed MAC doesn’t correspond to <service MAC>. In this case,
<service_ MAC> MAY also be used to detect and drop duplicates (it can be expected that a particular traffic key message is
repeated multiple times, in order to keep access times short for terminals that newly start receiving a broadcast transmission).

In case the terminal is accessing the STKM with a LTKM for a program, it need not compute the service MAC.

55.2 Authentication for STKMs for OMA DRM 2.0 Extensions

A STKM can contain two MAC fields: The program MAC and the service MAC. If only one MAC field would be used, the
authentication key could only be renewed when both SEK and PEK change at the same time. Having two MAC fields and
two authentication keys makes it possible to authenticate the message and check for its integrity while only having one key
set. The Service Authentication Key (SAK) and the Program Authentication Key (PAK) will be derived from the Service
Authentication Seed and the Program Authentication Seed respectively which are transmitted together with the encryption
keys in the LTKMs. (How this is carried in the BCRO and RO is explained in [XBS DRM extensions-v1.1], Section C.14.2.1
and C.14.2.2, respectively.) A RO for a service will contain Service Encryption and Authentication Keys (SEAK) and a RO
for a program will contain Program Encryption and Authentication Keys (PEAK).

To obtain the SAS or PAS from the BCRO the encrypted SEAK/PEAK is decrypted with the Inferred Encryption Key (IEK,
see Section 4.1 in [XBS DRM-extensions-v1.0]):

SAS = LSB,,, (D{IEK}(E{IEK}(SEAK))

PAS = LSB,,, (D{IEK}(E{IEK}(PEAK))

The authentication key is generated from the authentication seed:

SAK = f_,{SAS}(CONSTANT _SAK)
PAK = f_,{PAS}(CONSTANT _ PAK)
where :

CONSTANT_SAK = 0x020202020202020202020202020202 (120 bit)
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CONSTANT_PAK =0x010101010101010101010101010101 (120 bit)

The SAK or PAK is used in the MAC generation / verification of the STKM. The algorithm used to calculate the MAC field
is HMAC-SHA1-96 according to [FIPS198] and [RFC2104], using authentication keys of 160 bit in both cases.

The function f,, consists of several steps:

1. Denote by PRF{key}(text) as the AES-XCBC-MAC-PRF with output blocksize 128 bits as defined by IPsec WG in
IETF. Please note:

¢ Refer to [RFC3566] for the AES-XCBC-MAC-PRF based key generation function.
¢ Refer to [RFC3664] for the requirement NOT to truncate the generated key material.

2. Apply the generated input key according to ideas of IKEv2 to generate authentication key. Define a key generator
function f-kg{key}(constant). Keying material will always be derived as the output of the negotiated PRF algorithm..
PRF" describes the function that outputs a pseudo-random stream of n blocks based on the inputs to a PRF as follows:

T1=AES_XCBC_MAC _PRF{AS}CONSTANT || 0x01)
T2=AES_XCBC_MAC _PRF{ASHT1|CONSTANT | 0x02)

Tn=AES_XCBC _MAC _PRF{AS}T1| CONSTANT | n)

where AS is the appropriate authentication seed (be it TAS, PAS, SAS or RIAK) and CONSTANT is the appropriate
constant as described in this section, Section 9.1 and [XBS DRM extensions-v1.1]. The amount of blocks to derive is
defined by the amount of key material needed, i.e. n is the amount of needed key bits divided by 128 and rounded up.

This means that if 160 bits were needed then PRF*() would be computed as:
T1||T2=PRF"{K}S)

3. The 160 bit authentication key is taken from the generated key material as follows:
AK =MSB,,(T1]|T2)

The generated authentication key is applied as described in this section and Section 9.1.

5.5.3 Parental control processing

DRM Profile signals parental control information about content via access criteria in STKMs. When parental control is being
used by a subscriber the rating_type and level_granted information SHOULD only be modifiable by that subscriber. How this
information is provisioned on the Terminal is outside the scope of this specification (e.g. the rating_type and level_granted
information can be provided by the parent/user himself). The usage of a parental control PINCODE is optional in DRM
Profile and when a PINCODE is used, its storage location and management is outside the scope of this specification.

The rating_value transmitted in the STKM is checked against the level_granted stored in the Terminal for the rating_type.The
Terminal SHOULD compare the rating_type received in the STKM against all of the rating_type values stored in the
Terminal. If there is a level granted, depending on the rating_value and the rating_type, the outcome is success or failure. If
the processing of the parental_control access criteria ends with success, the Terminal proceeds with other STKM processing.

Success If there is a level_granted for the rating_type in the Terminal and if it is an equal or more restrictive value
than the rating_value received in the STKM, the checking of rating_value ends with success and the
processing of STKM resumes.

If there is no level_granted for the rating_type in the Terminal , the user is authorized to view the content. The
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checking of rating_value ends with success and the processing of the STKM resumes.

Failure If there is a level_granted for the rating_type in the Terminal and if it is less restrictive than the rating_value
received in the STKM, the checking of rating_value ends with failure. The Terminal MAY trigger a request
for a parental control PINCODE (if one is used). Otherwise the Terminal SHOULD indicate to the user that
he is not allowed access the content.

Note that the term ‘more restrictive’ means that there are more constraints on having access to the content. This typically
means the user age is higher. Note that actual numerical values of rating_value for certain rating_types do not always follow
a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least
restrictive to most restrictive) is based on the semantics of the individual rating values. An informative example can be found
in Table 150 in Appendix H.

Note that the value for “not rated” or “undefined” SHOULD be treated by default as “least restrictive”, unless its semantics is
explicitly stated by the rating scheme.

5.6 Layer 4: Traffic Encryption

Layer 4 corresponds to the BCAST 4-layer key hierarchy model and describes how to protect data. The services considered
for the BDS delivery are streaming sessions and file downloads, for which service and content protection is described in the
following sections.

5.6.1 Streaming Delivery
5.6.1.1 Service Protection of Streams

Broadcast streams that are signalled as having service protection are securely delivered to authorized users. The service
protection mechanism protects streams only at the delivery time. The streamed content after the removal of service protection
can be stored in clear if post delivery content protection is not signalled.

For DRM Profile, Layer 4 protection is provided through encryption. The encryption mechanisms are described in Section 9
of this document.

56.1.2 Content Protection of Streams

Broadcast streams that are signalled (through protectionType value in Service Guide and protection after reception value in
STKM) as having content protection may be recorded as defined in this specification. However, for recorded material having
content protection, appropriate rights need to be obtained via Rights Issuer.

For terminals using the DRM Profile, the appropriate key material can be requested based on the Program or Service ID.

As the content encryption key provides access to recorded content stored in the terminal, preventing unauthorized access to
content encryption key is extremely important. However, the exact storage and handling of content encryption key in the
device is specific to an implementation.

5.6.2 File Delivery

5.6.2.1 Service Protection of Files

BCAST terminal and server MAY support download protection using DCF.

The same mechanism can be used to protect PDCF files. This is optional for both terminal and server.

Service protection of download data uses IPsec or DCF encryption protocol. In case of DCF encryption protocol, DCF file is
used as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data.

Each file is encrypted using a single TEK, as explained in Section 9.4.
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If a file is transmitted in a FLUTE carousel, the same key value of the TEK SHALL be used during the whole time the file is
transmitted using the same TOI in an ongoing FLUTE session.

The correct TEK for decrypting and verifying the integrity of the download data is indicated by the KeylD field in the Key
Info box.

For the DRM Profile, KeylID takes its value as follows:

e If SEK is used for protecting STKMs, KeylD is defined as the base64 encoded concatenation (service_CID_extension ||
"" || TEK ID).

e If PEK is used in protectig STKMs and the PEK is not protected by an SEK, KeyID is defined as the base64 encoded
concatenation (program_CID_extension || *;" || TEK ID).

e If PEK is used in protecting STKMs and the PEK is protected by an SEK, KeylD is defined as the base64 encoded
concatenation (service_CID_extension || *;" || program_CID_extension || ";" || TEK ID).

The RightslssuerURL MAY be indicated within the Key Info box in the KeylssuerURL, or MAY be indicated in the
RightslssuerURL in the OMADRMCommonHeaders box.

5.6.2.2 Content Protection of Files
When using the DRM Profile, Content Protection for files SHALL follow OMA DRM 2.0 specification [DRMCF-v2.0].

For audio or video content either the PDCF or the DCF formats SHALL be used.

5.6.3 Dynamic Adaptive Streaming Delivery
Dynamic Adaptive Streaming Services may be protected using DRM Profile. In this case the following applies.

In case the Representation is delivered over broadcast channel or interaction chnnel, the protection of the Representation shall
use the Protection of files as described in section 5.6.2 Each Media Segment of a Representation is encrypted with its own
key (traffic key regularly changed for live delivery), and formatted as a DCF file as described in 5.6.2, except that the box
type of the file is of type ‘styp’ as defined in [MPEG-DASH] for DASH Media Segments, replacing the ‘ftyp” box.

The signalling of the TEK for decrypting and verifying the integrity of the download data, the signalling of the Key Issuer
URL to get appropriate licence, and the signature of the file used for integrity protection are included in specific boxes in the
DCF or PDCF file as defined in 5.6.2

If the file is transmitted in a FLUTE carousel, the same key value of the TEK SHALL be used during the whole time the file
is transmitted using the same TOI in an ongoing FLUTE session.

This protection mechanism is performed in the underlying layer of the DASH client; it is then transparent to DASH client and
not reflected in the MPD associated to the DASH Representation.

5.7 Recording

Please refer to Section 8 for details on recording.

5.8 SG Signalling

SG signalling is described in [BCAST13-SG]. The relevant fragments linking SG signalling to service and content protection
are the Service, Content, Access, Purchase Item, Purchase Data and Purchase Channel Fragments.

The Access Fragment describes how the service may be accessed during the validity time of the access fragment. The
fragment links to Session Description and indicates the delivery method. KeyManagementSystem element identifies the type
of KMS that can be used to contact the RI. The value of this element for DRM Profile is oma-bcast-drm-pki. The associated
attributes are ProtectionType and RightslssuerURI. The ProtectionType attribute specifies the protection type (service
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protection only, content protection only or both service & content protection) offered by the DRM Profile. The
RightslssuerURI specifies the URI of Rightslssuer that should be contacted to obtain ROs.

The Purchase Channel Fragment represents a system from which access and content rights can be purchased by the terminal.
The associated attribute RightslssuerURI specifies the identity of the rights issuer associated with the BSM. For DRM Profile,
RightslssuerURI SHALL be specified.

For devices that support an interaction channel, the PurchaseURL in the Purchase Channel Fragment specifies the URL to
which the interactive service provisioning messages defined in [BCAST13-Services] are to be addressed. An interactive
service ordering procedure will result in the delivery of a ROAP trigger to the device, which in turn uses the trigger to initiate
a Rights Object Acquisition as specified in [DRMDRM-v2.0].

For broadcast-only devices, the Purchase Channel contains information on how to initiate an out-of-band purchase. For an
overview of the purchase message flow, see [BCAST11-Architecture].

The Purchase Item fragment contains the GlobalPurchaseltemlID, used to refer to the services, service bundles or pay-per-
view programs when subscribing via the BSM.

The Purchase Data fragment contains additional information on how the purchase item can be subscribed to. Depending on
the chosen purchase data, the resulting LTKM will contain different access rights.

To identify the asset in the RO needed for a service or a program, the following parameter is used in SG: baseCID. The
parameter baseCID is announced in the Service fragment and Content fragment of the SG.

5.9 Usage Metering for DRM Profile

Extensions to OMA DRM v2.0 for usage metering appear in the OMA DRM v2.0 Extensions for Broadcast Support
document [XBS DRM extensions-v1.1].
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6. Smartcard Profile

Caution: The term “Smartcard” is used in this document in the restricted sense specified in the definition provided in Section
3.2.

6.1 Introduction

The Smartcard Profile is based on an existing security framework for service protection defined for broadcast/multicast
services based on smartcards defined by 3GPP MBMS [3GPP TS 33.246] and may include the key provisioning mechanism
defined for 3GPP2 BCMCS [3GPP2 S.S0083-A]. The solution requires an interactive channel to obtain key material.

Two variants of the Smartcard Profile are defined in this specification: the (U)SIM Smartcard Profile and the (R-)UIM/CSIM
Smartcard Profile. The two variants differ in the way that the Layer 1 key(s) are established (see Section 6.5 but are
otherwise the same (Layers 2, 3 and 4).

The following sections describe the four layers of the 4-layer model key hierarchy, as well as the key provisioning required to
access the first layer.

Section 6.4 briefly describes the provisioning of the SmartCard Key (SCK). Section 6.5 describes Subscriber Key
Establishment. Section 6.6 details the structure and delivery of the LTKM while Section 6.7 describes those of the STKM.
Section 0 and Section 6.8.3 describe how to protect content in case of streaming and file delivery respectively for both
service and content protection. Recording aspects are detailed in Section 6.9 while SG signalling is explained in Section 6.10.

6.2 Relationship between MBMS Security and the Smartcard
Profile

Appendix G provides a description of BCAST compatibility with MBMS Smartcards and clarification of how BCAST 1.3
enables the use of MBMS only Smartcards. As stated above, the Smartcard Profile uses the key management defined by
3GPP MBMS [3GPP TS 33.246]. To clarify the relationship between the two specifications the following tables provide a
mapping between the keys and key IDs used in [3GPP TS 33.246] and this specification. The remainder of this specification
uses the terminology defined for the Smartcard Profile.

MBMS key Smartcard Profile key
MBMS User Key (MUK) Subscriber Management Key (SMK)
MBMS Registration Key (MRK) Subscriber Request Key (SRK)
MBMS Service Key (MSK) Service Encryption Key (SEK)*
MBMS Traffic Key (MTK) Traffic Encryption Key (TEK)

Table 8: Mapping between MBMS keys and Smartcard Profile Keys

! The Smartcard also supports the concept of a Program Encryption Key (PEK): see Section 11.1 for further

details.
MBMS Smartcard Profile
Key ID Construction Key ID Construction
MUK ID MUK ID is received by combining IDi and IDr, where | SMK ID As for MUK ID

IDi is the identity of the initiator and the IDr is the
identity of the responder. IDr is Bootstrapping —
Transaction ID (B-TID) and IDi is the Network
Application Function ID (without the Ua security
protocol identifier), as defined in [3GPP TS 33.246].
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MRK ID The B-TID is used as the username when MRK is used | SRK ID As for MRK ID
as the password within HTTP digest and so can be
thought of as the MRK ID (although it is never defined
as such within the MBMS specification). See [3GPP
TS 33.246] for further details.

MSK ID MSK ID is 4 bytes long and with byte 0 and 1 | SEK/PEK ID As for MSK ID.
containing the Key Group part, and byte 2 and 3 Note that for the
containing the Key Number part. Every MSK is Smartcard Profile,
uniquely identifiable by its Key Domain ID and MSK the Key Group part
ID where Key Domain ID = Mobile Country Code || value 0x01 is
Mobile Network Code, and is 3 bytes long (see [3GPP reserved (see
TS 33.246] for further details). Section 6.6.3).

MBMS reserves the
Key Group part
0x00 for future use.
This value SHALL
also be reserved for
the Smartcard
Profile.

MTK ID MTK ID is 2 bytes long sequence number and is used | TEK ID As for MTK ID

to distinguish MTKs that have the same Key Domain
ID and MSK ID. Every MTK is uniquely identifiable
by its Key Domain ID, MSK ID and MTK ID (see
[BGPP TS 33.246] for further details).

Table 9: Mapping between MBMS key IDs and Smartcard Profile Key IDs

The Smartcard Profile BSM provides the functionality that in MBMS is provided by the MBMS Broadcast-Multicast Service
Centre (BM-SC) security functions. As such the Smartcard Profile BSM SHALL support the following MBMS BM-SC
security functions:

o Key Management function

o Key Request function

o Key Distribution function
e Membership function

as defined in [3GPP TS 33.246], with the modifications described in this specification. Note that the Session and
Transmission functionality is not required to be supported by the BSM as this functionality is provided by the BSDA.

MBMS uses the Generic Bootstrapping Architecture (GBA) [3GPP TS 32.220] to establish a MUK and MRK between the
BM-SC, an instance of a GBA Network Application Function (NAF), and the USIM/terminal. GBA requires the
implementation of a Bootstrapping Server Function (BSF) to enable the bootstrapping procedure required to establish MUK
and MRK. Within this specification the (U)SIM Smartcard Profile BSM is assumed to support BSF functionality required to
establish SMK and SRK, which are equivalent to the MBMS MUK and MRK respectively. However, the BSF may be
shared between the BSM NAF and NAFs for other services.

The (R-)UIM/CSIM Smartcard Profile derives SMK and SRK from the SmartCard Key (i.e. RK) pre-provisioned on the
(R-)UIM/CSIM and in the BCMCS Subscription Manager (SM) function. Within this specification the (R-)UIM/CSIM
Smartcard Profile BSM is assumed to support the SM functionality requied to establish SMK and SRK.

Smartcard Profile terminals SHALL support the key management functionality specified for MBMS terminals, as defined in
[3GPP TS 33.246], with the modifications described in this specification.

(U)SIM Smartcard Profile Smartcards (i.e. (U)SIMs) SHALL support all key management functionality specified for MBMS
capable (U)SIMs, as defined in [3GPP TS 31.102] and MAY support the additions and modifications described in this
specification.
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(R-)UIM/CSIM Smartcard Profile Smartcards SHALL support the key management functionality specified for MBMS
capable (U)SIMs related to the processing of MBMS MSK and MTK messages , as defined in [3GPP TS 33.102] and MAY
support the additions and modifications described in this specification. (R-)UIM/CSIM Smartcard Profile Smartcards SHALL
support the functionality defined in [3GPP2 S.S0083-A] to derive the Temporary Key (TK) and Authentication Key (Auth-
Key), which correspond to the SMK and SRK respectively, from the pre-provisioned Registration Key (RK).

The SEK/PEK ID are mapped to the MSK ID as described in the above table. The SEK/PEK ID SHALL comply with the
following rule:

Within a Key Group (i.e. SEKS/PEKs with the same Key Group part of the SEK/PEK ID), the Key Number part of the
SEK/PEK ID SHALL increase for every new SEK/PEK used by the BSM. This guarantees that, within a same Key Group, a
SEK/PEK ID will have a Key Number part greater than the Key Number part of a SEK/PEK ID belonging to a previously
delivered SEK/PEK.

6.3 Use of the Smartcard Profile for Various BDS Architectures
Different BDS architectures can be used with the Smartcard Profile using MBMS key management. The Smartcard Profile is

applicable to cellular based BDS architectures, which natively can use a point-to-multipoint or point-to-point bearer, and also
to broadcast-only BDS architectures with the additional support of a cellular interaction channel.

6.3.1  Smartcard Profile using a pure Cellular Based BDS

In the pure cellular based BDS case, both multicast/broadcast and unicast bearers are available.

OMA BSDA OMA BSM
< [ NarF |<_,| BSF or
| SM
Encrypted STKM (*) LTKM lizcliisciznin 2 Authentication &
service / delivery delivery Registrationg shared secret
content key establishment
delivery
Cellular based BDS
Y A 4 A 4
L] Point to multipoint Point to point bearer
bearer (e.g: MBMS) (e.g: 2.5G, 3G)
F N A F N
Encrypted service / STKM (*) LTKM Registration Authentication &

shared secret

content delivery delivery delivery o coret
ey establishment

A 4 A 4 A 4 A 4 A 4

Terminal with (U)SIM or (R-)UIM/CSIM,
and cellular radio interface

(*) Short-term key message may be delivered over the point-to-point bearer instead.

Figure 2 — Pure Cellular based BDS Scenario

As a clarifying note for the scenario shown in, there may exist one or more broadcast service providers, each represented by a
separate instance of the BSM. One of these broadcast service providers also serves as the cellular BDS network operator,
such that the BDS-SD is functionally integrated with the BSDA and BSM.

A basic overview of the operations of the Smartcard Profile in this scenario is as follows:

e Broadcast Service Discovery: A user selects a protected service on the BCAST service guide available over the cellular
based BDS.
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e Authentication and Subscriber Key Establishment: This corresponds to Layer 1 of the BCAST 4-layer model key
hierarchy and takes place via the point-to-point bearer. See Section 6.5 for details of how Authentication and Subscriber
Key Establishment is handled for the two variants of the Smartcard Profile.

e LTKM Delivery: This corresponds to Layer 2 of the BCAST 4-layer model key hierarchy. After Layer 1 keys have been
established between the BSM and the Smartcard/terminal and the terminal has subscribed to one or more services, the
terminal may request the relevant LTKMs from the BSM, or alternatively, the BSM may send them automatically.
LTKMs are delivered by the BSM to the terminal, via the point-to-point bearer. The construction, delivery and
processing of Smartcard Profile LTKMs is explained in Section 6.6.

e STKM Delivery: This corresponds to Layer 3 of the BCAST 4-layer model key hierarchy. STKMs are used to deliver
the TEKs and may be delivered over the point-to-multipoint bearer or the point-to-point bearer to the terminal. The
construction, delivery and processing of Smartcard Profile STKMs is explained in Section 6.7.

e Access to protected content: This corresponds to Layer 4 of the BCAST 4-layer model key hierarchy. The cellular based
BDS delivers a service, e.g. a file download or streaming session, which may be transmitted over the cellular network in
unicast, multicast or broadcast mode.

6.3.2 Smartcard Profile using a broadcast BDS and cellular interactive
channel

In a mixed or hybrid scenario (e.g. IPDC over DVB-H + cellular interaction channel) a pure broadcast BDS is complemented
with an additional interaction channel given by a cellular network.
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<« NAF || BSFor
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Authentication &
*
Encn:ypt/ed STKM *) IaTIKM Service shared secret
service delivery elivery Provisioning & key establishment
con_tent Registration
delivery
A\ 4 A 4

Cellular interaction

B ly BD
roadcast only BDS channel (p-t-p bearer

e.g: DVB-H
g ) e.g: 2.5G, 3G)
A A A
Authentication &
sEer:‘\:/riZEtfd STKM (*) I&;:\(/Z/: Registration | shared secret
delivery y key establishment
content
delivery \ 4 Yy v Y

Terminal with (U)SIM or (R-)UIM/CSIM,
and DVB-H radio interface

(*) Short-term key message may be delivered over the cellular interaction channel instead.

Figure 3 — Broadcast-only BDS with Cellular Interaction Channel Scenario, using either GBA or derivation of Layer
1 Key from RK

The same clarification note as indicated for applies here as well.

A basic overview of the operation of the BCAST Smartcard Profile in this scenario can be the following:

e Broadcast Service Discovery: As for cellular BDS above but available over the broadcast BDS (e.g. IPDC over DVB-H).
e Authentication and Registration: As for cellular BDS above i.e. via the cellular interaction channel.

e LTKM Delivery: As for cellular BDS above i.e. via the cellular interaction channel

© 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the terms as stated in this document. [OMA-Template-Spec-20170101-1]



OMA-TS-BCAST_SvcCntProtection-V1_3-20170131-A Page 59 (304)

e STKM Delivery: As for cellular BDS above but STKMs may be delivered over the broadcast only BDS (e.g. IPDC over
DVB-H) or via the cellular interaction channel.

e Access to protected content: As for cellular BDS above but available over the broadcast BDS (e.g. IPDC over DVB-H).

6.4 Use of Pre-provisioned Keys

The Smartcard Profile uses a pre-provisioned secret key - the “SmartCard Key” (SCK) - stored on the Smartcard to establish
the shared Layer 1 key(s) between the BSM and the Smartcard/terminal, as described in Section 6.5. The SCK corresponds
to the authentication key “K” stored on 3GPP compliant USIMs [3GPP TS 31.102] or ISIMs [3GPP TS 31.103], to the
authentication key “Ki” on 3GPP compliant SIMs [3GPP TS 31.111], and to the key “RK” on 3GPP2 compliant
(R-)UIM/CSIMs [3GPP2 C.S0023-D] or CSIM [3GPP2 C.S0065-0] or ISIM [3GPP2 C.S0069-0].

How the SCK is provisioned is out of scope of this specification.
6.5 Layer 1: Subscriber Key Establishment
6.5.1  Subscriber Key Establishment using a (U)SIM

This layer enables the establishment of two shared keys to secure communiction between the BSM and the terminal: The
Subscriber Management Key (SMK), which is used to protect the delivery of SEK/PEKs within LTKM from the BSM to the
terminal, and the Subscriber Request Key (SRK), which is used to secure communication between the terminal and the BSM.
The SMK corresponds to the MBMS User Key (MUK) while the SRK corresponds to the MBMS Request Key (MRK),
where the MBMS keys are as defined in [3GPP TS 33.246].

The (U)SIM Smartcard Profile is based on MBMS security and therefore SMK and SRK are derived by running the GBA
bootstrap procedure, as defined in Section 6.1 “Using GBA for MBMS” of [3GPP TS 33.246]. In particular, the Ua protocol
used for this GBA procedure is the Ua protocol defined for MBMS. The Ua protocol value is defined in annex H.3 of [3GPP
TS 33.220]: (0x01 0x00 0x00 0x00 0x01): Ua security protocols according to [3GPP TS 33.246]. Appendix J describes a
method to derive the Zn URL (the URL to which Zn requests are directed when Zn is over web services) used in the GBA
procedure when a shared NAF and many BSFs are used. The relationship of the BSM to the GBA NAF and BSF elements is
described in Section 4.1.4.2.

In case a BSIM application is used for the Subscriber Key Establishment, and if the EFpy; file is present in the BSIM, the
terminal SHALL discover the BSF address for the GBA process from the identity information stored in EFpy,. The way the
BSF address is derived from the Private User Identity is described in [3GPP TS 23.003]

6.5.2  Subscriber Key Establishment using a (R-)UIM/CSIM

BCMCS uses pre-provisioning to establish a unique 128-bit Registration Key (RK) in the (R)-UIM/CSIM and the
Subscription Manager (a functional entity, SM) prior to providing service. This is referred to as the SmartCard Key (SCK)
within this specification. The SM performs accounting, authentication and authorization for BCMCS. The SM also
calculates the "Auth-Key", derived from the RK, which is used to secure communication between the terminal and the BSM.
(The RK is functionally equivalent to the SMK and, therefore, the MUK in MBMS. The "Auth-Key" is functionally
equivalent to the SRK and, therefore, the MRK in MBMS.) The SM may be the subscriber’s home AAA (H-AAA) or an
independent entity.

6.6 Layer 2: Service Provisioning and LTKM Delivery

To access a protected service a terminal must obtain the necessary LTKM(s). To receive the LTKM(s) the terminal must
subscribe to or purchase a BCAST purchase item. Subscription MAY be achieved using one of the following Service
Provisioning messages, as defined in [BCAST13-Services]:

e “Service Request”

e  “Token Purchase Request”
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Alternatively, subscription MAY be achieved via other channels, e.g. the user may subscribe to the service via a web
portal/shop (see Section 6.10.3 for more details).

The BSM SHALL authenticate the sender of the Service Provisioning or Registration message(s) sent by the terminal, by
following the HTTP DIGEST authentication procedure defined in section 6.3.2.1A of [3GPP TS 33.246], e.g. the BSM shall
ensure that a valid SRK is used for in the HTTP DIGEST authentication. If authenticated is successful the request SHALL be
acknowledged using an HTTP 200 OK message. Note that the requirement for a valid SRK also ensures that a valid SMK has
been established.

The Smartcard profile procedures for which this HTTP DIGEST authentication applies SHALL be: Pricing Information,
Service Request, Subscription Renewal, Unsubscription, Token Purchase, Account Inquiry, LTKM Request, Registration and
De-registration.

The terminal SHALL authenticate itself to the BSM in the first request of the concerned procedure, whenever it assumes to
hold the valid authentication credentials for the realm in scope. In this case, the terminal SHOULD use in digest-response of
Authorization header the nonce provided by “nextnonce” directive in last Authentication-Info response received for this
realm, or if “nextnonce" directive not present or not supported, SHALL use the nonce provided by “nonce” directive in last
digest-challenge received for this realm.

HTTP DIGEST authentication directives SHALL be specified as follows:

o the “realm” directive in digest-challenge SHALL contain two parts delimited by the "@" sign. The first part is the
constant string "3GPP-bootstrapping” (when SMK and SRK where established using GBA_ME) or "3GPP-
bootstrapping-uicc™ (when SMK and SRK where established using GBA_U), and the latter part shall be the FQDN
of the BSM (NAF).

o the “stale” directive SHALL be included in digest-challenge and set to “TRUE” to indicate to terminal that the
request digest in digest-response (and consequently also the username B-TID/NAI and password SRK) is valid but
the nonce used for this digest is stale. The terminal SHOULD then retry to send the request using in the digest-
response the nonce value provided in digest-challenge.

o the “qop-options” directive SHALL always be specified in digest-challenge, with possible values “auth” or “auth-
int”. Consequently, “cnonce” and “nonce-count” directives SHALL always be specified in digest-response.

e the “nextnonce” directive MAY be specified in Authentication-Info header.

Following a successful service registration, the LTKMs corresponding to the services to which the terminal is subscribed
SHALL be delivered by the BSM to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and
6.3.2.3 of [3GPP TS 33.246]. This provides support for the scenarios described below:

e The BSM MAY push an LTKM to the terminal in order to provide a new SEK/PEK to a terminal. Pushing LTKMs
to registered terminals allows the BSM to spread the delivery of SEKS/PEKSs required by a large number of users to
manage network congestion, e.g. the BSM determines when the LTKM is pushed to the terminal.

The “Registration” message, as defined in [BCAST13-Services], SHALL be sent by the terminal after the
application is started and the terminal re-establishes connectivity to the interactive network associated with its
service provider. In addition, the “Registration” message SHALL be sent by the terminal in response to a BSM
Solicited Pull Procedure where the BM-SC Solicited Pull message is formatted according to Section 6.6.3 below.
This message indicates to the BSM that the terminal is available to receive any LTKMs that it may have missed
while it was unreachable. Note that when a terminal establishes connectivity with an interactive network that is not
associated with its service provider, e.g. in the case of roaming between cellular networks, the terminal MAY send
the Registration message.

The sending of the “Registration” message also ensures that the terminal establishes the necessary IP connectivity
required to enable the BSM to push the LTKM(s) over UDP. Note that the “Registration Request” message
corresponds to the MBMS “User Service Registration” message, as defined in [3GPP TS 33.246].
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When the BSM wishes to push an LTKM, if the network is able to retrieve a valid IP address for the terminal, the
LTKM can be pushed over UDP. Otherwise, the BSM can use the BSM Solicited Pull Procedure Initiation over
SMS Bearer feature described below to deliver the LTKM.

e The terminal SHALL request the LTKM associated to a particular service when the terminal realises that it has
missed an LTKM update, e.g. due to being out of coverage. The terminal SHALL use the “LTKM Request”
message, as defined in [BCAST13-Services], to request the missed LTKM. Note that the “LTKM Request”
message corresponds to the MBMS “MSK Request message”, as defined in [3GPP TS 33.246].

e The BSM MAY trigger the terminal to request the current LTKM for a particular service. This process SHALL be
as defined for the “BM-SC solicited pull procedure” in section 6.3.2.2.4 of [3GPP TS 33.246]. The solicited pull
procedure can be used to provide a means to update the terminal with a new SEK when:

o the SMK is no longer valid, e.g. the BSM can respond to the “Registration Request” message from the
terminal with an HTTP 401 WWW Authenticate message, thereby initiating a new run of GBA;

o the terminal is not trusted to provide acknowledgment of LTKM delivery, e.g. with the solicited pull
procedure the BSM can assume successful delivery if the terminal does not repeat the “Registartion
Request” message;

o the UE has just registered to a User Service, and needs to initiate the delivery of the SEK/PEK

The BSM SHALL NOT send a BSM solicited pull procedure initiation message to a terminal deregistered with this
BSM, regardless of the bearer in use for this type of message (UDP or SMS).

A terminal SHALL ignore a received BSM solicited pull procedure initiation message if BCAST client is not started
or if the terminal is currently not registered with the BSM identified by MIKEY IDi payload (i.e. terminal
deregistered with this BSM, or never registered with this BSM), regardless of the bearer used for this type of
message (UDP or SMS).

The terminal SHALL send the LKTM request to a Request-URI compliant with [3GPP TS 33.246] section G.2.3,
that SHALL be structured as follows:

http://1Di/keymanagement?requesttype=msk-request

where IDi is the BSM FQDN carried in the MIKEY IDi payload of the LTKM initiating the procedure (for the
(U)SIM Smartcard Profile, IDi payload = NAF_Id without the Ua security protocol identifier). As specified in
[3GPP TS 33.246], the terminal MAY add additional URI parameters to the Request-URI.

When a terminal has successfully unsubscribed from a BCAST service using an “Unsubscribe Request”, as defined in
[BCAST13-Services], or via other means like a web shop, the BSM MAY invalidate the SEK/PEKSs on the terminal that are
associated with the relevant purchaseltemID and that are not used by any other purchase items to which the device is
subscribed. The BSM invalidates SEKs/PEKSs by sending an LTKM with invalid Key Validity data, i.e. the lower bound is
greater than the upper bound, where the bounds define the allowed range of either TEK or TimeStamp values.

When a terminal attempts to pause a periodical subscription using “Subscription Pause Request”, as defined in [BCAST13-
Services], the BSM SHALL delete associated SPEs (0x04 and/or 0x05) stored inside the secure function using the LTKM
SEK/PEK deletion procedure described in 6.6.7.5. The BSM SHALL create an LTKM containing invalid Key Validity data
as defined in paragraph 6.6.7.5. The BSM SHALL also indicate in the LTKM that LTKM verification message defined in
section 6.6.6.1 MUST be sent to confirm succesful reception of the LTKM. The BSM MAY either include these LTKMs into
“Subscription Pause Response” message, or send them separately.

When a terminal has successfully resumed subscription to a particular service using “Subscription Resume Request”, as
defined in [BCAST13-Services], the BSM MAY include new LTKMs associated to this service into “Subscription Resume
Response”. If LTKMs are not included into “Subscription Resume Response” message, the Terminal SHALL request new
LTKMs.

Note that once a purchaseltemID has expired, i.e. the content associated with this purchaseltemlID has been broadcast, the
terminal SHALL remove the purchaseltemID from all subsequent “RegistrationRequest” and “Deregistration request”
messages, as defined in [BCAST13-Services], sent to the BSM.
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Table 10 below shows the MIKEY message format used for LTKMs in the Smartcard Profile. The message structure
SHALL be identical to the MIKEY message used by MBMS to deliver the MBMS Service Key (MSK) (defined by [3GPP
TS 33.246]) apart from the addition of the (optional) EXT BCAST payload as defined in [RFC5410]. The EXT BCAST
payload is described in Section 6.6.4.

The use of brackets is according to section 1.3 of RFC 3830 (MIKEY)

Common HDR

EXT MBMS

{EXT BCAST}

TS

MIKEY RAND

IDi

IDr

{SP}
KEMAC

Table 10: The Logical Structure of the MIKEY Message used for LTKMs.

* The TS (timestamp) field in the LTKM pertains strictly to the LTKM, for the purpose of LTKM replay detection. It is not the same timestamp
that exists in the STKM (the latter serves for replay detection of STKMs).

The structure of the EXT MBMS payload, depicted in Table 10 above, is defined in Section 6.4.4 “General extension
payload” of [3GPP TS 33.246] and reproduced below for convenience. For the Smartcard Profile LTKM the EXT MBMS
payload is the extension payload defined in [3GPP TS 33.246] for use with MBMS MIKEY MSK message.

Key Domain ID sub-payload

Key Type ID sub-payload (MSK ID)

Table 11: The Logical Structure of the EXT MBMS Payload

All fields in the Smartcard Profile LTKM, with the exception of the EXT BCAST payload and the modifications defined in
this section, SHALL be populated as defined in [3GPP TS 33.246] for the MBMS MSK message. The mappings described
in Section 6.2 for the Smartcard Profile parameters SHALL be used, i.e. SEK/PEK ID is mapped to MSK ID and SEK/PEK
is mapped to MSK.

All fields in the BCAST MIKEY LTKM SHALL be populated as defined in [3GPP TS 33.246] with the above mapping for
BCAST parameters. BCAST MIKEY LTKM messages SHALL be transported to UDP port number 4359, registered with
TANA under the name “omabcastitkm”.

The EXT BCAST for LTKMs SHALL be populated as defined in Section 6.6.4. If the LTKM message includes the EXT
BCAST payload and the security_policy ext_flag is set to LTK_FLAG_TRUE or the consumption_reporting flag is set to
LTK_FLAG_TRUE, then the Key Validity data subfield of the KEMAC payload in the LTKM defines the Key Validity
interval for the SEK/PEK in terms of a specified interval of STKM Timestamp values:

From (32-bits):  Lower limit of STKM Timestamp (“TS low”)

To (32bits): Upper limit of STKM Timestamp (“TS high™)
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It should be noted that the use of STKM Timestamps to define Key Validity, as described above, is a deviation from the
MBMS Security specification.

It should be noted that [3GPP TS 33.246] omits to specify the ID type of IDr and IDi payloads. For BCAST 1.3, the
following applies:

e The ID type of IDi payload SHALL NOT be interpreted by the terminal and the Smartcard, and

e the ID type of IDr payload SHALL be set to NAI, as IDr payload contains a B-TID and B-TID is generated in
format of NAI according to [3GPP TS 33.220].

SP is present only when the LTKM addresses a streaming service which uses SRTP (unless empty map is used as defined in
Section 6.7.4). If the LTKM message does not include the EXT BCAST payload or when the security_policy ext flag is set
to LTK_FLAG_FALSE and the consumption_reporting flag set to LTK_FLAG_FALSE, the standard Key Validity data is
constructed as per [3GPP TS 33.246], i.e. the Key Validity data subfield in the KEMAC payload is defined in terms of
sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID, where MTK ID is a 16 bits identifier).

6.6.1 LTKM Related Terminology

In the sections below, the following terms are used for LTKM:

Resending check: Resending LTKMs with the same key material is allowed provided the 32-bit counter timestamp in the TS
field is increased, as mandated by MBMS [3GPP TS 33.246].

LTKM replay detection processing or verification: This procedure is used to detect replay attacks for LTKMs. This
procedure operates by comparing the TS field in the LTKM with the corresponding LTKM replay detection counter in the
secure function. Detection of an LTKM replay implies a replay attack and the secure function SHALL discard the LTKM
and send an error message as defined in Section 6.6.7.4.

LTKM replay detection (or freshness failure): This occurs when the LTKM contains a TS field value which is less than or
equal to the current LTKM replay detection counter.

Message validation: The LTKM Message Validation check consists of the verification of integrity of the LTKM message,
using the SMK. This procedure is equivalent to that described in the section 7.1.1.6 for MSK messages of [3GPP TS 31.102].

Play-back counter: An internal counter in the secure function that contains the number of play-backs authorized.

SEK/PEK key group: A group of SEK/PEKSs that are identified by the same Key group part of the SEK/PEK ID. The
SEK/PEK key group is uniquely identifiable by its Key Domain ID and Key group part of the SEK/PEK ID.

6.6.2 BSM Solicited Pull Procedure Initiation over SMS Bearer

The first message in the BSM solicited pull procedure referenced in Section 6.6 is sent over UDP, requiring the terminal to
have a valid IP address. In networks in which it cannot be guaranteed that terminals maintain a valid IP address the BSM
MAY trigger a solicited pull procedure by sending a LTKM over SMS to the terminal. That LTKM SHALL NOT include an
MSK, but it SHALL be encoded according to this specification, with MSK ID Key Number part = 0, KEMAC Encr Data Len
=0, and V-bit in HDR not set. The SMS SHALL satisfy the following conditions:

e The SMS carries a WAP connectionless push (WDP/WSP encoding) as defined in [OMA Push] ;

e The WSP content type header contains the Content Type code registered by OMNA for ‘application/mikey’, i.e. the
binary value 0x52;

e The WSP X-Wap-Application-ld header contains the binary code registered by OMNA for the PUSH Application ID
identifying the BCAST Push client, as specified in [BCAST13-Distribution].

The terminal SHALL process this LTKM carried over SMS exactly as it processes the LTKMs carried over UDP that initiate
a BSM solicited pull procedure. That means the message SHALL trigger the terminal to request the current MSK for the
specified Key Group over UDP, and the terminal SHALL send the LKTM request to the Request-URI specified in Section
6.6 for the case of BSM solicited pull procedure initiated over UDP.
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Support for this BSM solicited pull procedure initiation over SMS bearer is:
o for the BSM: optional;

o for BCAST terminal: mandatory if Smartcard Profile using (U)SIM is supported, optional otherwise.

6.6.3 BSM Solicited Pull Procedure to Initiate the Registration Procedure

If the terminal receives a BSM Solicited Pull message, formatted as defined in [3GPP TS 33.246], that contains an MSK ID
Key Group part = 1, the terminal SHALL initiate a Registration procedure [BCAST13-Services] with the MBMS User
Service ID = “oma-bcast-allservices” and SHALL not send an LTKM Request. Note that according to [3GPP TS 33.246] the
MSK ID Key Number part in a BSM Solicited Pull message SHALL always be set equal to 0. The BSM Solicited Pull
message used to initiate the Registration procedure SHALL therefore contain an MSK ID where the Key Group part set equal
to 1 and Key Number part are set = 0. There is no change in the processing required by the Smartcard, i.e. the message is
processed as a ‘normal’ BSM Solicited Pull message. The MSK ID Key Group value ‘1 SHALL be reserved in BCAST and
SHALL not be used for live services.

The BSM SHALL NOT send a BSM Solicited Pull message to a terminal deregistered with this BSM, regardless of the
bearer in use for this type of message (UDP or SMS).

A terminal SHALL ignore a received BSM Solicited Pull message if the BCAST client is not started or if the terminal is
currently not registered with the BSM identified by MIKEY IDi payload (i.e. terminal deregistered with this BSM, or never
registered with this BSM), regardless of the bearer used for this type of message (UDP or SMS).

The terminal SHALL send the Registration request to a Request-URI compliant with [3GPP TS 33.246] section G.2.1, that
SHALL be structured as follows:

http://1Di/keymanagement?requesttype=register

where IDi is the BSM FQDN carried in the MIKEY IDi payload of the LTKM initiating the procedure (for the (U)SIM
Smartcard Profile, IDi payload = NAF_Id without the Ua security protocol identifier). As specified in [3GPP TS 33.246],
the terminal MAY add additional URI parameters to the Request-URI.

Note: the BSM Solicited Pull procedure can only be used after the keys SMK and SRK have been established between the
terminal and the BSM, i.e. after GBA has been run.

BSM Solicited Pull message delivery over UDP SHALL be supported by both BSM and BCAST terminal.
Support of BSM Solicited Pull message delivery over SMS bearer is as follows:

e for BSM: OPTIONAL;

o for BCAST terminal: MANDATORY if Smartcard Profile using (U)SIM is supported, OPTIONAL otherwise.

When the SMS bearer is used, the BSM Solicited Pull message SHALL be encoded and transported like the message
initiating a BSM Solicited Pull procedure over SMS bearer, specified in Section 6.6.2. Actually, the terminal can only
distinguish between the two types of messages by looking at the value of MSK ID Key Group part (set to 1 or to other value).

6.6.4 EXT BCAST for LTKM

To include Smartcard Profile specific information in LTKMSs that can not be supported by the MBMS MSK message, a new
MIKEY Extension payload MAY be included in the LTKM. This payload is referred to as the EXT BCAST for LTKMs. The
EXT BCAST for LTKMs is used to transport additional information governing the use of the SEK/PEK carried within the
LTKM. The EXT BCAST for LTKMs enables the following functionalities:

o Subscription to live services
o Pay-Per-View access to a live event (PPV)

o Pay-Per-Time (PPT) access to a live service or recorded content, whereby the amount of time is governed by the
number of TEKSs that can be decrypted

o Unlimited playback of recorded content
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o Pay-Per-Play (PPP) access to recorded content, whereby the maximum number of times the content can be played
back is possible can be set by the service provider.

o Send tokens to be added to a purse

o  Service/program termination for a user and SEK/PEK ID key deletion

Security policy LIVE PLAYBACK Subscription PPP PPT Tokens support
extension support support | PPV support support
support
0x00 X X X (live_ppt_purse)
0x01 X X X
(playback_ppt_purse)
0x02 X X X (user_purse)
0x03 X X X (user_purse)
0x04 X X
0x05 X X
0x06 N/A N/A N/A N/A N/A N/A
0x07 X X
0x08 X X X(user_purse)
0x09 X X X(user_purse)
O0x0A N/A N/A N/A N/A N/A N/A
0x0B N/A N/A N/A N/A N/A N/A
0x0C X X
0x0D X X

Table 12: Smartcard Profile LTKM Extensions and Supported Modes of Operation

The BSM and BSD/A SHALL support the use of the EXT BCAST for LTKMs. The terminal SHALL support the use of the
EXT BCAST for LTKMs. A BCAST Smartcard SHALL support the use of the EXT BCAST for LTKMs and SHALL
support the use of security policy extension 0x04.

As MBMS MIKEY implementations will ignore the EXT BCAST payload, if the BSM / BSD/A sends a LTKM to a MBMS
only Smartcard, the LTKM MAY include the EXT BCAST payload, in which case the security policy ext flag,
consumption_reporting_flag, and access_criteria_flag SHALL be set to LTK_FLAG_FALSE. In all cases in which the BSM
/ BSD/A sends a LTKM to a MBMS only Smartcard, the KV data payload SHALL define the Key Validity interval for the
SEK/PEK in terms of a specified interval of 16 bit TEK ID values.

In all cases in which the BSM / BSD/A sends a LTKM to a BCAST Smartcard, the LTKM SHALL include the EXT BCAST
payload, the security policy _ext flag SHALL be set to LTK_FLAG_TRUE and the KV data payload SHALL define the Key
Validity interval for the SEK/PEK in terms of a specified interval of 32 bit STKM Timestamp values.

How the BSM / BSD/A determines the capabilities of the Smartcard that it addressing is implementation specific.

The EXT BCAST payload is an instance of the General Extension Payload for MIKEY defined in section 6.15 of [RFC3830]
and reproduced below for convenience:
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Next Payload

Type
Length

Payload Data

Table 13: Logical Structure of the MIKEY General Extension Payload

For the EXT BCAST for LTKMs the MIKEY General Extension Payload fields SHALL be populated as defined below:
Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830].

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named
“OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5.

Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable length): The Subtype is equal to 1 and the Subtype specific data SHALL be populated with the
Smartcard Profile LTKM Management Data as defined in Table 14.

Smartcard Profile LTKM Management Data Length (bits) Type
LTKM_management_data() {
protocol_version 4 uimsbf
security_policy ext_flag 1 bslbf
consumption_reporting_flag 1 bslbf
access_criteria_flag 1 uimsbf
terminal_binding_flag 1 bslbf
if (security_policy_ext_flag == LTK_FLAG_TRUE) {
security_policy _extension 8 uimsbf
purse_flag 1 bslbf
reserved_for_future_use 7 uimsbf
if security _policy extension == 0x00 || 0x01 || 0x02 || 0x03]] 0x08 || 0x09) {
cost_value 16 uimsbf
}
if security _policy _extension == 0x0C) {
add flag 1 bslbf
keep_credit_flag 1 bslbf
number_TEKs 22 uimsbf
}
if security _policy _extension == 0x0D) {
add flag 1 bslbf
number_TEKs 23 uimsbf
}
if (security_policy extension == 0x07) {
add_flag 1 bslbf
number_playback 7 Uimsbf
if (purse_flag == LTK_FLAG_TRUE) {
purse_mode 1 bslbf
token_value 31 uimsbf
}
}
if (access_criteria_flag == LTK_FLAG_TRUE) {
reserved for_future_use 8 bslbf
number_of access_criteria_descriptors 8 uimsbf
access_criteria_descriptor_loop() {
access_criteria_descriptor()
}
}
if (terminal_binding_flag == LTK_FLAG_TRUE) {
terminalBindingKeyID 32 uimsbf
permissionsissuerURILength 8 uimsbf
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permissionsissuerURI 8*permissionsissuerURILength bslbf
}
if (consumption_reporting_flag == LTK_FLAG_TRUE) {
security policy extension 8 uimsbf
}
}

Table 14: Format of Smartcard Profile LTKM Management Data

6.6.4.1 Constant Values

LTK_FLAG_FALSE 0
LTK_FLAG_TRUE 1

6.6.4.2 Coding and Semantics of Attributes
protocol_version (4 bits): This field indicates the protocol version of this LTKM.
The terminal SHALL ignore messages that have a protocol version number it doesn’t support.

If the protocol version is set to 0x0 the format specified in this version of the specification SHALL be used. If set to anything
else than 0x0, then the format is beyond the scope of this version of the specification.

security_policy_ext_flag (1 bit): This field indicates whether or not a security extension payload is carried in this LTKM.

LTK_FLAG_FALSE | Indicates no security extension payload is present and the MBMS security policy in section 6.5.3
“MSK processing” in [3GPP TS 33.246] applies.

LTK_FLAG_TRUE | Indicates a security extension payload is present and that a Smartcard Profile specific security policy
associated with the security_policy_extension applies.

Specifically, if the security policy ext_flag is equal to LTK_FLAG_TRUE, the counter in TS field in STKMs is used to
detect replay attacks and facilitate key validity data check (both procedures associated with the TEK) while the TEK ID field
of the EXT MBMS payload is used to detect the resending of the same TEK.

consumption_reporting_flag (1 bit): This field indicates whether or not a consumption reporting payload is carried in this
LTKM. If the consumption_reporting_flag is equal to LTK FLAG_TRUE, the security policy ext flag and the
terminal_binding_flag shall be set to LTK_FLAG_FALSE, the V bit in the common header of LTKM SHALL be set equal to
0, and a consumption reporting message (as defined in 6.6.7.8) SHALL be sent by the terminal to the BSM.

terminal_binding_flag (1 bit): This field indicates whether or not terminal binding applies for the STKM streams protected
by the SEK or PEK transported in this LTKM. LTK_FLAG_FALSE indicates it is not used, LTK_FLAG_TRUE indicates it
is used.

security_policy_extension (8 bits): This field indicates the security_policy extension (SPE) to associate to the SEK/PEK
contained in the LTKM. The following table describes the semantics of the different security_policy_extension values. The
processing of the LTKM and STKM related to the security_policy extension is described in Sections 6.6.7 and 6.7.3,
respectively.

In the following descriptions the permission associated to a SEK/PEK is only granted if the TS value in the received STKM
is within the range of the key validity (KV) data associated to an instance of the SPE stored in the Smartcard.

All LTKM security policy extensions giving permissions are valid within a time window defined by the KV data.

A cryptoperiod corresponds to the lifetime of a TEK.

Value Description

0x00 Service Token Pay Per Time (PPT) LIVE

Permission to access a live service provided that there are enough tokens in the live_ppt_purse. These tokens are
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valid for a specific service. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost value” tokens. If insufficient tokens are available, the
user is unable to access the live service until additional tokens are obtained.

0x01

Service Token Pay Per Time (PPT) PLAYBACK

Permission to access recorded content related to a service provided that there are enough tokens in the
playback _ppt_purse. These tokens are valid for a specific service. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost value” tokens. If insufficient tokens are available, the
user is unable to access the recorded content until additional tokens are obtained.

0x02

User Token Pay Per Time (PPT) LIVE

Permission to access live services, provided that there are enough tokens in the user_purse. These tokens are
valid for all services. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost _value” tokens. If insufficient tokens are available, the
user is unable to access the live service until additional tokens are obtained.

0x03

User Token Pay Per Time (PPT) PLAYBACK

Permission to access recorded content related to services, provided that there are enough tokens in the user_purse.
These tokens are valid for all services. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost value” tokens. If insufficient tokens are available, the
user is unable to access the recorded content until additional tokens are obtained.

0x04

Subscription and Pay Per View (PPV) LIVE

Permission to allow access to a live service.

0x05

Unlimited PLAYBACK

Permission to allow the unlimited playback of recorded content related to a channel.

0x06

Reserved for future use

0x07

Pay Per Play (PPP) PLAYBACK
Permission to playback a piece of recorded content a set number of times.

When a user accesses the recorded content they consume one playback "permission™. Playback is no longer
possible when there are no playback permissions left.

0x08

User Token Pay Per View (PPV) LIVE

Permission to access a live PPV event, provided that there are enough tokens in the user_purse. These tokens are
valid for all services. Tokens may be sent in the LTKM.

When a user starts to access the service during the allowed period, he/she consumes a pre-defined number of
tokens (the cost_value) from the user_purse. If insufficient tokens are available the user is unable to access the
PPV event.

0x09

User Token Pay Per Play (PPP) PLAYBACK

Permission to playback a piece of recorded content provided that there are enough tokens in the user_purse.
These tokens are valid for all services. Tokens may be sent in the LTKM.

When a user accesses the piece of recorded content he/she consumes a pre-defined number of tokens (the
cost_value) from the user_purse. If insufficient tokens are available the user is unable to access the recorded
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content.

O0x0A

Service/Program termination

Whatever the KV interval is, the Smartcard deletes the stored SEK/PEK and related key material corresponding
to that SEK/PEK ID, for all SPEs and all KVs.

0x0B

Reserved for future use

0x0C

Pay Per Time (PPT) LIVE
Permission to access a live service provided that the TEK counter is not zero.

For every cryptoperiod, the TEK counter is decreased by one. If the TEK counter is equal to zero the user is
unable to access the live channel.

The initial value of the TEK counter is set by the LTKM. The keep_credit_flag allows unused TEK counters to
be kept when the SEK/PEK changes.

0x0D

Pay Per Time (PPT) PLAYBACK
Permission to access recorded content related to a service, provided that the TEK counter is not zero.

For every cryptoperiod, the TEK counter is decreased by one. If the TEK counter is equal to zero the user is
unable to access the live service.

The initial value of the TEK counter is set by the LTKM.

0x0E ...

0x8F

Reserved for future standardization

0x90 ...

OxXFF

Reserved for proprietary implementation

Table 15: security_policy_extension (SPE) Values

purse_flag (1 bit): This field indicates whether or not a purse extension is carried in this LTKM.

LTK FLAG_TRUE Indicates purse data is present and the Smartcard SHALL perform appropriate update of the purse

as indicated by the purse_mode value.

LTK_FLAG_FALSE | Indicates no purse data is present.

access_control_flag (1bit): This field indicates whether or not an access_control_descriptor is carried in this LTKM. Server
MAY support access_control_descriptor. In case server does not support access_control_descriptor, the access_control_flag
SHALL be setto LTK_FLAG_FALSE.

LTK FLAG_TRUE Indicates that at least one access_control_descriptor is present in the LTKM.

LTK_FLAG_FALSE | Indicates that no access_control_descriptor is present.

cost_value (16 bits): If the security policy _extension is set to:

0x00

Indicates the number of tokens per TEK decrypted by the Smartcard to decrement from the live_ppt_purse.

0x01

Indicates the number of tokens per TEK decrypted by the Smartcard to decrement from the
playback_ppt_purse.

0x02 or 0x03 | Indicates the number of tokens per TEK decrypted by the Smartcard to decrement from the user_purse.

0x08 or 0x09 | Indicates the number of tokens per playback to decrement from the user_purse.
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add_flag (1 bit): This field indicates whether or not number_TEKSs / number_playback is to be added to an existing TEK /
playback counter.

LTK FLAG_TRUE Indicates that the number_TEKSs / number_playback SHOULD be added to an existing TEK /
playback counter.

LTK_FLAG_FALSE | Indicates that the number_TEKSs / number_playback replaces an existing TEK / playback counter,

keep_credit_flag (1 bit): This field indicates whether or not the value of the TEK counter is to be kept by adding it to the
next appropriate TEK counter when the key validity of the current SPE expires.

LTK _FLAG_TRUE Indicates that the value of the TEK counter SHOULD be added to
the next appropriate TEK counter, i.e. the credit is kept.

LTK FLAG_FALSE Indicates that the value of the TEKcounter SHOULD NOT be
added to the next appropriate TEK counter, i.e. the credit is lost.

number_TEKSs (22 or 23 bits): Indicates the number of TEKSs that can be decrypted for the SEK/PEK. The associated
counter is decreased by one for each TEK decrypted, until the counter reaches zero, when an error message is produced.

number_play_back (7 bits): Indicates the maximum number of times content recorded under a SEK/PEK can be played
back.

purse _mode (1 bit): This field indicates the purse update mode.

0x00 Set mode:

The relevant purse SHALL be set to token_value:

e The user_purse if the security_policy_extension is equal to 0x02, 0x03, 0x08 or 0x09.
e The live_ppt_purse if the security_policy_extension is equal to 0x00.

e The playback_ppt_purse if the security _policy_extension is equal to 0x01.

0x01 Add mode:
The token_value SHALL be added to the relevant purse:
e The user_purse if the security_policy_extension is equal to 0x02, 0x03, 0x08 or 0x09.

e The live_ppt_purse if the security_policy_extension is equal to 0x00.

e The playback_ppt_purse if the security_policy_extension is equal to 0x01.

Table 16: Purse Update Mode Indication

In order to detect overflow in a purse when an update occurs using the Add mode, the following SHALL apply:

If the purse_flag is set equal to LTK_FLAG_TRUE and the purse_mode is set equal to 0x01, the V bit in the common header
of LTKM SHALL be set and a verification message containing the status of the update SHALL be sent by the secure
function according to Section 6.6.6.

token_value (31 bits): This field indicates the number of tokens to use in the update procedure toward the purse.

access_criteria_flag (1bit): This field indicates whether or not an access_criteria_descriptor is carried in this LTKM.
LTK_FLAG_FALSE indicates that no access_criteria_descriptor is present, LTK_FLAG_TRUE indicates that at least one
access_criteria_descriptor is present in the LTKM.

Server MAY support access_criteria_descriptor. In case server doesn’t support access_criteria_descriptor, the
access_criteria_flag SHALL be setto LTK_FLAG_FALSE.
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number_of access_criteria_descriptors (8bits): This field indicates the number of access_criteria_descriptors present in
the LTKM.

access_criteria_descriptor_loop

Tag 8 uimsbf
Length 8 uimsbf
Value 8xlength bit string

The access_criteria_descriptor_loop element provides an extension mechanism to allow the addition of new
access_criteria_descriptor elements carried in LTKM in future versions of this specification. The secure function SHALL
ignore access_criteria_descriptor elements, which it does not support. It is OPTIONAL for the BCAST Terminal to support
access_criteria_descriptor. A single access_criteria_descriptor can carry one or more access criteria. Currently no
access_criteria for LTKM is defined in this specification.

TerminalBindingKeyID (32 bits): This field contains the identifier of the Terminal Binding Key. See Section 12 for further
details. This field is ignored by the USIM as it is used only by the terminal.

PermissionslssuerURILength (8 bits): This field specifies the length in bytes of the Permission Issuer URI specified below.
This field is ignored by the USIM as it is used only by the terminal.

PermissionsissuerURI (Variable Length): This field is the URI of the Permission Isssuer that can be contacted to obtain the
Terminal Binding Key. See Section 12 for further details. This field is ignored by the USIM as it is used only by the terminal.

6.6.5 Parental Control Message Structure and Processing

A MIKEY message for parental control is introduced. The parental control message SHALL be formatted as defined below:

Common HDR

EXT BCAST

TS

MIKEY RAND

IDi

IDr

KEMAC

Table 17: Logical Structure of the Parental Control Message

The terminal SHALL forward the parental control message to the secure function. Values in the message are as follows:

. In the Common HDR, if the V-bit is set to 1 to request, the secure function SHALL send a verification message, as
described in Section 6.6.6.1.

. In the EXT BCAST, the parental_control_management_data are carried as defined in Section 6.6.5.1.

. TS, MIKEY RAND, IDi, IDr payloads SHALL be populated as defined in [3GPP TS 33.246] for the MBMS MSK
message.

. In the key sub-payload of the KEMAC, the value of the “Key data len” field (16 bits) SHALL be reset to O if no
PINCODE is carried in this message, otherwise the value of the “Key data len” field SHALL be set to 16. The
material to be encrypted is a PINCODE (64 bits) padded to 128 bits with 1 for the 64 least significant bits. As a
convention, the most significant bit is on the left hand side of the string, i.e. the PINCODE part of the message (64
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most significant bits) is constructed as specified for PIN and PIN2 in section 7 of [3GPP TS 31.101]. The mechanism
for encrypting the PINCODE is the mechanism used for encrypting the SEK/PEK in a LTKM. The key used for the
AES engine is the key used for encrypting the SEK/PEK (derived from the SMK key and the RAND carried in the
same message). In the Key data sub-payload, the type is 2 and there is no KV data. The MAC (included in the
KEMAC) is computed over the full message as defined in RFC 3830 [9]. The key used in the MAC computation is the
authentication key derived from SMK as described in RFC 3830 [9]. As an example, pincode “020579” is decoded as
follows:

30 | 32 | 30 | 35 | 37 | 39 | FF | FF | FF | FF | FF | FF | FF | FF | FF | FF

Bit 0 (MSB) (LSB) Bit 127

6.6.5.1 EXT BCAST Parental Control

The EXT BCAST parental control data payload is an instance of the General Extension Payload for MIKEY defined in
Section 6.15 of [RFC3830]. The Subtype is equal to 4 as defined in [RFC5410].

The Subtype specific data SHALL be populated as follows:

Smartcard Profile Parental Control Management Data | Length (bits) | Type
parental _control_management_data() {

reserved_for_future_use
PINCODE_to_unlock_disallowed

operation

gl R k| -

number_of rating_types uimsbf

for (i=0; i < number_of_rating_types; i++) {

rating_type 8 uimsbf

level_granted 8 uimsbf

}

Table 18: Format of the Smartcard Profile parental_control Management Data

PINCODE_to_unlock_disallowed (1 bit): This flag permits to enable/disable the PINCODE request procedure defined in
6.7.3.11.1:

) 0x0: The procedure of PINCODE checking is enabled. When the rating of a content is higher than the level
stored in the secure function, unlocking the access to a piece of content is possible by providing the right PINCODE

. 0x1: The procedure of PINCODE checking is disabled. When the rating of a content is higher than the level
stored in the secure function, unlocking the access to a piece of content is not possible as the user will not be
prompted to enter the PINCODE.

operation (1bit): This field specifies the type of operation performed on the list of rating_type/level_granted pairs values
stored in the secure function. The following operations are defined:

) 0x0: Overwrite the list of rating_type/level_granted pairs already stored in the secure function with the list
specified in the parental control message. If this operation is used with number_of rating_types = 0 all stored
rating_type/level_granted pairs SHALL be deleted.

. 0x1: Merge the list of pairs in pairs already stored in the secure function with the list specified in the
parental control message. If a specific rating_type is already stored in the secure function, its level_granted SHALL
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be overwritten with the one specified in the parental control message. If this operation is used with
number_of rating_types = 0 all stored rating_type/level_granted pairs remain unmodified (which enables update of
the PINCODE only).

number_of rating_types (5bits): This field indicates the number of rating types transmitted within the descriptor.

rating_type (8bits): This field indicates the rating_type. Possible values are as specified in the OMA BCAST Parental Rating
System Registry available at [OMNA].

level_granted (8 bits): This field is an integer defining the maximum authorized value with a coding that is dependent on the
rating_type.

6.6.5.2 Parental Control Message Processing

When receiving the parental control message, if the secure function supports the enforcement of the parental control, it does
the following:

. Compares the received Time Stamp field (TS) with the stored Parental Control Message replay detection counter.
This replay detection counter is associated to the NAF_ID part of the SMK and then there is one replay detection
counter per NAF.

. Extracts and stores the value of “PINCODE_to_unlock_disallowed”.

o Extracts the list of rating_type/level_granted pairs. This list of pairs is a user specific setting and is associated to the
SMK used to protect the parental control message. The secure function SHALL process the list depending on the
operation specified in the message. Note: A default setting for rating_type/level _granted pairs specific to a service
provider may be possible during the Smartcard manufacture.

. If the encrypted PINCODE is present in the KEMAC of the message, the secure function decrypts the PINCODE,
unblocks the PIN if blocked, and replaces the current PINCODE value with the received value. The PINCODE
SHALL be associated to the BCAST functionality (there is only one parental control PINCODE regardless of the
BSM).

If the secure function is located in the Smartcard, the command used to transmit the parental control message from the
terminal to the Smartcard is the AUTHENTICATE Command in MBMS security context and MSK update mode. The
response to the AUTHENTICATE command is as described in Appendix E.2.2.

. If the enforcement of the parental control is supported, the Smartcard SHALL return the new list of the
rating_type/level_granted pairs. Additionally, the Smartcard SHALL include in this response message the status 0x0F,
0x10, or 0x11, if either PINCODE or rating_type/level_granted pair or both have been successfully changed. The
terminal MAY then inform the user that the PINCODE has been changed and that the old PINCODE is no more
usable.

. If the enforcement of the parental control access criteria is not supported, the response message includes the status
0xOE “Parental control not supported”.

6.6.6 LTKM Verification Message and Reporting Message Structure

Two types of messages can be sent by the secure function to the BSM in response to a received LTKM:

1. An LTKM Verification Message sent to confirm successful reception of an LTKM
2. An LTKM Reporting Message sent to do the following:
a. report consumption of permissions in the secure function (see Section 6.6.7.8),
b. orindicate an overflow of a counter or purse during LTKM processing (see Section 6.6.7.9) ,

c. orindicate that a security_policy_extension value is unsupported (see Section 6.6.7.10).

The format of the LTKM Verification message and LTKM Reporting message is detailed in Section 6.6.6.1 and Section
6.6.6.2, respectively.
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6.6.6.1 LTKM Verification Message

The LTKM verification message SHALL be constructed as defined in section 6.4.5.2 of [3GPP TS 33.246].
6.6.6.2 LTKM Reporting Message Format

Common HDR

EXT BCAST

TS

Idr

\Y

Table 19: Logical Structure of the LTKM Reporting Message

The MAC included in the verification payload (V), shall be computed over both the initiator's and the responder's ID as well
as the timestamp in addition to be computed over the response message as defined in RFC 3830 [RFC3830]. The key used in
the MAC computation is the authentication key derived from SMK as described in RFC 3830 [RFC3830]. The EXT BCAST
payload SHALL be formatted as defined in Section 6.6.6.3.

The terminal SHALL forward the LTKM Reporting messages received from the secure function to the BSM/Permissions
issuer.

6.6.6.3 EXT BCAST Reporting Management Data

The EXT BCAST Reporting Management Data payload is an instance of the General Extension Payload for MIKEY defined
in section 6.15 of [RFC3830]. The subtype is equal to 3 (as defined in [RFC5410]) and the SubType specific data SHALL be
populated as in Table 20 The EXT BCAST Reporting Management Data payload is included in an LTKM Reporting message.
The parameters included in the payload are dependent on why the LTKM Reporting message is being sent by the secure
function (see Section 6.6.7.8, Section 6.6.7.9 and Section 6.6.7.10 for further details).

Smartcard Profile Reporting Management Data Length (bits) Type
Reporting_management_data() {

consumption_reporting_flag 1 bslbf
overflow_flag 1 bslbf
unsupported_extension_flag 1 bslbf
not_found_flag 1 bslbf
reserved_for_future_use 4 uimsbf
if (consumption_reporting flag ==
LTK_FLAG_TRUE) {

security_policy_extension 8 uimsbf

reserved_for_future_use 8 uimsbf
if (security_policy_extension == 0x00 || 0x01 ||
0x02 || 0x03]| 0x08 || 0x09) {

cost_value 16 uimsbf

reserved for future use 1 bslbf

purse_value 31 uimsbf
}

if (security policy extension == 0x07) {

reserved for future use 1 bslbf

playback counter 7 uimsbf
}

if (security_policy extension == 0x0C) {
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reserved_for_future_use 1 bslbf
keep_credit_flag 1 bslbf
TEK_counter 22 uimsbf

}

if security policy extension == 0x0D) {
reserved for future use 1 bslbf
TEK_counter 23 uimsbf

}

}
}

Table 20: Format of the Smartcard Profile Reporting Management Data

consumption_reporting_flag: Indicates whether or not that the message includes consumption reporting data.  If set to
LTK_FLAG_TRUE, the message contains consumption reporting data. If set to LTK_FLAG_FALSE, the message does not
contain consumption reporting data.

overflow_flag: Indicates whether or not that the message includes an indication that an overflow occurred during the
processing of an LTKM..If set to LTK _FLAG_TRUE, the message contains overflow information. If set to
LTK_FLAG_FALSE, the message does not contain overflow information.

unsupported_extension_flag: Indicates that the secure function does not support the SPE sent in the LTKM if set to
LTK_FLAG_TRUE. If set to LTK_FLAG_FALSE the message indicates that the SPE is supported by the secure function.

not_found_flag: Indicates whether or not the SEK/PEK ID, SPE and KV tuple contained in the received LTKM exist in the
secure function. If set to LTKM_FLAG_TRUE, the SEK/PEK ID, SPE and KV tuple does not exist in the secure function. If
setto LTKM_FLAG_FALSE, the SEK/PEK ID, SPE and KV tuple does exist in the secure function.

security_policy_extension The SPE value received in the LTKM message that triggered the secure function to send the
LTKM Reporting Message.

keep_credit_flag: It is the keep_credit_flag value specific to the LTKM identified by the SEK/PEK ID, KV and the SPE.

cost_value: The cost_value associated to the instance of the SPE stored in the secure function identified by the SEK/PEK ID,
KV and the SPE in the received LTKM.

TEK_counter: The value of the TEK counter associated to the instance of the SPE stored in the secure function identified by
the SEK/PEK ID, KV and the SPE in the received LTKM.

playback_counter: The value of the playback counter associated to the instance of the SPE stored in the secure function
identified by the SEK/PEK ID, KV and the SPE in the received LTKM.

purse_value: The number of tokens remaining in the relevant purse, i.e. the value of the user purse if the SPE is
0x02,0x03,0x08 or 0x09, or the value of the live_ppt_purse if the SPE value is 0x00 or the value of the playback_ppt_purse if
the SPE value is 0x01.

6.6.7 OMA BCAST LTKM Processing

LTKMs are processed by a secure function located on either the Smartcard or terminal. Following MBMS [3GPP TS 33.246],
where GBA_U is used the secure function is located on the Smartcard, and where GBA_ME is used the secure function is
located on the terminal.

The following sections define the processing of LTKMs in BCAST.

6.6.7.1 LTKM Terminal Processing

When a MIKEY message indicating MSK/SEK delivery, i.e. an LTKM, arrives at the Terminal, the message SHALL be
processed as described below.
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If the secure function is located on the Terminal, the Terminal SHALL perform the LTKM replay detection check as
described in Section 6.6.7.4. If the check ends in success, the Terminal forwards the LTKM to the secure function for further
processing. The secure function processes the LTKM as described in the following sections.

If the secure function is located on the Smartcard, in order to support the use of both MBMS only and BCAST Smartcards,
the Terminal SHALL process a LTKM received over the UDP port 4359 (i.e. the UDP port defined for BCAST) as defined
below:

When the Terminal is paired with an MBMS only Smartcard, the following occurs:

= |fthe LTKM does not contain an EXT BCAST payload, the Terminal SHALL.:
o perform the LTKM replay detection check as described in Section 6.6.7.4;

o if the LTKM replay detection check ends in success, then the Terminal forwards the message to the
Smartcard;

= If the LTKM contains an EXT BCAST payload and the security policy ext flag and the
consumption_reporting_flag and the access_criteria flag are set to LTK_FLAG_FALSE, the Terminal SHALL:

o perform the LTKM replay detection check as described in Section 6.6.7.4;

o if the LTKM replay detection check ends in success, then the Terminal forwards the message to the
Smartcard — the EXT BCAST payload is being used to deliver data only intended for use by the Terminal
(e.g. information relating to the Terminal Binding Key; the terminalBindingKeylD,
permissionslssuerURILength and permissionslssuerURI) that will be ignored by the MBMS only
Smartcard;

= If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag or the consumption_reporting_flag
or the access_criteria flag are set to LTK_FLAG_TRUE, then the Terminal SHALL NOT forward the message to
the Smartcard — this message cannot be processed by the MBMS only card and has been incorrectly sent by the
BSM.

If the Terminal is paired with a BCAST Smartcard, the following occurs:

= [fthe LTKM does not contain an EXT BCAST payload, then the Terminal SHALL NOT forward the message to the
Smartcard — this message has been incorrectly sent by the BSM;

= |fthe LTKM contains an EXT BCAST payload and the security_policy_ext_flag, consumption_reporting_flag and
access_criteria flag are set to LTK_FLAG_FALSE , then the Terminal SHALL NOT forward the message to the
Smartcard — this message has been incorrectly sent by the BSM;

= If the LTKM contains an EXT BCAST payload and the security_policy_ext_flag or the consumption_reporting_flag
or access_criteria flag are set to LTK_FLAG_TRUE, then the Terminal SHALL forward the message to the
Smartcard.
Note that, unlike MBMS only Smartcards, BCAST Smartcards perform the LTKM replay detection check (see Section
6.6.7.4). Therefore when a Terminal is paired with a BCAST Smartcard the Terminal does not perform the LTKM replay
detection check.

In all the above cases in which the LTKM is forwarded to the secure function, the Security Policy payload is stored
temporarily in the Terminal if it was present.

If the secure fucntion indicates to the Terminal that it has successfully processed the LTKM, the temporarily stored Security
Policy payload is taken into use. Otherwise the Security Policy payload is deleted.

If the LTKM indicated a BM-SC solicited pull procedure or a BSM solicited pull procedure to initiate the registration
procedure, the Terminal SHALL behave as described in Sections 6.6 and 6.6.3 respectively.

The formating rules defined for LTKMs in Section 6.6.4 require that the BSM / BSD/A format the LTKM appropriately for
the type of Smartcard (MBMS only or BCAST) to which they are sending the LTKM.
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The Terminal filtering rules defined above SHALL apply only to MIKEY messages received on the UDP port reserved for
BCAST, i.e. UDP port 4359. MIKEY messages addressed to the MIKEY UDP port 2269 are not subject to Terminal filtering.
This allows a BCAST Smartcard to work as part of an MBMS security solution as defined in [3GPP TS 33.246].

A secure function SHALL be able to manage different LTKMs with the same SEK/PEK ID but with different Key Validity
(KV) intervals or different security_policy_extensions values (SPES).

Details on how parameters relating to the LTKM are to be updated when receiving an STKM are provided in the STKM
processing Section 6.7.3.

6.6.7.2 Initial LTKM Processing in the Smartcard

When a BCAST Smartcard receives a MIKEY message, the Smartcard SHALL first determine the type of message by
examining the MIKEY General Extension payload(s). If the MIKEY message contains a General Extension payload of Type
3 (Key ID Information), i.e. the EXT MBMS payload defined for MBMS in [RFC4563], the Smartcard SHALL inspect the
contents of this payload. If the payload indicates delivery of an MSK/SEK, the Smartcard SHALL checks the MIKEY
message for the presence of a General Extension payload of Type 5, i.e. the EXT BCAST payload defined for BCAST in
[RFC5410]:

L] If the EXT BCAST payload is present, then the following occurs:

o If the security_policy extenstion flag or consumption_reporting flag or access_criteria_flag are set to
LTK_FLAG_TRUE, the selected Smartcard application SHALL process the LTKM as defined in the
following sections of this document;

o If the security policy extenstion flag, consumption_reporting_flag and access_criteria_flag are set to
LTK_FLAG_FALSE, the selected Smartcard application SHALL abort the processing of the MIKEY
message and send an error message to the Terminal. The error message returned by the Smartcard SHALL
take the form of the status word ‘6A80’ (Incorrect parameters in the data field). This case can not occur if
the BSM and Terminal are correctly implemented.

= If the EXT BCAST payload is not present, then the MIKEY message is an MBMS MSK message. If the selected
Smartcard application supports MBMS processing, then the Smartcard application (e.g. selected application is USIM)
SHALL process the message as defined in [3GPP TS 33.246]. If the Smartcard application does not support MBMS
processing (e.g. selected application is BSIM), then it SHALL abort the processing of the MIKEY message and send
an error message to the terminal. The error message returned by the Smartcard SHALL take the form of the status
word '9864' (Authentication error, security context not supported ). Note: It is mandatory for the USIM application
on BCAST Smartcard to support MBMS processing as defined in Section 6.2.

Note: The above processing is required to ensure that a 3GPP BCAST Smartcard can work in a pure MBMS system, i.e.

where Service Protection is implemented according to [3GPP TS 33.246].

6.6.7.3 LTKM Message Validation

The secure function SHALL perform the message validation using the SMK (MUK) as described in [3GPP TS 31.102]
(including the update of the EFyuk and the check of the usage of the last successfully used MUK). If the message validation
is successful, then the LTKM replay detection procedure shall be executed.

6.6.7.4 LTKM Replay Detection

The LTKM replay detection check SHALL compare the received Time Stamp field (TS) with the stored LTKM replay
detection counter associated with the given SMK (i.e. TS stored in the record associated to the SMK in the EF ).

The LTKM replay detection check SHALL be performed by the Terminal unless the Terminal is paired with a BCAST
Smartcard, in which case the Smartcard SHALL perform the check.

Success If the received TS is greater than the stored LTKM replay detection counter value, the LTKM replay detection
check ends in success and the stored LTKM replay detection counter SHALL be set to the received TS value. If
the LTKM replay detection check ends in success, the secure function SHALL check whether it has already
stored the SEK/PEK ID, i.e. whether it has previously successfully processed an LTKM containing the same
SEK ID. If the SEK/PEK ID is not present the secure function SHALL set the STKM replay detection counter
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associated to the SEK/PEK ID to 0. If the SEK/PEK ID is present the secure function SHALL NOT update the
STKM replay detection counter.

Failure If the received TS is equal or lower than the stored LTKM replay counter value, then LTKM replay detection
check ends in failure. If the LTKM replay detection check is being performed by the secure function, in the
case of failure, then the secure function SHALL return a failure message to the terminal. If the secure function
is located on the Smartcard, then the returned failure message SHALL take the form of the status word '9862'
(Authentication error — incorrect MAC).

Note: Less than or equal is to be taken in the meaning of RFC 1982 [RFC1982]. If the less than or equal relation is undefined
in the sense of RFC 1982 [RFC1982], the message SHOULD be considered as being replayed and shall be discarded.

As described for MBMS in [3GPP TS 31.102], the USIM stores the last successfully used MUK along with its MUK ID for
further use.

6.6.7.5 LTKM Controlled SEK/PEK and SPE Deletion

If the Key Validity data in the LTKM is invalid, i.e. the lower bound (“TS low”) is greater than the upper bound (‘TS High”),
then the following applies:

o If the TS low = OXFFFFFFFF and the TS High = 0, then the secure function SHALL delete all instances of the SPE and
their associated data (e.g. cost_value, TEK_counter, etc.) that match the SEK/PEK ID and SPE value in the received LTKM.

o Otherwise, i.e. if the TS low is not OXFFFFFFFF or the TS High is not 0, then the secure function SHALL delete the
instance (if any) of the SPE having the opposite Key Validity data (High/Low inversed) and its associated data (e.g.
cost_value, TEK_counter, etc.) that match the SEK/PEK ID and SPE value in the received LTKM.

The Smartcard SHALL support both aforementioned methods. The BSM SHALL support the first method and MAY support
the second. Following the deletion of one or more SPEs (and associated data), the secure function SHALL delete the
SEK/PEK (and related data) if no other SPE are associated to the SEK/PEK ID.

6.6.7.6 LTKM Processing based on security_policy_extension (SPE)
Further details on the parameters used below can be found in Section 6.6.7.13 and Section 6.6.7.14 below.
SPE = 0x00 (Token PPT Live)

The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), SEK/PEK ID,
the KV data, and the SPE and the cost_value. (See the Storage of SEK/PEK and associated data in the secure function
paragraph below.)

live_ppt_purse | If purse_flag is set to LTK_FLAG_TRUE, the secure function SHALL update the live_ppt_purse with the
token_value according to the received purse_mode value:

o If the purse_mode is set to LTK _FLAG_FALSE, the live ppt purse SHALL be set to
token_value.

o If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the
live_ppt_purse.

live_ppt_purse | If an overflow occurs on the live_ppt_purse during this update (live_ppt_purse > 0X7FFFFFFF), then:
overflow
e execute Section 6.6.7.9.

Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing Section 6.7.3.
SPE = 0x01 (Token PPT Playback)

The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK
ID, the KV data, and the SPE and the cost_value. (See the Storage of SEK/PEK and associated data in the secure function
paragraph below.)
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playback ppt_purse | The token_value is stored in the playback_ppt_purse associated to the SEK/PEK key group and SPE.

If purse flag is set to LTK FLAG TRUE, the secure function SHALL update the
playback ppt_purse with the token_value according to the received purse_mode value:

e If the purse_mode is set to LTK_FLAG_FALSE, the playback ppt_purse SHALL be set to
token_value.

e If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the
playback ppt_purse.

playback ppt purse | If an overflow occurs on the playback_ppt purse during this update (playback_ppt purse >
overflow OX7FFFFFFF), then:

e  execute Section 6.6.7.9.

Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing Section 6.7.3.
SPE = 0x02 or 0x03 (User Token PPT)

The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK
ID, the KV data, the SPE and the cost_value. (See the Storage of SEK/PEK and associated data in the secure function
paragraph below.)

user_purse | If purse flag is set to LTK_FLAG_TRUE, the secure function SHALL update the user_purse with the
token_value according to the received purse_mode value:

o Ifthe purse_mode is set to LTK_FLAG_FALSE, the user_purse SHALL be set to token_value.
o |fthe purse_mode is set to LTK FLAG_TRUE, the token value SHALL be added to the user_purse.

user_purse | If an overflow occurs on the purse during this update (user purse > Ox7FFFFFFF), then:

overflow e execute Section 6.6.7.9.

Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing Section 6.7.3.
SPE = 0x04 or 0x05 (Subscription/PPV)

The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK
ID, the KV data and the SPE. (See the Storage of SEK/PEK and associated data in the secure function paragraph below.)

Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing Section 6.7.3.
SPE = 00x07 (PPP Playback)

The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK
ID, the KV data and the SPE. (See the Storage of SEK/PEK and associated data in the secure function paragraph below.)

current_TS_counter | The current_TS_counter is initialised to the LTKM validity "TS high".

playback counter If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to
LTK_FLAG_FALSE, the playback counter SHALL be set to number_playback.

If the same SPE with the same SEK/PEK ID and KV exists and the add flag is set to
LTK_FLAG_TRUE, the number_playback SHALL be added to the playback counter.

If the KV is new for the SEK/PEK ID and SPE, the playback counter SHALL be set to
number_playback.

playback  counter | If an overflow occurs on the playback counter during this update (playback counter > 0x7F), then:
overflow
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e execute Section 6.6.7.9.

Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing Section 6.7.3.
SPE = 0x08 or 0x09 (User Token PPV / PPP)

The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK
ID, the KV data, the SPE, and the cost_value. (See the Storage of SEK/PEK and associated data in the secure function
paragraph below.)

current_TS_counter | The current_TS_counter is initialised to the LTKM validity "TS high".

user_purse If purse_flag is set to LTK_FLAG_TRUE, the secure function then updates the user_purse with the
token_value according to the received purse_mode value:

e If the purse_mode is set to LTK FLAG_FALSE, the user_purse SHALL be set to

token_value.
e If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the
user_purse.
user_purse If an overflow occurs on the purse during this update (user_purse > 0X7FFFFFFF), then:
overflow e execute Section 6.6.7.9.

Details on the LTKM parameters updates when receiving an STKM are given in the STKM processing Section 6.7.3.
SPE = 0x0A (Key deletion)

Whatever the KV interval is, the Smartcard SHALL delete all the previously stored SEK/PEK with the same SEK/PEK ID
and their related key material (i.e, KV data, SPEs, playback counter, TEK number and cost_value).

No STKM is associated to this LTKM.
SPE = 0x0C (PPT Live)

The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK
ID, the KV data, the keep_credit_flag value and the SPE value. (See the Storage of SEK/PEK and associated data in the
secure function paragraph below.)

TEK If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_FALSE, the
counter TEK counter SHALL be set to number_TEKSs.

If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_TRUE, the
number_TEKSs SHALL be added to the TEK counter.

If the KV is new for the SEK/PEK ID and SPE, the TEK counter SHALL be set to number_TEKSs.

TEK If an overflow occurs on the TEK counter during this update (TEK counter > Ox3FFFFF),
counter
overflow e execute Section 6.6.7.9.

Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing Section 6.7.3.
SPE = 0x0D (PPT Playback)

The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the KV data,
and the SPE value. (See the Storage of SEK/PEK and associated data in the secure function paragraph below.)

TEK If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_FALSE, the
counter TEK counter SHALL be set to number_TEKSs.
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If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_TRUE, the
number_TEKs SHALL be added to the TEK counter.

If the KV is new for the SEK/PEK ID and SPE, the TEK counter SHALL be set to number_TEKSs.

TEK If an overflow occurs on the TEK counter during this update (TEK counter > OX7FFFFF),
counter
overflow e execute Section 6.6.7.9.

Details on the LTKM parameters updated when receiving an STKM are given in the STKM processingSection 6.7.3.
Storage of SEK/PEK and associated data in the secure function

The SEK/PEK and any relevant associated data SHALL be stored within the secure function. Where the secure function is
located on the Smartcard, the number of SEKs/PEKs that the Smartcard is able to store SHALL be defined at the pre-
issuance of the card by the service provider. The maximum number of SEKs/PEKSs that the Smartcard is able to store with the
UsedForRecording flag set to LTK_FLAG_TRUE, i.e. that are required for access to protected recordings, SHOULD also be
defined at the pre-issuance of the card by the service provider. This ensures that a certain number of SEKs/PEKSs can always
be stored for access to live sevices.

In the case that there is not enough memory available in the secure function to store the information resulting from the
processing of the LTKM, an error message SHALL be returned to the terminal. If the secure function is located on the
Smartcard, the secure function SHALL abandon the function and return the status word '9866' (Authentication error, no
available memory space) to the terminal. In this case, the terminal MAY run a SEK/PEK Deletion procedure (see Section
6.6.7.12) to free memory before re-sending the LTKM to the Smartcard.

6.6.7.7 LTKM Verification Message Request

If the V-bit in the HDR field of the received LTKM is set equal to 1, then the secure function SHALL produce a LTKM
Verification message with the format as described in Section 6.6.6.1, unless a LTKM reporting message SHALL be sent to
report a Counter or Purse Overflow as described in Section 6.6.7.9 or to report Unsupported SPE values as described in
Section 6.6.7.10. In these cases of overflow or error in the SPE value, the LTKM reporting message is sent instead of the
verification message.

6.6.7.8 Reporting Consumption using the LTKM Reporting Message

If an LTKM contains a consumption_reporting_flag set equal to LTK_FLAG_TRUE, the Verification bit of the MIKEY
message SHALL be set equal to 0. If the LTKM consumption_reporting flag is equal to LTK_FLAG_TRUE, the secure
function SHOULD try and find a matching SEK/PEK ID, KV and SPE.

The SEK/PEK ID, KV and the SPE of the received LTKM are used to identify a previously received LTKM. The stored data
associated to the SEK/PEK ID, KV and the SPE values are sent back in the Reporting Message.

If successful, the secure function SHALL send a LTKM Reporting message as described in Section 6.6.6.2, with the
following parameters:

o consumption_reporting_flag set to LTK_FLAG_TRUE

o overflow_flag setto LTK_FLAG_FALSE

o unsupported_extension_flag setto LTK_FLAG_FALSE

o not_found_flag setto LTK_FLAG_FALSE

o security_policy_extension set to the SPE of the LTKM requesting the message

o relevant SPE-specific parameters

If no matching SEK/PEK ID, KV and SPE is found the secure function SHALL send a LTKM Reporting message as
described in Section 6.6.6.2, with the following parameters:

o consumption_reporting_flag set to LTK_FLAG_FALSE
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o overflow_flag setto LTK_FLAG_FALSE
o unsupported_extension_flag setto LTK_FLAG_FALSE

o not_found_flag setto LTK_FLAG_TRUE

This message exchange allows the server to retrieve the relevant stored parameters for the given SPE value (as defined in
Table 20) from the secure function, without updating the SEK/PEK.

6.6.7.9 Reporting a Counter or Purse Overflow during LTKM Processing using the
LTKM Reporting Message

During LTKM processing counters or purses can overflow due to the addition of a value sent in the LTKM (e.g. the
counter/purse value may become larger than the maximum value that can be stored when the incoming value is added). When
this arises; the following SHALL apply:
o the counter or purse that has overflowed SHALL remain unchanged, and
e an LTKM Reporting message SHALL be sent with the following parameters:
o consumption_reporting_flag set to LTK_FLAG_TRUE
o overflow_flag setto LTK_FLAG_TRUE
o security_policy_extension set to the SPE value of the LTKM that caused the overflow

o relevant SPE-specific parameters (as defined in Table 20: Format of the Smartcard Profile Reporting
Management Data), which includes the unchanged parameter for which there was an overflow (e.g. for SPE
0x0C or 0x0D if the TEK counter overflows due to LTKM processing, the value of the TEK counter prior
to LTKM processing and overflow is sent)

6.6.7.10 Reporting Unsupported SPE Values using the LTKM Reporting Message

If an LTKM is received for which the SPE is NOT supported by the secure function, the secure function SHALL.:

e return the status code ‘security policy extension not supported’ in the MBMS operation response Data Object
o send a LTKM-Reporting message as described in Section 6.6.6.2. with the following parameters:

o consumption_reporting_flag set to LTK_FLAG_FALSE

o overflow_flag setto LTK_FLAG_FALSE

o unsupported_extension_flag set to LTK_FLAG_TRUE

o not_found_flag setto LTK_FLAG_FALSE
There SHALL be no further processing of the LTKM containing the unsupported SPE.

6.6.7.11  Terminal_binding_flag

After the successful processing of an LTKM by the secure function (no integrity error due to integrity or validation or
bootstrapping failure), if the terminal _binding flag is set to LTK FLAG _TRUE, the terminal SHALL store the
TerminalBindingKeyID and the PermissionslissuerURI.

6.6.7.12 SPE Deletion by the Terminal

If the secure function is located on the Smartcard, and the Smartcard is an MBMS only Smartcard the policy of deleting
SEK/PEK records to free up space in the file in EFysx SHALL be controlled by the Terminal using the Authenticate
Command in MSK Deletion Mode defined in [3GPP TS 31.102], e.g. the Terminal SHOULD delete any SEKs/PEKS that are
no longer needed. How the terminal decides which SEKs/PEKSs are no longer needed is implementation specific.

If the secure function is located on the Smartcard, and the Smartcard is a BCAST Smartcard, the management (deletion) of
the SEKS/PEKS related to recorded content is described here after.
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The terminal SHOULD delete any SPE that are no longer needed in order to free up storage space in the Smartcard for new
SEKS/PEKs or SPE. The terminal SHALL control the deletion of SPE stored on the Smartcard using the Authenticate
command for the MBMS security context in OMA BCAST operation and in SPE Deletion Mode (AppendixE: E.2.3.1). This
command is used to delete SPEs that are not used for recording.

The terminal SHALL send the Authenticate command for the MBMS security context in OMA BCAST operation and in
Recording Deletion Mode (AppendixE: E.2.3.2) when it erases a piece of a recorded content (received through streaming or
download) protected by one or more SEKs/PEKs on the Smartcard. On reception of this command the secure function,
SHALL delete the content identifier stored in the smartcard and its association to the flagged SPEs and remove the
UsedForRecording flag associated to the SPE if no more content identifier is linked to this SPE, thereby indicating that the
SPE is no longer required for the playback of recorded content (see Section 8.5).

When the secure function removes the UsedForRecording flag it SHALL NOT erase the corresponding SPE. PLAYBACK
SPEs with their UsedForRecording flag set to LTK_FLAG_FALSE will be deleted by the secure function when it detects that
this SPE is no more valid (see deletion of expired PLAYBACK security policy extensions and SEK/PEK in Section 6.7.3.10)
or by a new Authenticate command in SPE Deletion Mode sent by the terminal to the Smartcard on this SPE.

To discover which SPEs are stored in the Smartcard, the terminal SHALL use the OMA BCAST command in SPE audit
mode (AppendixE: E.3.2). The terminal MAY use the returned information, along with other local information, to determine
whether or not any SPEs should be deleted.

6.6.7.13 Association between Parameters and IDs Stored in Secure Function

The following table gives the association between Smartcard Profile parameters used in the processing of LTKM or STKM
and identifiers stored on the Smartcard, i.e. it indicates which parameters can be linked to which key identifiers (or identifier
sub-parts).

SEK/PEK ID, SEK/PEK ID SEK/PEKID SMKID NAF ID

KV and SPE key group part part  of
and SPE SMK ID

SMK X
SEK/PEK X
Key validity data (STKM X
TS low & TS high)
SPE X
cost_value 0x00, 0x01,

0x02, 0x03,

0x08, 0x09
playback counter 0x07
kept TEK counter 0x0C
TEK counter 0x0C, 0x0D
LTKM replay detection X
counter
STKM replay detection X
counter
current_TS_counter 0x07, 0x08,

0x09
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user_purse 0x02,
0x03,
0x08,
0x09

live_ppt_purse 0x00

playback ppt_purse 0x01

Parental Control Message X

replay detection counter

Table 21: Association between Smartcard Profile Parameters and Key ldentifiers

If the secure function is located on the terminal, or the secure function is located on the Smartcard and the Smartcard is
BCAST Smartcard, it SHOULD be possible to store a variable number of SEK/PEK per Key Domain ID/Key Group ID pair
in the Smartcard.

6.6.7.14  Implementation Notes

e The first STKM sent by the network (BSD/A) for the associated SEK/PEK SHALL contain a timestamp (TS) value
equal to or greater than “TS Low” + 1.

e When the LTKM contains an EXT BCAST payload in which the SPE flag is set to LTK_FLAG_TRUE, the Key
Validity Data subfield in the KEMAC payload in the LTKM SHALL define the Key Validity interval for SEK/PEK in
terms of STKM TIMESTAMP interval:

From (32-bits): Lower limit of Timestamp (“TS low”)

To (32-bits): Upper limit of Timestamp (“TS high”)

e When the LTKM does not contain an EXT BCAST payload or the LTKM contains an EXT BCAST payload in which
the SPE flag is set to LTK_FLAG_FALSE, the Key Validity Data subfield in the KEMAC payload in the LTKM
SHALL define the Key Validity interval for SEK/PEK in terms of TEK ID interval (i.e. as defined in [3GPP TS 33.246]):

From (16-bits):  Lower limit of TEK ID
To (16-bits): Upper limit of TEK ID

e Note that the case in which the LTKM contains an EXT BCAST payload in which the SPE flag is set to
LTK_FLAG_FALSE is allowed to enable the delivery of information relating to the Terminal Binding Key (TBK) to a
Terminal paired with an MBMS only Smartcard.

e To enable the use of 32 bit Timestamps within the KV data of the LTKM and 16 bit TEK IDs within STKMs, it SHALL
be possible to re-use a TEK ID value within a set of STKMs protected by a specific SEK. TEK ID management
SHOULD ensure that a Terminal never has two STKMs containing the same TEK ID for the same content stream at the
same time.

e There is one internal STKM replay detection counter per SEK/PEK ID to support replay detection for STKM delivery.

e To avoid security failures during the STKM key validity data and replay detection checks, the Timestamp field (TS) in
STKM associated with a SEK/PEK key group SHALL only be reset when the SEK/PEK is updated.

e The secure function SHALL be able to associate more than one SPE (and associated data) to a SEK/PEK ID. To identify
uniquely the SPE to use during STKM or LTKM processing, the secure function SHALL the tuple: SEK/PEK ID, SPE
value and KV data. Each instance of a SPE is associated to it its own associated data. Table 3 shows which stored data
can be associated to which SPE.

e A separate playback counter is used for each SEK/PEK ID, KV and SPE (0x07) tuple. The playback counter is used for
PPV without tokens and corresponds to the available number of plays left.
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e A separate TEK counter is used for each SEK/PEK ID, KV and SPE (0x0C or 0x0D) tuple. The TEK counter is used for
PPT without tokens and corresponds to the available number of TEKs left.

e Akept TEK counter is used for each SEK/PEK ID key group associated to a SPE 0x0C. It is used to allow unused TEKs
to be brought forward.

e A user purse is associated to the NAF ID of the BSM, i.e. the NAF-ID part of an SMK ID stored in the file EFyyk. The
user_purse corresponds to the available number of tokens left that can be used by SPE 0x02, 0x03, 0x08 and 0x09.

e Asingle LTKM replay detection counter is used to keep track of the Timestamp (TS) of the latest valid LTKM received
for a given SMK. The LTKM replay detection for each SMK is stored in the file EFyyk.

e A current_TS counter is used for SPEs 0x07, 0x08 and 0x09 to detect whether or not a "playback" has occurred. This
counter is local to a SEK/PEK ID, KV and a relevant SPE.

6.6.8 Purses
The use of certain values of SPE requires sufficient credit to be available in a purse stored on the Smartcard.

A purse stores tokens that are consumed when the permission defined by a SPE is used. The number of tokens that are
consumed when the SPE is used is defined by the cost_value associated to the instance of the permission.

The Smartcard profile defines three different purses:
live_ppt_purse

The live_ppt_purse used by the SPE 0x00. It is associated to the SEK/PEK key group. There is only once instance of the
live_ppt_purse per SEK key group. Tokens in the live_ppt_purse can be consumed by any instances of SPE value equal to
0x00 and belonging to the same SEK key group.

playback ppt_purse

The playback_ppt_purse is used by the SPE 0x01. There is only once instance of the playback_ppt_purse per SEK/PEK key
group. Tokens in the playback_ppt_purse can be consumed by any instances of the SPE with value equal to 0x01 and
belonging to the same SEK key group.

user_purse

The user_purse is used by the SPEs 0x02, 0x03, 0x08 and 0x09. It is associated to the NAF Id of the BSM (i.e. the IDi value
transmitted in the LTKM and stored on the Smartcard in the file EFyyk as MUK IDi [3GPP TS 31.102]). There is only one
instance of the user_purse per NAF ID. Tokens in the user_purse can be consumed by any instance of the
security_policy_extension with value equal to 0x02, 0x03, 0x08 or 0x09 protected by an SMK associated to the same NAF
ID.

Note: For the live_ppt_purse and the playback ppt_purse descriptions above it is assumed that the SEK/PEK key group
belongs to the same SMK, i.e. if the SEK/PEK key group is the same but the SMK is different the live/playback ppt_purse is
also different.

6.6.8.1 Updating a Purse Balance
Identifying the correct purse to update

If the the purse_flag in the LTKM is set to LTK_FLAG_TRUE, the LTKM contains an update to a purse. To identify the
relevant purse to update the secure function SHALL:

o Identify the SMK used to protect the LTKM and;

e Ifthe security policy extension is 0x02, 0x03, 0x08 or 0x09, update the user_purse associated to the SMK;

o If the security_policy extension is 0x00, update the live_ppt_purse associated to the identified SMK and the SEK key
group transmitted in the LTKM;
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e If the security_policy extension is 0x01, update the playback ppt_purse associated to the identified SMK and the SEK
key group transmitted in the LTKM.

Updating the purse balance
The balance of a purse SHALL be updated when an LTKM is received in which the:
e security_policy_ext flagissetto LTK _FLAG_TRUE;

e AND the a security-policy-extension is equal to 0x00, 0x01, 0x02, 0x03, 0x08 or 0x09
e AND the purse_flag is setto LTK_FLAG_TRUE;

In this case the relevant purse SHALL be updated according to the received purse_mode, i.e. the number of tokens indicated
in the token_value will be:

e added to the balance of the relevant purse, if the purse_mode is 0x01;

e OR used to set the purse if the purse_mode is 0x00

6.7 Layer 3: Short Term Key Message - STKM

The table below shows the MIKEY message format used for STKMs in the Smartcard Profile. The message structure
SHALL be identical to the MIKEY message used by MBMS to deliver the MBMS Traffic Key (MTK), as defined by [3GPP
TS 33.246], with the addition of the EXT BCAST payload. The EXT BCAST payload is described in Section 6.6.4.

Common HDR

EXT MBMS

EXT BCAST

TS

KEMAC

Table 22: Logical Structure of the MIKEY Message Used

The EXT MBMS payload, depicted in Table 23, is defined in section 6.4.4 of [3GPP TS 33.246] and reproduced below for
convenience.

Key Domain ID sub-payload

Key Type ID sub-payload (MSKID)

Key Type ID sub-payload (MTK ID)

Table 23: EXT MBMS Used within the MBMS MTK Message

All fields within the STKM SHALL be populated as defined in [3GPP TS 33.246] for the MBMS MTK message, with the
exception of the EXT BCAST payload. Mappings are as described in Section 6.2, i.e. SEK/PEK ID is mapped to MSK ID
and SEK/PEK is mapped to MSK, TEK ID is mapped MTK ID and TEK is mapped to MTK. The following restriction on
TEK ID SHALL apply to BCAST STKM: for a given couple (Key Domain ID, SEK/PEK ID), the increment in successive
TEK ID values SHALL be 1. Other rules on TEK ID defined in [3GPP 33.246] apply.

Each STKM stream MUST only be secured using a single SEK/PEK. In some cases multiple STKM streams can deliver the
same TEKSs secured by different SEKS/PEKSs. The Terminal MUST use the Service Guide (SG) to locate the relevant STKM
stream for the encrypted traffic stream it needs to decrypt.

Each STKM SHALL be encapsulated in exactly 1 UDP packet. One UDP packet only contains at most one STKM.
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The EXT BCAST payload SHALL be populated as defined in Section 6.7.2.

6.7.1 STKM Related Terminology

In the sections below, the following terms apply for STKMs:

Resending check: Resending of the same STKM/TEK SHALL be detected by the terminal using the TEK_ID (MTK ID)
field of the MBMS EXT payload. See Section 6.7.3.2 for details.

STKM replay detection processing or verification: This procedure is used to detect replay attempts for STKMs. This
procedure operates by comparing the TS field in the STKM with the corresponding STKM replay detection counter in the
secure function.

STKM replay detection (or freshness failure): This occurs when the STKM contains a TS field value which is less than or
equal to the current STKM replay detection counter.

Key Validity Data check: The Key Validity Data check verifies that the SEK/PEK key is still valid. This procedure
compares the STKM Timestamp value against the stored relevant Key Validity data in the secure function. That Key
Validity data stored in the secure function is defined as an interval of STKM timestamps (i.e. Lower limit of Timestamp (“TS
low”) and Upper limit of Timestamp (“TS high”). Key Validity data check failure corresponds to the condition that the
timestamp in the STKM received is higher than the ‘TS high’ or lower than the ‘TS low’.

STKM Message validation: The STKM Message Validation check consists of the verification of integrity of the STKM,
using the SEK/PEK. This procedure is equivalent to that described in Section 7.1.1.8 for MTK messages of [3GPP TS
31.102].

Play-back counter: An internal counter in the secure function that contains the number of play-backs authorized.

SEK/PEK key group: A group of SEK/PEKS that are identified by the same Key group part of the SEK/PEK ID. The
SEK/PEK key group is uniquely identifiable by its Key Domain ID and Key group part of the SEK/PEK ID.

6.7.2 EXT BCAST for STKMs

To include Smartcard Profile specific information in STKMs that can not be supported by the MBMS MTK message, a new
MIKEY Generic Extension Header payload SHALL be included in the STKM. This payload is reffered to as the EXT
BCAST for STKMs. The EXT BCAST for STKMs is used to transport information related to the use of the TEKSs contained
within the STKM.

The terminal SHALL support the processing of all fields included in the EXT BCAST for STKM with the exception of the
Access Criteria Descriptor. The terminal MAY support the processing of Access Criteria Descriptors.

If the Smartcard supports the use of the EXT BCAST payloads, the Smartcard MAY process and enforce the access criteria
(if it is transmitted in the EXT BCAST for STKM). Note that MBMS MIKEY implementations [3GPP TS 33.246] ignore
the EXT BCAST for STKMs and therefore do not support the enforcement of the access criteria.

Next Payload

Type
Length

Payload Data

Table 24: Logical Structure of the MIKEY General Extension Payload

For the EXT BCAST for STKMs the fields of the MIKEY Generic Extension Header MUST contain the following data:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830]. No change is required.
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Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named
“OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5.

Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable Length): The subtype is equal to 2 and the SubType specific data SHALL contain Smartcard Profile
STKM Management Data defined below.

Smartcard Profile STKM Management Data Length Type
(in bits)

short_term_key message() {
selectors_and_flags {

protocol_version 4 Uimsbf
protection_after_reception 2 Uimsbf
terminal_binding_flag 1 Uimsbf
access_criteria_flag 1 uimsbf
traffic_protection_protocol 3 uimsbf
traffic_authentication_flag 1 uimsbf
traffic_key_lifetime 4 uimsbf
if (access_criteria_flag == TKM_FLAG_TRUE) {
reserved_for_future _use 7 bslbf
secure_channel_flag 1 bslbf
number_of access_criteria_descriptors 8 uimsbf

access_criteria_descriptor_loop() {
access_criteria_descriptor()

}

}

}
Table 25: Format of Smartcard Profile STKM Management Data

reserved_for_future_use — these bits are reserved for future use, and SHALL be set to zero when not used.

6.7.2.1 Coding and Semantics of Attributes

Section 7 introduces the coding and semantics of all attributes common between the DRM Profile and the Smartcard Profile.
Any Smartcard Profile specific attributes are introduced below.

terminal_binding_flag - indicates whether or not terminal binding is required for the Smartcard Profile.
TKM_FLAG_FALSE indicates it is not required, whereas TKM_FLAG_TRUE indicates it is required.

secure_channel_flag - indicates whether or not a TEK must be transmitted from the Smartcard to the Terminal inside a
secure channel for the Smartcard Profile. TKM_FLAG_FALSE indicates that a secure channel is not required,
TKM_FLAG_TRUE indicates that a secure channel is required. If the access_criteria_flagis set
to TKM_FLAG_FALSE, i.e. the secure_channel_flag is absent, then the secure_channel_flag SHALL be considered to be
setto TKM_FLAG_FALSE, thus indicating that the secure channel is not required.

6.7.3 OMA BCAST STKM Processing

STKMs are processed by a secure function located on either the Smartcard or terminal. Where GBA_U is used the secure
function is located on the Smartcard-and where GBA_ME is used the secure function is located on the terminal.

The following sections describe the processing of the STKM peformed in the terminal and the secure function. The terminal
and the secure function SHALL identify a MIKEY message as a BCAST STKM if the MIKEY message includes the EXT
MBMS payload (indicating MTK delievery) and the EXT BCAST payload.

It should be noted that MBMS only Smartcards can be used within a BCAST system, in which case the secure function
processing of STKMs is defined in Section 6.5.4 of [3GPP TS 33.246]. As MBMS MIKEY implementations will ignore the
EXT BCAST payload in the STKM, the access_criteria_flag in the EXT BCAST payload in any STKM that could be be
received by a MBMS only Smartcard SHOULD be set to TKM_FLAG_FALSE.
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6.7.3.1 Event Information Sent by the Terminal (moved)

Note: This section has been moved to the section 6.7.3.16

6.7.3.2 STKM Resending Check in the Terminal

Resending the same STKM allows faster changing between channels because the terminal does not have to wait for the
arrival of a new STKM before being able to access the protected content, e.g. a new STKM/TEK may only be sent every
minute, but the STKM/TEK is resent every 500ms meaning that the terminal has to wait a much shorter period for the
required STKM/TEK after a channel change.

The terminal SHALL detect that a STKM has been resent by the BSM if the TEK_ID (MTK ID) field of the MBMS EXT
payload is equal to the TEK ID contained in the last STKM sent by the terminal to the secure function. The terminal SHALL
NOT forward resent STKMs to the Smartcard.

This shall not be confused with the STKM replay detection check (described in Section 6.7.3.3), which uses the TS field in
the STKM message.

In MBMS for each STKM sent the TS field is increased, even if this STKM carries the same TEK as the previous STKM
message.

However, in BCAST the server MAY resend the same STKM, containing the same TEK, without increasing the TS field.
This avoids the need for generating new STKMs within the same crypto period.

Note: this is an improvement to the MBMS specification version 6 since BM-SC handling needs less processing for building
subsequent authenticated STKM with the same key material included.

Filtering at the terminal side keeps the solution consistent with the MBMS replay protection, since in the terminal resending
of the STKM/TEK is detected by checking the TEK_ID (MTK ID) field of the MBMS EXT payload.

6.7.3.3 STKM Replay Detection Protection in the Terminal

If the secure function is located on the Smartcard and the Smartcard is an MBMS only Smartcard, then the terminal SHALL
perform the MBMS replay protection check as defined in section 6.4.3 of [3GPP TS 33.246]. If the secure function is located
on the terminal or the terminal is paired with a BCAST Smartcard, then the terminal SHALL NOT perform the MBMS
replay protection check. In this case the STKM replay detection check is completed by the secure function as explained in
Section 6.7.3.6.

6.7.3.4 STKM Processing in a Smartcard Supporting BCAST and MBMS

When a BCAST Smartcard receives a MIKEY message, the Smartcard SHALL first determine the type of message by
examining the MIKEY General Extension payload(s) present in the message. If the message contains a General Extension
payload of Type 3 (Key ID Information), i.e. the EXT MBMS payload defined for MBMS in [RFC4563], then the Smartcard
SHALL inspect the contents of this payload. If the payload indicates that the delivery of an TEK (MTK), then the Smartcard
SHALL check the message for the presence of a General Extension payload of Type 5, i.e. the EXT BCAST payload defined
for BCAST in [RFC5410], and the following occurs:

= If the EXT BCAST payload is present, then the Smartcard SHALL process the STKM as defined in the following
sections of this document;
= If the EXT BCAST payload is not present, then the MIKEY message is an MBMS MTK message. If the selected

Smartcard application supports MBMS processing (e.g. selected application is USIM), then it SHALL process the
message as defined in [3GPP TS 33.246]. If the selected Smartcard application does not support MBMS processing
(e.g. selected application is BSIM), then it SHALL abort the processing of the MIKEY message and send an error
message to the terminal. The error message returned by the Smartcard SHALL take the form of the status word
‘9864’ (Authentication error, security context not supported). Note: It is mandatory for the USIM application on
BCAST Smartcard to support MBMS processing as defined in Section 6.2.

Note: The above processing is required to ensure that a 3GPP BCAST Smartcard can work in a pure MBMS system, i.e.
where Service Protection is implemented according to [3GPP TS 33.246].
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6.7.3.5 STKM Message Validation in the Secure Function

On reception of the STKM, the secure function first retrieves, from the EXT MBMS payload, the Key Domain ID and the
SEK/PEK ID, which it uses to retrieve the SEK/PEK that is required to process the STKM.

If the secure function can not retrieve a SEK/PEK matching the Key Domain ID and SEK/PEK ID pair contained in the
STKM, the secure function SHALL return an error message to the terminal. If the secure function is located on the Smartcard
the message SHALL be the status word "6A88" (referenced data not found).

If the secure function can retrieve a SEK/PEK matching the Key Domain ID and SEK/PEK ID pair contained in the STKM, ,
the secure function SHALL perform the message validation according to [RFC3830].

6.7.3.6 STKM Replay Detection in the Secure Function

Following a successful STKM message validation check, the secure function SHALL perform the STKM replay detection
check by comparing the received Time Stamp field (TS), i.e. the STKM TS, with the stored STKM replay detection counter
value of the associated SEK/PEK. The conditions for success and failure are defined in the table below:

Success If the received TS is greater than the stored STKM replay detection counter value, the replay detection check
ends in success.

Failure If the received TS is equal or lower than the stored STKM replay detection counter value, the replay detection
check ends in failure.

Note: Less than or equal is to be taken in the meaning of RFC 1982 [RFC1982]. If the less than or equal relation is undefined
in the sense of RFC 1982 [RFC1982], the message should be considered as being replayed and shall be discarded.

Note: A single STKM replay detection counter is used per SEK/PEK ID, irrespective of the number of different instances of
security policy extensions that are stored in the secure function for that SEK/PEK ID.

6.7.3.7 Choice of the Security Policy Extension (SPE) for Processing the STKM

To select the security policy extension to use for the processing of the STKM the secure function SHALL first perform the
STKM replay detection check, as defined in Section 6.7.3.6.

STKM replay detection check succeeds:

If the STKM replay detection check results in success, i.e. if the STKM TS is greater than the STKM replay detection
counter, the secure function SHALL limit its choice of SPEs to those that allow access to LIVE content, i.e. 0x00, 0x02, 0x04,
0x08 and 0x0C) and SHALL continue to the Key Validity data check.

STKM replay detection check fails:

If the STKM replay detection check results in failure, i.e. if the STKM TS is less than or equal to the STKM replay detection
counter, the secure function SHALL limit its choice of SPEs to those that allow the PLAYBACK of recorded content, i.e.
0x01, 0x03, 0x05, 0x07, 0x09 and 0x0D) and SHALL continue to the Key Validity data check.

Key Validity data check:

Once the STKM replay detection check has been completed the secure function SHALL complete the key validity data check
by checking the received TS, i.e. the TS field in the STKM, against the Key Validity data associated to each applicable
security policy extension, i.e. each LIVE or PLAYBACK security policiy extension (dependent on the result of the STKM
replay detection check) associated to the SEK/PEK. For each applicable security policy extension, if the received TS is equal
to or lower than “TS low” or is greater than “TS high” the SPE fails the key validity data check and the SPE is not applicable
to this STKM.

When the secure function has completed the key validity data checks for all applicable SPEs, if no SPEs have passed the key
validity data check, the secure function SHALL return a an error message to the terminal. If the secure function is located on
the Smartcard, the message SHALL be the status word "9865" (Key freshness failure).
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If only one applicable security policy extension passed the key validity data check, the secure fucntion SHALL select that
SPE for the processing of the STKM and SHALL process the message as defined in Section 6.7.3.8.

If several applicable SPEs passed the key validity data check with different SPE values, the following priorities SHALL be
used by the secure function to select the SPE to use to handle the incoming STKM:

For LIVE security policy extensions

1. SPE for a subscription mode (0x04)

2. SPE for a pay-per-view (PPV) mode (0x04 or 0x08)

3. SPE for a pay-per-time (PPT) mode (0x00 or 0x02 or 0x0C)
For PLAYBACK security policy extensions

1. SPE for a subscription mode (0x05)

2. SPE for a pay-per-play (PPP) mode (0x07 or 0x09)

3. SPE for a pay-per-time (PPT) mode (0x01 or 0x03 or 0x0D)

If a PPV or PPT permission for a given SEK/PEK exists without tokens and also with tokens, the priority SHALL be to use
the LTKM without tokens.

Hence the following priority SHALL apply on the pay-per-view / pay-per-play and pay-per-time SPE:

o No tokens vs tokens PPT: SPEs 0xOC and 0x0D will take precedence over 0x00, 0x01, 0x02 and 0x03
e No tokens vs tokens PPV: SPEs 0x04 and 0x07 will take precedence over 0x08 and 0x09

The table below summarises the order of priority when choosing an LTKM SPE to use.

LIVE PLAYBACK
Highest Priority ~ 0x04 (subscription) 0x05 (unlimited playback)
0x04 (PPV) 0x07 (PPP)
0x08 (user token PPV) 0x09 (user token PPP)
0x0C (PPT) 0x0D (PPT)
0x00 (service token PPT) 0x01 (service token PPT)
Lowest Priority ~ 0x02 (user token PPT) 0x03 (user token PPT)

Table 26: LTKM security_policy_extension Priorities

If several applicable SPEs passed the key validity data check with the same SPE value, the following rules SHALL be used
by the secure function to select the SPE to use to handle the incoming STKM:
= the secure function SHALL select the SPE with the lowest “TS Low” value;

=  if there is more than one SPE with the same SPE value and “TS Low” value, the secure function SHALL select the
SPE with the lowest “TS High” value;

6.7.3.8 STKM Processing based on the LTKM security _policy_extension (SPE)

Note that the processing described below is done AFTER having successfully selecting the security policy extension to use
based on the key validity check, as explained above in Section 6.7.3.7.
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The secure function SHALL NOT send a verification message as a response to an STKM even in the case where the V-bit in
the STKM message is equal to 1.

In the following descriptions, the term “decrypted material” is used to denote the TEK and Salt key (if Salt key is available),
which may be returned in the clear or wrapped by the TBK.

LTKM SPE = 0x00 (Service Token PPT Live)

Success | o If the live_ppt_purse is greater or equal to the cost_value, the secure function SHALL:

e set the STKM anti-replay counter to the STKM TS value, and
e decrease the live_ppt_purse by the stored cost value,

e return the decrypted material.

Failure | If the live_ppt_purse is less than the cost_value, then the secure function SHALL:

e execute Section 6.7.3.12.

LTKM SPE = 0x01 (Service Token PPT Playback).

Success | If the playback_ppt_purse is greater or equal to the cost_value, the secure function SHALL:

e decrease the playback ppt_purse by the stored cost value,

e return the decrypted material.

Failure | If the playback ppt_purse is less than the cost_value, then the secure function SHALL:

e execute Section 6.7.3.12.

LTKM SPE = 0x02 (User Token PPT Live)

Success | o If the user_purse is greater or equal to the cost_value, the secure function SHALL:

e set the STKM anti-replay counter to the STKM TS value, and
e decrease the user_purse by the stored cost value,

e return the decrypted material.

Failure | If the user_purse is less than the cost_value, then the secure function SHALL:

e execute Section 6.7.3.12.

LTKM SPE = 0x03 (User Token PPT Playback)

Success | Ifthe user_purse is greater or equal to the cost_value , the secure function SHALL:

e decrease the user_purse by the stored cost value, and

e return the decrypted material.

Failure | If the user_purse is less than the cost_value, then the secure function SHALL:

e execute Section 6.7.3.12.

LTKM SPE = 0x04 (Subscription and PPV Live)

Success | The secure function SHALL:

e set the STKM anti-replay counter to the STKM TS value, and

e return the decrypted material.
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Failure

e N/A

LTKM SPE = 0x05 (Subscription unlimited playback)

Success

The secure function SHALL:

e return the decrypted material.

Failure

e N/A

LTKM SPE = 0x07 (PPP Playback)

Success | If the playback counter is not equal to zero AND the STKM TS is less than or equal to the current_TS_counter,
then the secure function SHALL:
e setcurrent_ TS counter to the STKM TS value and,
e decrease the playback counter by one, and
e returns the decrypted material.
If the STKM TS is greater than to the current_TS_counter, then the secure function SHALL:
e setcurrent_TS_counter to the STKM TS value, and
e NOT decrease the playback counter, and
e return the decrypted TEK material.
Failure | If the playback counter is equal to zero AND the STKM TS is less than the current_TS_counter, then the secure

function SHALL:

e execute Section 6.7.3.12.

LTKM SPE = 0x08 (User Token PPV Live).

Success | If the user_purse is greater or equal to the cost_value AND the STKM TS is equal to or less than the
current_TS_counter, the secure function SHALL.:
e setthe STKM anti-replay counter to the STKM TS value, and
e setcurrent_TS counter to the STKM TS value and,
e decrease the user_purse by the stored cost value and,
e return the decrypted material.
If the STKM TS is greater than the current_TS_counter, then the secure function SHALL.:
e setthe STKM anti-replay counter to the STKM TS value, and
e NOT decrease the user_purse, and
e return the decrypted material.
Failure | If the STKM TS is equal to or less than the current_TS_counter and the user_purse is less than the cost_value,

then the secure function SHALL:

e  execute Section 6.7.3.12.

LTKM SPE = 0x09 (User Token PPP Playback).

Success

If the user_purse is greater or equal to the cost value, AND the STKM TS is less than or equal to the
current_TS_counter, the secure function SHALL:

e setcurrent TS counter to the STKM TS value and,
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e decrease the user_purse by the stored cost value,

e return the decrypted material.
If the STKM TS is greater than the current_TS_counter, then the secure function SHALL:

e setcurrent TS counter to the STKM TS value, and
e NOT decrease the user_purse, and

e return the decrypted TEK material.

Failure | Ifthe STKM TS is less than the current_TS_counter and either the user_purse is less than the cost_value, then the
secure function SHALL:

e execute Section 6.7.3.12

LTKM SPE = 0x0C (PPT Live)

Success | The kept TEK counter value SHALL be added to the TEK counter. If the kept TEK counter is NOT equal to zero,
the kept TEK counter SHALL then be set to zero. If the TEK counter overflows, it SHALL be set to maximum.

If the TEK counter is greater than zero the secure function SHALL.:
e setthe STKM anti-replay counter to the STKM TS value, and

e decrease the TEK counter by one and,

e return the decrypted material.

Failure | If the TEK counter is equal to zero, then the secure function SHALL.:

e  execute Section 6.7.3.12.

LTKM SPE = 0x0D (PPT Playback)

Success | If the TEK counter is greater than zero the secure function SHALL:

e decrease the TEK counter by one and,

e return the decrypted material.

Failure | If the TEK counter is equal to zero, then the secure function SHALL.:

e execute Section 6.7.3.12.

6.7.3.9 Deletion of Expired LIVE Security Policy Extensions and SEK/PEK

The following text assumes that the STKM Message Validation check (see Section 6.7.3.4) has been passed. The processing
to support the following functions is implementation specific.

The secure function SHALL delete all stored data related to an instance of a LIVE SPE (including the SPE value itself) if the
instance of the LIVE SPE is associated to the SEK/PEK ID in the received STKM and the TS value contained in the received
STKM is greater than the "TS high" value of the KV data associated to that instance of the SPE. Such action corresponds to
the identification and deletion of expired LIVE SPEs

Before the secure function deletes an instance of SPE 0xOC, if the keep_credit_flag associated to that instance of SPE 0x0C
is set to LTK_FLAG_TRUE, the secure function SHALL add the value of the associated TEK counter to the value of the
kept TEK counter associated to the SEK/PEK key group of the SEK associated to the instance of the SPE 0x0C being deleted.

When the secure function processes an STKM, if the STKM is protected by a SEK/PEK belonging to the same SEK/PEK
Key Group as one or more SEKS/PEKS stored in the secure function, the secure function SHALL delete all stored data related
to instances of LIVE SPEs associated to the older SEKS/PEKS. The secure function SHALL use the Key Number part of the
SEK/PEK IDs to determine which SEK/PEKSs are older than the SEK/PEK used to protect the current STKM.
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Information relating to PLAYBACK security policy extensions SHALL NOT be deleted.

If any of the processes described above results in there being no valid SPEs associated to a SEK/PEK, the secure function
SHALL delete the SEK/PEK and all associated data.

If there are no more SEK/PEK and SPE associated to a Key Group the Secure Function SHALL NOT delete the SEK/PEK
ID Key Group part and associated data as purse could be associated to this Key Group. Only the terminal MAY delete the
Key Group and associated data.

6.7.3.10 Deletion of Expired PLAYBACK Security Policy Extensions and SEK/PEK

When a SPE for playback stored in the smartcard is obsolete (how the secure function determines the obsolescence of the
SPE is implementation specific), and this SPE has not been flagged as SPE used for recorded content (see Section 8.5), then
the secure function SHALL delete the SPE. If the deletion of this SPE results in there being no valid security policy extension
associated to the SEK/PEK ID, the secure function SHALL delete the SEK/PEK and associated data.

If there are no more SEK/PEK and SPE associated to a Key Group the Secure Function SHALL NOT delete the SEK/PEK
ID Key Group part and associated data as purse could be associated to this Key Group. Only the terminal MAY delete the
Key Group and associated data.

6.7.3.11 Access Criteria

The secure function checks the presence of access criteria in the message and controls that the access criteria conditions are
met using internal information. This internal information depends on the type of the access criteria. For the current version of
the specification, access criteria defined are for parental control and location based restriction.

The terminal SHALL implement all necessary processing and SHALL support associated messaging to handle Smartcard
based access criteria enforcement.

6.7.3.11.1 Parental Control

Enforcement of the parental control is done by checking the level _granted against the rating_value received in the STKM for
the same rating_type.

In the STKM the country_code_flag SHALL be setto LTK_FLAG_FALSE.

If the parental_control access criteria are transmitted in the STKM and if the secure function is in the Smartcard, parental
control enforcement SHALL be done by the Smartcard as explained below. Note that MBMS MIKEY implementations
[B3GPP TS 33.246] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of parental
control as described in this document. In this case, the Terminal MAY choose to enforce the parental_control. Alternatively,
Terminal enforcement MAY be used in parallel with the Smartcard enforcement mechanism for providing an additional,
locally controlled restriction on access. Note that in this case the most restricted level from the smartcard or the terminal will

apply.

The result of the whole parental control checking process is as follows:

Failure If the processing of the parental_control access criteria ends with failure, the secure function SHALL
abort the processing of the STKM.

If the secure function is located on the Smartcard, it SHALL send an Operation Status code
corresponding to ‘User not authorized’ with the current rating value (received in the STKM) and the
level_granted for this rating_type stored in the Smartcard. These data are sent as a response to the
terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for
parental control operation (see Appendix E).

If the secure function is located on the Smartcard, it MAY send the proactive command ‘DISPLAY
TEXT’ (as described in [ETSI TS 102.223]) in order to inform the user that the level granted stored in
the card for the rating_type received in the STKM does not allow to view this service as they are not
authorized to view services with the associated rating transmitted in the STKM.
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Success If the processing of the parental _control access criteria ends with success, the secure function performs
the checks as defined in previous sections if needed. This will then allow the secure function to send the
decrypted material to the terminal.

Parental control management in the Smartcard:

If the secure function is in the Smartcard, the terminal SHALL implement PINCODE requested processing (described below),
operation on PINCODE (described below) and associated messaging to handle parental control management with the related
processing (i.e.: response of AUTHENTICATE command corresponding to OMA BCAST operation for parental control
operation (as described in Appendix E), VERIFY PIN as defined in [ETSI TS 102.221]). The terminal MAY implement
UNBLOCK PIN as defined in [ETSI TS 102.221]and proactive command DISPLAY TEXT as defined in [ETSI TS 102.223].

The enforcement of the parental control is divided in several processing phases:
o Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type.
e Depending on the value of “PINCODE_to_unlock_disallowed”, check if the PINCODE has been verified.

e Depending on the value of “PINCODE_to_unlock_disallowed”, request a PINCODE if necessary. A PINCODE
provided by the user is checked against the PINCODE stored in the Smartcard.

o Unblock a locked Parental Control PINCODE, if applicable.

The following gives details on these different steps:

. Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the
rating_type:

The secure function SHALL first compare the rating_type received in the STKM against all of the rating_type values stored
in the Smartcard. If there is a level granted, depending on the rating_value and the rating_type, the outcome is success or
failure:

Success If there is a level_granted for the rating_type in the Smartcard and if it is an equal or more restrictive value
than the rating_value received in the STKM, the checking of rating_value ends with success and the
processing of STKM resumes. Requesting the PINCODE is not needed.

If there is no level _granted for the rating_type in the Smartcard, the user is authorized to view the content.
The checking of rating_value ends with success and the processing of the STKM resumes. Requesting the
PINCODE is not needed.

Failure If there is a level_granted for the rating_type in the Smartcard and if it is less restrictive than the rating_value
received in the STKM, the checking of rating_value ends with failure and the secure function triggers a
request for the PINCODE. If the PINCODE is not defined in the Smartcard, the Smartcard aborts the
processing of STKM and indicates to the user that they are not allowed to view this content. If
“PINCODE_to_unlock_disallowed” is set to 0x1, the Smartcard aborts the processing of STKM and indicates
to the user that he's not allowed to view this content.

Table 27 gives an example of comparison of the rating_value in the STKM against the level_granted stored in the Smartcard.
In this example, the rating_type 9 (as defined in the OMA BCAST Parental Rating System Registry available at [OMNA]) is
taken as an example. Table 27 uses the following symbols:

X means that the secure function stops processing the STKM unless a valid PINCODE is provided.

O means that the secure function accepts processing the STKM without requesting a PINCODE.
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Smartcard level_granted
none 1 (least | 2 3 4 5 (most
defined restrictive) restrictive)
none defined O @] @] @] O O
S |1 (least | O o) o) o) o) o)
S | restrictive)
@ |2 @] X o o 0] 0]
g [3 0 X X 0 0 0
E 4 0] X X X O O
5|5 (most | O X X X X 0
restrictive)

Table 27: Example of Comparing STKM rating_value against Smartcard level_granted

Note that the term ‘more restrictive’ means that there are more constraints on having access to the content. This typically
means the user age is higher. Note that actual numerical values of rating_value for certain rating_types do not always follow
a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least
restrictive to most restrictive) is based on the semantics of the individual rating values. An informative example can be found
in Table 150 in Appendix H.

Note that the value for “not rated” or “undefined” SHALL be treated by default as “least restrictive”, unless its semantics iS
explicitly stated by the rating scheme.

° Check if PINCODE has been verified:

A PINCODE is defined in the Smartcard for the parental control function. For using this PINCODE in the VERIFY PIN and
UNBLOCK PIN commands, a key reference is assigned at the manufacture of the Smartcard. The PINCODE function is
optional in the Smartcard for the parental control.

Depending on the result of checking of rating_value against the granted_level value and if a PINCODE is defined in the
Smartcard and “PINCODE_to_unlock_disallowed” is set to 0x0, the Smartcard SHALL check if the PINCODE has been
verified previously for the same content. This verification results in the following:

Success If
e the PINCODE has been previously verified with success for the same content, AND

o the information that PINCODE has been verified need not be reset as specified in "Reset of the
information that the PINCODE has been verified" paragraph below

then the parental control ends with success and the processing of STKM resumes.

The Smartcard SHALL NOT request that a PINCODE is entered if the PINCODE has been previously
verified with success for the same content (i.e. when the SEK/PEK _ID and rating_type/rating_value pair
is the same in the STKM).

Failure If
e the PINCODE has not been verified for the given SEK/PEK ID, OR

¢ information that the PINCODE has been verified has to be reset for the given SEK/PEK ID as
specified in "Reset of the information that the PINCODE has been verified" paragraph below,
OR

o the verification process ended with failure
then the Smartcard proceeds to request the PINCODE.
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. Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored
in the Smartcard:

If the Smartcard needs to request a PINCODE, the following applies:

The Smartcard aborts the STKM processing by sending a response to the terminal for the current AUTHENTICATE
command corresponding to OMA BCAST operation for parental control operation (see Appendix E) with:

e A status code corresponding to 'PINCODE blocked' and the key reference corresponding to the PIN used for parental
control if the Parental control PIN has been previously blocked or

o A status code corresponding to ‘PINCODE required’ and the key reference corresponding to the PIN used for parental
control in order to request from the terminal a PINCODE verification processing.

At the reception of the response with a status code corresponding to ‘PINCODE required’, the terminal asks the user to enter
the PINCODE and sends this PINCODE to the Smartcard using the APDU command VERIFY PIN defined in [ETSI TS
102.221] on the PIN corresponding to the key reference value transmitted in the response of AUTHENTICATE command.

The result of the VERIFY PIN command is success or failure:

Success If the VERIFY PIN ends with success, the terminal SHALL resend the STKM to the secure function in the
Smartcard for the processing. Information that the PINCODE has been verified SHALL be stored in the
Smartcard.

Failure If the VERIFY PIN ends with failure, the terminal MAY request another entry of the PINCODE. Three false

entries SHALL block the PINCODE.
. Unblock a locked Parental Control PINCODE:

When the user has entered the wrong PINCODE three times in the verification process, the PINCODE is blocked in the
Smartcard. After receiving a response with a status code corresponding to ‘PINCODE blocked’, the terminal MAY ask the
user to unblock the PINCODE.

When unblocking the PINCODE, the terminal MAY request the user to input an UNBLOCK PIN value and a new personal
PINCODE. The new PINCODE value SHALL be sent to the Smartcard using the APDU command UNBLOCK PIN,
together with the UNBLOCK PIN value, as specified in [ETSI TS 102.221].

The terminal MAY use the command UNBLOCK PIN defined in [ETSI TS 102.221] with the key reference received in the
response of AUTHENTICATE command.

NOTE: The acquisition of the UNBLOCK PIN value uses out-of-band mechanism, e.g. by post or by calling to operator’s
customer service center.

. Reset of the information that the PINCODE has been verified:

Resetting the information that the PINCODE has been verified depends on countries regulations and service provider
requirements. The Smartcard MAY use a combination of different means to detect conditions for the reset of this information.

The Smartcard SHALL reset the information that the PINCODE has been verified when the content changes (e.g.
rating_type/rating_value change in the incoming STKM for a given SEK/PEK_ID, or reception of an Event Signalling Mode
command (Section E.3.5) when such command indicates a content change), the terminal is switch off or if the transmission of
STKM for a given SEK/PEK_ID has been interrupted. Interruption in the transmission MAY be detected by the detection of
a TEK-ID incremental sequence disruption in the incoming STKM for a given SEK/PEK_ID. As a complement to this usual
detection, this interruption MAY be signaled by the terminal with the Event Signalling Mode command, event 0x00 (Section
E.3.5).

It is possible that the terminal simultaneously consumes multiple services protected with separate STKM streams. In such
cases the terminal can interleave the received STKM streams and send the STKM messages from different streams to the
Smartcard. In this case, the secure function SHOULD detect a provisional service interruption - such as swapping to another
service and then swapping back to the original one - by detecting interruption in sequence of TEK-ID of consecutive STKMs
of a given SEK/PEK_ID. If the secure function is located on the Smartcard, the Terminal MAY trigger the termination of the
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last instance of a parental rated service, and SHALL trigger the termination of the last instance of a parental rated service for
which the parental PINCODE was requested, to the Smartcard with the Event Signalling Mode command, event 0x01
(Section E.3.5). Smartcard can use this event in complement to the usual detection of STKM interruption, e.g. when a short
zapping occurs on a given service within a cryptoperiod.

6.7.3.11.2 Location Restriction

o For Smartcard based location_based_restriction enforcement, the terminal SHALL support the proactive command
PROVIDE LOCAL INFORMATION as defined in [ETSI TS 102.223] and [3GPP TS 31.111] for 3GPP or [3GPP2
C.S0035-A] for 3GPP2, the proactive command DISPLAY TEXT and the response of AUTHENTICATE command
corresponding to OMA BCAST operation for location based restriction operation (see Appendix E).

If the location_based_restriction access criteria are transmitted in the STKM the following applies:

o Ifthe Smartcard supports the use of EXT BCAST payloads and supports the enforcement of location_based_restriction,
this enforcement SHALL be done by the Smartcard as explained in Section 6.7.3.15. Note that MBMS MIKEY
implementations [3GPP TS 33.246] will ignore the EXT BCAST for STKMs and therefore will not support the
enforcement of the access criteria.

Location control | If the location based restriction ends with the status ‘blackout’, then the secure function aborts the
failure processing of the STKM. If the secure function is located on the Smartcard, then it SHALL either send
a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST
operation for location based restriction operation (see Appendix E) with a status code corresponding to
‘blackout’, or SHALL send a proactive command ‘DISPLAY TEXT’ (as described in [ETSI TS
102.223]) in order to inform the user that the program can not be displayed in this area. The terminal
SHALL support the proactive command ‘DISPLAY TEXT’.

Location control | If the location based restriction ends with the status ‘need specific permissions’, then the secure
success function checks if a security_policy_extension for a PPV is available for this content. Two cases result
from this check:

o If a security_policy_extension for a PPV is available for this content, then the processing of
the STKM continues as as we discuss below.

o If a security_policy_extension for a PPV is not available for this content, then the secure
function aborts the processing of the STKM. If the secure function is located on the
Smartcard, then it SHALL either send a response to the terminal for the current
AUTHENTICATE command corresponding to OMA BCAST operation for location based
restriction operation (see Appendix E) with a status code corresponding to ‘need specific
permissions’ or SHALL send a proactive command ‘DISPLAY TEXT’ (as described in [ETSI
TS 102.223]) in order to inform the user that the program can not be displayed in this area
without a specific permission. The terminal SHALL support the proactive command
‘DISPLAY TEXT".

6.7.3.12 Lack of Credit in Purse or Playback Counter or TEK Counter

For the SPE modes using the live_ppt_purse, playback_ppt_purse, user_purse, the play-back counter, or the TEK counter (i.e.
0x00, 0x01, 0x02, 0x03, 0x07, 0x08, 0x09, 0x0C or 0x0D), the secure function SHALL ignore the nominal operation in cases
whereby the live_ppt_purse, playback_ppt_purse or user_purse cannot be decreased by the cost_value, or play-back counter
or TEK counter equals zero.

If the secure function is located on the Smartcard the following processing is applicable:

e When the live_ppt_purse cannot be decreased the Smartcard SHALL return the response to the terminal for the current
AUTHENTICATE command corresponding to OMA BCAST operation for SPE operation (see Appendix E) with a status
code corresponding to ‘lack of credit in the live_ppt_purse’.
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e When the playback ppt purse cannot be decreased the Smartcard SHALL return the response to the terminal for the
current AUTHENTICATE command corresponding to OMA BCAST operation for SPE operation (see Appendix E) with a
status code corresponding to ‘lack of credit in the playback ppt purse’.

e When the user_purse cannot be decreased the Smartcard SHALL return the response to the terminal for the current
AUTHENTICATE command corresponding to OMA BCAST operation for SPE operation (see Appendix E) with a status
code corresponding to ‘lack of credit in the user_purse’.

e When the play-back counter is invalid or equals zero, the Smartcard SHALL return the response to the terminal for the
current AUTHENTICATE command corresponding to OMA BCAST operation for SPE operation (see Appendix E) with a
status code corresponding to ‘play_back counter invalid or equal to zero’.

e When the TEK counter is invalid or equals zero, the Smartcard SHALL return the response to the terminal for the current
AUTHENTICATE command corresponding to OMA BCAST operation for SPE operation (see Appendix E) with a status
code corresponding to ‘“TEK counter invalid or equal to zero’.

6.7.3.13 Protection of the TEK after STKM Processing

When the TEK is returned by the secure function to the terminal, the TEK is in the clear unless the secure function is located
on the Smartcard and the Terminal Binding Key (TBK) is used, in which case the TEK is wrapped by the TBK, or the Secure
Channel is used, in which case the return message containing the TEK is protected using the Connection SA as defined in
[ETSI TS 102 484]. In the case that both the TBK and Secure Channel are used, the Secure Channel contains the TEK
wrapped with the TBK.

6.7.3.14 lllustration of Parameters Used (Informative)

This section provides diagrams to illustrate the different parameters used when processing STKMs to determine whether or
not the STKM being presented to the secure function corresponds to a LIVE or PLAYBACK situation.

Figure 4 illustrates a scenario in which two LTKMs have been sent to the secure function with the same KV data (SPE TS
low and TS high). For the purposes of this example the SPEs in the two LTKMs were 0x04 and 0x05 but they could be any
combination of LIVE and PLAYBACK SPEs with overlapping KVs. The STKM anti-replay counter, associated to the
SEK/PEK used to protect the STKM, is within the KV data range of both SPEs, i.e. the secure function has previously
processed one or more STKMs corresponding to this SEK//PEK. The figure shows that any STKM processed by the secure
function, within the KVs of the two SPEs, will be treated as part of a PLAYBACK if its TS is less than or equal to the STKM
anti-replay counter and as LIVE if its TS is great than the STKM anti-replay counter.

TS low SPE 0x04 KV validity

-

TS high

TS low SPE 0x05 KV validity

-

TS high

PLAYBACK LIVE
-« PP

Any STKM with a TS here triggers a Any STKM with a TS here does not
freshness failure and allows use of trigger a freshness failure and allows
PLAYBACK SPEs use of LIVE SPEs

STKM anti-replay counter

Figure 4 — lllustration of LIVE vs PLAYBACK Relative to the STKM Anti-Replay Counter

Figure 5 illustrates the use of a PLAYBACK SPE that uses the current_ TS_counter to detect whether or not the STKM is part
of an existing playback or whether the STKM is part of a new playback. The example uses SPE 0x07 in which the detection
of a new playback results in the playback counter being decremented, however, the current_TS_counter is used in a similar
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way for SPE 0x09 but the detection of a new playback results in the user_purse being decremented by the associated
cost_value.

SPE 0x07 KV validity

TS low TS high
- >
New PLAYBACK | Existing PLAYBACK LIVE
<+ P PP
Any STKM with a TS here Any STKM with a TS here Any STKM with a TS
triggers a freshness failure, triggers a freshness failure, here does not trigger a
allows the use of PLAYBACK allows the use of PLAYBACK freshness failure and

counter being decremented. playback counter being

|

|

|

l

|
SPEs and results in the playback } SPEs but does not result in the | allows use of LIVE SPEs

|

| decremented
|

current_TS_counter STKM anti-replay counter

Figure 5 — Illustration of PLAYBACK and use of Current_TS_Counter to Detect Local Playback

6.7.3.15 Enforcement of location_based_restriction

The enforcement of the location_based_restriction is processed as follow:

Beforehand, the secure function has requested to the terminal current location information sending a proactive command
‘PROVIDE LOCAL INFORMATION’ as described in [ETSI TS 102.223] and [3GPP TS 31.111] for 3GPP or [3GPP2
C.S.0035-A] for 3GPP2. To request this information the secure function, on a polling of the terminal returns a status code
‘91XX’ to the terminal to indicate that a proactive command is pending. The terminal fetches the pending proactive
command ‘PROVIDE LOCAL INFORMATION’, performs it and sends to the secure function the response of the proactive
command execution. The terminal SHALL support proactive command ‘PROVIDE LOCAL INFORMATION’ as described
in [ETSI TS 102.223] and [3GPP TS 31.111] for 3GPP or [3GPP2 C.S.0035-A] for 3GPP2.

The secure function will be able to handle some target area type that relies on information provided by the proactive
command ‘PROVIDE LOCAL INFORMATION’.

If target_area_type is 0x2, then the mobile_country code of the current location of the terminal is used and is compared to
the mobile_country_code specified in the STKM. The comparison results in the following cases:

o If there is a match and if polarity flag in the STKM is set to 0 (“normal”) and if the override flag is set to 0, then the
location_based_restriction ends with the status ‘blackout’, i.e. the terminal SHALL not render the media streams and then the
STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section 6.7.3).

o If there is no match and if polarity flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 0, the
location_based _restriction ends with the status ‘blackout’ i.e. the terminal SHALL not render the media streams and then the
STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section 6.7.3).

o If there is a match and if polarity flag in the STKM is set to 0 (“normal”) and if the override flag is set to 1, the
location_based _restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal
is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active
(see Section 6.7.3).

o If there is no match and if polarity flag in the STKM is set to 1 (“spotbeam™) and if the override flag is set to 1, the
location_based_restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal
is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active
(see Section 6.7.3).

o Otherwise the location_based_restriction enforcement ends without blackout, i.e. the terminal MAY render the
media streams and then the STKM processing SHALL resume.
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If target_area_type is 0x5, then depending of the cell target area_type, the Cell Global Identifier or the location Area
Identifier or the SID, or the SID+NID...of the current location of the terminal is used and compared to the cell area values
received in the STKM. The comparison results in the following cases:

o If there is a match and if polarity flag in the STKM is set to 0 (“normal”) and if the override flag is set to 0, then the
location_based_restriction ends with the status ‘blackout’, i.e. the terminal SHALL not render the media streams and then the
STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section 6.7.3).

o If there is no match and if polarity flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 0, the
location _based_restriction ends with the status ‘blackout’ i.e. the terminal SHALL not render the media streams and then the
STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section 6.7.3).

o If there is a match and if polarity flag in the STKM is set to 0 (“normal”) and if the override flag is set to 1, the
location_based_restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal
is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active
(see Section 6.7.3).

o If there is no match and if polarity flag in the STKM is set to 1 (“spotbeam™) and if the override flag is set to 1, the
location_based _restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal
is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active
(see Section 6.7.3).

o Otherwise the location_based_restriction enforcement ends with the status ‘without blackout’, i.e. the terminal MAY
render the media streams and then the STKM processing SHALL resume.

BCAST 1.3 provides above a basic signalling framework for how to override location based restrictions but does not specify
how the terminal and Smartcard determine if the restriction can be ignored when the override flag of the
location_based_restriction Access Criteria Descriptor is set to 1. Therefore, BCAST 1.3 terminals and Smartcards SHALL
always interpret the override flag as if it were set to 0.

6.7.3.16 Event Information Sent by the Terminal

The Terminal uses the OMA BCAST command in the “Event Signalling Mode” to inform the Smartcard on specific events
for parental control function or Audience Measurement function.

For Parental control function:

When the parental control function is located on the Smartcard, the Smartcard has some means (e.g. TEK ID increment
disruption in incoming STKM for a given SEK/PEK D) to determine e.g. whether to request the parental control PINCODE
again.

The Terminal can send an "Event Signalling Mode" command to inform the Smartcard of an event that can impact the
parental control decision process to specifically cater for deployment scenarios where the Smartcard does not have all the
information necessary to perform such decision on its own.

The Terminal MAY send the Zapping event '0x00' to inform the Smartcard on a zapping event.

The Terminal SHALL send the Terminating a parental rated service -event '0x01' to inform the Smartcard on a termination of
the last instance of a parental rated service.

The "Event Signalling Mode" command as specified in section E.3.5.2 is a generic command that allows the signalling of an
event that MAY be used by the Smartcard for the parental control function. When sent, the command SHALL be sent to the
Smartcard as soon as possible, latest prior submitting an STKM, where the "number_of_access_criteria_descriptors" value is
not equal to zero.

Note: Table 140 is designed so that other extensions can be specified in a future release of this specification in order to
address local regulatory requirements for other event signalling (e.g. loss of signal, terminal OMA BCAST application
switch-off/switch-on).

For Audience Measurement function see section Section 6.14.
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6.7.4 STKMs and traffic encryption protocols

STKM can be sent over UDP. It is possible to multiplex STKM/UDP with FLUTE packets (on the same IP transport address
but on a separate IP port — refer to Section 10.1 on how this is signaled)

If the traffic_protection_protocol equals to TKM_ALGO_DCF, then the STKM MAY be delivered as a separate object inside
a FLUTE session, together with the protected traffic, having its own FDT entry.

SRTP

3GPP MBMS security [3GPP TS 33.246], on which the Smartcard Profile is based, is designed for use with SRTP. It follows
that the STKM defined in Section 6.7 is compatible with SRTP. SRTP encryption SHALL be indicated by the
traffic_protection_protocol value in the STKM. The SRTP Master Key (MK, 128 bits) and Master Salt (MS, 112 bits)
SHALL be sent within the STKM. For compatibility with the DRM Profile a NULL MS MAY be sent.

The correct TEK to use to decrypt the data is indicated using the MKI (Master Key identifier) field, which SHALL be
included in the SRTP packets as defined in [RFC 3711]. The MKI SHALL be the TEK ID, unless compatibility with MBMS
terminals is required in which case the MKI SHALL be a concatenation of SEK/PEK ID and TEK ID, i.e. MKI = (SEK/PEK
ID || TEK ID). See Section 11.3.2 for further details on the requirements related to sharing protected traffic streams

The key derivation rate MAY be zero.

The CS ID map type subfield in the LTKM message MAY be set to value '1' (empty map) as defined in [RFC4563], which
indicates that SP is absent. In this case, the SRTP Policy corresponding to the Smartcard Profile and DRM Profile
interoperability case shall be assumed as described in Section 9.2:

e AES_128_CTR Encryption algorithm

¢ HMAC-SHA-1-80 Authentication algorithm

o A NULL 112 byte Master Salt (MS)

o A key derivation rate of 0
Note: [BCAST13-MBMS-Adaptation] sets restrictions with regards to usage of the CS ID map type.
ISMACryp

The Smartcard Profile STKM, defined in Section 6.7, is compatible with ISMACryp. For content encryption, the usage of
ISMACryp SHALL be signalled by traffic_protection_protocol value in the STKM. The Smartcard Profile TEK ID
corresponds to the key_indicator in the DRM Profile STKM. The key_indicator sent in the ISMACrypContextAU field
(defined in [ISMACRYP11] and [ISMACRYP20]) as part of the encrypted stream SHALL correspond to the TEK ID (2
bytes) sent in the EXT MBMS payload of the STKM. Note that, unlike for SRTP, there is no requirement for compatibility
with MBMS only terminals and therefore the key_indicator is never required to be a concatenation of SEK/PEK ID and TEK
ID, i.e. SEK/PEK ID || TEK ID. The 128 bit TEK SHALL be transported, as for SRTP, in the KEMAC field of the STKM.

The CS ID map type subfield in both LTKM and STKM message SHALL be set to value '1' (empty map) as defined in
[RFC4563], regardless of SRTP authentication is used or not. The MIKEY inner key derivation follows [RFC3830] section
4.1.4.

If no SRTP authentication is used, the 128 bit encryption key SHALL be sent instead of the MK. The MS is not used. Salt
keys SHALL be signalled in SDP. No SRTP key derivation is done in ISMACryp.

If SRTP authentication is used, MK (128 bits) and MS (112 bits) SHALL be sent within the STKM and used to derive
encryption and authentication keys as per SRTP [RFC3711].

1Psec

IPsec encryption SHALL be signaled by traffic_protection_protocol value in the BCAST STKM. The 4-byte SPI sent in
IPsec packets SHALL consist of constant prefix 0x0001 followed by the 2-byte MTK ID. In other words, SP1 = (0x0001 ||
MTK ID).
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The security policy information is as specified in this document, and the CS ID map type subfield in both LTKM and STKM
MIKEY message SHALL be set to value '1' (empty map) as defined in [RFC4563]. Consequently cs_id SHALL be set to
0x00000000 within the IPsec key derivation of section 4.1.3 in [RFC3830].

The MTK SHALL be transported in the KEMAC field. The 16-byte IPsec encryption key (the key for ESP encryption)
SHALL be derived from the MTK as specified by MIKEY ([RFC3830], Section 4.1.3) using the "encryption key" constant.
If traffic authentication is used, the 16-byte Traffic Authentication Seed (TAS) SHALL be derived from the MTK as
specified by MIKEY using the "authentication key" constant. The IPsec authentication key (TAK, 20 bytes) is derived from
the TAS, as described in Section 9.1. No salt is used.

NULL encryption

Content sent with a NULL encryption (non-encrypted) MAY be signalled in the BCAST STKM using the
traffic_protection_protocol value 4. STKMs for non-encrypted content are sent for example when additional information
relative to content needs to be sent to the client.

When traffic_protection_protocol value signals that the content is non-encrypted, the KEMAC field in the STKM MAY or
MAY NOT contain TEK or SALT, the Terminal supporting the NULL encryption SHALL transmits the STKM to the secure
function and the Terminal SHALL consume the content without decryption, ignoring the returned TEK or SALT if present in
the response of the AUTHENTICATE Command.

Note: For BCAST 1.1, the NULL encryption SHALL be used for Smartcard-Centric Audience Measurement only.
CENC-CTR

The Smartcard Profile STKM, defined in Section 6.7, is compatible with CENC. For content encryption using AES-CTR
mode, the usage of CENC SHALL be signalled by traffic_protection_protocol value 5 in the STKM. The 128 bit TEK
SHALL be transported in the KEMAC field of the STKM.

CENC-CBC1

The Smartcard Profile STKM, defined in Section 6.7, is compatible with CENC. For content encryption using AES-CBC
mode, the usage of CENC SHALL be signalled by traffic_protection_protocol value 6 in the STKM. The 128 bit TEK
SHALL be transported in the KEMAC field of the STKM.

SEA-CBC

The Smartcard Profile STKM, defined in Section 6.7, is compatible with SEA. For content encryption, the usage of SEA
SHALL be signalled by traffic_protection_protocol value 7 in the STKM. The 128 bit TEK SHALL be transported in the
KEMAC field of the STKM.

6.8 Layer 4: Traffic Encryption

Layer 4 corresponds to the BCAST 4-layer model key hierarchy. The protection of data in case of streaming and file delivery
respectively for both service and content protection is described for the Smartcard Profile. The case of Dynamic Adaptive
Streaming Services is also described in this section.Streaming Delivery

6.8.1 Service Protection of Streams

Broadcast streams that are signalled as having service protection by the SG via the protectionType field with the value = 1
are associated with STKM stream(s). The broadcast streams are encrypted by TEKSs using IPsec, SRTP or ISMACTryp, or not
encrypted at all in case no encryption type is specified in service guide..

How to obtain the relevant information from the SG to request the appropriate SEK or PEK (used for TEK protection) to
access with the TEK the protected stream is explained in Section 6.10. If the LTKM extension payload is absent, and the
“protection_after reception” value in the STKM = 0x03 (i.e. “Service Protection”), then upon obtaining the TEK from the
Smartcard, the terminal can either store the TEK or record the content in the clear or do both.
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BCAST related communication between the Smartcard and the Terminal MAY be protected using a Secure Channel as
described in Section 6.13. Using a Secure Channel ensures that the TEKSs are not exposed in the clear over the Smartcard —
Terminal interface.

6.8.2 Content Protection of Streams

Broadcast streams that are signaled as having content protection may be recorded as defined in this specification. However,
for recorded material having content protection, appropriate rights need to be obtained via a Broadcast Permissions Issuer.

For terminals using the Smartcard Profile, the appropriate key material can be requested based on the Program or Service ID.

The Permissions Issuer can provide content protection for the Smartcard Profile allowing an implicit play once right. Once
the server issues the appropriate SEK or PEK to the terminal / Smartcard, the terminal SHALL interpret the obtained keys
relating to the recorded stream as being "play once" unless otherwise indicated by a a security policy extension contained in
the EXT BCAST payload in the LTKM (see Section 6.6.4). If the EXT BCAST payload is not present in the LTKM or does
not contain a security policy extension, it SHALL not be possible to use the SEK/PEK to access the same content more than
once. This is achieved through the processing described in Section 6.6.7.

As the key material provides access to recorded content stored in the terminal, preventing unauthorized access to these keys
is extremely important. It is therefore recommended that they are stored in a secure storage area and protected appropriately
during their limited lifetime. For an implementation using GBA_U, the Smartcard can deliver TEKs to the terminal if the
adapted PDCF is used to record a TEK key stream. For content protection, the Smartcard-terminal interface SHOULD be
secured.

The protection of the Smartcard-terminal interface, when supported, SHALL be implemented as described in Section 6.13.

6.8.2.1 Permissions Management using the Smartcard Profile for Content Protection
of Streams

If the EXT BCAST payload is not present in the LTKM, the SEK/PEK in Smartcard Profile is based on an implicit "play
once" permission. This “play once” functionality can be used by the BSM to enable more complex constraints relating to the
use of a SEK/PEK, e.g. unlimited access to the appropriate SEK/PEK for a given time period or controlled access to the
SEK/PEK for a given number of times. In all cases, where the EXT BCAST payload is not present in the LTKM, the
Smartcard Profile terminals are forced to request a new SEK/PEK for every access to content.

If the EXT BCAST payload is also present in the LTKM, the security_policy_extension value defines the rights applicable to
the LTKM. The security_policy_ext enables the provision of extended rights such as Pay Per View (PPV) and Pay Per Time.
The types of extended rights that can be offered are described in Section 6.6.4. In order to request the tokens and / or
consumption rules required to provide PPT and PPV functionality, the "Token Purchase Request" message defined in
BCAST in [BCAST13-Services] SHALL be used.

If broadcast streams are protected and need content protection consumption rules, this is signaled via ProtectionType in the
SG and via the protection_after_reception values in the STKM. Before the delivery of the related LTKM, this means there
SHALL be mutual terminal-server authentication and there SHALL be the standard Smartcard BSM authentication.

The following steps SHOULD be followed when requesting key material for content protected streams:
1. ldentify the Permissions Issuer URI and SEK/PEK ID

2. Initiate mutual terminal BSM authentication (see Section 6.5)

3. Initiate mutual Smartcard BSM authentication (see Section 0)

4. Establish / enable the secure channel between the Smartcard and terminal (see Section6.13)

5. Request the appropriate SEK or PEK using the "Token Request" message in [BCAST13-Services] (see Section 6.6).
The requested key identifier is the SEK / PEK ID.
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6.8.3  File Delivery
6.8.3.1 Service Protection of Download Data using DCF

This section contains material from MBMS text in [3GPP TS 33.246]. The mechanism described in this section was adopted
from [3GPP TS 33.246] and adapted to BCAST needs.

BCAST terminals SHALL support download protection using DCF. BCAST servers MAY support download protection
using DCF.

The same mechanism can be used to protect PDCF files. This is optional for both terminal and server.

Service protection of download data uses IPsec or DCF encryption protocol. In case of DCF encryption protocol, DCF file is
used as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data. Use of
IPsec for Service Protection of download data is Optional.

Each file is encrypted using a single TEK, as explained in Section 9.4.

If a file is transmitted in a FLUTE carousel, the same key value of the TEK SHALL be used during the whole time the file is
transmitted using the same TOI in an ongoing FLUTE session.

For the Smartcard Profile, KeylD takes its values as follows:

o KeylD is defined as the base64 encoded concatenation of (SEK or PEK ID || TEK ID) (i.e. equivalent to Key Domain ID
|| SEK/PEK ID || TEK ID).

Keys can be acquired by using the PermissionsissuerURI indicated via the KeylssuerURL in the Key Info box.

6.8.3.2 Content Protection of Download Data using DCF for Smartcard Profile

BCAST terminals SHALL support download protection using DCF. BCAST servers MAY support download protection
using DCF.

The same mechanism can be used to protect PDCF files. This is optional for both terminal and server.

The DCF format defined in Section 6.8.3.1 above can also be used for content protection for the Smartcard Profile. Content
protection rules are identified to the terminal by the protection_after_reception value in the STKM, and to the Smartcard by
the security_policy_extension value in the LTKM.

Keys can be acquired by using the PermissionslssuerURI indicated via the KeylssuerURL in the Key Info box.

OMA DRM v2.0 MAY be used for download content protection together with the Smartcard Profile.

6.8.4 Dynamic Adaptive Streaming Delivery

Dynamic Adaptive Streaming Services compliant to [MPEG-DASH] may be protected using Smartcard Profile as defined in
section 6.15. Protection of such files MAY be done as for file delivery using DCF or using the technologies defined by
MPEG such as Common ENCryption (CENC) as defined in [MPEG-CENC] or Segment Encryption and Authentication
(SEA) as defined in [MPEG-SEA].

Smartcard Profile protection of Dynamic Adaptive Streaming Services using DCF is described in 6.15.1
Smartcard Profile protection of Dynamic Adaptive Streaming Services using CENC is described in 6.15.2

Smartcard Profile protection of Dynamic Adaptive Streaming Services using SEA is described in 6.15.3

6.9 Recording

Please refer to Section 8 for details on recording.
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6.9.1 Playback of Content Protected Recorded Streams

The mechanisms described in this sub-section SHOULD be implemented for terminals using content protection with the
Smartcard Profile.

This section describes how streamed content encrypted at the content level using ISMACryp and recorded in the adapted
PDCF together with STKM track can be played back locally. Content protection is indicated to the terminal by the
protection_after_reception value in the STKM.

1. Read the first STKM from the STKM track and send it to the Secure Function.

2. If the TEK is returned then decrypt the encrypted content. Otherwise, go to step 4. Note: This condition indicates that
the SEK/PEK corresponding to the desired TEK is not available at the Secure Function, such that the terminal must
request its delivery from the BSM.

3. Repeat 1 to 2 until the end of the file or until the TEK is not returned; (this is indicated by a failure message sent by the
Secure Function). If the end of file is reached, then this procedure terminates

4. Read the PermissionslssuerURI in the RightslssuerURL field of the OMADRMCommon HeadersBox.
5. Identify the SEK/PEK from the recorded STKM track.

6. Identify the Timestamp field (TS) from the current STKM in the STKM track.

7. ldentify the Timestamp (TS) from the last STKM in the STKM track.

8. If terminal is not in a registered state with the BSM identified by PermissionsissuerURI, then perform a Registration
procedure with this BSM. The Request-URI is this recorded PermissionsIssuerURI, appended by “requesttype”
parameter set to “register”.

9. In case of BCAST Smartcard, request a Playback SPE to the BSM via a Service Provisioning procedure (Service
Request, Token Purchase Request, Web portal). Note that in the current version of this specification, the purchase
information needed to perform this Service Provisioning procedure (GlobalPurchaseltemlID, PurchaseDatalD,
PurchaseURL, PortalURL,...) is not recorded in the Adapted PDCF. As such, it is the responsibility of the terminal, at
the time of content recording, to make sure it can later on be able to retrieve this purchase information at the time of
playback. How the storage of this purchase information is achieved by the terminal is out of the scope of this version of
the specification.

10. Receive the LTKM with the requested SEK/PEK (and eventually the playback SPE) from the BSM. go to step 1.

In case the mechanism described in this subsection is supported, the Secure Function is located on a Smartcard, i.e.as in the
case of the GBA_U variant of the Smartcard Profile, and the STKM message is for playback of recorded content (i.e. SPE
used for the processing of the STKM has one of the following value: SPE = 0x01 or SPE = 0x03 or SPE = 0x05 or SPE=
0x07 or SPE= 0x09 or SPE = 0x0D), then the corresponding TEK SHALL only be returned by the Smartcard if it has been
secured by at least one of the following methods:

e By using the mechanism for Secure Channel described in Section 6.13, or

e By using the Terminal Binding Key (TBK) mechanism (as described in Section 12 and indicated through the
terminal_binding_flag, described in Section 6.7.2.1).

If the Secure Channel is supported, then it SHALL be used.
The following must be noted when using the above mechanism:

e The MBMS replay protection mechanisms mean any “rewind” forces a new SEK/PEK request unless TEKSs are buffered
in the terminal. Hence buffering is recommended until end of play.

e The security policies extensions described in Section 6.6.4.2 permit the playback of content according a security policy
associated to the SEK/PEK.
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e The Timestamp (TS) lower and upper limits allow a finer management of rights on the server side rather than basing
charging on the full duration of the program defined by the TEK ID.

e  The Permissions Issuer (BSM) must keep a history of SEK/PEKSs.

e The delivery of the STKM must only be done through a Secure Channel to ensure TEKSs are returned via a secure
channel and not in the clear, unless the Terminal Binding Key is used in which case the SAC is optional.

6.10 SG Signalling (Description of Service Access)
6.10.1 SG Signalling for SEK/PEK Acquisition

The Service Guide (SG) provided by OMA BCAST provides information regarding available services and allows a user to
subscribe to or acquire purchase items. For example, information regarding available services is delivered via the Service
fragments, and information regarding available purchase items is delivered via the Purchaseltem fragments and PurchaseData
fragments. Each fragment contains its own unique identifier. GlobalPurchaseltemID is defined in the Purchaseltem fragment
and PurchaseDatalD is defined in the PurchaseData fragment. The concatenation of GlobalPurchaseltemID and
PurchaseDatalD results in a parameter equivalent to the MBMS User Service ID defined in MBMS. The MBMS User
Service ID can be created as follows:

MBMS User Service ID = Base64Enc(GlobalPurchaseltemID) || “#” || Base64Enc(PurchaseDatalD)
Where Base64Enc(id) represents Base64 encoding.

Having completed subscription/purchase of a purchase item/broadcast service, to subsequently enable rendering of
service/content, the appropriate SEK/PEK must be acquired by the BCAST Terminal. The Access fragment clearly identifies
the type of protection offered (service protection or content protection or both) and the supported key management systems,
e.g. the DRM Profile or the Smartcard Profile. In the case of the Smartcard Profile two possible means exist for acquiring the
appropriate SEK/PEK, via the LTKM:

e viathe MBMS USD contained in the Session Description fragment (Section 6.10.1.1) or

e via session description information extended to include BCAST protection-specific information; these may be provided
directly in the Access fragment or in the Session Description fragment (Section 0).

The PurchaseChannel fragment can be linked to a Purchaseltem fragment to provide further information via the PortalURL
or indicate to the terminal that it must contact the PortalURL for any subscription (see Section 0), rather than send a Service
Request directly to the PurchaseURL.

The association between the protected services or contents and the corresponding keys (SEK/PEK) necessary to access them
is done via the “ProtectionKeyID” element, which can be present in the Service, Content or Purchase Item fragments. This
allows the mapping of keys with a specific service, content or group of services/contents, respectively, so that the terminal
can determine whether it already has valid access keys or not.

6.10.1.1 MBMS USD Method for Acquiring SEK/PEK

As specified in [BCAST13-SG], the SessionDescription fragment, referenced by the Access fragment, may contain MBMS
User Service Description (USD), the latter specified by [3GPP TS 26.346]. If the MBMS USD is used as the entry point, it
SHALL contain the relevant service information required by the terminal to register to for the services that it is advertising.
For convenience these steps are summarised below:

1. During the MBMS announcement procedure, the terminal receives the full domain name of the BSM (BM-SC) from
which it can deduce the IP address to send the “Registration Request” and “LTKM Request” messages, as defined in
[BCAST13-Services]. Note that the Smartcard Profile “Registration Request” and “LTKM Request” messages
correspond to the MBMS “User Service Registration” and “MSK Request” messages respectively.

2. The terminal sends a “Registration Request” message to the BSM (BM-SC) for the services to which it is subscribed.
As defined in [BCAST13-Services], the following information SHALL be included in the “Registration Request”
message:
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e Indication that the UE requests to register to the MBMS User Service;

e One or more MBMS User Service 1D(s), where each MBMS User Service ID corresponds to the generating method
(See Section 6.10.1), or one MBMS User Service ID corresponding to the value “oma-bcast-allservices”.

In this situation the PermissionsissuerURI contained in the Access fragment and the BaseCID contained in the Service
fragment are to be ignored as the relevant parameters are provided in the MBMS USD fragments. This is summarised in the
table below.

Parameter Value / Description
Session Description Fragment contents MBMS USD.

PermissionsissuerURI (in Access fragment) | Not used / ignored.

MBMS USD contains a Service Protection Description,
which identifies the key management server which the
terminal should register with, and request SEK/PEK from.

BaseCID (in Service or Content fragment) Not used / ignored as this applies to DRM Profile only.

Note: Equivalent identifier in Smartcard Profile is provided
in two possible ways:

1) in the MBMS USD (represented by the servicelD
attribute of userServiceDescription element in the User
Service Description; this servicelD is equivalent to the
MBMS User Service ID);

2) in the Purchaseltem and PurchaseData fragments of the
BCAST Service Guide [BCAST13-SG].

Table 28: Parameters used when using MBMS USD

6.10.1.2  Session Description Method for Acquiring SEK/PEK

In this scenario, session description information, either embedded in the Access fragment or provided in a standalone Session
Description fragment, and containing Smartcard Profile specific protection information (in addition to nominal session
information) is used. The session description is formatted according to the syntax of Session Description Protocol (SDP).
The BCAST Service Guide provides the global purchase item identifier (globalPurchaseltemID of Purchase Item fragment)
and purchase data identifier (id attribute of Purchase Data fragment). These two identifiers are used to create the MBMS User
Service ID by using the method (See Section 6.10.1).

In this method, the SDP file provides information on the data and STKM streams, as well as other service protection
parameters equivalent to those found in MBMS USD’s Service Protection Description. This would typically be the case for a
non-MBMS bearer used to deliver the data, with the interactive communication channel being used to provide LTKMs. The
TEK delivery could be done in-band with the data. Depending on the bearer, this could be an MBMS or non-MBMS network.

Registration to the service is achieved by sending the “Service Registration” message as explained above in Section 6.10.1.1.

The relevant parameters are summarised in the table below.

Parameter Value / Description

Session Description information type SDP in Access fragment, or SDP-formatted data in Session
Description fragment referenced by Access fragment.

PermissionslssuerURI (in Access fragment) | Used to reference the key management server, i.e. the BSM,
which the terminal should register with and to request
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SEK/PEK from.
BaseCID Not used / ignored as applies to DRM Profile only.

Note: Equivalent identifier is provided in the Purchaseltem
and PurchaseData fragments of the BCAST Service Guide
[BCAST13-SG].

Table 29: Parameters used when using Session Description

6.10.2 Description of Service Access for Smartcard Profile using BCMCS
Information Acquisition

Section 5 of BCMCS specification [3GPP2 X.S0022-A] describes BCMCS service discovery, subscription and registration
procedures using BCMCS information acquisition process. For terminals with (R)-UIM smartcards, those procedures are
used for OMA BCAST application information and security parameters, including keys. The PermissionslssureURI may be
pre-provisioned or acquired via BCMCS Information Acquisition exchange(s).

When using BCMCS Information Acquisition, the PermissionsIssuerURI contained in the Access fragment and the BaseCID
contained in the Service fragment are to be ignored as the relevant parameters are provided in the BCMCS Information
Acquisition elements. This is summarised in the table below.

Parameter Value / Description

Session Description Reference Type BCMCS Information Acquisition

PermissionslssuerURI Not used / ignored.
Such information is provided by BCMCS Security
Parameters.

BaseCID Not used / ignored.
BCMCS Application Information and BCMCS Security
Parameters are linked.

Table 30: Parameters used when using BCMCS Information Acquisition

6.10.3 Web Portal used as Entry Point

While the Service Guide can provide all the information to obtain information on available services as well as information
relating to acquisition of LTKMs, as explained above, another possibility for terminals having access to an interaction
channel is to use a Web Portal.

If the PortalURL in the PurchaseChannel fragment linked to a Purchaseltem indicates that the PortalURL should be contacted
to obtain further information and subscribe to services, the terminal SHOULD contact the PortalURL. The supportedService
value under Portal URL element of the PurchaseChannel fragment indicates the expected behaviour of the terminal regarding
service provisioning. Furthermore, while initiating the access to the Portal, provided that the following information is
available to the terminal (e.g from the Service Guide), the terminal MAY send the GlobalPurchaseltemID, and MAY include
the idRef of the PurchaseData fragment, to the web portal associated with the PortalURL to indicate to the portal the
Purchaseltem (or PurchaseData) of interest. The (optional) sending of the PurchaseData idRef enables the user to identify a
specific pricing option for the purchase item of interest, obtained from the Service Guide. For example, that could represent
the lowest among different price offers from multiple broadcast service providers with which the user maintains business
relationships.

When the user attempts to subscribe to a service via the portal, the portal is unable to determine whether or not the
Smartcard/Terminal has established a valid SMK and SRK with the BSM (e.g. whether or not the bootstrapping procedure
has been run in the case of (U)SIM, or whether TK and Auth-Key have been derived from the pre-provisioned RK in the case
of (R-)UIM/CSIM). Once the terminal has completed the web-based purchase, the portal informs the BSM of the completed
transaction (via means that are outside the scope of this specification), and the BSM then sends the Terminal a BSM solicited
pull messag as defined in section 5.1.8 of [BCAST13-Services] to force the terminal to run the Registration procedure, which
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in turn requires that the bootstrapping procedure has been run in the case of (U)SIM. The message flow for this scenario is
described in section 5.4.7.3.2 of [BCAST11-Architecture].

6.11 BCAST Client ID for Smartcard Profile

This section describes how a BCAST Client identifier MAY be sent by the Terminal or MAY be requested by the BSM
(Permissions Issuer) during MBMS User Service Registration.

This MAY allow the BSM (Permissions Issuer) to check software / firmware versions and make a decision as to whether or
not access can be granted to the terminal requesting the service.

The mechanisms described in this section are OPTIONAL for the network to use and MANDATORY for the terminal to
support if they have a BCAST client ID, a terminal certificate and if they support the Smartcard Profile for service protection.
The mechanisms are MANDATORY for the terminal to support for the Smartcard Profile for content protection, i.e. the
BCAST client ID and terminal certificate are MANDATORY.

Security: Message integrity and authentication is guaranteed by using certificate-based mutual authentication between
Terminal and Application Server for access to NAF using HTTPS as specified in [3GPP TS 33.222], where HTTPS SHALL
be based on .SSL3.0 [SSL30] and TLS 1.0 [RFC2246].

6.11.1 BCAST Client Identifier
The format defined below SHALL be used as a unique BCAST client identifier for the Smartcard Profile.

The BCAST_Client_ID SHOULD be stored in the BCAST Management Object (BCAST MO) as specified in [BCAST13-
Services]. Note that the BCAST_Client_ID may be stored elsewhere in the device.

Note that it is NOT mandatory for every terminal to have a BCAST Client Identifier for service protection, it is only
MANDATORY for content protection.

BCAST_Client_ID Length Type
TerminalldentifierType 1 byte
Terminalldentifier 16 byte
TerminalFirmwareVersionNo 2 byte
ClientManufacturerCode 2 byte
ClientModelNo 2 byte
ClientSerialNo 3 byte
ClientSoftwareVersionNo 2 byte

Table 31: BCAST Client ID

Coding and Semantics of Attributes:

The Terminal identifiers are specific to the actual device used to receive mobile broadcast services and are defined in the
Table below:

Parameter Definition
Value Type
TerminalldentifierType 0 I2I\3/I5(I)3(]Internat|onal Mobile Equipment Identity) as defined in [3GPP TS
1 MEID (Mobile Station Equipment Identifier) as defined in [3GPP2
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C.S0072-0]
2 Globally Unique Identifier (GUID)
3 Media Access Control (MAC) address in EUI-48 or EUI-64 format
4-127 for future use
128-255 | for private use

Terminalldentifier The identifier of the terminal, in the format specified through TerminalldentifierType.
Identifiers that occupy less space than 16 bytes are padded with leading zeros to fill 16
bytes after padding.

TerminalFirmwareVersion Version number indicating the firmware version of the terminal.
This version number is assigned by the Terminal manufacturer.
This version number SHALL be increased following a secure firmware upgrade.

Table 32: Terminal Identifiers

The Client identifiers are specific to the BCAST client installed in the Terminal allowing access to the BCAST services and
are indicated in the Table below:

Parameter Definition
ClientManufacturerCode Indicates the BCAST client manufacturer. Values for ClientManufacturerCode are
available in an OMNA [OMNA] registry.
ClientModelNo Model number for a specific manufacturer code. Numbering assignment is left to the
manufacturer.
ClientSerialNo Unique serial number specific to the BCAST client manufacturer code and model

number. Serial number assignment is left to the manufacturer.
Note that this is unique for a given ClientManufacturerCode and ClientModelNo pair

ClientSoftwareVersion Version number indicating the software (or firmware) version of the terminal. This
version number is assigned by the BCAST client manufacturer.

This version number SHALL be increased following a secure software (or firmware)
upgrade.

Table 33: BCAST Client Identifiers

6.11.2 Signalling Protocols used for Smartcard Profile

This section explains how the BCAST_Client_ID presented above MAY be sent or requested for the Smartcard Profile
during the BCAST service provisioning message sequence or Registration procedure as defined in [BCAST13-Services]. The
Figures below summarise the possible messages exchanged. Italics are used to indicate the parameters / messages related to
the BCAST_Client_ID. The first Figure illustrates the case where the BSM/Permissions Issuer requests the
BCAST Client_ID. The second Figure illustrates the case where the Terminal sends its BCAST_Client_ID to the
BSM/Permissions Issuer.
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Terminal BSM/Permissions Issuer
(ME) (NAF Server)

HTTP POST (Service provisioning or >
Registration request)

HTTP 401 WWW-Authenticate

A

HTTP POST Authorization request
(Service provisioning or Registration request)

HTTP 403 Not acceptable (send BCAST_ Client_ID)

i Establishment of HTTPS tunnel between the
i _ ME and the NAF

[
>

HTTP GET (BCAST_ Client_ID)(optional)

HTTP 200 OK Authentication-Info (Service
provisioning or registration response)

OR
HTTP 403 Forbidden

A

A

HTTPS tunnel closed

Figure 6 — Mutual Authentication and BCAST Service Provisioning or Registration Messages when BSM/Permissions
Issuer requests BCAST_Client_ID
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Terminal BSM/Permissions Issuer
(ME) (NAF Server)

Establishment of HTTPS tunnel between the
. ME and the NAF

v

HTTP POST (Service provisioning or >
Registration request, BCAST_Client_ID)

HTTP 401 WWW-Authenticate

A

HTTP POST Authorization request
(Service provisioning or Registration request)

HTTP 200 OK Authentication-Info (Service
provisioning or registration response)
OR
HTTP 403 Forbidden

A

A

HTTPS tunnel closed

Figure 7 — Mutual Authentication and BCAST Service Provisioning or Registration Messages when Terminal sends
BCAST _Client_ID

The following sections describe the messages in more detail.

6.11.2.1 Certificate-based Mutual Authentication between Terminal and
BSM/Permissions Issuer

Before initiating a BCAST Service Provisioning message or Registration request, the Terminal and the BSM/Permissions
Issuer MAY establish a HTTPS tunnel with certificate-based mutual authentication between the Terminal and the application
server as described in TS [3GPP TS 33.222] Section 5.5 “Certificate based mutual authentication between Terminal and
application server” for Release 6. This SHALL be done if the Terminal intends to send a BCAST Client ID at the start of
BCAST Service Provisioning message or Registration request as described below.

6.11.2.2 Terminal Sending BCAST_Client_ID at start of BCAST Service Provisioning
Message or Registration Request

The BCAST_Client_ID identifier MAY be sent automatically by the Terminal in the initial HTTP Post Request during the
start of the BCAST Service Provisioning message or Registration request as defined in [BCAST13-Services]. If it sends a
BCAST _Client_ID it SHALL do so through an HTTPS tunnel, as described above in Section 0.

The BCAST_Client_ID SHALL be sent using the following notation:

User-Agent:BCAST_Client_ID=BCAST_Client_ID

Where:

"BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.
BCAST_Client_ID is Base64 encoded.

If the Terminal does not send the BCAST_Client_ID in the HTTP Post Request, then the BSM/Permissions Issuer MAY ask
for it as described below in Section 0.
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6.11.2.3 BSM/Permissions Issuer Requesting BCAST_Client_ID

If the Terminal has NOT sent the BCAST_Client_ID in the HTTP Post Request, the BSM/Permissions Issuer MAY request
the BCAST client identifier using the following request:

HTTP/1.1 403 Not acceptable

Server: BCAST BSM

Date: Thu, 08 Jan 2004 10:13:18 GMT
send BCAST Client ID

Table 34: BSM/Permissions Issuer Requesting BCAST_Client_ID
where send_BCAST _Client_ID is text.

6.11.2.4  Terminal Sending BCAST_Client_ID to BSM/Permissions Issuer following
Request

Upon reception of the request for the BCAST_Client_ID, the terminal MAY be incapable of sending this identifier (as it is
optional).

If the terminal recognizes the request for a BCAST_Client_ID (as defined in Section 6.11.1), it SHOULD establish an
HTTPS tunnel between the Terminal and BSM/Permissions Issuer as described in Section O and then send the
BCAST_Client_ID using the following response:

GET / HTTP/1.1
User-Agent: BCAST Client ID=BCAST Client ID
Date: Thu, 08 Jan 2004 10:13:18 GMT

Table 35: Terminal Sending BCAST_Client_ID to BSM/Permissions Issuer

Where "BCAST_Client_ID="is text allowing the server to identify the BCAST_Client_ID and BCAST_Client_ID is the
actual value.

BCAST_Client_ID is Base64 encoded.

If the BCAST Client does not have a BCAST_Client_ID it is recommended that the above message is sent using an empty
User-Agent entry without establishing an HTTPS tunnel. Note that this may result in the BSM/Permissions Issuer refusing
registration.

6.11.2.5 BSM/Permissions Issuer Accepting BCAST_Client_ID

If the BCAST_Client_ID provided by the terminal to the BSM/Permissions Issuer is deemed acceptable, then the normal
BCAST Service Provisioning or Registration Response message is sent, i.e. HTTP 200 OK as defined in [BCAST13-
Services].

6.11.2.6 BSM/Permissions Issuer Refusing Access to Terminal

If the Terminal does not send a BCAST_Client_ID following the request from the BSM/Permissions Issuer, it MAY refuse
access to the Terminal by sending an HTTP 403 Forbidden message.

If the BSM/Permissions Issuer refuses access to the Terminal after receiving its BCAST_Client_ID, it SHALL send an HTTP
403 Forbidden message.
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6.11.3 Security Requirements on BCAST_Client_ID and Terminal Private
Key

The BCAST_Client_ID SHALL be stored securely and updated accordingly following secure upgrades.
The Terminal private key SHALL also be stored securely.

If the BCAST_Client_ID is used by the BSM/Permissions Issuer to check the BCAST client version, then clearly the
information provided by the terminal must be trusted. The BCAST Client_ID SHALL be transported over a secure,
authenticated channel between the terminal and the BSM/Permissions Issuer, as described in [3GPP TS 33.222].

6.12 Terminal-Smartcard Interface

The interface between the Terminal and the 3GPP (U)SIM smartcard SHALL comply with the specifications in [3GPP TS
31.101], [BGPP TS 31.102], [ETSI TS 102.221] and [ETSI TS 102.223]. Specific commands defined for OMA BCAST and
OMA BCAST extensions to MBMS commands are defined in Appendix E of this specification.

6.12.1 Use of the Secure Channel between the Smartcard and the
Terminal

The text in this section only applies when the secure function is located in the Smartcard.

Support for the secure channel, as defined in Section 6.12, is optional for both the terminal and Smartcard. Support of the
BSIM, as defined in Appendix 0, is a pre-condition of support of the Secure Channel as specified in this document.

If the terminal and the Smartcard support the secure channel, the secure channel SHALL be established before any BCAST
messages, as defined in Appendix 0 and Appendix E.4, are sent or received by the Terminal. Once the Secure Channel is
established, all BCAST commands SHALL be transported through mechanism defined in [ETSI TS 102.484].

If either the terminal or Smartcard do not support the Secure Channel, then it SHALL be possible for the terminal to send and
receive BCAST messages without establishing a Secure Channel provided that the signalling in STKM messages allows
communication of the TEK in the clear. To provide this capability the terminal and Smartcard SHALL process STKMs as
follows:

o If a secure channel has not been set up and either the secure_channel_ flag in the STKM is set to TKM_FLAG_TRUE, or
the STKM message is for PLAYBACK of recorded content (i.e. SPE used for the processing of the STKM has one of
the following value: SPE = 0x01 or SPE = 0x03 or SPE = 0x05 or SPE= 0x07 or SPE= 0x09 or SPE = 0x0D) with a the
terminal_binding_flag set to TKM_FLAG_FALSE, the Smartcard SHALL return the operation status code 0x13 'Security
policy not satisfied; Secure Channel is required' in the response of the AUTHENTICATE command containing the STKM.
To avoid unnecessary communication and processing of STKMs, if the terminal receives the status code 0x13 in response
to an STKM and the secure_channel_flag in subsequent STKMs protected by the same SEK is set to TKM_FLAG_TRUE,
the terminal SHOULD not send the STKM to the Smartcard.

o If a secure channel has not been set up and the secure_channel_flag in the STKM is set to TKM_FLAG_FALSE, and the
STKM message is not for PLAYBACK of recorded content (i.e. SPE used for the processing of the STKM has one of
the following value: SPE=0x00 or SPE=0x02 or SPE=0x04 or SPE=0x08 or SPE=0x0C), the Smartcard SHALL process
the STKM based on the relevant LTKM security policy_extension.

6.13 Secure Channel between the Smartcard and the Terminal

The text in this section only applies when the secure function is located in the Smartcard.

The following text describes how the ETSI “Smart Cards; Secure channel between a UICC and an end-point terminal”, as
defined in [ETSI TS 102 484], can be used by the Smartcard Profile to secure the communication of TEKs between the
Smartcard and the terminal. The protection of TEKs over of the Smartcard — terminal interface is especially relevant in the
context of content protection (see Section 6.8.2).
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[ETSI TS 102 484] specifies the architecture, functional capabilities and characteristics of a Secure Channel protocol for
securing communication between an end-point on the terminal and an end-point on a Smartcard.

The Secured APDU — Application to Application secured data transport protocol, as defined in [ETSI TS 102 484], is
OPTIONAL for the Smartcard and Terminal to implement.

Terminal and Smartcard implementations that support the Secure Channel SHALL use the Secured APDU — Application to
Application secured data transport protocol, as defined in [ETSI TS 102 484].

The Terminal SHALL determine Smartcard support for the Secure Channel as defined in [ETSI TS 102 221].

If a logical channel has not been set up between the Terminal and the BSIM, then a new logical channel SHALL be set up for
the Secure Channel. Once a Secure Channel has been established, all communication between the Terminal and the BSIM
SHALL take place over the Secure Channel.

The Terminal SHALL use the “Manage Secure Channel APDU — Retrieve UICC Endpoints” command to discover the
endpoint on the UICC. The terminal SHALL only attempt to use the Secure Channel to secure the transportation of
Smartcard Profile messages if an endpoint with the UICC_appli_ID set to the OMA BCAST AID is indicated in the response
to the “Manage Secure Channel APDU — Retrieve UICC Endpoints” command. For the (U)SIM Smartcard Profile, the
Strong Pre-shared Keys — GBA mechanism, as defined in [ETSI TS 102 484], SHALL be used to setup the security context
of the secured data transport protocol. The Strong Pre-shared Keys — GBA mechanism uses the key agreement procedures
defined in [3GPP TS 33.110] to establish a shared key between the UICC and the Terminal. For the CSIM Smartcard Profile,
the mechanism to setup the security context of the secured data transport protocol is to be defined in a future, relevant 3GPP2
specification.

The following values SHALL be used for the parameters used in the setup of the security context:

UICC_ID: Content of EFccip under the MF, as defined in [ETSI TS 102 221];
UICC_appli_ID: BSIM Application Identifier (AID) as defined in Appendix E.5.1;
Terminal_ID: The IMEI of the Terminal in case of the (U)SIM Smartcard Profile, and MEID of the Terminal in

case of the CSIM Smartcard Profile;

Terminal_appli_ID:

Byte Content / Description Value

Specification_Reference

1-2 Tag and length of SpecificationReference 06 04

3-6 SpecificationReference:= OID { 67 2B 08 01
joint-isu-itu-t (2)
identified-organizations (23)
wap (43)

oma-bcast (8)

oma-bcast-spcp(1)

}
Terminal_appli_ID
7-8 Tag and length of BCAST Terminal_appli_ID 04 08
9 BCAST Terminal_appli_ID coding scheme 01
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10 BCAST version 1.0 01

(Incremented for each major and minor specification version change.)

11-12 BCAST client manufacturer code as allocated at [OMNA] defined by OMNA

13-14 Client manufacturer extension defined by client
manufacturer

15-16 Client version defined by client
manufacturer

For the (U)SIM Smartcard Profile, the Key Lifetime and Counter Limit parameters are set during the establishment of the key
Ks_local, as described in [3GPP TS 33.110]. For the CSIM Smartcard Profile, the Key Lifetime and Key Counter Limit
parameter values will be defined in a future, relevant 3GPP2 specification. The Counter Limit parameter SHALL be used, as
defined in [ETSI TS 102 484], to determine the maximum number of Master Sas that can be derived from the key Ks_local,
the maximum number of Connection Sas that can be derived from a Master SA, and the maximum number of transactions
that can be handled within a Connection SA.

6.14 Event Signalling Command for Smartcard-Centric Audience
Measurement Function
Note: The text in this section only applies when the Audience Measurement Client (AM-C) is located in the Smartcard.

Three types of event in Event Signalling Mode of the BCAST command have been defined for Audience measurement
function:

e AM Allowed Service/Content
e AM Disallowed Service/Content
e  Terminal support of Smartcard-Centric AM

The Terminal and the Smartcard supporting Smartcard-centric Audience Measurement defined in section 5.20.2 of
[BCAST13-Services] SHALL support Event Signalling Mode of BCAST Command (defined in Appendix E.3.5).

6.14.1 AM Allowed Service/Content and AM Disallowed Service/Content

Event signalling of AM for unencrypted (clear-to-air) services or contents SHALL be processed as follows:

o If amAllowed attribute is set to ‘1’ or not present in the associated ‘Service’ or ‘Content’ fragments of the BCAST
Service Guide, the Terminal SHALL signal “AM Allowed Service/Content” event (‘0x02’) to the Smartcard at least when
the user starts and stops the consumption of the content.

a. The command SHALL include identifier of the clear-to-air service and content (defined in Table 142) in
the two first Event Type Parameter TLV which is GlobalServicelD TLV (see Table 143) and
GlobalContentID TLV (see Table 144) respectively.

b. The command SHOULD include Accumulated_Time TLV (defined in Table 146) in the next Event Type
Parameter TLV.

c. The command MAY include Absolute_Time TLV (defined in Table 145) in the next Event Type Parameter
TLV. However, if Accumulated_Time TLV is not included in the previous Event Type Parameter TLV,
Absolute_Time TLV SHALL be included in the command.

© 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the terms as stated in this document. [OMA-Template-Spec-20170101-1]




OMA-TS-BCAST_SvcCntProtection-V1_3-20170131-A Page 119 (304)

d. Upon reception of the command, the Smartcard MAY perform the AM process for the respective service or
content as defined in [BCAST13-Services] and/or use the consumption time (Absolute Time or
Accumulated_Time) as metrics if requested during the configuration process.

o If amAllowed element is set to ‘0’ in the associated ‘Service’ or ‘Content’ fragments of the BCAST Service Guide, and if
event ‘0x02” was previously signalled to the Smartcard for the same service or content, the Terminal SHALL signal “AM
Disallowed Service/Content” event (0x03) when the user starts and stops the consumption of the service or content.

a. The command SHALL include identifier of the clear-to-air service and content in the Event Type
Parameter TLV as defined for “AM Allowed Service/Content” event (‘0x02°).

b.  The command SHOULD include Accumulated_Time TLV in the next Event Type Parameter TLV.

c. The command MAY include Absolute_Time TLV in the next Event Type Parameter TLV. However, if
Accumulated_Time TLV is not included in the previous Event Type Parameter TLV, Absolute_Time TLV
SHALL be included in the command.

d. Upon reception of the command, the Smartcard SHALL pause the AM process for the respective service or
content if the “AM control Type for clear to air” set during the Configuration process indicates that the
event signaling is used as described in [BCAST13-Services]. The Smartcard MAY use the Consumption
time (Absolute_Time or Accumulated_Time) as metrics if requested during the configuration process.

The Service Provider MAY need the consumption time and service/content identifier provided by the Terminal. In case of
clear-to-air services, the consumption time and service/content identifier are provided in the “AM Allowed Service/Content”
and “AM Disallowed Service/Content” events as described above. In case of encrypted services or contents, regardless of the
amAllowed element signalled in the Service Guide, the Terminal SHALL send “AM Allowed Service/Content” event (‘0x02°)
command carrying consumption time related parameters to the Smartcard at least when the user starts and stops the
consumption of the content.

a. The command SHALL include identifier of the encrypted service and content (defined in Table 142) in the
Event Type Parameter TLV. The identifier is given by the Key_Domain_ID TLV and SEK/PEK_ID Group
Part TLV for the service and GlobalContentID TLV for the content.

b. The command SHOULD include Accumulated_Time TLV (defined in Table 146) in the next Event Type
Parameter TLV.

c. The command MAY include Absolute_Time TLV (defined in Table 145) in the next Event Type Parameter
TLV. However, if Accumulated Time TLV is not included in the previous Event Type Parameter TLV,
Absolute_Time TLV SHALL be included in the command.

In case of encrypted services and contents, the Terminal SHALL NOT send “AM Disallowed Service/Content” event (0x03)
to the Smartcard.

6.14.2 Terminal support of Smartcard-Centric AM

The Terminal sends “Terminal support of Smartcard-centric AM” event (0x04) to the Smartcard to signal that it supports the
Smartcard-Centric Audience measurement as defined in section 5.20.2.1.8 of [BCAST13-Services].

6.15 Protection of Dynamic Adaptive Streaming Services using
Smartcard Profile

Protection of dynamic adaptive streaming services MAY be done by the transport layer of BCAST delivery system, as other
files transmitted other FLUTE or over HTTP. In this case the protection of these files SHALL be the protection using DCF as
described below in section 6.15.1. In this case the signaling of this encryption is not reflected in the MPD, but only in the
Service Guide and associated SDP as for other files.

Protection of dynamic adaptive streaming services MAY be done at Dynamic Adaptive Streaming level by the Over-The-Top
provider. In this case, there is a benefit for the provider to use the same encryption whatever the Key Management System
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used and supported by the Terminals. MPEG has defined two standard encryptions for this purpose, the Common
ENCryption defined in [MPEG-CENC] and the Segment Encryption and Authentication defined in [MPEG-SEA].

The Common ENCryption (CENC) defined by MPEG is a framework for multiple DRMs to protect file by adding Protection
System Specific Information in predetermined locations to the file encrypted with Common ENCryption as defined in
[MPEG-CENC]. The use of [MPEG-CENC] in combination with Smartcard Profile is described below in section 6.15.2.
BCAST servers MAY support this type of encryption, BCAST Terminals that support DASH SHALL support the specific
addition to support CENC with Smartcard Profile.

The Segment Encryption and Authentication (SEA) defined by MPEG in the part 4 of DASH specification [MPEG-SEA]
specifies a standard encryption and the key mapping methods. The signaling of the encryption and identification of keys are
done through the MPD as defined by [MPEG-SEA]. SEA allows also the Segment Authentication using standard digest and
signature methods applied on the unencrypted Media Segment. BCAST servers MAY support this type of encryption and
signaling. BCAST Terminals that support DASH MAY support the specific addition to support SEA with Smartcard Profile.

6.15.1 Protection of Dynamic Adaptive Streaming Services using DCF

In case the Representation is delivered over broadcast channel, Media Segments are delivered over FLUTE as other files. In
this case, protection of the Representation MAY use the Protection of files as described in section 6.8.3 Each Media Segment
of a Representation is encrypted with its own key (traffic key regularly changed for live delivery), and formatted as a DCF
file as described in 6.8.3 except that the box type of the file is of type ‘styp’ as defined in [MPEG-DASH] for DASH Media
Segments, replacing the ‘ftyp’ box.

This protection mechanism is performed in the underlying layer of the DASH client, at the transport layer, it is then
transparent to DASH client and not reflected in the MPD associated to the DASH Representation. The DASH client will
receive Representations that have been decrypted at the stack level.

As defined in 6.8.3.1, the TEK for decrypting and verifying the integrity of the download data is indicated by the KeyID field
in the Key Info box (‘obki’). The value of the KeyID, for Smartcard Profile, is defined in 6.8.3.1. The KeylDType shall be
set to “0x01” indicating OMA BCAST Smartcard Profile KeyID type as defined in [XBS DRM extensions-v1.1].

As defined in 6.8.3.1, the PermissionlssuerURI is signalled in the KeylssuerURL field of the Key Info Box (‘obki’), and is
used to acquire appropriate permissions.

The STKM message MAY be included in the Key Info box.In this case the STKMPresent flag is set to true. The TBKPresent
flag and TBKIssuerURLPresent flag indicates the inclusion of Terminal Binding Key and TBKIssuerURL if Terminal
Binding Key is used.

For integrity protection, an OMADRMSignature MAY be included in the Mutable DRM Informationbox (‘mdri’) of the DCF
segment file as defined in 9.4.1.

The file is transmitted in a FLUTE carousel and the same key value of the TEK SHALL be used during the whole time the
file is transmitted using the same TOI in an ongoing FLUTE session.

In case the Representation is delivered over interaction channel, Media Segments are delivered over HTTP. The use of DCF
files MAY be used as for described above for the broadcast channel delivery.

6.15.2 Protection of Dynamic Adaptive Streaming Services using CENC

The Common ENCryption protection scheme (CENC) has been defined by MPEG in [MPEG-CENC] to enable decryption of
the same ISOBMFF file using different Key Management Systems. It specifies encryption parameters that can be applied by
a scrambling system and key mapping methods using a common Key IDentification (KID) to be used by different Key
Management Systems such that the same encrypted version of a file can be combined with different Key Management
System proprietary information for licensing and key retrieval stored in Protection System Specific Header box (‘pssh’). The
Key Management System for each ‘pssh’ box is identified by the SystemID in that box. For live services using key rotation,
MPEG has specified the use of CENC with key rotation in [MPEG-CENC].

This section defines Smartcard Profile specific extensions that are required to use the Common ENCryption scheme defined
in [MPEG-CENC].
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BCAST Terminals that implement a DASH client SHALL implement the Common ENCryption as defined in [MPEG-
CENC] with the specific addition defined in this specification for the Smartcard Profile. Guidelines for implementation
proposed by DASH Industry forum in DASH264 Interoperability Points [DASH264] and related to DRM aspects (section 4
of [DASH264]) SHOULD also apply.

BCAST Server MAY implement the Common ENCryption as defined in [MPEG-CENC]. BCAST Servers that implement
CENC SHALL implement the specific addition defined in this specification for Smartcard Profile. Guidelines for
implementation proposed by DASH Industry forum in DASH264 Interoperability Points [DASH264] and related to DRM
aspects (section 4 of [DASH264]) SHOULD also apply.

6.15.2.1 Metadata defined by CENC (INFORMATIVE)

The metadata defined by Common ENCryption Scheme are boxes that complement the ISOBMFF file and are presented in
the table below:

Box Full name Comments Where is defined Addition for Smartcard
profile

moof Movie fragment box One ‘moof” box for | [[ISO-14496-12]]
each fragment in
each stream

moov Movie box One ‘moov’ box per | [[ISO-14496-12]]
elementary stream. 1
for each video
stream, 1 for the
audio stream

pssh Protection System Specific header | specific key | [MPEG-CENC] 6.15.2.3
box management
systems proprietary
information for
licensing and key
retrieval
saio Sample  Auxiliary  Information | Contains the offsets | [MPEG-CENC]
Offsets box of the IVs and
encryption data
saiz Sample Auxiliary Information Sizes | Contains the size of | [MPEG-CENC]
box IVs and encryption
data
schi Scheme Information box Contains any | [MPEG-CENC]
information the
encryption  system
needs.
schm Scheme Type box Identifies the | [MPEG-CENC]
protection scheme
seig CENC Sample Encryption | Contains the same | [MPEG-CENC]
Information Group Entry box information

contained in ‘tenc’
box in segments for
key rotation

sinf Protection Scheme Information box | Container where | [[MPEG-CENC]
information required

© 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the terms as stated in this document. [OMA-Template-Spec-20170101-1]



OMA-TS-BCAST_SvcCntProtection-V1_3-20170131-A

Page 122 (304)

to understand the
encryption , its
parameters and type
and location of key
management system

stsd Sample Descriptions box Contains codec | [[1SO-14496-12]]
types, initialization
etc

tenc Track encryption box Contains default | [MPEG-CENC]
encryption
parameters: key

identifier, 1V and
encryption flag

The box hierarchy is the following:

° In the ‘moov’ box:
o one or more ‘pssh’ boxes
o in ‘trak::mdia::minf::stbl::stsd’:

o the ‘sinf’ box that contains:
. the ‘schm’ box
. the ‘schi’ box that contains:
o the ‘tenc’ box
. In the ‘moof” box:
o in the ‘traf” box:
o the ‘saiz’ box
e the ‘saio’ box
o ifusing key rotation, the ‘sbgp’ box
o if using key rotation, the ‘sgpd’ box that contains:

. the ‘seig’ box

The Protection System Specific Header box MAY be included for live services in the Movie (‘moov‘) (in Initialization
Segment) and/or Movie Fragment (‘moof*) ( for key rotation). For On-Demand services , the Protection System Specific

Header box SHALL be included in movie box. It is shown in the Figure 8 below:
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Figure 8 — lllustration of the Protection System Specific Header Box

This box is defined in section 8.1 of [MPEG-CENC] and contains information needed by the Key Management System to
play back the content, such as decryption key acquisition information, Permissionlssuer URL for service key acquisition.
There is a ‘pssh’ box for each Key Management Systems supported.

For each protected track, the Content Protection scheme is signalled in the associated Sample Description box (‘stsd’) in the
Protection Scheme Information box (‘sinf’).

The CENC scheme is signalled in the Protection Scheme Information Box (‘sinf”) which contains a Scheme Type Box
(‘schm”). The Sample Description box for CENC is shown in the Figure 9 below:

@
] —
o S 0 Scheme Type Box = ;
a2 P = D5 e Jp g 2. @ [Track Encryption Box
U% o WS S schm w33% . )
= S | 2R g ] g Scheme_type="cenc’ 323¢ LSl :
; ) g 39 Scheme_version=0x00010000 X85 Default_IsEncrypted, Default_IV_size, Default_KID
o
X

Figure 9 — Illustration of the Protection Scheme Information Box in the Sample Description Box

For live content the Common ENCryption with key rotation as defined in [MPEG-CENC] is used. In this case the Protection
Scheme Type is ‘cbcl’ instead of ‘cenc’ in ‘schm’ box.

The Protection Scheme Information box (‘sinf’) contains also a Scheme Information box (‘schi’) which contains a Track
Encryption box (‘tenc’) describing the default encryption parameters for the track (Default_IsEncrypted, Default_IV_size,
Default_KID). The default values for the encryption parameters are used when the entire track is encrypted using a single key
identified by the default_KID.

CENC allows also groups of samples of a track to be encrypted with different keys, or a mix of clear and encrypted contents.
In this case the encryption parameters are included in a CencSampleEncryptioninformationVideoGroupEntry (‘seig’) or
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CencSampleEncryptionInformationAudioGroupEntry (‘seig’) depending on the type of the track (Video or Audio). The
‘seig’ box is included in the SampleGroupDescription box (‘sgpd’)

For encryption of individual media sample, Initialization Vector associated to that encrypted sample in a protected track is
included in the Sample Auxiliary Information (CencSampleAuxiliaryDataFormat) referenced by ‘saiz’ and ‘saio’ boxes.

The ‘tenc’ and ‘pssh’ information is in the content file or Initialization Segment but can also be included in the MPD as
defined in section 10.5. The inclusion of the information in the MPD instead of the content file allows faster parsing, earlier
access and addition of DRMs without content modification.

6.15.2.2 KID/TEK ID mapping for Smartcard Profile

When the CENC encrypted DASH service is used exclusively with Smartcard Profile KMS, the KID defined by CENC shall
identify the traffic encryption key defined by the Smartcard Profile. In this case this KID defined in [MPEG-CENC] SHALL
follow rules defined for TEK ID in Smartcard Profile and SHALL be the base64 encoded concatenation of 0x00 (7bytes) ||
(Key Domain ID (3 bytes) || SEK/PEK ID (4 bytes) || TEK ID (2 bytes), where the seven “0x00” bytes have been added to
reach the 16-bytes KID length defined by CENC. This is referred in the rest of the document as Implicit Mapping.

When CENC uses a common Key IDentification (KID) to be used by different KMS such that the same encrypted version of
a file can be combined with different KMS, a mapping between the KID transmitted in boxes defined by [CENC] such as
‘tenc’, and the Traffic Key identifier in the STKM SHALL be available. This mapping is transmitted in the data field of the
‘pssh’ box. This is referred in the rest of the document as Explicit Mapping.

DASH client in the Terminal SHALL use this mapping information in the ‘pssh’ to retrieve the corresponding TEK to
decrypt the content. This key is identified by KID in the media content, and received through STKM, where it is identified by
Key DomainID, SEK/PEK ID and TEK ID.

6.15.2.3  Smartcard Profile Protection System Specific Header

The Key Management System associated to the ‘pssh’ box is identified in ‘pssh’ by the SystemID.
For Smartcard Profile, the SystemID UUID for the Protection System Specific Header box is
schemeldUri = “urn:uuid:c49eb160-6653-11e3-a0e3-0002a5d5c51b

As defined in [MPEG-CENC], the ‘pssh’ box contains the list of KID (Key IDentifier) for which the data field containing
KMS specific data applies to. For Smartcard Profile, this list is used also for the mapping between KID and TEK ID as
explained in section 6.15.2.2 above. If this mapping is needed (Explicit Mapping), at least one KID SHALL be present in the
list.

The data field of the ‘pssh’ is defined below for Smartcard Profile.
The ‘pssh’ data field for Smartcard Profile contains

The list of STKM TEK ID mapping the list of KID

The Permission Issuer URL for subscription and LTKM delivery
The Terminal Binding Key and TBK Issuer URL if necessary and

Optionally the STKM message.

aligned (8) class OMABCASTPsshDataBox extends FullBox(‘obpd', version, flags) {
bit(1) KeylssuerPresent; /l indicates that the key issuer URL is present
bit(1) STKMPresent; /I indicates that the STKM is present (only to be used for DCF)
bit(1) TBKPresent; /l indicates that the TerminalBindingKey information is present
bit(1) TBKlIssuerURLPresent; /I indicates that the TBK issuer URL for TBK is present
bit(1) STKM_KIDListPresent; /I indicates that the STKM_KID table is present for Explicit Mapping
bit(3) rfu; /I reserved for future use
if(STKM_KIDListPresent) {
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unsigned int (32) KID_count

unsigned int(8) STKM_KIDType; /l indicates the type of key id transmitted in the STKM
unsigned int(8) STKM_KIDLength; /I STKM KID length in bytes
for (i=0;i<KID_count;i++){
byte STKM_KID[J; Il key_id transmitted in the STKM
}
}
if(KeylssuerPresent) {
unsigned int(16) KeylssuerURLLength; /I Keylssuer URL field length in bytes
char KeylssuerURL[]; /I Keylssuer URL string
}
if (STKMPresent) {
unsigned int(16) STKMLength; /I STKM field length in bytes
byte STKM[]; /I STKM
}
if (TBKPresent) {
unsigned int(32) TBK_ID; /I TerminalBindingKeyID
if (TBKIssuerURLPresent){
unsigned int(16) TBKIssuerURLLength; // TBK Issuer URL field length in bytes
char TBKlssuerURL[]; /I TBKIssuer URL string
}
}

}

The OMABCASTPsshDataBox fields are described in Table 36.

Field name Type Purpose

KeylssuerPresent bit indicates that the key issuer URL is present

STKMPresent bit indicates that an STKM is present

TBKPresent bit indicates that the TerminalBindingKey information is
present

TBKIssuerURLPresent bit indicates that the TBK issuer URL for TBK is present

STKM_KIDListPresent bit indicates that the STKM_KID table is present . This is the

case for Explicit Mapping. For Implicit Mapping this table
is not used and this flag is then set to FALSE

KID_count unsigned int(32) Indicates the number of STKM_KID entries in the
following table. This KID_count SHALL have the same
value as the KID_count of the KID list included in the
‘pssh’(optional)

STKM_KIDType unsigned int(8) type of STKM_KID. The STKM_KIDType is defined in
[XBS DRM extensions-v1.3] for ‘obki’ box as KeyType
field. For Smartcard Profile the value is 0x01. (optional)

STKM_KIDLength unsigned int(8) length of the STKM_KID in bytes(optional)

STKM_KID byte[] value of STKM_KID. This STKM_KID table SHALL map
to the KID table in the ‘pssh’ box and STKM KID
sequence SHALL correspond to the KID sequence, i.e.
STKM_KID, maps to KID, for n from 1 to KID_count
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(optional)

KeylssuerURLLength

unsigned int(16)

length of the KeylssuerURL (optional)

KeylssuerURL

char[]

Key Issuer URL (optional)

STKMLength unsigned int(8) length of the STKM in bytes (optional)
STKM byte[] STKM (optional)
TBK_ID unsigned int(8) TerminalBindingKeyID(optional)

TBKIssuerURLLength

unsigned int (16)

TBK Issuer URL field length in bytes(optional)

TBKIssuerURL

charf]

TBKIlssuerURLstring(optional)

Table 36: OMABCASTPsshDataBox fields

The STKMpresent flag MAY be set to true and the MIKEY STKM message included in the ‘obpd’ box only if all the Media
Segments of the Representation or fragment related to the current ‘pssh” box are encrypted with one key.

6.15.3 Protection of Dynamic Adaptive Streaming Services using Segment
Encryption and Authentication

Segment encryption scheme as defined in [MPEG-SEA] specifies a standard encryption and key mapping methods that may
be used when segment protection is needed. Encryption applies to segments. Signaling to identify the encrypted segments,

the keys and 1V is done from the MPD.

Segment Authentication is also defined in [SEA] and is independent to the Key management system used. It applies to
BCAST Network and Terminal supporting [SEA].

BCAST Server and Terminal that support Segment encryption and Authentication SHALL support the key system defined in
this specification and MAY support the key system defined in [SEA].
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7. Short Term Key Message — Common Attributes

STKMs of the DRM Profile and the Smartcard Profile share a set of common attributes. These common attributes are
introduced below.

Section 7.1 introduces the descriptors for access_criteria_descriptor_loop. Section 7.2 introduces used constant values.
Section 7.3 introduces coding and semantics of the common STKM attributes.

7.1 Descriptors for access_criteria_descriptor_loop

Tag 8 uimsbf
Length 8 uimsbf
Value 8xlength bit string

The Access Criteria Descriptor loop is an extension mechanism to allow the addition of new access criteria in the future
versions of this specification. The device SHALL ignore Access Criteria Descriptors that it doesn’t support. It is
OPTIONAL for the BCAST Terminal to support Access Criteria Descriptors.

A single Access Criteria Descriptor can carry one or more access criteria.
The following Access Criteria Descriptors have been defined:
e Parental_rating

e Location_based_restriction

e Smartcard_Centric_Audience_Measurement_control
Note:

In case of Smartcard Profile, STKM can not contain more than one Parental_rating Access Criteria Descriptor.

For both profiles, STKM can not contain more than one Location_based_restriction Access Criteria Descriptor.

7.1.1  Parental _rating Descriptor

This descriptor is for the parental rating of the program. The descriptor tag for this descriptor is 1. The value for this
descriptor is encoded as follows:

parental_rating descriptor Length Type
(in bits)
rating_type 7 uimsbf
country code_flag 1 uimsbf
rating_value 8 uimsbf
if (country_code_flag == TKM_FLAG_TRUE) {
number_of country codes 8 uimsbf
for (I = 0; i < number_of country_codes; i++) {
country code 16 uimsbf
}
}

Table 37: parental_rating Access Criteria Descriptor

The optional list of country_code specifies that the rating is for a specific list of one or more countries, which is analogous to
the MPEG-7 definition of the ParentalGuidanceType. Each country code consists of two uppercase ASCII alpha characters
and MUST be compliant with [1SO-3166].

The rating_type designates the content rating systems, and the rating_value is an integer with a meaning that is dependent
on the rating_type. The rating values and rating types are registered in the OMA BCAST Parental Rating System Registry.
The registry is available at [OMNA].
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A special BCAST rating_type is specified in the OMA BCAST Parental Rating System Registry to allow the implementation
of non-registered parental rating schemes. This scheme is called “BCAST-generic parental rating” and is defined as follows:

. the rating_type is 10

. the rating_value field can assume the values from 0 to 255, where 0 means “Not rated”, and the degree of
restrictiveness is growing monotonically between 1 and 255, i.e. 1 is the least restrictive value and 255 is the most
restrictive value according to Section 6.7.3.11.1.

7.1.2 Location_based restriction Descriptor
This descriptor is for the location-based restrictions on the rendering of content based on [BCAST13-SG].

An alternative service can be specified in the service guide [BCAST13-SG]. It is possible to specify an alternative service as
a blank screen with a burnt-in text notifying the user of the blackout. In this case, the burnt-in text can be conveyed as a
subtitle in 3GPP Timed Text format as described in [BCAST13-Services].

If a terminal supporting a location_based_restriction descriptor receives an STKM with this descriptor and the terminal is not
able to obtain its current location or is not able to process the STKM, then the terminal MUST NOT decrypt the Traffic Key
and possible Program Key contained in this STKM and MUST NOT decrypt the corresponding content. A terminal MAY be
capable of determining at least its cell ID using a native bearer signalling mechanism. A terminal MAY in addition utilize a
suitable position location protocol to determine its position. Examples are SUPL [OMA SUPL] or MLP [OMA MLP]. Inthe
case that a terminal is not capable of determining location information other than a cell ID, additional location information
(other than a list of blacked out cell IDs) provided in the location_based_restriction Access Criteria Descriptor MAY be
ignored. In the case that the terminal is able to detect multiple cell IDs using native bearer signalling mechanisms, for the
purpose of checking against a possible blackout it MAY select the same cell ID that is being used to receive the protected
service.

The descriptor tag for this descriptor is 2. The value for this descriptor is encoded as follows:

location_based_restriction descriptor Length Type
version 32 Uimsbf
polarity 1 Uimsbf
override 1 Uimsbf
reserved_for_future use 6 Bslbf
lev_conf 8 uimsbf
number_of target_areas 8 uimsbf
for (i=0; i < number_of_target_areas; i++) {
target_area_type 4 bslbf
reserved_for_future use 4 bslbf
if (target_area_type == 0x1) {
shape()
}
if (target_area_type == 0x2) {
mobile_country_code 24 uimsbf
}
if (target_area_type == 0x3) {
name_area_length 8 uimsbf
name_area 8*name_area length bslbf
}
if (target_area_type == 0x4) {
zip_code_length 8 uimsbf
zip_code 8*zip_code _length bslbf
}
if (target_area_type == 0x5) {
cell_target_area()
}
}

Table 38: location_based_restriction Access Criteria Descriptor
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version — tells the terminal if the contents of this descriptor have changed since the last STKM. When the version number is
the same as in previous STKMs and the terminal has already processed a descriptor with this same version number, it MAY
ignore the contents of this descriptor and assume that geographical restrictions are the same as in previous STKMs with this
same descriptor version number.

polarity — flag specifying how the restriction is interpreted. If set to 0 (“normal”), a terminal residing within the defined area
may not render the associated media streams. If setto 1 (“spotbeam”), a terminal located outside of the defined area may not
render the associated media streams.

override — flag specifying whether the location-based restriction may be ignored by a properly authorized terminal. If set to
0, the restriction must be obeyed. If set to 1, the restriction may be ignored if the terminal is able to obtain the necessary
permissions (e.g., PPV Rights Object for the corresponding Program Key).

The override option allows the service provider to signal to the terminal that it may render restricted content regardless of its
physical location, as long as the terminal has been pre-authorized to do so. This could also be used to notify unauthorized
terminals of the ability to purchase rights to circumvent the restriction.

BCAST 1.3 does not specify how the terminal and Smartcard determine if the restriction can be ignored when the override
flag is setto 1. Therefore, BCAST 1.3 terminals and Smartcards SHALL always interpret the override flag as if it were set to
0.

lev_conf — the target level of confidence that the terminal is indeed located within the indicated ‘TargetArea’ as defined in
[OMA MLP]. Valid values are from 0 to 100, and 255. The value 255 indicates that lev_conf is undefined.

number_of target areas — the number of TargetAreas that define the geographical area. TargetArea is specified in OMA
Service Guide for Mobile Broadcast Services [BCAST13-SG] as an XML element. It is adapted here with modifications such
that it can be used for blackout restrictions.

target_area_type — specifies the type of area as specified in [BCAST13-SG]. The following values are possible:
0x1 = shapes used to represent a geographic area as defined by the shape descriptor below
0x2 = mobile country code, 3 ASCII digits, e.g. 276 for Albania as specified in [ITU-MCC]
0x3 = geopolitical name of area such as “Seoul” as specified in [OMA MLP]
0Ox4 = zip code
0x5 = asetof “cell area values” as defined by the cell target area descriptor below.

shape — adapted from shapes used to represent a geographical area specified in [OMA MLP]. The value for this descriptor is
encoded as follows:

shape descriptor Length Type
shape_type 4 bslbf
reserved for future use 4 bslbf

if (shape_type == 0x3) {
shape_polygon()

}
if (shape_type == 0x5) {
shape_circular_area()

}
if (shape_type == 0x7) {

shape_elliptical _area()
}

Table 39: shape Descriptor

shape_type— specifies the type of shape as specified in [OMA MLP]. The following values are possible:
0x3 = apolygon
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0x5 = acircular area
0x7 = anelliptical area

Note: Some shape types defined in [OMA MLP] are not included as they are not as applicable for use in blackout
restriction.

shape_polygon — a polygon, which is a connected surface defined by an outer boundary and zero or more inner boundaries.
The value for this descriptor is encoded as follows:

shape_polygon descriptor Length Type
outerBoundarys shape_linear_ring
number_of innerBoundarys 8 uimsbf
for (i=0; i < number_of innerBoundarys; i++) {
innerBoundarys shape_linear_ring
}

Table 40: shape_polygon Descriptor

Note: The shape_polygon, adapted from [OMA MLP], is a super-set of the polygon definition in [3GPP TS 23.032].
outerBoundarys — the outer boundary of the polygon, defined by the shape_linear_ring type.
number_of_innerBoundarys — the number of inner boundaries, has to be larger than or equal to 0.
innerBoundarys — an inner boundary of the polygon, defined by the type shape_linear_ring.

shape_linear_ring — a closed, simple piece-wise linear path which is defined by a list of coordinates that are assumed to be
connected by straight line segment. The value for this descriptor is encoded as follows:

shape_linear_ring descriptor Length Type
number_of _coords 8 uimsbf
for (i=0; i < number_of coords; i++) {
coord()
}

Table 41: shape_linear_ring Descriptor

number_of _coords — the number of coordinate points that define the linear ring. The number has to be larger than or equal
to 3.

€69

coord — a geographical coordinate. In [OMA MLP], a coordinate is specified by the tuple (x, y, z). The “z” component
(specifying the altitude, if present) is not included as it is not applicable for blackout restriction use. For simplicity, the “x”
and “y” components are represented as latitude and longitude as defined in [3GPP TS 23.032]. The value for this descriptor is
encoded as follows.

coord descriptor Length Type
latitude 24 bslbf
longitude 24 bslbf

Table 42: coord Descriptor

latitude — latitude coordinate, encoded as defined in [3GPP TS 23.032].
longitude — longitude coordinate, encoded as defined in [3GPP TS 23.032].
The definitions of latitude and longitude in [3GPP TS 23.032] are quoted below for completeness:

o The latitude is coded with 24 bits: 1 bit of sign and a number between 0 and 2%*-1 coded in binary on 23
bits. The relation between the coded number N and the range of (absolute) latitudes X it encodes is the
following (X in degrees):
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23

NSZ—X<N+1
90

except for N=2%-1, for which the range is extended to include N+1.

o The longitude, expressed in the range -180< +180< is coded as a number between -2%° and 2%*-1, coded in
2’s complement binary on 24 bits. The relation between the coded number N and the range of longitude X
it encodes is the following (X in degrees):

24

NSZ—X<N+1
360

shape_circular_area — a set of points on the ellipsoid which are at a distance from the point of origin less than or equal to
the radius. The value for this descriptor is encoded as follows:

shape_circular_area descriptor Length Type
origin coord
radius 16 uimsbf
distance_unit 2 uimsbf
reserved for future use 6 bslbf

Table 43: shape_circular_area Descriptor

Note: shape circular area corresponds to the type “ellipsoid point with uncertainty circle” specified in [3GPP TS
23.032].

origin — specifies the coordinate of the origin.

radius — specifies the length of radius of the circular area.

distance_unit — specifies the distance unit used. The following values are possible:
0x0 = meter
0x1 = kilometer
0x2 = yard

0x3 = mile

shape_elliptical_area — a set of points on the ellipsoid, which fall within or on the boundary of an ellipse. The value for this
descriptor is encoded as follows:

shape_elliptical_area descriptor Length Type

origin coord
angle 10 uimsbf
semi_major 16 uimsbf
semi_minor 16 uimsbf
angular_unit 2 uimsbf
distance_unit 2 uimsbf
reserved for future use 2 bslbf

Table 44: shape_elliptical_area Descriptor

Note: shape elliptical area corresponds to the type “ellipsoid point with uncertainty ellipse” specified in [3GPP TS

23.032].

origin — specifies the coordinate of the origin.
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angle — specifies the angle of the ellipse.

semi_major — specifies the length of the semi major.

semi_minor — specifies the length of the semi minor.

angular_unit — specifies the angular unit used. The following values are possible:
0x0 = degree
0x1 = grad

mobile_country_code — mobile country code, 3 ASCII digits, e.g. 276 for Albania as specified in [ITU-MCC].

name_area_length — number of bytes used to encode the name_area field.
name_area — a geopolitical name of area as specified in [OMA MLP].
zip_code_length — number of bytes used to encode the zip_code field.

zip_code — zip code represented by a character string.

cell_target_area — the target area defined by a set of cell IDs or other area identifiers. The value for this descriptor is

encoded as follows:

cell_target_area descriptor Length Type
cell_target_area_type 8 uimsbf
descriptor_length 20 uimsbf
reserved for future use 4 bslbf
number_of cell_area_values 16 uimsbf
for (i=0; i < number_of cell _area_values; i++) {
if (cell_target_area_type == 0x0) {
cell_area_value_length 8 uimsbf
cell_area value 8*cell_area_value_length | bslbf
if (cell_target_area_type == 0x1) {
3gpp_mcc 12 bslbf
3gpp_mnc 12 bslbf
3gpp_lac 16 bslbf
3gpp_ci 16 bslbf
}
if (cell_target_area_type == 0x2) {
3gpp_mcc 12 bslbf
3gpp_mnc 12 bslbf
3gpp_lac 16 bslbf
3gpp_rac 8 bslbf
if (cell_target_area_type == 0x3) {
3gpp_mcc 12 bslbf
3gpp_mnc 12 bslbf
3gpp_lac 16 bslbf
if (cell_target_area_type == 0x4) {
3gpp_mcc 12 bslbf
3gpp_mnc 12 bslbf
3gpp_lac 16 bslbf
3gpp_sac 16 bslbf
}
if (cell_target_area_type == 0x5) {
mbms_sai 16 uimsbf
}
if (cell_target_area_type == 0x6) {
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3gpp2_subnet_id_length 8 uimsbf
3gpp2_subnet _id 1*3gpp2_subnet_length bslbf
padding_bits (see definition below)
if (cell_target_area_type == 0x7) {
reserved for future use 1 bslbf
3gpp2_sid 15 bslbf
if (cell_target_area_type == 0x8) {
reserved for future use 1 bslbf
3gpp2_sid 15 bslbf
3gpp2_nid 16 bslbf
}
if (cell_target_area_type == 0x9) {
reserved for future use 1 bslbf
3gpp2_sid 15 bslbf
3gpp2_nid 16 bslbf
3gpp2_pzid 8 bslbf
if (cell_target_area_type == 0xA) {
reserved_for_future_use 1 bslbf
3gpp2_sid 15 bslbf
3gpp2_pzid 8 bslbf
}
if (cell_target_area_type == 0xB) {
dvbh network id 16 uimsbf
dvbh_cell_id 16 uimsbf
dvbh_hierarchy 2 bslbf
reserved_for_future_use 6 bslbf
number_of subcell 8 uimsbf
for (j=0; j < number_of subcell id; j++) {
dvbh cell id_extension 8 uimsbf
}
if (cell_target_area_type == 0xC) {
dvbsh_network_id_flag 1 bslbf
dvbsh_hierarchy 2 bslbf
reserved_for_future use 5 bslbf
if (dvbsh_network_id_flag == TKM_FLAG_TRUE) {
dvbsh_network_id 16 uimsbf
}
dvbsh cell id 16 uimsbf
number_of subcell 8 uimsbf
for (j=0; j < number_of subcell_id; j++) {
dvbsh_cell id_extension 8 uimsbf
}
if (cell_target_area_type == 0xD) {
number_of wimax_bsids 16 uimsbf
for (j=0; j < number_of wimax_bsids; j++) {
wimax_bsid 48 bslbf
}
if (cell_target_area_type == OXE) {
number_of wimax_operator_ids 16 uimsbf
for (j=0; j < number_of _wimax_operator_ids; j++) {
wimax_network_id 24 bslbf
If (cell_target_area_type == OxF) {
forward_link_only_network_id_flag 1 bslbf
forward_link_only local_area_infrastructure_flag 1 bslbf
forward_link_only wide_area_infrastructure_flag 1 bslbf
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reserved for future use 5 bslbf
If (forward_link_only network id flag == TKM_FLAG_TRUE) {
forward_link_only network id 16 bslbf
If (forward_link_only_local_area_infrastructure_flag == TKM_FLAG_TRUE) {
forward_link_only local_area_infrastructure_id 16 bslbf
If (forward_link_only wide area infrastructure id == TKM_FLAG _TRUE) {
forward_link_only wide area infrastructure id 16 bslbf
}
}
if (cell_target area_type == 0x10) {
dvbsh_ts original _network id 2 uimsbf
dvbsh_ts_transport_stream_id 2 uimsbf
dvbsh ts service id 2 uimsbf
if (cell_target area_type == 0x6) {
number_of 3gpp2 cell ids 16 uimsbf
for (j=0; j < number_of _3gpp2_cell_ids; j++) {
3gpp2_cell_id 32 uimsbf
}
)
if (cell_target_area_type == 0x7 || 0x8 || 0x9 || OxA) {
number_of 3gpp2_cell_ids 16 uimsbf
for (j=0; j < number_of 3gpp2_cell_ids; j++) {
3gpp2 _cell id 16 bslbf
1
if (cell_target_area_type == 0x11) {
dvbngh_network _id_flag 1 bslbf
dvbngh system id flag 1 bslbf
reserved for future use 6 bslbf
if (dvbngh_network_id_flag == TKM_FLAG_TRUE) {
dvbngh_network _id 16 uimsbf
}
if (dvbngh_system_id_flag == TKM_FLAG_TRUE) {
dvbngh_system_id 16 uimsbf
}
dvbngh_cell_id 16 uimsbf
number_of subcell 8 uimsbf
for (j=0; j < number_of subcell_id; j++) {
dvbngh_cell_id_extension 8 uimsbf
if (cell_target_area_type == 0x12) {
dvbt2_network _id_flag 1 bslbf
dvbt2_system_id_flag 1 bslbf
reserved for future use 6 bslbf
if (dvbt2_network _id flag == TKM_FLAG_TRUE) {
dvbt2 network_id 16 uimsbf
}
if (dvbt2_system_id_flag == TKM_FLAG_TRUE) {
dvbt2_system_id 16 uimsbf
}
dvbt2 cell id 16 uimsbf
number of subcell 8 uimsbf
for (j=0; j < number_of subcell_id; j++) {
dvbt2 cell id extension 8 uimsbf
}
if (cell_target_area_type == 0x13) {
3gpp_mcc 12 bslbf
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3gpp_mnc 12 bslbf

3gpp_eci 28 bslbf
if (cell_target area_type == 0x14) {

3gpp_mcc 12 bslbf

3gpp_mnc 12 bslbf

3gpp_tac 16 bslbf

}

}

Table 45: cell_target_area Descriptor

cell_target_area_type — specifies the cell_target_area type as defined in [BCAST13-SG]. The following values are possible:

0x0 = Unspecified

0x1 = 3GPP Cell Global Identifier as defined in [3GPP TS 23.003]

0x2 = 3GPP Routing Area Identifier as defined in [3GPP TS 23.003]

0x3 = 3GPP Location Area Identifier as defined in [3GPP TS 23.003]

0x4 = 3GPP Service Area Identifier (SAI) as defined in [3GPP TS 23.003]

0x5 = 3GPP MBMS Service Area Identity (MBMS SAl) as defined in [3GPP TS 23.003]

0x6 = 3GPP2 Subnet ID as defined in [3GPP2 X.S0022-A]

0x7 = 3GPP2 SID as defined in [3GPP2 C.S0005-E]

0x8 = 3GPP2 SID+NID as defined in [3GPP2 C.S0005-E]

0x9 — 3GPP2 SID+NID+PZID as defined in [3GPP2 C.S0005-E]

OxA = 3GPP2 SID+PZID as defined in [3GPP2 C.S0005-E]

0xB = DVB-H Cell ID (specified in section 6.3.4.1 of [BCAST13-DVBH-IPDC-Adaptation])

0xC = DVB-SH Cell ID (specified in section 6.3.4.1.1 of [BCAST13-DVBSH-IPDC-Adaptation])

0xD = WiMAX Base Station Identifier (BSID) as defined in [IEEE 802.16-2004] and [IEEE 802.16e-2005]
OXE = WiMAX Operator ID (NAP ID) as defined in [IEEE 802.16-2004] and [IEEE 802.16e-2005]

OxF = Forward Link Only Cell ID (specified in section 6.3.5.1 of [BCAST13-FLO-Adaptation])

0x10 = DVB-SH DVB service ID (specified in section 6.3.4.1.2 of [BCAST13-DVBSH-IPDC-Adaptation])
0x11 = DVB-NGH Cell ID (specified in section 6.3.4.1.1 of [BCAST13-DVBNGH-Adaptation])

0x12 = DVB-T2 Cell ID (specified in section 6.3.4.1.1 of [BCAST13-DVBNGH-Adaptation]). This value is used
also for the DVB-T2-Lite profile of DVB-T2.

0x13 = 3GPP E-UTRAN Cell Global Identification (ECGI) as defined in [3GPP TS 23.003].
0x14 = 3GPP E-UTRAN Tracking Area ldentity (TAI) as defined in [3GPP TS 23.003].

descriptor_length — the length of the descriptor, in bytes.

number_of cell_area_values — specifies the number of cell_area_value included in the target area.

cell_area_value_length — specifies the length (in bytes) of the cell_area_value field.
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cell_area_value — identifies a generic cell area used when the cell_target area_type is 0x0. The format of this value is not
defined.

3gpp_mcc — Mobile Country Code used for 3GPP networks that identifies the country in which the GSM PLMN is located as
defined in [3GPP TS 23.003]. Coding of this field is defined in [3GPP TS 23.003].

3gpp_mnc — Mobile Network Code used for 3GPP networks that identifies the GSM PLMN in the country defined by 3gpp-
mcc as defined in [3GPP TS 23.003]. Coding of this field is defined in [3GPP TS 23.003].

3gpp_lac — Location Area Code used for 3GPP networks that identifies a location area within a PLMN as defined in [3GPP
TS 23.003].

3gpp_ci — Cell Identity used for 3GPP networks as defined in [3GPP TS 23.003].
3gpp_rac — Routing Area Code used for 3GPP networks as defined in [3GPP TS 23.003].
3gpp_sac — Service Area Code used for 3GPP networks as defined in [3GPP TS 23.003].

mbms_sai — MBMS Service Area ldentities used for 3GPP networks that identifies a group of cells within a PLMN as
defined in [3GPP TS 23.003].

3gpp2_subnet_id_length — number of bit of the 3gpp2_subnet_id field.

3gpp2_subnet_id — binary representation of the subnet value for the subnet. This field is 128 bits at most as defined in
[3GPP2 X.S0022-A].

padding_bits — these bits ensure the descriptor is byte-aligned and are set to 0. Length of this field, in bits, is given by the
formula “8— mod(3gpp2_subnet id_length, 8)”, where mod(a,b) gives the remainder on the division of a by b.

3gpp2_sid — System Identification; number that uniquely identify the 3GPP2 wireless system as defined in [3GPP2
C.S00005-D].

3gpp2_nid — Network Identification; uniquely identifies a network which is subset of base stations within the wireless
system as defined in [3GPP2 C.S00005-D].

3gpp2_pzid — Packet data services zone identifier of the base station as defined in [3GPP2 C.S00005-D].

dvbh_network_id — Network Identifier of the DVB-H system as defined in [ETSI EN 300 468]. This Network Identifier is
transmitted in the Network Information Table (NIT) according to [ETSI EN 300 468].

dvbh_cell_id — Cell Identifier of the DVB-H system as defined in [ETSI EN 300 468]. This Cell Identifier is transmitted in
the TPS bits of the DVB-H signal according to [ETSI EN 302 304].

dvbh_hierarchy — defines the logical channel (“lp” for “low priority” or “hp” for “high priority”) that is selected for
reception when hierarchical modulation is used. Coding of Hierarchy field is:

0x0 = Not defined
0x1= low priority
0x2= high priority

dvbh_cell_id_extension — Cell Identifier extension defined in [ETSI EN 300 468] and transmitted in the Network
Information Table (NIT) according to [ETSI EN 300 468].

dvbsh_hierarchy — defines the logical channel (“lp” for “low priority” or “hp” for “high priority”) that is selected for
reception when hierarchical modulation is used. Coding of Hierarchy field is:

0x0 = Not defined

0x1= low priority
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0x2= high priority

dvbsh_network_id_flag — indicates whether or not dvbsh_network_id field is present in this DVB-SH cell identification
stucture. Set to STK_FLAG_TRUE if dvbsh_network_id field present, or to STK_FLAG_FALSE if absent. This field
SHALL be set to STK_FLAG_FALSE if the DVB-SH network conforms to cell id allocation recommendation given in
[ETSI TS 102 611-2].

dvbsh_network_id — Network Identifier of the DVB-SH system as defined in [ETSI EN 300 468]. This Network Identifier
is transmitted in the Network Information Table (NIT) according to [ETSI EN 300 468].

dvbsh_cell_id — Cell Identifier of the DVB-SH system as defined in [ETSI EN 302 583]. This Cell Identifier is transmitted in
the DVB-SH signal according to [ETSI EN 302 583], either in the TPS bits for the OFDM mode or in the Signalling Field for
the TDM mode.

dvbsh_cell_id_extension — Cell Identifier extension defined in [ETSI EN 300 468] and transmitted in the Network
Information Table (NIT) according to [ETSI EN 300 468].

number_of _wimax_bsids — specifies the number of wimax_bsid fields included in the following loop.

wimax_bsid — WiMAX Base Station Identifier as specified in [IEEE 802.16-2004] and [IEEE 802.16e-2005].
number_of wimax_operator_ids — specifies the number of wimax_operator_id fields included in the following loop.
wimax_operator_id — WiMAX Network ID (NAP ID) as specified in [IEEE 802.16-2004] and [IEEE 802.16e-2005].

forward_link_only_network_id _flag — indicates whether the Network identifier is present in the forward link only cell
identification structure.

forward_link_only_local_area_infrastructure_id flag - indicates whether the Local-area infrastructure identifier is present
in the forward link only cell identification structure.

forward_link_only_wide_area_infrastructure_id_flag - indicates whether the Wide-area infrastructure identifier is present
in the forward link only cell identification structure.

forward_link_only_network_id — Network identifier as defined in [TIA-1099].
forward_link_only_local_area_infrastructure_id — Local-area infrastructure identifier as defined in [TIA-1099].
forward_link_only_wide_area_infrastructure_id — Wide-area infrastructure identifier as defined in [TIA-1099].

dvbsh_ts_original_network_id — original_network_id identifying (along with transport_stream_id) the DVB-SH Transport
Stream which the DVB service belongs to. This identifier is transmitted according to [ETSI EN 300 468] in the TS loop of
the Network Information Table (NIT).

dvbsh_ts_transport_stream_id — transport_stream_id identifying (along with original_network_id) the DVB-SH Transport
Stream which the DVB service belongs to. This identifier is transmitted according to [ETSI EN 300 468] in the TS loop of
the Network Information Table (NIT) as well as in the Program Association Table (PAT).

dvbsh_ts service_id — service_id identifying the DVB service in the DVB-SH Transport Stream identified by
original_network_id and transport_stream_id. This identifier is transmitted according to [ETSI EN 300 468] in the Service
Description Table (SDT) as well as in the Program Association Table (PAT) — where in the latter case ‘service id’ is named
‘program_number’.

number_of 3gpp2_cell_ids — specifies the number of 3gpp2_cell_id fields included in the following loop.

3gpp2_cell_id — If cell target area type = 6, then the value is Sector_ID as defined in [3GPP2 C.S0024-B]. If
cell_target_area_type =7, 8, 9, or A, then the value is BASE ID as defined in [3GPP2 C.S0002-E].

dvbngh_network_id_flag - indicates whether or not dvbngh_network_id field is present in this DVB-NGH cell
identification stucture. Set to STK_FLAG_TRUE if dvbngh_network_id field present, or to STK_FLAG_FALSE if absent.
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dvbngh_system_id_flag — indicates whether or not dvbngh_system id field is present in this DVB-NGH cell identification
stucture. Set to STK_FLAG_TRUE if dvbngh_system _id field present, or to STK_FLAG_FALSE if absent.

dvbngh_network id — Network Identifier of the DVB-NGH system as defined in [ETSI EN 300 468]. This Network
Identifier is transmitted in the Upper L1 signalling according to [ETSI EN 303 105].

dvbngh_system_id — System Identifier of the DVB-NGH system as defined in [ETSI EN 300 468]. This System Identifier is
transmitted in the L1 signalling according to [ETSI EN 303 105].

dvbngh_cell_id — Cell Identifier of the DVB-NGH system as defined in [ETSI EN 300 468]. This Cell Identifier is
transmitted in the L1 signalling according to [ETSI EN 303 105].

number_of subcell — specifies the number of subcell identified by their dvbngh_cell_id_extension identifier

dvbngh_cell_id_extension — Cell Identifier extension defined in [ETSI EN 300 468] and transmitted in the Layer 2
signalling according to [ETSI TS 102 606].

Dvbt2_network_id_flag - indicates whether or not dvbt2_network_id field is present in this DVB-T2 cell identification
stucture. Set to STK_FLAG_TRUE if dvbt2_network _id field present, or to STK_FLAG_FALSE if absent.

Dvbt2_system_id _flag - indicates whether or not dvbt2_system id field is present in this DVB-T2 cell identification
stucture. Set to STK_FLAG_TRUE if dvbt2_system_id field present, or to STK_FLAG_FALSE if absent.

Dvbt2_network_id — Network Identifier of the DVB-T2 system as defined in [ETSI EN 300 468]. This Network Identifier
is transmitted in the L1 signalling according to [ETSI EN 302 755]

Dvbt2_system_id — System Identifier of the DVB-NGH system as defined in [ETSI EN 300 468]. This System Identifier is
transmitted in the L1 signalling according to [ETSI EN 302 755].

Dvbt2_cell_id — Cell Identifier of the DVB-NGH system as defined in [ETSI EN 300 468]. This Cell Identifier is transmitted
in the L1 signalling according to [ETSI EN 302 755].

number_of subcell — specifies the number of subcell identified by their dvbt2_cell_id_extension identifier

dvbt2_cell_id_extension — Cell Identifier extension defined in [ETSI EN 300 468] and transmitted in the Layer 2 signalling
according to [ETSI TS 102 606]

3gpp_eci — E-UTRAN cell Identity used for 3GPP networks that identifies a cell within a PLMN as defined in [3GPP TS
23.003].

3gpp_tac — Tracking Area Code used for 3GPP networks that identifies a tracking area within a PLMN as defined in
[3GPP TS 23.003].

7.1.3 Smartcard_Centric_Audience_Measurement_control Descriptor

This descriptor is used in the context of Smartcard-Centric Audience Measurement only.

This descriptor is used to inhibit or control the Smartcard-Centric audience measurement for some content. If the descriptor is
absent then Audience Measurement for the content relative to the STKM is allowed in the Smartcard.

This allows the service provider to be conformant to some possible regulations in some countries. As a matter of fact, data
collected by audience measurement systems can provide information on a person’s religious or philosophical beliefs, political
opinions, sex life, etc. These data in some countries are classified as special personal data for which the storage is prohibited.

The descriptor tag for this descriptor is 3. The value for this descriptor is encoded as follows:

Smartcard- Length (in bits) Type
Centric_Audience_measurement_control
descriptor
Audience_measurement_disallowed 1 uimsbf
Audience_measurement_extension_flag 1 uimsbf
Reserved_for_future_use 6 uimsbf
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if (Audience_measurement_extension_flag ==
TKM_FLAG_TRUE) {
Extension_length 8 uimsbf
Extension_value 8*Extension_length

}
Table 46: Smarcard_Centric_Audience_Measurement_control Access Criteria Descriptor

Audience_measurement_disallowed — If this flag is set to 1, Audience Measurement for the content relative to this STKM
is prohibited. If the flag is set to 0, Audience Measurement for the content relative to this STKM is allowed.

Audience_measurement_extension_flag — If this flag is set to 1, the descriptor contains some additional data in the
extension. If the flag is set to 0, there is no extension in the descriptor.

7.2 Constant Values

TKM_ALGO_IPSEC 0
TKM_ALGO_SRTP 1
TKM_ALGO_ISMACRYP 2
TKM_ALGO_DCF 3
TKM_ALGO_NULL 4
TKM_ALGO_CENC_CTR 5
TKM_ALGO_CENC_CBC1 6
TKM_ALGO_SEA_CBC 7
TKM_FLAG_FALSE 0
TKM_FLAG_TRUE 1

7.3 Coding and Semantics of Attributes
protocol_version — indicates the protocol version of this STKM.

The device SHALL ignore messages that have a protocol version number it doesn’t support. The value of the
protocol_version of this message is set to 0x0 (i.e. the original format).

Note: If set to 0x0 the format specified in this version of the specification is used. If set to anything else than 0x0, then the
format is beyond the scope of this version of the specification.

protection_after_reception — 2-bit field defining the required protection beyond the Service Protection. In the case of the
Smartcard Profile, these bits are ignored by the Smartcard. The coding of these bits is defined in the following table:

Value Description Description
DRM Profile Smartcard Profile
0x00 Content Protection same as 0x01 described below

Content only available to terminals with the
Content Protection function.

Device has to protect all content against access
in the clear, unless such access is explicitly
permitted by the GRO / permissions_category.

Only the explicitly allowed types of
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consumption as defined in Generalized Rights
Objects (GROs) that the device has for this
service or program are permitted (taking also
into account the impact of permissions_category
value, if included in the STKM).

An example permission in GROs is*'Acces”" for
the immediate rendering of the service or
program.

If a GRO has explicit permissions / constraints,
then these SHALL be respected, without taking
into account the protection_after_reception

value.
0x01 Content Protection with Implicit Direct | Content Protection with no possible use of digital output
Rendering Permission links
Content only available to terminals with the | Content only available to terminals with the Content
Content Protection function. Protection function.
Device has to protect all content against access | Device has to protect all content against access in the clear.
in the clear, unless such access is explicitly | 1y types of consumption are allowed, if appropriate
Eﬁi_m'tted by the GRO / permissions_category, | sgi/pEK is present in the secure function:
' . S e Direct rendering
o Direct rendering is implicitly allowed. ) . .
. . L L e Playback of protected recordings of this service or
No Generalized Rights Object is required in the program or protected files
device for direct rendering; a GRO with only the )
The device needs to have an GRO with the | LTKMs provide keys for access to live content, broadcast files
appropriate  permissions  (and  possibly | and recordings.
constraints) for any other type of consumption. | When using GBA_U, recordings SHALL include STKMs.
If a GRO has explicit permissions / constraints, | These SHALL be sent to the Smartcard for processing during
then these SHALL be respected, without taking | Playback.
into account the protection_after_reception
value.
0x02 Content Protection with Implicit Direct | Content Protection and possible use of protected digital

Rendering Permission and Playback of
Protected Recording

Content only available to terminals with the
Content Protection function.

Device has to protect all content against access
in the clear, unless such access is explicitly
permitted by the GRO / permissions_category,
but implicitly, two types of consumption are
allowed:

e Direct rendering, and

e Unlimited play back of protected recordings
of this service or program or protected files

The above two types of consumption may also
be made available over appropriately protected
digital output links (see Appendix D for

output links

Content only available to terminals with the Content
Protection function.

Device has to protect all content against access in the clear,
but implicitly, two types of consumption are allowed, if
appropriate SEK/PEK is present in the secure function:

e Direct rendering, and

e Playback of protected recordings of this service or
program or protected files.

The above two types of consumption may also be made
available over appropriately protected digital output links (see
Appendix D for examples).

LTKMs provide keys for access to live content, broadcast files
and recordings.
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examples).

If the protection_after_reception flags are not
available for a protected recording, the device
SHALL assume that they have the value Ox1 for
that recording.

If a GRO has explicit permissions / constraints,
then these SHALL be respected, without taking
into account the protection_after_reception
value.

When using GBA_U, recordings SHALL include STKMs.
These SHALL be sent to the Smartcard for processing during
playback.

0x03

Service Protection

Content available to terminals with the Service
Protection or Content Protection function.

This specification does not impose any
protection measures for the content after the
removal of service protection.

If a permissions_category value is included in
the STKM, it SHALL be set to OXFF to allow
exporting in plaintext.

Note that for e.g. legal or other reasons, the
device still might have to protect the content in
some way.

GROs provide keys for access to live content
and broadcast files.

Service Protection

Content available to terminals with the Service Protection or
Content Protection function.

This specification does not impose any protection measures
for the content after the removal of service protection.

Note that for e.g. legal or other reasons, the device still might
have to protect the content in some way.

LTKMs provide keys for access to live content and broadcast
files.

Note: For the DRM profile, the creation of protected recordings, except for the protected format specified by the SAVE
permission, is always allowed, because the play-back (or any consumption in general) is governed by GROs or LTKMSs, or
by the implicit play-back of protected recordings right when the protection_after_reception field has the value 0x02.

Table 47: Protection_after_Reception Values

traffic_protection_protocol — defines the protocol used for the encryption and authentication of traffic:

TKM_ALGO_IPSEC

IPsec ESP (transport mode; encryption: AES-128-CBC [key length 128]; authentication:
HMAC-SHA1-96 [key length 160] or NULL).

TKM_ALGO_SRTP

SRTP (encryption: AES_128 CTR [key length 128]; authentication: HMAC-SHA1-80 [key
length 160] or NULL).

TKM_ALGO_ISMACRYP

AU encryption (encryption: AES_128 BYTE_CTR [key length 128] (refer to [XBS DRM
extensions-v1.3] for details); SRTP authentication: HMAC-SHA1-80 [key length 160] or
NULL).

TKM_ALGO_DCF

DCF encryption (encryption: AES-128-CBC [key length 128]; authentication: HMAC-
SHA1-80 [key length 1601])

TKM_ALGO_NULL

The Content is sent with a NULL encryption (non-encrypted). The KEMAC field of the
STKM message SHOULD contain no key.

Note: For BCAST1.1, the NULL encryption SHALL be used for Smartcard-Centric
Audience Measurement only.

TKM_ALGO_CENC_CTR

CENC encryption using CTR mode (encryption: AES-128-CTR [key length 128]; 64-bit or
128-bit IV)

TKM_ALGO_CENC_CBC1

CENC encryption using CBC mode (encryption: AES-128-CBC [key length 128]; 128-bit
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V)

TKM_ALGO_SEA CBC Segment Encryption and Authentication (encryption: AES-128-CBC [key length 128];
authentication: Digest: SHA-256; Signature: HMAC-SHAL)

Other values Reserved for future use

Whether or not authentication is used depends on <traffic_authentication_flag>.

traffic_authentication_flag — defines whether or not the traffic is authenticated:

TKM_FLAG_FALSE Traffic authentication is not used.

TKM_FLAG_TRUE Traffic authentication is used, and the algorithm depends on <traffic_protection_protocol>.

Note: For Common ENCryption traffic authentication is not used.

access_criteria_flag — indicates whether or not access criteria are defined for the program:

TKM_FLAG_FALSE No access criteria are defined, implying that the terminal is allowed to access program
without further restrictions (provided the necessary keys are available to the terminal).

TKM_FLAG_TRUE Access criteria are defined, implying that the terminal is allowed to access the program only
if the specified access criteria are met.

Access criteria cannot change during a program, i.e. as long a PEK is valid.

traffic_key_lifetime — is the lifetime of the Traffic Encryption Key, relative to the first occurrence of an SP1 or MKI.
If <traffic_key_lifetime> is n, then the actual lifetime is 2" seconds.

Note: Although the allowed values for the traffic_key_lifetime span from seconds to hours, service providers should not use
TKM key material to realize long term key functionality. The TKM messages should be considered and used strictly for
short-term key signalling. Also, the lifetime of traffic keys should be considerably shorter than the lifetime of service keys
and program keys, to avoid users receiving the service or PPV event (encrypted with traffic keys) even after their service key
or current program key has expired.

The following scenario may help in explaining the note. The field "next_encrypted_traffic_key materia" maybe present in
the STKM. The field is encrypted with the current Service Key or current Program Key. If someone subscribes to a service,
or someone purchases a PPV event, then the person obtains both the current TEK and the next TEK. At the end of the
service period, or the end of a PPV event, this means that the person has also a TEK for the next service period or the next
PPV event. If the person stops subscription at the end of the current service period or the end of the current PPV event, then
the person still has access to the first TEK of the next service period or next PPV event. When the maximum TEK lifetime is
1.5 minutes, a subscriber can at most have 1.5 minutes of unauthorized content, which may not be considered to be excessive.
If the traffic_key lifetime becomes 2 hours, then the subscriber may have excessive access to unauthorized content,
especially in the case of PPV events, because the person now may have 2 hours of unauthorized content.

The TEK can be changed frequently to mitigate the risk of end-users posting the key via the interactive channel so that non-
members can download that key. The cost of the attack, i.e., extracting the key, and uploading and downloading the key
should be made to be more expensive than the cost of BCAST service/content. The frequency of change depends on the
value of the BCAST service/content. For high-value PPV content, the TEK SHOULD be changed frequently whereas for
low-value content, the TEK MAY be changed infrequently. The exact frequency is a configurable value and does not have
impact on interoperability. The option to include two consecutive keys into one STKM, using
next_encrypted_traffic_key material, should be executed with care, since it allows the end user in any case to access service
for 2*traffic_key _lifetime.
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In the case when a Program Event is available either through subscription or as a PPV event, a STKM containing the next
TEK at the end of a PPV program would allow a PPV user to view part of the next PPV event that corresponds to the next
TEK. In this case, if next_encrypted_traffic_key material is used, it SHOULD be utilized with sufficiently short Traffic Key
lifetimes so as not to provide PPV users with free access to a PPV event that has not yet been purchased.

The actual duration of the crypto period SHALL be strictly shorter than the defined lifetime of the traffic key material.
Typically, an SP1 or MKI appears for the first time implicitly, when the “next” traffic key material is included in a STKM.
Any safety margins to cope with network and transmission delays SHALL be added by the network. A typical value for the
lifetime could be three times the crypto period.

The maximal value for the crypto period duration is in practice slightly shorter than the TEK lifetime, because the TKM will
include the “current” and “next” traffic key material before a change of crypto period, to allow the devices to set up the
security associations.

After the lifetime has expired, the security association containing the TEK can be safely deleted by the terminal. This may
help managing the security association database in the terminal or enable other optimizations.

The maximum value for the TEK lifetime is defined mainly in order to have a strict upper bound for the effect of the “sneak
post view” problem: the next traffic key material is distributed under the current PEK, and allows viewers to view a program
during the next crypto period. Should this possibility still be of a concern, the network MAY choose a shorter crypto period
than the maximum value, or, during the crypto period where the current program ends and a new program starts, choose to
distribute the current and the next traffic key material in separate STKMs, encrypted with their respective PEKSs.

number_of_access_criteria_descriptors — indicates the number of Access Criteria Descriptors.
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8. Recording

8.1 Recording of Protected Streams

Service protection, whether it is provided using the DRM Profile or the Smartcard Profile, is an access-control mechanism
only, i.e. once the SEK or PEK has been delivered to the user, access to a given broadcast stream is typically unrestricted.

However, certain broadcast content may have premium value and recording may be allowed only in protected form. This is
achieved by using the protection_after reception parameter of the STKM, as explained in Section 7.3. Both cases are
explained below.

Recording can be governed by different flags. Depending on the profile, not all flags are considered to allow recording.

e  The permissions associated with broadcast RTP streams, defined in the OMA DRM v2.0 Extensions for Broadcast
Support document [XBS DRM extensions-v1.1], are sent in rOs for the DRM Profile. The value of the
permissions_flag and the permissions_category (Sections 8.2 and 11.1.5 of [XBS DRM extensions-v1.1]) for a
programme that is part of the STKM must also be considered.

e Protection_after_reception values in the STKM define the type of protection provided for the recorded content.
These are applicable to both DRM and Smartcard Profiles.

Depending on the above, content may be recorded in the clear or in protected form, as explained below.

8.2 Recording in the Clear

If recording in the clear is allowed, this SHALL be signalled in the Short Term Key Messages by setting the
protection_after_reception to 0x03.

In this case, recording of content (unencrypted AUS) is possible in the clear, using appropriate file formats (provided by the
BDS specifications, from other standards bodies or using proprietary formats). For BCAST, the existing DCF or PDCF file
formats as defined in OMA DRM 2.0 [XBS DRM extensions-v1.3] MAY be used for recording in the clear [DRMCF-v2.0].
Other similar formats such as 1SO or 3GPP can be used.

8.3 Recording in Protected Form Only

If recording in protected form only is allowed, this SHALL be signalled by setting protection_after_reception to 0x00, 0x01
or 0x02. In such cases, recording MUST be protected against access in the clear. This MAY be done by encrypting the
content and protecting the decryption key(s) against access in the clear. This MAY be done using other means to protect
content against access in the clear.

Access to the recorded content depends on the value of the protection_after_reception parameter. See Section 7.3.

The broadcast stream can be encrypted at transport level (IPsec or SRTP) or content level (ISMACryp) as described in
Section 9.

If the broadcast stream in encrypted at content level using ISMACryp, recording in encrypted format may be achieved by
recording the encrypted AUs without decryption in the adapted PDCF file format together with the TEK stream as explained
in [XBS DRM extensions-v1.1]. Other methods and file formats may also be used. Note that recording of encrypted
broadcast streams is possible without having the appropriate service protection rights (i.e. SEK or PEK) when using
ISMACryp. These can be acquired at a later stage using the information stored in the Keylnfo box. This allows automatic
recording of programmes based on user profiles, for example, or pricing models based on the time at which rights are
acquired for service protection, i.e. the value of recorded content reduces as time goes by.

If the broadcast stream is encrypted at transport level using IPsec or SRTP, then the recording may require first decryption of
the content and then re-encryption in an appropriate file format. This method is only applicable in the case of DRM Profile.

Recommendations for dealing with changes in rights are given in Section 8.4.
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8.3.1 Recording of Streamed Content using (P)DCF File Format

Streamed protected content MAY be stored using the DCF file format [DRMCF-v2.0]. If the PDCF file format is used
instead, the protected file MAY be stored using this file format. Both file formats are defined in OMA DRM 2.0 [DRMCF-
v2.0].

Recording of super-distributable OMA assets containing a recording of broadcast content that is suitable for standard DRMv2
devices is described in section 7.4 of [XBS DRM extensions-v1.1]. This involves re-encryption with a single key and hence
does not require recording of the key stream.

8.3.2 Recording of ISMACryp Protected Streamed Content using
Adapted PDCF File Format

When recording content from a real-time delivery service using ISMACryp, the file MAY be created according to a modified
version of OMA DRM PDCF 2.0 that allows usage of multiple encryption keys (TEKSs) for content encryption in a single file
[XBS DRM extensions-v1.1]. This is achieved by using the Access Unit header OMABCASTAUHeader, which signals AU
encryption and provides storage for the Key Indicator and IV. The Key Indicator identifies the TEK key used to encrypt
Access Unit and the 1V is used for the Counter mode of AES. The elements of the ISMACrypContextAU (as defined in
[ISMACRYP11] and [ISMACRYP20]) are mapped to the OMABCASTAUHeader defined in [XBS DRM extensions-v1.3]
as follows:

ISMACrypContextAU field | OMABCASTAUHeader field
AU_is_encrypted EncryptedAU

initial_IV, delta_IV v

key_indicator KeylIndicator

Table 48: Mapping of Elements of ISMACrypContextAU to OMABCASTAUHeader

Note: The IV is computed for each AU from the initial IV and delta IV as specified in [ISMACRYP11] and
[ISMACRYP20].

The STKMs are recorded in a STKM track. Note that repeated STKMSs can be ignored i.e. if the same STKM is received as
one already recorded, it SHOULD not be recorded. The type of STKM is indicated in the adapted PDCF.

The Table below shows the appropriate location for parameters that need to be stored in the adapted PDCF file.

Parameter Source Location Destination Location

PermissionslssuerURI SG Access Fragment RightslssuerURL in CommonHeadersBox or
KeylssuerURL in KeylnfoBox

Service_BCI or Service_CID or | SG Access Fragment and | ContentlD in CommonHeadersBox
Program_BCI or Program_CID STKM

STKMs STKM stream OMAKeySample in STKM track

STKM type indication SDP sample_type in OMAKeySampleDescriptionEntry
TerminalBindingKeyID (if TBK is | SG Access Fragment entry in TerminalBindingFlagInSTKM and KeylnfoBox
used)

tbkPermissionslssuerURI SG Access Fragment entry in TerminalBindingFlagInSTKM and KeylnfoBox

Table 49: Mapping of Broadcast Parameters to PDCF Parameters

This applies to both DRM and Smartcard profiles.

The Table below shows the content of the CommonHeadersBox fields when using the adapted PDCF. The equiva