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1. Scope

The Transport layer protocol in the WAP architeetoonsists of the Wireless Transaction Protocol R)vdnd the Wireless
Datagram Protocol (WDP). The WDP layer operatevalioe data capable bearer services supportecebsatious network
types. As a general datagram service, WDP offenaistent service to the upper layer protocols\8ty, Transaction and
Session) of WAP and communicates transparently onerof the available bearer services.

This document specifies the error reporting medrarfor WDP datagrams, the Wireless Control Mesgageocol
(WCMP). WCMP contains control messages that resethigl Internet Control Message Protocol (ICMP) [R&Z]
[RFC2463] messages. WCMP can also be used foraksiga and informational purposes.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, arenative, unless they are explicitly indicated taitfermative.

3.2 Definitions

IS-637 SMS
IS-637 SMS [TIAEIA-637] provides a short messageise in 1S-95 CDMA networks.

3.3 Abbreviations

ETSI European Telecommunication Standardisatiotitihe
IE Information Element

IP Internet Protocol

LSB Least significant bits

MAN Mobitex Subscription Number

MPAK Mobitex Network Layer Packet

MSISDN Mobile Subscriber ISDN (Telephone numbeaddress of device)
MS Mobile Station

MSB Most significant bits

SDS Short Data Service

SMSC Short Message Service Centre

SMS Short Message Service

TCP/IP Transmission Control Protocol/Internet Pcoto
TETRA Terrestrial Trunked Radio

UAR Uniform Addressing and Routing

UDH User-Data Header (see [GSM0340])

UDP Unreliable Datagram Protocol

USSD Unstructured Supplementary Service Data
uUssDC Unstructured Supplementary Service Data €entr
WAE Wireless Application Environment

WAP Wireless Application Protocol

WDP Wireless Datagram Protocol

WSP Wireless Session Protocol

WTP Wireless Transaction Protocol
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Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



WAP-202-WCMP-20010624-a

4. WCMP Architectural Overview

Figure 4-1 shows a general model of the WAP prdtacthitecture and how WCMP fits into that architee.

WAP
Mobile Proxy/Server
WAE
WA Apps on
Wireless other servers|
WSP WSP
Data
WTP Gateway WTP
WDP & WDP &
Adaptation - Adaptation
Bearer Bearer Tunnel Tunnel
Subnetwork Subnetwork

- defined in the WCMP Specification

Figure 4-1 WCMP in the WAP Architecture

The Transport layer protocol in the WAP architeetisrthe Wireless Datagram Protocol (WDP). The Wibd&tocol operates
above the data capable bearer services supportedittiple network types. WDP offers a consistentimreliable service to
the upper level protocols of WAP and communicatasdparently over one of the available bearer cesvi

WCMP is used by WDP nodes and Wireless Data Gateteageport errors encountered in processing datagrWCMP

can also be used for informational and diagnostipgses.

[0 2003 Open Mobile Alliance Ltd. All Rights Reserved.
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5. WCMP Protocol Description

5.1 General

The Wireless Control Message Protocol (WCMP) igliseenvironments that do not provide an IP beAEMP is used
by WDP nodes and Wireless Data Gateways to repantseencountered in processing datagrams. WCMBages are
usually generated by the WDP layer, the managegraity or a higher layer protocol. WCMP can algoused for
informational and diagnostic purposes.

WCMP error message MUST NOT be generated in regpmnanother WCMP error message. To report an eglated to a
fragmented datagram, more than one WCMP messagelNNIH be sent. Additionally, one WCMP message MUiBT
into a single bearer level fragment.

The Wireless Control Message Protocol (WCMP) presidn efficient error handling mechanism for WDEpiting in
improved performance for WAP protocols and appiicet.

Please note that in case of certain bearers (eg-GMM) it is very easy to forge and send WCMP messagth malicious
intent. Although they are meant to improve perfang®in case of network errors, all implementatioowd be very careful
in the actions taken when they receive a WCMP ngesdeor example when receiving a Destination Unrelle message, it
is not recommended to abort all outstanding traimaimmediately to that destination, but waittatiers to expire and do
the abort at that time.

[0 2003 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



WAP-202-WCMP-20010624-a

Page 10 (26)

5.2 WCMP Conformance

There is a minimum set of WCMP features that caimpemented to ensure that the implementation lvélable to
interoperate. Appendix A details these featuresiviare also summarised in the table below.

WCMP Message WCMP | WCMP Mandatory / Optional Note
Type Code

Destination Unreachable 51

* No route to destination 0 WDP Node N/A
Wireless Data Gw (0]

e Communication 1 WDP Node N/A

administratively prohibited

Wireless Data Gw (0]

» Address unreachable 3 WDP Node N/A
Wireless Data Gw (0]

* Portunreachable 4 WDP Node M
Wireless Data Gw N/A

Parameter Problem 54

» Erroneous header field 0 WDP Node (@]
Wireless Data Gw (@)

Message Too Big 60 0 WDP Node M
Wireless Data Gw N/A

Reassembly Failure 61

» Reassembly time exceeded 1 WDP Node 0]
Wireless Data Gw N/A

»  Buffer Overflow 2 WDP Node (0]
Wireless Data Gw N/A

Echo Request 178 0 WDP Node 0]
Wireless Data Gw N/A

Echo Reply 179 0 WDP Node M 1)
Wireless Data Gw N/A

Note 1) WCMP implementations MAY impose restricBamm the quantity of Echo Reply messages generatgdotect for
example from network overload or denial of senattacks.

5.3 WCMP in IP Networks

In IP based networks, the functionality of the WCMMPmplemented by using the Internet Control Mgssrotocol

(ICMP). ICMP is defined in [RFC792] for IPv4 andfR2463] for IPV6.

At the time of publication, the known IP-based leearetworks that will use ICMP are GSM CSD, GSM GPRDMA

CSD, CDPD, CDMA CSD, iDEN CSD, iDEN Packet Data, M Packet Data and TETRA Packet Data.

[0 2003 Open Mobile Alliance Ltd. All Rights Reserved.
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54 WCMP in Non-IP Networks
54.1 WCMP in GSM SMS

For GSM SMS, the User Data Header (UDH) framewarkiefined in [GSM0340] is used. The WCMP messagesaried
in the UDH in an Information Element. The WCMP Infation Element Identifier (IEl) is an octet withlue 0x09. The
WCMP Information Element data octets shall be caatedpecified in section 5.5.

The WDP datagram protocol operates on top of th& Skansfer Layer and has a need to report errogieno the
datagram layer, end to end. This is done by usi@MN. Error messages supported by WCMP deal e.§y.emibneous port
numbers, failures when re-assemble a segmentedigeeand parameter errors in the WDP header. Ttatagrdm related
errors occur above the SMS transfer layer.

Failures to transfer or process a short messaipe &MS transfer layer are reported using the SMBMIT-REPORT,
SMS-DELIVER-REPORT, and SMS-STATUS-REPORT protatala units. These messages may trigger the SMSC to
generate WCMP messages if needed.

WDP WDP
WCMP WCMP
WCMP
SM-TL SMS Submit/Deliver/Staty SM-TL Tunnel
Repor B Tunne
WDP Nodk SMSC WDP Nodk

Figure 5-1 Error Reporting Protocols for WDP and the Short Message Transfer Laye

The complete list of SMS transfer layer failure =sican be found in [GSM0340].

542 WCMP in GSM USSD

For GSM USSD, the User Data Header (UDH) framevaxrklefined in [GSMO0340] is used. The WCMP messages
carried in the UDH in an Information Element. TW&MP Information Element Identifier (IEl) is an etwith value 0x09.
The WCMP Information Element data octets shall dbed as specified in section 5.5.

[0 2003 Open Mobile Alliance Ltd. All Rights Reserved.
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543 WCMP in FLEXO and ReFLEXO

ReFLEX subscriber units that are operating in atay mode on a two-way paging network MUST compithvthe
WCMP description as given below. However, all FLE&ices and ReFLEX devices that operate a one-tvayre! will
not be able to cooperate in a WCMP error messagsnse.

WAP
Subscriber Proxy/Server
FLEX/ReFLEX Y
WDP WDP

FLEXsuite FLEXsuite Messaging Messaging
(UAR) (UAR) Network Network
Protoco Protoco

ReFLEX ReFLEx Subnetwork Subnetwork

Figure 5-2 Error Reporting Protocols for WDP in ReALEX

The WCMP message is carried in the FLEXsuite Unifédddressing and Routing (UAR) protocol as spediffeLEXsuite].
The table below illustrates the structure of theRJgrotocol.

Field WDP Usage
UAR Header M
TO Address O
FROM Address O
Content Type [application/x-wap.wcmp]
Cyclic Redundancy Check o]
Data WCMP message

Figure 5-3 Fields for FLEXsuite UAR Protocol

The length of th&JAR Header is one byte. It is used to identify the FLEXsuitessage as a UAR message.

TheTO Address andFROM Address fields MAY be used in systems with more than on&RAProxy/Server. The content
of the TO and FROM address fields is specific smrltwork protocol used between the WAP Proxy/Seand the
FLEX/ReFLEX network. In UAR protocol messages g being sent from the wireless device, TtReAddressfield

MAY be specified to allow for more than one WAP yyfgateway to be unambiguously identified. Convistda UAR
protocol messages that are being sent to a wirdkgse, th&FROM Address field MAY be specified to allow for more
than one WAP proxy/gateway to be unambiguouslytified.

The Content Typefield identifies that the UAR Data field contaia®WCMP packet.

The Cyclic Redundancy Checkis optional and helps to detect errors inttheR Header, TO Address,
FROM Address, andContent Type fields.

544 WCMP in CDMA SMS

WCMP messages are carried in the User Data subpteanf IS-637 SMS point-to-point messages.SMES Submit
Message MUST be used to send a WCMP message from a mstilion. AnNSMS Deliver Message MUST be used to
deliver a WCMP message to a mobile station.

SMS messages containing WCMP messages use the glg¥envice defined in [TIAEIA-637].

[0 2003 Open Mobile Alliance Ltd. All Rights Reserved.
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The value of the MESSAGE_ID field MUST be set adaog to the rules defined for datagrams in CDMA SMBDP].

The CHARI fields of the User Data subparameter W@VIP SMS message contain the WCMP message. Tinetgte of
the CHAR:I fields is as follows:

Field Length (bits)

MSG_TYPE 8

WCMP_MESSAGE (NUM_FIELDS - 1) * 8
MSG_TYPE Message Type

This field MUST be set to '00000001", to indicdiattthis is a WCMP message. This field distingussA&CMP
messages from other WAP messages such as WDP regssag

WCMP_MESSAGE WCMP Message Bytes
The WCMP end point issuing this SMS message MUBThfs field with the WCMP message. The NUM_FIELDS
field of the User Data subparameter MUST be s@teémumber of bytes in the message plus 1.

545 WCMP in TDMA R-Data
545.1 WCMP in TDMA R-Data using GHOST

See section 5.4.1.

5.4.5.2 WCMP in TDMA R-Data using GUTS
To be defined later.

546 WCMP in TETRA SDS

The WCMP utilizes the SDS Transport Layer (SDS-When sending control messages over the TETRA SR&be
service. See [TET SDSTL] for more information onSSDL.

The SDS embeds the WCMP messages in the "Useleddlista-4" field. See [TET 392-2] for more inforioaton the SDS
message format. In the User defined data-4 fibkel WWCMP message is preceded by a Protocol Idemtifigich is added by
the SDS-TL. This element identifies the WCMP asmise user. A WCMP Protocol Identifier with thelwa 0x05 [TET
392-2] has been reserved for this purpose from ETSI

The SDS-TL does not use the standard header fdomsénding WAP messages. The protocol identifiehe only SDS-TL
information element remaining in the User definatbe4 field.

54.7 WCMP in Mobitex

WCMP uses a Mobitex MPAK with a WCMP-specific protbidentifier to transfer control messages overMobitex
bearer service.

The WCMP messages are embedded in an MPAK accoifhg following picture. The WCMP protocol is sged by
using a WCMP-specific identifier in the MPAK protadc

[0 2003 Open Mobile Alliance Ltd. All Rights Reserved.
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54.7.1 Encapsulation of WCMP in Mobitex MPAKSs

When WCMP-messages are to be sent over a Mobitmehdhey SHALL be put into Mobitex Packets (MPAKEhe
MPAK SHALL be initialised as described below. Farther information on the MPAK format, see [MobiteMote! Bit O is
most significant bit and bit 7 least significant. Gihis is different from the numbering in [Mobifexhere the leftmost bit is
numbered 7 and the rightmost 0. The leftmost hitdst significant in both specs however.

Bit/Oct 0 | 1 | 2 | 3 ] 4 ] 5 | 6 | 7
1
2 SENDER (Mobitex MAN)
3
4
5 ADDRESSEE(Mobitex MAN)
6
7 0 0 0 0 0 0 0 0
8 0 0 0 0 0 1 0 0
9
10 Mobitex Time (Not Used)
11
12 WAP/WCMP-Specific Protocol Identification (0x0C)
13 WCMP message.

The SENDER field shall contain the Mobitex MAN of the sender.
The ADDRESSEE field shall contain the Mobitex MAN of the address

Octets 7 and 8 shall be initialised as describeateértable above. For a description over the diffeflag settings in the
MPAK protocol, see [Mobitex].

The WCMP layer should ignore tivdobitex Time field.

The Protocol Identification field shall be set be tidentification value defined for WAP/WCMP ovepbitex (0x0C),
according to [Mobitex].

The WCMP message shall be put at the end of the fIRAaximum number of octets that can be transfelnethe MPAK
protocol is 512.

5.5 WCMP Messages

5.5.1 General Message Structure

Network bit order for bit fields is “big-endian’nlother words, the left-most bit in the bit fiefdthe most significant bit of
the octet and is transmitted first followed subsatly by less significant bits. In two-byte fieldke first byte is the high
order byte.

Bit/Octet 0 1 | 2 | 3 | a4 | 5 | & | 7
1 Type of Control Message
2 Code of Control Message
3-N Data Fields for WCMP (0 .. N octets)

Figure 5-4 General Format of a WCMP Message

Different WCMP messages are identified by the Tgpé Code fields. Th&ype field indicates the type of the message. Its
value determines the format of the remaining det@.Codefield depends on the message type and defindsiimat of the
Data Fields

[0 2003 Open Mobile Alliance Ltd. All Rights Reserved.
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WCMP messages are grouped into two classes, egssages and informational messages. Error medsagesnessage
types from 0 to 127, informational messages havesage types from 128 to 191. Types 192 — 255 aszved for future

purposes.

WCMP Type values are different from ICMP Type valug/CMP Type values have been selected by adding &@
respective ICMP Type [RFC2463]. WCMP Codes aresime than in ICMP.

Message Description WCMP WCMP
MsgType Code
Destination Unreachable 51
* No route to destination 0
e Communication 1
administratively prohibited
e Address unreachable 3
e Port unreachable 4
Parameter Problem 54
» Erroneous header field 0
Message Too Big 60 0
Reassembly Failure 61
» Reassembly time exceeded 1
e Buffer Overflow 2
Echo Request 178 0
Echo Reply 179 0

Figure 5-5 Types and Codes for WCMP Messages

5.5.2  Address Information Formats
The following Address Information field format MU used in the WCMP messages:
Bit/Octet o | 1 | 2 | 3 4 | 5 | 6 7
1 Address Type = GSM
2 Address Length
3-N Address Data

If the Address Type is GSM, the Address Data MU®&Tcbded using the semi-octet representation defifaSM0340].

Bit/Octet o | 1 [ 2 | 3 4 | 5 | 6 | 7
1 Address Type = IPv4
2 Address Length
3 32 bit IP address
4
5
6
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BittOctet | o | 1 [ 2 | 3 | 4 | 5 [ 6 7
1 Address Type = IPv6
2 Address Length
3 1-32 bits of IP address
4
5
6
7 33-64 bits of IP address
8
9
10
11 65-96 bits of IP address
12
13
14
15 97-128 bits of IP address
16
17
18
If the Address Type is IPv4 or IPv6, the addressSMiUbe coded with the most significant bit first.
BitOctet | o | 1 [ 2 | 3 | 4 | 5 [ 6 | 7

1 Address Type = FLEX
2 Address Length

3-N Address Data

If the Address Type is FLEX, the Address Data MUsTcoded according to [FLEX], Section 6.12, FLEXpCades.

Bit/Octet o | 1 [ 2 | 3 | 4 | 5 | 6 | 7
1 Address Type = ReFLEX
2 Address Length
3 R | | 30 bit ReFLEX address
4
5
6

If the Address Type is ReFLEX, the Address Data MUW® coded according to [ReFLEX]. The I-bit ideietf whether the
address is a personal or information services addfehe R-bit (reserved), should be set to 0.

The following Address Information field format MUSE used for WCMP messages over an IS-637 SMS [[HARB7]
bearer. The Address Data MUST include an Addresaneter, as defined in section 3.4.3.3 of [TIAEI3#§ The Address
Data MAY also include a Subaddress Parameter,faseddn section 3.4.3.4 of [TIAEIA-637]. If the Baddress Parameter
is included, the Address Data MUST consist of tlieless Parameter octets followed by the Subad&assneter octets.
[Note: Both parameters include a PARAMETER_LENGT¢t#ed, which will allow the recipient of the WCMP ssage to
break the Address Data into the two parameters.]

Bit/Octet o | 1 [ 2 | 3 | 4 | 5 | 6 | 7
1 Address Type = CDMA
2 Address Length
3-N Address Data
Bit/Octet o | 1 | 2 | 3 | 4 | 5 | 6 | 7
1 Address Type = TETRA
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2 Address Length
3-N Address Data

If the Address Type is TETRA, the Address Data MUsgTcoded according to [TET 392-1], Section 7 Addireg and
identities.

Bit/Octet o | 1 | 2 | 3 | 4 | 5 | 6 | 7
1 Address Type = Mobitex
2 Address Length
3-N Address Data

If the Address Type is Mobitex, the Address Data®Mlbe coded according to [Mobitex].

The assignedddress Typevalues for different bearers are specified in [V{DP

553 WCMP Messages

5.5.3.1 Destination Unreachable
Bit/Octet o | 1 | 2 | 3 ] 4] 5] 6| 7
1 Type of Control Message
2 Code of Control Message
3 Destination port of original datagram
4
5 Originator port of original datagram
6
7-N Address Information
Description

A Destination Unreachable message SHOULD be geswbiat the receiving WDP node in response to a pabké
cannot be delivered to its destination for reasmher than congestion. When the reason is 'Portadtvable’, the
WDP node MUST send a Destination Unreachable messag

A Destination Unreachable message SHOULD be geseeiat Wireless Data Gateways (e.g. SMSC, USSDChwhe
it cannot route the datagram to a WAP Gateway.

A WCMP message MUST NOT be generated if a packattapped due to congestion.

Type
51
Code
0 If the reason for the failure to deliver is lackeofmatching entry in the forwarding node's routiagje (e.g. in
the SMSC or USSDC), the Code field is set to 0 Rdaite To Destination).
1 If the reason for the failure to deliver is admirasive prohibition, e.g., a node acts as a "fabhilter", the
Code field is set to 1 (Communication Administrativ Prohibited).
3 Ifthere is another reason for the failure to dmlj\e.qg., inability to resolve the WDP destinatémitress into a
corresponding link or device address, or a linkesffizproblem of some sort, then the Code fieldasto 3
(Address unreachable).
4  If the transport protocol (e.g. WDP) does not havistener for a particular port, the destinatiode MUST
send a Destination Unreachable message with C@ertt Unreachable).

Address Information
The Address is the Destination Address of the palgilatagram.
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5.5.3.2 Parameter Problem
Bit/Octet o | 1 [ 2 | 3 | 4 ] 5 ] 6 | 7
1 Type of Control Message
2 Code of Control Message
3-N Address Information
N+1 Index (Value 0 — 64)
N+2 — N+65 Data From The Original Datagram (64 octets)
Description

If a WDP node processing a packet finds a problétt avfield in the WDP header such that it canrahplete
processing the packet, it MUST discard the packdtsHOULD send a WCMP Parameter Problem message to
packet's source.

Type
54

Code
0 erroneous header field encountered

Address Information
The Address is the Destination Address of the palgilatagram.

Index
Index to point to the octet in the original datagrnahich caused the problem. When the index canoiot jpo that
octet it MUST be set to zero.

Data from the Original Datagram
64 octets from the beginning of the original dasagr

5.5.3.3 Message Too Big

Bit/Octet o | 1 | 2 | 3 | 4 ] 5 | 6 | 7

1 Type of Control Message
2 Code of Control Message
3 Destination port of original datagram
4
5 Originator port of original datagram
6

7-N Address information

N+1 Maximum message size in octets

N+ 2

Description
The Message Too Big message MUST be used to intteeraending party about buffer size limitationsghef
receiver. It MUST be used when the first datagrém segmented message is received and there &aagh buffer
space for the whole message.

Type
60

Code
0

Address Information
The Address is the Destination Address of the paldatagram.
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5.5.34 Reassembly Failure

Bit/Octet o | 1 | 2 | 3 | 4 | 5 7

1 Type of Control Message

2 Code of Control Message

3 Destination port of original datagram

4

5 Originator port of original datagram

6

7-N Address Information
Description

If a node reassembling a fragmented datagram caongplete the reassembly it MAY send a Reassentilyre

message. The node SHOULD discard the

datagram.

If the first fragment of a segmented message isnailable, the Reassembly Failure message SHOUQD bie
sent, but all fragments for the given message SHObE silently discarded.

Type
61

Code
1 Fragment reassembly time exceeded

2 Buffer overflow

Address Information

The Address is the Destination Address of the palgilatagram.
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5.5.3.5 WCMP Echo Request/Reply

BittOctet | o | 1 | 2 | 3 | 4 | 5 | 6 | 7
1 Type of Control Message
2 Code of Control Message
3 Identifier number
4
5 Sequence number
6
7-N Data
Description

A WDP node MUST implement a WCMP Echo function ttesteives Echo Requests and sends correspondirng Ech
Replies. A node SHOULD also implement an applaraiayer interface for sending Echo Requests aceiving
Echo Replies, for diagnostic purposes.

The data received in the WCMP Echo Request meddbigT be returned entirely and unmodified in the WEM
Echo Reply message, unless the Echo Reply woulekeeldithe MTU of the path back to the Echo requeistavhich
case the data is truncated to fit that path MTU.

Type
178 Echo Request
179 Echo Reply

Code
0

Identifier Number
The Identifier Number is used as an aid to matdioHReplies to this Echo Request. May be zero.

Sequence Number
The Sequence Number is used as an aid to matchReghles to this Echo Request. May be zero.

Data
The Data can be zero or more octets of arbitratg.da
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Appendix A. Static Conformance Requirements

The notation used in this appendix is specified@PProc].

(Normative)

Item

Function

Reference

Status

Requirement

WCMP-C-001

WCMP in client

M

WCMP-SP-C-001 OR
WCMP-SP-C-002

WCMP-SP-C-001

Does the implementation conform to
ICMP

[RFC792],
[RFC2463]

O

WCMP-SP-C-002

Does the implementation conform &
general message structure of WCMP

th 5.4,5.5.1

WCMP-GEN-C-001 AND
WCMP-GEN-C-003 AND
WCMP-GEN-C-006

WCMP-NE-C-001

protocol UDP endpoint

[RFC768]

WCIEP-C-001

WCMP-NE-C-002

protocol WDP endpoint

[WDP]

WCMP-8F002 AND
WCMP-GEN-C-010 AND
WCMP-GEN-C-014 AND
WCMP-GEN-C-016 AND
WCMP-GEN-C-020 AND
WCMP-GEN-C-024 AND
WCMP-GEN-C-025

WCMP-GEN-C-001

WCMP message type Destination
Unreachable

5531

WCMP-GEN-C-002

WCMP message type Parameter
Problem

5.5.3.2

Oo| ©O

WCMP-GEN-C-003

message type Message Too Big

5.5.33

WCMP-GEN-C-004

message type Reassembly Failure

3.8.5.

WCMP-GEN-C-005

message type Echo Request

5.5.3.5

WCMP-GEN-C-006

message type Echo Reply

5.5.35

WCMP-GEN-C-007

able to generate Destination
Unreachable: No Route To Destination

WCMP-GEN-C-008

able to generate Destination
Unreachable: Communication
Administratively Prohibited

WCMP-GEN-C-009

able to generate Destination
Unreachable: Address Unreachable

WCMP-GEN-C-010

able to generate Destination
Unreachable: Port Unreachable

WCMP-GEN-C-011

to generate Reassembly Failure:
Reassembly time Exceeded

WCMP-GEN-C-012

able to generate Reassembly Failure
Buffer Overflow

WCMP-GEN-C-013

able to generate Parameter Problem:
Erroneous header field

WCMP-GEN-C-014

able to generate Message Too Big

WCMP-GEN-C-015

able to generate Echo Request

WCMP-GEN-C-016

able to generate Echo Reply
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Iltem Function Reference | Status | Requirement

WCMP-GEN-C-017| able to process incoming Destination 0]
Unreachable: No Route To Destinatior

WCMP-GEN-C-018| able to process incoming Destination 0]
Unreachable: Communication
Administratively Prohibited

WCMP-GEN-C-019| able to process incoming Destination (0]
Unreachable: Address Unreachable

WCMP-GEN-C-020| able to process incoming Destination (0]
Unreachable: Port Unreachable

WCMP-GEN-C-021| able to process incoming Reassembl (0]
Failure: Reassembly time Exceeded

WCMP-GEN-C-022| able to process incoming Reassembl 0]
Failure: Buffer Overflow

WCMP-GEN-C-023| able to process incoming Parameter (0]
Problem: Erroneous header field

WCMP-GEN-C-024| able to process incoming Message Too 0]
Big

WCMP-GEN-C-025| able to process incoming Echo Retques 0]

WCMP-GEN-C-026| able to process incoming Echo Reply 0]
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Item Function Reference | Status | Requirement
WCMP-S-001 WCMP in server M WCMP-SP-S-001 OR
WCMP-SP-S-002
WCMP-SP-S-001 Does the implementation conform to | [RFC792], 0]
ICMP [RFC2463]
WCMP-SP-S-002 Does the implementation conform ¢o th 5.4, 5.5.1 0] WCMP-GEN-S-001 AND
general message structure of WCMP WCMP-GEN-S-003 AND
WCMP-GEN-S-006
WCMP-NE-S-001 protocol UDP endpoint [RFC768] 0 WCIEP-S-001
WCMP-NE-S-002 protocol WDP endpoint [WDP] 0] WCMP-SP®02 AND
WCMP-GEN-S-010 AND
WCMP-GEN-S-014 AND
WCMP-GEN-S-016 AND
WCMP-GEN-S-020 AND
WCMP-GEN-S-024 AND
WCMP-GEN-S-025
WCMP-GEN-S-001| WCMP message type Destination 5.5.3.1 (0]
Unreachable
WCMP-GEN-S-002| WCMP message type Parameter 5.5.3.2 O
Problem
WCMP-GEN-S-003| message type Message Too Big 5533 O
WCMP-GEN-S-004 | message type Reassembly Failure 3.8.5. o]
WCMP-GEN-S-005| message type Echo Request 5.5.35 O
WCMP-GEN-S-006 | message type Echo Reply 5.5.3/5 D
WCMP-GEN-S-007 | able to generate Destination 0]
Unreachable: No Route To Destinatior
WCMP-GEN-S-008 | able to generate Destination (0]
Unreachable: Communication
Administratively Prohibited
WCMP-GEN-S-009 | able to generate Destination (0]
Unreachable: Address Unreachable
WCMP-GEN-S-010| able to generate Destination 0]
Unreachable: Port Unreachable
WCMP-GEN-S-011| to generate Reassembly Failure: (0]
Reassembly time Exceeded
WCMP-GEN-S-012 | able to generate Reassembly Failure (0]
Buffer Overflow
WCMP-GEN-S-013| able to generate Parameter Problem: 0]
Erroneous header field
WCMP-GEN-S-014 | able to generate Message Too Big D
WCMP-GEN-S-015| able to generate Echo Request D

WCMP-GEN-S-016

able to generate Echo Reply
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WCMP-GEN-S-017 | able to process incoming Destination 0]
Unreachable: No Route To Destinatior

WCMP-GEN-S-018 | able to process incoming Destination 0]
Unreachable: Communication
Administratively Prohibited

WCMP-GEN-S-019 | able to process incoming Destination (0]
Unreachable: Address Unreachable

WCMP-GEN-S-020| able to process incoming Destination (0]
Unreachable: Port Unreachable

WCMP-GEN-S-021 | able to process incoming Reassembly (0]
Failure: Reassembly time Exceeded

WCMP-GEN-S-022 | able to process incoming Reassembly 0]
Failure: Buffer Overflow

WCMP-GEN-S-023 | able to process incoming Parameter (0]
Problem: Erroneous header field

WCMP-GEN-S-024 | able to process incoming Message Too 0]
Big

WCMP-GEN-S-025| able to process incoming Echo Requés 0]

WCMP-GEN-S-026 | able to process incoming Echo Reply 0]
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Appendix B. WCMP in Different Network Types

Supported by WAP
Network ICMP [ WCMP Description
GSM SMS * WAP-specific
GSM USSD * WAP-specific
GSM CSD * Standard
GSM GPRS * Standard
FLEX * WAP-specific
ReFLEX * WAP-specific
TDMA R-data * WAP-specific
TDMA CSD * Standard
CDPD * Standard
CDMA CSD * Standard
CDMA SMS * WAP-specific
TETRA SDS * WAP-specific
TETRA PKT * Standard
Mobitex * WAP-specific

(Informative)

[0 2003 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



WAP-202-WCMP-20010624-a

Page 26 (26)

Appendix C. Change History

(Informative)

C.1 Approved Version History

Reference Date Description

WAP-202-WCMP-20000219-a 24-Jun-2001 | The used baseline specification.

WAP-202_001-WCMP-20001212-a 12-Dec-2000 | 2,5.5.1 Fix normative and informative referencesrid ICMP type.

WAP-202_002-WCMP-20001213-a 13-Dec-2000 | App A New SCR dependency notation.

WAP-202_003-WCMP-20010319-a 19-Mar-2001 2, 5.4.4 Fix (CDMA) references. Fix handling of COMAB8SAGE_ID.

WAP-202_004-WCMP-20010426-a 26-Apr-2001| 1,2.1,5.3,App A, 3.2,3.3,5.2,5.4.7, 5.4 Fix dbtoreferences. Make
references in SCR table more accurate. Use proper féomaference entries
and tags.Rephrase static conformance clause. $jpeli@WCMP protocol
identifier in TETRA. Remove the undefined iDEN SM@&pping.

WAP-202_005-WCMP-20010614-a 14-Jun-2001| 2.1, App A Restructuring and simplification of SCRI&

WAP-202-WCMP-20010624-a 24-Jun-2001| Rolled up all SINs into a new baseline specification

WAP-WCMP-20010624-a 16-Dec-2003| Updated for template change only

WAP-202-WCMP-20010624-a 10-Jan-2005| Revert document numbering to WAP Forum format. Foefdrence for WDP
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