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1. Scope

A transaction protocol is defined to provide thevares necessary for interactive "browsing" (regiesponse) applications.
During a browsing session, the client requestsin&tion from a server, which MAY be fixed or mobiéd the server
responds with the information. The request/respduoges referred to as a "transaction" in this doent. The objective of
the protocol is to reliably deliver the transactighile balancing the amount of reliability requirked the application with
the cost of delivering the reliability.

WTP runs on top a datagram service and optionalycarity service. WTP has been defined as a\iglght transaction
oriented protocol that is suitable for implementatin "thin" clients (mobile stations) and operatéficiently over wireless
datagram networks. The benefits of using WTP inglud

» Improved reliability over datagram services. WThekees the upper layer from re-transmissions akat@wledgements
which are necessary if datagram services are used.

» Improved efficiency over connection oriented seggicW TP has no explicit connection set up or teandohases.
 WTP is message oriented and designed for servitested towards transactions, such as “browsing”.
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General UDP Transport Teleservice (GUStage I, TR45.3.6/97.12.15

“Wireless Application Protocol Architecture Specition”. WAP Foruml.
WAP-100-WAPArch. URLhttp://www.wapforum.org/
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http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “ Scope”, arenative, unless they are explicitly indicated &ibformative.

3.2 Definitions

Device Address
The unique network address assigned to a devicéolodiing the format defined by an internationtdrsdard such
as E.164 for MSISDN addresses, X.121 for X.25 askbe or RFC 791 for IPv4 addresses. An addresaelyiqg
identifies the sending and/or receiving device.

Initiator
The WTP provider initiating a transaction is reéefrto as the Initiator.

Mobile Device
Refers to a device, such as a phone, pager, or B@ected to the wireless network via a wireleds While the
term ‘mobile’ implies the device is frequently mogi it MAY also include fixed or stationary wiretedevices (i.e.
wireless modems on electric meters) connecteditivedess network.

Network Type
Network type refers to any network, which is clfiesiby a common set of characteristics (i.e. @eiface) and
standards. Examples of network types include GSBME, 1S-136, iDENJ, FLEX, ReFLEX, and Mobitex. Each
network type may contain multiple underlying beaervices.

Protocol Control Information (PCI)
Information exchanged between WTP entities to doateé their joint operation.

Protocol Data Unit (PDU)
A unit of data specified in the WTP protocol anasisting of WTP protocol control information andspibly user
data.

Responder
The WTP provider responding to a transaction isrrefl to as the Responder.

Service Data Unit (SDU)
Unit of information from an upper level protocobtidefines a service request to a lower layer podto

Service Primitive
An abstract, implementation independent interadbietween a WTP user and the WTP provider.

Transaction
The transaction is the unit of interaction betwtenlnitiator and the Responder. A transaction fiegiith an invoke
message generated by the Initiator. The Resporabemtes involved with a transaction by receivingitiveke. In
WTP several transaction classes have been defitnedinvoke message identifies the type of transactquested
which defines the action required to complete thagaction.

User Data
The data transferred between two WTP entities dralbef the upper layer entities (e.g. sessionaf@ whom the
WTP entities are providing services.

WTP Provider
An abstract machine which models the behaviouhetotality of the entities providing the WTP sesjias viewed
by the user.
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WTP User
An abstract representation of the totality of thesgties in a single system that make use of tié&\&krvice.
Examples of WTP users include the WAP session pobdV/SP or an application that runs directly ontd RV

3.3 Abbreviations

API Application Programming Interface

CDMA Code Division Multiple Access

CDPD Cellular Digital Packet Data

ESAR Extended Segmentation And Reassembly
ETSI European Telecommunication Standardisatiotitihe
GPRS General Packet Radio Service

GSM Global System for Mobile Communication
GTR Group Trailer, indicates the end of packet grou
GUTS General UDP Transport Service

IDEN Integrated Digital Enhanced Network

IP Internet Protocol

LSB Least significant bits

MDC More Data Flag Cleared

MPL Maximum Packet Lifetime

MS Mobile Station

MSB Most significant bits

MSISDN Mobile Subscriber ISDN (Telephone numbeaddress of device)
PCI Protocol Control Information

PDU Protocol Data Unit

PSN Packet Sequence Number

RTT Round-Trip Time

SAR Segmentation and Re-assembly

SAP Service Access Point

SDU Service Data Unit

SMS Short Message Service

SPT Server Processing Time

TIA/EIA Telecommunications Industry Association/Efli®nic Industry Association
TPI Transport Information Item

TTR Transmission Trailer

UDP User Datagram Protocol

USSD Unstructured Supplementary Service Data
WAP Wireless Application Protocol

WDP Wireless Datagram Protocol

WSP Wireless Session Protocol

WTP Wireless Transaction Protocol
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4. Protocol Overview

4.1 Protocol Features

The following list summarises the features of WTP.

» Three classes of transaction service:
Class 0: Unreliable invoke message with no reseltsage
Class 1: Reliable invoke message with no resulsagses
Class 2: Reliable invoke message with exactly etiable result message

» Reliability is achieved through the use of unigunsaction identifiers, acknowledgements, duplicateoval and re-
transmissions.

* No explicit connection set up or tear down phagesglicit connection open and/or close imposes estgesoverhead on
the communication link.

» Optionally user-to-user reliability: the WTP usenfirms every received message.

« Optionally, the last acknowledgement of the tratisadVIAY contain out of band information relatedtte® transaction.
For example, performance measurements.

» Concatenation MAY be used, where applicable, tovegmultiple Protocol Data Units in one Service ©dit of the
datagram transport.

» Message orientation. The basic unit of interchdaga entire message and not a stream of bytes.

» The protocol provides mechanisms to minimise thalmer of transactions being replayed as the re$dlaplicate
packets.

» Abort of outstanding transaction, including flushiof unsent data both in client and server. Thetaiam be triggered by
the user cancelling a requested service.

» For reliable invoke messages, both success anddad reported. If an invoke can not be handlethkeyResponder, an
abort message will be returned to the Initiatotdad of the result.

» The protocol allows for asynchronous transactidie Responder sends back the result as the datenbs@vailable.

4.2 Transaction Classes

The following subsections describe the transaatlasses of WTP. The WTP provider initiating a tet®n is referred to
as the Initiator. The WTP provider responding toeaaisaction is referred to as the Responder. Emséaction class is set by
the Initiator and indicated in the invoke messaag# $0 the Responder. Transaction classes carenmtdotiated.

4.2.1 Class 0: Unreliable Invoke Message with No Result Message

Class 0 transactions provide an unreliable datagemwice. It can be used by applications that regam "unreliable push”
service. This class is intended to augment thesaetion service with the capability for an applicatusing WTP to
occasionally send a datagram within the same cbofean existing session using WTP. It is not iet as a primary means
of sending datagrams. Applications requiring a glatia service as their primary means of data delig¢tOULD use WDP
[WDP].

The basic behaviour for class 0 transactions fslimvs: One invoke message is sent from the lttti¢o the Responder.
The Responder does not acknowledge the invoke gessal the Initiator does not perform re-transroissi At the
Initiator, the transaction ends when the invokesage has been sent. At the Responder, the trassaciids when the
invoke has been received. The transaction is stgte@nd can not be aborted.

4.2.2 Class 1: Reliable Invoke Message with No Result Message
Class 1 transactions provide a reliable datagrawicge It can be used by applications that reqaiteeliable push” service.

The basic behaviour for class 1 transactions fslimvs: One invoke message is sent from the latito the Responder.
The invoke message is acknowledged by the RespohkderResponder maintains state information foresime after the
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acknowledgement has been sent to handle possiblar@missions of the acknowledgement if it gess &md/or the Initiator
re-transmits the invoke message. At the Initicttog, transaction ends when the acknowledgementdwsieceived. The
transaction can be aborted at any time.

If the User acknowledgement function is enabled MWATP user at the Responder confirms the invokesagesbefore the
acknowledgement is sent to the Initiator.

4.2.3 Class 2: Reliable Invoke Message with One Reliable Result Message

Class 2 transactions provide the basic invoke/msptransaction service. One WSP session MAY coofseveral
transactions of this type.

The basic behaviour for class 2 transactions fslimvs: One invoke message is sent from the latito the Responder.
The Responder replies with exactly one result ngestizat implicitly acknowledges the invoke messéifgthe Responder
takes longer to service the invoke than the Resgrt;dcknowledgement timer interval, the Respohi&Y reply with a
"hold on" acknowledgement before sending the reselisage. This prevents the Initiator from unnecégse-transmitting
the invoke message. The Responder sends the messgtage back to the Initiator. The result messagekinowledged by
the Initiator. The Initiator maintains state infation for some time after the acknowledgement le&stsent. This is done in
order to handle possible re-transmissions of the@eledgement if it gets lost and/or the Respomeddransmits the result
message. At the Responder the transaction ends twbextknowledgement has been received. The tiémsa@an at any
time be aborted.

If the User acknowledgement function is enabled WATP user at the Responder confirms the invokesagesbefore the
result is generated. The WTP user at the Initiebmfirms the result message before the acknowledgeis sent to the
Responder.

4.3 Relation to Other Protocols

This chapter describes how WTP relates to other Wisiocols. For a complete description of the WAfRhKecture refer
to [WAP]. The following table illustrates the whettee services provided to the WTP user are located.

WTP User
(e.g. WSP)

WTP Transaction handling
Re-transmissions, duplicate removal, acknowledgésnen
Concatenation and separation

Optionally compression

Optionally encryption

Optionally authentication

Port number addressing

Segmentation and re-assembly (if provided)
Error detection (if provided)

Routing

Device addressing (IP address, MSISDN)
Segmentation and re-assembly (if provided)
Error detection (if provided)

[WTLS]

Datagram Transport
(e.g. WDP)

Bearer Network
(e.g. IP, GSM SMS/USSD, I1S-136
GUTS)

OpooO0O0oo00|0D00|0DO0 O

WTP is specified to run over a datagram transpamtise. The WTP protocol data unit is located ia tlata portion of the
datagram. Since datagrams are unreliable, WTRyisned to perform re-transmissions and send ackedgément in order
to provide a reliable service to the WTP user. VI&r&so responsible for concatenation (if possibfahultiple protocol
data units into one transport service data unit.

The datagram transport for WAP is defined in [WDHje datagram transport is required to route aonmeg datagram to
the correct WDP user. Normally the WDP user isfified by a unique port number. The responsibitifyVDP is to
provide a datagram service to the WDP user, regssdf the capability of the bearer network typmtunhately, datagram
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service is a common transport mechanism, and neastb networks already provide such a serviceekample, for IP-
based utilise UDP for this service.

The bearer network is responsible for routing datag to the destination device. Addressing is diffedepending on the
type of bearer network (IP addresses or phone ntghbie addition, some networks are using dynariiacation of
addresses, and a server has to be involved tatfandurrent address for a specific device. Netvealttresses within the
WAP stack MAY include the bearer type and the asklfe.g. [IP; 123.456.789.123]). The multiplexirfglata to and from
multiple bearer networks with different addresscgsao the same WAP stack has not been specified.

4.4  Security Considerations

WTP has no security mechanisms.

4.5 Management Entity

The WTP Management Entity is used as an interfateden the WTP layer and the environment of thécdelhe WTP
Management Entity provides information to the Waker about changes in the device environment, Wil impact the
correct operation of WTP.

The WTP protocol is designed around an assumphiatithe environment in which it is operating isaale of transmitting
and receiving data. For example, this assumptioludes the following basic capabilities that MUST drovided by the
mobile device:

« the mobile is within a coverage area applicabléh&bearer service being invoked;

« the mobile having sufficient power and the poweéngen;

« sufficient resources (processing and memory) withenmobile are available to WTP;
e the WTP protocol is correctly configured, and ;

e the user is willing to receive/transmit data.

The WTP Management Entity monitors the state ofh@ve services/capabilities of the mobile’s enunent and would
notify the WTP layer if one or more of the assurmedrices were not available. For example if the ilrabamed out of
coverage for a bearer service, the Bearer Manageamdity SHOULD report to the WTP Management Entitgt
transmission/reception over that bearer is no lopgssible. In turn, the WTP Management Entity wlonldicate to the
WTP layer to close all active connections over tiegtrer. Other examples such as low battery powetdbe handled in a
similar way by the WTP Management Entity.

In addition to monitoring the state of the mobitevieonment the WTP Management Entity MAY be usethasinterface to
the user for setting various configuration paramsetsed by WTP, such as device address. It costdad used to
implement functions available to the user such ‘a@sap all data connections’ feature. In general WTP Management
Entity will deal with all issues related to initightion, configuration, dynamic re-configurationgaresources as they pertain
to the WTP layer.

Since the WTP Management Entity MUST interact wihious components of a mobile device which areufeaturer
specific, the design and implementation of the Wd@hagement Entity is considered outside the scopgedN TP
Specification and is an implementation issue.

4.6 Interoperability Considerations

The static conformance requirements define a minirsat of WTP features that need to be implememtethsure that the
implementation will be able to interoperate. The R\MIser dictates which WTP features it needs. Tfesgares can be
specified by referring to the WTP static conformanequirement tables in Appendix C using the notefiom [IOPProc].

If the WTP provider is requested to execute a pioseit does not support, the transaction MUSTHmtad with the an
appropriate error code. For example, a Respondesupporting class 2 receiving a class 2 transacthmrts the transaction
with the NOTIMPLEMENTEDCL?2 abort code.
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Segmentation and re-assembly (SAR) and selectitransmission MAY be implemented in order to enleaie WTP
service. If SAR is not implemented in WTP, anotlager in the stack should provide this functionalfor example, in
IS-136 the SSAR layer handles SAR, in an IP netWrlRFC791] handles SAR and for GSM SMS/USSD SaRdhieved
by using SMS concatenation [GSM0340]. The motivafir implementing WTP SAR is the selective re-sraission
procedure, which MAY, if large messages are sempyove the over-the-air efficiency of the protocol.

Extended Segmentation and Re-assembly complidaegsidture further due to the fact that it MAY wsther a sliding
window based transmission or the traditional steg\&ait mechanism.

Whether WTP SAR is supported or not is indicatedhgylnitiator when the transaction is invoked. Toléowing table
shows how WTP Initiators and Responders SHOULD aptae interoperability between WTP providers tteatehand those
that have not implemented WTP SAR.

Table 1 Interoperability between WTP Providers with no SAR, SAR, ESAR

Initiator
Responder No SAR SAR Extended SAR
No SAR Full interoperability | Responder aborts transactjon Initiator MUST include
with the abort code NumGroups TPI in Invoke.
NOTIMPLEMENTEDSAR. Responder aborts transactiorn
Initiator MUST re-send with the abort code
without using SAR NOTIMPLEMENTEDSAR.
Initiator MUST re-send without
using SAR
SAR Responder MUST Full interoperability Initiator MUST include
NOT respond with a NumGroups Option TPl in
segmented message Invoke. Initiator will learn that
Responder does not support
ESAR by absence of this TPI ip
ACK, NACK or Result PDU.
Extended SAR Responder MUST | No NumGroups Option TPI Initiator MUST include
NOT respond with a is included in the Invoke NumGroups Option TPl in
segmented message message Invoke. Responder can respornd
using NumGroups Option TPI
Full interoperability.

Note 1) If a Responder not supporting WTP SAR reeeil hon-segmented message from an Initiatosthpgorts WTP
SAR, there is no need to abort the transaction.liiiator will never be aware of the fact that tResponder does
not support WTP SAR.

4.7 Other WTP Users

The intended use of this protocol is to provide W8FSP] with a reliable transaction service oveuareliable datagram
service. However, the protocol can be used by atpplications with similar communication needs.
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5. Elements for Layer-to-Layer Communication

5.1 Notations Used

51.1 Definition of Service Primitives and Parameters

Communications between layers and between entiftbén the layer are accomplished by means of sergrimitives.
Service primitives represent, in an abstract wag,logical exchange of information and control betwthe transaction
layer and adjacent layers. They do not specifyooistrain implementations.

Service primitives consist of commands and theipeetive responses associated with the servicagstaf of another
layer. The general syntax of a primitive is:

X - Generic hame . Type (Parameters)

where X designates the layer providing the senkoe this specification X is:
"TR" for the Transaction Layer.

An example of a service primitive for the WTP layesuld be TR-Invoke.Request.

Service primitives are not the same as an apphicgtiogramming interface (API) and are not meamtjaly any specific
method of implementing an API. Service primitivee an abstract means of illustrating the servicesiged by the protocol
layer to the layer above. The mapping of these @gtiscto a real API and the semantics associatddani¢al API are an
implementation issue and are beyond the scopas$precification.

5.1.2  Primitive Types

The primitives types defined in this specificatame

Type Abbreviation Description
Request req Used when a higher layer is requeatsggvice from the next lower laye
Indication ind A layer providing a service usesthiimitive type to notify the next higher

layer of activities related to the peer (such asitivocation of the request
primitive) or to the provider of the service (suaha protocol generated

event)

Response res A layer uses the response primitpeettyacknowledge receipt of the
indication primitive type from the next lower layer

Confirm cnf The layer providing the requested ssruises the confirm primitive type {o

report that the activity has been completed sufigs

5.1.3 Service Parameter Tables

The service primitives are defined using tablescimtihg which parameters are possible and how #éheywsed with the
different primitive types. For example, a simptmfirmed primitive might be defined using the follng:

Primitive TR-primitive
Parameter req | ind | res | cnf
Parameter 1 M M(=) - -
Parameter 2 - - o] C(=)

In the example table abovearameter 1 is always present ifiR-primitive.request and correspondingR-
primitiveindication. Parameter 2 MAY be specified inTR-primitive.response and in that case it MUST be present and have
the equivalent value also in the correspondiReprimitive.confirm; otherwise, it MUST NOT be present.
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If some primitive type is not possible, the colufanit will be omitted. The entries used in thénitive type columns are
defined in the following table:

Table 2. Parameter Usage Legend

M Presence of the parameter is mandatory - it MUSprbsent

C Presence of the parameter is conditional deperahingalues of other parameters

(0] Presence of the parameter is a user option - it Nb&Yomitted

P Presence of the parameter is a service provjatemo- an implementation MAY not provide it

The parameter is absent
Presence of the parameter is determined by terl¢ayer protocol

(=) The value of the parameter is identical to the ealfithe corresponding parameter of the precedifg
service primitive T

*

5.2 Requirements on the Underlaying Layer

The WTP protocol is specified to run on top of tadeam service. The datagram service MUST hané!éalfowing
functions:

e Port numbers to route the incoming datagram toNfA® layer;
¢ Length information for the SDU passed up to the i&yer.

The datagram service MAY handle the following fuos
e Error detection. For example, by using a checksum.

In addition, Segmentation And Re-assembly (SARXjsected to be provided by the underlying layexsweler, it is
usually done at a layer below the datagram layarekkample, in an IP network, the IP protocol haaBAR.

5.3 Services Provided to Upper Layer
5.3.1 TR-Invoke

This primitive is used to initiate a new transaetio

Primitive TR-Invoke
Parameter req | ind | res | cnf
Source Address M M (=)
Source Port M M (=)
Destination Address M M (=)
Destination Port M M (=)
Ack-Type M M (=)
User Data (@] C (=
Class Type M M (=)
Exit Info 0] C (3
More Data M M (
Frame Boundary M M (=)
Handle M M M
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5311 Source Address

The source address is the unique address of theedmaking a request to the WTP layer. The souldeess MAY be an
MSISDN number, IP address, X.25 address or otleattifier.

5.3.1.2 Source Port

The source port number associated with the souldeeas.

5.3.1.3 Destination Address

The destination address of the user data subnmdtdte WTP layer. The destination address MAY b&&ISDN number,
IP address, X.25 address or other identifier.

5.3.14 Destination Port

The destination port number associated with thérdg®n address for the requested or existingstation.

5.3.15 Ack-Type

This parameter is used to turn the User acknowleegé function on or off.

5.3.1.6 User Data

The user data carried by the WTP protocol. The efnitata submitted to or received from the WTP tagealso referred to
as the Service Data Unit. This is the complete (méssage) of data that the higher layer has stdaih the WTP layer for
transmission. The WTP layer will transmit the SeevData Unit and deliver it to its destination veitth any manipulation of
its content.

5.3.1.7 Class Type

Indicates the WTP transaction class.

5.3.1.8 Exit Info

Additional user data to be sent to the originatotransaction completion. This parameter can bgegmteonly ifMore Data
is cleared anlass Typeis 1.

5.3.1.9 More Data

More Data is a Boolean flag that specifies whe#uslitional invocations of the primitive will be folving for the same
transaction. This flag is valid only if the optidrextended segmentation and re-assembly functioeesl.

5.3.1.10 Frame Boundary

Frame Boundary is a Boolean flag that specifiesthdrethis User Data is the beginning of a new deéined frame. WTP
will insert the Frame Boundary TPI into the vemgfidata packet transmitted. This flag is validyahthe optional extended
segmentation and re-assembly function is used.

53.1.11 Handle

The transaction handle is an index returned tditgleer layer so the higher layer can identify tlesaction and associate
the data received with an active transaction. TReHandle uniquely identifies a transaction. TR-Hiagris an alias for the
source address, source port, destination addmedslestination port of the transaction.

The TR-Handle has local significance only.
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5.3.2 TR-InvokeData

This primitive is used to send additional data hglng to the same transaction in case of the optiextended segmentation
and re-assembly function. This service primitiem be given only after the initial TR-Invoke sesvigrimitive started the
transactionThe WTP user MUST issue Invoke.res and InvokeDadarimitives in the same order as Invoke.ind and
InvokeData.ind primitives were received. SimilaMyTP issues Invoke.cnf and InvokeData.cnf primiiue the same order
as Invoke.req and InvokeData.req primitives wetastted by the user. Note that the SDU associaiddavinvokeData.req
may be transmitted in multiple groups; the InvokeDenf MUST be issued only after the acknowledgérfarthe last

group is received.

Primitive TR-InvokeData
Parameter req | ind | res | cnf
User Data (0] C(3)
Exit Info O C(
More Data M M(=)
Frame Boundary M M(=)
Handle M M M M

5.3.21 Handle

The transaction handle is the index returnedédcigher layer for the previous TR-Invoke, i.e. Ti-Invoke for which this
TR-InvokeData is providing further data, so theh@iglayer can identify the transaction and assedra data received with
the active transaction already started by the ptevirR-Invoke service primitive. In the TR-Involegrthe handle is passed
up to the Initiator WTP user from the WTP providerthe TR-InvokeData.req the handle is passed dowhe WTP
provider by the WTP user. The Handle uniquely idierst a transaction. Handle is an alias for thers@address, source
port, destination address, destination port, apdrdmsaction identifier of the transaction.

The Handle has local significance only.

5.3.3 TR-Result

This primitive is used to send back a result ofevipusly initiated transaction.

Primitive TR-Result
Parameter req ind res cnf
User Data 0] C (3
Exit Info 0] C(=3)
More Data M M(=)
Frame Boundary M M(=)
Handle M M M M

5.3.3.1 Exit Info

Additional user data to be sent to the originatotransaction completion. This parameter can begmteonly ifMore Data
is cleared.

5.3.4 TR-ResultData

This primitive is used to send additional data hglng to the same transaction in case of the optiextended segmentation
and re-assembly function. This service primitia@ be given only after the initial TR-Result seevgrimitive started to
send back the result of a the previously initiatadsaction. The WTP user MUST issue Result.refResiiltData.res
primitives in the same order as Result.ind and RBata.ind primitives were received. Similarly, WTddues Result.cnf and
ResultData.cnf primitives in the same order as Resqg and ResultData.req primitives were submitigdhe user. Note that
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the SDU associated with a ResultData.req may Imstnéted in multiple groups; the ResultData.cnf MU issued only
after the acknowledgement for the last group igire.

Primitive TR-ResultData
Parameter req ind res cnf
User Data 0] C (3
Exit Info 0] C(=3)
More Data M M(=)
Frame Boundary M M(=)
Handle M M M M

5341 Handle

The transaction handle is the index returnededcigher layer for the previous TR-Result, i.e. TiReResult for which this
TR-ResultData is providing further data, so thenbigayer can identify the transaction and assedfs data received with
the active transaction already started by the ptevirR-Invoke service primitive. In the TR-Involegrthe handle is passed
up to the Initiator WTP user from the WTP providerthe TR-ResultData.req the handle is passed dowme WTP
provider by the WTP user. The Handle uniquely idierst a transaction. Handle is an alias for theseaddress, source
port, destination address, destination port, ardrdmsaction identifier of the transaction.

The Handle has local significance only.

5.3.5 TR-Abort

This primitive is used to abort an existing transac

Primitive TR-Abort
Parameter regq | ind
Abort Code 0] C (=)
Handle M M

5.35.1 Abort Code

The abort code indicates the reason for the traiesalseing aborted. This can include abort codeegged by the WTP
protocol and user defined local abort codes.
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6. Classes of Operation

6.1 Class 0 Transaction
6.1.1 Motivation

Class 0 is an unreliable datagram service. It eanded by WSP [WSP], for example, to make an wabigi“push” within a
session using the same socket association.

This class is intended to augment the transactorice with the capability for an application usMgP to occasionally
send a datagram within the same context of aniegisession using WTP. It is not intended as a amynmeans of sending
datagrams. Applications requiring a datagram ser8iOULD use WDP as defined in [WDP].

6.1.2 Protocol Data Units

The following PDU is used:
1. Invoke PDU

6.1.3 Procedure

A Class 0 transaction is initiated by the WTP useissuing the TR-Invoke request primitive with fhensaction Class
parameter set to Class 0. The WTP provider seredsmttoke message and becomes the Initiator ofrémséaction. The
remote WTP provider receives the invoke messagéandmes the Responder of the transaction. Thatmitdoes not wait
for or expect a response. If the invoke messagecisived by the Responder it is accepted immegiatélere is no duplicate
removal or verification procedure performed. Howetee initiator MUST increment the TID counterwetn each
transaction, but the responder MUST NOT updateathed TID.

This transaction class MUST be supported by the \pibRider. The WTP provider MUST be able to acba#h Initiator
and Responder.

An example of this class can be found in chapte2.10

6.2 Class 1 Transaction
6.2.1 Motivation

The Class 1 transaction is a reliable invoke messathout any result message. This type of tranmsacan be used by WSP
[WSP] to realise a reliable "push"” service.

6.2.2  Service Primitive Sequences

The following table describes legal service priw@tsequences. A primitive listed in the column fegddAY only be
followed by primitives listed in the row headerstlare marked with an "X".

Table 3 Primitive Sequence Table for Transaction CI ass 1
TR-Invoke | TR-Abort
reg ind res cnf req ind

TR-Invoke.req

TR-Invoke.ind

TR-Invoke.res X
TR-Invoke.cnf X

TR-Abort.req X X X
TR-Abort.ind X X X
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6.2.3 Protocol Data Units

The following PDUs are used:
1. Invoke PDU
2. Ack PDU
3. Abort PDU

6.2.4 Procedure

A Class 1 transaction is initiated by the WTP useissuing the TR-Invoke request primitive with fh@nsaction Class
parameter set to Class 1. The WTP provider seredmttoke message and becomes the Initiator ofrémsaction. The
remote WTP provider receives the invoke messagéandmes the Responder of the transaction. TheoRdspchecks the
Transaction Identifier and determines whether #igation has to be initiated. If not, it delivetfse message to the user and
returns the last acknowledgement to the Initiatble Responder MUST keep state information in otdee-transmit the last
acknowledgement if it gets lost.

This transaction class MUST be supported by the \pibRider. The WTP provider MUST be able to acba#h Initiator
and Responder.

An example of this class can be found in chapte8.10

6.3 Class 2 Transaction
6.3.1 Motivation

The Class 2 transaction is the basic request/regpmansaction service. This is the most commosdyluransaction service.
For example, it is used by WSP [WSP] for methodoations.

6.3.2  Service Primitive Sequences

The following table describes generally the legal/ge primitive sequences by generic names. Aifixvienlisted in the
column header MAY only be followed by primitivestiéd in the row header and marked with an "X". MiDdicates that
the More Data flag is cleared, otherwise it is set.

Table 4 Primitive Sequence Table for Transaction CI  ass 2

TR- TR-
TR-Invoke Invgkz-Data TR-Result Re;ruFI\)t-Data TR-Abort TRI\-/IIB\gke Inv'\c;IIBecl? ata -I-Rl\hRDEé:SUIt Relatljjltlgata
TR-Invoke
TR-InvokeData
X X
TR-Result
X X
TR-ResultData
X X
TR-Abort
X X X X X X X
TR-Invoke
MDC
TR-InvokeData
MDC X X
TR-Result
MDC X X
TR-ResultData
MDC X X
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6.3.3 Protocol Data Units

The following PDUs are used:
Invoke PDU
Result PDU

Ack PDU

Abort PDU

6.3.4 Procedure

A Class 2 transaction is initiated by the WTP useissuing the TR-Invoke request primitive with fh@nsaction Class
parameter set to Class 2. The WTP provider seredmttoke message and becomes the Initiator ofrémsaction. The
remote WTP provider receives the invoke messagéandmes the Responder of the transaction. TheoRdspchecks the
Transaction Identifier and determines whether #igation has to be initiated. If not, it deliveitse message to the WTP
user and wait for the result. The Responder MAYdsehold on acknowledgement after a specified time.

PN pE

The WTP user sends the result message by isswenpRFResult request primitive. When the Initiatesteceived the result
message it returns the last acknowledgement tRésponder. The Initiator MUST keep state infornratioorder to re-
transmit the last acknowledgement if it gets lost.

If the Responder does not support this transacii&ss it returns an Abort PDU with the abort reason
NOTIMPLEMENTEDCL?2 as a response to the invoke mgssa

An example of this class can be found in chaptet.10
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7. Protocol Features

7.1 Message Transfer
7.1.1  Description

WTP consists of two types of messages: data messagecontrol messages. Data messages carry tiaeCdatrol
messages are used for acknowledgements, errotirepatc. and do not carry user data. This segjives the reader an
overall picture of how transactions are realised\ByP. The procedures to guarantee reliable messagsfer are outlined.
Special functions like concatenation and separatmtransmission until acknowledgement, transactioort, user
acknowledgement, and others are described in fudéizil in separate sections.

It is important to note that not all messages amdtions are used by all transaction classes. dlt@ning table illustrates
which messages are used for the different trarmactasses.

Table 5 Summary of WTP message transfer

Message/function Class 2 Class 1 Class 0
Invoke message X X X (Note 2)
Verification X X

Hold on acknowledgement X (Note 1)

Result message X

Last acknowledgement X X

Note 1) Only sent in the case when the user tak@gel time to service the invoke message than &éspéhder's
acknowledgement timer interval.

Note 2) The class 0 transaction is unreliable. dgponse is expected from the Responder and nicedioh is performed.

7.1.2 Service Primitives

The following service primitives are used duringminal WTP transactions. Their use is transactiassdependent:
1. TR-Invoke
2. TR-Result

7.1.3  Transport Protocol Data Units

The following PDUs are used during nominal WTP $@tions. It is important to note that not all PQdds used in every
transaction class.

1. Invoke PDU
2. Result PDU
3. Ack PDU

7.1.4 Timer Intervals and Counters

The following timer intervals and counters are udedng a nominal WTP transaction. Their use iagegtion class
dependent.

1. Re-transmission interval
2. Re-transmission counter
3. Acknowledgement interval
4. Wait timeout interval

The values and relations between timer intervatscaunters MAY depend on the transaction classgoesed. A detailed
description of timers and counters is provided geparate section.
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7.1.5 Procedure

A transaction takes place between two WTP provideM/TP user initiates a transaction by issuingTRelnvoke request
primitive. The TCL parameter of the primitive indtes the transaction class: 0, 1 or 2. In WTP|rhiator is the WTP
provider initiating the transaction and the Respmornis the WTP provider responding to the initiatieshsaction.

7.15.1 Invoke Message

The invoke message is always the first messagdrahaaction and it is sent using the Invoke PDhk Thitiator administers
the Transaction Identifier (TID) by incrementingthID by one for every initiated transaction. TH®Ts conveyed in every
PDU belonging to the transaction. When the InvokR&Jhas been sent the Initiator starts the re-trésson timer and waits
for a response. When the Responder receives tiodr?DU with a valid TID, it delivers the messagétte user by
generating the TR-Invoke indication primitive.

7.1.5.2 Verification

When the Responder has received and acceptedviieeimessage it SHOULD cache the TID. This is dar@der to filter
out duplicate and old invoke messages that haverlowidentical TID values (see section on Transeadtentifier). If the
Responder determines the TID in the Invoke PDWvsglid, the Responder can verify whether the involessage is a new
or delayed message. This is accomplished by semdigck PDU which initiates a three way handshakeatds the

Initiator (see section on TID Verification). In thtase, the Responder MUST NOT deliver the dattaetoiser until the three-
way handshake is successfully completed. If theettway handshake attempt fails, the transactiahasted by the Initiator.

7.1.5.3 Hold on Acknowledgement

When the invoke message has been delivered to e Wer, the acknowledgement timer is startedhelfW TP user
requires more time to service the invoke message ttie acknowledgement timer interval, the RespoktheY or
SHOULD or MUST send a ‘hold on’ acknowledgementisTib done to prevent the Initiator from re-trantimg the Invoke
PDU. When the Initiator receives the Ack PDU ittaoe-transmitting the Invoke PDU and generate§ Bénvoke confirm
primitive.

7154 Result Message

Upon assembling the data, the WTP user sends k messsage by initiating the TR-Result request fiiven The result
message is transmitted using the Result PDU. WineiResult PDU has been sent the Responder stants-thansmission
timer and waits for a response. After the ResulUR®received by the Initiator it generates the [iReke confirm primitive
if one has not already been issued and the forwgrdee TR-Result indication primitive.

7.1.5.5 Last Acknowledgement

The last Ack PDU is sent when the last messagkeofransaction has been received. The sender atkr®wledgement
MUST maintain state information required to haralie-transmission of the previous message. Thidbeatone by using a
wait timer, or by keeping a transaction histonyttingdicates the results of past transactions.

7.2 Re-transmission until Acknowledgement
7.2.1  Motivation

The re-transmission until acknowledgement proceduused to guarantee reliable transfer of datafooe WTP provider
to another in the event of packet loss. To mininfigenumber of packets sent over-the-air, WTP usphcit
acknowledgements wherever possible. An examplrigid the use of the Result message to implieitikhowledge the
Invoke message.
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7.2.2  Transport Protocol Data Units

The following PDUs are used:
1. Invoke PDU
2. Result PDU
3. Ack PDU

7.2.3 Timer Intervals and Counters

The following timer intervals and counters are used
1. Re-transmission interval
2. Re-transmission counter

The values and relationships between timers andtecsiMAY depend on the transaction class being.useletailed
description of timers and counters is provided geparate section.

7.2.4 Procedure

When a packet has been sent, the re-transmissien i started and the re-transmission countestitoszero. If a response
has not been received when the re-transmissionm gxpres, the re-transmission counter is increextbly one, the packet
re-transmitted, and the re-transmission timer agetstl. The WTP provider continues to re-transmiil tire number of re-
transmissions has exceeded the maximum re-trarismigalue. If no acknowledgement has been receivseh the
retransmission counter is fully incremented andtither expires, the transaction is terminated &edacal WTP user is
informed.

In an extended SAR transaction, the re-transmidsioer is used to re-transmit a packet group. éf¢hare no more packets
to send, the re-transmission timer is started hadd-transmission counter is set to zero. If &mawledgement or a
negative acknowledgement has not been received thieare-transmission timer expires, the re-transimiscounter is
incremented by one, the last unacknowledged GTRI®& packet is re-transmitted and the re-transmistioer is re-
started. The WTP provider continues to re-transmiil the number of re-transmissions exceeds théman re-
transmission value. If no acknowledgement has lbeegived when the re-transmission counter is faltlyemented and the
timer expires, the transaction is terminated aeddbal WTP user is informed.

The first time a PDU is transmitted the re-transiois indicator (RID) field in the header is clegor all re-transmissions
the RID field is set. Other than the RID field, W& P provider MUST NOT change any fields in the PB¢ader.

The motivation for the re-transmission indicatofaosthe receiver to detect messages that have digaicated by the
network. A WTP provider that receives two identicessages with the RID set to zero, can safelyrggtie second
message because it must have been duplicated bgtiverk. Any subsequent retransmissions that He®ID flag set to
one can not be ignored by the receiver. Re-tramsthinessages that get duplicated by the network bbeuseated as valid
messages by the provider. The receiver in thigsdn can no longer distinguish between providgaresmissions and
network duplicated packets. In this case, if thesage is an Invoke PDU, there is a risk that #uestction will be re-
played. To avoid such an error, the WTP provideusthmake a TID validation (see chapter 7.8).

7.3 User Acknowledgement
7.3.1  Motivation

The User Acknowledgement function allows for the RMIser to confirm every message received by the WdHder. In
case of an extended SAR transaction if this fundcenabled, the WTP user will acknowledge thepasket group of the
data flow in the appropriate direction.

When this function is enabled, the WTP providergdoet respond to a received message until afteMhe user has
confirmed the indication service primitive (by igsyithe response primitive). If the WTP user doesaonfirm the

indication primitive after a specified time, tharsaction is aborted by the provider. Note thatith much stronger form of
a confirmed service than the traditional definit{tBO8509]. The traditional definition of a confied service is that there is
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a confirmation from the service provider, howevkere is not necessarily any relationship to agese from the peer
service user. In WTP, when the User Acknowledgerfigrdtion is used, the service provider requiressponse from the
service user for each indication. As a result, withenconfirmation primitive is generated, there iguarantee that there was
a response from the peer service user.

This function is optional within WTP however WSPedautilise the User Acknowledgement feature ancethee any
implementation of WTP that will have WSP as theheiglayer, must implement it (see Appendix C). W& uires a feature
that at the end of a request-response transathierserver gets a positive indication that thentlies processed the
response. This is illustrated below.

Qient

Response Data

Acknowledgerrent

L4

Figure 1 Generic WSP [WSP] transaction

In this model, thedcknowledgement is used to convey the fact that the response veasvierd and processed by the client
application. It is important to note that tGBent and theServer in the figure refers to the client and semplication, and
not only the protocol stack.

When the User Acknowledgement function is usedM®P -WTP primitive sequence for a Class 2 transadiecomes as
illustrated below.

Client Server
Qoo L B —
WSP WTP WSP

S-Method.req
— P TR-Invoke.re . -
| VOXES%, | TR Invoke.lnd' S-Method.in |
TR-Invoke.res | 4 S-Method.res
S-Method.cnf | TR-Invoke.cnf ¢ ¢—
: TR-Result.req | 4 S-Reply.re
S-Reply.ind TR-Result.ind ¢ ERYEd
S-Reply.res
TR-Result.res
") TR-ResuIt.cnf. S-Replv.cnf

Figure 2 WSP-WTP primitive sequence for request-rgmonse
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The primitive sequence started by BR&eply.res andTR-Result.res primitives realises th€omplete and Confirm primitives
from Figure 1. If the application and/or the WSPdgome reason does not issue these primitives, SDiRts the transaction
with the NORESPONSE reason. The abort is useddy\BP server as an indication that the result wwaproperly
received or processed by the client.

The primitive sequence started by Sidlethod.res andTR-Invoke.res primitives can be used by the client WSP to indica
to the application (and human user) that the invokssage has been received by the server WSP.

When this function is not used, WTP MAY acknowledgeeived messages independently of the WTP usé&iglre 2 this
means that the response primitives MAY be ignonethb WTP provider. Put in other words: the WTPviler receives a
message, returns an acknowledgement and indicates tiser that a message has been receivedrdfithan error, the
transaction will be aborted by the WTP provideth WTP user is alive but can not process the agesis MAY abort the
transaction with an appropriate abort reason.

This function is optional. It applies to transantidass 1 and 2.

Note) Even though the WTP user has issued a resgwimitive there is no guarantee that it has preted the data and
started processing. The WTP user MAY have onlyedpie data from one buffer to another, or isshedésponse
primitive without any action taken at all. A WTPeusan always abort a transaction if it discovhed the received
data is corrupt or for some other reason not plestibprocess (see section on Transaction abort).

7.3.2 Protocol Data Units

The following PDUs are used:
1. Invoke PDU
2. Abort PDU

7.3.3 Procedure

The Initiator sets the U/P-flag in the Invoke POlUndicate that User acknowledgement is requireBe&ponder not
supporting this function aborts the transactiorhwlite abort reason NOTIMPLEMENTEDUACK. The InitiafdAY then
take the decision to re-initiate the transactiothait the User acknowledgement function.

When the Responder receives the Invoke PDU witluitreflag set it generates the TR-Invoke indicationl starts the
acknowledgement timer. To give the WTP user timestml the parameters in the indication primitivd esue the
TR-Invoke response primitive, the value of the tilEAY have a higher value than the provider's acktemigement timer
(see definitions of default timer values). The Resfer MUST NOT return a response before the WTP haeissued the
TR-Invoke response primitive. If the Initiator retsmits Invoke PDUs due to lack of acknowledgentbet Responder
MUST silently discard the PDU and restart the agkedgement timer. When the WTP user issues theriMake response
primitive, the Responder is enabled to send the PRK. If the TR-Invoke response primitive has neet issued after a
specified time, the provider aborts the transactith the abort reason NORESPONSE. If the WTP isseres the TR-
Result request primitive, the result is sent indtefithe acknowledgement. The Initiator receiving Ack PDU generates the
confirm primitive which indicates that the remotelWuser has issued the corresponding responsdipgemi

For class 2 transactions, if the Initiator has éatid that the User Acknowledgement function dhallised, it is valid for the
entire transaction. This means that when the toitiaas received the result and generated the T&iRadication primitive
it MUST wait for the TR-Result response primitiverh the WTP user before the last acknowledgemenbeasent. If the
TR-Result response primitive has not been issued afspecified time, the provider aborts the atien with the abort
reason NORESPONSE. When the Responder receiv®IRESPONSE abort it generates the TR-Abort indicati
primitive, indicating to the WTP user that the saation failed.
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7.4 Information in Last Acknowledgement
7.4.1  Motivation

The WTP user is allowed to attach information ia k&st, and only the last, acknowledgement ofrestzetion. This function
is meant for transporting small amounts of inforimrarelated to the transaction. The information banfor example,
performance measurements collected in order tawatathe user’s perceived quality of service.

For class 2 transactions, this function can be bgetie Initiator to communicate some informati@tkto the Responder.
For a class 1 transaction, this function can b biyethe Responder to communicate some informatidhe Initiator.

7.4.2 Service Primitives

The following service primitives and parameterssed:
1. TR-Result.res (Class 2)
2. TR-Invoke.res (Class 1)

7.4.3 Protocol Data Units

The following PDU is used:
1. Ack PDU

7.4.4 Procedure

For a class 2 transaction, information is attadbedtie last acknowledgement by issuing the TR-Resaponse primitive
with the Exitinfo parameter.

For a class 1 transaction, information is attadidtie last acknowledgement by issuing the TR-leviadsponse primitive
with the Exitinfo parameter.

The exit information is transferred as a Transpdidrmation Item (TPI) in the variable part of tAek PDU header.

For class 2 transactions, the Exitinfo parameterSTWNOT be included in the TR-Invoke response piimiaind the Info
TPI MUST NOT be included in the Ack PDU that ackneslges the Invoke PDU.

7.5 Concatenation and Separation
7.5.1  Motivation

Concatenation is the procedure to convey multipfTeP/¥rotocol Data Units (PDUSs) in one Datagram ®eridata Unit
(SDU) of the bearer network. When concatenatiafoise, a special mapping of the WTP PDUs to the SBWUsed. This is
described in chapter 8.5.

Separation is the procedure to extract multiple BE0m one SDU. When the PDUs have been sepatatgdte
dispatched to the transactions.

Concatenation and separation is used to providetheeair efficiency, since fewer transmissionsrabe air are required.

7.5.2 Procedure

Concatenation can only be done for messages watedme address information (source and destinptidnsource and
destination device address).

Concatenation of PDU from different transactions ba done at any time. For example, the last acledgement of one
transaction can be concatenated with the invokesagesof the next transaction. Concatenation araratpn is performed
outside the WTP state machine.
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The exact implementation of concatenation is netgged. Only the structure to be used when mudtjphckets are
concatenated is specified. Exactly how the packetbuffered and concatenated is an implementatsure.

7.6  Asynchronous Transactions
7.6.1  Motivation

The implementation of the WTP provider SHOULD béeab initiate multiple transactions before it riees the response to
the first transaction. Multiple transactions SHOURP handled asynchronously. For example, the regsdio transaction
number 1, 2 and 3 MAY arrive to the Initiator asl3nd 2. The Responder SHOULD send back the rasgbon as it is
ready, independently of other transactions.

The maximum number of outstanding transactionsataoment is limited by the maximum number of Tet®on
Identifiers. The Transaction Identifier is 16 bitsit the high order bit is used to indicate thedion of the message, so the
maximum number of outstanding transactions is 2*%e implementation environment will also setraitito how many
outstanding transactions it can handle simultarlgous

If the maximum number of outstanding transactieexceeded the responder should ignore and didoaidvoke message.

7.7 Transaction Abort
7.7.1 Motivation

An outstanding transaction can be aborted by thé\W3er by issuing the TR-Abort request primitiveeTuser abort can be
triggered by the application (e.g. input from hunuaer) or it can be a negative result (e.g. the W3é could not generate a
result due to an error).

An outstanding transaction can also be aborteth&YN TP provider due to a protocol error (e.g. reflee received data) or
if a requested function is not implemented.

This function MUST be used with care. If the invokessage has already been sent, the response ebtssdoe on its
way to the client and an abort will only increasgwork load.

7.7.2 Service Primitives

The following service primitive is used:
1. TR-Abort

7.7.3  Transport Protocol Data Units

The following PDU is used:
1. Abort PDU

7.7.4 Procedure

There are three special cases of the abort proeedur
A) The sending WTP provider has not yet sent the ngessle provider MUST discard the message frormésory.

B) The sending WTP provider has sent the message foetr, or is in the process of sending the mestagerovider
MUST send the Abort PDU to the remote peer to disedl data associated with the transaction.

C) The receiving provider receives the Abort PDU:dhgrates the TR-Abort indication primitive and dists all
transaction data.

When an Abort PDU is sent the reason for the dbandicated in the abort reason field. There & main types of aborts:
User abort (USER) and Provider abort (PROVIDER) Tker abort occurs when the WTP user has isseetRbAbort
request primitive. The provider abort occurs wheare is an error in the WTP provider.
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7.8 Transaction ldentifier
7.8.1

A transaction is uniquely identified by the socpgalr (source address, source port, destinationeaddind destination port)
and the Transaction Identifier (TID). The Initiaiocrements the TID by one for every initiated saction. This means that
TIDs 1, 2 and 3 can go to server A, TIDs 4, 5 arnd gerver B and TIDs 7, 8 and 9 to server A.

Motivation

The main use of the TID is to identify messagestghg to the same transaction. When a messagetiansmitted the TID
is reused for the re-transmitted messages. A RelgpdiAY choose to remember the TID after an involessage has been
accepted and force TID verification in order to iaveplaying transactions. Also, the Initiator ieorents the TID by one for
each transaction. This information can be usedbyResponder to filter out new invoke messages biohand duplicated
invoke messages: a new invoke always has a highevdlue.

Since transactions can be initiated simultanedinsiy both directions on the same socket associgti@nhigh order bit of
the TID is used to indicate the direction of thenaction. The Initiator sets the high order bid ia the Invoke PDU.
Thereafter the high order bit is always invertethia received TID before it is added to the respgacket. By setting the
high order bit of the TID field to O at the Inittatand 1 at the Responder, the Initiator can beagueed that the allocated
TID will not collide with the remote entity.

The TID is 16-bits but the high order bit is usedrtdicate the direction. This means that the TpBce is 2**15. The TID is
an unsigned integer.

7.8.2
7.8.2.1

If the Responder caches old TID values for eadiemifit Initiator the old TID value is called LasBlIThe TID in the
received invoke message is called RcvTID.

7.8.2.2

Procedure at the Responder

Variables

Decisions when Receiving a New Invoke Messa ge

When the Responder receives an invoke messadeag tme of the following actions depending on weethe Responder is
caching old TID values or not, the characteristitthe underlying transport and the outcome ofTthi2 test (described in
the following chapter):

Table 6 Decisions when receiving new invoke message

Event Condition Action

TID test Fail Underlying transport service can guriee there are no | Start transaction
duplicates (Note 1)
Underlying transport service can NOT guaranteecthee | Invoke TID verification
no duplicates

TID test Ok LastTID = RevTID

Start transaction

LastTID =0
Invoke TID verification

TIDnew flag set

No cache

Responder caches the TID for each Initfatche
Maximum Packet Lifetime (MPL) of the network and it
has not been re-booted during this time periodlasicthe
information. If the invoke was not a new one, the
Responder would have had the latest TID in its each

Create new record for this Initiator
LastTID = RevTID
Start transaction

Responder does not cache TIDs (Note 2)

Invoke TID verification

Note 1) This is the case, for example, if a seglaiyer is located under WTP and that can remoysichtes.
Note 2) This is not very efficient and SHOULD bealed.
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7.8.2.3 The TID Test

One method of validating the TID is to use a windaechanism. The Responder MAY cache the last Vdld(LastTID)
from each different Initiator. When the Respondseives a new invoke message it compares the TilReiinvoke message
(RcvTID) with the cached one. Let W be the sizéhefwindow. If W=2**14, it means that the boundastween two TID
values occurs when they differ by 2**14, that ialfithe TID space.

Table 7 TID test; RcvTID >= LastTID

RcvTID >= LastTID
| RevTID - LastTID | TID test
0 Fail
<=W Ok
> W Fail (see 7.8.2.4)

Table 8 TID test; RcvTID < LastTID

RcvTID < LastTID
| RevTID - LastTID | TID test
<W Fail (see 7.8.2.4)
>=W Ok

The above tables show different results from tHa fBist. If the test succeeds it is guaranteedttieateceived invoke
message is new and not an old delayed one. Thigdier the assumption that all messages have a MaxiRacket Lifetime
(MPL), and that after MPL seconds it is guarantibed there are no duplicate messages present imeth@rk (see Note).
Furthermore, it is assumed that the TID is notenwented faster than 2**14 steps in 2*MPL.

Note) For some networks types, the average Maximaoket Lifetime MAY have a very high variance. Egample, in a
store-and-forward network like GSM SMS, a short sage MAY reside in the SMS-C for a very long tirbefore it gets
delivered to the destination. This fact MAY in sonases violate the correctness of the TID validatio

7.8.24 Reception of Out-of-order Invoke Messages

Messages can arrive out-of-order. This means theat & the Initiator increments the TID by one &ach transaction, a
transaction with a lower TID value can arrive afiefID with a higher value. This MAY cause the T3t to fail and a TID
verification to be started. This will not break th@tocol, however, it will lead to degraded penfiance. One way to
overcome this is to keep an array of TID valuegpiast transactions. If the received TID is nothe &array it can be accepted
without any TID verification. This solution improsgerformance, but requires the Responder to miaintare information.

7.8.3 Procedure at the Initiator
7.8.3.1 Administration of TID

The Initiator is responsible for incrementing th® Dy one for each transaction. This MUST NOT beelfaster than 2**14
steps in 2*MPL.

7.8.3.2 Violating the Monotonic Property of the TID

There are cases when the Initiator MAY generatemonotonic TID values, that is, the next TID MAY bmaller than the
previous:

1. The Initiator has crashed and re-booted and randpitked a smaller TID value than the previous.

2. The TID values have wrapped around the finite sp@bis can happen if, for example, the Initiatand®a transaction

to Responder A, then sends 2**14 transactions &pBeder B and finally returns to Responder A. Taehed TID
value at Responder A for this Initiator will now bemaller than current TID.

Neither of these two cases will break the protoelawever, TID verifications will be invoked and thaill lead to lower
efficiency.
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In (1), if the Responder discards cached TID vahfeer MPL seconds and the time to re-boot takegdothan that, the

Responder will accept the new TID value withoutlB Verification (see 7.8.2.2). We have assumedithaill take longer
time than 2*MPL to increment the TID 2**14 stepsowever, if the Responder caches the TID value Iotigen for MPL
seconds it will initiate a TID verification in thisase.

The wraparound in (2) will be detected only if thiiator caches the last sent TID to each Responde

In both (1) and (2) excessive use of the TID veaifion mechanism SHOULD be avoided by setting tfizn&w flag in the
Invoke PDU, i.e. when the initiator has receivedtiple subsequent verification requests from thepomder the TIDnew
flag should be set in the next transaction. Thitimvalidate the Responder's cached TID for thgdtor (see 7.8.2.2). When
the Initiator uses the TIDnew flag it MUST NOT iaite any subsequent transaction until the TID ieifon has been
completed. The reason for this is that the TIDnewM\be delayed in the network. If, during that tiperiod, transactions
with higher TID are initiated, duplicates from tkesill get erroneously accepted when Respondetpdated its cache with
the lower TID in the TIDnew packet.

7.9 Transaction ldentifier Verification
7.9.1 Motivation

The transaction identifier verification proceduseithree-way handshake. A three-way handshakesbatan Initiator (I)
and a Responder (R) has the following steps:

(1) I > R This is the TID (Invoke PDU)
(2) 1 € R Do you have an outstanding transaction with THD? (Ack PDU)
(3) 1= R Yes/No! (Ack PDU / Abort PDU)

The TID verification procedure is necessary to gatee that the same invoke message is not accapdedelivered to the
WTP user more the once, due to old duplicate packet

The invoke message MUST NOT be delivered to the befre the TID verification procedure is comptegeiccessfully.

7.9.2 Protocol Data Units

The following PDUs are used:
1. Invoke PDU
2. Ack PDU
3. Abort PDU

7.9.3 Procedure

In the event that the Responder has received akénRDU from an Initiator and has decided, usirgrtiies for the
Transaction Identifier procedure, to verify the TtBe following process is used.

The Responder sends an Ack PDU with Tve flag sit#ting that it has received an invoke message this TID.

When the Initiator receives the Ack PDU from thesgander it checks whether it has a corresponditgfanding
transaction with this TID. In this case, the Initiasends back an Ack PDU with TIDok flag set irading that the TID is
valid. This completes the three way handshakédfinitiator does not have a corresponding outstgniiansaction, it
MUST abort the transaction by sending an Abort Riath the Abort reason INVALIDTID.

Depending on the outcome of the TID verification WSHOULD take different actions. These are listethe below table.

Table 9 Actions depending on result of TID verifica  tion
Result of TID verification Condition Action
Valid TID TIDnew == True Start transaction
LastTID = RevTID
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Result of TID verification Condition Action
TIDnew == False Start transaction
LastTID = LastTID
Invalid TID Abort transaction

The TIDnew flag is set in the invoke message angséd by the Initiator to invalidate the Resporsdesiche.

An example of this procedure can be found in chaldes.

7.10 Transport Information ltems (TPIs)
7.10.1 Motivation

The variable portion of the header in a WTP PDU Meonsist of Transport Information Items (TPIs)ndit, the variable
part of the header MUST be empty. The use of THRisva for future extensions of the protocol.

7.10.2 Procedure

All TPIs follow the general structure: TPI identifiPl length and TPI data; the length can be ZEne.following table lists
the currently defined TPI and in which section they explained:

Table 10 WTP Transport Information Items (TPIs)

Transport Information Item | Described in section

Error "Transport Information Iltems (TPIs)" sectipri0
Frame Boundary “Procedure for Segmentation” sectidb.2

Info "Information in Last Acknowledgement" sectiar}
Option "Transmission of Parameters" section 7.11
Packet Sequence Number "Segmentation and Re-asgesabtion 7.14
SDU Boundary “Procedure for Segmentation” sectidrb2

A WTP provider without error ignore a TPI it doest implement, assuming the general TPI structutsséd by all TPIs.

The error TPI can be used to inform the senderahatnsupported or erroneous TPI was received. VEWAP provider
receives a TPI that is not supported, the WTP plevieturns the Error TPI with the ErrorCode intieg"Unknown TPI"
along with the identity of the unsupported TPI. WeWTP provider receives a supported TPI, bus failunderstand the
content of the TPI, the WTP provider returns theETPI with the ErrorCode indicating "Known TPhknown content”,
and the identity of the TPI and the first octetla content included as argument.

Note that if an unsupported or erroneous TPI igsiked in the last message of a transaction, theweccan not notify the
sender of the event.

7.11 Transmission of Parameters
7.11.1 Motivation

Protocol parameters can be transmitted betweeMWiv@ providers by using the Option TPI in the valeghart of the PDU
header.

No mandatory parameters have been defined. Optrarameters used by the segmentation and re-agsémbtion are
listed in 8.4.4.
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7.11.2 Procedure

A WTP provider MAY support only a subset of all pareters. The parameters are transported in theblapart of the
PDU header by using the Option TPI. The first oofehe Option TPI identifies the parameter andftilewing octets
contains the value of the parameter. A WTP providgrsupporting a parameter ignores it and rettirag€rror TPI.

7.12 Error Handling
7.12.1 Motivation

When an unrecoverable error is detected duringrémsaction, the transaction MUST be aborted. @tlgr&o recovery
mechanisms have been defined.

7.12.2 Protocol Data Units

The following PDU is used:
1. Abort PDU

7.12.3 Procedure

When an error occurs in the WTP provider duringpadaction, the transaction MUST be aborted withgpropriate Abort
reason and the local WTP user informed. The alrodguiure is described in a separate section.

7.13 Version Handling
7.13.1 Motivation

A WTP provider receiving an invoke message withiglér version number than what is supported MUSqrtetihe
transaction.

7.13.2 Protocol Data Units

The following PDUs and parameters are used:
1. Invoke PDU
2. Abort PDU

7.13.3 Procedure

The Initiator indicates its version in the versfald of the Invoke PDU.

If the Responder does not support the version itSWeturn an Abort PDU with the Abort Reason set to
WTPVERSIONONE. This indicates that the WTP providepports version one of the WTP protocol.

7.14 Segmentation and Re-assembly (Optional)
7.14.1 Motivation

If the length of a message exceeds the MTU focthreent bearer, the message can be segmented byavWirgent in several
packets. When a message is sent as a large nuifrdrealh packets, the packets MAY be sent and ackedged in groups.
The sender can exercise flow control by changiegsihe of the packet groups depending on the ctaistacs of the
network.

Selective re-transmission allows for a receiveretguest one or multiple lost packets. The alteveas for the sender to re-
transmit the entire message, which MAY include gaskhat have been successfully received. Thigimeinimises the
number of packets sent by WTP.
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This function is optional. If SAR is not implemedten WTP, this functionality has to be provideddnother layer in the
stack. For example, in 1S-136 the SSAR layer han8IBR, in an IP network IP [RFC791] handles SAR fmmdsSM
SMS/USSD SAR is achieved by using SMS concaten{@&M0340]. The motivation for implementing WTP SAfthe
selective re-transmission procedure, which MAYarfe messages are sent, improve the over-thédfigieacy of the
protocol.

An example of this procedure can be found in chales.

7.14.2 Procedure for Segmentation

For the sake of brevity only the procedure to segraa invoke message is described here (segmentitm result message
is identical except for the names of the PDUSs.)

An invoke message which exceeds the MTU for thevoet is segmented into an ordered sequence ofroraké PDU
followed by one or more Segmented Invoke PDUs. fittial Invoke PDU has the implicit packet sequencenber of zero,
the following Segmented Invoke PDU has the packgtisnce number one and all the following Segmemeake PDUs
have packet sequence number that is one greatethtbgrevious (n, n+1, n+2, etc). The Invoke P9 &n "implicit"
packet sequence number since this number is noidied as a field in the header. The client indis@tethe Invoke PDU if
the invoke message is segmented by clearing theflBgRIf the invoke message is segmented, thees@munts the Invoke
PDU as packet number zero and waits for the follgwBegmented Invokes PDUs. The packet sequenceeniibST
NOT wrap. The packet sequence number field is8 bitd thus the maximum number of packets is 256.

7.14.3 Procedure for Packet Groups

The packets (Segmented Invoke PDUs and/or SegmBetgat PDUs) are sent and acknowledged in grolhpes sender
MUST NOT send any new packets belonging to the daamsaction until the previous packet group hanbe
acknowledged. That is, packet groups are sent dicepto a stop-and-wait protocol. The sender detemthe number of
packets for each packet group. The size of a pagkeip SHOULD be decided with regards to the charstics of the
network and the device. No procedure for deterngimiacket group size has been defined.

The packets in a packet group are sent in one batehlast packet of the group has the GTR flag&wet last packet of the
last packet group of the entire message has theflEgRet. Since the first group is sent withoubing the status of the
receiver the number of packets SHOULD not be togdaWhen the receiver receives a packet thattia @®TR or TTR
packet it MUST store the packet and wait for a ew.

When the receiver receives a packet with the GaR $let it MUST check whether it has received atkpés belonging to
that packet group. If the complete packet grouptiesn received the receiver returns an Ack PDU thighPSN TPI
containing the Packet Sequence Number of the GTRepalf one or more packets are missing the receiturns a Nack
PDU including the sequence number(s) of missindeiés). The missing packets are re-transmitted thighoriginal Packet
Sequence Numbers but with the Re-transmission dalidlag set. When the receiver has received dheptete packet
group, including those that were re-transmittedcknowledges the GTR packet.

When the receiver has received a complete packepagand the last packet has the TTR flag set, ®SHD be able to re-
assemble the complete message.

If the sender has not received an acknowledgembeahhe re-transmission timer expires, only the (TR packet is re-
transmitted, not the entire packet group.

7.14.4 Procedure for Selective Re-transmission

When a GTR or TTR packet has been received andiomere packets of the packet group are missirg\{i P provider
returns the Nack PDU with the sequence numberefrtissing packet(s). For example, if the receiaer teceived packet
number 2, 3, 5 and 7, and packet number 7 hasTieflag set, it returns a Nack PDU with packet nensb4 and 6,
indicating missing packets. The packet sequencéruwnt the missing packets are contained in thedregart of the Nack
PDU.

If the Nack PDU is received with the number of ririggpackets field set to zero, this means thattitee packet group shall
be re-transmitted.
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The missing packets are re-transmitted with thgimai Packet Sequence Numbers. When the sendee-tesmitted the
requested packets, it reverts to wait for the aagacknowledgement (for the GTR or TTR packet).

When the receiver has received all packets it asleniges the GTR or TTR packet according to the mbprocedure, using
the Ack PDU.

A WTP provider not supporting this function MUSTFtransmit the entire message when one or multiptkets are
requested for re-transmission.

When the GTR or TTR packet has been received aadomore packets of the group are missing, the \WoRider
SHOULD wait for some period of time, such as Yrtiedlian round-trip, before returning the Nack PDlthwhe sequence
numbers of the missing packet(s). It the status@fgroup changes during the time, i.e. one oftfesing packets is
received, the waiting time SHOULD be reset.

7.15 Extended Segmentation and Re-assembly (Optiona |)
7.15.1 Motivation

The segmentation and re-assembly function descitbselction 7.14 is defined for a data transferehibe size exceeds the
actual MTU. However, the overall size of data tteat be transferred is limited to 256 packets byfélesethat the PSN is 8
bits and therefore it does not address large datafer issues. Thus an extended segmentatioreaamsembly procedure
has been defined which allows the transmissionlafge amount of data, i.e. where the volume exc@&6 packets. Two
key objectives of the procedure are to ensure féziezft data transfer and not to limit the amouhtiata that can be
transferred.

7.15.2 Procedure for Segmentation

For the sake of brevity only the procedure for gioyg) extended segmentation to an invoke messageeseq is described
here. The Extended SAR mechanism applies to b@lass 1 and Class 2 WTP transaction. Extended SIARibn is
optional.

At the beginning of each extended SAR transactinegotiation of the feature takes place. The Numa@sdption TPI is
used to advertise the extended segmentation aassembly feature availability to the peer. All Wilitblementations,
which support extended SAR function, MUST incluldis fTP1 in the initial Invoke PDU. The absencela§tTPI in the Ack,
Nack or Result PDU will indicate to the receivingl'®/that the sender of the PDU does not supporxtended SAR. The
Initiator MAY send the Invoke PDU in a packet grobpt the transmission rules for the first grouprespond to the SAR
without extended mode (section 7.14).

The Initiator MUST NOT send more than one grouplutrthas confirmed that the responder supports ESFhe value of
NumGroups indicates the maximal number of outstamdroups in the sliding window. If its value ohigh is zero, it
defines the default value 1 (which means no slidirgdow has to be taken into use).

From this point on it is assumed that the negatiatvas successful and only the normal operatingguhare is described. If
the negotiation fails, the SAR procedure withouteded mode is applied, or the Initiator MAY abtbw transaction with
the NOTIMPLEMENTEDESAR abort code.

The SDU (user data) received in the TR-Invoke.neip the TR-InvokeData.req service primitives igsented into a series
of one Invoke PDU and additional Segmented InvoR&J®. So from the TR-Invoke.req SDU one Invoke PDid a

number of Segmented Invoke PDUs are generatedranmdgach subsequent TR-InvokeData.req primitiveseguent only
Segmented Invoke PDUs are created.

The initial Invoke PDU has a packet sequence nurobeero, the following Segmented Invoke PDU hasphcket
sequence number of one and all following Segmelmeake PDUs have one greater than the previous+h, n+2). When
the least significant byte of PSN wraps around RB& TPI has to be taken into use. So after then®etgd Invoke PDU
that has a PSN of 255 and does not have a PSN $&gmented Invoke PDU with a PSN (least signifidamé) of zero and
a PSN TPI of length 1 and value 1 will follow.
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If the PSN value wraps around it MUST be handled a®notonically increased. The exception of wraped will not be
mentioned below.

The SDUs received in the TR-Invoke.req and TR-lImD#ta.req service primitives are segmented intriasof packets. If
the service primitive has thoreData parameter cleared the last packet resulting fleah $DU will have the TTR flag set.
This denotes the last PDU and the end of the ert&imd/oke. After that the result can be retriewéthe Frame Boundary
flag in an invoked service primitive is set, a FeaBoundary TPl is attached to the first packetItegufrom that SDU and it
marks the beginning of a new partial invoke messa@pe very last packet having the TTR flag set MUNJT be appended
with the SDU Boundary TPI. The TTR flag impliesrarhe and SDU boundary as well.

If the service primitive MoreData parameter is fiat, WTP provider will attach the SDU Boundary T€the last GTR
packet of the last group of the SDU indicating pleer the end of the SDU.

Ordering of service primitives MUST be enforcedtbg WTP provider. That is, confirm service primas/MUST be passed
to the WTP user in the order that the request wexde. Inside WTP layer the sequence of the dataii@nsured by the
numbering of the packets. WTP is a serial chanmeldata MUST be delivered to the peer WTP usénérsame order as
submitted to WTP by the local user.

The order in which service primitives within thersatransaction are submitted to WTP must be predefor example, say
that SP1, SP2 and SP3 are service primitives heiad to transfer fragments for data of the sanmsaetion and are
submitted to WTP in that order by the WTP user. Uiber data in SP1 must be sent entirely to the \W8d? before the user
data for SP2 is sent, and similarly for SP3.

7.15.3 Procedure for Sliding Window

Packets are organized into groups. The last padkee group has the GTR flag set. The last pagktte last group in the
transmission has the TTR flag set and GTR flagrel&aSo far this is the same as of the original SR packet carries the
SDU Boundary TPI it MUST have the GTR flag set.

A single group cannot include packets referenceditigrent high order PSN values. For example,aigrcannot include
PSN = 255 and PSN = 256.

The packet sequence number PSN MUST always beaiseteone by one, so there cannot be any holee setjuence
number space. For example, a provider cannot genef@N 1,2 and 4 without generating PSN 3.

The initiator MAY send a number of neighbouringgps in one batch sending the packets in the ofdéed extended
PSNs . The responder MUST acknowledge each graightts been fully received. While a group is n&hagvledged it is
counted as outstanding. So at a time there candoe tinan one groups outstanding. TWiedow comprises the amount of
groups the peer is able to receive.

The size of the sender window in packets is equal t
NumGroups x [Maximum Group/BearerPacketSize]

where [ ] means integer part of the division. Thenber of outstanding groups cannot exceed the thaiéhas been
received in the lastlumGroups TPI. The size of any group created cannot exceedahe veceived in thilaximum Group
TPI divided by the maximal packet size value of thdartying bearer network, so the formula above gthesactual size of
the window measured in packets. These Maximum GamgpNumGroups TPI values can be used for flowrobanhd can
be sent multiple times during a transaction. Tliaior can start to transmit the next group offilthe size of the next group,
when added to the size of the groups are currentistanding, does not exceed the negotiated wirgdipav So the operation
is sliding window based and the measure of slidgngne group. The Maximum Group Option TPI candtdrsany PDU
sent by the receiver to control the maximum nundigrackets in a group and so indirectly the windidze. If no Maximum
Group Option TPI was given during the extended $vaRsfer, it gets a default value. This value defithe minimum size
of data in bytes the receiver is able to receivedfault.

The receiver can practise flow control by sendimduanGroups Option TPI (in Ack or Nack PDUs) havagalue of zero.
This will prevent the sender from starting the srafssion of a new group, once all the packetserothitstanding groups
have been successfully acknowledged. If there areutstanding groups (i.e. the transaction isfitehe time being), the
NumGroups Option TPI can be transmitted by resantlie latest Ack PDU. Reopen of the channel MUSWdree by
sending larger than 0 value in a NumGroups TPhinappropriate PDU (Nack or Ack). The sender MA¥aslits
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retransmission counter each time it receives the@oups TPI set to zero and MAY keep sending ppamkets in order to
keep the transaction alive. If the receiver cldbeswindow (by the NumGroups TPI zero), the setderto start its re-
transmission timer and after the expiration it ttasend a dataless one-packet group to the redeistimulate it to send its
status, i.e. to check whether the window shoulddopened. The probe packet sent by the sendertrauke packet for
which the Ack to reopen the window is expected. &ample, if the receiver closed the window usheyAck for PSN 12,
the sender has to retransmit packet PSN 12 asba paxcket. This packet does not contain data. @teiver reopens the
window by sending an Ack for PSN 12 with NumGrogpsto a value greater than zero.

The receiver may also send the closing TPI in thekNPDU and it means the same: it will stop onbyshding of the
window.

If the initiator supports a sliding window wheniagtas a receiver, i.e. more than 1 group can belsfore an Ack
received, the initiator includes the NumGroups ¥&ue more than 1 in the Invoke PDU. This is usgthle responder when
sending Segmented Result PDUs to the initiatateiines the number of groups of Segmented Re$dtctain be sent to the
initiator before an Ack received. The respondedsgnthe NumGroups TPI value more than 1 in the,Atkck or Result
PDU which indicates the number of groups of Segeitvokes, which the initiator may send to thepoesler without
waiting for an acknowledgement. The NumGroups TRt walue of length zero included in the Ack PDdrsdls, that the
initiator MUST NOT send more than 1 group beforéting for an acknowledgement.

The initiator MAY send a number of Segmented InvBkxUs after the Invoke has been sent and beforAdhkés received
from the responder. Since the Ack has not beenvettget, the initiator does not know the statushefresponder and
therefore the group size SHOULD not be too larde ihitiator MUST NOT send multiple groups at thant.

7.15.4 Procedure for Reliability

The sender cannot have a window that has more2bapackets pending

When the receiver receives a packet with the GTRI®R flag set or any of the groups becomes comil ST check
whether all of the groups of the receiver window eomplete or not. If every group is complete ttines an Ack PDU with
the PSN of the packet with the highest extended PSN (tka@vledgement is cumulative) with the same vahgethe
received packet has. If any of the groups is indetepgt MUST send a Nack PDU that:

* MUST include all the least significant PSN bytesaatithe missing packets (holes in the packet secgjewithin the
window.

e« MUST attach a PSN TPI having the value of the P$Sthi®@packet with the highest extended PSN.
Note that the receiver MUST NOT send Ack PDU ifrthis any incomplete group.

The sender upon receiving this Nack MUST go throiinghlist of missing packets and MUST interprét ithe following
way:

If the least significant byte of the PSN of the simig packet is lower than, or the same as, the $égsificant byte of the
value carried in the PSN TPI attached to the NdaW Ehen the high order PSN bytes for the missintkptare the same as
carried by the PSN TPI attached to the Nack PDUe@ise it is assumed to be in the previous PSHN biger domain so
the high order PSN bytes of the missing packethelin this case one lower than the value carridde PSN TPI attached
to the Nack PDU.

PSN(LSBissing<=P SN(LSB)jack => PSN(HOB}issing =P SN(HOBNack
PSN(LSBissing® PSN(LSB)ack => PSN(HOB}issing=PSN(HOB)jacic 1
where LSB means Least Significant Byte and HOBgteties the High Order Bytes.

If upon receiving a Nack it turns out that for atgalar outstanding group every packet is receiyad missing packet for
the group is listed in the Nack and extended PSth@Nack is not lower than the extended PSN ofréikng packet of the
group), the receiver MUST treat the group as ackedged. It can be removed at any time if the caitynof the window
can be preserved. See example in section 10.6u& diNack may acknowledge implicitly a group.

The sender upon sending the last packet of therspmdndow MUST start the retransmission timerthié retransmission
timer expires it has to increase the retransmisstomter and MUST send the GTR or TTR packet whihthe highest
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extended PSN amongst the unacknowledged packetdén to force the receiver to send an Ack or NRBiJ. If the
counter reaches the maximum the transaction MUS3boeted.

The sender - supporting sliding window mechanisMUST be prepared to the situation where two Nackseceived
within a very short time period listing some comnpatkets. This can happen if there is a lost paa@tthe receiver sends
Nacks as an answer to two subsequent GTR packetsd@hder SHOULD run a retransmission hold-off titbeavoid
excessive retransmissions when multiple Nackshfersame group are received in a short interval.gassible procedure
for managing this timer is described in AppendiXMreover the sender MUST use exponential backsefé section 9.4.1)
when retransmitting.
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8. Structure and Encoding of Protocol Data Units

8.1 General

A Protocol Data Unit, PDU, contains an integer nemiif octets and consists of:
a) the header, comprising:
1. the fixed part
2. the variable part

b) the data, if present

The fixed part of the headers contains frequerdbduparameters and the PDU code. The length arsdrtieture of the fixed
part are defined by the PDU code. The following Ptiphks are currently defined:

Table 11 WTP PDU Types

PDU Type PDU Code
*NOT ALLOWED * 0x00 (Note 1)
Invoke 0x01

Result 0x02

Ack 0x03

Abort 0x04
Segmented Invoke 0x05 (Note 2)
Segmented Result 0x06 (Note 2)
Negative Ack 0x07 (Note 2)

The variable part is used to define less frequargbd parameters. Variable parameters are canri€chnsport Information
ltems, TPI.

The very first bit of the fixed header indicatesettter the PDU has a variable header or not. Trgtheof the fixed header is
given by the PDU type. The variable header consisT®Is. Every TPI has a length field for its olength. The very first
bit of each TPI indicates whether it is the last @Pnot.

Network Octet order for multi-octet integer valug$hig-endian”. In other words, the most signifitactet is transmitted on
the network first followed subsequently by the Isigmificant octets.

The left most bit (bit number 0) of an octet oritfield is the most significant. Bit fields dedoed first are placed in the
most significant bits of the octet. The transmissioder in the network is determined by the undegyransport mechanism

Note 1) If the first octet of a datagram is OxQQyill be interpreted as if the datagram containgtiple concatenated PDUs.
See section on Encoding of Concatenated PDUs.

Note 2) This PDU is only applicable if the optioig@gmentation and Re-assembly function is impleeatent

8.2 Common Header Fields
8.2.1 Continue Flag (CON)

As the first bit of the fixed portion of the heagd#re Continue Flag indicates the presence of &g h the variable part. If
the flag is set, there are one or more TPIs irvétr@ble portion of the header. If the flag is clahe variable part of the
header is empty.

This flag is also used as the first bit of a TR indicates whether the TPI is the last of théalde header. If the flag is set,
another TPI follows this TPI. If the flag is cle#tne octet after this TPI is the first octet of theer data.
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8.2.2  Group Trailer (GTR) and Transmission Trailer (TTR) Flag

When segmentation and re-assembly is implemented@ TR flag is used to indicate the last packehef¢egmented
message, the GTR flag is used to indicate thepkastet of a packet group.

Table 12 GTR/TTR flag combinations
GTR TTR Description
Not last packet
Last packet of message
Last packet of packet group
Segmentation and Re-assembly NOT supported

[l Ll (=) (@}
=[Ok |O

The default setting SHOULD be GTR=1 and TTR=1, tha®WTP segmentation and re-assembly not suppdridgtie case
where a message uses segmentation, if the TTRsflsag in the last segment, then the GTR flag rbesgnored.

8.2.3 Packet Sequence Number

This is used by the PDUs belonging to the segmientand re-assembly function. This number indic#ttesposition of the
packet in the segmented message.

8.2.4 PDU Type

The PDU Type field indicates what type of WTP Pd PDU is (Invoke, Ack, etc). This provides infotina to the
receiving WTP provider as to how the PDU data SHOUWie interpreted and what action is required.

8.2.5 Reserverd (RES)

All reserved bits are to be set to the value Ox@l@ss otherwise specified.

8.2.6  Re-transmission Indicator (RID)

Enables the receiver to differentiate between padteplicated by the network and packets re-trattethby the sender. In
the original message the RID is clear. When thesams gets re-transmitted the RID is set.

8.2.7  Transaction Identifier (TID)

The TID is used to associate a packet with a pdatidransaction.
8.3 Fixed Header Structure

8.3.1 Invoke PDU

Table 13 Structure of Invoke PDU

Bit/Octet 0 1 | 2 | 3 | 4 5 6 7
1 CON PDU Type = Invoke GTR TTR RID
2 TID
3
4 Version | Tibnew| uP | RES RES TCL

8.3.1.1 Transaction Class, TCL

The Initiator indicates the desired transactioslia the invoke message.
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Table 14 Encoding of Class field

Class TCL
0 0x00
1 0x01
2 0x02

The transaction classes are explained in sepdnateter.

8.3.1.2 TIDnew Flag

This is set when the Initiator has "wrapped" thB Vhlue; that is, the next TID will be lower thdretprevious. When the
Responder receives the Invoke PDU and the TIDnawifl set, it invalidates its cached TID valuetfos Initiator.

8.3.1.3 Version

The current version is 0x00.

8.3.1.4 U/P Flag

When this flag is set it indicates that the Iniiratequires a User acknowledgement from the s&WEP user. This means
that the WTP user confirms every received message.

When this flag is clear the WTP provider MAY resgdn a message without a confirmation from the WigEr.

8.3.2 Result PDU
Table 15 Structure of Result PDU
Bit/Octet 0 1 | 2 | 3 | 4 5 6 7
1 CON PDU Type = Result GTR TTR RID
2 TID
3
8.3.3  Acknowledgement PDU
Table 16 Structure of Ack PDU
Bit/Octet 0 1 | 2 | 3 ] 4 5 6 7
1 CON PDU Type = Acknowledgement Tve/Tdgk RES] RID
2 TID
3
8.3.3.1 Tve/Tok Flag

In the direction from the responder to the initidtee Tve (TID Verify) means: -"Do you have an datgling transaction
with this TID?". In the opposite direction the TOKD OK) flag means: -"I| have an outstanding traotigen with this TID!"
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8.3.4  Abort PDU

Table 17 Structure of Abort PDU

Bit/Octet 0 1 | 2 | 3 | 4 5 | 6 | 7
1 CON PDU Type = Abort Abort type
2 TID
3
4 Abort reason

8.34.1 Abort type and Abort reason
Currently the following abort types are specified:

Table 18 WTP Abort Types

Abort type Code | Description

Provider (PROVIDER) 0x00 The abort was generatethbyWTP provider itself.
The abort reason is specified below.

User (USER) 0x01 The abort was generated by the WSEP. The abort
reason is provided to the WTP provider by the WTP
user.

Abort reasons from the WTP provider

The following abort reasons are specified:

Table 19 WTP Provider Abort Codes

Abort reason (PROVIDER) Code | Description

Unknown (UNKNOWN) 0x00 A generic error code indiogtan unexpected error .

Protocol Error (PROTOERR) 0x01 The received PDUd oot be interpreted. The
structure MAY be wrong.

Invalid TID (INVALIDTID) 0x02 Only used by the Ini&tor as a negative result to the
TID verification.

Not Implemented Class 2 0x03 The transaction could not be completed sihee t

(NOTIMPLEMENTEDCL?2) Responder does not support Class 2 transactions.

Not Implemented SAR 0x04 The transaction could not be completed sihee t

(NOTIMPLEMENTEDSAR) Responder does not support SAR.

Not Implemented User 0x05 The transaction could not be completed sihee t

Acknowledgement Responder does not support User acknowledgements.

(NOTIMPLEMENTEDUACK)

WTP Version One 0x06 Current version is 1. The initiator requesiaifferent

(WTPVERSIONONE) version that is not supported.

Capacity Temporarily Exceeded 0x07 Due to an overload situation the transactammmot be

(CAPTEMPEXCEEDED) completed.

No Response (NORESPONSE) 0x0¢ A User acknowledgewesnrequested but the WTP
user did not respond

Message too large 0x09 Due to a message size bigger than the capedihf the

(MESSAGETOOLARGE) receiver the transaction cannot be completed.

Not Implemented Extended SAR Ox0A | The transaction could not be completed sihee t

(NOTIMPLEMENTEDESAR) Responder does not support extended SAR.
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Abort reasons from the WTP user

The abort reasons from the WTP user are givenetdoitel WTP provider in the T-TRAbort request ptine. The abort
reason is specific to the WTP user. For exampliefVTP user is WSP, abort codes defined in [WeaR]be used.

8.3.5 Segmented Invoke PDU (Optional)

Table 20 Structure of Segmented Invoke PDU

Bit/Octet 0 1 | 2 | 3 | 4 5 6 7
1 CON PDU Type = Segmented Invoke GTR TTR RID
2 TID
3
4 Packet Sequence Number

8.3.6 Segmented Result PDU (Optional)

Table 21 Structure of Segmented Result PDU

Bit/Octet 0 1 | 2 | 3 4 5 6 7
1 CON PDU Type = Segmented Result GTHR TTR RID
2 TID
3
4 Packet Sequence Number

8.3.7  Negative Acknowledgement PDU (PDU)

Table 22 Structure of Negative Acknowledgement PDU

Bit/Octet 0 1 | 2 | 3 | 4 5 | 6 7
1 CON PDU Type = Negative Ack Reserved RID
2 TID
3
4 Number of Missing Packets = N
5 Packet Sequence Number(s) of Missing Packets
4+N

8.3.7.1 Number of Missing Packets

Indicates the requested number of missing packeédg00, this means that the entire packet growgll &fe re-transmitted.

8.3.7.2 Packet Sequence Number(s) of Missing Packet s

List of packet sequence number for the requestgiack

8.4 Transport Information ltems
8.4.1 General

The variable part of the PDU can consist of onseweral Transport Information Items, TPIs. The tarfigld of a TPI can
be 2 or 8 bits.

The long TPI (8 bits length) has the following sture:
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Table 23 Long TPI structure

Bit/Octet 0 1 | 2 | 3 | 4 5 6 7
1 CON TPI Identity 1 RES RES
2 TPl Length =N
3 TPI Data
2+N

The short TPI (2 bits length) is structured as
Table 24 Short TPI Structure

Bit/Octet 0 1 | 2 | 3 4 5 6 | 7
1 CON TPI Identity 0 TPI Length = M
2 TPI Data
1+M

In the above tables, N=0..255 and M=0..3. The fiaks of the TPI MUST contain an integer numbeioocfets. In theory the
maximum length of a TPI is 255 octets, howeves #lso limited by the MTU size of the bearer netwand the number of,
and length of, other TPIs in the same PDU header.

The following TPIs are currently defined:

Table 25 Encoding of TPIs

TPI TPI Identity Comment
Error 0x00

Info 0x01

Option 0x02

Packet Sequence Number (PSI 0x03 Note 1
SDU Boundary 0x04 Note 2
Frame Boundary 0x05 Note 2

Note 1) This TPI is only applicable if the optiorsglgmentation and re-assembly function is impleetent
Note 2) This TPI is only applicable if the optiomadtended segmentation and re-assembly functiongkemented.

8.4.2 Error TPI

The Error TPI is returned to the sender of an exoois or unsupported TPI. Currently the followingpecodes have been
defined:

Table 26 Encoding of Error TPI

Error Code Argument
Unknown TPI 0x01 TPI Identity of unknown TPI
Known TPI, unknown content 0x02 TPI Identity andffioctet of content

Depending on the ErrorCode the Error TPI can hadidferent structure.

Table 27 Structure of Error TPI (UNKNOWN)

Bit/Octet 0 1 | 2 | 3 | a 5 6 | 7
1 CON TPI Identity = 0x00 0 TPI Length = 0x01
2 ErrorCode = 0x01 | Bad TP! Identity
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Table 28 Structure of Error TPl (KNOWN)

Bit/Octet 0 1 | 2 | 3 | 4 5 6 | 7
1 CON TPI Identity = 0x00 0 TPI Length = 0x0
ErrorCode = 0x02 | Bad TPI Identity
3 First octet of TPI

Note that this TPI is mandated to support by a Vgid¥ider. Consequently, the WTP provider MUST dismable to
recognise the general structure of a TPI.

8.4.3 Info TPI

This TPl is used to piggyback a small amount o&datthe variable part of the PDU header. For exanpe data can be
performance measurements or statistical data.

The structure of the Info TPl is illustrated below.

Table 29 Structure of Info TPI

Bit/Octet 0 1 | 2 | 3 | a 5 6 | 7
1 CON TPI Identity 0 TPl Length =N
2 Information
1+N

The above table shows the Info TPI as short TRhdfe information MUST be sent, the long TPI carubed.

8.4.4  Option TPI

The Option TPl is used to transfer parameters batvweo WTP entities. The parameter carried in thadd TPI is valid for
the lifetime of the transaction. The following apts are currently defined:
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Table 30 Encoding of Option TPI

Option

Identity

Description

Comment

Maximum Receive Unit

0x01

This parameter is used by the Initiator to
advertise the maximum unit of data in bytes
that can be received in the result

Total Message Size

0x02

This parameter can be sent in the first packe
a segmented message to inform the receive
about the total message size in bytes

Note 1

Delay Transmission
Timer

0x03

This parameter can be sent in the Ack PDU
when a packet group is acknowledged. The
receiver MUST NOT send the next packet

group until the specified time has elapsed. T
time is in 1/10 seconds.

Note 1

Maximum Group

0x04

This parameter can be used by either
transaction party to advertise the maximum
group size, which can be received. The
parameter indicates the maximum size in by
of data in a single group. The default is 1405

Note 1

Current TID

0x05

This parameter may be sent with an Ack PD
when a 3-way-handshake is requested by th
server, i.e. the Verify flag is set. The use of t
parameter is optional, and the interpretation
the client implementation dependent. When
used, the value shall be the value cashed by
server (LastTID).

No Cached TID

0x06

This parameter may be sent with an Ack PD
when a 3-way-handshake is requested by th
server, i.e. the Verify flag is set. The use of t
parameter is optional, and the interpretation
the client implementation dependent. When
used, the parameter indicated that there is n
cached LastTID

NumGroups

0x07

This parameter can be used by either
transaction party to advertise the maximum
number of outstanding groups which can be
received. This value is expressed in number
groups. This TPl is used to signal the extend
segmentation and re-assembly feature
availability to the peer. A WTP
implementation, which supports extended S
function, MUST include this TPI in the initial
Invoke PDU. The absence of this TPl in the
Ack, Nack or Result PDU will indicate to the
receiving WTP that the sender of the PDU d
not support the extended SAR. The value of
length zero indicates the usage of the defau

value, 1.

Note 2

Note 1) This parameter is only applicable if thé@pal segmentation and re-assembly function idémented.
Note 2) This parameter is only applicable if thé@pal extended segmentation and re-assembly fumédiimplemented.
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The structure of the Option TPl is illustrated belo

Table 31 Structure of Option TPI

Bit/Octet 0 1 | 2 | 3 ] 4 5 6 | 7
1 CON TPI Identity 0 TPI Length =N
2 Option Identity
3 Option Value
1+N

The above table shows the Option TPI as a shortlTRiore information must be sent, the long TR ba used.

8.4.5 Packet Sequence Number TPI (Optional)

The Ack PDU does not have a Packet Sequence NuiB&l) field. When Segmentation and Re-assemblgas this TPI
is attached to the variable part of the Ack PDUdeeaThe PSN included in the Ack PDU is the PSkhefacknowledged
packet (GTR or TTR packet).

In case of extended SAR, the range of PSN is 24 thierefore the TPI length=M, where M may varyeetn 1 and 3. This
TPI provides the high-order bytes of the sequemresher, which are not included in the PDU itselfisThPI provides the
high-order bytes of the sequence number in the @aSegmented Invoke/Result PDUs and the complgté when sent in
the Nack or Ack PDU. PSN will be reset to zeroeitaeaches 2°24 (wraps around).

Table 32 Structure of Packet Sequence Number TPI

Bit/Octet 0 1 | 2 | 3 | 4 5 6 | 7
1 CON TPI Identity = Packet Sequence Number, 0 TPigtler M
2 First Byte (MSB) of PSN
Optional Second Byte of PSN
1+M Optional Third Byte of PSN

8.4.6 SDU Boundary TPI

This TPl is used only in the optional extended segtation and re-assembly function to put a frantiagndary into the
SDU data transmitted to the peer. This TPI willdtched to the GTR packet fix header of the lestig by the protocol
automatically, if the service primitive parameteoidData is set.

Table 33 Structure of SDU Boundary TPI
Bit/Octet 7 6 | 5 | 4 | 3 2 1| 0
1 CON TPI Identity = SDU Boundary 0 TPl Length =0

8.4.7 Frame Boundary TPI

This TPI is used only in the optional extended segtation and re-assembly function to put a usetrolbed framing
boundary at the beginning of SDU data transmittetth¢ peer. This TPI can be attached only to thg filst packet’s fixed
header.

Table 34 Structure of Frame Boundary TPI
Bit/Octet 7 6 | 5 | a4 | 3 2 1| 0
1 CON TPI Identity = Frame Boundary 0 TPl Length =0
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8.5 Structure of Concatenated PDUs

One or more WTP Protocol Data Units (PDUs) MAY batained in one datagram Service Data Unit (SDU)s 15
illustrated below.

Datagram Service Data Unit

WTP Protocol Data Unit(s)

The following table represents a datagram SDU wite WTP PDU. The PDU including header and dataégtsts.
Table 35 WTP PDU without Concatenation

Bit/Octet o | 1 | 2 | 3 | a4 | 5 | 6 | 7
1 WTP PDU
.

The following table represents two WTP PDUs coneatted in the same SDU of the bearer network. Tiee®DU is N
octets and the second is M octets.

Table 36 Concatenated WTP PDUs

Bit/Octet o | 1 | 2 | 3 | 4 | 5 | 6 | 7

1 Concatenation Indicator = 0x00
2 0o | WTP PDU Length =N
3 WTP PDU
N+2
N+3 0 | WTP PDU Length =M
N+4 WTP PDU

N+M+3

The concatenation indicator is used to indicatétth@ SDU contains multiple WTP PDUs. The numbePbUs is limited
only by the maximum size of the SDU.

The PDU Length field can be 7 or 15 bits. If thrstfbit in the PDU Length field is set, the lenjtid is 15 bits, if not, it is 7

bits. This means that the PDU Length field take8 wp 16 bits depending on whether the first bggsor not. In the above
table the first bit is 0 and thus the length field bits.
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9. State Tables

9.1 General

This chapter defines state tables for the core \WDRocol without the optional segmentation andsgseanbly function.

9.2 Event Processing

The WTP provider initiating a transaction is caltbd Initiator. The WTP provider responding to attiated transaction is
called the Responder. An implementation of the Viff&ocol is not required to have both Initiator &esponder
functionality. For example, if the WTP user is INSP client protocol the WTP provider MAY only suppimitiation of
transactions, that is, no Responder functionaige Static Conformance Requirements appendix tailslen what MUST
be implemented in order to conform to the standard.

The interface to the next higher layer is defingdie WTP service primitives. The next lower laigetypically a datagram
service and the only service primitives are thetDatia indication and requests. The request andnsgpservice primitives
from the next higher layer together with indicatinimitive from the next lower layer are termagnts. If multiple PDUs
are concatenated in the SDU from the next lowesrlayhey MUST be separated and dispatched to @inedctions. In
addition to the external events, there will alsariternal events such as timer expirations andgrro

An event is validated before it is processed. Tilewing tests are performed, and if no actioralsehn, the event is
processed according to the state tables.

Table 37 Test of incoming events
Test Action
UnitData.ind on the Responder: Invoke PDU Creaiew transaction
UnitData.ind on the Initiator: Ack PDU with the TV® Send Abort PDU (INVALIDTID)
flag set, no matching outstanding transaction
UnitData.ind: Ack PDU, Nack PDU, Result PDU or Ignore
Abort PDU, no matching outstanding transaction
Illegal PDU type or erroneous header structure Refentry for "RcvErrorPdu’ in state tables
Buffer overflow or out-of-memory errors Send AbBiDU (CAPTEMPEXCEED)
UnitData.ind on the Responder: Invoke PDU requgstin Send Abort PDU (NOTIMPLEMENTEDCL?2)
Class 2 transaction and Class 2 is not supported
UnitData.ind on the Responder: Invoke PDU using SARSend Abort PDU (NOTIMPLEMENTEDSAR)
and SAR is not supported
UnitData.ind on the Responder: Invoke PDU requgstin Send Abort PDU (NOTIMPLEMENTEDUACK)
User acknowledgement and User acknowledgement is
not supported
UnitData.ind on the Responder: Invoke PDU with Send Abort PDU (WTPVERSIONONE)
Version != 0x00
UnitData.ind on the Responder: Invoke PDU when no| Ignore.
more transaction requests can be accepted

9.3 Actions
9.3.1 Timers

The following timer actions can be used in theestables:

Start timer, <value>
Starts the timer with the specified interval vallighe timer is already running, it is re-starteith the new value.
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Stop timer
Stop the timer without generating an event.

9.3.2 Counters

The following counter actions can be used in théestables:
Reset counter
Set the counter to zero.
Increment counter
Increment the counter with one.
9.3.3 Messages

The following message actions can be used in Hie &tbles:

Queue (Time T)
Queuing a PDU causes it to be queued for eventliaedy. The message MUST NOT be queued for lotiges
than T time units and is queued only until theadrestarted timer T expires. The timer is not mesth

Send
Sending a PDU causes it and any queued PDUs terthénsmediately.

The queuing mechanism is used to concatenate nessfag different transactions. This can be seem@mcatenation
layer that operates below the transaction statdnmacThe realisation of the concatenation layémislementation
dependent and not specified.

9.4 Timers, Counters and Variable
94.1 Timers

The following timers are used by WTP:

Table 38 WTP Timers
Timer Description

Transaction timer Each transaction has a timevciasted with it. The timer is used for both
the retry interval, acknowledgement interval andt Waneout interval.

A timer can be started with different timer valutpending on the type of transaction and the ctistate of the transaction.
Timer values are grouped according to their purpdbis is shown in the following table.

Table 39 WTP Timer Intervals
Timer interval (name) Description

Acknowledgement interval (A) This sets a boundtfa amount of time to wait before sending an
acknowledgement.

Retry interval (R) This sets a bound for the amaf time to wait before re-transmitting a PD
Wait timeout interval (W) This sets a bound for #meount of time to wait before state information
about a transaction is released.

Only Class 2 Initiator and Class 1 Responder

=

The Retry interval MAY be implemented as an arrdyhe re-transmission counter as an index, R[R@R]exponential
back off algorithm can be implemented by populaiipwith values that are increasing successivegigwf 2.
The value of a timer interval depends on the follmyparameters:

¢ The characteristics of the bearer network

e The transaction class
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¢ The state of the transaction (which message iglrehtried or acknowledged)

Timer interval values for different bearer netwocks be found in Appendix A.

9.4.2 Counters

The following counters are used by the WTP:

Table 40 WTP Counters
Counter (name) Description
Re-transmission Counter (RCR) This set a bounth®maximum number of re-transmissiong
of any PDU. The max value is defined as RCR_MAX.
Acknowledgment Expiration Counter (AEC This setsoand for the maximum number of times the
transaction timer, initialised with the acknowledgmt interval,
is allowed to expire and be re-started before ridugstction is
aborted. The max value is defined as AEC_MAX.

9.4.3 Variables

The following variables are used by WTP at theidtdr and Responder.

Table 41 WTP Variables
WTP variables

Variables Type Description

GenTID Uintlé | The TID to use for the next transaictiincremented by ong Global

for every initiated transaction. Only Initiator
SendTID Uintl6 | The TID value to send in all PDU4his transaction One per transactior]
RcvTID Uintl6 | The TID values expected to receivevery PDU in this One per transaction

transaction.
RcvTID = SendTID XOR 0x8000

LastTID Uintl6 | The last received TID from a certa@mote host One per remote host
Only Responder

HoldOn BOOL | True if HoldOn acknowledgement has beseived One per class 2
transaction

Uack BOOL | True if User Acknowledgement has beemiestgd for this | One per transaction

transaction

The Uintl6 type is an unsigned 16-bit integer. BGOL type is a Boolean value that only can takewdlae of True or
False.
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9.5 WTP Initiator

WTP Initiator NULL

Event Condition Action Next State
TR-Invoke.req Class==2]1 SendTID = GenTID RESULT WAIT
Send Invoke PDU
Reset RCR
Start timer, R [RCR]
Uack = False
Class==2|1 SendTID = GenTID
UserAck Send Invoke PDU
Reset RCR
Start timer, R [RCR]
Uack = True
Class == SendTID = GenTID NULL
Send Invoke PDU
WTP Inititator RESULT WAIT
Event Condition Action Next State
TR-Abort.req Abort transaction NULL
Send Abort PDU (USER)
RcvAck Class == Stop timer RESULT WAIT
HoldOn == False Generate T-TRInvoke.cnf
HoldOn = True
Class == Ignore RESULT WAIT
HoldOn == True
Class == Stop timer NULL
Generate T-TRInvoke.cnf
TIDve Send Ack(TIDok) RESULT WAIT
Class==2|1 Increment RCR
RCR < MAX_RCR Start timer, R [RCR]
TIDve Ignore RESULT WAIT
Class==2]|1
RcvAbort Abort transaction NULL
Generate TR-Abort.ind
RcvErrorPDU Abort Transaction NULL
Send Abort PDU (PROTOERR)
Generate TR-Abort.ind
TimerTO_R RCR < MAX_RCR Increment RCR RESULT WAIT
Start timer R [RCR]
Send Invoke PDU
RCR < MAX_RCR, Increment RCR RESULT WAIT
Ack(TIDok) already sent Start timer R [RCR]
Send Ack(TIDok)
RCR == Abort transaction NULL
MAX_RCR Generate TR-Abort.ind
RcvResult Class == Stop timer RESULT RESP WAIT

HoldOn == True

Generate TR-Result.ind
Start timer, A

Class ==
HoldOn == False

Stop timer

Generate TR-Invoke.cnf
Generate TR-Result.ind
Start timer, A
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WTP Inititator RESULT RESP WAIT (class 2 only)

Event Condition Action Next State
TR-Result.res Queue(A) Ack PDU WAIT TIMEOUT
Start timer, W

Exitinfo Queue(A) Ack PDU with Info TPI
Start timer, W
RcvAbort Abort transaction NULL
Generate T-TRAbort.ind
TR-Abort.req Abort transaction
Send Abort PDU (USER)
RcvErrorPDU Abort Transaction NULL

Send Abort PDU (PROTOERR)
Generate TR-Abort.ind

RcvResult Ignore RESULT RESP WAIT
TimerTO_A AEC < AEC_MAX Increment AEC RESULT RESP WAIT
Start timer, A
AEC == AEC_MAX Abort transaction NULL
Send Abort PDU (NORESPONSE)
Uack == False Queue(A) Ack PDU WAIT TIMEOUT

Start timer, W

WTP Inititator WAIT TIMEOUT (class 2 only)

Event Condition Action Next State
RcvResult RID=0 Ignore WAIT TIMEOUT
RcvResult RID=1 Send Ack PDU WAIT TIMEOUT
RcvResult RID=1, Exitinfo Send Ack PDU with info TP WAI T TIMEOUT
RcvAbort Abort transaction NULL

Generate T-TRAbort.ind
RcvErrorPDU Abort Transaction NULL

Send Abort PDU (PROTOERR)
Generate TR-Abort.ind

TimerTO_W Clear Transaction NULL

TR-Abort.req Abort transaction NULL
Send Abort PDU (USER)
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9.6 WTP Responder

WTP Responder LISTEN

Event Condition Action Next State
Rcvinvoke Class==2]1 Generate TR-Invoke.ind INVOKE RESP WAIT
Valid TID Start timer, A
U/P flag Uack = True
Class==2|1 Generate TR-Invoke.ind
Valid TID Start timer, A
Uack = False
Class == Generate TR-Invoke.ind LISTEN
Class==2 |1 Send Ack(TIDve) TIDOK WAIT
Invalid TID
RcvErrorPDU Send Abort PDU (PROTOERR) LISTEN
WTP Responder TIDOK WAIT
Event Condition Action Next State
RcvAck Class==2]1 Generate TR-Invoke.ind INVOKE RESP WAIT
TIDok Start timer, A
RcvErrorPDU Send Abort PDU (PROTOERR) LISTEN
Abort Transaction
RcvAbort Abort transaction LISTEN
Rcvinvoke RID=0 Ignore TIDOK WAIT
RID=1 Send Ack(TIDve) TIDOK WAIT
WTP Responder INVOKE RESP WAIT
Event Condition Action Next State
TR-Invoke.res Class == Queue(A) Ack PDU with InfoTPI WAIT TIMEOUT
Exitinfo Start timer,W
Class == Queue(A) Ack PDU
Start timer, W
Class == Start timer, A RESULT WAIT

TR-Result.req

Reset RCR
Start timer R[RCR]
Send Result PDU

RESULT RESP WAIT

TR-Abort.req Abort transaction LISTEN
Send Abort PDU ( USER)
RcvAbort Generate TR-Abort.ind LISTEN
Abort transaction
Rcvinvoke Ignore INVOKE RESP WAIT
RcvErrorPDU Abort Transaction LISTEN
Send Abort PDU (PROTOERR)
Generate TR-Abort.ind
TimerTO_A AEC < AEC_MAX Increment AEC INVOKE RESP WAIT

Start timer, A

AEC == AEC_MAX Abort transaction LISTEN
Send Abort PDU (NORESPONSE)
Generate TR-Abort.ind
Class == Queue(A) Ack PDU WAIT TIMEOUT
Uack == False Start timer, W
Class == Send Ack PDU RESULT WAIT

Uack == False
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WTP Responder RESULT WAIT (class 2 only)

Event Condition Action Next State
TR-Result.req Reset RCR RESULT RESP WAIT
Start timer, R[RCR]
Send Result PDU
Rcvinvoke RID=0 Ignore RESULT WAIT
RID=1 Ignore RESULT WAIT
RID=1, Ack PDU already sent Resend Ack PDU RESULAIW
RcvErrorPDU Abort Transaction LISTEN
Send Abort PDU (PROTOERR)
Generate TR-Abort.ind
TR-Abort.req Abort transaction LISTEN
Send Abort PDU (USER)
RcvAbort Generate T-TRAbort.ind LISTEN
Abort transaction
TimerTO_A Send Ack PDU RESULT WAIT
WTP Responder RESULT RESP WAIT (class 2 only)
Event Condition Action Next State
TR-Abort.req Abort transaction LISTEN
Send Abort PDU (USER)
RcvAbort Generate T-TRAbort.ind LISTEN
Abort transaction
RcvAck TIDok Ignore RESULT RESP WAIT
RcvAck Generate TR-Result.cnf LISTEN
RcvErrorPDU Abort Transaction LISTEN
Send Abort PDU (PROTOERR)
Generate TR-Abort.ind
TimerTO_R RCR < MAX_RCR Increment RCR RESULT RESP WAIT
Send Result PDU
Start timer, R [RCR]
RCR == MAX_RCR Generate T-TRAbort.ind LISTEN
Abort transaction
WTP Responder WAIT TIMEOUT (class 1 only)
Event Condition Action Next State
Rcvinvoke RID=0 Ignore WAIT TIMEOUT
Rcvinvoke RID=1 Send Ack PDU WAIT TIMEOUT
Rcvinvoke RID=1, Exitinfo Send Ack PDU with Info TP WAIT TIMEOUT
RcvAck TIDok, RID=1 Send Ack PDU WAIT TIMEOUT
RcvAck TIDok, RID=1, ExitInfo Send Ack PDU with IofTPI WAIT TIMEOUT
RcvErrorPDU Abort Transaction LISTEN
Send Abort PDU (PROTOERR)
Generate TR-Abort.ind
RcvAbort Abort transaction LISTEN
Generate T-TRAbort.ind
TimerTO_W Clear Transaction LISTEN
TR-Abort.req Abort transaction LISTEN

Send Abort PDU (USER)
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10.Examples of Protocol Operation

10.1 Introduction

The examples in this chapters attempt to illustaaie clarify how the protocol operates. For theesafkbrevity, only header
fields relevant for the specific example are inelddh the diagrams. Each flag in the Flag fieldhaf PDU header is
indicated by one character. The below table shbeglifferent characters that can appear in the plesn

Table 42 Abbreviations Used in the Examples

Abbreviation | Meaning

N TIDnew flag is set

V TIDve flag is set

O TIDok flag is set

U U/P flag is set

G GTR flag is set

T TTR flag is set

TG Both TTR and GTR flags are set to indicate 4R is not supported
RID = X Re-transmission Indicator is X

TID=N Transaction Identifier is N

c0 The TCL field indicates class 0 transaction
cl The TCL field indicates class 1 transaction
c2 The TCL field indicates class 2 transaction

Parameters like Abort reason and Error codes attewin clear text, and so are TPIs. For Transadtientifiers N* is N
with the high order bit set; if N = 0x0000 then N*0x8000.

10.2 Class 0 Transaction

10.2.1 Basic Transaction

Initiator Responder

1 Invoke( TID=N, TG, c0 ...)

v v

Figure 3 Basic Class 0 Transaction

1. The Initiator initiates a class 0 transaction (c0).

10.3 Class 1 Transaction

10.3.1 Basic Transaction

Initiator Responder
1 Invoke( TID=N, TG, c1 ...)
2 |e Ack( TID=N*)
<
v v

Figure 4 Basic Class 1 Transaction

1. The Initiator initiates a class 1 transaction (c1).
2. The Responder acknowledges the received invokeagess
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10.4 Class 2 Transaction

10.4.1 Basic Transaction

Invoke( TID=N, TG, ¢2, ...) -
1 >

Result (TID=N*, TG, ...)

2 |«

Ack( TID=N)

v

3

Figure 5 Basic Class 2 Transaction

1. The Initiator initiates a class 2 transaction (c2).
2. The Responder waits for the invoke message todeepsed and implicitly acknowledges the invoke mgssvith the

Result.
3. The Initiator acknowledges the received result ragss

10.4.2 Transaction with “Hold on” Acknowledgement

Invoke( TID=N, TG, c2, ...)

1

Ack( TID=N*)

2

A

Result( TID=N*, TG, ...)

A

3
Ack( TID=N)

4
v v

Figure 6 Class 2 Transaction with "hold on" acknowl edgement.

The Initiator initiates a class 2 transaction (c2).

2. The Responder waits for the invoke message todeepsed. The acknowledgement timer at the Respemgees and
an "hold-on" acknowledgement is sent to preventiitetor from re-transmitting the invoke message.

3. The result is sent to the Initiator

4. The Initiator acknowledges the received result mgss

Lo
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10.5 Transaction Identifier Verification

10.5.1 Verification Succeeds

Initiator Responder

1 Invoke( TID=N, TG, c2...)

Ack(TID=N*V, ...)

2

Ack( TID=N, O)

3

Result( TID=N*, TG)

Ack( TID=N)

v v

Figure 7 Verification Succeeds

The Responder receives a new invoke message afdHhest fails, this causes the Verification prdaee to be invoked.
The Responder returns an acknowledgement to thiatbmifor a verification of whether it has an datsling transaction
with this TID. In this example, the Initiator has autstanding transaction with the TID and acknaolgés the verification.

10.5.2 Verification Falls

Initiator Responder
Transaction number N is terminated
Invoke( TID=N, TG, c2, ...)
1 >
2 e Ack( TID=N*, V)
Abort( TID=N, INVALIDTID)
3y v

Figure 8 Verification Fails

The invoke message with TID=N is duplicated in tieéwork, or has been delayed. When it arrivesstxation N has
already been terminated and the Responder asksititagor to verify the transaction. The Initiataborts the transaction by
sending an Abort.
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10.5.3 Transaction with Out-of-Order Invoke

An invoke message is delayed in the network. Whemtessage finally arrives to the Responder, tlspételer has cached
a higher TID value. The Responder initiates a Waatfon in order to check whether the InitiatoH $tas an invoke message
with TID=N outstanding.

N Invoke( TID=N, TG, c2,...)

2 Invoke( TID=N+3, TG, c2, ...)

Result( TID=N+3* TG, ...)

3
Ack( TID=N+3)

Ack( TID=N*, V)

6 [«
Ack( TID=N, O)

7 >
Result(TID=N*, TG, ...)

8 |e

Ack( TID=N)

v v
Figure 9 Delayed Invoke Message

Note that the Responder must not replace its catH2dalue (N+3) with the lower TID value (N). Ihé cached TID is
moved backwards, old duplicates with higher TIDueal will erroneously get accepted.

10.6 Segmentation and Re-assembly

This example illustrates a Class 2 transactiongusa@gmentation. The Invoke is segmented and sdiveipackets in two
packet groups.

Invoke( TID=N, c2, ...)

1

R Segminvoke( TID=N, PSN=1,... »

Segminvoke( TID=N, G, PSN=2,...)

3

Ack( TID=N*, PSNR= 2)

4 |@
5 Segminvoke( TID=N, PSN=3,...)

6 Segminvoke( TID=N, T, PSN=4,...)

7 |le Result (TID=N*, T,...)

8 Ack( TID=N) >

v \4
Figure 10 Segmentation of invoke message

The Initiator starts off by sending the first thyackets in one batch. The last packet has the f&fRo trigger an

acknowledgement from the Responder. Once the adkdgement is received by the Initiator the last packets of the

message are sent. The final message has the Tg BeflaAfter some time, the Responder sends bacieult to the
Initiator. The Initiator acknowledges the resultiahe transaction is finished.

Note that the PSN TPI is used for the Packet SexguBlnmber in the Ack PDU.
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10.6.1 Selective Re-transmission

This example illustrates a Class 1 transactionguseagmentation. One of the packets in the only gtagdoup is lost and the
Responder has to request the packet to be re-titd@dnin the case of SAR, if the TTR flag is sethe last segment, then
the GTR flag must be ignored.

Initiator Responder

Invoke( TID=N, c1, ...)

1

Segminvoke( TID=N, PSN=1, RID=0, ...,
) g ( D x

Segminvoke( TID=N, T, PSN=2, ..) R
3

Nack( TID=N*, “Missing packet”, PSNR=1)
<

4

5 Segminvoke( TID=N, PSN=1, RID=1..)

6 le Ack( TID=N*, PSNR=2)
<
v v

Figure 11 Selective re-transmission

The Initiator starts off by sending the first thygsckets. The second packet is lost. When the Relgpoeceives the packet
with the GTR flag set, it attempts to re-assemibegacket group but fails due to the one missirlgia The Responder
returns a Nack to request the missing packet. miti@tor re-transmit the missing packet. The re¥raitted packet has the

RID flag set. Once the missing packet has beenvetdy the Responder the message is acknowledgktha transaction
is finished.

Note that the PSN TPI is used for the Packet SexguBlnmber in the Ack PDU.

10.6.2 Re-transmission of the GTR/TTR Packet
This example illustrates a class 1 transactiongusegmentation. The last packet is and the initiaés to re-transmit it.

Initiator Responder

Invoke( TID=N, c1, ..)

1

Segminvoke( TID=N, PSN=1,..)

2

Segminvoke( TID=N, T, PSN=2RID=0, )%
3 >

[timeout] TID=N, T, PSN=2, RID=1,..)
4

5 e Ack( TID=N*, PSNR=2)

v v

Figure 12 GTR/TTR packet retransmission

The initiator starts off by sending three pack@&tse third packet is lost. Since the responder dotseceive the packet with
the GTR or TTR flag set, it can’'t determine whettier whole packet group has been transmitted orAfter a certain time
without receiving any acknowledgement for this grotine initiator re-transmits the last packet & gnoup. The re-
transmitted packet has the RID flag set. Oncedlpander has received the missing packet, the gegsacknowledged
and the transaction is finished.
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10.6.3 SAR and TID Verification

If TID verification is necessary when receivingegsented invoke message, it has to take place thleeResponder
successfully received the first packet group. Tification acknowledges the successful transmissfdhe first packet

group.

[

Invoke( TID=N, c1, ..)

Segminvoke( TID=N, PSN=1...)

Segminvoke( TID=N, T, PSN=2 RID=0, .

Ack (TID=N*, Tve, PSNR=2)

Ack(TID=N*, TOK)

Segminvoke (TID=N, PSN=3,...)

Figure 13 SAR and TID Verification, no missing paclkts

If some packets were lost during the transmisdiost,a negative acknowledgement (Nack) MUST be.sEID verification
takes place only after the successful transmissiohe whole group.

Invoke( TID=N, c1, .)

Segminvoke( TID=N, PSN=1,..) X

Segminvoke( TID=N, T, PSN=2,RID=0, .

Nack (TID=N*, PSNR=1)

Segminvoke(TID=N, PSN=1, RID=L,...)

ACk(TID=N", TVe, PSNR=2,..)

ACK(TID=N, Tok)

Segminvoke(TID=N, PSN=3,...)

Figure 14 SAR and TID Verification, some packets we lost

If the TID is invalid (e.g. Responder received awark duplicate of a group trailer packet), the gasder will send a
negative acknowledgement (Figure 14). The initid&tST ignore Nack PDUs with invalid TID. The Resplen MUST
NOT retransmit the Nack PDU. After a reasonable amof time, the Responder SHOULD remove all datated to the
non-existing transaction.

10.6.4 Flow Control Using Option TPI (Maximum Group) Conjointly with SAR

Example situation

» Initiator can receive up to 200 bytes

» Responder can receive up to 100 bytes

» Initiator can send up to 300 bytes in a group

» The size of each packet in a group is 150 bytes

Under these conditions, the initiator would likesend 700 bytes of user data in an Invoke PDU. Mewthe maximum
value the initiator can send in a group is 300 fyse it sends only two packets in a group comgiBio0 bytes of data. After

the responder receives the two packets, it can aektk PDU with the option TPI(Maximum Group) weasaximum
group value is 100 bytes. If the initiator receia@sAck PDU with option TPI (Maximum Group), it niugs-assign group

[0 2003 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



WAP-224-WTP-20020827-a

Page 63 (75)

size to 100 bytes and sends Invoke PDU whose fsifiibytes. If the responder sends and Ack PDU wittion TPI
(Maximum Group) whose value is 300 bytes, theafiti can send 3 packets in a group.

In this way, user data is segmented using optidn(MBximum Group) and their flow can be controlleg option TPI

(Maximum Group).

Initiator

Upper layer call TR-Invoke.req
with 700 bytes of data

Because initial group size is 300,
GTR is set

Initiator assign group size to 100

Initiator assign group size to 400

Invoke(TID=N, C2,..)+OptionTPI(MG=200)+data(length

>

Segmlinvoke(TID=N, G, PSN=1)+data(length :\146)
>

Ack(TID=N*, PSNR=1)+OptionTPI(MG=100)

=143)

-

Segminvoke(TID=N, G, PSN=2)+data(length = 96)

o

>

Ack(TID=N*, PSNR=2)+OptionTPI(MG=400)

Responder

Responder store initiator's MG
in transaction information

Management Entity assign

& 200 bytes to MG

-

Segminvoke(TID=N, PSN=3)+data(length = 146)

>

Segminvoke(TID=N, PSN=4)+data(length = 146)

o

>

Segminvoke(TID=N, T, PSN=5)+data(length = 23)

o

>

Result(TID=N*, )+OptionTPI(MG=400)+data(length = 14 3)
-<

SengssuIt(TID:N*, G, PSN=1)+data(length = 46)

Ack(TID=N, PSNR=1) -
>
SegmResult(TID=N*, T, PSN=2)+data(length = 111)
-
Ack(TID=N)
>

Upper layer call TR-Result.req
with user data 300 bytes

Because initiator's
max group size is 200,
GTRiis set

Figure 15 Option TPI(Maximum Group) usage
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10.6.5 Basic Extended SAR

The example illustrates a class 2 transaction usktgnded SAR for the transmission of a large te$hle example shows
the beginning of the transaction. At the beginrofithe transaction the negotiation of the exten8A® takes place by using
the NumGroups Option TPI. Each packet group costaipackets. Packet 4 gets lost so the receivelsseNack containing
this missing packet and the sender retransmits it.

Sender Receiver

L 1 L 1

Invoke(NumGroups=2)

ups=2)

Result(PSN=0)

Segmented Result(PSN=1)

Segmented Result(PSN=2, GTR)

Segmented Resul

PSN=3)

Ack PDU(PSN=2)

esult(PSN=4)

Result(PSN=5, GTR)

Segmented Result(PSN=6)

Nack (list=4, RSN=5)

Segmented Result(PSN=7)

Segmented Resu|t(PSN=4)

\ Retransmission due to Nack

Segmented Result(PSN=8, GTR)

AC

I I
Figure 16 Sample Flow in a Transaction using Exteretl SAR
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10.6.6 Example of Re-transmission Hold-off

For example, assume a sender transmits 2 groubpatkets each, numbered 1, 2, 3, and 4 (packaid 2 will have GTR
set). If packet 1 is lost, the receiver will fisste packet 2, with GTR set, and will start a Naglayltimer (in case packet 1
shows up out of order). When the Nack delay tinxpires, the receiver will send a Nack for packéhdte that if packets 3
and/or 4 arrive prior to Nack delay timer expiratithe Nack sent in response to packet 2 shoultholtde Nack
information about packets 3 or 4). When the senelgzives this Nack, it will immediately retransipétcket 1, and mark
packet 1 as being in retransmission hold-off witmeestamp. When packets 3 and 4 arrive at thevegesince the entire
second group has been received and no reorderedsite be accounted for, it will immediately serdack for packet 1
again (an Ack would only be sent if there were rissing packets at all). When the sender received\tack, it will ignore
the packet 1 information as long as packet 1 lisistietransmission hold-off. When packet 1 ars\a the receiver, it will
send an Ack for packet 4.

GIR
\ Start NACK Timer

) NACK Timer BExpires
NACK 1, PSN\=

#1 enters retry hold-off
CK L PS\N
#1 still in retry hold-off L Rp

ACK PSN=4

/.

/

- ————

Figure 17 Elimination of Retransmission using Holdeff Timer

Note that if the retransmission hold-off period @/é&wo short, or not implemented, packet 1 woulceHaeen retransmitted
twice, once more than necessary. Note also thpatdkets 3 and 4 had been delivered out of orddrttenfirst Nack sent
included information about packets 3 and 4, pa8kebuld have been retransmitted unnecessarily #sTiés is why a
Nack generated for a group of packets should ardiude information about packets missing from #rad previous groups.
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10.6.7 Another Example of Re-transmission Hold-off
The following example demonstrates how the holdoefiod works in a class 2 transaction when thigator is the sender.

Sender Receiver

I 1

Invoke PDU, GTR
(PSN=0)

SSI PDU
PSN=1

Ack 0
SSI PDU
PSN=2, GTR

SSI PDU
PSN=3

SSI PDU
PSN=4, GTR

Hold-off started SSI PDU

PSN=1
R Nack 1,3
PSN:’4 _the that PSN of 1
[RTT} [ |isincluded here as well
Hold-off started SSI PD Nack 3 .
=3 PSN=4 We received packet 1
but packet 3 is still
missing
This Nack falls into the 7
hold-off period so it is . ck 4
ignored.
[RTT]
I I

Figure 18 Filtering of Nacks during Hold-off Period

Packet 1 and 3 are lost. Due to the first Nack gatks started to be retransmitted. At this ptiethold-off period for
approximately one RTT (see implementation above)dged. The Nack that lists packets 1 and 3 ifiaitsthe hold-off
period of packet 1 so only packet 3 is retranswmhitied thus a hold-off period for packet 3 is sthriehe last Nack falls into
the hold-off period of packet 3 so no retransnoissiccurs due to that Nack. If the second Nacktisl and 3 had been
lost the last Nack would have been very useful beed would have carried the information that gddkis missing.

Note that hold-off periods are started onlyfetransmitted packets. The first Nack for a packet must notgoeied by the
sender.

[0 2003 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



WAP-224-WTP-20020827-a Page 67 (75)

10.6.8 SAR, NON-SAR Interactions

The following examples illustrate the interactidhat can occur when a SAR capable initiator intsradgth a non-SAR
capable responder; in the case where SAR is suggpbrit not used in the transaction.

Initiator Responde
Result (TID=N, T, G)

Invoke (TID=N, T) |

Result (TID=N, T, G)

3 Ack (TID=N)

v 4

Figure 19: SAR Capable Initiator Communicating to Non SAR Capable Responder

1. The initiator indicates its support for SAR by ugihe settings for common transmission and graaifetrflags
(TTR and GTR) as described in table 12, sectior28.2

2. The responder indicates its lack of SAR suppomiging the appropriate settings for GTR and TTR.
3. The initiator acknowledges the received result mgss

In the scenario in figure 19 it is also possiblat e Responder may Abort the transaction usiageghson code
NOTIMPLEMENTEDSAR but, as pointed out in sectiol #ote (1), the responder should consider whettismiecessary
to abort. The implication in this notation is tleetly when a message uses SAR, the NON-SAR Respshdatd abort (e.g.
[TTR=0 GTR=1] or [TTR=0 GTR=0]).

The following illustrates the scenario where a NOGAR capable is communicating with a SAR capableway.

Initiator Responde

1 Invoke (TID=N, T, G) »

Result (TID=N, T)

3 Ack (TID=N)

Figure 20: Non-SAR Capable Initiator Communicatingto SAR Capable Responder

1. The initiator indicates its lack of support for SAR using the settings for common transmissiongrodp trailer
flags (TTR and GTR) as described in table 12, sa@i2.2.
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2. The responder indicates its support of SAR supmpusing the appropriate settings for GTR and TTR.

3. The initiator acknowledges the received result mgss
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Appendix A. Default Timer and Counter Values (Normative)

The timers are initial estimates and have not genbverified.
The timer values in the tables below are expressedconds. The counters are expressed in timeseart happens.
GSM SMS

The maximum round-trip time is assumed to be 40rs@s (While a median round-trip time is about 1€osels), and the
timer values are thus suggested to be:

Timer interval Type | Without User Ack. | With User Ack.
Base Acknow. interval (A) B_A 10 10
- Short S A 0 5
- Long LA 20 20
Base Retry interval (R) B R 60 60
- Short S R 35 40
- Long L R 70 70
- Group G R 45 45
Wait timeout interval (W) W 30 300
Counter name Value for stack acks | Value for user acks
Max Retransmissions 4 4
Max Ack timer Expiration 4 4

GSM USSD

The maximum round-trip time is assumed to be 5m@s0and the timer values are thus suggested to be:

Timer interval Type | Without User Ack. | With User Ack.

Base Acknow. Interval (A) B A 10 10

- Short S A 0 5
- Long LA 10 10
Base Retry Interval; B R 20 20
- Short S R 14 14
- Long L R 20 20
- Group G R 1d 10
Wait timeout interval (W) W 60 60
Counter name Value for stack acks | Value for user acks
Max Retransmissions 4 4
Max Ack timer Expiration 4 4
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Bearers supporting IP (Circuit switched, CDPD...)

The maximum round-trip time is assumed to be 3@s0and the timer values are thus suggested to be:

Timer interval Type | Without User Ack. With User Ack.

Base Acknow. interval (A) B A 2 2

- Short S A 0 1
- Long L A 4 4
Base Retry interval (R) B R 5 5
- Short S R 3 4
- Long L R 7 7
- Group G R 3 3

|
=
N
(an)
N

Wait timeout interval (W)

Counter name Value for stack acks | Value for user acks

Max Retransmissions 8 8

Max Ack timer Expiration 6 6
Timer Usage

There are a number of timer interval with similahbhviour, but different values. These timers afmdd to enable an
optimal use of the available bandwidth. Chaptereférs to the abstract timer intervals A and R.SEhare mapped to the
real interval values as defined in this section.

Message type Class 2 | Class 1
Invoke message B R S R
Hold on acknowledgement B A -
Result message LR -
Last acknowledgement LA S A
Last packet of packet group G R G R

For Class 0 no timer values are applicable.
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Appendix B. Implementation Notes (Informative)

The following implementation notes are provideddentify areas where implementation choices mayaichhe
performance and effectiveness of the WTP protoGblese notes provide guidance to implementerseopthbtocol.

B.1. Extended Timers for Large Messages

The Wireless Transaction Protocol is using Retrassion timers both to ensure reliable delivery afdto the receiver as
well as to create a predictable behaviour in aylessironment. The default timers are defined &atively small
transmissions. The protocol can manage also lageamounts, but then the timer values need tajostad. This
implementation note suggests a scheme for recsioulaf the timer intervals.

When large messages are transmitted from sendecédver the transmission time for the completesags (or group) can
become larger than the default value for the retrassion timer. The value thus has to be recaledlat order to avoid
unnecessary retransmissions.

The new timer value to be used with both large glatas as well as segmented transactions can b&(maptation
dependent) calculated according to the algorithlovize

t=T+n*M

where
rt — recalculated retransmission timer value
T — Original timer value
n — estimated number of fragments (estimate mageditpcol layer implementation)
M — bearer dependent value of %2 median roundtepniate defined below)

The same algorithm is used both for large datagthatswill be fragmented at a lower protocol layarch as in the WDP
protocol, as well as for segmented messages wherd/TP layer divides a group/message into mulspigments. The
factor n is estimated in the former case and catedlin the latter case.

The following values for M can be used

Bearer Median %2 roundtrip in seconds
SMS 5
USSD 3
IP 0.2

The value for IP represents a unit of 1 Kbyte. Hesvethe timer value can be rounded to the neareatler integer.

B.2. Data Handling with Extended SAR

The WTP Invoke and Result primitives have a FrarnariBlary parameter in order to provide applicatioith the ability to
define their own data framing. This means thanglsiapplication data ‘frame’ may span across mplatprimitives. Thus
some WTP implementations may accept partial darads from the user for transmission; similarly aRAMf€ceiver may
choose to buffer data till a complete frame is ingmk or may pass it up to the user in smaller [@ece
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B.3. Nack Generation and Interpretation

When multiple groups of packets are outstandingentttan one NACK may be received containing similérmation.
This could cause the sender to unnecessarily mtriam packet. The retransmission hold-off period BIACK delay timer
features are intended to mitigate this possibility.

B.3.1. Recommendations for Nack Generation

Whenever the receiver must generate a Nack PDlack Nelay timer should be started. The value aftilier should be
either %2 of the median round trip time, or twice #stimated round trip time mean deviation (RTTMDEA/ Nack packet
should be generated for a group of packets wher\tack delay timer expires, or when the GTR pafikea following
group of packets arrives. This will allow an implemation to use a single Nack delay timer, but iregtthe group size
parameter to be large enough to account for theetrg reordering. Note that if a Nack is sent letopiration of the Nack
delay timer (due to reception of a GTR packet féslwing group of packets), the Nack should matlide information
about packets that arrived later than the timerdeen started unless there are no missing packéis following group.

B.3.2. Recommendations for Nack Interpretation

Round trip times should be measured and usedve drround trip time estimate (RTT_E), and rouipltime mean
deviation (RTT_MDEV). Each packet buffered by adsmfor possible retransmission should have ansinéssion hold-off
timestamp (RHO_STAMP) associated with it.

When a Nack packet arrives, for each packet nat@eledged by the Nack the following procedure stidag followed:

1. If the packet has not been retransmitted oncedyjréa., RID clear), it should be retransmittedriediately with RID
set, and the current time of day plus RTT_E pltism2s RTT_MDEYV should be recorded in the packettsansmission
hold-off timestamp, RHO_STAMP.

2. If the packet has been retransmitted once alrdaely RID set), and the current time of day isieathan the packet’s
RHO_STAMP, no action should be taken for this packe

3. If the packet has been retransmitted once alrdagly RID set), and the current time of day isddban the packet's
RHO_STAMP, it should be retransmitted immediatalyd the current time of day plus RTTE plus 2 tilrRé§ MDEV
should be recorded in the packet's RHO_STAMP.
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Appendix C. Static Conformance Requirements

The notation used in this appendix is specified@PProc].

(Normative)

Iltem Function Reference Status | Requirement

WTP-C-001 Transaction Class 0 Initiator 6.1.3 M | WDP:MCF

WTP-C-002 Transaction Class 0 Responder 6.1.3 M | WDP:MCF

WTP-C-003 Transaction Class 1 Initiator 6.2.4 M | WTP-C-022 AND
WTP-C-015

WTP-C-004 Transaction Class 1 Responder 6.2.4 M | WTP-C-022

WTP-C-005 Transaction Class 2 Initiator 6.3.4 M | WTP-C-022 AND
WTP-C-015

WTP-C-006 Transaction Class 2 Responder 6.3.4 O | WTP-C-022

WTP-C-007 User Acknowledgement 7.3 (0]

WTP-C-008 Concatenation 41,75 (0] WDP:MCF

WTP-C-009 Separation 7.5 M WDP:MCF

WTP-C-010 Retransmission until Acknowledgement 7.2 0]

WTP-C-011 Transaction Abort 46,7.7,7.1 O | WDP:MCF

WTP-C-012 Error Handling 7.12 (@] WTP-C-011

WTP-C-013 Information in Last Acknowledgement 74,0 (e} WTP-C-018

WTP-C-014 Asynchronous Transactions 7.6 0]

WTP-C-015 Initiator response to TID Verification 15.2 (0] WDP:MCF

WTP-C-016 Initiation of TID Verification by Respoed 7.152,78.1] O WDP:MCF

WTP-C-017 Error Transport Information Item 7.101.8. 0]

WTP-C-018 Info Transport Information Item 7.10,84 O

WTP-C-019 Option Transport Information Item 7.104.8 O

WTP-C-020 PSN Transport Information Item 7.10,8.4. | O

WTP-C-021 Segmentation and Re-assembly with Sekegti7.14 0] WTP-C-020

Retransmission and Packet Groups

WTP-C-022 Reliable transaction 7 (0] WDP:MCF AND
WTP-C-007 AND
WTP-C-010 AND
WTP-C-011 AND
WTP-C-012

WTP-C-023 Extended Segmentation and Re-assemlbdty wit15 (0] WTP-C-020 AND

Selective Retransmission and Packet Groups WTP-C-019 AND

WTP-C-024 AND
WTP-C-025

WTP-C-024 Frame Boundary Transport Information Item7.15.2, 8.4.7 0]

WTP-C-025 SDU Boundary Transport Information Item| .15/2,8.4.6 | O

WTP-C-026 Support sliding window with ESAR 7.1573154 | O
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Iltem Function Reference Status | Requirement

WTP-S-001 Transaction Class O Initiator 6.1.3 M | WDP:MSF

WTP-S-002 Transaction Class 0 Responder 6.1.3 M | WDP:MSF

WTP-S-003 Transaction Class 1 Initiator 6.2.4 M | WTP-S-022 AND
WTP-S-015

WTP-S-004 Transaction Class 1 Responder 6.2.4 M | WTP-S-022

WTP-S-005 Transaction Class 2 Initiator 6.3.4 O | WTP-S-022 AND
WTP-S-015

WTP-S-006 Transaction Class 2 Responder 6.3.4 M | WTP-S-022

WTP-S-007 User Acknowledgement 7.3 @]

WTP-S-008 Concatenation 41,75 (0] WDP:MSF

WTP-S-009 Separation 7.5 M WDP:MSF

WTP-S-010 Retransmission until Acknowledgement 7.2 0]

WTP-S-011 Transaction Abort 46,777,712 O | WDP:MSF

WTP-S-012 Error Handling 7.12 o] WTP-S-011

WTP-S-013 Information in Last Acknowledgement 74,0 (0] WTP-S-018

WTP-S-014 Asynchronous Transactions 7.6 0]

WTP-S-015 Initiator response to TID Verification 15.2 (0] WDP:MSF

WTP-S-016 Initiation of TID Verification by Respoad 7.15.2,78.1] O WDP:MSF

WTP-S-017 Error Transport Information Item 7.101.8. 0]

WTP-S-018 Info Transport Information Item 7.10,84 | O

WTP-S-019 Option Transport Information Item 7.101.8 (0]

WTP-S-020 PSN Transport Information Item 7.10,84. | O

WTP-S-021 Segmentation and Re-assembly with Seéecti7.14 0] WTP-S-020

Retransmission and Packet Groups

WTP-S-022 Reliable transaction 7 (0] WDP:MSF AND
WTP-S-007 AND
WTP-S-010 AND
WTP-S-011 AND
WTP-S-012

WTP-S-023 Extended Segmentation and Re-assembiy|vit15 (0] WTP-S-020 AND

Selective Retransmission and Packet Groups WTP-5-019 AND

WTP-S-024 AND
WTP-S-025

WTP-S-024 Frame Boundary Transport Information Item7.15.2, 8.4.7 | O

WTP-S-025 SDU Boundary Transport Information Item| .15/2,8.4.6 | O

WTP-S-026 Support sliding window with ESAR 7.15315.4| O
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Appendix D. Change History
D.1 Approved Version History

(Informative)

Reference Date Description
WAP-201-WTP-20000219-a 19-Feb-2000 | The used baseline specification
WAP-201_001-WTP-20001212-a 12-Dec-2000 10.6 a Small corrections to TID handling in resporsiate tables.
WAP-201_002-WTP-20001213-a 13-Dec-2000 | 2.1,4.6, App A New SCR table format.
Class 0 08-Feb-2001 Mechanisms for large data transfer
WAP-224-WTP-20010208-p 08-Feb-2001| Published as proposed version
WAP-224_001-WTP-20010710-p 10-Jul-2001 | 2.1,7.15.3,
7.15.4,8.4.4,
9.4.1,
App A, App C
Update CREQ reference. Clarify meaning of window clgsi
and exponential back-off. Define default for Maxim@roup
option. Permit use of long Option TPIs. Fix garbdetitence.
Expose sliding window in SCR tabl
OMA-WAP-WTP--20031612-a 16 Dec 2003 Sections 8.2.2, 10.6.8; WAP-224_00ZFP-20020827-a; clarifications on WTH
SAR ; update CREQ reference to IOP Process. Updatesket®@MA template
WAP-224-WTP-20020827-a 10-Jan-2005 | Revert document numbering to WAP Forum format. Ectrdate to reflect WAP-
224_002-20020827-a which was inadvertently wrorghd in the entry of 16 Deg
2003. Update ref for WC
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