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1. Scope

The Wireless Application Protocol (WAP) is a resaflcontinuous work to define an industry-wide sfieation for
developing applications that operate over wiretgsamunication networks. The Open Mobile Alliancatioues the work
of the WAP Forum to define a set of specificatiombe used by service applications. For informatiorthe WAP
architecture, please refer té/ffreless Application Protocol Architecture Specifion” [WAPARCH].

Provisioning is the process by which a WAP clientenfigured with a minimum of user interactioneTtlrm covers both
OTA provisioning and provisioning by means of, gsgnart cards. A WAP client may, for example, bavigioned with
connectivity and application information by pushicanfiguration parameters over the air from a setve WAP client.
This specification defines the content encodingvbgt configuration parameters are presented t9MAE client in the
provisioning framework. The content encoding ismed in terms of binary XML [WBXML] and is interpted and handled
at the application level of the WAP architecturewéver, the handling and use of provisioned infdromais outside the
scope of this specification.

For an overview of the provisioning process aratitee, please refer to the Provisioning ArchiteetOwerview
Specification, [PROVARCH].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

Even though this specification was not validatedtpe IOP Process, the normative language retamsstpected operational
dependencies of the whole Client Provisioning \Enhbler Release.

3.2 Definitions

Application Server An addressable entity through which the services gifecific application instance are available wiben

Access Point accessed using one or more application protocbls.r&alisation of an application service accesstpoi
may be a single process running on a single sdoueiit may also be composed of multiple processes
distributed across multiple physical servers wistidct network addresses. For instance, an 'e-mail
server' might use a single computer to handle aogg8MTP queues and implement mailbox access with
several computers across which the mailbox stasdistributed.

Characteristics This document uses the term characteristics tmedfie characteristics of, typically, a Networkraéat
(access point, proxy). The word is broad enougdtetased in all the required contexts.

Configuration Context A Configuration Context is a set of connectivitydaapplication configurations typically associatethve
single TPS. However, the Configuration Context amo be independent of any TPS. A TPS can be
associated with several Configuration ContextsabliPS cannot provision a device outside the sobpe
the Configuration Contexts associated with thatipalar TPS. In fact, all transactions related to
provisioning are restricted to the Configuratioméxts associated with the TPS.

Connectivity This connectivity information relates to the paréene and means needed to access WAP infrastructure.
Information This includes network bearers, protocols, accesg pddresses as well as proxy, DNS, and applicatio
access addresses and Trusted Provisioning Serves.UR

Default Proxy The default proxy, or home proxy, defines the prefi proxy of the configuration context. The prefer
proxy is defined by the largest domain scope, anthse of conflict, is defined by the highest ptyor
Priority is defined as a function of order of digepy.

Domain Description The navigation and configuration information defireeldresses and access parameters to connect to
proxies. Each proxy can serve one or more domahmes DOMAIN can be a partial URL, expressing
wildcard characteristics.

www.service.com/protected/

www.service.com/

.service.com/

The DOMAIN of the proxy is defined as a paramefehe proxy characteristic.

Logical Proxy A logical proxy is a set of physical proxies thaayrshare the same WSP and WTLS context (shared
session id value space). This implies that phygoakies within a logical proxy share the same Vé8&
WTLS session cache. For example, the device dddsave to create a new WTLS session when
switching from CSD to SMS if the target is the sdoggcal proxy.

MM S Proxy-Relay A server that provides access to various messayistgms. It may operate as a WAP origin server in
which case it may be able to utilize features ef AP system.

Network Access Point A physical access point is an interface point betwte wireless network and the fixed networks It i
often a Remote Access Server, an SMSC, a USSD&hmoething similar. It has an address (often a
telephone number) and an access bearer.

Physical Proxy A physical proxy is a specific address with proupdtionality. It can be the IP address plus parifo IP
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accessible proxy, or the SME-address plus poraficBMS accessible proxy.

Provisioning document A particular instance of an XML document encodecbading to the provisioning content specification
[PROVCONT].

Proxy Navigation An in-band mechanism to provision the device in tieae as defined in [E2ESEC].

M echanism

Trusted Provisioning A Trusted Provisioning Server, is a source of mimriing information that can be trusted by a

Server Configuration Context. They are the only entitieattare allowed to provision the device with static
configurations. In some cases, however, a singi iERhe only server allowed to configure the phone
_I:_’lr:)osvisioning related to a specific TPS is restddi® Configuration Contexts that are associatet this

Trusted Proxy The trusted (provisioning) proxy has a special fimsias it acts as a front end to a trusted prowisg
server. The trusted proxy is responsible to prateziend-user from malicious configuration inforioat

WAP Proxy The WAP proxy is an endpoint for the WTP, WSP antl\® protocols, as well as a proxy that is able to
access WAP content. A WAP Proxy can have functipnalich as that of, for example, a WSP Proxy or a
WTA Proxy.

WSP Proxy A generic WAP proxy, similar in functionality tolT TP proxy. It is a variant of a WAP Proxy.

WTA Proxy The WTA Proxy is a Wireless Telephony proxy asmdi by WAP.

3.3 Abbreviations

AAA Authentication, Authorization, and Accounting

APN Access Point Name

CDMA Code Division Multiple Access

CDPD Cellular Digital Packet Data

CHAP Challenge Handshake Authentication Protocol

CsD Circuit Switched Data

DNS Domain Name System

DTD Document Type Definition

GHOST GSM Hosted SMS Teleservice

GPRS General Packet Radio Service

GSM Global System for Mobile communications

GUTS General UDP Transport Service

HA Home Agent

HTTP HyperText Transfer Protocol

1P Internet Protocol

ITSI Individual TETRA Subscriber Identity

MAN Mobitex Subscription Number

ME Mobile Equipment

MIME Multipurpose Internet Mail Extensions

MMS Multimedia Messaging Service

NAP Network Access Point

OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority
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OTA
PAP
PDP
RAS

SID
SIM

uUSsDC
WAP
WBXML
WSP
WTA
WTLS
WTLS-SS
WTP
XML

Over The Air

Password Authentication Protocol
Packet Data Protocol

Remote Access Server

Short Data Service

System Identity

Subscriber Identity Module

Short Message Entity

Short Message Service

Short Message Service Centre
System Operator Code

Security Parameter Index
Terrestrial Trunked Radio

Trusted Provisioning Server

User Datagram Protocol

Uniform Resource Identifier
Uniform Resource Locator
Uniform Resource Name
Unstructured Supplementary Service Data
Unstructured Supplementary Service Data Centre
Wireless Application Protocol
WAP Binary XML

Wireless Session Protocol
Wireless Telephony Application
Wireless Transport Layer Security
WTLS Shared Secret

Wireless Transaction Protocol

Extensible Mark-up Language
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4. Architectural Overview

Provisioning documents are binary encoded XML dosuots [WBXML] with a special MIME type that is infaeted at the
application level on the ME. The handling and ulsthe provisioned information is outside the scopéhis specification.

The XML DTD defines two elements; a CHARACTERISTé&ment and a PARM element. The PARM element id tse
provide values for the individual parameters, witile CHARACTERISTIC element is used to group patansento logical
entities that are related to a specific charadternid the configuration space. Section 4.1 defithesXML DTD.

The configuration space may be defined in ternth@ffollowing main characteristics: Parametersteeldo logical proxies,
parameters related to physical proxies, paramettated to network access points (NAPS), paramedéaied to the
bootstrap process, parameters related to (ME) wesprific configuration, parameters related te@ildentity, parameters
related to applications, and parameters relatead¢ess rules. Additional characteristics may edslgdded later by defining
new characteristic types and parameter names. Nilementations MUST be designed with this in mind.dverview of

the data model is presented in section 4.2.

Provisioning has been defined so that each provisgpdocument must be complete in the sense tf@nmation provided in
one document cannot rely explicitly on informatfmovided in another document. For example, if asptaf proxy is to be
used with a specific NAP, this NAP must be defiirethe same provisioning document. Implicit referemo information
defined in other documents is allowed. This is,deample, the case when using the INTERNET aswevalr the TO-
NAPID parameter, which means that reference is n@ada arbitrary NAP definition that has an INTERNgarameter
specified.

Logical proxies (the PXLOGICAL characteristic) hav@umber of physical instances, i.e. physical ipoithe
PXPHYSICAL characteristic). Each logical proxy feeeame, a unique 1D, a startpage URL, and someredeas like port
number values that are shared between all phyisist@Ences of the logical proxy.

Each proxy may serve one or several URL domairexi® may also vary in the protocols and servibey support. To this
end, PORT characteristics may be provided so tihdirgs between port numbers and protocols or sesvtan be defined
for each proxy.

The physical proxies refer to a number of NAP d#éins (the NAPDEF characteristic), which can bedisiith the physical
proxy in question. A NAPDEF characteristic hasupg@y definitions for all the parameters that akevant to a particular
NAP.

In the sections to follow, each of the charactessand their associated parameters will be desdritbong with the
restrictions that apply to the occurrence and \sabfdhe parameters.

4.1 Provisioning Reference Information

Provisioning is an application of [XML] version 1.8n implementation conforming to this specificatiMUST support the
WAP-PROVISIONINGDOC DTD defined in this chapter.

4.1.1 Document Identifiers
4111 SGML Public Identifier
-/ WAPFORUM//DTD PROV 1.0//EN

4.1.1.2 Connectivity Media Type
Textual form:
text/vnd.wap.connectivity-xml

Tokenized form:
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application/vnd.wap.connectivity-wbxml

4.1.2 Document Type Definition

The provisioning document format is based on a sanple XML DTD:

<l--
Provisioning Document Type Definition
Provisioning is an XML language. Typical Usage:

<?xml version="1.0"?>

<IDOCTYPE wap-provisioningdoc PUBLIC "-//WAPFORUM// DTD PROV 1.0//EN"
"http://www.wapforum.org/DTD/prov.dtd">

<wap-provisioningdoc>

gl.wap-provisioningdoc>
>

<IELEMENT wap-provisioningdoc (characteristic+)>
<IATTLIST wap-provisioningdoc

version CDATA #IMPLIED
>

<IELEMENT characteristic (parm*, characteristic*)>
<IATTLIST characteristic

type CDATA #REQUIRED
>

<IELEMENT parm EMPTY>
<IATTLIST parm
name CDATA #REQUIRED
value CDATA #IMPLIED
>

4.2 Overview of Data Model

The above XML DTD provides a flexible and extensifsamework for parsing configuration parametersrians of
PARM elements grouped by CHARACTERISTIC elementse @iescription of each of the possible PARM vahres
CHARACTERISTIC types is given in the following sixts, while a short structural overview of the datadel is given
here.

The notation is such thabld underlines indicates parameters used for linkalic indicates parameters affected by external
events, plus (+) indicates that the parameter caardl or more times, star)indicates that the parameter can occur 0 or
more times, question mark (?) indicates that thrarpater can occur 0 or 1 times, empty () indictitasthe parameter is
required within the scope of the encapsulating attaristic and that it can occur only once.

characteristic : PXLOGICAL *

{
parm: PROXY- | D
parm: PROXY-PW ?
parm: PPGAUTH-TYPE ?
parm: PROXY-PROVIDER-ID ?
parm: NAME

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
Error! Reference source not found.



OMA-WAP-TS-ProvCont-V1_1-20090421-C

Page 13 (77)

parm: DOMVAI N *
parm: TRUST ?

parm: MASTER ?

parm: STARTPAGE ?
parm: BASAUTH-ID ?
parm: BASAUTH-PW ?
parm: WSP-VERSION ?
parm: PUSHENABLED ?
parm: PULLENABLED ?

characteristic: PXAUTHINFO *
{
parm: PXAUTH-TYPE
parm: PXAUTH-ID ?
parm: PXAUTH-PW ?

}

characteristic: PORT *

parm: PORTNBR
parm: SERVICE *

}

characteristic: PXPHYSICAL +
{
parm: PHYSICAL-PROXY-ID
parm: DOVAI N *
parm: PXADDR
parm: PXADDRTYPE ?
parm: PXADDR-FQDN ?
parm: WSP-VERSION ?
parm: PUSHENABLED ?
parm: PULLENABLED ?
parm: TO NAPI D +

characteristic: PORT *
{
parm: PORTNBR
parm: SERVICE *
}
}
}

characteristic: NAPDEF *

{
parm: NAPI D
parm: BEARER *
parm: NAME
parm: INTERNET ?
parm: NAP-ADDRESS
parm: NAP-ADDRTYPE ?
parm: DNS-ADDR *
parm: CALLTYPE ?
parm: LOCAL-ADDR ?
parm: LOCAL-ADDRTYPE ?
parm: LINKSPEED ?
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}

parm:
parm:
parm:
parm:
parm:
parm:
parm:
parm:
parm:
parm:
parm:
parm:
parm:
parm:

DNLINKSPEED ?
LINGER ?
DELIVERY-ERR-SDU ?
DELIVERY-ORDER ?
TRAFFIC-CLASS ?
MAX-SDU-SIZE ?
MAX-BITRATE-UPLINK ?
MAX-BITRATE-DNLINK ?
RESIDUAL-BER ?
SDU-ERROR-RATIO ?
TRAFFIC-HANDL-PRIO ?
TRANSFER-DELAY ?

parm: MAX-NUM-RETRY ?

parm
parm
parm

: FIRST-RETRY-TIMEOUT ?
: REREG-THRESHOLD ?
:T-BIT ?

characteristic: NAPAUTHINFO *

{

parm: AUTHTYPE
parm: AUTHNAME ?
parm: AUTHSECRET ?

parm: AUTH-ENTITY *

parm: SPI ?

}

characteristic: VALIDITY *

{

parm: COUNTRY ?
parm: NETWORK ?
parm: SID ?

parm: SOC ?

}

parm: VALIDUNTIL ?

characteristic: BOOTSTRAP *

{

}

parm
parm
parm

parm:

parm
parm

: NAME ?
:NETWORK *

: COUNTRY ?
PROXY-1D*

: PROVURL ?

: CONTEXT-ALLOW ?

characteristic : CLIENTIDENTITY ?

}

parm

: CLIENT-ID

characteristic: VENDORCONFIG *

}

parm
parm

: NAME

O

GUARANTEED-BITRATE-UPLINK ?
GUARANTEED-BITRATE-DNLINK ?
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characteristic : APPLICATION *
{
parm: APPID
parm: PROVIDER-ID ?
parm: NAME ?
parm: AACCEPT ?
parm: APROTOCOL ?
parm: TO PROXY *
parm: TO NAPI D *
parm: ADDR *

characteristic : APPADDR *
{

parm: ADDR

parm: ADDRTYPE ?

characteristic: PORT *

parm: PORTNBR
parm: SERVICE *

}

}

characteristic : APPAUTH *

{
parm: AAUTHLEVEL ?
parm: AAUTHTYPE ?
parm: AAUTHNAME ?
parm: AAUTHSECRET ?
parm: AAUTHDATA ?

}

characteristic : RESOURCE *

{
parm: URI
parm: NAME ?
parm: AACCEPT ?
parm: AAUTHTYPE ?
parm: AAUTHNAME ?
parm: AAUTHSECRET ?
parm: AAUTHDATA ?
parm: STARTPAGE ?

}

}

characteristic : ACCESS *
{
parm: RULE +
parm: APPID *
parm: PORTNBR *
parm: DOMAIN *
parm: TO- NAPI D *
parm: TO PROXY *
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4.3 Media Type Parameter

The connectivity media type may contain securifgimation, which is transported as parameterseamtedia type
application/vnd.wap.connectivity-wbxnilhe security information consists of the messagbentication code and the
security method. The parameters MAC and SEC hage Hefined for this purpose and these MUST be stegdy the
WAP client.

Parameters

SEC

The parameter specifies the security mechanism (ifsiéds not present, no security is used). lépent it MUST
take one of the values USERPIN, USERPINMAC, NETWRUSERNETWPIN [PROVBOOT]. If the parameter
MAC is provided, the parameter SEC MUST also begme

The parameter SEC can have the following values:

Value M eaning
0 NETWPIN
1 USERPIN
2 USERNETWPIN
3 USERPINMAC

MAC

This parameter contains an even number of (uppsey)deexadecimal digits used to authenticate thdesesf the
document and ensure integrity of the document. @uabaracters MUST NOT be placed around the paramete
value. The calculation of the MAC is defined in@tlprovisioning specifications, such as the "WABMJioning
Bootstrap Specification" [PROVBOOT].

4.4 The WAP-PROVISIONINGDOC element

This element encapsulates all the provisioned métion. It has the following attribute:

Attribute

version

An optional attribute that contains version infotima. The version for the current specificationthie string "1.1".
An ME MUST only use documents that either do natehthis attribute or have a version number whiclcines the
major version number of the provisioning contepietyhat the ME understands.

Increase of the minor version number indicatestti@thanges introduced are backward compatible tivét
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previous version(s), whereas increase of the majmion number indicates introduction of non-baakiva
compatible changes.

4.5 The CHARACTERISTIC element

This element is used to group the provisioned métion into logical units. It has a required typiilbute, which can take
on the following values:

Attributes

type

PXLOGICAL, PXPHYSICAL, PXAUTHINFO, PORT, NAPDEF, NRAUTHINFO, VALIDITY, BOOTSTRAP,
CLIENTIDENTITY, VENDORCONFIG, APPLICATION, APPADDRAPPAUTH, RESOURCE, ACCESS.

A characteristic of a particular type can only gutcsertain parameters, and parameters defineddrcbaracteristic
can generally not be overwritten by another.

Value M eaning
PXLOGICAL Definition of a logical proxy
PXPHYSICAL Definition of a physical proxy
PXAUTHINFO Definition of authentication informatiomithin a logical proxy
PORT Defines port bindings
NAPDEF Definition of a Network Access Point
NAPAUTHINFO Definition of authentication informatiowithin a network access point
VALIDITY Defines country, network, and/or period time where a certain NAPDEF is valid
BOOTSTRAP Defines parameters relevant for bootgirap

CLIENTIDENTITY Defines the client-ID

VENDORCONFIG Vendor specific configuration

APPLICATION Definition of general application spéciparameters
APPADDR Definition of application address infornaati
APPAUTH Definition of application authenticatiorfammation
RESOURCE Definition of resources within an applizat
ACCESS Definition of a set of access rules fortdreninal
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45.1 Characteristics of type PXLOGICAL

PXLOGICAL characteristics define logical proxiesdamay only occur at the root of a provisioning doemt. This
characteristic MUST be supported by the WAP client.

4.5.2  Characteristics of type PXPHYSICAL

PXPHYSICAL characteristics convey information orysical instances of a logical proxy and shouldisted according to
priority inside a PXLOGICAL characteristic. The MEAY choose to rely on the so defined priority tdes# a physical
proxy. The ME MAY reuse WTLS sessions with all PXPSCAL defined in the scope of a single PXLOGICAtor WSP
sessions, on the other hand, the ME MAY use thpesuresume functionality to move sessions betvaegrof these
physical proxies. This characteristic MUST be supgabby the WAP client.

4.5.3 Characteristics of type PXAUTHINFO

PXAUTHINFO characteristics define the binding betwe proxy authentication method and its corresipond
authentication parameters. It may only occur withiRXLOGICAL characteristic.

45.4  Characteristics of type PORT

PORT characteristics define the binding betweearanqumber and one or more protocols or servitesaly only occur in
PXLOGICAL, PXPHYSICAL, and APPADDR characteristidhis characteristic MUST be supported by the WAént.

4.5.5 Characteristics of type NAPDEF

NAPDEF characteristics define network access paintsmay only occur at the root of a provisioningument. This
characteristic MUST be supported by the WAP client.

45.6 Characteristics of type NAPAUTHINFO

NAPAUTHINFO characteristics define the binding beem an authentication method and its corresporaiitfientication
parameters. It may only occur at the root of a N&FZharacteristic.

4.5.7 Characteristics of type VALIDITY

The VALIDITY characteristic indicates the range fiime as well as in terms of country and networétex) where a certain
NAPDEF is valid. It may only occur at the root oNAPDEF characteristic.

45.8 Characteristics of type BOOTSTRAP

The BOOTSTRAP characteristic is used to definempeatars of use during the bootstrap process. Thigsacteristic may
only occur at the root of the provisioning document

4.5.9 Characteristics of type CLIENTIDENTITY

CLIENTIDENTITY characteristics define a global idéwp. It may only occur at the root of a provisiagidocument.

4.5.10 Characteristics of type VENDORCONFIG

The VENDORCONFIG characteristic is used for (MEhder specific provisioning. It may only occur a¢tioot of a
provisioning document.
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4.5.11 Characteristics of type APPLICATION

The APPLICATION characteristic is used to definglagation protocol parameters and to describe ttribates of an
application service access point available usiegptfotocol. This characteristic may only occurhat toot of the
provisioning document.

4.5.12 Characteristics of type APPADDR

The APPADDR characteristic is used to define addpesameters for an application protocol. This abti@ristic may only
occur within the APPLICATION characteristic.

4.5.13 Characteristics of type APPAUTH

The APPAUTH characteristic is used to specify antization parameters related to an APPLICATION elataristic. This
characteristic may only occur within the APPLICATN@haracteristic.

4.5.14 Characteristics of type RESOURCE

The RESOURCE characteristic is used to describectbmurces available at an application servicesscgeint and access
parameters related to them. This characteristic améyy occur within the APPLICATION characteristic.

4.5.15 Characteristics of type ACCESS

The ACCESS characteristic defines a set of acedss that the terminal MUST obey and may only oauhe root of the
provisioning document. This characteristic MUSTshpported by the WAP client.

46 The PARM element

The PARM element is a general purpose slot forouarparameters of each characteristic. The ateriNAME of the
element defines the usage of the element.

A parameter with a type that does not add valuebeaomitted from the definition. For example, ibpy authentication is
not performed then the parameter PXAUTH-TYPE caométed, and subsequently the parameters PXAUTHHAD
PXAUTH-PW can also be omitted. Some parameters,tliik DOMAIN parameter, can be used multiple timikin the
characteristic.

The PARM element MAY be used for providing provising parameters specific to an application sereicapplication
protocol. However, these SHOULD be registered WitiNA [WINA] to guarantee interoperability. The désaon how the
parameters defined in this specification are ud¢@3LD be registered with WINA, too. The needed ségition
information is detailed in the WINA Process Docu@dINAProcess] section covering "WPG Client Praoigng".

Attributes

name
The NAME of the parameter. Permitted values degenthe type of characteristics the PARM elemeat $sib-
element of.

value

The VALUE of the parameter. Permitted values depamthe NAME attribute of the element.
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46.1 Parameters for PXLOGICAL characteristics

The PXLOGICAL characteristic indicates the name pathmeters needed to access a particular logiéd Rtoxy from
the wireless terminal. The PXLOGICAL characterissitinked to a NAPDEF element to provide all thezessary access
information. Note that the parameters listed bedoevdescribed in the scope of this particular atiarsstic.

Names and values of parameters

PROXY-ID

The PROXY-ID is used to define one logical WAP prextity. It is also used to link a proxy to sesséimd
security contexts. A PROXY-ID MUST be globally unig} Uniqgueness MUST be obtained by either usingly f
qualified Internet domain name (i.e. hostname #isela in section 3.2.2 of [RFC2396]) or a globallyique IP
address (IPv4 [RFC791] in decimal format with dagsdelimiters or IPv6 [RFC2373], as hexadecimal imens with
colons as delimiters or as a combination of hexatgcand decimal numbers with dots and colons émders).
This parameter MUST be supported by the WAP client.

PROXY-PW (0 or 1 entries)

The PROXY-PW indicates the authentication passvarthe proxy. PROXY-ID and PROXY-PW are used as
authentication parameters for push proxy authetidicao the client. This parameter MUST be suppbitehe
client supports OTA-HTTP [PushOTA] services.

PPGAUTH-TYPE (0 or 1 entries)

The PPGAUTH-TYPE parameter links the PROXY-ID afIIXY-PW to an authentication method. Possible
values are "HTTP-BASIC" and "HTTP-DIGEST" [PushOTAhis parameter MUST be supported if the client
supports OTA-HTTP services.

PROXY-PROVIDER-ID (0 or 1 entries)

The PROXY-PROVIDER-ID is used to verify the identdf a proxy when using certificate based server
authentication. If server certificate authenticati® used, and the PROXY-PROVIDER-ID has been defithen
service credentials of the certificate MUST matoh PROXY-PROVIDER-ID. The format MUST be eitherudlyf
qualified Internet domain name (i.e. hostname #iseld in section 3.2.2 of [RFC2396]) or a globallyique IP
address (IPv4 [RFC791] in decimal format with dagsdelimiters or IPv6 [RFC2373], as hexadecimal imens with
colons as delimiters or as a combination of hexaggcand decimal numbers with dots and colons émders).

NAME

The NAME indicates a logical, user readable, idgri{property) of the configuration element. Thisgraeter
MUST be supported by the WAP client.

DOMAIN (0 to 4 entries)

The DOMAIN parameter indicates a domain, for which proxy is responsible. The proxy might suppauttiple

domains. The DOMAIN parameter MUST be either ingkietax described in [PROVUAB] or an absolute URI
[RFC2396]. If the DOMAIN parameter contains an IRaddress, it MUST be given in decimal format withsdas
delimiters as defined in [RFC2396]. If the DOMAIM#fameter contains an IPv6-address [RFC2373], it MO&

given as hexadecimal numbers with colons as damitr as a combination of hexadecimal and decimnabers

with dots and colons as delimiters. If the DOMAIBrameter is missing, this MUST be interpreted amiémpty

value was given. This parameter MUST be supponettid WAP client.
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TRUST (0 or 1 entries)

The TRUST can be used to define that a particulaxypis trusted. For example, provisioning inforinatreceived
from the trusted proxy can be accepted. Note thsatpossible that the user does not have a trysted. The
trusted proxy does not have to be the home (défirdiky. The parameter does not take a value.

MASTER (0 or 1 entries)

The MASTER is used to define that a particular grizxallowed to send navigation documents to thécde using
the Proxy Navigation Mechanism defined in [E2ESERe parameter does not take a value.

STARTPAGE (0 or 1 entries)

The STARTPAGE parameter MUST be an absolute URKJRI96] and defines the homepage or start page
associated with the services accessible from theypiThe STARTPAGE MAY be used to provide different
services to different users. If the scheme is mggfiom the STARTPAGE parameter, then “http” isuased. This
parameter MUST be supported by the WAP client.

BASAUTH-ID (0 or 1 entries)

The BASAUTH-ID indicates the basic authenticatidantifier for the startpage. This parameter MUST be
supported by the WAP client.

BASAUTH-PW (0 or 1 entries)

The BASAUTH-PW indicates the basic authenticatiasgword for the startpage. This parameter MUST be
supported by the WAP client.

WSP-VERSION (0 or 1 entries)
The WSP-VERSION indicates the WSP encoding verfiahthe proxy in question supports. The formahaf

parameter is an integer representing the majoiorersimber followed by a “.” and an integer repreas® the
minor version number. If the parameter is not pnese if no value is given, then the default valu2 should be

assumed.

PUSHENABLED (0 or 1 entries)

This parameter takes one of the values 0 or helfvilue is 1 for a given logical proxy, this praxiyl support push.
The ME is consequently advised to enable pushelfvalue is O for a given logical proxy, this proaijl not
support push. If the parameter is not present wo ¥alue is given, then the default value 0 shtadissumed. The
parameter is advisory only and an ME might overtiderecommendation. In particular, it MUST be igrbif a
SERVICE associated with the proxy always suppanshp

PULLENABLED (0 or 1 entries)

This parameter takes one of the values 0 or helfvalue is 1 for a given logical proxy, this proxyl support pull.
If the value is O for a given logical proxy, thieogy will not support pull. If the parameter is mqoesent or if no
value is given, then the default value 1 shouldémimed. The parameter is advisory only and an MEtm
override the recommendation. In particular, it MUST ignored, if a SERVICE associated with the pralyays
supports pull.
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4.6.2 Parameters for PXPHYSICAL characteristics

The PXPHYSICAL characteristic is only allowed toumed within the characteristic of a logical PROXte that the
parameters listed below are described in the sobfies particular characteristic.

Names and values of parameters

PHYSICAL-PROXY-ID

The PHYSICAL-PROXY-ID is used to define one physM&AP proxy entity. The PHYSICAL-PROXY-ID MUST
be unique within its enclosed structure, i.e. wittiie PXLOGICAL characteristic. This parameter MUSS
supported by the WAP client.

DOMAIN (0 to 4 entries)

The DOMAIN parameter indicates a domain, for whioh proxy is responsible. The proxy might suppauttiple

domains. The DOMAIN parameter MUST be either indlietax described in [PROVUAB] or an absolute URI
[RFC2396]. If the DOMAIN parameter contains an IRaddress, it MUST be given in decimal format witlisdas
delimiters as defined in [RFC2396]. If the DOMAIM#fameter contains an IPv6-address [RFC2373], it Mb&

given as hexadecimal numbers with colons as damnibr as a combination of hexadecimal and deainalbers

with dots and colons as delimiters.

The domain definition must be interpreted as asubfall the URI defined by the domain paramefer o
PXLOGICAL. The DOMAIN is used to select the physicetance of the logical proxy, and thus for exémp
bearer and network access point. If no DOMAIN pagtenis supplied for a physical proxy definitionet
corresponding parameter value from the logical pidefinition is assumed to apply for the physicalxy as well.

PXADDR

The PXADDR can store addresses of different kifmtsexample an IP address or a SME number. Thedjpe
address in the field is defined by the PXADDRTY RiEgmeter. This parameter MUST be supported by tA® W

client.
PXADDRTYPE Content of PXADDR

IPV4 An IPv4 address [RFC791] represented in decfarenat with dots as delimiters

IPV6 An IPv6 address [RFC2373] represented as hemiail numbers with colons as
delimiters or as a combination of hexadecimal aadrdal numbers with dots
and colons as delimiters

E164 A phone number according to the E164 scherB&IFDRM]

ALPHA Generic alphanumeric address (as definedflyeaaum in [RFC2396])

PXADDRTYPE (0 or 1 entries)

The PXADDRTYPE indicates the format and the intetation of the PXADDR attribute. The PXADDRTYPE can
indicate an IP address, a phone number accorditigetB164 scheme, or a generic alphanumeric adftresat. If
the parameter is not present or if no value ismgitlee default value IPV4 should be assumed. Téiampeter

MUST be supported by the WAP client.

Value

IPV4 (default)
IPV6

E164

ALPHA
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PXADDR-FQDN (0 or 1 entries)

The PXADDR-FQDN parameter can store a proxy addges&n as a fully qualified domain name. A PXADDR-
FQDN MUST be a fully qualified Internet domain naghe. hostname as defined in section 3.2.2 of [RF9B]).

WSP-VERSION (0 or 1 entries)

The WSP-VERSION indicates the WSP encoding verfiahthe proxy in question supports. The formahaf
parameter is an integer representing the majoiorersimber followed by a “.” and an integer repreas® the
minor version number. If no WSP-VERSION paramegesupplied for a physical proxy definition, the
corresponding parameter value from the logical pidefinition is assumed to apply for the physicalxy as well.

PUSHENABLED (0 or 1 entries)

This parameter takes one of the values 0 or helfvlue is 1 for a given physical proxy, this pbgbproxy will
support push. The ME is consequently advised tblergush. If the value is 0 for a given physicabgy; this proxy
will not support push. If no PUSHENABLED parameesupplied for a physical proxy definition, the
corresponding parameter value from the logical pidefinition is assumed to apply for the physicalxy as well.
The parameter is advisory only and an ME might nderthe recommendation. In particular, it MUSTigieored if
a SERVICE associated with the proxy always suppmursh.

PULLENABLED (0 or 1 entries)

This parameter takes one of the values 0 or helfvilue is 1 for a given physical proxy, this pbgbproxy will
support pull. If the value is 0 for a given physipeoxy, this proxy will not support pull. If no RWENABLED
parameter is supplied for a physical proxy defamtithe corresponding parameter value from thee&dgiroxy
definition is assumed to apply for the physicalqyras well. The parameter is advisory only and d@hight
override the recommendation. In particular, it MU ignored, if a SERVICE associated with the pralyays
supports pull.

TO-NAPID (1 or more entries)

This parameter refers to a network access poitit a/ihatching NAPID parameter. It is only possibledfer to
network access points defined within the same proring document (except if the INTERNET attribigeet in
the NAPDEF). Several TO-NAPID parameters may edisor a given physical proxy. The order of the li
indicates the priority of the individual networkcass points. However, client preferences MAY als@dnsidered
which might affect the priority order (see also (PRJAB]). One TO-NAPID has a special predefined megnlf
the TO-NAPID is INTERNET, it implies that the MErtaelect any network access point with the attebut
INTERNET defined. This parameter MUST be suppoliedhe WAP client.

46.3 Parameters for PXAUTHINFO characteristics

The PXAUTHINFO characteristic is only allowed to b&ed within a PXLOGICAL characteristic. Note thia parameters
listed below are described in the scope of thiS@adar characteristic.

PXAUTH-TYPE

The PXAUTH-TYPE indicates the proxy authenticatioathod: HTTP proxy authentication or WTLS methods.
Possible values are "HTTP-BASIC", "HTTP-DIGEST" dMITLS-SS". This parameter does not indicate thaalc
authentication method to use when connecting tetbry, but links the authentication parameters RXA-ID

and PXAUTH-PW to an authentication method. The PXAJTYPE MUST be unique within its enclosed
structure, i.e. within the PXLOGICAL characteristic
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PXAUTH-ID (0 or 1 entries)
The PXAUTH-ID indicates the proxy authenticatioerdifier. If it is missing then the global id ofethievice should

be used (see [ProvUAB] section 4.7). The globahidier can be defined for example using the
CLIENTIDENTITY characteristic.

PXAUTH-PW (0 or 1 entries)

The PXAUTH-PW indicates the proxy authenticatioaorseé The usage of the parameter is defined by the
PXAUTH-TYPE.

46.4 Parameters for PORT characteristics

The PORT characteristic is only allowed to be usgbin PXLOGICAL,PXPHYSICAL, or APPADDR charactetiss.
Note that the parameters listed below are desciibdte scope of this particular characteristic.

Names and values of parameters

PORTNBR

The PORTNBR parameter contains the value of themonber. The port number must be given as a décima
number and must fit within the range of a 16 bisigned integer. The PORTNBR MUST be unique witkén i
enclosed structure, i.e. within the PXLOGICAL, PXPECAL, or APPADDR characteristic.

If the port number is well known [WAPWDP] [IANA]hen the service behind the port is implied andodmameter
SERVICE MAY be omitted. If the port number is noélknown, then no service is implied and the sanbehind

the port is defined in parameter SERVICE. If thetpumber is not well known and the parameter SEER/is
omitted, then the ME MUST assume a service accgritinits preferences.

If the parameter SERVICE is present, then the di&fimin the SERVICE parameter overrides the impliceaning.

This parameter MUST be supported by the WAP client.

SERVICE (0 or more entries)

The SERVICE parameter specifies which service &lable behind this particular port number. Possildlues are
defined in the table below. The service can alsmbieated by a well known port number being giasn
SERVICE. The format of this port number is as dafiin PORTNBR. This parameter MUST be supportethby

WAP client.
Service Explanation

CL-WSP WAP connection-less session service
CO-WSP WAP session service
CL-SEC-WSP WAP secure connection-less sessionceervi
CO-SEC-WSP WAP secure session service
CO-SEC-WTA WAP WTA secure session service (over YWSP
CL-SEC-WTA WAP WTA secure connection-less sessemise (over WSP)
OTA-HTTP-TO OTA-HTTP service (push), TO-TCP [PushQT
OTA-HTTP-TLS-TO OTA-HTTP secure service (push), TOP [PushOTA]
OTA-HTTP-PO OTA-HTTP service (push), PO-TCP [PusiQT
OTA-HTTP-TLS-PO OTA-HTTP secure service (push), POP [PushOTA]
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4.6.5 Parameters for NAPDEF characteristics

This section defines permitted parameters for tA®DEF type of the characteristic, i.e. the namebmarameters needed to
access the backbone data network from the wirédessnal. Note that the parameters listed belowdaseribed in the scope
of this particular characteristic.

Names and values of parameters

NAPID

The NAPID is used to link to the TO-NAPID parametéthe PXPHYSICAL characteristic. The NAPID MUSE b
unique within its enclosed structure, i.e. withie ttonfiguration context. This parameter MUST bgpsuted by the
WAP client.

BEARER (0 or more entries)

The BEARER indicates which network type (in additto address type) the definition is valid for. §parameter
MUST be supported by the WAP client.

Value

GSM-USSD
GSM-SMS
ANSI-136-GUTS
IS-95-CDMA-SMS
IS-95-CDMA-CSD
IS-95-CDMA-PACKET

ANSI-136-CSD
ANSI-136-GPRS
GSM-CSD

GSM-GPRS

AMPS-CDPD

PDC-CSD

PDC-PACKET

IDEN-SMS

IDEN-CSD

IDEN-PACKET
FLEX/REFLEX

PHS-SMS

PHS-CSD

TETRA-SDS
TETRA-PACKET
ANSI-136-GHOST
MOBITEX MPAK
CDMA2000-1X-SIMPLE-IP
CDMA2000-1X-MOBILE-IP

NAME

The NAME indicates a logical, user readable, idgr{property) of the configuration element. In tdlAPDEF
element it typically indicates the “owner” of thédR, and if the element is to be used while in themb network or
while roaming. This parameter MUST be supportethig WAP client.
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INTERNET (0 or 1 entries)

This parameter does not take any values. If itésent, it indicates that the network access maintbe used to
access proxies that are located on an IP-routatieonk segment, which is generic within the scofpihe
configuration context. The existence of the paramebes not imply that the IP routable network tieat be
accessed is similar in scope to the world widerirge

NAP-ADDRESS

Contains all the digits and pauses needed to cornaatienwvith a remote entity and is defined in [GENE). The
format and the content of the parameter depenti@béarer type. The NAP-ADDRESS might contain f@meple

e The phone number of an access router

e Acalling card dialling sequence
« A GPRS APN, which is an indirect address that bdsetresolved by a network specific DNS mechanism.

¢ An address of an SMSC, or any other message centre

The NAP-ADDRESS should be in international formdtewever possible, for example using the “+” notais in
GSM.

The type of address in the NAP-ADDRESS field ismed by the NAP-ADDRTYPE parameter. This parameter
MUST be supported by the WAP client.

NAP-ADDRTYPE Content of NAP-ADDRESS
IPV4 An IPv4 address [RFC791] represented in decfarenat with dots as delimiters
IPV6 An IPv6 address [RFC2373] represented as hemiail numbers with colons as

delimiters or as a combination of hexadecimal aecirdal numbers with dots
and colons as delimiters

E164 A phone number according to the E164 scherB&IFDRM]

ALPHA Generic alphanumeric address (as definedifilyaaaum in [RFC2396])
APN A GPRS APN as defined in [GENFORM]

SCODE A USSD service code as defined in [GENFORM]

TETRA-ITSI A TETRA SDS address with digits in de@hformat [WAPWDP]
MAN A Mobitex MAN address with digits in decimalrfimat [WAPWDP]

NAP-ADDRTYPE (0 or 1 entries)

The NAP-ADDRTYPE indicates the format of the addriesthe NAP-ADDRESS. This parameter MUST be
supported by the WAP client.

Value

IPV4

IPV6

E164 (default)
ALPHA

APN

SCODE
TETRA-ITSI
MAN
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CALLTYPE (0 or 1 entries)

Some bearers may support different types of caltifferent protocols to be used for data exchange.
CALLTYPE parameter is used to define this protamotall type. If the parameter is not present erafvalue is
given, the default value ANALOG-MODEM should be @asxd.

Value
ANALOG-MODEM (default)
V.120
V.110
X.31
BIT-TRANSPARENT
DIRECT-ASYNCHRONOQUS-DATA-SERVICE

LOCAL-ADDR (0 or 1 entries)

If this parameter is provided, it defines the logdtiress of the WAP Client according to the forapsecified by the
LOCAL-ADDRTYPE parameter.

The type of address in the LOCAL-ADDR field is defd by the LOCAL-ADDRTYPE parameter.

LOCAL-ADDRTYPE Content of LOCAL-ADDR

IPV4 An IPv4 address [RFC791] represented in delciorenat with dots as
delimiters

IPV6 An IPv6 address [RFC2373] represented as hemxadl numbers with
colons as delimiters or as a combination of hexas#cnd decimal
numbers with dots and colons as delimiters

LOCAL-ADDRTYPE (0 or 1 entries)

The LOCAL-ADDRTYPE indicates the format of the aésls in the LOCAL-ADDR parameter. If the parameser i
not present or if no value is given, the defaultgdPV6 should be assumed.

Value

IPV4
IPV6 (default)

DNS-ADDR (0 or more entries)

The DNS-ADDR can store the address of a DNS selfvére client implements [WDNS] this parameter MUBe
supported. If this parameter is supported, at leestentries MUST be supported.

The address format MUST conform to the followingléa It is the responsibility of the client to digjuish between
the two address types.

Addresstype Format of DNS-ADDR
IPv4 An IPv4 address [RFC791] represented in deldiomenat with dots as delimiters
IPv6 An IPv6 address [RFC2373] represented as teekal numbers with colons as

delimiters or as a combination of hexadecimal agtirdal numbers with dots
and colons as delimiters

LINKSPEED (0 or 1 entries)
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Defines the speed on the up-link channel and oglipthe down-link channel for circuit switched bbeis. Possible
values are "autobauding" or a number (baud in dalciormat).

DNLINKSPEED (0 or 1 entries)

Defines the speed on the down-link channel foruiirewitched bearers. Possible values are "autdbglidr a
number (baud in decimal format). If this paramétenissing or if the ME does not support differapt and down-
link speeds, the value of the LINKSPEED parametay e assumed to be effective for the down-linknclehas
well.

LINGER (0 or 1 entries)

The LINGER parameter is used to define how longranection should be kept active without any traffibe
parameter value is a decimal value expressed onslsc

DELIVERY-ERR-SDU (0 or 1 entries)

The DELIVERY-ERR-SDU parameter indicates whethetJShletected as erroneous shall be delivered or
discarded. Values are defined in [3GPP24008] aedepresented as hexadecimal numbers.

DELIVERY-ORDER (0 or 1 entries)

The DELIVERY-ORDER parameter indicates whetherRI¥ context bearer shall provide in-sequence SDU
delivery or not. Values are defined in [3GPP240&8] are represented as hexadecimal numbers. Bipartaof the
DELIVERY-ORDER parameter are set to zero, e.gveilae "with delivery order” is represented as 0x08.

TRAFFIC-CLASS (0 or 1 entries)

The TRAFFIC-CLASS defines the type of application fhich the PDP context bearer service is optithis®r
class descriptions see [3GPP23107] and valuesedireed in [3GPP24008]. The values are represerged a
hexadecimal numbers. Bits not part of the TRAFFICAGS parameter are set to zero, e.g. the valuerantive
class" is represented as 0x60.

MAX-SDU-SIZE (0 or 1 entries)

The MAX-SDU-SIZE parameter defines the maximumwaéd SDU size and is used for admission control and
policing. Values are defined in [3GPP24008] andrapeesented as hexadecimal numbers.

MAX-BITRATE-UPLINK (0 or 1 entries)

The MAX-BITRATE-UPLINK parameter defines the maximwumber of bits delivered during a period of time
uplink. Values are defined in [3GPP24008] and epFasented as hexadecimal numbers.

MAX-BITRATE-DNLINK (0 or 1 entries)

The MAX-BITRATE-DNLINK parameter defines the maximunumber of bits delivered during a period of time
downlink. Values are defined in [3GPP24008] andrapgesented as hexadecimal numbers.

RESIDUAL-BER (0 or 1 entries)
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The RESIDUAL-BER parameter indicates the undetebtedrror ratio in the delivered SDUs. Values dedéined
in [3GPP24008] and are represented as hexadecumaders. Bits not part of the RESIDUAL-BER parameter
set to zero, e.g. the value "1*10s represented as 0x70.

SDU-ERROR-RATIO (0 or 1 entries)

The SDU-ERROR-RATIO parameter indicates the fractd SDUs lost or detected as erroneous and iaelfi
only for conforming traffic. Values are defined[BGPP24008] and are represented as hexadecimalatamb

TRAFFIC-HANDL-PRIO (0 or 1 entries)

The TRAFFIC-HANDL-PRIO parameter specifies the tiglaimportance for handling of all SDUs belongioghe
PDP context bearer compared to the SDUs of othemebe Values are defined in [3GPP24008] and gresented
as hexadecimal numbers.

TRANSFER-DELAY (0 or 1 entries)

The TRANSFER-DELAY parameter indicates the maxinietay for 98' percentile of the distribution of delay for
all delivered SDUs during the lifetime of a beaservice. Delay for an SDU is defined as the tinoenfia request to
transfer an SDU at one SAP to its delivery at teoSAP. Values are defined in [3GPP24008] andepeesented
as hexadecimal numbers. Bits not part of the TRARSIDELAY parameter are set to zero, e.g. the v&30©

ms" is represented as 0x48.

GUARANTEED-BITRATE-UPLINK (0 or 1 entries)

The GUARANTEED-BITRATE-UPLINK parameter indicatdsetguaranteed number of bits delivered by the PDP
context at a SAP within a period of time, dividgdtbe duration of the period. Values are define[B@aPP24008]
and are represented as hexadecimal numbers.

GUARANTEED-BITRATE-DNLINK (0 or 1 entries)

The GUARANTEED-BITRATE-DNLINK parameter indicatelset guaranteed number of bits delivered by the PDP
context at a SAP within a period of time, dividedtbe duration of the period. Values are define[B@PP24008]
and are represented as hexadecimal numbers.

MAX-NUM-RETRY (0O or 1 entries)

The MAX-NUM-RETRY parameter defines maximum NumbéRetry for the MobilelP Registration. Values are
represented as hexadecimal numbers. Valid valee$-3r See [IS683B], section 3.5.8.6 for additiategthils. If the
bearer value CDMA2000-1X-MOBILE-IP is supportedrittbis parameter MUST be supported.

FIRST-RETRY-TIMEOUT (0O or 1 entries)

The FIRST-RETRY-TIMEOUT parameter defines the amairiime elapsed, in units of 250ms, between itst f
and second MobilelP Registration Requests, whi#entbbile station did not receive the MobilelP Ruagiion
Reply. Values are represented as hexadecimal nsmalid values are 1-7. See [IS683B], section8for
additional details. If the bearer value CDMA2000-8OBILE-IP is supported then this parameter MUST be
supported.

REREG-THRESHOLD (0 or 1 entries)
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The REREG-THRESHOLD parameter defines time, insuaitminute, before the expiration of the regisbrat
lifetime that the mobile will try to reregister. M&s are represented as hexadecimal numbers. ¥dlids are 1-63.
See [IS683B], section 3.5.8.6 for additional dstdil the bearer value CDMA2000-1X-MOBILE-IP is qguted
then this parameter MUST be supported.

T-BIT (0 or 1 entries)

The T-BIT parameter defines if reverse tunnelingeiguired. There are no values for this parametersence of the
parameter indicates that reverse tunnelling isiredquParameter is omitted otherwise. See [IS688&jtion 3.5.8.6
for additional details. If the bearer value CDMABBDX-MOBILE-IP is supported then this parameter MU
supported.

4.6.6 Parameters for NAPAUTHINFO characteristics

The NAPAUTHINFO characteristic is only allowed te bsed within a NAPDEF characteristic. Note thatghrameters
listed below are described in the scope of thifiqadar characteristic.

AUTHTYPE

The AUTHTYPE is a parameter indicating the autheiion protocol. Possible values are PAP, CHAP, NBé.
This parameter does not indicate the actual autfaitn method to use when connecting to the né\aocess
point, but links the authentication parameters ABRME and AUTHSECRET to the authentication methode T
AUTHTYPE MUST be unique within its enclosed struetu.e. within the NAPDEF characteristic. If thearer
value CDMA2000-1X-MOBILE-IP is supported then théd§lvalue MUST be supported.

AUTHNAME (0 or 1 entries)

The AUTHNAME parameter can contain the id (plainfereeded to authenticate the user. This pararisetely
needed if the AUTHTYPE parameter takes one of tieas PAP or CHAP or MD5.

AUTHSECRET (0 or 1 entries)

The AUTHSECRET parameter can contain the passwataihfext) needed to authenticate the user. Thiarpeter
is only needed if the AUTHTYPE parameter takes ofnthe values PAP or CHAP or MD5.

AUTH-ENTITY (0 or more entries)

The parameter defines entity to which NAPAUTHINF@dentials are valid. Valid values are specifiethie
following table. If the bearer value CDMA2000-1X-NBOLE-IP is supported then the AUTH-ENTITY value
MUST be supported. When the NAPAUTHINFO is valid foore than one entity, multiple instances of AUTH-
ENTITY are specified.

Value Description
AAA Authentication credentials are valid for the AA
HA Authentication credentials are valid for the HA.

SPI (0 or 1 entries)

The parameter defines whether Security Parametiex|is used between mobile and the AUTH-ENTITYe- i.
AAA or HA. The parameter is omitted if SPI is nated. See [IS683B], section 3.5.8.6 for additiorehis. If the
bearer value CDMA2000-1X-MOBILE-IP is supportedrittee SPI value MUST be supported.
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4.6.7 Parameters for VALIDITY characteristics

The VALIDITY element is used to define country caated network code parameters, or system identdysgatem operator
code parameters, as well as the period of timehictwa certain NAPDEF is valid. If NETWORK is defid, then
COUNTRY MUST be present. If SID is defined, thenG®UST be present. The VALIDITY characteristic islpallowed
to be used within the characteristic of type NAPDBEBte that the parameters listed below are destiiiv the scope of this
particular characteristic.

Names and values of parameters

COUNTRY (0 or 1 entries)

The COUNTRY indicates a Mobile Country Code asmdiby ITU-T [E212]. The parameter is used to idgnt
what resources to use when a mobile is in its hoeteork or when the mobile is roaming. The COUNTRYUST
be unique within its enclosed structure, i.e. wittiie NAPDEF characteristic.

NETWORK (0O or 1 entries)

The NETWORK indicates a list of comma separated iMd¥etwork Codes in decimal format as defined By
T [E212]. The parameter is used to identify whabreces the mobile should use when it is registeredparticular
network.

SID (0 or 1 entries)

The SID indicates a list of comma separated Sy$Bsnin decimal format as defined by [TIA/EIA-13®®A]. The
parameter is used to identify what resources thigilmshould use when it is registered to a paricaktwork.

SOC (0 or 1 entries)

The SOC indicates a System Operator Code as ddiyEHA/EIA-136-005A]. The parameter is used teidify
what resources the mobile should use when it istexgd to a particular network. The SOC MUST bigua
within its enclosed structure, i.e. within the NAPB characteristic.

VALIDUNTIL (0 or 1 entries)

Defines the end of the (time) period of validityhelparameter is expressed in seconds, from theittimesceived
by the client device.

4.6.8 Parameters for BOOTSTRAP characteristics

This section defines permitted parameters for t©OBSTRAP characteristic. This characteristic igdgfyy used within the
bootstrap message. If NETWORK is defined, then COBM MUST be present. Note that the parametersdibtdow are
described in the scope of this particular charéstter

If a provisioning document contains a PROVURL tiROYURL MUST be present only once in the provisigndocument.
The provisioning document may still contain mukiBOOTSTRAP characteristics but only one of theny oamtain a
PROVURL. If the PROVURL is present in a BOOTSTRAR@cteristic, NETWORK and COUNTRY MUST NOT be
present in the same characteristic, since thesesagkto specify parameter settings for roaming@ees and the PROVURL
is the unique identifier for the entire configuoaticontext.

Names and values of parameters

NAME (0 or 1 entries)
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The NAME indicates a logical, user readable, idgr{property) of the configuration context.

NETWORK (0 or more entries)

The NETWORK parameter MUST contain a decimal vaihae indicates for which network code (as defired i
ITU-T [E212]) the bootstrap information is valid.

COUNTRY (0 or 1 entries)

The COUNTRY parameter defines the Mobile Countrgé€oas defined by ITU-T [E212]. The parameter edus
identify which country code the bootstrap inforroatis valid.

PROXY-ID (0 or more entries)

The PROXY-ID parameter contains the ID of a praxgttis available with this particular set of bopt
information. It is only possible to refer to progidefined within the same provisioning document.

PROVURL (0 or 1 entries)

The PROVURL MUST be an absolute URI [RFC2396] aefirets the authority and path of the TPS. The path
request can be extended, and still be within tepesof the TPS, but it cannot be shortened. The tdRie used to
contact the Trusted Provisioning Server, for exapfar requests for re-provisioning (roaming). AROVURL
MUST be globally unique and is the unique identiiethe configuration context. If the scheme issinig from the
PROVURL parameter, then “http” is assumed.

CONTEXT-ALLOW (0 or 1 entries)

The CONTEXT-ALLOW parameter defines how many adudiél configuration contexts the privileged context
allows to the ME to support. If the parameter isgant but no value is given, the default valuedukhbe assumed.
If the parameter is omitted it has no impact onrthmber of configuration contexts allowed. It mayé the
following values:

Value M eaning
0 No other configuration context than the privildg®ntext is
allowed (default)
1...254 Describes how many ADDITIONAL configuratioontexts

beyond the privileged context are allowed. If tiadue exceeds
the maximum number of supported contexts of the Mg,
maximum number of supported contexts is used idstea
255 Allows for the use of the maximum number offiguration
contexts the ME supports

4.6.9 Parameters for CLIENTIDENTITY characteristics

The CLIENTIDENTITY characteristics may be used toyide ME identity. Note that the parameters lidbetbw are
described in the scope of this particular charéstter

Names and values of parameters

CLIENT-ID
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The identifier of the mobile device, which for exalecould be the assigned-client-id as definedCinlENTID].
The parameter CLIENT-ID MUST NOT be defined morartlonce in a configuration context as it is glokihin
the context. For rules on the usage of this paransete [ProvUAB] section 4.7.

4.6.10 Parameters for VENDORCONFIG characteristics

The VENDORCONFIG characteristics may be used teigeo(ME) vendor specific configuration parametéiste that the
parameters listed below are described in the sobfies particular characteristic.

Names and values of parameters

NAME

The name of the product. The NAME MUST be uniquthiniits enclosed structure, i.e. within the coofition
context.

The actual configuration data is provided by meaingendor specific parameter names and values.

4.6.11 Parameters for APPLICATION characteristics

The APPLICATION characteristic provides parametbet a WAP client needs to access a particulaicgifn service
access point. This may be, for example, a partiddldS Proxy-Relay or some e-mail server. The APPATCON
characteristic is linked to proxy and network asgaesint definitions that are appropriate in theecafthis particular
application service point. Note that the paramdistsd below are described in the scope of thiqdar characteristic.

If this characteristic is supported the WAP clisidST support the parameters APPID, PROVIDER-ID amDR, as well
as inclusion of APPADDR characteristics.

Names and values of parameters
APPID

- The APPID identifies the type of the applicatiomsee available at the described application seraccess point.
The value is expected to be globally unique. . Fdlae is assigned and registered with Open Madéming
Authority (OMNA). Details on available names arldey registrations are available on OMNA [OMNA]esit

PROVIDER-ID (0 or 1 entries)

The PROVIDER-ID parameter provides an identifiartfte application service access point describeanby
APPLICATION characteristic. Two APPLICATION characistics with the same APPID values but different
PROVIDER-ID values MUST be considered to refento tlifferent application service access pointssThi
parameter may also provide a globally unique eslddentification of the access point. If the paeten is omitted,
the APPLICATION characteristic MUST be considerediéscribe an anonymous application service aqguesg
which is not the same as the ones with an exiROVIDER-ID.

NAME (0 or 1 entries)
The NAME indicates a logical, user readable, idgr{property) of the APPLICATION.

AACCEPT (0 or 1 entries)
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The AACCEPT parameter lists the content typestti@server is able to receive from the client. Valee is a
string containing a comma-separated list of corttgre specifiers. The values are in a preferenderowith the
content type most preferred by the server as theditry. If this value is omitted, the supportedues are
discovered in some other manner.

A content type specifier is composed of a typedattir and an optional list of content type versiambers. The
following kinds of type indicators are available:

- WSP content type codes maintained by WINA [WINAheEe type indicators are encoded as a string th t
hexadecimal representation of the registered nuncertent type code. A WAP client MUST recognisesth
values.

- MIME media type values [RFC2045].
- SGML public identifiers used in the DOCTYPE dectarma of XML documents.

The list of content type version numbers is comgdasfevalues separated by semicolons ";". The vaduesn a
preference order, with the version most preferngthe server as the first entry. The used versionbering
scheme depends on the application, but use of I@FD"." 1*DIGIT' [RFC2234] is recommended.

APROTOCOL (0 or 1 entries)

The APROTOCOL indicates the application protocakiens supported by the server. The value is agstri
containing a comma-separated list of protocol idiens. The values are in a preference order, tithprotocol
most preferred by the server as the first entrthiff value is omitted, the supported values aseadiered in some
other manner. The formats of the protocol identfignd the recognised values depend on the uséidedjgm
protocol. This information SHOULD be included irethrovisioning parameter registration done with \&JNee
section 4.6.

TO-PROXY (0 or more entries)

The TO-PROXY parameter refers to a logical proxghva matching PROXY-ID. Several TO-PROXY parameters
may be listed for a given application. The ordethef list indicates the priority of the proxies.wever, client
preferences MAY also be considered which mightcaffiee priority order (see also [PROVUAB]).

This parameter MUST be supported by the WAP cligiittjs able to use proxies.

TO-NAPID (0 or more entries)

The TO-NAPID parameter refers to a network accedst pvith a matching NAPID parameter. It is onlysstble to
refer to network access points defined within e provisioning document (except if the INTERNE(Filute is
set in the NAPDEF). Several TO-NAPID parameters tmajisted for a given application. The order & tist
indicates the priority of the individual networkcass points. However, client preferences MAY als@dnsidered
which might affect the priority order (see also (PMRJAB]). One TO-NAPID has a special predefined megnlf
the TO-NAPID is INTERNET, it implies that the MErtaelect any network access point with the atteibut
INTERNET defined.

This parameter MUST be supported by the WAP cligittjs able to communicate without a proxy.

ADDR (0 or more entries)

The ADDR parameter may be used to provide the addrkthe application server. The value can bebanlate
URI [RFC2396], an IPv4 address [RFC791] represeintelcimal format with dots as delimiters, or Hyfu
qualified Internet domain name (ileostnameas defined in section 3.2.2 of [RFC2396]). Thespree of this
parameter is equivalent to including an APPADDRrabteristic containing only the ADDR parameter vitib
same value.
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4.6.12 Parameters for APPADDR characteristics

The APPADDR characteristic provides the addresd tseontact the application service access ptiiig.possible to have
multiple alternative addresses for the same aquass.

If this characteristic is supported, the WAP clisfidST support the parameters ADDR and ADDRTYPEyeH as
inclusion of PORT characteristics.

Names and values of parameters

ADDR

The ADDR parameter can hold addresses of diffetients, for example, an IP address or an SME numilties.
type of address in the field can be determineddasehe ADDRTYPE parameter. If the parameter ADDRE is
not present or if no value is given, then the pat@mADDR can contain the same type of values@@ADDR
parameter in the APPLICATION characteristic, sestien 4.6.11.

Value of ADDRTYPE Content of ADDR

IPV6 An IPv6 address [RFC2373] represented as hesxarl numbers with colons
as delimiters or as a combination of hexadecimdldetimal numbers with
dots and colons as delimiters

E164 A phone number according to the E164 scherB&FDRM]

ALPHA Generic alphanumeric address (as definedlpfanumin [RFC2396])

ADDRTYPE (0 or 1 entries)
The ADDRTYPE indicates the format and interpretatidd the ADDR parameter.

4.6.13 Parameters for APPAUTH characteristics

The APPAUTH characteristic provides authenticatidormation to be used with the application senaceess point.

If this characteristic is supported, the WAP clibfidST support the parameters AAUTHLEVEL, AAUTHTYPE,
AAUTHNAME and AAUTHSECRET.

Names and values of parameters

AAUTHLEVEL (O or 1 entries)

The AAUTHLEVEL parameter tells how the providedlarttication credentials are to be applied. If theameter
is not present or if no value is given, then autication at the application protocol level is imgai

Value M eaning

APPSRV Authentication done by the application sevi
OBEX OBEX authentication [OBEX]

AAUTHTYPE (0 or 1 entries)

The AAUTHTYPE parameter indicates the authenticatiethod used by the application. The value isiagst
containing a comma-separated list of authenticatiethod identifiers. The values are in a preferender, with
the method most preferred by the server as thieefintsy. The same credentials (AAUTHNAME and
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AAUTHSECRET) may be used with any of the listedhauttication methods. If none of the listed methads
supported, the WAP client MUST NOT send the progideedentials to the server to avoid compromisiregt. If
this parameter is omitted, the used method depemdse challenge sent by the server or is the ttefau
authentication mechanism defined by the applicgtiamtocol.

Applications may choose to use their own authetitinanethod identifiers, but the following ones aredefined:

Value M eaning
HTTP-BASIC Basic authentication done accordingR&EC2617]
HTTP-DIGEST Digest authentication done accordinfRBC2617]
BASIC The 'basic' authentication method recognisethe application
DIGEST The 'digest’ authentication method recoghisethe application

AAUTHNAME (O or 1 entries)

The AAUTHNAME parameter provides the id (plaintexed in authenticating the user. The format amdofishis
parameter depend on AAUTHLEVEL and AAUTHTYPE.

AAUTHSECRET (0 or 1 entries)

The AAUTHSECRET provides the authentication seasetd in authenticating the user. The format andtias
parameter depend on AAUTHLEVEL and AAUTHTYPE.

AAUTHDATA (0 or 1 entries)

The AAUTHDATA provides additional authenticationrpeneters used in authenticating the user. The foamz
use of this parameter depend on AAUTHLEVEL and AAOTYPE.

4.6.14 Parameters for RESOURCE characteristics

The RESOURCE characteristic indicates the availeseurces and their access parameters within B#LICATION
characteristic. The resources could be, for exansptechronisable databases or mailboxes.

If this characteristic is supported, the WAP clisfidST support the parameters URI and STARTPAGHENN of
AAUTHTYPE, AAUTHNAME and AAUTHSECRET is supporteditin this characteristic, all of them MUST be
supported.

Names and values of parameters

URI

The URI parameter specifies the value used to ifyethie resource in the application protocol. Itynee any string,
but often is a relative or absolute URI [RFC2396].

NAME (0 or 1 entries)
The NAME indicates a user readable identity of REESOURCE.

AACCEPT (0 or more entries)
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The definition of this parameter is the same aslHerAPPLICATION characteristic except that it def the
content types that the server is able to accephuleclient is accessing this particular RESOURCE.

AAUTHTYPE (0 or 1 entries)

The definition of this parameter is the same asHerAAUTHTYPE defined in the APPAUTH characteiistixcept
that the authentication parameters are used ongnle WAP client accesses the RESOURCE descripdd
characteristic.

AAUTHNAME (0 or 1 entries)

The AAUTHNAME parameter provides the id (plaintexed in authenticating the user. The format aedofishis
parameter depend on AAUTHTYPE.

AAUTHSECRET (0 or 1 entries)

The AAUTHSECRET provides the authentication seasetd in authenticating the user. The format andtifes
parameter depend on AAUTHTYPE.

AAUTHDATA (0 or 1 entries)

The AAUTHDATA provides additional authenticationrpeneters used in authenticating the user. The fioamz
use of this parameter depend on AAUTHTYPE.

STARTPAGE (0 or 1 entries)

The presence of the STARTPAGE parameter indichtesdsource to be one that the user agent is edtrt
access or select when it first starts accessingb#cation server. In particular, it may indicéte home page of a
browser. This parameter does not take a value.

4.6.15 Parameters for ACCESS characteristic

The ACCESS characteristic defines a list of rutedirecting applications to a suitable proxy otwark access point.
Within the ACCESS characteristic are two sets oapeeters interpreted by the user agent that are:

® access-rule parameterased for defining access conditions in which asds granted. A group of access-rule
parameters are named aetess ruleOne or more access rules may exist in a singl€RES characteristic

® access-result parametenssed for describing the access granted whena@sacule is satisfied. A group of access-
result parameters is namedatess resultOnly one access result may exist in a single ASEEharacteristic.

Access-rule parameters define particular applioatiport numbers, domain names and URLs that kneed access to
particular NAPDEFs or proxies defined in the acaessilt.

Some of the parameters in the ACCESS characteaistiduplicates of parameters found in other chariatics and take on
the same format. Several of these duplicated paesmeefer the user agent to the connectivity miation elsewhere in the
provisioning document.

The user agent’s treatment of the parameters iIA@RESS characteristic is covered in [PROVUAB]. §hiill provide
information on the correct formatting of accessul

The WAP client MUST support the parameters RULEPAP, PORTNBR and DOMAIN.
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Names and values of parameters

RULE (1 or more entries)

RULE is used to delimit individual access-rulesisTparameter MAY take a value in order to labebhaoess rule.
The RULE parameter value MUST be unique withinghelosed provisioning document. A RULE parameter
MUST be positioned at the start of an access rule.

APPID (0 or more entries)

In an ACCESS characteristic, this is classed dgeress-rule parameter” and uses the same forntaeasPPID
parameter in the APPLICATION characteristic. Thieirtion of this parameter is to identify an appi@a service
that will be used when forming a mapping to an asaesult. Multiple APPID parameters may be inctuitean
access-rule.

PORTNBR (0 or more entries)

In an ACCESS characteristic, this is classed daeress-rule parameter” and uses the same forntaeas
PORTNBR parameter in the PORT characteristic. Titention of this parameter is to identify a portnher that
will be used when forming a mapping to an accesalteMultiple PORTNBR parameters may be includedr
access-rule.

DOMAIN (0 or more entries)

In an ACCESS characteristic, this is classed daeress-rule parameter” and uses the same forntaeas
DOMAIN parameter in the PXLOGICAL characteristidd intention of this parameter is to identify a DAM or
URI that will be used when forming a mapping toaacess-result. Multiple DOMAIN parameters may kduded
in an access-rule.

TO-NAPID (0 or more entries)

In an ACCESS characteristic, this is classed daeress-result parameter” and refers to networksgpoints with
matching NAPID parameters in the order of decraeppiiority. It is only possible to refer to netwaakcess points
defined within the same provisioning document (pxdethe INTERNET attribute is set in the NAPDERhis
parameter indicates the network access point thiabevused when the application fully satisfieseaf the access
rules in the same characteristic.

If the TO-NAPID is INTERNET, it implies that the M&n select any network access point with thebatiei
INTERNET defined.

The TO-NAPID parameter MUST be present when a timecess is intended. The WAP client MUST supgust t
parameter, if it is able to support direct access.

TO-PROXY (0 or more entries)

In an ACCESS characteristic, this is classed daeress-result parameter” and refers to proxiel witnatching
PROXY-ID parameter in the order of decreasing fitiol his parameter indicates a proxy that willused when
the application fully satisfies one of the accedes in the same characteristic. The WAP client MId8pport this
parameter, if it is able to use proxies.
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The [PROVUAB] specification provides detailed infoation on the usage of these parameters.

4.7 Provisioning Document Character Set

The provisioning document uses an XML languagmheérits the XML document character set and thesrébr handling
from XML [XML]. Provisioning documents MUST be erded using UTF-8 [RFC2279]. Numeric character exgitire
supported, as well as the predefined entaimp, It , gt , apos, quot that XML processors MUST recognise.
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5. Well Formed Provisioning Documents

5.1 The Length of Parameter Fields

The parameter length definitions in the table beéxypress a minimum requirement on the ProvisioAiggnt and for every
supported parameter the minimum length MUST be atipg. The Provisioning Server can assume thatpetexs with a
length shorter or equal to the definitions willdecepted (and stored) by the device.

Name Length
(byte)

AACCEPT 16
AAUTHNAME 16
AAUTHSECRET 16
ADDR 64
APPID 16
APROTOCOL 16
AUTHNAME 16
AUTHSECRET 16
BASAUTH-ID 16
BASAUTH-PW 16
CLIENT-ID 32
DNLINKSPEED 6
DNS-ADDR 15 %)
DOMAIN 64
LINGER 4
LINKSPEED 6
NAME 16
NAP-ADDRESS 16 *) **)
NAPID 16
PHYSICAL-PROXY-ID 16
PROVIDER-ID 32
PROVURL 64
PROXY-ID 32%)
PROXY-PROVIDER-ID 32 %)
PROXY-PW 16
PXADDR 40 *)
PXADDR-FQDN 64
PXAUTH-ID 16
PXAUTH-PW 16
REREG-THRESHOLD 2
RULE 16
STARTPAGE 64
URI 64
VALIDUNTIL 8

*) If IPV6 is supported the minimum length requirent is 45 bytes.

**) The default dialstring is 16 bytes, but in neks where calling cards can be used the user agsnb support 64 bytes.
Also GPRS terminals have to support 64 byte dialgs:
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5.2 The use of PORT characteristics

The total set of port bindings available for a giy#hysical proxy is the port bindings defined fioe togical proxy, appended
with the port bindings given within the PXPHY SICAbaracteristic.

5.3 Missing VALIDITY characteristics

If a VALIDITY characteristic is absent inside a NBEF characteristic, the NAP definition is alwaydida
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6. Examples

This section is informative only.

6.1 Example 1l

This example shows a provisioning document comgimfrastructure information related to a singlgital and physical
WSP proxy for a service domain with a single acqesst.

<?xml version="1.0"?>
<IDOCTYPE wap-provisioningdoc PUBLIC "-//WAPFORUM// DTD PROV 1.0//EN"
"http://mww.wapforum.org/DTD/prov.dtd">

<wap-provisioningdoc version="1.0">

<characteristic type="PXLOGICAL">

<parm name="PROXY-ID" value="170.187.51.4"/>

<parm name="NAME" value="BankMainProxy"/>

<parm name="STARTPAGE" value="http://www.bank.co m/startpage.wml"/>

<characteristic type="PXAUTHINFO">
<parm name="PXAUTH-TYPE" value="HTTP-BASIC"/>
<parm name="PXAUTH-ID" value="pxusername"/>
<parm name="PXAUTH-PW" value="pxuserpassw"/>

</characteristic>

<characteristic type="PXPHYSICAL">
<parm name="PHYSICAL-PROXY-ID" value="PROXY 1" />
<parm name="DOMAIN" value="www.bank.com/"/>
<parm name="PXADDR" value="170.187.51.3"/>
<parm name="PXADDRTYPE" value="IPV4"/>
<parm name="TO-NAPID" value="INTERNET"/>
<parm name="TO-NAPID" value="NAP1"/>
<characteristic type="PORT">

<parm name="PORTNBR" value="9203"/>

</characteristic>

</characteristic>

</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="NAP1"/>
<parm name="BEARER" value="GSM-CSD"/>
<parm name="NAME" value="MY ISP CSD"/>
<parm name="NAP-ADDRESS" value="+35808124002"/>
<parm name="NAP-ADDRTYPE" value="E164"/>
<parm name="CALLTYPE" value="ANALOG-MODEM"/>
<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="PAP"/>
<parm name="AUTHNAME" value="wwwmmmuser"/>
<parm name="AUTHSECRET" value="wwwmmmsecret"/>
</characteristic>
<characteristic type="VALIDITY">
<parm name="COUNTRY" value="228"/>
<parm name="NETWORK" value="001"/>
</characteristic>
</characteristic>
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</wap-provisioningdoc>

6.2 Example 2

Infrastructure information with two bearers andgtiwro network access points.

<?xml version="1.0"?>

<IDOCTYPE wap-provisioningdoc PUBLIC "-//WAPFORUM//

"http://mww.wapforum.org/DTD/prov.dtd">
<wap-provisioningdoc version="1.1">

<characteristic type="PXLOGICAL">

<parm name="PROXY-ID" value="170.187.51.4"/>

<parm name="NAME" value="DefaultProxy"/>

<parm name="STARTPAGE" value="http://www.operato

<characteristic type="PXAUTHINFO">
<parm name="PXAUTH-TYPE" value="HTTP-BASIC"/>
<parm name="PXAUTH-ID" value="pxusername"/>
<parm name="PXAUTH-PW" value="pxuserpassw"/>

</characteristic>

<characteristic type="PXPHYSICAL">
<parm name="PHYSICAL-PROXY-ID" value="PROXY 1"
<parm name="DOMAIN" value=""/>
<parm name="PXADDR" value="221.125.51.4"/>
<parm name="PXADDRTYPE" value="IPV4"/>
<parm name="PXADDR-FQDN" value="proxyl.operato
<parm name="TO-NAPID" value="NAP1"/>
<characteristic type="PORT">

<parm name="PORTNBR" value="9203"/>

</characteristic>

</characteristic>

<characteristic type="PXPHYSICAL">
<parm name="PHYSICAL-PROXY-ID" value="PROXY 2"
<parm name="DOMAIN" value="/SMSContent/"/>
<parm name="DOMAIN" value="sms.operator.com/"/
<parm name="PXADDR" value="9400410"/>
<parm name="PXADDRTYPE" value="E164"/>
<parm name="TO-NAPID" value="NAP2"/>
<characteristic type="PORT">

<parm name="PORTNBR" value="9201"/>

</characteristic>

</characteristic>

</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="NAP1"/>
<parm name="BEARER" value="GSM-CSD"/>
<parm name="NAME" value="ANY NAME 1"/>
<parm name="NAP-ADDRESS" value="+4520671023"/>
<parm name="NAP-ADDRTYPE" value="E164"/>
<parm name="CALLTYPE" value="ANALOG-MODEM"/>
<parm name="LINKSPEED" value="AUTOBAUDING"/>
<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="PAP"/>

DTD PROV 1.0//EN"

r.com/start.wml"/>

/>

r.com"/>

/>
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<parm name="AUTHNAME" value="roamwapuser"/>
<parm name="AUTHSECRET" value="roamwappassw"/>
</characteristic>
<characteristic type="VALIDITY">
<parm name="COUNTRY" value="228"/>
</characteristic>
</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="NAP2"/>
<parm name="BEARER" value="GSM-SMS"/>
<parm name="NAME" value="ANY NAME 2"/>
<parm name="NAP-ADDRESS" value="+35809503401"/>
<parm name="NAP-ADDRTYPE" value="E164"/>
</characteristic>

</wap-provisioningdoc>

In the above example, bearer selection policie&BM-CSD and GSM-SMS are shown.

The document provides information on how to actiessiefault gateway via two NAP’s. Note that cortgiaformation on
NAP’s as well as the physical proxies is given siitdés not known in advance how much knowledgeNtiehas about the
infrastructure.

6.3 Example 3

Infrastructure information related to several la@id/SP proxies for a service domain with multipteess points. Vendor
specific configuration data is also supplied. Witsation is typically encountered when fetchingyisioning documents
from a smart card [PROVSC].

<?xml version="1.0"?>
<IDOCTYPE wap-provisioningdoc PUBLIC "-//WAPFORUM// DTD PROV 1.0//EN"
"http://www.wapforum.org/DTD/prov.dtd">

<wap-provisioningdoc version="1.1">

<characteristic type="PXLOGICAL">
<parm name="PROXY-ID" value="www.operator.com"/>
<parm name="PROXY-PW" value="proxypasswd"/>
<parm name="PPGAUTH-TYPE" value="HTTP-BASIC"/>
<parm name="NAME" value="DefaultProxy"/>
<parm name="MASTER"/>
<parm name="PUSHENABLED" value="1"/>
<parm name="STARTPAGE" value="http://www.operato r.com/start.wml"/>
<characteristic type="PXAUTHINFO">
<parm name="PXAUTH-TYPE" value="HTTP-BASIC"/>
<parm name="PXAUTH-ID" value="httpusername"/>
<parm name="PXAUTH-PW" value="httpuserpassw"/>
</characteristic>
<characteristic type="PXPHYSICAL">
<parm name="PHYSICAL-PROXY-ID" value="PROXY 1" />
<parm name="DOMAIN" value=""/>
<parm name="PXADDR" value="215.221.51.5"/>
<parm name="PXADDRTYPE" value="IPV4"/>
<parm name="TO-NAPID" value="NAP1"/>
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<characteristic type="PORT">
<parm name="PORTNBR" value="9203"/>
</characteristic>
</characteristic>
<characteristic type="PXPHYSICAL">
<parm name="PHYSICAL-PROXY-ID" value="PROXY 2"
<parm name="DOMAIN" value=""/>
<parm name="DOMAIN" value="/SMS/"/>
<parm name="PXADDR" value="9201611"/>
<parm name="PXADDRTYPE" value="E164"/>
<parm name="TO-NAPID" value="NAP3"/>
<characteristic type="PORT">
<parm name="PORTNBR" value="9201"/>
</characteristic>
</characteristic>
</characteristic>

<characteristic type="PXLOGICAL">
<parm name="PROXY-ID" value="163.187.51.4"/>
<parm name="NAME" value="EcommerceProxy"/>
<parm name="STARTPAGE" value="http://www.ecom.co
<characteristic type="PXAUTHINFO">
<parm name="PXAUTH-TYPE" value="HTTP-BASIC"/>
<parm name="PXAUTH-ID" value="httpusername"/>
<parm name="PXAUTH-PW" value="httpuserpassw"/>
</characteristic>
<characteristic type="PXPHYSICAL">
<parm name="PHYSICAL-PROXY-ID" value="PROXY 1"
<parm name="DOMAIN" value="www.ecom.com/"/>
<parm name="PXADDR" value="166.224.1.68"/>
<parm name="PXADDRTYPE" value="IPV4"/>
<parm name="TO-NAPID" value="NAP1"/>
<parm name="TO-NAPID" value="NAP2"/>
<characteristic type="PORT">
<parm name="PORTNBR" value="9203"/>
</characteristic>
</characteristic>
<characteristic type="PXPHYSICAL">
<parm name="PHYSICAL-PROXY-ID" value="PROXY 2"
<parm name="DOMAIN" value="www.ecom.com/SMSCon
<parm name="DOMAIN" value="www.ecom.com/SMS/"/
<parm name="PXADDR" value="9400410"/>
<parm name="PXADDRTYPE" value="E164"/>
<parm name="TO-NAPID" value="NAP3"/>
<parm name="TO-NAPID" value="NAP4"/>
<characteristic type="PORT">
<parm name="PORTNBR" value="9203"/>
</characteristic>
</characteristic>
</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="NAP1"/>
<parm name="BEARER" value="GSM-CSD"/>
<parm name="NAME" value="ANY NAME 3"/>
<parm name="NAP-ADDRESS" value="+35808124303"/>

/>

m/startpage.wml"/>

/>

/>
tent/"/>
>
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<parm name="NAP-ADDRTYPE" value="E164"/>
<parm name="CALLTYPE" value="ANALOG-MODEM"/>
<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="PAP"/>
<parm name="AUTHNAME" value="wapuser"/>
<parm name="AUTHSECRET" value="wappassw"/>
</characteristic>
<characteristic type="VALIDITY">
<parm name="COUNTRY" value="228"/>
<parm name="NETWORK" value="001"/>
</characteristic>
</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="NAP2"/>
<parm name="BEARER" value="GSM-CSD"/>
<parm name="NAME" value="ANY NAME 4"/>
<parm name="NAP-ADDRESS" value="+35808124002"/>
<parm name="NAP-ADDRTYPE" value="E164"/>
<parm name="CALLTYPE" value="ANALOG-MODEM"/>
<parm name="LINKSPEED" value="AUTOBAUDING"/>
<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="PAP"/>
<parm name="AUTHNAME" value="wwwmmmuser"/>
<parm name="AUTHSECRET" value="wwwmmmsecret"/>
</characteristic>
<characteristic type="VALIDITY">
<parm name="COUNTRY" value="113"/>
<parm name="NETWORK" value="004"/>
</characteristic>
</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="NAP3"/>
<parm name="BEARER" value="GSM-SMS"/>
<parm name="NAME" value="ANY NAME 5"/>
<parm name="NAP-ADDRESS" value="+35809503401"/>
<parm name="NAP-ADDRTYPE" value="E164"/>
</characteristic>

<characteristic type="NAPDEF">

<parm name="NAPID" value="NAP4"/>

<parm name="BEARER" value="GSM-SMS"/>

<parm name="NAME" value="ANY NAME 6"/>

<parm name="NAP-ADDRESS" value="+36209400400"/>
</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="INTERNET"/>
<parm name="BEARER" value="GSM-GPRS"/>
<parm name="NAME" value="MY ISP GPRS"/>
<parm name="NAP-ADDRESS" value="MYISP.gprs"/>
<parm name="NAP-ADDRTYPE" value="APN"/>
<parm name="DELIVERY-ERR-SDU" value="3"/>
<parm name="RESIDUAL-BER" value="70"/>
<parm name="SDU-ERROR-RATIO" value="6"/>
<parm name="TRAFFIC-CLASS" value="60"/>
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<parm name="TRAFFIC-HANDL-PRIO" value="1"/>
<parm name="MAX-BITRATE-DNLINK" value="8"/>
<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="PAP"/>
<parm name="AUTHNAME" value="wwwmmmuser"/>
<parm name="AUTHSECRET" value="wwwmmmsecret"/>
</characteristic>
</characteristic>

<characteristic type="VENDORCONFIG">

<parm name="NAME" value="PRODUCT"/>

<parm name="RINGTONES" value="http://www.sonera.
</characteristic>

</wap-provisioningdoc>

6.4 Example 4

Bootstrap information.

<?xml version="1.0"?>
<IDOCTYPE wap-provisioningdoc PUBLIC "-//WAPFORUM//
"http://mww.wapforum.org/DTD/prov.dtd">

<wap-provisioningdoc version="1.1">

<characteristic type="BOOTSTRAP">

<parm name="CONTEXT-ALLOW" value="0"/>

<parm name="PROVURL" value="http://www.operator.
</characteristic>

<characteristic type="PXLOGICAL">
<parm name="PROXY-ID" value="170.187.51.4"/>
<parm name="PROXY-PW" value="proxypasswd"/>
<parm name="PPGAUTH-TYPE" value="HTTP-DIGEST"/>
<parm name="NAME" value="TrustedProvProxy"/>
<parm name="TRUST"/>
<parm name="PUSHENABLED" value="1"/>
<parm name="STARTPAGE" value="http://www.operato
<characteristic type="PXAUTHINFO">
<parm name="PXAUTH-TYPE" value="HTTP-BASIC"/>
<parm name="PXAUTH-ID" value="subscribername"/
<parm name="PXAUTH-PW" value="subscriberpassw"
</characteristic>
<characteristic type="PXPHYSICAL">
<parm name="PHYSICAL-PROXY-ID" value="PROXY 1"
<parm name="DOMAIN" value=".operator.com/"/>
<parm name="PXADDR" value="221.125.33.5"/>
<parm name="PXADDRTYPE" value="IPV4"/>
<parm name="TO-NAPID" value="NAP1"/>
</characteristic>
<characteristic type="PXPHYSICAL">
<parm name="PHYSICAL-PROXY-ID" value="PROXY 2"
<parm name="DOMAIN" value="www.operator.com/"/

fi/music.wml"/>

DTD PROV 1.0//EN"

com/TPS/"/>

r.com/home.wml"/>

/>

/>

/>
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<parm name="PXADDR" value="9201612"/>
<parm name="PXADDRTYPE" value="E164"/>
<parm name="TO-NAPID" value="NAP2"/>
</characteristic>
</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="NAP1"/>
<parm name="BEARER" value="GSM-CSD"/>
<parm name="NAME" value="ANY NAME 7"/>
<parm name="NAP-ADDRESS" value="+35808124303"/>
<parm name="NAP-ADDRTYPE" value="E164"/>
<parm name="CALLTYPE" value="ANALOG-MODEM"/>
<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="PAP"/>
<parm name="AUTHNAME" value="wapuser"/>
<parm name="AUTHSECRET" value="wappassw"/>
</characteristic>
<characteristic type="VALIDITY">
<parm name="COUNTRY" value="228"/>
<parm name="NETWORK" value="001"/>
</characteristic>
</characteristic>

<characteristic type="NAPDEF">

<parm name="NAPID" value="NAP2"/>

<parm name="BEARER" value="GSM-SMS"/>

<parm name="NAME" value="ANY NAME 8"/>

<parm name="NAP-ADDRESS" value="+35809503401"/>
</characteristic>

</wap-provisioningdoc>

6.5 Example5

This example shows a provisioning document comgimfrastructure information for a client that asses the internet

directly without a proxy.

<?xml version="1.0"?>
<IDOCTYPE wap-provisioningdoc PUBLIC "-//WAPFORUM//
"http://www.wapforum.org/DTD/prov.dtd">

<wap-provisioningdoc version="1.1">

<characteristic type="NAPDEF">
<parm name="NAPID" value="INTERNET"/>
<parm name="BEARER" value="GSM-GPRS"/>
<parm name="NAME" value="MY ISP GPRS"/>
<parm name="NAP-ADDRESS" value="MYISP.gprs"/>
<parm name="NAP-ADDRTYPE" value="APN"/>
</characteristic>

<characteristic type="BOOTSTRAP">
<parm name="CONTEXT-ALLOW" value="0"/>

DTD PROV 1.0//EN"
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<parm name="PROVURL" value="http://www.operator. com/TPS/"/>
</characteristic>

</wap-provisioningdoc>

6.6 Example 6

This example shows a provisioning document comgimietwork access point information for a cliergtthccesses the
internet using CDMA2000-1X-SIMPLE-IP bearer andu§#iAP authentication with PAP fallback.

<?xml version="1.0"?>
<IDOCTYPE wap-provisioningdoc PUBLIC "-//WAPFORUM// DTD PROV 1.0//EN"
"http://www.wapforum.org/DTD/prov.dtd">

<wap-provisioningdoc version="1.1">

<characteristic type="NAPDEF">
<parm name="NAPID" value="INTERNET"/>
<parm name="BEARER" value="CDMA2000-1X-SIMPLE-IP ">
<parm name="NAME" value="MY ISP CDMA2000-1X Simp le IP"/>
<parm name="NAP-ADDRESS" value="166.224.1.1"/>
<parm name="NAP-ADDRTYPE" value="IPV4"/>
<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="CHAP"/>

<parm name="AUTHNAME" value="john@carrier.com" />
<parm name="AUTHSECRET" value="xyzabc"/>
</characteristic>

<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="PAP"/>

<parm name="AUTHNAME" value="john@carrier.com" />
<parm name="AUTHSECRET" value="xyzabc"/>
</characteristic>
</characteristic>

<characteristic type="BOOTSTRAP">

<parm name="CONTEXT-ALLOW" value="0"/>

<parm name="PROVURL" value="http://www.operator. com/TPS/"/>
</characteristic>

</wap-provisioningdoc>

6.7 Example 7

This example shows a provisioning document comgimietwork access point information for a clierdtthccesses the
internet using CDMA2000-1X-MOBILE-IP. Two NAPDEF filgtions are provided — the first one is for prim&lA and the
second for secondary HA. Primary/secondary orddeisrmined by the order in which the NAPDEF déifmi occurs in the
document as described in the [ProvUAB] specificatidrimary HA uses different NAPAUTHINFO definitisrior AAA and
HA, and the secondary HA uses the same NAPAUTHINEnition for both AAA and HA.

<?xml version="1.0"?>
<IDOCTYPE wap-provisioningdoc PUBLIC "-//WAPFORUM// DTD PROV 1.0//EN"
"http://mww.wapforum.org/DTD/prov.dtd">
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<wap-provisioningdoc version="1.1">

<characteristic type="NAPDEF">
<parm name="NAPID" value="INTERNET-PRIMARY"/>
<parm name="BEARER" value="CDMA2000-1X-MOBILE-IP
<parm name="NAME" value="MY ISP CDMA2000-1X Mobi
<parm name="NAP-ADDRESS" value="166.224.1.1"/>
<parm name="NAP-ADDRTYPE" value="IPV4"/>
<parm name="MAX-NUM-RETRY" value="2"/>
<parm name="FIRST-RETRY-TIMEOUT" value="6"/>
<parm name="REREG-THRESHOLD" value="30"/>
<parm name="T-BIT"/>
<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="MD5"/>
<parm name="AUTHNAME" value="john@carrier.com"
<parm name="AUTHSECRET" value="ha-xyzabc"/>
<parm name="AUTH-ENTITY" value="HA"/>
</characteristic>
<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="MD5"/>
<parm name="AUTHNAME" value="john@carrier.com"
<parm name="AUTHSECRET" value="aaa-xyzabc"/>
<parm name="AUTH-ENTITY" value="AAA"/>
</characteristic>
</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="INTERNET-BACKUP"/>
<parm name="BEARER" value="CDMA2000-1X-MOBILE-IP
<parm name="NAME" value="MY ISP CDMA2000-1X Mobi
<parm name="NAP-ADDRESS" value="166.224.2.1"/>
<parm name="NAP-ADDRTYPE" value="IPV4"/>
<parm name="MAX-NUM-RETRY" value="2"/>
<parm name="FIRST-RETRY-TIMEOUT" value="6"/>
<parm name="REREG-THRESHOLD" value="30"/>
<parm name="T-BIT"/>

<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="MD5"/>
<parm name="AUTHNAME" value="john@carrier.com"
<parm name="AUTHSECRET" value="xyzabc"/>
<parm name="AUTH-ENTITY" value="HA"/>
<parm name="AUTH-ENTITY" value="AAA"/>

</characteristic>

</characteristic>

<characteristic type="BOOTSTRAP">

<parm name="CONTEXT-ALLOW" value="0"/>

<parm name="PROVURL" value="http://www.operator.
</characteristic>

</wap-provisioningdoc>

">
le IP (Primary)"/>

/>

/>

ll/>
le IP (Secondary)"/>

/>

com/TPS/"/>
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6.8 Example 8

This example demonstrates the use of several AC@BE&cteristics for comprehensively defining therectivity for
various application conditions. Two GPRS networkess points are provided, one accessing an opsratdwork and the
other accessing a corporate network.

The first ACCESS characteristic instructs all apgions that uses port 80 (HTTP) for the domain weenporate.com to
access the corporate APN and DNS server, and slifleetMMS application to a corporate MMS Proxy-Rele the
corporate APN and DNS server.

The second ACCESS characteristic is a wildcard itimmdand instructs all applications that use aast po access an
operator’s APN and proxy. This wildcard excludest |8® applications and the MMS application, which given higher
priority by the user agent.

<?xml version="1.0"?>
<IDOCTYPE wap-provisioningdoc PUBLIC "-//WAPFORUM// DTD PROV 1.0//EN"
"http://www.wapforum.org/DTD/prov.dtd">

<wap-provisioningdoc version="1.1">

<characteristic type="PXLOGICAL">
<parm name="PROXY-ID" value="www.operator.com"/>
<parm name="PROXY-PW" value="proxypasswd"/>
<parm name="PPGAUTH-TYPE" value="HTTP-BASIC"/>
<parm name="NAME" value="DefaultProxy"/>
<parm name="MASTER"/>
<parm name="PUSHENABLED" value="1"/>
<parm name="STARTPAGE" value="http://www.operato r.com/start.wml"/>
<characteristic type="PXAUTHINFO">
<parm name="PXAUTH-TYPE" value="HTTP-BASIC"/>
<parm name="PXAUTH-ID" value="httpusername"/>
<parm name="PXAUTH-PW" value="httpuserpassw"/>
</characteristic>
<characteristic type="PXPHYSICAL">
<parm name="PHYSICAL-PROXY-ID" value="PROXY 1" />
<parm name="DOMAIN" value=""/>
<parm name="PXADDR" value="215.221.51.5"/>
<parm name="PXADDRTYPE" value="IPV4"/>
<parm name="TO-NAPID" value="NAP1"/>
<characteristic type="PORT">
<parm name="PORTNBR" value="9203"/>
</characteristic>
</characteristic>
</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="NAP1"/>
<parm name="BEARER" value="GSM-GPRS"/>
<parm name="NAME" value="Access Point 1"/>
<parm name="NAP-ADDRESS" value="AP1.gprs"/>
<parm name="NAP-ADDRTYPE" value="APN"/>
<parm name="DELIVERY-ERR-SDU" value="3"/>
<parm name="RESIDUAL-BER" value="70"/>
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<parm name="SDU-ERROR-RATIO" value="6"/>
<parm name="TRAFFIC-CLASS" value="60"/>
<parm name="TRAFFIC-HANDL-PRIO" value="1"/>
<parm name="MAX-BITRATE-DNLINK" value="8"/>
<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="PAP"/>
<parm name="AUTHNAME" value="wwwmmmuser"/>
<parm name="AUTHSECRET" value="wwwmmmsecret"/>
</characteristic>
</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="NAP2"/>
<parm name="BEARER" value="GSM-GPRS"/>
<parm name="NAME" value="Access Point 2"/>
<parm name="NAP-ADDRESS" value="AP2.gprs"/>
<parm name="NAP-ADDRTYPE" value="APN"/>
<parm name="DNS-ADDR" value="132.12.78.223"/>
<parm name="DELIVERY-ERR-SDU" value="3"/>
<parm name="RESIDUAL-BER" value="70"/>
<parm name="SDU-ERROR-RATIO" value="6"/>
<parm name="TRAFFIC-CLASS" value="60"/>
<parm name="TRAFFIC-HANDL-PRIO" value="1"/>
<parm name="MAX-BITRATE-DNLINK" value="8"/>
<characteristic type="NAPAUTHINFO">
<parm name="AUTHTYPE" value="PAP"/>
<parm name="AUTHNAME" value="anotheruser"/>
<parm name="AUTHSECRET" value="anothersecret"/
</characteristic>
</characteristic>

<characteristic type="APPLICATION">
<parm name="APPID" value="w4"/>
<parm name="NAME" value="Corporate MMS"/>
<parm name="ADDR" value="http://mms.corporate.c
</characteristic>

<characteristic type="ACCESS">

<parm name="RULE" value="ACCESS1"/>

<parm name="PORTNBR" value="80"/>

<parm name="DOMAIN" value="www.corporate.com"/>

<parm name="RULE">

<parm name="APPID" value="w4"/>

<parm name="TO-NAPID" value="NAP2"/>
</characteristic>

<characteristic type="ACCESS">

<parm name="RULE" value="ACCESS2"/>

<parm name="TO-PROXY" value="www.operator.com"/>
</characteristic>

</wap-provisioningdoc>

om/mmsc"/>
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7. WBXML Encoding

For an example of a WBXML encoded provisioning doeat sed=rror! Reference sour ce not found..

7.1 Element tokens

The following token codes represent tags in codge @zro (0). All numbers are in hexadecimal.

Tag Name Token
wap-provisioningdoc 5
characteristic 6
parm 7

The following token codes represent tags in codge mae (1). All numbers are in hexadecimal.

Tag Name Token
characteristic 6
parm 7

7.2 Attribute Start Tokens

The following token codes represent the start cditaibute in code page zero (0) unless statedwtbe. All numbers are in
hexadecimal.

7.2.1  Wap-provisioningdoc Attribute Start Tokens

Attribute Name Attribute Value Prefix Token
version 45
version 1.0 46

7.2.2 Characteristic Attribute Start Tokens

Attribute Name Attribute Value Prefix Token
type 50
type PXLOGICAL 51
type PXPHYSICAL 52
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Attribute Name Attribute Value Prefix Token
type PORT 53
type VALIDITY 54
type NAPDEF 55
type BOOTSTRAP 56
type VENDORCONFIG 57
type CLIENTIDENTITY 58
type PXAUTHINFO 59
type NAPAUTHINFO 5A
type ACCESS 5B

The token codes in the following table represegs ia code page one (1). All numbers are in hexausdc

Attribute Name Attribute Value Prefix Token
type 50
type PORT 53
type CLIENTIDENTITY 58
type APPLICATION 55
type APPADDR 56
type APPAUTH 57
type RESOURCE 59
7.2.3  Parm Attribute Start Tokens

Attribute Name Attribute Value Prefix Token
name 5
value 6
name NAME 7
name NAP-ADDRESS 8
name NAP-ADDRTYPE 9
name CALLTYPE A
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Attribute Name Attribute Value Prefix Token
name VALIDUNTIL B
name AUTHTYPE C
name AUTHNAME D
name AUTHSECRET E
name LINGER F
name BEARER 10
name NAPID 11
name COUNTRY 12
name NETWORK 13
name INTERNET 14
name PROXY-ID 15
name PROXY-PROVIDER-ID 16
name DOMAIN 17
name PROVURL 18
name PXAUTH-TYPE 19
name PXAUTH-ID 1A
name PXAUTH-PW 1B
name STARTPAGE 1C
name BASAUTH-ID 1D
name BASAUTH-PW 1E
name PUSHENABLED 1F
name PXADDR 20
name PXADDRTYPE 21
name TO-NAPID 22
name PORTNBR 23
name SERVICE 24
name LINKSPEED 25
name DNLINKSPEED 26
name LOCAL-ADDR 27
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Attribute Name Attribute Value Prefix Token
name LOCAL-ADDRTYPE 28
name CONTEXT-ALLOW 29
name TRUST 2A
name MASTER 2B
name SID 2C
name SOC 2D
name WSP-VERSION 2E
name PHYSICAL-PROXY-ID 2F
name CLIENT-ID 30
name DELIVERY-ERR-SDU 31
name DELIVERY-ORDER 32
name TRAFFIC-CLASS 33
name MAX-SDU-SIZE 34
name MAX-BITRATE-UPLINK 35
name MAX-BITRATE-DNLINK 36
name RESIDUAL-BER 37
name SDU-ERROR-RATIO 38
name TRAFFIC-HANDL-PRIO 39
name TRANSFER-DELAY 3A
name GUARANTEED-BITRATE-UPLINK 3B
name GUARANTEED-BITRATE-DNLINK 3C
name PXADDR-FQDN 3D
name PROXY-PW 3E
name PPGAUTH-TYPE 3F
name PULLENABLED 47
name DNS-ADDR 48
name MAX-NUM-RETRY 49
name FIRST-RETRY-TIMEOUT 4A
name REREG-THRESHOLD 4B
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Attribute Name Attribute Value Prefix Token
name T-BIT 4C
name AUTH-ENTITY 4E
name SPI 4F

The token codes in the following table represegs ia code page one (1). All numbers are in hexausdc

Attribute Name Attribute Value Prefix Token
name 5
value 6
name NAME 7
name INTERNET 14
name STARTPAGE 1C
name TO-NAPID 22
name PORTNBR 23
name SERVICE 24
name AACCEPT 2E
name AAUTHDATA 2F
name AAUTHLEVEL 30
name AAUTHNAME 31
name AAUTHSECRET 32
name AAUTHTYPE 33
name ADDR 34
name ADDRTYPE 35
name APPID 36
name APROTOCOL 37
name PROVIDER-ID 38
name TO-PROXY 39
name URI 3A
name RULE 3B
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7.3 Parameter Token Values

Here, values of parameters, and their tokenizatiomdefined within each parameter description. tdken table is logically
divided in different subsections, however the tokalues are for global use within the attributeiéabf the PARM element.

The following token codes represent attribute valinecode page zero (0). All numbers are in hexaukdc

7.3.1 ADDRTYPE Value

Attribute Value Token
IPV4 85
IPV6 86
E164 87
ALPHA 88
APN 89
SCODE 8A
TETRA-ITSI 8B
MAN 8C

The token codes in the following table represegs ia code page one (1). All numbers are in hexausdc

Attribute Value Token
IPV6 86
E164 87
ALPHA 88
APPSRV 8D
OBEX 8E

7.3.2 CALLTYPE Value

Attribute Value Token
ANALOG-MODEM 90
V.120 91
V.110 92
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Attribute Value Token
X.31 93
BIT-TRANSPARENT 94
DIRECT-ASYNCHRONOUS-DATA-SERVICE 95
7.3.3 AUTHTYPE/PXAUTH-TYPE Value
Attribute Value Token
PAP 9A
CHAP 9B
HTTP-BASIC 9C
HTTP-DIGEST 9D
WTLS-SS 9E
MD5 9F
7.3.4 BEARER Value
Attribute Value Token
GSM-USSD A2
GSM-SMS A3
ANSI-136-GUTS A4
IS-95-CDMA-SMS A5
IS-95-CDMA-CSD A6
IS-95-CDMA-PACKET A7
ANSI-136-CSD A8
ANSI-136-GPRS A9
GSM-CSD AA
GSM-GPRS AB
AMPS-CDPD AC
PDC-CSD AD
PDC-PACKET AE
IDEN-SMS AF
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Attribute Value Token
IDEN-CSD BO
IDEN-PACKET Bl
FLEX/REFLEX B2
PHS-SMS B3
PHS-CSD B4
TETRA-SDS B5
TETRA-PACKET B6
ANSI-136-GHOST B7
MOBITEX-MPAK B8
CDMAZ2000-1X-SIMPLE-IP B9
CDMA2000-1X-MOBILE-IP BA
7.3.5 LINKSPEED Value
Attribute Value Token
AUTOBAUDING C5
7.3.6  SERVICE Value
Attribute Value Token
CL-WSP CA
CO-WSP CB
CL-SEC-WSP cC
CO-SEC-WSP CcD
CL-SEC-WTA CE
CO-SEC-WTA CF
OTA-HTTP-TO DO
OTA-HTTP-TLS-TO D1
OTA-HTTP-PO D2
OTA-HTTP-TLS-PO D3
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7.3.7 AAUTHTYPE Value

The token codes in the following table represemibatte values in code page one (1). All numbeesiathexadecimal.

Attribute Value Token
, (comma character) 920
HTTP- 91
BASIC 92
DIGEST 93

7.3.8  AUTH-ENTITY Value

The token codes in the following table represemibatte values in code page one (0). All numbeesiathexadecimal.

Attribute Value Token
AAA EO
HA El
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Appendix A. Change History (Informative)

A.1 Approved Version History

Reference Date Description
WAP-183-PROVCONT-20010724-a 24 Jul 2001 | Approved by the WAP Forum prior to formation of OMEhese four documents,
WAP-183 003-PROVCONT-20010912-a 12 Sep 2001| one full specification and three SINs (Specificatinformation Note), were

= included in the WAP Forum 2.0 Conformance Releaskasie considered, in
WAP-183_004-PROVCONT-20011025-a 25 Oct 2001 aggregate, as part of the Client Provisioning \En@bler Release.
WAP-183_005-PROVCONT-20020411-a 11 Apr 2002

A.2 Draft/Candidate Version 1.1 History

Document | dentifier Date Sections Description
Draft Versions 14 Mar 2001 The initial version of this document.
OMA--WAP-TS-ProvCont-V1_1 24 Jul 2001 Included SINs WAP-183_001-ProvConti@#&14-a and
WAP-183_002-ProvCont-20010716-a.
25 Feb 2002 All New template.
20 Sep 2002 Several | Updated for 2.0 compliance. Incorporated SINs
WAP-183_003-ProvCont-20010912-a
WAP-183_004-ProvCont-20011025-a
WAP-183_005-ProvCont-20020411-a.
Candidate Versions 12 Nov 2002 n/a Address remarks from Architect@athsistency Review. Candidate.
OMA-WAP-TS-ProvCont-V1_1 28 Apr 2005 Template update
7.3.7,7.3.8 | CR 2003-0021 incorporated
4.6.5,4.6.6 | CR 2003-0048 incorporated
19 Sep 2006 | 2.2,3.3, Template update
4.6.11 Class 2 CR OMA-DM-2006-0069-CR_CP_ProvCont_OMNAfBRAD
incorporated
Draft Versions 05 Oct 2007 All Updated with agreed CR:
OMA-WAP-TS-ProvCont-V1_1 OMA-DM-CP-2006-0005
Candidate Versions 26 Feb 2008 n/a Status changed to Candidate by TP
OMA-WAP-TS-ProvCont-V1_1 TP ref# OMA-TP-2008-0085-
INP_ClientProvisioning_V1_1_ERP_for_Notification
Draft Versions 26 Mar 2008 All Editorial updates
OMA-WAP-TS-ProvCont-V1_1 Updated in line with: OMA-DM-CP-2009-0003
Candidate Versions 21 Apr 2009 n/a Status changed to Candidate by TP
OMA-WAP-TS-ProvCont-V1_1 TP Ref#OMA-TP-2009-0164R01-
INP_ClientProvisioning_V1_1_ERP_for_Notification
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Appendix B. Static Conformance Requirements
The notation used in this appendix is specified@PPROC].

Even though this specification was not validated per the IOP Process, this

(Normative)

information on static conformance retains the expected operational

dependencies of the whole Client Provisioning V1.1 Enabler Release.Client

Features

B.1.1. Character Set and Encoding

Item Function Ref. | Status | Requirement
ProvCont-CSE-C-001 UTF-8 Encoding. 4.7 M
ProvCont-CSE-C-002 Character entities. 47 M
B.1.2. Content Format and Tokenization
Item Function Ref. | Status | Requirement
ProvCont-CO-C-001| Support for the WAP-PROVISIONINGD DTD. | 4.1 M
ProvCont-CO-C-002 | Support for WAP-PROVISIONINGDQCtextual | 4.2 0]
form (text/vnd.wap.connectivity-xml).
ProvCont-CO-C-003 | Support for WAP-PROVISIONINGDQC i 7 M WBXML-C-001
tokenized form (application/vnd.wap.connectivity- AND WBXML-
whbxml). C-011
ProvCont-CO-C-004 | Support for media type paramei&C 4.3 M
ProvCont-CO-C-005| Support for media type param8EC 4.3 M
B.1.3. Elements and attributes
Item Function Ref. | Status | Requirement
ProvCont-CEA-C-001 | Support for the element wap-fgioningdoc 4.4 M
ProvCont-CEA-C-002 | Support for the element charéstte 4.5 M
ProvCont-CEA-C-003 | Support for the element parm 416 M
ProvCont-CEA-C-004 | Support for the wap-provisiordag attribute 4.4 M
“version”
ProvCont-CEA-C-005 | Support for the characteristidl@ute “type” 4.5 M
ProvCont-CEA-C-006 | Support for the parm attributarhe” 4.6 M
ProvCont-CEA-C-007 | Support for the parm attributaltie” 4.6 M
B.1.4. Characteristics
Item Function Ref. Status| Requirement
ProvCont-CC-C-001 | Support for the characteristic 45.1 M
PXLOGICAL
ProvCont-CC-C-002 | Support for the characteristic 4.5.2 M
PXPHYSICAL
ProvCont-CC-C-003 | Support for the characteristic 5.31. 0] ProvCont-CPA-C-001 AND
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Item Function Status| Requirement
PXAUTHINFO ProvCont-CPA-C-002 AND
ProvUAB-UDP-C-009
ProvCont-CC-C-004 | Support for the characteristicNDEF M
ProvCont-CC-C-005 | Support for the characteristic 0] ProvCont-CNA-C-001 AND
NAPAUTHINFO ProvCont-CNA-C-002 AND
ProvCont-CNA-C-003
ProvCont-CC-C-006 | Support for the characteristicRFO M
ProvCont-CC-C-007 | Support for the characteristic 457 0] ProvCont-CV-C-005 AND
VALIDITY (ProvCont-CV-C-001 AND
ProvCont-CV-C-002) OR
(ProvCont-CV-C-003 AND
ProvCont-CV-C-004)
ProvCont-CC-C-008 | Support for the characteristic 4.5.8 (0] ProvCont-CB-C-002
BOOTSTRAP
ProvCont-CC-C-009 | Support for the characteristic 459 O ProvCont-CID-C-001 AND
CLIENTIDENTITY ProvUAB-UDP-C-008
ProvCont-CC-C-010 | Support for the characteristic 45.10 (@) ProvCont-CVC-C-001
VENDORCONFIG
ProvCont-CC-C-011 | Support for the characteristic 4511 O | ProvCont-CAP-C-001 AND
APPLICATION ProvCont-CC-C-012 AND
ProvUAB-UDP-C-016
ProvCont-CC-C-012 | support for the characteristic 4.5.12 O | ProvCont-CAA-C-001
APPADDR
ProvCont-CC-C-013 | Support for the characteristic 4.5.13 O | ProvCont-CAU-C-001 AND
APPAUTH ProvUAB-UDP-C-009
ProvCont-CC-C-014 | Support for the characteristic 4.5.14 O | ProvCont-CRE-C-001
RESOURCE
ProvCont-CC-C-015 | Support for the characteristic ACCESS  4.5.15 M  PwB-UDP-C-010

B.1.5. Characteristic PXLOGICAL

Item Function Ref. | Status| Requirement
ProvCont-CPL-C-001 Support for the parm PROXY-ID 6.4. M ProvCont-MLP-C-005
ProvCont-CPL-C-002 Support for the parm PROXY-PRDER-ID | 4.6.1 (0] ProvCont-MLP-C-021
ProvCont-CPL-C-003 Support for the parm NAME 4.6(1 M ProvCont-MLP-C-001
ProvCont-CPL-C-004 Support for the parm DOMAIN 6] M ProvCont-MLP-C-006
ProvCont-CPL-C-005 Support for the parm TRUST 461 0

ProvCont-CPL-C-006 Support for the parm MASTER ng O

ProvCont-CPL-C-007 Support for the parm STARTPAGE 6.4 M ProvCont-MLP-C-010
ProvCont-CPL-C-008 Support for the parm BASAUTH-ID 46.1 M ProvCont-MLP-C-011
ProvCont-CPL-C-009 Support for the parm BASAUTH-PW 46.1 M ProvCont-MLP-C-012
ProvCont-CPL-C-01Q0 Support for the parm WSP-VERSION 4.6.1 (0]

ProvCont-CPL-C-011 Support for the parm PUSHENABLED 4.6.1 (0]
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Item Function Ref. | Status| Requirement
ProvCont-CPL-C-012 Support for PORT characterisitbin 454 M ProvUAB-UDP-C-006
PXLOGICAL

ProvCont-CPL-C-013 Support for multiple PORT chéeéstics 454 0]
within PXLOGICAL

ProvCont-CPL-C-014 Support for the parm PROXY-PW 6.4. 0]
ProvCont-CPL-C-015 Support for the parm PPGAUTH-EYP 46.1 (0]
ProvCont-CPL-C-016 Support for the parm PULLENABLED 4.6.1 (@)

B.1.6. Characteristic PXPHYSICAL

ProvCont-MLP-C-023

Item Function Ref. | Status| Requirement

ProvCont-CPP-C-001 Support for the parm PHYSICAL- 4.6.2 M ProvCont-MLP-C-018
PROXY-ID

ProvCont-CPP-C-002 Support for the parm PXADDR 24. M ProvCont-MLP-C-013

ProvCont-CPP-C-003 Support for the parm PXADDRTYPE| 4.6.2 M ProvCont-CPP-C-009 OR
ProvCont-CPP-C-010 OR
ProvCont-CPP-C-011 OR
ProvCont-CPP-C-012

ProvCont-CPP-C-004 Support for the parm TO-NAPID 6.2. M
ProvCont-CPP-C-00% Support for the parm DOMAIN 26. O ProvCont-MLP-C-006
ProvCont-CPP-C-006 Support for the parm WSP-VERSION 4.6.2 (0]
ProvCont-CPP-C-007 Support for the parm PUSHENABLED4.6.2 (0]
ProvCont-CPP-C-008 Support for the TO-NAPID value 4.6.2 0]
“INTERNET”
ProvCont-CPP-C-009 Support for PXADDRTYPE value 4.6.2 O
“IPV4”
ProvCont-CPP-C-010 Support for PXADDRTYPE value 4.6.2 (0]
“IPV6”
ProvCont-CPP-C-011 Support for PXADDRTYPE value 4.6.2 (0]
“E164"
ProvCont-CPP-C-012 Support for PXADDRTYPE value 4.6.2 0]
“ALPHA”
ProvCont-CPP-C-013 Support for PORT charactensiticin 454 M ProvUAB-UDP-C-006
PXPHYSICAL
ProvCont-CPP-C-014 Support for multiple PORT 45.4 0]

characteristics within PXPHYSICAL

ProvCont-CPP-C-01% Support for multiple TO-NAPIDtin | 4.6.2 0]
one PXPHYSICAL

ProvCont-CPP-C-016 Support for the parm PXADDR-FQDIN4.6.2 (0] ProvCont-MLP-C-022 AND
ProvUAB-UDP-C-005

ProvCont-CPP-C-017 Support for the parm PULLENABLED 4.6.2 (0]

B.1.7. Characteristic PXAUTHINFO

Item Function Ref. | Status| Requirement

ProvCont-CPA-C-001 | Support for the parm PXAUTH-TYPE4.6.3 (0] ProvCont-CPA-C-004 OR
ProvCont-CPA-C-005 OR
ProvCont-CPA-C-006

ProvCont-CPA-C-002 Support for the parm PXAUTH-ID 648 O ProvUAB-UDP-C-007 AND
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Item Function Ref. | Status| Requirement
ProvCont-MLP-C-008
ProvCont-CPA-C-003 Support for the parm PXAUTH-PW | .6.3 O ProvCont-MLP-C-009
ProvCont-CPA-C-004 Support for PXAUTH-TYPE value | 4.6.3 0] ProvCont-CPA-C-003
“HTTP-BASIC”
ProvCont-CPA-C-005 Support for PXAUTH-TYPE value | 4.6.3 0] ProvCont-CPA-C-003
“HTTP-DIGEST”
ProvCont-CPA-C-006 | Support for PXAUTH-TYPE value | 4.6.3 0]
“WTLS-SS”
B.1.8. Characteristic PORT
Item Function Ref. | Status | Requirement
ProvCont-CP-C-001 | Support for the parm PORTNBR M6. M
ProvCont-CP-C-002 | Support for the parm SERVICE M6, M ProvCont-CP-C-003 OR
ProvCont-CP-C-004 OR
ProvCont-CP-C-005 OR
ProvCont-CP-C-006 OR
ProvCont-CP-C-007 OR
ProvCont-CP-C-008 OR
ProvCont-CP-C-009 OR
ProvCont-CP-C-010 OR
ProvCont-CP-C-011 OR
ProvCont-CP-C-012
ProvCont-CP-C-003 | Support for SERVICE value “CL- | 4.6.4 O
WSP”
ProvCont-CP-C-004 | Support for SERVICE value “CO- | 4.6.4 O
WSP”
ProvCont-CP-C-005 | Support for SERVICE value “CL-SEC!.6.4 0]
WSP”
ProvCont-CP-C-006 | Support for SERVICE value “CO- | 4.6.4 O
SEC-WSP”
ProvCont-CP-C-007 | Support for SERVICE value “CO- | 4.6.4 0]
SEC-WTA”
ProvCont-CP-C-008 | Support for SERVICE value “CL-SEC!.6.4 0]
WTA”
ProvCont-CP-C-009 | Support for SERVICE value “OTA- | 4.6.4 0] ProvCont-CPL-C-014 AND
HTTP-TO” ProvCont-CPL-C-015
ProvCont-CP-C-010 | Support for SERVICE value “OTA- | 4.6.4 0] ProvCont-CPL-C-014 AND
HTTP-TLS-TO” ProvCont-CPL-C-015
ProvCont-CP-C-011 Support for SERVICE value “OTA- | 4.6.4 O ProvCont-CPL-C-014 AND
HTTP-PO” ProvCont-CPL-C-015
ProvCont-CP-C-012 | Support for SERVICE value “OTA- | 4.6.4 0] ProvCont-CPL-C-014 AND
HTTP-TLS-PO” ProvCont-CPL-C-015
B.1.9. Characteristic NAPDEF
Item Function Ref. | Status| Requirement
ProvCont-CND-C-001 | Support for the parm NAPID 4.6|5 M ProvCont-MLP-C-019
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Item Function Ref. | Status| Requirement

ProvCont-CND-C-002 | Support for the parm BEARER 36 M ProvCont-CBS-C-001 OR
ProvCont-CBS-C-002 OR
ProvCont-CBS-C-003 OR
ProvCont-CBS-C-004 OR
ProvCont-CBS-C-005 OR
ProvCont-CBS-C-006 OR
ProvCont-CBS-C-007 OR
ProvCont-CBS-C-008 OR
ProvCont-CBS-C-009 OR
ProvCont-CBS-C-010 OR
ProvCont-CBS-C-011 OR
ProvCont-CBS-C-012 OR
ProvCont-CBS-C-013 OR
ProvCont-CBS-C-014 OR
ProvCont-CBS-C-015 OR
ProvCont-CBS-C-016 OR
ProvCont-CBS-C-017 OR
ProvCont-CBS-C-018 OR
ProvCont-CBS-C-019 OR
ProvCont-CBS-C-020 OR
ProvCont-CBS-C-021 OR
ProvCont-CBS-C-022 OR
ProvCont-CBS-C-023 OR

ProvCont-CBS-C-024 OR
ProvCont-CBS-C-025
ProvCont-MLP-C-001

ProvCont-CND-C-003| Support for the parm NAME 4.6/5
ProvCont-CND-C-004 | Support for the parm INTERNET 6.8.
ProvCont-CND-C-005 | Support for the parm NAP-ADDRESS 4.6.5
ProvCont-CND-C-006 | Support for the parm NAP-ADDRTEYR 4.6.5

ProvCont-MLP-C-002

ProvCont-CND-C-026 OR
ProvCont-CND-C-027 OR
ProvCont-CND-C-028 OR
ProvCont-CND-C-029 OR
ProvCont-CND-C-030 OR
ProvCont-CND-C-031 OR
ProvCont-CND-C-032 OR
ProvCont-CND-C-033

ProvCont-CND-C-007 | Support for the parm CALLTYPE 6.5. O ProvCont-CND-C-034 OR|
ProvCont-CND-C-035 OR
ProvCont-CND-C-036 OR
ProvCont-CND-C-037 OR
ProvCont-CND-C-038 OR
ProvCont-CND-C-039

z|z|0|X

ProvCont-CND-C-008 | Support for the parm LOCAL-ADDR | 4.6.5 0] ProvCont-CND-C-009
ProvCont-CND-C-009 | Support for the parm LOCAL- 4.6.5 0] ProvCont-CND-C-040 OR
ADDRTYPE ProvCont-CND-C-041
ProvCont-CND-C-010 | Support for the parm LINKSPEED .6.8 O ProvCont-MLP-C-014
ProvCont-CND-C-011 | Support for the parm DNLINKSPEED| 4.6.5 O ProvCont-MLP-C-015
ProvCont-CND-C-012 | Support for the parm LINGER 86, O ProvCont-MLP-C-016
ProvCont-CND-C-013| Support for the parm DELIVERY{ER | 4.6.5 0]
SDU
ProvCont-CND-C-014 | Support for the parm DELIVERY- 64 (0]
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“IPV4”

Item Function Ref. | Status| Requirement
ORDER

ProvCont-CND-C-015| Support for the parm TRAFFIC-C33\ | 4.6.5 0]

ProvCont-CND-C-016 | Support for the parm MAX-SDU-&IZ | 4.6.5 0]

ProvCont-CND-C-017 | Support for the parm MAX-BITRATE | 4.6.5 @)
UPLINK

ProvCont-CND-C-018 | Support for the parm MAX-BITRATE | 4.6.5 O
DNLINK

ProvCont-CND-C-019 | Support for the parm RESIDUALIBE | 4.6.5 0]

ProvCont-CND-C-020 | Support for the parm SDU-ERROR- | 4.6.5 O
RATIO

ProvCont-CND-C-021 | Support for the parm TRAFFIC- 4.6.5 0]
HANDL-PRIO

ProvCont-CND-C-022 | Support for the parm TRANSFER- 4.6.5 O
DELAY

ProvCont-CND-C-023 | Support for the parm GUARANTEED; 4.6.5 )
BITRATE-UPLINK

ProvCont-CND-C-024 | Support for the parm GUARANTEED{ 4.6.5 0]
BITRATE-DNLINK

ProvCont-CND-C-025 | Support for multiple BEARER with 4.6.5 )
one NAPDEF

ProvCont-CND-C-026 | Support for NAP-ADDRTYPE value | 4.6.5 0]
“1PV4”

ProvCont-CND-C-027 | Support for NAP-ADDRTYPE value | 4.6.5 0]
“IPV6”

ProvCont-CND-C-028 | Support for NAP-ADDRTYPE value | 4.6.5 0]
“E164"

ProvCont-CND-C-029 | Support for NAP-ADDRTYPE value | 4.6.5 0]
“ALPHA”

ProvCont-CND-C-030 | Support for NAP-ADDRTYPE value | 4.6.5 @)
“APN”

ProvCont-CND-C-031| Support for NAP-ADDRTYPE value | 4.6.5 0]
“SCODE”

ProvCont-CND-C-032 | Support for NAP-ADDRTYPE value | 4.6.5 @)
“TETRA-ITSI”

ProvCont-CND-C-033 | Support for NAP-ADDRTYPE value | 4.6.5 @)
“MAN"

ProvCont-CND-C-034 | Support for CALLTYPE value 4.6.5 @)
“ANALOG-MODEM"”

ProvCont-CND-C-035| Support for CALLTYPE value “V@2 | 4.6.5 O

ProvCont-CND-C-036 | Support for CALLTYPE value “V@1 | 4.6.5 O

ProvCont-CND-C-037 | Support for CALLTYPE value “X!31 |4.6.5 (0]

ProvCont-CND-C-038 | Support for CALLTYPE value “BIT- | 4.6.5 0]
TRANSPARENT”

ProvCont-CND-C-039 | Support for CALLTYPE value 4.6.5 @)
“DIRECT-ASYNCHRONOUS-DATA-
SERVICE”

ProvCont-CND-C-040 | Support for LOCAL-ADDRTYPE valug4.6.5 @)
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Item Function Ref. | Status| Requirement

ProvCont-CND-C-041| Support for LOCAL-ADDRTYPE valug4.6.5 0]
“IPV6”

ProvCont-CND-C-042 | Support for the parm DNS-ADDR 6.8. (0] ProvCont-MLP-C-024

ProvCont-CND-C-043 | Support for the parm MAX-NUM- 4.6.5 0]
RETRY

ProvCont-CND-C-044 | Support for the parm FIRST-REFRY | 4.6.5 0]
TIMEOUT

ProvCont-CND-C-045 | Support for the parm REREG- 4.6.5 @)
THRESHOLD

ProvCont-CND-C-046 | Support for the parmT-BIT 46/5 O

B.1.10. Bearers supported within NAPDEF characteristic

Item Function Ref. Status| Requirement

ProvCont-CBS-C-001 Support for BEARER value “GSM- | 4.6.5 0]
UssD”

ProvCont-CBS-C-002 Support for BEARER value “GSM- | 4.6.5 0]
SMS”

ProvCont-CBS-C-003 Support for BEARER value “ANS6t | 4.6.5 0]
GUTS”

ProvCont-CBS-C-004 Support for BEARER value “IS-95- | 4.6.5 0]
CDMA-SMS”

ProvCont-CBS-C-005 | Support for BEARER value “IS-95- | 4.6.5 O
CDMA-CSD”

ProvCont-CBS-C-006 Support for BEARER value “IS-95- | 4.6.5 0]
CDMA-PACKET”

ProvCont-CBS-C-007 | Support for BEARER value “ANSI6t | 4.6.5 0]
CsD”

ProvCont-CBS-C-008 | Support for BEARER value “ANS6t | 4.6.5 O
GPRS”

ProvCont-CBS-C-009 | Support for BEARER value “GSM- | 4.6.5 0]
CsD”

ProvCont-CBS-C-010 | Support for BEARER value “GSM- | 4.6.5 0]
GPRS”

ProvCont-CBS-C-011 Support for BEARER value “AMPS- | 4.6.5 0]
CDPD”

ProvCont-CBS-C-012 | Support for BEARER value “PDCBECS| 4.6.5 @]

ProvCont-CBS-C-013 Support for BEARER value “PDC- 4.6.5 0]
PACKET”

ProvCont-CBS-C-014 | Support for BEARER value “IDEN- | 4.6.5 0]
SMS”

ProvCont-CBS-C-015 Support for BEARER value “IDEN- | 4.6.5 0]
CsD”

ProvCont-CBS-C-016 Support for BEARER value “IDEN- | 4.6.5 0]
PACKET”

ProvCont-CBS-C-017 Support for BEARER value 4.6.5 0]
“FLEX/REFLEX”

ProvCont-CBS-C-018 Support for BEARER value “PHSSM 4.6.5 O
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Item Function Ref. Status| Requirement
ProvCont-CBS-C-019 | Support for BEARER value “PHSBECS| 4.6.5 0]
ProvCont-CBS-C-020 | Support for BEARER value “TETRA-| 4.6.5 0]
SDS”
ProvCont-CBS-C-021 | Support for BEARER value “TETRA-| 4.6.5 @]
PACKET”
ProvCont-CBS-C-022 | Support for BEARER value “ANS6L | 4.6.5 O
GHOST”
ProvCont-CBS-C-023 | Support for BEARER value 4.6.5 @]
“MOBITEX-MPAK”
ProvCont-CBS-C-024 | Support for BEARER value 4.6.5 0]
“CDMA2000-1X-SIMPLE-IP”
ProvCont-CBS-C-025 Support for BEARER value 4.6.5 0] ProvCont-CNA-C-006
“CDMA2000-1X-MOBILE-IP” AND
ProvCont-CNA-C-007
AND
ProvCont-CNA-C-008
AND
ProvCont-CNA-C-009
AND
ProvCont-CNA-C-0010
AND
ProvCont-MLP-C-033
B.1.11. Characteristic NAPAUTHINFO
Item Function Ref. | Status| Requirement
ProvCont-CNA-C-001 | Support for the parm AUTHTYPE 6.8. O ProvCont-CNA-C-004 OR
ProvCont-CNA-C-005 OR
ProvCont-CNA-C-006
ProvCont-CNA-C-002 | Support for the parm AUTHNAME 646 (0] ProvCont-MLP-C-003
ProvCont-CNA-C-003 | Support for the parm AUTHSECRET | 4.6.6 0] ProvCont-MLP-C-004
ProvCont-CNA-C-004 | Support for AUTHTYPE value “PAP” | 4.6.6 0]
ProvCont-CNA-C-005 | Support for AUTHTYPE value “CHAP| 4.6.6 (0]
ProvCont-CNA-C-006 | Support for AUTHTYPE value “MD5” | 4.6.6 0]
ProvCont-CNA-C-007 | Support for the parm AUTH-ENTITY | 4.6.6 0]
ProvCont-CNA-C-008 | Support for the parm SPI 4.6.6 D
ProvCont-CNA-C-009 | Support for AUTH-ENTITY value 4.6.6 0]
“AAA”
ProvCont-CNA-C-010 | Support for AUTH-ENTITY value A | 4.6.6 (0]
B.1.12. Characteristic VALIDITY
Item Function Ref. | Status| Requirement
ProvCont-CV-C-001 | Support for the parm COUNTRY 46, O
ProvCont-CV-C-002 | Support for the parm NETWORK 46, O ProvCont-CV-C-001
ProvCont-CV-C-003 | Support for the parm SID 4.6|7 O ProvCont-CV-C-004
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Item Function Ref. | Status| Requirement
ProvCont-CV-C-004 | Support for the parm SOC 4.6.7 D
ProvCont-CV-C-005 | Support for the parm VALIDUNTIL 47 0] ProvCont-MLP-C-017
ProvCont-CV-C-006 | Support for multiple MNC in NETVIRE 4.6.7 0]

value field
ProvCont-CV-C-007 | Support for multiple SID in SlRlue field 4.6.7 (0]

B.1.13. Characteristic BOOTSTRAP

Item Function Ref. | Status| Requirement
ProvCont-CB-C-001 | Support for the parm PROVURL 86§ O ProvCont-MLP-C-007
ProvCont-CB-C-002 | Support for the parm CONTEXT-ALMO| 4.6.8 @]

ProvCont-CB-C-003 | Support for the parm PROXY-ID 86/ O ProvCont-MLP-C-005
ProvCont-CB-C-004 | Support for parm NETWORK 4.6)8 O ProvCont-CB-C-005
ProvCont-CB-C-005 | Support for parm COUNTRY 4.6)8 q

ProvCont-CB-C-006 | Support for the parm NAME 4.6/8 O ProvCont-MLP-C-001

B.1.14. Characteristic CLIENTIDENTITY

Item Function Ref. | Status| Requirement

ProvCont-CID-C-001| Support for parm CLIENT-ID 469 O ProvUAB-UDP-C-008
AND ProvCont-MLP-C-
020

B.1.15. Characteristic VENDORCONFIG

Item Function Ref. Status | Requirement

ProvCont-CVC-C-001 | Support for parm NAME 4.6.10 O] roWont-MLP-
C-001

ProvCont-CVC-C-002 | Support for other parametera tRAME 4.6.10 (0]
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B.1.16. Characteristic APPLICATION
Item Function Ref. Status | Requirement

ProvCont-CAP-C-001 | Support for the parm APPID 416.1 0] ProvCont-CAP-C-002 AND
(ProvCont-CAP-C-006 OR
ProvCont-CAP-C-007) AND
ProvCont-CAP-C-008 AND
ProvCont-MLP-C-025

ProvCont-CAP-C-002 | Support for the parm PROVIDER-4.6.11 0] ProvCont-MLP-C-026
ID
ProvCont-CAP-C-003 | Support for the parm NAME 4.6.11

ProvCont-CAP-C-004 | Support for the parm AACCEPT 6 (0] ProvCont-MLP-C-031

ProvCont-CAP-C-005 | Support for the parm 4.6.11 0] ProvCont-MLP-C-028
APROTOCOL

ProvCont-CAP-C-006 | Support for the parm TO-PROXY 6.41

ProvCont-CAP-C-007 | Support for the parm TO-NAPID| 6.41 (0]

ProvCont-CAP-C-008 Support for the parm ADDR 46.11 O ProvCont-MLP-C-027

B.1.17. Characteristic APPADDR
Item Function Ref. Status | Requirement

ProvCont-CAA-C-001 | Support for the parm ADDR 4.6.120 ProvCont-CAA-C-002 AND
ProvCont-MLP-C-027

ProvCont-CAA-C-002 | Support for the parm ADDRTYPE 642 | O

B.1.18. Characteristic APPAUTH

Item Function Ref. Status | Requirement

ProvCont-CAU-C-001 | Support for the parm 46.13 | O ProvCont-CAU-C-002
AAUTHLEVEL

ProvCont-CAU-C-002 | Support for the parm 4.6.13 (0] ProvCont-CAU-C-003
AAUTHTYPE

ProvCont-CAU-C-003 | Support for the parm 4.6.13 O ProvCont-CAU-C-004 AND
AAUTHNAME ProvCont-MLP-C-029

ProvCont-CAU-C-004 | Support for the parm 4.6.13 (0] ProvCont-MLP-C-030
AAUTHSECRET

ProvCont-CAU-C-005 | Support for the parm 4.6.13 (0]
AAUTHDATA
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B.1.19. Characteristic RESOURCE

Item Function Ref. Status | Requirement
ProvCont-CRE-C-001 | Support for the parm URI 4.6.140 ProvCont-CRE-C-008 AND
ProvCont-MLP-C-032
ProvCont-CRE-C-002 | Support for the parm NAME 4.6.140
ProvCont-CRE-C-003 Support for the parm AACCEPT 6 ProvCont-MLP-C-031
ProvCont-CRE-C-004 Support for the parm 4.6.14 O ProvCont-CRE-C-005 AND,
AAUTHTYPE ProvCont-CRE-C-006
ProvCont-CRE-C-005 | Support for the parm 46.14 | O ProvCont-CRE-C-004 AND|
AAUTHNAME ProvCont-CRE-C-006 AND
ProvCont-MLP-C-029
ProvCont-CRE-C-006 Support for the parm 4.6.14 O ProvCont-CRE-C-004 AND,
AAUTHSECRET ProvCont-CRE-C-005 AND
ProvCont-MLP-C-030
ProvCont-CRE-C-007 | Support for the parm 46.14 | O
AAUTHDATA
ProvCont-CRE-C-008 | Support for the parm STARTPAGE 6.1 0]
B.1.20 Characteristic ACCESS
Item Function Ref. Status | Requirement
ProvCont-CAC-C-001 | Support for the parm RULE 4.6.15M ProvCont-MLP-C-034
ProvCont-CAC-C-002 | Support for the parm APPID 456.1 M ProvCont-MLP-C-025
ProvCont-CAC-C-003 | Support for the parm PORTNBR 166 | M
ProvCont-CAC-C-004 | Support for the parm DOMAIN 14%. | M ProvCont-MLP-C-006
ProvCont-CAC-C-005 | Support for parm TO-NAPID 4.6.15 M ProvCont-CAC-C-006 OR
and/or parm TO-PROXY ProvCont-CAC-C-007
ProvCont-CAC-C-006 | Support for the parm TO-NAPID| 6.45
ProvCont-CAC-C-007 | Support for the parm TO-PROXY 6.45 | O

B.1.21. Minimum Length of parameter fields

Item Function Ref. | Status | Requirement
ProvCont-MLP-C-001 | Support for minimum length ofpaNAME 5.1 0]
ProvCont-MLP-C-002 | Support for minimum length ofimaNAP- 5.1 M

ADDRESS
ProvCont-MLP-C-003 | Support for minimum length ofpeGAUTHNAME | 5.1 @]
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Item Function Ref. | Status | Requirement

ProvCont-MLP-C-004 | Support for minimum length ofipa 5.1 0]
AUTHSECRET

ProvCont-MLP-C-005 | Support for minimum length of maPROXY-ID 51 O

ProvCont-MLP-C-006 | Support for minimum length ofmaDOMAIN 5.1 0]

ProvCont-MLP-C-007 | Support for minimum length ofmaPROVURL 5.1 O

ProvCont-MLP-C-008 | Support for minimum length ofpaPXAUTH-ID | 5.1 0]

ProvCont-MLP-C-009 | Support for minimum length ofmaPXAUTH- 5.1 )
PW

ProvCont-MLP-C-010 | Support for minimum length ofipa 51 M
STARTPAGE

ProvCont-MLP-C-011 | Support for minimum length ofmaBASAUTH- | 5.1 M
ID

ProvCont-MLP-C-012 | Support for minimum length of paBASAUTH- | 5.1 M
PW

ProvCont-MLP-C-013 | Support for minimum length of maPXADDR 51 M

ProvCont-MLP-C-014 | Support for minimum length ofmaLINKSPEED | 5.1 O

ProvCont-MLP-C-015 | Support for minimum length ofipa 5.1 0]
DNLINKSPEED

ProvCont-MLP-C-016 | Support for minimum length ofipaLINGER 5.1 (0]

ProvCont-MLP-C-017 | Support for minimum length ofipa 51 0]
VALIDUNTIL

ProvCont-MLP-C-018 | Support for minimum length ofmaPHYSICAL- | 5.1 M
PROXY-ID

ProvCont-MLP-C-019 | Support for minimum length ofipaNAPID 5.1 M

ProvCont-MLP-C-020 | Support for minimum length ofmaCLIENT-ID 5.1 0]

ProvCont-MLP-C-021 | Support for minimum length of paPROXY- 5.1 0]
PROVIDER-ID

ProvCont-MLP-C-022 | Support for minimum length ofpaPXADDR- 5.1 0]
FQDN

ProvCont-MLP-C-023 | Support for minimum length ofpaPROXY-PW | 5.1 (0]

ProvCont-MLP-C-024 | Support for minimum length ofipeDNS-ADDR | 5.1 @)

ProvCont-MLP-C-025 | Support for minimum length ofmaAPPID 5.1 0]

ProvCont-MLP-C-026 | Support for minimum length ofpaPROVIDER- | 5.1 0]
ID

ProvCont-MLP-C-027 | Support for minimum length ofpaADDR 5.1 0]

ProvCont-MLP-C-028 | Support for minimum length ofipa 5.1 0]
APROTOCOL

ProvCont-MLP-C-029 | Support for minimum length ofipa 5.1 @)
AAUTHNAME

ProvCont-MLP-C-030 | Support for minimum length pfima 5.1 @)
AAUTHSECRET

ProvCont-MLP-C-031 | Support for minimum length ofmaAACCEPT 5.1 (0]

ProvCont-MLP-C-032 | Support for minimum length ofipaJRI 5.1 0]

ProvCont-MLP-C-033 | Support for minimum length of peREREG- 5.1 0]
THRESHOLD

ProvCont-MLP-C-034 | Support for minimum length ofmaRULE 5.1 M
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B.2. Server Features

Iltem Function

Ref.

Status

Requirement

ProvCont-SG-S-001 Encoding between textual andniakd
version of provisioning content

M

WBXML-S-001 AND
WBXML-S-002 AND
WBXML-S-004 AND
WBXML-S-005 AND
WBXML-S-006 AND
WBXML-S-008
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Appendix C. Encoding of Provisioning Documents (Informative)

This section gives an example of an encoded paniisyj document. It is the document in example ttice 6.1, that is
encoded. Encoding rules are defined in [WBXML] §W5P], but to simplify reading some of the rules presented here as
well:

Encoding of ashort integerequire the most significant bit to be set, ixe0dxxxx

If an element includes attributes the most sigaiftchit should be set to 1

If an element includes content the next to mostiBaant bit should be setto 1
The encoded header and document is presentedidalldgctions of the token stream together withrapriate descriptions.

If SEC is set to USERPIN and USERPIN equals 1284dhHowing encoding of the WSP header and the igioring
document in example 1 will apply:

Token stream Description

0106 WSP header, see [WSP] chapter 8.2: TID (@) Pype Push (06)

2f Headers length, see [WSP] chapter 8.2.4.

1f2d Content type value length given as "Lengthtgu@ngth”, see [WSP] chapter
8.4.2.2.

b6 The assigned number for the media type appdicatnd.wap.connectivity-wbxml is
36 [WINA]. This is encoded asshort integey see [WSP] chapter 8.4.2.1.

9181 Assigned number for the well-known paramefe€ & 11, see [WSP] table 38.
This is encoded asshort integer Chosen security method is USERPIN (1),
encoded as short integer

92 Assigned number for the well-known parameter MAQ2. This is encoded as a
short integer

30424233424235353146The MAC value, 40 bytes.

3041393333353945433p

39453643454143313434

30453441363137343839

00 End-of-string for the encoded MAC value.

03 WBXML version 1.3, see [WBXML] chapter 5.4.

Ob The Public Identifier for "-//WAPFORUM//DTD PROY.0//EN" [WINA].

6a Character set UTF-8, see [WBXML] chapter 5.6BEum for this is 106 [IANA].
In hexadecimal that is 6a.

05 String table length = 05, see [WBXML] chapter.5.
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pe

4e41503100 String table: 'N', 'A’, 'P', '1', 00

c5 Element wap-provisioningdoc includes attributd aontent.

46 Attribute version (46, version 1.0).

01 End of attribute list.

65101 Characteristic (06) PXLOGICAL (51) incluggtribute and content (11xX XXXX)
and is ended by an end of attribute list.

871506 Parameter (07) PROXY-ID (15) includes atitiebbut no content (10xx xxxx). The
attribute is the value (06) attribute.

033137302e3138372e3pThe value is an inline string (03), "170.187.51Bfds with an end of string (00)

312e340001 and an end of attribute list (01).

8707060342616e6b4d6[L Parameter (07) NAME (07) with attribute (10xx xxxdlue (06), the inline string

696e50726f78790001 | (03) "BankMainProxy" (42616e6b4d61696e50726f78Edd of string (00) and
end of attribute list (01) ends the token stream.

871c0603687474703a2f Parameter STARTPAGE carrying the inline string ealu

2f7777772e62616e6b2¢ "http://www.bank.com/startpage.wml".

636f6d2f737461727470

6167652e776d6c0001

€65901 Characteristic PXAUTHINFO with attribute agwhtent.

8719069c01 Parameter PXAUTH-TYPE carrying the vVAHIETP-BASIC".

871a060370787573657RParameter PXAUTH-ID carrying the inline string valtpxusername".

6€616d650001

871b060370787573657RParameter PXAUTH-PW carrying the inline string @lpxuserpasswd".

7061737377640001

01 End of attribute list, i.e. end of charactetiiXAUTHINFO.

€65201 Characteristic PXPHYSICAL with attribute armhtent.

872f060350524f585920| Parameter PHYSICAL-PROXY-ID carrying the inlineisg value "PROXY 1".

310001

871706037777772e626[LParameter DOMAIN carrying the inline string valwaviw.bank.com/".

6e6b2e636f6d2f0001

872006033137302e313BParameter PXADDR carrying the inline string vald€0.187.51.3".

372e35312e330001

8721068501 Parameter PXADDRTYPE carrying the valBg4".

87220603494e5445524eParameter TO-NAPID carrying the inline string valldTERNET".

45540001

872206830001 Parameter TO-NAPID with string takfenence to "NAP1", i.e. offset value 0, s¢
[WBXML] chapter 5.7.

€65301 Characteristic PORT.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
Error! Reference source not found.



OMA-WAP-TS-ProvCont-V1_1-20090421-C

8723060339323033000

1 Parameter PORTNBR carryingline string value "9203".

01 End of characteristic PORT.

01 End of characteristic PXPHYSICAL.

01 End of characteristic PXLOGICAL.

€65501 Characteristic NAPDEF.

871106830001 Parameter NAPID with string tableresfee to "NAP1".

871006aa01 Parameter BEARER carrying the value "@S0".
870706034d5920495350Parameter NAME carrying the inline string value "NiSP CSD".
204353440001

870806032b3335383038Parameter NAP-ADDRESS carrying the inline strintued'+35808124002".
3132343030320001

8709068701 Parameter NAP-ADDRTYPE carrying the @dk164".

870a069001 Parameter CALLTYPE carrying the valuSAAOG-MODEM".

c65a01 Characteristic NAPAUTHINFO.

870c069a01 Parameter AUTHTYPE carrying the valusP'P
870d06037777776d6d6dParameter AUTHNAME carrying the inline string vallvevwmmmuser".
757365720001

870e06037777776d6d6dParameter AUTHSECRET carrying the inline stringuealwwwmmmsecret"”.
7365637265740001

01 End of characteristic NAPAUTHINFO.

€65401 Characteristic VALIDITY.

871206033232380001 Parameter COUNTRY carryingnlies string value "228".
871306033030310001 Parameter NETWORK carryingrtlived string value "001".

01 End of characteristic VALIDITY.

01 End of characteristic NAPDEF.

01 End of element wap-provisioningdoc, i.e. engrafvisioning document.
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