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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thi€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted atependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.
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[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-DCMO-V1_0-20081024-C Page 3 (12)

Contents
1. SCOPE (INFORMATIVE) coiitiiiiieiiiie sttt sae e eteste et et s e aste e e s se e besaesse e st e entasseeseaneesbeeaseaseesaeaseesbaesbeenteaseansenssenseanten 4
2. REFERENGCES ...t oottt e ettt e e e s et et e e s heee et eabee e e bae s e sbeesesasaeesasbeesanbaeesansbeesnssesansbeesesbeeeesseeesantaeesnrees 5
2.1 NORMATIVE REFERENCES......ciititttettiieiiiiteeessesiasssssessssssassssessessasasssssssessasssssssssessssssssessssssssssssssssssssessessessssseseessensne 5
2.2 INFORMATIVE REFERENCES. ... uutiiiiiiiiiittieeeieiiittsseessesiasssssesssssssssssssssssssssssesssssssstesssssssassssssessssssssssesesssassssesessssssssnsens 5
3. TERMINOLOGY AND CONVENTIONS. .. .ottt ettt eette e s tae et ae e s et ee s e sbaee s abbe e seabaessnbeeeesbseeessseeesanbaeesanseeas 6
3.1 (O10 ] A V2= L 0] NS 6
3.2 [T N I 0] N TN 6
33 AABBREVIATIONS ..teiiitteeieitteteiittees ittt ssaseseassseestastessaataessasesesissssssastesssasssssaassssssssssssassesssssessssnssessanssessnssesssssnessssssessnnses 6
4, INTRODUCTION (INFORMATIVE)..iiit it iieiieeie st eie sttt testeate st teesae st asseaaasseessesnsesteessesneesaeasesteestansanssnsssessensens 7
4.1 [ N N D NS SO 7
4.2 SECURITY CONSIDERATIONS ... .utiiiitteeeiitteteeitseeeiiressastessaassesisssessssssessassessssssesssssesssassssssssssesssssssissssssassseesassasessssssssns 7
5. ARCHITECTURAL IMODEL ...utiiiiciie ittt ettt ettt et ette e et ae s e bae s eabaeeseasesseabaessansbeesaabaesssseeeesbeeessasseesantaeesansenes 8
51 [T =N = N T 1 =S TN 8
52 ARCHITECTURAL DIAGRAM ...utiiiitiii ettt e ittee et ettt e e eetae e setee e e sasee st esbesseabsessassassesbaeasasseseasbesssasbessansaeesassesssssesssasseesnnres 8
53 FUNCTIONAL COMPONENTS SPECIFIED BY THISENABLER .....cciiitiiieitiee e ietteeeeitteeeeteeeestreesseateeesbaesssnnnesennaessensessnnses 8
5.3.1 DO 1Y [ ST =T V=
5.3.2 [ 1@ 1Y, @ 2 11T o |
54 OTHER ENABLERS AND COMPONENT S ...ciiiitttttteiiiiirteteessesissseessesiasssssessssssasssesssssssassssesssssemasssessessamssssesssssisssssesesses
54.1 D1 YT A=Y P TP
5.4.2 [0 1= o | N
5.4.3 DeVICe Capability DAta ..........cceueeeeee s e eeeereeaeaeesssssssteteeeeeeeeeeeseasasssteseeeraeaeeeessaaasnresnnneneeeeeeeaaans
55 INTERFACES SPECIFIED BY THISENABLER ...ccuttiiiittiee ittt e ettt e e itteee s etbe e esstaeeseasaesesaneessasbeesenbaeseasssssssssesssassessntenesnnsnns
551 DCMO-1: DCMO Client <- Other COMPONENTS.....ccceeererirrriiiiiiiisiaeiieeeeaetaeteeetreeeeeeererre e
55.2 DCMO-2: DCMO Server <- Other Components
5.6 (@ BT =l = 7 Y01 =3 T
5.6.1 DM-1: DM SEIVEI <= DM ClIBNE...euiiiiiiiiiiii e e e e a e e e et e et e e s st e e e ab e e eaaa e esraaeees
57 LW S ettt e ettt e e e be e e e ab e e s abeeeeabeee e b be e e e abe e e e abe e e e breeeahaeeeeaabeeeeabbeeeeaabeeeaareeeaabeeeeahaeeeeanteeean
5.7.1 Device Capability Disabled/ENabled FIOW ......ccceeiiiiiiieieie et er e e e e
5.7.2 Expose Removable Hardware Capability FIOW ............uviiiiiiiiieiiiiiiciie e ee e e s e
APPENDIX A. CHANGE HISTORY (INFORMATIVE) .ottt sttt sne et sne e
A1l APPROVED VERSION HISTORY eiiiiiiiiiiitieiitiiiitireteeesssisbaseessssiasssssesessssassssssssssssasssssssessesassssssssssassssssesssssassssesessssnsnnns
A.2 DRAFT/CANDIDATE VERSION LLOHISTORY ...utiiiiiiiiiiiitie ittt ettt st e et ee s s b st ae s st e s s esbaasssbbaessanbeessnsbesssnbaaessanns
Figures
Figure 1: DCM O ArChiteCIUr & DIAQIAIM ....cccvieeiieeiiesieseesesestestes e seesees e stesee e seeseesteseesaesteseeseessenseseessansessesennsessnssnssessessnnsenes 8

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-DCMO-V1_0-20081024-C Page 4 (12)

1. Scope (Informative)

The scope of this document is to define the archite for the DCMO enabler. The DCMO enabler issdasn OMA DM
enabler and makes use of the functionalities pexyidy OMA DM v1.2Error! Reference source not found. protocol to
remotely manage the device capabilities.

This document fulfils the functional capabilitiesaded to support this enabler as described in @d® Requirements
documen€rror! Reference source not found..
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2. References

2.1 Normative References

[DCMO-RD] “DCMO Requirements”, Version 1.0, Open Mobile Afize, OMA-RD_DCMO-V1_0,
URL:http://www.openmobilealliance.org/

[DMPRO] “OMA Device Management Protocol”, Version 1.2, Opédabile Alliance, OMA-TS-DM_Protocol-
V1_2, URLhttp://www.openmobilealliance.org/

[RFC2119] “Key words for use in RFCs to Indicate Requiremezxels”, S. Bradner, March 1997,

URL:http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

[OMADICT] “Dictionary for OMA Specifications”, Version 2.5,f@n Mobile Alliance™,
OMA-ORG-Dictionary-V2_5URL:http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHALL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as describeddrr pr! Reference
sour ce not found.].

All sections and appendixes, except “Scope” antrébfuction”, are normative, unless they are exghiéhdicated to be
informative.

3.2 Definitions

DCMO Alert DCMO specific alerts which convey the result of DONDperations or report the discovery of new device
capability via DM Generic Alert mechanism [DMPRO].

DCMO Operations Operations (e.g. enable, disable) which may bekiedmn a Device Capability MO.

Device see [OMADICT]

Device Capability Physical characteristics and related parametersostgnl by a device.

M anagement Object A data model for information which is a logical pef the interfaces exposed by DM components
3.3 Abbreviations

DCMO Device Capability Management Object

DM Device Management

DPE Device Profile Evolution

OMA Open Mobile Alliance
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4. Introduction (Informative)

Mobile devices are becoming more and more advawithdnany features, such as Cameras, Bluetooth,, U8 oard,
peripheral and more. In many circumstances Ents&priregulations and others have policies agdiasigage of some
features but allow the use of other features abtgilan mobile devices. Therefore there is a needdtectively enabling and
disabling device capabilities.

The DCMO enabler targets to specify the mechanigmsired for the remote management of device cépesi In
particular it will address the ability of remoteadatement and disablement of device capabilitieg. dévice capability
information will be exposed by DCMO to facilitateamagement of the device capability components.

The objective of this document is to describe tlohigecture for managing device capabilities.

4.1 Planned Phases

The DCMO 1.0 enabler release is expected to metteatequirements defined in [DCMO-RD] and no &iddial phases are
planned at this stage.

4.2 Security Considerations

The DCMO enabler depends on the security mecharasghprotections provided by the OMA DM enablesHbuld
normally not impact the security framework alreadyined in the OMA DM Enabler.
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5. Architectural Model

5.1 Dependencies

The DCMO 1.0 architecture diagram indicates depecids on the OMA DM Enabler v1.2.

5.2 Architectural Diagram

DCMO Client < DCMO-1

ot P Process DCMO Operations DCMO-2 DCMO Server

: Process DCMO Alerts d

i x =

fffffff A i z
; ;;77_“7._;7:7;7;"_”.;«_;1‘ E H
| Device Capability i H
I Data : -V _ —_ v _
e — / DM.1 4
| DMClient |g= — — — — — >»| DMServer |
/

---------- Device Internal Interface which is out of scope of this enabler

Indicates use of an interface exposed by a component. The
component offering the interface is indicated by the arrowhead

<€— — ) Interface specified by other enabler

Figure1: DCM O Architecture Diagram

5.3 Functional Components Specified by this Enabler

53.1 DCMO Server

The DCMO Server is a logical entity which is dedéchto issue DCMO Operations to the device or corsthe DCMO
Alerts from the device. When DCMO Operations anisfied or new device capabilities are discovetezhe events need to
be reported utilizing DCMO Alert.

5.3.2 DCMO Client

The DCMO Client is a logical entity which is resgdie for conducting the management activities tmage device
capabilities according to the DCMO Operations reegi DCMO Client is also responsible for sendir@\MID Alerts to the
DCMO Server.
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5.4 Other Enablers and Components
541 DM Server

The DM Server is an entity which conveys the appate device management operations to the devieewarious bearer
technologies, represented by the DM-1 interfaceaft also receive specific alerts from the DM Qlifen success or failure
of management activities.

5.4.2 DM Client

The DM Client is an entity which makes it possifdethe DM Server to manage the device using thef@Mocol defined
in [DMPRQ]. The DM Client can access DCMO providgdthe DCMO Enabler such that the DM Server canipudate it.
The DM Client employs the DM Generic Alert mechami®®MPRO] to send the result of the managemenvisiets to DM
Server.

The DCMO is the management object representingcd&vinformation exposed by device capability comgrds for device
capability management purpose. The DCMO can alagsbd to expose the removable device capabilifies.DCMO is
exposed by the DM Client through its DM Tree.

5.4.3 Device Capability Data

The Device Capability Data is the internal cap#épiliata stored on the device to be consumed acaptdidifferent purpose.

The DPE vocabulary defined by DPE Enabler provitieset of dynamic device capabilities that is asitde for DPE
Enabler and DCMO Enabler. The DCMO Enabler will\pde a management object representing the devjzabddy data
(or some subset of that data) to remotely managm.tiihe DCMO Enabler will identify which of the DRoperties are
suitable for management via DCMO and may proposepreperties to be included in DPE vocabulary. irternal
capability data need to be transformed accordirigR& vocabulary based on the different usage by D@&vabler and DPE
enabler respectively. It is out of scope of DCMQ@laer to specify how to do the transformation andlevice and how these
data are stored and accessed on the device.

5.5 Interfaces Specified by this Enabler
5.5.1 DCMO-1: DCMO Client <- Other Components

The DCMO-1 interface is exposed by DCMO Client whatlows other components, such as DCMO Serveretform
DCMO Operations. Through this interface the DCMQ@vBecan enable and disable device capabilitiethemevice. The
DCMO Operations will be conveyed by DM messagesugh underlying DM-1 interface.

5.5.2 DCMO-2: DCMO Server <- Other Components

The DCMO-2 interface is exposed by DCMO Server Whittows other components, such as DCMO Cliengeted DCMO
Alerts. Through this interface the DCMO Server caceive result of DCMO Operations or notificatidmew device
capabilities on the device. The DCMO Alerts will tenveyed by DM messages through underlying DMtérface.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-DCMO-V1_0-20081024-C Page 10 (12)

5.6 Other Interfaces
5.6.1 DM-1: DM Server <-> DM Client

The DM-1 interface is defined in the DM Enablempiovides an interface over which DM Server maydsgevice
management operations to DM Client and DM Clieny medurn status and alerts to DM Server.

5.7 Flows

5.7.1 Device Capability Disabled/Enabled Flow
57.1.1 Normal Flow

In this flow the DCMO Server would like to disaldeme device capabilities such as Cameras, BlugtanthUSB which
could not be enabled by the user and could ongradbled by the original DM Server.

1. The DCMO Server detects the presence of thedevi

2. The DCMO Server sends natifications to DM Seteatisable some device capabilities on the dewitle the indication
that user is not allowed to enable them.

3. The DM Server notifies the DM Client to iniathe device management session and delivers gireafate DCMO
Operations to the device.

4. The DM Client executes the DM command(s) semhfDM Server.

5. The DCMO Client consumes the DCMO Operatioesdfore the corresponding device capabilities aablied and user
is not allowed to enable them.

6. The DM Client natifies the results to the DMn& and the results are relayed to DCMO Servevels

57.1.2 Alternative Flow - 1

In this flow the DCMO Server would like to disalale abnormal device capability to protect the dewigainst potential
abnormal behaviours. The disabled capability caartabled by the user manually or by any Device Saemotely.

1. The DCMO Server detects a specific capabilityrandevice is abnormal or misbehaving.

2. The DCMO Server sends notifications to DM Setwetisable the device capability on the devicenlite indication that
user is allowed to enable them.

3. The DM server notifies the DM Client to initidtee device management session and delivers thempie DCMO
Operations to the device.

4. The DM Client executes DM command(s) sent fflh Server and notifies DCMO Agent.

5. The DCMO Client consumes the DCMO Operatioesdfore the corresponding device capability isllsgand user is
allowed to enable them.

6. The DM Client notifies the results to the DM ®arand the results are relayed to External Managehmfrastructure as
well.
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5.7.2 Expose Removable Hardware Capability Flow
5.7.2.1 Normal Flow

In this flow the updated device capability will gposed to the DCMO Server when a removable haslgwznrh as Camera,
keyboard and removable storage is inserted or rethrem the device.

1. User inserts/removes the removable hardwaneto/the device.
2. The DCMO Client automatically detects the presenf the removable device capability update aridi@® DM Client.
3. The DM Client updates the related informatiortteen DCMO.

3. The DM Client initiates the device managemessiem to expose either all or modified device cijtiss to the DM
Server which could be relayed to DCMO Server fottfer processing.
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