" OMAQO

Open Mobile Alliance

OMA Device Management Security
Candidate Version 1.3 — 07 Dec 2010

Open Mobile Alliance
OMA-TS-DM_Security-V1 3-20101207-C

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Security-V1_3-20101207-C Page 2 (30)

Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informationthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thig€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted atlependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2010 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Security-V1_3-20101207-C Page 3 (30)

Contents
S O @ ] = T 4
2. REFERENGCES ...t oottt e ettt e e e s et et e e s heee et eabee e e bae s e sbeesesasaeesasbeesanbaeesansbeesnssesansbeesesbeeeesseeesantaeesnrees 5
2.1 NORMATIVE REFERENCES......ciititttettiieiiiiteeessesiasssssessssssassssessessasasssssssessasssssssssessssssssessssssssssssssssssssessessessssseseessensne 5
2.2 INFORMATIVE REFERENCES. ... uutiiiiiiiiiittieeeieiiittsseessesiasssssesssssssssssssssssssssssesssssssstesssssssassssssessssssssssesesssassssesessssssssnsens 6
3. TERMINOLOGY AND CONVENTIONS. .. .ottt ettt eette e s tae et ae e s et ee s e sbaee s abbe e seabaessnbeeeesbseeessseeesanbaeesanseeas 7
3.1 (O10 ] A V2= L 0] NS 7
3.2 [T N I 0] N TN 7
33 AABBREVIATIONS ..teiiitteeieitteteiittees ittt ssaseseassseestastessaataessasesesissssssastesssasssssaassssssssssssassesssssessssnssessanssessnssesssssnessssssessnnses 7
4, INTRODUCTION ...ttt ettt e et e ettt e st e s s bt eesesbeaesssbbessaabaessasbassesbaeessabseesaabeaesasbbessnbaessnsbeesasbrsesssbeessanten 8
5. OMA DEVICE MANAGEMENT SECURITY .ttt ettt ettt sttt st es e sbbe s s ate s st ae s sabbes s s sbaaesssbaessenbaessnrnns 9
51 (@127 0] =1 N WY T TS 9
52 INITIAL PROVISIONING OF CREDENTIALS. uuiiiitttieiitteeeiitteeeeiteeeeiseeesastesesatsesssssssssissssssssessasssssesssssssssssssssssesssssssesssseses 9
5.3 IV ESSAGE SECURITY iiiiiiitttiiieeiiiiitseeseesiasssssesssssasssseessssesassssessessasssssessssssssssssessssssssssssessssassssssssssssssssesssesesssssssseessensnns 9
5.4 AUTHENTICATION .utttiiitteteeiiteeeiitreeseiteeseatseeeeasseessassessasbesssassssasassessaasssssassssssassessssssesesnsssssnssssessssssssastessantsessassesssssensins 9
5.4.1  Optional AUthENtICAtION TYPES ...eevieieeei e s e eeettitieeeteeeeaeeesessssaetabasaeaaaaessanassssrenarareeaeeesesesnnsnsnsnnes 10.
5.4.2 MD-5 authentication IN OMA DM .....iiu e et e s e e s s e st e et e b e e s et s s sba e e sba e essaanes
5.4.3  Computation Of the MD-5 DIgEST ...........uutmmmmmeeeererreaeerieeesesasaanrerererrreaaeeesasssssrareerrrreeaaesesansnrsrrerereees
544 PaSSWOIT @N0 NONCE USAQE ......euvvvvreess s eeeeaesssssssssnsnsssassasasasasaasasassasssesteeessmmsmssmnmmsnnaaaan 11
5.4.5  Challenges from non-authentiCate@d AgENLS ...cccceceeiiiieie e e e e e e e e ar e eeeee s 12
55 TRANSPORT NEUTRAL INTEGRITY .iitteiiiittieeiteeeieiseeeeateeesissseessssessassessssssssssssssssassesssasssssessssssssssessssesssassessessssssssnnes
5.5.1 HMAC-MDS5 Integrity ......ccccvvveveeeennn.
5.5.2 XML SigNAtUre INTEOIITY . ..eeeiieieeeieiieiimmmmr e e e e e e e e s s s st e e eeeeeeeees s s naanaeeeaeeeees s s s nntnnsnanaeeeeaeessanannnnnns
5.6 TRANSPORT NEUTRAL CONFIDENTIALITY
5.6.1 XML-ENCryption ConfIdentiality .............oevimmmrereerriniiiiiies s e e e e e e te e e eee e e seeeaeaesas e s s s e s eaaeaasaaaeeeenenens
5.7 COMBINED INTEGRITY AND SECURITY IMETHODS ..uuttiiiiiiiiiitiieeeesiiiitieessessssssteesssssssssssessessesssssesssssssssssssssessnsssssens 20
5.8 NOTIFICATION INITIATED SESSION ..ciiiiiiittttieieieiiisteeresieiasssessssseiassssssssssssssssesssssisssssssssssssssssssssssssssssessessssraseessens 20
59 M ANAGEMENT OBJECT ENCRYPTION ...utttiiiiteteiitreeiiisesseiteesaisseesssstesssassessssssssssssssssassesssasssssssssessssssesssssessssssssssssseeen 20
5.10 CONFIDENTIALITY OF INFORMATION BETWEEN DEVICE M ANAGEMENT SERVERS....ctiiiiiiiitiiiie e eiirrree e e s sessneeens 20
511 SECURITY FOR BOOTSTRAP OPERATION ..eiiititeiiiteteeiteeeiiiresseiseeseissseesastesesassessassssssssssessassesssssssssssssesssnssessessssessnees 21
L0 I O R = 1o To ] £ 1 7= o JAVZ - T 1 = 21
L0 I O = 1o To ] £ = o JAVZ - T 1Y PRSPPI 21
APPENDIX A. CHANGE HISTORY (INFORMATIVE) cciticiiiiiit ittt sttt sttt ee e ne s 25
A1l APPROVED VERSION HISTORY eiiiiiiiiiitiiieeitiiiittrateeesisisbeseesssssasssssesessssassssssssssssasssssssessesassssssssssassssssesssssassssesessssnssnnns 25
A.2 DRAFT/CANDIDATE VERSION L3 HISTORY ...uttiiiiiiiiiitiii i sittie ettt s stee et es s s sbt e s st ae s sasbes s esbaasssbbsessenbeessanbessenbanessanes 25
APPENDIX B. STATIC CONFORMANCE REQUIREMENTS (NORMATIVE) oottt 26
B.1l  SCR FOR DM CLIENT ciiiitttiiittteeittee e iiteeeesstaeesaseeseissesasaasesssatesesassssasssssssssesssssesssassesssssesssassessassesssssssesssseessassessanns 26
B.2  SCR FOR DM SERVER ..uieiiiiiiiitttiiieiiiiiiieeeieseisstesse st ssastsessssssassstssstesssassssesssesssassstesssssesassssssesssassssssssssssnssssesesesssassnes 27
APPENDIX C. DM INTERACTION WITH GBA PUSH (INFORMATIVE) c.ooiiiitieceeeeeeseec ettt 29
Figures
Figure 1. DM-GBA interaction with added NAF into the DM Server (DM S) ..o v 29
Figure2: DM-GBA interaction Via €XterNal NAF ..ot e et sae sttt sse e st sesaesrensesnesreneesaesnenensnnas 30

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Security-V1_3-20101207-C Page 4 (30)

1. Scope

This document describes OMA-DM security requireraentgeneral, and provides description of translager security,
application layer security, etc. It also describesurity mechanisms that are used to providentegrity, confidentiality and
authentication.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Authentication Authentication is the process of ascertaining ity of either the Device or the Device Manageme
Server's identity.

Confidentiality Confidentiality is the ability to keep contentsgdrom all but the two entities exchanging a ragss It
does not limit the visibility of the message (beatde to eavesdrop), but it does prevent the intéafion
of the data being transmitted. Effectively thisyanets the contents of a message being understood by
anybody but the intended sender and intended estipi

Content Content means data delivered inside of OMA DM mgasaData>-elements.
Credentials Credentials are elements that are required to pratteenticity. Typically a username and a password.
Device The Device is, or is to become managed by one oe manote entities (Device Management Servers). A

device may have many characteristics, and manynmeiess may be made available for reading, writing,
deleting and modifying by a Device Management Serve

Device Management The Device Management Server is an entity thatgpansible for maintaining one or more Devices, in

Server whole or in part. Its role is to facilitate the gasaintenance of a Device.

Integrity Integrity is the ability for a message to maintigncontent or at a minimum, have the ability ttede
modification or corruption of its content.

M anagement Session A continuous connection between the Device andihéce Management Server established for the
purpose of carrying out one or more device manageoyerations.

Secure Transport A transport that provides authentication, integaifd encryption.

3.3 Abbreviations

DM Device Management

DMBEK DM Bootstrap Encryption Key

DMBIK DM Bootstrap Integrity Key

ESN Electronic Serial Number

GBA Generic Bootstrapping Architecture

HMAC Hash Message Authentication Code

IMS| International Mobile Subscriber Identity

MAC Message Authentication Code

MD Message Digest

OMA Open Mobile Alliance

WAP Wireless Application Protocol
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4. Introduction

OMA DM is a protocol based upon DM representatibMREPPROQ]. Its purpose is to allow remote managd¢rokany
device supporting the OMA DM protocol. Due to tlesirange of data needing to be managed on cuamenfuture
Devices, it is necessary to take account of theevaf such data. In many situations, the data bmiagipulated within a
Device (or being transferred to/from the device)fiigh value. In some cases this is confidermtéh and some degree of
protection regarding the confidentiality of thatalahould be offered. In another case, the integfithe data being
transferred must be maintained, since deliberasecidental corruption of this data can resulost kevenue or subsequent
exploits being facilitated. Finally it's importatitat both entities (the Device and the Device Managnt Server) have
confidence in the authenticity of the other entity.
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5. OMA Device Management Security
5.1 Credentials

Four examples of suitable credentials exchangeddsst Devices and Device Management servers arensimaive
following list.

1. Ausername (AAUTHNAME in [DMSTDOBJ]) that uniqueigentifies the Device Management Server [DMTND]
to a Device), a password (AAUTHSECRET in [DMSTDORBJ}to be coupled with the username, and a nonce
(AAUTHDATA in [DMSTDOBJ]) — to prevent replay attks where hashing algorithms are used with statia.da

2. A username (AAUTHNAME in [DMSTDOBJ]) that identifiethe Device to the Device Management Server), a
password (AAUTHSECRET in [DMSTDOBJ]) — to be coupleith username, and a nonce (AAUTHDATA in
[DMSTDOBJ]) — to prevent replay attacks where haghilgorithms are used with static data.

3. A certificate, as specified in [WAP-219-TLS]
4. A network, transport or server specific mechani@mexample WAP.

For the purpose of Server to Device authenticatfanpusername, password and nonce are used, ther34UST use a
different password for each client it serves, idesrthat a client (which possesses a shared deset! on this password)
cannot pose effectively as this Server in a intesaavith another client.

5.2 Initial Provisioning of Credentials

The initial provisioning of the credentials for ar@er, so that the Device may be capable of auttegimg a specific Device
Management Server, is documented in [DMBOOT]. Hasvewther techniques outside of these specificatioa not
excluded.

Essentially, any suitable technique will delivetestst the bare minimum of information requirec$tablish the DM
session. This, of course, includes the Server atedeand the Device credential.

5.3 Message Security

Message security is comprised of three functiongh@ntication, Integrity, and Confidentiality. Ahlree functions are
necessary to provide a safe and secure methodragimey a device. Appropriate security MUST be ermpptbwhen sending
a DM Message to the DM Client.

If the transport is able to provide authenticatiowl integrity, the transport authentication andgnity MUST be used.
If the transport is able to provide confidentialitlye transport confidentiality SHOULD be used.

If the transport is unable to provide authenticatod integrity, transport neutral integrity MUS@ bsed.

If the transport is unable to provide confidentigliransport neutral confidentiality SHOULD be dse

Transport specific security is documented in thedport binding documents [HTTPBIND], [OBEXBINDWMSPBIND].

5.4 Authentication

Both OMA DM Protocol [DMPRO] client and Server MUSE authenticated to each other. Authenticationbea
performed at different layers. OMA DM servers MUSIpport both client and Server authentication attansport layer.
OMA DM Servers MUST request client authenticatiomh& transport layer when transport layer secisitgquested by the
OMA DM client during session establishment. Soments may not support transport-layer client autication. Servers
MUST authenticate such clients at the applicatayet. If the transport layer does not have a ceffily strong
authentication feature, OMA DM Protocol layer auttigation MUST be used.

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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Either the client or the Server MAY send credesttaleach other or challenge the other to send.them

The Basic scheme is identified by the Wghcml:auth-basic . This authentication scheme is a Base64 character
encoding, as defined by Section 6.8, "Base64 Coiftemsfer-Encoding” inError! Reference source not found., of the
concatenation of the originator's userid, follovbgtthe COLON (i.e., ":") separator character, foléa by the password
associated with the specified userid. This autlkatiin scheme is susceptible to the threat of néteavesdrop, but is
simple to implement. However, take care when ugilggscheme. For example, a user is strongly ad\iseonsider using
additional security considerations, such as anyged transport connection.

The MD5 Digest scheme is identified by the Wthcml:auth-md5 . The computation of MD5 digest is specified in
section 5.4.3. The maximum duration that the na@tigeg can be used by the originator is the curBdvitsession. Note that
issuing a nhonce does not constitute use — a noce é issued for use in the next session. Moreuead) changes to the
nonce string can be specified with thextNonce element type within th®eta element type of th€hal element type.
The MD5 digest algorithm and a publicly availabdeisce code for generating MD5 digest strings i<gigel by Error!
Reference source not found.. The MD5 credential, a 128-bit binary digest valM&ST be Base64 character encoded when
transferred as clear-text XML. For WBXML represéiata, the additional Base64 character encodingisecessary.

Other authentication schemes can be specifiediby @agreement between the originator and the regtpi

OMA DM clients that do not support client autheation at the transport layer MUST support OMA DMieml:auth-md5
type authentication. OMA DM clients that supporttoal authentication at the transport layer MAY sopf©MA DM
authentication mechanisms such as the syncml:adthtype. The DM Server MAY still issue a MD5 chalige when
transport layer mutual authentication has alreasgnicompleted but the session MUST be terminatibet i€lient does not
respond with the requested authentication type.prbeisioning of credentials/certificates for trpng layer authentication
is beyond the scope of OMA DM Security.

It is assumed that OMA DM Protocol will often beedson top of a transport protocol that offers seskyer authentication
so that authentication credentials are exchangbdabthe beginning of the session (like in TLSMTLS). If the transport
layer is not able to provide session authenticationvever, each request and response MUST be digtted.

5.4.1 Optional Authentication Types

DM security also allows additional authenticatichemes. A list of additional types follows (bunist the definitive list):

Authentication schemes Description

syncml:auth-x509 The data would be an actual X.509 Certificate. da&
SHOULD be sent raw in WBXML, and base64 encoded in
XML.

syncml:auth-securid The data specific for SecurlD authentication wduddsent. The
data SHOULD be sent raw in WBXML, and base64 enddde
XML.

syncml:auth-safeword The data specific for SafeWord authentication wdaédsent.

The data SHOULD be sent raw in WBXML, and base64
encoded in XML.

syncml:auth-digipass The data specific for DigiPass authentication wdaddsent.
The data SHOULD be sent raw in WBXML, and base64
encoded in XML.
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54.2 MD-5 authentication in OMA DM

To specify the userid for the credentials, whendteglentials do not include it in the resolvablefpthe userid MUST be
transferred in theocName element ofSource in SyncHdr . MD-5 authentication [RFC1321] works by supplying
primitive userid:password in theCred element of th&&yncHdr as shown below.

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VVerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>
<Target>
<LocURI>http://www.syncml.org/mgmt-server</Lo cURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
<LocName>Brucel</LocName> <!-— userid -->
</Source>
<Cred>
<Meta>
<Type xmlIns="syncml:metinf’>syncml:auth-md5 </Type>
<Format xmIns="syncml:metinf’>b64</Format>
</Meta>
<Data>18EAG3F...... </Data>
<!I-- base64 formatting of MD-5 Digest -->
</Cred>
<Meta>
<MaxMsgSize xmIns="syncml:metinf’>5000</MaxMs gSize>
</Meta>
</SyncHdr>
<l—- regular body information here -->
<SyncBody>
</SyncBody>
</SyncML>

5.4.3 Computation of the MD-5 Digest
The digest supplied in tHered element is computed as follows:

Let H = the MD5 Hashing function.
Let Digest = the output of the MD5 Hashing function

Let B64 = the base64 encoding function.
Digest = H(B64(H(username:password)):nonce)

This computation allows the authenticator to autisate without having knowledge of the passworde password is
neither sent as part of tiéred element, nor is it required to be known expliclilythe authenticator, since the
authenticator need only store a pre-computed hitflemisername:password string.

5.4.4 Password and nonce usage
Both password and nonce are RECOMMENDED to beast [£28 bits (16 random octets) in length.

The nonce value MUST be issued in a challenge &ither the Device or the Device Management Sefmehe case of the
credentials being sent prior to a challenge besaged, then the last nonce used SHALL be reusedaiithenticator MUST
be aware that the issuer of the credentials maysh®y a stale nonce (that is to say, a nonce shiavalid due to some
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previous communications failure or a loss of daé&cause of this, if authentication fails, one mdrellenge, along with the
supply of a new nonce, MUST be made.

A new nonce SHOULD be used for each new sesside s€quence of nonce values (as seen across s@¢&tOULD be
difficult to predict.

5.4.5 Challenges from non-authenticated agents

In some scenarios, it might be necessary for chadtServer to accept challenges from agents that hot yet been
successfully authenticated. For example, constdecase in which both client and Server have oetdadnces, and MD5 or
HMAC authentication is used. If they both discard€hal element, they will not have a chance to updati trwce and
they will never be able to authenticate each offieravoid this situation it is RECOMMENDED thatetit and Server use
the latest received nonce to build the contenhef@red element, even when the nonce is received from a non
authenticated agent. It is also RECOMMENDED thegrtland Server do not over-write the stored cdith® next nonce
with one received from a non-authenticated agenthat would allow malicious agents to replace gooxces with bad
ones.

5.5 Transport Neutral Integrity

Transport neutral integrity of OMA DM messagesdhiaved using a HMAC-MD5 [RFC2104] or XML-Signature
[XMLSIGN].

551 HMAC-MDS5 Integrity

This is a Hashed Message Authentication Code th#Mbe used on every message transferred betweddettice and the
Device Management Server (if requested to do seithgr entity). The use of integrity checking isTDONAL.

55.1.1 How integrity checking is requested

Integrity checking is requested in the same wayatritie same time as authentication challenged3MPRO]. A challenge
issued fosyncml:auth-MAC  will use the sam#leta data forType, Format , andNextNonce assyncml:auth-

md>5. A new authentication typsyncml:auth-MAC , MAY be requested by either the client or the BeuManagement
Server (or simply supplied prior to a challengeréaaing issued). When used, this authenticatipe MUST be specified in
the transport header and MUST NOT be specifiedguia Cred element.

Note that the recipient of a challenge MUST respwittl the requested authentication type, else ¢éissien MUST be
terminated. For example, a challenge requestiaditiAC engenders a reply with valid Basic Autheatiicn credentials,
the session will be terminated despite the validftthe authentication credentials that were abtisipplied.

5.5.1.2 How the HMAC is computed

The HMAC is computed as described below, and udessMs its hashing function. The HMAC relies upba use of a
shared secret (or key), which in this applicat®itself a hash (denoted below as H(username:padpwo

The HMAC value MUST be computed by encoding in Bdshe result of the digest algorithm applied dlofes:
H(B64(H(username:password)):nonce:B64(H(messagg)jod

where H(X) is the result of the selected digespatym (MD-5) applied to octet stream X, and B64({¥}he base64
encoding of the octet stream Y.

5.5.1.3 How the HMAC is specified in the OMA DM message

The HMAC itself MUST be transported along with tiréginal OMA DM message. This is achieved by insgrthe HMAC
into a transport header callggsyncml-hmac . This technique works identically on HTTP, WARJeOBEX. The
HMAC is calculated initially by the sender using tbntire message body, either in binary form (WBXMLtext form
(XML). The receiver applies the same techniquéneoibhcoming message.
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The headex-syncml-hmac  contains multiple parameters, including the HMASgIf, the user or Server identifier, and an
optional indication of which HMAC algorithm is irsa (the only one currently defined is MD-5).

The value of th&-syncml-hmac  header is defined as a comma separated listrdfiatt-values pairs. The rule "#rule"
and the terms "token" and "quoted-string" are usextcordance to their definition in the HTTP 1pkdfications
[RFC2616].

Here is the formal definition:

x-syncml-hmac = #syncml-hmac-param

where:

syncml-hmac-param = (algorithm | username | mac)
The following parameters are defined:

algorithm = ‘algorithm’ ‘=" (‘MD5’ | token)

username = ‘username username-value

mac = 'mac’ ‘=" mac-value
where:

username-value = quoted-string
mac-value = base64-string

The parametealgorithm  can be omitted, in that case MD5 is assumed. @henpeteusername MUST be specified.
The parametemac MUST be specified.

Note that ebase64-string is any concatenation of the characters belonginbadoase64 Alphabet, as defined in
[RFC2045].

Example:

x-syncml-hmac: algorithm=MD5, username="Robert Jord an’,

mac=NTI20TIJIhMDAWN;jYxODkwYmQ3NWUXN2RhN2ZmYmJIMzk

Theusername-value s the identical string from tHeocCName of theSource element of thé&&yncHdr , and
represents the identity of the sender of the messape presence of the username in the messadertamws the
calculation and validation of the HMAC to be indedent of the parsing of the message it5elf.

Upon receiving a message, the steps are:
1. Check for the HMAC in the message header; exttaotd the username.

2. Using theusername , look up the secret key from storage. This kaysilf a hash, which incorporates the
username and password, as described earlier.

3. Either parse the message;

4. Or, validate the digest.

1 The independence established between the validatithe HMAC and the parsing of the message fisrinése operations to be performed in any ordesyen in parallel. And, if in the
future SyncML allows a simpler method of constmgta response indicating that authentication faitedlill be possible to issue this response withexer spending the time needed to parse
the message itself.
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In either sequence of steps, the digest is cakilbhsed on the entire message body, which is eithemary XML
document (WBXML) or a text XML document.

After the HMAC is computed by the receiver (if ingvpresent), the supplied HMAC and the computed IBN¢AN be
compared in order to establish the authenticitthefsender, and also the integrity of the message.

If the HMAC was expected (e.qg. if a challenge fdrad been issued) and either it or the usericharsupplied in the correct
transport header, then an authentication failusalte (as if they had been supplied, and were fectr

If the value of the username or secret is changeitigl a session (e.g. when the AAuthName or AAuth&eelement in
[DMSTDOBJ] is replaced), the new value of secrdt anily be used for subsequent sessions.

Once the HMAC technique is used, it MUST be usedifiosubsequent messages until the end of the @Wisession. The
Status code sent back for the SyncHdr MUST be @0dicate authenticated for this message. Intinigithe

NextNonce element MUST be sent and used for the next HMAd&@lential check. Failure to meet these requirements
MUST result in a termination of the session.

55.14 HMAC and nonce value

A new nonce MUST be used for every message. Thenmace will be obtained via the NextNonce valuehi@ previous
message. In addition, since HMAC credentials MUST Jerified for each message, the SyncHdr statug dod an
authenticated message MUST be 200.

5.5.15 HMAC use with transport protocols providing authentication and integrity

Note that the static conformance requirementsifetHMAC feature are independent of its use. Neitlient nor Server
need supply the HMAC, unless challenged for it. &@ample, if it is deemed that an already authetsittransport protocol
connection has already been established, thengkie®or the Device Management Server MAY choogdmauthenticate.
In this particular situation, neither Server noewt is expected to issue a challenge for it. Adoay to the general
techniques specified in [DMPROQO], a DM client thapports mutual authentication at the transportrld&Y choose not to
support OMA DM authentication mechanisms. In thastigular case, the Server MAY still issue a HMAI@atienge, but the
session MUST end if the client does not respont thié requested authentication type.

5.5.2 XML Signature Integrity

XML-signature [XMLSIGN] offers the signature meclem to achieve Authenticity and Integrity. Becatlse messaging
between the Source of the Content and Device iposgible in most of the cases, there is the meadree the mandatory
algorithms beforehand. The algorithms that MUSBbeported for Authenticity and Integrity are RSAI&BHA-1 as
specified in [XMLSIGN]. XML Signature has three veagf representing signature in a document: ‘eniiefgp‘enveloped’
and ‘detached’. ‘Enveloped’ or ‘enveloping’ signagsi are over data within the same XML documenhasignature;
‘detached’ signatures are over data external taideature element. The use of the 'detached’ sigaas
RECOMMENDED. The format value used for XML-signautata is XML.

Note that WBXML tags for XML-signature do not existOMA DM.

XML Signatures are applied to arbitrary digital temt (data objects) via an indirection. Data olgect digested, the
resulting value is placed in an element (with oihérmation) and that element is then digested@aggtographically
signed. XML digital signatures are representedheySignature element which has the following stmec{where "?"
denotes zero or one occurrence; "+" denotes on@og occurrences; and "*" denotes zero or moreroecoes):

<Signature ID?>
<SignedInfo>
<CanonicalizationMethod/>
<SignatureMethod/>

(<Reference URI?>
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(<Transforms/>)?
<DigestMethod/>
<DigestValue/>
</Reference>)+
</Signedinfo>
<SignatureValue/>
(<Keylnfo/>)?
(<Object ID?/>)*
</Signature>
Each resource to be signed has its own <Referegleerent identified by the URI attribute.

The rules for XML-signature elements used for eopiglg XML-signature [XMLSIGN] in OMA DM Content sitature
context are:

« Content (data), which is to be signed, SHOULD lzzeptl after the signature element, if detached gigaés being
used. This is the recommended way to place thesnbrin this case, the <Reference> element MUST N@ain
any URI attribute. In this case the Device MUST licifly know the location of the Content

« Content (data), which is to be signed, MAY be pthteside of <Object> element when enveloping sigreats
being used.

* <Object> element MUST NOT contain any other eleméiman Content signed and <Object> element MUST NOT
exist when detached signature is used.

» <Reference> element MUST NOT contain any attrihutes

« <Reference> element MUST have child elements <Toams>, <DigestMethod> and <DigestValue> elements.
» <DigestValue> element contents MUST be encodedjusaizse64.

» <SignatureValue> element contents MUST be encodetlase64.

* <Transforms> element MUST NOT have <Xpath> chikehetnt

* <Signature> element MUST be a child of <Data> elaime

» <Keylnfo> MAY be included in <Signature> for receivto verify signature.

* The digest value (in <DigestValue>) is encryptethvgiender’s private key to produce <SignatureValédre
receiver then decrypts the signature with the semgeablic key (in Keylnfo/KeyValue) to produce digt value
(which sender computed), this hash value is contptaréhe digest value computed by the receiver.

Example of OMA DM message with signed content (necended, detached signature method):

<SyncML xmIns='SYNCML:SYNCML1.2">
<SyncHdr>

</SyncHdr>
<SyncBody>

<Replace>
<CmdID>4</CmdID>
<Meta>
<Format xmIns="syncml:metinf'’>xml</Format>
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<Type xmlIns="syncml:metinf’>application/xml </Type>
</Meta>
<ltem>
<Target>
<LocURI>./my_mgmt_obj/file</LocURI>
</Target>
<Data>
<![CDATA[
<Signature xmins="http://www.w3.0rg/2000/ 09/xmidsig#'>
<Signedinfo>
<CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/1 0/xml-exc-cl4n#'/>
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/0 9/xmldsig#rsa-shal’/>
<Reference>
<Transforms>
<Transform
Algorithm="http://www.w3.0rg/20 01/10/xml-exc-
clan#/>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/20 00/09/xmldsig#shal’/>
<DigestValue> LyLsF094hPidwPU... </ DigestValue>
</Reference>
</Signedinfo>
<SignatureValue>
HplzZkmFZ/2kQLXDJbchm5gK...
</SignatureValue>
<KeylInfo>
<KeyValue xmins=http://www.w3.0rg/20 00/09/xmldsig#>

</KeyValue>
</Keylnfo>
</Signature>
1>
MY_SIGNED_BINARY_OR_XML_CONTENT...
</Data>
</ltem>
</Replace>
</SyncBody>
</SyncML>

Example of OMA DM message with signed content (éspieg signature method):

<SyncML xmins='SYNCML:SYNCML1.2'>
<SyncHdr>

<}éyncHdr>
<SyncBody>

<Replace>
<CmdID>4</CmdID>
<Meta>
<Format xmIns="syncml:metinf’>xml</Format>
<Type xmiIns="syncml:metinf’>application/xml </Type>
</Meta>
<ltem>
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<Target>
<LocURI>./my_mgmt_obj/file</LocURI>
</Target>
<Data>
<![CDATA][
<Signature xmlns="http://www.w3.0rg/2000/ 09/xmldsig#'>
<Signedinfo>
<CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/1 0/xml-exc-cl4n#'/>
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/0 9/xmldsig#rsa-
shal'/>
<Reference>
<Transforms>
<Transform
Algorithm="http://www.w3.0rg/20 01/10/xml-exc-
clan#/>
</Transforms>
<DigestMethod

Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal’/ >
<DigestValue> LyLsF094hPi4wPU... </ DigestValue>
</Reference>
</Signedinfo>
<SignatureValue>
HplZkmFZ/2kQLXDJbchm5gK...
</SignatureValue>
<Keylnfo>
<KeyValue xmIns="http://www.w3.0rg/20 00/09/xmldsig#’>

</KeyValue>
</Keylnfo>
<Object>
ASDFASDFASDFASDG...
</Object>
</Signature>
11>
</Data>
</ltem>
</Replace>
</SyncBody>
</SyncML>

Example of OMA DM message with signed content (é&oped signature method):

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>

<}éyncHdr>
<SyncBody>

<Replace>
<CmdID>4</CmdID>
<Meta>
<Format xmIns="syncml:metinf’>xml</Format>
<Type xmins="syncml:metinf'>application/xml </Type>
</Meta>
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<ltem>
<Target>
<LocURI>./my_mgmt_obj/file</LocURI>
</Target>
<Data>
<I[CDATA[
<MyObject ID=MY_ID>
<MY_XML_CONTENT_HEADER />
<MY_XML_CONTENT_DATA />
</MyObject>
<Signature xmins="http://www.w3.0rg/2000/ 09/xmldsig#'>
<Signedinfo>
<CanonicalizationMethod

Algorithm="http://www.w3.0rg/2001/1 0/xml-exc-c14n#'/>
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/0 9/xmldsig#rsa-
shal'/>
<Reference>
<Transforms>
<Transform
Algorithm="http://www.w3.0rg/20 01/10/xml-exc-
clan#'/>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal’/ >
<DigestValue> LyLsF094hPi4wPU... </ DigestValue>

</Reference URI='#MY_ID’>
</Signedinfo>
<SignatureValue>
HplZkmFZ/2kQLXDJbchm5gK...
</SignatureValue>
<Keylnfo>
<KeyValue xmlns='http://www.w3.0rg/20 00/09/xmidsig#>

</KeyValue>
</KeyInfo>
</Signature>
11>
</Data>
</ltem>
</Replace>
</SyncBody>
</SyncML>

5.6 Transport Neutral Confidentiality

Transport neutral confidentiality of OMA DM Messags achieved using XML-encryption [XMLENC].

5.6.1  XML-Encryption Confidentiality

XML-encryption [XMLENC] offers the encryption mechiam to achieve Content Confidentiality. Becauserttessaging
between the Source of the Content and Device iposgible in most of the cases, there is the meadree the mandatory
algorithms beforehand. The algorithms that MUSBbgported for Confidentiality are RSA and AES128pscified in
[XMLENC]. MIME type for XML-encryption data isapplication/xenc+xml’.
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Note that WBXML tags for XML-encryption do not ekis OMA DM.

If content is signed and encrypted the signatureSVille done first and the encryption MUST be plamest the entire
signed content.

Rules for XML-encryption elements used for XML-eygtion [XMLENC] in OMA DM Content Encryption contéx

e XML-Encryption tree MUST be placed as a child of@ata> element (whose content needs to be enchyjted
<SyncBody>.

«  OMA DM Content MUST be encrypted using a symmeitgag AES128, i.e. outer <EncryptionMethod> element
MUST havealgorithm  attribute set to a symmetric keying method.

* Symmetric key MUST be encrypted by an asymmetncR8A-1_5, i.e. inner <EncryptionMethod> element
MUST havealgorithm  attribute set to an asymmetric keying method (eeeiver’s public key).

e <Keylnfo> MUST be included in <EncryptedData> anc&kEncryptedKey> for the receiver to be informedhaf
encryption keys.

Example of OMA DM message with encrypted content:

<SyncML xmIns='SYNCML:SYNCML1.2'>
<SyncHdr>

</§yncHdr>
<SyncBody>

<Replace>
<CmdID>3</CmdID>
<Meta>
<Format xmIns="syncml:metinf’>xml</Format>
<Type xmIns="syncml:metinf’>application/xen c+xmi</Type>
</Meta>
<Item>
<Target>
<LocURI>./my_mgmt_obj/file</LocURI>
</Target>
<Data>
<![CDATA][
<xenc:EncryptedData
Type=http://lwww.w3.0rg/2001/04/xmlenc #Element>
<EncryptionMethod
Algorithm="http://www.w3.0rg/2001/0 4/xmlenc#aes128-chc'/>
<Keylnfo>
<EncryptedKey>
<EncryptionMethod
Algorithm="http://www.w3.0rg/20 01/04/xmlenc#rsa-1_5'/>
<KeylInfo>
<KeyName>rsaKey</KeyName>
</Keylnfo>
<CipherData>
<CipherValue>
xyzabc
</CipherValue>
</CipherData>
</EncryptedKey>
</Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>...</xenc:CipherV alue>
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</xenc:CipherData>
</xenc:EncryptedData>

1>
</Data>
</ltem>
</Replace>
</SyncBody>
</SyncML>

5.7 Combined Integrity and Security Methods

When combining integrity and security methods,fil®wing steps MUST be followed in this order:

1. Apply desired encryption to parts of the message.
2. Apply integrity to the entire message.

3. Apply desired encryption to the entire message.
4. Convert XML to WBXML if necessary.

NOTE: any step above MAY be skipped if there isweed for that operation.

5.8 Notification Initiated Session

OMA DM offers the ability for a Device Managemerdr@er to make a request to a Device to establidamagement
Session. The security of this message dependsaidigest. The specification of this message eafobnd in [DMNOTI].

5.9 Management object encryption

OMA DM fully supports the use of encrypted managetwbjects, which may remain encrypted within thevide
Management tree, or be decrypted upon receiptdpdvice or Device Management Server.

Depending upon implementation, an object may beypied prior to transmission over a unencrypteddpart layer, and
remain encrypted in storage space within eithexée@ce Management Server or the Device, or, it begdecrypted
immediately after receipt, and stored internallyiirencrypted format.

No restrictions are placed upon the encryptionniple used, since this is independent of the OMA @btocol itself.

5.10 Confidentiality of information between Device Management
Servers

OMA DM offers the ability for a Device Managemergr@er to make private any data that is stored ubdeice
Management control from another Device Managemente®s. This is facilitated by the use of an AClc¢ass Control
List) that allows the protection of any group, ayandividual Device Management object.

510.1.1 The Access Control List

The Access Control List allows a hierarchical assignt of Access Rights based upon Device ManageS8wamer
Identifiers (Unique identifiers for the Device Maygament Servers [DMTND]). A detailed descriptiortloé ACL can be
found in [DMTND].
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5.11 Security for Bootstrap Operation

Bootstrapping is a sensitive process that may iezobmmunication between two parties without argvjmus relationship

or knowledge about each other. In this contextusscis very important. The receiver of a bootptraessage needs to know
that the information originates from the correairee and that it has not been tampered with ererdiite sender also wants
end-to-end confidentiality to prevent impersonatigreavesdroppers who could see the contents dfdbistrap message
containing credentials to access the DM servas.ithportant that DM clients accept bootstrappingimands only from
authorized DM or CP servers.

5.11.1 Bootstrap via CP

The CP bootstrap mechanism is defined in [PROVBOOT]

511.1.1 Smartcard

The CP Bootstrap mechanism from the smartcardfisetkin [PROVSC].

5.11.2 Bootstrap via DM
5.11.2.1 Transports

The Bootstrap message MUST be sent to the DM Cli@secure transport.
Transport neutral security MAY also be appliedhe Bootstrap message.

Transport specific security is documented in thadport binding documents [HTTPBIND], [OBEXBIND] én
[WSPBIND].

5.11.2.2  Smartcards
A Smartcard is a secure transport. A Smartcaravallior very secure delivery of a Bootstrap message.

Smartcard is a generic name for a set of speg#cifications: [GSM11.11], [TS151.011], [TS102.22[MS131.102], and
[C.S0023-B_v1.0].

Bootstrap data MAY be stored on the smartcard. Béteaviour of a DM Client regarding bootstrap datagecified in
[DMBOOT].

5.11.2.3  Transport Neutral Security

The following subsections show some methods okpart neutral security.

The DM Server and DM Client MUST support NETWORK&Rd USERPIN.

The DM Server and DM Client SHOULD support XML-si@gare [XMLSIGN] and XML-encryption [XMLENC].
A DM Server SHOULD use the XML-signature [XMLSIGNjechanism on a bootstrap message.

A DM Server SHOULD use the XML-encryption [XMLEN@jechanism on a bootstrap message when the message
contains confidential information. See Appendixd€hore information.

Other methods MAY be used as long as they empleyel of security appropriate for bootstrap. Thenbined security of
the secret (e.g., randomness, difficulty of obtagnietc.), the transport and the environment ofnesls to be among the
considerations when a bootstrapping service isgoiemplemented.

5.11.2.3.1 HMAC Computation for Bootstrap

The HMAC is calculated in the following way:
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First, the bootstrap document is encoded in the WIBXormat [WBXML1.1], [WBXML1.2] or [WBXML1.3]. The
encoded document and the shared secret are theraimphe data and key, respectively, for the HMA&Zulation
[RFC2104], based on the SHA-1 algorithm [SHA], afimkd in the WTLS specification [WTLS]. The outmftthe HMAC
(M = HMAC-SHA(K, A)) calculation is encoded as aisy of hexadecimal digits where each pair of consige digits
represent a byte. The hexadecimal encoded outputtiie HMAC calculation is then included in thews#ty information.

The security method and HMAC are then passed asmaders to the content type in the format like: this
Content-Type: MIME type; SEC=type; MAC=digest

Where:

MIME type is ‘application/vnd.syncml .dn+wbxml’ (cannot use XML for bootstrap)

SEC = “NETWORKID”, “USERPIN”, or “USERPIN_NETWORKID Other types MAY also be used.
Digest is the computed HMAC value as stated above.

5.11.2.3.2 NETWORKID

This method relies on some kind of shared secegttkie Device and the network provider both knovokeethe bootstrap
process starts. This could be things like IMSI &8M) or ESN (for CDMA). What the shared secretialty is depends on
the network provider and the particular Device. @deantage with this method is that is can be usggbut user
intervention.

The NETWORKID method requires:

A HMAC value to be calculated using this sharedeteand the DM bootstrap message, to be sent alithghe
message. See section 5.11.2.3.1.

» The protocol used to send the bootstrap messagelMidS®apable of transporting both the HMAC valud Hre
OMA DM bootstrap package.

* The security type SHALL be specified as “NETWORKID”
OMA DM compliant Devices and Servers MUST suppbe NETWORKID method.
5.11.2.3.3 USERPIN

This method relies on a PIN that MUST either be mmnmicated to the user out-of-band, or agreed updoré the bootstrap
process starts.

The USERPIN method requires:

« A HMAC value to be calculated using this sharedeteand the DM bootstrap message, to be sent alithghe
message. See section 5.11.2.3.1.

» The protocol used to send the bootstrap messagelMidS®apable of transporting both the HMAC valud tre
OMA DM bootstrap package.

* The security type SHALL be specified as “USERPIN".
OMA DM compliant Devices and Servers MUST suppbe USERPIN method.
5.11.2.34 USERPIN_NETWORKID

This is a combination of the NETWORKID and USERRIthods. It requires the use of a secret shareeebatthe
network provider and the Device and a user PIN.

The USERPIN_NETWORKID method requires:
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A HMAC value to be calculated using this PIN condarwith the secret shared between the network geownd
the Device (with the PIN and secret combined adl‘dcret”) and the bootstrap message, to be sémtheé
message. See section 5.11.2.3.1.

» The protocol used to send the bootstrap messagelMidSapable of transporting both the HMAC valud tre
OMA DM bootstrap package.

* The security type SHALL be specified as “USERPIN TNEORKID”.
OMA DM compliant Devices and Servers MAY support tHiSERPIN_NETWORKID method.

5.11.2.4 Network Dependent Security

5.11.2.4.1 3GPP_GBA
This method applies only to 3GPP Networks and asvibat support GBA Push.

It is assumed that the DM Server has access toshbtkl Bootstrap Integrity Key (DMBIK) and a DM Baitap Encryption
Key (DMBEK) which have been derived from the lomgrb secret that is shared between the device sandramd the
network using the 3GPP Generic Bootstrapping Aechitre (GBA) Push specifications [TS 33.223].

The GBA Push procedures MUST be executed prioetadlisg the bootstrap message itself in order foniteal and network
to agree on the DMBIK and DMBEK that SHALL be udedorotect the bootstrap message. For more infeéomatn how a
DM Server can interact with GBA Push see Appendix D

A DM Server SHOULD use the XML-signature [XMLSIGIRIMAC mechanism on a bootstrap message with DMBIK as
keying material on the bootstrap message. A DM &eBHOULD use the XML-encryption [XMLENC] mechanism a
bootstrap message with DMBEK as keying materiaih@enbootstrap message when this contains confalafdta when the
message contains confidential information.

When both mechanisms are used they MUST be apiplithe® following sequence:
1  First, the bootstrap message is integrity proteasidg XML-signature HMAC and the DMBIK as keyingaterial.

Then, the result is then confidentiality protectisthg XML-encryption and the DMBEK as keying maaéri

3 Finally, the resulting XML document is encodedhe WWBXML format [WBXML1.1], [WBXML1.2] or
[WBXMLL1.3].

The security method and combined integrity and idemtiality are passed as parameters to the cotyeatn the format
like this:

Content-Type: MIME type; SEC=type

Where:

MIME type is ‘application/vnd.syncml .dn+wbxml’
SEC = “3GPP_GBA”

GBA Push allows the generation of a so called Kd/i(g) NAF shared secret both in the network amthie device. From
this master key Ks_ (ext/int) _NAF, two shared secege generated: the DMBIK and the DMBEK.

This 3GPP_GBA method requires:

» The NAF_ld SHALL be constructed using as FQDN thé Berver FQDN and as GBA Ua security protocol it
the one defined for DM in Open Mobile Naming Autingp(OMNA).
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* Anintegrity and confidentiality protected bootftnmessage using DMBIK and DMBEK shared secretsdanided
from the Ks_(ext/int) _NAF using the GBA key deriiat function (see Annex B of [TS 33.220] as folloggee notation
style and how parameters are used in Annex B d33.320):

+ FC=0x01
* For DMBIK: PO ="dmbik" (i.e. 0x64 0x6D 0x2D 0x6X69 0x6B)
* For DMBEK: PO = "dmbek" (i.e. 0x64 0x6D 0x2D 0x628% 0x6B )

* LO =length of PO is 6 octets (i.e. 0x00 0x06).
The Key to be used in key derivation SHALL be:

* Ks_(ext/int)_NAF
In summary, the DMBIK and DMBEK and SHALL be derivefom the Ks_(ext/int) _NAF and static strings "dkib

and "dmbek" respectively as follows:
¢ DMBIK = KDF (Ks_(ext/int)_NAF, "dmbik")

«  DMBEK = KDF (Ks_(ext/int)_NAF, "dmbek")

The protocol used to send the bootstrap messagelMidSapable of transporting the protected OMA Diwtistrap
package.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
N/A N/A No prior DM 1.3 version
A.2 Draft/Candidate Version 1.3 History
Document I dentifier Date Sections Description
Draft Versions 15 Oct 2008 | All Baseline to v1.3 using OMA-TS-DM cBety-V1_2_ 1-20080617-A.
OMA-TS-DM_Security-V1_3 06 Jul 2009 All Applied

OMA-DM-DM13-2009-0031-CR_Add_Bootstrap_XML_Security
OMA-DM-DM13-2009-0019R05-
CR_Secure_Server_Initiated_Bootstrap
OMA-DM-DM13-2009-0029R01-CR_Security_Cleanup
OMA-DM-DM13-2009-0044-CR_Transport_Specific_Seaprit

25 Nov 2009 | Al Applied

OMA-DM-DM13-2009-0108R02-CR_Security_Cleanup
12 Dec 2009 | 5.6 Applied

OMA-DM-DM13-2009-0115R01-CR_Integrity Encryption_d®@ring.
28 Dec 2009 | Al Applied

OMA-DM-DM13-2009-0126-
CR_VerProto_Bug_Fix_for_DM_Security.

04 Feb 2010 | All Applied
OMA-DM-DM13-2010-0012-CR_Security_SCR
OMA-DM-DM13-2010-0002R01-CR_Security_Reference_#jx.

11 Feb 2010 | Al General editorial clean-up of fotting by DSO

15 Mar 2010 | All Changed all text to UK, reapplied OMA-DM-DM13-200002R01-
CR_Security_Reference_Fix.

14 Apr 2010 | All Applied OMA-DM-DM13-2010-0053R01-
CR_Security_SCR__ Correction. Also added editoridés to XML-
security sections.

23 Apr 2010 | All Applied OMA-DM-DM13-2010-0056R02-CBMIME_Security.

26 Apr 2010 | All Creation by DSO of a clean versigithout change marks

05 May 2010| All Double quotes changed to singletesio

Font changed from Courier to Courier New for sntppehere relevant
to harmonize the fonts in the document

Candidate Version 25 May 2010| N/A Status changed to Candidate by TP

OMA-TS-DM_Security-V1_3 Ref # OMA-TP-2010-0221-
INP_DM_V1.3_ERP_and_ETR_for_Candidate_approval

Draft Versions 25Aug 2010| 3.2,5.3,5.11 Applied OMA-DM-DM13-260085R04-CR_Bootstrap_Transport

OMA-TS-DM_Security-V1_3 01 Oct2010 | All Applied OMA-DM-DM13-2010-0112-CR-8gity-TS-Cleanup

Candidate Version 07 Dec 2010| N/A Status changed to Candidate by TP

OMA-TS-DM_Security-V1_3 Ref #OMA-TP-2010-0502-

INP_DM_V1_3 ERP_and_ETR_for_Candidate_re_approval
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Appendix B. Static Conformance Requirements

The notation used in this appendix is specified@PPROC].

(Normative)

B.1 SCR for DM Client
Item Function Reference Status | Requirement
DM-SEC-C-001 Client MUST Section 5.4 M
authenticate itself to a
Server
DM-SEC-C-002 Client MUST Section 5.4 M
authenticate a Server
DM-SEC-C-003 Support for transport | Section 5.3 0]
layer authentication
DM-SEC-C-004 Support for the different Section 5.3 o DM-SEC-C-004 OR DM-SEC-C-
layer authentication 007
DM-SEC-C-005 Send credentials to Section 5.4 o
Server
DM-SEC-C-006 Challenge Server Section 5.4 @)
DM-SEC-C-007 Support for application | Section 5.3 o DM-SEC-C-008 AND DM-SEC-Ct
layer authentication 010
DM-SEC-C-008 Support for OMA DM | Section 5.4 0]
syncml:auth-md5 type
authentication
DM-SEC-C-009 Accept challenges fron Section 5.4.5 (0]
Server that has not yet
been successfully
authenticated
DM-SEC-C-010 Integrity checking using Section 5.5 O DM-SEC-C-011 AND DM-SEC-Ct
HMAC-MD5 012
DM-SEC-C-011 Inserting HMAC in Section 5.5.1 (0]
transport
DM-SEC-C-012 Using HMAC for all Section 5.5.1 (0]
subsequent messages
DM-SEC-C-018 Bootstrap Security for | Section (0] DM-SEC-C-019 OR DM-SEC-C-
Bootstrap via DM 5.11.2.1 020
Profile
DM-SEC-C-019 Transport neutral Section O DM-SEC-C-021
security for Bootstrap 5.11.2.3
via DM Profile
DM-SEC-C-020 Transport layer security Section O
for Bootstrap via DM 5.11.2.1
Profile
DM-SEC-C-021 Use of NETWORKID, | Section O
USERPIN, or 5.11.2.3
USERPIN_NETWORKI
D when Bootstrapping
via DM Profile
DM-SEC-C-022 Support of Section M
NETWORKID method | 5.11.2.3.2
in Bootstrap via DM
Profile
DM-SEC-C-023 Support of USERPIN Section M
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Item Function Reference Status | Requirement
method in Bootstrap via| 5.11.2.3.3
DM Profile

DM-SEC-C-024 Support of Section (0]
USERPIN_NETWORKI | 5.11.2.3.4
D method in Bootstrap
via DM profile

B.2 SCR for DM Server

Item Function Reference Status | Requirement

DM-SEC-S-001 Different password for | Section 5.1 M
each client

DM-SEC-S-002 Support for client Section 5.3 M
authentication at the
transport layer

DM-SEC-S-003 Send credentials to clignt  Section 5.3| M

DM-SEC-S-004 Challenge Client Section 5.3 (0]

DM-SEC-S-005 Support for clients Section 5.3 0] DM-SEC-S-006 AND DM-SEC-S
authentication at the 009 AND DM-SEC-S-010
application layer

DM-SEC-S-006 MD5 challenge to clien Section 5.3 (0]

DM-SEC-S-007 MD5 challenge to client Section 5.3 0]
in conjunction with
transport layer security

DM-SEC-S-008 Supply of a new nonce| Section 5.4.4 M
with one more challenge
if authentication fails

DM-SEC-S-009 Using new nonce for | Section 5.4.4 (0]
each new session

DM-SEC-S-010 Accept challenges fron} Section 5.4.5 (0]
clients that have not yet
been successfully
authenticated

DM-SEC-S-011 Integrity checking usingSection 5.5.1.1| O DM-SEC-S-012 AND DM-SEC-S
HMAC-MD5 013

DM-SEC-S-012 Inserting HMAC in Section 5.5.1 (0]
transport

DM-SEC-S-013 Using HMAC for all Section 5.5.1 O
subsequent messages

DM-SEC-S-022 Bootstrap Security for | Section O DM-SEC-S-023 OR DM-SEC-S-
Bootstrap via DM 5.11.2.1 024
Profile

DM-SEC-S-023 Transport neutral Section (0] DM-SEC-S-025
security for Bootstrap 5.11.2.3
via DM Profile

DM-SEC-S-024 Transport layer security Section (0]
for Bootstrap via DM 5.11.2.1
Profile

DM-SEC-S-025 Use of NETWORKID, Section 0]
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Item Function Reference Status | Requirement

USERPIN, or 5.11.2.31
USERPIN_NETWORKI
D when Bootstrapping
via DM Profile

DM-SEC-S-026 Support of Section M
NETWORKID method | 5.11.2.3.2
in Bootstrap via DM

Profile

DM-SEC-S-027 Support of USERPIN | Section M
method in Bootstrap via| 5.11.2.3.3
DM Profile

DM-SEC-S-028 Support of Section (0]

USERPIN_NETWORKI | 5.11.2.3.4
D method in Bootstrap
via DM profile
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Appendix C. DM Interaction with GBA Push (Informative)

This section describes the possible interactionsd®n the DM Server and GBA according GBA Pushifipation [TS
33.223]. There are two possible ways of interactift) the GBA infrastructure in order to obtain thecessary key material
for protecting the bootstrap message.

The figure bellow illustrates the straightforwampeoach where the DM Server has to additionallylemgnt the NAF
functionality according to GBA Push [TS 33.223] aiso some mechanism to decide whether a partideldce is GBA
Push enabled.

This NAF functionality would:

* interface the BSF to obtain the GPI

» derive the integrity and confidentiality keys DMB&6d DMBEK

» Send the GPI to the device in order to trigger #egvation

This deployment has a larger impact on the DM Sesugce new interfaces need to be implemented wsv&BA and
device.

Device DMS BSF
(NAF) (GBA)

1. Bootstrap Device

request
2. Device control

3. GBA Push Info (GPI)
[TS 33.223]

=

4. NAF SA storage
Derive DMBIK and DMBEK

«—5. GPI [TS 33.223]

6. NAF SA generation& storage.
Derive DMBIK and DMBEK.

7. Protect bootstrap message
with DMBIK and DMBEK

-« 8. Protected J

bootstrap message

9. Decrypt and verify
bootstrap message

Figure 1. DM-GBA interaction with added NAF into the DM Server (DM S)

The figure below shows an alternative proxy NAF liempentation that offloads the DM Server from GBAesifics. In this
case, an external entity handles all the addititmgic of BSF interfacing, key derivation and devitiggering. The DM
Server would use an interface to receive a redoediootstrapping a device with the attached iritggmd confidentiality
keys DMBIK and DMBEK. Such an interface is out bétscope of this specification.
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Device

1. Bootstrap Device

request

DM NAF
Proxy

2. Device control

4.
Derive

NAF SA storage
DMBIK and DMBEK

~+—5. GPI [TS 33.223]

6. NAF SA gene
Derive DMBIK a

ration& storage.
nd DMBEK.

| 7.Bootstrap Device request
DMBIK and DMBEK

BSF
DMS (GBA)
3. GBA Push Info (GPI)
[TS 33.223]

-

-

10. Decrypt
bootstrap

and verify
message

9. Protected
bootstrap message

8. Device Control.
Protect bootstrap message
with DMBIK and DMBEK

Figure 2. DM-GBA interaction via external NAF
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