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1. Scope
This document specifies the OMA Device Managememnv& to Server delegation mechanism.

A DM Server can use this mechanism to delegat®MeClient authority to another DM Server.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED", “SHAILL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as describefRFC2119]

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

Any reference to components of the DTD's or XMLpgits is specified in thig ypef ace”.

3.2 Definitions

Kindly consult [DMDICT] for all definitions used ithis document.

3.3 Abbreviations

Kindly consult [DMDICT] for all abbreviations used this document.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

This specification defines the DM Client authoid®legation process involving two DM Servers.

The delegation process is the process by whichMareagement Authority (the delegating MA) delegatesevokes the
management control of a DM Tree to another MAiis specification several types of delegation awbcation of
delegation are described. In addition to descrilbimdfiple process flows, this specification definles DM server to DM
Server delegation protocol.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Client Authority Delegation

5.1 Overview

The delegation of authority to manage a DM Clientiternate DM Servers, within a Management Authi@t between
Management Authorities, is a useful function foy dfanagement Authority, as it provides flexibilitythe management of
a network of DM Clients. In this specification, @ahanism is specified to transfer between DM Sertlez authority to
manage a DM Client: it is called Client AuthoritgRgation.

The delegation of a DM Client authority involvededst two DM Servers and one DM Client.

The delegation mechanism consists of one DM SéBelegating Server) which delegates the authooityanage a DM
Client to a second DM Server (Delegated Server).

For example, collaborative management of a DM Clisntwo DM Servers is a likely scenario in ent&gerand service
provider business relationships. The enterprisemainage the portion of DM Client associated whité business of the
enterprise such as specific enterprise applicatiohge the service provider will manage the cominations aspects of the
DM Client. The enterprise and service providereaeh a Management Authority over the DM Client.

The delegation of the management authority carchieed by the following steps:
1. Accepting delegation request

2. Adding account information of the Delegated Server

3. Configuring ACLs of the Management Tree

In this specification two scenarios are descrilbedhe first one (5.2.1), the Delegated Server jates' the information about
its DMAcc to the Delegating Server, which add thfermation in the DM Client; in the second one2(8), the Delegated
Server provides the Bootstrap Server URL to theeBeting Server, which forwards this informatiortie DM Client.

Obviously, once a Management Autorithy has tramstethe authority to manage aDM Client, is showddbssible to
revoke the control and resume back the authorityhé following sections several scenarios of ratioo are described.

In this specification three different scenarios described. In the first one (5.2.3), the Delegaterver wants to interrupt
the delegation in a “gentle” way: in order to gteehe Delegated Server the possibility to terngérstfely all activities with
the DM Client, it waits for Delegated Server comfation before revoking the delegation ; in the selcone (5.2.4) the
Delegated Server asks to the Delegating Servertainate the delegation and resume the autorithyMrClient; the last
one (5.2.5) is similar to the first one, but instiase the Delegating Server interrupts the detegaithout notice.

In the following sections, each process is desdribaletail; the Delegating Server is shown as DM&1d the Delegated
Server is shown as DMS-2.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2 Process Flows
5.2.1 Delegation using DMS-2 DMAcc approach

In this scenario, DMS-1 creates the DMS-2 DMAcdloe DM Client according to the information provideg DMS-2.

A

1. TLS Connection setup

y

-
-}

2. Delegation initiation request

-

DMS-1 -

\

3. DM Client bootstrap notification
P DMS-2
5. DM Client prepared

\J

7. Delegation complete

4. DMS-2 DMAcc creation (if
necessary) and ACLs

update(optional: .
DMS-1 DMAcc removal) DM Client 6. DM session

A

Figure 1: Delegation process — Setup DMAcc for DMZ-

5.2.1.1 Step 1: TLS Connection Setup

Mutual authentication of DM Servers will be donedsgablishing an HTTPS session. Both Servers MUfpart the X.509
digital certificate based authentication on TLS.

5.2.1.2 Step 2: Delegation Initiation Request
The delegation process may be initiated by the DIM8-by the DMS-2.

5.2.1.3 Step 3: DMS-2 bootstrap notification

The DMS-2 notifies the DMS-1 if DM Client has bealready successfully bootstrapped, or if the DMBMAcc has to be
created on DM Client.

5214 Step 4: DM Client preparation
Based on the Step 3 response, if not originallyedoynthe DMS-2, the DMS-1 creates the DMS-2 DMAndlee DM Client.
The DMS-1 updates the DM Tree ACLs accordinglyh® DMS-2 serverld.

The DMS-1 indicates to the DM Client that no DMsies must be initiated to the DMS-2. Note: this &ébur can be
achieved by setting to false the NoAutolnitialSessiode in DMAcc (see the section 5.3.JDMSTDOBJ)). This value can
be changed later, if required, by the DMS-1 or@BiS-2: e.g., the DMS-1 MAY implement a timeout viradf for
Delegation complete message and if this timeouiregpvithout response, it MAY impose to the DM @li¢o connect
automatically to the DMS-2.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2.1.5 Step 4b: Optional - DMS-1 DMAcc removal from DM Client Delegation
complete

If the DMS-1 is to do full delegation, then it dids its own DMAcc from the DM Client.
5.2.1.6 Step 5: DM Client prepared

The DMS-1 notifies the DMS-2 that the DM Client pagation is done.

5.2.1.7 Step 6: DM session initiation

The DMS-2 initiates a DM session with the DM Client

5.2.1.8 Step 7: Delegation complete
The DMS-2 notifies the DMS-1 that the delegatioagass is complete.

5.2.2  Delegation using DMS-2 Bootstrap Server URL approach

In this scenario, DMS-1 forwards to the DM Clieh¢ Boostrap Server URL provided by DMS-2.

1. TLS Connection setup

-l
-}

2. Delegation initiation request

Y v

-
-

DMS-1 P 4. DM Client bootstrap notification DMS-2

6. DM Client prepared

Y

8. Delegation complete

5. DMS-2 DMAcc creation (if

necessary) and ACLs <,,§;§9°f§t[a,p,,,,
update(optional: .
DMS-1 DMAcc removal) DM Client _7.DM session

|

Figure 2: Delegation process - Bootstrap Server URL

5.2.2.1 Step 1 and 2: TLS Connection Setup and Delegation Initiation Request
The flows for the Steps 1 and 2 are identical tatit being described in the sections 5.2.1.1 abd 2.
5.2.2.2 Step 3: DMS-1 requests DMS-2 for its Bootstrap Server URL

The DMS-1 requests the DMS-2’s Bootstrap Server WiRthe DMS-2.

The DMS-2 sends its Bootstrap Server URL to the BMS

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2.2.3 Step 4: DM Client bootstrap setup

The DMS-1 provides the DMS-2’s Bootstrap Server URthe DM Client (for example, by adding a newrgim the
Bootstrap Config MO on the device).

5.2.2.4 Step 5: DM Client request DMS-2 bootstrap

Using the DMS-2’s Bootstrap Server URL, the DM @tieequests the DMS-2’s bootstrap from the Boops8arver. (The
Bootstrap Server and the DMS-2 may be the samdqahgevice.)

The Bootstrap Server provides the DMS-2’s bootsimgrmation to the DM Client.
5.2.2.5 Step 6: DM session initiation

After getting bootstrapped, the DM Client initiaee®M session with the DMS-2.
5.2.2.6 Step 7: DMS-2 bootstrap complete

The DMS-2 notifies the DMS-1 that the DM Client Heeen successfully bootstrapped.
5.2.2.7 Step 8: DMS-1 update ACLs

The DMS-1 updates the DM Tree ACLs accordinglyh® DMS-2 serverld.

5.2.2.8 Step 8b: Optional - DMS-1 DMAcc removal from DM Client Delegation
complete

The flow for the Step 8b is identical to what isngedescribed in the sections 5.2.1.5.
5.2.2.9 Step 9: Client prepared
The DMS-1 notifies the DMS-2 that th®M Client preparation is done.

5.2.2.10  Step 10: Delegation complete
The DMS-2 notifies the DMS-1 that the delegatioagass is complete.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2.3 Delegation Revocation (asked)

If the DMS-1 still has its DMAcc on the DM Clienthen DMS-1 can choose to revoke the delegatiothignscenario the
DMS-1 requests to the DMS-2 to terminate all atigi with DM Client and waits for the notificatidrom the DMS-2
before terminating the delegation.

1. TLS Connection setup

2. Termination request

3. Termination aknowledge
DMS-1 B DMS-2

4. Termination notification

6. Delegation revoked

\j

5. DM Tree cleaning

DM Client

Figure 3: Delegation Revocation (asked) Process

5.2.3.1 Step 1: TLS Connection setup

The flow for the Step 1 is identical to what isrgedescribed in the section 5.2.1.1.

5.2.3.2 Step 2: Activities termination request

The DMS-1 asks to the DMS-2 to terminate all atitgi on the DM Client in order to safely revokeedgtion.
5.2.3.3 Step 3: Activities acknowledge

The DMS-2 acknowledges to the DMS-1 of the terniimatequest.

5.2.3.4 Step 4: Activities termination notification

The DMS-2 notifies to the DMS-1 that all of its iadtes on the DM Client has been terminated areddblegation can safely
revoked.

Note: the DMS-1 MAY implement a timeout for the DA2% activities termination notification; if thignieout expires, the
DMS-1 MAY proceed with the Step 5 even if the riofion (noted in this step) has not been received.

5.2.35 Step 5: Delegation Removal
The DMS-1 deletes and cleans the DMS-2 from the Clldnt Management Tree (DMAcc removal).

5.2.3.6 Step 6: Delegation Revocation notification

The DMS-1 notifies the DMS-2 that the delegatios haen revoked successfully.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2.4  Delegation Revocation (requested)

In this scenario the DMS-2 requests for some reagothe DMS-1 to terminate the delegation. ThenDMS-1 interrupts
the delegation without any wait.

1. TLS Connection setup o

-l

2. Revocation request

DMS-1 4, Delegation revoked > DMS-2

3. DM Tree cleaning

DM Client

Figure 4: Delegation Revocation (requested) process

5.24.1 Step 1: TLS Connection setup

The flow for the Step 1 is identical to what isrdmpdescribed in the section 5.2.1.1.
5.2.4.2 Step 2: Delegation Revocation request

The DMS-2 requests to the DMS-1 the revocationetéghation.

5.2.4.3 Step 3: Delegation Removal

The DMS-1 deletes and cleans the DMS-2 from theCldnt Management Tree (DMAcc removal).

5.2.4.4 Step 4: Delegation Revocation notification

The DMS-1 notifies the DMS-2 that the delegatiors haen revoked successfully.
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5.2.5 Delegation Revocation (forced)

In this scenario the DMS-1 interrupts for some oeashe delegation without any forewarning to thé¢32; once the
delegation has been terminated, the DMS-1 MAY wgdtiE DMS-2.

2. TLS Connection setup

DMS-1 DMS-2

1. DM Tree cleaning

DM Client

Figure 5: Delegation Revocation (forced) process

5.2.5.1 Step 1: Delegation Removal

The DMS-1 deletes and cleans the DMS-2 from the Clldnt Management Tree (DMAcc removal).
5.2.5.2 Step 2: TLS Connection setup

The flow for the Step 2 is identical to what isrgpdescribed in the section 5.2.1.1.

5.2.5.3 Step 3: Optional - Delegation Revocation notification

The DMS-1 notifies the DMS-2 that the delegatios haen revoked.

5.3 DM Server to DM Server Interface

This chapter defines the message structure fddMelelegation protocol as well as its binding otrex Hypertext Transfer
Protocol (HTTP) as defined HRFC2616]

In order to exchange the delegation protocol messdgM Servers MUST use HTTP POST method with
“application/vnd.dm.delegation+xml” value for “Camtt-Type” HTTP header and a xml document contaidiglggation
protocol parameters as HTTP bodyhe schema for this XML document is specifieDNMDELXSD].

The target URL MUST be in the form of "https://<twfs<port>][...]/<interface_name>". Both DM Servek#UST expose
a protocol end point for the DM delegation protoaslthey act both as HTTP client and server.
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The HTTP response will include the response siadde. The body of the HTTP Response MUST eithey@bM
delegation protocol message as a reponse to thesein the POST or no content. When no contgmtagided, the HTTP
status code SHALL be the status reponse to the Bliglgation protocol request message. If contentagiged, the content-
type for the body SHOULD be “application/vnd.dmelgation+xml”.

The message flow diagrams in the following sectitinstrate the protocol exchanges in the true ca$ere no error
conditions occur.

If a failure occurs at any point in a delegationgass (sections 5.3.1 and 5.3.2), the delegatgsigebetween the DM
Server SHOULD be terminated immediately. Upon seqdir receiving a failure message, the DM Seniepgssible,
SHOULD undo all changes done to the DM Client, purgy saved state information associated with ¢egdtion process
and revert to the existing delegation scheme poithe start of the process. The DM Server MAYtdtae process again at
any time.

In a revocation process (sections 5.3.3, 0 an&%.8the DMS-1 fails in removing the DMS-2 datarih DM Client, it
SHOULD notify the DMS-2 that delegation could bemmromised. In Asked Revocation (section 5.3.3héf DMS-2 fails
in stopping safely activities on DM Client, it MA&void to notify the DMS-1 and the DMS-1 SHOULD peed with the
DMS-2 data removal.

5.3.1 Delegation using DMS-2 DMAcc

Figure 6 through Figure 8 illustrate the delegapoocess using the DMAcc MO of the DMS-2.

DM Client DMS-1 DMS-2
S b
< <
> TLS Connection setup

DELEGATION_REQ

\j

DELEGATION_RESP

A

Figure 6: Delegation Protocol message exchange (iated by DMS-1)
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DM Client DMS-1 DMS-2

" o//‘

U

TLS Connection setup

A

DELEGATION_REQ

A

DELEGATION_RESP

Figure 7: Delegation Protocol message exchange (iated by DMS-2)

é N
DMS-1 DMS-2
DM Client  Delegating DM Server Delegated DM Server

Mutual Authentication (HTTPS)

DMS-2 DMAcC < DELEGATION_START (DMAcc)
<creation ACLs update

DELEGATION_PREPARED

DM Session

< DELEGATION_CONFIRM

Figure 8: Delegation Protocol message exchange

A description summary of the various delegatiortgrol messages is provided in the following subeast
53.1.1 DELEGATION_REQ

Delegation Request is the first message sent frendélegation initiator DM Server to its peer DMn&e. The semantics of
this message depends upon whether the delegatimitiased by the DMS-1 (Figure 6) or by the DMSJFigure 7).

If the delegation is initiated by the DMS-1, thigssage is a request asking the DMS-2 if it is mgllio accept management
of a DM Client.
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If the delegation is initiated by the DMS-2, thigssage is a request from the DMS-2 asking the DNiSgtant the
management of a DM Client.

This message is asynchronous and carried by HTTPTPThe HTTP response carries the DELEGATION_RE®Bsage.

Table 1: DELEGATION_REQ parameters table

Name Type Value(s) Description

serverld String DM Server Identifier

deviceld string Device identifier

deviceMan string See /Devinfo/Man Device Manufacturer
[DMSTDOBJ]

deviceMod string See /Devinfo/Mod Device Model
[DMSTDOBJ]

DMTreeURI string The part of DM Tree which

management is to be delegated
isDelegationFull boolean true/false True if delégatonfirmed
is full, false otherwise
sessionld string Session Identifier

5.3.1.2 DELEGATION_RESP

The Delegation Response message is sent to thgatiele initiator DM Server from its peer DM Servérhe semantics of
this message depends upon whether the delegatimitiased by the DMS-1 (Figure 6) or by the DMSJFgure 7).

If the delegation is initiated by the DMS-1, thigssage is sent from the DMS-2 to the DMS-1 witlagkmowledgement
(isAknowledged set to true) if it is willing to aggt management of the DM Client. If the DMS-2 dneswish to accept the
request, it sends a DELEGATION_RESP with a negatolenowledgement (isAknowledged set to false).

On the other hand, if the delegation is initiatgdhe DMS-2, this message is sent from the DMS-théoDMS-2 with an
acknowledgement (isAknowledged set to true) i§ itvilling to delegate the management of the DM 1@li¢f the DMS-1
does not wish to accept the request it sends a BRAITHON_RESP with a negative acknowledgement (isAldedged set
to false).

This message is carried by the HTTP response toHBATION_REQ (5.3.1.1).

Table 2: DELEGATION_RESP parameters table

Name Type Value(s) Description

reasonCode int See section 11 “Response Status reason Code
Codes” in[DMREPROQ]

status string DELEGATION_RESP Status field
isAknowledged boolean true/false Acknowledgemehie/a
sessionld string Session Identifier
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5.3.1.3 BOOTSTRAP_CONFIRMED

The BOOTSTRAP_CONFIRMED message is sent by the DMiSorder to communicate to DMS-1 that the DM Glibas
been already bootstrapped (isClientBootstappedodate) or that DMS-1 has to create DMS-2 DMAkodtstrap details
are provided) . Upon receiving the BOOTSTRAP_CONWHED message, the DMS-1 will create the DMS-2 DMAxcthe
DM Client (if required) and then update the ACLstbha DM Client as to what the DMS-2 can access. DM&-1 will
notify the DM Client not to automatically establiaibM session with the DMS-2.

This message is asynchronous and carried by HTT®PTPThe HTTP response has no content.

Table 3: BOOTSTRAP_CONFIRMED parameters table

Name Type Value(s) Description

reasonCode int See section 11 “Response reason Code
Status Codes” ifDMREPRO]

status string BOOTSTRAP_CONFIRMED Status field
isClientBootstapped boolean true/false True ifBiMS-2 has
bootstrapped DM Client, falsg
otherwise.
DMAcc complex see section 5.3.1 of If isClientBootstapped is
[DMSTDOBJ] false, contains the DMS-2

bootstrap information to be

used by the DMS-1 in order to

create the DMS-2 DMAcc on
DM Client.

sessionld string Session Identifier

5.3.14 DELEGATION_PREPARED

A Delegation Prepared message is sent by the Dabtify the DMS-2 that the DM Client is ready. dipreceiving the
DELEGATION_PREPARED message, the DMS-2 will estblh DM session with the DM Client. If the DMS-1sha
removed its own DMAcc from the DM Client (full degjation), this message carries also full delegatmnrfirmation.

This message is asynchronous and carried by HTT®TPThe HTTP response has no content.

Table 4: DELEGATION_PREPARED parameters table

Name Type Value(s) Description

reasonCode int See section 11 “Responsge reason Code
Status Codes” ifDMREPRO]

status string PREPARED Status field

isDelegationFull boolean true/false True if delégatconfirmed
is full, false otherwise

sessionld string Session Identifier
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5.3.1.5 DELEGATION_CONFIRMED

Delegation Confirmed is sent from the DMS-2 to EHdS-1 once a DM session has been established betiveedDMS-2
and the DM Client.

This message is asynchronous and carried by HTT®PTPThe HTTP response has no content.

Table 5: DELEGATION_CONFIRMED parameters table

Name Type Value(s) Description

reasonCode int See section 11 “Response reason Code
Status Codes” ifDMREPRO]

status string CONFIRMED Status field

sessionld string Session Identifier

5.3.1.6 DELEGATION_FAILURE
A Delegation Failure message may be sent at anytione either the DMS-1 or the DMS-2 to halt theeatgltion process.
This message is asynchronous and carried by HTT®PTPThe HTTP response has no content.

Table 6: DELEGATION_FAILURE parameters table

Name Type Value(s) Description

reasonCode int See section 11 “Response reason Code
Status Codes” ifDMREPRO]

status string FAILURE Status field

sessionld string Session Identifier

5.3.2 Delegation using DMS-2 Bootstrap Server URL

Assuming the steps 1-4 in the Figure 2 are suagessé DMS-1 needs to wait a finite duration befdeclaring that the step
7 has failed.

Figure 9 through Figure 11 illustrate the delegaficocess using the Bootstrap Server URL of the BMS

Bootstrap
DM Client DMS-1 DMS-2 Server

4 I

&)
(&,

&y
///o/f‘

TLS Connection setup

DELEGATION_REQ

DELEGATION_RESP

Figure 9: Delegation Protocol message exchange (iated by DMS-1)
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Bootstrap
DM Client DMS-1 DMS-2 Server
<1 =
S S X
L TLS Connection setup
DELEGATION_REQ
DELEGATION_RESP
Figure 10: Delegation Protocol message exchangeifiated by DMS-2)
Bootstrap
DM Client DMS-1 DMS-2 Server
<o <ol
S S S

BOOTSTRAP_SRV_URL_REQ

» DMS-1 DMAcc removal

DELEGATION_PREPARED

P DELEGATION_CONFIRMED

DMS-2 Bootstrap Server | BOOTSTRAP_SRV_URL_DELIVERY
URL provided
Bootstrap Server URL request -
bootstrap
DM Session
BOOTSTRAP_CONFIRMED
ACLs update [

Figure 11: Delegation Protocol message exchange

A summary description of the various delegatiortgrol messages is provided in the following subeast
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5.3.2.1

DELEGATION_REQ

The semantics of this message is the same asloedéni the section 5.3.1.1, with the slight chatinge references to the
Figure 6 and the Figure 7 need to be replacedfeyereces to Figure 9 and the Figure 10 respectively

5.3.2.2

DELEGATION_RESP

The semantics of this message is the same as lolsdani the section 5.3.1.2, with the slight chatige: references to the
Figure 6 and the Figure 7 need to be replacedfeyemeces to the Figure 9 and Figure 10 respectively

5.3.2.3

BOOTSTRAP_SRV_URL_REQ

The Bootstrap Server URL request is sent from tMSEL to the DMS-2 after mutual authentication.

This message is asynchronous and carried by HTT®TPThe HTTP response carries the

BOOTSTRAP_SRV_URL_DELIVERY message.

Table 7: BOOTSTRAP_SRV_URL_REQ parameters table

Name Type Value(s) Description
reasonCode int See section 11 “Response reason Code
Status Codes” ifDMREPRO]
status string BOOT_SRV_URL_REQ Status field
sessionld string Session Identifier
5.3.24 BOOTSTRAP_SRV_URL_DELIVERY

The DMS-2 delivers its Bootstrap Server URL to EMdS-1. This causes the DMS-1 to provide this UBIthe DM Client
(for example, by adding a new entry in the Boofsttanfig MO on the device).

Next, the DM Client will request the Bootstrap Sarfor the DMS-2 bootstrap information. The BoptServer provides
the DMS-2 bootstrap information to the DM Clierollowing a successful bootstrap procedure, the Clidnt initiates a

DM Session with the DMS-2.

This message is carried by the HTTP response toBROI®AP_SRV_URL_REQ (5.3.2.3).

Table 8: BOOTSTRAP_SRV_URL_DELIVERY parameters table

Name Type Value(s) Description
reasonCode int See section 11 “Response reason Code
Status Codes” ifDMREPRO]
status string BOOT_SRV_URL_DEL Status field
bootstrapURL string The DMS-2 Bootstrap Sery
URL
sessionld string Session Identifier

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Server_Delegation_Protocol-V1_3-20120306-C Page 23 (31)

5.3.25 BOOTSTRAP_ CONFIRMED

Bootstrap Confirmed is sent from the DMS-2 to thd$1 to notify the successful bootstrap of the DNef. Upon
receiving the BOOTSTRAP_CONFIRMED message, the DM&#H update the ACLs on the DM Client as to whte
DMS-2 can access.

This message is asynchronous and carried by HTT®PTPThe HTTP response has no content.

Table 9: BOOTSTRAP_CONFIRMED parameters table

Name Type Value(s) Description

reasonCode int See section 11 “Response reason Code
Status Codes” ifDMREPRO]

status string BOOTSTRAP_CONFIRMED Status field

sessionld string Session Identifier

5.3.2.6 DELEGATION_PREPARED

A Delegation Prepared message is sent by the DMSabtify the DMS-2 that the DM Client is readythfe DMS-1 has
removed its own DMAcc from the DM Client (full degjation), this message carries also full delegatmnrfirmation.

This message is asynchronous and carried by HTT®PTPThe HTTP response has no content.

Table 10: DELEGATION_PREPARED parameters table

Name Type Value(s) Description

reasonCode int See section 11 “Responsge reason Code
Status Codes” ifDMREPRO]

status string PREPARED Status field

isDelegationFull boolean true/false True if delégatconfirmed
is full, false otherwise

sessionld string Session Identifier

5.3.2.7 DELEGATION_CONFIRMED

The semantics of this message is the same asloledéni the section 5.3.1.5

5.3.2.8 DELEGATION_FAILURE

The semantics of this message is the same as laesani the section 5.3.1.6.
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5.3.3  Delegation revocation (asked)

DM Client DMS-1 DMS-2

a

TLS Connection setup

DELEGATION_TERMINATION_REQ

v v WW‘

DELEGATION_TERMINATION_ACK

A

DELEGATION_TERMINATION_RESP

DMS-2 removal

DELEGATION_REVOKED

A

Figure 12: Delegation Revocation (asked) messagechange

A summary description of the protocol messagesasiged in the following subsections.

5.3.3.1 DELEGATION_TERMINATION_REQ

After mutual authentication, Delegation Terminat®equest is sent from the DMS-1 to the DMS-2 askingrminate all of
its activities with the DM Client. This message tains the DM Client information (deviceld).

This message is asynchronous and carried by HTT®PTPThe HTTP response carries the
DELEGATION_TERMINATION_ACK message.

Table 11: DELEGATION_TERMINATION_REQ parameters tab le

Name Type Value(s) Description
deviceld string Device id
status string DEL_TERM_REQ Status field
sessionld string Session Identifier

5.3.3.2 DELEGATION_TERMINATION_ACK
The DMS-2 sends to the DMS-1 acknowledgement obtblegation Termination Request.
This message is carried by the HTTP response toHEATION_TERMINATION_REQ (5.3.3.1).

Table 12: DELEGATION_TERMINATION_ACK parameters tab le

Name Type Value(s) Description

reasonCode int See section 11 “Response reason Code
Status Codes” ifDMREPRO]
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status string DEL_TERM_ACK Status field

sessionld string Session Identifier

5.3.3.3 DELEGATION_TERMINATION_RESP
After terminating all activities involving the DMIi@nt, the DMS-2 sends Delegation Termination Respdo the DMS-1.
This message is asynchronous and carried by HTT®PTPThe HTTP response has no content.

Table 13: DELEGATION_TERMINATION_RESP parameters table

Name Type Value(s) Description

reasonCode int See section 11 “Response reason Code
Status Codes” ifDMREPRO]

status string DEL_TERM_RESP Status field

sessionld string Session Identifier

5.3.34 DELEGATION_REVOKED
The DMS-1 sends the Delegation Revoked messagetlaft®M Client has been cleaned from the DMS-adat
This message is asynchronous and carried by HTT®PTPThe HTTP response has no content.

Table 14: DELEGATION_REVOKED parameters table

Name Type Value(s) Description

reasonCode int See section 11 “Response reason Code
Status Codes” ifDMREPRO]

status string DEL_REVOKED Status field

sessionld string Session Identifier

5.3.3.5 REVOCATION_FAILURE
A Revocation Failure message may be sent at anytoneeither the DMS-1 or the DMS-2 to halt thegeation process.
This message is asynchronous and carried by HTT®PTPThe HTTP response has no content.

Table 15: REVOCATION_FAILURE parameters table

Name Type Value(s) Description

reasonCode int See section 11 “Response reason Code
Status Codes” ifDMREPRO]

status string FAILURE Status field

sessionld string Session Identifier
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5.34

Delegation revocation (requested)

DM Client

DMS-1

TLS Connection setup

DMS-2

y ///"//‘

///O//‘
L A

DELEGATION_REVOCATION_REQ

DMS-2 removal

DELEGATION_REVOKED

A

Figure 13: Delegation Revocation (requested) messagxchange

A description summary of the protocol messagesdsiged in the following subsections.

5.3.4.1

DELEGATION_REVOCATION_REQ

After mutual authentication, the Delegation RevimraRequest is sent from the DMS-2 to the DMS-liraskielegation
revocation. This message contains the DM Cliemrmftion (deviceld and DMTreeURI).

This message is asynchronous and carried by HTTEPTPThe HTTP response has no content.

Table 16: DELEGATION_REVOCATION_REQ parameters table

Name Type Value(s) Description
deviceld string Device id
status string DEL_TERM_REQ Status field
sessionld string Session Identifier
5.3.4.2 DELEGATION_REVOKED

The DMS-1 sends the Delegation Revoked messagetlat®M Client has been cleaned from the DMS-2dat

This message is asynchronous and carried by HTT®PTPThe HTTP response has no content.

Table 17: DELEGATION_REVOKED parameters table

Name

Type

Value(s)

Description

reasonCode

int

See section 11 “Respon
Status Codes” ifDMREPRO]

S

reason Code
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Status string DEL_REVOKED Status field
sessionld string Session Identifier
5.3.4.3 REVOCATION_FAILURE

The semantics of this message is the same as loledani section 5.3.1.6.

5.3.5 Delegation revocation (forced)
DM Client DMS-1 DMS-2
5
< <
DMS-2 removal
<« TLSConnectionsetup >
,,,,,,,,,,,,,,, DELEGATION_REVOKED

Figure 14: Delegation Revocation (forced) messagrobhange

A summary description of the protocol messagesdsiged in the following subsections.

5.35.1

DELEGATION_REVOKED

After mutual authentication and the DM Client hagib cleaned from the DMS-2 data, the DMS-1 sergl®tiegation
Revoked message containing the DM Client Infornmefaeviceld and DMTreeURI).

This message is asynchronous and carried by HTT®PTPThe HTTP response has no content.

Table 18: DELEGATION_REVOKED parameters table

Name Type Value(s) Description
deviceld string Device id
reasonCode int See section 11 “Response reason Code
Status Codes” ifDMREPRO]
status string DEL_REVOKED Status field
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5.3.5.2 REVOCATION_FAILURE

The semantics of this message is the same asloedéni the section 5.3.1.6.
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Appendix B. Static Conformance Requirements

The notation used in this appendix is specifie(BtRRULES]

B.1 SCR for DM Server

(Normative)

Item

Function

Reference

Requirement

DM-DEL-S-001-M

Support the X.509 digital certifieabased
mutual authentication on TLS

Section 5.2.1.1

DM-DEL-S-002-M

Support the interface and the spedif
parameters

Section 5.3

DM-DEL-S-003-O

Support the immediate terminatiortiod
delegation process if a failure occurs

Section 5.3

DM-DEL-S-004-O

Support to undo all changes dongh&oDM
Client if a failure occurs and purge any save(

process and revert to the existing delegation
scheme prior to the start of the process

]

Section 5.3

state information associated with the delegation

DM-DEL-S-005-O

Support the restart of the delegagoocess
following a failure

Section 5.3

DM-DEL-S-006-O

Support the notification of the dgé¢ed server
in the case of a delegation revocation

Section 5.3

DM-DEL-S-007-M

Support the HTTP POST method with
“application/vnd.dm.delegation+xml” value fqg
“Content-Type” HTTP header and protocol
parameters in XML document f3MDELXSD]
is HTTP body.

r

Section 5.3

DM-DEL-S-008-M

The target URL MUST be in the forrh o

"https://<host>[:<port>]/<interface_name>"

Section 5.3
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Appendix C. HTTP Binding Example (Informative)

According to specification in 5.3 and [DMDELXSD], here a binding example of Server Delegation Raltmessages to
HTTP protocol is provided. The example covers sfeggs DELEGATION_REQ (5.3.1.1) to BOOTSTRAP_CONFI &
(5.3.1.3) of “Delegation using DMS-2 DMAcc” flow (3.1).

POST /DM.i nterface/ DM del egati on HTTP/ 1.1

Host: <DMs- 2. exanpl e2. conp

Cont ent - Type: application/vnd.dm del egati on+xni
Accept: application/vnd vnd. dm del egati on+xni
Cont ent - Lengt h: nnnn

<?xm version="1.0" encodi ng="UTF-8"?>

<del egation_req xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchenalLocati on="http://ww. opennobi | eal | i ance. org/tech/profil es/dm dm
13 _del egati onprotocol -vl 0. xsd">

<server| d>DM Server_ABC</serverl d>
<devi cel d>I MEl : AAAAAABBCCCCCCD</ devi cel d>
<devi ceMan>Vendor XYZ</ devi ceMan>
<devi ceMbd>Mbd5462</ devi ceMod>
<DMTI'r eeURI >/ SCOMO</ DMI'r ee URI >
<i sDel egati onFul | >f al se</i sDel egati onFul | >
<sessi onl d>ABCDERFGHCHDJKD</ sessi onl d>
</ del egati on_reqg>

HTTP/ 1.1 200 K
Cont ent - Type: application/vnd. dm del egati on+xmi
Cont ent - Lengt h: nnnn

<?xm version="1.0" encodi ng="UTF-8"?>

<del egation_resp xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : noNanmespaceSchenalLocati on="http://ww. opennobi | eal | i ance. org/tech/ profil es/dm dm
13 _del egati onprotocol -vl 0. xsd">

<r easonCode>200</ r easonCode>

<st at us>DELEGATI ON_RESP</ st at us>

<i sAknow edged>t r ue</i sAknow edged>

<sessi onl d>ABCDERFGHCHDJKD</ sessi onl d>
</ del egati on_resp>
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POST /DM.interface/ DM del egati on HTTP/ 1.1

Host: DMB- 1. exanpl el. com

Cont ent - Type: application/vnd. dm del egati on+xmi
Accept: application/vnd vnd. dm del egati on+xni
Cont ent - Lengt h: nnnn

<?xm version="1.0" encodi ng="UTF-8"?>

<boot strap_confirmed xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : noNanmespaceSchenmaLocati on="htt p://ww. opennobi | eal | i ance. org/tech/profil es/dmdm
13 _del egati onprotocol -vl 0. xsd">

<r easonCode>200</ r easonCode>
<st at us>BOOTSTRAP_CONFI RMED</ st at us>
<i sC i ent Boot st apped>t r ue</i sd i ent Boot st apped>
<sessi onl d>ABCDERFCHCHDIKD</ sessi onl d>
</ boot strap_confirnmed>

HTTP/ 1.1 204 OK No Content
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