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Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.
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1. Scope

This document describes OMA-DM security requireraentgeneral, and provides description of translayer security,
application layer security, etc. It also describesurity mechanisms that are used to provide tegiity, confidentiality and
authentication.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAILL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as describefRFC2119]

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Kindly consultfDMDICT] for all definitions used in this document.

3.3 Abbreviations

Kindly consultfDMDICT] for all abbreviations used in this document.
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4. Introduction

OMA DM is a protocol based upon DM representafioMIREPPRQ. Its purpose is to allow remote management of any
device supporting the OMA DM protocol. Due to tleswvrange of data needing to be managed on cuamenfuture
Devices, it is necessary to take account of theevaf such data. In many situations, the data bmiagipulated within a
Device (or being transferred to/from the device)fibigh value. In some cases this is confidermtéah and some degree of
protection regarding the confidentiality of thatalahould be offered. In another case, the integfithe data being
transferred must be maintained, since deliberatecidental corruption of this data can resulost kevenue or subsequent
exploits being facilitated. Finally it's importatitat both entities (the DM Client and the DM Sej\eve confidence in the
authenticity of the other entity.
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5. OMA Device Management Security
5.1 Credentials

Four examples of suitable credentials exchangeddsst DM Clients and DM Servers are shown in thie¥ahg list.

1. A username (A AUTHNAME ifDMSTDOBJ)) that uniquely identifies the DM Servi@MTND] to a DM Client), a
password (AAUTHSECRET ifDMSTDOBJ]) — to be coupled with the username, and a noné&JAIDATA in
[DMSTDOBJ)) — to prevent replay attacks where hashing allgoritare used with static data.

2. A username (AAUTHNAME irfDMSTDOBJ)) that identifies the DM Client to the DM Serves)password
(AAUTHSECRET in [DMSTDOBJ]) — to be coupled witharsame, and a nhonce (AAUTHDATA [pMSTDOBJ])
— to prevent replay attacks where hashing algosthne used with static data.

3. A certificate, as specified in [WAP-219-TLS]
4. A network, transport or server specific mechanigmexample WAP.

For the purpose of DM Server to DM Client authestiion, if username, password and nonce are use@M Server
MUST use a different password for each DM Cliersitves, in order that a DM Client (which possess&isared secret
based on this password) cannot pose effectiveljigaDM Server in a interaction with another DM &Zit.

5.2 Initial Provisioning of Credentials

The initial provisioning of the credentials for &C5erver, so that the DM Client may be capableutfi@nticating a specific
DM Server, is documented in [DMBOOT]. However, attechniques outside of these specifications atexduded.

Essentially, any suitable technique will delivetestst the bare minimum of information requirecstablish the DM
session. This, of course, includes the DM Servedential and the DM Client credential.

5.3 Message Security

Message security is comprised of three functiongh@ntication, Integrity, and Confidentiality. Ahlree functions are
necessary to provide a safe and secure methodradgitey a device. Appropriate security MUST be empgtbwhen sending
a DM Message to the DM Client.

If the transport is able to provide authenticatiowl integrity, the transport authentication andgnity MUST be used.
If the transport is able to provide confidentialitlye transport confidentiality MUST be used.

If the transport is unable to provide authenticatod integrity, transport neutral integrity MUS@ bsed.

Transport specific security is documented in thedport binding documents [HTTPBIND], [OBEXBINDWMSPBIND].

5.4 Authentication

Both the DM Client and the DM Server MUST be autleated to each other. Authentication can be peréal at different
layers. DM Servers MUST support both DM Client &d Server authentication at the transport layer. Bétvers MUST
request client authentication at the transportrlaeen transport layer security is requested bytheClient during session
establishment. Some DM Clients may not supportsfart-layer client authentication. DM Servers MU&ITthenticate such
DM Clients at the application layer. If the trangpayer does not have a sufficiently strong aaotization feature, OMA
DM Protocol layer authentication MUST be used.

Either the DM Client or the DM Server MAY send ceatials to each other or challenge the other td seem.

The Basic scheme is identified by the Wghcml:auth-basic . This authentication scheme is a Base64 character
encoding, as defined in [RFC4648], of the concatenaf the originator's userid, followed by the BON (i.e., ":")

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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separator character, followed by the password &sgocwith the specified userid. This authenticacheme is susceptible
to the threat of network eavesdrop, but is simplentplement. However, take care when using thieseh For example, a
user is strongly advised to consider using additigecurity considerations, such as an encrypggsport connection.

The MD5 Digest scheme is identified by the Wighcml:auth-md5 . The computation of MD5 digest is specified in
section 5.4.2. The maximum duration that the na@tigeg can be used by the originator is the curBvitSession. Note that
issuing a nonce does not constitute use — a noCé I issued for use in the next session. Moreuead changes to the
nonce string can be specified with tiextNonce element type within thMeta element type of th€hal element type.
The MD5 digest algorithm and a publicly availabdeisce code for generating MD5 digest strings aezigied by
[RFC1321]. The MD5 digest, a 128-bit binary vali®)ST be Base64 character encoded when transfesretkar-text
XML. For WBXML representation, the additional Badegharacter encoding is not necessary.

The SHA2 Digest scheme is identified by the URIcsghauth-sha256. The computation of SHA-256 digespecified in
section 5.4.2. The SHA-256 digest algorithm andlaliply available source code for generating digshg is specified by
[RFC6234]. The SHA-256 digest, a 256-bit binarywalMUST be Base64 character encoded ([RFC4648hwiansferred
as clear-text XML. For WBXML representation, theddibnal Base64 character encoding is not necessary

Other authentication schemes can be specifiediby @agreement between the originator and the regtpi

The DM Clients that do not support client autheattan at the transport layer MUST support DM synenith-md5 type
authentication. The DM Clients that support mutughentication at the transport layer MAY suppoADM
authentication mechanisms such as the syncml:adthtype. The DM Server MAY still issue a MD5 chalie when
transport layer mutual authentication has alreambnlcompleted but the session MUST be terminatibet i€lient does not
respond with the requested authentication type.prbeisioning of credentials/certificates for trpng layer authentication
is beyond the scope of OMA DM Security.

It is assumed that DM Protocol will often be usedap of a transport protocol that offers sessayet authentication so that
authentication credentials are exchanged onlyeab#ginning of the session (like in TLS or WTLS)thle transport layer is
not able to provide session authentication, howeserh request and response MUST be authenticated.

5.4.1 Digest Authentication string format in OMA DM

To specify the userid for the credentials, whendteglentials do not include it in the resolvablefpthe userid MUST be
transferred in theocName element ofSource in SyncHdr . MD-5 authentication [RFC1321] or SHA-256 autheation
[RFC5843] works by supplying primitiveserid:password in theCred element of th&yncHdr . A SyncML
message example is shown below.

<SyncML xmiIns='SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</Session|D>
<MsgID>1</MsgID>
<Target>
<LocURI>http://www.syncml.org/mgmt-server</Lo cURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
<LocName>Brucel</LocName> <!-— userid -->
</Source>
<Cred>
<Meta>
<Type xmlIns="syncml:metinf’>syncml:auth-md5 </Type>
<!-- digest scheme name -->
<Format xmIns="syncml:metinf’>b64</Format>

</Meta>
<Data>18EA3F...... </Data>
<!-- base64 formatting Digest Computation result -->
</Cred>
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<Meta>
<MaxMsgSize xmiIns="syncml:metinf’>5000</MaxMs gSize>
</Meta>
</SyncHdr>
<l—- regular body information here -->
<SyncBody>
</SyncBody>
</SyncML>

5.4.2 Computation of the Digest
The digest supplied in tHered element is computed as follows:

Let H = the MD5 or SHA-256 Hashing function.
Let Digest = the output of the Hashing function.

Let B64 = the base64 encoding function.
Digest = H(B64(H(username:password)):nonce)

This computation allows the authenticator to auticate without having knowledge of the passworde password is
neither sent as part of tiéred element, nor is it required to be known expliclilythe authenticator, since the
authenticator need only store a pre-computed higteasername:password string.

5.4.3 Password and nonce usage
Both password and nonce are RECOMMENDED to beaat [£28 bits (16 random octets) in length.

The nonce value MUST be issued in a challenge &ither the DM Client or the DM Server. In the ca§¢he credentials
being sent prior to a challenge being issued, theast nonce used SHALL be reused. The autheotibdJST be aware
that the issuer of the credentials may be usirtgle saonce (that is to say, a nonce that is invdlie to some previous
communications failure or a loss of data). Becanfghis, if authentication fails, one more challenglong with the supply
of a new nonce, MUST be made.

A new nonce SHOULD be used for each new sessitie sEquence of nonce values (as seen across s¢&HtQULD be
difficult to predict.

The authenticator MUST be aware that the issudhetredentials may be using a stale nonce (thatday, a nonce that is
invalid due to some previous communications failura loss of data). Because of this, if authetitoafails, one more
challenge, along with the supply of a new nonceealiven by NextNonce element, MUST be made. lbsdchallenge
failed to authenticate the Server, the Client MUSJT try further authentication.

5.5 Next nonce considerations

OMA-DM supports two mechanisms for updating theaeonThe updated nonce value can be either provigehle value of
the NextNonce meta element [DMMETA] in the SyncMEssage or by the value of the AAuthdata node iDtiécc MO
[DMSTDOBJ].

The DM Client automatically sets the value of theuthData node to the value of the NextNonce eleriretite SyncML
message if one of the following authentication secbg s in effect for the current DM Session:

 DIGEST
 DIGEST-SHA256
« HMAC

Since other authentication schemes do not suppemance, if any other authentication scheme éfact for the current
DM Session, the value of the NextNonce elemergnsiied.
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5.6 Transport Neutral Integrity
Transport neutral integrity of DM messages is agieusing a HMAC [RFC2104].

The transport neutral integrity SHOULD be used wtientransport is unable to provide neither auibatibn nor integrity.
It is RECOMMENDED to apply the transport neutrakigrity for Sessionless DM and Sessionless DM Rappr

5.6.1 HMAC-SHA256 Integrity
The HMAC-SHA256 is the mechanism for message iitegsing SHA-256 cryptographic hash function (FREC6234]).

The use of HMAC-SHA256 MAC integrity is identifieas ‘syncml:auth-hmac-sha256’. The support of ‘syinaunth-hmac-
sha256’ is OPTIONAL.

5.6.1.1 How the integrity information is provided

The integrity information MUST be transported alamith the original OMA DM message. This is achiesdnserting the
HMAC into a transport header callgesyncml-hmac . This technique works identically on HTTP, WAPdaDBEX. The
HMAC is calculated initially the sender using th#iee message body, either in binary form (WBXMl)text form (XML).
The receiver applies the same technique to vdrdyiricoming message.

The header x-syncml-hmac contains multiple pararagiecluding the MAC data itself, th&lgorithm ' parameter, the
‘Serverld ' parameter andTimestamp ' parameter.

The value of the x-syncml-hmac header is definea @@mma separated list of attribte-values paing. rlile “#rule” and the
terms “token” and “quoted-string” are used in adewrce to their definition in the HTTP 1.1 specificas [RFC2616].

Here is the formal definition:

x-syncml-hmac = #syncml-hmac-param

syncml-hmac-param = (algorithm | serverid | timesta mp | mac)
algorithm = ‘algorithm’ ‘=" (‘HMAC-SHA256’ | toke n)
serverid = ‘Serverld’ ‘=" quoted-string

timestamp = ‘Timestamp’ ‘=" quoted-string

mac = ‘mac’ ‘=" base64-string

Example:

x-syncml-hmac: algorithm="HMAC-SHA256"; Serverld=idfoo.org”; Timestamp="2012-01-01T13:04:20Z"; mac="
NTI20TIhMDAWN;YXODkwYmMQ3NWUXN2RhN2ZmYmJIMzkay2="

5.6.1.2 How integrity is verified

Definition of HMAC-SHA256 function is found in [RF&234].

MAC information for ‘syncml:auth-hmac-sha256’ idaaated using three parameters.
The integrity key(K): The binary data which is pided as AAuthSecret

The message (Msg): The message to authenticate

The timestamp (Timestamp): Current UTC time tesihgtwhich is represented in format of ‘YYYY-MM-DOWh:mm:ssZ’
(See [ISO8601]). Note that the Timestamp paramsterovided as opaque parameter value.

MAC = HMAC( K, Timestamp:Msg )
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Where HMAC(K, X) is the result of HMAC calculatiomith SHA-256 hash function.

The message receiver can verify the integrity efittoming OMA DM message with checking whetherdhkeulated mac
value is matched with supplied mac value.

If HMAC-SHA256 is expected, but x-syncml-hmac ig peovided by the sender, the message SHOULD leetes] to be
processed.

If the receiver failed to verify the integrity ongplied x-syncml-hmac header, the message MUSEjeeted to be
processed.

5.7 Notification Initiated Session

OMA DM offers the ability for a DM Server to makeequest to a DM Client to establish a Managemessi®n. The
security of this message depends upon verifyingginity of the message using the value of digeHd.fidhe specification of
this message can be found in [DMNOTI].

5.8 Management object encryption

OMA DM fully supports the use of encrypted managetbjects, which MAY remain encrypted within th&D'ree, or be
decrypted upon receipt by the DM Client or the Déh&r.

Depending upon implementation, an object MAY bergpted prior to transmission over a unencryptadsport layer, and
remain encrypted in storage space within eitheDieServer or the DM Client, or, it MAY be decrypt@anmediately after
receipt, and stored internally in unencrypted farma

No restrictions are placed upon the encryptionrigpgke used, since this is independent of the OMA @btocol itself.

5.9 Confidentiality of information between DM Servers

OMA DM offers the ability for a CM Server to makevate any data that is stored under DM controfrfranother DM
Servers. This is facilitated by the use of an ABtdess Control List) that allows the protectioraafy group, or any
individual MO.

59.11 The Access Control List

The Access Control List allows a hierarchical assignt of Access Rights based upon DM Server IdergifUnique
identifiers for the DM Servers [DMTND]). A detailatkscription of the ACL can be found in [DMTND].

5.10 Security for Bootstrap Operation

Bootstrapping is a sensitive process that may iezobmmunication between two parties without argvjmus relationship

or knowledge about each other. In this contextusscis very important. The receiver of a bootptraessage needs to know
that the information originates from the correairee and that it has not been tampered with ererdiite sender also wants
end-to-end confidentiality to prevent impersonatigreavesdroppers who could see the contents dfdbistrap message
containing credentials to access the DM Servés.ithportant that DM Clients accept bootstrappingimands only from
authorized DM or CP Servers.

5.10.1 Bootstrap via CP
The CP bootstrap mechanism is defined in [PROVBOOT]

5.10.1.1 Smartcard

The CP Bootstrap mechanism from the smartcardfisattin [PROVSC].
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5.10.2 Bootstrap via DM
5.10.2.1 Transports

The Bootstrap message MUST be sent to the DM Cli@secure transport.
Transport neutral security MAY also be appliedhe Bootstrap message.

Transport specific security is documented in thedport binding documents [HTTPBIND], [OBEXBIND] &n
[WSPBIND].

5.10.2.2  Smartcards
Smartcard is a secure transport. A Smartcard alforwgery secure delivery of a Bootstrap message.
For specific specification of a Smartcard, pleaderrto [DMDICT].

Bootstrap data MAY be stored on the smartcard. Béteaviour of a DM Client regarding bootstrap datagecified in
[DMBOOT].

5.10.2.3 Transport Neutral Security

It is very important for the DM Client to be abteverify the data integrity and the authenticityttoé Bootstrap Message.
OMA-DM defines the following types of shared sestetr use between the DM Client and the networkigier during the
DM Bootstrap process. It needs to be emphasizadther types of shared secrets are not precluded.

NETWORKID: In this case the shared secret is known by #néde and the network provider before the
bootstrap process starts. What the shared sexttetllst is depends on the network provider andotdaicular
Device. This could be things like IMSI (for GSM) BSN (for CDMA). One advantage with this methsdhat it
does not involve any user intervention.

USERPIN: In this case the shared secret is selectedebyghr or selected by the network operator and then
communicated to the user. The PIN is either comoatied via some user out-of-band mechanism, oreagrpon
before the bootstrap process starts.

USERPIN NETWORKID: In this case the shared secret is the concatenatithe USERPIN and the
NETWORKID, delimited by the ":" character. For exale, if the USERPIN iabc and the NETWORKID isyz,
the shared secret ialic: xyz'.

5.10.2.3.1 Basic Requirements
The DM Server and DM Client MUST support NETWORK&Rd USERPIN.
The DM Server and DM Client MAY support USERPIN_NEDRKID.

Other methods MAY be used as long as they empleyel of security appropriate for bootstrap. Thenbined security of
the secret (e.g., randomness, difficulty of obtajpietc.), the transport and the environment ofngsls to be among the
considerations when a bootstrapping service isgoiaiplemented.

5.10.2.3.2 HMAC Computation for Bootstrap
The HMAC for the DM Bootstrap Message is calculdtethe following way:

First, the bootstrap document is encoded in the WIBXormat [WBXML1.1], [WBXML1.2] or [WBXML1.3]. The
encoded document and the shared secret are theraimphe data and key, respectively, for the HM&Z ulation
[RFC2104], based on the SHA-1 algorithm [SHA], afinkd in the WTLS specification [WTLS]. The outmftthe HMAC
(Digest= HMAC-SHA(K,Msg)) calculation is encodedastring of hexadecimal digits where each patarfsecutive digits
represent a byte. The hexadecimal encoded outputtiie HMAC calculation is then included in thews#ty information.

The key type used in the HMAC computation MUST he of the following: (see section 5.10.2.3 for ds}a
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* NETWORKID

« USERPIN

* USERPIN_NETWORKID
* A non-standard key type

The transport protocol used to send the Bootstrapsslge to the device MUST be capable of transgdstith the HMAC

value and the OMA DM bootstrap package.

If the Bootstrap Message is sent over OMA Pushfahewing rules apply:

» the Bootstrap Message MUST be in the body of tiehPnessage

» the value of th&€ontent-Type header MUST conform to the ABNF syntax given ia tbllowing textbox.

Value = MIMEtype ";" Keytype ";" Digest
MIMEtype = "application/vnd.syncml.dm+wbxml"
; Cannot use XML for bootstrap
Keytype = "NETWORKID" / "USERPIN" / "USERPIN_NETWOR KID" / Other_Key
; Indicates the type of shared secret that is emplo yed
; for the Bootstrap process. Keys other than NETWO RKID,
; USERPIN and USERPIN_NETWORKID may also be used
Other_Key = 1*VCHAR
; Keys other than NETWORKID, USERPIN and
; USERPIN_NETWORKID may also be used
; (RFC 5234 defines VCHAR as any visible character
; i.e. any character with ASCII value in the range

; 0x21 through OX7E)
Digest=40HEXDIG
; The digest is the HMAC value that is computed as per the

; method described in this section

5.10.2.4 Network Dependent Security

5.10.2.4.1 3GPP_GBA
This method applies only to 3GPP Networks and asvibat support GBA Push.

It is assumed that the DM Server has access tosbbiil Bootstrap Integrity Key (DMBIK) and a DM Battap Encryption
Key (DMBEK) which have been derived from the lomgr secret that is shared between the device sandramd the

network using the 3GPP Generic Bootstrapping Aechitre (GBA) Push specifications [TS33.223].

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Security-V1_3-20120306-C Page 16 (23)

The GBA Push procedures MUST be executed prioemalisig the bootstrap message itself in order foniteal and network
to agree on the DMBIK and DMBEK that SHALL be udedorotect the bootstrap message. For more infeéomatn how a
DM Server can interact with GBA Push see Appendix C

The security method and combined integrity and idemtiality are passed as parameters to the cotyeatn the format
like this:

Content-Type: MIME type; SEC=type

Where:

MIME type is ‘application/vnd.syncml .dn+wbxml’
SEC = “3GPP_GBA”

GBA Push allows the generation of a so called Ke/i(g) NAF shared secret both in the network amthie device. From
this master key Ks_ (ext/int) _NAF, two shared secege generated: the DMBIK and the DMBEK.

This 3GPP_GBA method requires:
» The NAF_Ild SHALL be constructed using as FQDN thé Berver FQDN and as GBA Ua security protocol it
the one defined for DM in Open Mobile Naming Autingp(OMNA).

* An integrity and confidentiality protected bootgtnrmessage using DMBIK and DMBEK shared secretsdanided
from the Ks_(ext/int)_NAF using the GBA key deriimt function (see Annex B of [TS33.220] as folloggee notation
style and how parameters are used in Annex B d33.320):

e FC=0x01
* For DMBIK: PO ="dmbik" (i.e. 0x64 0x6D 0x2D 0x6X69 0x6B)
* For DMBEK: PO ="dmbek" (i.e. 0x64 0x6D 0x2D 0x628% 0x6B )

* LO =length of PO is 6 octets (i.e. 0x00 0x06).
The Key to be used in key derivation SHALL be:

* Ks_(ext/int)_NAF

In summary, the DMBIK and DMBEK and SHALL be deriv&om the Ks_(ext/int) _NAF and static strings "dkib
and "dmbek" respectively as follows:

«  DMBIK = KDF (Ks_(ext/int)_NAF, "dmbik")

«  DMBEK = KDF (Ks_(ext/int)_NAF, "dmbek")

The protocol used to send the bootstrap messageMidSapable of transporting the protected OMA Diwtstrap
package.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
N/A N/A No prior DM 1.3 version
A.2 Draft/Candidate Version 1.3 History
Document I dentifier Date Sections Description
Draft Versions 15 Oct 2008 | All Baseline to v1.3 using OMA-TS-DM cBety-V1_2_ 1-20080617-A.
OMA-TS-DM_Security-V1_3 06 Jul 2009 All Applied

OMA-DM-DM13-2009-0031-CR_Add_Bootstrap_XML_Security
OMA-DM-DM13-2009-0019R05-
CR_Secure_Server_Initiated_Bootstrap
OMA-DM-DM13-2009-0029R01-CR_Security_Cleanup
OMA-DM-DM13-2009-0044-CR_Transport_Specific_Seaprit

25 Nov 2009 | Al Applied

OMA-DM-DM13-2009-0108R02-CR_Security_Cleanup
12 Dec 2009 | 5.6 Applied

OMA-DM-DM13-2009-0115R01-CR_Integrity Encryption_d®@ring.
28 Dec 2009 | Al Applied

OMA-DM-DM13-2009-0126-
CR_VerProto_Bug_Fix_for_DM_Security.

04 Feb 2010 | All Applied
OMA-DM-DM13-2010-0012-CR_Security_SCR
OMA-DM-DM13-2010-0002R01-CR_Security_Reference_#jx.

11 Feb 2010 | Al General editorial clean-up of fotting by DSO

15 Mar 2010 | All Changed all text to UK, reapplied OMA-DM-DM13-200002R01-
CR_Security_Reference_Fix.

14 Apr 2010 | All Applied OMA-DM-DM13-2010-0053R01-
CR_Security_SCR__ Correction. Also added editoridés to XML-
security sections.

23 Apr 2010 | All Applied OMA-DM-DM13-2010-0056R02-CBMIME_Security.

26 Apr 2010 | All Creation by DSO of a clean versigithout change marks

05 May 2010| All Double quotes changed to singletesio

Font changed from Courier to Courier New for sntppehere relevant
to harmonize the fonts in the document

Candidate Version 25 May 2010| N/A Status changed to Candidate by TP
OMA-TS-DM_Security-V1_3 Ref # OMA-TP-2010-0221-
INP_DM_V1.3_ERP_and_ETR_for_Candidate_approval
Draft Versions 25Aug 2010| 3.2,5.3,5.11 Applied OMA-DM-DM13-260085R04-CR_Bootstrap_Transport
OMA-TS-DM_Security-V1_3 01 Oct2010 | All Applied OMA-DM-DM13-2010-0112-CR-8gity-TS-Cleanup
Candidate Version 07 Dec 2010| N/A Status changed to Candidate by TP
OMA-TS-DM_Security-V1_3 Ref #OMA-TP-2010-0502-
INP_DM_V1_3 ERP_and_ETR_for_Candidate_re_approval
Draft Versions 28 Apr 2011 | 2.2,5.11.2.3| Applied OMA-DM-DM13-2011-0024R03-
OMA-TS-DM_Security-V1_3 CR_DMSEC_Bootstrap_Cleanup

30 May 2011| 5.11.2.3.1 Applied OMA-DM-DM13-2011-(04
CR_Removal_Encryption_Bootstrap

04 July 2011 | All Applied OMA-DM-DM13-2011-0049R01-
CR_Remove_XMLEnc_XMLSig
20Jul 2011 | 2.1,5.4, Applied OMA-DM-DM13-2011-0047R03-CR_SHA2_DigestAut
5.4.2,5.4.3,
12 Jan 2012 All Applied OMA-DM-DM13-2011-0135R03-CRONR_Security
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Document | dentifier Date

Sections

Description

30 Jan 2012 All

Applied 2012 TS template to SCR tables accordingltbM-2012-
A008 + added reference to SCRRULES and deletedersfe to
IOPROC.

Applied 2012 template to introduction section.

Al DM-2012-A015: hard coded references changed pntper cross-
references in the whole document, added new refer¢dRFC2045] in
section 2.1, fixed a typo in App C

Draft Version
OMA-TS-DM_Security-V1_3

08 Feb 2012 | All

Applied OMA-DM-DM13-2012-0038-CR_CONR_Security_ralr?
as modified by R&A DM13-12-009 comment (“OMA DM Sers”
changed into “DM Servers” in 5.4)

5.9.2.2

14 Feb 2012 | 2.1,5.4.2,

Applied OMA-DM-DM13-2012-0052-
CR_Smartcard_definition_in_Security

Removed two erroneous cross-references in 5.4.2 .

22 Feb 2012 | All

Applied
OMA-DM-DM13-2012-0072-CR_Security CONRR
OMA-DM-DM13-2012-0075-CR_NextNonce_and_AAuthData

23 Feb 2012 | 4.1, 5.5, App
B

Header removed by DSO according to Action Item DBA-2-A030
Applied OMA-DM-DM13-2012-0030R03-CR_HMAC_SHA256_Aut

Candidate Version
OMA-TS-DM_Security-V1_3

06 Mar 2012 | N/A

Status changed to Candidate by TP

Ref #OMA-TP-2012-0084-
INP_DM_V1_3 ERP_and_ETR_for_Candidate_re_approval
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B.1

Appendix B. Static Conformance Requirements (Normative)
The notation used in this appendix is specifieffGRRULES].
SCR for DM Client
Item Function Reference Requirement
DM-SEC-C-001-M-O Client MUST Section 5.4
authenticate itself to a
Server
DM-SEC-C-002-M Client MUST Section 5.4
authenticate a Server
DM-SEC-C-003-O Support for transport | Section 5.3
layer authentication
DM-SEC-C-004-O Support for the different Section 5.3 DM-SEC-C-004-O OR DM-SEC-C-00710
layer authentication
DM-SEC-C-005-O Send credentials to Section 5.4
Server
DM-SEC-C-006-O Challenge Server Section 5.4
DM-SEC-C-007-O Support for application| Section 5.3 DM-SEC-C-008-O AND DM-SEC-C-010-
layer authentication (0]
DM-SEC-C-008-O Support for OMA DM | Section 5.4
syncml:auth-md>5 type
authentication
DM-SEC-C-009-O Accept challenges from SectionError!
Server that has not yet | Reference
been successfully sour ce not
authenticated found.
DM-SEC-C-010-O Integrity checking usingSection 5.6 DM-SEC-C-011-O AND DM-SEC-C-012-
HMAC- SHA256 (@)
DM-SEC-C-011-O Inserting HMAC in Section 5.6.1
transport
DM-SEC-C-012-O Using HMAC for all Section 5.6.1
subsequent messages
DM-SEC-C-018-O Bootstrap Security for | Section DM-SEC-C-019-O OR DM-SEC-C-020-0
Bootstrap via DM 5.10.2.1
Profile
DM-SEC-C-019-O Transport neutral Section DM-SEC-C-021-O
security for Bootstrap 5.10.2.3
via DM Profile
DM-SEC-C-020-O Transport layer security Section
for Bootstrap via DM 5.10.2.1
Profile
DM-SEC-C-021-O Use of NETWORKID, | Section
USERPIN, or 5.10.2.3
USERPIN_NETWORKI
D when Bootstrapping
via DM Profile
DM-SEC-C-022-M Support of Section
NETWORKID method | 5.10.2.3.1
in Bootstrap via DM
Profile
DM-SEC-C-023-M Support of USERPIN Section

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Security-V1_3-20120306-C

Page 20 (23)

)

Profile

Item Function Reference Requirement
method in Bootstrap via| 5.10.2.3.1
DM Profile
DM-SEC-C-024-O Support of Section
USERPIN_NETWORKI| 5.10.2.3.1
D method in Bootstrap
via DM profile
B.2 SCR for DM Server
Item Function Reference Requirement
DM-SEC-S-001-M Different password for | Section 5.1
each client
DM-SEC-S-002-M Support for client Section 5.3
authentication at the
transport layer
DM-SEC-S-003-M Send credentials to clignt  Sectidh 5
DM-SEC-S-004-O Challenge Client Section 5.3
DM-SEC-S-005-O Support for clients Section 5.3 DM-SEC-S-006-O AND DM-SEC-S-00¢
authentication at the O AND DM-SEC-S-010-O
application layer
DM-SEC-S-006-O MD5 challenge to client  Section 5.3
DM-SEC-S-007-O MD5 challenge to client Section 5.3
in conjunction with
transport layer security
DM-SEC-S-008-M Supply of a new nonce| Section 5.4.3
with one more challenge
if authentication fails
DM-SEC-S-009-O Using new nonce for | Section 5.4.3
each new session
DM-SEC-S-010-O Accept challenges from SectionError!
clients that have not yet| Reference
been successfully sour ce not
authenticated found.
DM-SEC-S-011-O Integrity checking usingSectionError! | DM-SEC-S-012-O AND DM-SEC-S-013-
HMAC-SHA256 Reference (0]
sour ce not
found.
DM-SEC-S-012-O Inserting HMAC in Section 5.6.1
transport
DM-SEC-S-013-O Using HMAC for all Section 5.5.1
subsequent messages
DM-SEC-S-022-O Bootstrap Security for | Section DM-SEC-S-023-O OR DM-SEC-S-024-Q
Bootstrap via DM 5.10.2.1
Profile
DM-SEC-S-023-O Transport neutral Section DM-SEC-S-025-O
security for Bootstrap 5.10.2.3
via DM Profile
DM-SEC-S-024-O Transport layer security Section
for Bootstrap via DM 5.10.2.1
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D method in Bootstrap
via DM profile

Item Function Reference Requirement

DM-SEC-S-025-0 Use of NETWORKID, | Section
USERPIN, or 5.10.2.3
USERPIN_NETWORKI
D when Bootstrapping
via DM Profile

DM-SEC-S-026-M Support of Section
NETWORKID method | 5.10.2.3.1
in Bootstrap via DM
Profile

DM-SEC-S-027-M Support of USERPIN | Section
method in Bootstrap via| 5.10.2.3.1
DM Profile

DM-SEC-S-028-O Support of Section
USERPIN_NETWORKI| 5.10.2.3.1
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Appendix C. DM Interaction with GBA Push (Informative)

This section describes the possible interactionwd®n the DM Server and GBA according GBA Push ifipation
[TS33.223]. There are two possible ways of inténgcivith the GBA infrastructure in order to obtaive necessary key
material for protecting the bootstrap message.

The figure below illustrates the straightforwargegach where the DM Server has to additionally enmnt the NAF
functionality according to GBA Push [TS33.223] aiso some mechanism to decide whether a partideldce is GBA
Push enabled.

This NAF functionality would:

* interface the BSF to obtain the GPI

» derive the integrity and confidentiality keys DMB&6d DMBEK

» Send the GPI to the device in order to trigger #egvation

This deployment has a larger impact on the DM Sesugce new interfaces need to be implemented wsv&BA and
device.

DMS BSF
(NAF) (GBA)

1. Bootstrap Device

request
2. Device control

3. GBA Push Info (GPI)
[TS 33.223]

Device

=

4. NAF SA storage
Derive DMBIK and DMBEK

«—5. GPI [TS 33.223]

6. NAF SA generation& storage.
Derive DMBIK and DMBEK.

7. Protect bootstrap message
with DMBIK and DMBEK

-« 8. Protected J

bootstrap message

9. Decrypt and verify
bootstrap message

Figure 1. DM-GBA interaction with added NAF into the DM Server (DM S)

The figure below shows an alternative proxy NAF liempentation that offloads the DM Server from GB/Aesifics. In this
case, an external entity handles all the addititmgic of BSF interfacing, key derivation and devitiggering. The DM
Server would use an interface to receive a redoediootstrapping a device with the attached iritggmd confidentiality
keys DMBIK and DMBEK. Such an interface is out bétscope of this specification.
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Device

1. Bootstrap Device

request

DM NAF
Proxy

2. Device control

4.
Derive

NAF SA storage
DMBIK and DMBEK

~+—5. GPI [TS 33.223]

6. NAF SA gene
Derive DMBIK a

ration& storage.
nd DMBEK.

| 7.Bootstrap Device request
DMBIK and DMBEK

BSF
DMS (GBA)
3. GBA Push Info (GPI)
[TS 33.223]

-

-

10. Decrypt
bootstrap

and verify
message

9. Protected
bootstrap message

8. Device Control.
Protect bootstrap message
with DMBIK and DMBEK

Figure 2. DM-GBA interaction via external NAF

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



