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1. Scope (Informative)

This document describes the architecture of theSaMeduling Framework. The architecture is baseth@mequirements
and the use cases included in [DMSCHED-RD], spetifthe functional components of the framework dradinteractions
among them. The dependency that DM Scheduling Endlals upon other DM Enablers is also described.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2 Definitions

Device

Device Description
Framework

Device Management
Authority

DM Client

DM Server

Management Object

Schedule

Status Reporting

Trap

See [OMA-DICT].

A markup language used to describe OMA DM objebesta; may be used in a standardized specification
to describe the characteristics of conformant imgletations or published by a vendor to describe a
particular device implementation.

Any legal entity authorized, either directly ordhigh delegation, to perform management operatiores o
terminal using the OMA Device Management protobobtigh a set of management objects.

An abstract software component in a Device impleatén that conforms to the OMA Device
Management Enabler static conformance requirensgsified for DM Clients. It servers as an end-poin
of the DM Client-Server Protocols including the atescribed in this architecture document.

An abstract software component in a deployed DeMaaagement infrastructure that conforms to the
OMA Device Management Enabler static conformanqgeirements specified for DM Servers. It servers as
an end-point of the DM Client-Server Protocols irttthg the one described in this architecture docume

A schema for configuration settings that an OMA Bt exposes to OMA DM servers for management
operations defined in the OMA DM Enabler [OMA-DM].

A plan for performing management operation thatlwaembodied as a piece of configuration to be
consumed by the DM Scheduling Agent.

It is the sending of Generic Alert to the DM sert@inform the interested events occurred in theiGe
with regards to the Schedules under the contrti@kerver.

A mechanism employed by a management authoritpable the Device to capture and report events and
other relevant information generated from variooisiponents of the Device, such as a protocol stack,
device drivers, or applications.

3.3 Abbreviations

DDF Device Description Framework
DM Device Management

DMA Device Management Authority
DMEC OMA DM Enabler Client
DMES OMA DM Enabler Server

DMS Device Management Server
DMSEC DM Scheduling Enabler Client
DMSES DM Scheduling Enabler Server
MO Management Object

OMA Open Mobile Alliance
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4. Introduction (Informative)

The DM Scheduling Enabler, as a Management Objestifcation, builds on top of the OMA DM v1.2 teanlessly add
the common scheduling capability to existing OMA islsed management infrastructure.

With the added capability the management operatiwhich the underlying OMA DM system is able to fpem over the
DM session, can be scheduled on the Device anditectoffline when schedule matches: time-basedentebased.

The design of the architecture does not requirerddA DM Enablers to be dependent on the DM ScliegliEnabler,
allowing such enablers to evolve independently ftbenDM Scheduling Enabler.

4.1 Planned Phases

The architecture of the Scheduling Framework dbedrin this document is to cover all the requiretmamd use cases for
the DM Scheduling Enabler Release 1.0 includedM$CHED-RD]. At the moment of writing, there is ptan to develop
future releases of DM Scheduling Enabler.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Architectural Model

5.1 Dependencies

DM Scheduling v1.0

OMA-DM v1.2

Figure 1. Dependency between DM Scheduling v1.0 Enabler and others.

OMA Device Management V1.2 [OMA-DM]

Since the DM Scheduling Enabler V1.0 is the Managi@n®bject Enabler, it depends upon the OMA Device
Management Enabler V1.2 the same way as other Mamargt Object Enablers do. In addition, the DM Saliad
Enabler V1.0 leverages OMA Device Management Ematé® for the execution of scheduled managemshksta

5.2 Architectural Diagram
5.2.1  Conceptual Diagram

The Scheduling Framework builds on top of the OMM BEnabler [OMA-DM] the same way as other Managent@ject
Enabler does, to enable the offline processinfp@imanagement commands according to the Schedutsslyy the DM
Server. The commands may be processed repeateldey H#chedule is of recurring type, or may nevephoeessed if
schedule match doesn’t occur. When the commandsxa@ited, the result is reported back to the Die&doy default if
not specified otherwise.

Once the Schedule is installed on the Device atideded through the DM Sessions, the DM Schedudiggnt runs the
Schedule starting from setting up the triggers theth waiting for them to fire the execution of #@heduled tasks. For time-
based Schedules the agent sets an alarm cloaker, tand similarly for event-based Schedules tleataggisters at the
designated Trap for receiving its triggers as saothe related events occur.

When executing the scheduled tasks after beingdrag, the DM Scheduling Agent simply transfereeathan process the
OMA DM message to the underlying DM Client askihgpiprocess the message. Subsequently, the DMtQliecesses it
and returns the responses to the agent, which vemlider them up to the DM Server or silently distthem.

In this context, the DM Scheduling Agent can bensgean entity that resides on the Device intargatiith other functional
entities on the same Device to perform the schedaleks on behalf of the DM server.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2.2 Functional Architecture

Device Management
Infrastructure

Device

|
I | |
1 ' | |
1 ' I |
1 ' I |
1 : | |
I | |
|  DMSCHED-1
| |
i | o™ scheduling | OMSECOMSAL DM Scheduling ' T DM Scheduling |
I Agent Enabler Client : L » Enabler Server |
X | CMEC-DMSA | DMSCHED2 | :
1 1 ' | |
I * | + : | + |
| | | | |
| DMSATS | : DMSEC-DMEC | : | DMSES-DMES | |
1 | | | | | |
!
: |____!____1| : r————" !______| : D=1 : r____J _____ 1| :
o | ! OMA-DM Enabler | ) I | OMA-DM Enabler |
__ _yy  WMA-UMERabler o, . [
: : Trigger Sources : —p: Client ! - ! Server | :
]
]

I Components not specified by this enabler

Interface exposed by a component. The component
offering the interface is indicated by the arrowhead

--------- Out of scope interface

Figure 2: Device Management Scheduling Framework Ar chitecture

5.3 Functional Components and Interfaces
5.3.1 DM Scheduling Enabler Server

The DM Scheduling Enabler Server is an abstrattveoé component in the device management infrastreichat
implements and conforms to the DM Scheduling EndBiMSCHED]. The DM Scheduling Enabler Server cesat
Schedules, transfers them to the Device, and aetithem. It can also reconfigure, delete, or destetthe Schedules. In
addition, it also interprets and processes thedspmous messages called the Status Reportingreemthe Device
reporting the status of the Schedules on the Deegige the run-time errors encountered. The DM &gliveg Enabler Server
heavily relies on the underlying OMA-DM Enablergarforming those tasks mentioned above.

5.3.2 DM Scheduling Enabler Client

The DM Scheduling Enabler Client is the abstrafiwsre component in the Device implementation Hetes as an end-
point of the DMSCHED-1/2 interfaces conforming be tDM Scheduling Enabler specifications. It is gidal entity with its
functionalities clearly distinguished from othetitas shown in figure 2. However, in actual implemtation, the DM
Scheduling Enabler Client may or may not be phylsidaindled into the OMA-DM Enabler Client and/dret DM
Scheduling Agent.

The DM Scheduling Enabler Client is responsibledmmmunicating the DM commands with the DM Schedyknabler
Server for the installation of new Schedules inBle¥ice, reconfiguration of the existing Scheduées] removal of the
Schedules out of the Device. Usually, such opeanatiegin from the server, but it may also stamnftbe User requests.
Note that normally only one Management Authoritgiigen the ownership of the Schedule.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-DM-Scheduling-V1_0-20080626-C Page 10 (16)

The DM Scheduling Enabler Client is also the imdtieof the Status Reporting messages, which artepseactively to the
Management Authority. See section 5.3.1.6 for nuscription of the Status Reporting.

The DM Scheduling Enabler Client heavily reliestba services provided by the underlying OMA-DM Elealin doing
such tasks mentioned above as well as in providisey Interactions functions during the installaticeconfiguration, and
removal of the Schedules.

5.3.3 DM Scheduling Agent

The DM Scheduling Agent is a logical entity thatuadly runs the Schedules conforming to the DM $icttiag Enabler
specifications [DMSCHED]. More specifically, it ctimuously performs the Scheduling Operations faheactive Schedule
on the Device. The Scheduling Operation consisteefollowing stages: Initialization, Trigger Waig, User Interaction,
Task Execution, Gating, and Status Reporting, fter successful initialization, a basically gt forward operation —
execution of the scheduled operations triggerethbyexternal sources such as timer (alarm clocRyap.

See the following subsections for more descriptfongach of the stages.

5.3.3.1 Scheduling Operation Initialization

Whenever a Schedule gets activated, the DM SchregAlgent starts a Scheduling Operation in thisestadnere the Agent
initializes the Scheduling Operation to make shed the following stages will run free of errory fostance checking the
integrity of the Schedule, detecting wrong confagion, and configuring the trigger sources - timef raps - to send
triggers according to the related Schedule. Oirttegyrity of the Schedule may be checked againssipte modification
during the course of the delivery and the stordfye. mechanisms used in this stage are implementsgiecific.

5.3.3.2 Trigger Waiting

In this stage, after successful initialization ch8duling Operation, the Agent waits for the trigg&Vhen it receives the
triggers, the Agent verifies the security infornoatiattached to the triggers to make sure theyrmatgd from the valid
sources before moving on to the rest of stages.

There are two possible types of triggers:
o Timer: the given points in time, duration, periods, deimals.

o Trap Events: the indication as well as the related data reckfk@m the source of the Trap, which includes kit n
limited to the protocol stacks developed by othiendard body, other OMA Enablers, and device drbadtware.
The mechanisms for receiving the Traps triggerstromsform to the Trap framework [TRAP].

5.3.3.3 User Interaction

This is OPTIONAL stage between the Trigger Waitamgl Task Execution stage, which will be skippetthéfre is no user
interaction rules specified in the Schedule. Is 8tage, the client-driven user interaction funcdiare provided. These
functions are similar to the User Interaction sfiediin [OMA-DM)] but distinguished from it in thahese interactions
occurs only between the User and the DM Scheddlgent. That is, DM Server is not directly involvethd DM sessions
are not required in the course of interactions.

A few types of user interaction functions shouldshpported to meet the usability and privacy rezraints in [DMSCHED-
RD]. For example, when there is a trigger a sheot tnay be displayed to notify the user about #s& to run, and/or the
user may be asked to confirm or cancel the task.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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5.3.34 Task Execution

In this stage, the DM Scheduling Agent executesstiiheeduled tasks. If the OMA DM message is spetifiehe Schedule,
the Agent simply forwards the message to the uyiterilOMA-DM Enabler Client, and then the OMA-DM Hylar Client
will actually process the message as though &deived through the DM session.

5.3.3.5 Gating

This OPTIONAL Gating function would be useful esipdlg in wireless environment where millions of eader devices
should be managed. As a result of OMA DM messagegssing in the previous stage the responses aeeaged, which are,
by default, delivered to the server via the St&aporting mechanism. This is where the Gating camtesplay. If Gating is
used, such responses that are gated-off will nateigered to server but silently discarded in Erevice.

5.3.3.6 Status Reporting Function

Once the Schedules are installed in the Devica@moing, status changes and events occurred to &hemeported to the
server. The reports are contained in the properipétted message, and delivered to the server ttsinGeneric Alert
mechanism defined in [OMA-DM]. For example, theuks obtained from processing of the schedulddtamy be
reported back to the server, or the errors occumemlighout the Scheduling Operation could be ftegorIn addition, the
status changes resulting from the User’s requesioidify, cancel, or terminate the Schedule may bésceported.

5.3.4  Trigger Sources

These are abstract software components in the Bélvat provide the triggers to the DM SchedulingAtg Every Trigger
Sources may fall into two types: Timer and Trapr8euThe Trap Source is the component that is damio the OMA
Trap Enabler [TRAP]. The Trigger Source is out @ of the DM Scheduling Enabler.

535 OMA-DM Enabler Server

The OMA-DM Enabler Server shown in figure 2 is distaact software component in the deployed netwdrkstructure
that acts as the network side end points of the Dikterface complying with the [OMA-DM]. The OMA-DMnabler
Server provides services based on [OMA-DM] to ti Bcheduling Enabler Server when it performs iskéamentioned in
section 5.3.1.

5.3.6 OMA-DM Enabler Client

The OMA-DM Enabler Client shown in figure 2 is thlestract software component in a Device that com§dio [OMA—
DM]. In order to execute the scheduled tasks theAaM Enabler Client will be leveraged as descriliredection 5.3.1.4.
Through DMSEC-DMEC interface depicted in figuret® OMA-DM Enabler Client receives OMA DM messagHsen it
processes them, and returns the responses to th8dbktiuling Enabler Client. In addition, the OMA-CEviabler Client
will also be leveraged in communicating the DM coamais for installing, modifying, and removing then8dules, and in
sending Status Reporting messages.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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5.3.7 Interfaces
5.3.7.1 DMSCHED-1

The DMSCHED-1 is the logical interface betweenid Scheduling Enabler Client and the DM Schedulimgbler Server
to install, reconfigure, and remove the Scheduldéndevice. And this interface specifies on thévation and deactivation
of the Scheduling Operation. The interface is alsad by the DM Scheduling Enabler Client to semdStatus Reporting
messages to the DM Scheduling Enabler Server.fitedace is logical in a sense that it is layeredap of the physical
DM-1 interface defined in [OMA-DM], as shown in fige 2.

5.3.7.2 DMSCHED-2

The DMSCHED-2 is second logical interface betwéen@M Scheduling Enabler Client and the DM Scheduknabler
Server. Through the DMSCHED-2 interface, the DM&#tiling Enabler Client provides information on 8&heduling
Operation on the Device such as the registeredsstétanges and the results from scheduled taskitoes, and the DM
Scheduling Enabler Server receives such informaiiaeports. Note that this interface is associatigld the Status
Reporting described in section 5.3.1.6.

5.3.7.3 DMSEC-DMSA

This interface allows the logical separation betwB® Scheduling Enabler Client and DM SchedulingeAgin such a way
that DM Scheduling Enabler Client only takes cdréhe protocols in communication with the servettihg DM Scheduling
Agent focus on running Schedules. In other wothis,ihterface denotes a logical link so that the functionally separate
entities can collaborate with each other. Thisrfat is also implementation specific. Dependindhemimplementation,
this interface may explicitly implemented, or exisplicitly or event not exist.

At high level in a DM layered architecture modeMI3cheduling Enabler Client acts as an interfacg@foxy) specifically
to the DM Scheduling Agent, through which the Magragnt Authority can access and use the servicegdecby DM
Scheduling Agent. In this context, this interfabewd be able to map the requests that DM Schegl@imabler Client
receives from the server, e.g. installing the Saledictivating the Schedules, etc. Also through ititerface, DMSA should
be able to tell the DM Scheduling Enabler Clienatvhappened while it is running the Schedule,remrtime errors, so that
it can be communicated back to the server.

5.3.7.4 DMSEC-DMEC

This purely implementation specific interface altothe logical separation between the two functiooaiponents, DM
Scheduling Enabler Client and the DM Enabler Clienty from the architectural perspectives. Thigiface should adopt
very similar mechanism that is supposed to be beédeen other MO Enabler Clients and the underliiMyEnabler
Client.

5.3.7.5 DMEC-DMSA

Through this interface, the DM Scheduling Agerdlide to use the OMA DM message processing capabilithe
underlying OMA DM Client Enabler.

5.3.7.6 DMSES-DMES

The DMSES-DMES is the interface between the DM Scheduling Enabtwer and the OMA-DM Enabler Server. The
DM Scheduling Enabler is layered on top of the fioms provided by the OMA-DM Enabler and, throublstinterface, the

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-DM-Scheduling-V1_0-20080626-C Page 13 (16)

functionality provided by the OMA-DM Enabler Senisrused by the DM Scheduling Enabler Server. Trterface is
implementation specific.

5.3.7.7 DMSA-TS

The DMSA-TS is an implementation specific interfdlemugh which the DM Scheduling Agent configures Trigger
Sources and receive the triggers or Notifications.

5.4 Flows (Informative)

54.1 Schedule Installation

When it receives a request from the External Mameaget Infrastructure to setup and run a certain &deeon the Device
(step 1), the DM Scheduling Enabler Server createlssends a Schedule to the Device (step 2). Adtihowot explicitly
shown in the diagram, this request is transpohealigh the underlying OMA-DM Enabler. Receiving tlequest, the
Device authenticates the server and possibly esrifie request to the extent practical (step 3je Mwmt, in between step 2
and step 3, the on-session user interaction magragly be performed. After successful authentmatnd verification, the
Schedule is installed in the DM Tree of the Devitep 4), and the DM Scheduling Enabler Server tbeaives a
confirmation that the Schedule it sent is succdlgsfistalled (step 5). Similar to step 2, this iamation is transported
through the underlying OMA-DM Enabler. Finally, ttugh the proper means of communication, the cotfilon is relayed
back to the External Management Infrastructurep(éde

In figure 3, the Scheduling Context Installatioovilis shown.
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Figure 3: Schedule Installation Flow

6. Confirm

[Note: The DM Scheduling Enabler Client and the OllalM Enabler Client may be bundled together andrfatee between
them may be different according to the various npéntations. The same is true between the DM Sthgdtnabler
Server and the OMA-DM Enabler Server.]

5.4.2  Scheduling Operation

This subsection presents the typical Scheduling&jom flow as an example. The server activateshe@ule by sending
commands over DM-1 interface (step 1), the regsestentually served by the DM Scheduling Agenstayting the
Scheduling Operation for the designated Schedtdp @). As already explained in the preceding eastiif the Schedule
looks fine the agent configures the External Trigge that they start sending triggers at the sdeddimes or whenever the
events are detected (step 3). Now, the agent faaithe trigger to come. At last a trigger is rexesl (step 4), and it fires the
rest of the Scheduling Operations. The schedulddtare executed (step 5) and the responses gsthesas result of the
execution are forwarded to the DM Scheduling EnaBleent (step 6), which subsequently communicétesn up to the
server via Status Reporting (step 7). If the Sakei recurring, the flow is repeated from recegvother triggers until the
Schedule is expired, or halted by the server or.Use

Note that although the OMA DM Enabler Client andv@e are not shown in the diagram, they actualigtebetween the
DM Scheduling Enabler Client and the Server. Theyrmt shown in the diagram for the sake of sinitglic

Figure 4 below depicts this flow.
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Figure 4: Scheduling Operation Flow (example)

5.5 Security Considerations

Based on the DM layered architecture model, the ZiMeduling Enabler, like other MO Enablers, fullkdés advantage of
the security mechanisms provided by the underl@MA DM Enabler. The mechanisms for authenticatiategrity
protection and data confidentiality of the DM vtah be leveraged to protect the Schedules in transi

As important as the protection of the Scheduleandit is ensuring the data integrity after thatshese, depending on the
device platform, the Schedules in storage coulétierulnerable to the attacker or accidental miadifons by the user, for
example. Such content protection can be achievaging one of the out-of-band content protectiotma@ism, such as
[XMLSIGN] or [XMLENC], as is recommended in [DMSEC]

Finally, additional care should be taken to the DMES interface, the interface between the DM ScliaduAgent and the
Trigger Sources. The DM Scheduling Agent receiviggérs from the external components as a sigmdlitls time to
execute the scheduled management tasks. Considlanguch triggers may be implemented by diffevemdors from

those of the DM Scheduling Agent, there has todmesmechanism for the DM Scheduling Agent to enthatreceived
trigger is not modified en route and originatedhirthe trusted source. A platform may provide sidfit mechanism to
secure this interface or this may not be an ista#l depending on the devices. It is also posstiie simple password-based
access control mechanisms be devised during theniead Specifications development stage.
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