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1. Scope

The scope of the Device Profile Evolution techngagcification document is to define the messamasfland descriptions
between DPE Server, DPE Client and Service ProvVatehe Device Profile Evolution enabler. Alsoistlocument defines

the DPE core vocabulary.

The mechanisms defined in this document fulfilsfthectional capabilities needed to support DPE &rads described in
the DPE Requirements document [DPE-RD] and comptié architecture defined in DPE Architecture doeat [DPE-

AD].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

3.2 Definitions

DPE Service Provider An entity that operates a DPE Server and provideg Bnabler service to the end user and Service
Provider.

Service Provider An entity that manages and distributes softwarethagrvices and content to the end user.

Device Capability The overall set of characteristics and relatedrpatars supported by a Device.

Device Property A hardware, software, or network characteristi¢ flsh associated with the Device Capability of evize
at a given point in time. A Device property canditber static or dynamic.

Dynamic Device A Device property that may change its value e.@ essult of hardware, software or configuration

Property changes.

Static Device Property A Device property that does not change its valu@niples are display resolution, processor type, etc

3.3 Abbreviations

OMA Open Mobile Alliance

DCAP Device Capability

DPE Device Profile Evolution

SP Service Provider

WLAN Wireless Local Area Network
CDMA Code Division Multiple Access
EDGE Enhanced Data Rate for GSM Evolution
GNSS Global Navigation Satellite System
GPRS General Packet Radio Service
GPS Global Positioning System

LTE Long Term Evolution

NFC Near Field Communication

PAP Push Access Protocol

PPG Push Proxy Gateway

SIP Session Initiation Protocol

TD-SCDMA Time Division-Synchronous Code Division Multiple éess

usB Universal Serial Bus

WCDMA Wideband Code Division Multiple Access

WLAN Wireless Local Area Network

WIMAX Worldwide Interoperability for Microwave Access
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4. Introduction

Mobile applications and services are required tefion in varying network environments with useasving devices with a
wide range of capabilities. The device capabilitied network conditions can vary dynamically angliaations and
services need to be able to respond to these chagerdingly.

The Device Profile Evolution enabler is intendegbtovide a standardized solution to convey infoiarabn the device
capabilities. While other enablers such as UAPU#ARProf] can only convey information on static devicapabilities, the
DPE enabler can convey information either on stidizice capabilities or on dynamic device capakeditthe dynamic
aspect being the main added-value of the DPE endliies information, in the form of property nanasd values, directly
comes from the device and is communicated to ai@eRrovider (SP), allowing an enhancement of taity of the
services provided to the device user. This enhaeoerould be, for example, a better content adaptadr services
matching to the maximum extent the Device capadslitresulting at the end on a better user expegien

In the DPE architecture, a client-server modelengd. In the existing OMA architecture two newites are created: a
DPE Server and a DPE Client. Any SP willing to igédrmation on the device capabilities of a giveseuusing the DPE
enabler has to submit its requests to the DPE Seraaaging the DPE Client of that given user.

The DPE technical specification document definesttessage flows and descriptions between DPE S&#®é&r Client and
SP.

An SP can also transmit policies to DPE Server. dtizies will be applied at the DPE Client levelthe associated device
capabilities. The use of policies is detailed iis thocument.

Also, the Core Vocabulary of device capabilitiegdédined in this document.

4.1 Version 1.0

The DPE V1.0 Enabler supports the following funetility.

»  Support for DPE Client ID registration

»  Support for query and reporting of single or muétiproperties

» Support for setting and release of group for mldtiroperties

» Support for setting and release of policies toapprty or a group
»  Support for query and reporting of properties byugr

e Support for policy based subscription and notifaraiof property changes
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5. DPE Functionality and Usage
5.1 DPE Usage

Within a Device there are a lot of static or dynarbievice Capabilities in the form of property nanaesl values. This
information is needed by a lot of services for #dyecontent adaptation, or services matching éorttaximum extent the
Device Capabilities, resulting at the end on advetser experience.

For a particular service, a set of Device Capabdit Properties may fall into the interest of 8exvice Provider. The Service
Provider can determine the Device CapabilitiesapBrties according to the service and then gev#hees through DPE
Server as described below:

* Query mechanism: The Service Provider sends a gqaguest with single or multiple properties to dihe get the
values. A service can be represented by a sebpepties hence the group can be defined and gbeb§ervice
Provider. Then the Service Provider sends a groapygequest with group ID to directly get the \esu

*  Subscription mechanism: The Service Provider silliseithe property changes with certain policiesugh DPE
Server. The subscription is either targeting irdlinal properties or a property group. The DPE Cliban stores the
policy and monitors the changes on related DevigaBilities / Properties. Whenever the changeshrtae
policy the DPE Client will send a natification tdPB Server which will be forwarded to the Servicevrier for
consumption.

5.2 DPE Property Collection

To be made available through the DPE enabler, Rgmioperties must be known by the DPE Client. DRen& SHALL
support the collection and delivery through DPEelfaces for the properties shown in Section 9.2.

The method of property collection by the DPE Clisninspecified in DPE 1.0, since there are expetttde variations
between Device support for property exposure,l®.ghe Device operating system and software estitieghe Device.
Future versions of the DPE enabler may furthemaefequirements for property collection methods, & standards
become available for property collection Interfaces

DPE Clients MAY enable device-based applicatioreasdo a DPE Client’s Dynamic Device Property valia a scripting
environment such as EcmaScript Mobile Profile.

5.2.1 DPE Client Identity Delivery to Service Provider

In order for Service Providers to use the DPE-8rfiate to query Device properties for a particalent, the Service
Provider must know the DPE Client ID that was assijby the DPE Server. DPE defines two methodthfoService
Providers to get the DPE Client ID:

« by query of the DPE Server (DPE Client ID Query sa@®), using a query key as defined by the DPE&erv
Provider, e.g. SIP Public Identity, MSISDN, IMEIsé&r Identity. The DPE Service Provider definesapigons for
query keys through unspecified means, e.g. thr@Rjlonboarding processes.

« by direct delivery from Device clients, using an HTheader “x-oma-dpe-client-id”. DPE Clients SHOUEBable
device-based user-agents to obtain the DPE Cligrt.¢. through a scripting environment such asdSxript
Mobile Profile or other implementation-specific med
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6. Messages between entities

DPE interface messages are introduced in the foligwections. The messages and device propertfiadd in section 9)
are designed per these goals:

* The message parameters (elements and attributeslefined as “string” type in most cases, to alftaxibility in
the implementation and deployment of DPE, for hr&ax of the specific parameters.

« The messages are defined using an extensible XMiensa [DPE-Schema], to allow for extensions to DPE
functionality.

» The device properties are defined with the folloyvépecific types accordingly
o Integer, where the property is clearly associatitd avnumeric value
0 Boolean, where the property is clearly associatith av“true” / “false” condition
0 As an enumerated token (tokenized string), whezark} associated with a limited set of options
0

As a unenumerated token, where a set of tokenizewys may be present: in this case, section ndsfi
the set of typical values, although additional ealmay be present as extensions

0 As a simple string, where an unrestricted stringeanay be used

DPE Servers and DPE Clients SHALL generate DPE agessper the definitions in this chapter, and coetance with
[DPE-Schemal].

DPE Servers and DPE Clients SHALL validate receivex$sages per [DPE-Schema]. DPE Servers and D&
SHALL silently ignore extensions that they do ngpgort.

6.1 Messages through DPE-1

The DPE-1 Interface connects DPE Server and DP&nClirhe DPE-1 Interface allows the communicatietwieen the
DPE Client and the DPE Server, in order for the GIFENt to retrieve a unique identifier, which &lled DPE Client ID and
is assigned by the DPE Server. The DPE Client IDhvei used afterwards for all the subsequent DRfroonications. The
respective internal functions involved in this pres are the Registration function of the DPE Cleamd the ID Manager
function of the DPE Server.

It is assumed DPE Client has already received ¢wessary information to access the DPE Serveg bi@otstrap process or
any other way of provisioning, at least, the DPEv8e address. If supported by the DPE Client devike DPE Server
address and other connection information may haea Iprovisioned using the DPE Management Object)(\dOE-MO].

DPE Clients will initiate registration with a DPEeiSer as described in [8.1.1 DPE Client Registrdtand [6.1.2 Device
Change]. Other than in those cases, how and whenretfistration process takes process is implenientdependent, and
depends upon both client and server design andgeoafion Example approaches:

» DPE Servers are designed to initiate DPE Clienistiegion upon arbitrary events, e.g. activatiormaervice that is
enhanced via DPE, or detection of a Device chaoga tiser.

» DPE Servers or DPE Clients may re-establish registr on a scheduled basis or upon each Devicegehan

« The DPE Client ID may be assigned for each regdistraonce for each user of a Device (i.e. validilevthe
associated MSISDN / SIP URI and Device identitysdoet change); or permanently for each specificitey.e.
DPE Server to assigns a DPE Client ID to a padicDievice and never changes it).

But in all these cases, there will be only two whystart the registration process: DPE Clientehivr DPE Server driven.
In the case of a DPE Client starting the processillisend a request to the DPE Server in ordesdaegistered. When the
DPE Server wants another registration for a pddicDPE Client, it will force the Client to resemdrequest, in order to
restart the whole process.
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The DPE Server MAY also include a security tokeriohlcan be used by the DPE Client for authenticatibsubsequent
messages from the DPE Server. If provided by th& BErver, the security token MUST be included &y EHPE Client in
all messages sent to the DPE Server.

If the DPE Server intiates DPE Client registratianilUST include the current security token valifeany, as previously
provided to the DPE Client. This ensures the DREREMill trust the register command.

The format of the security token is implementatimployment specific, except that it MUST be a valangue with the DPE
Service Provider domain, to avoid creating ambigintthe authentication of different DPE Clients.

6.1.1 Client Registration
The DPE Client initiated register process couldunde different cases:

* When the DPE Client connects the DPE Server fofitbetime ever (no DPE Client ID has never bessigned).

* When the Device is switched on and the associatiaser identity (MSISDN / SIP URI) — Device iddgt{IMEI /
MAC address) has changed.

In any of these scenarios, the registration floW wclude the following messages:

DPE Client DPE Server

DpelRegisterRequest

v __

DpelRegisterResponse
! DpelReqisterbck

DPE Client DPE Server

R

> __

Figure 6-1 . DPE Client initiated registration flow between DPE Client and DPE Server.

Note that the register request attributes may aaoprding to the design and configuration of theeldHient. For example,
the included Device and User identities may be gmgsor may be omitted, e.g. being determined tjmounspecified
network means, e.g. insertion by a network proxythrer network-based information delivered to thHeEDServer. The
security token may vary as well, e.g. a configupséudo-identity, a OMA SEC-CF defined (e.g. GBAdenl) identity
token may be included, or no security token (ségtinen depending upon unspecified network-baseahsief necessary at
all, per DPE Server policy).

6.1.1.1 DPE-1 Register-Request
The "DPE-1 Register-Request” message is used HyREeClient to start the registration on the DPE/8e
In the DPE-1 Register Request:

» The Device Identity could be used by the DPE Setwvénow what kind of Device is trying to registerthe DPE
Enabler, which could be very useful, for the DPEvVSE to retrieve Device info from external sourdéereover,
the Device ldentity associated with the User Idgmtill complete the needed information from a 8Rdonnect the
DPE Client in the case of a PUSH connection, atsdthee DPE Server know whether the subscriber hasged its
Device. Alternate sources for the Device ldentitgliide unspecified network entities (e.g. RADIUS/ses,
network proxies, etc).

» The User Identity gives information about the suilbsr trying to register to the DPE Server. EverewliDPE
Enabler only conveys information about Device céfiggs, regardless of subscriber / end user pegfees, his/her
identity is needed to be know by the DPE Server.example, on a push communication, when a SP wants
connect a particular subscriber without any premuest from this subscriber Device. In that cdse 3P only
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knows the end user wanted to connect, and the [EPEGSwIll need to know the last working associatkmown
between User Identity/Device Identity. On the otide, it is important to note that in any caselliser Identity
will travel outside the DPE Server and reach ae3iity as a SP, in a case of normal request iaiaty the User

Agent of the Device.

The registration process ends up successfully wieDPE Server assigns a DPE Client ID to the DR&NC to be used on

the subsequent communications between DPE CIidPE Berver and the SPs.

Information Req Type Description
Element

Message-Type | Mandatory String Message Type Identifier “Register-Request”’

Device-Identity | Optional String E.g., IMEI, MAC address.

Inclusion of this parameter depends upon DPE Service Provider policy or
as determined by the related attribute in the DPE MO.

User-Identity Optional String E.g. MSISDN, SIP URI.

Inclusion of this parameter depends upon DPE Service Provider policy or
as determined by the related attribute in the DPE MO

DPE-Version Mandatory String The DPE version information might be used by the DPE Server to assign
a specific Client ID to the DPE Client, depending on its version, or even
rule out the registration. In the current release, the DPE-Version MUST
be setto “1.0".

Security-Token | Conditional String A security token to fulfil tasks of mutual authentication between DPE
Client and DPE Server. MUST be present if this Register-Request is in
response to a DPE1 Register-Command. If present, MUST be equal to
the Security-Token received in DPE-1 Register-Command.

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response
to a given query MUST have the same Message-ID.

Table 6-1: DPE-1 Register-Request message elements
6.1.1.2 DPE-1 Register-Response

The “DPE-1 Register-Response” message is usedebpBi Server to answer back the DPE Client, wighntbeded
information in order to accomplish the registratmocess.

If the DPE Server rejects the registration requestDPE Client SHOULD NOT automatically retry retgation.

Information Req Type Description
Element
Message-Type | Mandatory String Message Type Identifier “Register-Response”
Client-ID Mandatory String This is the Unique Identifier given by the DPE Server in order to facilitate

the anonymity of the DPE Client in further communications. This
Identifier will be sent, hence, in any message coming from the DPE
Client. The ID manager is an internal functionality of DPE Server in
charge of allocating the Client ID’s to the DPE Clients whose request has
been received. This could be done depending on the policies set on the
DPE Server (e.g., for example, the Client ID’s could be ranged
depending on the DPE Firmware version of the DPE Client).
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Status Mandatory String The status of the registration process informs the DPE Client whether the
registration request has been successful or not. Possible values are
“Success”, “Fail”.

Security-Token | Optional String Optionally included by the DPE Server to fulfil tasks of mutual
authentication between DPE Client and DPE Server for all subsequent
messages. MUST be a value that is unique within the DPE Service
Provider domain.

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response
to a given query MUST have the same Message-ID.

Encoding- Mandatory Boolean Indicates that the DPE Server supports binary encoding of DPE

Supported messages per Appendix C for messages over the DPE-2 interface.

Table 6-2: DPE-1 Register-Response message elements
6.1.1.3 DPE-1 Register-Ack

The “DPE-1 Register-Ack” message is sent by the @Rént to acknowledge the reception of the DPE@IID from the
DPE Server. This allows the DPE Server to know twaiethe DPE Session could be considered as esiathli$he DPE
Client will use the DPE Client ID granted by theBBerver to identify itself.

Information Req Type Description
Element

Message-Type | Mandatory String Message Type ldentifier “Register-Ack”

Client-ID Mandatory String Current value assigned during registration.

Security-Token | Conditional String A security token to fulfil tasks of mutual authentication between DPE
Client and DPE Server. MUST be present if a Security-Token was
received in DPE1 Register-Response. If present, MUST be equal to the
Security-Token received in DPE-1 Register-Response.

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response
to a given query MUST have the same Message-ID.

Table 6-3: DPE-1 Register-Ack message elements
6.1.2 DPE Server Initiated Registration

When for any particular reason, the DPE Server svamthange the DPE Client ID assigned to a DP&nC(jand
consequently, erase any cached property valudgigsoof this DPE Client), it will inform the DPElient about the need of
a new registration process. For that purpose, E Berver will send (push) a message to the DREnClisking for a new
registration, the DPE-1 Register-Command. To itgti@-registration, a DPE Server may also respordRPE Client
request (e.g. a property update notification) waitherror status, indicating that re-registratioretpuired, upon which the
DPE Client is expected to re-register. Upon thepéon of this message, the DPE Client will sthet $ame registration
process shown above.
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6.1.2.1

DPE Semver

DPE Client

DpelRegisterCommand

DpelRegisterRequest

v _

F

DpelRegisterBesponse

¥ __

DpelRegisterfAck

e

DFE Semver

DFPE Client

DPE-1 Register-Command

Figure 6-2 DPE Server initiated registration flow ketween DPE Client and DPE Server.

The “DPE-1 Register-Command” message is used bpRte Server to force a DPE Client to do the regiiin process
again, in order to assign it another DPE Clientth2, DPE Server has to initiate the process ammrimthe DPE Client.

This is done with the DPE-1Register-Command mesd2BE-1 The Register-Command message may be puslhiee
DPE Client (e.g. through WAP Push, SIP Push, opecified push means), or it may be provided a®tha response body
to a DPE Client request (e.g. a property updatiicetion).

At the reception of this message, the DPE Cliefitimiderstand that it is no more registered onDFé& Server and,
consequently, there is no communication of its proes until a new successful registration takesgl Therefore, the DPE
Client will start the same registration processhaee seen in the previous section (8 section 4.2,

Information Req Type Description
Element

Message-Type | Mandatory String Message Type Identifier “Register-Command”

Client-ID Mandatory String This is the Unique Identifier given by the DPE Server in order to facilitate
the anonymity of the DPE Client in further communications. Set to the
current value assigned during the prior registration, or a new value to be
assigned to the DPE Client.

Security-Token | Conditional String A security token to fulfil tasks of mutual authentication between DPE
Client and DPE Server. MUST be present if a Security-Token was sent in
the prior DPE1 Register-Response. If present, MUST be equal to the
Security-Token sent in DPE1 Register-Response.

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response

to a given query MUST have the same Message-ID.

Table 6-4: DPE-1 Register-Command message elements

6.2 Messages through DPE-2

The DPE-2 Interface allows to request the value{s) single (or a group of) Device property (igs)transmit policies and
to respond to those requests and policies.
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The DPE-2 Interface allows the DPE Servér to

* Query the value(s) of a single property or multipteperties
» Set and release groups of properties
* Query the values of a group’s properties

» Set and release policies to a property or to afgrou

The DPE-2 Interface allows the DPE Client to:

» Advertise the value(s) of a single or multiple pdjes

» Advertise the values of a group’s properties

» Acknowledge the setting and releasing of a grouproperties (labelling)

» Acknowledge the setting and releasing of a policg property or to a group

» Advertise the value(s) of a single (or a group@yice property(ies) when the conditions of a police met

6.2.1 Querying Properties

DPE Server DPE Clignt

Dpe2Property Query

v _

4 Dpe2PropertyResponse
|

DFE Server DPE Client

Figure 6-3: Flow of a DPE Server request for propdy (ies) to DPE Client, and its response.

Message Requirement Direction
DPE-2 Property-Query Mandatory DPE Server — DPE Client
DPE-2 Property-Response Mandatory DPE Server — DPE Client

6.2.1.1 DPE-2 Property-Query
The “DPE-2 Property-Query” message is used by tAE Berver to:

* Query the value of a single property;

* Query the values of multiple properties

! These actions are issued by a Service Providetransmitted by the DPE Server to the DPE Client.
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Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Property-Query”
Client-Id Mandatory String Current value assigned during registration.
Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE

Client and DPE Server. MUST be present if a Security-Token was sent in
the prior DPE1 Register-Response. If present, MUST be equal to the
Security-Token sentin DPE1 Register-Response.

Property-Names Mandatory String Comma-separated list of the names of the properties queried. If “*”, the
current value of all supported properties should be reported.

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response
to a given query MUST have the same Message-ID.

Table 6-5: DPE-2 Property-Query message elements

6.2.1.2 DPE-2 Property-Response

The “DPE-2 Property-Response” message is useddbRBE Client to advertise the value of a singlefanultiple
properties.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Property-Response”
Client-Id Mandatory String Current value assigned during registration.
Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE

Client and DPE Server. MUST be present if a Security-Token was
received in DPE1 Register-Response. If present, MUST be equal to the
Security-Token received in DPE1 Register-Response.

Values Mandatory List of Contains the response to Property-Query message in the form of {name,
Structures value} for each property queried. The number of responses MUST be
coherent with number of properties queried in the DPE-Property-Query
message. Multiple responses may be included for properties with
multiple values.

Unsupported Conditional String The names of all properties that were indicated specifically, but are not
supported by the device or DPE Client.

Message-ID Mandatory String MUST be the same Message-ID as in the corresponding Property-Query
message.

Table 6-6: DPE-2 Property-Response message elements

The property responses are returned as a sequeane or more elements defined per the DPE schema:

Information Element Req Type Description

Property-Name Mandatory String Identifies the property being reported.
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Property-Value Mandatory

Per section 9

Current value of the property, or empty if unsupported. Valid values are
defined per property in section 9.

6.2.2 Querying Property Groups

Table 6-7: Values element generic structure

DPE Sener

DPE Client

Dpe2GroupQuery :

|
¢ Dpe2GroupResponse !

DPE Sener

DPE Client

Figure 6-4: Flow of a DPE Server request for the Maes of a group’s properties to DPE Client, and itsesponse

Message Requirement Direction
Group-Query Mandatory DPE Server — DPE Client
Group-Response Mandatory DPE Server — DPE Client

6.2.2.1 DPE-2 Group-Query

The " DPE-2 Group-Query" message is used by the B&fzer to query the values of a group's properties

Information Element Req Type Description

Message-Type Mandatory String Message Type Identifier “Group-Query”

Client-Id Mandatory String Current value assigned during registration.

Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE
Client and DPE Server. MUST be present if a Security-Token was sent in
the prior DPE1 Register-Response. If present, MUST be equal to the
Security-Token sent in DPE1 Register-Response.

Group-ID Mandatory String Identifies the group queried.

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response
to a given query MUST have the same Message-ID.

Table 6-8: DPE-2 Group-Query message elements
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6.2.2.2 DPE-2 Group-Response
The " DPE-2 Group-Response" message is used HyREeClient to advertise the values of a group'peries.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Group-Response”
Client-Id Mandatory String Current value assigned during registration.
Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE

Client and DPE Server. MUST be present if a Security-Token was
received in DPE1 Register-Response. If present, MUST be equal to the
Security-Token received in DPE1 Register-Response.

Group-ID Mandatory String Identifies the group queried.
Values Mandatory List of Contains the response to Group-Query message in the form of {name,
Structures value } for each property pertaining to the queried Group. The number of

responses MUST be coherent with number of properties defined in the
Group. Multiple responses may be included for properties with multiple
values. See Table 6-7 for further details.

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response
to a given query MUST have the same Message-ID.

Table 6-9: DPE-2 Group-Response message elements

6.2.3 Creating Property Groups

DPE Semver I DPE Client

Dpe2GroupSet PE
|
Dpe2GroupAck !

|
DpeEGrnupF{eleasebi
Dpe2GroupAck !

DFE Semver I DPE Client

Figure 6-5: Setting and releasing of a group of proerties from DPE Server, acknowledging from DPE Cknt

S N

Message Requirement Direction
DPE-2 Group-Set Mandatory DPE Server — DPE Client
DPE-2 Group-Ack Mandatory DPE Server — DPE Client
DPE-2 Group-Release Mandatory DPE Server — DPE Client
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6.2.3.1 DPE-2 Group-Set
The “DPE-2 Group-Set” message is used by the DR#ES® set groups of properties.

Note: group establishment should always be suagessfless all requested properties are unsupported

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Group-Set’
Client-Id Mandatory String Current value assigned during registration.
Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE

Client and DPE Server. MUST be present if a Security-Token was sent in
the prior DPE1 Register-Response. If present, MUST be equal to the
Security-Token sent in DPE1 Register-Response.

Group-ID Mandatory String Identifies the group to be set.
Property-Names Mandatory String Indicates the names of the properties defining the group.
Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response

to a given query MUST have the same Message-ID.

Table 6-10: DPE-2 Group-Set message elements

6.2.3.2 DPE-2 Group-Ack

The “DPE-2 Group-Ack” message is used by the DRENCto: acknowledge the setting or releasing gfaup of
properties.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Group-Ack”
Client-Id Mandatory String Current value assigned during registration.
Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE

Client and DPE Server. MUST be present if a Security-Token was
received in DPE1 Register-Response. If present, MUST be equal to the
Security-Token received in DPE1 Register-Response.

Group-ID Mandatory String Identifies the group that is set or released.

Status Mandatory String Indicates if the group has been set or released successfully or not.
Possible values "Success”, “Fail”. MUST be set to “Fail” if none of the
requested properties are supported by the device or DPE Client.

Unsupported Conditional String The names of all properties that were indicated, but are not supported by
the device or DPE Client.
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Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response
to a given query MUST have the same Message-ID.

Table 6-11: DPE-2 Group-Ack message elements

6.2.3.3 DPE-2 Group-Release

The “DPE-2 Group-Release” message is used by the $#ver to release a defined group or all theggofrom a DPE
Client.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Group-Release”
Client-Id Mandatory String Current value assigned during registration.
Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE

Client and DPE Server. MUST be present if a Security-Token was sent in
the prior DPE1 Register-Response. If present, MUST be equal to the
Security-Token sent in DPE1 Register-Response.

Group-ID Mandatory String Identifies the group to be released. If “**, all groups should be released.

Message-ID Mandatory String Identifies the message.

Table 6-12: DPE-2 Group-Release message elements

6.2.4 Creating Property Reporting Policies

DPE Server I DPE Client

! Dpe2PropertyPolicySet :

i |
! Dpe2PolicyAck !
4

|

¢ Dpe2PropertyReport |
| |

DPE Server DPE Client

Figure 6-6: Flow of setting and acknowledging of gy for a property, and the property reporting

Message Requirement Direction
DPE-2 Property-Policy-Set Mandatory DPE Server — DPE Client
DPE-2 Policy-Ack Mandatory DPE Server — DPE Client
DPE-2 Property-Report Mandatory DPE Server — DPE Client
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6.2.4.1

DPE-2 Property-Policy-Set

The “DPE-2 Property-Policy-Set” message is usethbyDPE Server to set a policy to a property.

Information Element Req Type Description

Message-Type Mandatory String Message Type Identifier “Property-Policy-Set”

Client-Id Mandatory String Current value assigned during registration.

Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE
Client and DPE Server. MUST be present if a Security-Token was sent in
the prior DPE1 Register-Response. If present, MUST be equal to the
Security-Token sentin DPE1 Register-Response.

Policy-ID Mandatory String Identifies the policy being defined.

Policy-Type Mandatory String Identifies the type of policy (see “Policy Types and Parameters” table)

Policy-Parameters Mandatory String Parameter of the policy (see “Policy Types and Parameters” table)

Property-Name Mandatory String Identifies the property to which the policy is being assigned.

Duration Optional Integer Gives the “time to live” for the Policy, in seconds.

Min-Report-Interval Optional Integer Minimum interval in seconds between reports, for report throttling.

Message-ID Mandatory String Identifies all the messages related to the policy setting. Therefore the
acknowledgement MUST have the same Message-ID.

Table 6-13: DPE-2 Property-Policy-Set message elents
Policy-Type Policy-Parameters Description

Any-Change n/a report on any change to the property

Exact-Match value to match report on a change to a specific matched value

List-Match comma-separated list of | report on a change to one of a set of matched values in a comma-separated list

values to match

In-Range range, as comma- report if the property enters a range

separated list (lower
value, upper value)

Out-Of-Range range, as comma- report if the property exits a range

separated list (lower
value, upper value)

Property-Support | n/a Report on any change to the set of supported properties, i.e. properties for which

support begins or ends.

Schedule Comma-separated list report on a schedule: “start” and “stop” are either a “date-time” value or a “time-of-day”

(start,stop,frequency)

value, where “date-time” conforms to the "date-time" definition in [ISO8601]. In addition,
an uppercase "T" character SHALL be used to separate date and time, and an
uppercase "Z" character SHALL be present in the absence of a numeric time zone
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offset. For “time-of-day”, only the time field of the date-time is present.
date-time values indicate the absolute start and end of property monitoring.
time-of-day values indicate a daily schedule for property monitoring.

frequency is the interval for reporting, in seconds.

Extension unspecified string value | report on an implementation-specific extension (allows the extension to new triggers,
e.g. report upon the startup of a specific client/application)

Table 6-14: Policy Types and Parameters

6.2.4.2 DPE-2 Policy-Ack

The “DPE-2 Policy-Ack” message is used by the DRENEto acknowledge a policy set or released pooperty or to a
group

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Policy-Ack”
Client-Id Mandatory String Current value assigned during registration.
Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE

Client and DPE Server. MUST be present if a Security-Token was
received in DPE1 Register-Response. If present, MUST be equal to the
Security-Token received in DPE1 Register-Response.

Policy-ID Mandatory String Identifies the policy being defined.

Status Mandatory String Indicates if the policy has been defined or released successfully or not.
Possible values are "Success’, “Fail”. MUST be set to “Fail” if no policies
could be successfully established.

Unsupported Conditional String The names the properties that were indicated, but are not supported by
the device or DPE Client.

Message-ID Mandatory String MUST be the same Message-ID as in the corresponding Property-Policy-
Set message or Group-Policy-Set message or Policy-Release message.

Table 6-15: DPE-2 Policy-Ack message elements

6.2.4.3 DPE-2 Property-Report

The “DPE-2 Property-Report” message is used bypfRE Client to advertise the value of the propertywich the policy
is assigned and the conditions of the policy are me

Information Element Req Type Description

Message-Type Mandatory String Message Type Identifier “Property-Report’
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Client-Id Mandatory String Current value assigned during registration.

Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE
Client and DPE Server. MUST be present if a Security-Token was sent in
the prior DPE1 Register-Response. If present, MUST be equal to the
Security-Token sent in DPE1 Register-Response.

Policy-1D Mandatory String Identifies the policy associated to the response.

Value Mandatory Structure Indicates the value of the property in the form of {name, value } for the
property being reported upon. If the value is null, the property is no
longer supported.

Message-ID Mandatory String Identifies the message.

Table 6-16: DPE-2 Property-Report message elements

6.2.5 Creating Group Reporting Policies

DPE Sener DPE Client

E Dpe2GroupPolicy Set :
| |
! Dpe2PolicyAck !
¢ .

¢ Dpe2GroupReport |
| |

DPE Sener DPE Client

Figure 6-7: Flow of setting and acknowledging of dicy for a group, and the properties reporting

Message Requirement Direction
DPE-2 Group-Policy-Set Mandatory DPE Server — DPE Client
DPE-2 Policy-Ack Mandatory DPE Server — DPE Client
DPE-2 Group-Report Mandatory DPE Server — DPE Client

6.2.5.1 DPE-2 Group-Policy-Set
The “DPE-2 Group-Policy-Set” message is used byXR& Server to set a policy to a group.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Group-Policy-Set’
Client-Id Mandatory String Current value assigned during registration.
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Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE
Client and DPE Server. MUST be present if a Security-Token was sent in
the prior DPE1 Register-Response. If present, MUST be equal to the
Security-Token sent in DPE1 Register-Response.

Policy-ID Mandatory String Identifies the policy being defined.

Policy-Type Mandatory String Indicates the type of policy being defined (see “Policy Types and
Parameters” table).

Policy-Parameters Mandatory String Defines the parameters associated to the defined policy (see “Policy
Types and Parameters” table).

Duration Optional Integer Gives the “time to live” for the Policy, in seconds.

Min-Report-Interval Optional Integer Minimum interval in seconds between reports, for report throttling.
Group-ID Mandatory String Identifies the group to which the policy is being assigned.
Message-ID Mandatory String Identifies all the messages related to the policy setting. Therefore the

acknowledgement MUST have the same Message-ID.

Table 6-17: DPE-2 Group-Policy-Set message elements

6.2.5.2 DPE-2 Policy-Ack
The “DPE-2 Policy-Ack” message is used by the DRENEto acknowledge a policy set to a group.

Please refer to section 6.2.4.2 for more infornmatio

6.2.5.3 DPE-2 Group-Report

The “DPE-2 Group-Report” message is used by the DRat to report a group of properties when theditions of the
policy assigned on a group are met.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Group-Report”
Client-Id Mandatory String Current value assigned during registration.
Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE

Client and DPE Server. MUST be present if a Security-Token was
received in DPE1 Register-Response. If present, MUST be equal to the
Security-Token received in DPE1 Register-Response.

Policy-ID Mandatory String Identifies the policy associated to the response.

Group-ID Mandatory String Identifies the group queried.

Values Mandatory List of Contains the properties in the form of {name, value } for each property
Structures pertaining to the Group. The number of responses MUST be coherent

with number of properties defined in the Group.
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Message-ID Mandatory String Identifies the message.

Table 6-18: DPE-2 Group-Report message elements

6.2.6 Releasing Policies

DPE Senver DPE Client

Dpe2PolicyRelease :

|
4 Dpe2PolicyAck !
| |

DPE Server DPE Clignt

Figure 6-8: Flow of releasing of a policy, and thecknowledging

Message Requirement Direction
DPE-2 Policy-Release Mandatory DPE Server — DPE Client
DPE-2 Policy-Ack Mandatory DPE Server — DPE Client

6.2.6.1 DPE-2 Policy-Release

The “DPE-2 Policy-Release” message is used by fE Berver to release a defined Policy from a DR&NC(it can be a
policy assigned either to an individual propertyama group).

Information Req Type Description
Element
Message-Type Mandatory String Message Type ldentifier “Policy-Release”
Client-Id Mandatory String Current value assigned during registration.
Security-Token Conditional String A security token to fulfil tasks of mutual authentication between DPE

Client and DPE Server. MUST be present if a Security-Token was sent in
the prior DPE1 Register-Response. If present, MUST be equal to the
Security-Token sent in DPE1 Register-Response.

Policy-ID Mandatory String Identifies the policy associated to the response. If “*”, all policies should
be released.
Message-ID Mandatory String Identifies the message.

Table 6-19: DPE-2 Policy-Release message elements
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6.2.6.2 DPE-2 Policy-Ack

The “DPE-2 Policy-Ack” message is used by the DRENEto acknowledge a released Policy from a DBE/& (it can be
a policy assigned either to an individual propertyo a group).

Please refer to section 6.2.4.2 for more infornmtio

6.3 Messages through DPE-3

The DPE-3 Interface allows a SP to request thee{g)wof a single (or a group of) Device propergs)j to transmit policies
and to transmit the responses of these requestsdictes.

The DPE-3 Interface allows the SP to:
Query the value of a single property or multipleperties

Set and release groups of properties

Query the values of a group's properties

O O o o

Set and release policies to a property or to afgrou

The DPE-3 Interface allows the DPE Server to redpon

* To the advertisement of the value of a single anaftiple properties

» To the advertisement of the values of a group'pgmces

* To the acknowledgement of the setting and releasfirmggroup of properties

» To the acknowledgement of the setting and releasfirzgpolicy to a property or to a group

*  With the value(s) of a property(ies) when the ctinds of a policy are met

6.3.1  Querying Properties

Semvice Provider DPE Semver

! Dpe3Property Query
|
:‘ Dpe3ProperntyResponse !

Semvice Provider DPE Semver

Figure 6-9: Flow of a Service Provider request foproperty (ies) to DPE Server, and its response.

Message Requirement Direction
DPE-3 Property-Query Mandatory Service Provider - DPE Server
DPE-3 Property-Response Mandatory Service Provider — DPE Server
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6.3.1.1 DPE-3 Property-Query
The “DPE-3 Property-Query” message is used by théoS

* Query the value of a single property;

*  Query the values or multiple properties.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Property-Query”
Property-Names Mandatory List of strings | Indicates the names of the properties queried. If “*”, the current value of

all supported properties should be reported.

Max-Age Mandatory Integer Requested max age of the property values, in seconds.

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response
to a given query MUST have the same Message-ID.

Client-Id Mandatory String Gives the ID of the client targeted for the request

Table 6-20: DPE-3 Property-Query message elements

6.3.1.2 DPE-3 Property-Response

The “DPE-3 Property-Response” message is usedebRBE Server to advertise the value of a singl&f anultiple
properties.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Property Response”
Values Mandatory List of Contains the response to Property-Query message in the form of {name,
Structures value } for each property queried. The number of responses MUST be

coherent with number of properties queried in the Property-Query
message.

Message-ID Mandatory String MUST be the same Message-ID than in the corresponding Property-
Query message.

Client-Id Mandatory String Gives the ID of the client targeted for the request

Table 6-21: DPE-3 Property-Response message elengent
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6.3.2 Querying Property Groups
Senvice Provider DPE Server
! Dpe3GroupQuery |
| |
[‘ Dpe3GroupResponse !
| 1
Senice Provider DPE Server
Figure 6-10: Flow of a SP request for group properes to DPE Server, and its answer
Message Requirement Direction
DPE-3 Group-Query Mandatory Service Provider — DPE Server
DPE-3 Group-Response Mandatory Service Provider — DPE Server
6.3.2.1 DPE-3 Group-Query

The " DPE-3 Group-Query" message is used by theeB@&rovider to query the values of a group's prtdge

Information Element Req Type Description

Message-Type Mandatory String Message Type Identifier “Group-Query”

Group-ID Mandatory String Identifies the group queried.

Max-Age Mandatory Integer Requested max age of the property values, in seconds.

Client-Id Mandatory String Gives the ID of the client targeted for the request

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response

to a given query MUST have the same Message-ID.
Table 6-22: DPE-3 Group-Query message elements
6.3.2.2 DPE-3 Group-Response

The " DPE-3 Group-Response" message is used HyRIEe Server to respond to the advertisement ofahees of a group's

properties

Information Element Req

Type

Description

Message-Type Mandatory

String

Message Type ldentifier “Group-Response”
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Group-ID Mandatory String Identifies the group queried.
Values Mandatory List of Contains the response to Group-Query message in the form of {name,
Structures value } for each property pertaining to the queried Group. The number of

responses MUST be coherent with number of properties defined in the
Group.

Client-Id Mandatory String Gives the ID of the client targeted for the request

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response
to a given query MUST have the same Message-ID.

Table 6-23: DPE-3 Group-Response message elements
6.3.3 Creating Property Groups

Semnvice Provider

DPE Server

Dpe3GroupSet

Dpe3GrouphAck

v __

Dpe3GroupRelease

Dpe3GrouphAck

__¥__

" S "

Senvice Provider

DFE Server

Figure 6-11: Setting of a group of properties fromSP, acknowledging from DPE Server and release ofdhgroup.

Message Requirement Direction
DPE-3 Group-Set Mandatory Service Provider — DPE Server
DPE-3 Group-Ack Mandatory Service Provider — DPE Server
DPE-3 Group-Release Mandatory Service Provider — DPE Server

6.3.3.1

DPE-3 Group-Set

The “DPE-3 Group-Set” message is used by the Settgroups of properties.

Information Element Req

Type

Description

Message-Type Mandatory

String

Message Type Identifier “Group-Set’
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Group-ID Mandatory String Identifies the group queried.

Property-Names Mandatory String Indicates the names of the properties defining the group.

Client-Id Mandatory String Gives the ID of the client targeted for the request

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response
to a given query MUST have the same Message-ID.

Table 6-24: DPE-3 Group-Set message elements

6.3.3.2 DPE-3 Group-Ack
The “DPE-3 Group-Ack” message is used by the DPize3do acknowledge the setting of a group of prigs.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Group-Ack”
Group-ID Mandatory String Identifies the group queried.
Status Mandatory String Indicates if the group has been defined successfully or not. Possible

values "Success”, “Fail”.

Client-Id Mandatory String Gives the ID of the client targeted for the request

Message-ID Mandatory String Identifies all the messages related to this query. Therefore the response
to a given query MUST have the same Message-ID.

Table 6-25: DPE-3 Group-Ack message elements

6.3.3.3 DPE-3 Group-Release
The “DPE-3 Group-Release” message is used by the 8&lete a defined Group from a DPE Client.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Group-Release”
Group-ID Mandatory String Identifies the group to be deleted.

Message-ID Mandatory String [dentifies the message.
Client-Id Mandatory String Gives the ID of the client targeted for the request

Table 6-26: DPE-3 Group-Release message elements
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6.3.4 Creating Property Reporting Policies

Semnvice Provider

DPE Server

; DpeBF‘rnpert'fF‘nlicySet}i

|
¢ Dpe3PolicyAck
|

i‘ Dpe3PropertyRepart

Senice Provider

DFE Server

Figure 6-12: Setting of a group of properties fronSP, acknowledging from DPE Server and release ofeigroup.

Message

Requirement

Direction

DPE-3 Property-Policy-Set Mandatory Service Provider — DPE Server
DPE-3 Policy-Ack Mandatory Service Provider — DPE Server
DPE-3 Property-Report Mandatory Service Provider — DPE Server

6.3.4.1 DPE-3 Property-Policy-Set
The “DPE-3 Property-Policy-Set” message is usethbySP to set a policy to a property.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Property-Policy-Set”
Policy-ID Mandatory String Identifies the policy being defined.
Policy-Type Mandatory String Identifies the type of policy (see “Policy Types and Parameters” table)
Policy-Parameters Mandatory String Parameter of the policy (see “Policy Types and Parameters” table)
Property-Name Mandatory String Identifies the property to which the policy is being assigned.
Client-Id Mandatory String Gives the ID of the client targeted for the request
Duration Optional Integer Gives the “time to live” for the Policy, in seconds.
Message-ID Mandatory String Identifies all the messages related to the policy setting. Therefore the
acknowledgement MUST have the same Message-ID.

Table 6-27: DPE-3 Property-Policy-Set message elents

6.3.4.2 DPE-3 Policy-Ack
The “DPE-3 Policy-Ack” message is used by the DRE/&r to respond an acknowledge a policy set t@pgoty
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Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Policy-Ack”
Policy-ID Mandatory String Identifies the policy being defined.
Status Mandatory String Indicates if the policy has been defined successfully or not. Possible

values "Success”, “Fail”.

Client-Id Mandatory String Gives the ID of the client targeted for the request
Message-ID Mandatory String MUST be the same Message-ID than in the corresponding Policy-Set
message.

Table 6-28: DPE-3 Policy-Ack message elements

6.3.4.3 DPE-3 Property-Report

The “DPE-3 Property-Report” message is used byDIRE Server to report that the conditions of thegyahre met and
advertise the value of the property on which thiecpas assigned.

Information Element Req Type Description
Message-Type Mandatory String Message Type ldentifier “Property-Report’
Policy-ID Mandatory String Identifies the policy associated to the response.
Value Mandatory String Indicates the value of the property in the form of {name, value } for the
property being reported upon.
Message-ID Mandatory String Identifies the message.
Client-Id Mandatory String Gives the ID of the client targeted for the request

Table 6-29: DPE-3 Property-Report message elements

6.3.5 Creating Group Reporting Policies

Senvice Provider DPE Server

! DpeBGruupP‘nlic‘ySetbi
| |
[‘ Dpe3PolicyAck
|

|

¢ Dpe3GroupReport

Senvice Provider DPE Server

Figure 6-13: Creating a group reporting policy from SP
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Message Requirement Direction
DPE-3 Group-Policy-Set Mandatory Service Provider — DPE Server
DPE-3 Policy-Ack Mandatory Service Provider — DPE Server
DPE-3 Group-Report Mandatory Service Provider — DPE Server

6.3.5.1 DPE-3 Group-Policy-Set
The “DPE-3 Group-Policy-Set” message is used bysRdo set a policy to a group.

Information Element Req Type Description
Message-Type Mandatory String Message Type Identifier “Group-Policy-Set’
Policy-ID Mandatory String Identifies the policy being defined.
Policy-Type Mandatory String Indicates the type of policy being defined (see “Policy Types and

Parameters” table).

Policy-Parameters Mandatory String Defines the parameters associated to the defined policy (see “Policy
Types and Parameters” table).

Group-ID Mandatory String Identifies the group to which the policy is being assigned.

Message-ID Mandatory String Identifies all the messages related to the policy setting. Therefore the
acknowledgement MUST have the same Message-ID.

Client-Id Mandatory String Gives the ID of the client targeted for the request

Duration Optional Integer Gives the “time to live” for the Group Policy, in seconds.

Table 6-30: DPE-3 Group-Policy-Set message elements

6.3.5.2 DPE-3 Policy-Ack

The “DPE-3 Policy-Ack” message is used by the DRE/&r to acknowledge the group policy set.
See section 6.3.4.2 for more information.

6.3.5.3 DPE-3 Group-Report

The “DPE-3 Policy-Group-Report” message is usethByDPE Server to report that the conditions ofptblécy assigned on
a group are met.

Information Element Req Type Description

Message-Type Mandatory String Message Type Identifier “Group-Report’
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Policy-ID Mandatory String Identifies the policy associated to the response.
Values Mandatory List of Contains the properties in the form of {name, value } for each property
Structures pertaining to the Group. The number of responses MUST be coherent

with number of properties defined in the Group.

Group-ID Mandatory String Identifies the group queried
Message-ID Mandatory String Identifies the message.
Client-Id Mandatory String Gives the ID of the client targeted for the request

Table 6-31: DPE-3 Group-Report message elements

6.3.6 Releasing Policies

Senvice Provider DPE Server

Dpe3PolicyRelease
Dpe3PolicyAck

v

F_ .

Senvice Provider DPE Server

Figure 6-14: Releasing of a group of properties foam SP, acknowledging from DPE Server.

Message Requirement Direction
DPE-3 Policy-Release Mandatory Service Provider - DPE Server

6.3.6.1 DPE-3 Policy-Release

The “DPE-3 Policy-Release” message is used by EhtoS$lelete a defined Policy from a DPE Clientéih be a policy
assigned either to an individual property or ta@ug).

Information Req Type Description
Element
Message-Type Mandatory String Message Type ldentifier “Policy-Release”
Policy-ID Mandatory String Identifies the policy associated to the response.
Client-Id Mandatory String Gives the ID of the client targeted for the request
Message-ID Mandatory String Identifies the message.

Table 6-32: DPE-3 Policy-Release message elements
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6.3.6.2 SP_Policy_Ack
The “Sp_Policy_Ack” message is used by the DPE &dxvacknowledge the policy release.

See section 6.3.4.2 for more information.

6.3.7 Querying the Client ID

Semnvice Provider DPE Server

Dpe3ClientldQuery

v _

Dpe3ClientldResponse !
|

Senice Provider DFE Semver

.

Figure 6-15: Query for DPE Client ID

Message Requirement Direction
DPE-3 Client-ld-Query Mandatory Service Provider - DPE Server
DPE-3 Client-ld-Response Mandatory DPE Server — Service Provider

6.3.7.1 DPE-3 Client-1d-Query
The “DPE-3 Client ID Query” message is used by 8@ to determine the DPE Client ID associated witiser or Device.

Information Req Type Description
Element
Message-Type Mandatory String Message Type Identifier “Client-Id-Query”
Query-Key Mandatory String Key for the query, as defined by the DPE Service Provider, e.g. SIP

Public Identity, MSISDN, IMEI, User Identity. The DPE Service Provider
defines the options for query keys through unspecified means, e.g.
through SP onboarding processes.

Message-ID Mandatory String Identifies the message.

Table 6-33: DPE-3 Client-ld-Query message elements

6.3.7.2 DPE-3 Client-ld-Response

The “DPE-3 Client ID Response” message is useth®yDPE Server to return the DPE Client ID assodiati¢h a user or
Device.
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Information Req Type Description
Element
Message-Type Mandatory String Message Type Identifier “Client-ld-Response”
Client-Id Mandatory String The DPE Client ID associated with the user. A null value indicates that
there is no Client ID associated with the user.
Message-ID Mandatory String Identifies the message. Same as the value in the related Client-d-Query.

Table 6-34: DPE-3 Client-Id-Response message elenten

6.3.8 Client ID Reporting

DPE Sener Semnvice Provider

| Dpe3ClientidReport |

DPE Sener Semnvice Provider

Figure 6-16: DPE Client ID Report

Message

Requirement Direction

DPE-3 Client-ld-Report

Mandatory

DPE Server — Service Provider

6.3.8.1 DPE-3 Client-ld-Report

The “DPE-3 Client-Id-Report” message is used byDRIE Server to report an update to the associafianuser with a

Client ID.

Information Element Req Type Description

Message-Type Mandatory String Message Type Identifier “Client-Id-Report”

User-Identity Mandatory String User Identity as defined by the DPE Service Provider, e.g. SIP Public
Identity, MSISDN, IMEI, or generic user Identity. The DPE Service
Provider defines the options for query keys through unspecified means,
e.g. through SP onboarding processes. A null value indicates that there
is no current user associated to the Client ID.

Client-Id Mandatory String The DPE Client ID associated with the user. Note for multi-Device users,
this will represent one of the currently valid Client IDs for the user. A null
value indicates that there is no longer a Client ID associated with the
user.
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Previous-Client-Id Optional String A DPE Client ID previously associated with the user, which is no longer
valid.
Message-ID Mandatory String Identifies the message.

Table 6-35 : DPE-3 Client-ld-Report message element
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7. Transport Protocol Bindings

7.1 DPE-1 and DPE-2 over OMA Push

The DPE Server SHALL support either the Push AcBessocol (PAP) [PUSH-PAR)r the Push-OTA protocol [PUSH-
OTA] for point-to-point delivery of the followin@PE-1 and DPE-2 Interface messages:

» DPE-1 Register-Command
* DPE-2 Property-Query

« DPE-2 Group-Query

« DPE-2 Group-Set
 DPE-2 Group-Release

» DPE-2 Property-Policy-Set
* DPE-2 Group-Policy-Set

» DPE-2 Policy-Release

For DPE Push messages, the DPE Server SHALL in¢hal®ush Application ID header “X-Wap-Applicatitah-x-oma-
application:dpe.ua”.

When using PAP, the DPE Server SHALL submit DPEgagss for delivery using the MIME content type
“application/vnd.oma.dpe”, and MAY support varidasget client address schemes, e.g. PLMN, USERURR IP
address, etc.

When delivering DPE messages via Push-OTA, the B&zer SHALL encode the messages using the MIMEecitype
“application/vnd.oma.dpec”.

Push Clients in DPE supporting terminals SHALL suppouting of Push messages with the Push ApjdicdD header
“X-Wap-Application-1d: x-oma-application:dpe.ua” tbe DPE Client.

7.2 DPE-1 and DPE-2 over HTTP

DPE Clients and DPE Servers MUST support Hyperteahsfer Protocol version 1.1 (HTTP [RFC2616])tloe DPE-1 and
DPE-2 Interface messages as shown in Table 7-1.

HTTP Method Request Body Response Code Response Body
POST DPE-1 Register-Request 200 OK DPE-1 Register-Response
POST DPE-1 Register-Ack 204 No Content | None

POST DPE-2 Property-Response 204 No Content | None

POST DPE-2 Group-Response 204 No Content | None

POST DPE-2 Group-Ack 204 No Content | None

POST DPE-2 Policy-Ack 204 No Content | None

POST DPE-2 Policy-Property-Report | 204 No Content | None
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POST DPE-2 Policy-Group-Report 204 No Content | None

POST Any 200 OK One or more of:

DPE-1 Register-Command
DPE-2 Property-Query
DPE-2 Group-Query
DPE-2 Group-Set

DPE-2 Group-Release
DPE-2 Property-Policy-Set
DPE-2 Group-Policy-Set
DPE-2 Policy-Release

Table 7-1: HTTP methods and request bodies for HTTPnessaging

DPE Servers and DPE Clients MUST support DPE-1EPH-2 Interface messages formatted as entity-badibsthe
application/vnd.oma.dpe MIME media type. The amilan/vnd.oma.dpe MIME media type is used whemglsiDPE
Interface message is included in the HTTP requesgifmse.

DPE Servers and DPE Clients MUST support DPE-1RPH-2 interface messages formatted as entity-badibsthe
multipart/mixed media type. The multipart/mixed natype is used when multiple DPE Interface message
concatenated in a single HTTP request/response.

DPE Clients MUST send all DPE-1 and DPE-2 Interfmessages as HTTP POST method requests, including:

» the DPE Server address in the request line
» the Host request-header set to the hostname atdfess of the DPE Server

» the User-Agent request-header set to identify it Bevice (e.g. “vendor-model/version”), and tlaene and
version of the DPE Client as user agent initiatimgyrequest

» the Accept request-header with value “applicatinod/ema.dpe, multipart/mixed”
» the X-Wap-Profile request-header set to the URhefUser Agent Profile for the host Device

. thg Accept-Encoding request-header with value lpeistipported HTTP compression encodings, i.e. téedlad/or
gzip

» the Content-Length entity-header set to the lenfthe entity-body

» the Content-Type entity-header with value “applmatvnd.oma.dpe” or “multipart/mixed”, as applicabl

» the DPE-1 or DPE-2 message(s) as message-body

DPE Clients MUST send all DPE-1 and DPE-2 interfaessages to the DPE Server configured in the eelfithe DPE
Server address and other connection profile inftiondhas been provisioned or pre-configured indaeice, the DPE Client
MUST:

» send the messages via the HTTP proxy, if specified
» utilize or establish a data connection accordintnéo
o network preferences, if specified

o data connection details, if specified

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DPE-V1_0-20110705-A Page 42 (63)

DPE Servers MUST send all DPE-1 and DPE-2 Interfaessages which are sent as responses to DPE Qksstges as
HTTP 200 OK responses, including:

the ETag entity-header set to a unique value witinénscope of the DPE Server

the Content-Encoding entity-header set to the bfddTTP compression applied, if any

the Content-Length entity-header set to the lepnfithe entity-body

the Content-Type entity-header with value “applmatvnd.oma.dpe” or “multipart/mixed”, as applicabl

the DPE-1 or DPE-2 message(s) as message-body
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8. DPE Operations

8.1 DPE-1 Operations
8.1.1 DPE Client Registration

Upon DPE Client startup, the DPE Client SHALL regrswith the applicable DPE Server. Registraticovjites the trigger
for the DPE Server to establish or revalidate treemt DPE settings for the DPE Client, and to linfoelated Service
Providers of any change in the user and Clientdgbeiation, as necessary.

Upon a valid registration request from the DPE @li¢the DPE Server SHALL provide a registratiorpasse with the
Client ID for the Device. Note this may be a newe@l ID or a previously-assigned Client ID, per iRE Service
Provider’'s deployment policy.

To ensure that it can correctly associate subséduieR Interface operations with the correct Devibe, DPE Server
SHALL retain the associated user identity (e.g. BI3N or SIP URI), Device identity (e.g. IMEI or MA&Idress), and
assigned Client ID. Other than as optionally preddh the registration request, the method of oingithe network identity
and Device identity is unspecified, but MAY includse of RADIUS or network proxy-forwarded HTTP heesd

At a lower level, the DPE Server MAAso know the IP address of the DPE Client, e.grafided by RADIUS or
forwarded by a network proxy (e.g. in the convemid'x-forwarded-for’ HTTP header). However a reasmt to use the IP
address as main identification of the DPE Clienthat it usually changes due to dynamic IP addaesggnment (DHCP), at
least for IPv4-based Devices. On the other hamiksidering IPv6, a static IP address may be assigméte Device. Thus
for IPv6 supporting Devices, the DPE Server maglie to use the IP address as the Device idewtitthe DPE Client.

8.1.2 Mutual authentication

The need for of authentication of DPE Clients aftElServers is a deployment decision. DPE Cliental3He pre-
configured with the necessary DPE Server accessmers and authentication credentials necessauythenticate a DPE
Server if required:

» For DPE Client-initiated transactions:

o DPE Server address, formatted as a URI. This disasathe definition of the security level for DPE
transactions through the URI scheme (HTTP or HTTPS)

0o Method of authentication
= None: no server authentication is required

= |P: DPE Server responses MUST be received frontRfagdress corresponding to the DPE
Server Address, i.e. after name resolution if resgiiNote that not assumption about immunity
from man-in-the-middle attack is assumed heréydt ts a concern, TLS should be used for all
transactions.

= TLS: DPE Server address is a HTTPS URI, and the B&&er MUST be validated through
delivery of a valid TLS server certificate.

o If TLS server authentication is required: the roettificate of the Certificate Authority that issline
server certificate.

» For DPE Server-initiated transactions:
0 Method of authentication: none, trusted server esklr
o For “trusted server address”, a list of trustedragses in the applicable formats, e.qg.

= For DPE transactions over WAP Push, SME Source égtdof the trusted DPE Server or Push
Proxy Gateway. Note if the host Device supports ORUsh 2.2 (Push Security), the trusted
addresses can be pre-configured for the Push Girghrough the Push Security MO (Managed
Object).
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= For DPE transactions over SIP Push, SIP URI ofrited DPE Server or Push Proxy Gateway

For DPE Server-initiated transactions that arevidet! as part of responses to DPE Client-initiatadstactions, the DPE
Server will already have been authenticated if ssagy.

DPE Servers SHALL be pre-configured with the neagssredentials to authenticate DPE Clients, ifiiemg. Note the
choice of credentials is deployment specific, bYWinclude:

» the user’s network identity, e.g. MSISDN or SIP URI
» the Device identity, e.g. IMEI or MAC address

» source IP address, e.g. the DPE Server MAY be gor€d to allow requests from a range of IP addegssi¢hout
further authentication

8.2 DPE-2/3 Operations

8.2.1 Common operations

8.2.1.1 Mutual verification

In addition to the requirements described in sec8id.2, the following apply.

When the DPE Server receives a message from thedliPht, whatever it is, it has to check the follog:
» That the Client ID is registered and correspondtéostored user/Device on the DPE Server table.
» That the Client ID that identifies the DPE Cliesitain actor in this dialogue.

If something of the above fails, the DPE Serveusthgend an error response to the DPE Client. dlitiad, DPE Server
could retry a number of times the operation that ¢®nfiguration parameter.

The necessary access controls for the DPE-3 latekféll depend upon the DPE Server deployment pafache DPE
Service Provider. These MAY vary depending upontyfpe of business relationship between the DPEi&eRrovider and
the 3°-Party Service Provider (SP). Other than as desgilow, the access control methods are unspecifie

When the DPE Server receives a message from thie SIROULD verify that this SP is authorized, byecking:
e Thatthe SP ID is registered.
e Thatthe SP IP address is also authorized andjisteeed for this SP ID.

If something of the above fails the DPE Server SHOUgnore the request in order to avoid DoS attatikeill depend on
the policies of DPE Server to admit new connectitmany case, even for authorized SP, DPE Sem&8.D support
DPE-3 Interface usage controls, e.g.:

» Limiting the number of connections/request from ¢shene SP,
« Limiting the rate of requests (e.g. via high-consgrtraffic policies), in order to avoid DoS attack

8.2.1.2 Message forwarding

The DPE Server SHALL forward requests received ftbenSP through the DPE-3 Interface to the DPENChs required
using the DPE-2 Interface, for example under thaitmns:

» The SP wishes to query the value of a single ptgmermultiple properties, for which the DPE Sertess no valid
cached value, e.g. the cached value’s age exceedsax-age parameter of the DPE-3 Property Query

» The SP wishes to set a property group, that doeget@xist for another SP
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* The SP wishes to release a property group, aieiertlly SP depending upon that group definition
* The SP wishes to query the values of a group'septieg, for which the DPE Server has no valid cdafsue
 The SP wishes to set policies to a property ordgooap, that differs from the policy for another SP

» The SP wishes to release policies to a properng argroup, and is the only SP depending upongtdicular
policy
DPE Servers MAY support caching of DPE-2 repoftsol the DPE Server SHALL consider a cached regtte as valid
for inclusion in a SP query response, if the vdlas been cached for less than the Max_Age indidatéde SP.

The decision whether a SP request via DPE-3 reisustselated DPE-2 request will depend upon th& BEerver
implementation (e.g. ability to optimize mappingvween DPE-3 and DPE-2 transactions) and DPE SeRra@der
deployment policy (e.g. use of such optimizatioosoading to the business relationship with the SP).

The DPE Server SHALL forward reports received fritwe DPE Client through the DPE-2 Interface, to$fethrough the
DPE-3 Interface, under the conditions:

e The report is related to a query by the SP

» The report is related to a policy set by the SP

After receiving a message from the DPE Client tieE[Berver MUST do the following:

» Look for the SP ID that identifies the SP that gggbthe dialogue (identified with a DPE-2 Messaggttie DPE
Client.

* Look for the DPE-3 Message ID that identifies thedajue with el SP (this ID was set by the SP).

* Forward the result to the SP using the SP ID asd¥RE-3 Message ID.

8.2.1.3 Message ID Control

At DPE-2 Interface the DPE Client MUST check thed Message_ID from the DPE Server is not repedteel DPE Client
only has to remember the Message IDs from prewaquslgrammed policy or policy group reports, soMhessage ID of
other ones requests from the DPE Server MUST berdiit.

If it detects a duplicate Message ID in a requbst DPE Client SHALL send the related response thighstatus “fail” and
reason “Duplicate Message ID”.

At DPE-3 Interface, the SP sets the Message |Didleatifies the dialogue with the DPE Server.

The DPE Server has to check that the new Messagfeallddentifies a new dialogue is not already ugeahother open
dialogue with the SP. If the Message ID is repedteal DPE Server Server SHALL send the relatedaresp with the status
“fail” and reason “Duplicate Message ID".

The DPE Server has to register the dialogue wihpthir [SP ID — Message ID], in order to distinguigher open dialogues
established with others SP’s that could use theeddessage ID. DPE Servers MAY support use of theddge 1D provided
by the SP in DCD-3 messages as the DPE-2 Messafye tbe related messages. If so, and a SP-prowtessage ID is the
same as that provided by another SP, the DPE S8HALL ensure uniqueness of the DPE-2 Message.tb by
prefixing/suffixing it with a unique value.
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8.2.1.4 Delete Message ID

When the DPE Server forwards the DPE Client resptmshe SP, it can delete the DPE-3 Message 1D tasseommunicate
with the SP because that dialogue is finished.

There are two exceptions to this behaviour:
 When the message forwarded is a policy report,
* When the message forwarded is a policy group report

In those cases the same DPE-3 Message ID will e imspossible future reports so it cannot be ddlentil the policy is
released.

The DPE Client has to do the same with the DPE-2d9dge ID, when it responds to the DPE Server qtuibas to delete the
DPE-2 Message ID taking into account two exceptmirebove (policy or policy group report Messagetdbe deleted
when the policy is released).

8.2.1.5 Flow control mechanism

The DPE Server MUST wait until the DPE Client resg®@to an existing request, or a timeout occurtherDPE Client
response, before sending a new request.

The DPE Server SHOULD ensure that for each SPheber of DPE-3 requests do not exceed a reasottabihold of
requests per time window, as established by DP#&eProvider policy.

8.2.2 Device Change

Device changes require special handling by the BER&bler. Device change use cases include any cagich there has
been a change in user identity or Device iden8tych use cases include:

* Auser moves their SIM (or other form of user idghitfrom one Device to another Device, which wasviously
not associated with this user (from the DPE Sesvperspective); note this is the same case as ahear changes
identity directly on the Device

* A multi-Device user uses a Device which was presipunot associated with this user (from the DPE/&és
perspective)

* A new user (previously unknown to the DPE Servending a new Device (also previously unknown soDPE
Server): this is a special case also addressaldasice change

Upon detection of a change in Device or user ithedtiring registration, the DPE Server SHALL enstinat the current
DPE Client has the current DPE settings relevattieaiser by:

» Allocating a new Client ID as necessary to avoidftict with earlier allocated Client IDs for the fiee or user
» Resetting any DPE settings for property groupsdngdsg the “Group-Release” message with Group-tDRaet”.
» Resetting any DPE settings for reporting policigsénding the “Policy Release” message with Pdiizget to

[l

» Establishing or restoring any relevant propertyugoby sending the “Group-Set” message for allngefiproperty
groups.

» Establishing or restoring any relevant propertyoréipg policies by sending the “Property-Policy-Saessage for
all defined property reporting policies.

» Establishing or restoring any relevant group repgrpolicies by sending the “Group-Policy-Set” nmeags for all
defined group reporting policies.
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Note that “relevant” in the previous paragraph refe any implementation/deployment-specific ciitéhat the DPE Server
uses to determine which property groups and paligfgply for the user in the current Device. Fomepie, these may be
based upon groups/policies previously defined, agpad to the current Device capabilities, or to gesups/policies
applicable for the current Device. Further, itisimplementation decision iffhow the DPE Serveoagges any
new/restored groups and policies to those prewaesjuested by Service Providers.

8.2.3 Client ID Change

Upon any change in the Client ID associated witiser, the DPE Server SHALL ensure that ServiceiBeos are informed
as necessary about the change, by sending thent@tieReport” message.

8.2.4  Offline Operations

DPE Clients may be offline (inaccessible) when Brd8fines property groups and reporting policieshése cases the DPE
Server cannot deliver the property group and répgpgolicy definitions to the DPE Client until ti#PE Client becomes
online (accessible) again. It is unspecified hbe/DPE Server determines the offline/online stafu3PE Clients.

In some cases, e.g. adaptation of the DPE Enatrleupport of Devices which do not have a DPE Gligve DPE Server
MAY allocate a Client ID on behalf of the user, aupport all DPE-3 operations based upon Devicpepties obtained
from unspecified sources.

DPE Servers SHOULD support the definition of prépgroups and reporting policies by SP’s, whenttinget DPE Client
is offline. For property groups and reporting piggcdefined when the DPE Client is offline, DPEV&es SHALL update the
DPE Client with the property groups and reportingies when the DPE Client becomes online.

If the DPE Client is offline when an SP query isawed, the DPE Server SHALL provide the requeptegerties from its
cached values, if available and valid.
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9. Quality of Experience Considerations

9.1 Privacy

DPE Clients and DPE Servers SHALL honor privacyisgments of the user and DPE Service Providerasdrict access
to specific device properties when not allowed fpaicy.

Note: determination and management of policiemjgémentation-specific.

If a query/policy-based report includes a prop#mt is not allowed to be disclosed, the DPE ClarDPE Server SHALL
respond with a null value for that property, igpresent it as unsupported.

9.2 Usability

The DPE Client MUST exchange Dynamic Device Proggiih a manner that is unobtrusive to the userdaed not impact
the usability of any service being consumed.

9.3 Security

DPE Servers SHOULD minimize risk of spoofing thée@t-Id by using hashed values assigned with lidhiietime. If the
Client-Id is assigned for long periods, DPE Sen&#OULD assign a Security-Token with a shortettilife as an additional
measure against spoofing, i.e. as an authenticatl@m in messages either in place of, or in agldito, the Client-Id.

9.4 DPE Core Vocabulary

The effectiveness of the DPE Enabler depends orghe and efficiency of the information to be coomicated. Hence, it
is very important to have a set of properties theltide all dynamic aspects of the Device whichafrenportance in content
adaptation, the offering of new or adapted seryioethose that in general lead to a better usgerence, etc.

The overall device capability is represented ast @Device Properties. The Device Properties begynamic or static.

When used in transactions between the DPE Clietht®E Server, e.g. queries for specific propedied responses with
the current values, the properties are identifigddome. While the properties are related to spedévice component classes
(e.g. hardware) and aspects (e.g. camera), faiaffiy purposes the properties are exchanged betiieeDPE Client and
DPE Server as a simple list of property names, thesiames are required to be unique.

The vocabulary below represents a basic set ofepties. DPE Servers and DPE Clients SHOULD supgcnsibility of
the property name set, e.g. for alignment with ogtendardized device capability vocabularies.

9.5 Grouping of capabilities/ properties (Device Division)

DPE Device capabilities are classified into fousugrs. This division is similar to other Device d@stion solutions, such as
[UAProf]. According to the dynamic properties to cmmmunicated, the Device could be seen as formedebfollowing
four modules:

e Hardware
« /O
« Connectivity

» Software
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Memory: TotallnternalMemorySize
Battery: BatteryStatus

—> Hardware

Display: DisplayOrientation, ActiveScreenSize

Camera: c Present, C R ion

> Tethering

— /0 —

—> AttachedDevice

Bearers: currentBearer, SupportedBearers

Bluetooth: BluetoothCapable, BluetoothVersion, BluetoothProfil e

—> Connectivity

WIMAX, WIFI, IrDa

v

Java. Javaversion, JavaEnabled, JavaPlatform

v

DRM: DRMConstraints, DRMClass

Push: push -Accept -ID, Push -Accept -Encoding

Browser: currentBrowserFontSize, CurrentBrowserName

— Software —

OS: currentOsVersion, CurrentOSName

v vy oY

Others: installedSoftwareList

Figure 9-1: Device division for property grouping.

The properties defined for the DPE Core Vocabusaieyintended to be as consistent as possible WiPfof] and other
standard schemas (e.g. the W3C'’s Delivery Contexology [W3C DCO]), with the following general exateons:

» The properties include dynamic attributes not sujgglby the static property set defined in UAProf

» For simplicity, the properties in some cases surimadhe detailed properties of other schemas (e.g.
“BluetoothCapable”).

OMA manages the DPE vocabulary through processfsedi on the OMA website. Additional properties ¢
established through the process defined by OMA.

95.1 Hardware

The Hardware class will contain all the capab#itigroperties related with physical elementhefDevice. The hardware
could be also divided into different subsectionghsas Memory, Battery, Display, and Camera.

952 10

The /O class gathers the capabilities / propewigout the connection of the Device with otheribesy for example, in the
case when a Device is tethering another one.
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9.5.3

The Connectivity class gathers the capabilitipsoperties giving information about the differephaectivity the Device is
capable to provide. These could include the curpeater used for mobile communication, whetheMheAN is enabled or
not, etc...

Connectivity

9.5.4 Software

The Software class gathers all the capabilitia®perties related to the software installed onDbgice (e.g. Operating
System, firmware, codecs, client applications, éekc...

9.6 Core Vocabulary List

Device Properties Description Data Cardi Unit of
Capability Type nality | measure
Hardware Class
Internal BuiltinTotalMemorySize Total internal memory built-in the Integer 1 Bytes (B) | N/A
Memory Device.
BuiltinAvailableMemorySize Available internal memory built-in Integer 1 Bytes (B) | N/A
the Device.
External ExtensionTotalMemorySize Total removable memory in the Integer 1 Bytes (B) | N/A
Memory Device.
ExtensionAvailableMemorySiz | Available removable memory in Integer 1 Bytes (B) | N/A
e the Device.
Battery BatteryLevel Informs about the current battery Integer 1 % N/A
level
BatteryBeingCharged This property indicates if the Boolean 1 N/A
battery is being charged or not
Display BrowserUsableDisplayPixelsX Current usable width on the Integer 1 Pixels N/A
screen to display browser content
(without the scrollbars)
BrowserUsableDisplayPixelsY Current usable height on the Integer 1 Pixels N/A
screen to display browser content
(without the scrollbars)
TotalDisplayPixelsX Indicates the total screen width Integer 1 Pixels N/A
currently available
TotalDisplayPixelsY Indicates the total screen height Integer 1 Pixels N/A
currently available
DisplayOrientation The current orientation of the String 1 N/A
Display: one of “portrait”,
“landscape”
PointingResolution The precision with which pointing String 1 PointingResolution
can be carried out on a device:
one of "character", "line", "pixel"
Camera PrimaryCameraEnabled States whether the Device has its Boolean 1 N/A
Primary Camera Enabled.
PrimaryCameraPresent Indicates if the Device has (at Boolean 1 N/A
least) one camera
SecondaryCameraEnabled States whether the Device has its Boolean 1 N/A
Secondary Camera Enabled.
SecondaryCameraPresent Indicates if the Device has a Boolean 1 N/A
second camera
PrimaryCameraResolution Specifies the current resolution of Integer 1 Pixels N/A
primary camera
SecondaryCameraResolution Specifies the current resolution of Integer 1 Pixels N/A
secondary camera
Speaker SpeakerPresent Indicates if the Device has a Boolean 1 N/A
speaker
1/O Class
Tethering Tethering States whether this Device is Boolean 1 N/A
actuating "tethered" to another
Device, giving the latter some kind
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of wireless connection

OutputModali
ty

OutputModality

States what kind of modality is
used to output content on the
Device: one or more of “visual”,

"o

“audible”, “tactile”

String

N/A

InputModality

InputModality

States what kind of modality is
used to input content on the
Device: one or more of “visual”,
“audible”, “tactile”

String

N/A

AudiolnputEn
coder

AudiolnputEncoder

Specifies if the Device has one or
more audio input encoders
Enabled.

Boolean

N/A

InputPeripher
al

InputPeripheral

Specifies if the Device has one or
more input peripherals Enabled.

Boolean

N/A

OutputPeriph
eral

OutputPeripheral

Specifies if the Device has one or
more output peripherals Enabled.

Boolean

N/A

Ringtone

Ringtone

Specifies if the Device allows
ringing.

Boolean

N/A

AttachedDevi
ce

AttachedDevice

Stated whether another Device is
attached to the current one

Boolean

N/A

Keyboard

Keyboard

Specifies if the Device has a
keyboard Enabled.

Boolean

Keyboard

Ports

usB

Specifies if the device has USB
port(s)

Boolean

N/A

SerialPort

Specifies if the device has serial
port(s)

Boolean

N/A

ParallelPort

Specifies if the device has parallel
port(s)

Boolean

N/A

Navigation

GPS

Specifies if the device has GPS
support

Boolean

N/A

GNSS

Specifies if the device has GNSS
support

Boolean

N/A

Connectivity Class

Bearers

ActiveNetworkBearers

An unordered, comma-separated
list of bearers via which the device
has an active network connection:
one or more of “EDGE”, “GPRS”",
“UMTS”, “HSDPA”, “HSUPA”",
“HSPA+", “LTE", “WLAN",
“PACKET", “WCDMA", “CDMA",
“TD-SCDMA”

String

AvailableNetworkBearers

An unordered, comma-separated
list of bearers for which the device
is within coverage, and capable of
connecting: one or more of
“EDGE”", “GPRS”, “UMTS",
“HSDPA”, “HSUPA”", “HSPA+",
“LTE", “WLAN", “PACKET",
“WCDMA”, “CDMA”, “TD-SCDMA”

String

SupportedNetworkBearers

A comma-separated list of
bearers supported by the Device:
one or more of “EDGE”, “GPRS",
“UMTS”, “HSDPA”, “HSUPA”,
“HSPA+", “LTE", “WLAN",
“PACKET", “WCDMA", “CDMA",
“TD-SCDMA”

String

SupportedBearers

Bluetooth

BluetoothEnabled

Indicates if the Device has
Bluetooth connectivity enabled

Boolean

N/A

ActiveBluetoothProfile

Active Bluetooth profile: a value as
defined in the Bluetooth
specification, or null (no active
profile)

String

BluetoothProfile

BluetoothStatus

Current status of the Bluetooth
bearer: one of “off”, “on”,
“discoverable”, “paired”

String

N/A

BluetoothVersion

Indicates the Bluetooth version
supported: version number, or null
(no version)

String

SupportedBluetoothV
ersion

Infrared

InfraredCapable

Indicates if the Device has

Boolean
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Infrared hardware.

Software Class

Java

JavaPackage

Java packages that are available
in the active Java runtime
environment. Comma-separated
list of package names.

String

JavaPackage

JavaPlatform

A comma-separated list of Java
platforms and profiles installed in
the device. Each item in the list is
a name token describing
compatibility with the name and
version of the java platform
specification or the name and
version of the profile specification
name (if profile is included in the
device) Examples:
"PersonalJava", "CLDC", "MIDP"

String

JavaPlatform

JavaProtocol

Details about protocols supported
by the device over and above
those that are part of the standard
Java profile indicated and the
versions of these additional
protocols Examples: "sms/1.0",
“file/1.0"

String

JavaProtocol

JavaScriptEnabled

Indicates whether JavaScript is
supported and enabled in the
browser.

Boolean

JavaScriptEnabled

JavaScriptVersion

Version of the JavaScript
language supported by the
browser.

String

JavaScriptVersion

Push

PushAcceptAppID

A comma-separated list of Push
applications the device supports,
where each item in the list is an
application-id on absoluteURI
format as specified in [PushMsg].
A wildcard ("*") may be used to
indicate support for any
application. The authoritative
values for this attribute could be
found at
http://www.openmobilealliance.org
/tech/omna/omna-push-app-id.htm
Examples: "x-wap-
application:wml.ua", "x-wap-
application:emn.ua, "x-wap-
application:*"

String

Push-Accept-AppID

Browser

BrowserActiveName

Name of the current browser
being used

String

N/A

BrowserVersion

Version of the current browser
being used

String

BrowserVersion

oS

OSName

The name of the OS running on
the Device

String

OSName

OSVersion

The version of the OS running on
the system

String

OSVersion

OSVendor

The Vendor of the OS

String

OSVendor

Hardware

Vendor

The device vendor.

String

Model

The device model.

String

Version

The device version.

String

Software

UriSchemas

Supported URI Schemes: a
comma-separated list of one or
more of “http”, “https”, “tel”,
“mailto”, “smsto”, “mmsto”, or

optional additional schemas.

String

NI

MimeTypes

Supported MIME types, in
additional to that disclosed in
UAProf: IANA-registered MIME
types, or null.

String

Table 9-1: DPE Core Vocabulary
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Appendix A. Change History

(Informative)

A.1 Approved Version History

Reference

Date

Description

OMA-TS-DPE-V1_0-20110705-A

05 Jul 2011

Status cleahip Approved by TP:
OMA-TP-2011-0225-INP_DPE_V1_0_ERP_for_Final_Apmb
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Appendix B.  Static Conformance Requirements

The notation used in this appendix is specifiefBGRRULES].

B.1 SCR for XYZ Client

(Normative)

Item Function Reference Requirement
DPE-C-001-M | DPE-1 Client initiated register process 6.1.1,8.1.1
DPE-C-002-M | DPE-1 Server initiated register process 6.1.2
DPE-C-003-M | DPE-2 Property Query 6.2.1
DPE-C-004-M | DPE-2 Group Query 6.2.2
DPE-C-005-M | DPE-2 Group Set and Release 6.2.3
DPE-C-006-M | DPE-2 Property Policy Set and Policyderty 6.2.4

Report
DPE-C-007-M | DPE-2 Group Policy Set and Policy Gr&kgport 6.2.5
DPE-C-008-M | DPE-2 Policy Release 6.2.6
DPE-C-009-M | Policy Types and Parameters 6.4
DPE-C-010-M | DPE-1 and DPE-2 Over WAP Push 7.1
DPE-C-011-M | DPE-1 and DPE-2 Over HTTP 7.2
DPE-C-012-M | Request Validation 8.1.2,
8.2.1.1
DPE-C-013-M | Message ID Control 8.2.1.3
DPE-C-014-M | Delete Message ID 8.2.1.4
DPE-C-015-M | Device Change 8.2.2
DPE-C-016-M | Client ID Change 8.2.3
DPE-C-017-M | DPE Core Vocabulary 9
.2 SCR for XYZ Server

Item Function Reference Requirement
DPE-S-001-M | DPE-1 Client initiated register process 6.1.1,8.1.1
DPE-S-002-M | DPE-1 Server initiated register process 6.1.2
DPE-S-003-M | DPE-2 Property Query 6.2.1
DPE-S-004-M | DPE-2 Group Query 6.2.2
DPE-S-005-M | DPE-2 Group Set and Release 6.2.3
DPE-S-006-M | DPE-2 Property Policy Set and Polioyperty 6.2.4

Report
DPE-S-007-M | DPE-2 Group Policy Set and Policy Gregport 6.2.5
DPE-S-008-M | DPE-2 Policy Release 6.2.6
DPE-S-008-M | DPE-3 Property Query 6.3.1
DPE-S-010-M | DPE-3 Group Query 6.3.2
DPE-S-011-M | DPE-3 Group Set and Release 6.3.3
DPE-S-012-M | DPE-3 Property Policy Set and Poliayperty 6.3.4

Report
DPE-S-013-M | DPE-3 Policy Release 6.3.5
DPE-S-014-M | DPE-3 Client ID Query 6.3.6
DPE-S-015-M | DPE-3 Client ID Report 6.3.7
DPE-S-016-M | Policy Types and Parameters 6.4
DPE-S-017-M | DPE-1 and DPE-2 Over WAP Push 7.1
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Item Function Reference Requirement
DPE-S-018-M | DPE-1 and DPE-2 Over HTTP 7.2
DPE-S-019-M | Request Validation 8.1.2,

8.2.1.1

DPE-S-020-M | Message Forwarding 8.2.1.2
DPE-S-021-M | Message ID Control 8.2.1.3
DPE-S-022-M | Delete Message ID 8.2.1.4
DPE-S-023-M | Flow Control Mechanism 8.2.15
DPE-S-024-M | Device Change 8.2.2
DPE-S-025-M | Client ID Change 8.2.3
DPE-S-026-M | Offline Operations 8.24
DPE-S-027-M | DPE Core Vocabulary 9
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Appendix C. A Compact Binary Representation of DPE-1 and DPE-2

C.1 Introduction

WBXML 1.3 [WBXML] is a simple method that allows ogpacting XML documents in a lossless manner. A WBXM
decoder processes a WBXML encoded document bypirgteng it byte-by-byte. Some bytes represent diecpiahstructions,
some represent XML element start tags, attributeasaor attribute values. The decoding processisfsl. The decoder
maintains one global state, which determines whiétlie processing elements, or attributes. Witréich state, the decoder
maintains an independent notion of a selected pade.

C.1.1 Associating XML Documents with WBXML Token Values
An external typing system has to be used to assoXislL documents with WBXML token values.

If the document is transported by WSP or HTTP rtteglia type has to be used. Since the token vaheesgsaociated with
the document media type, and not a particular @arsf the document type definition, the tokenisendependent of the
document type version; and can tokenise any verditime document type. To ensure compatibility kesov different
versions of user-agents and tokenisers, the usgtégs to support both the binary token valuetheaditeral value for all
tags, attribute names, and attribute values.

C.1.2 WBXML Document Format

A WBXML document construct as a sequence of thiefohg elements:

1. WBXML version used.

2. The Document Public Identifier

3. Character set used to encode strings

4. A string table.

5. WBXML Body containing the encoded XML body

C.2 DPE implementation

DPE Servers and DPE Clients SHALL support use efctbmpact encoding for downlink messages (i.e. BBtizer to DPE
Client) delivered via WAP Push over the SMS bearer.

DPE Servers and DPE Clients MAY support use ofctirepact encoding for messages sent over HTTP/HTDPE.
interface binding to HTTP is described in sectidh 7

DPE Clients that support compact encoding for ngessaent over HTTP/HTTPS SHALL:

« announce the support by inclusion of the MIME tgpglication/vnd.oma.dpec in the Accept header dt DP
messages

» send all DPE-1 messages in un-encoded form.
» send DPE-2 messages in encoded form only if the B&tizer has acknowledged encoded message support.

DPE Servers that support compact encoding for ngesssent over HTTP/HTTPS SHALL:

e announce the support by inclusion of Encoding_Stppgattribute set to “True” in the “Register-Respe’
message

» send all DPE-1 message responses in un-encoded form

» send DPE-2 message responses in encoded formf oimdyDPE Client has acknowledged encoded message
support.
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C.2.1 DPE Media Type

The following Media Types are defined by DPE.

Textual form (XML): application/vnd.oma.dpe

Tokenised form (WBXML): application/vnd.oma.dpec

When used with WAP Push over the SMS the tokenegaduie assigned:

Media-Type WSP Assigned number
application/vnd.oma.dpec 0x14
application/vnd.oma.dpe 0x14

Table 9-2 Media Type tokens assignment

|Editor’s note: Media Type registration is TBD.

C.2.2 WBXML version
For this specification, WBXML 1.3 is used. Thigépresented by the version byte value 0x03 as figean [WBXML].
C.2.3 WBXML Document Public Identifier

The Document Public Identifier is/fOMA//DPE 1.0//EN” is registered by OMNA, and is represented asiglsibyte value
TBD.

|Editor’s note: Document Public Identifier registoat and value are TBD. |

C.2.4 Character set

The character set to be used is UTF-8, represastede byte value 0x6a.
The value of the WBXML Charset field is the MIBEnw@alue assigned by the IANA for the character entpf(see
[IANACharset])).

C.2.5 String table
The string table is always empty for DPE. Thisgpresented as one byte value 0x00 (representitigng table length of 0).
C.2.6 WBXML Body

Following the above header's parameters, therdagg. This is a sequence of codes from the codegaignaling
processing instructions, element tags, attributeesaand values. The decoder starts with tag cogle @aand attribute code
page 0.

The next sections contain tables of the DPE asdignenbers. OMA is responsible for administeringvhkies. The
following describes the process requirements foniatstration of DPE assigned numbers:

* New entities SHALL be added at the end of any &ble

When removing an entity in one of those tablesagsgned number SHALL be deprecated and it SHAQOTNbe
re-used for another entity.

» If the encoding rules of an entity need to be cledng new entity SHALL be created.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DPE-V1_0-20110705-A Page 58 (63)

C.26.1 Element tag Tokens

The following token codes represent tags in codge@zro (0). All numbers are in hexadecimal.

Tag Name Token [0X]
GroupResponse 5
GroupAck 6
GroupPolicySet 7
GroupQuery 8
GroupRelease 9
GroupSet A
PolicyAck B
GroupReport C
PropertyReport D
PolicyRelease E
PropertyPolicySet F
PropertyQuery 10
PropertyResponse 11
RegisterAck 12
RegisterCommand 13
RegisterRequest 14
RegisterResponse 15

Table 9-3 Element Tag Tokens

C.26.2 Attribute Start Tokens
The following token codes represent the start dditaibute in code page zero (0). All numbers arkdéxadecimal.

Attribute Name Attribute Value Prefix Token [0X]

COMMON ATTRIBUTES

xsi:schemalocation 5
xsi:schemalocation "http://www.openmobilealliancertoma-dpe/1.0" 6
xmins:DPE 7
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Attribute Name Attribute Value Prefix Token [0X]

xmins:DPE "http://www.openmobilealliance.com/omaHp0" 8

XmIns:xsi "http://www.w3.0rg/2001/XMLSchema-instaic 9

Table 9-4 Common Attribute Start Tokens

Attribute Name Attribute Value Prefix Token [0X]
Device-ldentity A
DPE-Clientld B
DPE-Version 1.0 C
Duration D
Encoding-Supported False E
Encoding-Supported True F
Group-Id 10
IMEI 11
Max-Age 12
Message-Id 13
Message-Type Group-Ack 14
Message-Type Group-Policy-Set 15
Message-Type Group-Query 16
Message-Type Group-Release 17
Message-Type Group-Response 18
Message-Type Group-Set 19
Message-Type Policy-Ack 1A
Message-Type Group-Report 1B
Message-Type Property-Report 1C
Message-Type Policy-Release 1D
Message-Type Property-Policy-Set 1E
Message-Type Property-Query 1F
Message-Type Property-Response 20
Message-Type Register-Ack 21
Message-Type Register-Command 22
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Attribute Name Attribute Value Prefix Token [0X]
Message-Type Register-Request 23
Message-Type Register-Response 24
MSISDN 25
Policy-Parameters 26
Policy-Type Any-Change 27
Policy-Type Exact-Match 28
Policy-Type Extension 29
Policy-Type In-Range 2A
Policy-Type List-Match 2B
Policy-Type Out-Of-Range 2C
Policy-Type Schedule 2D
Property-Name 2E
Property-Names 2F
Property-Value 30
Security-Token 31
Status Fail 32
Status Success 33
User-Identity 34

Table 9-5 Message Attribute Start Tokens

C.2.6.3 Attribute Value Tokens
The following token codes represent attribute valimecode page zero (0). All numbers are in hexautc

|Editor’s note: Tokens will be assigned once theesthis completed.

Attribute Value Token [0X]
.com/ 85
.edu/ 86
.net/ 87
.org/ 88
.mobi/ 89
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Attribute Value Token [0X]
WWW. 8A
.com 8B
.Co 8C
wap 8D
http:// 8E
http://www. 8F
https:// 90
https://www. 91
false 92
true 93
ActiveBluetoothProfile 94
AttachedDevice 95
AvailableNetworkBearers 96
BatteryBeingCharged 97
BatteryLevel 98
BluetoothCapable 99
BluetoothStatus 9A
BluetoothVersion 9B
BrowserActiveName 9C
BrowserUsableDisplayPixelsX 9D
BrowserUsableDisplayPixelsY 9E
BrowserVersion 9F
BuiltinAvailableMemorySize A0
BuiltinTotalMemorySize Al
DisplayOrientation A2
ExtensionAvailableMemorySize A4
ExtensionTotalMemorySize A5
GPS A6
GNSS A7
InfraredCapable A8
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Attribute Value Token [0X]
InputModality A9
JavaPackage AA
JavaPlatform AB
JavaProtocol AC
JavaScriptEnabled AD
JavaScriptVersion AE
Keyboard AF
MimeTypes BO
Model Bl
OSName B2
OSVendor B3
OSVersion B4
OutputModality B5
ParallelPort B6
PointingResolution B7
PrimaryCameraEnabled B8
PrimaryCameraPresent B9
PrimaryCameraResolution BA
PushAcceptApplID BC
SecondaryCameraEnabled BD
SecondaryCameraPresent BE
SecondaryCameraResolution BF
SerialPort Co
Speaker C1
SupportedNetworkBearers c2
Tethering C3
TotalDisplayPixelsX Cc4
TotalDisplayPixelsY C5
UriSchemas C6
USB C7
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Attribute Value Token [0X]
Vendor Ccs8
Version C9

Table 9-6 Attribute Value Tokens
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