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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentltatsare deployed over wireless communication aeksv

The scope of OMA “Digital Rights Management” (DRI)to enable the distribution and consumption gftel content in a
controlled manner. The content is distributed amasomed on authenticated devices per the usags ggpressed by the
content owners. OMA DRM work addresses the varieaknical aspects of this system by providing appate
specifications for content formats, protocols, aglits expression languages.

The scope for this specification is to define thatent format for DRM protected encrypted mediaeotg and associated
metadata. This specification addresses the spdaifitat mechanisms defined in the Release Rigital Rights
Management” specification [DRM-v2.2].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2 Definitions

Box

Composite Object

Confidentiality

Content
Content Issuer

Content Object

Continuous Media

Device

Discrete Media

DRM Agent
DRM Content

Enforced Advertising

Integrity
Media Object
Permission
Rights Issuer
Rights Object

User

Broadcast Program

Broadcast Service

Interaction Channel

A data structure derived from the “Box” definition[ISO14496-12].

A Media Object that contains one or more Media ©tisjey means of inclusion e.g. DRM messages, zip
files.

The property that information is not made availabl€isclosed to unauthorised individuals, entites
processes. (From [ISO 7498-2])

One or more Media Objects.
The entity making content available to the DRM Agéime entity whose Content is being Protected.

A single piece of Content contained in a DCF datacture. A Content Object may be DRM Content or
unprotected Content.

Content which is inherently time-based, i.e. mighate an implicit or explicit duration and requires
multiple iterations of an algorithm to produce atiouous media experience to a User, such as adeo
audio.

A Device is a user equipment with a DRM Agent. Tevice MAY include a smartcard module (e.g. a
SIM) or not depending upon implementation.

Content that can be rendered with a single paas algorithm to interpret the media content, mdila
itself does not contain an element of time, sucstiismages or web pages.

The entity in the Device that manages Permissiondiedia Objects on the Device.
Media Objects that are consumed according to efg@ermissions in a Rights Object.

The mechanism on advertisement content to be eeddor rendering according to the rules contaimed i
RO or DCF.

The property that data has not been altered orayest in an unauthorised manner.

A digital work e.g. a ringing tone, a screen saselava game or a Composite Object.
Actual usages or activities allowed (by the Righsuer) over DRM Content.

An entity that issues Rights Objects to OMA DRM @wmant Devices.

A collection of Permissions, Constraints and otitaibutes which define under what circumstances
access is granted to, and what usages are debnddRM Content. All OMA DRM Conformant
Devices must adhere to the Rights Object associgittddRM content.

The human user of a Device. The User does nossadfy own the Device.

A logical portion of a Broadcast Service with atidist start and end time. In the case the Broadcast
Program is not free-to-air, it can be offered indixally for purchase, such as “Pay-Per-View”, opast

of a parent service (e.g. subscription serviceBrdadcast Program may for example represent a movie
news show or soccer game.

A digital broadcast service delivered in an MPE@aRsport stream consisting of a concatenation of
Broadcast Programs, as defined in an MPEG-2 ProftamTable (PMT).

A bi-directional channel used to engage in commatioa protocols (such as DRM v2 ROAP) with other
entities. The Interactive Channel can for examgleed to request a Rights Object from a Righteefss
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3.3 Abbreviations

3GPP
4CC
AES
CBC
CEK
CTR
DCF
DRM
HTTP
ISO
\
MIME
OMA
PDCF
PSS
RFC
RO
ROAP
RTP
RTSP
SDL
SDP
UR
URL
MPEG2DCF
STB

CAS

3rd Generation Partnership Project
Four Character Code

Advanced Encryption Standard
Cipher Block Chaining

Content Encryption Key

Counter Mode

DRM Content Format

Digital Rights Management
Hypertext Transfer Protocol
International Standards Organisation
Initialisation Vector

Multipurpose Internet Mail Extensions
Open Mobile Alliance

Packetised DRM Content Format
Packet switched Streaming Service
Request For Comments

Rights Object

Rights Object Acquisition Protocol
Real time Transport Protocol

Real Time Streaming Protocol
Syntactic Description Language
Session Description Protocol
Uniform Resource Indicator

Uniform Resource Locator

MPEG-2 Transport Stream DRM Content Format

A Set Top Box. A device capable of receiving digiteoadcast services contained in an MPEG-2 tramspreeam
that may be delivered over cable, satellite, tétigdsIP or any other medium. To access the digitaadcast
services, a Set Top Box may or may not use a ConditAccess System. A STB may or may not be OMAVDR

compliant.

Conditional Access System
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4. Introduction

OMA “Digital Rights Management” (DRM) enables thistdbution and consumption of digital content in a
controlled manner by enabling Content Issuersdtridute DRM Content and Rights Issuers to issughRi
Objects for the DRM Content.

This specification defines the DRM v2.1 Contentrirat [DCF v2.1], and is one part of a set of OMA DRM
specifications. For a detailed discussion of theral system architecture, please refer to [DRMARCHL].
For a detailed discussion of the Rights Expreskammguage that is used to construct the Rights @)jetease
refer to [DRMREL-v2.1]. For a detailed discussidrttee format and semantics of the cryptographitqual,
messages, processing instructions and certificaffidgs to enable an end-to-end system for DRM quted
content distribution, see the DRM part [DRMDRM-VRof OMA DRM v2.1.

4.1 Version 1.0

The OMA DRM V1.0 specification provides some fundantal building blocks for a DRM system without
addressing the complete security necessary fobpastpend-to-end DRM system that takes into accthunheed
for secure distribution, authentication of Devicesjocation and other aspects.

Part of OMA DRM v1.0 is the DRM Content Format sfieation [DRMCF-v1].

4.2 Version 2.0

The main differences between OMA DRM v1.0 and OMRND V2.0 are significantly improved security and
functionality.

Within OMA DRM v2.0, Media Objects are encryptedigrackaged into a specific format, the DRM Content
Format (DCF v2.0). The DCF can be delivered saphrérom an associated Rights Object, which corstdhe
encryption key used to encrypt the Media Object.

In addition to encrypting the Media Object, the DRRIO Content Format supports metadata such as

- Original content type of the media object

- Unique identifier for this DRM protected Media Obij¢o associate it with rights
- Information about the encryption details

- Information about the rights issuing service fas tARM protected media object
- Extensions and other media type dependent metadata

The file format is extensible, so additional feagimay be added in the future while maintaining maltibility
with the older versions. Compatibility with the OM2RM v1.0 Content Format [DRMCF-v1] is not maintagh
by this specification, therefore a different MIMgpe is used.

There are two profiles of the DRM Content Formate@s used for Discrete Media (such as still imagesl
one for Continuous Media (such as music or vid€bg profiles share some data structures. Bothlpsodire
based on a widely accepted and deployed standarifpthe ISO Base Media File format [ISO14496- b2,
the Discrete Media profile is meant to be an aligage format, not aiming for full compatibility it SO media
files.

The Content Issuer can decide which profile tofaséheir content, but in general, the profile @ontinuous
Media should be used for Continuous Media contardrder to create a harmonious user experience. Th
Discrete Media profile should be used for othees/pf content. To a User, the difference is thidea
conforming to the Discrete Media profile looks liadDRM protected file, whereas a file conformingtte
Continuous Media profile looks and functions likenadia file to the outside.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-DCF-V2_2-20110419-C Page 13 (58)

421 Version 2.0.1

The most important DCF changes introduced in DRMM2compared with DRM v2.0 are summarized in
section 4.2.1 of the DCF Specification [DRMDCF J4r0the DRM 2.0.1 ERP. These changes are considere
require special consideration in implementationsMaf the identified changes are bug fixes whiamoif
implemented correctly may result in interoperapiitoblems between conformant and non-conformavites.
Companies with existing DRM 2.0 implementationsigtidake careful consideration of these changes.

4.3 \Version 2.1

OMA DRM v2.1 has been developed as a result of stddedback. The main differences between OMA DRM
v2.0 and OMA DRM v2.1 are the addition of sevegdttires on top of OMA DRM v2.0, including:

- Metering, primarily intended for information gathey. By means of metering, actual content usage
information can be provided to Rights Issuers,aghgrenabling royalty collection based on actuagasa
of content.

- Content differentiation, defining a mechanism tatcol how content can be consumed. For example,
this mechanism can prevent that a music tracked as ringtone.

- RO installation confirmation.

- Additional metadata, such as artist, title and genr

- Support for user editable metadata, in additiooaimtent issuer defined metadata.

- Abinary format for ROAP triggers to improve comnation efficiency.

- New domain property (hoConsumeAfter) to simplifgrttporary sharing” business models

- RO upload functionality to enable users to uploégghi from their old device to a Rights Issuerfsat t
these Rights can be downloaded to their new device.
- Improved extensibility for future versions.

The DRM 2.1 features have minimum impact on the DRMarchitecture and are defined in a DRM 2.0 bhach
compatible manner. The DCF v2.1 specification edseDCF 2.0 so as to support above features.

4.4 \Version 2.2

The main differences between OMA DRM v2.2 and OMRND V2.1 are the addition of several features ondoPMA
DRM v2.1, including:

- Enforced Advertising to ensure the full servicevider control over downloaded and streamed contents

- Metering extension for advertising. By means oferiag on advertising, actual advertising informatio
can be provided to Rights Issuers.

- Security extension for protection on multicast @tnéng.

- Support for multiple media formats. DRM2.2 suppdiifferent media types such as video, audio,
Games/ Executables, Widget, etc. On the base &2LIC in addition to the DCF and PDCF, the
protection for MPEG-2 TS (Transport Stream) as MREGF is supported.

The DRM 2.2 features have minimum impact on the DRMarchitecture and are defined in a DRM 2.1 bach
compatible manner. The DCF v2.2 specification ed$eDCF 2.1 so as to support above features.
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5. DRM Content Format

There are three DRM Content Format profiles:

» DCF: The first profile is intended to package anot@ct Discrete Media (i.e. ring tones, applicasiomages, etc.)
The Discrete Media profile allows you to wrap aoptent in an envelope (DCF). That content is teerypted as
a single object agnostic of the contents intertrakcture and layout. This specification definesEhecrete Media
format based on the types of the ISO base mediddiimat [ISO14496-12], instead of WSP types [W&qd in
Version 1 [DRMCF-v1]. By using the ISO principlése DCF format maintains the extensible naturdeflSO
format, while keeping overhead minimal. A Devicdimed in [DRM-v2.2] MUST support the DCF format as
defined in this specification as well as be backisarompatible with the DCF format defined in [DRMEE1]. In
addition, the version 1 DCF as defined in [DRMCH-MAY be supported.

» PDCF: The second profile is optimised to protecti@mous Media (e.g. Audio and Video.) Continumedia is
protected in a separate profile because it is fisglceand thus the profile is called the PacketB€# (PDCF).
Applications that read and parse Continuous Megiareeant to work on the file on a packet-by-patiedis. To
facilitate the playback of protected Continuous Methe storage format needs to be structuredéh away that
the packets are individually protected. This dtredly aware packetisation is also required ineoitd stream
Continuous Media. An OMA DRM compliant streamingvee MUST be able to understand the Content Fosnat’
structure in order to break the content into hemded packets that can be delivered to a cliebttiderstands the
Content Format. A Device defined in [DRM-v2.2] MAstpport the PDCF format as defined in this spedtifon; if
the PDCF format is supported then the Device MU8 héckwards compatible with the PDCF format defiimed
[DRMCF-v2.1].

e MPEG2DCF: The third profile is intended to prot®PEG-2 TS (Transport Stream). The stream formMBEG-
2 TS is defined in [ISO/IEC 13818-1]. Based on {i®O/IEC 13818-1], the MPEG2DCF profile defines thRM
protection that enables Devices to request Ri@hjects for access of broadcast content contamdtPEG-2
TS.A Device defined in [DRM-v2.2] MAY support theMEG2DCF format as defined in this specification.

For the application of Enforced Advertising, thevadisement content SHALL be encapsulated withnibienal DRM
content format defined in this specification. Meaile, the advertisement content MAY be encapsulatetidelivered either
together with the normal content or separately.

5.1 ISO Base Media File Format

The Discrete Media profile (DCF) is an object-stused file as defined in section 4 of the ISO Biklia File Format

specification [ISO14496-12], but it does not inauall the media-related structures due to its sfiadl media agnostic
design. The actual data structures and conformanites profile is defined in this specificationaiDCF includes data
structures or functionalities not conforming tostBpecification, a compliant file parser MAY igndhese.

The Continuous Media profile (PDCF) is fully congpit with the ISO base media file format, but thisdfication adds
support for OMA DRM 2.2 key management on top détxg 1ISO derived file formats supporting encrypteedia content.
By default, this specification addresses the DGk&d, with an additional indication if a specifiddta structure is also used
in the PDCF format.

5.1.1  ISO File structure (INFORMATIVE)
This section is informative and is based on the B29e Media File Format specification [ISO14496-12]

The ISO base media file format is structured arcamdbject-oriented design of boxes. A basic baxthe mandatory
fields, size andtype. Thetype identifier is used to dynamically bind a box tetatically defined type and tlseze is an offset
from start to the end of the box. A Box type idéetiis aUnique Identifier Number. List of reserved numbers can be found
in B.3. The identifier is constructed from four &gt each representing a human-readable chardmterthie nam&our
Character Code (4CC).
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The ISO base format uses a language called Syrgagription Language (SDL) for defining data stroesu SDL has
similarities with some programming languages ampsus object orientation. The box class is theestlpss for all
structures containing data in the file format.

A basic box is defined as:

aligned(8) class Box (unsigned int(32) boxtype, opt ional unsigned int(8)[16] extended_type) {
unsigned int(32) size;
unsigned int(32) type = boxtype;
if (size==1) {
unsigned int(64) largesize;
} else if (size==0) {
/I box extends to end of file
}
if (boxtype=="uuid’) {
unsigned int(8)[16] usertype = extended_type;

}

Box alignment is by default to the next byte bouyda the end of the box. Extra padding shouldb®nheeded as all data
types in e.g. the DCF are terminated on byte botesla

Since one of the design goals for the DCF is exditg, it is important to carry version informatia with each data type.
The ISO specification has a predefined type to ettghis, the FullBox, which is derived from thengle Box base class.

aligned(8) class FullBox(unsigned int(32) type, uns igned int(8) v, bit(24) f) extends Box(type) {
unsigned int(8) version = v;
bit(24) flags = f;

}

Extending a parent class has similar semantics asny programming languages; the parent classndatabers precede
the child class definitions. A representation & EullBox above is:

Name Type Value

Size unsigned int(32) Offset to the end of the box
Type unsigned int(32) Box type 4CC

Version unsigned int(8) Version field

Flags unsigned int(24) Additional flags

The numeric fields in the ISO format are in netwbyke order.

52 Common Boxes

521 Common Headers Box

aligned(8) class OMADRMCommonHeaders extends FullBo X(‘'ohdr', version, 0) {
unsigned int(8) EncryptionMethod; /I Encryption me thod
unsigned int(8) PaddingScheme; /l Padding type
unsigned int(64) PlaintextLength; /I Plaintext con tent length in bytes
unsigned int(16) ContentlDLength; /I Length of Con tentID field in bytes
unsigned int(16) RightslssuerURLLength;// Rights Issuer URL field length in bytes
unsigned int(16) TextualHeadersLength; // Length o f the TextualHeaders array in bytes
char ContentlD[]; /I Content ID string
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char RightslssuerURL]; /I Rights Issuer URL str ing
string TextualHeaders[]; /I Additional headers a s Name:Value pairs
Box ExtendedHeaders[]; /I Extended headers boxes

}

The Common Headers box defines a structure fordtyeired headers. Their semantics are definedeiséiations below.
This box MUST appear in both DCF and PDCF. This imckudes the mandatory headers as fixed fieldsppaddes a
mechanism to insert additional headers as arbitranye value pairs. For application in DCF and PDsgl, sections 6.3.2
and 7.1.5.1 for details.

A Device MUST NOT modify any of the fields in th@@mon Headers box.

5.21.1 Common Headers Version

Theversion field of theFullBox defines which version of DRM Content Format sgeatfon was used by the author of the
Content Object. The value fgersion MUST be 0 for objects conforming to this specifiocat

5.2.1.2 EncryptionMethod Field

The EncryptionMethod field defines how the encrypted content can beygieed. Values for the field are defined in the Eabl
1 below.

Table 1: Algorithm-id values

Algorithm-id Value Semantics

NULL 0x00 No encryption for this object. NULL
encrypted Content Objects may be used
without acquiring a Rights Object. Value of
the PaddingScheme field MUST be 0.

In the OMADRMAUFormatBox, the values|
of SelectiveEncryption field andlVLength
field MUST be 0.

AES 128 CBC 0x01 AES symmetric encryption as defimg
NIST [AES]

128 bhit keys
Cipher block chaining mode (CBC)

For the first block a 128-bit initialisation
vector (IV) is used.

For DCF files, the IV is included in the
OMADRMData as a prefix of the encrypted
data.

For non-streamable PDCF files, the IV is
included in thdV field of the
OMADRMAUHeader and thé&vLength field
in the OMADRMAUFormatBox MUST be
setto 16.

Padding according to RFC 2630

AES_ 128 CTR 0x02 AES symmetric encryption as defimg
NIST [AES]

128 bit keys

Counter mode (CTR)

The counter block has a length of 128 bits
For DCF files, the initial counter value is
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included in the OMADRMData as a prefix of
the encrypted data.

For non-streamable PDCEF files, the initial
counter value is included in th¥ field of
the OMADRMAUHeaderand the VLength field
in the OMADRMAUFormatBox MUST be
set to 16.

For each cipherblock the counter is
incremented by 1 (moduld?¥).

No padding.

AES 128 BYTE CTR | 0x03 AES symmetric encryption as defined by
T - NIST [AES] and [XBS-v1.0].

128 bit keys
Counter mode (CTR)

For DCF files, the initial counter value is
included in the OMADRMData as a prefix of
the encrypted data, and it MUST have a
length of 16 bits.

For non-streamable PDCF files, the initial
counter value of minimal 8 bits and maximgl
64 bits is included in the/ field of the
OMADRMAUHeader. ThdVLength field in
the OMADRMAUFormatBox MUST
contain the length of the initial counter valye
in bytes, e.g. for a 64 bit initial counter the
value inlVLength equals 8. For this
encryption method, the ExtendedHeaders
field in the OMADRMCommonHeaders bo
MUST contain one instance of the
OMADRMSalt box (see section 7.1.5.2).

Do

For eachbyte of ciphertextthe counter is
incremented by 1.

No padding.

Rights Issuers should take care in using NUWricryptionMethod because, given a null-encrypted Media Object withi
DCF or PDCF, the following statements hold true:

* Null-encrypted Media Objects do not have any Caritéhlity protection.
* Null-encrypted Media Objects can always be usetioit an associated Rights Object.
* Null-encrypted Media Objects may not have any iritggrotection.

5.2.1.3 PaddingScheme Field

The PaddingScheme parameter defines how the last block of cipheriepiadded. Values of tHeaddingScheme field are
defined in the Table 2 below:

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-DCF-V2_2-20110419-C Page 18 (58)

Table 2: PaddingScheme values

Padding-Scheme Value Semantics
None 0x00 No padding (e.g. when using NULL or CTgodthm).
RFC_2630 0x01 Padding according to RFC 2630.

5.2.1.4 PlaintextLength Field

The PlaintextLength field defines the length of the original plaintelxt.the case of DCF and if the content is encrypited
MUST have a PlaintextLength value set. If the ecterd content length does not match the Plaintexttefield value, it is
an error and the Content Object MUST be discarbted.progressive download scenario, the DRM Agent\erify the
PlaintextLength only after the complete Contentg@bhas been received and possibly after contenbas started.

In the case of PDCF the PlaintextLength MUST b@zBRM Agents should ignore the PlaintextLengthR@CF files;
instead they should use the relevant ISO Base Muakas to identify track properties.

5.2.1.5 ContentIDLength Field

The Content| DLength field defines the number of bytes occupied byGbatentI D field. The value MUST be greater than
zero. A Device MUST support ContentIDs of at |€26 bytes. For best interoperability, content auiimuld not use a
ContentlD larger than 256 bytes.

5.2.1.6 RightsissuerURLLength Field

TheRightsl ssuer URLLength field indicates the number of bytes occupied le/Rightsi ssuerURL field. A Device MUST
support RightsissuerURLs of at least 256 bytes.biést interoperability, content author should res & RightsissuerURL
larger than 256 bytes.

5.2.1.7 TextualHeadersLength Field

The TextualHeadersLength field indicates the number of bytes occupied k/Téxtual Headers field. Although it is possible
with this version of the parent box to implicithgtérmine the TextualHeaders field length from tbe kength, this might not
be the case in future versions. Thus, conformiistMUST use the TextualHeadersLength field. A BewWUST support
textual headers of at least 2048 bytes total length

5.2.1.8 ContentlD Field

The ContentID field MUST contain a globally unique identifier ftris Content Object. Note that even if two or more
(P)DCFs contain the same Content Object, the Cofbjects will each have a different (and globalhique) ContentID.
The value MUST be encoded using US-ASCII encoding.

The value MUST be a unique URI according to [RFG33%he use of globally uniquéontentID’s is required for OMA
DRM and it is the responsibility of the contentteartto guarantee the uniqueness of@oatentI D within their own
namespace.

If the Content Object is referenced from a DRM RégDbject, the value of theontentID field MUST match the value of
the referencing element of the Rights Object amddfin [DRMREL-v2.2]. The ContentID MUST be in thed-url’ format
of [RFC2392].

In the case of multi-part DCFs and multi-track PRGlke first Contentld in the (P)DCF MUST repregéetentire file. The
entire file is referenced in the [DRM-v2.2] ROARotwcols for associating TransactionIDs and DCF Hasties with
particular files. The first track in a multi-tra@OCF is the protected track with the lowest intégexck_ID " in the PDCF
Track Header Box (‘tkhd’)

5.2.1.9 RightslssuerURL Field

TheRightslssuerURL field defines the Rights Issuer URL. The Rightukr URL MAY be used by the consuming Device to
obtain Rights for this DRM Content. The mechanisrdéfined in OMA DRM specification [DRM-v2.2]. Thalue of the
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Rightslssuer URL field MUST be encoded using US-ASCII encoding. Treth of this field is indicated by the
Rightslssuer URLLength field.

The value of thé&ightsissuerURL MUST be a URL according to [RFC2396], and MUSTabeabsolute identifier. The
RightslssuerURL MAY be empty e.g. if the Content Object is not peed.

5.2.2 Textual Headers
The TextualHeaders field MAY contain additional information about tleentent.

Textual headers are represented by name value pdiese name and value are separated with a coland the pair is
terminated with a NULL (\0’) character. A headea(e value pair) MUST NOT include leading or trailiwhitespace
(such as \n\n). Further, a header name MUST NOIldeca colon (') character, as the first instancehe character will
stop scanning for the header name. Header value MANde colon characters as the value is alwaysraed to continue
after the first colon until a NULL character is coad.

The next header name MUST begin immediately aftetérminating NULL character of the previous heaifie
TextualHeadersLength is greater than the currenirsng position. All headers MUST have a value,areempty value is
not permitted.

The textual headers field continues until the TabtieadersLength offset or the end of the box ished. The
TextualHeadersLength field MUST be used to deteenttie TextualHeaders field length.

An example representation of the textual headers:

| Silent:on-demand;http://myissuer.com/silent?cid=42 8\0Preview:instant;cid:429@myissuer.com\O

Each supported header is defined using augmentekBaNaur Form (BNF) [RFC2234]. The textual headeesencoded
using UTF-8 encoding. Ordering of headers is sigaift, and the headers MUST be in the order ofripyidrom highest to
lowest. This means that e.g. if the textual heantetaide both Silent and Preview headers, whichapgears first in the
field is considered to have priority over the seton

5221 Silent header

The Slent header is an indication to the client that thenRigObject for this DRM Content can be obtaineersly from the
Rights Issuer, without user interaction for paynseetc.

Silent = “Silent” “:” silent-method “;” parameter
silent-method = token

parameter = silent-rights-url

silent-rights-url = token

silent-method Semantics

“on-demand ” Rights should be acquired silently, on demand vtheruser chooses to play
the content.

“in-advance " Rights should be acquired in advance, at the sadigportunity.

The parametedilent-rights-url MUST be a URL according to [RFC2396] and a sudoéssquest to the URL MUST
return a ROAP Trigger, a Download Descriptor oadied Download Descriptor and ROAP Trigger asraefiin [DRM-
v2.2]. If silent-rights-url is a HTTP URL and the request fails with errored84 Not Found [RFC2616], the
Device SHOULD NOT make further requests to the URLthe request fails with some other error, thevibe MAY retry
the request at a later time.

The parametedilent-rights-url MUST be specified on th&lent header. The Device MUST use thisnt-rights-
url  to obtain rights silently and automatically acéogdto [DRM-v2.2].
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5.2.2.2 Preview header
ThePreview header contains an indication to the client thist possible to provide a preview for this DRM @ant.

If the preview-method is “instant ", then the specific media element to be used fevipw MUST be indicated using the
preview-element-uri parameter. In addition, this media element MUSTNkk.L-encrypted, and as such, MUST have an
Encrypt i onMet hod header with thalgorithm-id parameter set toULL

Preview = “Preview” “:" preview-method (“;" paramet er)
preview-method = token

parameter = preview-element-uri | preview-rights-u rl
preview-element-uri = token

preview-rights-url = token

Preview-method Semantics

”

“instant This indicates that one of the elements within fitéscan be used for preview.

If instant method is specified, thefeview-element-uri MUST be specified.

”

This indicates that a preview Rights Object caolitained by requesting it silently
from the Rights Issuer, without user interaction

“preview-rights

If preview-rights method is specified, thameview-rights-url MUST be
specified.

The parametegreview-element-uri MUST be a unique identifier and a URI accordingR&C2396]. And, it MUST
resolve to an element present within the same file.

The parametegreview-rights-url MUST be a URL according to [RFC2396] and a sudoéssquest to the URL MUST
return a ROAP Trigger, a Download Descriptor owadied Download Descriptor and ROAP Trigger asraefiin [DRM-
v2.2]. If preview-rights-url is a HTTP URL and the request fails with errored@4 Not Found [RFC2616], the
Device SHOULD NOT make further requests to the URLthe request fails with some other error, thevibe MAY retry
the request at a later time.

If the preview-method  is indicated as “instant”, the preview element barused freely with unlimited use, without acqugri
any Rights Objects.

If the preview-method IS “preview-rights ", then thepreview-rights-url MUST be indicated as a parameter. When the
client connects to the Rights Issuer with this URILis MUST NOT result in any re-direction.

5.2.2.3 ContentURL header

The ContentURL header is used to indicate a location for acogitire DCF or PDCF. This MAY be used to e.g. dowdloa
an alternative version of the file if a Device does support the content types in the current filesh as resolution or codec.
The consuming Device MAY provide the option to fard the ContentURL to other users as an alterné&tive of
superdistribution. The mechanism is defined in OBIRM specification [DRM-v2.2].

ContentURL = “ContentURL” “:” content-url
content-url = token

Thecontent-url MUST be a URL according to [RFC2396] and MUST heabsolute identifier. The Device MAY
access the ContentURL from the DCF and use ittetbésh e.g. a browsing session without acquirifRjghts Object for the
DRM Content.

5.2.24 ContentVersion header

The ContentVersion header defines the version of the content. ThigleeMAY be used to uniquely identify the incaroati
of this DRM Content Object.

| ContentVersion = “ContentVersion” “:” original-cont ent-identifier “:” version-identifier |
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original-content-identifier = token

version-identifier = *digit

Whereoriginal-content-identifier MUST be a matching string for all versions of thene Content and
version-identifier MUST be a number in range 0..65535, incrementegioh version.

5.2.25 Content-Location header

The Content-Location header MAY be used to indicate a relative locafmrthe Content Object. This MAY be used for e.g.
referencing purposes within the DCF file or deterimi a meaningful file name when exporting the @ahObject.

ContentLocation = “Content-Location” “:” content-ur i

content-uri = token

Thecontent-uri MUST be a file name, relative to the locationtod DCF file.

5.2.2.6 Custom headers

Content author MAY insert additional Custom headerheTextualHeaders field. Custom headers MUST follow the
generic syntax defined below, encoded using UTRedding.

OtherHeader = Header-name “:” Header-value
Header-name = token

Header-value = token

Consuming Devices MUST ignore the headers that dioeryot recognize.

5.2.27 ProfileName header

TheProfileName header contains a profile name for this DRM Cont&he purpose of a profile name is to define irailet
what resources are needed to render this contentc@ec, profile and level). Note that this sfieafion does not specify
actual profile names.

ProfileName = “ProfileName” “:” profile-name-uri

profile-name-uri = token

The profile-name-uri MUST be a unique identifier and a URI accordingR&C2396]. In addition, it MUST resolve
to a profile name specified by some standardisdtay (e.g. “//www.dIna.org/AAC_ISO_320").

Content Authors SHOULD insert a ProfileNames bantaining one or more Profile Names in order tovjte a simple
way whether this content can be rendered on afsp8avice or not.

5.2.3 Extended Headers

The ExtendedHeader s field MAY include zero or more nested boxes thad &unctionalities to the common headers. The
ExtendedHeaders field continues until the end efptrent box is reached.

5.2.3.1 Group ID

The ExtendedHeaders field MAY include one instance of tt@MADRMGroupl D Box:

aligned (8) class OMADRMGrouplID extends FullBox('gr pi', version, 0) {

unsigned int(16) GrouplDLength; /I length of the Group ID URI

unsigned int(8) GKEncryptionMethod; I/l Group Key encryption algorithm

unsigned int(16) GKLength; /l'length of the encr ypted Group Key

char GroupID[GroupIDLength]; /I Group ID URI

byte GroupKey[GKLength]; /I Encrypted Group Key and encryption information
}
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TheGrouplD value identifies this DCF as part of a group offX0whose Rights can be defined in a common gragpt&
Obiject instead of (or in addition to) in separatatent-specific Rights Objects. The valueGobuplD MUST be a URI
according to [RFC2396] andUST contain a globally unique identifier. Furthbe GrouplD MUST use the URL format of
[RFC2392] except the scheme name must be “gid:"vEthiee MUST be encoded using US-ASCII encoding.

Generally each content item in a group will be gpterd with a different content item encryption k&ysingle additional
key (used for the whole group) is used to encrgghecontent item encryption key for storage in@neupKey field. This
single key is the value of the CEK in an associgtedip RO. Note that since the Group ID box is pathe OMA DRM
container box, it is possible for different contéatns in a multipart DCF to belong to differenbgps.The
GKEncryptionMethod field defines the algorithm usedncrypt the content item encryption keys, ddd in Section
5.2.1.2, and it defines the structure of the GroaypKeld that can contain, next to the actual eptergl content item
encryption key (refered to in Section 5.2.1.2agHertext’), additional information such as iniigation vector or initial
counter value. The NULEncryptionMethod MUST NOT be used as a GKEncryptionMethod.

Table 3: Group ID box fields

Field name Type Purpose

GrouplDLength unsigned int(16) Length of the GréDpgURI field

GKEncryptionMethod | unsigned int(8) Group Key endigp algorithm

GKLength unsigned int(16) Length of the GroupKesidi

GrouplD charl] Group ID URI

GroupKey byte[EncryptedGKLength] Encrypted Group/ked additional encryption information
such as initialisation vector, counter values, [raglés
defined in Section 5.2.1.2

5.2.3.2 Old Content ID

aligned (8) class OldContentID extends FullBox('grp i', version, 0) {
unsigned int(16) ContentlDLength; /I Length of Con tentlID field to be updated in bytes
char ContentID[]; /I Content ID string to be up dated

}

If the DCF is used for the Dynamic Advertisementdie (see [DRM-v2.2]), the OMA DRM Container MUSdriy
OldContentID in its extended headers.

The Content| DLength field defines the number of bytes occupied byGbatentID field as defined in Section 5.2.1.5.

The ContentI D field MUST contain a globally unique identifier ftris Content Object as defined in Section 5.2.1.8.

5.24 Mutable DRM Information Box

TheMutableDRMiInformation box MAY appear in both DCF and non-streamable PDCF
MutableDRMInformation is not applicable to streamable PDCF. In the OMRMDsystem, the
MutableDRMInformation box is used to include information editable by Bwvice, and thus is not protected for
integrity. A Device MUST ignore thilutableDRMInformation box when calculating the DCF hash.

TheMutableDRMiInformation box MUST be located at the top level of the bardiichy and there MUST NOT be
more than one instance of the box per DCF or PO®GE MutableDRMInformation box MAY include free space boxes
as defined in ISO base media file format [ISO1449pto pre-allocate space for editing MutableDRMInformation

box MUST NOT appear in the beginning of the filaf MAY appear after the la@MADRMContainer (see 6.3.1) in DCF
and after the movie box in PDCF. Having tMatableDRMInformation box as the last box in the file is
RECOMMENDED for DCF.
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For PDCF the location of thdutableDRMInformation should be carefully considered by the ContentdssGenerally
it is preferable to place thdutableDRMInformation directly after the Movie Box, this enables TrargacTracking
and Rights Object delivery during Progressive Daadl However, if thiMutableDRMInformation box is after the
movie box it will be difficult for the client to Bert new Rights Objects into the Rights Object begause if the size of the
MutableDRMInformation box changes the Device misb apdate the Chunk Offset Box (‘stco’) in the Abizaders.
Therefore Content Issuers are recommended torathadie a Free Space Box if thutableDRMInformation is
placed before the Media Data.

A Device MAY modify, extend, truncate, delete odatieMutableDRMInformation box. The contents of the box
MUST be interpreted as an array of Boxes, contigiuintil the end of the parent box.

aligned(8) MutableDRMInformation extends Box(‘mdri N
Box data[]; /I array of any boxes and free spac e
}
5241 Transaction Tracking Box

The OMA DRM Transaction Tracking Box enables tratisa tracking as defined in [DRM-v2.2] section 35The
OMADRMTransactionTracking ~ box MUST include a singl€ransactionID value as defined below. It MAY appear in
both DCF and PDCF.
aligned(8) class OMADRMTransactionTracking extends FullBox(‘odtt', 0, 0) {

char  TransactionID[16]; /l value to enable transa ction tracking

Table 4: OMA DRM transaction tracking header field

Field name Type Purpose

TransactionlD char[16] TransactionID of the DCH®@CF
respectively

The Rights Issuer MAY provide any value as a TratisalD to the DRM Agent during the Rights acquitprocess and
the TransactionID included in the DRM Container rhaychanged by the DRM Agent as defined in [DRM2{2Vhen
packaging content, the TransactionID MAY be setriaarbitrary value.

As per [DRM-v2.2] section 15.3 the DRM Agent does$ need to generate t@BMADRMTransactionTracking  box,
nor does the DRM Agent ever need to modify the sefzée box.

5.2.4.2 Rights Object Box

The rights object box MAY be used to insert a Retetd Rights Object, defined in [DRM-v2.2] sectiaB.9S, into a DCF or
PDCF. AMutableDRMInformation box MAY include zero or more Rights Object box€ke Rights Object is treated
as binary data and a Device MAY add or delete Righiject boxes in thilutableDRMInformation box.

aligned(8) class OMADRMRIightsObject extends FullBox (‘odrb’, 0, 0) {
byte Data[]; /I binary Rights Object

Table 5: OMA DRM Rights Object box fields

Field name Type Purpose
Data byte[] A Rights Object as binary data

5.2.4.3 User-Data Box

A MutableDRMInformation box MAY include one or more User-Data boxes (‘0dtes defined in 6.3.2.3.

The insertion of a User-Data box in thieitableDRMInformation box allows Users and Devices to add to and edit th
metadata associated with DRM Content.

The corresponding DRM Content is identified by @ententID sub-box.
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When available the Device SHALL use the metaddtaimation stored in the User-Data box in the
MutableDRMInformation box, instead of the equivalent metadata infornmesitored in the User-Data box in the
OMADRMD:i screteHeader s box.

If it is desirable to allow User editing of metaal&formation, it is RECOMMENDED that the appropeidree space boxes
in the MutableDRMInformation box are inserted toilitate User and Device edits.

Mutable DRM Information Box MAY include Advertisemes and it can be updated by advertiser.

5.2.4.3.1 ContentlD sub-box

. aligned(8) class OMADRMContentID extends FullBox('c cid', version, 0) {

. unsigned int(16) ContentIDLength; /I Length of Con tentID field in bytes
. char ContentID[]; /I Content ID string

0 }

The ContentID box (‘ccid’) contains the unique itiger for the Content Object the metadata are eissed with.
The value of th&€ontentiD MUST be the value of the ContentID stored in thenGwn Headers for this Content Object.
There MUST be exactly oréontentlD sub-box per User-Data box, as the first sub-bdkéncontainer.

Table 6: ContentlD box

Field name Type Purpose
ContentIDLength unsigned int(16) Length of ContentID field in bytes
ContentID charl] Content ID string

5.2.4.3.2 Other User-Data sub-boxes

The User-Data box in thdutableDRMInformation MAY include any User-Data sub-boxes as defined ;1263.

5.3 DCF Hash Calculation

Content Objects MAY be protected for integrity Iogluding a DCF hash into a Rights Object or ROAfuest. Since
(P)DCF MAY include structures editable by the Deyithese structures are excluded from hash calmuldathe DCF hash
MUST be calculated from the beginning of the DCR® end of the lasDMADRMContainer, ignoring the
MutableDRMInformation box. PDCF hash MUST be calculated from the begmwoif the PDCF, skipping the
MutableDRMInformation box after the movie box, or end of file in caser¢his ndMutableDRMInformation box
present.
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6. Discrete Media Profile (DCF)

This section defines the DRM Content Format forcbese Media.

6.1 DCF MIME Type

The MIME type for objects conforming to the fornugfined in this section MUST be
application/vnd.oma.drm.dcf

By default file extension SHOULD be “.odf", howey¢o allow for systems that use file extensiongtticate the type of
content without requiring the parsing of the DCRders a DCF MAY also have an “.04a” or “.04v” exgiem. Here an
“o4a” indicates that the default media type of @antent Object(s) in the DCF is music whilst am/dindicates that the
default media type is video..

= |f the default media type of the Content Objecitishe DCF is music then the DCF file extension SHO be
“.04a”.

= |f the default media type of the Content Objecifshe DCF is video then the DCF file extension SHD be “.04v”

= For all other media types the DCF file extension $lbe “.odf".

The DCF file extension MUST be either “.odf”, “o4at “04v”. For DCFs that contain multiple OMA DRMontainers the
default media type is defined to be the media tyfphe first OMA DRM Container as specified in sent6.4.

6.2 DCF File Format

The structure of the Discrete Media profile of DRMntent Format (DCF) MUST be according to the stmecdefinitions
below.

A DCF file MUST include at least or@MADRMContainer box. TheOMADRMContainer box is a container for a single
Content Object and its associated headers. It Maj§Ear on the top level, i.e. to conform to thiscjication, it MUST
NOT be nested inside another data type. There MA3t enultiple OMADRMContainer boxes in a file, but one MUST
immediately follow the file header, and they all I9U be located on the top level in the nesting stinec

Theversion indicator field in each box MUST be 0 for filesnforming to this specification. All numeric fieldts the format
MUST be stored in network byte order.

6.2.1 OMA Constraints on ISO Format

In files conforming to this specification, baze MUST be greater than 1 unless otherwise spec#ietitheextended type
MUST NOT be used in the mandatory boxes. SomeefitAndatory boxes MUST support the 64 bit lengttdl fand for
those boxessize field MUST be set to 1. Also note that in somdieatSO specifications, the teraitom was used to
describe the file format structures, but the stiegt specified in this specification are calbex es in order to be consistent
with current specifications.

The FullBoxversion is typically started from zero (0), incrementeddagh revision. Thitags field MAY be used to include
additional information, but SHOULD normally be $et0, unless otherwise specified. This specificatiames each
supported box to indicate that a box has a defatedtture and a purpose in the OMA DRM Content Fdrm

There are also placeholders for extensions, with @mgeneric box reference. These extensions malefieed later, and
thus a conforming file parser SHOULD skip any egien boxes it does not understand. In additiomfaihe toplevel boxes
are derived from the FullBox type, which supporssion information. Later specifications MAY incrent the version
number if changes are made to any common datastesc Later versions of the boxes defined ingpiscification should
remain backwards compatible with the help of tléssion indicator. A parser conforming to this sfieation MAY attempt
to parse a box which has a greater version nurhiaerthis specification, but the conformance istaito the current
version (0) of this specification. A conforming par MUST check the version number field.
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6.2.2 File Branding

The ISO base media file format defines a File Tlype for identifying the major brand of the medile falong with
compatible brands. Files conforming to the Disci&alia profile MUST include a File Type box withetDCF brand as the
major brand number and compatible brand to maké&ilkeelype box fixed length. The DCF major bran@2sbits (4 octets)
wide with the hexadecimal val@x6F646366 (‘odcf ’). This MUST be followed by a four-octet minor gén indicator
and the DCF brand as the single compatible braadéjmg the file header a total of 20 octets (166)Hitom the beginning of
the file. The minor version field is in network bybrder. For files conforming to this version of tACF specification the
version value MUST be 20x00000002 ). A conforming file parser MUST support the min@rsion number. It should be
noted that future minor versions of the DCF filenfiat might use more compatible brands in the FjgeTbox, changing the
file header length. The Figure 1 shows the retatidp of the File Type, brand, version and regheffile content.

Figure 1: DCF file header and body

4 } 4 } 4 } 4 l 4 } file size - 20 }
20 ftyp odcf 2 odcf File data
| | | |
Fixed File Type header \ Brand ! Version " Compatible brand |

6.3 Overall structure

The high-level overview of the DCF format is depitin the Figure 2. The mandatory parts of the &trimclude the file
header (File Type box with brand number and miresion fields), immediately followed by an OMA DRGbntainer box.
The OMA DRM Container box MUST include a DCF headeox and a Protected Content box.

The design principles for the format include thee DCF headers box is located at a fixed offsenhftioe beginning of the
file, and thus, the OMA DRM Container box MUST be fiirst box after the file header of 20 octets #relDCF headers
box MUST be the first box in the OMA DRM Containsfultipart DCFs support Advertisement managemeotth®
multipart DCF MAY contain the DRM Contents with Agltisements.

Figure 2: DCF structure
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The Table 7 below outlines the mandatory boxesthei order. Additional boxes MAY be added aftez thandatory boxes
have first appeared. Table 7 shows the nesting @fdde mandatory boxes, on the left is the paasiot on the right, the
child. The first column indicates which fields amaxes MUST be present in DCF (marked as ‘M’) andcviboxes MAY
appear in the DCF (marked as ‘O’). Note that inttige, the second OMA DRM Container box MUST inigwall the
mandatory nested boxes as well.
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Table 7: Logical DCF box structure diagram

Present| Data Nesting | Offset from beginning of | Field purpose
in DCF | type/value level file
M Box(‘ftyp”) 0 0 File header ( fixed File
Type box, 20 bytes)
M Box(‘odrm’) 0 20 OMA DRM Container
box
M Box(‘odhe”) 1 40 Discrete Media headers
box
M Box(‘ohdr’) | 2 53 + ContentTypeLengthh OMA DRMo@mon
Headers box
(0] Box(‘udta’) | 2 53 + ContentTypeLength 1ISO User Data box
+ Box(‘ohdr’) (optional)
Box(‘odda’) 1 40 + Box(‘odhe’) Content Objeabk
Box(‘odrm’) 0 If multipart DCF,
additional OMA DRM
Container box
(0] Box(‘mdri’) 0 Mutable DRM
information box
Box(‘odtt’) 1 Transaction tracking bo
Box(‘odrb’) 1 Rights Object container
box
(0] Box(‘udta’) 1 ISO User Data box
(optional)
M Box(‘ccid’) | 2 ContentID reference for
the User-Data
(0] Box(‘skip”) 1 Additional free space
6.3.1 OMA DRM Container Box

}

aligned(8) class OMADRMContainer extends FullBox('o

OMADRMDiscreteHeaders ContentHeaders;
OMADRMContentObject =~ DRMContent;
Box Extensions[];

drm’, version, 0) {

/I Headers
/I Actual encrypt
/I Extensions, to the end of

for Discrete Media DCF
ed content

the box

The OMADRMContainer box MUST include a singl®@MADRMDiscreteHeaders
OMADRMContentObject box, followed by optional extensions. TBgtensions

box and a single
inside theOMADRMContainer

box are defined by OMA. The OMA DRM Container boXJSIT support 64 bit length attributes, i.e. Hee attribute MUST
be set to 1, anklrgesize MUST be used for determining the box size.

6.3.2

Discrete Media Headers Box

unsigned int(8)

ContentTypeLength;

aligned(8) class OMADRMDiscreteHeaders extends Full

Box(‘odhe', version, flags) {

/I Content Type

Length
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char ContentType[]; /I Content Type String
OMADRMCommonHeaders =~ CommonHeaders; /I Common head  ers (same as with PDCF)
if(flags & 0x000001) {
UserDataBox UserData; //'1SO User Data Box (opti onal)
}
}

The Discrete Media headers box includes fieldsifip¢o the DCF format and the Common Headers lhaiowed by an
optional user-data box. There MUST be exactly OMADRMDiscreteHeaders box in a single OMA DRM Container
box, as the first box in the container.

The ContentType field indicates the actual media type containethe@nOMA DRM container. There MUST be exactly one
OMADRMCommonHeadersee section 5.2.1 for details) box per a si@jifADRMDiscreteHeaders box.

Table 8: OMA DRM Discrete Media header fields

Field name Type Purpose
ContentTypeLength Unsigned int(8) Length of the teatiType field
ContentType ContentTypeLength octets The MIME méglie of the plaintext data

encoded as US-ASCII
CommonHeaders OMADRMCommonHeaders OMA DRM Commoadées box as in 5.2.1
UserData UserDataBox User Data as defined in @ 3Q@PTIONAL)

6.3.2.1 ContentType

The ContentType field MUST indicate the original MIME media type thfe Content Object i.e. what content type theltesu
of a successful extraction of tBIADRMContentbox represents. TheontentType field is encoded using US-ASCII
encoding and MUST NOT include a NULL character

6.3.2.2 CommonHeaders

The CommonHeaders field MUST be the same box as defined in 5.2.1.

6.3.2.3 User-Data

A user-data box (‘udta’), as defined in [ISO14428-MAY be present in the discrete headers box. Md®CF includes the
UserData Box, it MUST be added immediately after ttMADRMCommonHeaderdox. The presence of the user-data
box MUST be indicated with the flag 0x000001 in tomtaining box header. The user-data box is satost box for
informative user data. This user information isfiatted as a set of sub-boxes with specific boxsypat more precisely
define their usage. Each of the sub-boxes MAYnigsluded only once unless otherwise noted.

Some of these sub-boxes contain text informatidnichvis metadata, as defined in [TS26.244]. Thiec#jation supports a
superset of the sub-boxes defined in [TS26.244].

A Device MUST NOT modify any of the sub-boxes ie tser-Data box in th@MADRMDi screteHeaders.
The User-Data in th@MADRMDiscreteHeaders MAY be protected for integrity by using a DCF hash

6.3.2.3.1 Basic User-Data sub-boxes

The User-Data box in theMADRMDiscreteHeaders MAY include any User-Data sub-boxes as define8GiPP
[TS26.244].

The following sub-boxes are currently specified:

» titl —title for the media (see [TS26.244] tabl&)8.

e dscp — caption or description for the media (s&&2[d.244] table 8.2)

» cprt — notice about organisation holding copyrifgiitthe media file (see [TS26.244] table 8.3)
» perf— performer or artist (see [TS26.244] tabl® 8.
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e auth — author of the media (see [TS26.244] talig 8.

» gnre — genre (category and style) of the media[(F826.244] table 8.6)

* rtng — media rating (see [TS26.244] table 8.7)

» clsf — classification of the media (see [TS26.2&d)e 8.8)

* kywd — media keywords (see [TS26.244] table 8.9)

* loci — location information (see [TS26.244] tablé®

* albm — album title and track number for the mediee([TS26.244] table 8.11)
» yrrc —recording year for the media (see [TS26.244le 8.12)

Each of those sub-boxes MAY be included zero, aomaare time as noted in [TS26.244].
A Device MUST support UTF-8 encoded text and MAYart UTF-16 encoded text in each of these sub-<oxe

6.3.2.3.2 IconURI
aligned(8) class OMADRMIconURI extends FullBox('icn u', version, 0) {
char IconURI(J; /l lcon URI

}

The IconURI box (‘icnu’) contains a URI where arpagpriate icon for this content may be retrieveair The Device
MAY request the object at this URI, and if an agptate content is returned, use this as an icoocésted with the content
to the user.

The value of théconURI MUST be a URI according to [RFC2396]. It is arsgriencoded using UTF-8 characters,
continuing until the end of the box is reached.

If the DCF is a Multipart DCF, kconURI MAY be a CID reference [RFC2557] within the curtréfe. In this case, the
referenced Content Object MUST be NULL-encrypted.

Table 9: IconURI box

Field name Type Purpose
IconURI charf] URI for an Icon for the content.
6.3.2.3.3 InfoURL
aligned(8) class OMADRMInfoURL extends FullBox('inf u', version, 0) {
char InfoURL]; /I Info URL

}

The InfoURL box (‘infu’) contains a URL where addital information can be found regarding the Con€@bject. The
Device MAY obtain this information prior to usinge Rightslssuer URL field or after the Rights Object has been obtained

The value of thénfoURL MUST be a URL according to [RFC2396] and MUST heabsolute identifier. It is a string
encoded using UTF-8 characters, continuing ungilehd of the box is reached.

Table 10: InfoURL box

Field name Type Purpose
InfoURL charl] Location of additional informatiomf the
content.
6.3.2.3.4 CoverURI
. aligned(8) class OMADRMCoverURI extends FullBox(‘cv ru', version, 0) {
. char CoverURI[]; /I Cover URI
: }
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The CoverURI box (‘cvru’) contains a URI where gprpriate Artwork picture (ex: CD Album Cover, D\Midnt Cover,
...) for this content MAY be retrieved from. The De®iMAY request the object at this URI, and if ap@priate content is
returned, use this as an Artwork associated withctintent to the User.

The value of the CoverURI MUST be a URI accordingRFC2396]. It is a string encoded using UTF-8rahters,
continuing until the end of the box is reached.

If the DCF is a Multipart DCF, a CoverURI MAY beCGiD reference [RFC2557] within the current file.
The referenced Content Object MAY be DRM protected.

Table 11: CoverURI box

Field name Type Purpose
CoverURI charl] URI for an ArtWork picture for tteontent.
6.3.2.3.5 LyricsURI
. aligned(8) class OMADRM LyricsURI extends FullBox(* Ircu’, version, 0) {
. char LyricsURI []; /I Lyrics URI
0 }

The LyricsURI box (‘Ircu’) contains a URI where appropriate Lyrics text for this content MAY berreved from. The
Device MAY request the object at this URI, andrifappropriate content is returned, use this asri@d pssociated with the
content to the User.

The value of the LyricsURI MUST be a URI accordindRFC2396]. It is a string encoded using UTF-areleters,
continuing until the end of the box is reached.

If the DCF is a Multipart DCF, the value of the logURI MAY be a CID reference [RFC2557] within tberrent file.
The referenced Content Object MAY be DRM protected.

Table 12: LyricsURI box

Field name Type Purpose
LyricsURI char(] URI for Lyrics text for the contéen
6.3.2.3.6 Custom User-Data sub-boxes

Content author MAY insert additional Custom sub-é®%0 the User-Data.

Consuming Devices MUST ignore the User-Data sutebdlkat they do not recognize.

6.3.3  Content Object Box

aligned(8) class OMADRMContentObject extends FullBo x(‘odda’, version, 0) {
unsigned int(64) OMADRMDatalength; // Length of the encrypted data plus length of the
IV/counter plus length of optional padding
byte OMADRMData[]; /I Encrypted data plus IV/c ounter plus optional padding
}

The Content Object box MUST include only the datagth field and data bytes for a single ConteneCtbLater revisions
of this box may include additional fields, so camfiing implementations MUST use t@ADRMDatalLength field to
indicate/determine the amount of actual data byitee.data length includes the Initialisation Vedtothe beginning of the
encrypted data, as depicted in Figure 3.
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Figure 3: Data Length and IV

v
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Data length
Plaintext length

Padding (if used)

The Content Object box MUST support the 64 bit §ielel and thusize MUST be set to 1 andrgesize MUST be used for
determining actual box size. T@MADRMDatal ength field MAY indicate a length of zero, and the DevM&Y try to
acquire the actual Content Object by using e.gCtrgentURL, if provided.

Table 13: Content Object box

Field name Type Purpose

OMADRMDatalength| Unsigned int(64) Length of the OMRMData field, in octets

OMADRMData byte [] Content bytes, as specified by t
OMADRMDiscreteHeaders box

The Content Object Box MAY include Advertisemenisodt can be updated by advertiser.

6.3.4 Extended Boxes

Any additional boxes contained in a single OMA DRbhtainer box have not been defined in this speaifin. A Content
Issuer MAY place additional boxes into tBetensions but Devices MAY ignore these.

6.4 Multiple OMA DRM Containers

A DCF MAY include more than one OMA DRM Contain&ach of these containers MUST conform to the degdimiof the
OMA DRM Container, and MUST be placed sequentialiythe top level (i.e. nesting them is not allowd@d)e media type
of Content Object in each these containers MAY Hterent. However, the media type of the first ONDRM Container is
considered to be the default media type of the BEBhtent.

Each OMA DRM Container MUST have a unig@ententID in its headers. This kind of a DCF with multipler@ent
containers is called a Multipart DCF.

Note that a Multipart DCF is different from a DQ#eluding a Composite Object. A Composite Objectlfsas MIME
multipart, ZIP and so on) is included in a singld®DRM Container and has only one set of OMA DRMaters
associated with it, whereas Multipart DCFs contairitiple OMA DRM Containers each including sepafaaders
associated with the contained content. MultiparF®Gupport the association of different rights vidithividual Media
Objects.
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6.4.1 Referencing Multipart Objects

As each object in the Multipart DCF has its own @otiD and MAY have a Content-Location header,Ghe mechanism
from [RFC2557] or the Content-Location mechanisomf{RFC2616] MUST be used for referencing objedthiw the
Multipart DCF. The reference MAY then be used i enultimedia presentations to include objects frithin the
Multipart DCF. Individual Content Objects cannotreéerenced from e.g. presentations outside the fl€F

The ContentID is considered to be internal for@i&M Content Format and DRM Agent, and ContentlBsraferenced
from outside the DRM Content Format only to asdeditawith a Rights Object. Transport protocols MU&efine their own
mechanisms how to reference to a DRM Content Fofiteat

6.5 Additional Extensions

Additional extension boxes MAY be added after tingt OMA DRM Container. A conforming file parserhigh does not
recognize the additional boxes, MUST ignore themmwEeler, any extensions MUST be designed in a watyttie
mandatory parts of this specification are alwagsuded and the file remains interoperable with coming
implementations.
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7. Continuous Media Profile (PDCF)

The Continuous (Packetised) Media profile is teegdbr media content like audio and video. Audid &iteo files MAY be
included in a DCF format, but since the PDCF forimet been specifically designed for Continuous Blegtiprovides
additional advantages for those media types.

The PDCF format is an instance of the ISO Base MEde Format [ISO14496-12] that supports encryptediia tracks,
which MUST use OMA DRM for key management and MUBdiude the OMA DRM data structures defined in this
specification. Examples of ISO Base Media File Fatrmstantations are the 3GP format [TS26.244]3®d format
[C.S0050].

The PDCF format MAY be used for downloaded conterfbr hosting streamable content. OMA DRM spesiftemmon
data structures for file formats and additionabrmfation on top of streaming services. The OMA DRI specifications
define key management functionality supporting @ardus Media but services can optimise the protaal codecs in
their architecture. Supporting the PDCF format BTGDNAL for a Device.

7.1 PDCF File format
7.1.1  File branding

The ISO base media file format defines a File Tlype for identifying the major brand of the medile falong with
compatible brands. Files conforming to the ContirsuMedia profile MUST include a File Type box witite PDCF brand
as compatible brand. The PDCF brand is not recordeteto be used as a major brand. Note: the magarddior the PDCF
should be the same as for the unprotected filekeithe File Type box defined for DCF, the File &jpox in PDCF does
not have a fixed length of 20 bytes.

The PDCF brand is 32 bits (4 octets) wide and MWi&V¥e the hexadecimal val0g6F706632 (‘opf2 ). If the PDCF
brand is used as major brand, this is followedHgyfour-octet minor version indicator. To signalirat the PDCF is
conform to this specification, the minor_version BlUhave the value 0000000000 ). However, higher minor_versions
MAY be used in future PDCF specifications to siggektompatible extensions.

7.1.2 Overall structure

This specification defines the OMA DRM key managatqart of the PDCF format. In the

ProtectionSchemelnfoBox (defined in [ISO14496-12]), there is space for &tk box” (SchemelnformationBox)
describing the key management governing acceseetericrypted media content. In a PDCF file, this ST be the
OMADRMKMSBoOx

The basic PDCF file format data structures arengeffiby the corresponding base file format spedifioaand this
specification only adds OMA DRM specific structueesl parameters. Other DRM mechanisms MAY be usébise file
formats supporting encrypted media tracks, buim&®DCF files, as explained in this specification.

Figure 4: Example PDCF Structure
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The Figure 4 illustrates how protection informatian be stored in a PDCF. It is an example whevden track is

protected by placing BrotectionSchemelnfoBox (‘sinf’) into aProtected Sample Entry within the track’s
SampleDescriptionBox (‘stsd’) . TheProtectionSchemelnfoBox specifies the OMA DRM identifier as the
key management system. Each track in a PDCF candbected by similarly placing RrotectionSchemelnfoBox

into the track.

This version of the specification does not suppootection of Meta Data Items in PDCF files; therefa
ProtectionSchemelnfoBox containing atOMADRMKMSB&HOULD NOT be presentin an

ItemProtectionBox

There is a difference between a streamable PDCFa amath-streamable PDCF. A streamable PDCF MUSToeonfo the
server profile of the file format specification,cathe media data is stored as packets. In a nearstible PDCF, media data
is stored as samples. Ancess unit is a group of one or more samples.

The encryption process changes both packet andlsdomnmats from the original plaintext. The filerinat may support
also other DRM key management systems than OMA DRbut the encrypted access unit format is sipa@ifOMA
DRM. Thus, in the encryption process, non-stream®CFs MUST have tteMADRMAUHeadgsee 7.1.6) inserted

before each access unit.

7.1.3 DRM Scheme Type

TheSchemeTypeBox includes information on which DRM system is beusgd to manage keys and decryption of the
content. As the media file format MAY support attber key management systems than OMA DRM, thenkayagement
system in use is indicated by a 4CC in SakemeType field [ISO14496-12].

Table 14: PDCF Scheme Type for OMA DRM

SchemeType Value Semantics
OMA DRM ‘odkm’ OMA DRM is used for key management i
the PDCF.

Table 15: PDCF Scheme Version for OMA DRM

SchemeVersion Value Semantics
OMA DRM 2.0 0x00000200 OMA DRM version is 2.0

For PDCEF files conforming to this specificatione 8chemeType MUST be the 4CC ‘odkm’, anfchemeVersion MUST be
0x00000200 (version 2.0). If OMA DRM key managemsetieme ‘odkm’ is indicated, then the file is a FD&hd MUST
contain at least onr@MADRMKMSBoX PDCF MUST support only OMA DRM for the key maesanent system.
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7.1.4 Scheme Information

The SchemelnformationBox (‘schi’) is used to carry DRM key management system spenificmation, thus it
is only a container box. For OMA DRM, this box MU8Tlude exactly on©®@ MADRMKMSBos the first sub-box.

7.1.5 OMA DRM Key Management System

There MAY be several instances of BMADRMKMSBaxa PDCF file, exactly one per each protectecktra

aligned(8) class OMADRMKMSBox extends FullBox(‘odkm ', version, 0) {
OMADRMCommonHeaders Headers; /I Common headers box
OMADRMAUFormatBox AUFormat;

}

Table 16: OMA DRM Headers in PDCF

Field name Type Purpose
Headers OMADRMCommonHeaders OMA DRM Common headers as ddfin 5.2.1.

Contained in th© MADRMKMSBoxere MUST be:

- oneOMADRMCommonHeaderdox. The common headers box is exactly as defimeggtion 5.2.1
- one OMADRMAUFormatBox, as the second sub-box.

7.151 Common Headers

The OMADRM CommonHeaders box is the same as definedction 5.2.1.However, in case of encryptiomgishe
AES_128 BYTE_CTR method, the ExtendedHeaders fietle OMADRMCommonHeaders box MUST include one
instance of the OMADRMSalt box.

7.1.5.2 OMADRMSalt box

If the AES_128 BYTE_CTR encryption method is uskd,ExtendedHeaders field in the OMADRMCommonHestheix
includes one instance of the OMADRMSalt box:

aligned (8) class OMADRMSalt extends Box(‘oslt') {
unsigned int(8) SaltLength; /I Length of the Salt field in bits. MUST be 64
unsigned int(SaltLength) Salt; /I Salt needed for AES_128 BYTE_CTR

}

The OMADRMSalt box contains tHgalt, which is needed for AES_128 BYTE_CTR encryptiogtimod.

For the NULL, AES_128 CBC and AES_128 CTR encryptitethods, the OMADRMSaltBox SHOULD NOT be
included and has no meaning.

The Salt and IV MUST be used to encrypt the condsrdefined in [XBS-v1.0], section 13.4.1.2.

7.1.5.3 Access Unit Format Box

The OMADRMAUFormatBox is used to indicate the fotrmbthe OMADRMAUHeademhich is placed on media access
units.

aligned(8) class OMADRMAUFormatBox extends FullBox( ‘odaf', 0, 0) {
bit(1) SelectiveEncryption;
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bit(7) reserved; /I Must be zero
unsigned int(8) KeylIndicatorLength; // Must be ze ro
unsigned int(8) IVLength;

}
Where

SelectiveEncryption: Describes the use of Selective Encryption (ref&248.234] Annex K). If this field is set to 1, each
OMADRMAUHeader contains the field EncryptedAU indiing whether the AU is encrypted or not. If the
SelectiveEncryption field is set to 0, all AUs arerypted and no EncryptedAU field appears in tMADRMAUHeader.

IVLength: Describes the size of the initialisation vectorifdtial counter value) in bytes. This length shibbke consistent
with the algorithms used and indicated in Table 1.

KeylndicatorLength: Describes the size of the key indicator in byteshis version of the specification, the value of
KeylndicatorLength is 0.

In case the©OMADRMAUFormatBoxs omitted the default values for the fields are:
SelectiveEncryption: 1 (enabled)
KeylndicatorLength: O

IVLength: default value is as per the encryption mode (setta 5.2.1.2)

7.1.6  Access Unit Format Header

The Access Unit Format specifies the format for each access unit protdoye@MA DRM. A media file format specifies the
layout of the media data as samples, but the etionf/decryption process requires additional infatioracarried in each
access unit. The additional information is depehdarthe DRM key management used. OMA DRM specifeswn access
unit header, which MUST precede the codec-spesé#inple data in each access unit.

aligned(8) class OMADRMAUHeader {
if( SelectiveEncryption == 1) {
bit(1) EncryptedAU; /I Encryption indicator
bit(7) reserved,; /I Must be zero
}
else
EncryptedAU = 1;
if( EncryptedAU == 1) {
unsigned int(8 * IVLength) 1V;
unsigned int(8 * KeylndicatorLength) Keylndicator

Note that the parameter “SelectiveEncryption” isatibed in the OMADRMAUFormatBox in Section 7.1.5.3

Table 17: PDCF Access Unit Format

Field name Type Purpose

EncryptedAU bit(1) Encryption Indicator for the
access unit.

v unsigned int(8 * IVLength) Initialisation vectdor initial
counter value)

Keylndicator unsigned int(8 * KeylndicatorLength)| n this version of the
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specification, this field is not
present as KeylndicatorLength i
zero.

w

Table 18: EncryptedAU Indicator values

EncryptedAU Value Semantics
None 0 Access unit is not encrypted.
Encrypted 1 Access unit is encrypted.

When encrypting PDCF Content, tddMADRMAUHeadéanformation MUST be added to the processed aagsissNote
that if the EncryptionMethod field in the OMADRMCanonHeaders box is set to NULL, bd# ectiveEncryption and
IVLength are set to 0. A playing Device uses the headerrimdition for decryption purposes and is able toaexthe actual
sample(s).

7.2 PDCF Streaming format (INFORMATIVE)

This section and its subsections are informatives $ection describes how OMA DRM is applied teatning content,
especially in conjunction with a streaming sensaeh as the 3GPP Packet switched Streaming SER&®) [TS26.234] or
the 3GPP2 MSS [C.S0045].

Streaming DRM Content is leveraging the PDCF filenfat and widely deployed standard streaming pod$o®RM
Content is transferred over a real time streamnogogol as encrypted packets, which include thgial payload. The
encrypted payload wrapper format MAY be used in stngaming service using RTSP streaming [RFC232BF, signalling
[RFC2327] and RTP transport [RFC3550].

Supporting the PDCF streaming is OPTIONAL, eveRDICF format is supported. A multimedia streamingsgmn MAY
consist of protected PDCF tracks and unprotectetks:.

Streaming protected tracks is signalled through gBfameters, using information contained in theptarformat entries of
the PDCF file. A streaming server derives netwakkets from doint track in the media file.

The streamable PDCF profiles are defined by eachcgesupporting OMA DRM. In conjunction with theeeamable file
format, an end-to-end streaming service such a2§:234] or [C.S0045] MUST specify the RTP payloadhfat used and
mechanisms for signalling OMA DRM and encryptiomgraeters. This specification defines the OMA DRMagpaeters that
MUST be signalled in a streaming session.

7.2.1 RTP Payload

The RTP payload format consists of two parts: tdqad wrapper and the actual media payload. Trdanyload (e.qg.
H.263 video) is packetised according to the appabpistandard, encrypted as required, and storpdaets in the PDCF
file. The encrypted payload wrapper includes a Beadth additional signalling information, such $ebective Encryption
indicator and initial vector for the packet. Wittid mechanism, one encrypted payload specificagiosed to protect any
standard RTP payload. Also a benefit of the wrafipenat is that the DRM system is fully functiomalnetworks
supporting basic RTP profiles, and thus not placeguirements on existing network configurations.

7.2.2  Session signalling

For PDCF streaming, the session descriptors (SBS) MUST include information about the wrapperlpag. The format
parameters for the wrapper format are used to keyggaDRMKey Management Specific parameters anincryption
Parameters.

Each streaming service supporting PDCF streaming} allocate space for signalling OMA DRiK&y Management Specific
headers. In the SDEhcryption Parameters, PDCF streaming MUST support the AES 128 cipheroiunter mode. If the
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Selective Encryption feature is disabled for a track, the Device MU$Scdrd all packets belonging to this track wheee th
encryption indicator is ‘false’ (unencrypted).

The Key Management Specific parameters MUST include the mandatory OMA DRM leadas name value pairs. These
parameters MUST be derived from the key managebmnin PDCF.

Table 19: Required OMA DRM specific parameters

Parameter name Purpose
ContentID ContentlD for the protected track
RightsissuerURL The RightsissuerURL for fetchingiRs

Other headers MAY be added to the key managemestfgpparameters, and a consuming Device MUST tiesms to the
DRM Agent. The DRM Agent will then act accordinglyd acquire Rights for the stream as appropridte.sEmantics of
the headers are the same as the common headersdiefisection 5.2.
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8. MPEG-2 TS Profile (MPEG2DCF)

8.1 Introduction

ISO/IEC International Standard 13818-1 ([ISO/IE@18-1]), a.k.a MPEG2-System, specifies generic oustor
multimedia multiplexing, synchronization and timaske recovery. The Transport Stream (TS) specifiexkin is used as the
stream format in many systems for digital telewvisivoadcast in the Consumer Electronics domain.

This specification defines a specific DRM ConteatriRat profile that enables Content Providers tdyashance their
existing and deployed digital television servicgsallowing Devices with MPEG-2 TS support to accessadcast content.
It enables Devices to request Rights Objects foesgto broadcasted Media Objects that are tratespiar the home using
an [ISO/IEC 13818-1] based content delivery sysagich then distributed to a Device using local cotivigg. The figure
below depicts a typical environment for deliverybobadcast content to the home using a Conditidneéss (CA) terminal.

Rights DRM
e T L e S
Issuer Agent
ROAP Interactive Channel
. e , | Fepgrare LE
Unprotected Provider MPEG2-TS based Broadcast Channel Terminal MPEG2-TS based In-home chain
Content Protected Content Protected Content connectivity
OMA DRM

Terminal
Figure 5: Typical environment for delivery of broadcast content to the home

This specification addresses the format of thedcast content for access by a Device with MPEG-aUgport, as well as
protocols for communication between the Device thiedRights Issuer needed to access the broadaasntoThe broadcast
content delivery system and the Rights Issuer ayetd the scope of this specification. Hence thecHication does neither
require the presence nor the absence of a CA tatntiowever, when a CA terminal is present, thisc#fiication allows that
by means simulcrypt mechanisms beyond the scoffeapecification the same broadcast content cattessed in CA
terminals (without OMA DRM support) and in Devioggh MPEG-2 TS support conforming to this specifica.

The specific DRM Content Format profile definedhis specification to support OMA DRM protecteddadcast) content
contained in MPEG-2 transport streams is calledMPR&G-2 transport stream DCF: MPEG2DCF. An MPEG2DCan
MPEG-2 transport stream consisting of concatenist@BG-2 transport packets that contain the (protddieoadcast
content and the associated metadata needed tsdhedsroadcast content. It should be noted thedt BEPEG-2 transport
streams for broadcast is typically self-containe@s to allow for random access without out-of-baufiormation. Thereby
an MPEG2DCF can be considered as a file that tifpicarries all information needed to access tha&t@ioed broadcast
content.

When broadcast content is intended to be deliver&kevices, the Content Provider embeds the OMAifipd information
that is needed to create an MPEG2DCF file intoMIREG-2 TS prior to transport over the broadcashobh The
MPEG2DCF files may be broadcast directly to Devigesia CA terminals. When delivered via a CA-temali which is not
necessarily OMA DRM conformant, then the CA terniten create an MPEG2DCEF file simply by storing da¢a received
over the broadcast-channel into a file, without emydifications to the data. These MPEG2DCEF filey th@n be distributed
to Devices. To access the broadcast content cantéinan MPEG2DCF, a Device needs to retrieve ske@ated Right
Objects using OMA specified information in the MPHXCF.

To avoid the need for broadcasting content in ipldtiormats, the MPEG2DCF format re-uses commoaplayed methods
for encryption of broadcast content. Various methak defined by standardization bodies for brostdmaplications, such
as ARIB in Japan, ATSC in the USA and DVB in Europs a consequence, MPEG2DCF does not specifyritiygtion
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method, but instead signals which encryption metbaged. This has the important advantage thaacB may use
commonly available hardware and software solutfonslemultiplexing, decrypting and decoding of MPE®@&ansport

8.2 The MPEG-2 transport stream Profile of DCF (MPEG2DCF)

[ISO/IEC 13818-1] does not specify mechanismsortent or service protection. Instead it alloas(partial) encryption
of the TS and it supports (simultaneous) implemt@niaof content protection mechanisms through gerssistem data
stream definitions. This infrastructure definedIBO/IEC 13818-1] is used by this specificatioraasasis for an OMA
defined key management schema, potentially in sxhdib non-OMA CA systems used by CA terminals.sT$pecification
defines data structures for embedding into an MAEGR as Entitlement Control Messages (see nextwexnti These data
structures serve two purposes:

e To transport the information needed by a Deviceetjuest a Rights Object that is associated tothadoast
content, typically a program. This information @sponds to the information carried in the Commoadées
defined in section 5.2.

» To transport the currently used content encrypkiey

Although envisioned and enabled in [ISO/IEC 138],8#is specification does not specify data stresito enable insertion
of OMA DRM Rights Objects in the TS stream itsétistead this specification envisions the Rightseoty to be retrieved
via the interactive channel.

8.2.1 The MPEG-2 transport stream structure (Informative)

The Transport Stream defined in [ISO/IEC 13818s14 multiplex of packetized audio, video and othegn, associated with
(potentially) a number of simultaneously runninggnams and services. It consists of 188 bytes Taagsport Stream
packets, all of which have header with a Packettlfier (PID). Typically the payload of all packetsth the same PID
constitutes a single elementary video-stream, asiléam or data stream.

The data contained in TS packets with a PID of Co@stitutes the Program Association Table (PAZ directory of all
currently embedded programs and services in thé&Bprogram the PAT contains the PID value offtBepackets that
make up the Program Map Table (PMT) for that prograhe PMT contains more information on a certaogpam,
including (if applicable) content protection rekhieformation.

[ISO/IEC 13818-1] supports protection of content,lfroadcast typically by means of Conditional AA€éCA) systems, by
allowing the encryption of the payload of TS-paski@ee section 5.2). To increase the level of ggctiie encryption keys
may be changed frequently. [ISO/IEC 13818-1] eratiie signalling of TS-packet encryption and charigeencryption
keys and it enables a Conditional Access systeamtioed “private” data into the TS to communicate keyerial to
terminals.

For example, a broadcast may use “odd keys” andrid&eys” to encrypt the content, with indicationtcansport packet
level which key is used. Each key is used duriegrgain period. During the period that the "odd"keyused for decryption
in the terminal, the next "even key" is conveyethia transport stream, and when this period isseldpthe transport packets
indicate that the "even key" is to be used for getton. Now the next "odd key" is conveyed in thensport stream to
ensure its availability once the MPEG-2 TS packedgcate that the next "odd key" must be used. Btthis way the keys
are provided in a timely manner, prior to the usafghe next key.

[ISO/IEC 13818-1] specifies two locations for Cystems to embed CA related information in the Tig&tly there may be
the Conditional Access Table (CAT), contained inpgkets with a PID value of 0x01. This table corgafor each CA
system that is enabled to provide access to the T®nditional Access descriptors that containdtieof the TS-packets
that contain the Entitlement Management Message& for that CA system. The EMMs are intendedram$port long-
term key material similar to OMA DRM Rights Objec&econdly there are Conditional Access descriptmated in the
PMT of a program, containing the PID of the TS-ptskhat contain the Entitlement Control Messag€3\Ms) for that
program and a certain CA system. The ECMs are di@mo transport short-term key material that alfonfrequently
changing content encryption keys.

There may be CA-descriptors for more than one Gmmdil Access system, all of which may then be éblgrovide access
to the set of video, audio and data streams thadtitote the program or service. This is usualfgmed to as “simulcrypt”.
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If such simulcrypt is applied in a broadcast udiag switching, then both CA systems must ensurethigakeys are provided
in a timely manner.

As Conditional Access systems are beyond the scbpPEG-2 TS, [ISO/IEC 13818-1] only describes aerall structure
for the EMMs and ECMs, leaving the specificatiorfusther details for encryption methods and key aggment to
standardization bodies for broadcast systems antb/proprietary systems.

PAT (PID=0x00)

Program 1: PID=0x82 - i

Program 2: PID=0x87 | !

PMT (PID=0x82)
ProgramID=144342
Video: PID=0x32 ECMs (PID=0x35)
Audio: PID=0x33

CA-Info1: PID=0x34. Not Specified
CA-Info2: PID=0x35

CAT (PID=0x01) EMMs (PID=0x74)
CA-Info1: PID=0x73

CA-Info2: PID=0x74 Not Specified

Figure 6: Example of the use Program Association Tde (PAT), Program Map Table (PMT) and Conditional Access
Table (CAT) to signal carriage of ECMs and EMMs

[ISO/IEC 13818-1] specifies which audiovisual atres are included within a program, but no furthistiction is made
about the content contained in a program. As aemence, a program in an MPEG-2 TS may represertaalcast
concatenation of an episode of a comedy serigmra avent, a news show, a late night movie, evdd€ntify the comedy
episode, the sport event, the news show and théemathin an MPEG-2 TS defined program, requiredgaot specified in
[ISO/IEC 13818-1].
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8.2.2 MPEG-2 transport stream scrambling
[ISO/IEC 13818-1] enables two ways to protect aatr: “Transport Stream level scrambling” and “P&#I scrambling”.

MPEG-2 transport stream packets consist of a 44wéeler and a 184 byte data field. The data fi@tdoe subdivided
between an adaptation field and a payload fielghdDeling on the size of the adaptation field, tmgtle of the payload
varies between 1 and 184 bytes. If TS level scramglis used, only the payload of the transportastrgpacket is scrambled.

The MPEG2 PES packet consists of a PES headeatimdicamong other things a variable length PES gtagtétta block that
follows the header bytes. The PES packet data hifocérrying the payload. If PES level scramblisgised, only the
payload is scrambled.

Independent of TS or PES level descrambling, tlserdenbler SHALL use content keys for descramblicrgrabled (TS or
PES) packets and the keys may be changed regularly.

8.2.2.1 Transport Stream level scrambling

To protect network broadcasts the broadcaster Mgcrdmble" (a.k.a. encrypt) the transport streakdaTsS). In this case,
scrambling takes place after multiplexing the pagllof the transport packet. The receiving Devidévaive to "descramble"
(a.k.a. decrypt) the TS so the audio and/or videlia data parts can be consumed. This is typiche with a piece of
hardware called the "descrambler". The descraniblewntrolled by the Transport Stream Control @.KSC) bits in the TS
packet. These bits MUST be encoded as defindalote 20 Limitations to TS level scrambling SHALL adhece[tSO/IEC
13818-1].

Table 20— Definition of transport_scrambling_contrd bits

Transport Stream Control bits Description
00 No descrambling (content not encrypted).
01 Reserved for use by broadcast applications.
10 Scrambling by the EVEN content key.
11 Scrambling by the ODD content key.

The encryption algorithms used SHALL be 128bit AEBC and 64bit DVB-CSA as described in section 812.4
8.2.2.2 PES level scrambling

Instead of scrambling all the content at the T®lleane or more of the packetized elementary stsgank.a. PES) MAY be
scrambled. In this case, scrambling generally tpkese at the source, before multiplexing. The daabler is controlled by
the 2 bit PES scrambling control field in the PESket header. These bits MUST be encoded as déefirfeble 21
Limitations to PES level scrambling SHALL adherdI®O/IEC 13818-1].

Table 21~ Definition of PES_scrambling_control field bits

PES_scrambling_control field Description

00 No descrambling (content not encrypted).
01 No descrambling.

10 Scrambling by the EVEN content key

11 Scrambling by the ODD content key

8.2.2.3 Descrambling MPEG-2 content (Informative)

There are two possible descrambler implementatigingle key and dual key descramblers.

. Single key descramblers have one register to staesscrambler key. To change the key they havedoite the
key in the register. This cannot be done when #sembler is in the middle of descrambling a pacKeerefore,
the broadcaster usually alternates the scramtaednrission by transmitting packets in the cledraatsnterval
(mostly 1 second). The descrambler’s registeres tipdated with the new key. After the clear iriépxpires, the
broadcaster sends TS packet that are scrambledheitiew key. This cycle can repeat itself endjessl
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. Dual key descramblers have two registers so theytae two keys: the first register can contamkby the
descrambler is currently using and the secondtexgian be updated with a new key for the nextrigypieriod. To
distinguish the registers they are identified &dtd and even key register. The TSC bit in thepd&et indicates if
the descrambler needs to use the key in the oddesr key register in order to descramble the TRqdaand flips to
corresponding register when necessary.

1s ‘ X's ‘ 1s X's

clear Scrambled clear Scrambled Single key TS
(using key A) (using key B)
t ——»

X's ‘ X's X's

Scrambled Scrambled Scrambled Dual key TS
(using key A in odd|  (using key B in | (using key C in odd|
register) even register) register)

Figure 7 — Single key vs. dual key TS over time

The odd_even_flag in Key Stream Message ECM (s&®ae8.2.3.1) signals which content key is delegerBecause of the
aforementioned behaviour, Table 22, applies.

Table 22— Descrambling possibility matrix

Single key descrambler Dual key descrambler
Single key TS De facto Possilfté
Dual key TS ImpossibIE) De facto

a) TSC bits in single key TS will be stationary oddewen. Two solutions possible:
1) detect TSC status and put key in correct registe
2) put the existing key in both the odd and evejister at the same time.

b) There is one second in the clear in dual key Téhamge the key.

8.2.3  CA Descriptor usage in MPEG2DCF

This section defineds how to use the CA Descrigpecified in [ISO/IEC 13818-1], within MPEG2DCHeBence of a
MPEG2DCF CA Descriptor signals transport of MPEGED(ompliant ECMs and EMMs. The MPEG2DCF CA Desaript
SHALL be included in the PMT of each program, andYbe included in the CAT. The DRM Agent SHALL sugpp
presence of MPEG2DCF CA Descriptor in the PMT anthe CAT

Table 23defines the format of the CA descriptor for MPE@ZD The first fields in the MPEG2DCF CA Descrip&oe
specified in [ISO/IEC 13818-1], while the fieldgafthe CA_PID field are MPEG2DCF specific.

Table 23 — MPEG2DCF CA Descriptor

Syntax No. of bits Mnemonic
MPEG2DCF_CA_descriptor() {
descriptor_tag 8 uimsbf
descriptor_length 8 uimsbf
CA_system_ID 16 uimsbf
MPEG2_reserved 3 bslbf
CA_PID 13 uimsbf

if (descriptor_length>4) {
for (i=0; I<N; i++){
CA_descriptor_message()
}

}

}
descriptor_tag, MPEG has defined the value of 9 for the CA-dgsori

descriptor_length, length of the descriptor.

CA_system_ID the value of this field is 0x0008 assigned by DVB
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CA_PID, the PID on which the sections with MPEG2DCF ECBMMs can be found
CA_descriptor_message()see section 8.2.3.1.
8.2.3.1 CA_descriptor_message()

The CA descriptor message is a generic mechanigxténd MPEG2DCF CA descriptors. It consists oicemtifier of the
message, followed by the length of the messagermstage data bytes; Sesble 24 An MPEG2DCF CA Descriptor MAY
contain zero or more CA descriptor messages.

Table 24 — CA_descriptor_message

Syntax No. of hits Mnemonic
CA_descriptor_message() {

CA_descriptor_message_ID 8 uimsbf

message_data_length 8 uimsbf

for (i=0; i< message_data_lengh); i++){

message_data_byte 8 bslbf

}

}

CA_descriptor_message_IDidentifier of the type of the message as definethble 25

Table 25 — CA_descriptor_message_ID values

Value Description

0x00 Reserved

0x01 ServiceBaseCID

0x02 SoclD

0x03 — Ox1F Reserved for future use by OMA

0x20 — OXFF Available for private use by MPEG2DCF applications; values are assigned via OMNA registration

message_data_lengththe message_data_length field specifies the nuofbeessage _data_ bytes immediately following
this field.

message_data_bytdghe coding and semantics of message_data_bypesnd®n the value of the
CA_descriptor_message_ID field.

82311 ServiceBaseCID

ServiceBaseCID (Service Base Content ID) is the Ipast of the Content IDs of the programs and/orises contained in
the MPEG2DCF. Content IDs MUST be globally uniquel§l

ServiceBaseCID MAY be included in the MPEG2DCF C@AsbPriptor or retrieved via unspecified out-of-banechanism
(e.g. in a service guide)

8.23.1.2 SoclD
SoclD bits represent the service operation cedttifier for this content.

SocID MAY be included in the MPEG2DCF CA Descriptorretrieved via unspecified out-of-band mechan(srg. in a
service guide).

8.2.4  Usage of Private Sections in MPEG2DCF

The following sub-sections specify ECM and EMM neggss for usage in MPEG2DCF. They are formatted-asked
private sections defined in [ISO/IEC 13818-1]. fesim of such private sections may be used to teahamumber of
logical datastructures, called tables, with a ceft&@quency. Each ECM and EMM contributes to daiertable, as
identified by the table identifier (table_id) fieild the ECM and EMM. Allocation of table identifeefor use in MPEG2DCF
is done inTable 26
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8.24.1

Table 26 — Allocation of ECM and EMM table identifiers in MPEG2DCF

Table_id Table description
0x80 Key Stream Message ECM
0x81 Key Stream Message ECM
0x82 Rights URL EMM
0x83 Textual headers EMM
0x84 Extended headers EMM
0x85 Enforced Advertising Service ECM

Key Stream Message EMM

Key Stream Message (KSM) defined in section 7.REE62455] SHALL be used to carry MPEG2DCF encrgptkey
material. KSM MUST be carried in MPEG2DCF KSM sentdefined inTable 27.

Table 27 — MPEG2DCF KSM section

Syntax No. of bits Mnemonic Value
MPEG2DCF_KSM_section() {
table_id 8 uimsbf 0x80 or 0x81
section_syntax_indicator 1 bslbf 0
OMA _reserved 1 bslbf
MPEG2_reserved 2 bslbf
section_length 12 uimsbf
for (i=0; i<N; i++) {
ksm_data_byte 8 uimsbf
}
}

table_id, identifies the section as MPEG2DCF KSM.

section_syntax_indicator,set to O to signal the use of the short secti@iee([ISO/IEC 13818-1], section 2.4.4.11).

OMA _reserved, bit reserved for future use by OMA.

MPEG2_reserved bits reserved by [ISO/IEC 13818-1].

section_length specifies number of bytes that follow the sectiength field up to the end of the section.

ksm_data_byte KSM defined in section 7.2 of [IEC62455] with thestrictions defined below.

The following restrictions SHALL apply to IEC 6228 KSM:
o traffic protection protocol is set to KSM_ALGO_MPBGIS CRYPT
traffic_authentication_flag is set to KSM_FLAG_FAES

o]
o0 two kinds of encryption algorithms are supportedMiREG2DCF: 128bits AES and 64bit DVB-CSA
0 KSM_ALGO_MPEG2_TS_CRYPT specific fields of IEC &KSM MUST take the following values

In case of 128hit AES encryption
content_key_index,set to ‘Ox5’.

cipher_mode,set to 0x1 (CBC mode).

initial_vector_length, set to 16 (128bits).

initial_vector, carries initial encryption vector.

In case of 64bit DVB-CSA encryption
content_key_index,set to ‘Ox0’.

cipher_mode,set to 0x2 (CSA mode).
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o0 encrypted_traffic_key material_length is set tq1B3bits)
0 permissions_flag is set to O

0 access_criteria_descriptor loop MAY contain acaegeria descriptors. The DRM Agent SHALL ignoreass
criteria descriptors that it does not support unkgsecified otherwise. If the semantics of an atdél access criteria
descriptor overlap with one or more permissionsasrstraints defined in [DRMREL-v2.2], this accestetia
descriptor SHALL be ignored by the DRM Agent.

8.24.1.1 Content_control_information access criteria descriptor
This section defines an access_criteria_descripadMAY be present in the IEC 62455 ECM as defimeslection 8.2.4.1.

The content_control_information access criteriecdptor is used for signaling access requirememtsetfulfilled before
consumption of the associated multicast contenteacontinued. In DRM v2.2, it is used to carryoimhation related to
mandatory play out of advertisements (see [DRMy2Fbr instance, it allows indicating that thagé tthunk of the MPEG2
transport stream following Key Stream Message E©Ntaining content_control_information access dateescriptor is an
advertisement that must not be skipped or fastdored.

Table 28- content_control_information access criteria dpsar

content_control_information access_criteria_descriptor Tag Length Type

content_control_information_byte 0x11 8 bslbf

content_control_information_byte, is defined inTable 29

Note: The DRM agent that does not support contemitrol_information access criteria descriptor MUS allow
rendering the associated stream.

Table 29 — Syntax of content_control_information_byte

Syntax No. of bits Mnemonic
content_control_information_byte() {
lock_controls_bit 1 bslbf
reserved_bits 7 bslbf
}

lock_controls_bit, if the value of this bit is set to “1” the conterceived after Key Stream Message ECM MUST not be
skipped or fast forwarded (i.e. user controls eft¢bntent MUST be locked by the DRM Agent or megalégyer); if the value
of this bit is set to “0”, the user controls of thentent (i.e. skip or fast forward) MUST be unledk

reserved_bits bits reserved for use in the future versionshis specification.

8.2.4.2 Rights URL EMM

The Rights URL EMM contains information potentiafigeded by a DRM Agent to request a Rights Objedtie
MPEG2DCF. MPEG2DCF MAY carry the Rights URL EMM. 8BDRM Agent supporting MPEG2DCF SHALL support
receipt of the Rights URL EMM..

Table 30 - MPEG2DCF Rights URL section

Syntax No. of bits Mnemonic Value
MPEG2DCF_Rights_URL_section() {

table_id 8 uimsbf 0x82

section_syntax_indicator 1 bslbf 0

OMA reserved 1 bslbf

MPEG2_reserved 2 bslbf

section_length 12 uimsbf

for (i=0; i<N; i++){

Rights_URL_message()

}

}

table_id, identifies the section as Rl URL EMM. S&able 26
section_syntax_indicator set to 0 to signal the use of the short secteadir ([ISO/IEC 13818-1] section 2.4.4.11).

OMA _reserved, bit reserved for future use by OMA.
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MPEG2_reserved bits reserved by [ISO/IEC 13818-1].
section_length the number of bytes that follow the section_larfgtld up to the end of the section.

Rights_URL_message()one or more messages containing URLs requiregdquest a Rights Object. The general structure
of RI_URL_message is provided in section 8.2.4.2.1.

8.24.2.1 Rights_ URL_message()

The Rights_URL_message() is a mechanism to indliRles in a Rights URL EMM. Each message consists imlessage
identifier, followed by the length of the messagd message data bytes; Jeble 31

Table 31 — Rights_ URL_message

Syntax No. of bits Mnemonic
Rights_URL_message() {
rights_URL_message_ID 8 uimsbf
message_data_length 8 uimsbf
for (i=0; i< message_data_lengh); i++){
message_data_byte 8 bslbf
}
}

rights_URL_message_IDidentifies type of the contained URL as specifiethble 32
Table 32 — Rights_ URL_message_ID values

Value Description
0x00 RightslssuerURL(see section 8.2.4.2.1.1)
0x01 SilentRightsURL (see section 8.2.4.2.1.2)
0x02 PreviewRightsURL(see section 8.2.4.2.1.3)
0x03 — Ox1F Reserved for future use by OMA
0x20 — OxFF Available for private use by MPEG2DCF applications; values are assigned via OMNA registration

message_data_lengtithe message_data_length field specifies the nuoflreessage_data_ bytes immediately following
this field.

message_data_bytdghe coding and semantics of message_data_bypesnd®n the value of the rights URL_message_ID
field (seeTable 32.

8.2.4.2.1.1RightslssuerURL
Rights Issuer URL for this content as specifiedéction 5.2.1.9. Rights_ URL_message() MAY carryRightsIissuerURL.
8.2.4.2.1.2SilentRightsURL
Silent Rights URL for this content. Rights_ URL_megs() MAY carry the SilentRightsURL.
SilentRightsURL SHALL be encoded on N+1 bytes doies:
silent-method | silent-rights-url

silent-method (1 byte)as defined in section 5.2.2.1, where “on-demandABHbe encoded as 0x00 and “in-advance”
SHALL be encoded as 0x01.

silent-rights-url (N bytes), as defined in section 5.2.2.1.
8.2.4.2.1.3PreviewRightsURL

The Preview Rights URL for this content as spedifiesection 5.2.2.2. Rights_URL_message() MAY garr
PreviewRightsURL.
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8.2.4.3 Textual Headers ECM

The Textual Headers EMM contains additional infotioraabout the content. MPEG2DCF MAY carry the TextHeaders
EMM. The DRM Agent supporting MPEG2DCF MAY suppagteipt of the Textual Headers EMM.

Table 33 — MPEG2DCF Textual header section

Syntax No. of bits Mnemonic Value
MPEG2DCF_textual_header_section() {
table_id 8 uimsbf 0x83
section_syntax_indicator 1 bslbf 1
OMA reserved 1 bslbf
MPEG2_reserved 2 bslbf
private_section_length 12 uimsbf
table_id_extension 16 uimsbf
MPEG2_reserved 2 bslbf
version_number 5 uimsbf
current_next_indicator 1 bslbf
section_number 8 uimsbf
last_section_number 8 uimsbf
for (i = 0; i < private_section_length-9;.i) {
textual_header_byte 8 bslbf
}
CRC_32 32 rpchof
}
}

table_id, identifies the section as Textual Header EMM. Taigle 26

section_syntax_indicator set to 1 to signal the use of the long sectiadke ([ISO/IEC 13818-1] section 2.4.4.11).
OMA _reserved, bit reserved for future use by OMA.

MPEG2_reserved bits reserved by [ISO/IEC 13818-1].

section_length the number of bytes that follow the section_larfgtld up to the end of the section.
version_number, the version_number of the table ([ISO/IEC 138]8¢&ktion 2.4.4.11).

section_number the section_number of the table ([ISO/IEC 1381 8¢€ttion 2.4.4.11).

last_section_number the last_section_number of the table ([ISO/IEG1R1] section 2.4.4.11).

textual_header_byte the textual header information. Each textual lkeeaéction will carry one textual header as spextifi
in section 5.2.2.

8.24.4 Extended Headers EMM

The Extended Headers EMM contains extended hedéérsed in section 5.2.3. MPEG2DCF MAY carry thedéhded
Headers EMM. The DRM Agent supporting MPEG2DCF Madpport receipt of the Extended Headers EMM.
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Table 34 — MPEG2DCF Extended header section

Syntax No. of bits Mnemonic Value
MPEG2DCF_extended_header_section() {
table_id 8 uimsbf 0x84
section_syntax_indicator 1 bslbf 1
OMA _reserved 1 bslbf
MPEG2_reserved 2 bslbf
private_section_length 12 uimsbf
table_id_extension 16 uimsbf
MPEG2_reserved 2 bslbf
version_number 5 uimsbf
current_next_indicator 1 bslbf
section_number 8 uimsbf
last_section_number 8 uimsbf
for (i = 0; i < private_section_length-9; i) {
extended_header_byte 8 bslbf
}
CRC_32 32 rpchof
}
}

table_id, identifies the section as Extended Headers ERBé&Table 26

section_syntax_indicator set to 1 to signal the use of the long sectiadbe ([ISO/IEC 13818-1] section 2.4.4.11).
OMA _reserved, bit reserved for future use by OMA.

MPEG2_reserved bits reserved by [ISO/IEC 13818-1].

section_length the number of bytes that follow the section_lérfggld up to the end of the section.
version_number, the version_number of the table ([ISO/IEC 138]8¢€ktion 2.4.4.11).

section_number the section_number of the table ([ISO/IEC 1381 8¢€ktion 2.4.4.11).

last_section_number the last_section_number of the table ([ISO/IEG1LB1] section 2.4.4.11).

extended_header_bytethe extended header information. Each extendaddresection will carry one extended header as
specified in section 5.2.3.

8.2.4.5 Enforced Advertising Service ECM

The Enforced Advertising Service ECM contains péthe information needed by a DRM Agent to exedhé&eEnforced
Advertising for the MPEG2DCF. Sdable 35

Table 35— Enforced Advertising Service section

Syntax No. of bits Mnemonic Value
Enforced_Advertising_Service_section() {
table_id 8 uimsbf 0x85
section_length 12 uimsbf
last_continuity_counter 4 uimsbf
reserved 8 uimsbf

for (i=0; i<N; i++){
Enforced_Advertising_policy()
}

}
table_id, identifies the section as Enforced Advertisingvite ECM. Sed able 26

section_length the number of bytes that follow the section_larfgtld up to the end of the section.

last_continuity_counter, the continuity_counter value of the last transpaicket before the rendering of the Enforced
Advertising, indicating the start time of the Erded Advertising.

Enforced_Advertising_policy (),the rules for Enforced Advertisinthe general structure is provided as following:
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Enforced_Advertising_Policy() {
NumberofAd 8 bslbf
for (i=0;i<NumberofAd ; i++) {
Advertisement_Content() //asset information

EnforcedAdvertising()
}
}
Advertisement_Content(){
length 16 bslbf
for (i=0;i<length;i++){
byte 8 uimsbf /I Asset id
}
}
Note:
1)the Advertisement_Content()may contain the URL fo r advertising source from
where the terminal will get the advertisement conte nt if the advertisement content
is not contained in the MPEGTSDCF.
2)the enforced advertisement content may be in anot her stream(not the same
stream as current program stream) and the Advertise ment_Content()will be used to
indicate the stream id of the advertisement stream.
EnforcedAdvertising(){
length 16 bslbf
playoutPresent 1 bslbf
displayoutPresent 1 bslbf
executeoutPresent 1 bslbf
reserved 5 bslbf

if ( playoutPresent ) {

Policy()
if ( displayoutPresent ) {
Policy()
}
If(executeoutPresent){
Policy()
}
}
Policy(){
enforcement-count 8 uimsbf
enforcement-duration 16 uimsbf // the time duration for
/lthe Enforced Advertising with the unit of se cond.
gracetimePresent 1 bslbf
reserved 7 bslbf
If (gracetimePresent)
grace-time 16 uimsbf // the minimum period of time
/[(in seconds) before enforcement-dur ation ends
}

8.2.5 Accessing the MPEG2DCF

To access the MPEG2DCF, the Device must perfornfalf@ving steps:
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1. Parse the MPEG-2 transport stream to identify wéeithis MPEG2DCF compliant by means of the MPEGEDC
CA descriptor.

2. If the MPEG-2 transport stream is MPEG2DCF comjplitiren parse the MPEG2DCF to retrieve the MPEG2DCF
related EMMs and/or ECMs.

3. If the Rights Object for accessing the MPEG2DCRdsavailable, then request this Rights Objectmftbe Rights
Issuer.

4. Process the Rights Objects and ECM'’s to descrathbl®PEG-2 transport stream.

The first two steps in this process involve retingvand processing the PAT, PMT, CAT, MPEG2DCF Césbriptor and
retrieving the MPEG2DCF related ECMs. This prodespecified in [ISO/IEC 13818-1] (also see secBdhl). The other
steps are described in this section.

8.25.1 Requesting the Rights Object

The DRM Agent can use Rights Issuer URL or Sileighi& URL contained in Rights_URL_message() in otdénitiate
acquisition of the Rights Object. If both URLs @&meluded in the message, the parameter appearstfUST be
prioritized and used to attempt to acquire the RO.

In order to create a request for RO, it is requiredonstruct Content ID of the content (progransenvice) first.

The identifier of a program contained in the MPE@HDSHALL be constructed as follows:
CID="cid:"||socID||"#P"||serviceBaseCID||’@"||hex¢gram_CID_extension)

The identifier of a service contained in the MPEGEDSHALL be constructed as follows:
CID="cid:"||socID||"#S"||serviceBaseCID||"@"||he&(sice_CID_extension)

The soclD and serviceBaseCID values are retrierad the MPEG2DCF CA descriptor or via out-of-banetihod. The
program_CID_extension and service_CID_extensionmaraeved from Key Stream Message ECM definecetisn
8.2.4.1.

The Content IDs used for the programs and sendogamed in the MPEG2DCF MUST be globally uniquel&J&d MUST
comply to the requirements for Contents IDs defibgdhis specification.

Note that, alternatively, the Device may use Rigbssier URL to initiate browsing session with thghRs Issuer to purchase
a Rights Object as defined in [DRM-v2.2].

8.2.5.2 Processing the Rights Object and KSM

From the acquired RO, the DRM Agent MUST retrie\EeKCand if available the MAC key. If present in tR®, the MAC
key MUST be used to authenticate the Key Streanmshtgs ECM via program_MAC or service_MAC fields afirted in
[IEC62455]. If MAC validation ends with failure,élDRM Agent SHALL disregard the ECM.

The CEK MUST be used as Program Encryption Keyasvige Encryption Key defined in [IEC62455] whenMECM is
associated to the program or service respectively.

8.2.6  Exchanging an MPEG2DCF between Devices

An MPEG2DCF may be exchanged between Devices. sa&ribed in previous sections, an MPEG2DCF mustarsqul to
determine its contents and a Rights Object musetpeested to access the MPEG2DCF. The Rights Othjeicis received
may be a domain Rights Object, which may be usalether Devices. This section specifies meansehalble efficient
exchange between Devices of the information extthfrom the MPEG2DCF and the Rights Objects retdevom an RI
for the MPEG2DCF. This is achieved by creatind(@¥ files for the MPEG2DCEF file. In this way not Blevices that
want to gain access the MPEG2DCF are requiredrfonpe all of the processing described in previoestions.

Before creating (P)DCF’s for an MPEG2DCF, a DeWtR&Y split-up a single large MPEG2DCF into a numbéseparate
MPEG2DCEF files (e.g.to locate each program in tHeBG2DCF into a separate file).
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A Device MAY associate a (P)DCF with an MPEG2DCleire of two ways. When using a DCF, the MPEG2DCéither
embedded into the DCF as a Content Object, or tREGRDCF file is referenced from the DCF using at€onnLocation
Header. A PDCF may be used in applications thatiregynchronization of MPEG2DCF contents with ottiga (e.g.
timed meta-data that is received in parallel toNHREG2DCF or generated during recording). In tlisecthe MPEG2DCF is
an ISO File Format hint track in the PDCF. The dead mechanisms of the ISO File Format allow anesidbd track in the
PDCF or referencing the MPEG2DCF file.

When using a DCF, it is RECOMMENDED that a Deviceates a separate DCF-file for each program iMREG2DCF,
irrespective whether the part of the MPEG2DCF tuattains that program is embedded into the DCHifklf as a Content
Obiject or stored as a separate file that is rea@ifrom the DCF. An Device MAY also create a mphit DCF for an
MPEG2DCF, such that each part of the multi-part D&C&ssociated with one program in the MPEG2DCF.

It is also RECOMMENDED that all valid Rights Obje¢hat were received for that program of the MPEGE[are
embedded into the Mutable DRM Info Box of the (Pybfle.

8.2.6.1 ContentlD field in the DCF header

The ContentlID field can either be filled with a @ee_CID or a Program_CID, as specified in previsestions. If available,
the ContentlID field SHOULD be filled with a Progra@iID.

8.2.6.2 Content-Location header in the DCF header

The Content-Location, indicating which part of MEEG2DCF to access for referenced content, isifipegas follows.

ContentLocation = “Content-Location” “:” content-ur i
content-uri = token | ( token || “#" || start_byte |l end)
end = (“-" || end_byte) | (“+" || n_bytes)

start_byte = *digit

end_byte = *digit | “end”

n_bytes = *digit

Where

token MUST be a file name, relative to the locationted DCF, or, if token is the empty string, the Cottieocation header
refers to the MPEG2DCEF that is contained in the Di@Htself,

start_byte is the index of the byte in the MPEG2DCF to actkegeferenced content (program or service);ridex of the
first byte of the MPEG2DCF has value 0,

end_byteis either the string “end”, indicating the last éyif the file, or a number consisting of one or endigits,
indicating the index of a byte in the MPEG2DCF mftdich no more bytes of the referenced conterdd@m or service)
are contained in the MPEG2DCF

n_bytesis the number of bytes in the MPEG2DCF immediatelipwing start_byte, after which no more bytestuod
referenced content (program or service) are coathiimthe MPEG2DCF.

8.2.6.3 EncryptionMethod field in the DCF header

In this specification, we specify a new value fdgérithm-id for use in the EncryptionMethod field @ DCF header.

Algorithm-id: MPEG-2_transport_stream_encryption
Value: for MPEG-2_transport_stream_encryption valkeie 0x04 is assigned by OMNA
Semantics: the content is an MPEG Transport Stwghith is protected as specified in Section 8.2.4.1

8.2.7  Enforced Advertising

To conduct the Enforced Advertising, the Device npgsform the following steps:
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1. Parse the MPEG2DCEF to retrieve the Enforced Adsiedi Service ECM.

2. Parse the Enforced Advertising Service ECM to cahthe Enforced Advertising.

Once parsing the last PES packet with the progpaitket _sequence_counter value equal to last_ PES
packet_sequence_counter, the Enforced Advertisipgiformed after. During the Enforced Advertisitigg rendering is
forbidden of fast forward or back forward.

If the advertisement content is not in the sameastrof current program content, during the Enforseeertising, the
program stream may just contain non-meaning package

The enforced advertisement content may be multisnedintent or a static graphic.
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Appendix B. Static Conformance Requirements

The notation used in this appendix is specified@PPROC].

B.1 Client Conformance Requirements

(Normative)

Item Function Reference Status Requirement
DRM--CLI-001 DCF support 6 M
DRM--CLI-002 PDCF support 7 (0] (DRM--CLI-103 AND DRM--CLI-104 AND
DRM--CLI-105 AND DRM--CLI-106 AND
DRM--CLI-107 AND DRM--CLI-108 AND
DRM--CLI-109 AND DRM--CLI-110 AND
DRM--CLI-111 AND DRM--CLI-112 AND
DRM--CLI-114)
AND
(DRM--CLI-101 OR
DRM--CLI-102)
DRM-CLI-003 MPEG2DCF support 8 o] DRM--CLI-201 and DRM--CLI-202
and DRM--CLI-203 and DRM--CLI-204 and
DRM--CLI-205 and DRM--CLI-206 and
DRM--CLI-207
DRM--CLI-004 AES_128_CBC encryption 52.1.2 M
algorithm
DRM--CLI-005 AES_128 CTR mode 5.2.1.2 (0]
encryption algorithm
DRM--CLI-006 Ignore unsupported boxes 5.1 M
DRM--CLI-007 Common headers 5.2.1 M
DRM--CLI-008 Textual headers 5.2.2 M
DRM--CLI-009 GroupID 5.23.1 M
DRM--CLI-010 Mutable DRM Information boX 0 M
DRM--CLI-011 Transaction Tracking box 5.24.1 M
DRM--CLI-012 Rights Object box 5.24.2 M
DRM--CLI-013 ISO format constraints 6.2.1 M
DRM--CLI-014 FullBox version 6.2.1 M
DRM--CLI-015 DCF header 6.2.2 M
DRM--CLI-016 OMA DRM container box 6.3.1 M
DRM--CLI-017 Discrete headers box 6.3.2 M
DRM--CLI-018 User-Data box in Discrete 6.3.2.3 M
headers box
DRM--CLI-019 Content Object box 6.3.2.34 M
DRM--CLI-020 Multipart DCF 6.4 M
DRM--CLI-021 Extension boxes 0 (0]
DRM--CLI-022 UTF-8 character encoding for | 6.3.2.3 M
3GPP asset information
DRM--CLI-023 UTF-16 character encoding fo[ 6.3.2.3 (0]
3GPP asset information
DRM--CLI-024 User-Data box in Mutable 5.2.4.3 O
DRM Information box
DRM--CLI-025 AES_128 BYTE_CTR mode | 5.2.1.2 (0]

encryption algorithm

B.2 Client Conformance Requirements For The PDCF Format

Item

| Function

| Reference

| Status | Requirement
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Item Function Reference Status Requirement
DRM--CLI-101 3GPP conformance 7 (@) Conform to [T$2@]
DRM--CLI-102 3GPP2 conformance 7 (0] Conform to [QS0)]
DRM--CLI-103 OMA DRM key management 7.15 O
DRM--CLI-104 OMA DRM scheme 7.1.3 (0]
DRM--CLI-105 Common headers 521 (0]
DRM--CLI-106 AES_128 CTR mode 5.2.1.2 O
encryption algorithm
DRM--CLI-107 Textual headers 5.2.2 (@]
DRM--CLI-108 GroupID 5.23.1 O
DRM--CLI-109 Mutable DRM Information box 0 (@]
DRM--CLI-110 Transaction Tracking box 5.24.1 (0]
DRM--CLI-111 Rights Object box 5.2.4.2 O
DRM--CLI-112 OMA DRM access unit format]  7.1.6 (0]
DRM--CLI-113 User-Data box in Mutable 5.24.3 (0]
DRM Information box
DRM--CLI-114 AES_128 BYTE_CTR mode | 5.2.1.2 (0]

encryption algorithm

B.3 Client Conformance Requirements For The MPEG2DCF

Format
Item Function Reference Status Requirement
DRM--CLI-201 Descrambling of TS 8.2.2 (0]
DRM--CLI-202 CA descriptor usage in MDCH 8.2.3 O
DRM--CLI-203 Usage of private sections in 8.2.4 (0]

MDCF

DRM--CLI-204 Key Stream Message ECM 8.24.1 (0]
DRM--CLI-205 Enforced Advertising 8.2.4.6;8.2.7 (0]
DRM--CLI-206 Accessing the MDCF 8.25 O
DRM--CLI-207 Exchanging MDCF between | 8.2.6 (0]

Devices
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Appendix C. Reserved Numbers (Informative)

This Appendix lists common 4CC constants used ifr@@d PDCF formats. The tables list only 4CC camistapecified by
OMA.

Table 36: Reserved identifier constants in the DCFormat

4CC Reference Purpose

‘ohdr’ 5.2.1 Common headers box

‘mdri’ 0 Mutable DRM Information box
‘grpi’ 5.2.3.1 Group ID box

‘odtt’ 5.24.1 Transaction Tracking box
‘odrb’ 5.2.4.2 Rights Object box

‘odcf’ 6.2.2 File brand

‘odrm’ 6.3.1 OMA DRM Container box
‘odhe’ 6.3.2 Headers box for the Discrete Medidifgdoox
‘icnu’ 6.3.2.3.2 Icon URI

‘infu’ 6.3.2.3.3 Info URL

‘cvru' 6.3.2.3.4 Cover URI

‘Ircu’ 6.3.2.3.5 Lyrics URI

‘odda’ 6.3.2.34 Content Object box

Table 37: Reserved OMA DRM specific identifier conants in the PDCF format

4CC Reference Purpose

‘grpi’ 5.23.1 Group ID box

‘mdri’ 0 Mutable DRM Information box

‘odtt’ 5.24.1 Transaction Tracking box

‘odrb’ 5.2.4.2 Rights Object box

‘ocid’ 5.243.1 ContentID box

‘icnu’ 6.3.2.3.2 Icon URI

‘infu’ 6.3.2.3.3 Info URL

‘ocru’ 6.3.2.34 Cover URI

‘olcu’ 6.3.2.3.5 Lyrics URI

‘odkm’ 7.1.4,7.15 OMA DRM scheme type, OMA DRMhs&ene information
box identifier
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‘ohdr’

7.1.5.1

Common headers box

‘odaf’

7.15.3

Access Unit Format box
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