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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentltatsare deployed over wireless communication aeksv

The scope of OMA “Digital Rights Management” [DRN2-2] is to enable the consumption of digital cohiara controlled
manner. The content is consumed on authenticatédedeper the usage rights expressed by the coowamtrs. The OMA
DRM work addresses the various technical aspedti®©bystem by providing appropriate specificadiéor content formats,
protocols, and the rights expression language.

The scope for this specification is to define tights expression language used to describe thsraggler DRM Content.

It addresses requirements such as enabling prevewest-driving, of Content, possibly priorgorchasing, expressing a
range of different permissions and constraintgrdvides a concise mechanism for expressing rigieds DRM Content. It is
independent of the Content being distributed, tleelmanism used for distributing the Content, andtti@g mechanism
used to handle the payments.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgiiéghdicated to be

informative.

3.2 Definitions

Constraint

Composite Object

Content

Device

DRM Agent
DRM Content
DRM Time
Media Object
Meterable Event

Metered Content

Metering

Metering Information
Rights Object

A restriction on the Permission over DRM Content.

A Media Object that contains one ore more Mediae®lisjby means of inclusion e.g. DRM messages, zip
files.

One or more Media Objects.

A Device is a user equipment with a DRM Agent. Trevice MAY include a smartcard module (e.g. a
SIM) or not depending upon implementation.

The entity in the Device that manages Permissiondiedia Objects on the Device.

Media Objects that are consumed according to af$@érmissions in a Rights Object.

A secure, non-user changeable time source. The DM is measured in the UTC time scale.
A digital work e.g. a ringing tone, a screen saselava game or a Composite Object.

A Meterable Event is an event that meets the Rhddfcriteria for metering.

When DRM Content is accessed via an RO that canthim<tracked> element, the content is said to be
Metered Content.

Recording of usage information (the number of tinthes the associated DRM Content has been
consumed and the accumulated usage time) uponmoptisn of an RO which contains the <tracked>
element. Metering enables a Rights Issuer to daliegge information from Devices for the purpose of
royalty collection.

The information that is recorded for purposes oféviag.

A collection of Permissions, Constraints, and otiteibutes which define under what circumstances
access is granted to, and what usages are definddRM Content. All OMA DRM Conformant Devices
must adhere to the Rights Object associated witi@Rntent.

3.3 Abbreviations

AES Advanced Encryption Standard

CEK Content Encryption Key

DCF DRM Content Format

DRM Digital Rights Management

DTD Document Type Definition

MIME Multipurpose Internet Mail Extensions
OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority (see http://www.opesbriiiealliance.org/tech/omna/index.htm)
ODRL Open Digital Rights Language

REL Rights Expression Language

REK Rights Object Encryption Key

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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SHA-1 Secure Hash Algorithm

SMS Short Message Service

TEK Traffic Encryption Key

WAP Wireless Application Protocol
XML Extensible Markup Language

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4. Introduction

OMA “Digital Rights Management” (DRM) enables thistdbution and consumption of digital content in a
controlled manner by enabling Content Issuersdtribute DRM Content and Rights Issuers to issughRi
Objects for the DRM Content.

This specification defines the OMA DRM v2.2 Righspression Language (REL v2.2) to construct DRM2v2.
Rights Objects and is one part of a set of OMA DREItechnical specifications. For a detailed disimrs of

the overall system architecture, please refer RNIARCH-v2.2]. For a detailed discussion of the DRM
Content Format in OMA DRM v2.2, please refer to fld&F-v2.2]. For a detailed discussion of the forrmadi
semantics of the cryptographic protocol, messggesessing instructions and certificate profilegtable an
end-to-end system for DRM protected content distiiim, see the DRM part [DRM-v2.2] of OMA DRM v2.2,

4.1 Version 1.0

The OMA DRM v1.0 specification provides some funeeal building blocks for a DRM system without
addressing the complete security necessary fobpastpend-to-end DRM system that takes into accthunheed
for secure distribution, authentication of Deviacesjocation and other aspects.

OMA DRM v1.0 does not specify a Rights Expressiamguage.

4.2 Version 2.0

The main differences between OMA DRM v1.0 and OMRND V2.0 are significantly improved security and
functionality. One of the important new featuré©OdA DRM v2.0 is a Rights Expression Language.

The The OMA DRM v2.0 Rights Expression Languagel(RE0) specifies the syntax and semantics of rigiagerning the
usage of DRM Content based on the Open Digital Riganguage [ODRL]

The REL v2.0 specification defines
1. A subset, i.e., a mobile profile, of ODRL, and
2. A data dictionary defining additional permissiomsl @onstraints beyond those provided by ODRL.

DRM Content is consumed according to the speciigduts. Therefore, the value is in the rights antlin the Content itself.
Rights Objects are specified so that they only bexasable on authorised Devices.

The goal of the REL v2.0 specification is to defmBEL taking into account the special requiremants characteristics of
the mobile domain to express consumption rights DM Content. Some of the specific goals include

» Light-weight and simple way of expressing rights

* Lowering the entrance barrier for content providerd other players to adopt DRM technologies
» Suitable for specifying rights independently of tumtent type

» Suitable for specifying rights independently of trensport mechanism

» Enable specification of rights to preview, i.esttdrive, DRM Content enabling users to experigheeContent first
hand, possibly prior to purchasing it

» Enable specification of constraints to restricinpissions to the number of times Content can besaeck and time
limits and intervals during which Content can beessed.

The following are not goals of the REL v2.1 spexifion:

» To govern the distribution of DRM Content is naj@al of the REL. Since DRM Content is encrypted iiseless
without the corresponding Rights Object, and ttnese is no need for the REL to explicitly goveratdbution.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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* To govern Device management permissions such stalffiin ‘uninstall’, ‘delete’, etc. Freeing memocgpacity on
the Device is an intrinsic right that every uses tahis/her Device.

421 Version 2.0.1

The most important REL changes introduced in DRM)\2compared with DRM v2.0 are summarized in
section 4.2.1 of the REL Specification [DRMREL VRi®the DRM 2.0.1 ERP. These changes are congsidere
require special consideration in implementationsiMaf the identified changes are bug fixes whiamoif
implemented correctly may result in interoperapiitoblems between conformant and non-conformavites.
Companies with existing DRM 2.0 implementationsigtidake careful consideration of these changes.

4.3 \Version 2.1

OMA DRM v2.1 has been developed as a result of stddedback. The main differences between OMA DRM
v2.0 and OMA DRM v2.1 are the addition of sevegstlires on top of OMA DRM v2.0, including:

- Metering, primarily intended for information gathey. By means of metering, actual content usage
information can be provided to Rights Issuers,aghgrenabling royalty collection based on actuagasa
of content.

- Content differentiation, defining a mechanism tatcol how content can be consumed. For example,
this mechanism can prevent a music track to be asethgtone.

- RO installation confirmation.

- Additional metadata, such as artist, title and genr

- Support for user editable metadata, in additiooaitent issuer defined metadata.

- A binary format for ROAP triggers to improve comnuation efficiency.

- New domain property (hoConsumeAfter) to simplifgrttporary sharing” business models

- RO upload functionality to enable users to uplo&ghi from their old device to a Rights Issuerisat t
these Rights can be downloaded to their new device.

- Improved extensibility for future versions.

The DRM 2.1 features have minimum impact on the DRMarchitecture and are defined in a DRM 2.0
backward compatible manner.

4.4 \Version 2.2

OMA DRM v2.2 has been developed as a result of stddedback. The main differences between OMA DRA2and
OMA DRM v2.1 are the addition of the new featuries|uding:

- Advertisement management that provides supporddous advertisement-based content acquisition
and consumption models (see [DRMARCH-v2.2]) anaiporates the following functionality:

o Enforced Advertising, a mechanism to enforce masrgaendering of Advertisements while
normal content is consumed. The advertisement nbngn be delivered along with the
normal DRM content or separately from the advertjsource. The rules of enforced
rendering are contained either in the RO (see [DEMR2.2]) or in DCF (see [DRMDCF-
v2.2]).

o Extension of metering for advertising, that spesifihe metrics for advertisement content that
can be collected and reported to the RI.

- Key management extension for multicast streamigegption support (see DRMTS-v2.2 section 7.4).
- OMA DRM protection of MPEG2 Transport Streams afingel in [DRMDCF-v2.2].
- Extended support of games and executables as defilBRMREL-v2.2]
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The DRM 2.2 features have minimum impact on the DRMarchitecture and are defined in a backwardpedtitole
manner.
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5. Structure

This section describes the structure of the righfgession language. The REL is defined as a mphii#e of ODRL v1.1
[ODRL]. Rights are the collection of permissionsl aonstraints defining under which circumstanceess is granted to
DRM Content. The structure of the rights expressmguage enables the following functionality:

1. Metadata such as version and content ID

2. The actual rights specification consisting of
a. Linking to and providing protection information ftre content, and
b. Specification of usage rights and constraints

Models are used to group rights elements accotditigeir functionality, and thus enable conciserdébn of elements and
their semantics. The following models are usedughmut this specification:

* Foundation model

* Agreement model

* Context model

*  Permission model

* Constraint model

* Requirements model
* Inheritance model

*  Security model

The rights expression language is defined as alephofile, i.e., a subset, of ODRL. Section 5.8dfies how to handle
ODRL models and elements that are not used irsgiesification.

5.1 Foundation Model

The foundation model constitutes the basis fortsigh contains the <rights> element bringing tbgetMeta information
and agreement information. The foundation modeleseas the starting point for incorporating theesagrent model and the
context model.

5.1.1 Element <rights>

Element <IELEMENT o-ex:rights (0-ex:context, o-exreement)>

Semantics The <rights> element is the root elerofall Rights Objects defined according to
this specification. It contains the mandatory <eat#, and <agreement> elements
linking assets to corresponding permissions.

5.1.11 Attribute “id”

Attribute <IATTLIST o-ex:rights o-ex:id ID #REQUIRE>

Semantics | The o-ex:id attribute of the <rights> element idfégs the <rights> element in the
context of a protected rights object (see [DRM-JR.2

The value of the o-ex:id attribute MAY be usedhe kds:Reference> element of the
<signature> of the <roap:ROPayload> element.
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5.2 Agreement Model
The agreement model expresses the Rights thatameed over an DRM Content. It consists of the gagrent> element

connecting a set of Rights with the correspondiflvDContent specified with the <asset> element. d¢peement model
incorporates the permission model and the secuomitgel.

5.2.1 Element <agreement>

Element <IELEMENT o-ex:agreement (0-ex:asset+, @ennission*)>

Semantics The <agreement> element specifies thesriganted over the corresponding DRM
Content. It contains one or more <asset> elementzaro or more <permission>
elements.

5.2.2 Element <asset>

Element <IELEMENT o-ex:asset (0-ex:context?, o+gheirit?, o-ex:digest?, ds:Keylnfo?,
oma-dd:multicastConfData?)>

Semantics The <asset> element specifies the igaitthe DRM Content governed by the
containing <agreement> element via the <contexitel @ement.

The optional <inherit> element instructs the DRMeAgto apply the rights from the
inherited Rights Object, specified in the <inhegfement context, to this asset. Ndte
that the <KeyInfo> element SHOULD be omitted if Rigihts Object functions as 4
parent Rights Object in the inheritance case.

The optional <digest> element provides integritytpction for the reference to the
DRM Content.

The optional <KeyInfo> element provides the funatibity to access the DRM
content if granted the rights to do so.

The optional <multicastConfData> element providectionality to access the
multicast DRM content that is protected with theltmast key management
mechanism specified in section 5.8.3.

The <asset> element enables expression linkings/f&d” and “idref” attributes.
This enables reuse of Permissions defined for esetafor other assets inside the
same Rights Object. When the <asset> element tsio@dl in a <permission>
element, it MUST contain an “idref” attribute, aNtUST be empty, i.e., all its
optional child elements MUST be omitted.

5221 Attribute “id”

Attribute <IATTLIST asset o-ex:id ID #IMPLIED>
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Semantics The “id” attribute is the identifier biet<asset> element. It uniquely identifies each
<asset>.

The “id” attribute MUST only be used if the <assetement is a child element of the
<agreement> element. It MUST NOT be used if thesetzselement is child element
of the <permission> element.

It SHOULD be omitted if there is no reference te gasset> element from elsewhere
in the same Rights Object.

The “id” attribute MUST be unique within the RighBbject, and it MUST NOT be
the same as the Content ID specified in the <uldment.

5.2.2.72 Attribute “idref”

Attribute <IATTLIST asset o-ex:idref IDREF #IMPLIED

Semantics The “idref” attribute refers to the idiet of the <asset> element.

The “idref” attribute MUST only be used if the <ats element is a child element pf
the <permission> element. It MUST NOT be used #& #tasset> element is child
element of the <agreement> element.

It SHOULD be omitted if it does not reference amotkasset> element inside the
same Rights Object.

5.3 Context Model

The context model provides Meta information abbetrights. It augments the foundation model, thre@gent model, and
the constraint model by expressing additional imfation.

The <context> element is used in the <rights> elgrina the <asset> element, in the <individual>neat, in the <system>
element, and in the <inherit> element. As the medeime already indicates, the semantics of itisl @ements depend on
the context in which it occurs in the rights object

531 Element <context>

Element <IELEMENT o-ex:context (o-dd:version?, awdd*)>

(%)

Semantics The <context> element contains the ogitioversion>, and <uid> elements. As th
name already indicates, it provides context samsitiformation for use within the
context of its parent element.

The semantics of its child elements depend on &énenp element in which the
<context> element is used. These are differemeftcontext> element is a child
element of the <rights>, <asset>, <individual>,steyn>, or <inherit> element.
Please see the corresponding descriptions of thediial child elements.

A <context> element MUST NOT contain more than en&> element unless the
<context> element is contained in the <individualement.

5.3.2 Element <version>

Element <IELEMENT o-dd:version (#PCDATA)>
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Semantics The <version> element SHOULD only be ifsigglparent <context> element is
included in the <rights> element.

If its parent <context> element is included in #hights> element, it then specifies
the version of the Rights Object. For this speatfien its content MUST then be
“2.2" (without quotes).

5.3.3 Element <uid>

Element <IELEMENT o-dd:uid (#PCDATA)>

Semantics If its parent <context> element is ineblith the <rights> element, the <uid> element
constitutes the Rights Object’s identifier. TheweaMUST match the “id” attribute
of the <ro> element of type ROPayload (see [DRM2};Zection 5.3.10).

If its parent <context> element is included in #asset> element, the <uid> element
specifies a DCF ContentID (see [DRMCF-v2.2]), a D@&feuplD (see [DRMCF-
v2.2]), or a “virtual” UID for a parent Rights Olgje (see section 5.6.9). The format
of the <uid> MUST conform to [RFC2396]. If the <&ids a DCF ContentID the
value MUST be according to the “cid:” Uniform ResoelLocator (URL) scheme
(defined in [RFC2392)). If the <uid> is a DCF GrdDghe value MUST use the
URL format of [RFC2392] except the scheme name rhesgid:”. If the <uid>
element identifies a parent Rights Object the&dlUST use the URL format of
[RFC2392] except the scheme name must be “pid:théncase of Parent ROs the
<uid> SHOULD NOT contain the content identifierasf actual DCF, but contain a|
“virtual” UID denoting, for example, a subscription

If its parent <context> element is included in #iedividual> element, the <uid>
element(s) specifies the individual to which thateat is constrained. A <uid>
element can contain an IMSI related to the end'sisebscription or a WIM
identifier, thus effectively binding the consumtiof content to the individual.

In the case of IMSI binding, the format of its valMUST be “IMSI:x” (without the
quotes) where x is replaced by the IMSI to whichteat is bound. If content is
bound to multiple IMSI values, then multiple <uidlements MUST be used.

In the case of WIM binding, the format of its valM&ST be “WIM:x" (without the
quotes) where x is replaced by the PKC_Id of théMé which content is bound.

If its parent <context> element is included in #system> element, the <uid>
element specifies the target system to which tge#dly integral unit of DRM

Content and the Rights Object(s) are allowed texported / transiently rendered to.
Its value MUST be the name of the target systeaggjefined by OMNA.

If the <export> permission is granted to more thaa target system, then these ar
enumerated by using multiple <context> elemegdish containing one <uid>
element. In this case, the <count> constraint apyth the combined export
transactions of all target systems.

1)

The only instances when a <context> element MAYtaiormore than one <uid>
element is when the <context> element is containesh <individual> element.

If its parent <context> element is included in #ieherit> element, the <uid>
element specifies the UID of the <asset> elemettigmarent Rights Object from
where to inherit Permissions and Constraints (seta 5.6.9).
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5.4 Permission Model

The permission model augments the agreement mibétilitates the expression of permissions osseds by specifying
the access granted to a Device. The permission Inmamtgporates the constraint model allowing fimaiged consumption
control of DRM Content.

The set of permissions comprises <play>, <displagxecute>, <print>, and <export>. Usage of the D&dhtent MUST
only be granted according to the permissions eitiylispecified by the corresponding Rights Objectfspermission that
does not contain a <constraint> child element oustrained and access according to the respgmivaission element(s)
MUST be granted.

Note that the REL only specifies consumption armgbexrights, excluding management rights, e.gtalh, uninstall, delete,
or distribution rights. This is made possible bg geparation of DRM Content and Rights Objectfigaigh DRM Content
and Rights Objects may be delivered together)rfigetfie REL from unnecessary complexity and overh€adtent can be
stored; however, it can only be accessed if a sparding Rights Object is available.

Similarly, encrypted content can be super-disteduvithout unnecessarily complicating the REL; apasate distribution
permissions are necessary, since DRM Content witheudecryption key is of no value.

The DRM Agent MUST ignore unknown or unsupportethpssion elements. The DRM Agent MUST NOT grant
alternative, not explicitly specified rights to ass Content instead. Known and supported permisséonents defined by
the same Rights Object MUST remain unaffected hadXRM Agent MUST grant access according to thAgeermission
that is not granted due to unknown or unsupportetraints (section 5.4.7) MUST NOT affect the giramof other
permissions.

5.4.1 Element <permission>

Element <IELEMENT o-ex:permission (0-ex:constrajmt<x:asset*, o-dd:play?, o-
dd:display?, o-dd:execute?, o-dd:print?, oma-dde®p oma-dd:access?)>
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54.1.1

5.4.2

Semantics

The <permission> element contains aonrgdtonExpiredURL attribute, an optiona
<constraint> element, zero or more <asset> elenatsa set of optional
permissions specifying the rights over a piece @fitént, such as <play>, <display
<execute>, <print>, <export> and <access> permissiements.

The <constraint> element is the top-level constraéis a sibling element to other
permission elements such as <play>, <display>ptiap to all sibling permission
elements inside the same <permission> elementDRid Agent MUST honour the
top level constraint in addition to honouring pbssiconstraints specified as a chilg
element to a permission element, e.g., <play>, wgranting access to content
according to such a permission.

Note that the DRM Agent MUST respect both, conatsaspecified as child
elements to a permission element and those sptaifi¢op-level constraints in the
same Rights Object. l.e., the stricter of two caaists of the same type prevails for
given permission element. Of course, Rights Objetis contradictory constraints
should not be issued in the first place.

When there is a top-level constraint that is otligevwnot allowed as a child constrai
to a permission, e.g., <count> and <export modew&ive, the child constraint take
precedence over the top-level constraint as appbi¢iais permission. For example,
in the move scenario, Content and Rights Objectidvba moved, and the <count>
constraint would accordingly be removed, too.

The <asset> elements specified within the <permisselement enable expression
linking allowing its sibling permission elementsge<play>, <display>) in the sam¢
<permission> element to apply to DRM Content refeeel by <asset> elements
contained in an <agreement> element (i.e., ousidpermission> element). The lin
is established through the use of the “id” andeéftiattributes specified in sections
5.2.2.1and 5.2.2.2.

A DRM Agent MUST grant access to DRM Content refieetl by an <asset>
element in the agreement model according to peiomsspecified inside a
<permission> element that is as sibling elementntgasset> element in the
permission model, where the <asset> element refergithe DRM Content and the
<asset> element inside the <permission> elemerlirded by matching “id” and
“idref” attributes.

If no <asset> element is present in a <permissalament, then the permission
applies to all <asset> sibling elements in the sRigats Object.

The <export> permission is associated with all egsglements within the same
Rights Object. This implies that there SHOULD ohk/one <export> element
within the Rights Object. Therefore the <permissi@ement containing an
<export> element MUST NOT contain an <asset> elémen

a

12}

D

k

Attribute <onExpiredURL>

Element

<IATTLIST o-ex:permission oma-dd:onExpirdcRIUCDATA #IMPLIED>

Semantics

The value of tlemExpiredURL attribute MUST be a URL according to
[RFC2396]. Note: See [DRM-v2.2] for DRM Agent befav.

Element <play>

Element

<IELEMENT o-dd:play (0-ex:constraint?, aregquirement?)>
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Semantics The <play> element grants the permidsicreate a transient representation of
audio or video Content. It contains an optionalrstmaint> element and an optional
<requirement> element.

If the <requirement> element is specified, the DRYent MUST ensure that the
requirements specified by this element are fulliltkeefore using this permission

element. If any of the specified requirements ismet, then the DRM Agent MUST]
NOT use this permission element to grant acceBsfigl Content.

If the <constraint> element is specified the DRMeAgMUST grant play rights
according to the <constraint> child element andttipelevel <constraint> element i
any. If no child <constraint> element is specifitte DRM Agent MUST grant play
rights according to the top-level <constraint> ebairif any. If neither child nor top-
level <constraint> element is specified, the DRMeAgGMUST grant unlimited play
rights.

A <system> element contained in a <constraint>dobliément to <play> is used to
specify target system that may be used for creatitignsient rendering of DRM
Content.

The <play> element has the semantics of rendehi@dRM Content into transient
audio/video form, for example, audio/midi, vided&idgime. The DRM Agent

MUST NOT grant access according to <play> to Cantiestt cannot be rendered in
this way.

Note that the DRM Agent MUST NOT grant access tmgaontent, e.g., JaVh
games, based on the <play> permission. In ordspesify rights for Javd' games,
the <execute> element MUST be utilised insteadtiae&.4.4).

5.4.3 Element <display>

Element <IELEMENT o-dd:display (o0-ex:constraint?%xarequirement?)>

Semantics The <display> element grants the peranigsi make a transient visible rendering pf
the Content. It contains an optional <constraierment and an optional
<requirement> element.

If the <requirement> element is specified, the DR§ent MUST ensure that the
requirements specified by this element are fulliltlefore using this permission

element. If any of the specified requirements ismet, then the DRM Agent MUST|
NOT use this permission element to grant acceBstdl Content.

If the <constraint> element is specified the DRMeAgMUST grant display rights
according to the <constraint> child element andttipelevel <constraint> element i
any. If no child <constraint> element is specifitte DRM Agent MUST grant
display rights according to the top-level <constraielement if any. If neither child
nor top-level <constraint> element is specifie@, FRM Agent MUST grant
unlimited display rights.

The <display> element has the semantics of rengl¢hie DRM Content onto a
visual Device, for example, image/qgif or image/jpége DRM Agent MUST NOT
grant access according to <display> to Contentdaanot be rendered in this way.

A <system> element contained in a <constraint>dobliément to <display> is used
to specify target system that may be used for icrgat transient rendering of DRM
Content.
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544 Element <execute>

Element <IELEMENT o-dd:execute (0-ex:constraintgxaequirement?)>

Semantics The <execute> element grants permiseigrsthe primitive computing element
execute. It contains an optional <constraint> el#na@d an optional <requirement»
and element.

If the <requirement> element is specified, the DRient MUST ensure that the
requirements specified by this element are fufiltlefore using this permission
element. If any of the specified requirements ismet, then the DRM Agent MUST|
NOT use this permission element to grant acceBatdl Content.

If the <constraint> element is specified the DRMeAgMUST grant execution right
according to the <constraint> child element andttipelevel <constraint> element i
any. If no child <constraint> element is specifigtte DRM Agent MUST grant
execution rights according to the top-level <camist> element if any. If neither
child nor top-level <constraint> element is spexdfithe DRM Agent MUST grant
unlimited execution rights.

7]

The <execute> element has the semantics of exgclun, invoking, DRM Content,
e.g., Javl" games or other applications. Thus, the DRM AgebtSW NOT grant
access according to <execute> to Content that ¢doenieendered in this way.

5.45 Element <print>

Element <IELEMENT o-dd:print (0-ex:constraint?, xequirement?)>

Semantics The <print> element grants the permidsianeate a fixed (i.e., static), directly
perceivable representation of Content. It contam®ptional <constraint> element
and an optional <requirement> element.

If the <requirement> element is specified, the DR{§ent MUST ensure that the
requirements specified by this element are fulfiltlefore using this permission

element. If any of the specified requirements ismet, then the DRM Agent MUST]
NOT use this permission element to grant acceBsRfigl Content.

If the <print> element is specified the DRM AgenUMT grant print rights
according to the <constraint> child element andttipelevel <constraint> element i
any. If no child <constraint> element is specifigth DRM Agent MUST grant print
rights according to the top-level <constraint> edaitrif any. If neither child nor top-
level <constraint> element is specified, the DRMeAgMUST grant unlimited print
rights.

The <print> element has the semantics of printieg, creating a hardcopy of, the
DRM Content, for example, image/jpeg. The DRM AgeidST NOT grant access
according to <print> to Content that cannot be ezad in this way.

5.4.6 Element <export>

Element <IELEMENT oma-dd:export (0-ex:constraint)>
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Semantics The <export> element grants export righes DRM Content and corresponding
Rights Objects. The <export> element has the seosamit exporting the DRM
Content and corresponding Rights Objects to a taygtem other than the OMA
DRM system. It contains a mandatory <constrainemaint.

The <export> element contains a mandatory <comstralement, which then
contains a mandatory <system> element specifyinvghich target system(s) the
DRM Content and Rights Objects are allowed to hgered. The DRM Agent
MUST grant export rights according to the <constraichild element and the top
level <constraint> element if any.

The semantics of the <export> element are defiseahaoperation in which the
complete Rights Object and DRM Content are expoeéber together or
separately, to create a logically integral unitribg an Export operation all
<permission> elements and <asset> elements witkiexported enabled Rights
Objects are transcribed to the target DRM systenttgemapping established by
the appropriate governing bodies that are allowfregexport.

If any <asset> elements within an <export> enaBlights Object refer to a DCF
Group ID then the export permission applies taCalhtent Objects in that Group.

If the <export> element is contained within a PaR® then all related Child ROs$
inherit the export permission, allowing all DRM Qent referenced by the Child
ROs to be exported.

546.1 Attribute “mode”

Attribute <IATTLIST oma-dd:export oma-dd:mode (mdveopy) #REQUIRED>
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Semantics move:

When the mode attribute is equal to “move”, thenstmint> element within the
<export> element MAY have the <datetime> elemert) S NOT have the
<interval> element, MUST NOT have the <count> elemBIUST NOT have the
<accumulated> element, and MUST NOT have <indiiel@dement.

When exporting the Rights Object and the modehaitsi is equal to “move”, the
DRM agent MUST export the original Rights Objectwstate information if it is a
stateful Rights Object, and MUST make the origRaghts Object including the
<export> permission permanently unusable on thgirai Device, after exporting is|
conducted.

copy:

When the mode attribute is equal to “copy”, the rgtoaint> element within the
<export> element MAY have the <count> element, MA&ve the <datetime>
element, MAY have the <interval> element, MUST Nfdve the <accumulated>
element, and MUST NOT have <individual> element.

Note that if the <count> element is not specifieddn <export> permission whose
mode attribute is set to “copy”, the correspondrights Object would grant
unlimited export to other DRM systems without renimgvthe original Rights Object|
from the exporting Device. If the original Right®ject is a stateful RO, this will
result in consuming the content without liffib avoid the risk, the <constraint>
element within the <export> element in a statef@l $hould have the <count>
element, or the <datetime> element, or the <intere&ement.

When the mode attribute is equal to “copy”, the DBR§ent MUST export the
original Rights Object without state informatioritifs a stateful Rights Object, and
MUST leave the original Rights Object including texport> permission
unchanged on the original Device, after exportsigdnducted. The state of the
<export> permission’s constraints MUST be updatethe Device from which it is
exported.

Note that state information refers to the statenta@ied by the Device when
consuming rights and not to the value originallfirted in the Rights Object.

For both “move” and “copy”, whether the <exportemlent is to be transcribed
together with the rest of the Rights Object depandthe presence and the value of
the “transcribe” attribute, see Section 5.4.6.2.

5.4.6.2 Attribute “transcribe”

Attribute <IATTLIST oma-dd:export oma-dd:transcrifieue | false | 1 | 0) “false”>

Semantics Thé&anscribe attribute contains a boolean value. If the valualse” (the
default value) or “0”, then the DRM Agent SHALL fol the <export> semantics of
[DRM-v2.2]. Otherwise, the DRM Agent MUST transcribe the <ekppermission
and its constraint (together with the other permiggconstraints other than <expornt>
permission) into target DRM system.

Itis RECOMMENDED that Rights Issuers do not in@ual<count> constraint in an
<export> permission if the transcribe attributérige.

547 Element <access>

Element <IELEMENT oma-dd:access (0-ex:constraiot@x:requirement+)>
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Semantics The <access > element grants permissienghe DRM Content associated to the
individual features of applications (e.g. game corrgnt).

If the <requirement> element is specified, the DRlent MUST ensure that the
requirements specified by this element are futfiltleefore using the permission
element.

The <access> element MUST contain <access-codefreetent.

If the <constraint> element is specified the DRMeAgMUST grant the access
rights according to the <constraint> child elememd/or the top-level <constraint>
element if any. For example, <datetime> elementaioad in a <constraint> child
element of <access> is used to specify time rartggnwhe application feature is
accessible.

The <access> element has the semantics of alloagptication access to the
selected DRM Contents followed by the decryptiothatt content by DRM Agent of
provisioning associated decryption key to the apion.

5.5 Requirements Model

The requirement model enhances the permission niiycelowing specific pre-conditions that shouldfbiilled in order to
obtain the related permissions.

Requirements are associated with one permissionegieat a time. For a permission to be granteitisalequirements
MUST be fulfilled. If a requirement is not understbor cannot be enforced by the consuming Deviegé#rent permission
is invalid and MUST NOT be granted. If presentraguirement> element SHOULD contain at least onsathild
elements. If a <requirement> element does not coatay requirements such as <tracked>, it doesatptire any specific
pre-condition to be fulfilled.

For a given permission element to be allowed, dogiirements specified by the permission elemerntiip&requirement>
element (if present) MUST be respected.

5.5.1 Element <requirement>

Element <IELEMENT o-ex:requirement (o-dd:trackeada-dd:access-code?, oma-
dd:AdvertisementPolicy?)>

Semantics The <requirements> element containsrmgtitracked>, <AdvertisementPolicy>
and <access-code> elements.

=

Requirements are associated with one permissionegieat a time. For a permissiq
to be granted all its requirements MUST be fulllléf a requirement is not
understood or cannot be enforced by the consumewck the associated permissipn
is invalid and MUST NOT be granted.

If present, a <requirement> element SHOULD contlaén<tracked> element.

If present, a <requirement> element SHOULD contlaé<AdvertisementPolicy>
element for advertisement control.

If a <requirement> element does not contain anyeld, it does not require any
specific pre-condition to be fulfilled.

The <requirement> element MUST only be presentcsld element to other
permission elements such as <play> and <display#UST NOT be present as a
top-level requirement. If a DRM Agent receivesR( with a top-level requiremen
it MUST ignore this requirement.
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55.2 Element <tracked>

Element <IELEMENT o-dd:tracked EMPTY>

Semantics | The<tracked> element indicates that DRM Agent is required tord Metering
Information.

The Metering Information SHALL consist of the numloé times that the DRM
Content has been consumed and the accumulated tirsagdat the DRM Conten
has been consumed for.

Enablement and disablement of Metering is describh&ection 11 of [DRM-
v2.2].

If metering is not enabled for the RI who issueel RO and the
contentAccessGranted attribute is not present,ismpresent and the value is
“false” or “0”, the DRM Agent MUST NOT grant accet the DRM Content.

If metering is not enabled for this RI and the emtfccessGranted is present with
the value “true” or “1”, the DRM Agent MUST grant@ess to the DRM Content,
but MUST NOT store Metering Information associangth the consumption of th
associated DRM Content.

D

If metering is enabled for this Rl and thigacked> element is present in the RO
and if thetimed attribute is not present, or it is present andvilae is equal to
zero, or if the Device is not able to measure itine since the Device began to
access the DRM Content, then the DRM Agent MUSDiet¢he appropriate
Metering Information immediately upon the Deviceioming to access the DRM
Content, as referenced via theid> element in theccontext> element of the
<asset> element of the RO.

If metering is enabled for this Rl and thgacked> element is present in the RO
and thetimed attribute is present and its value is bigger thero and if the
Device is still accessing the DRM Content, as exfeed via theuid> element in
the<context> element of thecasset> element of the RO, after the number of
seconds specified by the value of tmeed attribute then DRM Agent MUST
record the appropriate Metering Information.

If metering is enabled for this Rl and thigacked> element is defined in a
parent RO then the DRM Agent MUST record the appade Metering
Information as defined above for the associated DRiitent as referenced via the
<uid> element in theccontext> element of th&asset> element of the child
RO.

55.2.1 Attribute <timed>

Element <IATTLIST o-dd:tracked oma-dd:timed CDATA">

Semantics Thémed attribute contains a non-negative integer valugpécifies the number
of seconds after which the access to the DRM Cor8BIALL be considered a
Meterable Event. The default value is 0 secondshvimplies that the DRM Agent
MUST immediately record Metering Information foetbRM Content being

consumed.
5.5.2.2 Attribute < contentAccessGranted >
Element <IATTLIST o-dd:tracked oma-dd: contentAcsesanted (true | false | 1 | 0)
“false”>
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Semantics TheontentAccessGranted attribute contains a boolean value. If the vatue
“true” or “1”, the DRM Agent MUST grant the accessthe DRM Content even if
the metering is not enabled. Otherwise, the DRMrA@4UST NOT grant the
access to the DRM Content if the metering is disgbl

If the metering is enabled the DRM Agent MUST igntis attribute.

553 Element <access-code>

Element <IELEMENT oma-dd:access-code (ds:Keylnfo*)>

Semantics The <access-code> element indicatethéhaiarent permission can be granted only
when access code (key) conveyed in the <Keylnfemeht is supplied by the
requestor of DRM content.

<Keylnfo> element is defined in this specificatimn carrying encrypted data.
Access code MUST be encrypted with REK.

5.5.4  Element <AdvertisementPolicy>

Element <IELEMENT oma-dd:AdvertisementPolicy (ondilayout?, oma-dd:displayoutf
oma-dd:executeout?>

Semantics| If this element is present, the enfoaxkertisement MUST be rendered according
to elements contained under <AdvertisementPolidgment before the associate
permission for the normal DRM Content can be esexti

=

The <AdvertisementPolicy> element contains optiermbyout>, <displayout> or
<executeout> elements. The usage of these elemepénds on the kind of
advertisement to be enforced played. For examipdelviertisement is AV content,
then the <playout> element is used, if advertisdrisetext or image, the
<displayout> element is used, and if advertiserreeptogram or application, then
<executeout> element is used.

5.5.4.1 Element <playout>

Element <IELEMENT oma-dd:playout (oma-dd:enforcetrduration, oma-dd:enforcementt
count?, o-ex:asset+)>

Semantics The <playout> elements indicates thpeeific DRM content (e.g. advertisement
content) MUST be played before its parent permissién be exercised.

It contains mandatory <enforcement-duration> elémen

The <asset> elements specified within the <playa&lgment allow linking of this
requirement to the DRM content that must be plaitscchild <uid> element MUST
specify DCF ContentID or DCF GrouplD (see [DRMDCE:2]) as defined in
section 5.3.3.

It is also possible to link <playout> element to @R ontent referenced by <asset>
elements contained in an <agreement> element.ifikéslestablished through the
use of the “id” and “idref” attributes specified $ections 5.2.2.1 and 5.2.2.2.

5.5.4.2 Element <displayout>

Element <IELEMENT oma-dd:displayout (oma-dd:enfoneat-duration, oma-
dd:enforcement-count?, o-ex:asset+)>
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Semantics

The <displayout> elements indicatesalsaiecific DRM content (e.g. advertisemse
content) MUST be displayed before its parent pesimiscan be exercised.

It contains mandatory <enforcement-duration> elemen

The <asset> elements specified within the <displey@lement allow linking of this|
requirement to the DRM content that must be plaitscchild <uid> element MUST
specify DCF ContentID or DCF GrouplD (see [DRMDCE:2]) as defined in
section 5.3.3.

It is also possible to link <displayout> elemenft®M Content referenced by
<asset> elements contained in an <agreement> eteftemnlink is established
through the use of the “id” and "idref” attributegecified in sections 5.2.2.1 and
5.2.2.2.

5543 Element <executeout>

Element

<IELEMENT oma-dd:executeout (oma-dd:enforeet-count?, o-ex:asset+)>

Semantics

The <executeout> elements indicatesatipécific DRM content (e.g. advertiseme
content) MUST be displayed before its parent pesimiscan be exercised.

The <asset> elements specified within the <execitteelement allow linking of this
requirement to the DRM content that must be plaitscchild <uid> element MUST
specify DCF ContentIlD or DCF GrouplID (see [DRMDCE-2]) as defined in
section 5.3.3.

It is also possible to link <executeout> elemerDRM Content referenced by
<asset> elements contained in an <agreement> eleifenlink is established
through the use of the “id” and "idref” attributegecified in sections 5.2.2.1 and
5.2.2.2.

2Nt

5544 Element <enforcement-duration>

Element

<IELEMENT oma-dd:enforcement-duration (#R0B\)>

Semantics

The <enforcement-duration> element dpedtie number of seconds associated
content MUST be played.

The DRM Agent of a consuming Device without DRM BflUST NOT grant
access to DRM Content according to permissionsatoing the <enforcement-
duration> element.

5.5.4.4.1 Attribute <grace-time>

Element

<IATTLIST oma-dd:enforcement-duration onthgtace-time CDATA #IMPLIED>

Semantics

The attribute contains a positive integere. It specifies the minimum period of
time (in seconds) before enforcement-duration emtien a new request to obtain
parent permission SHALL be made by the Devicehdftequest is not made,
associated permission MUST NOT be granted.

The <enforcement-duration> element SHOULD inclgdezce-time  attribute.

5545 Element <enforcement-count>

Element

<IELEMENT oma-dd:enforcement-count (#PCDAYA

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_2-20110419-C Page 26 (75)

Semantics The <enforcement-count> element spetifeeaumber of times associated conter
MUST be played.

—

5.6 Constraint Model

The constraint model enhances the permission nipdetoviding fine-grained consumption control ohtent.

Constraints are associated with one permissionesieat a time. For a permission to be grantedsaionstraints MUST be
fulfilled. If a constraint is not understood or cah be enforced by the consuming Device the paremhission is invalid and
MUST NOT be granted. If present, a <constraint¥aet SHOULD contain at least one of its child elataelf a
<constraint> element does not contain any consfraunch as <count>, <datetime>, etc. it is uncairgd, and a DRM
Agent MUST grant unconstrained access accorditigeg@ermission containing such an unconstrainedistcaint> element.

56.1 Element <constraint>

Element <IELEMENT o-ex:constraint (o-dd:count?, edtitimed-count?, o-dd:datetime?,
dd:interval?, o-dd:accumulated?, o-dd:individualPa-dd:DeviceNumThresh?,
oma-dd:system*, oma-dd:discrete?, oma-dd:max-résal?, oma-dd:execute-
level?)>

O
T

Semantics The <constraint> element is the top eleshent in the constraint model. It contains
the optional <count>, <timed-count>, <datetimesntetval>, <accumulated>,
<individual>, <system>, <DeviceNumThresh>, <maxstaon>, and <execute-
level> elements.

The <constraint> element contains <system> elenmmmjsunder the following
conditions: when its parent element is the <perimisselement and that contains the
<export>, <play>, or <display> element; or whenpigsent element is one of the
<export>, <play>, <display> elements.

The <constraint> element contains an <executestegkement only when its parent
is the <execute> element.

5.6.1.1 Attribute “id”

Attribute <IATTLIST o-ex:constraint o-ex:id ID MIPLIED>

Semantics | The “id” attribute is the optional identifier of gh<constraint> element. It uniquely
identifies each <constraint>.

When present, the “id” attribute MUST be uniquehiitthe Rights Object.

This attribute is used when uploading Rights Oljéatthe RI as specified in
[DRM-v2.2]. In the Rights Object Upload protocottlatest state information for
each stateful constraint must be uploaded. Theditifbute is used to associate the
updated constraints with the constraints in thgioal Rights Object. If the Rights
Issuer supports the Rights Object Upload protdbeln this attribute MUST be
specified if the <constraint> element contains afighe following elements:
<count>, <timed-count>, <interval> or <accumulated>

5.6.2 Element <count>

Element <IELEMENT o-dd:count (#PCDATA)>

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_2-20110419-C Page 27 (75)

Semantics The <count> element specifies the nuwiiténes a permission may be granted

over an asset. It contains a positive integer vdfuts parent <constraint> element
included in the <export> element, the <count> eletnspecifies the number of time
an <export> permission may be granted over the ORivitent and the Rights Objet
itself.

[Z7))

The DRM Agent MUST NOT grant the corresponding pission to the DRM
Content more often than specified by the contairade. Similarly, the DRM Agent
MUST NOT grant the corresponding permission tolRM Content if the
contained value is non-positive.

When used to constrain the <play> permission, tumtcMUST be decremented
immediately upon play.

When used to constrain the <display> permissiancthunt MUST be decremented
immediately upon display.

When used to constrain the <print> permissioncthnt MUST be decremented
immediately upon commencement of printing.

When used to constrain the <execute> permissiencabint MUST be decremented
upon commencement of execution.

When used to constrain the <export> permission¢thmt MUST be decremented
upon commencement of an export process. If an sexpermission is granted to
more than one target system (multiple <contextmelgts within the system
constraint) then any <count> constraint appliethéocombined export transactions
of all target systems.

Note that when using a stateful constraint suchcasint> in a Rights Object that is
bound to a domain of Devices, every Device in thmain will be able to access

Content according to the containing Permissionfeenas specified by the value of]
the <count> element. Note that this might be caergid particularly severe in the
case that export rights with the copy mode aretgrhthrough a Rights Object bound
to a domain.

5.6.3 Element <timed-count>

Element <IELEMENT oma-dd:timed-count (#PCDATA)>

Semantics The semantics of the <timed-count> eleareras for the <count> element (5.6.2
with the addition of an optional timer attribute¢tion 5.6.3.1).

If the timer attribute is omitted or contains awmdlid value, or if the Device is not
able to measure the time passed as required tsethantics of this element, then the
Device MUST reduce the state value of the <timedihte immediately upon
beginning to access the content in which caseahmstics of the <timed-count >
element are identical to those of the <count> efeme

The <timed-count> element MUST NOT occur as a cairgtto a <print> or
<export> permission.

5.6.3.1 Attribute “timer”

Attribute <IATTLIST oma-dd:timed-count oma-dd:timEDATA #IMPLIED>
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Semantics The attribute contains a positive integere. It specifies the number of seconds
after which the count state specified by the valihe <timed-count> element
(section 5.6.3) is reduced starting from beginngender the Content.

For example, if the timer value is set to “30” (wout the quotes) and the <timed-
count> constraint value is set to “5” (without tipgotes), a corresponding Media
Object, may be rendered 5 times, while the numbegroaining accesses is
decremented after the Content has been render&® fegconds. In other words, if
rendering of the Content stops after less thare80ruds, the state value of the
<timed-count> element is not reduced.

56.4 Element <datetime>

Element <IELEMENT o-dd:datetime (o-dd:start?, oeuit?)>

Semantics The <datetime> element specifies thertémee, respectively the time limit, for a
containing permission. It contains the optionabstst and <end> elements.

If the <start> element is present, its semantiesrast before’ the specified
time/date.

If the <end> element is present, its semanticsrateafter’ the specified time/date.

If both are present, the value of the <start> el@JST be smaller than the value
of the <end> element. If the value of the <statement is greater than the value of
the <end> element then the DRM Agent MUST NOT geanttess to the DRM
Content according to the containing permission.

If both are absent, the datetime element doesana b meaning and MUST be
ignored, i.e., it does not add to the constraimtadcess the DRM Content according
to its parent permission element.

The DRM Agent of a consuming Device without DRM BiIUST NOT grant
access to DRM Content according to permissionsaoing the <datetime> element.

5.6.4.1 Element <start>
Element <IELEMENT o-dd:start (#PCDATA)>
Semantics The <start> element specifies the stagfdate. Its semantics are ‘not before’. The

general format used for specifying time/date valsagefined in [ISO8601].

To increase interoperability and facilitate easengflementation values MUST
conform to a single lexical representation defimegection 3.2.7 of [XMLSchema].
This lexical representation is the extended for8@yY-MM-DDThh:mm:ssZ
where CC denotes the century, YY denotes the \sirdenotes the month, DD
denotes the day, T is the date/time separatomhi,ss represent the hour, minute),
and second respectively, and Z is the mandatory W@icator. For example, 2002-
12-31723:59:59Z represents Decembef, D02, 23:59:59 UTC.

The DRM Agent MUST NOT grant the corresponding pission to the DRM
Content before the time/date specified by the vafube <start> element.

5.6.4.2 Element <end>

Element <IELEMENT o-dd:end (#PCDATA)>
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Semantics The <end> element specifies the enddate/Its semantics are ‘not after’. The
general format used for specifying time/date valgagefined in [ISO8601].

To increase interoperability and facilitate easergilementation values MUST
conform to a single lexical representation defimegection 3.2.7 of [XMLSchema].
This lexical representation is the extended for@@yYY-MM-DDThh:mm:ssZ
where CC denotes the century, YY denotes the {sirdenotes the month, DD
denotes the day, T is the date/time separatomhfh,ss represent the hour, minute|
and second respectively, and Z is the mandatory Wi@iCator. For example, 2002-
12-31T23:59:59Z represents DecembeY, 2D02, 23:59:59 UTC.

The DRM Agent MUST NOT grant the corresponding pesion to the DRM
Content after the time/date specified by the valulne <end> element. Also, the
DRM Agent MUST NOT allow execution of the permigsito continue beyond the
specified time/date with the following exception:

If DRM Content is rendered with the purpose of diireg the user’s attention to an
incoming phonecall or message, or to a calendattmr alarm event, the DRM
Agent MAY allow access to the DRM Content to congruntil the user has taken
notice of the event, for example, by answeringepeating the phone call, or
dismissing the calendar or other alarm event.

5.6.5 Element <interval>

Element <IELEMENT o-dd:interval (#PCDATA)>
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Semantics The <interval> element specifies a pesfdome during which the permissions car
be exercised over the DRM Content. The <intervarqa MUST begin when the
associated permission is first exercised. The o can then be exercised any
number of times within the <interval> period. ThRE& Agent MUST NOT grant
the corresponding permission to the DRM Contemrdfte period specified by the
value of the <interval> element has elapsed. Als® DRM Agent MUST stop the
execution of the permission as soon as possitee e value of the <interval>
element has elapsed. This SHOULD happen immedjatétly the following
exception:

If DRM Content is rendered with the purpose of diireg the user’s attention to an
incoming phonecall or message, or to a calendatt@r alarm event, the DRM
Agent MAY allow access to the DRM Content to congruntil the user has taken
notice of the event, for example, by answeringepeating the phone call, or
dismissing the calendar or other alarm event.

The general format used for specifying intervalreaslis defined in [IS8601].

To increase interoperability and facilitate easengflementation values MUST
conform to a single lexical representation defiiredection 3.2.6 of [XMLSchema].
Further, the lexical representation MUST use tistricted duration format
PnDTnHNMnNS or any reduced precision and truncapcesentation version thereg
as specified in [XMLSchema]. For example, P15DT10M20S represents a
duration of 15 days, 10 hours, 30 minutes and 20rsis.

=

The specified period SHOULD be greater than zdrind specified period is equal {0
zero, then the permission MUST NOT be granted.

[XMLSchema] allows the number of seconds in théqeeto include decimal digits
to arbitrary precision. However, to ensure interapdity, ROs MUST NOT contain
fractional seconds in the period.

The DRM Agent of a consuming Device without a tisseirce MUST NOT grant
access to DRM Content according to permissionsaoing the <interval> element.

5.6.6 Element <accumulated>

Element <IELEMENT o-dd:accumulated (#PCDATA)>
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5.6.7

5.6.8

Semantics

The <accumulated> element specifies thémum period of metered usage time
during which the rights can be exercised over tRM3Content. The general format
used for specifying the period is defined in [ISO8p

To increase interoperability and facilitate easergflementation values MUST
conform to a single lexical representation defiimedection 3.2.6 of [XMLSchema].
Further, the lexical representation MUST use tistricted duration format
PnDTnHNMnNS or any reduced version thereof as dpddifi [XMLSchema]. For
example, P15DT10H30M20S represents a duration afays, 10 hours, 30 minutes
and 20 seconds.

The specified period SHOULD be greater than zdrhd specified period is equal {o
zero, then the permission MUST NOT be granted.

[XMLSchema] allows the number of seconds in theqakto include decimal digits
to arbitrary precision. However, to ensure interapdity, ROs MUST NOT contain
fractional seconds in the period.

The <accumulated> period MUST begin when the aasetipermission is first
exercised. The period defined by the <accumulatdment MUST only be metered
when rendering the Content, i.e., the <accumulapetiod is only consumed / used
up while the Content is being rendered. The DRMmiAd@UST NOT grant access tp
the DRM Content after the accumulative period ggetby the value of the
<accumulated> element has elapsed. Also, the DRBhANIUST stop the execution
of the permission as soon as possible after theevafl the <accumulated> element
has elapsed. This SHOULD happen immediately, viighfollowing exception:

If DRM Content is rendered with the purpose of diireg the user’s attention to an
incoming phonecall or message, or to a calendattmr alarm event, the DRM
Agent MAY allow access to the DRM Content to congruntil the user has taken
notice of the event, for example, by answeringegeating the phone call, or
dismissing the calendar or other alarm event.

The DRM Agent of a consuming Device without a tisseirce MUST NOT grant
access to DRM Content according to permissionsaoing the <accumulated>
element.

The <accumulated> element MUST NOT occur as a cainsto a <print> or
<export> permission.

Element <individual>

Element

<IELEMENT o-dd:individual (0-ex:context)>

Semantics

The <individual> element specifies thividual to which content is bound. It doe$
so by binding content to the user identity spedifi@ its <context> child element.

The DRM Agent MUST NOT grant access to the DRM @abhunless one of the
user identity(s) to which the use of Content isstined matches the user identity
associated with the Device.

Element <system>

Element

<IELEMENT oma-dd:system (o-ex:context+)>
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Semantics The <system> element MUST only occur@matraint to an <export>, <play>|,
or <display> permission.

In the case of <export>, the <system> constraiatifjgs the target system(s) tc
which DRM Content and Rights Object(s) can be abpiemoved.

In the case of <play> and <display>, the <systemmstraint specifies the target
system(s) to which DRM Content may be transierghdered.

The target system(s) are described in the mandataytext> element(s). If
multiple context elements occur these shall bedteaxclusively, thereby
allowing export/consumption on any of those systems

5.6.9 Element <discrete>

Element <IELEMENT oma-dd:discrete (CDATA)>

Semantics The <discrete> element contains a noativegnteger value that specifies the
maximum value of metered usage time in secondstliieeperiod of time the
associated permission can be continuously exercigeile the rights are
continuously exercised over the corresponding DRMtENt.

The DRM Agent MUST stop execution of the associgtehission after the value
of the <discrete> element has elapsed. The DRM BGRIST resume exercising of
the permission after re-addressing requirementsifigabin Rights for that
permission and only when those requirements argesstully fulfilled. In scope of
this specification, the enforcement of <discretksmemnt SHALL not apply to
<tracked> requirement.

In the meantime,constraints that are linked topthienission MUST not be affected
(i.e. applied continuously) because the interruptibcontent consumption occurs
only due to <discrete> element. With respect t@¢hconstraints, the permission can
be continuously exercised further as if there wamterruption.

The <discrete> element is effective for the erplagying time of DRM content. For
example, if <discrete> element specifies 30 minofeontinuous play time of AV
content, and the <requirement> element specifigeridement(s) assets to be
enforced played, advertisement(s) will be showme88 minutes during normal
content consumption. However, if for some reasaregsements cannot be shown
as specified in the Rights, content consumptiohlvélstopped permanently for thig
viewing session.The <discrete> period MUST staremvthe associated permission
first exercised or exercised after previous <digcrgeriod has elapsed.

S

The <discrete> period MUST only be metered whenleeng the Content.

The DRM Agent of a consuming Device without a tisseirce MUST NOT grant
access to DRM Content having permissions contaitlingdiscrete> element.

The <discrete> element MUST NOT occur as a comgttaia <print> or <export>
permission.

5.6.10 Element <max-resolution>

Element <IELEMENT oma-dd:max-resolution (#PCDATA)>
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Semantics| The <max-resolution> element specifiesrthximum resolution of the DRM
Content over which the permission (play, displajntpetc.) can be exercised.

The DRM Agent retrieves the actual resolution &f tontent, either via the medig
player or from the content meta data (e.g. DCF éeadMPEG-7 information),
and compares it with the max resolution specifiethe Rights Object. If the
content resolution is lower or equal to the spedifinax resolution, the permission
is granted; otherwise the permission MUST NOT tentgd. Note this constraint
is intended to constraint permissions that appiptdtiple DRM Contents
(different versions of the same content with defgrresolutions), e.g. permission
in a Group RO. For permissions that apply onlyrie ®RM Content, unless the
resolution is unknown at RO creation time, the <sresolution> constraint shoulg
not be used.

Ul

5.6.10.1 Attribute <type>

Element <IATTLIST oma-dd:max-resolution o-ex:tyfl@DATA) #REQUIRED>

Semantics The attribute contains a URI indicatirgtype of resolution definition used, e.qg.
MPEGT7:resolution. The value of the <max-resoluti@minterpreted according to th
indicated definition.

[¢)

5.6.11 Element <DeviceNumThresh>

Element <IELEMENT oma-dd:DeviceNumThresh (#PCDATA)>

=y

Semantics| The <DeviceNumThresh> element spechiesitimber of devices or clients (sug
as game players) that may share the same RO.

If the RO contains the <DeviceNumThresh> eleméststate information SHALL
record the information of devices or clients (imthg the identifier, URI, IP
address and so on) that will consume the same RO.

For the game running, the device (game controlidgre the RO consumption is
maintained SHALL ensure the number of game platfeasjoin the game is under
the value of DeviceNumThresh. The device (gameroblet) maintains a state
information containing a client-number counter (gvhrecords the number of game
client(s) that have joined the game) and the infdrom of the game client(s)(such
as the identifier(s) of the game client(s)).Whagaee client requests to join the
game and consume the remaining rights of the R©Od#vice (game controller)
SHALL check whether the requesting client (by thhentifier, URI or IP address
etc. of the requesting client) has already joiresl game currently. If yes, the
requesting client may be refused to join the gasts® check whether the current
value of client-number counter is equal to the galfiDeviceNumThresh. If yes,
the request of joining game is rejected; else merds the value of client-number
countervalue by 1 and record the information ofréguesting client in the state
information.

5.6.12 Element <execute-level>

Element <IELEMENT oma-dd:execute-level (#PCDATA)>
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Semantics

The <execute-level> element MUST onlypas a constraint to an <execute>
permission. It specifies the highest level at wraaliame or other executable can
be executed.

Note that the definition of execution levels is ofiscope of this specification.
For instance one game has level 1 to 10 while @ndtas A to C. Level 1 could
be the highest level for one game but the lowesafother. It is up to the
application to understand the semantics of theevafithis element.

5.7 Inheritance Model

This section describes how a parent Rights Obgattspecify Permissions and Constraints for onearerpieces of DRM
Content each governed by a child Rights Objechguailimited subset of the ODRL inheritance modbke DRM Agent
MUST NOT accept parent child Rights Objects cotetieihs with more than one level of inheritance.(parent-child). In
other words, a parent Rights Object MUST NOT inthiee@rmissions and Constraints from another Rigijgec.

57.1 Element <inherit>

Element

<IELEMENT o-ex:inherit (0-ex:context)>
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Semantics The <inherit> element specifies the itdrere of Permissions and Constraints from
one Rights Object to another in order to allow pHohild relationships to be
defined. This enables Rights Issuers to efficiestigport, for example, subscription
business models.

A parent Rights Object defines Permissions and €ainss for DRM Content which
can be inherited by child Rights Objects. ChildiR&gObjects usually reference
DRM Content whereas parent Rights Objects do rfeteace DRM Content
themselves.

When exercising permissions, Child Rights Objecterit from a single
corresponding parent Rights Object by including #inherit> element. The <uid>
element of the <context> element in the <inherlenent MUST match the value of
the <uid> element of the <context> element of theset> element of the
corresponding parent Rights Object. If the paragh®® Object referenced by a chil
Rights Object does not exist, the DRM Agent MUSTTN@ant access to the DRM
Content according to this child Rights Object it are no applicable <permission>
elements within the child Rights Object itself. Wittbe child refers to multiple
parent Rights Objects, the DRM Agent MUST seleetotly one of these from whic
the child is allowed to inherit permissions andsteaints. This selection SHALL be
done in accordance with the Rights Objects seleatigorithm as defined in sectior
5.10.

o

-

For each consumption of the DRM Content, the DREagUST select exactly
one <permission> element from installed rights otsjeaccording to which access
will be grantedNote that it is allowed that the Child Rights Olbjepecifies no
<permission> elements. In that case, the <peranissélements inherited from the
Parent Rights Object still apply.

When granting access to DRM Content accordingdpegific permission element,
e.g.,<play> of a <permission> element, the DRM AddbJST enforce the top-level
constraints of that <permission> element as wefiassible constraints of the
specific permission element according to which asdg being granted.

When granting access to DRM Content accordingdpegific permission element,
the DRM Agent MUST enforce the associated requirgmeuch as <playout>,
<displayout> or <executeout>.

Child Rights Objects reference DRM Content as Lisiga, via the <uid> element in
the <context> element of the <asset> element. Hsset> element of a Parent
Rights Objects may not reference an actual DCF¢bntain a “virtual” UID
denoting, for example, the subscription itself.

Child Rights Objects MUST NOT inherit from more thane parent Rights Object
simultaneously, the DRM Agent MUST always selea parent Rights Object froni
which the Child Rights Object may inherit permiss@nd constraints. A parent
Rights Object MUST NOT be a child Rights Objecthat same time.

Figure 1 depicts the above described relationdi@paeen parent Rights Object, child Rights Objasti DRM Content with
the example of a subscription model.
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<rights> <rights>
<agreement> <agreement>
<asset> <asset>
<context> <context>
<ui d>Subscri ptionGUI D</ ui d> | <ui d>Cont ent 1</ ui d>

</context> \ </context>
</asset> . - <inherit>
<permission> 'nhe”"Nzontexb
from <ui d>Subscri pti onGUI D</ ui d>

<play>

<constraint> </context>
<interval>24</interval> </inherit>

</constraint> </asset>

</play> </agreement>

</permission> </rights>
</agreement>
<Irights> hild Rights Object

Parent Rights Object
Figure 1: Inheritance

Note that the other instances of DRM Content (Qu2t¢hrough ContentN) would be referenced by sepantaild Rights
Objects each inheriting from the parent Rights ©tjest like the child Rights Object shown for Cemtl. Also note that the
subscription as well as content references MUSGlbleally unique.

Access to DRM Content through a child <asset>llaatan <inherit> child element requires selectioanocappropriate
<permission> element from the Child Rights Objacselection of an appropriate <permission> elenreatParent Rights
Object. The DRM Agent SHALL use exactly one <pesitua> element that contains a permission elemexttish
appropriate for the type of requested access.da bath the Child Rights Object as well as the mdreghts Object contain
suitable <permission> elements, then the DRM A§&dBT select the most appropriate <permission> elgneuse, this
selection SHALL be done in accordance with sechidi®.

For the advertisement-based subscriptions, thenp&ights Object MAY specify different kinds of peissions (e.g. <play>
and<display>) at the same time (for detailed examspk Appendix C.11), the DRM Agent MUST selecparrmission>
element that is appropriate for the type of reqeobsiccess. The child Rights Object SHOULD not darita own
<permission> element(s). For the selected <plagisptay> or <execute> permission, the <Advertisetelicy> sub-
element of the <requirement> element SHOULD contgilayout>, <displayout> or < executeout> elemespectively.
The <uid> element of the <context> element of theset> element of the parent Rights Object SHOU&Ditiual UID

denoting an advertisement-based subscription.

Note that a parent <asset> is not allowed to inlpetimissions and constraints from other parensetaselements and
therefore it SHOULD NOT contain an <inherit> chdiement. An <asset> element with an <inherit> chlement but
without a <ds:Keylnfo> child element is semantigédliegal and SHALL NOT be used by the DRM agengtant access to
DRM Content. Such an illegal asset SHALL NOT inhparmissions and constraints, and permissionsanstraints
SHALL NOT be inherited from it by child <asset> elents.

Note further that a parent <asset> can be distifgaa from a child <asset> as the former does ndtdheds:Keylnfo>
element, whereas the latter holds a <ds:Keylnfemeht and an <inherit> element.

5.8 Security Model
Security constitutes an important part of a DRMeays OMA DRM v2.2 provides
1. Confidentiality for the CEK of Rights Objects
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2. Integrity of the association between Rights Objectd DRM Content
3. Rights Object integrity and authenticity

The former two are specified in sections 5.8.1 282 of this specification. The latter is spedfia [DRM-v2.2]. Rights
Obijects defined in this specification MUST be camed in a <ProtectedRO> element as defined in [D¥\V2] to protect
against unauthorised Rights Issuers, or Rights Dbgplay.

The ODRL security model, which forms the basistfer security model of this specification, is basadXMLENC] and
[XMLSIG].

5.8.1 Content Confidentiality

Protecting the confidentiality of Content is anezgial part of enforcing consumption control of DRMntent. Enabling an
authorised party to consume DRM Content is simtdagranting this party access to the confident@hi€nt. In other words,
a party authorised to consume DRM Content is ket ine exclusive circle of parties deemed trustimpenough to access
the Content.

This concept is realised in [DRM-v2.2] by i) encliig the Content thus transforming it into DRM Cemtt[DRMCF-v2.2],
and ii) sharing the key(s) required to decrypt®iM Content only with those parties that are auti®al to consume the
Content.

DRM Content is protected by a symmetric algoritik&$), i.e., the key used for decryption can bewetifrom the key
used for encryption. Thus, henceforth, the key béllreferred to asontent encryption kepr shortCEK.

Note that the CEK may contain an (intermediate)tkay in turn encrypts the Content. . If the Cotifercontained in the
<asset> element matches the ContentlD stored i€timemon Headers Box associated with the contemt(see
[DRMCF-v2.2]), then the CEK contained in the RigBtsject was used to encrypt the content directlthd ContentID
matches the GrouplD value stored in the OMADRMGBupox, then the CEK in the Rights Object was useencrypt the
content item’s encryption key.

Encrypting the Content defers Content confidert§iab controlling the confidentiality of the CEK.aW/, the security of the
DRM system relies on the control of the CEK thatstrie kept secret from all unauthorised partieg. TBK necessary to
decrypt the DRM Content is contained in the Rigbkgect in encrypted form.

A CEK, K¢y, is a randomly generated 128-bit AES key. It ispped using a REKrek, by use of AES-WRAPKRex keys
derived as specified in section 7.2 of [DRM-v2.BaK be used as the key-wrapping keys:

C = AES-WRAPKRrek Kcex)
After receivingC, the DRM Agent decrypt€ usingKgrex:
Kcex = AES-UNWRAPKgex, ©)
The following URI shall be used to identify thisykigeansport scheme in <EncryptionMethod> elements:

http://www.w3.0rg/2001/04/xmlenc#kw-aes128

The corresponding XML security elements are desdrifiext.

5.8.1.1 Element <KeyInfo>

Element <IELEMENT ds:Keylnfo (xenc:EncryptedKey?®;RetrievalMethod?)>
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5.8.1.2

5.8.1.3

58.1.3.1

5.8.1.4

5.8.1.5

5.8.1.6

Semantics

The <KeyInfo> element has a dual purpasgsending on its parent element.

1) When it is contained in an <asset> elemenpritains the <EncryptedKey>
element, making it the starting point for all comgation control, i.e., Content

encryption, functionality. Note that the <KeyInfetement SHOULD NOT be
included in the <asset> element if the Rights Cijees not reference DRM Conte
but is used as a parent Rights Object in the itdrere case.

2) When it is contained in the <EncryptedKey> elamé contains the
<RetrievalMethod> element which references theussd to encrypt the CEK, i.e.,
the REK (see [DRM-v2.2]).

Element <En

cryptedKey>

Element <IELEMENT xenc:EncryptedKey (xenc:Encrypftitethod, ds:Keylnfo?,
xenc:CipherData)>
Semantics The <EncryptedKey> element contains piermal <Keylnfo> element, the

<EncryptionMethod> element, and the <CipherDat&meint.

Element <xenc:EncryptionMethod>

Element <IELEMENT xenc:EncryptionMethod (#PCDATA)>

Semantics The <EncryptionMethod> element is em#yattribute identifies the encryption
method algorithm used to encrypt the CEK.

Attribute “Algorithm”

Attribute <IATTLIST xenc:EncryptionMethod Algorithr@DATA #FIXED
"http://www.w3.0rg/2001/04/xmlenc#kw-aes128">

Semantics The “Algorithm” attribute identifies teecryption algorithm used to encrypt the

CEK contained in encrypted form in the <CipherVagement.

The algorithm MUST be AES128 Key Wrap.

Element <CipherData>

Element

<IELEMENT xenc:CipherData (xenc:CipherVatue

Semantics

The <CipherData> element contains thphetValue> element.

Element <CipherValue>

Element

<IELEMENT xenc:CipherValue (#PCDATA)>

Semantics

The <CipherValue> element contains tse@hencoded value of the encrypted
CEK.

Element <RetrievalMethod>

Element

<IELEMENT ds:RetrievalMethod (#PCDATA)>

Semantics

The <RetrievalMethod> element providefexence to the key used to encrypt th
CEK, i.e., the REK, via its attribute.

[¢]
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58.1.6.1 Attribute “URI”

Attribute <IATTLIST ds:RetrievalMethod URI CDATA #RQUIRED>

Semantics The “URI” attribute provides a refereticthe REK, i.e., the key used to encrypt the
CEK (see [DRM-v2.2)).

Its value MUST match the value of the “Id” attribudf the <encKey> element. The
<encKey> element is a sibling element to the <gghbot element of a Rights

Object as defined in this specification. These &lnents are both child elements {to
the <ro> element of type ROPayload as specifig®@RM-v2.2].

5.8.2 Rights Object DRM Content Association Integrity

The ability to replace the DRM Content governedibiits amounts to the ability of changing the rigit$elf. Thus, the
integrity of the association between a Rights Oiged the corresponding DRM Content must be preteas much as the
specified Rights Object itself.

A reference to a piece of DRM Content is estabtiskia the <uid> element contained in the <contestement of the
<asset> element. Enforcing the integrity of theoasgion between Rights Object and DRM Contentaisdied similarly to
enforcing the integrity of Rights Objects, i.e.,signing Rights Objects utilizing functionality fro[ XMLSIG]. This
prevents tampering with the content identifiertie Rights Objects. It does not, however, prevemhfmodifying the
corresponding identifier in the DRM Content [DRMGE:2].

It is possible to provide a way of securing theteatrend of the Rights Object - DRM Content asgamawithout having to
sign the DRM Content. Instead, a hash of the DRMt@&uat is included in the Rights Object. Since ttash value is part of
the signed Rights Object, it is as safe from béamgpered with, as is the <uid> element in the Rigbibject referencing the
DRM Content. The integrity of the content-end is@nteed by the very characteristics of the hasffitany modifications
to the DRM Content automatically invalidate thethaalue inside the Rights Object. The hash valub®DRM Content in
the Rights Object ensures the integrity of the Rigbbject DRM Content association as the integrtthe Rights Object is
protected also, i.e., by signing it.

5.8.2.1 Element <digest>

Element <IELEMENT o-ex:digest (ds:DigestMethod RigestValue)>

Semantics The <digest> element provides the irttefyni the association of the Rights Objec
with the DRM Content referenced by the <uid> elehieithe <context> of the same
<asset> element. It contains the <DigestMethodmetd and the <DigestValue>
element.

The <digest> element SHOULD NOT be present if tighi® Object is a parent
Rights Object referencing a ‘virtual’ resource sasha subscription (see section
5.6.9)or if the Rights Object is a group Rights Object.

5.8.2.2 Element <DigestMethod>

Element <IELEMENT ds:DigestMethod (#PCDATA)>

Semantics The <DigestMethod> element indicatesildparithm used to calculate the digest
value contained in the <DigestValue> element \#aitribute element. The element
itself is empty.

5.8.2.2.1 Attribute “Algorithm”

Attribute <IATTLIST ds:DigestMethod Algorithm CDATAFIXED
"http://www.w3.0rg/2000/09/xmldsig#shal">
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Semantics The “Algorithm” attribute identifies tegest algorithm. It MUST identify the
algorithm SHA-1.

5.8.2.3 Element <DigestValue>

Element <IELEMENT ds:DigestValue (#PCDATA)>

Semantics The <DigestValue> element contains tee@¥aencoded value of the digest.

It contains the base64 encoded hash value of thd DBntent referenced by the
<uid> element in the <context> of the same <asekiment.

5.8.3  Multicast Content Confidentiality

This section extends key management schema deddnilsection 5.8.1 to support variety of multiceshtent protection
mechanisms (not limited to PDCF).

Multicast DRM content is typically encrypted withuttiple encryption keys, called Traffic Encryptieys (TEKS) that are
changed sequentially. Lifetime of a single TEK nspgn from hundreds of milliseconds to several hours

In OMA DRM, TEKSs are generated from secret seedest KSP or AVP (see section 7.4 and 7.5 of [DRM2Y. KSP or
AVP MUST be delivered and protected within the Réghs defined for CEK but with the following adafua:

o0 Key material to be encrypted is a concatenatioseefl values and MAY contain more that one seed@air for
encryption and authentication keys).

o The corresponding configuration data is deliverethe <multicastConfData> element defined below.

5.8.3.1 Element <multicastConfData>
Element <IELEMENT oma-dd:multicastConfData (#PCDAPA
Semantics The <multicastConfData> element conthi@base64 encoded value of the

configuration data that enables generation andii$&Ks. Encoding of this data is
defined in section 7.4 of [DRM-v2.2].

5.8.4  Rights Object Integrity and Authenticity

Integrity protection prevents illegitimately modifig the Rights Object specified for DRM Contentliding but not limited
to, adding, deleting, and modifying permissions aodstraints for DRM Content, and references to D&bhtent itself
included in the Rights Object.

Authenticity provides for authentication of thegin of Rights Objects. It enables a DRM Agent tafyehe Rights Issuer
identity before accepting a Rights Objects.

The functionality employed to provide Rights Objettegrity and authenticity are specified in [DRMN-2].

5.9 ODRL and Forward Compatibility

This specification defines a mobile profile of ODRL.1 [ODRL]. This specification takes precedentease there is any
divergence from [ODRL].

This specification defines mechanisms that enalileé versions of OMA DRM to extend the REL in sactvay that
correct instances of the future extensions validgténst the REL XML Schemas defined in this speiion, as described
in more detail in Appendix | of [DRM-v2.2].
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The DRM Agent of a Device encountering any eleméaig. from ODRL [ODRL], future versions or profdey
extensions) not defined within this specificatiotUSIT proceed as follows:

e Unsupported permissions MUST be ignored. Suppgréethissions MUST still be granted.
» Permissions containing one or more unsupportedti@ns MUST NOT be granted.

* Rights objects containing unsupported <requiremefgments MUST NOT be granted.

* Rights objects containing <condition> elements MUSJT be granted.

e Unsupported <rightsholder> elements SHOULD be igdor

e Unsupported <context> elements SHOULD be ignored.

* Unsupported <offer> elements SHOULD be ignored.

» Unsupported <party> elements within an <agreemetgment SHOULD be ignored.

* Unsupported <revoke> elements SHOULD be ignored.

» Unsupported elements of the ODRL security model BHD be ignored.

5.10 Order of Rights Object Evaluation

In order to achieve a uniform user experience actifferent implementations, the DRM Agent MUST bhe following
rules when automatically selecting which right@pply when accessing content, in case there argpheulights for this
content. This also applies to automatically sétgcbetween multiple applicable Parent Rights Qigjédhe content is
accessed via a Child Rights Object. In this sectiomterm ‘rights’ is to be understood to refeatoombination of an
<asset> element and an associated <permissioneetem

1. Only rights valid at the time of requesting contaatess can be considered, for example, thoseavdttatetime>
constraint whose <begin> date still lies in theufetcannot be considered.

2. Any rights with no constraints should be used first

3. Any rights containing a <datetime> constraint (@otentially other constraints) should be used ampaccess to
content before using rights that do not contairdatetime> constraint.

4. If multiple rights exist that contain <datetime>nstraints (and potentially other constraints), ttiese should be
used in the order of ascending <end> dates fiest,those that expire first should be utilisedtfir

5. If multiple rights exist that do not contain a <elithe> constraint (and potentially other constsgirthen those

containing an <interval> constraint should be usegrant access to content before using rightsctbjbat do not

contain an <interval> constraint.

Any rights containing a <timed-count> should bedisefore rights containing <count>.

There is no priority between <accumulated> and steut is up to the agent to consume one prigh&other

according to its internal consumption rules.

No

If the DRM Agent needs to automatically select wtwo <export> permissions which are equivalenbaling to the
above semantics, then the DRM Agent MUST selecpedx permissions with mode of “copy”, before <expo
permissions with mode of “move”.

Note that the user MAY be allowed to select rightapply manually when accessing DRM Content, tueswriting the
DRM Agent's choice.
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6. Syntax

A DRM Agent MUST be able to parse all elementsmdiby the combination of [ DRMRELXSD-v2.2],
[DRMRELDDXSD-v2.2] and [DRMRELODDXSD-v2.2] and MUSHandle any valid unknown elements as specified in
section 5.9.

As described in section 5.9, this specificatiorniref a subset, i.e., a mobile profile, of ODRL tisgorward compatible as
described in more detail in Appendix | of [DRM-vR.2ointly [DRMRELXSD-v2.2] and [DRMRELDDXSD-v2.2jefine
the ODRL subset and also define (in a way thaifferént from ODRL) the future extensions that DR¥ents must
anticipate. The additional permissions and congsdieyond those provided by ODRL are defined in
[DRMRELODDXSD-v2.2].

The Rights Objects that are valid in OMA DRM asidedl by the combination of [ DRMRELXSD-v2.2],
[DRMRELDDXSD-v2.2] and [DRMRELODDXSD-v2.2] are al$DDRL compatible. This means that they validatereja
the ODRL schema except for the OMA specific extensi The OMA specific extensions defined in
[DRMRELODDXSD-v2.2] are utilizing the extension memisms provided by the original ODRL expressiomgleage and
schemas and MAY also be used with the original @QDIRL Schemas.

The previous version of this specification, parthef OMA DRM 2.1 enabler, used XML document typ&rdigon [XML] to
specify the ODRL mobile profile for OMA DRM 2.1. Ehversion uses [XMLSchema] to normatively spetlify ODRL
mobile profile, for reasons of consistency with ttkeer documents in the OMA DRM enabler, partidylar the area of the
mechanisms for forward compatibility. However, émnvenience, a document type definition of the elets defined in this
version of the ODRL mobile profile is also providddis document type definition has the public iifesr '-//OMA//DTD
DRMREL 2.2//EN’ and is located at 'http://www.opeahilealliance.org/tech/DTD/drmrel22.dtd’. Pleaséenthis is an
informative document.

6.1 ODRL-Mobile profile Expression Language

A DRM Agent MUST be able to parse all elementsmdiin the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://odrl.net/1.1/OD
xmins:enc="http://www.w3.0rg/2001/04/xmlenc#" xmins
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmins:

RL-EX"
:ds="http://www.w3.0rg/2000/09/xmldsig#"
0-ex="http://odrl.net/1.1/ODRL-EX"

elementFormDefault="qualified" attributeFormDefault ="qualified" version="1.1">

<xsd:import namespace="http://www.w3.0rg/2000/09/x midsig#"
schemalocation="http://www.w3.0rg/TR/2002/REC-xmlds ig-core-20020212/xmldsig-core-
schema.xsd"/>

<xsd:import namespace="http://www.w3.0rg/2001/04/x mlenc#"
schemalocation="http://www.w3.0rg/TR/xmlenc-core/xe nc-schema.xsd"/>

<xsd:element name="rights" type="o0-ex:rightsType"/ >
<xsd:complexType name="rightsType">

<xsd:element ref="0-ex:context" minOccurs="1" ma xOccurs="1"/>

<xsd:element ref="o0-ex:agreement" minOccurs="1" maxOccurs="1"/>
<xsd:any minOccurs="0" maxOccurs="unbounded" pr ocessContents="lax"/>
</xsd:sequence>

<xsd:attributeGroup ref="0-ex:IDGroup"/>

</xsd:complexType>

<xsd:element name="agreement" type="o-ex:offerAgre eType"/>
<xsd:complexType name="offerAgreeType">
<xsd:sequence minOccurs="1" maxOccurs="1">

<xsd:element ref="0-ex:asset" minOccurs="1" maxO ccurs="unbounded"/>
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<xsd:element ref="0-ex:permission" minOccurs="0" maxOccurs="unbounded"/>

</xsd:sequence>
</xsd:complexType>

<xsd:element name="context" type="o0-ex:contextType ">
<xsd:element name="contextElement" abstract="true" 1>
<xsd:complexType name="contextType">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:any minOccurs="0" maxOccurs="unbounded" pr ocessContents="lax"/>
</xsd:sequence>
<xsd:attributeGroup ref="0-ex:IDGroup"/>
</xsd:complexType>

<xsd:complexType name="inheritType">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element ref="0-ex:context" minOccurs="1" ma xOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<xsd:element name="inherit" type="o-ex:inheritType ">

<xsd:complexType name="assetType">
<xsd:choice minOccurs="0" maxOccurs="unbounded">
<xsd:element ref="0-ex:context"/>
<xsd:element ref="0-ex:inherit"/>
<xsd:element name="digest">
<xsd:complexType>
<xsd:choice minOccurs="0" maxOccurs="unbounded ">
<xsd:element ref="ds:DigestMethod"/>
<xsd:element ref="ds:DigestValue"/>
</xsd:choice>
</xsd:complexType>
</xsd:element>
<xsd:element ref="ds:KeyInfo"/>
</xsd:choice>
<xsd:attributeGroup ref="0-ex:IDGroup"/>
</xsd:complexType>
<xsd:element name="asset" type="0-ex:assetType"/>

<xsd:element name="permission" type="0-ex:permissi onType"/>
<xsd:element name="permissionElement" abstract="tr ue"/>
<xsd:complexType name="permissionType">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:any minOccurs="0" maxOccurs="unbounded" pr ocessContents="lax"/>
</xsd:sequence>
<xsd:attribute name="exclusive" type="xsd:boolean " use="optional"/>
<xsd:attributeGroup ref="0-ex:IDGroup"/>
</xsd:complexType>

<xsd:element name="constraint" type="0-ex:constrai ntType"/>
<xsd:element name="constraintElement" abstract="tr ue"/>
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<xsd:complexType name="constraintType">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:any minOccurs="0" maxOccurs="unbounded" pr
</xsd:sequence>
<xsd:attributeGroup ref="0-ex:IDGroup"/>
<xsd:attribute ref="o-ex:type"/>
</xsd:complexType>
<xsd:attribute name="type" type="xsd:anyURI"/>

<xsd:element name="requirement" type="o-ex:require mentType"/>
<xsd:element name="requirementElement" abstract="t rue"/>
<xsd:complexType name="requirementType">

<xsd:sequence minOccurs="1" maxOccurs="1">

<xsd:any minOccurs="0" maxOccurs="unbounded" pr

</xsd:sequence>

<xsd:attributeGroup ref="0-ex:IDGroup"/>
</xsd:complexType>

<xsd:attributeGroup name="IDGroup">
<xsd:attribute name="id" type="xsd:ID"/>
<xsd:attribute name="idref" type="xsd:IDREF"/>
<xsd:anyAttribute namespace="##other"/>
</xsd:attributeGroup>

</xsd:schema>

ocessContents="lax"/>

ocessContents="lax"/>

Figure 2: ODRL-Mobile profile Expression Language

6.2 ODRL-Mobile profile Data Dictionary

A DRM Agent MUST be able to parse all elementsridiin the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://odrl.net/1.1/OD
ex="http://odrl.net/1.1/ODRL-EX" xmIns:o-dd="http:/
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" elemen
attributeFormDefault="qualified" version="1.1">

<xsd:import namespace="http://odrl.net/1.1/ODRL-EX

<!-- Declare all the Permission Elements of ODRL M

<xsd:element name="display" type="0-ex:permissionT
ex:permissionElement"/>

<xsd:element name="print" type="o0-ex:permissionTyp
ex:permissionElement"/>

<xsd:element name="play" type="o-ex:permissionType
ex:permissionElement"/>

<xsd:element name="execute" type="0-ex:permissionT
ex:permissionElement"/>

<l-- Declare all the Requirements Elements of ODRL

<xsd:element name="tracked" type="o-ex:requirement
ex:requirementElement"/>

<!-- Declare all the Context Elements of ODRL Mobi

RL-DD" xmIns:o-
/odrl.net/1.1/ODRL-DD"
tFormDefault="qualified"

" schemalocation="OMADRMREL.xsd"/>

obile Profile-->
ype" substitutionGroup="0-

e" substitutionGroup="o-
" substitutionGroup="0-

ype" substitutionGroup="0-

Mobile Profile-->
Type" substitutionGroup="o0-

le Profile-->
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<xsd:element name="uid" type="0-dd:uriAndOrString" substitutionGroup="o-
ex:contextElement"/>

<xsd:element name="version" type="xsd:string" subs titutionGroup="0-ex:contextElement"/>

<l-- Declare all the Constraint Elements of ODRL M obile Profile-->

<xsd:element name="individual" type="o0-ex:constrai ntType" substitutionGroup="o-

ex:constraintElement"/>

<xsd:element name="datetime" type="0-dd:dateType" substitutionGroup="o-
ex:constraintElement"/>

<xsd:element name="accumulated" type="xsd:duration " substitutionGroup="0-
ex:constraintElement"/>

<xsd:element name="interval" type="xsd:duration" s ubstitutionGroup="0-
ex:constraintElement"/>

<xsd:element name="count" substitutionGroup="0-ex :constraintElement">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:positivelnteg er'>
<xsd:attributeGroup ref="0-ex :IDGroup"/>
<xsd:attribute ref="o-ex:type"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>

<l-- Declare used types for ODRL Mobile Profile-- >
<xsd:simpleType name="uriAndOrString">

<xsd:union memberTypes="xsd:anyURI xsd:string"/>
</xsd:simpleType>

<xsd:complexType name="dateType">
<xsd:sequence>
<xsd:element name="start" type="o0-dd:dateAndOrTi me" minOccurs="0"/>
<xsd:element name="end" type="0-dd:dateAndOrTime " minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:simpleType name="dateAndOrTime">
<xsd:union memberTypes="xsd:date xsd:dateTime"/>
</xsd:simpleType>
</xsd:schema>

Figure 3: ODRL-Mobile profile Data Dictionary

6.3 OMA Data Dictionary

A DRM Agent MUST be able to parse all elementsmdiin the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<l-

OMA Data Dictionary V2.0 XML Schema

Copyright Open Mobile Alliance Ltd., 2006
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All rights reserved

Terms and conditions of use are available from the
Open Mobile Alliance Ltd. web site at
http://www.openmobilealliance.org/useterms.html
-=>

<xsd:schema targetNamespace="http://www.openmobilea
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmins:
xmins:0-ex="http://odrl.net/1.1/ODRL-EX" xmins:o-dd
xmins:oma-dd="http://www.openmobilealliance.com/oma
attributeFormDefault="qualified">

<xsd:import namespace="http://odrl.net/1.1/ODRL-EX
<xsd:element name="export" substitutionGroup="0-ex
<xsd:complexType>
<xsd:complexContent>

base="xsd:NMTOKEN">
<xsd:enumeration value="move"/>

<xsd:enumeration value="copy"/>

</xsd:attribute>

default="false"/>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
</xsd:element>

<xsd:element name="system" type="0-ex:constraintTy
ex:constraintElement"/>

<xsd:element name="timed-count" substitutionGroup=
<xsd:complexType>
<xsd:simpleContent>

use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
</xsd:schema>

<xsd:attribute name="transcribe" type="xsd:boo

<xsd:attribute name="timer" type="xsd:positive

lliance.com/oma-dd"
ds="http://www.w3.0rg/2000/09/xmldsig#"
="http://odrl.net/1.1/ODRL-DD"

-dd" elementFormDefault="qualified"

" schemalocation="OMADRMREL.xsd"/>
permissionElement">

<xsd:extension base="0-ex:permissionType">
<xsd:attribute name="mode" use="required">
<xsd:simpleType>

<xsd:restriction

</xsd:restriction>

</xsd:simpleType>

lean”

pe" substitutionGroup="0-

"0-ex:constraintElement">

<xsd:extension base="xsd:positivelnteger">

Integer

Figure4: OMA Data Dictionary
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Appendix A. Change History

A.1 Approved Version History

(Informative)

Reference Date
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OMA-TS-DRM-REL-V2_1-20081014-A 14 Oct 2008

Statimanged to Candidate by TP
ref# OMA-TP-2008-0382-INP_DRM_V2_1_ERP_for_Finapproval

A.2 Draft/Candidate Version 2.2 History
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56.1:5.6.10 | OMA-DRM-2010-0164-
CR_REL_V2.2_new_constraint_on_content_resolution
54.1: 54.7 OMA-DRM-2010-0170R01-CR_REL_Games_and_Executal
55.1;5.5.3;
Appendix C
56.1:5.6.11 | OMA-DRM-2010-0177R02-
CR_DRM2.2_REL_Constraint_for_Num_of_Devices
551 554 | OMA-DRM-2010-0147R05-
T T | CR_RELfor_Advertisements_Management
Appendix C
_ OMA-DRM-2010-0157-
5.6.1;5.6.12 CR_REL_V2.2_new_constraint_for_game_support
22 Oct 2010 Appendix B | Agreed CR in Oct 21st
OMA-DRM-2010-0212R01-CR_REL2.2_SCR_supplement
14 Jan 2011 Agreed CRs in CC on Jan 13 2011:
Appendix B OMA-DRM-2011-0001-
CR_Optional_REL_elements_per_AP_1157
5.6.11 OMA-DRM-2010-0241R01-
CR_REL2.2_Editorial_improvement_on_section_5.6.11
55441 OMA-DRM-2010-0244-
' 4 4 ' CR_REL_Make_grace_time_attribute_optional_per_AB311
' OMA-DRM-2010-0240-CR_REL2.2_add_section_4.4
25 Feb 2011 Agreed CRs in Hawii meeting and CCs:
5.6.9 OMA-DRM-2011-0011R01-
CR_REL_Clarifications_on_the_use_of_discrete_elgmen
5.6.10 OMA-DRM-2011-0021-
appendix B CR_REL_updates_on_max_resolutlon_co'nst.ralnt
OMA-DRM-2011-0038-CR_REL_SCR_editorials
OMA-DRM-2011-0037-
CR_REL_Make_KMS_extensions_optional
04 Mar 2011 5.6 Some bug fixes on the DTD.
09 Mar 2011 all Updates in terms of the decisionthe CONRR.
Candidate version 19 Apr 2011 N/A Status changed to Candidate by €P#R
OMA-TS-DRM_REL-V2_2-20110419-C OMA-TP-2011-0136-
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Appendix B.  Static Conformance Requirements (Normative)

B.1 Client Conformance Requirements

Item Function Reference Status Requirement

DRM-REL-GEN-C-001 <rights> element 511 M

DRM-REL-GEN-C-002 <agreement> element 521 M

DRM-REL-GEN-C-003 <asset> element 5.2.2 M

DRM-REL-GEN-C-004 Expression linking 5.2.2.1,522 M

DRM-REL-GEN-C-005 <context> element 5.3.1 M

DRM-REL-GEN-C-006 <version> element 5.3.2 M

DRM-REL-GEN-C-007 <uid> element 5.3.3 M

DRM-REL-GEN-C-008 Permission Model 5.4 M

DRM-REL-GEN-C-009 <permission> element 5.4.1 M

DRM-REL-GEN-C-010 <play> element 5.4.2 M

DRM-REL-GEN-C-011 <display> element 5.4.3 M

DRM-REL-GEN-C-012 <execute> element 544 M

DRM-REL-GEN-C-013 <print> element 5.4.5 M

DRM-REL-GEN-C-014 <export> element 5.4.6,546.1 M

DRM-REL-GEN-C-015 Constraint Model 5.4.7 M

DRM-REL-GEN-C-016 <constraint> element 5.6.1 M

DRM-REL-GEN-C-017 <count> element 5.6.2 M

DRM-REL-GEN-C-018 <timed-count> element 5.6.3,3.5. O

DRM-REL-GEN-C-019 <datetime> element 5.6.4 O DRMIREEN-C-020 AND
DRM-REL-GEN-C-021

DRM-REL-GEN-C-020 <start> element 5.6.4.1 (0]

DRM-REL-GEN-C-021 <end> element 5.6.4.2 (0]

DRM-REL-GEN-C-022 <interval> element 5.6.5 (@]

DRM-REL-GEN-C-023 <accumulated> element 5.6.6 (0]

DRM-REL-GEN-C-024 <individual> element 5.6.7 (@)

DRM-REL-GEN-C-025 <system> element 5.6.8 M

DRM-REL-GEN-C-026 Inheritance model 5.6.9,5.7.1 M

DRM-REL-GEN-C-027 <KeylInfo> element 5.8.1.1 M

DRM-REL-GEN-C-028 <EncryptedKey> element 5.8.1.2 M

DRM-REL-GEN-C-029 <EncryptionMethod> elemen 5.8,6.8.1.3.1 M

DRM-REL-GEN-C-030 <CipherData> element 5.8.14 M

DRM-REL-GEN-C-031 <CipherValue> element 5.8.1.5 M

DRM-REL-GEN-C-032 <RetrievalMethod> element 5.8,h8.1.6.1 M

DRM-REL-GEN-C-033 <digest> element 5.8.2.1 M

DRM-REL-GEN-C-034 <DigestMethod> element 5.8.2.83.3.2.1 M

DRM-REL-GEN-C-035 <DigestValue> element 5.8.2.3 M

DRM-REL-GEN-C-036 ODRL compatibility 5.9 M

DRM-REL-GEN-C-037 Syntax Parsing 6 M

DRM-REL-GEN-C-038 Rights Object evaluation order 1(. M

DRM-REL-GEN-C-039 <tracked> element 5.5.2,55.2.1, M

5.5.2.2

DRM-REL-GEN-C-040 <multicastConfData> element 5838.3 (0]

DRM-REL-GEN-C-041 <access> element 5.4.15.4.7 o MBEREL-GEN-C-042

DRM-REL-GEN-C-042 <access-code> element 5.5.135.5. (0]

DRM-REL-GEN-C-043 Advertisement Management 4.2 (6] MBDREL-GEN-C-044 AND
DRM-REL-GEN-C-051

DRM-REL-GEN-C-044 <AdvertisementPolicy> 5.5.1,55.4 o DRM-REL-GEN-C-045 AND

element DRM-REL-GEN-C-046 AND

DRM-REL-GEN-C-047

DRM-REL-GEN-C-045 <playout> element 554 o DRM-REEN-C-048 AND
DRM-REL-GEN-C-049
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Item Function Reference Status Requirement
DRM-REL-GEN-C-046 <displayout> element 5.5.4 (0] DAL -GEN-C-048 AND
DRM-REL-GEN-C-049
DRM-REL-GEN-C-047 <executeout> element 554 O
DRM-REL-GEN-C-048 <enforcement-duration> 5.5.4 (e}
element
DRM-REL-GEN-C-049 <enforcement-count> element 55.4 (0]
DRM-REL-GEN-C-050 <DeviceNumThresh> element 5.6.6,11 (0]
DRM-REL-GEN-C-051 <discrete> element 5.6.1,5.6.9 (0]
DRM-REL-GEN-C-052 <max-resolution> element 5.6.8.9 O
DRM-REL-GEN-C-053 <execute-level> element 5.6.5,B2 (0]
B.2 Server Conformance Requirements
Item Function Reference Status Requirement
DRM-REL-GEN-S-001 Expression linking 5.2.2.1,5.2.2 M
DRM-REL-GEN-S-002 <version> element 5.3.2 M
DRM-REL-GEN-S-003 <uid> element 5.3.3 M
DRM-REL-GEN-S-004 <play> element 5.4.2 M
DRM-REL-GEN-S-005 <export> element 546,546.1 M
DRM-REL-GEN-S-006 <datetime> element 56.4 M
DRM-REL-GEN-S-007 <start> element 5.6.4.1 M
DRM-REL-GEN-S-008 <end> element 5.6.4.2 M
DRM-REL-GEN-S-009 <interval> element 5.6.5 M
DRM-REL-GEN-S-010 <accumulated> element 5.6.6 M
DRM-REL-GEN-S-011 <system> element 5.6.8 M
DRM-REL-GEN-S-012 Inheritance model 5.6.9,5.7.1 M
DRM-REL-GEN-S-013 Security model 5.8 M
DRM-REL-GEN-S-014 <EncryptedKey> element 5.8.1.2 M
DRM-REL-GEN-S-015 Encryption algorithm 5.8.1.3.1 M
DRM-REL-GEN-S-016 REK referencing 5.8.1.6,581.6. | M
DRM-REL-GEN-S-017 Hash algorithm 5.8.2.2.1 M
DRM-REL-GEN-S-018 ODRL compatibility 5.9 M
DRM-REL-GEN-S-019 Syntax Generation 6 M
DRM-REL-GEN-S-020 <tracked> element 5.5.2,5.5.2.1, M
5.5.2.2
DRM-REL-GEN-S-021 <multicastConfData> element 5.8.8.3 (0]
DRM-REL-GEN-S-022 <access> element 5.4.1,5.4.7 M
DRM-REL-GEN-S-023 <access-code> element 5.5.135.5. M
DRM-REL-GEN-S-024 <AdvertisementPolicy> 5.5.1,55.4 M
element
DRM-REL-GEN-S-025 <playout> element 554 M
DRM-REL-GEN-S-026 <displayout> element 5.5.4 M
DRM-REL-GEN-S-027 <executeout> element 554 M
DRM-REL-GEN-S-028 <enforcement-duration> 5.5.4 M
element
DRM-REL-GEN-S-029 <enforcement-count> element 554 M
DRM-REL-GEN-S-030 <DeviceNumThresh> element 5.6.6,11 M
DRM-REL-GEN-S-031 <discrete> element 5.6.1,5.6.9 M
DRM-REL-GEN-S-032 <max-resolution> element 5.6.5.% M
DRM-REL-GEN-S-033 <execute-level> element 5.6.6, R M
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Appendix C. Examples (Informative)

This appendix contains a number of examples tetiliie the use of Rights Objects.

C.1 Unlimited Play

The rights depicted in this example grant uncoirgdhpermission to play the corresponding DRM Conte
<o-ex:rights

xmins:o-ex="http://odrl.net/1.1/ODRL-EX"

xmIns:o-dd="http://odrl.net/1.1/ODRL-DD"

xmlins:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

o-ex:id="C.1">

<o-ex:context>

<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:play/>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

Note that the CEK inside the <CipherValue> elenieitase64 encoded.

C.2 Preview

The rights depicted in this example grant the rigtdisplay the corresponding Content once, thygémenting the
functionality to test-drive, i.e., preview, Content
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Note that in this example preview functionalityirigplemented as displaying the Content once. Ibissjble to implement
any kind of preview through the use of appropr@iestraints, e.g., limiting the time range duringieth Content can be
displayed through the use of the <datetime> orexiratl> constraints (sections 5.6.4 and 5.6.5).

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.2">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<0-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:display>
<o-ex:constraint>
<o-dd:count>1</o-dd:count>
</o-ex:constraint>
</o-dd:display>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

Note that the CEK inside the <CipherValue> elenieitase64 encoded.

C.3 Multiple permissions for a Multipart DCF

This example describes an example of multiple pgsions within a single Rights Object for a multtdd€F where each
Media Object is assigned an individual ContentThe Rights Object contains two permissions. Thst fine is an

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-DRM-REL-V2_2-20110419-C Page 52 (75)

unconstrained permission to display both Media €bjen the DCF, and the second one is an unconstitgiermission to
print the Media Object. The Rights Object refergach of the two Media Objects in the multipart DigyRheir Content-IDs.
<o-ex:rights

xmins:o0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"

o-ex:id="C.3">

<o-ex:context>

<o-dd:version>2.2</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset o-ex:id="Asset-1">
<o-ex:context>
<o-dd:uid>ContentID1</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<o-ex:asset o-ex:id="Asset-2">
<o-ex:context>
<o-dd:uid>ContentID2</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>

<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
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</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-1"/>
<o-ex:asset o-ex:idref="Asset-2"/>
<o-dd:display/>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-2"/>
<o-dd:print/>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

C.4 Subscription Scenario

The example shown below illustrates the use ofrarftaand child Rights Object to implement a sulpgion scenario by

which a Rights Issuer can extend the validity olimber of Rights Objects and corresponding DRM Euainthrough issuing
a single new Rights Object rather than having tssae all Rights Objects.

The parent Rights Object specifies the <play> Pssion with a <datetime> constraint that ends oril 8. The child
Rights Object specifies that the Permissions anmustCaints should be inherited from the identifiesset> referencing the
parent Rights Object. Once the subscribed DRM Curnigeabout to expire, the Rights Issuer can effily extend the
subscription by issuing a single, new parent Rigtgect with the same subscription URN and an wgntigtatetime>

Constraint, this time set to, e.g., October 31.cNange is required to the child Rights Object;iit wherit the <play>
Permission with the updated end date.

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmIns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.4p">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>SubscriptionGUID</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:end>2004-04-30T23:59:59Z</o-dd:end>
</o-dd:datetime>

</o-ex:constraint>
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</o-dd:play>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

Parent Rights Object referencing DRM Content

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.4c">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:inherit>
<o-ex:context>
<0-dd:uid>SubscriptionGUID</o-dd:uid>
</o-ex:context>
</o-ex:inherit>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
</o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Mject
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C.5 Subscription Scenario with Metering

The example shown below illustrates the use ofrarftaand Child Rights Object to implement a sulpsion scenario by
which a Rights Issuer can extend the validity ofiaber of Rights Objects and corresponding DRM €ainthrough issuing
a single new Rights Object rather than having tssae all Rights Objects. In this scenario thedguires Metering
Information for loyalty collection purposes andtke RI includes the <tracked> element in the Pdré&ht When granting

access to content using the ParentRO the DRM ageatds Metering Information for the DRM Contendagturns this to
the Rl when it receives a Metering Report ROAP gdeig

The parent Rights Object specifies #ay> Permission with adatetime> constraint that ends on April 30. The Child
Rights Object specifies that the Permissions amustCaints should be inherited from the identifi@sset> referencing

the parent Rights Object. Once the subscribed DRt is about to expire, the Rights Issuer céniently extend the
subscription by issuing a single, new parent Rightgect with the same subscription URN and an wgatiedlatetime>

Constraint, this time set to, e.g., October 31.cNRange is required to the child Rights Object;ilt iwherit the <play>
Permission with the updated end date.

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.4p">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>SubscriptionGUID</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o0-dd:end>2006-08-01T23:59:59Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
<o-ex:requirement>
<o-dd:tracked oma-dd:timed="10" oma-dd:conten tAccessGranted="false"/>
</o-ex:requirement>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

Parent Rights Object referencing DRM Content

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
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xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.4c">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:inherit>
<o-ex:context>
<o-dd:uid>SubscriptionGUID</o-dd:uid>
</o-ex:context>
</o-ex:inherit>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
</o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Mject

C.6 Inheritance Scenario

This scenario shows how the inheritance relatiorke/avhen the Parent RO and the Child RO both havépte applicable
<permission> elements.

The Parent Rights Object has one ‘virtual assdéniified by its <uid> which is equal to “ParentAddID”. There are two
permissions applicable to that <asset> element fif$tegives 10 <display> or <play> rights, whehe t<play> is further
constrained to the time interval of Januaty 2006, 00:00:00 UTC to Februars}, 2006, 00:00:00 UTC. The second

permission contains 3 <play> rights and a dispiglytrboth constrained in the time interval Februtty2006, 00:00:00
UTC to March ¥, 2006, 00:00:00 UTC.

<o-ex:rights
xmins:0-ex="http://odrl.net/1.1/ODRL-EX"
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xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5p">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset id="1">
<o-ex:context>
<o-dd:uid>ParentAssetUID</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-ex:constraint>
<o-dd:count>10</o0-dd:count>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<o-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
<o-dd:display>
</o-dd:display>
</o-ex:permission>
<o-ex:permission>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2006-02-01T00:00:00Z</0-dd:start>
<o0-dd:end>2006-03-01T00:00:00Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:count>3</o-dd:count>
</o-ex:constraint>
</o-dd:play>
<o-dd:display>
</o-dd:display>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

Parent Rights Object (not referencing DRM Content)
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The Child Rights Object has two ‘asset’s, thatlsreed to the DRM Content with Contentl2iti:medial23@oma.cdin

The asset with ‘id’ equal to 1 inherits from a RarRights Object’s asset, identified by “ParentAs$B”. The asset with
‘id" equal to 2, does not inherit from a Parent RigyObject.

The Child Rights Object specifies two separate Esions for its asset with ‘id’ equal to 1. Thesfipermission allows
‘play’ between January 152006, 00:00:00 UTC and February™®006, 00:00:00 UTC and ‘print’ between April"™18006,
00:00:00 UTC and May 152006, 00:00:00 UTC, but with the total of ‘plagad ‘print's constrained to 20. The second

permission allows 5 ‘play’s, 8 ‘print’s and 30 ‘glay’s in the period between February"1Z06, 00:00:00 UTC and March
15" 2006, 00:00:00 UTC.

For the asset with ‘id’ equal to 2, it specifieplay’ that is constrained to a total accumulatieaetof 2 hours.
<o-ex:rights

xmins:0-ex="http://odrl.net/1.1/ODRL-EX"

xmins:o-dd="http://odrl.net/1.1/ODRL-DD"

xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

o-ex:id="C.5c">

<o-ex:context>

<o-dd:version>2.2</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset id="1">
<o-ex:context>
<o-dd:uid>cid:medial23@oma.com</o-dd:uid>
</o-ex:context>
<o-ex:inherit>
<o-ex:context>
<o-dd:uid>ParentAssetUID</o-dd:uid>
</o-ex:context>
</o-ex:inherit>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<o-ex:asset id="2">
<o-ex:context>
<o-dd:uid>cid:medial23@oma.com</o-dd:uid>
</o-ex:context>
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<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://Mmww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeyInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<o-ex:permission>
<o-ex:asset idref="1"></o-ex:asset>
<o-ex:constraint>
<o-dd:count>20</o0-dd:count>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2006-01-15T00:00:00Z</o-dd:start>
<o0-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
<o-dd:print>
<o-ex:constraint>
<o-dd:start>2006-04-15T00:00:00Z</0-dd:start>
<o0-dd:end>2006-05-15T00:00:00Z</o-dd:end>
</o-ex:constraint>
</o-dd:print>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset idref="1"></o-ex:asset>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2006-02-15T00:00:00Z</0-dd:start>
<o0-dd:end>2006-03-15T00:00:00Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:count>5</o-dd:count>
</o-ex:constraint>
</o-dd:play>

<o-dd:print>
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<o-ex:constraint>
<o-dd:count>8</o-dd:count>
</o-ex:constraint>
</o-dd:print>
<o-dd:display>
<o-ex:constraint>
<o-dd:count>30</0-dd:count>
</o-ex:constraint>
</o-dd:display>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset idref="2"></0-ex:asset>
<o-dd:play>
<o-ex:constraint>
<o-dd:accumulated>PODT2HOMO0S</0-dd:accumulate d>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Mject

In this constellation, when the DRM Agent is askadaccess to the DRM Content identified by its oD equal to
“cid:medial23@oma.cdimit will compute the following list of possiblegpmissions and permission combinations:

RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)

<0-dd:count>20</o-dd:count>

C5.c/1 ‘play’

and

<o0-dd:datetime>
<0-dd:start>2006-01-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

<0-dd:count>20</o-dd:count>

C5.c/1 ‘print’

and

<o0-dd:datetime>
<0-dd:start>2006-04-15T00:00:00Z</o0-dd:start>
<0-dd:end>2006-05-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

<0-dd:datetime>
<0-dd:start>2006-02-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-03-15T00:00:00Z</0-dd:end>

C5.c/1 ‘play’
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and

| </o-dd:datetime>

<0-dd:count>5</0-dd:count>

C5.c/1 ‘print’

and

<o0-dd:datetime>
<0-dd:start>2006-02-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-03-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

<0-dd:count>8</o-dd:count>

C5.c/1 ‘display’

and

<o0-dd:datetime>
<0-dd:start>2006-02-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-03-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

| <o-dd:count>30</0-dd:count>

C5.c/2 ‘play’

| <0-dd:accumulated>PODT2HOMO00S</0-dd:accumulated>

C5p/1 ‘play’

and

| <o-dd:count>10</o-dd:count>

<o0-dd:datetime>
<0-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

C5p/1 ‘display’

<0-dd:count>10</o-dd:count>

C5p/1 ‘play’

and

<o0-dd:datetime>
<0-dd:start>2006-02-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-03-01T00:00:00Z</0-dd:end>
</o-dd:datetime>

<0-dd:count>3</0-dd:count>

C5p/1 ‘display’

<0-dd:datetime>
<0-dd:start>2006-02-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-03-01T00:00:00Z</0-dd:end>
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| </o-dd:datetime>

Following the steps from the algorithm defined @éation 5.10, the DRM Agent then evaluates thesdte® find the proper
order in which to consider using these permissions.

1. Only valid rights can be considered.

2. Unconstrained rights first.

3. Rights containing a <datetime> constraint are tadesidered first.

4. Rights containing a <datetime> constraint shouldided first in order of expiration.

For this discussion, suppose the DRM Time in theideis January 18 2006, 13:00:00 UTC. Then a number of
possibilities for <permission> elements cannotdtéesfed, because of <datetime> constraints thenat valid at that time.
These are filtered during step 1 of the evaluafidms leaves the following list:

RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)

C5.¢c/1 ‘play’ | <o-dd:count>20</o-dd:count>

and

<o-dd:datetime>
<0-dd:start>2006-01-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

C5.c/?2 ‘pIay’ | <0-dd:accumulated>PODT2HOMO00S</0-dd:accumulated>

C5.p/1 ‘play’ | <o-dd:count>10</o-dd:count>

and

<o0-dd:datetime>
<0-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

csp/1 display’ | <o-dd:count>10</o-dd:count>

Since there are no unconstrained rights, step & doeeliminate any <permission> elements. Stafie3s out any
<permission> elements that do not have <datetinogrsteaints, if any of the <permission> elementshanlist has such a
constraint. This leaves the following list:

RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)

C5.c/1 ‘play’ | <o-dd:count>20</o-dd:count>

and
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<o-dd:datetime>
<o-dd:start>2006-01-15T00:00:00Z</o-dd:start>
<o-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

C5.p/1

‘p| ay’ <0-dd:count>10</o-dd:count>

and

<o-dd:datetime>
<o-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<o-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

Step 4 of the evaluation algorithm now favours tsghith the earliest expiration date. That leavesdnly <permission>
element that is valid and applicable:

RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)

C5.p/1

| <o-dd:count>10</o-dd:count>

xplayy

and

<o-dd:datetime>
<o-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<o-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

When actually consumed, the count state of thdewegl constraint of this <permission> element (ir&t in the Parent
Rights Object) is decremented by one.

C.7 Exporting OMA DRM Content

The examples in this section describe export paiorisfor DRM Content and Rights Object in differepenarios.

C.7.1

Move

<o-ex:rights
xmins:0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/oma -dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5.1">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
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<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:display/>
<o-dd:print/>
<oma-dd:export oma-dd:mode="move" oma-dd:transcr
<o-ex:constraint>
<oma-dd:system>
<o-ex:context>
<o-dd:uid>XYZ</o-dd:uid>
</o-ex:context>
</oma-dd:system>
</o-ex:constraint>
</oma-dd:export>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

000/09/xmldsig#shal"/>

3.0rg/2001/04/xmlenc#kw-aes128"/>

lue>

ibe="false">

C.7.2 Multiple Permissions for Multiple Content Obj  ects

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"

xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5.2">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>

<o-ex:agreement>

xmins:oma-dd="http://www.openmobilealliance.com/oma

-dd"
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<o-ex:asset o-ex:id="Asset-1">
<o-ex:context>
<o-dd:uid>ContentID1</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:asset o-ex:id="Asset-2">
<o-ex:context>
<o-dd:uid>ContentID2</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<o-ex:permission>
<oma-dd:export oma-dd:mode="copy" oma-dd:transcr
<o-ex:constraint>
<o-dd:count>1</o-dd:count>
<o-dd:datetime>
<o-dd:start>2004-01-01T00:00:00Z</o-dd:start>
<o-dd:end>2004-12-31T23:59:59Z</o-dd:end>
</o-dd:datetime>
<oma-dd:system>
<o-ex:context>

000/09/xmldsig#shal"/>

3.0rg/2001/04/xmlenc#kw-aes128"/>

lue>

000/09/xmldsig#shal"/>

3.0rg/2001/04/xmlenc#kw-aes128"/>

lue>

ibe="false">
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<o-dd:uid>XYZ</o-dd:uid>
</o-ex:context>
</oma-dd:system>
</o-ex:constraint>
</oma-dd:export>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-1"/>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2004-01-01T00:00:00Z</o-dd:start>
<o0-dd:end>2004-12-31T23:59:59Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-2"/>
<o-dd:print>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2004-01-01T00:00:00Z</o-dd:start>
<o-dd:end>2004-12-31T23:59:59Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:print>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

C.7.3 Mutual Export
The following is an example RO that can be “mutdadixported among Multi-DRM systems.

The following RO allows export of the DCF identdiby “ContentlD” along with unconstrained displaydgrint
permissions. Export is allowed to either DRM_A dRld_B. When the RO is exported to DRM_A or DRM_Be #export>
permission will also be transcribed such that th&ent can be exported from DRM_A or DRM_B.

<o-ex:rights
xmins:o0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/oma -dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5.1">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>

<o-ex:asset>
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<o-ex:context>
<0-dd:uid>ContentID</o-dd:uid>

</o-ex:context>

<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>

<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>

<ds:KeylInfo>

<xenc:EncryptedKey>

<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>

<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>

<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>

</xenc:EncryptedKey>

</ds:KeylInfo>

</o-ex:asset>

<o-ex:permission>

<o-dd:display/>

<o-dd:print/>
<oma-dd:export oma-dd:mode="move" oma-dd:transcr ibe="true">

lue>

<o-ex:constraint>
<oma-dd:system>
<o-ex:context>

<o0-dd:uid>DRM_A</o-dd:uid>

</o-ex:context>

<o-ex:context>
<o-dd:uid>DRM_B</o-dd:uid>
</o-ex:context>

<o-ex:context>
<o-dd:uid>urn:oma:drms:oma-drm:drm-v2.1</o-d d:uid>
</o-ex:context>
</oma-dd:system>
</o-ex:constraint>
</oma-dd:export>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

C.8 Example — Combinations of Constraint Elements

The rights depicted in this example shows combamatiof constraints to play DRM Content.

<o-ex:rights
xmins:0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">

a-dd"
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<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>

</o-ex:context>

<o-ex:agreement>

<o-ex:asset o-ex:id="Asset-1">
<o-ex:context>
<o-dd:uid>ContentID1</o-dd:uid>
</o-ex:context>

<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2

<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>

000/09/xmldsig#shal"/>

<ds:KeylInfo>

<xenc:EncryptedKey>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>

<xenc:EncryptionMethod Algorithm="http://mww.w

3.0rg/2001/04/xmlenc#kw-aes128"/>
<xenc:CipherData>

<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>

</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>

lue>

<o-ex:permission>
<o-ex:constraint>

<oma-dd:timed-count oma-dd:timer=30>10</oma-dd:

timed-count>
<o0-dd:datetime>

<0-dd:start>2004-01-01T00:00:00Z</o-dd:start>

<0-dd:end>2004-04-30T23:59:59Z</o-dd:end>
</o-dd:datetime>

</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>

<oma-dd:timed-count oma-dd:timer=1800>2</oma-

dd:timed-count>
<o0-dd:datetime>
<0-dd:start>2004-03-01T00:00:00Z</o-dd:start>

<0-dd:end>2004-06-01T23:59:59Z</o-dd:end>
</o-dd:datetime>

</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

The example contains two constraint elements, bbtrhich have to be satisfied in order for the DRglent to grant the

given permission to the user. This paragraph lyriefplains what the spec means bye*stricter of two constraints of the
same type prevails for a given permission element”.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_2-20110419-C Page 69 (75)

In the example there are four constraints that e applied to the <permission>: two <timed-dowonstraints and two
<datetime> constraints. All constraints need tedtisfied. This means that access to the contenbly be granted during
the time when both <datetime> constraints arefgadisas well as the specific semantics of botretirsount constraints.

Here the first <datetime> constraint specifies @ogebetween January'12004, 00:00:00 UTC and April 302004,
23:55:59 UTC. The second <datetime> constraintifipe@ period between March', 12004, 00:00:00 UTC and Jun® 1
2004, 23:59:59 UTC. The period of overlap is betwitarch £, 2004, 00:00:00 UTC and April 802004, 23:59:59 UTC.

During this overlapping period, if ‘play’ accessth® content is requested, it is granted, and imwers start simultaneously.
The first timer is set to expire in 30 seconds,lavttie second timer is set to expire in 1800 sesovthen any of these
timers expires, and the 'play’ access to the cdngestill in effect, then the counter of the <tidheount> element of which
the timer has expired is decreased, and the ‘glegéss remains in effect.

The resulting access can be described as:
+  no access before Marcf, 2004, 00:00:00 UTC
« no access after April 302004, 23:59:59 UTC
« during the period of overlap, Marcf{,22004, 00:00:00 UTC to April 3) 2004, 23:59:59 UTC

o ‘play access for a period greater than 1800 ses@mdranted at most 2 times.

o ‘play access for a period greater than 30 secisgsanted at most 10 times,
o ‘play access for a period of less than 30 secamdsanted without limit,

C.9 Example — Restricting the usage to a Media Pla yer

The rights depicted in this example shows how s$triet the usage of content to the Audio Media Btaynly (thus prevents
the associated content to be installed as a ring}to

<o-ex:rights
xmins:0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset o-ex:id="Asset-1">
<o-ex:context>
<o-dd:uid>ContentID1</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
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<xenc:CipherData>

</xenc:CipherData>

</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:play>

<o-ex:constraint>
<o-dd:system>

<o-ex:context>

</o-ex:context>
</oma-dd:system>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

<xenc:EncryptionMethod Algorithm="http://mww.w

<xenc:CipherValue>EncryptedCEK</xenc:CipherVa

<o0-dd:uid>urn:oma:drms:oma-appl:media-play

3.0rg/2001/04/xmlenc#kw-aes128"/>

lue>

er-consumption-v1.0</o-dd:uid>

C.10 Example — Restricting access to application co

mponents

The rights depicted in this example show how ttrigsaccess individual components of applicationtsas game maps.

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"

xmins:ds="  http://www.w3.0rg/2000/09/xmldsig#

xmlins:oma-dd="http://www.openmobilealliance.com/om

xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="example.1">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset 0-ex:id="game executable”>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w
<ds:Keylnfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:Keylnfo>

000/09/xmldsig#shal"/>

3.0rg/2001/04/xmlenc#kw-aes128"/>
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<xenc:CipherData>
<xenc:CipherValue>Encrypted CEKEncryptingGameA
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<o-ex:asset o-ex:id="map pack”>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w
<ds:Keylnfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>Encrypted CEKEncryptingMapPa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<o-ex:permission>
<o-ex:asset o-ex:idref="game executable”/>
<o-dd:execute/>
</o-ex:permission>
<0-ex:permission>
<o-ex:asset o-ex:idref="map pack’/>
<o-dd:access>
<o-ex:requirement>
<o-dd:access-code>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w
<ds:Keylnfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedAccessCode</xenc:C
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-dd:access-code>
</o-ex:requirement>
</o-dd:access>
</o-ex:permission>

pp</xenc:CipherValue>

000/09/xmldsig#shal"/>

3.0rg/2001/04/xmlenc#kw-aes128"/>

ck</xenc:CipherValue>

3.0rg/2001/04/xmlenc#kw-aes128"/>

ipherValue>
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</o-ex:agreement>

</o-ex:rights>

C.11 Example — Mandating playout of advertisements

The rights depicted in this example show how to dadm playout of advertisments before normal (noregtsement)
content can be played.

<o-ex:rights

xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmIns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmIns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="  http://www.w3.0rg/2000/09/xmldsig#
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

o-ex:id="example.1">

<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset 0-ex:id="Normal Content">
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<o-ex:asset o-ex:id="Advertisement Content #1">
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>

<xenc:EncryptionMethod Algorithm="http://www.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
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<ds:Keylnfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<o-ex:asset o-ex:id="Advertisement Content #2">
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
</o-ex:asset>
<o-ex:permission>
<o-ex:asset o-ex:idref="Normal Content”/>
<o-dd:play>
<o-ex:requirement>
<AdvertisementPolicy>
<o0-dd:playout>

<o0-ex:asset o-ex:idref="Advertisement Co ntent #1"/>
<o0-dd:enforcement-duration oma-dd:grace- time=10>180</0-dd:enforcement-duration>
<0-dd:enforcement-count>2</0-dd:enforcem ent-count>

</o-dd:playout>
<o-dd:displayout>
<o-ex:asset o-ex:idref="Advertisement Co ntent #2"/>
<0-dd:enforcement-duration oma-dd:grace- time=5>5</0-dd:enforcement-duration>
</o-dd:displayout>
</AdvertisementPolicy>
<o-dd:tracked oma-dd:timed="10" oma-dd:contentAcces sGranted="false"/>
</o-ex:requirement>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

C.12 Example — Mandating playout of advertisements

The rights depicted in this example show how to dadm playout of advertisements where the rulesiiforced
advertisements are described in the Parent R@&mabe linked to one or more Child ROs.

<o-ex:rights
xmins:0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
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o-ex:id="C.5p">

<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ParentAssetUID</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o0-ex:permission>
<o-dd:play>
<o-ex:requirement>
<AdvertisementPolicy>
<o-dd:playout>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>Advertisement Content #1</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-dd:enforcement-duration>180</0-dd:enforc
</o-dd:playout>
</AdvertisementPolicy>
</o-ex:requirement>
</o-dd:play>
<o-dd:display>
<o-ex:requirement>
<AdvertisementPolicy>
<o-dd:displayout>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>Advertisement Content #2</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-dd:enforcement-duration>30</0-dd:enfo
</o-dd:displayout>
</AdvertisementPolicy>
</o-ex:requirement>
</o-dd:display>
<o-dd:execute>
<o-ex:requirement>
<AdvertisementPolicy>
<o-dd:executeout>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>Advertisement Content #3</o0-dd:uid>
</o-ex:context>
</o-ex:asset>

</o-dd:executeout>

ement-duration>

rcement-duration>
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</AdvertisementPolicy>
</o-ex:requirement>
</o-dd:execute>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

Parent Rights Object

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5c">
<o-ex:context>
<o-dd:version>2.2</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>cid:medial23@oma.com</o-dd:uid>
</o-ex:context>
<o-ex:inherit>
<o-ex:context>
<o-dd:uid>ParentAssetUID</o-dd:uid>
</o-ex:context>
</o-ex:inherit>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>

000/09/xmldsig#shal"/>

<ds:KeylInfo>
<xenc:EncryptedKey>

<xenc:EncryptionMethod Algorithm="http://mww.w

3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>

<ds:RetrievalMethod URI="REKReference"/>
</ds:Keylnfo>

<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>

lue>

</o-ex:asset>
</o-ex:agreement>
</o-ex:rights>

Child Rights Object referencing the Parent Rights Mject
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