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1. Scope

The SyncML Initiative, Ltd. was a not-for-profit qaoration formed by a group of companies who coraigel to produce an
open specification for data synchronization andaemanagement. Prior to SyncML, data synchroronatind device
management had been based on a set of differaptigtary protocols, each functioning only witherylimited number of
devices, systems and data types. These non-intatdpdechnologies have complicated the tasks esysnanufacturers,
service providers, and developers. Further, afpraliion of different, proprietary data synchrotiiza and device
management protocols has placed barriers to tlemeéet use of mobile devices, has restricted datsaand delivery and
limited the mobility of the users.

The SyncML Initiative merged with the Open Mobiiiance in November 2002. The SyncML legacy sfieations were
converted to the OMA format with the 1.1.2 versioh®©MA SyncML Common, OMA Data Synchronization aD¥A
Device Management in May 2002. The relationshigvben these documents which had been created dhengyncML
Initiative has been preserved and is depictdeéignre 1 OMA SyncML Specification Structure and Rehtionships

Common Specifications
*SyncML Representation
SyncML Server Alerted Notification
*Metalnformation

HTTP Binding
OBEX Binding
WSP Binding
Data Sync Device Management
Specifications Specifications
SyncML Representation - DataSync Usage SyncML Representation - DM Usage
DataSync Protocol Device Management Protocol
*Device Information Device Management Notification
DataObjects-Email, File, Folder DM Standardized Objects

Device Management Security
Device Management Tree

Figure 1 OMA SyncML Specification Structure and Rehtionships

The OMA SyncML Common Specifications Enabler Redeiasludes the following documents:

* SyncML Representation: The XML-based represemagtiotocol which specifies the common XML syntaxian
semantics used by all SyncML protocols. This defithe superset of the DS and DM representatidogots. (*
includes DTD).

* The transport bindings: HTTP, OBEX, WSP. These#p the features REQUIRED for each transporteiods
and receive DS and DM protocol messages.

* The Meta Information associated with a SyncML comdhar data item or collection used by either D&M
(* includes DTD)

* SyncML Server Alerted Notification: The logicatstture and format of the notification messages useall
SyncML server alerted notifications, for both DSIdM.
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The OMA DS (Data Synchronization) Specificationsabler Release includes the following documents:

* SyncML Representation DataSync Usage: The sulbslee €ommon Specifications SyncML Representation
Specification necessary to define the Data Syndhation commands and protocol, with examples and
commentary specific to DS.

» DataSync Protocol: Specifies how SyncML Commonsagss conforming to the DTD are exchanged in doder
allow an OMA DS client and server to exchange aolulit, deletions, updates and other status infoomati

» Device Information: Used to exchange device spedifiormation, including hardware, firmware, softedevels,
available memory, and local databases supportddclgides DTD)

» Data Objects: Email, File, Folder: Each objedtlentified by a unique MIME media type (eg.
application/vnd.omads-email) The objects are either represented by or entatpslin a mark-up language
defined by xml. Meta or state data is includechia tepresentation (eg. Read/Unread, Creation Dage,
Modified Date).

Although the SyncML Common specification definemsport bindings that specify how to use a pawictrthnsport to
exchange messages and responses, the SyncML Corepresentation, synchronization and device managepnetocols
are transport-independent. Each package in theseqots is completely self-contained, and coulgrinciple be carried by
any transport. The initial bindings specified arET?, WSP and OBEX, but there is no reason why Syn€dmmon could
not be implemented using email or message quemést bnly two alternatives. Because the SyncMLlBmon messages
are self-contained, multiple transports could bedusithout either the server or client devices hgib be aware of the
network topology. Thus, a short-range OBEX conmectould be used for local connectivity, with thegsages being
passed on via HTTP to an Internet-hosted synchatioiz server.

To reduce the data size, a binary coding of Syn€éimmon based on the WAP Forum's WBXML is definedsbages
may also be passed in clear text if desired. kahid other ways SyncML Common addresses the bdtidand resource
limitations imposed by mobile devices.

SyncML Common is both data type and data storepeddent. SyncML Common can carry any data type lweén be
represented as a MIME object. To promote interdpkyabetween different implementations of OMA Rat
Synchronization, the specification includes theespntation formats used for common PIM data.

This document specifies the message flows betwatnsynchronization client and server in ordemsuee an inter-
operable solution across all devices.
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except Scope anddatt®mn, are normative, unless they are explidgitiicated to be

informative.

Any reference to components of the SyncML DTD or IXbhippets is specified in thigpeface

3.2

Application

Capabilities exchange

Client

Client Modification

Command

Data

Data collection

data element

Data element equivalence

Data exchange

Data format

Data type

Data synchronization

Data synchronization
protocol

GUID (Global Unique
Identifier)

Definitions

An OMA DS application that supports the OMA DS ji@il. The application can either be the
originator or recipient of the SyncML protocol comnas. The application can act as an OMA DS
client or an OMA DS server.

The OMA DS capability that allows a client and zrto exchange what device, user and
application features they each support.

An OMA DS Client refers to the protocol role whére tapplication issues SyncML "request”
messages. For example in data synchronizatior§yhe SyncML Command in a SyncML
Message.

A modification of an item, which occurs in a clietatabase before the modification is synchronized
to the server database.

A SyncML Command is a protocol primitive. Each SythcCommand specifies to a recipient an
individual operation that is to be performed. Foaraple, the SyncML Commands supported by this
specification include Add, Alert, Atomic, Copy, @&, Exec, Get, Map, Replace, Search, Sequence
and Sync.

A unit of information exchange, encoded for trarssitn over a network.

A data element, which acts as a container of ath& elements, (e.g., {c {{i1, datal}, ... {in,
datan}}}). In OMA DS, data collections are synchioed with each other. See data element.

A piece of data and an associated identifier ferdhta, (e.qg., {i, data}).

When two data elements are synchronized. The eeacantics is defined by a given data
synchronization model.

The act of sending, requesting or receiving a tdata elements.

The encoding used to format a data type. For ex@nohhracters or integers or character encoded
binary data.

The schema used to represent a data object @xtcalendar MIME content type for an iCalendar
representation of calendar information or textftivey MIME content type for a vCard
representation of contact information).

The act of establishing an equivalence betweerdata collections, where each data element in one
item maps to a data item in the other, and thea aequivalent.

The well-defined specification of the "handshakingivorkflow required to accomplish
synchronization of data elements on an originatar r@cipient data collection. The OMA DS
specification forms the basis for specifying anrodata synchronization protocol.

A number assigned to an object in a database. Gidlies are never reused. Note that in practice,
numbers do not have to be unique forever, they MOSY be unique as long as they exist in some
mapping table.
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LUID (Locally Unique

Identifier)

Message

Operation

Originator

Package

Parser

Recipient

Representation protocol

Request

Server

Server alerted notification

Server modification

Slow synchronization

Sync Type

Synchronization anchor

Synchronization data

Synchronization engine

SyncML request message

SyncML response message

Temporary GUID

A number assigned to an object in a database. IMdlDes are only unique locally, i.e., to a
particular OMA DS client database, but MAY be prasen other OMA DS client databases. In this
protocol, the OMA DS client device assigns to ealoject a locally unique, non-reusable identifier,
or LUID. They are unique per device and per apfibca

A SyncML Message is the primary contents of a SyndMckage. It contains the SyncML
Commands, as well as the related data and metexiafmon. The SyncML Message is an XML
document.

A SyncML Operation refers to the conceptual tratisa@achieved by the SyncML Commands
specified by a SyncML Package. For example in #s® ©f data synchronization, "synchronize my
personal address book with a public address book".

The network device that creates a SyncML request.

A SyncML Package is the complete set of commandsealated data elements that are transferred
between an originator and a recipient. The Syncléitkpge can consist of one or more SyncML
Messages.

Refers to an XML parser. An XML parser is not absely required to support SyncML. However,
an OMA DS implementation that integrates an XMLsgarmay be easier to enhance.

This document assumes that the reader has somléfégnivith XML syntax and terminology.

The network device that receives a SyncML requestesses the request and sends any resultant
SyncML response.

A well-defined format for exchanging a particularrh of information. SyncML is a representation
protocol for conveying data synchronization andickevnanagement operations.

A message or a command sent from a device to @noth

An OMA DS Server refers to the protocol role wherapplication issues SyncML "response”
messages. For example in the case of data synehtimm, a Results Command in a SyncML
Message.

The general term for Server Alerter Synchronization

A modification of an item, which occurs in thes@rdatabase before the modification is
synchronized to the client database.

When a data set is synchronized for the first tionestate relating to the synchronization has been
lost, the whole data set MUST be copied from onécgeto the other. Since this can be a time-
consuming operation, this is known as slow syndaedion.

Refers to behavior and direction associated wighsgmchronization session.

A string representing a synchronization event. fiinmat of the string will typically be either a
sequence number or an ISO 8601-formatted extergpedgentation, basic format date/time stamp.

Refers to the data elements within a SyncML Commbné general reference, can also refer to the
sum of the data elements within a SyncML MessadgyocML Package.

The portion of an OMA DS server that can analyziata set and modifications to that data set
made by both OMA DS server and OMA DS client. Tyxechironization engine will implement
policies to enable the detection and resolutioconfflicting changes.

An initial SyncML Message that is sent by an oragor to a recipient network device.

A reply SyncML Message that is sent by a recip@ra SyncML Request back to the originator of
the SyncML Request.

A temporary number assigned by the server to aecobj a database (See also GUID.). Temporary
GUID values are valid till the map operation foe items, with which the temporary GUIDs are
associated, has been received from the clientr &ft the temporary GUID can be erased.
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3.3 Abbreviations

ABNF
DTD
GUID
HTTP
IMEI
LUID
MD5
MSC
MSG
OBEX
URI
URL
WAP
WSP
XML

Augmented Backus-Naur Form [RFC2234]
Document Type Definition

Global Unique Identifier

HyperText Transfer Protocol

International Mobile Equipment Identifier
Local Unique Identifier

Message Digest algorithm version 5 [RFC1321]
Message Sequence Chart

Message

Object Exchange protocol

Uniform Resource Identifier [RFC2396]
Uniform Resource Locator [RFC2396]
Wireless Application Protocol

Wireless Session Protocol

Extensible Markup Language
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4. Introduction

This specification defines a synchronization protdietween an OMA Data Synchronization client aaver in the form of
message sequence charts. It specifies how to esgyticML Representation protocol so that interdjregaclient and server
solutions are accomplished.

As SyncML Initiative joined OMA in 2002, post-20@/ncML releases has been renamed OMA Data Syncefiine you
will find two sets of versions: SyncML 1.0.0, 1.0111.0, 1.1.1, prior to OMA integration, and OMAS[1.1.2 and 1.2, since
OMA integration. SyncML 1.1.1 and OMA DS 1.1.2 vierss are nearly the same. The major changes tela&eolutions
between SyncML 1.0.1 and SyncML 1.1.1, and betw@2®i DS 1.1.2 and OMA DS 1.2. The next sectionsinatthe

main changes made to the protocol since 1.0.1gelédore information can be found in [SyncML_Charigistory]

4.1 Version 1.0 (SyncML 1.0.1)

The SyncML protocol v1.0.1 main features are:

» Different Sync Types

Two-way Sync | A normal sync type in which the client and the semxchange information about
modified data in their devices. The client sendsrtfodification first.

Slow sync A form of two-way sync in which the client and therver exchange all the data from their
database. This type of sync is used for the finst sor after a synchronization failure.
One way sync from| A sync type in which the client sends its modifioas to the server, but the server does

client only not send its modifications back to the client.
Refresh sync from | A sync type in which the client sends all its diaten a database to the server (i.e.
client only backup). The server is expected to replace allidatze target database with the data sent
by the client.
One way sync from| A sync type in which the client gets all modificats from the server but the client does
server only not send its modification to the server.
Refresh sync from | A sync type in which the server sends all its diaden a database to the client (i.e.
server only restore). The client is expected to replace ath dathe target database with the data sent

by the server.
Server Alerted A sync type in which the server alerts the clienpérform sync. That is, the server
Sync informs the client to start a specific type of syvith the server.

e Usage of anchors

»  Mapping of IDs

* Conflict resolution

* Authentication

» Exchange of device capabilities

¢ Device memory management

e Multiple messages in packages

e Sync without separate initialization

e Busy signaling

4.2 Version1.1.2 (OMADS 1.1.2)

The OMA Data Synchronization 1.1.2 (or SyncML 1)Infain changes are:
» Large object handling

» Busy signaling
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This feature is not mandatory anymore for the gerve
* Authentication
The protocol allows 4 additional authenticationesules: X.509 Certificate, SecurlD, SafeWord, DigiRas
*  Number of changes
* MaxObjSize
+ UTC

4.3 Version 1.2 (OMA DS 1.2)

The OMA Data Synchronization 1.2 main changes are:
e Suspend and Resume
» Server Alerted Notification
« Data Sync Record and Field Level Filtering
* Field Level Replace
* Synchronization of hierarchical data objects
* Folder Data Objects
« Email Data Objects
» File Data Objects

4.4 Version 1.2.1 and Version 1.2.2 (OMA DS 1.2.1a nd OMA DS
1.2.2)

In DS 1.2.1, some clarifications about suspendraadme are made.

In DS 1.2.2, DS Management Object is added.
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5. OMA DS Introduction

The purpose of this specification is to define ackyonization protocol using the SyncML Represéogbrotocol
[REPPROQ]. This protocol is called the OMA Data Syrotocol (OMA DS). This specification defines @tocol for
different sync procedures, which can occur betwaesynchronizationclient and a synchronizationseinethe form of
message sequence charts (MSC's). The specificatieers the most useful and common synchronizatiges (Chapters 8 -
12).

5.1 SyncML Framework

This specification can be implemented by usingSfiecML interface from the SyncML Framework (Seeurg?2). Not all
the features of the SyncML Interface need to bdémpented to comply with this specification.

Bpp A
SyncML
$ Framework
SYne : P App B
En{;ine applicationfvnd.syncml :
: Objects  SyncML [Fu i
Syne : " o Adapter | £= . .1 Sync
Server . L Client
Agent : : Agent
‘Transp.-::rt

(¢.g., HTTP { WSP | OBEX)

Figure 2 SyncML Framework

The application “A” depicts a networked servicettheovides data synchronization service for othgliaations, in this case
application “B”, on some networked device. The g@rand device are connected over some common rietremsport,
such as HTTP.

In the figure above, the ‘Sync Engine’ functionalié completely placed onto the OMA DS server sden if some OMA
DS client implementations can in practice providme sync engine functionality, too. The ‘Sync Sergent’ and the
‘Sync Client Agent’ use the protocol defined instpecification and the representation protocolREBU] offered by the
SyncML interface (‘SyncML I/F’) to communicate witach other.

5.2 Device Roles

Figure 3 depicts a synchronization example in wlichobile phone acts as an OMA DS client and aesexsts as an OMA
DS server. The client sends SyncML message induttie data modifications made in the client togbever. The server
synchronizes the data (including possible additioeglaces, and deletions) within the SyncML messagth data stored in
the server. After that, the server returns its rications back to the client.
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OMA DS client OMA DS server

®00 g
=

SyncML message, client modifications

[
>

SyncML message, server modifications THTT

Figure 3 Synchronization Example with Mobile Phoneand Server

The example presented the figure above is verylsinifpwever, this example describes the roles®ftvices in this
specification. That is:

OMA DS Client — This is the device that contains a sync cligetnd and that sends first its modifications togbever. The
client MUST also be able to receive responses tf@OMA DS server. Although the OMA DS client h&says the role to
send its modifications first, in some cases theesezan have a role to initiate synchronizatione @MA DS client is
typically a mobile phone, PC, or PDA device.

OMA DS Server— This is the device, which contains a sync seagent and sync engine, and which usually waitsttiea
OMA DS client starts synchronization and sendsctrents modification to the server. The serverisponsible for
processing the sync analysis when it has recehedlient modifications. In addition, it can beeabd initiate
synchronization if unsolicited commands from theseeto the client are supported on the transpartogol level. Typically,
the OMA DS server is a server device or PC.

5.3 Sync Types

This specification defines seven different synes/prhese are introduced in Table 1.

Table 1 OMA DS Sync Types

Sync Scenario  |Description Reference

Two-way sync A normal sync type in which the client and the server exchange Chapter 9
information about modified data in these devices. The client sends
the modifications first.

Slow sync A form of two-way sync in which all items are compared with each Chapter 9.5
other on a field-by-field basis. In practice, this means that the client
sends all its data from a database to the server and the server does
the sync analysis (field-by-field) for this data and the data in the
server.

One-way sync A sync type in which the client sends its modifications to the server Chapter 10
from client only but the server does not send its modifications back to the client.

Refresh sync A sync type in which the client sends all its data from a database to Chapter 10.3
from client only | the server (i.e., exports). The server is expected to replace all data in
the target database with the data sent by the client.

One-way sync A sync type in which the client gets all modifications from the server Chapter 11
from server only | but the client does not send its modifications to the server.
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Refresh sync
from server only

A sync type in which the server sends all its data from a database to
the client. The client is expected to replace all data in the target
database with the data sent by the server.

Chapter 11.5

Server Alerted
Sync

A sync alert type, which provides the means for a server to alert the
client to perform synchronization. When the server alerts the client, it
also tells it which type of synchronization to initiate.

Chapter 12
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6. Protocol Fundamentals

In this chapter, the common features and requirérfenall sync types are defined.

6.1 Change Log Information

This protocol requires that devices (the client seder) are able to keep tracks of changes that happened between
synchronizations. l.e., they are responsible fointaming the change log information about the rfiodtions associated
with data items of a database. The types of thefinations can be e.qg., replace, addition, andtdeie This protocol does
not specify in which format this change log infotioa is maintained inside devices. However, whamchyonization is
started, the devices MUST be able to specify, whiigta items have changed. To specify the changedtdas, the unique
identifiers are used (See also Chapter 6.3). Tiwate the type of a modification, the different c®ns (e.g., Replace) are
used.

6.1.1  Multiple devices

If a device synchronizes with multiple devices, thenge log information MUST be able to indicatexadifications
related to a previous synchronization with eachaev

6.2 Usage of Sync Anchors

6.2.1  Sync Anchors for Databases

To enable sanity checks of synchronization, thigqarol uses sync anchors (See Definitions) assmtiaith databases (e.qg.,
a calendar database). There are two sync anchestsahd Next (See [META]), which are always serhatinitialization of
sync. The Last sync anchor describes the last éeemt time) when the database was synchronized the point of
sending device and the Next sync anchor descrifgesurrent event of sync from the point of sendlagice. Thus, both the
client and the server send their own anchors th ettter. The sync anchors are sent within the Mdtamation of an Alert
operation by using the Meta Information DTD as wedi by the SyncML Common specifications. The rdngidevice
MUST echo the Next sync anchor back to the transrgitlevice in the Status for the Alert commandtéDaf the Item
element inside Status).

The utilization of sync anchors is implementatipedfic but in order to enable the utilization, tdext sync anchor of
another device needs to be stored until the nexdtsgnization. The server MUST store the Next symchor sent by the
client to enable this utilization.

If the device stores the Next sync anchor, it ig & compare during the next synchronization wlethe sync anchor is the
same as the Last sync anchor sent by another défvibey are matching, the device is able to codelthat no failures have
happened since last sync. If they are not matchimggdevice can request a special action from anatévice (e.g., slow
sync).

The stored sync anchors MUST NOT be updated béf@reynchronization session is finished.

The synchronization session is finished after aaeig not going to send and is not expecting teire any SyncML
messages from other device, and the synchronizatiensuccessful on the Sync command level (i.@ther than 200-class
statuses has been returned for Sync commands)tidgoansport level (directly under SyncML levebmmunication has to
be properly ended before synchronization can be asdinished. If the communication between synetzing devices is not
ended properly according to transport level speaiifon, devices MUST NOT update their sync anchidosvever, if the
interrupted session is to be resumed then the dltiee ‘Next’ anchor MUST be updated (See Secfidr3.2).

6.2.1.1 Example of Database Sync Anchor Usage

In this example, a sync client and server synclzmtwice (sync sessions #1 and #2) with each oftfar the sync session
#1, the persistent memory of the sync client istteBecause of that, the database anchors do riohmiathe sync session
#2, the sync server notifies this, and it initiates slow sync with the client.
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The sync session #1 is started at 10:10:10 AM erLt of October 2001. The previous synchronizationgbethe sync
session #1) was started at 09:09:09 AM on thef®September 2001. At this synchronization sesstmslow sync is not
initiated because the sync anchors match. I.esythe server has the sync event (09:09:09 AM or9'thef September,
2001).

The sync session #2 is started at 11:11:11 AM eri ! of November 2001. Because the memory of the sleotavas
reset after the sync session #1, the sync seriiet@s the slow sync.

In the figure below, both the sync sessions aréctigh Only the initialization phases and the dligync anchors are shown
in the figure.

OMA DS Client OMADS Server | vcccocccoocoooooo -
| | The Sync Server

1
has stored the client 1

Sync Session #1 sync event H
:

1

1

(09:09:09 AM,
9/9/2001).
Pkg #1: Last (20010909T090909Z), Next(20011010T101010Z) | = doocoocccooooo-- i

4

Pkg #2: OK

<

Sync Session #1 completed, the sync server updates the sync anchor.

The persistent storage of the client is reset.

The Sync Server
has stored the client
sync event
(10:10:10 AM,
10/10/2001).

Pkg #1: Last (00000000T000000Z), Next(20011111T1111117) | = Jocccccccceeeeeo :

Sync Session #2

| The sent and the !

Pkg #2: Refresh required ('508") | stored anchors !
< ! do not match. 1
1

<

Figure 4 Example of Sync Anchor Usage

6.2.2 Sync Anchors for Data Items

This protocol does not specify the functionalityttansfer the sync anchors associated with indalidata items. If this
functionality is desired, it MUST be provided ingithe data items if it is included. An examplehis Sequence Number
property of vCalendar, the electronic calendaring scheduling exchange format [IMCVCAL].

6.3 ID Mapping of Data Items

This protocol is based on the principle that thentland the server can have their own ID’s foadetms in their databases.
These ID’s MAY or MAY NOT match with each other. &aise the ID’s can be different, the server MUSThia@n the 1D
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mapping table for items. That is, the server knaugch client ID (LUID) and which server ID (GUID)oints to the same
data item.

Figure 5 shows an example of an ID mapping takikr afynchronization. In this example the mappitetéan the server is
depicted as a separate from the actual database.

Client Device Server Device
Client Database: Server Database:
LUID Data GUID Data
11 Car 1010101 Car
22 Bike 2121212 Bike
33 Truck 3232323 Truck
44 Shoes 4343434 Shoes
Server Mapping Table:
GUID LUID
1010101 11
2121212 22
3232323 33
4343434 44

Figure 5 Example: ID Mapping of Data Items

The LUID’s are always assigned by the client devides means that even if the server adds an itetinet client device, the
client assigns a LUID for this item. In this cale client returns the LUID of the new item to #erver. The Map operation
is used for this. After the Map operation is senthe client, the server is able to update its nrapable with the client
LUID.

When a server is adding a new item to a clieMjUtST NOT send its actual GUID if the size of theéuat GUID is
exceeding the maximum size of the temporary GUIfindd by the client. If size of the actual GUID’sceeds the
maximum size, the server MUST use a smaller temp@&/ID when adding an item to the client. The maxin size of the
temporary GUID is defined in the device informataocument of the client.

If the server has modified an existing item (iaa,item which is on both the devices), the servelSVl identify the item by
using the client LUID for this item, when the madétion (e.g., replace or deletion) is synchroniith the client. In the
case of the client modifications, items are algmtdied with LUID’s, when the modifications arendé¢o the server. The
server can map a LUID to its own GUID by utilizittge mapping table.

6.3.1  Caching of Map Operations

After an OMA DS server has requested one or modéiads to be done by the OMA DS client, and thentlhas completed
these additions to its database and allocated L&A@’ them, the client has a possibility to cadieMap operations
associated with these LUID’s. The client MAY cad¢he Map operations, if the server has explicitiigated that it does not
require a response to its sync message. Howeecligmt is always allowed to send the Map openatizack to the server
immediately after adding the items to the cliertaase. This is the case even if the server hasated that it does not
require a response.

If the map items are cached, the Map operationsemeback to the server at the beginning of aesquEnt synchronization
session (in Pkg #3 from the client to the servEnnt is, the server MUST receive the Map operatlmefsre it is able to
process any client updates related to the itenmswiiich the Map operations are associated.
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If the OMA DS server has the control of a transpoatocol (e.g., acting as a OBEX client), it MUS8Wvays request a
response to the Sync command, which it has sehgtolient. Thus, the server MUST NOT disconneébieit has got a
response to the Sync command from the client.

6.4 Conflict Resolution

Conflicts happen because of modifications on tleestiems on the server and the client databaseseff&ample the same
calendar item has been manually updated on thedidls.) In general a sync engine on the servelvesthem. This
protocol with the SyncML Representation protocalpdes the functionality to notify the client abdbe resolved conflicts.

Although the server is in general assumed to irectheé sync engine functionality, the possibilitattthe client would also
provide some sync engine functionality is not edeld. In this case, the client MAY also resolve tiots. Then, the server
only returns back to the client a notification thatonflict or conflicts have happened and thentlean resolve the conflicts.

There are multiple policies to resolve the condlihd the SyncML Representation protocol provilesstatus codes (See
Chapter 10 in REPPRO) for some common policiessTtithe sync engine of the server resolves aliobnt can send
information about the conflict and how the conflics resolved. This notification happens by usheg$tatus elements. The
example below depicts a case that the server sesiddus to the client.

<Status>

<CmdID>1</CmdID>

<MsgRef>1</MsgRef>

<CmdRef>2</CmdRef>

<Cmd>Replace</Cmd>

<SourceRef>1212</SourceRef>

<Data>208</Data> <l-- Conflict, originator wins >
</Status>

The administration, and how the conflict resolutpmiicy is configured, is out of the scope of thistocol and the SyncML
Representation protocol.

6.5 Security

This protocol requires the support for the basibantication and the MD5 digest access authenticatn the server layer
(i.e., in SyncHdr). Both the sync client and thevee MAY initiate a challenge for authenticationdahe device receiving
the authentication challenge MUST send the authtioz credentials back.

The authentication procedure used by this prot@odéfined in Chapter 7.

6.6 Addressing

6.6.1  Device and Service Addressing

The device or service addressing within the Syn@$hcHdr element is done by using the URI schemiaegfin the
SyncML representation specification. Devices cotekto the Internet constantly, MAY refer to the lkiRsed addressing.
E.g., the source would be:

<Source>
<LocURI>http://www.syncml.org/sync-server</LocURI>
</Source>
Devices, which are, for example, connected tempgraAY prefer to identify themselves with theimm identification
mechanism. E.g., the Source element of a mobileg@kievice could be:
<Source>
<LocURI>IMEI:493005100592800</LocURI>
</Source>
The addressing scheme on the transport level . §P) is independent from the addressing scheme aisthe SyncML
layer and the two schemes do not need to match.
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6.6.2 Usage of RespURI and Re-direction Status Codes

Devices MUST support receiving the RespURI elenasrgpecified in the SyncML Representation Protepetification,
but the support of the re-direction status cod&s{{3s OPTIONAL.

6.6.3 Database Addressing

The database addressing within the SyncML operai®done by using the URI scheme defined in theBy
Representation protocol. Absolute or relative UREs be used for the server and client databasgs tlke source elements
for a server database in these two cases canilaok |

<Sync>...
<Target>
<LocURI>./calendar/james_bond</LocURI>
</Target>

</Sync>
<Sync>
<Target>
<LocURI>http://www.syncml.org/sync-server/calenda r/james_bond</LocURI>
</Target>

</S.&/.nc>
6.6.4  Addressing of Data ltems

The addressing of data items within the SyncML l&lements is done by using the URI-based schenieedieh the
SyncML representation specification. Relative UR&® be used. E.g., the source element for onedteantook like:

<Item>

<Source>
<LocURI>101</LocURI>
</Source>

</ltem>

6.7 Exchange of Device Capabilities

This protocol provides the functionality to exchartge device capabilities during the initializati@ee Chapter 8). The sync
client or the sync server can request the exchange.

The sync client MUST send its device informatiorthte server when the first synchronization is daitd a server or when
the static device information has been updatetérctient. The client MUST also be able to transteitievice information
if the server asks for it. The client SHOULD alsgport the functionality of receiving and procegsihe server device
information and if it does MUST make use of it.

The sync server MUST be able to send its deviagindtion if requested by the client. The server MBpport the
functionality of receiving and processing the didavice information and MUST make use of it whentdy the client or
requested by the server itself.

Implementation consideratioithe exchange of the device information can reghia¢ quite a large amount of data be
transferred over the air. Thus, the devices SHOBLDId requesting the exchange every time when aisyinitialized. In
addition, the devices SHOULD consider whether thegd to send all device specific data if it is clbat another device
cannot utilize it. E.g., if the client indicatesatht does not support the vCard3.0 content forthatserver SHOULD NOT
send the supported properties of vCard3.0 if ipsous it.

6.8 Device Memory Management

This protocol with the Meta Information DTD proviléor the possibility to specify the dynamic memoaypabilities for
databases of a device or for persistent storagedmvice. The capabilities specify how much mentloeye is left for usage.
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The dynamic capabilities can be specified evergtisynchronization is done. The static memoryluéipes are
exchanged when the sync initialization is done (Skeapter 6.7 and Chapter 8).

Although the sending of persistent memory capabidlits optional for both the sync clients and sexviine sync clients
SHOULD send them and the sync servers MAY send thifeansync client does send them then the synes@lUST
respect them.

Below is an example of how the dynamic memory cdipials of a calendar database on a device aresgnted, when the
Sync command is sent.

<Sync>
<CmdID>1</CmdID>
<Target><LocURI>./calendar/james_bond</LocURI></Ta rget>
<Source><LocURI>./dev-calendar</LocURI></Source>
<Meta>
<Mem xmlns="syncml:metinf'>
<FreeMem>8100</FreeMem>
<l--Free memory (bytes) in Calendar database on a device -->
<Freeld>81</Freeld>
<!--Number of free records in Calendar database- >
</Mem>
</Meta>
<Replace>

</R”éplace>

</S.&/.nc>

The database-specific memory elements in the Metaent of the Sync command MUST be associated thétsource
database specified in the Source element of the &mmand and MUST represent the amount of bytgscin be accepted
in terms of the size taken up within the SyncML szege.

6.9 Multiple Messages in Package

This protocol provides the functionality to transéme SyncML package in multiple SyncML messagéss might be
necessary if one SyncML package is too large twdresferred in one SyncML message. This limitatiight be caused
e.g., by the transport protocol or by the limitasmf a small footprint device.

If a SyncML package is transferred in multiple Syihcmessages, the last message in the package MiuRide the Final
element (See REPPRO). Other messages belongihg fiatkage MUST NOT include the Final element. Final element
can only be included when all necessary commanidsip@g to a specific package have been sent. inaédlement MUST
NOT be included if the other end has not closedotieeeding package. E.g., if the server is stilldéeg the package #4 to
the client, the client MUST NOT close the packafep#or to receiving the last message belongindpéogpackage #4. The
exclusion of the Final element is not to be useitidecate that a logical phase is not completehierror occurs.

If a device receives a message in which the Flagli missing and a Sync element for a databaselisded, the device
MUST be able to handle the case that in the nessage, there is another Sync element for the satabake.

The device, which receives the SyncML package @oimig. multiple messages, MUST be able to ask maesages. This
happens by sending an Alert command with a speaiic code, 222 back to the originator of the paek or if there are
other SyncML commands to be sent as a responsé)eitecommand with the 222 alert code MAY be omtitt After
receiving the message containing the Final elentieatAlert command MUST NOT be used anymore.

More messages are not desirable if errors, whiefgort the continuation of synchronization, haveuoe.

The receiver of a package MAY start to send its pexkage at the same time when asking more mesfage the
originator if this makes sense. Thus, in Chapterd3 it is specified which commands or elementsadiowed to be sent
before receiving the final message belonging tackage.

Below, there is depicted an example that the slipatds sending Package #3 in multiple messagesg@sages) and the
server also sends Package #4 in multiple messagasgsages).
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OMA DS Client OMA DS Server

Pkg #3, Msg #1: Status for Init, Some of client modifications

A 4

Pkg #4, Msg #1: Status for client mod's, Alert for next msg

A

Pkg #3, Msg #2: Rest of client mod's, Alert for next msg, Final

A 4

Pkg #4, Msg #2: Status for client mod's, Server mod's, Final

A

Pkg #5, Msg #1: Status for server mod's, (Map operation)

A 4

I I
Figure 6 Example of Sending Multiple Messages in Backage

6.10 Large Object Handling

While synchronizing, object reception can be limib®y two factors: the maximumessagseize the target device can receive
(declared in <MaxMsgSize> tag), and the maximabjectsize the target device can receive (declared iax®bjSize>

tag).

This feature provides a means to synchronize agcbhjhose size exceeds that which can be transhwitiin one message
(e.g. the maximum message size — declared in <Mg$ite> element — that the target device can refeives is achieved
by splitting the object into chunks that will editwithin one message and by sending them contiglyo The first chunk of
data is sent with the overall size of the objedt arkMoreData/> signaling that more chunks wilkskeat. Every subsequent
chunk is sent with a <MoreData/> tag, except fromlast one: the final chunk is sent with no <Maoaidd> tag. The target
device, having received the final chunk, has toaestruct the object and consequently acts aglitéeeived it in one piece
(e.g. apply the requested command). The apptgpstatus MUST then be sent to the originatorodymand on a chunked
object MUST implicitly be treated as atomic, ilee trecipient can only commit the object once alirdts have been
successfully received and reassembled.

If an interruption occurs after either the clienserver receives the first chunk of a large ohjestresumption the overall
remaining size of the object MUST be specifiedhia first chunk of data sent

NOTE 1: This mechanism does not allow sending mileltiarge objects in the same time. A new datacbjJST
NOT be added by a sender to any message untiréviops data object has been completed. If a dgerbis
chunked across multiple messages, the chunks MW@SSEt in contiguous messages. New Sync commands
(i.e. Add, Replace, Delete, Copy, Atomic or Seqegme new Items MUST NOT be placed between chufiks o
a data object.

NOTE 2: The overall remaining size sent in thet fitsunk of resumption is intended to allow resumangession without
the need to re-send the entire object.

6.10.1 Conformance statements:
Clients SHOULD support receiving Large Objects aatdvers MUST support receiving Large Objects.
Supporting Sending Large Objects is optional fahkgients and servers.

A client supporting receiving Large Object MUST [ee the <SupportLargeObjs/> tag in its Devinf.
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Supporting receiving or sending Large Objects iegplionformance constraints for several tags.

TAGS:

- SupportLargObjs [DEVINF]

- MaxObjSize [META]

- MaxMsgSize [META]

- Size [META]

- MoreData [REPPROJ- [DSREPU]

STATUS CODES AND ALERTS:

- Status 213 Chunked item accepted and buffered [REPPRO]

- Alert 222 NEXT MESSAGE [DSPROTO]- [DSREPU]

- Alert 223 End of Data for chunked object not received [SYNCPRO]- [DSREPU]

- Status 424 Size Mismatch [REPPRO)]

- Status 416 Request entity too large [REPPRO]

- Status 411 Size REQUIRED. The requested command MUST be acanieg by byte size or
length information in thiMeta element type [REPPRO)]

If a device supports receiving Large Objects it MUfclare the maximum size of object (<MaxObjSitzg) it is capable
of receiving as Meta information within the Alert 8ync command, as specified in [META].

The device MUST also declare and fill the <MaxMsgSi tag. This tag, also declared as Meta Informaspecifies the
maximum byte size of any response message to a gagiest. Knowledge of both <MaxObjSize> and <MagBize>
allows to compute appropriate data chunk size.

6.10.2 Large Object exchange sequence:

This section illustrates and details the procedsanofe Object Handling. The following figure degiet normal flow when
handling Large Objects between 2 entities: the ti8gnLarge Object Device" and the "Receiving La@gect Device".

Note that these 2 entities can represent a ClieatServer: a Client can send Large Objects toreegebut a Server can send
also Large Objects to a Client.
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Sending LO Device Receiving LO Device

Initialization

(Receiving LO Device Pkg contains <SupportLargeObjs/>, <MaxMsgSize> and <MaxObjSize>)

Msg #1: Sending LO Device sends its first chunk of data

»

(contains <Size> and <MoreData/>)

Figure 7 Example of Sending a Large Object (normatase)

NOTE 1: In the previous diagram, LO means "LarggeC.

NOTE 2: Please refer to the section 6.9 for theaiske Alert 222.
Exchange of a Large Object can be summarized wéHdllowing sequence:
1. During initialization:

1.1. On the sending device side

<Size>
Resp #1: Receiving LO Device ACK analysis
A (Status 213 — « Chunked item accepted and buffered » and Alert 222 — « Next Message »)
Msg #2: Sending LO Device sends its 2nd chunk of data
(contains <MoreData/>)
Resp #2: Receiving LO Device ACK
(Status 213 — « Chunked item accepted and buffered » and Alert 222 — « Next Message »)
Sending of other chunks: same exchanges as Msg #2 / Resp #2
Msg #n: Sending LO Device sends its last chunk of data
(DOES NOT contain <MoreData/>) <Size>
Resp #n: Receiving LO Device ACK comparison
X (Appropriate Status)

1.1.1. Sending device SHOULD use knowledge of the recifsetMaxMsgSize>to determine at what size

segmentation occurs.

1.2. On the receiving device side

1.2.1. Receiving device MUST have declared #&upportLargeObjs/> tag in its Devinf. It MUST also specify

the value of itsMaxMsgSize>and its<MaxObjSize>.
2. When the first chunk of data is transmitted:

2.1. On the sending device side (Msg #1)
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2.1.1. The sender MUST declare in the command elememt4dd, replace) the overall size of the data efeme
content that is going to be sent, using<¢i®ze>sub-element of a Meta element.

NOTE: The <Size> element MUST only be specifiedtfe first chunk of data. If an interruption ocewafter the first
chunk of a large object is received by either tientor server, on resumption the Meta tag, <SiM&ST
once again be specified in the first chunk being as part of the resumed session to indicateitiee s
remaining.

2.1.2. A <MoreData/> empty element MUST be added after the <Data> ateme

2.2. On the receiving device side (Resp #1)

2.2.1. On receipt of a data chunk with thktMoreData/> element, the recipient MUST respond wittSsatus
213 — Chunked item accepted and bufferedand ask for the next message usingAlest 222 mechanism
as defined in section 6.9

Error case behavior:

1- If the Size exceeds tktMaxObjSize> of the recipient, the recipient MUST respond véttstatus 416 -
Requested size too big(the request failed because the specified byteisithe request was too big). The recipient
MUST NOT commit the command.

2- If the recipient gets the first chunk witk&loreData/> element, but neSize>element, or non fille&Size>
element, it MUST respond with"&tatus 411 - Size required". The recipient MUST NOT commit the command.
The sender MAY attempt to retransmit the entiredddject.

3. When extra chunks of data are transmitted:
3.1. On the sending device side (Msg #2)

3.1.1. Meta and Item information SHOULD be repeated orheatsequent message containing chunks of the
same data object.

3.1.2. A <MoreData/> empty element MUST be added after the <Data> ateme
3.2. On the receiving device side (Resp #2)

3.2.1. On receipt of a data chunk with thktMoreData/> element, the recipient MUST respond wittSsatus
213 — Chunked item accepted and bufferedand ask for the next message usingAlest 222 mechanism
as defined in section 6.9

Error Case Behavior:

If the recipient detects a new data object or condrtzefore the previous item has been completeth@ghunk
without the<MoreData/> Element), the recipient MUST respond with"afert 223 — End of Data for chunked
object not received”. TheAlert SHOULD contain the complete source and/or tamgferimation from the original
command to enable the sender to identify the failmdmand.

Note: aStatuswould not suffice here because there would noéssarily be a command ID to refer to. The
recipient MUST NOT commit the new and original coemds. The sender MAY attempt to retransmit theenti
original data object.

4. When the last chunk of data is transmitted:
4.1. On the sending device side (Msg #n)
4.1.1. The last chunk of data MUST NOT be followed witlMoreData/> element.

4.2. On the receiving device side (Resp #n)
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4.2.1. On receipt of the last chunk of the data objed,rdtipient reconstructs the data object fromatsstituent
chunks. It MUST validate that the size of re-canstid object matches the obje@&ize>supplied in the Meta
information by the sender, then apply the requestedmand. The appropriate status MUST then beteent
the originator.

Error case behavior:

If the sizes do not match theri$tatus 424 — Size mismatch’'MUST be sent and the recipient MUST NOT
commit the command. The sender MAY attempt to restmgt the entire data object.

6.10.3 Large Object exchange sequence example:

In this example the client sends a large objectdétition) to the server. The server has declaogghorting Large Objects
handling in its Devinf.

Client initializes a sync session

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>1126272244708</Session|D>
<MsglID>1</MsgID>
<Target>
<LocURI>http://Syncserver.com/sync</LocURI>
</Target>
<Source>
<LocURI>IMEI_number</LocURI>
</Source>
<Cred>
<Meta>
<Format>b64</Format>
<Type>syncml:auth-basic</Type>
</Meta>
<Data>dGVzdDp0ZXNOcHc=</Data>
</Cred>
<Meta>
<MaxMsgSize>3000</MaxMsgSize>
</Meta>
</SyncHdr>
<SyncBody>
<Alert>
<CmdID>1</CmdID>
<Data>201</Data>
<ltem>
<Target>
<LocURI>.ffiles</LocURI>
</Target>
<Source>
<LocURI>file:///Files</LocURI>
</Source>
<Meta>
<Anchor xmins="syncml:metinf">
<Next>1126272244891</Next>
</Anchor>
<MaxObjSize>10000000</MaxObjSize>
</Meta>
</ltem>
</Alert>
<Final/>
</SyncBody>
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</SyncML>
Server Response

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>1126272244708</Session|D>
<MsglID>1</MsgID>
<Target>
<LocURI>IMEI_number</LocURI>
</Target>
<Source>

<LocURI> http://Syncserver.com/sync </LocURI>

</Source>
<Meta>
<MaxMsgSi ze>30000</ MaxMsgSi ze>
</Meta>
</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>

<TargetRef> http://Syncserver.com/sync </TargetR

<SourceRef>IMEI_number</SourceRef>
<Data>212</Data>
</Status>
<Status>
<CmdID>2</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>1</CmdRef>
<Cmd>Alert</Cmd>
<TargetRef>./ffiles</TargetRef>
<SourceRef>file:///Files</SourceRef>
<Data>200</Data>
<ltem>
<Data>
<Anchor xmins="syncml:metinf">
<Next>1126272244891</Next>
</Anchor>
</Data>
</ltem>
</Status>
<Results>
<l-- ... -->
<Item>
<l >
<Data>
<DevInf xmIns="syncml:devinf'>
<l >
<Support LargeChj s/ >
<l >
</DevInf>
</Data>
</ltem>
</Results>
<Alert>
<CmdID>3</CmdID>
<Data>201</Data>
<Item>

ef>
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<Target>
<LocURI>file:///Files</LocURI>
</Target>
<Source>
<LocURI>./files</LocURI>
</Source>
<Meta>
<Anchor xmIns="syncml:metinf'>
<Last>1126271088771</Last>
<Next>1126272246596</Next>
</Anchor>

<MaxCbj Si ze>10000000</ MaxObj Si ze>

</Meta>
</ltem>
</Alert>
<Final/>
</SyncBody>
</SyncML>

The client begins to send a large object

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>1126272244708</Session|D>
<MsgID>2</MsgID>
<Target>

<LocURI>http://Syncserver.com/sync?sid=WO0JAMmYzN

</Target>
<Source>
<LocURI>IMEI_number</LocURI>
</Source>
<Meta>
<MaxMsgSize>3000</MaxMsgSize>
</Meta>
</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<TargetRef>IMEI_number</TargetRef>

<SourceRef>http://Syncserver.com/sync?sid=W0JAMm

<Data>200</Data>
</Status>
<Status>
<CmdID>2</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>3</CmdRef>
<Cmd>Alert</Cmd>
<TargetRef>file:///Files</TargetRef>
<SourceRef>./files</SourceRef>
<Data>200</Data>
<Item>
<Data>
<Anchor xmins="syncml:metinf">
<Next>1126272246596</Next>
</Anchor>
</Data>
</ltem>
</Status>

TZm</LocURI>

YzNTZm</SourceRef>
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<Sync>
<CmdID>3</CmdID>
<Target>
<LocURI>./files</LocURI>
</Target>
<Source>
<LocURI>file:///Files</LocURI>
</Source>
<Add>
<CmdID>4</CmdID>
<Meta>
<Type>application/vnd.omads-file+xml</Type>
<Si ze>2304</ Si ze>
<Version>20050909T094007Z</Version>

</Meta>
<ltem>
<Source>
<LocURI>p10.jpg</LocURI>
</Source>
<Dat a>
<l-- -->
<l-- Big Block O Data Takes Place Here -->
<l-- -->
</ Dat a>
<Mor eDat a/ >
</ltem>
</Add>
</Sync>
</SyncBody>
</SyncML>

Server response : Data chunk is accepted

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>1126272244708</Session|D>
<MsglID>2</MsgID>
<Target>
<LocURI>IMEI_number</LocURI>
</Target>
<Source>
<LocURI>http://Syncserver.com/sync?sid=W0JAMmYzN TZm</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>2</MsgRef>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<TargetRef>http://Syncserver.com/sync</TargetRef >
<SourceRef>IMEIl_number</SourceRef>
<Data>200</Data>
</Status>
<Status>
<CmdID>2</CmdID>
<MsgRef>2</MsgRef>
<CmdRef>3</CmdRef>
<Cmd>Sync</Cmd>
<TargetRef>./ffiles</TargetRef>
<SourceRef>file:///Files</SourceRef>
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<Data>200</Data>
</Status>
<Status>
<CmdID>3</CmdID>
<MsgRef>2</MsgRef>
<CmdRef>4</CmdRef>
<Cmd>Add</Cmd>
<SourceRef>p10.jpg</SourceRef>
<Dat a>213</ Dat a>
</Status>
<Al ert>
<CmdID>4</CmdID>
<Dat a>222</ Dat a>
<Item>
<l >
</ltem>
</Alert>
</SyncBody>
</SyncML>

Client sends the last chunk of the large object

<SyncML xmIns="SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>1126272244708</Session|D>
<MsglID>3</MsgID>
<Target>

<LocURI>http://Syncserver.com/sync?sid=W0JAMmYzN

</Target>
<Source>
<LocURI>IMEI_number</LocURI>
</Source>
<Meta>
<MaxMsgSize>3000</MaxMsgSize>
</Meta>
</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>2</MsgRef>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<TargetRef>IMEI_number</TargetRef>

<SourceRef>http://Syncserver.com/sync?sid=W0JAMm

<Data>200</Data>
</Status>
<Alert>
<CmdID>2</CmdID>
<Data>222</Data>
<ltem>
<Data>Next Message Please</Data>
</ltem>
</Alert>
<Sync>
<CmdID>3</CmdID>
<Target>
<LocURI>./files</LocURI>
</Target>
<Source>

TZm</LocURI>

YzNTZm</SourceRef>
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<LocURI>file:///Files</LocURI>
</Source>
<Add>
<CmdID>4</CmdID>
<Meta>
<Type>application/vnd.omads-file+xml</Type>
<Version>20050909T094007Z</Version>
</Meta>
<ltem>
<Source>
<LocURI>p10.jpg</LocURI>
</Source>
<Dat a>
<l-- -->

<I-- Large Object Ends Here -->
<l-- -->
</ Dat a>
</ltem>
</Add>
</Sync>
<Final/>
</SyncBody>
</SyncML>

6.11 Hierarchical synchronization

Hierarchical synchronization consists in synchrimgza hierarchical data structure on a server eneduivalent on the
client. A hierarchical data structure can be corag@do a tree structure that is composed of:
0 Branches that are links between a node and itdrefnil
o Nodes that contain the information : There aredlkiad of nodes :
- the root node which has no parent
- internal node which has a unique parent

- terminal node (or leaf) a node with no children

One of the most known tree structure is the filemyswhere folders act as nodes and files as leaves

Regarding OMA-DS protocol, hierarchical synchrotizza mechanism is based on the use of <TargetPaeasrd
<SourceParent> element.

The client uses <SourceParent> to specify the LfdiDhe parent of the client's side item.

Depending on the existence of the parent item erclient, the server will use TargetParent or SeRecent :

- If the parent exists on the client , the server thuse the TargetParent tag that will contain thentk
LUID for the parent of the server side's item

- If the parent item doesn't exist on the client, $bever must use the SourceParent tag that witboom
temporary GUID for the parent of the server sideis. This case occurs when the server send iteats t
the client has not mapped yet (eg moving a file mhewly created folder)

As an example we propose in the following a posdildésystem synchronization scenario

We suppose the client and server are synchronitegds mapping table is
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Client's LUID Server's GUID Object name
990 ABCD990 Urgent
995 ABCD995 Work
1000 ABCD1000 Imagel.jpg
1001 ABCD1001 Pictures
1002 ABCD1002 Friends

After the last synchronization the following moddtions were made on the client:

- The folder "NewFolder" has been created at the gbtie filesystem.

- Afile named "NewDocument.doc" has been creatdderi’NewFolder" folder

- The file "Imagel.jpg" has been moved to the "Pestifolder

Regarding the server modifications made are:

- A new folder "ToBeDone" has been created in thdeol'Work"
- Afile "ToDoList.doc" has been created in the foltifEoBeDone"

- Subfolder "Urgent" has been moved to "ToBeDone"

For those new resources the partial mapping tabide expressed as:

Client's LUID Server's GUID Object name
ABCD997 ToBeDone
ABCD998 ToDolist.doc
1003 NewFolder
1004 NewDocument.doc

A subsequent synchronization will produce the felloy package snippets :

Package 3 : Client modifications

;'Sync>
<CmdID>7</CmdID>
<Target>

<LocURI>./FileSystem</LocURI></Target>

<Source>

<LocURI>Files</LocURI></Source>

<Add>

<CmdID>8</CmdID>

<Meta>

<Type xmlns='syncml:metinf'>application/vnd.omad

s-folder+xml</Type>
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</Meta>

<ltem>
<Source><LocURI>1003</LocURI></Source>
<SourceParent><LocURI>/</LocURI></SourceParent>

<Data> Data containing DataObjFolder should be p laced here </Data>
</ltem>
</Add>
<Add>
<CmdID>9</CmdID>
<Meta>
<Type xmlns='syncml:metinf'>application/vnd.omad s-file+xml</Type>
</Meta>
<Item>
<Source><LocURI>1004</LocURI></Source>
<SourceParent><LocURI>1003</LocURI></SourceParen t>
<Data>Data containing DataObjFile should be plac ed here</Data>
</ltem>
</Add>
<Move>
<CmdID>10</CmdID>
<Meta>
<Type xmIns='syncml:metinf>application/vnd.omad s-file+xml</Type>
<Item>
<Source><LocURI>1000</LocURI></Source>
<SourceParent><LocURI>1001</LocURI></SourcePare nt>
</ltem>
</Meta>
</Move>

</Sync>

The client modification package contains:

- An <Add> command with SourceParent containing i &Source> "1003" (creation of "NewFolder" at thet)

- An <Add> command with SourceParent containing "1028& <Source> "1004" (creation of "NewDocument.doc
int the "NewFolder" folder)

- A <Move> command with SourceParent containing "108ad <Source> "1000" (Moving of "imagel.jpg" in
"Pictures")

Package 4: server modifications

<Sync>
<CmdID>17</CmdID>
<Target><LocURI>Files</LocURI></Target>
<Source><LocURI>./FileSystem </LocURI></Source>
<Add>
<CmdID>18</CmdID>
<Meta>
<Type xmIns='syncml:metinf>application/vnd.omad s-folder+xml</Type>
</Meta>
<ltem>
<Source><LocURI>ABCD997</LocURI></Source>
<TargetParent><LocURI>995</LocURI></TargetParent >
<Data> Data containing DataObjFolder should be p laced here </Data>
</ltem>
</Add>
<Add>
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<CmdID>19</CmdID>
<Meta>
<Type xmlns='syncml:metinf'>application/vnd.omad s-file+xml</Type>
<ltem>
<Source><LocURI>ABCD998</LocURI></Source>
<SourceParent><LocURI>ABCD997</LocURI></SourceP arent>
<Data> Data containing DataObjFile should be pl aced here </Data>
</ltem>
</Meta>
</Add>
<Move>
<CmdID>20</CmdID>
<Meta>
<Type xmlns='syncml:metinf'>application/vnd.omad s-folder+xml</Type>
<ltem>
<Target><LocURI>990</LocURI></Target>
<SourceParent><LocURI>ABCD997</LocURI></SourcePa rent>
</ltem>
</Move>
</Sync>

The server modifications package contains:

- An <Add> command with <TargetParent> containing5'9@he client's LUID for the parent of the
"ToBeDone" item)

- An <Add> command with <SourceParent> containing CAB97" (Since the client has not mapped
"ToBeDone" yet we use <SourceParent> and the sside’s parent GUID of "ToDoList.doc")

- A move command with <SourceParent> containing "ABGD' and <Target> containing 990 (Moving
"Urgent" to "ToBeDone")

6.12 Sync without Separate Initialization

Description:
Synchronization can be started without a sepandtalization (See the initialization in Chapter. §his means that the

initialization is done simultaneously with sync.iFlean be done to decrease the number of SyncMkages to be sent over
the air.

Conformance statement:
Clients MAY support the feature "Sync without sejtarinitialization".
Servers MUST support the feature "Sync without sspdnitialization”.

Behaviour description when client and server dol@mgnt the feature:

When the client initiates the synchronization s@ssit combines the Package #1 within the Pack&gd e Alert
command(s) (from the client) in Package #1 is séthtin Package #3, in which the Sync command(skiése placed. The
server MUST combine Package #2 within Package kd.Alert command(s) (from Server) in Package #2ig within
Package #4, in which the Sync command(s) are .

See the example in Examples.

6.12.1 Robustness and Security Considerations

If the client implementation decides to use synthaut a separate initialization, the following cintesations SHOULD be
taken into account:

The client sends its modifications to the servdotwethe server gets the sync anchors from thatclgecause of
this, the client might need to send all data agdime server has a need to request a slow sync.
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- Server sync anchor are not received before sertldenglient modifications. Thus, if the client ne¢dsequest a
slow sync, earlier data, which was sent in Packi&ym the server, was unnecessarily sent and t@lrtzeds to be

sent to server.

- The client sends its modifications to the servdoitgethere is any possibility for the server todén credentials (if
requested) to the client. l.e., the client canrmosibire whether it is communicating with the corsssver.

6.12.2 Example of Sync without Separate Initialization

Here is shown an example, how the client starts sythout a separate sync initialization. Only tpaxckets are shown here
(combination of Packages #1 and #3 and the combimef Packages #2 and #4). Package #5 and #6taw fas defined

in the specification.

Combination of Package #1 and #3

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>4</SessionID>
<MsgID>1</MsgID>
<Target><LocURI>http://www.syncml.org/sync-server
<Source><LocURI>IMEI:493005100592800</LocURI></So
<Cred> <!--The authentication is optional.-->
<Meta><Type xmins='syncml:metinf’>syncml:auth-ba
<Data>QnJ1Y2UyOk9oQmVoYXZI</Data> <!--base64 for
</Cred>
</SyncHdr>
<SyncBody>
<Alert>
<CmdID>1</CmdID>
<Data>200</Data> <!-- 200 = TWO_WAY_ALERT -->
<ltem>
<Target><LocURI>./contacts/james_bond</LocURI><
<Source><LocURI>./dev-contacts</LocURI></Source
<Meta>
<Anchor xmIns="syncml:metinf’>
<Last>234</Last>
<Next>276</Next>
</Anchor>
</Meta>
</ltem>
</Alert>
<Sync>
<CmdID>2</CmdID>
<Target><LocURI>./contacts/james_bond</LocURI></
<Source><LocURI>./dev-contacts</LocURI></Source>
<Meta>
<Mem xmlIns='syncml:metinf’>
<FreeMem>8100</FreeMem>
<!--Free memory (bytes) in Calendar database o
<Freeld>81</Freeld>
<!--Number of free records in Calendar databas
</Mem>
</Meta>
<NumberOfChanges>1</NumberOfChanges>
<Replace>
<CmdID>3</CmdID>
<Meta><Type xmins="syncml:metinf’>text/x-vcard<
<ltem>
<Source><LocURI>1012</LocURI></Source>

</LocURI></Target>
urce>

sic</Type></Meta>
matting of “userid:password”-->

/Target>
>

Target>

n a device -->

e-->

/Type></Meta>
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<Data><!--The vCard data would be placed here.
</ltem>
</Replace>
</Sync>
<Final/>
</SyncBody>
</SyncML>

Combination of Package #2 and #4

<SyncML>

<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>4</SessionID>
<MsglID>1</MsgID>
<Target><LocURI>IMEI:493005100592800</LocURI></Ta
<Source><LocURI>http://www.syncml.org/sync-server

</SyncHdr>

<SyncBody>
<Status>

<CmdID>1</CmdID>

<MsgRef>1</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr

<TargetRef>http://www.syncml.org/sync-server</Ta
<SourceRef>IMEI:493005100592800</SourceRef>
<Data>212</Data> <!--Statuscode for OK, authenti
</Status>
<Status>
<CmdID>2</CmdID>

<MsgRef>1</MsgRef><CmdRef>1</CmdRef><Cmd>Alert</

<TargetRef>./contacts/james_bond</TargetRef>
<SourceRef>./dev-contacts</SourceRef>
<Data>200</Data> <!--Statuscode for OK-->
<ltem>
<Data><Anchor xmIns="'syncml:metinf><Next>276</

</ltem>

</Status>

<Status>
<CmdID>3</CmdID>

<MsgRef>1</MsgRef><CmdRef>2</CmdRef><Cmd>Sync</C

<TargetRef>./contacts/james_bond</TargetRef>
<SourceRef>./dev-contacts</SourceRef>
<Data>200</Data> <!--Statuscode for Success-->
</Status>
<Status>
<CmdID>4</CmdID>

<MsgRef>1</MsgRef><CmdRef>3</CmdRef><Cmd>Replace

<SourceRef>1012</SourceRef>
<Data>200</Data> <!--Statuscode for Success-->
</Status>
<Alert>
<CmdID>5</CmdID>
<Data>200</Data> <!-- 200 = TWO_WAY_ALERT -->
<ltem>
<Target><LocURI>./dev-contacts</LocURI></Target
<Source><LocURI>./contacts/james_bond</LocURI><
<Meta>
<Anchor xmIns="syncml:metinf'>
<Last>20040119T081812Z </Last>
<Next>20040120T093223Z </Next>
</Anchor>
</Meta>
</ltem>
</Alert>
<Sync>

--></Data>

rget>
</LocURI></Source>

</Cmd>
rgetRef>

cated for session-->

Cmd>

Next></Anchor></Data>

md>

</Cmd>

>
/Source>
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<CmdID>6</CmdID>
<Target><LocURI>./dev-contacts</LocURI></Target>
<Source><LocURI>./contacts/james_bond</LocURI></ Source>
<NumberOfChanges>2</NumberOfChanges>
<Replace>
<CmdID>7</CmdID>
<Meta><Type xmins="syncml:metinf’>text/x-vcard< /Type></Meta>
<ltem>
<Target><LocURI>1023</LocURI></Target>
<Data><!--The vCard data would be placed here. --></Data>
</ltem>
</Replace>
<Add>
<CmdID>8</CmdID>
<Meta><Type xmins="syncml:metinf’>text/x-vcard< /Type></Meta>
<ltem>
<Source><LocURI>10536681</LocURI></Source>
<Data><!--The vCard data would be placed here. --></Data>
</ltem>
</Add>
</Sync>
<Final/>
</SyncBody>

</SyncML>

6.13 Suspend and Resume of synchronization session

When a sync session is interrupted it is possiblesume the session from where it was interrupted.

Interruptions can occur in two different ways:

1. User initiated interruption/Pause (Can also be e@was an intentional pause):

This kind of interruption occurs when a user retgi&s pause the current session, thereby resulttog negotiation
phase between client and server to pause the sessio

In order to interrupt the sync session, the cIMAlY send a message containing ‘Interrupt Sync Ses¢Alert 224
SUSPEND) with no client side data items and MAY contaiatgses to server’'s data items. This message caeribe
before receiving the complete package from theeserv

2. Loss of network coverage or phone malfunction (&lap be viewed as an unintentional pause):

This kind of interruption can be due to loss ofwak coverage or phone malfunction or for othernmkn reasons that
lead to an immediate interruption of the sync sesand thus not needing a special alert code ferrimption.

The interruption MAY occur during any of the synahization phases - initialization, or during syratization, or during
mapping. Regardless of which type of interrupticows however, the mechanism to resume a sessiloa sameAlert
225 RESUME).

Implementor’s note: When an intentional interruptiaccurs, which corresponds to the "Suspend” mashmrihe intention
is for the client to acknowledge as many operatagpossible which have occurred prior to the iniption so as to reduce
the number of operations that will need repeatingethe session is resumed.

Although it is the client’s responsibility to recgiex session resumption it is the server thathmfinal say as to wether a
session can truly be resumed. The server alwaythbgwerogative to refuse a session resumpgtetyfs 508 REFRESH
REQUIRED).

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Protocol-V1_2_2-20090319-A Page 40 (96)

The sections that follow more thoroughly explaimigessions can be suspended and resumed.

6.13.1 Interrupting a synchronization session
As mentioned above a sync session can be intedr@tteer intentionally or unintentionally.

The Suspend mechanism allows the clesmd only the client to alert the server that an interruption is gdimgccur. This
interruption can occur at anytime during the syessgon. When suspending a session intentionatlyisrmanner the client
SHOULD attempt to acknowledge the operations ajresgaht prior to the interruption in order to lirtlie number of
operations that may end up being re-sent duringuad resumption.

The flow for an intentional suspend should thereforoceed as follows:
1. The client sends a message with an Alert 224.
2. The server answers to this message by acknowledginglert with a "Status 200".
3. The session is interrupted.

The following figure illustrates the "Suspend” macksm:

OMA DS Clien OMA DS Serve

Previous synchronization sess

Alert 224, no client operation, only statuses for previcelrver operatior

Statuses for Alert 224 and previous client operations, no server oper

l

The synchronization session is interruj

* +

Figure 8: Suspend mechanism

Implementer’s Note:
When requesting the suspend (Alert 224) considefdlfiowing:

o It makes no sense for the message to contain amatigns from the client for the server since ap&umsion is
being requested so the server won’t be able tmat¢hem.

0 An attempt to acknowledge in this message all pegadions that it has already received from theveeland dealt
with does make sense since it will help reduce wieat need to be resent during a future resumption.

o The client shouldn’t perform other server operatiaiter sending the suspension request.

o Invoking an intentional suspension during the [gstkage (pkg #6) with the "Suspend"” mechanism nrakesnse
since the sync is done. It makes more sense twaisfor the end of the sync session.
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When responding to the suspension request coniddollowing:

o It makes no sense for the message to contain arg/ operations for the client since a suspensidreisig
requested so the client won't be able to act omthe

o0 An attempt to acknowledge in this message all pegadions that the server has already received ftioenclient
and dealt with does make sense since it will hetluce what may need to be resent during a futugemetion.

0 The server shouldn’t perform other client operasi@fter this moment.

The following examples illustrate an interruptiar both slow sync and normal sync with the hel@wicML messages.

i Client device initiate synchronization of Conta&@slendar datastore. Due to maximum message $izet is
able to send all contacts modifications, in thiaraple 10 contacts items, but only 5 of 10 calemdadifications.

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>

<VerDTD>1.2</VerDTD>

<VerProto>SyncML/1.2</VerProto>

<SessionID>1</SessionID>

<MsgID>2</MsgID>

<Target>
<LocURI>http://syncserver.com/servlets/SyncML</L ocURI>

</Target>

<Source>
<LocURI>IMEI:004400061769830</LocURI>

</Source>

</SyncHdr>
<SyncBody>
<Status>
<l-- Statuses for SyncHdr and so on --!>
</Status>
<Sync>
<CmdID>4</CmdID>
<Target>
<LocURI>./Contact/Contacts</LocURI>
</Target>
<Source>
<LocURI>./C\System\Data\Contacts.cdb</LocURI>
</Source>

<!I--10/10 Contact items-->
</Sync>
<Sync>
<CmdID>15</CmdID>
<Target>
<LocURI>./Calendar/Calendars</LocURI>
</Target>
<Source>
<LocURI>./C\System\Data\Calendars.cdb</LocURI>
</Source>

<l-- 5/10 Calendar items-->
</Sync>
</SyncBody>
</SyncML>

ii Server responds with statuses of client’s itembswlegie sent in the previous example by the client.
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<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsglID>2</MsgID>
<Target>
<LocURI>IMEI:004400061769830</LocURI>
</Target>
<Source>
<LocURI>http://syncserver.com/servlets/SyncML</L
</Source>

</SyncHdr>
<SyncBody>
<Status>
<!-- Statuses for SyncHdr, Sync, 10/10 contact i
</Status>
</SyncBody>
</SyncML>

ocURI>

tems and 5/10 calendar items --1>

iii User decides to interrupt the sync session andstead of sending the remaining calendar itemsnichlerts
the server to interrupt the session This interaupis an intentional interruption where the usguest for pausing
the ongoing synchronization session. Hence, cNEAET sent an Alert Code — 224, ‘Interrupt Sessiofhe alert
message from client to interrupt sync session MAs6 aontain statuses to server’s data items.

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsglD>3</MsgID>
<Target>
<LocURI>http://syncserver.com/servlets/SyncML</L
</Target>
<Source>
<LocURI>IMEI:004400061769830</LocURI>
</Source>

</SyncHdr>
<SyncBody>
<Status>
<l-- Statuses for SyncHdr and so on --!>
</Status>
<Alert>
<CmdID>1</CmdID>
<Data>224</Data> <!-- Alert code to ‘Interrupt S
<ltem>
<Target>
<LocURI>http://syncserver.com/servlets/SyncML<
</Target>
<Source>
<LocURI>>http://IMEI:004400061769830</LocURI>
</Source>
</ltem>
</Alert>
<Status>
<CmdID>2</CmdID>
<MsgRef>2</MsgRef>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>

ocURI>

ession’ -->

/LocURI>
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<TargetRef>IMEI:004400061769830</TargetRef>

<SourceRef>http://syncserver.com/serviets/SyncML </SourceRef>
<Data>200</Data>
</Status>
</SyncBody>
</SyncML>
iv Server accepts client’s request to interrupt tiesisa by acknowledging to the client’s alert reques

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>

<VerDTD>1.2</VerDTD>

<VerProto>SyncML/1.2</VerProto>

<SessionID>1</SessionID>

<MsglD>3</MsgID>

<Target>
<LocURI>IMEI:004400061769830</LocURI>

</Target>

<Source>
<LocURI>http://syncserver.com/servlets/SyncML</L ocURI>

</Source>

</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>3</MsgRef>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<TargetRef>http://syncserver.com/servlets/SyncML <[TargetRef>
<SourceRef>IMEI:004400061769830</SourceRef>
<Data>200</Data>
</Status>
<Status>
<CmdID>2</CmdID>
<MsgRef>3</MsgRef>
<CmdRef>1</CmdRef>
<Cmd>Alert</Cmd>
<TargetRef>http://syncserver.com/servlets/SyncML </TargetRef>
<SourceRef>IMEI:004400061769830</SourceRef>
<Data>200</Data>
</Status>
</SyncBody>
</SyncML>

At this point client and server can terminate thgsson by disconnecting the transport. Since shaiinterruption of the
session the ‘Last Anchor’ MUST NOT be updated. Aldent and server MUST record that the sessiosiiwerrupted so
that the next session will be a resume insteadnefvasession. In the case of an unintentionalrmpgion, the "Suspend"
mechanism is not used; nevertheless this still tsoas an interruption of the session so the sanudvwie expected. Of
course, if for some reason the client wishes toda slow-sync then it MAY do so by not sendingakant to resume.

6.13.2 Resuming synchronization session

The Resume mechanism provides the possibility-&tag an interrupted session without re-sendihtheloperations that
have received Statuses during the previous symsiosell the operations of the previous sync ses$iat have not been
acknowledged with a Status must be re-sent duhieggsumption.

Whether an interruption occurs intentionally ornientionally, a session can be resumed and theniReswechanism is
strictly the same for these two types of interroptiThe resumption of a session is allowed foSgfic types and is identical.
The client is always the originator of a resumption
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The following figure illustrates the "Resume" megisan when the resumption is accepted by the twessjdormal case):

OMA DS Clien OMA DS Serve

Previous sync session was interrupted (intentigrmaliunintentionally

Initialization pkg from client, wit Alert 225 instead of Sync tyf

A 4

Initialization pkg from servemyith Status 200 for Alert 225 and thesame
Sync type Alert as in the previous interrupted session

<
«

The synchronization session is resumed.

All operations of the previous session that haeeired Statuses are no-sent

* *

Figure 9: Resume mechanism

Resuming a session:

The "Resume" mechanism is composed of the following steps in the case where both client and server accept the
resumption (normal case):

1. The client sends its initialization package for a new session with an Alert 225 instead of the Sync type.
The ID used for this session MUST be different from the previous interrupted one. The Last Anchor value
MUST NOT have been updated since the previous session and does not need to be sent. The Next
Anchor MUST be updated and MUST be sent.

2. The server answers to this message by acknowledging the Alert 225 with a "Status 200" in its
initialization package. This package MUST also contain an Alert with the same sync type code used in
the previous interrupted session. As for the client, the Last Anchor value MUST NOT have been updated
since the previous session and does not need to be sent. The Next Anchor MUST be updated and MUST
be sent.

3. The session is resumed: the remaining operations of the previous session are sent (i.e. all the previous
operations that have not been acknowledged with a Status). The operations that have received Statuses
during the previous session MUST NOT be re-sent.

Note that if the interruption has occurred after fiinst chunk of a large object is received by eitthe client or server, on
resumption the Meta tag, <Size>, MUST be used #med in section 6.10.

What must be sent during a resumption:

The operations that must be sent or re-sent during the resumption depend on the moment when the interruption
has occurred, considering in addition that some modifications can occur at both sides during the interruption:

Case 1: The interruption has occurred during the initialization phase
(Pkg #1 or Pkg #2)

Additional requirements: instead of resuming, the client MUST launch a new sync session with the same sync
type as the previous attempt, since no operation has been sent during the previous session. Therefore, all the
operations MUST be sent again during the new sync session. All the modifications that have occurred at both
sides during the interruption MUST also be taken into account during the new sync session.
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Implementors Note: Since such a suspension occurs before anything has actually happened which could change
the state of either the client or server since the last time they sync’d it should be treated as if if it never happened.
The client should simply try again. There is nothing really to resume. Neither Clients nor Servers should consider
the need for a slow sync in such situations.

Case 2: The interruption has occurred during the phase where the client was sending its modifications to
the server (Pkg #3)

During the resumption, the client MUST send the remainder of package #3, i.e. all the client operations that the
server has not acknowledged with a Status during the first interrupted sync session. Additional requirements: the
client MUST include inside the resumed session all the modifications that have occurred client side during the
interruption. The server MUST send all its operations during the resumed session, including all the modifications
that have occurred server side during the interruption.

Case 3: The interruption has occurred during the phase where the server was sending its modifications to
the client (Pkg #4)

During the resumption, the server MUST send the remainder of the package #4, i.e. all the server operations that
the client has not acknowledged with a Status during the first interrupted sync session.

Additional requirements:

--the server MUST include inside the resumed session all the modifications that have occurred server side
during the interruption.

--Servers MUST maintain the temporary identifiers for the entire synchronization. This means when a
session is interrupted during an Add operation from server to client, during resuming the session, server MUST
use the same temporary identifiers as used in the interrupted session. Also, if an Add from server to the client has
been successful and if the session is interrupted then client MUST send the ‘Map’ operation during the resume
session. (See the reference to “Caching of Maps” in Case 4 below)

--The client MUST NOT include inside the resumed session the modifications that have occurred client
side during the interruption (as Pkg #3 has already been successfully processed). The client is expected to send
an empty pkg #3 with a final tag. * In this case, two situations are possible:

Conflict with the server:  The client modifications that have occurred during the interruption lead to a
conflict when the server sends to the client the rest of the pkg #4. For example, the user has modified an item's
field that the server also modifies with a command during the resumption. In this situation,

-either the client decides not to let the server modifications win, and sends status code (409)
(Conflict. The requested command failed because of an update conflict between the client and server versions of
the data) in response to the server command for the item that was the source of the conflict, and continues to
process the rest of the updates, then afterward, launches a new 2-way sync with the conflicting data item(s).

- OR the client decides to let the server modification supersedes its own modifications, and end up in
the situation below (no conflict anymore) and MUST act as described below :

No conflict with the server.  The client modifications that have occurred during the interruption do not
lead to a conflict when the server sends to the client the rest of the pkg #4. In this situation, the client MUST
launch a new Two Way Sync session just after the resumption, in order to synchronize these client modifications,
and to ensure that the client and the server data stores will be equivalent.

*Implementor’'s note: The decision to ban sending client updates in the resumed session after server
has started to send pkg #4 was made in 1.2 to avo ___id the potential ambiguities of some of the edge ca____ses
where both client and server have updated the same item.

Case 4: The interruption has occurred during the Mapping phase
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(Pkg #5 or Pkg #6)

Additional requirements:

The client MUST use the Alert code 225 as specified in the "Resume" mechanism, in order to resume the
session;

The client MUST send the remainder of the Map operations inside the resumed session, i.e. all the Map
operations that have not been acknowledged by the server with a Status during the first interrupted
session, using the mechanism defined in the section "Caching of Maps Operations" (see [DSPRO-
1.2], section 6.3.1: "The Map operations are sent back to the server at the beginning of a subsequent
synchronization session (in Pkg #3 from the client to the server).")

Both client and server MAY include inside the resumed session all the modifications that have occurred
at the client side or at the server side during the interruption. The Mapping regarding these new
modifications MUST be done at the end of the resumed session. OR the client MAY allow the seesion to
end fully and then initiate a new sync to send the new changes.

Refusing to Resume a session:

Additional requirements: the client and the server MUST always request a Slow Sync type after an interrupted
session which is not resumed, in order to ensure that the two data stores will be consistent after the sync session.

Either the client or the server can refuse resuming the session, but the mechanism is not the same for the two

sides:

The client is allowed not to resume an interrupted session. In that case, the client initiates a new session
with a Slow Sync type, by inserting the appropriate Alert code 201 instead of the Alert code 225.
Additional requirement: the client MUST NOT request a sync type different from a Slow Sync in that case.
When the Alert code 225 is not used, the server MUST understand that the session is not resumed, and
that a new Slow Sync session is starting.

The server is allowed to refuse to accept the client’s request to resume an interrupted session. In that
case, the server answers to the Alert 225 sent by the client with a Status 508 "Refresh required" in the
server initialization package. Additional requirement: the server MUST use either the Alert code 201
(Slow Sync) or 205 (Refresh Required) in this server's package in order to force a Refresh in that case.
After the reception of a Status code 508, the client MUST understand that the server refuses to resume
the session, and that a new Slow Sync or Refresh session is starting.

The following table summarizes the different Status and Alert codes that the server can potentially use in its
answer to a Resume request sent by the client, as well as the expected client behaviour:

Status Alert code Meaning Client behaviour
code
200 Same Sync type code The resumption of the The client MUST resume the
as in the previous session is accepted by both interrupted session.
interrupted session client and server
200 Sync type code different | NOT POSSIBLE The client MUST end the
from the previous resumed session in failure with

interrupted session one | The serveris not OMA DS | 4 relevant error status code
1.2 compliant in that case

508 Slow Sync type The server refuses to resume | The client MUST perform a
code 201 the session and forces a Slow | Slow Sync
Sync.
508 Sync type code The server refuses to resume | The client MAY accept the
205 the session and indicates the | override or end the resumed
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new Sync type it wants to session in failure with a
use. relevant error status code

In an enterprise
environment, there are
times when the server
would prefer a “Refresh
from Server” type of Sync
(Alert 205) rather than a full
Slow Sync (Alert 201). The
use case for this is when
the client device type is
known to corrupt data (eg.
May use vcal only and may
introduce oddities in
representation of
exceptions to recurring
events which MUST NOT be
propagated to the server
datastore.)

Table 2: Status and Alert codes used by the servarhen the client tries to resume a session

The following examples illustrate resumption fottbslow sync and normal sync with the help of Syhalessages.

Resuming of the sync session can be indicateding @& Alert code for ‘Resume session’ during thigidlization phase i.e.
package 1 and package 2.

Client initiated slow-sync:

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>

<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<Session|D>2</Session|D>
<l--Session id is NOT the same as the previous in terrupted session-->
<MsgID>1</MsgID>

</SyncHdr>
<SyncBody>
<Alert>
<CmdID>1</CmdID>
<Data>225</Data> <!-- Alert code to ‘Resume Se ssion’ -->
<ltem>
<Target>
<LocURI>./Contact/Contacts</LocURI>
</Target>
<Source>
<LocURI>./C\System\Data\Contacts.cdb</LocURI>
</Source>
<Meta>
<Anchor xmIns='syncml:metinf>
<Next>20021101T124234Z</Next> <!-- Updated -- >
</Anchor>
</Meta>
</ltem>
</Alert>

!Final/>
</SyncBody>
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</SyncML>

The alert code for ‘Resume Sync Session’ doesaraiam the sync type of previous session, whiagteisessary to know
prior to sending and receiving the <Sync> commatdsen the client requires a resumption to the sethie latter can
choose to either accept the request or to rejectiit order to force a refresh sync. If the selecepts the request, it MUST
use the same sync type as for the interruptedmsedsit rejects the request, it MUST reply wittetstatus code 508.

If the status code for ‘Resume Sync Session’ iB@‘'3uccess’, alert for sync type in server’s reseois used by the server
to indicate the type of sync being resumed. Ifdtatus code for ‘Resume Sync Session’ is 508 ‘RbfRequired’ then alert
for sync type is used by the server to indicatenths sync type.

The following code snippets elaborate how the sexeeepts or rejects the resume alert and bas#dthbimdicates the
relevant sync-type, which is either the previoussgm’s sync-type or forces a refresh sync.

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>2</SessionID>
<MsgID>1</MsgID>

</S.&/.ncHdr>
<SyncBody>

<Status>
<CmdID>2</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>1</CmdRef>
<Cmd>Alert</Cmd>
<TargetRef>./.Contact/Contacts</TargetRef>
<SourceRef>./C\System\Data\Contacts.cdb</SourceR ef>
<Data>200</Data> <!--Server Accepts to Resume pr evious Sync Session
OR Server Rejects to Resume, instead forces a Refresh, status 508-->
<ltem>
<Data>
<Anchor xmIns='syncml:metinf'>
<Next>20021101T124234Z</Next>
</Anchor>
</Data>
</ltem>
</Status>
<Alert>
<CmdID>3</CmdID>
<Data>201</Data> <!—Server uses the previous Syn c type OR -->
<l—Server uses 201, which is not similar to the resuming previous slow-sync
session. The difference being that server has r ejected to Resume the previous
slow-sync (status to alert for resume MUST be 5 08) and has forced a ‘Refresh’
i.e. a full slow-sync, instead.-->
<ltem>
<Target>
<LocURI>./C\System\Data\Contacts.cdb</LocURI>
</Target>
<Source>
<LocURI>./Contact/Contacts</LocURI>
</Source>
<Meta>
<Anchor xmIns='syncml:metinf'>
<Last>1</Last> <!-- Not updated -->
<Next>2</Next> <!-- Updated -->
</Anchor>
</Meta>
</ltem>
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</Alert>
<Final/>

</SyncBody>
</SyncML>

6.14 Busy Signaling

If the server is able to receive the data fromdient but it is not able to process the requesi(s) reasonable tirhafter
receiving the modifications from the client, theve SHOULD send information about that to thermi@ his happens by
sending the Busy Status package back to the client.

After the client has received a busy signal fromdbrver, the client MAY ask for the sync resudtel or start the
synchronization from the beginning. If the clietdrss the synchronization from the beginning itast’ sync anchor MUST
NOT be updated.

If the server has sent the busy status to thetdied it does not get a request from the clieat,(Result Alert), the server
MUST assume that the client has stopped the synidation and start the synchronization from theitn@igg. The server
MUST NOT update its ‘Last’ sync nor the client ‘Negync anchors.

6.14.1 Busy Status from Server

Informing the client that the server is busy happey sending the Busy Status package to the cli¢ig.can be sent before
any package is completely received. The Busy Staukage MUST NOT be used to return status infdomatlated to any
individual data items or command which are in SyodyBof the client request.

The requirements for the elements within the Busyus package are:
1. Requirements for the elements within the SyncHemelnt.
The value of the VerDTD element MUST be ‘1.2’
The value of the VerProto element MUST be ‘SyncMR/1
Session ID MUST be included to indicate the ID afyac session.

MsgID MUST be used to unambiguously identify thessage belonging to a sync session and travelimg fro
the server to the client.

The Target element MUST be used to identify thgahdevice.
The Source element MUST be used to identify thecsodevice and service.
2. The Status element for the SyncHdr MUST be includeslyncBody.

The status code (101, in progress) MUST be retuwitidn the Status for the command sent by thentli€he
status is returned for the SyncHdr command.

3. The Final element MUST NOT be used for the message.

6.14.1.1 Example of Busy Status

<SyncML>
<SyncHdr>

! This time is dependent e.g. on the transport podtvansferring SyncML messages.
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<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsglD>2</MsgID>

<Target><LocURI>IMEI:493005100592800</LocURI></Ta rget>
<Source><LocURI>http://www.syncml.org/sync-server </LocURI></Source>
</SyncHdr>
<SyncBody>
<Status>

<CmdID>1</CmdID>
<MsgRef>2</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr </Cmd>
<TargetRef>http://www.syncml.org/sync-server</Ta rgetRef>
<SourceRef>IMEI:493005100592800</SourceRef>
<Data>101</Data> <!--Statuscode for Busy-->
</Status>
</SyncBody>
</SyncML>

6.14.2 Result Alert from Client

The result alert is sent to ask results to therfeetsage which was sent to the server. This is bpsending a Result Alert
package from the client to the server. A messagigimthis package has the following requirements.

1. Requirements for the elements within the SyncHemelint.
The value of the VerDTD element MUST be ‘1.2’
The value of the VerProto element MUST be ‘SyncMR/1
Session ID MUST be included to indicate the ID afyac session.

MsgID MUST be used to unambiguously identify thessage belonging to a sync session and travelimg fro
the client to the server.

The Target element MUST be used to identify thgdtdevice and service.
The Source element MUST be used to identify thecsodevice.
2. The Alert element MUST be included in SyncBody. fehare the following requirements for this Alertmlent.
CmdID MUST be used.
The Item element is used to specify the serverth@adlient device.
The Data element is used to include the Alert cdthe. alert code is ‘221’ (Sedert Codes).
3. The Final element MUST NOT be used for the message.

If the server is still busy, when it receives tRissult Alert from the client, it MUST again retuire Busy Status with the
‘101’ status code back to client. The status cedessociated with the SyncHdr and the Alert comnsamd by the client.

6.14.2.1 Example of Result Alert

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsgID>3</MsgID>

<Target><LocURI>http://www.syncml.org/sync-server </LocURI></Target>
<Source><LocURI>IMEI:493005100592800</LocURI></So urce>
</SyncHdr>
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<SyncBody>
<Alert>
<CmdID>1</CmdID>
<Data>221</Data>
<ltem>
<Target><LocURI>http://www.syncml.org/sync-serv er</LocURI></Target>
<Source><LocURI>IMEI:493005100592800</LocURI></ Source>
</ltem>
</Alert>
</SyncBody>
</SyncML>
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7. Authentication

In this chapter, the authentication procedureglafimed for the basic and MD5 digest access autaiun. Both of them
MUST be supported by the devices conforming to spiscification.

7.1 Authentication Challenge

If the response code to a request (message or consad01 (‘Unauthorized’) or 407 (‘Authenticatioequired’), the
request requires authentication. In this caseSthaus command to the request MUST include a Gbalent (See
[DSREPU]). The Chal contains a challenge applicébkbe requested resource. The device MAY repeatequest with a
suitable Cred element (See [DSREPU]). If the reqakesady included the Cred element, then the 48ponse indicates that
authorization has been refused for those credential

Both, the sync client and the sync server can ehgé for authentication.

If the 401 response (i.e., Status) contains theesarallenge as the prior response, and the usat hge already attempted
authentication at least once, then the user SHOb Presented the entity that was given in the respcsince that entity
might include relevant diagnostic information.

If the response code to a request is 212 (‘Autlatitin accepted’), no further authentication isdeekfor the remainder of
the synchronization session. In the case of the MiD&st access authentication, the Chal elemenhoaever be returned.
Then, the next nonce in Chal MUST used for thegstigdnen the next sync session is started.

If a request includes security credentials andésponse code to the request is 200, the samentisddeMUST be sent
within the next request. If the Chal element iduded and the MD5 digest access authenticatioraisdated, a new digest is
created by using the next nonce. In the case dfiib® digest access authentication, the Chal eleweamthowever be
returned. The next nonce in Chal MUST used wheméx request is sent.

Once authentication has occurred, the authenticéyjme for a security layer MUST be kept same ffigrwhole session.

In case of authentication failure (either the uband/or password was wrong or authentication wasdated) requirements
are:

The response message indicating the authenticiiloine on server layer (see chapter 7.3) contaig Status
commands (i.e. Put, Get etc. commands MUST NOTpbeified in the response). A Status command MUST be
provided for every command received in the request.

In case the session is continued, the next messagaining the proper credentials MUST containau&t for the
SyncHdr, MUST have the same SessionID than thaquswnessages and the message MUST be sent to the
RespURYI, if it was specified in the response intiligathe authentication failure.

7.2 Authorization

The Cred element MUST be included in requests (ageser command), which are sent after receivingl@ieor 407
responses if the request is repeated. In additican be sent in the first request from a devidke authentication is
mandated through pre-configuration. The contethefCred element is specified in [DSREPU]. The entication type is
dependent on the challenge (See the previous chaptihe pre-configuration.

7.3 Server Layer Authentication

When the authentication is considered, this prdtowndates only the support for the authenticatiothe server layer (in
the SyncHdr element). l.e., the authenticatiorhefderver layer MUST be supported by the deviceptying with this
specification.

The authentication on the server layer is accometisoy using the Cred element in SyncHdr and theuStommand
associated with SyncHdr. Within the Status commé#émelchallenge for the authentication is carriedefined earlier. The
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authentication can happen both directions, i.e.sinc client can authenticate itself to the swrees and the sync server
can authenticate itself to the client.

7.4  Authentication of Database Layer

The authentication of the database layer SHOULBUmported by the device complying with this speaifion. The
authentication on the database layer is accomplibgaising the Cred element in the Alert and Symamands (See the
[DSREPU].) and the Status command associated tétbet commands. Within the Status command, theecigalfor the
authentication is carried as defined earlier. Tihentication can happen both directions, i.e. sihe client can

authenticate itself to the sync server and the sgneer can authenticate itself to the client (Aferd Sync command are sent
both directions).

7.5 Authentication Examples

7.5.1 Basic authentication with a challenge

At this example, the client tries to initiate symith the server without any credentials (Pkg #X)e Berver challenges the
client (Pkg #2) for the server layer authenticatibhe client MUST send Pkg #1 again with the créidén The server
accepts the credentials and the session is autheedi (Pkg #2). In the example, commands in SyngBoe not shown
although in practice, they would be there.

Pkg #1 from Client

<SyncML>

<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionI|D>1</SessionID>
<MsgID>1</MsgID>
<Target><LocURI>http://www.syncml.org/sync-server </LocURI></Target>
<Source><LocURI>IMEI:493005100592800</LocURI></So urce>

</SyncHdr>

<SyncBody>

</S.$/.ncBody>
</SyncML>

Pkg #2 from Server

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsgID>1</MsgID>

<Target><LocURI>IMEI:493005100592800</LocURI></Ta rget>
<Source><LocURI>http://www.syncml.org/sync-server </LocURI></Source>
</SyncHdr>
<SyncBody>
<Status>

<CmdID>1</CmdID>
<MsgRef>1</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr </Cmd>

<TargetRef>http://www.syncml.org/sync-server</Ta rgetRef>
<SourceRef>IMEI:493005100592800</SourceRef>
<Chal>
<Meta>
<Type xmIns='syncml:metinf’>syncml:auth-basic< [Type>
<Format xmIns="syncml:metinf>b64</Format>
</Meta>
</Chal>
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<Data>407</Data> <l--Credentials missing-->

</Status>

</S&/.ncBody>
</SyncML>

Pkg #1 (with credentials) from Client

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsglID>2</MsgID>
<Target><LocURI>http://www.syncml.org/sync-server
<Source><LocURI>IMEI:493005100592800</LocURI></So
<Cred>
<Meta><Type xmins="syncml:metinf’>syncml:auth-ba
<Data>QnJ1Y2UyOk9oQmVoYXZl</Data> <!—base64 form
</Cred>
</SyncHdr>
<SyncBody>

</S.$/.ncBody>
</SyncML>

Pkg #2 from Server

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsglID>2</MsgID>
<Target><LocURI>IMEI:493005100592800</LocURI></Ta
<Source><LocURI>http://www.syncml.org/sync-server
</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>2</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr
<TargetRef>http://www.syncml.org/sync-server</Ta
<SourceRef>IMEI:493005100592800</SourceRef>
<Data>212</Data>
<l--Authenticated for session-->
</Status>

</S.$/.ncBody>
</SyncML>

</LocURI></Target>
urce>

sic</Type></Meta>
atting of “userid:password”-->

rget>
</LocURI></Source>

</Cmd>
rgetRef>

At this example, the client initiates the synchmation by sending credentials with the Pkg#1, amdes may include its

credentials into the Pkg#2.

Pkg #1 (with credentials) from Client

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsglID>2</MsgID>
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<Target><LocURI>http://www.syncml.org/sync-server </LocURI></Target>
<Source><LocURI>IMEI:493005100592800</LocURI></So urce>
<Cred>

<Meta><Type xmins='syncml:metinf’>syncml:auth-ba sic</Type></Meta>

<Data>QnJ1Y2UyOk9oQmVoYXZl</Data>
<l—base64 formatting of “userid:password”-->
</Cred>
</SyncHdr>
<SyncBody>

</S.$/.ncBody>
</SyncML>

Pkg #2 (with credentials) from Server

<SyncML>

<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsglID>2</MsgID>
<Target><LocURI>IMEI:493005100592800</LocURI></Ta rget>
<Source><LocURI>http://www.syncml.org/sync-server </LocURI></Source>
<Cred>

<Meta><Type xmiIns="syncml:metinf’>syncml:auth-ba sic</Type></Meta>
<Data>QnJ1Y2UyOk9oQmVoYXZl</Data> <!—base64 form atting of “userid:password”-->

</Cred>

</SyncHdr>

<SyncBody>

<Status>
<CmdID>1</CmdID>
<MsgRef>1</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr<  /Cmd>
<TargetRef>http://www.syncml.org/sync-server</Tar getRef>
<SourceRef>IMEI:493005100592800</SourceRef>
<Data>212</Data>
<l--Authenticated for session-->

</Status>

;'/SyncBody>
</SyncML>

7.5.2 MDS5 digest access authentication with a challenge

At this example, the client tries to initiate symith the server without any credentials (Pkg #X)e Berver challenges the
client (Pkg #2) for the server layer authenticatibhe authentication type | is now the MD5 digestess authentication. The
client MUST send Pkg #1 again with the credentile server accepts the credentials and the seisstmthenticated (Pkg
#2). Also, the server sends the next nonce tolteetcwhich the client MUST use when the next sgassion is started. In
the example, commands in SyncBody are not showowdth in practice, they would be there.

Pkg #1 from Client

<SyncML>

<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsgID>1</MsgID>
<Target><LocURI>http://www.syncml.org/sync-server </LocURI></Target>
<Source>

<LocURI>IMEI:493005100592800</LocURI>

</Source>

</SyncHdr>

<SyncBody>
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</S.&/.ncBody>
</SyncML>

Pkg #2 from Server

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsgID>1</MsgID>

<Target><LocURI>IMEI:493005100592800</LocURI></Ta rget>
<Source><LocURI>http://www.syncml.org/sync-server </LocURI></Source>
</SyncHdr>
<SyncBody>
<Status>

<CmdID>1</CmdID>
<MsgRef>2</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr </Cmd>

<TargetRef>http://www.syncml.org/sync-server</Ta rgetRef>
<SourceRef>IMEI:493005100592800</SourceRef>
<Chal>
<Meta>
<Type xmins="'syncml:metinf'’>syncml:auth-md5</T ype>
<Format xmlIns="syncml:metinf’>b64</Format>
<NextNonce xmIns="syncml:metinf>Tm9uY2U=</Nex tNonce>
</Meta>
</Chal>
<Data>407</Data>
<l--Credentials missing-->
</Status>
</SyncBody>
</SyncML>

Pkg #1 (with credentials) from Client

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsglD>2</MsgID>
<Target><LocURI>http://www.syncml.org/sync-server </LocURI></Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
<LocName>Bruce2</LocName> <!-- userld -->
</Source>
<Cred>
<Meta><Type xmIns="syncml:metinf>syncml:auth-md 5</Type></Meta>
<Data> Zz6EivR3yeaaENCRN6IpAQ==</Data>
<l-- Base64 coded MD5 for user “Bruce2”, passwor d “OhBehave”, nonce “Nonce” -->
</Cred>
</SyncHdr>
<SyncBody>

</S.&/.ncBody>
</SyncML>

Pkg #2 from Server

<SyncML>
<SyncHdr>
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<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>1</SessionID>
<MsglD>2</MsgID>
<Target><LocURI>IMEI:493005100592800</LocURI></Ta
<Source><LocURI>http://www.syncml.org/sync-server
</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<TargetRef>http://www.syncml.org/sync-server</Ta
<SourceRef>IMEI:493005100592800</SourceRef>
<Chal>
<Meta>
<Type xmins='syncml:metinf'’>syncml:auth-md5</T
<Format xmlIns="syncml:metinf’>b64</Format>
<NextNonce xmlns="syncml:metinf’>LG3iZQhhdmKNH
<l—This nonce is used at the next session.-->
</Meta>
</Chal>
<Data>212</Data> <!—Authenticated for session-->
</Status>

</S&/.ncBody>
</SyncML>

rget>
</LocURI></Source>

rgetRef>

ype>

g==</NextNonce>
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8. Sync Initialization

The sync initialization implies that the actual slgronization (See Chapters 9-11), i.e., the symerncands, can also be
transmitted and processed. Prior to the sync liziéiton, the OMA DS server might alert the cli¢ottrigger
synchronization with it (See Chapter 12) but trogsinot remove the need for the initialization. $hec initialization has
the following purposes:

To process the authentication between the cliethtlad server on the SyncML level.
To indicate which databases could be synchronineldadnich protocol type could be used.
To enable the exchange of service and device d#jeshi

The two first ones are done by using the Alert camdhof the SyncML Representation protocol. TheseSWlde supported
by the client and the server.

The exchange of service capabilities is done Hizing the Put and Get commands of the SyncML Regméation protocol
and the Device Information DTD (See also Chaptéy.6.

The initialization procedure is depicted in theufig below. Some parts of the procedure (some reggpran be included in
the actual synchronization messages if it is neggss

User OMA DS Client OMA DS Server

I I I
< Client and server configured properly to enable communication with each other >

Sync order

Pkg #1: Client Initialization package to server

A 4

Pkg #2: Server Initialization package to client

P
<

Sync will continue according for the sync type(s) defined in the Alert commands.

Pkg #3: Sync package including the completition of the Sync
initialization.

»
»

Figure 10 MSC of Synchronization Initialization

The arrows in all figures in this document repréesmcML packages, which can include one or morssages. The
package flow presented above is one OMA DS sesBatrmeans that all messages have the same OMAE®a ID.

The purpose and the requirements for each of tblkegges in the figure above are considered in tlesextions.

8.1 Initialization Requirements for Client

As described in the previous chapter, the clieetseo inform the server which databases it wansymchronize and which
type synchronization is desired. Optionally, ther can also include the authentication infornratiad the service
capabilities information into this initialization.

The databases, which are desired to be synchrqraredhdicated in the separate Alert commands.foeeach database, a
separate Alert command MUST be included in the Bguly. In addition, the Alert command is used tolexwye the sync
anchors.
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The synchronization type is indicated in the Ammmand. See the alert code\ert Codes.

The authentication information, if it is includedJST be placed inside the Cred element in the SyincHither the Basic or

the MD5 Digest credential type can be used.

The service capabilities can be sent by using the®mmand in the SyncBody element. The client MUglude service

and device information, which is applicable frore bevice Information DTD, in the data to be serth®server. The client

can also ask the service capabilities of the seilee Get command is used for this operation.

The detailed requirements for the sync initialiaatpackage (Pkg #1 in Figure 10) from the clienhserver are:

1.

2.

3.

4.

Requirements for the elements within the SyncHemelint.
The value of the VerDTD element MUST be ‘1.2’

The VerProto element MUST be included to specifyskinc protocol and the version of the protocok Th
value MUST be ‘SyncML/1.2’ when complying with thépecification.

Session ID MUST be included to indicate the ID afyac session.

MsgID MUST be used to unambiguously identify thesssge belonging to a sync session and travelimg fro

the client to the server.

The Target element MUST be used to identify thgdadevice and service.
The Source element MUST be used to identify thecsodevice.

The Cred element MUST be included if the authetitioas needed.

The Alert element(s) for each database to be spnéted MUST be included in SyncBody and the follogvi
requirements exist.

CmdID MUST be used.

NoResp SHOULD NOT be specified with the Alert conmeha

The Data element is used to include the Alert cdthe. alert code is defined Adert Codes.
Target in the Item element is used to specify &nget database.

Source in the Item element is used to specify tluece database.

The sync anchors of the client MUST be includedpecify the previous and current (Last and Nextgsy
anchors (See also Chapter 6.2.1). The sync anehearried inside the Meta element in the Itermeld.

If the service capabilities are sent from the dlierthe server, the following requirements for vé command in
the SyncBody exist.

CmdID MUST be used.

The Type element of the Metalnf DTD MUST be incldde the Meta element of the Put command to indicat

that the type of the data is the type of the Delidermation DTD.
The Source element in the Item element MUST haveze ‘./devinf12’.
The Data element is used to carry the device amnicseanformation data.

If the service capabilities are requested fromstirwer, the following requirements for the Get candhin the
SyncBody exist.

CmdID MUST be used.
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- The Type element of the Metalnf DTD MUST be incldde the Meta element of the Get command to indicat
that the type of the data is the type of the Delnfermation DTD.

- The Target element in the Item element MUST havalae ‘./devinf12'.

5. The Final element MUST be used for the messagehihithe last in this package.

8.1.1 Example of Sync Initialization Package from Client

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>4</SessionID>
<MsgID>1</MsgID>

<Target><LocURI>http://www.syncml.org/sync-server </LocURI></Target>
<Source><LocURI>IMEI:493005100592800</LocURI></So urce>
<Cred>

<!--The authentication is optional.-->

<Meta><Type xmiIns="syncml:metinf’>syncml:auth-ba sic</Type></Meta>

<Data>QnJ1Y2UyOk9oQmVoYXZI</Data>
<!--base64 formatting of “userid:password”-->
</Cred>
<Meta>
<!l-- The Meta is now used to indicate the maximu m SyncML message size -->
<l-- that the client can receive. -->
<MaxMsgSize xmIns="syncml:metinf’>5000</MaxMsgSi ze>
</Meta>
</SyncHdr>
<SyncBody>
<Alert>
<CmdID>1</CmdID>
<Data>200</Data> <!-- 200 = TWO_WAY_ALERT -->
<ltem>
<Target><LocURI>./contacts/james_bond</LocURI>< /Target>
<Source><LocURI>./dev-contacts</LocURI></Source >
<Meta>
<Anchor xmIns="syncml:metinf’>
<Last>234</Last>
<Next>276</Next>
</Anchor>
</Meta>
</ltem>
</Alert>
<Put>
<CmdID>2</CmdID>
<Meta>
<Type xmlns="syncml:metinf’>application/vnd.syn cml-devinf+xml</Type>
</Meta>
<ltem>
<Source><LocURI>./devinfl12</LocURI></Source>
<Data>
<DevInf xmIns="syncml:devinf>
<Man>Big Factory, Ltd.</Man>
<Mod>4119</Mod>
<OEM>Jane’s phones</OEM>
<FwV>2.0e</FwV>
<SwV>2.0</SwV>
<HwWV>1.22I</HwV>
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<Devld>1218182THD000001-2</Devld>
<DevTyp>phone</DevTyp>
<UTC/>
<SupportLargeObjects/>
<SupportNumberOfChanges/>
<DataStore>
<SourceRef>./contacts</SourceRef>
<DisplayName>Phonebook</DisplayName>
<MaxGUIDSize>32</MaxGUIDSize>
<Rx-Pref>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
</Rx-Pref>
<Tx-Pref>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
</Tx-Pref>
<CTCap>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
<Property>
<PropName>BEGIN</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>END</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>VERSION</PropName>
<ValEnum>2.1</ValEnum>
</Property>
<Property>
<PropName>N</PropName>
</Property>
<Property>
<PropName>TEL</PropName>
<MaxOccur>5</MaxOccur>
<PropParam>
<ParamName>TYPE</ParamName>
<ValEnum>VOICE, CELL</ValEnum>
<ValEnum>VOICE, HOME</ValEnum>
</PropParam>
</Property>
<Property>
<PropName>NOTE</PropName>
<MaxOccur>1</MaxOccur>
<MaxSize>255</MaxSize>
<NoTruncate/>
</Property>
<Property>
<PropName>PHOTO</PropName>
<MaxOccur>1</MaxOccur>
<PropParam>
<ParamName>TYPE</ParamName>
<ValEnum>JPEG</ValEnum>
</PropParam>
</Property>
</CTCap>
<SyncCap>
<SyncType>01</SyncType>
<SyncType>02</SyncType>
<SyncType>07</SyncType>
</SyncCap>
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</DataStore>
</DevInf>
</Data>
</ltem>
</Put>
<Get>
<CmdID>3</CmdID>
<Meta><Type xmlns="syncml:metinf’>application/vn d.syncml-devinf+xml</Type></Meta>
<ltem>
<Target><LocURI>./devinfl2</LocURI></Target>
</ltem>
</Get>
<Final/>
</SyncBody>
</SyncML>

8.2 Initialization Requirements for Server

When the server has received the Initializatiorkpge from the client, it completes the initialipatiphase by responding to
the client from the server perspective. To complle¢einitialization, the server sends its authextion information, sync
anchors, and device information back to the cliaigo, the server MUST accept the sync type.

The detailed requirements for the sync initialiaatpackage (Pkg #2 in Figure 4) from the servéhécclient are:
1. Requirements for the elements within the SyncHemelnt.
The value of the VerDTD element MUST be ‘1.2’

The VerProto element MUST be included to specifyskinc protocol and the version of the protocok Th
value MUST be ‘SyncML/1.2’ when complying with thépecification.

Session ID MUST be included to indicate the ID afyac session.

MsgID MUST be used to unambiguously identify thessage belonging to a sync session and travelimg fro
the server to the client.

The Target element MUST be used to identify thgaadevice and service.
The Source element MUST be used to identify thecsodevice.
The Cred element MUST be included if the authetitods needed.

2. The Status MUST be returned for the Alert commaertt by the client if the client requested the resgo This can
be sent before Package #1 is completely received Chapter 6.9).

If the client is not authenticated to use the sErvihe sync type is wrong (e.g., slow sync neeaedjome
other error occurs, the server MUST return an doothat.

The next sync anchor of the client MUST be includethe Data element of Item (See 6.2.1).

3. If the client sent the device information to thevee, the server MUST be able to retrieve themthedStatus
MUST be returned for that command. This can be Befutre Package #1 is completely received.

4. |If the client requested the device informationhs server, the Results element MUST be returneid.cem be sent
before Package #1 is completely received.

The Type element of the Metalnf DTD MUST be incldde the Meta element in the Results element to
indicate that the type of the data is the typehefDevice Information DTD.

The Source element in the ltem element MUST havad#e ‘./devinfl2’.

The Data element is used to carry the device amicsdnformation of the server.
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5. The Alert element(s) for each database to be spmited MUST be included in SyncBody and the follogvi
requirements exist.

CmdID MUST be used.
NoResp SHOULD NOT be specified with the Sync comdhan

The Data element is used to include the alert ciédeis is different that the alert code sent bg tlient, the
client SHOULD follow this when synchronization isrginued.

Target is used to specify the target database.
Source is used to specify the source database.

The sync anchors of the server MUST be includespazify the previous and current (Last and Nextrsy
anchors of the server (See also Chapter 6.2.1).

6. If the service capabilities were not asked by fient, the server MAY send them to the client bingshe Put
command. The following requirements for the Put o@nd in the SyncBody exist.

CmdID MUST be used.

The Type element of the Metalnf DTD MUST be incldde the Meta element of the Put command to indicat
that the type of the data is the type of the Delnfermation DTD.

The Source element in the Item element MUST havawe ‘./devinfl2’.
The Data element is used to carry the device anitsanformation data of the server.

7. If the client did not send its service capabilitiesl the server needs to receive them, the seawmeregjuest those by
using the Get command. The following requiremeatgtie Get command in the SyncBody exist.

CmdID MUST be used.

The Type element of the Metalnf DTD MUST be incldde the Meta element of the Get command to indicat
that the type of the data is the type of the Delnfermation DTD.

The Target element in the Item element MUST havalae ‘./devinf12’.
8. The Final element MUST be used for the messagehihithe last in this package.

To complete the sync initialization from the cliside, the client MUST respond to the commandsr{Ap®ssible Put and
Get) sent by the server. The Status elements andabult element associated with the commandseagtbirned in the first
package occurring in actual synchronization (RBi@crkage #3 in Two-way synchronization and One-waglsronizations.

8.2.1 Example of Sync Initialization Package from Server

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>4</SessionID>
<MsgID>1</MsgID>
<Target><LocURI>IMEI:493005100592800</LocURI></Ta rget>
<Source><LocURI>http://www.syncml.org/sync-server </LocURI></Source>
<Cred> <!--The authentication is optional.-->
<Meta><Type xmins='syncml:metinf’>syncml:auth-ba sic</Type></Meta>
<Data>QnJ1Y2UyOk9oQmVoYXZI</Data> <!--base64 for matting of “userid:password”-->
</Cred>
</SyncHdr>
<SyncBody>
<Status>
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<CmdID>1</CmdID>
<MsgRef>1</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr
<TargetRef>http://www.syncml.org/sync-server</Ta
<SourceRef>IMEI:493005100592800</SourceRef>
<Data>212</Data> <!--Statuscode for OK, authenti
</Status>
<Status>
<CmdID>2</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>1</CmdRef>
<Cmd>Alert</Cmd>
<TargetRef>./contacts/james_bond</TargetRef>
<SourceRef>./dev-contacts</SourceRef>
<Data>200</Data> <!--Statuscode for OK-->
<Item>
<Data>
<Anchor xmIns="syncml:metinf'>
<Next>276</Next>
</Anchor>
</Data>
</ltem>
</Status>
<Status>
<CmdID>3</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Put</Cmd>
<SourceRef>./devinf12</SourceRef>
<Data>200</Data> <!--Statuscode for OK-->
</Status>
<Results>
<CmdID>4</CmdID>
<MsgRef>1</MsgRef><CmdRef>3</CmdRef>
<Meta><Type xmins="syncml:metinf’>application/vn
<ltem>
<Source><LocURI>./devinfl2</LocURI></Source>
<Data>
<DevInf xmIns="syncml:devinf’>
<Man>Small Factory, Ltd.</Man>
<Mod>Tiny Server</Mod>
<OEM>Tiny Shop</OEM>
<Devld>485749KR</DeviId>
<DevTyp>Server</DevTyp>
<UTC/>
<SupportLargeObjects/>
<SupportNumberOfChanges/>
<DataStore>
<SourceRef>./contacts</SourceRef>
<DisplayName>Addressbook</DisplayName>
<Rx-Pref>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
</Rx-Pref>
<Rx>
<CTType>text/vcard </CTType>
<VerCT>3.0</VerCT>
</Rx>
<Tx-Pref>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
</Tx-Pref>
<Tx>
<CTType>text/vcard</CTType>
<VerCT>3.0</VerCT>

</Cmd>
rgetRef>

cated for session-->

d.syncml-devinf+xml</Type></Meta>

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Protocol-V1_2 2-20090319-A

Page 65 (96)

</Tx>
<CTCap>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
<Property>
<PropName>BEGIN</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>END</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>VERSION</PropName>
<ValEnum>2.1</ValEnum>
</Property>
<Property>
<PropName>N</PropName>
</Property>
<Property>
<PropName>TEL</PropName>
<MaxOccur>8</MaxOccur>
<PropParam>
<ParamName>TYPE</ParamName>
<ValEnum>VOICE, CELL</ValEnum>
<ValEnum>VOICE, HOME</ValEnum>
<ValEnum>FAX, HOME</ValEnum>
</PropParam>
</Property>
<Property>
<PropName>NOTE</PropName>
<MaxOccur>1</MaxOccur>
<MaxSize>1024</MaxSize>
<NoTruncate/>
</Property>
<Property>
<PropName>PHOTO</PropName>
<MaxOccur>1</MaxOccur>
<PropParam>
<ParamName>TYPE</ParamName>
<ValEnum>JPEG</ValEnum>
<ValEnum>GIF</ValEnum>
</PropParam>
</Property>
</CTCap>
<CTCap>
<CTType>text/vcard</CTType>
<VerCT>3.0</VerCT>
<Property>
<PropName>BEGIN</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>END</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>VERSION</PropName>
<ValEnum>3.0</ValEnum>
</Property>
<Property>
<PropName>N</PropName>
</Property>
<Property>
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<PropName>TEL</PropName>
<MaxOccur>8</MaxOccur>
<PropParam>
<ParamName>TYPE</ParamName>
<ValEnum>VOICE, CELL</ValEnum>
<ValEnum>VOICE, HOME</ValEnum>
<ValEnum>FAX, HOME</ValEnum>
</PropParam>
</Property>
<Property>
<PropName>NOTE</PropName>
<MaxOccur>1</MaxOccur>
<MaxSize>1024</MaxSize>
<NoTruncate/>
</Property>
<Property>
<PropName>PHOTO</PropName>
<MaxOccur>1</MaxOccur>
<PropParam>
<ParamName>TYPE</ParamName>
<ValEnum>JPEG</ValEnum>
<ValEnum>GIF</ValEnum>
</PropParam>
</Property>
</CTCap>
<SyncCap>
<SyncType>01</SyncType>
<SyncType>02</SyncType>
<SyncType>03</SyncType>
<SyncType>04</SyncType>
<SyncType>05</SyncType>
<SyncType>06</SyncType>
<SyncType>07</SyncType>
</SyncCap>
</DataStore>
</DevInf>
</Data>
</ltem>
</Results>
<Alert>
<CmdID>5</CmdID>
<Data>200</Data> <!-- 200 = TWO_WAY_ALERT -->

<ltem>
<Target><LocURI>./dev-contacts</LocURI></Target >
<Source><LocURI>./contacts/james_bond</LocURI>< /Source>
<Meta>
<Anchor xmIns="syncml:metinf’>
<Last>20040119T081812Z </Last>
<Next>20040120T093223Z </Next>
</Anchor>
</Meta>
</ltem>
</Alert>
<Final/>
</SyncBody>
</SyncML>

8.3 Error Case Behaviors

In this chapter, the recommended behaviors areekdiin the cases of different error types, whiah@ecur during the sync
initialization.
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8.3.1 No Packages from Server

If the client has sent its sync initialization pagk to the server and it does not get any compsfmnse to it, the client
MUST assume that the server has not received theisitialization package of the client. The clidtyST send its sync
initialization package again later.

8.3.2  No Initialization Completion from Client

If the server has sent its sync initialization pagek to the client and it does not get any complxtponse to it (Refer Pkg
#3), the server MUST assume that the client haseueatived the sync initialization package of thevee The server can
drop the session and the sync initialization MU&Tstarted from the beginning when synchronizatsostarted at the next
time.

8.3.3 Initialization Failure

If the initialization fails, a defined error cod@e$REPU] is sent, the devices MUST act accordingehar type.
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9. Two-Way Sync

Two-way sync is a normal synchronization type irichtthe client and the server exchange informagiobout the modified
data in these devices. The client is always thécdenhich first sends the modifications. Accordinghe information from
the client, the server processes the synchronizatiguest and the data from the client is companedunified with the data
in the server. After that, the server sends itsifremtidata to the client device, which is then ableipdate its database with
the data from the server.

In Figure 11, there is depicted the MSC of thentliaitiated two-way sync scenario.

User OMA DS Client OMA DS Server

[ [ [
< Client and server have processed the sync initialization for two-way sync. >

| | |
Client device prepares the data needed to be sent to the server.

Pkg #3: Sync package from client to server

A 4

Server processes sync analysis.

Pkg #4: Status and Sync package

A

Client makes data update for its databases.

Pkg #5: Data Update Status package to server

v

Pkg #6: Map Acknowledgement to client

A

Sync result

>
«

Figure 11 MSC of Two-Way Sync

The arrows in all figures in this document repréesmcML packages, which can include one or morssages. The
package flow presented above is one OMA DS sessainmeans that all messages have the same OMA$®n8 ID. The
Session ID is same as used at the initialization.

The purpose and the requirements for each of tbkegges in the figure above are considered in tkegeztions.

Note. If the sync is done without a separate iliddion (See Chapter 6.12) the number of a pgela the figure does not
describe the actual atomic number of a packagesymehronization session.

9.1 Client Modifications to Server

To enable sync, the client needs to inform theeseaout all client data modifications, which hénappened since the
previous sync package with modifications has bee fsom the client to the serédRefer to the sync package, Pkg #3 in
Figure 11). Any client modification, which is doafter sending this package, MUST be reported tsémeer during the
next sync session. It is not allowed to put thesida subsequent packages from the client to thvesérhe requirements for
the sync package from the client to the servefdi@wing.

2 These modifications include also modifications ethihave happened during the previous sync sesknrtlae client has
sent its modifications to the server.
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1. Requirements for the elements within the SyncHemelint.
The value of the VerDTD element MUST be ‘1.2’

The VerProto element MUST be included to specig/siinc protocol and the version of the protocok Th
value MUST be ‘SyncML/1.2’ when complying with thépecification.

Session ID MUST be included to indicate the ID afyac session.

MsgID MUST be used to unambiguously identify thesssge belonging to a sync session and travelimg fro
the client to the server.

The Target element MUST be used to identify thgdadevice and service.
The Source element MUST be used to identify thecsodevice.

2. The Status MUST be returned for the Alert commaentt By the server if status was requested by theseT his
can be sent before Package #2 is completely reteive

If the server is not authenticated to use the senthe sync type is wrong (e.g., slow sync needgdjome
other error occurs, the client MUST return an efoorthat.

The next sync anchor of the server MUST be includdtlie Data element of ltem (See 6.2.1).

3. If the server sent the device information to thertl the client SHOULD process the transmittedickinformation
and the Status MUST be returned for that commanehifiested by the server. This can be sent befurkaBe #2 is
completely received.

4. If the server requested the device informatiorhefalient, the Results element MUST be returneds &n be sent
before Package #2 is completely received.

The Type element of the Metalnf DTD MUST be incldde the Meta element in the Results element to
indicate that the type of the data is the typehefDevice Information DTD.

The Source element in the Results element MUST haxsdue *./devinfl2’.

The Data element MUST be used to carry the devidesarvice information of the client.
5. The Sync element MUST be included in SyncBody &edfdllowing requirements exist.

CmdID MUST be used.

NoResp SHOULD NOT be specified with the Sync comdhan

The Target element MUST be used to identify thgdadatabase.

The Source element MUST be used to identify thecsdatabase.

The free memory SHOULD be specified inside the Me¢gnent. The free memory can be either the free
memory amount in the source database or the freeomyeamount on the client device (See Chapter €.8).
supplied this information MUST be sent in the firstssage belonging this package.

NumberOfChanges MAY be used to indicate the nurobehanges in the source database.

6. If there are modifications in the client, there fnbowing requirements for the operational elensefeLg., Replace,
Delete, and AdY within the Sync element.

CmdID MUST be used.

% It is not required that the client uses the Adthomnd when sending modifications. It MAY use th@lRee command for
additions, in which case the receiving device MUSErpret the command as and Add command.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Protocol-V1_2_2-20090319-A Page 70 (96)

- NoResp SHOULD NOT be specified with all these opiens.

- The Source element MUST be included to indicatd thiD (See Definitions) of the data item within tliem
element.

- The Type element of the Metalnf DTD MUST be incldde the Meta element to indicate the type of thtad
item (E.g., MIME type). The Meta element insidecgreration or inside an item can be used.

- Data element MUST be used to carry data itselféfdperation is not a deletion.

7. The Final element MUST be used for the messagehihithe last in this package. After the serveritegeived the
final message of the package, it can completeythe analysis and send its modifications back tentli

9.1.1 Example of Sending Modifications to Server

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>4</SessionID>
<MsgID>2</MsgID>

<Target><LocURI>http://www.syncml.org/sync-server </LocURI></Target>
<Source><LocURI>IMEI:493005100592800</LocURI></So urce>

</SyncHdr>

<SyncBody>
<Status>

<CmdID>1</CmdID>
<MsgRef>1</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr </Cmd>
<TargetRef>IMEI:493005100592800</TargetRef>
<SourceRef> http://www.syncml.org/sync-server</S ourceRef>
<Data>212</Data> <!--Statuscode for OK, authenti cated for session-->
</Status>
<Status>
<CmdID>2</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>5</CmdRef>
<Cmd>Alert</Cmd>
<TargetRef>./dev-contacts</TargetRef>
<SourceRef>./contacts/james_bond</SourceRef>
<Data>200</Data> <!--Statuscode for Success-->
<ltem>
<Data>
<Anchor xmIns="syncml:metinf'>
<Next>20040120T093223Z </Next>
</Anchor>
</Data>
</ltem>
</Status>
<Sync>
<CmdID>3</CmdID>
<Target><LocURI>./contacts/james_bond</LocURI></ Target>
<Source><LocURI>./dev-contacts</LocURI></Source>
<Meta>
<Mem xmlIns='syncml:metinf’>
<FreeMem>8100</FreeMem>
<!--Free memory (bytes) in Calendar database o n a device -->
<Freeld>81</Freeld>
<!--Number of free records in Calendar databas e-->
</Mem>
</Meta>
<NumberOfChanges>1</NumberOfChanges>
<Replace>
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<CmdID>4</CmdID>
<Meta><Type xmins="syncml:metinf’>text/x-vcard< /Type></Meta>
<ltem>
<Source><LocURI>1012</LocURI></Source>
<Data><!--The vCard data would be placed here. --></Data>
</ltem>
</Replace>
</Sync>
<Final/>
</SyncBody>
</SyncML>

9.2 Server Modifications to Client

The sync package (Refer Pkg #4 in Figure 11) talieet has the following purposes:
To inform the client about the results of sync gsial.

To inform about all data modifications, which hdappened in the server since the previous time wheserver
has sent the modifications to the client.

Any server modifications, which are done after segdhis package, MUST be reported to the cliemirgduthe next sync
session. It is not allowed to put them inside sgheet packages from the server to the client.

The requirements for messages within this sync ggelare following.
1. Requirements for the elements within the SyncHemelint.
The value of the VerDTD element MUST be ‘1.2’
The value of the VerProto element MUST be ‘SyncMR/1
Session ID MUST be included to indicate the ID afyac session.

MsgID MUST be used to unambiguously identify thessage belonging to a sync session and travelimg fro
the server to the client.

The Target element MUST be used to identify thgahdevice.
The Source element MUST be used to identify thecgodevice and service.

2. The Status element MUST be included in SyncBodgdftiested by the client. It is now used to indithéegeneral
status of the sync analysis and the status infoomaglated to data items sent by the client (agonflict has
happened.). Status information for data items eagdnt before Package #3 is completely received.

3. The Sync element MUST be included in SyncBodyailier there were no occurred errors, which couilent the
server to process the sync analysis and to sembitifications back to the client. For the Synavedat, there are
the following requirements.

CmdID MUST be used.

The response MAY be REQUIRED for the Sync comm#é8de the Caching of Map Item, Chapter 6.3.1)
The Target element MUST be used to identify thgabdatabase.

The Source element MUST be used to identify thecsdatabase.

NumberOfChanges MUST be used to indicate the numibanranges in the source database if the client ha
indicated that it supports NumberOfChanges.
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4. If there is any modification in the server afteg fhrevious sync, there are following requiremeatdtie operational
elements (e.g., Replace, Delete, and Addthin the Sync element.

CmdID MUST be used.

The response MAY be REQUIRED for these operations.

Source MUST be used to define the temporary GUIEe (Befinitions) of the data item in the servehi t
operation is an addition. If the operation is notaadition, Source MUST NOT be included.

Target MUST be used to define the LUID (See Ddfing) of the data item if the operation is not ddigon.
If the operation is an addition, Target MUST NOTibeuded.

The Data element inside Item is used to includedtta itself if the operation is not a deletion.

The Type element of the Metalnf DTD MUST be incldde the Meta element to indicate the type of thtad
item (E.g., MIME type). The Meta element insideagreration or inside an item can be used.

5. The Final element MUST be used for the messageshwikithe last in this package.

9.2.1 Example of Sending Modifications to Client

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>4</SessionID>
<MsgID>2</MsgID>
<Target><LocURI>IMEI:493005100592800</LocURI></Ta
<Source><LocURI>http://www.syncml.org/sync-server
</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>2</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr
<TargetRef>http://www.syncml.org/sync-server</Ta
<SourceRef>IMEI:493005100592800</SourceRef>
<Data>200</Data>
</Status>
<Status><!--This is a status for the client modif
<CmdID>2</CmdID>
<MsgRef>2</MsgRef><CmdRef>3</CmdRef><Cmd>Sync</C
<TargetRef>./contacts/james_bond</TargetRef>
<SourceRef>./dev-contacts</SourceRef>
<Data>200</Data> <!--Statuscode for Success-->
</Status>
<Status>
<CmdID>3</CmdID>
<MsgRef>2</MsgRef>
<CmdRef>4</CmdRef>
<Cmd>Replace</Cmd>
<SourceRef>1012</SourceRef>
<Data>200</Data> <!--Statuscode for Success-->
</Status>
<Sync>

rget>
</LocURI></Source>

</Cmd>
rgetRef>

ications to the server.-->

md>

It is not required that the server uses the Addrnamd when sending modifications. It MAY use the lRep command for
additions, in which case the receiving device MU&€rpret the command as and Add command.
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<CmdID>4</CmdID>
<Target><LocURI>./dev-contacts</LocURI></Target>
<Source><LocURI>./contacts/james_bond</LocURI></ Source>
<NumberOfChanges>2</NumberOfChanges>
<Replace>
<CmdID>5</CmdID>
<Meta><Type xmins="syncml:metinf’>text/x-vcard< /Type></Meta>
<ltem>
<Target><LocURI>1023</LocURI></Target>
<Data><!--The vCard data would be placed here. --></Data>
</ltem>
</Replace>
<Add>
<CmdID>6</CmdID>
<Meta><Type xmins="syncml:metinf’>text/x-vcard< /Type></Meta>
<ltem>
<Source><LocURI>10536681</LocURI></Source>
<Data><!--The vCard data would be placed here. --></Data>
</ltem>
</Add>
</Sync>
<Final/>
</SyncBody>
</SyncML>

9.3 Data Update Status from Client

The data update status package from the clietieteérver is needed to transport the informatimutthe result of the data
update on the client side. In addition, it is usethdicate the LUID’s of the new data items, whicive been added in the
client, i.e., the Map operation for mapping LUIRisd temporary GUID’s is sent to the server.

Note. This package MAY NOT be sent if the serves imaicated that it does not require a responds tast package to the
client. If the client decides that it does not sémrid message, it MUST be able to cache the Mapatipes until the next
synchronization will happen, when these Map openatican be sent to the server (See also Chapt&).Gdwever, the

client is always allowed to send this Data Updattus package to the server, even if the servenbtaquested a response.

The messages in this package have the followingimregents.
1. Requirements for the elements within the SyncHemelint.
The value of the VerDTD element MUST be ‘1.2’
The value of the VerProto element MUST be ‘SyncMR/1
Session ID MUST be included to indicate the ID afyac session.

MsgID MUST be used to unambiguously identify thesssge belonging to a sync session and travelimg fro
the client to the server.

The Target element MUST be used to identify thgdadevice and service.
The Source element MUST be used to identify thecsodevice.

2. The Status element MUST be in SyncBody if requebtethe server. It is used to indicate the rexflidata update
in the client. Also, the status information relatedhe individual data items is transferred togbever. The status
information for data items can be sent before Pgekal is completely received.

3. The Map element MUST be included in the SyncBo@yrelnt if the client has processed any server additio its
database. For each database being synchronizegaeate Map operation or operations MUST be seiyif
additions to a database is carried out. This conancan be sent before Package #4 is completelyvetei

CmdID MUST be used.
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- The Source and Target elements MUST be used iMé#peelement.
- The response MUST be used with the Map operation.

- The client MUST return the client side IDs, i.elID’s and the server side IDs (temporary GUID’s) tloe
data items within Mapltem elements.

4. The Final element MUST be used for the messagehnikithe last in this package.

9.3.1 Example of Data Update Status to Server

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>4</SessionID>
<MsglD>3</MsgID>

<Target><LocURI>http://www.syncml.org/sync-server </LocURI></Target>
<Source><LocURI>IMEI:493005100592800</LocURI></So urce>

</SyncHdr>

<SyncBody>
<Status>

<CmdID>1</CmdID>
<MsgRef>2</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr </Cmd>
<TargetRef>IMEI:493005100592800</TargetRef>
<SourceRef> http://www.syncml.org/sync-server</S ourceRef>
<Data>200</Data>

</Status>

<Status>
<CmdID>2</CmdID>
<MsgRef>2</MsgRef><CmdRef>4</CmdRef><Cmd>Sync</C md>
<TargetRef>./dev-contacts</TargetRef>
<SourceRef>./contacts/james_bond</SourceRef>
<Data>200</Data>

</Status>

<Status>
<CmdID>3</CmdID>
<MsgRef>2</MsgRef><CmdRef>5</CmdRef><Cmd>Replace </Cmd>
<TargetRef>1023</TargetRef>
<Data>200</Data>

</Status>

<Status>
<CmdID>4</CmdID>
<MsgRef>2</MsgRef><CmdRef>6</CmdRef><Cmd>Add</Cm  d>
<SourceRef>10536681</SourceRef>
<Data>200</Data>

</Status>

<Map>
<CmdID>5</CmdID>
<Target><LocURI>./contacts/james_bond</LocURI></ Target>
<Source><LocURI>./dev-contacts</LocURI></Source>
<Mapltem>

<Target><LocURI>10536681</LocURI></Target>
<Source><LocURI>1024</LocURI></Source>

</Mapltem>

</Map>

<Final/>

</SyncBody>
</SyncML>
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9.4 Map Acknowledgement from Server

The Map Acknowledgement from the server to thentlie needed to inform the client that the senas teceived the
mapping information of the data items. This ackremigiement is sent back to the client even if thexeewao Map operations
in last package from the client to the server.

The messages in this package have the followingimregents.
1. Requirements for the elements within the SyncHemelnt.
The value of the VerDTD element MUST be ‘1.2’
The value of the VerProto element MUST be ‘SyncMR/1
Session ID MUST be included to indicate the ID afyac session.

MsgID MUST be used to unambiguously identify thessage belonging to a sync session and travelimg fro
the server to the client.

The Target element MUST be used to identify thgetdevice.

The Source element MUST be used to identify thecsodevice and service.

2. The Status element(s) MUST be included in SyncBéidg.now used to indicate the status of the Mperation(s).
This or these can be sent before Package #5 isletatyreceived.

3. The Final element MUST be used for the messageshwikithe last in this package.

9.4.1 Example of Map Acknowledge

<SyncML>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>4</SessionID>
<MsglD>3</MsgID>

<Target><LocURI>IMEI:493005100592800</LocURI></Ta rget>
<Source><LocURI>http://www.syncml.org/sync-server </LocURI></Source>
</SyncHdr>
<SyncBody>
<Status>

<CmdID>1</CmdID>
<MsgRef>3</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr </Cmd>
<TargetRef>http://www.syncml.org/sync-server</Ta rgetRef>
<SourceRef>IMEI:493005100592800</SourceRef>
<Data>200</Data>

</Status>

<Status>
<CmdID>1</CmdID>
<MsgRef>3</MsgRef><CmdRef>5</CmdRef><Cmd>Map</Cm  d>
<TargetRef>./contacts/james_bond </TargetRef>
<SourceRef>./dev-contacts</SourceRef>
<Data>200</Data>

</Status>

<Final/>

</SyncBody>
</SyncML>
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9.5 Slow Sync

The slow sync can be desired for many reasons tlegyclient or the server has lost its changernégmation, the LUID’s
have wrapped around in the client, or the sync arschmismatch. The slow sync is a form of the twgrswnchronization in
which all items in one or more databases are coedpaith each other on a field-by-field basis. Iagiice, the slow sync
means that the client sends all its data in a da&@lp the server and the server does the syngsangleld-by-field) for this
data and the data in the server. After the syntysisathe server returns all needed modificatioask to the client. Also, the
client returns the Map items for all data itemsjclkihwere added by the server.

Because of many reasons to process the slow syean be either the client or the server, whichicatds a need for this. If
the client does this, it specifies in the Alert coand that the sync type is the slow sync. The Alemtmand MAY be the
same as at the sync initialization or the simillgrAcommand MAY be included when Package #3 i$. Sére value of the
Alert code is 201.

If there is a need for the server to initiate tlwsvssync, it happens by including the Alert operatwith the 201 alert code.
This alert operation MUST be the Alert operatiothat Sync Initialization (Refer Package #2). Attee client has received
the status and the Alert operation for the slowcsgygnc can be thought to start as if the cliemeviritiating the slow sync
in Package #3. However, the client MUST NOT incltite Alert command anymore if it was the serverciialerted the
slow sync.

If the client or the server needs to initiate tlomvssync after receiving the alert for the normaichronization, they need to
send back an error status for that Alert in additlee slow sync alert. The error code, which igusehis case, MUST be
508 (‘Refresh required’). If the client has notdiseseparate synchronization initialization, as#jge in Chapter 6.12, it
MUST send all updates in the next message to tiversafter receiving the error status and the Afl@rta slow sync.

After the server has sent the Sync Alert, andéfdlient does not agree with the sync anchor inAkert, then the Client
MUST start a slow sync. This is done by sendingl@8&tatus on that Alert with ‘Refresh Required&h In this same
message, the client SHOULD start the slow synthikcase, the client MUST NOT send another Alestart the slow
sync. Note that it is not necessary for the clterdtompare the sync anchor from the server.

If the devices are synchronizing with each otheahatfirst time, the slow sync MUST be initiated.

9.6 Error Case Behaviors

In this chapter, the recommended behaviors araeeldiin the cases of different error types.

9.6.1 No Packages from Server after Initialization

If the client has sent its modifications to theveerand it does not get the status associatedtide modifications, the
client MUST assume that the server has not recdhvaesk client modifications. At the next time whsymchronization is
started, the modifications, to which the status n@sreceived, MUST be sent to the server again.

9.6.2 No Data Update Status from Client

If the server has sent its modifications to therdliand it does not get the status associatedtinade server modifications,
the server MUST assume that the client has notwed¢hose server modifications. Thus, at the tiex¢ when
synchronization is started, the server modificationaddition to new ones MUST be sent to the tlien

9.6.3 No Data Map Acknowledge from Server

If the client has sent the Map operation(s) arthhés not get any complete response to it, thetcHeIOULD assume that the
server has not received the Map operation(s). Tthes;lient SHOULD try to send the Map operatior@@ain or at the next
time when synchronization is started.

9.6.4 Errors with Defined Error Codes

If the device receives a defined error code [DSRERWIUST act according that error type.
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10. One-Way Sync from Client Only

The one-way sync from the client only is the sypetin which the client sends all modificationghe server but the server
does not send its modifications back to the cli€hts, after this type of sync, the server inclualemodified data from the
client but the client does not know about modifimas in the server. In Figure 12, there is depittedMSC for this
scenario.

User OMA DS Client OMA DS Server

[ [ [
<Client and server have processed the sync initialization for one-way sync from client>

[ [ [
Client device prepares the data needed to be sent to the server.

Pkg #3: Sync package from client to server

\ 4

Server processes sync analysis.

Pkg #4: Status package
Syncresult |4

—

Figure 12 MSC of One-Way Sync from Client only

The package flow presented above is one OMA DS@efisat means that all messages have the same D®gession ID.
The Session ID is same as used at the initializatio

The purpose and the requirements for each of padketipe figure above are considered in the nestiaes.

Note. If the sync is done without a separate ilidtiion (See Chapter 6.12), the number of a paekaghe figure does not
describe the actual atomic number of a packagesymehronization session.

10.1 Client Modifications to Server

To initiate the sync, the client needs to inforra fferver about all client data modifications, whielve happened since the
previous synt(Refer to the sync package, Pkg #3 in Figure AgY. client modification, which is done after sengliihis
package, MUST be reported to the server duringiéixé sync session. It is not allowed to put theside subsequent
packages from the client to the server. The remergs for the sync package from the client to #rges are the same as in
Chapter 9.1.

10.2 Status from Server

The Status package (Refer Pkg #4) has a purpaséoaiing the client about the results of sync gsi@l. The requirements
for the status package are following.

1. Requirements for the elements within the SyncHemelnt.
The value of the VerDTD element MUST be ‘1.2’
The value of the VerProto element MUST be ‘SyncMR/1

Session ID MUST be included to indicate the ID afyac session.

® These modifications include also modifications ethihave happened during the previous sync sesknrtlae client has
sent its modifications to the server.
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MsgID MUST be used to unambiguously identify thesssge belonging to a sync session and travelimg fro
the server to the client.

Final MUST be used for the message, which is thkitathis package.
The Target element MUST be used to identify thgetdevice.
The Source element MUST be used to identify thecsodevice and service.

2. The Status element MUST be included in SyncBodgdfiested by the client. It is now used to indithéegeneral
status of the sync analysis and the status infoomaglated to data items sent by the client i§ ikinecessary (e.g.,
a conflict has happened.). The status informatiordata items can be sent before Package #3 isletatyp
received.

10.3 Refresh Sync from Client Only

The ‘refresh sync from client only’ is a synchraatinn type in which the client sends all its datanf a database to the
server (i.e., exports). The server is expecte@gptace all data in the target database with the skt by the client. l.e., this
means that the client overwrites all data in threesedatabase.

This refresh sync is treated as a special cagedbhe-way sync from client only’. The only diféerces between this case
and the normal ‘one-way sync from client only’ are:

1. Atthe initialization, the sync type (Alert code)M T be used to indicate that the ‘one-way refrgsit $rom client
only’ is requested. The Alert code is 203.

2. In Package #3, the Sync element (Pkg #3) from lieatdo the server MUST include all data from goairce
database (client database).

10.4 Error Cases Behavior

In this chapter, the recommended behaviors of dsvéce defined in the cases of different errorgype
10.4.1 No Packages from Server after Initialization
See Chapter 9.6.1.

10.4.2 Errors with Defined Error Codes

See Chapter 9.6.4.
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11. One-Way Sync from Server only

This sync type is the case in which the client gétmodifications from the server but the cliened not send its
modifications to the server. Thus, after this tgpsync, the client includes all modified data frtime server but the server
does not know about modifications in the clientFlgure 13, there is depicted the MSC for this acien

User OMA DS Client OMA DS Server

[ [ [
@ient and server have processed the sync initialization for one-way sync from server. >

Pkg #3: Sync Alert from client to server

Server processes sync analysis.

Pkg #4: Sync package

Client makes data update for its databases.

Pkg #5: Data Update Status package to server

v

Pkg #6: Map Acknowledge to client

<

Sync result

Figure 13 MSC of Sync from Server Only

The package flow presented above is one OMA DSwefisat means that all messages have the same D#Mgession ID.
The Session ID is same as used at the initiali@atio

The purpose and the requirements for each of padkettpe figure above are considered in the nestiaes.

Note. If the sync is done without a separate ilidtiion (See Chapter 6.12), the number of a paekaghe figure does not
describe the actual atomic number of a packagesymehronization session.

11.1 Sync Alert to Server
The sync package (Pkg #3 in Figure 13) is very nsichilar to the package #3 in the two-way syncdny client

modifications are not ever sent to server and ¢inees is only asked to send its modifications ® ¢hent. The only
difference from the requirements defined in Chaptgris:

Any client modifications are not included into tBgnc element. It MUST be empty.

11.2 Server Modifications to Client

See Chapter 9.2.

11.3 Data Update Status from Client

See Chapter 9.3.
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11.4 Map Acknowledge from Server

See Chapter 9.4.

11.5 Refresh Sync from Server Only

The ‘refresh sync from server only’ is a synchratiian type in which the server sends all its dedenfa database to the
client. The client is expected to replace all datthe target database with the data sent by tiveiselhis means that the
server overwrites all data in the client database.

This refresh sync is treated as a special cadeedbhe-way sync from server only’. The differenbe$ween this case and
the normal ‘one-way sync from server only’ are:

1. Atthe Sync Initialization (See Chapter 11.1), thadue for the Alert code is 205.

2. Inthe Server Modifications package to the clicg€ Chapter 11.2), the Sync element MUST incluldgasd from
the source database.

3. The client MUST store all data items to its datab@®., overwrites old data) and the client MU®Turn the map
items for all stored data items back to the server.

11.6 Error Cases

In this chapter, the recommended behaviors of dsvéce defined in the cases of different errorgype

11.6.1 No Packages from Server

If the client has sent the empty sync commandeéacstrver, it does not get any complete responisériew modifications),
the client SHOULD drop the OMA DS session and érgét the modifications later by starting the sfmeen the beginning.

11.6.2 No Data Update Status from Client

See Chapter 9.6.2.

11.6.3 No Map Ack from Server
See Chapter 9.6.3.

11.6.4 Errors with Defined Error Codes
See Chapter 9.6.4.
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12.Server Alerted Sync

This synchronization type is intended to provide tireans for a DS Server to alert the DS Clienetfopm a
synchronization. That is, the server informs thentlto start synchronization with the server. Whenserver alerts the
client, it also tells it which type of synchroniiat to initiate. Figure 14 shows the MSC of howv@erAlerted Sync is
initiated by a server. This is achieved by the sesending a Server Alerted Sync package (also kres\Package #0) to the
client as described in [SAN].

Figure 14 depicts how a server can initiate a ssordhation session.

| User | | OMA DS Client OMA DS Server | User/Carrier
back office

[
< Client and server configured properly to enable communication with each other >

Sync order

<

Server Alerted Notification package to Client

<&
<

Sync will continue according to the sync type which is indicated in the Notification message

< Synchronization is completed >

Sync result

[
>

I I N
Figure 14 MSC of the Server Alerted Sync session

The package flow presented above is a single OMA&Sion. With the exception of the Notificatiorckage itself, all the
other packages are the same as they would becf@ra-initiated session.

In package #0, a DS Server SHOULD specify a vdu¢he <sessionid>field of <natification-hdr>, if the server specifies
the value, then the client MUST use the same sesdémtifier for all subsequent packages in thaises If a server does not
specify a value then it MUST specify a null valbé ¢alue “00000000000000007).

If a server sends more than one Notification Pagkagn attempt to initiate the same session, tHdlJST consistently
either send the same value for #tsessionid>in each package or specify a null value in eackage.

If a client receives more than one package withtidal contents then it SHOULD ignore all but orfetee packages i.e. it
SHOULD only initiate one sync session.

The client MAY respond to the Notification Package.

If a server has sent a Notification Package tdemthnd does not get a response, the server MAsémd it.

12.1 Package #0 authentication
Package #0 MUST be authenticated and MD5 Digestatitation MUST be used.

In case the client does not receive the confirmafio the package that delivers the new noncedaénver, the client
MUST NOT discard the old nonce as it is unknowrtlenclient side whether the server already receilrechew nonce or
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not. Instead, the client MUST keep both nonced thtinew sync notification received from the seraed try to
authenticate the package #0 using the old nortbe iiuthentication with the new one fails. If thth@ntication fails with
both nonces, the package #0 is assumed from ndiordzed sender and nonces MUST be left intachdfduthentication
succeeds, the invalid nonce MUST be discarded ewrltint and the valid nonce MUST be stored as™oftdil the new
nonce is created and successfully delivered tedineer.

The old nonce MUST be discarded on the client aftgr the client receives a successful confirmatiorihe package that
contains the new nonce for the server’s future use.

12.2 Structure of the Server Alerted Sync Package

Figure 15 describes the format of the Server AteBgnc Package.

digest notification-hdr notification-body
num- future- sync 1 sync N vendor-
syncs use specific
sync- future- content- | server- server-
type use type URI- URI
length

Figure 15. Format of the Server Alerted Sync Packag(Pkg #0)

12.3 Syntax for the Package

The following ABNF RFC2234] defines the syntax for the package. The orderthedize of the fields MUST be as
specified in the following syntax of the Notificati Package.

<notification-package> ::= <digest><notification>

<digest> ::= 128*BIT

<notification> ::= <notification-hdr><notification-body>

<notification-hdr> ::=[specified in[[SAN] ]]

<notification-body> ::= <num-syncs><future-use>*<gyc>

<vendor-specific> ; ‘Body Data’

<num-syncs> ::= 4*BIT

<future-use> ::= 4*BIT

<sync> ::= <sync-type><future-use><content-type>
<server-URI-length><server-URI>

; ‘MD5 Digest value’

; ‘Number of syncs’
; ‘Reserved for future use’

; ‘Sync Information’

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Protocol-V1_2_2-20090319-A Page 83 (96)

<sync-type> ::= 4*BIT ; ‘Synchronization type’

<future-use> ::4*BIT ; ‘Reserved for future use’
<content-type> ::= 24*BIT ; ‘Content type’

<server-URI-length> ::= 8*BIT ; ‘Server URI Length’

<server-URI> 1= n*BIT ; ‘Server URI

<vendor-specific> ::= n*BIT ; ‘Optional vendor-specific information’

12.4 Description of the fields
12.4.1 Version

The<version> field of the<notification-hdr> [[SAN]] MUST specify the version of the OMA Data Synchiaation
protocol that the server supports.

12.4.2 Notification Package

The<natification-package>field specifies the content of the package thegesesends to the client indicating the server’s
intent for the client to start a data synchronimasession. Further details can be found SAN]].

12.4.3 Digest

The<digest> field specifies the MD5 Digest authentication asatibed in RFC1321]. Theserver-identifierelement in
the digest is the same as #teerver-identifier>field in the<nofification-hdr> [SAN].

Further details of the use of the digest and auitegion can be found in [REPPRO].

12.4.4 Notification

The<natification> field is the container for thenotification-hdr> and<notification-body>.
12.4.5 Header of the Notification Package

The<notification-hdr> field specifies the header of the Notification Rage as described [BAN].

The value for the Server-1d field MUST be unigueMIUST be the same as the Server Identifier (DedXhe Devinf
DEVINF.

It SHOULD contain the server domain name to aidjuaness.

It SHOULD be kept as short as possible for efficieand cannot exceed 255 characters in length.
12.4.6 Body of the Notification Package

The<natification-body>field specifies the body of the Notification Pagka

12.4.7 Number of syncs

The<num-syncs>field is used to specify the number of synchrotiares that the server requests the client to itatin
other words the number of data stores that are &ybchronized.

If the server is requesting that N data storesteymchronized then thaotification-body>MUST contain N<sync>
fields.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Protocol-V1_2_2-20090319-A Page 84 (96)

If the server is requesting that all of the clisrdata stores to be synchronized theom-syncs>field MUST be set to zero
(bit value “0000”) and the notification package MUSOT contain anysync> fields i.e. the contents of tkaotification-
body> field is <num-syncs><future-use><vendor-specific>

If <num-syncs>is zero then

the client SHOULD use a 'two-way' sync type (va20@), unless the client can determine a more
appropriate action.

the client SHOULD initiate synchronization with &thown data stores of the server. Data stores dwaild
known as a result of an earlier sync session, ooafigured by an end-user.

12.4.8 Future Use

The<future-use>field is reserved for future use for OMA Data Syranization. The reserved space is 4 bits longthed
value for bits not yet in use MUST be “0".

12.4.9 Vendor specific information
The optionakvendor specific>field is used to specify vendor-specific inforneati

12.4.10 Sync Info

The<sync> field is a container for thesync-type>, <future-use>, <content-typexserver-URI-length>and<server-
URI> fields. The number of sync fields in the Notificet Package MUST be equal to the value specifigdérnum-
syncs>field.

12.4.11 Sync Type

The<sync-type>field specifies the synchronization type the seiseequesting the client to start. The value ugdtlis

field MUST be the numeric value computed usingdberesponding alert code 206-210 (see Section bh3r)s 200. For
example, for a server to indicate a ‘two-way sypcérver’ (alert code is 206) thsync-type>field would contain the value
6.

When the device starts a synchronization sessioesiponse to receipt of a Notification Package thets initialization
package sent to the server it MUST use the valugeof code used at the synchronization initialcra{see Section 13.2)
and MUST NOT use the value o$ync type in the notification package. For example, if ttdue of<sync-type>is 6
(‘two-way sync by server’), then the initializatipackage would contain the alert code for the ‘ima¢ sync’ (value 200).

The client MAY initiate a synchronization sessioithxan alert code which does not correspondsyns type value. For

example, if the value ofsync type is 'two-way sync by server' (value 6) then th#atization package may contain the alert
code for 'one-way from client' (value 202).

12.4.12 Future Use

The<future-use>field is reserved for future use for OMA Data Syranization. The reserved space is 4 bits longthed
value for bits not yet in use MUST be “0".

12.4.13 Content Type

The<content-type>field specifies the MIME media content type ofalabject that the server instructs the device to
synchronize.

The <content-type> field SHOULD be used to indidhie content type of the data store the serveresist synchronize. If
not specified then it MUST contain zero (bit vatG80000000000000000000000"). If the content typkemg specified
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then it MUST contain the numeric content type c(aiscribed in [WSPCTC]) and not its correspondagural
representation.

12.4.14 Server URI length

The<server-URI-length>field specifies the length of the name of the sedata store in bytes. It MUST be specified for
each<sync>item present in thenotification-body>field.

12.4.15 Server URI

The<server-URI>field specifies the name of the server data sietative URI’'s SHOULD be used for efficiency. The
length of this field is specified in theserver-URI-length>field, and cannot exceed 255 characters. It MUSEgecified for
each<sync> item present in thenotification-body>field.

12.5 Example of Server Alerted Sync Notification Pa  ckage

<< Data (i.e. notification) pushed from the servep>

XX, XX, XX, XX, XX, XX, 128-bit digest value MD5 Digest
XX, XX, XX, XX, XX, XX, authentication value
XX, XX, XX, XX
Notification Header >>
03, 18, 00, 00, 00 Binary ‘0000001100’ Version ‘1.2’
Binary ‘01’ = Background mode Ul-Mode ‘1’
Binary ‘1’ = Server Initiated Action Initiator ‘1’
Binary ‘000000000000000000000000000’ Future use
00, 01 Binary ‘0000000000000001" SessionID ‘1’
OF Binary ‘00001111’ Server Identifier length
15
73, 79, 6E, 63, 2E, 73, 65, 72, | String ‘sync.server.com’ Server Identifier
76, 65, 72, 2E, 63, 6F, 6D

Notification Body >>

10 Binary ‘0001’ Number of syncs.
One Sync Info container
included
Binary ‘0000’ Future use
Sync info >>
60 Binary ‘0110’ Sync type ‘206’
Binary ‘0000’ Future use
00, 00, 07 Binary ‘000000000000000000000111" Con:jent-type ‘text/x-
veard’
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13.Protocol Values and Alert Codes

13.1 Protocol Values

Here are listed all protocol values (string valyeg)ich can be used in the VerProto element. Th&opol version 1.2 is
used by the implementations complying with thiscéipeation

VerProto Codes

Description

SyncML/1.0 Indicates that this SyncML message uses the sync
protocol 1.0 defined by the SyncML Initiative.

SyncML/1.1 Indicates that this SyncML message uses the sync
protocol 1.1 defined by the SyncML Initiative.

SyncML/1.2 Indicates that this SyncML message uses the sync

protocol 1.2 defined by the OMA DS WG.

13.2 Alert Codes

Here are listed all Alert codes and values, whighused in the Data element when the Alert comnssént.

Alert Code Value

Name

Description

Alert Codes used for user alerts

100 DISPLAY Show. The Data element type contains content
information that should be processed and displayed
through the user agent.

101-150 - Reserved for future SyncML usage.

Alert Codes used at the synchronization initialization

200 TWO-WAY Specifies a client-initiated, two-way sync.

201 SLOW SYNC Specifies a client-initiated, two-way slow-sync.

202 ONE-WAY FROM Specifies the client-initiated, one-way only sync from the
CLIENT client to the server.

203 REFRESH FROM Specifies the client-initiated, refresh operation for the one-
CLIENT way only sync from the client to the server.

204 ONE-WAY FROM Specifies the client-initiated, one-way only sync from the
SERVER server to the client.

205 REFRESH FROM Specifies the client-initiated, refresh operation of the one-

SERVER

way only sync from the server to the client.

Alert Codes used by the server when alerting the sync.

206 TWO-WAY BY SERVER Specifies a server-initiated, two-way sync.

207 ONE-WAY FROM Specifies the server-initiated, one-way only sync from the
CLIENT BY SERVER client to the server.

208 REFRESH FROM Specifies the server-initiated, refresh operation for the

CLIENT BY SERVER

one-way only sync from the client to the server.
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209 ONE-WAY FROM
SERVER BY SERVER

Specifies the server-initiated, one-way only sync from the
server to the client.

210 REFRESH FROM
SERVER BY SERVER

Specifies the server-initiated, refresh operation of the one-
way only sync from the server to the client.

211-220 -

Reserved for future SyncML usage.

Special Alert Codes

221 RESULT ALERT Specifies a request for sync results.

222 NEXT MESSAGE Specifies a request for the next message in the package.

223 NO END OF DATA End of Data for chunked object not received.

224 SUSPEND Suspend Synchronization session

225 RESUME Resume Synchronization session

226 DATA MANAGEMENT Specifies a request for data management without
synchronization.

227-250 - Reserved for future SyncML usage.
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14.Examples
14.1 WBXML Example

Here is an example of Package #3 in tokenizad {oumbers in hexadecimal). This example uses apdgta and inline

strings. The example also assumes that the chamateding is UTF-8.

02 00 00 6A 1E "-""/""[" "S" "Y" "N" "C" "M" "L"
"ML e e 2 "B "N 00 6D 6C 71

“c” M AL e 2" 0165 C3 011701 5B C

R A VAR VAR A KR KR W (- WY

“r7 VAT e” " 01 01 67 57 C3 12 1" *M” “E” ¢

“0" 9" “4”*8” 01 01 01 6B 69 4B C3 01 “1"015C C
“y"'n” “¢” “H” “d” “r” 01 6F C3 12 “|” “M”" “E" “I”

“0” “9” “4” “8” 01 68 C3 20 “h” “t” “t" “p" “:" /"

B i v R e L e e

694B C3012"015C C3011"014CC301“1"01
g ety St et far ¢ e “n “d” A

“n”“d” “a” “r" 01 4F C3 03 “2" “0” “0” 01 54 4F 00
27 12" 4T 40 Q" 3 *2" “27 3" “Z” 01 00 00 01
e “ar P “e” “n” “d” “a” “r’ 01 01 67 57 C3
“n”“d”“a” “r" 010133 C301“1"01604BC301"“
R e s 4 fe” *n” “d” “a” “r" 00 01 0

0204 “C"*A"“L"*170101010112010101

In an expanded and annotated form:

DT T DT STy 'n” et
C303"1"*”“2" 0172 C30A“S" “y" “n”
3012”01 6E 57 C3 20 “h” “t" “t" “p”
YT et 1 0" Ut AgT " ST e

e A A A
3011"014C C301“0"014AC307"“S”
“rELTUBT " "4 M4 46 9T 27 M1

W W W LT S A A e

“"“e” “t” 01 4F C3 3 “2" “0" “0” 01 01

4A C3 05 “A”“I” “e” “r" “t” 01 6F C3 OE

“r" 01 68 C3 0A “.” “[" “c” “a" “I" “e”

02 4A C3 11 2" “0” “0” “0” “0” “5” “0”

0101 6A 4B C301“3"016E 57 C30A“"
OE “.” “\" *d” “g” “v” “-* “c” “a” “|” “g”

4”01 5A 00 02 4D 03 “t” “e” “x" “t" “/"
0000154 6757 C302"2"“6" 01 01 4F C3

LTI " u

Token Stream

Description

02 Version number — WBXML v1.2

00 FPI for DTD in string table

00 index into string table for
the identifier

6A Charset is UTF-8

1E String table length

B A A ST A | O |7 L B A e D A I "D” -lISYNCML//DTD SyncML 1.2//EN

S T VA o ol |V o T A A "E”

"N” 0x00

6D <SyncML>

6C <SyncHdr>

71 <VerDTD>

C3 Opaque data follows

03 Length of opaque data

Y1 String ‘1.2’

01 </VerDTD>

72 <VerProto>

C3 Opaque data follows

0A Length of opaque data

“ST YT InT teT ML T L T 2T String ‘Syn cML/1.2’

01 </VerProto>

65 <Session|D>

C3 Opagque data follows

01 Length of opaque data

“1” String ‘1’

01 </Session|D>

5B <MsgID>

C3 Opagque data follows

01 Length of opaque data

“2" String ‘2’

01 </MsgID>

6E <Target>

57 <LocURI>
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C3 Opagque data follows
20 Length of opaque data
SR A T T T W W W L “a” String

“t7 At sty fn” et M o r tgT M s e “r’ ‘http://lwww1l.datasync.org/serv
v et let”

01 </LocURI>

01 </Target>

67 <Source>

57 <LocURI>

C3 Opaque data follows
12 Length of opaque data
“ITEMTEET T 4L BT 46T Y47 47 e 9T 2 “1” String ‘IMEI:1564469210948'
“0” “9” “4” 8"

01 </LocURI>

01 </Source>

01 </SyncHdr>

6B <SyncBody>

69 <Status>

4B <CmdID>

C3 Opagque data follows
01 Length of opaque data
“1” String ‘1’

01 </CmdID>

5C <MsgRef>

C3 Opagque data follows
01 Length of opaque data
“1” String ‘1’

01 </MsgRef>

4C <CmdRef>

C3 Opaque data follows
01 Length of opaque data
“0” String ‘0’

01 </CmdRef>

4A <Cmd>

C3 Opagque data follows
07 Length of opaque data
“S”ty" “n” “c” “H “d” “r” String ‘SyncHdr’

01 </Cmd>

6F <TargetRef>

C3 Opagque data follows
12 Length of opaque data
“7 UMY EE” T T LT YBY 46” 4" Y47 46 9" 12" “1” String ‘IMEI:1564469210948'
‘0" “9” “4” 8"

01 </TargetRef>

68 <SourceRef>

C3 Opaque data follows
20 Length of opaque data
B 1 e i o Ry VYV Ao “a” String

B - e VA o i oo R o Y A - “r ‘http://www1l.datasync.org/serv
YT e let”

01 </LocURI>

4F <Data>

C3 Opague data follows

3 Length of opaque data
“2" 0" 0" String ‘200’

01 </Data>

01 </Status>

69 <Status>

4B <CmdID>

C3 Opagque data follows
01 Length of opaque data
‘2" String ‘2’
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01 </CmdID>

5C <MsgRef>

C3 Opaque data follows
01 Length of opaque data
‘1" String ‘1’

01 </MsgRef>

4C <CmdRef>

C3 Opagque data follows
01 Length of opaque data
‘1" String ‘0’

01 </CmdRef>

4A <Cmd>

C3 Opagque data follows
05 Length of opaque data
“ATE e String ‘Alert’

01 </Cmd>

6F <TargetRef>

C3 Opagque data follows
OE Length of opaque data
LT e T et T e *n” fd” e “r’ String ‘.\dev-calendar’

01 </TargetRef>

68 <SourceRef>

C3 Opaque data follows
0A Length of opaque data
YU et e fn fd et Y String ‘./c alendar’
01 </LocURI>

4F <Data>

C3 Opaque data follows
03 Length of opaque data
“2" 0" “0” String ‘200’

01 </Data>

54 <ltem>

4F <Data>

00 Switch codepage

01 Codepage 01 (Metinf)
4F <Next>

C3 Opagque data follows
11 Length of opaque data
“2" 0" “0” “0” “0” “5” “0” “2" “2" “T" “0” 9" “3” “2" String ‘200005022T093223Z *
‘2" 3" "z"

01 </Next>

00 Switch codepage

00 Codepage 00

01 </Data>

01 </ltem>

01 </Status>

6A <Sync>

4B <CmdID>

C3 Opaque data follows
01 Length of opaque data
“3” String ‘3’

01 </CmdID>

6E <Target>

57 <LocURI>

C3 Opague data follows
0A Length of opaque data
S et T e fn fd et Y String ‘./c alendar’
01 </LocURI>

01 </Target>

67 <Source>

57 <LocURI>
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C3 Opagque data follows
OE Length of opaque data
LT EdT e T - e M T e *n” fd” e “r’ String ‘.\dev-calendar’

01 </LocURI>

01 </Source>

33 <NumberOfChanges>
C3 Opaque data follows
01 length of opaque data
‘1" String ‘1’

01 </NumberOfChanges>
60 <Replace>

4B <CmdID>

C3 Opagque data follows
01 Length of opaque data
‘4" String ‘4’

01 </CmdID>

5A <Meta>

00 Codepage switch

01 Codepage 01 (Metinf)
4D <Type>

03 Inline string follows
e X AT T X T e T e “d” String ‘text/x-vcalendar’
“a” “r’ 00

01 </Type>

00 Codepage switch

00 Codepage 00

01 </Meta>

54 <Item>

67 <Source>

57 <LocURI>

C3 Opaque data follows
02 Length of opaque data
“2" 6" String ‘26’

01 </LocURI>

01 </Source>

4F <Data>

C3 Opague data follows
02 Length of opaque data
04 Legnth of string table
“‘C" AT L ML Actual data

01 </Data>

01 </ltem>

01 </Replace>

01 </Sync>

12 <Final>

01 </Final>

01 </SyncBody>

01 </SyncML>
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Appendix A.  Static Conformance Requirements

(Normative)

A.1 Conformance Requirements for OMA DS Client

Table 1 — Client Features

Item Functionality Reference | Status Requirement
SCR-DS-CLIENT-001 Support of ‘two-way sync’ sync 8 M
type
SCR-DS-CLIENT-002 Support of ‘'slow two-way syn¢’ 9.5 M
sync type
SCR-DS-CLIENT-003 Support of ‘one-way sync from 10 0
client only’ sync type
SCR-DS-CLIENT-004 Support of ‘refresh sync from 10.3 0
client only’ sync type
SCR-DS-CLIENT-005 Support of ‘one-way sync from 11 0
server only’ sync type
SCR-DS-CLIENT-006 Support of ‘refresh sync from 115 0
server only’ sync type
SCR-DS-CLIENT-007 Support of ‘sync alert’ 12 0
For non-WAP clients, or WAP
clients that only use OBEX
transport for DS.
SCR-DS-CLIENT-008 Support of ‘Sync Without 6.11 0
Separate Initialization’
SCR-DS-CLIENT-009 | Support of sending ‘Large 6.10 o SCR-DS-CLIENT-LO-S-004
Objects’ SCR-DS-CLIENT-LO-S-005
SCR-DS-CLIENT-LO-S-006
SCR-DS-CLIENT-LO-S-007
SCR-DS-CLIENT-010 Support of receiving 'Large 6.10 0O SCR-DS-CLIENT-LO-R-001
Objects' SCR-DS-CLIENT-LO-R-002
SCR-DS-CLIENT-LO-R-003
SCR-DS-CLIENT-011 Support of ‘busy signaling’ 6.13 0
SCR-DS-CLIENT-012 Support of suspend/resume 6.12 o
SCR-DS-CLIENT-013 Support for filtering 0 SCR-DS-COMMON-C-008
SCR-DS-CLIENT-014 Support for hierarchical 0 SCR-DS-CONTENT-C-007
synchronization
SCR-DS-CLIENT-015 Support WAP PUSH operatiop 12 M DSDM-WSP-C-002
For WAP capable devices that
use HTTP or WSP transport fof
DS
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SCR-DS-CLIENT-016 Support of ‘sync alert’ by WAP 12 M DSDM-WSP-C-002
Push method
For WAP capable devices that
use HTTP or WSP transport fof
DS
A.1.1 SCR for Large Object
Item Function Reference Status Requirement
SCR-DS-CLIENT-LO- | Indicate support for receiving Large 6.10 M SCR-DS-DEVINF-C-029
R-001 Object in the Devinf
SCR-DS-CLIENT-LO- | Sending MaxObjSize and 6.10 M
R-002 MaxMsgSize
SCR-DS-CLIENT-LO- | Sync Commands inside Large 6.10 M
R-003 Object is handled as Atomic
SCR-DS-CLIENT-LO- | Data chunks must be sent in 6.10 M
S-004 continuous order without any new
command
SCR-DS-CLIENT-LO- | Include Size in the first data chunk 6.10 M
S-005
SCR-DS-CLIENT-LO- | All chunks except the last one must 6.10 M
S-006 include “MoreData” tag
SCR-DS-CLIENT-LO- | Repeat Meta and Item information 6.10 0]
S-007 in each chunk

A.2 Conformance Requirements for OMA DS Server

Table 2 — Server Features
ltem Functionality Reference | Status Requirement
SCR-DS-SERVER-001 Support of ‘two-way sync’ sync 8 M
type

SCR-DS-SERVER-002 | Support of ‘slow two-way sync’ 9.5 M
sync type

SCR-DS-SERVER-003| Support of ‘one-way sync from 10 M
client only’ sync type

SCR-DS-SERVER-004 | Support of ‘refresh sync from 10.3 M
client only’ sync type

SCR-DS-SERVER-005| Support of ‘one-way sync from 11 M
server only’ sync type

SCR-DS-SERVER-006 | Support of ‘refresh sync from 11.5 M
server only’ sync type

SCR-DS-SERVER-007| Support of ‘sync alert’ 12 0
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SCR-DS-SERVER-008 | Support of ‘Sync Without 6.11 M
Separate Initialization’
SCR-DS-SERVER-009 | Support of sending ‘Large 6.10 o SCR-DS-SERVER -LO-S-004
Objects’ SCR-DS-SERVER -LO-S-005
SCR-DS-SERVER -LO-S-006
SCR-DS-SERVER -LO-S-007
SCR-DS-SERVER-010| Support receiving Large Object 6.10 M - SCR-DS-SERVER -LO-R-
Handling 001
SCR-DS-SERVER -LO-R-
002
SCR-DS-SERVER -LO-R-
003
SCR-DS-SERVER-011| Support of ‘busy signaling’ 6.13 0
SCR-DS-SERVER-012| Support of suspend/resume 6.12 M
SCR-DS-SERVER-013| Support for filtering 0 SCR-DS-COMMON-S-008
SCR-DS-SERVER-014 | Support for hierarchical 0 SCR-DS-CONTENT-S-007
synchronization
A.2.1 SCR for Large Object
ltem Function | Reference Status Requirement
SCR-DS-SERVER-LO- | Indicate support for Large Object in 6.10 M SCR-DS-DEVINF-S-029
R-001 DevInf
SCR-DS-SERVER-LO- | Sending MaxObjSize and 6.10 M
R-002 MaxMsgSize
SCR-DS-SERVER-LO- | Sync Command inside Large Object 6.10 M
R-003 is handled as Atomic
SCR-DS-SERVER-LO- | Data chunks must be sent in 6.10 M
S-004 continuous order without any new
command
SCR-DS-SERVER-LO- | Include Size in the first data chunk 6.10 M
S-005
SCR-DS-SERVER-LO- | All chunks except the last one must 6.10 M
S-006 include “MoreData”
SCR-DS-SERVER-LO- | Repeat Meta and Item information 6.10 (0]
S-007 in each chunk
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