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1. Scope

This document specifies the message flows betwatnsynchronization client and server in ordemsuee an inter-
operable solution across all devices.

Please refer tibSCONCEPTSTor further information on the OMA DS organizatiand history.
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None.
Please refer tfDSCONCEPTS[or the other Informative References.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except "Scope" anddiuction”, are normative, unless they are exghjiandicated to be
informative.

Any reference to components of the Data Synchrdniz&XML Schema or XML snippets is specified inghypeface

3.2 Definitions

Please refer to ti®SCONCEPTSJdocument.

3.3 Abbreviations

Please refer to ti®SCONCEPTSJdocument.
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4. Introduction

This specification defines a synchronization protdietween the DS Client and DS Server.

4.1 Version History
For a detailed change history of OMA-DS, refefd8HISTORY].

Specific Protocol Document changes include:

411 Version1.0.1

This was the initial definition of the SyncML Pret, between a client device and a server device.

41.2 Version 1.1.x

The protocol was enhanced to support Large Objeatiate UTC support, Maximum object size suppmhreend convey the
Number of Changes.

The Core specifications were split into SyncML CoanmSyncML DS, and SyncML DM.
With the release of 1.1.2, SyncML was renamed OM&-D

4.1.3 Version 1.2.x

Suspend and Resume functionality was added, SAfedged Notification was extensively redone, Day@m&Record and
Field Level filtering was added, Synchronizatiorhgdrarchical data objects, and field level replaes implemented.
Additionally, information specific to particular daformats was moved into separate data objeatitiefi specifications.

414 Version 2.0

Version 2.0 re-designed the syntax and semantsosg XML Schema, simpler syntax, and much stromgge checking. A
variety of things were done to reduce traffic. Migtformation was re-integrated into the core speaifons, generally as
attributes modifying existing elements (3p8SYNTAX]). Sync Types were replaced with a specific Syactlwhich
allowed for “Fingerprints” (see section 5.2) todehanged for a number of cases that used to iasslow Syncs, to
improve sync interruption recovery. Device inforinatwas allowed to be returned partially, rathemtlalways required to
be fully returned (See section 5.10.5.2). Synchation of sub-parts was enabled (See Section$4.9,and 5.16). Security
was enhanced with addition encryption capabilitigsthe data being synchronized (See Encrypticateel items in
[DSSYNTAX]). Continuous Sync was created (See Section 6.2).
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5. Protocol Fundamentals
51

Prior to the data synchronization process, the éh€Cand DS Server MUST negotiate the data syrmibhadion
mechanisms. The negotiation process aims to deterthe synchronization direction, synchronizatiehdwior, and to
identify what part of data needs to be sent.

Sync Type Negotiation Parameters

In the sync mechanism negotiation process, the Etr DS Server sends data synchronization ngtian parameters to
the other side. The parameters are shown below.

5.1.1

This indicates which sides will send data. The fiswvalues are “fromClient”, “fromServer”, “twoWawpr “NoWay".
“NoWay” means that the direction is not specififdNoWay” is specified for the Di r ect i on”, the “Behavi or”
parameter will have no meaning. During the “NoWayhchronization, the server or the client can ergkalata freely and
without the restriction of the sync type. The semethe client can send data items to the otttz ar retrieve data items or
retrieve hierarchy information from the other side.

Direction

Di r ect i on may only be modified to subtract from the requéstata transfer. For example, if both sides anelieg data,
it may be negotiated so that only one side willdséata. If only one side is sending data, theainot be forced for the

other side to send data. The allowed transitioastaus from “twoWay” to “fromServer”, “twoWay” ttfromClient”, or to
keep the requested value.

The detailed transition rules are listed in thedgddelow:

From\ To twoWay fromClient fromServer NoWay
twoWay Allowed Allowed Allowed Allowed
fromClient Not allowed Allowed Not allowed Allowed
fromServer Not allowed Not allowed Allowed Allowed
NoWay Not allowed Not allowed Not allowed Allowed
5.1.2  Behavior

This indicates what behavior is expected to ocdtlr existing data. The possible values are “Réftes “Preserve”.

OMA DS provides the capability for refreshing theiee data on the DS Client with the equivalentchyonization data on
the DS Server. This could be necessary if the D&nCand the DS Server versions are no longeryhic'swith each other
due to hardware or power failure in the mobile deyor if the version on the DS Client has becooreupted or erased
from memory. This capability is provided by the Bent issuing a "refresiBehavi our attribute value irsyncAlert
command to the DS Server.

Behavi or may only be modified to reduce the amount of d&tiag preserved. For example, if the client isudhg its
data store, the server may not request that thatdtieep its data store. The allowed transitioeglaus from “Preserve” to
“Refresh”, or to keep the requested value.

The detailed transition rules are listed in thdgddelow:

From\ To Preserve Refresh
Preserve Allowed Allowed
Refresh Not allowed Allowed

TheBehavi or parameter will be used withi r ect i on parameter.

If Di recti on is “fromServer” andBehavi or is “Refresh”, it would indicate that the clienttssoperate as if it has cleared
its data store prior to further data being tranmsfiirsuch as when reloading the client data stdfda.r ect i on is
“fromClient” andBehavi or is “Refresh”, it would indicate the same for tleever, such as the client performing a backup
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operation. Note that there is no need to be abdpéecify refreshing both sides — the requestedadear its own data, and
just request the other side to clear its datasoAlote that this does not require the actual idgaf data before the sync —in
many instances, knowledge of what data is presentijlable can prevent having to transfer that dgein. Any data
identified during the sync would not be deleted.

The detailed combination rules fBrr ect i on andBehavi or are listed in the table below:

Combination Refresh Preserve
twoWay Not allowed Allowed
fromClient Allowed Allowed
fromServer Allowed Allowed
NoWay Not allowed Allowed
5.1.3  IDValidity

This indicates whether the IDs of data objectshmtrusted. The possible values are “true” ors#al “False” indicates that
some kind of reset or renumbering operation haaroed, or a loss of mapping information has ocalrre

| Dval i di t y may only be reduced. The only allowed transitofrom “true” to “false”, which could occur if thiaitiator
of the sync had valid IDs, but the recipient did. no

The detailed transition rules are listed in theeddzlow:

From\ To true false
true Allowed Allowed
false Not allowed Allowed

5.1.4

This indicates whether accurate knowledge of whatdhanged is available. The possible values are™or “false”. The
value “false” indicates that some kind of reseloss of change data, or a loss of an accuratergjardint for changes (such
as a sync anchor mismatch) has occurred. Witremutrate information about what data has changex sirparticular point
in time, some information about all data objectt generally need to be transferred. This alsdiapgor a very first sync,
since all data objects will have to be examinedeNbat as soon as one data object has been siutlyesansferred,
ChangelLogVal i di t y of subsequent syncs could theoretically be cons@&rue”, but since the sync anchors are not
referring to the same point in time it must stagl$&” until valid sync anchors are available.

ChangelLogValidity

Note that ifl DvVal i di ty is “false”, then even i€hangeLogVal i di ty is “true”, the change log information.cannot be
trusted by the other side.

ChangelLogVal i di ty is only applicable for parties sending data. E.the Behavi or parameter is “Refresh” and the
Direction is “fromServer”, then only théhangeLogVal i di t y of the server is relevant.

ChangelLogVal i di t y may only be reduced. The only allowed transitefrom “true” to “false”, which could occur if
the initiator of the sync has valid change log dhtd the recipient does not.

The detailed transition rules are listed in thegddelow:

From\ To true false
true Allowed Allowed
false Not allowed Allowed

5.2

Fingerprints are values associated with particdéa item contents. They may be specified in albrarrof different
methods, but they must change if any part of a ileta changes. Fingerprint size should not exceedlata item size. It
may be desirable to have the fingerprint size dgfired length, such as 4 bytes. If the data itemis smaller than the
predefined fingerprint size, it is not desirablecteate fingerprints for the data item.

Fingerprint Introduction
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Fingerprints are compared to detect if particuktadtems have changed, and may contain additiofaimation, such as
details of what has changed.

Both the DS Client and the DS Server MUST suppogsdrprints. The sending of fingerprints is optibrizuring the
synchronization, the DS Client MAY send fingerpsitd the DS Server for data item comparison purpese the DS Client
MAY send the data items directly.

Fingerprints are always transmitted as paired &t and fingerprint.

5.2.1  Fingerprint Generation Method

Basically, there are two ways to generate fingetpriThe first, the client generates fingerpritsthe data item contents
and sends them to the server. The second, botliéme and server generate the fingerprints fordae item contents
separately.

How to choose a specific method is based on tlgefjrint characteristic information. Client genechfingerprints
SHOULD be used. For a particular data object, it pathe data item content is unique and can leel @s fingerprints for
comparison purpose, mutually generated fingerpMA& be used.

5211 Client Generated Fingerprints

In this case, fingerprints are defined in a cligmécific fashion. The client can store the fingets with the data item
contents or the client can generate the fingerpiimteal time, that is, just before the clientadetines to send fingerprints to
the server. The associated fingerprints MUST bgereerated if the data item contents are modifiethe client side.

After receiving the client generated fingerprinte server SHOULD store the received fingerprints the data items.
Once the server modifies (Add / Update / Delet@)esalata items, the associated fingerprints MUSTrdmed as opaque
values by the server, and the associated fingespean be deleted or marked as “invalid” or rel$¢he server reset the
fingerprints, the reset value MUST be unigue anesdwot conflict with other valid fingerprint valudtthe server marks the
fingerprints as “invalid”, the server SHOULD kedyetold values of the fingerprints.

The server can compare each received fingerpmtttseclient for a particular data item with thergtd fingerprint on server
side to determine if the data item has been chanfjite fingerprints are unique, then the receifiaderprints MAY be
compared agaist all the available fingerprints &sm of duplicate detection in case the data iigemtifiers are not valid

(I Dval i di ty).

In case that the server marks the fingerprintsragtid” and keeps the old values of the fingerfsin

. If the client sends an unchanged fingerprint foe data item, the server can identify that the tliexs not changed the
item, but the server has, and thus the server mmtaseed to receive the data item from the client.

. If the client sends a new fingerprint for one d&gan, the server can identify that the client hlaanged the item since
the last time it was in sync, and the server hamgéd it, and thus the server needs to receiveatzeitem from the
client to be able to merge the changes.

5.21.2 Mutually Generated Fingerprints

In some situations, usually specific to a particdata object type, part of the data item contentlwe used as fingerprints.
For example, a zip file already contains a CRC (i€yRedundancy Check) for each file within it, $@sieasy to retrieve /
generate a consistent value. In this case, therfmints can be generated by the client and bgéineer with the same result.
If the client or server modified the data item, tfient or server MUST re-generate the fingerprint.

It is expected that this method will only applytifs fully specified in a data object definition.

5.2.2  Fingerprint Generation Algorithm (Informative)

The DS Client and DS Server MAY choose the fingetggeneration algorithm according to the predefifoeal policy.
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Some possible fingerprint generation algorithm chsiare shown below.

5.2.2.1 Changed Flag

Clients may choose to implement their fingerpriaicalation as a simple changed (or dirty) flag.tHis case, the fingerprint
would be a constant value (such as 0), to inditetethe data item has not changed since theyast df the data item
changes, the fingerprint would be changed (pertmpsother constant value, such as 1). When tigefprint of a data item
is compared with its previous value, the fact thhis changed can be detected, allowing thatquéeti data item to be
transferred during a sync session.

Advantages include that it is simple to calculatgl requires minimal client storage.

Drawbacks include that flags must be maintainedsperer, or else when syncing to a different semer changed state will
be unknown, and thus all data items must be tramesfe Preserving the accuracy of the flag acressce resets (that do not
wipe data) may also be an issue. Additionallytvgafe changes may be required to properly recorehvaihanges occur.

5.2.2.2 Changed Count

Clients may choose to implement their fingerpriaicalation as a simple count of how many timesta dam has changed.
Each time a data item is changed, the count camdoemented. When the fingerprint of a data iteradmpared with the
value from a previous sync, that fact that it Hasnged can be detected, allowing that particult il@am to be transferred
during a sync session.

Advantages include that it is simple to calculatel requires minimal client storage.

Drawbacks include slightly larger storage requireta¢han a simple flag, and that preserving thermoy of the value
across device resets (that do not wipe data) nsayts an issue. Additionally, software changes beagequired to properly
record when changes occur.

5.2.2.3 Hash

Clients may choose to implement their fingerpriaicalation as some kind of hash function. Wherfitgerprint of a data
item is compared with the value from a previouscsyhat fact that it has changed can be deteclieskiag that particular
data item to be transferred during a sync session.

Advantages include that it is specific to the degm, and thus is not affected by device resealskh may be calculated as
needed if detection of changes when they occunti$aasible. Clients typically support at least\iD5 hash already.

Drawbacks include slightly larger storage requiretag¢han a simple flag, and that it is likely torhere computationally
intensive than simpler methods.

5.2.2.4 Sub-Item specific

Clients may choose to implement their fingerpriaitcalation in a manner to allow detection of whigicps of a data item has
changed, such as a flag per field (or other subjitéVhen the fingerprint of a data item is companéth the value from a
previous sync, that fact that it has changed catebected, as well as what sub-items have changled. allows field level
updates to be performed, rather than requiringettiige record to be transferred.

Note that because the fingerprint is only generaiethe client, the client will only be able to det if the entire data item
has changed on the server. This may lead to néertefficiencies, such as situations where the datthe server will
override the data on the client, and the client mot be able to determine if the changes on tieatcivill be relevant.

Advantages include that field level updates mayded.

Drawbacks include slightly larger storage requireta¢han a simple flag, and that it is likely torhere computationally
intensive than simpler methods. It may also haveesof the drawbacks of simpler functions, in thatre may be
requirements to record when changes occur, andssstross device reset.
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5.3 Change Log Information

This protocol requires that DS Client and DS Searerable to keep tracks of changes that have hapgsetween two sync
processes for one datastore. i.e., they are refipp@iier maintaining the change log information abthe modifications
associated with data items of a datastore. Thestgpthe modifications can be e.g., replace, amfujtand deletion. This
protocol does not specify in which format this aparog information is maintained. However, whenctyonization is
started, the DS Client or DS Server MUST be abkptxify, which data items have changed. To spdledychanged data
items, the unique identifiers are used. To indithéstype of a modification, the different sync ecoands (e.gReplace )
MUST be used.

5.4 Multiple devices

If a device synchronizes data items with multipbeides, the change log information MUST be ablmdicate all
modifications since a previous synchronization witth device. This allows the data items in difiedevices to be kept
up-to-date.

When synchronizing multiple DS Clients with the ®aBS Server, the DS Server MUST maintain diffetBnimapping
tables for different DS Clients. If the DS Serveres only one set of data items for different O@1@s, the GUIDs of the
data items on the DS Server for each DS Client MAYAY not be the same. If the DS Server uses afieGUIDs for the
same data item to different DS Clients, the DS &eMUST be able to know that the different GUID&rdo the same data
item.

For the client generated fingerprints, the DS SeBHMOULD store fingerprints of the data items sapaly for each DS
Client if the fingerprint generation algorithmsrotiltiple DS Clients are different. In the case it same fingerprint
generation algorithm is used and the fingerprietsegated for the same data item are the same Stgebver MAY store
only one set of fingerprints for different DS ClienThe DS Server MAY use the stored fingerprietseived from one DS
Client to compare with the fingerprints receiveahfran other DS Client in subsequent synchronizatwith different DS
Clients. If the received fingerprint from the DSt for the same data item is detected to bedheesas the stored
fingerprint on the DS Server, then the data itexhthie associated fingerprint does not need to bebsethe DS Client.

For mutually generated fingerprints, the DS SeBiOULD use the same set of fingerprints to all Digrd@s in the multiple
devices synchronization environment if the fingampgeneration algorithms of multiple DS Cliente éine same.

For both client and mutually generated fingerpritiie DS Server may have knowledge of the fingatméneration
algorithms of multiple DS Clients, but the mechamis out of scope of OMA DS enabler.

5.5 Usage of Sync Anchors

5.5.1  Sync Anchors for Datastores

To enable sanity checks of synchronization, thigqaol uses sync anchors (See Definitions) assmtiaith datastores (e.g.,
a calendar datastore). There are two sync anchast, andNext (See [DSSyntax]), which are always sent at the
initialization of sync. The.ast sync anchor describes the last event (e.g., tivhen the datastore was synchronized from
the point of sending device and tRext sync anchor describes the current event of sym the point of sending device.
Thus, both the DS Client and the DS Server seriddlagn anchors to each other. The sync anchorsarewithin the
SyncAlert  operation by using the Syntax Schema as defingtldipS Syntax specification. The receiving deWwidST
echo theNext sync anchor back to the transmitting device inStedus for theSyncAlert command.

The utilization of sync anchors is implementatipedfic but in order to enable the utilization, text sync anchor of the
other device needs to be stored until the nextheymization. The DS Server MUST store fext sync anchor sent by the
DS Client to enable this utilization.

If the device stores thidext sync anchor, it is able to compare during the sgrthronization whether the sync anchor is
the same as tHeast sync anchor sent by another device. If they areinirag, the device is able to conclude that nafai
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have happened since last sync. If they are nothimgjcthe device can request a special action finother device (e.g.,
recovery sync).

The stored sync anchors MUST NOT be updated béf@reynchronization process is finished.

The synchronization process is finished after dagelras finished the last step, that is, Pkg #3HerDS Client or Pkg #6 for
the DS Server, and the synchronization was suademsftheSync command level (i.e. no other than 200-class stathas
been returned foBync commands). Also if the session is ended, the pamsevel (directly under SyncML level)
communication has to be properly ended before spmitation can be seen as finished. If the comnatitin between
synchronizing devices is not ended properly acewydd transport level specification, devices MUSO Nupdate their sync
anchors.

55.1.1 Example of Datastore Sync Anchor Usage

In this example, a sync client and server synclztwice (sync process #1 and #2) with each otkfegr the sync process
#1, the persistent memory of the sync client isttéBecause of that, the datastore anchors do atthnat the sync process
#2, the sync server notifies this, and it initiates slow sync with the client.

The sync process #1 is started at 10:10:10 AM eriffi of October 2001. The previous synchronizationdghethe sync
process #1) was started at 09:09:09 AM on thefSSeptember 2001. At this synchronization proctssrecovery sync is
not initiated because the sync anchors matchthe sync server has the sync event (09:09:09 Atherd" of September,
2001).

The sync process #2 is started at 11:11:11 AM eri i of November 2001. Because the memory of the sleotavas
reset after the sync process #2, the sync seriteté@s the recovery sync.

In the figure below, both the sync processes apecti. Only the initialization phases and thertligync anchors are shown
in the figure.
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OMA DS Client OMADS Server | re----ceaacaaan -
| The Sync Server '
[ [ ! has stored the client 1
Sync Process #1 1 sync event H
1 (09:09:09 AM, !
| 9/9/2001). i
Pkg #1: Last (2001-09-09T09:09:09Z), Next(2001-10-10T10:10:10Z) b e i
Pkg #2: OK

<«

Sync Process #1 completed, the sync server updates the sync anchor.

The persistent storage of the client is reset.

The Sync Server
has stored the client

! 1

: 1

1

Sync Process #2 | sync event !

| (10:10:10 AM, !

1 10/10/2001). !

Pkg #1: Last (0000-00-00T00:00:00Z), Next(2001-11-11T11:11:117) [ i
"| VThe sentand the !
Pkg #2: Refresh required ('508") | stored anchors !
< I do not match. !

Figure 1 - Example of Sync Anchor Usage

5.5.2  Sync Anchors for Data Items

This protocol does not specify the functionalityttansfer the sync anchors associated with indalidata items.

5.6 ID Mapping of Data Items

This protocol is based on the principle that the@i&nt and the DS Server can have their own IDglfda items in their
datastores. These IDs MAY or MAY NOT match with leather. The DS Client uses local unique identifigdID) to
identify data items, and the DS Server uses glghalique identifier (GUID) to identify data itemdsually, GUID is larger
than LUID. Because the IDs can be different, theSa8/er MUST maintain the ID mapping table for degens. That is, the
DS Server knows which LUID and which GUID pointsthe same data item.

Figure 2 shows an example of an ID mapping talikr afynchronization. In this example the mappifgetan the DS Server
is depicted as a separate from the actual datastore
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Client Device Server Device
Client Database: Server Database:
LUID Data GUID Data
11 Car 1010101 Car
22 Bike 2121212 Bike
33 Truck 3232323 Truck
44 Shoes 4343434 Shoes
Server Mapping Table:
GUID LUID
1010101 11
2121212 22
3232323 33
4343434 44

Figure 2 - Example: ID Mapping of Data Items

The LUIDs MUST be assigned by the DS Client. Thams that even if the DS Server adds an item tD8€lient, the
DS Client assigns a LUID for this item. In this eathe DS Client returns the LUID of the new itemitte DS Server. The
Map operation is used for this. After tiap operation is sent by the DS Client, the DS Seis/able to update its mapping
table with the client LUID.

When a DS Server is adding a new item to a DS ClieRUST NOT send its actual GUID if the sizetbE actual GUID is
exceeding the maximum size of the temporary GUIfindd by the DS Client. If the actual GUID size e&ds the
maximum size, the DS Server MUST use a smaller tearp GUID when adding an item to the client. Theximum size
of the temporary GUID is defined in the device immfiation document of the DS Client.

If the DS Server has modified an existing item. (ia@ item which is on both the devices), the D&&eMUST identify the
item by using the client LUID for this item, whemetmodification (e.g., replace or deletion) is $yonized with the DS
Client. In the case of the client modificationgnits are also identified with LUIDs, when the magiifions are sent to the DS
Server. The DS Server can map a LUID to its own [Bby utilizing the mapping table.

5.6.1 Caching of Map Operations

After a DS Server has requested one or more additambe done by the DS Client, and the DS Cliestdompleted these
additions to its datastore and allocated LUIDstlfiem, the DS Client MAY cache the Map operatiorsbamted with these
LUIDs. The DS Client MAY cache thidap operations, if the DS Server has explicitly indéchthat it does not require a
response to its sync message. However, the DSt@ialways allowed to send tiap operations back to the DS Server
immediately after adding the items to the DS Cldatiastore. This is the case even if the DS Séra®indicated that it does
not require a response.

If the map items are cached, flap operations are sent back to the DS Server atdfmhing of a subsequent
synchronization session (in Pkg #3 from the DS1&Elie the DS Server). That is, the DS Server MU&3eive theMap
operations before it is able to process any cligualates related to the items with which kih@p operations are associated.

If the DS Server has the control of a transportqual (e.g., acting as an OBEX client), it MUST alys request a response
to theSync command, which it has sent to the DS Client. Tkhes DS Server MUST NOT disconnect before it hasago
response to th8ync command from the DS Client.
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5.7 Conflict Resolution

Conflicts happen because of modifications on tieesiiems on the server and the client datastofes.gxample the same
calendar item has been manually updated on thediaéls.) In general, the client sends the condlitection data to the
server, and the server performs the conflict deteetnd resolution according to the pre-configuredflict resolution
policy. After conflict resolution, the server serwirck theStatus command to the client to indicate the conflictotaon
result. After that, the server and the client cgrchronize the conflicted data according to thefladimesolution result.

There are multiple policies to resolve the condliahd the DS Syntax protocol provides the statdes(See "Response
Status Codes" chapter in [DSSYNTAX]) for some comrpolicies. The table below shows four common pedi@nd the
corresponding server and client behaviors:

Policy Server behavior
Server wins Server sends back the server side raddlata item to the client.
Client wins Server replaces the server side data With the received client data item.
Merge Server merges the client and server instancesealdlta item. In addition, server will sen&eplace
commancto the clien with the merged dai
Duplicate Server creates in the server datastoigphcation of the client data item. In additioenger will send
anAdd command to the client with the duplicate data item

The example below depicts a case that the sermessestatus to the client.

<Status CmdID="1" MsgRef="1" CmdRef="2" Cmd="Replac e" Code="208"/>
<l-- Conflict, originator wins -->

Although the server is in general assumed to irecthé conflict resolution functionality, the poski that the client would
also provide the conflict resolution functionalisynot excluded (See Section 10.10). If the clasdires, the DS Client MAY
retrieve the data items from the DS Server andopertonflict resolution. This will be left to theplementation of the DS
Client.

The administration, and how the conflict resolutpmiicy is configured, is out of the scope of thistocol and the DS
Syntax protocol.

5.8 Identifiers

Identifiers in OMA DS, such as in tif&ource orTarget elements, can be a combination of URI as definefREC2396],
URN as defined by [RFC2396] or UID. UID is the umégidentifier for the data item. For the DS CliddlD is the LUID
(Local Unique Identifier) and for the DS ServerPUs the GUID (Global Unique Identifier).

In OMA DS, all URI and URN values are specifiedpassable character in elements or attributes. If §#Reme or URN
scheme is used, the DS Client and DS Server MU8€ifypa valid URI or URN value using the appropi&tRl scheme or
URN scheme. The addressing scheme on the trarispelt(e.g. HTTP) is independent from the addresstheme used at
the data sync protocol layer and the two schemea®toeed to match.

For further information about URI and URN, pleaster to[RFC2396].

The following is a list of common URI schemes:

URI Scheme Type Description
HTTP Hypertext Transfer Protocol
OBEX IrDA Object Exchange Protocol
WSP Wireless Session Protocol

Table 1 — Common URI Schemes

The following is a list of common URN schemes:

URI Scheme Type Description
IMEI International Mobile Equipment Identifier [IME The IMEI URN specifies a valid, 15 digit
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IMELI. The format is ‘IMELI: #####HEHHIHIHH

ESN Electronic Serial Number. The ESN URN specifiemlid, 8 digit ESN. The format is ‘ESN:
BRI
MEID Mobile Equipment Identity. The MEID URN speigi§ a valid, 15 digit MEID. The format is

‘MEID: ##tHHHHHHH#HHHHHHAHR
Table 2 — Common URN Schemes

Other URI or URN schemes MAY be used as well.

5.9 Hierarchical URI Construction

This section illustrates the URI construction synfehe following figure shows an example of hiergrc

The Datastore

Notation Meaning

Contacts | | MP3 | = (Tom) | SMS | -
» @ Datastore

UID=05 UID=06, UID=07 UID=08 \ UID=09 UID=10 UID=11 E Folder

CORLTIIETIRCORCO RN
N Q Data Item

Figure 3 - Example of hierarchy

In hierarchical manner, all the nodes MUST be ueigaddressed with an URI. A node can be a daestame or a data
item identifier. For datastore node, the datastamae is the client datastore name and it MUST liguenin the device. For
data items, the node identifiers constructed in MRIST be the UID (Unique Identifier). For both alieand server, the UID
is LUID (Local Unique Identifier). Any data objesfthout a LUID can not be addressed. URI used infOBs SHOULD

be treated and interpreted as case sensitive.

The URI for a node is constructed by starting atdhvice root and can be addressed using absoRiterUelative URI.
Within the absolute URI for a node, the root nodé37T be ‘.’ and the datastore node name MUST follegroot node and
be delimited by /" from the root node. There MUS@& only one datastore node in the URI. The absdJRI for a node
MUST be constructed by starting at the root andhedree is traversed down to the node in seque&@oh node name is
appended to the previous ones using “/” as thenitihig character. If the Base URI is presentechindontext, the relative
URI SHOULD be used for convenience.

For the MP3 folder and M1 data item in the treevaha DS Client or DS Server would present the egkirs as ‘./Macy/02’
and ‘./Macy/02/08’ respectively.

There are two kinds of nodes: interior node anfinede. The interior node is a container. A corgaicould be a datastore,
data item or logical folder which contains othent@iners or leaf nodes.

The following restrictions on URI syntax are inteddo simplify the parsing of URI.

« A URIMUST NOT end with the delimiter "/". Note ththis implies that the root node MUST be denotet.'aand
not "./".

* A URI MUST NOT be constructed using the characégiuence "../". The character sequence "./* MUST MOT
used anywhere else but in the beginning of a URI.

« A node identifier in the URI MUST escape the resédreharacters described in [RFC2396].
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5.9.1 Hierarchical Structure Exchange

In order to effectively fulfil data store partigirsc, the DS Client or Server should be able taeetrrelevant parts of the
hierarchical structure of a datastore in the osiide. With knowledge of the hierarchical structuhe, DS Client or Server
would be able to specify a particular node as tag point on both sides and hence effectivelyqrenfdata store partial
sync.

59.1.1 Request for hierarchical structure informat  ion

The DS Client or Server can use thet command with an attribute appending in the URietdeve the hierarchical
structure information. The attribute is added ® tIR| specified in thééem element inside th&et command. There are
three kinds of attributes: All_Nodes, Direct_ChiNbdes, Interior_Nodes.

The following table shows the formats and meanfogsheGet command and the URI in it with the different ditries:

Format Meaning
GET<URI>?list= All_Nodes Retrieve the hierarchical structure informationdtithe nodes under the
specified URI

GET<URI>?list= Direct_Child Nodes Retrieve the hierarchical structure informationdtirthe direct child nodes
under the specified URI

GET<URI>?list= Interior _Nodes Retrieve the hierarchical structure informationdéirthe interior nodes under
the specified URI

The example below depicts a case that the serir@ves the client’s hierarchical structure infotioa for all the nodes:

<Get CmdID="4">

<ltem>
<TargetClientURI>./Macy/02?List=All_Nodes</TargetCl ientURI>
</ltem>
</Get>
5.9.1.2 Response carrying hierarchical structure in ~ formation

The recipient side of DS Server or Client MUST s#malhierarchical structure information relatedhte URI specified by
the sender. The recipient SHALL return only the BBl the requested nodes, without the contenteohtdes.

Requested information from the node (URI in @&t command wittst r uct attribute) is embedded into &em inside a
Results commandMeta MUST be used to indicate tHgpe andFor mat of the node, unless tig/ pe andFor nat
have the default values. TB®urceClientURI/TargetClientURI MUST indicate the URI of the node.

The hierarchical structure information from theuested node can be included into multipéen elements inside a
Results command or there can be multiftesults commands with singlgem .

According to Figure 3, the partial data store sipetiby URI *./Macy/02’ is as the following:
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The Database

UID=08 \ UID=09

© @

Figure 4 - Example of hierarchy

According to the above structure, for the retrieegjuest example, specified in the above secti@Clent returns the
hierarchical structure corresponding to the spedifiR| inResults element as the following:

<Results CmdID="5" CmdRef="4 ">

<ltem>

<SourceClientURI>./Macy/02</SourceClientURI>

<Meta Format="xml" Type="application/vnd.omads-fold er'/>
</ltem>
<ltem>

<SourceClientURI>./Macy/02/08</SourceClientURI>

<Meta Format="xml" Type="application/vnd.omads-file ">
</ltem>
<ltem>

<SourceClientURI>./Macy/02/09</SourceClientURI>
<Meta Format="xml" Type="application/vnd.omads- file"/>
</ltem>
</Results>

For eachtem element:
1) TheSourceClientURI  /Target Client URI element specifies the node’s absolute URI;
2) TheType attribute specifies the node’s MIME type.

5.10 Addressing

There are five types of addressing which is illaigd by the following figure and further descriliycthe following sections:
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— .
— ———————————————————— » Datastore Addressing
« Folder T ata ltem

» Interior Node or Leaf Node Addressing
Il

Datastore 1 Datastore 2

v

Root Node Addressing

————————————— » DS Client/Server Addressing
DS Client or Server

Device Information

———————————————————————— » Device Information Addressing

Device Information Storage

Figure 5 - Addressing Types lllustration

5.10.1 DS Client and DS Server Addressing

The DS Client MUST be addressed either using abs&&| or an URN. The DS Server MUST be addresseatuabsolute
URI. The appropriate URI scheme or URN scheme MU&Tsed and the URI or URN MUST be valid to cotyeatidress
the DS Client or Server.

Example 1: DS Server Addressing using URI

<SourceServerURI>http://www.openmobilealliance.org/ sync-server</SourceServerURI>

Example 2: DS Client Addressing using URN

<SourceClientURI>IMEI:493005100592800</SourceClient URI>

5.10.2 Usage of RespURI and Re-direction Status Codes

The DS Client MUST support receiving tRespURI element as specified in [DSSYNTAX]. After receigiit, the DS
Client MUST send all subsequent messages agamsiddiress specified RespURI element.

The support of the re-direction related status sasi©PTIONAL.

5.10.3 Datastore Addressing
The datastore within DS Client or Server MUST bdradsed using datastore URI.

The datastore URI SHOULD be represented usingtagerame. The character /' SHOULD NOT be usethmdatastore
name. The datastore itself MUST NOT have hierasthycture.

For example, in the URI “./ContactDB/101’, the ‘of@actDB’ will be considered as the datastore URI.

Example 1: Contact Datastore Addressing using URI:

</Sync>
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5.10.4 Interior Node or Leaf Node Addressing

The interior node or leaf node is the data iterfogical folder which MUST be addressed either ushegrelative URI or the
absolute URI as described in section 5.8.

Example 1: Interior Node or Leaf Node Addressing usg UID

<ltem>

</ltem>

Example 2: Interior Node or Leaf Node Addressing usg URI

</Sync>

5.10.5 Device Information Addressing

5.10.5.1 External Device Information Addressing

If the device information is stored in an exterstarage, the device information MUST be specified eetrieved based on
absolute external URI. The external URI can beest@s the value @evinf /ExtURI elemen{DEVINF]. The sender can
send the external URI as the valuebalvinf /ExtURI element, and the recipient can retrieve the eatatevice
information document based on the external URliveckin Devinf /ExtURI element. The appropriate URI scheme
MUST be used for the external device informationl @Rd the URI MUST be valid to correctly address ¢éxternal device
information document.

Note: The retrieval mechanism can be XORPC4825]or others, and this is out of scope of OMA DS deab

Example 1: Device Information Addressing using URI

<Put CmdID="2">
<Meta Type="application/vnd.syncml-devinf+xml|"/>
<ltem>
<SourceClientURI>./devinf20</SourceClientURI>
<Data><![CDATA[
<DevInf xmIns="syncml:devinf'>
<ExtURI>http://www.vendorwebsite.example.com/device info/model.xmlI</ExtURI>
<DevCap> ... </DevCap>
<DataStore> ... </DataStore>
</DevInf>]]>
</Data>
</ltem>
</Put>

5.10.5.2 Internal Device Information Addressing

If the device information is stored in the DS Ctien DS Server, it MUST be addressed using abst&e The absolute
URI MUST start from the device information datasttRI, and the absolute URI for an Element MUSTestructed by
starting at the root Element specified in [DEVINdplecification.

For example, in the specified URI, ‘./devinfo20XD&/DataStore/CTCap/Property/PropParam’, ./desR0’ is the device
information datastore URI, and ‘/Devinf’ is the tdelement of the device information, and
‘/DataStore/CTCap/Property/PropParam’ is the URdtiee to the root Element.
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The DS Client or Server should be able to retrigarts of the device information in the other sitiee URI can be used to
indicate one Element or Attribute specified in [DIEBN?] specification. If the URI is appointed to oBEement within the
Get command, all the sub-Elements and Attributes lggtanto the specified Element MUST be returned.

In case that there are multiple Elements or Attebwith the same name, the condition matchingesgion can be used to
select the specified one. If no condition matchemgression is present, all the Elements or Attebwtith the same name
will be returned.

TheGet command and the URI in it have the following fotma

GET<URI>[Element="Element_Value’]

Then the URI is addressed with the condition thabse sub-Element has the specified element value.

Example 1: Retrieve the selected DataStore informatn whose SourceRef is ‘./contacts’

<Get>

<TargetClientURI> ./devinfo20/DevInf/Datastore[ SourceRef="./contacts’] </TargetClientURI>

Example 2: Retrieve the selected Property informatin whose DataStore/SourceRef is ‘./Contacts’ and ¢h
PropName is ‘PHOTO’

<Get>
;:I."a.lrgetCIientURI>
./devinfo20/Devinf/Datastore[SourceRef="./Contacts’ J/ICTCap/Property[PropName="PHOTO’]
</TargetClientURI>

</Get>

5.11 Sync Scope Indication

The synchronization scope is specified by the taagd source address within tBgncAlert  element. The target and
source address could point to a node as descibsettion 5.10.

If multiple target and source addresses need gybehronized within one session, the DS Client 8rE2rver MUST use
SyncAlert command for each target and source pair to negdtia sync types. Accordingly the DS Client on@er
MUST useSync command for each target and source pair to cotheegynchronization data.

Example 1: Initiate to synchronize a datastore

<SyncAlert CmdID="1">
<Anchor Last="234" Next="276" />
<Cred>......... </Cred>
<TargetServerURI>./ServerMacy</TargetServerURI>
<SourceClientURI>./ClientMacy</SourceClientURI>
<SyncType Direction="fromClient" Behaviour="Preserv e"l>
</SyncAlert>

Example 2: Initiate to synchronize a part of a datatore

<SyncAlert CmdID="1">
<Anchor Last="234" Next="276" />

<Cred>......... </Cred>
<TargetServerURI>./ServerMacy/1000002</TargetServer URI>
<SourceClientURI>./ClientMacy/02</SourceClientURI>

<SyncType Direction="fromClient" Behaviour="Preserv e"l>
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| </SyncAlert> |

5.12 Exchange of Device Information

This protocol provides the functionality to exchartge device information during the initializatioha data synchronization
session (See Chapter 8) or during a separate diedicenation exchange session. The exchange caeduested by the DS
Client or the DS Server.

During a separate device information exchange @estiie DS Client or the DS Server can exchange dbgice

information without performing data synchronizati@uring a data synchronization session or devié@iation exchange
session, the DS Client or the DS Server can usBihecommand to send its device information to the ioside and use the
Get command to retrieve the other side’s device infdiam.

The DS Client or Server MAY store their device imfmtion externally (see Section 5.9.5.1). If DS6lior DS Server
stores their device information externally, they BUalso provide default device information intehnal

If there is no active session, the DS Server ciiiaie a DS Notification message to the DS Cligmdjcating the DS Client
to initiate a session to send all or updated deviftgmation. Also, the DS Server can use a DSfidation message to
indicate the DS Client to initiate an empty sess@md the DS Server can use et command to retrieve the device
information from the DS Client.

The DS Client MUST send its device informationtie server during the first synchronization sessiothe first device
information exchange session.The DS Client SHOUeBdsthe updated device information when the devilmemation has
been updated in the DS Client since the last ses$tee DS Client MUST also be able to transmitliggice information if it
is asked by the Server. The DS Client SHOULD algipsrt the receiving of the Server device inforomti

The DS Server MUST be able to send its device in&tion if requested by the DS Client. The DS SeMBIST support the
functionality of receiving and processing the Clidavice information when sent by the DS Clientesjuested by the DS
Server itself.

Implementation consideration. The exchange of the device information can reghia¢ a quite large amount of data is
transferred over the air. Thus, the devices SHOBLDBId requesting the exchange at every time whea syinitialized. In
addition, the devices SHOULD consider whether thegd to send all device specific data if it is ckat another device
cannot utilize it. E.g., if the client indicatesthit does not support the vCard 3.0 content forthat server SHOULD NOT
send the supported properties of vCard 3.0 ifpipsuts it.

5.13 Device Memory Management

This protocol with the Device Information Schemades possibility to specify the dynamic memorpaiailities for
datastores of a device or for persistent storage device. The capabilities specify how much mentloeye is left for usage.
The dynamic capabilities can be specified evergtimhen the synchronization is done. The static nmgrcapabilities are
exchanged when the sync initialization is done Skeapter 5.12 and Chapter 8).

Although the sending of persistent memory capadsliis optional for both DS Clients and DS ServBxS,Clients SHOULD
send them and DS Servers MAY send them.

The usage of different types of memory capabilittedependent on the persistent storage modeldaviae. Below there is
an example how the dynamic memory capabilities adlandar datastore on a device are representenh, theSync
command is sent.

<Sync CmdID="1" FreelD="81" FreeMem="8100" >
<TargetServerURI>./calendar/james_bond</TargetServ erURI>
<SourceClientURI>./dev-calendar</SourceClientURI>
<Replace>

</F\'>'éplace>

</S§nc>
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The datastore-specifier eel D andFr eeMemattributes in th&ync command MUST be associated with the source
datastore specified in ttf@ourceClientURI / SourceServerURI  element of thé&ync command.

5.14 Multiple Messages in Package

This protocol provides the functionality to transéme SyncML package in multiple SyncML messagéiss Tight be
necessary if one SyncML package is too large todresferred in one SyncML message. This limitatiight be caused
e.g., by the transport protocol or by the limitasmf a small footprint device.

If a SyncML package is transferred in multiple Sythcmessages, the last message in the package Miuide the
Final element (See [DSSYNTAX]).

Other messages belonging to the package MUST N€luide theFinal element.
TheFinal element can only be included when all necessamntands belonging to a specific package have be#n se

TheFinal element MUST NOT be included if the other end hatsclosed the preceding package. E.g., if theesaswstill
sending the package #4 to the client, the clientMIWNOT close the package #5 prior to receivingdlse message
belonging to the package #4. The exclusion ofRin@l element is not to be used to indicate that a &gibase is not
completed if an error occurs.

If a device receives a message in whichRimal flag is missing and 8ync element for a datastore is included, the device
MUST be able to handle the case that in the nessage, there is anotheync element for the same datastore.

The device, which receives the SyncML package éoimig.multiple messages, MUST be able to ask magssages. This
happens by sending @tert command with a specific alert code, 222 back &odtiginator of the package, or if there are
other SyncML commands to be sent as a responsAjeite command with the 222 alert code MAY be omittedieAf
receiving the message containing Bieal element, thélert command MUST NOT be used anymore.

More messages are not desirable if errors, whiefgort the continuation of synchronization, haveuoet.

The recipient of a package MAY start to send itstpackage at the same time when asking more mesgiagn the
originator if this makes sense. Thus, in Chapterd B, it is specified which commands or elementésadiowed to be sent
before receiving the final message belonging tackage.

Below, there is depicted an example that the cleesending Package #3 in multiple messages (2agesyand the server
also sends Package #4 in multiple messages (2 gesysa
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OMA DS Client OMA DS Server

Pkg #3, Msg #1: Status for Init, Some of client modifications

A 4

Pkg #4, Msg #1: Status for client mod's, Alert for next msg

A

Pkg #3, Msg #2: Rest of client mod's, Alert for next msg, Final

A 4

Pkg #4, Msg #2: Status for client mod's, Server mod's, Final

A

Pkg #5, Msg #1: Status for server mod's, (Map operation)

A 4

I I
Figure 6 : Example of Sending Multiple Messages ia Package

5.15 Large Object Handling

While synchronizing, object reception can be limib®y two factors: the maximumessage size the target device can receive
(declared invexMsgSi ze attribute), and the maximuobject size the target device can receive (declaredaxObj Si ze
attribute).

This feature provides a means to synchronize agcbhjhose size exceeds that which can be transhwitiin one message
(e.g. the maximum message size — declarddhiVsgSi ze attribute — that the target device can receivhjs s achieved
by splitting the object into chunks that will editwithin one message and by sending them contiglyo The first chunk of
data is sent with the overall size of the object arkMoreData/> signaling that more chunks wilkeat. Every subsequent
chunk is sent with a <MoreData/> tag, except frmlast one: the final chunk is sent with no <Moaitdd> tag. The target
device, having received the final chunk, has toaestruct the object and consequently acts aglitéeeived it in one piece
(e.g. apply the requested command). The apprepstatus MUST then be sent to the originator. Aramd on a chunked
object MUST implicitly be treated as atomic, ilee trecipient can only commit the object once alirdts have been
successfully received and reassembled.

Note: This mechanism does not allow sending metipfge objects in the same time. A new data obbji¢ET NOT be
added by a sender to any message until the preditasobject has been completed. If a data olgedtinked across
multiple messages, the chunks MUST be sent in gootis messages. New Sync commandsAdd, Replace , Delete
or Copy) or new Items MUST NOT be placed between chunia ddita object.

5.15.1 Conformance statements:
Clients SHOULD support receiving Large Objects aatdvers MUST support receiving Large Objects.
Supporting Sending Large Objects is optional fahkmients and servers.

A client supporting receiving Large Object MUST ke the <SupportLargeObjs/> tag in its Devinf.

Supporting receiving or sending Large Objects iegplionformance constraints for several tags.

TAGS:

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



Page 29 (99)

- SupportLargObjs [DEVINF]
- MaxObjSize [DSSYNTAX]
- MaxMsgSize [DSSYNTAX]
- Size [DSSYNTAX]

- MoreData [DSSYNTAX]

STATUS CODES AND ALERTS:

- Status 213 Chunked item accepted and buffered [DSSYNTAX]

- Alert 222 Next Message [DSSYNTAX]

- Alert 223 End of Data for chunked object not received [DSSYNTAX]
- Status 424 Size Mismatch [DSSYNTAX]

- Status 416 Request entity too large [DSSYNTAX]

- Status 411 Size Required [DSSYNTAX]

If a device supports receiving Large Objects it MUtclare the maximum size of objebtaxObjSize attribute) it is
capable of receiving as information within tBgncAlert or Sync command, as specified in [DSSYNTAX].

The device MUST also declare and fill tlexMsgSize tag. This tag, also declaredS$yncHdr element, specifies the
maximum byte size of any response message to a geegiest. Knowledge of boMaxObjSize andMaxMsgSize
allows to compute appropriate data chunk size.

5.15.2 Large Object exchange sequence:

This section illustrates and details the procedsaoje Object Handling. The following figure degie normal flow when
handling Large Objects between 2 entities: the ti8agnLarge Object Device" and the "Receiving La@gect Device".

Note that these 2 entities can represent a ClieatServer: a Client can send Large Objects toreegebut a Server can send
also Large Objects to a Client.
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Sending LO Device Receiving LO Device
Initialization
A (Receiving LO Device Pkg contains <SupportLargeObjs/>, <MaxMsgSize> and <MaxObjSize>)
Msg #1: Sending LO Device sends its first chunk of data
(contains <Size> and <MoreData/>) <Size>
Resp #1: Receiving LO Device ACK analysis
X (Status 213 — « Chunked item accepted and buffered » and Alert 222 — « Next Message »)
Msg #2: Sending LO Device sends its 2nd chunk of data
(contains <MoreData/>)
Resp #2: Receiving LO Device ACK
(Status 213 — « Chunked item accepted and buffered » and Alert 222 — « Next Message »)
Sending of other chunks: same exchanges as Msg #2 / Resp #2
Msg #n: Sending LO Device sends its last chunk of data
(DOES NOT contain <MoreData/>) <Size>
Resp #n: Receiving LO Device ACK comparison
X (Appropriate Status)

Figure 7 - Example of Sending a Large Object (normlacase)

Note 1: In the previous diagram, LO means "Large Object".
Note 2: Please refer to the section 5.14 for the use of the Alert 222.

Exchange of a Large Object can be summarized wéHdllowing sequence:
1. During initialization:
1.1. On the sending device side

1.1.1. Sending device SHOULD use knowledge of the recifsevbxMsgSi ze to determine at what size
segmentation occurs.

1.2. Onthereceiving device side

1.2.1. Receiving device MUST NOT have specified Supporge@¥bjs="false'ln its Devinf. It MUST also
specify the value of itMaxMsgSi ze and itsMaxQbj Si ze.

2. When the first chunk of data is transmitted:

2.1. On the sending device side (Msg #1)
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2.1.1. The sender MUST declare in the command elememtAdd, Replace ) the overall size of the data
element content that is going to be sent, usingilee attribute of aMeta element.

Note: TheSi ze attribute MUST only be specified for the first cthuof data.
2.1.2. A <MoreData/> empty element MUST be added after the <Data> ateme
2.2. Onthereceiving device side (Resp #1)

2.2.1. On receipt of a data chunk with thktMoreData/> element, the recipient MUST respond wittSsatus
213 — Chunked item accepted and bufferedand ask for the next message usingAlest 222 mechanism
as defined in section 6.9

Error case behavior:

1- If the Size exceeds tiMaxbj Si ze of the recipient, the recipient MUST respond vétlStatus 416 -
Requested size too big(the request failed because the specified byteisithe request was too big). The recipient
MUST NOT commit the command.

2- If the recipient gets the first chunk witkioreData/> element, but n&i ze attribute, or non filledi ze
attribute, it MUST respond with'&tatus 411 - Size required". The recipient MUST NOT commit the command.
The sender MAY attempt to retransmit the entiraddtject.

3. When extra chunks of data are transmitted:
3.1. On the sending device side (Msg #2)

3.1.1. Meta and Item information SHOULD be repeated orheatsequent message containing chunks of the
same data object.

3.1.2. A <MoreData/> empty element MUST be added after Beta element.
3.2. Onthe receiving device side (Resp #2)

3.2.1. On receipt of a data chunk with thktMoreData/> element, the recipient MUST respond wittSsatus
213 — Chunked item accepted and bufferedand ask for the next message usingAtest 222 mechanism
as defined in section 6.9

Error Case Behavior:

If the recipient detects a new data object or condrtzefore the previous item has been completeth@ghunk
without the<MoreData/> Element), the recipient MUST respond with"&tert 223 — End of Data for chunked
object not received”. TheAl ert SHOULD contain the complete source and/or tamgferimation from the
original command to enable the sender to identigyfailed command.

Note: aSt at us would not suffice here because there would noéssarily be a command ID to refer to. The
recipient MUST NOT commit the new and original coemds. The sender MAY attempt to retransmit theenti
original data object.

4. When the last chunk of data is transmitted:
4.1. On the sending device side (Msg #n)
4.1.1. The last chunk of data MUST NOT be followed withloreData/> element.
4.2. Onthereceiving device side (Resp #n)

4.2.1. On receipt of the last chunk of the data objed,rdtipient reconstructs the data object fromatsstituent
chunks. It MUST validate that the size of re-canstid object matches the obj&itze supplied in the Meta
information by the sender, then apply the requestedmand. The appropriate status MUST then beteent
the originator.
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Error case behavior:

If the sizes do not match theri@tatus 424 — Size mismatch’'MUST be sent and the recipient MUST NOT
commit the command. The sender MAY attempt to restmgt the entire data object.

5.15.3 Large Object exchange sequence example:

In this example the client sends a large objectdétition) to the server. The server has declaogghorting Large Objects
handling in its Devinf.

Client initializes a sync session

<SyncML Version="2.0">

<SyncHdr SessionID="272244708" MsgID="1" MaxMsgSi ze="3000" >
<TargetServerURI>http://Syncserver.com/sync</Ta rgetServerURI>
<SourceClientURI>IMEI_number</SourceClientURI>
<Cred>
<Meta Format="b64" Type="syncml:auth-basic" / >
<Data>dGVzdDp0ZXNOcHc=</Data>
</Cred>
</SyncHdr>
<SyncBody>
<SyncAlert CmdID="1" MaxObjSize="10000000" >
<l-- .. -->
</SyncAlert>
<Final/>
</SyncBody>
</SyncML>

Server Response

<SyncML Version="2.0">
<SyncHdr SessionID="272244708" MsgID="1" MaxMsgS ize="30000">
<TargetClientURI>IMEI_number</TargetClientURI>
<SourceServerURI>http://Syncserver.com/sync </S ourceServerURI>
</SyncHdr>
<SyncBody>
<Status CmdID="1" MsgRef="1" CmdRef="0" Cmd="Sy ncHdr" Code="212">
<ServerURI> http://Syncserver.com/sync </Serv erURI>
<ClientURI>IMEI_number</ClientURI>
</Status>
<Status CmdID="2" MsgRef="1" CmdRef="1" Cmd="Sy ncAlert" Code="200">
<l >
</Status>
<SyncAlert CmdID="3" MaxObjSize="10000000">
<l >
</SyncAlert>
<Final/>
</SyncBody>
</SyncML>

The client begins to send a large object

<SyncML Version="2.0">

<SyncHdr SessionlD="272244708" MsgID="2" MaxMsgSi ze="3000">
<l-- ... >

</SyncHdr>
<SyncBody>
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<Status CmdID="1" MsgRef="1" CmdRef="0" Cmd="Sy
<l- ... -->
</Status>
<Status CmdID="2" MsgRef="1" CmdRef="3" Cmd="Sy
<l-- ... -->
</Status>
<Sync CmdID="3" >
<l-- ... -->
<Add CmdID="4" >
<Meta Type="application/vnd.omads-file+xml"
<Item>
<SourceClientURI>1001</SourceClientURI>
<Data>
e ==
<!-- Big Block Of Data Takes Place Her
<l-- >
</Data>
<MoreData/>
</ltem>
</Add>
</Sync>
</SyncBody>
</SyncML>

ncHdr" Code="200">

ncAlert" Code="200">

Size="2304"/>

e->

Server response: Data chunk is accepted

<SyncML Version="2.0">
<SyncHdr SessionID="272244708" MsgID="2">

<l >
</SyncHdr>
<SyncBody>
<Status CmdID="1" MsgRef="2" CmdRef="0" Cmd="Sy ncHdr" Code="200">
<l-- . ->
</Status>
<Status CmdID="2" MsgRef="2" CmdRef="3" Cmd="Sy nc" Code="200">
<l- >
</Status>
<Status CmdID="3" MsgRef="2" CmdRef="4" Cmd="Ad d" Code="213">
<l- >
</Status>
<Alert CmdID="4" Code="222">
<ltem>
<Data>Next Message Please</Data>
</ltem>
</Alert>
</SyncBody>
</SyncML>
Client sends the last chunk of the large object
<SyncML Version="2.0">
<SyncHdr SessionID="272244708" MsgID="3" MaxMsgSi ze="3000">
<l-- >
</SyncHdr>
<SyncBody>
<Status CmdID="1" MsgRef="2" CmdRef="0" Cmd="Sy ncHdr" Code="200">
<l .. >
</Status>
<Status CmdID="2" MsgRef="2" CmdRef="4" Cmd="Al ert" Code="200">
<l >
</Status>

<Sync CmdID="3">
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<l-- ... -->
<Add CmdID="4">
<Meta Type="application/vnd.omads-file+xml" />
<ltem>
<SourceClientURI>1001</SourceClientURI>
<Data>
e ==
<l-- Large Object Ends Here -->
<l-- -->
</Data>
</ltem>
</Add>
</Sync>
<Final/>
</SyncBody>
</SyncML>

Further interactions continue here and the exangresmitted.

5.16 Hierarchical synchronization

Hierarchical synchronization consists in synchrimgz hierarchical data structure on a server tmeduivalent on the
client. A hierarchical data structure can be coragdo a tree structure that is composed of:

0 Branches that are links between a node and itdreinil

o Nodes that contain the information : There aredlkiad of nodes :
- the root node which has no parent
- interior node which has a unique parent

- leaf node which has no children

One of the most known tree structure is the filemyswhere folders act as nodes and files as leaves

Regarding OMA-DS protocol, hierarchical synchrotima mechanism is based on the usdafgetClientParentURI,
SourceClientParentURI or SourceServerParentURI element.

The client useSourceClientParentURI to specify the LUID for the parent of the clisrgide item.

Depending on the existence of the parent item erclient, the server will useargetClientParentURI or
SourceServerParentURI

- If the parent exists on the client , the server MUSe theTargetClientParentURI tag that will
contain the client's LUID for the parent of thevagrside's item

- If the parent item doesn't exist on the client,sbe/er MUST use th®ourceServerParentURI tag
that will contain a temporary GUID for the parefittioe server side's item. This case occurs when the
server send items that the client has not mappeg:ye moving a file into a newly created folder)

As an example we propose in the following a posdildsystem synchronization scenario

We suppose the client and server are synchronitegds mapping table is

Client's LUID Server's GUID Object name
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990 ABCD990 Urgent

995 ABCD995 Work

1000 ABCD1000 Imagel.jpg
1001 ABCD1001 Pictures
1002 ABCD1002 Friends

After the last synchronization the following moddtions were made on the client:

- The folder "NewFolder" has been created at the gbtie filesystem.

- Afile named "NewDocument.doc" has been create¢tderi’NewFolder" folder

- Thefile "Imagel.jpg" has been moved to the "Pestifolder

Regarding the server modifications made are:

- A new folder "ToBeDone" has been created in thdefol'Work"
- Afile "ToDoList.doc" has been created in the foltifEoBeDone"

- Subfolder "Urgent" has been moved to "ToBeDone"

For those new resources the partial mapping tainee expressed as:

Client's LUID Server's GUID Object name
ABCD997 ToBeDone
ABCD998 ToDolist.doc
1003 NewFolder
1004 NewDocument.doc

A subsequent synchronization will produce the folltg package snippets:

Package 3 : Client modifications

<Sync CmdID="7" >
<TargetServerURI>./FileSystem</TargetServerURI>
<SourceClientURI>./Files</SourceClientURI>
<Add CmdID="8" >
<Meta Type="application/vnd.omads-folder+xml"/>
<ltem>
<SourceClientURI>1003</SourceClientURI>
<SourceClientParentURI>/</SourceClientParentURI>
<Data> Data containing DataObjFolder should be p laced here </Data>
</ltem>
</Add>
<Add CmdID="9">
<Meta Type="application/vnd.omads-file+xml"/>
<Item>
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<SourceClientURI>1004</SourceClientURI>
<SourceClientParentURI>1003</SourceClientParentU
<Data>Data containing DataObjFile should be plac
</ltem>
</Add>
<Move CmdID="10">
<Meta Type="application/vnd.omads-file+xml"/>
<ltem>
<SourceClientURI>1000</SourceClientURI>
<SourceClientParentURI>1001</SourceClientParentU
</ltem>
</Move>
</Sync>

RI>
ed here</Data>

RI>

The client modification package contains:

- An Add command withSourceClientParentURI
of "NewFolder" at the root)

- An Add command withSourceClientParentURI

containing "/" andSourceClientURI "1003" (creation

containing "1003" andSourceClientURI "1004"

(creation of "NewDocument.doc" in the "NewFoldesider)

- A Move command withSourceClientParentURI
(Moving of "imagel.jpg" in "Pictures")

Package 4: server modifications

containing "1001" andSourceClientURI "1000"

<Sync CmdID="17">
<TargetClientURI>./Files</TargetClientURI>
<SourceServerURI>./FileSystem </SourceServerURI>
<Add CmdID="18">
<Meta Type="application/vnd.omads-folder+xml"/>
<Item>
<SourceServerURI>ABCD997</SourceServerURI>
<TargetClientParentURI>995</TargetClientParentUR
<Data> Data containing DataObjFolder should be p
</ltem>
</Add>
<Add CmdID="19">
<Meta Type="application/vnd.omads-file+xml"/>
<Item>
<SourceServerURI>ABCD998</SourceServerURI>
<SourceServerParentURI>ABCD997</SourceServerPare
<Data> Data containing DataObjFile should be pla
</ltem>
</Add>
<Move CmdID="20">
<Meta Type="application/vnd.omads-folder+xml"/>
<ltem>
<TargetClientURI>990</TargetClientURI>
<SourceServerParentURI>ABCD997</SourceServerPare
</ltem>
</Move>
</Sync>

>
laced here </Data>

ntURI>
ced here </Data>

ntURI>

The server modifications package contains:
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- An Add command withTargetClientParentURI containing "995" (the client's LUID for the
parent of the "ToBeDone" item)

- An Add command wittSourceServerParentURI containing "ABCD997" (Since the client has not
mapped "ToBeDone" yet we uSeurceServerParentURI and the server side's parent GUID of

"ToDolList.doc")

- A Move command wittSourceServerParentURI containing "ABCD997" and
TargetClientURI containing 990 (Moving "Urgent" to "ToBeDone")

5.17 Suspend and Resume of synchronization session

Interruption can occur in two different ways:
1. User initiated interruption/Pause (Can also be eigdas an intentional pause):

This kind of interruption occurs when user requéstsause the current session and thereby resiuttiog@ negotiation
phase between client and server to pause the sessio

In order to interrupt the sync session, the cliAlY send a message containing ‘Interrupt Sync ®essiith no client
side data items and MAY contain statuses to ses\data items. This message can be sent beforeiregdie complete
package from the server.

2. Loss of network coverage or phone malfunction (&lap be viewed as an unintentional pause):

This kind of interruption can be due to loss ofwmk coverage or phone malfunction or for othernmkn reasons that
lead to an immediate interruption of the sync sesand thus not needing a special alert code ferrimption.

The interruption MAY occur during any of the synahization phases - initialization, or during syratization, or during
mapping phase.

In case that the session is interrupted, the D&€br DS Server SHOULD initiate recovery sync.

5.18 Busy Signaling

If the server is able to receive the data fromdient but it is not able to process the request{s) reasonable time after
receiving the modifications from the client, theve SHOULD send information about that to therliéNote that this
processing time is dependent e.g. on the trangpoticol transferring SyncML messages. This happgrsending the Busy
Status package back to the client.

After the client has received a busy signal fromdbrver, the client MAY ask for the sync resudtel or start the
synchronization from the beginning. If the clietdrss the synchronization from the beginnindiést sync anchor MUST
NOT be updated.

If the server has sent the busy status to thetdied it does not get a request from the clieat,(ResultAlert ), the server
MUST assume that the client has stopped the synidation and start the synchronization from theif@gg. The server
MUST NOT update itkast sync nor the clierillext sync anchors.

5.18.1 Busy Status from Server

Informing the client that the server is busy happey sending the Busy Status package to the cliéig.can be sent before
any package is completely received. The Busy Staukage MUST NOT be used to return status infdomatlated to any
individual data items or command which ar&SyncBody of the client request.

The requirements for the elements within the Busyus package are:
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1. Mandatory elements within ti&yncHdr element.
2. TheStatus element for th&yncHdr MUST be included irsyncBody .

- The status code (101, in progress) MUST be retuwitkdn theStatus for theSyncHdr command sent by
the client.

3. TheFinal element MUST NOT be used for the message.

Example of Busy Status package:

<SyncML Version="2.0">
<SyncHdr SessionID="1" MsgID="2">
<TargetClientURI>IMEI:493005100592800</TargetClie ntURI>
<SourceServerURI>http://www.syncml.org/sync-serve r</SourceServerURI>
</SyncHdr>
<SyncBody>
<Status CmdID="1" MsgRef="2" CmdRef="0" Cmd="Sync Hdr" Code="101">
<!l--Status code for Busy-->
<ServerURI>http://www.syncml.org/sync-server</Se rverURI>
<ClientURI>IMEI:493005100592800</ClientURI>
</Status>
</SyncBody>
</SyncML>

5.18.2 Result Alert from Client

The result alert is sent to ask results to therfeetsage which was sent to the server. This is bpsending a Result Alert
package from the client to the server. A messagigimthis package has the following requirements.

1. Mandatory elements within tt&yncHdr element.

2. TheAlert element MUST be included ByncBody . There are the following requirements for tAiert
element.

- Cndl DMUST be used.

- Thel t emelement is used to specify the server and thatdlievice.

- TheCode attribute is used to include tiddert code. The alert code is ‘221’ (See [DSSYNTAX]).
3. TheFinal element MUST NOT be used for the message.

If the server is still busy, when it receives tRissult Alert from the client, it MUST again retuire Busy Status with the
‘101’ status code back to client. The status cedessociated with tgyncHdr and theAlert command sent by the client.

Example of Result Alert package:

<SyncML Version="2.0">
<SyncHdr SessionID="1" MsgID="3">

<TargetServerURI>http://www.syncml.org/sync-serve r</TargetServerURI>
<SourceClientURI>IMEI:493005100592800</SourceClie ntURI>

</SyncHdr>

<SyncBody>

<l--Status for SyncHdr is omited here-->
<Alert CmdID="1" Code="221">

<ltem>
<TargetServerURI>http://www.syncml.org/sync-ser ver</TargetServerURI>
<SourceClientURI>IMEI:493005100592800</SourceCl ientURI>
</ltem>
</Alert>
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</SyncBody>
</SyncML>

5.19 OMA DS Data Formats

OMA DS not only provides for a common set of comdgrbut also identifies a small set of common flataats. The data
formats provide a common set of media types foharging common accepted information, such as ctmtealendars and
messages. Support for these data formats is magdataconformance to this specification. In adalitito these common
formats, OMA DS allows for the identification ofyanther registered format. OMA DS utilizes the MIMBntent type
framework for identifying data formats, called MIMEedia types.

5.19.1 MIME Usage

There are two MIME content types for the OMA Dataé&hronization Message. The MIME content type of
application/vnd.syncml+xml identifies the clear-text XML representation fbetSyncML Message. The MIME
content type ofpplication/vnd.syncml+wbxml identifies the WBXML binary representation for tgncML
Message. Section 8 of this specification spectfiesMIME content type registration for these twoNME media types.

One of these two MIME content types MUST be useddentifying OMA Data Synchronization Messageshittransport
and session level protocols that support MIME contgpes.

5.20 Soft and Hard Data Deletion

The SyncMLDelete command provides the capability for a SyncML rexjue delete data from the recipient's data store.
Two forms of deletion are supported. Normally, wiaddelete command is specified, it conveys a request to tetely
delete the specified data from the recipient's dttee. The deleted data SHOULD no longer be aasatiwith the
originator's synchronization data. This is the setioa of a "Hard Delete". In addition, SyncML prdes support for a "Soft
Delete" command.

The rationale for a "Soft Delete" is based on thssphility of limited storage resources in a clidevice. The data is deleted
to free-up storage for other, higher priority datethe client device. After sending/receiving tis®ft Delete" command
to/from the DS Server, the DS Client MUST delet diata items on the DS Client side according tepeeified LUIDs and
free up storage resources, and the DS Server MU&iitamn the “Soft Deleted” data items. The LUIDs@dated with the
“Soft Deleted” data items MUST be maintained by e Client so that the DS Client MAY request theft®eleted” data
items later or the DS Server MAY send the storad dams to the DS Client later.

The operation of “Soft Delete” is defined in the[Bl chapter (see [DSSYNTAX]).

On occasions, an exception can occur when the RBtGpecifies "Soft Delete” for a data element tres already been
"Hard Deleted" on the DS Server. This condition wéluse a "Soft-Delete Conflict" for that event whetwo-way
synchronization is attempted. This version of OMA& Boes not specify how to negotiate the resolufsuch "Soft-Delete
Conflicts". However, it does provide status codeglentify Soft-Delete Conflict conditions and te@identify how the
conflict might have been resolved.

Note that the DS Server should internally note"8@ft Deleted" data items to avoid synchronizatioese data items from
the DS Server to the DS Client. When the DS Saeezives the “Soft Deletion” request from the D&@Y, the DS Server
SHOULD mark the requested data items as “Soft Bdleaccording to the specified LUIDs. The "Soft &teld" data items
SHOULD be considered outside of the sync scopendwrinormal synchronization, except that the D8r€lspecifies the
LUIDs for the "Soft Deleted" data items on the DS\&r side. After receiving the retrieval requestthe “Soft Deleted”
LUIDs from the DS Client, the DS Server sends tropested “Soft Deleted” data items to the DS Cléamording to the
LUIDs.

5.21 Replacing Data

The SyncMLReplace command provides the capability for the originatoreplace existing data. The command can also
be the cause for an "Update Conflict".
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5.21.1 Field-level Replace

The SyncML Replace command also provides the chyafoir the originator to send an update to thepient without
having to transfer the entire item. This technigpualso called Field-level changes. This featurextsemely useful for the
data types in which relatively concise attributies €xample the "read" status of the e-mail) areatiely to change, than
substantially larger attributes like the body of thessage or the attachments.

Not all data types are equally suited for beingduséh Field-level replace. It is the responsililif the sender to compose
the partial items in the corresponding data forimatuch a manner that they are unambiguously irgeeg by the receiver.
Also it is the responsibility of the sender to carsg the partial items in the corresponding datam#&brensuring that the
format remains valid. If the sender cannot meetalwiteria then it MUST send a replace for théreitem instead of a
field-level replace.

Example:

It is ambiguous to send the field-level change aimmg the following vCard

BEGIN:VCARD
VERSION:2.1
N:Doe;John;;;
TEL;HOME:(321) 654-987
END:VCARD

In this case if the receiving side supports moamtbne HOME phone number, it will have an ambiguitgerstanding
which one was changed.

Example 2:

It is improper to send the field-level change coritey the following vCard

BEGIN:VCARD
TITLE:Worker
END:VCARD

The vCard format mandates the VERSION and N atigibto be present within the item.

On occasions, an exception can occur where the dataeelement on both the OMA DS client and the OB\ server have
been updated or replaced. For example, the stdrelaah date/time for the same event might have bbeanged to different
values on the OMA DS client compared to the desioripon the OMA DS server. This condition will causn "Update
Conflict" for that event when a two-way synchroti@a is attempted. This version of OMA DS does sycify how to
negotiate the resolution of such Update Conflidiswever, it does provide status codes to identifgate Conflict
conditions and to also identify how the conflictyimi have been resolved.

5.22 Data Sync Record and Field Level Filtering

Server data stores frequently contain much mora tti@n can fit into small devices. Other aspecti®protocol enable
clients and servers to indicate data store capanitiytherefore avoid data overflow conditions, hesvet is often the case
that small devices only want to synchronize a paldir, prioritised subset of the data that resideke server’s data store
(referred to from this point forth as record filteg). Devices could also allow users to override l#vel of support for
certain properties previously defined in the dewide structure (referred to from this point fodh field filtering).

Support for receiving filters MUST be indicatedtire device info for each data store. Support MU8Tniicated by the
inclusion of theFilter-Rx element within th®atastore  element. Thé&ilter-Rx element MUST contain a
CTType and averCT element. Th&€TType element specifies the filtering grammar supporket.everyFilter-Rx

element a correspondirigiterCap  element MUST be included in titastore  element specifying any keywords or
property names that can be filtered on.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



Page 41 (99)

A filter is specified by including thEilter ~ element for the target data store iByamcAlert command. The recipient
stores the specified filter criteria, and perfoisgachronization based on the filter criteria. Thedfied filter criteria will be
applicable only for this data store sync withirsteynchronization session.

When aFilter  element is present, tikélter Meta Type attribute MUST bencluded and MUST correspond to the
MIME type the filter applies toNithin theFilter ~ element, th&kecord , Field element andri | t er Type attribute
MAY be included and all MAY be present.

TheRecord element MUST contain diem containing éMeta Type attribute representing the filter type used, and o
Data element representing the query data. Dhta element MUST be a logical expression whereby #pgession MUST
only contain values defined in thdterCap  element.

TheField element MUST contain dtem containing aMeta Type attribute representing the device information MIME
type and on®ata element containing one or mdPeoperty elements. The mark-up characters offfa¢a element
content MUST be properly escaped according to [Xlghécification rules or the CDATA sections MUSTUsed. The
Property elements override the corresponding property @CRCap element for the current synchronisation session.
Only the properties that differ from the propertpgcified in theCTCapelement MAY be specified.

If WBXML encoding is used, no more than one prop®tAY be specified in th®ata element. Specifying more than one
property in WBXML document violates the rules foelsformed WBXML documents.

TheFi | t er Type attribute MUST contain a keyword that indicates type of behavior that the sender is requestfrtel
Fi | t er Type attribute is not present, then thiel t er Type value of “EXCLUSIVE” MUST be assumed.

If an implementation receives a filter record regjfer a data store that does not support filteringtatus code of 406
(OPTIONAL feature not supported) MUST be returnedthe command containing tkéter  element. If a filter record
request specifying a filter type that is not supgdiby the data store is received, a status cofiéutisupported media type
or format) MUST be returned for the command contgrtheFilter  element. If a filter record request is receivedolitis
syntactically incorrect or contains a query thaias supported then a status code of 422 (bad C@ter query) MUST be
returned for the command containing fiiker  element. If any of those error conditions occlie, $ender of the filter
MAY attempt to resend a new query. If the seconerygfails as well, a sender SHOULD either remdeefilter query or
terminate the synchronization.

If an implementation received a filter field requfss a data store containing properties not presfipdefined in the
correspondingCTCap element, then a status code of 400 (bad requekd)&D be returned. Otherwise, the recipient of the
filter field request MUST override any propertiggyiously retrieved in th€ETCap element in the device info with the
properties present in the filter field request. Pheperties MUST only be overridden for the currgchronization session
only.

5.22.1 Filter Behavior Definition

Filtering allows an implementation (most often i@wf) to constrain the set of items in a data sitonéshes to synchronize
against and to further constrain the data returned.

The filter only applies to the recipient, thatas, implementation that sends a filter for a synola@tion session is not
constrained in the set of items it might send. gsifilter  will allow synchronization with a subset of the@a the data
store.

When aFilter  is being used during@ync, the set of data that is defined by Hikker  MUST be fully synchronized
during a normal synchronization operation.

If a subsequerByncAlert command is sent for the same datastore but wdiffexentFilter ~ command, the set of data
that is defined by the nekilter ~ command MUST be fully synchronized during a norsyadchronization operation. The
recipient of therilter  command MUST no longer send items that were gaheoprevious filter if those items are no
longer part of the new filter.

A recipient MAY choose how to insure that this esa¢ion is met. For example, it might require resjirg a slow sync, or
it might require re-sending records that have h@emiously synchronized with a different set ofde
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5.22.2 Filter Query Syntax

The filter query is a logical expression containetheFilter Record element and is applied to each item in the
recipient’s datastore. Often, the values of prapegiin the data items are compared to literal \&atugplied by the requestor.
Items for which the expression evaluates to treetfae set of items for that synchronization sessitwe filter query is
expressed according to a particular grammar.Réeord Item Meta Type indicates the grammar of the filter query
supplied in thédata element. This enables the protocol to supporttimtdil filter grammars without sacrificing
interoperability. The list of grammar types an istpkntation is capable of receiving MUST be indiddteough the use of
the device infdrilter-Rx element.

Comparison items MUST be valid property names gnkeds specified in thEilterCap  element for the particular filter
query grammar being used and all comparison opsr8MST be supported for each comparison itemraitealues used
in comparisons MUST be valid for the property oywerd according to the content type being usedHerquery.
Comparisons are performed using the character @mgsgecified in the content type, where appropriat

A grammar MAY provide logical operators for conjiig sub-expressions (e.g. AND, OR, NOT) to creabrarily
complex expressions. A grammar MAY provide mechasi$or selecting items based on the presence pepties.

5.22.2.1 Content type requirements

If an implementation supports receiving filtersabgiven data store, all expressions that testaheeg of certain base media
object properties for that data store, regardlésiseoquery grammar used, are OPTIONAL. If theregpion is unsupported
by the recipient, one of the previously listed ssatodes MUST be returned to the sender. The s&ti@tJLD then modify
the expression based on the device info obtaired the recipient. If no expression can be agreeah lygtween the sender
and the recipient then it is up to the sender terddne if the synchronization can be sent withren Filter element or if the
synchronization SHOULD be aborted.

Filtering for all contents types is OPTIONAL and MAe supported.
5.22.2.1.1 Contacts Media Object Filter

Filtering for vCard 2.1 [IMCVCARD] and vCard 3.0 FZ2426] objects can be specified using e#tord andField
elements. In the case Becord elements, the set of recommended keywords to stippmas follows:

ct-filter-keyword = “CATEGORIES” | “GROUP” |

If one chooses to filter based on a property naome properties like Name (“N”) might have seléedds. Individual
fields could be indicated using a subscript notatithus, “N[1]” refers to the family name and “N[2gfers to the given
name.

5.22.2.1.2 Calendar Media Object Filter

Filtering for vCalendar 1.0 [IMCVCAL] and iCalendarO [RFC2445] objects can be specified using Rehord and
Field elements. In the case REcord elements, the set of recommended keywords to suppoas follows:

ct-filter-keyword = “SINCE” | “BEFORE” | “STATUS” |

The format of the “SINCE” and “BEFORE" keywords MU®e a date-time or date format as specified below.

date-time = date "T" time

date = date-value

date-value = date-fullyear date-month date-mday

date-fullyear = 4DIGIT

date-month = 2DIGIT ;01-12

date-mday = 2DIGIT ;01-28, 01-29, 01-30, 01-31 (based on month/year)
time = time-hour time-minute time-second t ime-utc
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time-hour = 2DIGIT :00-23
time-minute = 2DIGIT ;00-59
time-second = 2DIGIT ;:00-59
time-utc ="zZ"

The “SINCE” keyword represents items that are withi later than the specified date while the “BEFEDReyword
represents items that are earlier than the spdaifite.

Implementations that support receiving filters datendar media objects are responsible for expgnaicurrence rules
(“RRULE" properties) to determine if any instaneeatch the filter conditions. Also, when specifyimglate-time format,
the use of UTC MUST be used in order to avoid taoee ambiguities. Implementations that cannot p®a UTC date-
time value MUST provide a date value instead.

5.22.2.2 CGlI Syntax

This section specifies a CGl-like filtering synt&hen using this syntax, ttélter Item Meta Type element MUST
be ‘syncml:filtertype-cgi’. All implementations thaupport receiving filter requests MUST suppos thyncml:filtertype-
cgi” grammar.

The format for the CGl scripting is defined heramABNF notation [RFC2234] and the grammar defineck is largely the
same as the grammar defined in the OMA DS 1.1.2Gidé DS 1.2.1 specification.

If the CGI syntax is supported for a data storentall of the logical CGI scripting primitives ihe following table MUST be
supported.

CGI syntax queries may contain at most 1 type gicll separator, but they MAY contain several lagjgeparators of the
same type. For example, they MAY contain severdDR;” logical operators but a query cannot contaithkan “&AND;”
and an “&OR;” logical operator in the same exprassi

The SPACE character MUST be specified by the heciadd encoding as stated by the format specificafio Uniform
Resource Ildentifiers.

Since the use of lexographic comparison operasdisciale specific (for example the use of the “&Ldperator), devices
SHOULD NOT use these operators when specifyintex fior free form text properties. Instead, thiboi@ing logical
operators SHOULD be used in place: “&EQ;", “&EQ&NE;”, “&INE;”, “&CON;”, “&CON;”".

Queries using value-based properties (propertegsniiay only contain specific pre-defined valueso28HLD only use the
following operators: “&EQ;”, “&EQ;”", "&NE;”, “&INE ;.

VCHAR = %x20-7E ;Visible latin characters within UTF-8 or SPACE character
string-value = 1*VCHAR ;Case sensitive string valu e

log-equalitycomp = "&EQ;" ;Equal To (case sensitiv e)

/ "&IEQ;" ;Equal To (case insensit ive)

/ "&NE;" ;Not Equal To (case sens itive)

/ "&INE;" ;Not Equal To (case inse nsitive)

log-op = log-equalitycomp

/"&GT;" ;Greater Than (case sensiti ve)
/"&IGT;" ;Greater Than (case insensi tive)
| "&GE;" ;Greater Than Or Equal To ( case sensitive)
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/ "&IGE;" ;Greater Than Or Equal To ( case insensitive)

["&LT;" ;Less Than (case sensitive)

[ "&ILT;" ;Less Than (case insensitiv e)

/"&LE;" ;Less Than Or Equal To (cas e sensitive)

/ "&ILE;" ;Less Than Or Equal To (cas e insensitive)

/ "&CON; ;Contains the value (case s ensitive)

/ "&ICON; ;Contains the value (case i nsensitive)

/ "&NCON; :Does Not Contain the value (case sensitive)

/ "&INCON; :Does Not Contain the value (case insensitive)

log-sep = "&OR;" ;Logical OR

/ "&AND;" ;Logical AND

luid-expression = "&LUID;" log-equalitycomp string- value

ct-no-value = “&NULL;"” ; No property value for th e item

ct-filter-keyword = string-value ; Valid content- type specific filter keywords
ct-filter-value = string-value ; Valid content-typ e specific property value
ct-expression = ct-filter-keyword (log-op ct-filter -value | log-equalitycomp ct-no-value)
filter-expression = ct-expression | luid-expressio n filter-query = filter-expression *(log-
sep filter-expression)

5.22.3 Indicating Filter Support

Implementations that support filtering MUST indiedheir support in the device info. For each dtdees a device indicates
the list of filter grammars it is capable of redeiyin theFilter-Rx element.

5.22.3.1 Minimum Requirements for Filtering support

Implementations that support filtering MUST suppeiteiving the “syncml:filtertype-cgi” grammar. Qjifecally, they
MUST include at least orfelter-Rx element specifying the receiving of the “syncritefitype-cgi” grammar.

5.22.4 Handling Data Outside Filter Criteria

The following outlines how to handle synchroniziotega outside the filter criteria

1. When using an exclusive filter type, the DS Senaronly sends all of its changes to the client,tbe DS Server
MUST also sendDelete commands for all client items that are outsidefilber criteria. If the DS Client supports
the OPTIONAL Soft Delete, the DS Server MAY sendt &eletes; otherwise, the DS Server MUST send Hard
Deletes.

2. When using an inclusive filter typbefore the DS Client sends any of its changese®t® Server, the DS Client
MAY choose to send Soft Deletes for all items thate outside the filter criteria after the previsyschronization.
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Note that if the data items about to be Soft Deléve never been sent to the DS Server, the BRIGHOULD
send them prior to issuing the Soft Deletes. Nt if a DS Client chooses to delete the itemsidatof the filter
guery instead of archiving them, it SHOULD do saeriadiately after a synchronization in order to prévbe user
from modifying the items between synchronizationd thus potentially losing changes made by users.

3. When both the DS Client and DS Server support edeint filter queries, the DS Client and DS Servehange
only the data within the filter criteria.

5.22.5 Examples

The following examples are provided to furtherstiate the usage of filtering in OMA DS 2.0.
5.225.1 Contact Media Objects

5.22.5.1.1 Example 1

In this scenario, the client wishes to sync onlytact items that fall into the “business” or “panaf group.
1. During the initial sync, the client and server exape their device info.

2. The client analyses the server’s device info, &edctient notes that the server supports receiffiitegs on the
Contacts data store for queries using the “syndteltiype-cgi” grammar.

a. The serverincludes in its device info tfRiéer-Rx andFilterCap  elements that it supports.

b. The client doesn’t require filtering on any additab fields, so it determines that this server sujgpihe
filter it wishes to send.

<DataStore DisplayName="Contacts DB" >
<SourceRef>./contacts</SourceRef>

<RXTx-CT>

</F&Tx-CT>
<CTCap>

</CTCap>

<SyncCap FPUnique="true"/>

<Filter-Rx>
<CTType>syncmlfiltertype-cgi</CTType>
<VerCT>1.0</VerCT>

</Filter-Rx>

<FilterCap>
<CTType>syncmlfiltertype-cgi</CTType>
<VerCT>1.0</VerCT>
<FilterKeyword>GROUP</FilterKeyword>
<PropName>CATEGORIES</PropName>

</FilterCap>

</DataStore>

3. The client sends 8yncAlert for the Contacts data store with a filter.

a. Itincludes the~ilter Meta Type attribute to indicate the content type desiredapaddn this
example).

b. Itincludes &Filter Record element with aMeta Type value of “syncml:filtertype-cgi” to indicate
the grammar being used.

c. Thefilter query in thétem Data element contains a value of “GROUP&ICON;busines§&GROUP
&ICON;personal” to constrain the items synchronizedhose that fall into the “business” or “persina
group (case insensitive).
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<SyncAlert CmdID="5">

<lee o>
<Filter>
<Meta Type="text/x-vcard" />
<Record>
<Item>
<Meta Type="syncml:filtertype-cgi" />
<Data> GROUP&ICON;business&OR;GROUP&iICON;pers onal</Data>
</ltem>
</Record>
</Filter>
</SyncAlert>
4. The server receives ti8yncAlert  with theFilter Record element.

a. It determines that it supports the filter operationthe data store, content type, filter gramnaag
properties.

b. It replies with a status code of 200 for @gncAlert , indicating that it can satisfy the request tocsyn
with filtering.

5. The synchronization process continues normally.
a. The client sends all of its changes to the seer f{lter constraint is not imposed on it in teisenario).

b. The server sends changes only for items that gatisffilter query.

5.225.1.2 Example 2

In this scenario, the client wishes to sync onlytact items that fall into the “business” or “pamali group. Additionally
the client has indicated in its device info thaupports the PHOTO property, but it does not waisteceive the PHOTO

property from the server for this synchronizatieguest.
1. During the initial sync, the client and server exape their device info.

2. The client analyses the server’s device info, &edctient notes that the server supports receiffiitegs on the
Contacts data store for queries using the “syndteltiype-cgi” grammar.

a. The serverincludes in its device info tfRiéer-Rx andFilterCap  elements that it supports.

b. The client does not require filtering on any adxditl fields, so it determines that this server sugthe
filter it wishes to send.

3. The client sends 8yncAlert  for the Contacts data store with a filter.
a. ltincludes the-ilter Meta Type element to indicate the content type desired (#@athis example).

b. Itincludes ailter Record element with Meta Type value of “syncml:filtertype-cgi” to indicate
the grammar being used.

c. Thefilter query in thétem Data element contains a value of
“GROUP&ICON;business&OR;GROUP&ICON;personal” to strain the items synchronized to those
that fall into the “business” or “personal” grougaée insensitive).

d. Itincludes &Filter Field element containing a Property element set to “PB0dontaining a
MaxSize element set to 0 (zero).

<SyncAlert CmdID="5">
Aem ==
<Filter>
<Meta Type="text/x-vcard" />
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<Field>
<ltem>
<Meta Type="application/vnd.syncml-devinf+xml ">
<Data>
<|[CDATA[
<Property>
<PropName>PHOTO</PropName>
<MaxSize Truncate="false">0</MaxSize>
</Property>
11>
</Data>
</ltem>
</Field>
<Record>
<ltem>
<Meta Type="syncmlfiltertype-cgi" />
<Data><!/[CDATA[GROUP&ICON;business&OR;GROUP&i CON;personal]]></Data>
</ltem>
</Record>
</Filter>
</SyncAlert>

4. The server receives ti8yncAlert  with theFilter Record andField elements.

a. It determines that it supports the filter operasiéor the data store, content type, filter gramraad
properties.

b. It replies with a status code of 200 for @gncAlert , indicating that it can satisfy the request tocsyn
with filtering.

5. The synchronization process continues normally.
a. The client sends all of its changes to the semer f{lter constraint is not imposed on it in teisenario).

b. The server sends changes only for items that gatisffilter query. The server does not send an@P@
properties since the client has requested thashes to receive only 0 bytes of this propertytfis
synchronization request and the value SHOULD ndtuecated.

5.22.5.2 Calendar Media Objects

5.225.2.1 Example 1

In this scenario, the client wishes to synchroci@endar items that fall within a two week windofitime (starting with the
current date).

1. During the initial sync, the client and server exe their device info.

2. The client analyses the server’s device info, &edctient notes that the server supports receiffiitegs on the
Calendar data store for queries using the “syndteltfype-cgi” grammar.

a. The server includes in its device info tRiéer-Rx andFilterCap  elements that it supports. This
includes the SINCE and BEFORE keywords.

b. The client doesn't require filtering on any addiiid fields, so it determines that this server sugpihe
filter it wishes to send.

<DataStore DisplayName="Calendar Agenda DB">
<SourceRef>./calendar/events</SourceRef>

;.CTCap>

</(;,"|"Cap>
<SyncCap FPUnique="true"/>

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




Page 48 (99)

<Filter-Rx>
<CTType>syncmlfiltertype-cgi</CTType>
<VerCT>1.0</VerCT>

</Filter-Rx>

<FilterCap>
<CTType>syncmlfiltertype-cgi</CTType>
<VerCT>1.0</VerCT>
<FilterKeyword>BEFORE</FilterKeyword>
<FilterKeyword>SINCE</FilterKeyword>

</FilterCap>

</DataStore>

3. The client sends 8yncAlert for the Calendar data store with a filter.

a. lItincludes the~ilter Meta Type element to indicate the content type desired @aaddr in this
example).

b. Itincludes &Filter Record element with aeta Type value of “syncml:filtertype-cgi” to indicate
the grammar being used.

c. Thefilter query in thétem Data element contains a value of
“SINCE&EQ;20030606 TO00000Z&AND;BEFORE&EQ;2003062@I0M00Z” to constrain the items
synchronized to those that occur between June(® a0d June 19, 2003 inclusive, using the “SINOit! a
“BEFORE" keywords.

<SyncAlert>
<l-- >
<Filter>
<Meta Type="text/x-vcalendar"/>
<Record>
<ltem>
<Meta Type="syncml:filtertype-cgi" />
<Data><![CDATA[SINCE&EQ;20020707T000000Z&AND;BE FORE&EQ;20020728T000000Z]]></Data>
</ltem>
</Record>
</Filter>
</SyncAlert>

4. The server receives ti8yncAlert  with theFilter Record element.

a. It determines that it supports the filter operationthe data store, content type, filter gramnaag
properties.

b. It replies with a status code of 200 for tgncAlert , indicating that it can satisfy the request tocsyn
with filtering.

5. The synchronization process continues normally.
a. The client sends all of its changes to the seiter f{iter constraint is not imposed on it in teienario).

b. The server sends changes only for items that gatisffilter query.

5.225.2.2 Example 2

In this scenario, the client wishes to synchroméak items (iCalendar vTODO components) that hatdaen completed
and are due within the next 2 weeks (using the DtAtendar property). The client also wishes toftlithe size of the
DESCRIPTION property to 100 bytes and only recéif{d ACH properties that are less than 1000 bytes.

1. During the initial sync, the client and server exape their device info.

2. The client analyses the server’s device info, &edctient notes that the server supports receiffiitegs on the
Calendar data store for queries using the “syndteltfype-cgi” grammar.
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a. The server includes in its device info tRiéer-Rx andFilterCap  elements that it supports. This

includes the STATUS and DUE keywords.

b. The client doesn't require filtering on any addiiid fields, so it determines that this server sutgpihe

filter it wishes to send.

<DataStore DisplayName="Task DB">
<SourceRef>./calendar/tasks</SourceRef>

<C+Cap>

</CTCap>

<SyncCap FPUnique="true"/>

<Filter-Rx>
<CTType>syncmlfiltertype-cgi</CTType>
<VerCT>1.0</VerCT>

</Filter-Rx>

<FilterCap>
<CTType>syncmlfiltertype-cgi</CTType>
<VerCT>1.0</VerCT>
<PropName>DUE</PropName>
<PropName>STATUS</PropName>

</FilterCap>

</DataStore>

3. The client sends 8yncAlert for the Calendar data store with a filter.

a. lItincludes the~ilter Meta Type element to indicate the content type desired @aaddr in this

example).

b. Itincludes &Filter Record element with aMeta Type value of “syncml:filtertype-cgi” to indicate

the grammar being used.

c. The filter query in thédtem Data element contains a value of

“DUE&LE;20030620TO00000Z&AND;STATUS&NE;COMPLETED @ constrain the items

synchronized to those that are due before Jun2@XB and have not been completed.

d. Itincludes &Filter Field element containing a Property element set to “DEETION” containing
a MaxSize element set to 100 and a second proplettyent set to “ATTACH” containing a MaxSize of

1000 with the Truncate flag set to false.

<SyncAlert>
A= ==
<Filter>
<Meta Type="text/x-vcalendar" />
<Field>
<ltem>
<Meta Type="application/vnd.syncml-devinf+xml" />
<Data>
<I[CDATA[
<Property>
<PropName>DESCRIPTION</PropName>
<Propinfo>
<MaxSize>100</MaxSize>
</PropInfo>
</Property>
<Property>
<PropName>ATTACH</PropName>
<PropInfo>
<MaxSize Truncate="false">1000</MaxSize>
</Proplnfo>
</Property>
11>
</Data>
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</ltem>
</Field>
<Record>
<ltem>
<Meta Type="syncml:filtertype-cgi" />
<Data><![CDATA[DUE&LE;20030728T0O00000Z&AND;STAT US&NE;COMPLETED]]></Data>
</ltem>
</Record>
</Filter>
</SyncAlert>

4. The server receives ti8yncAlert  with theFilter Record element.

a. It determines that it supports the filter operationthe data store, content type, filter gramnaaq
properties.

b. It replies with a status code of 200 for @gncAlert , indicating that it can satisfy the request tocsyn
with filtering.

5. The synchronization process continues normally.
a. The client sends all of its changes to the semer f{lter constraint is not imposed on it in teisenario).

b. The server sends changes only for items that gatisffilter query. The server has truncated the
DESCRIPTION properties to 100 bytes and has al$set any ATTACH properties that are larger than
1000 bytes.
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6. Overall Data Synchronization Flow

6.1 Overview

One data synchronization process is a completdioredata exchange process between the DS ClienD&nServer. It
includes sync initialization phase (Pkg #1 and Pigéata exchange phase (Pkg #3 and Pkg #4) angimggghase (Pkg #5

During one data synchronization session, the D8nCAnd DS Server can perform one or more datehsynization
processes. After one complete sync process, th€li@Bt and DS Server can maintain the session arfdnm data
synchronization continuously. This is called coatins sync. DS Client and DS Server MUST supporticoaus sync
functionality.

With this functionality, the DS Client and DS Sarean perform data synchronization continuoushisWill be very
helpful in some circumstances, for example, tha dams are changed frequently, real time synedsired, or the DS
Client and DS Server are connected through cabte<DTA. And this can avoid the effort to initisiesession frequently.

The overall sync flow is depicted in the figuredyel

OMA DS Client OMA DS Server
< Sync Process 1 >
A |
i Session Maitenance ... E
e B ===+
< Sync Process 2 >
S ]
i Session Maitenance ... i

Request to end the session

v

Agree to end the session

A

I I
Figure 8: Overall Sync Flow

Between different sync processes, the DS Cliemt®Server MUST send session maintenance commatels ( 212 or
Alert 213) to the other side to maintain the session.

For the sync process after session maintenancegqu@ements for the sync flow are the same afidtesync process
during the session. The sync type parameters raigotiis needed, but the device information negotiasSHOULD be
omitted.

The DS Client or DS Server SHOULD send sessioncentmand Alert  211) to the other side to end the session, or the
session can be ended unintentionally, for exanpds, of network coverage or phone malfunctions.

The session maintenance commands and the sessi@ommand SHOULD be sent in the last package ofyhe process.
That is, Pkg #5 for the DS Client or Pkg #6 for B® Server. It is recommended that DS Server offensession and waits
for the DS Client to end the session.
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6.2 Session Maintenance

There are two possible ways to maintain the sesSioey are called “Alert Poll” and “Alert Idle”.

The DS Client and DS Server MUST support both efrth
The DS Client and DS Server MAY choose to use eitthert Poll or Alert Idle to maintain the sessidduring one session,
the same one SHOULD be used.

Either the DS Client or the DS Server can send@essaintenance commands to the other side to stqoenaintain the
session. The recipient SHOULD agree to continues#ission. But the recipient MAY choose to refusg e@md the session.

During the session maintenance period, either D&€Cor DS Server MAY send new SyncML commandsedgrm data
synchronization.

The session maintenance request message and respessage MUST includyncML element and the corresponding
required elements according to the DS Syntax dSpatiin. For security reason, the authenticatidarination SHOULD be
included in session maintenance messages.

6.2.1 Alert Poll
The alert code for Alert Poll is 212.

The session maintenance flow using Alert Poll igicted in the figure below.

OMA DS Client OMA DS Server

Alert 212 (Alert Poll)

v

Return Status to specify the waiting time

< Repeat the procedures above >

Figure 9: Alert Poll

The requestor sendgert 212 command to the recipient, and the recipiespords with the expected waiting time in
Status /ltem /Data . The waiting time is specified in seconds.

The requestor waits for the timeout or new SyncMimands. If the requestor does not receive anyMyrmommands
from the other side and the requestor has no newMNly commands to send during the waiting time,rettie timeout, the
requestor SHOULD send the neMert 212 command. And the procedures will repeat wiitiler side has new SyncML
commands to send or either side determines tohengdssion.

Examples:

Alert poll request from client:

<Alert CmdID="2" Code="212" /> <I--Al ert Poll-->

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



Page 53 (99)

Alert poll response from server:

<Status CmdID="2" MsgRef="12" CmdRef="2" Cmd="Alert " Code="200">
<l--Agree to maintain-->
<ltem>
<Meta Format="int" />
<Data>120</Data> <!--Waiting time, specif ied in seconds-->
</ltem>
</Status>

6.2.2 Alertldle
The alert code for Alert Idle is 213.

The session maintenance flow using Alert Idle igicted in the figure below.

OMA DS Client OMA DS Server

Alert 213 (Alert Idle) to specify the waiting time

Return Status

< Repeat the procedures above >

I I
Figure 10: Alert Idle

A

The requestor senddert 213 command to specify the waiting time to thépieat. The expected waiting time is specified
in Status /ltem /Data . And the waiting time is specified in seconds.

The recipient waits for the timeout or new SyncMimmomands. If the recipient does not receive any Byncommands
from the other side and the recipient has no nenc8{. commands to send during the waiting time,rafte timeout, the
recipient sends back ti8tatus command.

The requestor senddert 213 again. And the procedures will repeat untiesi side has new SyncML commands to send
or either side determines to end the session.

Examples:

Alert idle request from client:

<Alert CmdID="2" Code="213"> <I--Aler tidle-->
<ltem>
<Meta Format="int" />
<Data>120</Data> <!--Wait ing time, specified in seconds-->
</ltem>
</Alert>

Alert idle response from server:

<Status CmdID="2" MsgRef="13" CmdRef="2" Cmd="Alert " Code="200"/> <!--Agree to maintain-->
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6.3 Session End

Either the DS Client or the DS Server MAY send ggsend commands to the other side to requestddlensession. The
recipient MUST agree to end the session. If thgreat wants to continue the session, the recigibfyt initiate a new
session.

The requestor MAY specify thdoStatus attribute in théAlert command, then no response will be sent by theiedi.

Examples:

Session end request from client:

<Alert CmdID="2" Code="211" /> <I--Se ssion end-->

Session end response from server:

<Status CmdID="2" MsgRef="14" CmdRef="2" Cmd="Alert " Code="200" /> <!--Agree to end session--
>

6.4 Error Cases

If the recipient refuses to continue the sessitatyus code (518) refuse to continue the session " is created
by the session maintenance commands.
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7. Data Synchronization Flow for Single Sync Proces s

7.1 Overview

Individual data synchronization processes occuniwithe scope of an active data synchronizatiosigegSee Chapter 6,
and Figure 8. While a DS Session is open andIresi@dy in a Sync process, a Sync Process may tietéui by either the
DS Client or the DS Server by sendin§yncAlert command.

Historically, the steps during synchronization wisreken up into packages, numbered Pkg #0 throkgh#B. Since
Continuous Sync allows for these steps to be regeas well as split up slightly differently, teléscriptions will be used
here along with the former package number. Alde tiwat Pkg #1 formerly included authenticationevgas with
Continuous Sync that may occur at any time priavrtduring the current sync process.

For ease of implementation, all sync processes tieveame core logical flow, shown in Figure 11sidgle sync process is
allowed to synchronize multiple data stores, butlala stores MUST proceed through packages iroonise.g. there is a
single Pkg #1 containing the SyncAlerts for alladstores sent by the DS Client, and so on.

Note that packages are a logical concept, and lattessage flow may overlap. E.g. the first messdgesession may
include authenticatior§yncAlert  from Client (Pkg #1), and Sync Package from Cl{@&kg #3), where each piece
assumes the prior pieces were successful, or additsync processes may be started in Pkg #6. tidddily, Sync
Packages that require more than one message pitthlly receive statuses immediately (Pkg #4 pliyt@erlapping with
Pkg #5, and Pkg #5 partially overlapping with PKg.#

Beyond the implicit order requirements, such asdeinable to send a status for a command thatdtashbeen sent, there
is an explicit requirement that the Sync Packagmfthe server for each data store MUST NOT be lsefiore the
corresponding Sync Package from the client for dlagh store has been completed.

The typical sync flow for a single sync procesdegpicted in the figure below.

OMA DS Client OMA DS Server

[ [
< Session is initiated (typically includes authentication) >

Pkg #1: SyncAlert from Client

Pkg #2: Status and SyncAlert from Server

Pkg #3: Sync Package from Client

Pkg #4: Status and Sync Package from Server

Pkg #5: Status of Sync Package from Server

v

Pkg #6: Status (of SyncHdr)

< Session Continues (or End Session) >

Figure 11: Typical Sync Flow for Single Sync Proceas
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Descriptions for the above sync flows are as foiow

Pkg #1: The DS Client sends tBgncAlert command with the client requested sync type patensiéo the DS Server. If
this is the first sync process in the session,#ktypically also includes authentication informatiand possibly device
information. Optionally, th&yncAlert  will include fingerprints of the data items in tbase of a recovery sync. (See
section 8)

Pkg #2: The DS Server responds and sends statustbe fPkg #1 commands, an@wncAlert command with server
specified sync type parameters to the DS Cliermtisth may include authentication information oridevnformation.
Optionally, theSyncAlert  will include the data item identifiers that théeadt should send in the case of a recovery sync.
(See section 8)

Pkg #3: The DS Client sends statuses for the Plgp#imands, and sends the sync package with thefiatbdi specified
data items and the associated fingerprints to th&Brver.

Pkg #4: The DS Server sends statuses for the Pkgrtghands and sends back the server side moddiedtéms to the DS
Client.

Pkg #5: The DS Client sends statuses for the Plgp#fmands. Optionally, the DS Client sends mappifaymation and/or
fingerprints.

Pkg #6: The DS Server sends back the status faligrd sent package (Pkg #5).

Then the whole sync process completes. The sesofibe closed or continued according to the sessi@amtenance
commands or session end command.

Note that the contents of the sync packages maljfteeent or absent according to the different siype parameters.

7.2 Sync Flows

While there are many possible specific combinat@fithings that can be done, there are three gesyra flows: normal
sync, client initiated recovery sync and servetiated recovery sync, show below.

Specific packages have the following requirements:

A sync process initiated by a DS Client starts wlith DS Client sending@yncAlert  to the DS Server (Pkg #1). This
MAY contain anIDContainer  containingSourceClientURI s (LUIDs) withFP Attributes. The DS Server responds
with a status for the DS ClientSyncAlert , and if the DS Server agrees to perform the raqdesy/nc, &syncAlert

after the status for the DS ClienByncAlert  (Pkg #2). ASyncAlert from the DS Server MAY contain an

IDContainer , in which case the listeflourceClientURI s are to be used as the set of data for the D®&tGtiesend to
the DS Server. If ntDContainer is sent, then the set of data for the DS Clierstetod will be based upon the DS Client’s
change log. If the status indicates that a recoswgng is required, the client SHOULD request a sgac (and thus a new
Pkg #1), including atDContainer  containingSourceClientURI s (LUIDs) withFP Attributes.

A sync process initiated by a DS Server starts wi¢hDS Server sendingSyncAlert  to the DS Client (No previous
package identifier). This SHOULD trigger the DSe@t to initiate a sync process as shown abovd, thi2 DS Server
specified sync parameters. After the server hastseSyncAlert , and if the client does not agree with the syrnthanin
thatSyncAlert , then the Client MUST start a recovery sync. Tsidone by sending backsatus on thatSyncAlert
with ‘Recovery Required’ (508). In this same messadhe client SHOULD start the recovery sync wittesv SyncAlert
containing arilDContainer . In this case, this package can be consideredeseated Pkg #1. Note that it is not
necessary for the client to compare the sync anftbor the server, and an extended exchandggyotAlert s is not
recommended due to the possibility of looping.

Once initialization is complete, if the sync paraene specify that client data should be sent, t8edent would begin
sending data to the DS Server. This is calledSyrec Package from Client (Pkg #3). The last messagtaining DS Client
data items from the specified datastore MUST ineltice Final flag. Note that the statuses for tloesemands were
previously considered part of Pkg #4. If the syatameters specify that server data should be thenDS Server would
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then send its data to the DS Client. This is dallee Sync Package from Server (Pkg #4). The D$eHdata items MUST
NOT be sent before the Final flag is received fthmclient, if the client was to send any data gerfihe last message
containing DS Server data items from the specifi@ggstore MUST include thénal flag. The statuses from the DS
Client (which may include new client identifierscaRPs) are considered Pkg #5. The statuses frem$Server of
messages containing Pkg #5 information are coreidiekg #6.

Once the DS Server has received and sent statusat the data it expects from the DS Client (kg #3 and Pkg #4, if
the sync parameters specify the client should sata), and sends all the data it expects to sethdemeives matching
statuses (e.g. Pkg #4 and Pkg #5), it should uptsasgnc anchors, and consider the sync processmaglete.

Once the DS Client has sent and received statosadl the data it expects to send (e.g. Pkg #3Rl#4, if the sync
parameters specify the client should send datd)receives all the data it expects from the DS &ef@.g. Pkg #4, if the
sync parameters specify the server should sengl, datads matching statuses (Pkg #5), and receistsus for the last
message (Pkg #6), it should update its sync angctiars completing the sync process.

7.2.1  Normal Sync

7.2.1.1 Overview

When both sides have no problems, that is, thegehboy is valid ChangelLogVal i di t y set as “true”), the sync anchors
match, and the item identifiers and mapping tabdevalid ( DVal i di t y set as “true”), the DS Client and DS Server can
exchange the changed data items directly.

The two-way preserve sync flovDi(r ect i on set as “twoWay”Behavi or set as “Preserve”) is depicted in the figure
below.

OMA DS Client OMA DS Server

[ [
< Session is initiated (typically includes authentication) >

Pkg #1: SyncAlert from Client

Pkg #2: Status and SyncAlert from Server

Pkg #3: Changed data and FPs from Client

Pkg #4: Status and changed data from Server

Pkg #5: Status Mapping Package from Client

v

Pkg #6: Status (of SyncHdr) from Server

< Session Continues (or End Session) >

Figure 12: Normal Sync Flow

Descriptions and examples for the above sync flargsas the follows:
Pkg #1: The DS Client requests a sync process tisgfgyncAlert command.

Pkg #2: The DS Server compares the recebaest anchor with the stored anchor value and sends thad¥ext Anchor.
The DS Server sends back the response to indivatgyhc type parameters using $wcAlert command.
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The sync type parameters MUST conform to the sype transition rules specified in section 5.1.

To avoid round trips, after receiving the sync tpaeameters from the DS Server, the DS Client SHDdtcept the
parameters. Otherwise, the DS Client SHOULD iratiabother sync process.

Pkg #3: The DS Client sends the changed data itemhshe associated fingerprints to the DS Server.

Pkg #4: The DS Server returns status for the daasi the client sent and sends the server sideggetdatata items to the DS
Client.

Note that the DS Server does not include fingetprvith its data items, because fingerprints aregated by the DS Client.
Even if it is mutually generated fingerprints, gerver does not need to send them back to the.clien

Pkg #5: The DS Client returns status for the semvedifications. The DS Client returns fingerprifits the server added or
modified data items, and returns new assignedtdiiemtifiers for the server added data items.

Pkg #6: The DS Server returns statuses for theagessn Pkg #5.
Detailed requirements for Pkg #3, Pkg #4, Pkg #bRkyg #6 are specified in the following sections.

Note that if the direction is one way, that isnfi@lient or fromServer, some packages can be siiegldr omitted. If the
direction is one way from client, the server doesneed to send back the server modifications.i$fone way from server,
the client does not need to send client modificetito the server. Packages not sent require tussta

7.2.1.2 Client Modifications to Server

To enable sync, the client needs to inform theeyeabout all client data modifications, which hénappened since the
previous sync package with modifications has bean fsom the client to the server. These modif@adiinclude also
modifications which have happened during the previgync process after the client has sent its neatibns to the server.
Any client modification, which is done after senglithis package, MUST be reported to the servendutie next sync
process. It is not allowed to put them inside sgbsat messages of the same sync process fromi¢hetd the server.

The requirements for the sync package from the D&htto the DS Server are described as the foligwi

1. TheSync element MUST be included ByncBody with the following clarifications.
NoSt at us SHOULD NOT be specified with tH8ync command.

TheFr eeMemattribute SHOULD be specified on tBgnc element. If supplied this information MUST be sient
the first message of this package.

Nunber Of Changes MAY be used to indicate the number of change$fiénsource node.

2. If there are modifications in the client, the optienaal elements (e.gAdd, Copy, Delete , Move, andReplace )
have the following requirements.

NoSt at us SHOULD NOT be specified with all these operations.

The SourceClientURI element MUST be included to indicate the LUID loé data item within them
element. If the fingerprint generation method ierdl generated fingerprint, the fingerprint of theta item
MUST be included in th&P attribute of theSourceClientURI element withirReplace andAdd
commands.

TheType attribute MUST be included in thdeta element of items containing data to indicate jipetof the data
item (E.g., MIME type). Thé/leta element inside an operation or inside an itembzansed.

3. TheFinal element MUST be used for the message, which i#ien this package. After the server has reckitie
final message of the package, it can completeythe analysis and send its modifications back tentli
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7.2.1.3 Server Modifications to Client

The sync package (Refer Pkg #4) from the DS Sdovite DS Client has the following purposes:

To inform the client about the results of sync gsial.

To inform about all data modifications, which hdappened in the server since the previous syn@psoc

Any server modifications, which are done after segdhis package, MUST be reported to the cliemirgduthe next sync
process. It is not allowed to put them inside sgbsat messages of the same sync process fromrifex sethe client.

The requirements for messages within this sync ggelare following.

1. TheStatus element for the Sync element received from thentlis used to indicate the general status ofyhe s
analysis and the status information related to detas sent by the client (e.g., a conflict hasgeayed.). Status
information for data items MAY be sent before PRjigt completely received.

2. TheSync element MUST be included ByncBody , if earlier there were no occurred errors, whiohld prevent the
server to process the sync analysis and to senubitiifications back to the client. For tBgnc element the following
clarifications apply:

NoSt at us SHOULD NOT be specified for tHeync command.

Number OF Changes MUST be used to indicate the number of changéisdrserver node if the client has indicated
that it supportdNunber Of Changes.

3. If there are modifications in the server, the operal elements (e.gAdd, Copy, Delete , Move, andReplace )
have the following requirements

NoSt at us SHOULD NOT be specified with all these operations.

TheType attribute MUST be included in thdeta element of items containing data to indicate tpetof the data
item (E.g., MIME type). Th&/leta element inside an operation or inside an item M#eYused.

4. TheFinal element MUST be used for the message, which ikagten this package.

7.2.1.4 Data Mapping Status from Client

The data mapping status package from the clietiteegerver is needed to transport the informatimutthe result of the
data update on the client side. In addition, it3ed to indicate the LUID’s of the new data itemsich have been added in
the client, i.e., th&tatus including mapping LUID’s and temporary GUID'’s isrg to the server.

This package SHOULD be sent if the server has addetbdified data items.

The messages in this package have the followingimregents.

1. TheStatus element for the Sync element received from theesaes used to indicate the results of data upitetiee
client and the status information related to thivildual data items is transferred to the servée $tatus information
for data items MAY be sent before Package #4 isptetraly received.

2. TheStatus elements for the operational elements (é&dd, Copy, Delete , Move, andReplace ) received from
the server have the following requirements

Statuslitem  MUST be included in th8tatus element for each item of the original commandé tlient has
new client identifiers for any of the data itemstlme client has changed client generated fingetpfor any of
the data items, or the client has different resottes for any of the data items.

If the fingerprint generation method is client gexted fingerprint, th&P attribute MUST be included in the
ClientURI element irStatusitem  element for the server added or modified datastem
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If there are new client identifiers for any datenits, the new LUID MUST be included in tBentURI  element
of theStatusltem element.

3. TheFinal element MUST be used for the message, which ika#ten this package.

7.2.1.5 Status Package from Server

The status package from the server to the cliemégled to inform the client that the server hesived the status

information of the data items. This status packagent back to the client even if there were nppitay operations in last
package from the client to the server.

TheFinal element MUST be used for the message, which ikagten this package.

7.2.1.6 Examples

The normal sync examples are described as belote. tRat the examples are informative and some elen{for example,
SyncHdr) are omitted here for simplicity reason.

Pkg #1: The DS Client requests a two-way preseyne.sThe client IDs are valid, he client changgim®valid, and the
client has sync anchors associated with this server

<SyncBody>
<l >
<SyncAlert CmdID="3">
<Anchor Last="001" Next="002" />
<TargetServerURI>./contacts</TargetServerURI>

<SourceClientURI>./dev-contacts</SourceClientUR >
<SyncType Behaviour="Preserve" Direction="twoWa y"
ChangeLogValidity="true" IDValidity=" true"/>
</SyncAlert>
<Final/>
</SyncBody>

Pkg #2: The Last anchor matches, the server sidegehlog is valid and the server side mapping taldéso valid. The
server agrees to sync as requested.

<SyncBody>
<l-- -->
<Status CmdID="1" MsgRef="1" Cmd="SyncAlert" CmdRef ="3" Code="200" >
<ServerURI>./contacts</ServerURI>
<ClientURI>./dev-contacts</ClientURI>
</Status>
<SyncAlert CmdID="3" NoStatus="true">
<Anchor Next="002" />
<TargetClientURI>./dev-contacts</TargetClientUR 1>
<SourceServerURI>./contacts</SourceServerURI>
<SyncType Behaviour="Preserve" Direction="twoWa y"
ChangeLogValidity="true" IDValidity=" true"/>
</SyncAlert>
<Final/>
</SyncBody>

Pkg #3: The DS Client sends the modifications dased with fingerprints to the server.

<SyncBody>
<l-- -->
<Sync CmdID="3" NumberOfChanges="1" FreelD="81" Fre eMem="8100">
<TargetServerURI>./contacts</TargetServerURI>
<SourceClientURI>./dev-contacts</SourceClientURI >
<Replace CmdID="4" >
<Meta Type="text/x-vcard" />
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<ltem>
<SourceClientURI FP="1234">1012</SourceClientU RI>
<Data>
<!l--The vCard data would be placed here.-->
</Data>
</ltem>
</Replace>
</Sync>
<Final/>
</SyncBody>

Pkg #4: The DS Server returns status for clientifitadions and sends the server modifications e Client.

<SyncBody>
<l-- -->
<Status CmdID="2" MsgRef="2" Cmd="Sync" CmdRef="3 " Code="200" >
<ServerURI>./contacts</ServerURI>
<ClientURI>./dev-contacts</ClientURI>

</Status>
<Status CmdID="3" MsgRef="2" Cmd="Replace" CmdRef=" 4" Code="200" />
<Sync CmdID="4" NumberOfChanges="2" FreelD="81" Fre eMem="8100">
<TargetClientURI>./dev-contacts</TargetClientURI >

<SourceServerURI>./contacts</SourceServerURI>
<Replace CmdID="5" >
<Meta Type="text/x-vcard" />
<ltem>
<TargetClientURI>1023</TargetClientURI>
<Data>
<!--The vCard data would be placed here.-->
</Data>
</ltem>
</Replace>
<Add CmdID="6" >
<Meta Type="text/x-vcard" />
<ltem>
<SourceServerURI>ABCD12345 1024</SourceServerU RI>
<Data>
<!--The vCard data would be placed here.-->
</Data>
</ltem>
</Add>
</Sync>
<Final/>
</SyncBody>

Pkg #5: The DS Client returns data mapping statuthie server modifications to the DS Server.

<SyncBody>
e ==
<Status CmdID="2" MsgRef="2" Cmd="Sync" CmdRef="4 " Code="200" >
<ServerURI>./contacts</ServerURI>
<ClientURI>./dev-contacts</ClientURI>
</Status>
<Status CmdID="3" MsgRef="2" Cmd="Replace" CmdRef=" 5" Code="200" >
<Statusltem>
<ClientURI FP="1234">1023</ClientURI>
</Statusltem>
</Status>
<Status CmdID="4" MsgRef="2" Cmd="Add" CmdRef="6" C ode="200" >
<Statusltem>
<ServerURI>ABCD12345_1024</ServerURI>
<ClientURI FP="2345">1024</ClientURI>
</Statusltem>
</Status>
<Final/>
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| </SyncBody> |

Pkg #6: The DS Server returns status to the DShCligg the data mapping status package from client.

<SyncBody>
<le-m o>
<Status CmdID="1" MsgRef="3" Cmd="SyncHdr" CmdRef ="1" Code="200" >
e ==
</Status>
<Final/>
</SyncBody>

7.2.2  Client Initiated Recovery Sync
7221 Overview

The recovery sync can be desired for many reagogs the client or the server has lost its chaogénformation, the
LUID’s have wrapped around in the client, the GUHave wrapped around in the server, the mappbig beas problem in
the server, or the sync anchors mismatch.

The recovery sync is a form of synchronization inich fingerprints and data item identifiers of tteta items in one or
more datastores are sent by the DS Client to th&&$er, and the received fingerprints are compaitdthe stored
fingerprints by the DS Server to determine the ditatas that the DS Client should send. After fiqgarts comparison and
analysis, the DS Server returns either a list eftifiers of data items for the client to sendhe server, or a SyncAlert
without an IDContainer of data item identifiersndicate the client should send all the data itesfisrred to in the client’s
SyncAlert.

Either the DS Client or the DS Server may indieateeed for a recovery sync. If the DS Client reegia 508 (‘Recovery
required’) to a previous SyncAlert, or detects Apofproblem in data returned from the DS Servecth{ss SyncAlert
parameters, or sync anchors), the DS Client SHOHtDrn the appropriate statuses, and initiate avery sync.

If the DS Client has a problem, that is, the diza identifiers are invalid, the change log isahd, or there is no last
anchor, the DS Client SHOULD initiate a recovergicyThe DS Client specifies the sync type pararaetethe SyncAlert
command. The presence of an IDContainer holding iietn identifiers and fingerprints indicates thaync is a recovery
sync. This is called client initiated recovery sync

If the client’s state information indicates the &g are synchronizing with each other for the firee, a recovery sync
MUST be initiated. In this case, tBhangeLogVal i di ty MUST be set as “false”.| Dval i di t y MAY be set as “true”
if the client implementation would not have diffeteata item identifiers if there had been a presisync with the server,
that the client just does not have information abbbDVal i di t y MUST be set as “false” if the client implementaticould
have had different data item identifiers in a poergi sync with the server, that the client just dugishave information about.
For example, if uninstalling and reinstalling thiest would lose all previous state informationt the data item identifiers
were stored with the address book and thus woulthibhanged, Dval i di t y could be set as “true”, whereas if
reinstalling the client generates new data itemtiflers| Dval i di t y MUST be set as “false”.

7.2.2.2 Flows

The two-way preserve sync flowi(r ect i on set as “twoWay”"Behavi or set as “Preservel,DVal i di ty set as “true”,
ChangelLogVal i di ty set as “false”) is depicted in the figure below.
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OMA DS Client OMA DS Server

I I
< Session is initiated (typically includes authentication) >

Pkg #1: SyncAlert Request, including IDContainer

L

Pkg #2: Status and SyncAlert Response, indicating data items

<

Pkg #3: Indicated Data Items and fingerprints from Client

Pkg #4: Status and Data Itemsfrom Server

P

Pkg #5: Status Mapping Package from Client

v

Pkg #6: Status (of SyncHdr) from Server

4

< Session Continues (or End Session) >

Figure 13: Client Initiated Recovery Sync Flow

Descriptions and examples for the above sync flargsas the follows:

Pkg #1: The DS Client requests a sync process tisgfgyncAlert command, including an IDContainer to indicate the
data item identifiers and fingerprints.

Pkg #2: The DS Server compares the received fimigespvith the stored fingerprints for the dataritg and then sends back
either a list of identifiers of data items for ttlent to send to the server, or a SyncAlert withau IDContainer of data item
identifiers to indicate the client should sendtladl data items referred to in the client’'s Syncfler

Note that if the client Dval i di t y was “false”, indicating the client data item idéiets might not be the same as in a
previous sync, the client SHOULD initiate a recgvsync, including sending the new data item idersfand
corresponding fingerprints in the SyncAlert commémthe server, and the server MAY use fingerpriotsiatch data items
instead of data item identifiers. For examplehé server has a list of data items and fingerpriambd receives a new list of
data items and fingerprints wittDVal i di t y set to “false”, the server only knows that thenitifeers may have changed. If
the device information indicates fingerprints aggic¢ally unique (FPUnique), an efficient approashebuild a mapping
table would be to first compare the fingerprint fogiven new client identifier with a stored fingent for that identifier on
the server (if there is one). If a match is fouthe, mapping is correct for that identifier. l&tfingerprints do not match, the
server could scan through the entire list of fipgets for data items that the server has for acmatf there is exactly one
match found, then the server may update its mappinlg to associate its data item with the newntligentifier. If no

match or multiple matches are found, the serveridvoaed to send that client identifier back to ¢hent in the server’s
SyncAlert to request the client to send the emt#e item for further analysis.

Pkg #3: the DS Client sends data items and aseddigigerprints indicated by the server in Pkg #2.

Note that when the client receives a list of id@sns that the server indicates the client to séinel client does not have
information as to if those data items are curreatiythe server or not. Thus the client shouldtheeReplace command,
instead of the Add command. Also note that wheemyia specific list of items to send, there is nedifer the client to send
Delete commands.

Pkg #4~Pkg #6 are similar to normal sync.

Note that server conflict resolution may encoutiterfollowing cases, which have the listed typleahaviors (for two-way
sync):
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If IDValidity is “true” for both the client and thgerver, and:

o0 The identifiers and fingerprints match, then theopiag has been established, and the data itemrade®ed to be
sent by the client.

o The client identifier and server identifier matblot the fingerprints do not, then there appeatsate been a change
in the data, and the server SHOULD request theittatabe transferred by the client, unless theesesrexpected
to overwrite or ignore any client changes.

o Aclient identifier does not match any server idféer, then the client appears to have data theesatoes not, and
the server SHOULD request the data item be traresfdry the client.

o A server identifier does not match any client idfier, then the server appears to have data tkeatotloes not, and
if this still applies after Pkg #3 and been recéiaad further conflict analysis made, the serveuldidypically Add
the data item to the client in Pkg #4 (it could ab®to send a Delete if it has information thatdient used to have
the item, and the item should now be deleted).

If IDValidity was “false” for either the client ahe server, and FPUnique was specified, and:

o The identifiers and fingerprints match, then a gaesnapping has been established. The serversgaythrough
all the fingerprints it has to check for a rareecaémultiple matches (and if found, request th&adam), or may
use the mapping, and thus not request the datebiéetmansferred by the client.

o The client identifier and server identifier matblt the fingerprints do not. The server may scaouth the entire
list of fingerprints for data items that the serkias for a match. If exactly one match is fouhdntthe server has
found a match, and does not need to request thatdat be transferred by the client.

o0 A client identifier does not match any server idfézt and the corresponding fingerprint does natch any server
fingerprint, then the client appears to have dag¢asterver does not, and the server SHOULD reghestdta item be
transferred by the client.

o A server identifier does not match any client idfiéer, or a server fingerprint does not match ahlent fingerprint,
then the server appears to have data the cliestrtte and if this still applies after Pkg #3 ameib received and
further conflict analysis made, the server woulnidsglly Add the data item to the client in Pkg #4cbuld choose
to send a Delete if it has information that themliused to have the item, and the item shouldmmdeleted).

If IDValidity was “false” for either the client dhe server, but FPUnique was not specified, thersénver SHOULD always
ask for all data items (typically by not returniag IDContainer)., and all conflict analysis woulekd to be done after the
receipt of Pkg #3.

7.2.2.3 Examples

The client initiated recovery sync examples aredesd as below. Note that the examples are infowmand some
elements (for example, SyncHdr) are omitted heraifaplicity reason.

Pkg #1: The DS Client requests a two-way presexgevery sync. The client IDs are valid and thentlghange log is
invalid.

<SyncBody>
<l >
<SyncAlert CmdID="3">
<Anchor Last="001" Next="002" />
<TargetServerURI>./contacts</TargetServerURI>
<SourceClientURI>./dev-contacts</SourceClientUR >
<SyncType Behaviour="Preserve" Direction="twoWay"
ChangeLogValidity="false" IDValidity="tru e"l>
<IDContainer>
<ID FP="0001">LUID001</ID>
<ID FP="0002">LUID002</ID>
<ID FP="0003">LUID003</ID>
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</IDContainer>
</SyncAlert>
</SyncBody>

Pkg #2: The Last anchor matches, the server sidegehlog is valid and the server side mapping tiastdé¢so valid. The
server agrees to sync. The server compares therfirigts and determines the data items the clismtilsl send. In this
example, the server includes its last known fingetgor the data item it desires from the cliefitis is optional. Some
clients may be able to take advantage of this mé&tion, such as to send a field level replace austd a full replace.

<SyncBody>
<l-- -->
<Status CmdID="1" MsgRef="1" Cmd="SyncAlert" CmdRef ="3" Code="200" >
<ServerURI>./contacts</ServerURI>
<ClientURI>./dev-contacts</ClientURI>
</Status>
<SyncAlert CmdID="3" NoStatus="true">
<Anchor Next="002" />
<TargetClientURI>./dev-contacts</TargetClientUR 1>
<SourceServerURI>./contacts</SourceServerURI>
<SyncType Behaviour="Preserve" Direction="twoWay"
ChangeLogValidity="true" IDValidity="true ">
<IDContainer>
<ID FP="0012">LUID002</ID>
</IDContainer>
</SyncAlert>
<Final/>
</SyncBody>

Pkg #3: The DS Client sends the modifications dased with fingerprints to the server.

<SyncBody>
e ==
<Sync CmdID="3" NumberOfChanges="1" FreelD="81" Fre eMem="8100">
<TargetServerURI>./contacts</TargetServerURI>
<SourceClientURI>./dev-contacts</SourceClientURI >

<Replace CmdID="4" >
<Meta Type="text/x-vcard" />
<ltem>
<SourceClientURI FP="0002">LUID002</SourceClie ntURI>
<Data>
<!--The vCard data would be placed here.-->
</Data>
</ltem>
</Replace>
</Sync>
<Final/>
</SyncBody>

Pkg #4: The DS Server returns status for clierd tats and sends the server side data items @S3helient.

<SyncBody>

<l==R==>)

<Status CmdID="2" MsgRef="2" Cmd="Sync" CmdRef="3 " Code="200" >
<ServerURI>./contacts</ServerURI>
<ClientURI>./dev-contacts</ClientURI>

</Status>
<Status CmdID="3" MsgRef="2" Cmd="Replace" CmdRef=" 4" Code="200" />
<Sync CmdID="4" NumberOfChanges="2" FreelD="81" Fre eMem="8100">
<TargetClientURI>./dev-contacts</TargetClientURI >

<SourceServerURI>./contacts</SourceServerURI>
<Replace CmdID="5" >
<Meta Type="text/x-vcard" />
<ltem>

<SourceServerURI> ABCD12345_1023</SourceServer URI>
<Data>
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<!--The vCard data would be placed here.-->
</Data>
</ltem>
</Replace>
<Add CmdID="6" >
<Meta Type="text/x-vcard" />
<ltem>
<SourceServerURI>ABCD12345 1024</SourceServerU RI>
<Data>
<!--The vCard data would be placed here.-->
</Data>
</ltem>
</Add>
</Sync>
<Final/>
</SyncBody>

Pkg #5: The DS Client returns data mapping statuthie server modifications to the DS Server.

<SyncBody>
e ==
<Status CmdID="2" MsgRef="2" Cmd="Sync" CmdRef="4 " Code="200" >
<ServerURI>./contacts</ServerURI>
<ClientURI>./dev-contacts</ClientURI>
</Status>
<Status CmdID="3" MsgRef="2" Cmd="Replace" CmdRef=" 5" Code="200" >
<Statusltem>
<ClientURI FP="3456">LUID1023</ClientURI>
</Statusltem>
</Status>
<Status CmdID="4" MsgRef="2" Cmd="Add" CmdRef="6" C ode="200" >
<Statusltem>
<ServerURI>ABCD12345_1024</ServerURI>
<ClientURI FP="4567">LUID1024</ClientURI>
</Statusltem>
</Status>
<Final/>
</SyncBody>

Pkg #6: The DS Server returns status to the DShClae the data mapping status package from client.

<SyncBody>
e ==
<Status CmdID="1" MsgRef="3" Cmd="SyncHdr" CmdRef ="1" Code="200" >
<l-- >
</Status>
<Final/>
</SyncBody>

7.2.3  Server Initiated Recovery Sync

7.2.3.1 Overview

In the case where the DS Client attempts a norymal, ut the DS Server has some issues that regozery, the DS
Server can convert the sync into a Recovery Sysgues that might require this include lost chadongenformation,
mismatched anchors, lost mapping information, dizga item identifiers, and so on. To force a Recp®ync, the DS
Server returns an error status code to the DS @i8yncAlert , and sends back the desired server side sync type
parameters in 8yncAlert command. The error code which is used in this 8898T be 508 (‘Recovery required’). This
is done at the Sync Initialization (Refer Pkg #2¥fter the DS Client has received the status aedincAlert command
for the recovery sync, the DS Client sends a 8gncAlert  with aniDContainer  including data items identifiers and
fingerprints to the DS Server, and this packagebsaoonsidered as a repeated Pkg #1. The DS Sberesends back either
a list of identifiers of data items for the clignotsend to the server, oiSyncAlert  without anIDContainer  of data
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item identifiers to indicate the client should setidhe data items referred to in the clier@gcAlert . This package can
be considered as a repeated Pkg #2. Sync can bghthto start when the DS Client sends data itenfkp #3.

Note that if the DS Client had already attemptestéot Pkg #3 with the normal sync request, theeserould remove any
included data items from the list of items for tlient to send in subsequent messages.

Note that the DS Client could choose to guess wiiath items to send, and start to send them imitedygl@fter the
SyncAlert with fingerprints, in the same messagbe server could then return a reduced list of datas for the client to
send in subsequent messages.

Note that after the first exchange, this is vitpadentical to the Client Initiated Recovery Sync.

7.2.3.2 Flows

The two-way preserve sync floli(r ect i on set as “twoWay'Behavi or set as “Preserve”, servebval i di t y set as
“false”, serverChangelLogVal i di ty set as “true”) is depicted in the figure below.

OMA DS Client OMA DS Server

| |
< Session is initiated (typically includes authentication) >

Pkg #1: SyncAlert Request

Pkg #2: Status to indicate problem, Request Fingerprints

«

Pkg #1: SyncAlert Request, Including IDContainer

Pkg #2: Agree to sync, Specify data item identifiers

Pkg #3: Send data items with fingerprints

Pkg #4: Status and Data Items from Server

-

Pkg #5: Status Mapping Package from Client

v

Pkg #6: Status (of SyncHdr) from Server

«

< Session Continues (or End Session) >

Figure 14: Server Initiated Recovery Sync Flow

Descriptions and examples for the above sync flaresas the follows:
Pkg #1: The DS Client requests a normal sync psoasig thesyncAlert command.

Pkg #2: The DS Server indicates problem by stadde &08 "Recovery Required”, and sends back theesside sync type
parameters by using ttf&yncAlert command.

Pkg #1: The DS Client requests a recovery syncga®asing th&yncAlert command, includingDContainer  to
indicate the data item identifiers and fingerprints

Pkg #2: The DS Server compares the received fimgespvith the stored fingerprints for the datanite and sends back the
status for th&yncAlert command and sends back tB€ontainer  in SyncAlert command to include data item
identifiers to indicate the data items the cligmtidd send.
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Pkg #3: the DS Client sends data items and aseddigigerprints indicated by the server in Pkg #2.
Pkg #4~Pkg #6 are similar as the normal sync.

7.2.3.3 Examples

The client initiated recovery sync examples aredesd as below. Note that the examples are infowmand some
elements (for exampl&yncHdr ) are omitted here for simplicity reason.

Pkg #1: The DS Client requests a two-way preseyme.sThe client identifiers are valid and the diehange log is valid.

<SyncBody>
<l >
<SyncAlert CmdID="3">
<Anchor Last="001" Next="002" />
<TargetServerURI>./contacts</TargetServerURI>
<SourceClientURI>./dev-contacts</SourceClientUR >
<SyncType Behaviour="Preserve" Direction="twoWay"

ChangeLogValidity="true" IDValidity="true ">
</SyncAlert>

<Final/>
</SyncBody>

Pkg #2: The Last anchor matches. The server sigiegehlog is valid but the server side mapping tablest. The server
indicates the problem, and sends back3ywecAlert  with the server side sync type parameters.

<SyncBody>
<l-- -->
<Status CmdID="1" MsgRef="1" Cmd="SyncAlert" CmdRef ="3" Code="508" >
<ServerURI>./contacts</ServerURI>
<ClientURI>./dev-contacts</ClientURI>
</Status>
<SyncAlert CmdID="3">
<Anchor Next="002" />
<TargetClientURI>./dev-contacts</TargetClientUR 1>
<SourceServerURI>./contacts</SourceServerURI>
<SyncType Behaviour="Preserve" Direction="twoWay"
ChangeLogValidity="true" IDValidity="fals e'"l>
</SyncAlert>
<Final/>
</SyncBody>

Pkg #1: The DS Client requests a two-way presexgevery sync, and uséd3Container  to indicate data item identifiers
and fingerprints.

<SyncBody>
e ==
<Status CmdID="2" MsgRef="2" Cmd="SyncAlert" CmdRef ="3" Code="200" >
<ServerURI>./contacts</ServerURI>
<ClientURI>./dev-contacts</ClientURI>
</Status>
<SyncAlert CmdID="3">
<Anchor Last="001" Next="002" />
<TargetServerURI>./contacts</TargetServerURI>
<SourceClientURI>./dev-contacts</SourceClientUR >
<SyncType Behaviour="Preserve" Direction="twoWay"
ChangeLogValidity="true" IDValidity="fals e"l>
<IDContainer>
<ID FP="1234">0001</ID>
<ID FP="2345">0002</ID>
<ID FP="3456">0003</ID>
</IDContainer>
</SyncAlert>
</SyncBody>
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Pkg #2: The Last anchor matches, server side cHaggds valid, and the server side mapping tablavalid. The server

agrees to sync. The server compares the fingesgonecreate its mapping table, and determineddteeitems the client
should send.

<SyncBody>
e ==
<Status CmdID="1" MsgRef="1" Cmd="SyncAlert" CmdRef ="3" Code="200" >
<ServerURI>./contacts</ServerURI>
<ClientURI>./dev-contacts</ClientURI>
</Status>
<SyncAlert CmdID="3" NoStatus="true">
<Anchor Next="002" />
<TargetClientURI>./dev-contacts</TargetClientUR 1>
<SourceServerURI>./contacts</SourceServerURI>
<SyncType Behaviour="Preserve" Direction="twoWay"
ChangeLogValidity="true" IDValidity="fals e"/>
<IDContainer>
<ID>0002</ID>
</IDContainer>
</SyncAlert>
<Final/>
</SyncBody>

Pkg #3: The DS Client sends the modifications dased with fingerprints to the server.

<SyncBody>
<l-- -->
<Sync CmdID="3" NumberOfChanges="1" FreelD="81" Fre eMem="8100">
<TargetServerURI>./contacts</TargetServerURI>
<SourceClientURI>./dev-contacts</SourceClientURI >

<Replace CmdID="4" >
<Meta Type="text/x-vcard" />
<Item>
<SourceClientURI FP="5678">0002</SourceClientU RI>
<Data>
<!l--The vCard data would be placed here.-->
</Data>
</ltem>
</Replace>
</Sync>
<Final/>
</SyncBody>

Pkg #4: The DS Server returns status for clierd datns and sends the server side data items @Shelient.

<SyncBody>
e ==
<Status CmdID="2" MsgRef="2" Cmd="Sync" CmdRef="3 " Code="200" >
<ServerURI>./contacts</ServerURI>
<ClientURI>./dev-contacts</ClientURI>

</Status>
<Status CmdID="3" MsgRef="2" Cmd="Replace" CmdRef=" 4" Code="200" />
<Sync CmdID="4" NumberOfChanges="2" FreelD="81" Fre eMem="8100">
<TargetClientURI>./dev-contacts</TargetClientURI >

<SourceServerURI>./contacts</SourceServerURI>
<Replace CmdID="5" >
<Meta Type="text/x-vcard" />
<ltem>
<TargetClientURI>0001</TargetClientURI>
<Data>
<!I--The vCard data would be placed here.-->
</Data>
</ltem>
</Replace>
<Add CmdID="6" >
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<Meta Type="text/x-vcard" />
<ltem>
<SourceServerURI>ABCD12345 1024</SourceServerU RI>
<Data>
<!--The vCard data would be placed here.-->
</Data>
</ltem>
</Add>
</Sync>
<Final/>
</SyncBody>

Pkg #5: The DS Client returns data mapping statuthie server modifications to the DS Server.

<SyncBody>
<l==R==>)
<Status CmdID="2" MsgRef="2" Cmd="Sync" CmdRef="4 " Code="200" >
<ServerURI>./contacts</ServerURI>
<ClientURI>./dev-contacts</ClientURI>
</Status>
<Status CmdID="3" MsgRef="2" Cmd="Replace" CmdRef=" 5" Code="200" >
<Statusltem>
<ClientURI FP="6789">0001</ClientURI>
</Statusltem>
</Status>
<Status CmdID="4" MsgRef="2" Cmd="Add" CmdRef="6" C ode="200" >
<Statusltem>
<ServerURI>ABCD12345_1024</ServerURI>
<ClientURI FP="7890">1024</ClientURI>
</Statusltem>
</Status>
<Final/>
</SyncBody>

Pkg #6: The DS Server returns status to the DShClae the data mapping status package from client.

<SyncBody>
e ==
<Status CmdID="1" MsgRef="3" Cmd="SyncHdr" CmdRef ="1" Code="200" >
<l---->
</Status>
<Final/>
</SyncBody>

7.2.4  Error Case Behaviors
In this chapter, the recommended behaviors areekdiin the cases of different error types.
7.24.1 No Packages from Server after Initializatio n

If the client has sent its modifications to theveerand it does not get the status associatedtiutte modifications, the
client MUST assume that the server has not recdhvaesk client modifications. At the next time whsymchronization is
started, the modifications, to which the status m@tsreceived, MUST be sent to the server again.

In case of one way sync from client, if the clibas sent the empty sync command to the servese#t dot get any complete
response to it (hew modifications), the client SHOUAbort this sync process and try to get the mcations later by
starting the sync from the beginning.

7.2.4.2 No Data Update Status from Client

If the server has sent its modifications to therdliand it does not get the status associatedtinade server modifications,
the server MUST assume that the client has notwed¢hose server modifications. Thus, at the tiex¢ when
synchronization is started, the server modificaionaddition to new ones MUST be sent to the tlien
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7.2.4.3 No Data Map Acknowledge from Server

If the client has sent tH&étatus command containing mapping information to the eeand it does not get response to this
package, the client SHOULD assume that the sea®nbt received the mapping information. Thusstérger SHOULD
compare the sync anchors at the next time andateliecovery sync in case of anchor mismatch.

7.2.4.4 Errors with Defined Error Codes

If the device receives a defined error code (S&&JPONTAX]), it MUST act according to that error type
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8. Sync Initialization

The sync initialization implies that the actual slgronization (See Chapters 7), i.e., $fgac commands, can also be
transmitted and processed. Prior to the sync liaitition, the DS server MAY send the NotificatioadRage to the DS Client
to trigger synchronization with it (See Chapter Ry} this does not remove the need for the ini#&ion. The sync
initialization has the following purposes:

To process the authentication between the DS Chiedtthe DS Server on the SyncML level.
To indicate which datastores could be synchron&@etiwhich sync type parameters could be used.
To enable the exchange of device information ofQBeClient and DS Server.

The two first ones MUST be supported by the DSrEland the DS Server.

The authentication is done by using ®eed andChal element of the DS Syntax protocol.

The sync type parameters negotiation is done mgubsieSyncAlert command of the DS Syntax protocol.

The exchange of device information is done byaitity thePut andGet commands of the DS Syntax protocol and the
Device Information Schema (See also Chapter 5.12).

The initialization procedure is depicted in thaufig below. Some parts of the procedure (some reggpran be included in
the actual synchronization messages if it is nergss

User OMA DS Client OMA DS Server

[ [ [
< Client and server configured properly to enable communication with each other >

Sync order

Pkg #1: Client Initialization package to server

\ 4

Pkg #2: Server Initialization package to client

d
<

Sync will continue according for the sync type(s) defined in the Alert commands.

Pkg #3: Sync package including the completition of the Sync
initialization.

[
»

Figure 15 MSC of Synchronization Initialization

The arrows in all figures in this document représmcML packages, which can include one or morssages. The
package flow presented above is one OMA DS sesaimmeans that all messages have the same OMA&Ha ID.

The purpose and the requirements for each of tbkegges in the figure above are considered in tkegeztions.

8.1 Initialization Requirements for Client

As described in the previous chapter, the DS Cheetds to inform the DS Server which datastoreshich part of
datastores it wants to synchronize and which sype parameters are desired. The DS Client MAY ilslude the
authentication information and the client devid®imation into this initialization.
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The datastores or part of the datastores, whicdesied to be synchronized, are indicated in gépasateSyncAlert
commands. l.e., for each datastore or part of ttatgsa separateyncAlert command MUST be included in the
SyncBody . In addition, theSyncAlert command is used to exchange the sync anchors.

The sync type parameters are indicated irynrecAlert command. See Section 5.1 for sync type negotigamameters.

The authentication information, if it is includedJST be placed inside tHéred element in th&yncHdr . Either the Basic
or the SHA-256 Digest credential type can be used.

The device information, if it is included, MUST bent by using thBut command in th&yncBody element. The device
information MUST conform to the Device Informati®&hema. The DS Client can also ask the devicenrdton of the DS
Server. The&Get command is used for this operation.

The detailed requirements for the sync initialiaatpackage (Pkg #1 in Figure 15) from the DS Clterthe DS Server are:
1. Requirements for the elements within BycML element.

TheVer si on attribute MUST be included to specify the versidithe protocol. The value MUST be ‘2.0’
when complying with this specification.

2. Requirements for the elements within ByncHdr element.
Sessi onl DMUST be included to indicate the ID of a sync gmss

Msgl D MUST be used to unambiguously identify the mes&eenging to a sync session and traveling from
the DS Client to the DS Server.

TheTargetServerURI element MUST be used to identify the DS Server.
The SourceClientURI element MUST be used to identify the DS Client.
TheCred element MUST be included if the authenticationegded.

3. TheSyncAlert element(s) for each datastore or part of datastobe synchronized MUST be included in
SyncBody . The requirements for the elements or attributesiwtheSyncAlert  element(s) are described as the
following:

Crdl D MUST be used.
NoSt at us SHOULD NOT be specified within teyncAlert command.
SyncType element MUST be used to specify the sync typerparars requested by the DS Client.

IDContainer  element MAY be used to send the data item idemsifand fingerprints to the DS Server. In
case of recovery sync, the DS Client can senddkeitbm identifiers and fingerprints to the DS@er After
comparison, the DS Server can send back the iderstéind fingerprints for the data items that ttfg$erver
requests the DS Client to send.

TargetServerURI  MUST be used to specify the address of the DSe8eénterior node, and it can point to a
datastore or a folder.

SourceClientURI MUST be used to specify the address of the Dh€Cirgerior node, and it can point to a
datastore or a folder.

The sync anchors of the DS Client MAY be includedpecify the previous and currebhfat andNext )
sync anchors (See also Chapter 5.5.1). The syrimanare carried inside tihechor element.

Fiter element MAY be used to specify the filtering criide
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Corr el at or attribute MAY be used to correlate tBgncAlert  request sent by the DS Client and the
SyncAlert response sent by the DS Server.

4. |If the client device information is sent from th& @lient to the DS Server, the following requiretsefor thePut
command in th&yncBody exist.

Cndl D MUST be used.

TheType attribute MUST be included in thdeta element of thé?ut command to indicate that the type of
the data is the type of the Device Information Sche

The SourceClientURI element in thétem element MUST be used to specify the URI of therdlidevice
information.

TheData element in thétem elementis used to carry the device informaticia.da

5. If the DS Client requests the device informatianirthe DS Server, the following requirements far@et
command in th&yncBody exist.

Cnd| D MUST be used.

TheType attribute MUST be included in thdeta element of th&et command to indicate that the type of
the data is the type of the Device Information $cae

TheTargetServerURI element in thétem element is used to specify the URI of the seresiak
information.

6. TheFinal element MUST be used for the message, if this agess the last one in this package.

8.1.1 Example of Sync Initialization Package from Client

<SyncML Version="2.0">

<SyncHdr SessionID="4" MsgID="1" MaxMsgSize="5000" >
<TargetServerURI>http://www.syncml.org/sync-serve r</TargetServerURI>
<SourceClientURI>IMEI:493005100592800</SourceClie ntURI>

<Cred> <!--The authentication is optional.-->
<Meta Type="syncml:auth-basic"/>
<Data>QnJ1Y2UyOk9oQmVoYXZI</Data> <!--base64 for matting of "userid:password"-->
</Cred>
</SyncHdr>
<SyncBody>
<SyncAlert CmdID="1" >
<Anchor Last="234" Next="276"/>

<TargetServerURI>./contacts/james_bond</TargetServe rUrI>
<SourceClientURI>./dev-contacts</SourceClientURI >
<SyncType Direction="twoWay" Behaviour="Preserve "
ChangeLogValidity="true" IDValidi ty="true"/>
</SyncAlert>

<Put CmdID="2">
<Meta Type="application/vnd.syncml-devinf+xml|"/>
<ltem>
<SourceClientURI>./devinf20</SourceClientURI>
<Data><![CDATA[
<DevInf xmIns='syncml:devinf20' Version="2.0">
<DevCap UTC="true" SupportLargeObjs="true" Su pportNumberOfChanges="true">
<Man>Big Factory, Ltd.</Man>
<Model>4119</Model>
<OEM>Jane’s phones</OEM>
<FwV>2.0e</FwV>
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<SwV>2.0</SwV>
<HwWV>1.22|</HwV>
<DevID>1218182THD000001-2</DevID>
<DevType>phone</DevType>
</DevCap>
<DataStore DisplayName="Phonebook" MaxGUIDSiz
<SourceRef>./contacts</SourceRef>
<RXTx-CT>
<Rx-Pref>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
</Rx-Pref>
<Tx-Pref>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
</Tx-Pref>
</RXTx-CT>
<CTCap>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
<Property>
<PropName>BEGIN</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>END</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>VERSION</PropName>
<ValEnum>2.1</ValEnum>
</Property>
<Property>
<PropName>N</PropName>
</Property>
<Property>
<PropName>TEL</PropName>
<Propinfo>
<MaxOccur>5</MaxOccur>
</ProplInfo>
<PropParam ParamName="TYPE">
<ValEnum>VOICE, CELL</ValEnum>
<ValEnum>VOICE, HOME</ValEnum>
</PropParam>
</Property>
<Property>
<PropName>NOTE</PropName>
<PropInfo>
<MaxOccur>1</MaxOccur>
<MaxSize Truncate="false">255</MaxSize>
</Proplinfo>
</Property>
<Property>
<PropName>PHOTO</PropName>
<Proplnfo>
<MaxOccur>1</MaxOccur>
</Propinfo>
<PropParam ParamName="TYPE">
<ValEnum>JPEG</ValEnum>
</PropParam>
</Property>
</CTCap>
<SyncCap SupportHierarchicalSync="true"/>
</DataStore>

e="32">
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</DevInf>]]>
</Data>
</ltem>
</Put>
<Get CmdID="3" >
<Meta Type="application/vnd.syncml-devinf+xml"/>
<ltem>
<TargetServerURI>./devinf20</TargetServerURI>
</ltem>
</Get>
<Final/>
</SyncBody>
</SyncML>

8.2 Initialization Requirements for Server

When the DS Server has received the sync initiidimgackage from the DS Client, it completes thidlization phase by
responding to the DS Client from the DS Serverppexsve. To complete the initialization, the DS\&ersends its
authentication information, sync anchors, and deinformation back to the client. The DS Server Métvange the client
indicated sync type parameters and send the nestgya parameters back to DS Client. The DS Ch&éAY accept the
sync type parameters sent by the DS Server, dd#€lient can initiate another new session.

The detailed requirements for the sync initialiaatpackage (Pkg #2 in Figure 4) from the servehéoclient are:

1. Requirements for the elements within 8yncHdr element are the same as the requirements forytieHsr
element sent by the DS Client, except the messagetion.

2. TheStatus MUST be returned for thByncAlert command sent by the DS Client if the DS Clienue=sied
the response. This can be sent before Packagec#inigletely received (See Chapter 5.14).

If the DS Client is not authenticated to use th&ise, the sync type parameter is not desired,(eegovery
sync needed), or some other error occurs, the DESBIUST return an error for that.

3. If the DS Client sent the device information to tIh® Server, the DS Server MUST be able to receigad the
Status MUST be returned for thBut command. This can be sent before Package #1 ipletety received.

4. |If the DS Client requested the device informatibthe DS Server, thBtatus element MUST be returned and the
Results element MAY be returned. This can be sent befarek&®ge #1 is completely received. The requirements
for theResults element are described as the following:

TheType attribute MUST be included in thdeta element in th&kesults element to indicate that the type
of the data is the type of the Device Informatiah&na.

TheSourceServerURI  element in thétem element is used to specify the URI of the dewdermation of
the DS Server.

TheData element in thétem element is used to carry the device informatiothefDS Server.

5. TheSyncAlert element(s) for each datastore to be synchronizé®Mbe included ilsyncBody and the
following requirements exist for tHe&yncAlert command.

Crdl D MUST be used.
NoSt at us SHOULD NOT be specified within tf@yncAlert command.

TheSyncType element MUST be used to specify the sync typerpatars determined by the DS Server. If
the sync type parameters are different than the syoe parameters requested by the DS Client, ®i€ent
SHOULD follow these new sync type parameters whetsronization is continued.
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IDContainer  element MAY be used to send to the DS Client desiifiers and fingerprints for data items
that the DS Server requests the DS Client to send.

TargetClientURI MUST be used to specify the address of the DhCirgerior node, and it can point to a
datastore or a folder.

SourceServerURI  MUST be used to specify the address of the DSe8énterior node, and it can point to a
datastore or a folder..

The sync anchors of the DS Server MAY be includesipecify the previous and currebhtiét andNext )
sync anchors of the DS Server (See also Chaptdn5.5

Corr el at or attribute MUST be used, if tigyncAlert  request includes theor r el at or attribute. The
Cor r el at or attribute within theSyncAlert  response sent by the DS Server MUST be the sathe as
Cor r el at or attribute within theSyncAlert  request sent by the DS Client.

6. If the server device information was not requestgthe DS Client, the DS Server MAY send it to B@ Client by
using thePut command. The requirements for fhet command in th&yncBody are the same as the
requirements for thBut command sent by the DS Client, except the mesdiaggtion.

7. If the DS Client did not send its device informati@nd the DS Server needs to retrieve them, thE8&&er can
request those by using tet command. The requirements for tBet command in th&yncBody are the same
as the requirements for tléet command sent by the DS Client, except the mesdiagetion.

8. TheFinal element MUST be used for the message, if this agesis the last one in this package.

To complete the sync initialization from the cliside, the DS Client MUST respond to the commaggacAlert
possiblePut andGet) sent by the DS Server,MoSt at us attributes are not specified for the commands. Stia¢us
elements and thResult element associated with the commands can be estumnrthe first package occurring in actual
synchronization (that is, Package #3).

8.2.1 Example of Sync Initialization Package from Server

<SyncML Version="2.0">
<SyncHdr SessionI|D="4" MsgID="1" >
<TargetClientURI>IMEI:493005100592800</TargetClie ntURI>
<SourceServerURI>http://www.syncml.org/sync-serve r</SourceServerURI>
<Cred> <!--The authentication is optional.-->
<Meta Type="syncml:auth-basic"/>
<Data>QnJ1Y2UyOk9oQmVoYXZI</Data> <!--base64 for matting of "userid:password"-->
</Cred>
</SyncHdr>
<SyncBody>
<Status CmdID="1" MsgRef="1" CmdRef="0" Cmd="Sync Hdr" Code="212">
<I--Statuscode for OK, authenticated for session-->
<ServerURI>http://www.syncml.org/sync-server</Se rverURI>
<ClientURI>IMEI:493005100592800</ClientURI>
</Status>
<Status CmdID="2" MsgRef="1" CmdRef="1" Cmd="Sync Alert" Code="200">
<ServerURI>./contacts/james_bond</ServerURI>
<ClientURI>./dev-contacts</ClientURI>

</Status>
<Status CmdID="3" MsgRef="1" CmdRef="2" Cmd="Put" Code="200" />
<Status CmdID="4" MsgRef="1" CmdRef="3" Cmd="Get" Code="200" />

<Results CmdID="5" MsgRef="1" CmdRef="3">
<Meta Type="application/vnd.syncml-devinf+xml"/>
<ltem>
<SourceServerURI>./devinf20</SourceServerURI>
<Data><![CDATA[
<DevInf xmIns='syncml:devinf20' Version="2.0">
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<DevCap UTC="true" SupportLargeObjs="true" Su
<Man>Small Factory, Ltd.</Man>
<Model>Tiny Server</Model>
<OEM>Tiny Shop</OEM>
<FwV>1.0.1</FwV>
<SwV>2.0</SwV>
<HwV>1.0</HwV>
<DevID>485749KR</DevID>
<DevType>Server</DevType>
</DevCap>
<DataStore DisplayName="Addressbook">
<SourceRef>./contacts</SourceRef>
<RXTx-CT>
<Rx-Pref>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
</Rx-Pref>
<Rx>
<CTType>text/vcard </CTType>
<VerCT>3.0</VerCT>
</Rx>
<Tx-Pref>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
</Tx-Pref>
<Tx>
<CTType>text/vcard</CTType>
<VerCT>3.0</VerCT>
</Tx>
</RXTx-CT>
<CTCap>
<CTType>text/x-vcard</CTType>
<VerCT>2.1</VerCT>
<Property>
<PropName>BEGIN</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>END</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>VERSION</PropName>
<ValEnum>2.1</ValEnum>
</Property>
<Property>
<PropName>N</PropName>
</Property>
<Property>
<PropName>TEL</PropName>
<Proplinfo>
<MaxOccur>8</MaxOccur>
</Proplnfo>
<PropParam ParamName="TYPE">
<ValEnum>VOICE, CELL</ValEnum>
<ValEnum>VOICE, HOME</ValEnum>
<ValEnum>FAX, HOME</ValEnum>
</PropParam>
</Property>
<Property>
<PropName>NOTE</PropName>
<Propinfo>
<MaxOccur>1</MaxOccur>

<MaxSize Truncate="false">1024</MaxSize>

pportNumberOfChanges="true">
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</Proplnfo>
</Property>
<Property>
<PropName>PHOTO</PropName>
<Proplinfo>
<MaxOccur>1</MaxOccur>
</PropInfo>
<PropParam ParamName="TYPE">
<ValEnum>JPEG</ValEnum>
<ValEnum>GIF</ValEnum>
</PropParam>
</Property>
</CTCap>
<CTCap>
<CTType>text/vcard</CTType>
<VerCT>3.0</VerCT>
<Property>
<PropName>BEGIN</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>END</PropName>
<ValEnum>VCARD</ValEnum>
</Property>
<Property>
<PropName>VERSION</PropName>
<ValEnum>3.0</ValEnum>
</Property>
<Property>
<PropName>N</PropName>
</Property>
<Property>
<PropName>TEL</PropName>
<Proplinfo>
<MaxOccur>8</MaxOccur>
</Proplnfo>
<PropParam ParamName="TYPE">
<ValEnum>VOICE, CELL</ValEnum>
<ValEnum>VOICE, HOME</ValEnum>
<ValEnum>FAX, HOME</ValEnum>
</PropParam>
</Property>
<Property>
<PropName>NOTE</PropName>
<PropInfo>
<MaxOccur>1</MaxOccur>
<MaxSize Truncate="false">1024</MaxSize>
</Proplnfo>
</Property>
<Property>
<PropName>PHOTO</PropName>
<PropInfo>
<MaxOccur>1</MaxOccur>
</Proplnfo>
<PropParam ParamName="TYPE">
<ValEnum>JPEG</ValEnum>
<ValEnum>GIF</ValEnum>
</PropParam>
</Property>
</CTCap>
<SyncCap/>
</DataStore>
</DevInf>]]>
</Data>
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</ltem>
</Results>
<SyncAlert CmdID="6">
<Anchor Next="276"/>
<TargetClientURI>./dev-contacts</TargetClientURI>

<SourceServerURI>./contacts/james_bond </SourceS erverURI>
<SyncType Direction="twoWay" Behaviour="Preserve "
ChangeLogValidity="true" IDValidi ty="true"/>
</SyncAlert>
<Final/>
</SyncBody>
</SyncML>

8.3  Sync without Separate Initialization

Synchronization can be started without a sepandtialization (See the initialization in Chapter. §his means that the
initialization is done simultaneously with sync.iFlean be done to decrease the number of SyncMkages to be sent over
the air.

The DSClient MAY support the feature "Sync without separaitialization". The DS Server MUST support fleature
"Sync without separate initialization".

When the DS Client initiates the synchronizatiosssan, it combines the Package #1 within the Paek&g The

SyncAlert command(s) (from the DS Client) in Package #Ei¥ svithin Package #3, in which t8&gnc command(s) are
also placed. The DS Server MUST combine Packageitiith Package #4. Th8yncAlert command(s) (from DS Server)
in Package #2 is sent within Package #4, in whietSync command(s) are also placed.

See the example in 8.3.2.

8.3.1 Robustness and Security Considerations

If the DS Client implementation decides to use syithout a separate initialization, the followingrsiderations SHOULD
be taken into account:

The DS Client sends its modifications to the DS/8ebefore the DS Server gets the sync anchors thenalient.
Because of this, the DS Client MAY need to sendlalh again if the DS Server has a need to requestovery
sync (Section 9.5).

Server sync anchor are not received before sendenglient modifications. Thus, if the DS Clienteds to request
a recovery sync, earlier data, which was sent ok&ge #3 to the server, was unnecessarily senaladdta needs
to be sent to DS Server.

The DS Client sends its modifications to the DSs/8ebefore there is any possibility for the DS e send its
credentials (if requested) to the DS Client. Thathe DS Client cannot be sure whether it is comoating with
the correct DS Server.

8.3.2 Example of Sync without Separate Initialization

Here is shown an example, how the DS Client sgaris without a separate sync initialization. Onbp tpackages are shown
here (combination of Packages #1 and #3 and théication of Packages #2 and #4). Package #5 amdtéllow as
defined in the specification.

Combination of Package #1 and #3

<SyncML Version="2.0">
<SyncHdr SessionI|D="4" MsgID="1" >
<TargetServerURI>http://www.syncml.org/sync-serve r</TargetServerURI>
<SourceClientURI>IMEI:493005100592800</SourceClie ntURI>
<Cred> <!--The authentication is optional.-->
<Meta Type="syncml:auth-basic" Format="b64"/>
<Data>QnJ1Y2UyOk9oQmVoYXZI</Data> <!--base64 for matting of “userid:password”-->
</Cred>
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</SyncHdr>
<SyncBody>
<SyncAlert CmdID="1" >
<Anchor Last="234" Next="276"/>
<TargetServerURI>./contacts/james_bond</TargetServe
<SourceClientURI>./dev-contacts</SourceClientURI
<SyncType Direction="twoWay" Behaviour="Preserve
ChangeLogValidity="true" IDValidity="true"/
</SyncAlert>
<Sync CmdID="2" FreeMem="8100" FreelD="81" Number
<!--Free memory (bytes) in Calendar datastore on a
<!--Number of free records in Calendar datastore-->
<TargetServerURI>./contacts/james_bond</TargetSe
<SourceClientURI>./dev-contacts</SourceClientURI
<Replace CmdID="3" >
<Meta Type="text/x-vcard" />
<ltem>
<SourceClientURI>1012</SourceClientURI>
<Data><!--The vCard data would be placed here.
</ltem>
</Replace>
</Sync>
<Final/>
</SyncBody>
</SyncML>

OfChanges="1" >
device -->

rverURI>
>

--></Data>

Combination of Package #2 and #4

<SyncML Version="2.0">
<SyncHdr SessionID="4" MsgID="1" >
<TargetClientURI>IMEI:493005100592800</TargetClie
<SourceServerURI>http://www.syncml.org/sync-serve
</SyncHdr>
<SyncBody>
<Status CmdID="1" MsgRef="1" CmdRef="0" Cmd="Sync
<l--Status code for OK, authenticated for session--
<ServerURI>http://www.syncml.org/sync-server</Se
<ClientURI>IMEI:493005100592800</ClientURI>
</Status>
<Status CmdID="2" MsgRef="1" CmdRef="1" Cmd="Sync
<ServerURI>./contacts/james_bond</ServerURI>
<ClientURI>./dev-contacts</ClientURI>
</Status>
<Status CmdID="3" MsgRef="1" CmdRef="2" Cmd="Sync
<l--Status code for Success-->
<ServerURI>./contacts/james_bond</ServerURI>
<ClientURI>./dev-contacts</ClientURI>
</Status>
<Status CmdID="4" MsgRef="1" CmdRef="3" Cmd="Repl
<SyncAlert CmdID="5" >
<Anchor Last="234" Next="276"/>
<TargetClientURI>./dev-contacts</TargetClientURI
<SourceServerURI>./contacts/james_bond</SourceServe
<SyncType Direction="twoWay" Behaviour="Preserve
ChangeLogValidity="true" IDValidity="true"/
</SyncAlert>
<Sync CmdID="6" NumberOfChanges="2" >
<TargetClientURI>./dev-contacts</TargetClientURI
<SourceServerURI>./contacts/james_bond</SourceSe
<Replace CmdID="7" >
<Meta Type="text/x-vcard" />
<ltem>
<TargetClientURI>1023</TargetClientURI>
<Data><!--The vCard data would be placed here.
</ltem>

ntURI>
r</SourceServerURI>

Hdr" Code="212">
>
rverURI>

Alert" Code="200">

" Code="200">

ace" Code="200" />

>
rURI>
>
>
rverURI>
--></Data>
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</Replace>
<Add CmdID="8" >
<Meta Type="text/x-vcard" />
<ltem>
<SourceServerURI>10536681</SourceServerURI>
<Data><!--The vCard data would be placed here. --></Data>
</ltem>
</Add>
</Sync>
<Final/>
</SyncBody>
</SyncML>

8.4 Separate Device Information Negotiation

Device information negotiation can be done sepbgatethout performing data synchronization. In eabat the device has
either been upgraded, or the user has selecteticaddidata sections to synchronize, the DS Clamt the DS Server can
negotiate their device information without perfongidata synchronization.

Figure X shows the device information negotiatitmuf

OMA DS Client OMA DS Server

1: Send client device information and
retrieve server device information

\ 4

2: Acknowledgement of client device information
and return server device information

A

Session Ends

* *

Figure 16: Separate Device Information Negotiatiorrlow

The detailed flow is as the following:

Step 1: The DS Client sends its device informat@mthe DS Server, and retrieves the server demfoeration.

Step 2: The DS Server sends back acknowledgemetienf device information and returns the senarice information.
Then the session ends.

In the separate device information negotiationieasshe Alert request and response is not necgbsmause the DS Client
and DS Server don'’t need to perform data synchatioiz on the data stores. In the device informatiegotiation session
request, the Type element MUST be included in tle¢aMdlement of the Put command to indicate thatyjee of the data is
the type of the Device Information Schema.

8.5 Error Case Behaviors

In this chapter, the recommended behaviors areekdiin the cases of different error types, whiah@ecur during the sync
initialization.
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8.5.1 No Packages from Server

If the client has sent its sync initialization pagk to the server and it does not get any compsfmnse to it, the client
MUST assume that the server has not received theisitialization package of the client. The clidtUST send its sync
initialization package again later.

8.5.2  No Initialization Completion from Client

If the server has sent its sync initialization pagek to the client and it does not get any complxtponse to it (Refer Pkg
#3), the server MUST assume that the client haseueatived the sync initialization package of thevee The server can
drop the session and the sync initialization MU&Tstarted from the beginning when synchronizatsostarted at the next
time.

8.5.3 Initialization Failure

If the initialization fails, a defined error code[[DSSYNTAX] is sent, the devices MUST act accogiihat error type.
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9. Security
9.1 Credentials

Two examples of credentials exchanged between BEtGNnd DS Server are shown in the following list.

1. Server Identifier (this is a unique ID that ideigtf the DS Server), a shared secret.

2. User Identifier (this is a unique ID that identgfithe DS Client), a shared secret.

When the DS Server authenticates the DS ClienD®&erver SHALL use a different shared secreeémh DS Client it
serves, in order that a DS Client can not posetfdy as this DS Server in a interaction with tew DS Client.

In order for the DS Client to authenticate withpadfic DS Server, the credentials for the DS SeMEST be initially
provisioned to the DS Client. The credentials MB& managed with the OMA DM enabler [DM_ERELD]. Th& MO
specification [DS_MO] documents the use of OMA Dffadsuch as credentials in the OMA DM managemest tr

9.2 Authentication

In this chapter, the authentication procedureglafimed for the any of the hash-function basedenttbation schemes
described in [DSSYNTAX]

9.2.1 Authentication Challenge

If the response code to a request is ‘(407) Crealenetquired’, it means that a credential is regdifor authentication
purpose. In this case, tl#atus command to the request MUST includ€fzal element which contains a challenge
applicable to the requested resource. The DS Q&Y repeat the request with a suitable credemtigtained in &red
element.

If the status code to a request is ‘(401) Unaut®ali, it means that authorization has been refémethose credentials. The
DS Client need not repeat the request with the saedentials.

Both the DS Client and the DS Server can challdagauthentication.

If the response code to a request is ‘(212) Auibatibn accepted’, no further authentication isdezkfor the remainder of
the synchronization session.

If a request includes credentials and the respoode to the request is ‘(200) Command completedessfully’, the same
credentials MAY be sent within the next request.

In the case of the hash-function based authertitatienario, whether the response code is 2120Qt26Chal element
can be returned. Then, the next nonc€lral MUST be used for computing the digest when the agxc request is sent.

Once authentication has occurred, the authenticattbeme for a security layer SHOULD be kept saonéhie whole
session.

In case of authentication failure:

The response message indicating the authentictilome on the protocol layer SHOULD contain odtatus
commands. AStatus command MUST be provided for every command reckinghe request.

If the session is continued, the next message:
0 SHOULD contain the proper credentials.
0 MUST contain &tatus for theSyncHdr of the message indicating the authentication ffailu

0 MUST have the same session ID as the previous mgessa
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0 MUST be sent to thRespURI, if a RespURI was specified.

9.2.2 Authorization

TheCred element MUST be included in requests (messagerantand), which are sent after receiving the 40403t
responses if the request is repeated. In additican be sent in the first request from a devidke authentication is
mandated through pre-configuration. The contetheCred element is specified in [DSSYNTAX]. The authentica type
is dependent on the challenge (See the previoysefar the pre-configuration.

9.2.3  Protocol Layer Authentication

When the authentication is considered, the DS €NBOST support the protocol layer authenticatiorspgcifing the
credentials in th&yncHdr element. The challenge for the authenticatiorarsied within theStatus command. The
authentication can happen in both directions, tie DS Client can authenticate itself to the D&/&eand vice versa.

9.2.4  Datastore Layer Authentication

The DS Client MAY support datastore layer authezitan. The datastore layer authentication is agdisimed by using the
Cred element in th&yncAlert andSync commands. Within th8tatus element, the challenge for the authentication
MAY be specified. The authentication can happebdth directions, i.e., the DS Client can authemdigself to the DS
Server and vice versa.

9.2.5 Authentication Examples
9.25.1 SHA-256 authentication with a challenge

At this example, the DS Client tries to initiatsxeywith the DS Server without any credentials (Rky The DS Server
challenges the DS Client (Pkg #2) for the protdapér authentication using the SHA-256 authenticaticheme. The DS
Client sends Pkg #1 again with the credentials. D8eServer accepts the credentials and the sessauthenticated (Pkg
#2). Then the DS Server sends the next nonce tb$€lient, which the DS Client will use when trexhsync request is
started. In the example, command$iyncBody are not shown although in practice, they wouldHheee.

Pkg #1 from Client

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmins:xsi="http://www.w3.0rg/2001/XMLSchema -instance"
xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta Xx_Schema-V2_0.xsd"
Version="2.0">
<SyncHdr SessionID="1" MsgID="1">
<TargetServerURI>http://www.openmobileallian ce.org/sync-server</TargetServerURI>
<SourceClientURI>IMEI:493005100592800</Sourc eClientURI>
</SyncHdr>
<SyncBody>
</SyncBody>
</SyncML>

Pkg #2 from Server

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmlns:xsi="http://www.w3.0rg/2001/XMLSchema -instance”
xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta Xx_Schema-V2_0.xsd"
Version="2.0">
<SyncHdr SessionID="1" Msg|D="2">

<TargetClientURI>IMEI:493005100592800 </Targ etClientURI>
<SourceServerURI>http://www.openmobileallian ce.org/sync-server</SourceServerURI>
</SyncHdr>
<SyncBody>
<Status CmdID="1" MsgRef="1" CmdRef="0" Cmd= "SyncHdr" Code="407" >

<l-- Credential required-->
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<Chal>
<Meta Type="syncml:auth-sha256" Format="b64" />
<NextNonce>Tm9uY2U=</NextNonce>
</Chal>
</Status>
</SyncBody>
</SyncML>

Pkg #1 (with credentials) from Client

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmlns:xsi="http://www.w3.0rg/2001/XMLSchema -instance”
xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta Xx_Schema-V2_0.xsd"
Version="2.0">
<SyncHdr SessionID="1" Msg|D="2">
<TargetServerURI>http://www.openmobileallian ce.org/sync-server</TargetServerURI>
<SourceClientURI>IMEI:493005100592800</Sourc eClientURI>
<Cred AuthName="Bruce2">
<Meta Type="syncml:auth-sha256" Format="b64"/>
<Data>BlahBlahBlahBlah==</Data>

</Cred>
<!l-- Base64 coded SHA-256 digest for user "Bruce2", shared secret
"OhBehave", nonce "Nonce" -->
</SyncHdr>
<SyncBody>
</SyncBody>
</SyncML>

Pkg #2 from Server

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmlns:xsi="http://www.w3.0rg/2001/XMLSchema -instance”
xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta X_Schema-V2_0.xsd"
Version="2.0">
<SyncHdr SessionID="1" MsgID="2">
<TargetClientURI>IMEI:493005100592800 </Targe tClientURI>
<SourceServerURI>http://www.openmobileallianc e.org/sync-server</SourceServerURI>
</SyncHdr>
<SyncBody>
<Status CmdID="1" MsgRef="2" CmdRef="0" Cmd=" SyncHdr" Code="212" >
<l--Authenticated for session-->
<Chal>
<Meta Type="syncml:auth-sha256" Format="b64" />
<NextNonce>BlahBlahBlah=</NextNonce>
<!I--This nonce is used when the next session is started-->
</Chal>
</Status>
</SyncBody>
</SyncML>

9.3 Integrity

The OMA DS provides the messages integrity pradediy specifying the hashed message authenticedide (HMAC) in
the underlying transport header. The message aighton code is computed according to the procedsrdescribed in
section 7.3.1.

Both, the DS Client and the DS Server can chall¢hgether side for integrity protection. The ser8lALL specify the
integrity protection challenge in the underlyingrtsport header.
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Once integrity protection has occurred, the hasheslsage authentication code SHALL be used on enesgage
transferred between the DS Client and DS Server.

9.3.1 How the HMAC is computed

The HMAC value SHALL be computed according to tHdAC mechanism specified in [RFC2104]. The HMAC \valu
SHALL be computed as following:

Let H = the Hashing function.
Let Digest = the output of the Hashing function.

Let B64 = the base64 encoding function.

Let userid = User Identifier.

Let secret = Secrete known by the sender and estipi

Let nonce = Challenge specified by the authenticato

Digest = H(B64(H(userid:secret)):nonce:B64(H(messagdy)))

The DS Client and DS Server SHALL support SHA-286Hing function. And other hashing functions areexcluded, e.g.
SHA-1.

9.3.2 How the HMAC is specified in the OMA DS message

The HMAC value SHALL be transported along with tireginal OMA DS message. This is achieved by irisgrthe

HMAC value into a transport header called x-syntimiac. This mechanism works identically on HTTP, Y ®BEX and
other transport protocols. The HMAC is computetidiy by the sender against the entire messagly budependent with
the message format. Upon receiving a messagegtiment SHALL use the same procedure to compatevin HMAC
value and verify whether they are identical in erfdeensure the authenticity of the sender, anal this integrity of the
message. If the ‘userid’ is incorrect or the HMA&&ues are not identical, then an authenticatidarfaresults SHALL be
returned to the sender. Once the integrity prateatiechanism is used, thiextNonce element SHALL be sent and used
for the next HMAC credential check.

The header x-syncml-hmac contains multiple pararsgitecluding the HMAC value, the user or servamifier, and an
optional indication of which HMAC algorithm is irsa.

The value of the x-syncml-hmac header is defineal @mma separated list of attribute-values p@he. rule ‘#rule’ and the
terms ‘token’ and ‘quoted-string’ are used in ademrce to the definition in the HTTP 1.1 specifiedRFC2616].

Here is the formal definition:

syncml-hmac = #syncml-hmac-param

syncml-hmac-param = (algorithm | userid | mac)

algorithm = "algorithm" "=" ("SHA-256" | token)

userid = "userid" "=" userid-value

mac = "mac" "=" mac-value

userid-value = quoted-string

mac-value = base64-string

Note that a base64-string is any concatenatioheotharacters belonging to the base64 Alphabetefased in [RFC2045].

The following is an example:
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x-syncml-hmac: algorithm=SHA-256, userid="Robert Jo rdan”,
mac=NTI20TJhMDAwWN;jYxODkwYmQ3NWUxN2RhN2ZmYmJIMzk

9.4 Confidentiality

Confidentiality in OMA DS has two major aspectse firotocol layer encryption and transport layemrgption which can be
used either separately or together.

9.4.1 Protocol Layer Encryption

OMA DS supports the protocol layer encryption bingghe Symmetric Cryptography in which the samgikaused for
both encryption and decryption. The DS Client gatex the symmetric key and transports it to theSB&er under the
protection of the Public-Key Cryptography.

When the encryption is considered, the DS ClienABHsupport the protocol layer encryption by spexsfthe
EncryptedKey element in th&yncHdr element.

9411 Symmetric Key Transport

During the initialization phase, the DS Client gextes the symmetric key and encrypts the key usiaddS Server’s public
key. The DS Client should obtain this public kejdoehand. After receiving the initialization reqtigbe DS Server
determining whether this request comprises an gtioryindicator, if yes, the DS Server obtainsenherypted key from the
EncryptedKey element. Then the DS Server decrypts it usingriteate key to get the symmetric key and meanwhile
initialization operations being performed.

9.41.2 Encryption Challenge

If there is no encryption indicator in the initizdition request, and the DS Server requires enorypitie status code ‘(432)
Encryption Required’ MUST be returned to the D=6

The DS Server and Client MUST support the RSAES-8K@1_5 algorithm specified in [RFC2437] as the syatric key
transport algorithm. However, other algorithms @ef this specification are not excluded. If athkgorithms are
specified and the DS Server doesn’t support theenstatus code ‘(429) Key Exchange Algorithm ngipsuted’MUST be
returned to the DS Client.

The DS Server and Client MUST support the AES-1B&@lgorithm as the symmetric key algorithm. If@tlalgorithms
are specified and the DS Server doesn’t suppom thige status cod@t30) Data Encryption Algorithm not supported’
MUST be returned to the DS Client. If the DS Sedeesn’t support the key length, the status cotlgl Key length not
supportedMUST be returned to the DS Client.

If encryption indicator is not specified, or algbrm is not supported, or key length is not supghrieeStatus command
to the request MUST includeGhal element contains a challenge applicable to theestgd source. The DS Client
SHOULD repeat the request with a suitable encrypitiicator contained in @ncryptedKey element.

9.4.1.3 Data Encryption

During the synchronization phase, the DS Clientdnaits synchronization data encrypted by the symaolety to the DS
Server. The DS Server decrypts the data by theiehsymmetric key before performing synchronizatiperations, after
that, it encrypts its own data with the symmetey nd transmits the encrypted data to the DS Clidso the DS Client
decrypts the data by the symmetric key before periftg synchronization operations.

During the synchronization phase, both the DS Ckenl Server MUST use the same symmetric key foryption and
decryption. In this procedure the DS Client and$28ver can use tHencr ypt ed attribute for each sync commands (e.g.
Add, Replace ) to indicate whether the specific content is eptagl. B64 encoding attribute SHOULD apply prior to
encryption.
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9414 Certificate

The DS Server distributes its public key contaiimed certificate used by client to encrypt the systnie key. Only the
server possesses the private key that can detwyptryptograph and obtain the original symmetrig ke

The provisioning of certificates and the certif&amtmanagement is specified in [DS_MO]. In practice,DS Client can
obtain the DS Server’s certificate from the Cectife Authority (CA) or the trusted DS Server.

9.4.1.5 Examples
9.4.15.1 Encryption with a challenge

At this example, the DS Client tries to initiateneywith the DS Server without any encryption inticgPkg #1). The DS
Server challenges the DS Client (Pkg #2) for ttetqmol layer encryption. The DS Client sends Pkggdin with the
encryption indicator. The DS Server accepts theyption request and the symmetric key is obtaingthe DS Server (Pkg
#2). In the example, commandsSgncBody are not shown although in practice, they wouldheze.

Pkg #1 from Client

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmlns:xsi="http://www.w3.0rg/2001/XMLSchema -instance”
xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta Xx_Schema-V2_0.xsd"
Version="2.0">
<SyncHdr SessionID="1" MsgID="1">
<TargetServerURI>http://www.openmobileallian ce.org/sync-server</TargetServerURI>
<SourceClientURI>IMEI:493005100592800</Sourc eClientURI>
</SyncHdr>
<SyncBody>
</SyncBody>
</SyncML>

Pkg #2 from Server

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmlns:xsi="http://www.w3.0rg/2001/XMLSchema -instance”
xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta x_Schema-V2_0.xsd"
Version="2.0">
<SyncHdr SessionID="1" MsgID="2">

<TargetClientURI>IMEI:493005100592800 </Targe tClientURI>
<SourceServerURI>http://www.openmobileallianc e.org/sync-server</SourceServerURI>
</SyncHdr>
<SyncBody>
<Status CmdID="1" MsgRef="1" CmdRef="0" Cmd="S yncHdr" Code="432" >
<!l-- Encryption required-->
<Chal>
<Meta Type="AES-128-CBC" Format="b64" Size="128" />
</Chal>
</Status>
</SyncBody>
</SyncML>

Pkg #1 (with encrypted key) resent from Client

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmins:xsi="http://www.w3.0rg/2001/XMLSchema -instance"
xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta x_Schema-V2_0.xsd"
Version="2.0">
<SyncHdr SessionID="1" MsgID="1">

<TargetServerURI>http://www.openmobileallia nce.org/sync-server</TargetServerURI>
<SourceClientURI>IMEI:493005100592800</Sour ceClientURI>
<EncryptedKey>
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<Meta Type="AES-128-CBC" Format="b64" Size="128"/>
<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
</EncryptedKey>
</SyncHdr>
<SyncBody>
</SyncBody>
</SyncML>

Pkg #2 from Server

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmlns:xsi="http://www.w3.0rg/2001/XMLSchema -instance”
xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta Xx_Schema-V2_0.xsd"
Version="2.0">
<SyncHdr SessionID="1" MsgID="2">

<TargetClientURI>IMEI:493005100592800 </Ta rgetClientURI>
<SourceServerURI>http://www.openmobilealli ance.org/sync-server</SourceServerURI>
</SyncHdr>
<SyncBody>
<Status CmdID="1" MsgRef="2" CmdRef="0" Cm d="SyncHdr" Code="200" />
<!--Encryption request accepted-->
</Syr'1'(;l_5>'0dy>
</SyncML>
9.4.152 Symmetric key algorithm not supported cha  llenge

At this example, the client initiates the synchmation by sending encryption indicator with the #kgand server
determines that it doesn’t support the symmetricddgorithm and includes the encryption challenge Pkg#2.

Pkg #1 (with encrypted key) from Client

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmlns:xsi="http://www.w3.0rg/2001/XMLSchema -instance”
xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta X_Schema-V2_0.xsd"
Version="2.0">
<SyncHdr SessionID="1" MsgID="1">

<TargetServerURI>http://www.openmobileallia nce.org/sync-server</TargetServerURI>
<SourceClientURI>IMEI:493005100592800</Sour ceClientURI>
<EncryptedKey>

<Meta Type="3DES" Format="b64" Size="128" />
<Data> ... </Data>
</EncryptedKey>
</SyncHdr>
<SyncBody>
</SyncBody>
</SyncML>

Pkg #2 (with challenge) from Server

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmins:xsi="http://www.w3.0rg/2001/XMLSchema -instance"
xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta x_Schema-V2_0.xsd"
Version="2.0">
<SyncHdr SessionID="1" MsgID="2">

<TargetClientURI>IMEI:493005100592800 </Tar getClientURI>
<SourceServerURI>http://www.openmobileallia nce.org/sync-server</SourceServerURI>
</SyncHdr>
<SyncBody>
<Status CmdID="1" MsgRef="1" CmdRef="0" Cmd="S yncHdr" Code="429" >

<l--Data Encryption Algorithm not supported-->
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<Chal>

<Meta Type="AES-128-CBC" Format="b64" Size="128" />

</Chal>
</Status>
<)§)./'ncBody>
</SyncML>

9.4.1.5.3 Encrypted data transmitting

At this example, the client transmits the encryptath with the Pkg#3, and server includes its gried/data into Pkg#4.

Pkg #3 (with encrypted data) from Client

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmins:xsi="http://www.w3.0rg/2001/XMLSchema

-instance"

xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta Xx_Schema-V2_0.xsd"

Version="2.0">
<SyncHdr SessionID="1" MsgID="2">
<TargetServerURI>http://www.openmobileallia
<SourceClientURI>IMEI:493005100592800</Sour
</SyncHdr>
<SyncBody>
<Sync CmdID="3" NumberOfChanges="10">
<TargetServerURI>./contacts</TargetServe
<SourceClientURI>./dev-contacts</SourceC
<Add CmdID="4">
<ltem>
<SourceClientURI>1012</SourceClien

<Meta Type="text/x-vcard" Format="b64" />

<Data Encrypted="true">......</
</ltem>
</Add>
<Replace CmdID="5">
<ltem>

nce.org/sync-server</TargetServerURI>
ceClientURI>

rURI>

lientURI>

tURI>

Data><!-- This data is encrypted -->

<SourceClientURI>1012</SourceClientURI>

<Meta Type="text/x-vcard" Format="b64" />

<Data Encrypted="true">......</
</ltem>
</Replace>
</Sync>
<Final/>
</SyncBody>
</SyncML>

Data> <!-- This data is encrypted -->

Pkg #4 (with encrypted data) from Server

<?xml version="1.0" encoding="UTF-8"?>
<SyncML xmins:xsi="http://www.w3.0rg/2001/XMLSchema

-instance"

xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_Synta x_Schema-V2_0.xsd"

Version="2.0">
<SyncHdr SessionID="1" MsgID="2">
<TargetClientURI>IMEI:493005100592800 </Targ
<SourceServerURI>http://www.openmobileallian
</SyncHdr>
<SyncBody>
<Sync CmdID="4" NumberOfChanges="5">
<TargetClientURI>./dev-contacts</Ta
<SourceServerURI>./contacts</Source
<Add CmdID="5">
<ltem>

etClientURI>
ce.org/sync-server</SourceServerURI>

rgetClientURI>
ServerURI>
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<SourceServerURI>10536681</ SourceServerURI>
<Meta Type="text/x-vcard" Format="b64" />
<Data Encrypted="true">.... ..</Data> <I!-- This data is encrypted -->
</ltem>
</Add>
<Replace CmdID="6">
<ltem>
<TargetClientURI>1023</Targ etClientURI>
<Meta Type="text/x-vcard" Format="b64" />
<Data Encrypted="true">.... ..</Data> <I!-- This data is encrypted -->
</ltem>
</Replace>
</Sync>
<Final/>
</SyncBody>

</SyncML>

9.4.2 Transport Layer Encryption

The use of a transport layer encryption is alsovaid.
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Transport specific security is documented in thedport binding documents [DSHTTPBINDING], [DSOBEXBING]

and [DSWSPBINDING].
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10.Examples
10.1 WBXML Example

Here is an example of a combined Package #1 afic#3section 8.3.2Example of Sync without Sepakaitalization, in
tokenized form (numbers in hexadecimal). This edemiges inline strings. The example also assunadghth character

encoding is UTF-8.

# Ethernet Il
0000 0040 053206 16 00 16 b6 89 63 a4 08 00

# 1P

000e 45 80

0010 03 f8 d1 8a 40 00 6¢ 06 b5 12 4b df 76 29 cO
0020 01 32

#TCP
0022 Oe bd 00 50 63 3e ef 26 27 b1 4d cf 50 18
0030 80 c4 00 e2 00 00

#HTTP

0036 50 4f 53 54 20 2f 53 79 6e 63

0040 4d 4c 20 48 54 54 50 2f 31 2e 31 0d Oa 41 63
0050 65 70 74 2d 4c 61 6e 67 75 61 67 65 3a 20 65
0060 2d 75 73 0d Oa 43 6f 6e 74 65 6e 74 2d 54 79
0070 653a 2061 70 70 6¢ 69 63 61 74 69 6f 6e 2f
0080 6e 64 2e 73 79 6e 63 6d 6¢ 2b 77 62 78 6d 6C
0090 0a 55 73 65 72 2d 41 67 65 6e 74 3a 20 44 65
00a0 49 6e 66 2d 45 78 61 6d 70 6¢ 65 0d Oa 48 6f
00b0 74 3a 20 64 63 68 61 6d 70 61 67 6e 65 2e 63
00c0 6d 0d Oa 43 6f 6e 74 65 6e 74 2d 4c 65 6e 67
00d0 68 3a 20 36 30 39 0d Oa 43 6f 6e 6e 65 63 74
00e0 6f 6e 3a 20 4b 65 65 70 2d 41 6¢ 69 76 65 0d
00f0 43 61 63 68 65 2d 43 6f 6e 74 72 6f 6¢C 3a 20
0100 6f2d 63 61 63 68 65 0d Oa Od Oa

# SyncML

010b 02 00 00 6a 21

0110 2d 2f 2f 53 59 4e 43 4d 4c 2f 2f 53 63 68 65
0120 61 20 53 79 6e 63 4d 4c 20 32 2e 30 2f 2f 45
0130 00 ed 60 01 ec 4a 03 34 00 3d 03 31 00 01 64
0140 68 74 7470 3a 2f2f 77 77 77 2e 73 79 6e 63
0150 6¢ 2e 6f 72 67 2f 73 79 6e 63 2d 73 65 72 76
0160 72 00 01 56 03 49 4d 45 49 3a 34 39 33 30 30
0170 3130 30 35 39 3238 30 3000 01 4e 9a 56 03
0180 757468 2d 62 61 73 69 63 00 2a 01 4f 03 51
0190 4a 3159 3255 79 4f 6b 39 6f 51 6d 56 6f 59
01a0 5a 6¢ 00 01 01 01 6b dc 19 03 31 00 01 87 3a
01b0 32 33 34 00 3f 03 32 37 36 00 01 64 03 2e 2f
01cO 6f6e 74 61 63 74 73 2f 6a 61 6d 65 73 5f 62
01d0 6e 64 00 01 56 03 2e 2f 64 65 76 2d 63 6f 6e
01e0 6163 74 730001 9d 22 08 0Ob 39 01 01 ea 19
01f0 32 00 37 03 38 31 30 30 00 36 03 38 31 00 47
0200 31 00 01 64 03 2e 2f 63 6f 6e 74 61 63 74 73
0210 6a 61 6d 65 73 5f 62 6f 6€ 64 00 01 56 03 2e
0220 64 65 76 2d 63 6f 6e 74 61 63 74 73 00 01 e0
0230 03 33 00 01 9a 5e 01 54 56 03 31 30 31 32 00
0240 4f03 54 68 6520 76 4361 72 64 20 64 61 74
0250 20 77 6f 75 6¢ 64 20 62 65 20 70 6¢ 61 63 65
0260 2068 65 72 65 2e 00 01 01 01 01 12 01 01

63
6e
70
76
od
76
73
6f

74
69
Oa
6e

POST /Sync

ML HTTP/1.1..Acc
ept-Language: en
-us..Content-Typ
e: application/v
nd.syncml+wbxml.
.User-Agent: Dev
Inf-Example..Hos
t: dchampagne.co
m..Content-Lengt
h: 609..Connecti
on: Keep-Alive..
Cache-Control: n

o-cache....

!

/ISYNCML//Schem

a SyncML 2.0//EN
LLJ4.=1.d.
http://iwww.syncm
l.org/sync-serve
r..V.IMEI:493005
100592800..N.V.a
uth-basic.*.0.Qn
J1Y2UyOk9oQmVoYX
Zl...k...1.....
234.?.276..d../c
ontacts/james_bo
nd..V../dev-cont
2.7.8100.6.81.G.
1..d../contacts/
james_bond..V../
dev-contacts....
3. ATV.1012..
0O.The vCard data

would be placed
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In an expanded and annotated form:

Token Stream

Description

02 Version number — WBXML v1.2

00 FPI for DTD in string table

00 index into string table for
the identifier

6A Charset is UTF-8

21 String table length

2d 2f 2f 53 59 4e 43 4d 4c 2f 2f 53 63 68 65 6d 61 2053 "-/ISYNCML//Schema SyncML

79 6e 63 4d 4c 20 32 2e 30 2f 2 45 4e 00 2.0//EN"

ED <SyncML (With Content and
Attributes)

6C Version="2.0"

01 > (End of Attributes)

EC <SyncHdr

4A SessionID=

03 Inline String Follows

34 00 "4"

3D MsgID=

03 Inline String Follows

3100 "1

01 > (End of Attributes)

64 <TargetServerURI>

03 Inline String Follows

68 747470 3a2f2f 77 77 77 2e 73 79 6e 63 6d 6¢C 2e 6f "http://lwww.syncml.org/sync-

72 67 2f 7379 6e 63 2d 73 65 72 76 65 72 00 server"

01 </TargetServerURI>

56 <SourceClientURI>

03 Inline String Follows

49 4d 45 49 3a 34 39 3330 30 35 31 30 30 35 39 32 38 30 "IMEI:493005100592800"

30 00

01 </SourceClientURI>

4E <Cred>

9A <Meta

56 Type="SyncML:"

03 Inline String Follows

61 75 74 68 2d 62 61 73 69 63 00 "auth-basic"

2A Format="b64"

01 />

4F <Data>

03 Inline String Follows

51 6e 4a 31 59 32 55 79 4f 6b 39 6f 51 6d 56 6f 59 58 5a "QnJ1Y2UyOk9oQmVoYXZI"

6c 00

01 </Data>

01 </Cred>

01 </SyncHdr>

6B <SyncBody>

DC <SyncAlert

19 CmdID=

03 Inline String Follows

3100 "1

01 >

87 <Anchor

3A Last=

03 Inline String Follows

32333400 "234"

3F Next=

03 Inline String Follows

32 37 36 00 "276"

01 >
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64

<TargetServerURI>

03

Inline String Follows

2e 2f 63 6f 6e 74 61 63 74 73 2f 6a 61 6d 65 73 5f 62 6f "./contacts/james_bond"
6e 64

01 </TargetServerURI>
56 <SourceClientURI>
03 Inline String Follows
2e 2f 64 65 76 2d 63 6f 6e 74 61 63 74 73 00 "./dev -contacts”
01 </SourceClientURI>
9d <SyncType

22 Direction="twoWay"
08 Behaviour="false"
0B ChangelLogValidity="true"
39 IDValidity="true"

01 />

01 </SyncAlert>

EA <Sync

19 CmdID=

03 Inline String Follows
3200 "2"

37 FreeMem=

03 Inline String Follows
38 31 3030 00 "8100"

36 FreelD=

03 Inline String Follows
383100 "81"

a7 NumberOfChanges=
03 Inline String Follows
3100 "1

01 >

64 <TargetServerURI|>
03 Inline String Follows
2e 2f 63 6f 6e 74 61 63 74 73 2f 6a 61 6d 65 73 5f 62 6f "./contacts/james_bond"
6e 64

01 </TargetServerURI>
56 <SourceClientURI>
03 Inline String Follows
2e 2f 64 65 76 2d 63 6f 6e 74 61 63 74 73 00 "./dev -contacts”
01 </SourceClientURI>
EO <Replace

19 CmdID=

03 Inline String Follows
3100 "3"

01 >

9A <Meta

5E Type="text/x-vcard"
01 />

54 <ltem>

54 68 65 20 76 43 61 72 64 20 64 61 74 61 20 77 6f 75 6¢C "The vCard data would be
64 20 62 65 20 70 6¢ 61 63 65 64 20 68 65 72 65 2e 00 placed here."

01 </Data>

01 </ltem>

01 </Replace>

01 </Sync>

12 <Final/>

01 </SyncBody>

01 </SyncML>
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Appendix A.  Static Conformance Requirements

A.1 Conformance Requirements for OMA DS Client

Table 1 — Client Features

(Normative)

Item Functionality Reference | Status | Requirement
SCR-DS-CLIENT-001 Support of ‘twoWay’ Direction 5.1 M
SCR-DS-CLIENT-002 Support of ‘fromClient’ Direction 5.1 M
SCR-DS-CLIENT-003 Support of ‘fromServer’ Direction 5.1 M
SCR-DS-CLIENT-004 Support of ‘NoWay’ Direction 5.1 0
SCR-DS-CLIENT-005 Support of ‘Refresh’ Behavior 5.1 0
SCR-DS-CLIENT-006 Support of ‘Preserve’ Behavior 15. M
SCR-DS-CLIENT-007 Support of ‘Client Generated Krint’ 5.2 M
SCR-DS-CLIENT-008 Support of ‘Mutually Generateagerprint’ 5.2 0
SCR-DS-CLIENT-009 Support for ‘Multiple Messages’ 15 M
SCR-DS-CLIENT-010 Support of ‘Large Objects’ 5.15 0
SCR-DS-CLIENT-011 Support for ‘Hierarchical Synchization’ 5.16 0
SCR-DS-CLIENT-012 Support of ‘Busy Signaling’ 5.18 0
SCR-DS-CLIENT-013 Support for ‘Filtering’ 5.22 0
SCR-DS-CLIENT-014 Support for ‘Session Maitenance’ 6 M
SCR-DS-CLIENT-015 Support for ‘Session End’ 6 M
SCR-DS-CLIENT-016 Support of 'Normal Sync’ 7.2 M
SCR-DS-CLIENT-017 Support of 'Recovery Sync’ 7.2 0
SCR-DS-CLIENT-018 Support for ‘Sync Initialization’ 8 M
SCR-DS-CLIENT-019 Support of ‘Sync Without Separai@alization’ 8.3 0
SCR-DS-CLIENT-020 Support of ‘Authentication’ 9.2 M
SCR-DS-CLIENT-021 Support for ‘Data Intergrity’ 9.3 0
SCR-DS-CLIENT-022 Support for ‘Data Encryption’ 9.4 0

A.2 Conformance Requirements for OMA DS Server

Table 2 — Server Features
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ltem Functionality Reference | Status | Requirement
SCR-DS-SERVER-001| Support of ‘twoWay' Direction 5.1 M
SCR-DS-SERVER-002| Support of fromClient’ Direction 5.1 M
SCR-DS-SERVER-003| Support of ‘fromServer’ Direction 5.1 M
SCR-DS-SERVER-004 | Support of ‘NoWay' Direction 5.1 0
SCR-DS-SERVER-005| Support of ‘Refresh’ Behavior 5.1 M
SCR-DS-SERVER-006 | Support of ‘Preserve’ Behavior 15. M
SCR-DS-SERVER-007 | Support of ‘Client Generated Eipgnt’ 5.2 M
SCR-DS-SERVER-008| Support of ‘Mutually Generateaigérprint’ 5.2 0
SCR-DS-SERVER-009 | Support for ‘Multiple Messages’ 145 M
SCR-DS-SERVER-010| Support of ‘Large Objects’ 5.15 0
SCR-DS-SERVER-011| Support for ‘Hierarchical Synctization’ 5.16 0
SCR-DS-SERVER-012| Support of ‘Busy Signaling’ 5.18 0
SCR-DS-SERVER-013| Support for ‘Filtering’ 5.22 0
SCR-DS-SERVER-014 | Support for ‘Session Maitenance’ 6 M
SCR-DS-SERVER-015| Support for ‘Session End’ 6 M
SCR-DS-SERVER-016 | Support of 'Normal Sync’ 7.2 M
SCR-DS-SERVER-017| Support of 'Recovery Sync’ 7.2 M
SCR-DS-SERVER-018| Support for ‘Sync Initialization’ 8 M
SCR-DS-SERVER-019| Support of ‘Sync Without Sepahaitealization’ 8.3 M
SCR-DS-SERVER-020| Support of ‘Authentication’ 9.2 M
SCR-DS-SERVER-021| Support for ‘Data Intergrity’ 9.3 0
SCR-DS-SERVER-022| Support for ‘Data Encryption’ 9.4 M
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Appendix B.

Change History

B.1 Approved Version History

(Informative)

Reference Date Description
n/a n/a No prior version
B.2 Draft Version 2.0 History
Document Date Sections Description
Identifier
Draft Versions 05 Sep 2006 8, Updated according to agreed CRs:
OMA-TS- OMA-DS-DS_2_0-2006-0024R02-CR_Security Authentarati
DS_Protocol-vV2_0 OMA-DS-DS_2_0-2006-0025R01-CR_Security_Integrity
14 Sep 2006 8 Updated according to agreed CR:
OMA-DS-DS_2_0-2006-0026R02-CR_Security_Confideitial
19 Oct 2006 All Updated according to agreed CR:
OMA-DS-DS_2_0-2006-0054R01-CR_Update_Protocol_Doc
20 Oct 2006 All Updated according to agreed CR:
OMA-DS-DS_2_0-2006-0057R01-CR_Update_Addressing
09 Nov 2006 5.16 Updated according to agreed CR :
OMA-DS-DS_2_0-2006-0055R02-CR_Busy_Signalling
20 Mar 2007 5.9 Updated according to agreed CR:
OMA-DS-DS_2_0-2006-0066-CR_Datastore_Partial_Sync
25 Apr 2007 All Updated according to agreed CRs:
OMA-DS-DS_2_0-2007-0005R01-CR_Hierarchical_Struetliixchange
OMA-DS-DS_2_0-2007-0011R01-CR_Ref_Protocol
17 Jul 2007 All Updated according to agreed CRs:
OMA-DS-DS_2_0-2007-0009R02-CR_Clarify_Example_NgRes
OMA-DS-DS_2_0-2007-0025R01-CR_TS_Device_Informatirchange
OMA-DS-DS_2_0-2007-0028-CR_Security References
03 Aug 2007 All Updated according to agreed CRs:
OMA-DS-DS_2_0-2007-0034-CR_DevInfo_Addressing.doc
OMA-DS-DS_2_0-2007-0035-CR_Devinfo_Negotiation_Fldec
25 Aug 2007 All Updated according to agreed CRs:
OMA-DS-DS_2_0-2007-0042R01-CR_Sync_Mechanism_Nagoti.doc
OMA-DS-DS_2_0-2007-0040R01-CR_Fingerprint_Introdarcidoc
OMA-DS-DS_2_0-2007-0046R02-CR_Protocol_Update.doc
19 Dec 2007 All Updated according to agreed CRs:
OMA-DS-DS_2_0-2007-0065R02-
CR_Remove_Archive_Search_Lang_in_Protocol.doc
21 Feb 2008 7.4 Updated according to agreed CRs:
OMA-DS-DS_2_0-2008-0006R01-CR_Encryption_ExamplePirotocol
17 Apr 2008 5 Updated according to agreed CRs:

OMA-DS-DS_2_0-2008-0061R01-CR_Fingerprint_Generatdethod.doc,
OMA-DS-DS_2_0-2008-0060R01-CR_Hierarchy_Sync.doc,
OMA-DS-DS_2_0-2008-0055R01-CR_External_Devinf_Addieg.doc,
OMA-DS-DS_2_0-2008-0025-CR_DevInfo_exchange.doc

Editorial formatting

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.

d.




Page 99 (99)

06 Jun 2008

All

Updated according to agreed CRs:
OMA-DS-DS_2_0-2008-0064-CR-Protocol_Conflict_Resiolu_Clarification,
OMA-DS-DS_2_0-2008-0065R01-CR_Device_Memory Manag@m
OMA-DS-DS_2_0-2008-0066R01-CR-Large_Object_Handling
OMA-DS-DS_2_0-2008-0068-CR_Remove_Section_12_Intoeod,
OMA-DS-DS_2_0-2008-0071-CR_Target_Source_Addressing
OMA-DS-DS_2_0-2008-0072-CR_Busy_Signaling,
OMA-DS-DS_2_0-2008-0073-CR_Data_Identifier_Mapping,
OMA-DS-DS_2_0-2008-0074-CR_Data_Synchronization ddsa

20 Jun 2008

Updated according to agreed CRs:
OMA-DS-DS_2_0-2008-0075R01-CR_Sync_Initialization.
OMA-DS-DS_2_0-2008-0076R01-CR_Sync_Without_Sepataitalization.

26 Jun 2008

57

Updated according to agreed CRs:
OMA-DS-DS_2_0-2008-0077R02-CR_Protocol_Security.
OMA-DS-DS_2_0-2008-0078-CR_Protocol_Fundamentals.
OMA-DS-DS_2_0-2008-0079-CR_Protocol_Filtering.

2 Sep 2008

All

Updated according to agreed CRs:
OMA-DS-DS_2_0-2008-0093-CR_Overall_Protocol_Streetu
OMA-DS-DS_2_0-2008-0094-CR_Overall_Sync_Flow
OMA-DS-DS_2_0-2008-0095R02-CR_Change_Log_and_Maltipevices
OMA-DS-DS_2_0-2008-0096R01-CR_Soft_Delete
OMA-DS-DS_2_0-2008-0097-CR_Sync_Anchor
OMA-DS-DS_2_0-2008-0100R02-CR_Normal_Sync

06 Oct 2008

All

Updated according to agreed CRs:
OMA-DS-DS_2_0-2008-0101R03-CR_Client_Initiated_Rery_Sync
OMA-DS-DS_2_0-2008-0102-CR_ChangelLogValidity Clagfion
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