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1. Scope

This specification defines a RESTful Device Capabilities API using an HTTP protocol binding, based on the similar API
defined in [3GPP 29.199-18].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY™”, and “OPTIONAL" in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

3.2 Definitions

For the purpose of this TS, all definitions from the OMA Dictionary apply [OMADICT].

Ellc;tei?it(-:zlt(ijgn An HTTP URL exposed by a client, on which it is capable of receiving notifications and that can be used by the
client when subscribing to notifications.

URL

Notification A channel created on the request of the client and used to deliver notifications from a server to a client. The channel

Channel is represented as a resource and provides means for the server to post notifications and for the client to receive them
via specified delivery mechanisms.

gl;t\ll];catlon A server that is capable of creating and maintaining Notification Channels.

Server-side e . I

Notification Ar\ HTTP URL expo_sed by a l_\lptlfl_catlon Server, that identifies a Notification Channel and that can be used by a

URL client when subscribing to notifications.

3.3 Abbreviations

ACR Anonymous Customer Reference

API Application Programming Interface
HTTP HyperText Transfer Protocol

1D Identifier

IMEI International Mobile Equipment Identity
JSON JavaScript Object Notation

MIME Multipurpose Internet Mail Extensions
MSISDN Mobile Subscriber ISDN Number
OMA Open Mobile Alliance

REST REpresentational State Transfer

SCR Static Conformance Requirements
SIP Session Initiation Protocol

TS Technical Specification

UAProfile User Agent Profile

URI Uniform Resource Identifier

URL Uniform Resource Locator

XML eXtensible Markup Language

XSD XML Schema Definition
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4. Introduction

The Technical Specification for the RESTful Network API for Device Capabilities contains the HTTP protocol binding based
on the Parlay X Device Capabilities Web Services [3GPP 29.199-18] specification, using the REST architectural style. The
specification provides resource definitions, the HTTP verbs applicable for each of these resources, and the element data
structures, as well as support material including flow diagrams and examples using the various supported message body
formats (i.e. XML, JSON, and application/x-www-form-urlencoded).

4.1 Version 1.0

The RESTTful Network API for Device Capabilities V1.0 is a republication of the ParlayREST Device Capabilities API V1.0
[ParlayREST_DeviceCapabilities] as part of the suite of OMA RESTful Network APIs.
Bug fixes and structural changes to fit that suite, but also functional changes have been applied.

Version 1.0 of the RESTful Network API for Device Capabilities keeps supporting the following operations:
- Retrieve device capabilities
- Create a subscription for device capabilities change notifications (for a single device or a group of devices)
- Send a notification on device capabilities changes to a subscribed application
- Set device configuration (for a single device or a group of devices)
- Retrieve available configurations for a given device model
- Retrieve configuration history for a given device
The following new functionality has been introduced:
- Support for scope values used with authorization framework defined in [Autho4AP1_10]
- Support for Anonymous Customer Reference (ACR) as an end user identifier

- Support for “acr:auth” as a reserved keyword in a resource URL variable that identifies an end user
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5. Device Capabilities API definition

This section is organized to support a comprehensive understanding of the RESTful Device Capabilities API design. It
specifies the definition of all resources, definition of all data structures, and definitions of all operations permitted on the
specified resources.

The Device Capabilities API will allow applications to retrieve information about device capabilities and push device
configuration to a device. Applications can subscribe to notifications of device capabilities changes for one or more devices.
In addition, the Device Capabilities API provides applications with the ability to obtain the available device configurations
for a given device model, as well as the configuration history for a given device.

Common data types, naming conventions, fault definitions and namespaces are defined in [REST_NetAPI_Common].
The remainder of this document is structured as follows:

Section 5 starts with a diagram representing the resources hierarchy, followed by a table listing all the resources (and their
URL) used by this API, along with the data structure and the supported HTTP verbs (section 5.1). What follows are the data
structures (section 5.2). A sample of typical use cases is included in section 5.3, described as high level flow diagrams.

Section 6 contains the detailed specification for each of the resources. Each such subsection defines the resource, the request
URL variables that are common for all HTTP methods, and the supported HTTP verbs. For each supported HTTP verb, a
description of the functionality is provided, along with an example of a request and an example of a response. For each
unsupported HTTP verb, the returned HTTP error status is specified, as well as what should be returned in the Allow header.

All examples in section 6 use XML as the format for the message body. Application/x-www-form-urlencoded examples are
provided in Appendix C, while JSON examples are provided in Appendix C.

Section 7 contains fault definition details such as Service Exceptions and Policy Exceptions.
Appendix B provides the Static Conformance Requirements (SCR).

Appendix E lists the Parlay X equivalent operation for each supported REST resource and method combination, where
applicable.

Appendix F provides a list of all light-weight resources, where applicable.
Appendix G defines authorization aspects to control access to the resources defined in this specification.

Note: Throughout this document client and application can be used interchangeably.

5.1 Resources Summary

This section summarizes all the resources used by the RESTful Device Capabilities API.

The "apiVersion" URL variable SHALL have the value "v1" to indicate that the API corresponds to this version of the
specification. See [REST_NetAPI_Common] which specifies the semantics of this variable.

The figure below visualizes the resource structure defined by this specification. Note that those nodes in the resource tree
which have associated HTTP methods defined in this specification are depicted by solid boxes.
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/{serverRoot}
/devicecapabilities/{apiVersion}

Hequipmentid}

—{/capabilities }
—[/subscriptions }

L[ /{subscriptionld} J
—[ /configuration ]
/available j }

/history ﬁ }

Figure 1 Resource structure defined by this specification
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The following tables give a detailed overview of the resources defined in this specification, the data type of their
representation and the allowed HTTP methods.
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Purpose: to allow client to retrieve device capabilities

Resource URL Data Structures HTTP verbs
Base URL:
http://{serverRoot}/devicecapa GET PUT POST DELETE
bilities/{apiVersion}
Device Hequipmentld}/capabilities DeviceCapabilities retrieve no no no
capabilities cap§b|llt|9 S of
the identified
device
Purpose: to allow client to manage subscriptions for device capabilities changes notifications
Resource URL Data Structures HTTP verbs
Base URL:
http://{serverRoot}/devicecapa GET PUT POST DELETE
bilities/{apiVersion}
Subscriptions | /{equipmentld}/subscriptions DeviceCapabilitiesChangeSubscripti | retrieve the list no create a new no
for device onList of device device
capabilities R Ref capabilities capabilities
changes con;mor:. I(fsourtge fe elr:’eong?r changes changes
notifications Egg Iggze? ernative for subscriptions for subscription
P the identified for the
DeviceCapabilitiesChangeSubscripti | device(s) identified
on (used for POST) device(s)
Individual HKequipmentld}/subscriptions/{s | DeviceCapabilitiesChangeSubscripti | retrieve an no no delete an
subscription ubscriptionld} on individual device individual
for device capabilities device
capabilities changes capabilities
changes subscription for changes
notifications the identified subscription
device(s) for the
identified
device(s)
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Purpose: to allow client to receive notifications about changes in device capabilities

Resource URL Data Structures HTTP verbs
<specified by the client>
GET PUT POST DELETE
Notification on | <specified by the client when DeviceCapabilitiesNotification no no send no
device subscription is created or DeviceCapabilitiesCancellationNotific notifications to
capabilities during provisioning process> . P the application
changes ation (changes, end
of
notifications,
cancellation)
Purpose: to allow client to configure a device, retrieve available configurations for a device and retrieve history of configurations
Resource URL Data Structures HTTP verbs
Base URL:
http://{serverRoot}/devicecapa GET PUT POST DELETE
bilities/{apiVersion}
Hequipmentld}/configuration DeviceConfiguration no no push a no
. configuration
Device
configuration to th?.
identified
device(s)
Available Hequipmentld}/configuration/av | DeviceConfigurationList retrieve no no no
configurations | ailable available
configurations
for the identified
device
Configuration | /{equipmentld}/configuration/hi | DeviceConfigurationHistoryList retrieve no no no
history story configuration
history for the
identified
device.
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5.2 Data Types
5.2.1 XML Namespaces

The namespace for the Device Capabilities data types is:
urn:oma:xml:rest:netapi:devicecapabilities: 1

The 'xsd' namespace is used in the present document to refer to the XML Schema data types defined in XML Schema
[XMLSchemal, XMLSchema2]. The '‘common' namespace is used in the present document to refer to the data types defined
in [REST_NetAPI_Common]. The use of the names 'xsd' and ‘common’ is not semantically significant.

The XML schema for the data structures defined in the section below is given in [REST_SUP_DeviceCapabilities].

Applications following the RESTful Network API for Device Capabilities V' 1.0 specification SHALL use the namespace
urn:oma:xml:rest:netapi:devicecapabilities:1.

Note: Server implementations can choose to also support the legacy namespace urn:oma:xml:rest:devicecapabilities:1 for the
Device Capabilities data types, in order to allow backwards-compatibility with [ParlayREST_DeviceCapabilities]
applications. Use of this legacy namespace is deprecated and support is foreseen to be withdrawn in future versions of this
specification. In messages sent from the server to the application, the legacy namespace is suggested to be used by the server
if it was used by a legacy application in the corresponding request or subscription message.

5.2.2 Structures
The subsections of this section define the data structures used in the RESTful Device Capabilities API.
Some of the structures can be instantiated as so-called root elements.

For structures that contain elements which describe an equipment identifier, the statements in section 6 regarding 'tel’, 'sip'
and 'acr' URI schemes apply.

5.2.2.1 Type: DeviceCapabilities

Device Capabilities for queries

Element Type Optional Description
deviceld xsd:string No A unique equipment identifier for the device (e.g. IMEI)
name xsd:string No The name of the device/model
resourceURL xsd:anyURI No Self referring URL
L Provided by the server, points to other resources that
. common:Link[O..un ; . SE i
link Yes are in relationship with the current resource (e.g. rel=

bounded]

“UserAgentProfileReference” (section 5.2.4)).

A root element named deviceCapabilities of type DeviceCapabilities is allowed in response bodies.

5.2.2.2 Type: DeviceCapabilitiesNotification

Device capabilities for capabilities changes notification
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Element Type Optional Description

The ‘callbackData’ element if it was passed
by the application in the ‘callbackReference’
element when creating the subscription for
notifications about device capabilities
changes.

See [REST_NetAPI_Common] for details.
Default: false.

changeNotificationEnd xsd:boolean Yes Set to true if it is a final notification about
status change.

Address of a device (e.g. ‘sip’ URI, ‘tel’ URI,
‘acr’ URI) if the notification refers to an individual

callbackData xsd:string Yes

deviceAddress xsd:anyUR| Yes device. Not present if the notification applies to
the entire subscription
deviceld xsd:string No A unique equipment identifier for the device

(e.g. IMEI)

Provided by the server, points to other
resources that are in relationship with the
link common:Link[0..unbounded]|Yes current resource (e.g.
rel="DeviceCapabilitiesChangeSubscription”,
rel="DeviceConfiguration” (section 5.2.4)).

A root element named deviceCapabilitiesNotification of type DeviceCapabilitiesNotification is allowed in request and/or
response bodies.

5.2.2.3 Type: DeviceCapabilitiesCancellationNotification

Cancellation for device capabilities notification

Element Type Optional Description

The ‘callbackData’ element if it was passed
by the application in the ‘callbackReference’
element when creating the subscription for
notifications about device capabilities
changes.

See [REST_NetAPI_Common] for details.

callbackData xsd:string Yes

deviceAddress xsd:anyURI Yes Address of a device (e.g. ‘sip’ URI, ‘tel’ URI,
‘acr’ URI) if the notification refers to an
individual device. Not present if the
notification applies to the entire subscription

reason common:ServiceError No Reason for the natification being
discontinued

link common:Link Yes Provided by the server, points to other

[0..unbounded] resources that are in relationship with the
current resource (e.g.
rel="DeviceCapabilitiesChangeSubscription”,
rel="DeviceConfiguration” (section 5.2.4)).

A root element named deviceCapabilitiesCancellationNotification of type DeviceCapabilitiesCancellationNotification is
allowed in request and/or response bodies.

5.2.2.4 Type: ConfigurationHistoryEntry

Device configuration history for query
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Element Type Optional Description
deviceConfiguration DeviceConfiguration No A device configuration
. ) . The date/time when the configuration
timestamp xsd:dateTime No .
was sent to the device address.
. common:Link[0..unbounded Provided by the Server, points to ot_her
link ] Yes resources that are in relationship with
the current resource.
5.2.2.5 Type: DeviceConfigurationHistoryList

Device configurations history list for query

Element Type Optional Description
configurationHistoryEntry ConfigurationHistoryEntry Yes A list of configuration history
[0..unbounded] elements
resourceURL xsd:anyURI No Self referring URL

A root element named deviceConfigurationHistoryL.ist of type DeviceConfigurationHistoryList is allowed in response

bodies.

5.2.2.6 Type: DeviceConfiguration

Device configuration for query or pushing

Element Type Optional Description

A unique identifier for the

configurationld xsd:string No configuration, defined by the
server

name xsd:string No The name of the configuration

description xsd:string No The .descr.|pt|0n of the
configuration
Provided by the server, points to
other resources that are in
relationship with the current
resource (e.g.
rel="ConfigurationProfileReference
" (section 5.2.4)). Alink to a
“ConfigurationProfileReference”

o MUST be provided by the server,
link common:Link[0..unbounded Yes in a response to a GET request for

]

available configurations from the
application.

In this release, there is no support
for an application to provide to the
server a link to a
“ConfigurationProfileReference”, in
a POST request to push a device
configuration.

A root element named deviceConfiguration of type DeviceConfiguration is allowed in request and/or response bodies.

5.2.2.7

Type: DeviceConfigurationList

Available device configurations list for query
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Element Type Optional Description
. . . DeviceConfiguration[0..unb A list of available device
deviceConfiguration Yes : .
ounded] configurations
resourceURL xsd:anyURI No Self referring URL

A root element named deviceConfigurationList of type DeviceConfigurationList is allowed in response bodies.

5.2.2.8 Type: DeviceCapabilitiesChangeSubscriptionList

List of subscriptions to change notifications

Element Type Optional Description
deviceCapabilitiesChangeSubscrip [DeviceCapabilitiesChangeS A list of available device
. o Yes . o
tion ubscription [0..unbounded] capabilities change subscriptions
resourceURL xsd:anyURI No Self referring URL

A root element named deviceCapabilitiesChangeSubscriptionList of type DeviceCapabilitiesChangeSubscriptionList is
allowed in response bodies.

5.2.2.9 Type: DeviceCapabilitiesChangeSubscription

Subscription to change notifications
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Element

Type

Optional

Description

timeCreated

xsd:dateTime

No

The date/time when the subscription
was created

callbackReference

common:CallbackReference

No

Client's notification URL and
OPTIONAL callbackData

clientCorrelator

xsd:string

Yes

A correlator that the client can use to
tag this particular resource
representation during a request to
create a resource on the server.

This field MAY be present. Note: this
allows the client to recover from
communication failures during
resource creation and therefore
avoids duplicate subscription creation
in such situations.

In case the field is present, the server
SHALL not alter its value, and SHALL
provide it as part of the representation
of this resource. In case the field is
not present, the server SHALL NOT
generate it.

resourceURL

xsd:anyURI

Yes

Self referring URL. The resourceURL
SHALL NOT be included in POST
requests by the client, but MUST be
included in POST requests
representing notifications by the
server to the client, when a complete
representation of the resource is
embedded in the notification. The
resourceURL MUST also be included
in responses to any HTTP method
that returns an entity body, and in
PUT requests.

link

common:Link[0..unbounded]

Yes

Provided by the server, points to other
resources that are in relationship with
the current resource (e.g.
rel="DeviceConfiguration” (section
5.2.4)).

A root element named deviceCapabilitiesChangeSubscription of type DeviceCapabilitiesChangeSubscription is allowed in

request and/or response bodies.

Note that the clientCorrelator is used for purposes of error recovery as specified in [REST_NetAPl_Common], and internal
client purposes. The server is NOT REQUIRED to use the clientCorrelator value in any form in the creation of the URL of
the resource. The document [REST_NetAPI_Common] provides a recommendation regarding the generation of the value of

this field.

5.2.3 Enumerations

This section is empty in this version of the specification.

524 Values of the Link “rel” attribute

The “rel” attribute of the Link element is a free string set by the server implementation, to indicate a relationship between the
current resource and an external resource. The following are possible strings (list is non-exhaustive, and can be extended):
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e ConfigurationProfileReference

e DeviceCapabilitiesChangeSubscription
e DeviceCapabilities

e DeviceConfiguration

e UserAgentProfileReference

These values indicate the kind of resource that the link points to. The value “UserAgentProfileReference” indicates that the
accompanying Link href attribute refers to a document containing a device’s User Agent Profile (e.g.
http://.../deviceprofiles/N6230ir200.xml). The value “ConfigurationProfileReference” indicates that the accompanying Link
href attribute refers to a document containing a device’s configuration profile (e.g. http://.../deviceconfig/12345.xml”).

5.3 Sequence Diagrams

The following sub-sections describe the resources, methods and steps involved in typical scenarios.

In a sequence diagram, a step which involves delivering a notification is labeled with “POST or NOTIFY”, where “POST”
refers to delivery via the HTTP POST method, and “NOTIFY” refers to delivery using the Notification Channel
[REST_NetAPI_NotificationChannel].

5.3.1 Retrieving device capabilities information
This figure below shows a scenario for retrieving device capabilities information..
The resource:

- To retrieve device capabilities for a single device, read the resource below with equipmentld identifying the targeted
device

http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentld}/capabilities

Application Server

1. GET : retrieve capabilities for identified device

Retrieve device
Response: device capabilities capabilities
e - o e |

Figure 2 Retrieving device capabilities

Outline of flow:

1. An application requests the device capabilities for a device identified by equipmentld (e.g. device address) using
GET and receives the device’s capabilities information (including deviceld, model name, link to capabilities - e.g.
UAPTrofile)
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5.3.2 Subscribing for and notifying on device(s) capabilities
This figure below shows a scenario to create and use a subscription for device capabilities changes notifications.

The notification URL passed by the client during the subscription step can be a Client-side Notification URL, or a Server-
side Notification URL. Refer to [REST_NetAPI_NotificationChannel] for sequence flows illustrating the creation of a
Notification Channel and obtaining a Server-side Notification URL on the server-side, and the use of that Noticiation
Channel by the client.

The resources:

- To start subscription to notifications about changes to device capabilities for identified device(s), create new resource
under

http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentld}/subscriptions
- To delete an individual subscription, use the resource

http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentld}/subscriptions/{subscriptionid}

Application Server
1. POST : create a subscription for device capabilities change notifications Create
) . - - . . Subscription
|, Response: device capabilities change subscription with subscriptionid _______ resource )
Changes
In device
2. POST : notify the application on changes to device capabilities configuratiop)
Response
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, N
3. DELETE : delete the subscription with subscriptionid
Remove resource
Response and e
= = o o o e | stop notifications

Figure 3 Subscribing for change notifications and handling notifications

1. An application creates a new notification subscription for changes in the device capabilities of the device(s)
identified by {equipmentld} by using POST and receives the resulting resource URL containing the subscriptionid.

2. When the device capabilities for the identified device(s) change the server notifies the application using POST to
the application supplied notifyURL. Alternatively, the application obtains the notifications using a Notification
Channel [REST_NetAPI_NotificationChannel].

3. An application deletes a subscription for changes in the device capabilities of the identified device(s) and stops
notifications for the application by using DELETE to resource URL containing the subscriptionld.
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5.3.3 Pushing a configuration to device(s)
This figure below shows a scenario for pushing a configuration to an identified device or group of devices.
The resource:

- To push a configuration to identified device(s), POST the configuration to the resource below with equipmentld
identifying the targeted device(s)

http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentld}/configuration

Application Server

1. POST :request configuration change for identified device(s)
Push configuration
Response to identified device(s)
le

Figure 4 Push configuration to device(s)

Outline of flow:

1. An application requests that a new configuration is pushed to device(s) identified by equipmentld using POST.

5.3.4 Retrieving available configurations and history of configurations

This figure below shows a scenario to retrieve available configurations or history of configurations for device(s) identified by
{equipmentld}.

The resources:

- To retrieve available configurations for an identified device, read the resource below with equipmentld identifying the
targeted device

http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentld}/configuration/available

- To retrieve configuration history for an identified device, read the resource below with equipmentld identifying the
targeted device

http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentld}/configuration/history
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Application Server

1. GET : retrieve available configurations (or configuration history) for identified device]
Retrieve

Response: available configurations (or configuration history) Request_ed
e - - - - . information

Figure 5 Retrieving available configurations or configuration history for targeted device

1. An application requests/receives available configurations or configurations history for a device identified by
equipmentld using GET.

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAPI_DeviceCapabilities-V1_0-20130212-C Page 25 (67)

6. Detailed specification of the resources

The following applies to all resources defined in this specification regardless of the representation format (i.e. XML, JSON,
application/x-www-form-urlencoded):

e Reserved characters in URL variables (parts of a URL denoted below by a name in curly brackets) MUST be
percent-encoded according to [RFC3986]. Note that this always applies, no matter whether the URL is used as a
Request URL or inside the representation of a resource (such as in “resourceURL” and “link” elements).

e Ifan equipment identifier of type anyURI is in the form of an MSISDN, it MUST be defined as a global number
according to [RFC3966] (e.g. tel:+19585550100). The use of characters other than digits and the leading “+” sign
SHOULD be avoided in order to ensure uniqueness of the resource URL. This applies regardless of whether the user
identifier appears in a URL variable or in a parameter in the body of an HTTP message.

e Ifan equipment identifier of type anyURI is in the form of a SIP URI, it MUST be defined according to [RFC3261].

o Ifan equipment identifier of type anyURI is in the form of an Anonymous Customer Reference (ACR), it MUST be
defined according to [IETF_ACR_draft], i.e. it MUST include the protocol prefix ‘acr:' followed by the ACR.

0 The ACR ‘auth’ is a supported reserved keyword, and MUST NOT be assigned as an ACR to any
particular end user. See G.1.2 for details regarding the use of this reserved keyword.

o For requests and responses that have a body, the following applies: in the requests received, the server SHALL
support JSON and XML encoding of the parameters in the body, and MAY support application/x-www-form-
urlencoded parameters in the body. The Server SHALL return either JSON or XML encoded parameters in the
response body, according to the result of the content type negotiation as specified in [REST_NetAPI_Common]. In
notifications to the Client, the server SHALL use either XML or JSON encoding, depending on which format the
client has specified in the related subscription. The generation and handling of the JSON representations SHALL
follow the rules for JSON encoding in HTTP Requests/Responses as specified in [REST_NetAPI_Common].

6.1 Resource: Device capabilities

The resource used is: http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentld}/capabilities

The resource is intended to retrieve the capabilities of an identified device. The device is identified by its equipmentld. In the
current release, reading configuration for group of devices is not supported. If a group URI is provided, a service provider
policy will determine whether the request can or cannot be supported. In case the request cannot be supported, a fault
(POL0006) will be returned to the application.

The information returned is the device capabilities consisting of a unique 1D for the device type, the name/model of the
device and a link to the User Agent Profile XML file for the device.

6.1.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hostname+port+base path. Port and base path are OPTIONAL.

serverRoot Example: example.com/exampleAPI

Version of the API client wants to use. The value of this variable is defined in

apiversion section 5.1.

equipmentid Equipment identifier. Examples: tel:+19585550100, acr:pseudonym123

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.1.2 Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to Device Capabilities, see section 7.
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6.1.3 GET

This operation is used to retrieve capabilities of the identified device.

6.1.3.1 Example: Retrieve device capabilities (Informative)
6.1.3.1.1 Request

GET /exampleAPIl/devicecapabilities/v1/tel%3A%2B19585550100/capabilities HTTP/1.1
Accept: application/xml
Host: example.com

6.1.3.1.2 Response

HTTP/1.1 200 OK

Date: Thu, 04 Jun 2010 02:52:00 GMT
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>

<dc:deviceCapabilities xmIns:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<deviceld>123456789012345</deviceld>
<name>devnamel23</name>
<resourceURL>ttp://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/capabilities</resourceURL>

<link rel="UserAgentProfileReference”
href="http://example.com/exampleconfigurations/exampledeviceprofiles/A1234xyz123.xml"/>

</dc:deviceCapabilities>

6.1.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC 2616].

6.1.5 POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC 2616].

6.1.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC 2616].

6.2 Resource: Subscriptions for device capabilities changes
notifications

The resource used is: http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentld}/subscriptions

The application sets a notification trigger for changes in the equipment identified (device or group of devices). In case a
single device is targeted the application passes deviceAddress (e.g. the device URI) for the equipmentld. In case a group of
devices is targeted the application passes a deviceGroupld (e.g. a group URI).

This resource can be used in conjunction with a Client-side Notification URL, or in conjunction with a Server-side
Notification URL. In this latter case, the application MUST first create a Notification Channel (see
[REST_NetAPI_NotificationChannel]) before creating a subscription.
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Note: in this release, a single subscription per client is supported. The reason for the resource structure is to provide for
consistency with other APIs supporting subscriptions, and allow extensions in future releases for multiple subscriptions per
client.

6.2.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description
Server base url: hostname+port+base path. Port and base path are OPTIONAL.
serverRoot ;
Example: example.com/exampleAPI
. . Version of the API client wants to use. The value of this variable is defined in
apiVersion .
section 5.1.
equipmentid Equipment identifier. Examples: tel:+19585550100, acr:pseudonym123

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.2.2 Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to Device Capabilities, see section 7.

6.2.3 GET

This operation is used to retrieve the list of device capabilities changes subscriptions to notifications for the identified
device(s).

In this release, a single subscription per application is supported.

6.2.3.1 Example: Retrieve list of subscriptions (Informative)

This example shows also an alternative way to indicate desired content type in response from the server, by using URL query
parameter “?resFormat” which is described in [REST_NetAPI_Common].

6.2.3.1.1 Request

GET /exampleAPIl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions?resFormat=XML HTTP/1.1

Accept: application/xml
Host: example.com

6.2.3.1.2 Response

HTTP/1.1 200 OK

Date: Thu, 04 Jun 2010 02:52:00 GMT
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceCapabilitiesChangeSubscriptionList xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities: 1">
<deviceCapabilitiesChangeSubscription>
<timeCreated>2010-03-21T13:23:217</timeCreated>
<callbackReference>
<notifyURL>http://application.example.com/notifications/CapabilitiesChangeNotification</notifyURL>
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<callbackData>12345</callbackData>
</callbackReference>
<clientCorrelator>54321</clientCorrelator>

<resourceURL>http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123</resourceU
RL>

</deviceCapabilitiesChangeSubscription>
<resourceURL>http://example.com/exampleAPIl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions</resourceURL>
</dc:deviceCapabilitiesChangeSubscriptionList>

6.24 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET,
POST’ field in the response as per section 14.7 of [RFC 2616].

6.25 POST

This operation is used to create a new device capabilities changes subscription to notifications for the identified device(s).

The notifyURL in the callbackReference either contains the Client-side Notification URL (as defined by the client) or the
Server-side Notification URL (as obtained during the creation of the Notification Channel
[REST_NetAPI_NotificationChannel]).

6.2.5.1 Example 1: Subscribe to device capabilities changes notifications for single
device using ‘tel’ URI (Informative)

This example also illustrates how to indicate the desired notification format.

6.2.5.1.1 Request

POST /exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions HTTP/1.1
Accept: application/xml
Host: example.com

Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceCapabilitiesChangeSubscription xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">

<timeCreated>2010-03-21T13:23:21Z</timeCreated>

<callbackReference>
<notifyURL>http://application.example.com/notifications/CapabilitiesChangeNotification</notifyURL>
<callbackData>12345</callbackData>

<notificationFormat>JSON</notificationFormat>
</callbackReference>

<clientCorrelator>54321</clientCorrelator>
</dc:deviceCapabilitiesChangeSubscription>

6.2.5.1.2 Response

HTTP/1.1 201 Created
Date: Thu, 04 Jun 2010 02:52:00 GMT
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Location: http://example.com/exampleAPI/devicecapabilities/vl/ tel%3A%2B19585550100/subscriptions/sub123
Content-Type: application/xml

Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceCapabilitiesChangeSubscription xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<timeCreated>2010-03-21713:23:21Z</timeCreated>
<callbackReference>
<notifyURL>http://application.example.com/notifications/CapabilitiesChangeNotification</notifyURL>
<callbackData>12345</callbackData>
<notificationFormat>JSON</notificationFormat>
</callbackReference>
<clientCorrelator>54321</clientCorrelator>

<resourceURL>
http://lexample.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123</resourceURL>

</dc:deviceCapabilitiesChangeSubscription>

6.2.5.2 Example 2: Subscribe to device capabilities changes notifications for single
device using ‘acr’ URI (Informative)

This example also illustrates how to indicate the desired notification format.
6.2.5.2.1 Request

POST /exampleAPI/devicecapabilities/vl/acr%3Apseudonym123/subscriptions HTTP/1.1
Accept: application/xml
Host: example.com

Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceCapabilitiesChangeSubscription xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">

<timeCreated>2010-03-21T13:23:21Z</timeCreated>

<callbackReference>
<notifyURL>http://application.example.com/notifications/CapabilitiesChangeNatification</notifyURL>
<callbackData>12345</callbackData>

<notificationFormat>JSON</notificationFormat>
</callbackReference>

<clientCorrelator>54321</clientCorrelator>
</dc:deviceCapabilitiesChangeSubscription>

6.2.5.2.2 Response

HTTP/1.1 201 Created
Date: Thu, 04 Jun 2010 02:52:00 GMT
Location: http://example.com/exampleAPI/devicecapabilities/vl/ acr%3Apseudonym123/subscriptions/sub123

Content-Type: application/xml
Content-Length: nnnn
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<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceCapabilitiesChangeSubscription xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<timeCreated>2010-03-21T13:23:21Z</timeCreated>
<callbackReference>
<notifyURL>http://application.example.com/notifications/CapabilitiesChangeNoatification</notifyURL>
<callbackData>12345</callbackData>
<notificationFormat>JSON</notificationFormat>
</callbackReference>
<clientCorrelator>54321</clientCorrelator>

<resourceURL>
http:/lexample.com/exampleAPI/devicecapabilities/v1/acr%3Apseudonym123/subscriptions/sub123</resourceURL>

</dc:deviceCapabilitiesChangeSubscription>

6.2.5.3 Example 3: Subscribe to device capabilities changes notifications for group
of devices (Informative)
6.2.5.3.1 Request

POST /exampleAPI/devicecapabilities/vl/GRP19585550100/subscriptions HTTP/1.1
Accept: application/xml
Host: example.com

Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceCapabilitiesChangeSubscription xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<timeCreated>2010-03-21T13:23:217</timeCreated>
<callbackReference>
<notifyURL>http://application.example.com/notifications/CapabilitiesChangeNotification</notifyURL>
<callbackData>12345</callbackData>
<[callbackReference>
<clientCorrelator>54321</clientCorrelator>
</dc:deviceCapabilitiesChangeSubscription>

6.2.5.3.2 Response

HTTP/1.1 201 Created
Date: Thu, 04 Jun 2010 02:52:00 GMT

Location: http://example.com/exampleAPI/devicecapabilities/vl/GRP19585550100/subscriptions/sub123
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceCapabilitiesChangeSubscription xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAPI_DeviceCapabilities-V1_0-20130212-C Page 31 (67)

<timeCreated>2010-03-21T13:23:21Z</timeCreated>

<callbackReference>
<notifyURL>http://application.example.com/notifications/CapabilitiesChangeNotification</notifyURL>
<callbackData>12345</callbackData>

<[callbackReference>

<clientCorrelator>54321</clientCorrelator>

<resourceURL> http://fexample.com/exampleAPI/devicecapabilities/v1/GRP19585550100/subscriptions/sub123</resourceURL>

</dc:deviceCapabilitiesChangeSubscription>

6.2.5.4 Example 4: Subscribe to device capabilities changes notifications for single
device (with resource reference instead of full resource representation in the
response body) (Informative)
6.2.5.4.1 Request

POST /exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions HTTP/1.1
Accept: application/xml
Host: example.com

Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceCapabilitiesChangeSubscription xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<timeCreated>2010-03-21T13:23:21Z</timeCreated>
<callbackReference>
<notifyURL>http://application.example.com/notifications/CapabilitiesChangeNotification</notifyURL>
<callbackData>12345</callbackData>
<[callbackReference>
<clientCorrelator>54321</clientCorrelator>
</dc:deviceCapabilitiesChangeSubscription>

6.2.5.4.2 Response

HTTP/1.1 201 Created

Date: Thu, 04 Jun 2010 02:52:00 GMT

Location: http://example.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123
Content-Type: application/xml

Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>

<common:resourceReference xmins:common="urn:oma:xml:rest:netapi:common:1">
<resourceURL>http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123</resource URL>

</common:resourceReference>

6.2.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET,
POST’ field in the response as per section 14.7 of [RFC 2616].
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6.3 Resource: Individual subscription for device capabilities
changes notifications
The resource used is: http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentld}/subscriptions/{subscriptionld}

The application can retrieve or delete a notification trigger for changes in the equipment identified (device or group of
devices). In case a single device is targeted the application passes deviceAddress (e.g. the device URI) for the equipmentlid.
In case a group of devices is targeted the application passes a deviceGroupld (e.g. a group URI).

In this release, a single subscription per application is supported. The reason for the resource structure supporting a list of
subscriptions is to provide consistency with other APIs supporting subscriptions, and allow extensions in future releases for
multiple subscriptions per application.

6.3.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hostname+port+base path. Port and base path are OPTIONAL.
serverRoot ;

Example: example.com/exampleAPI

. . Version of the API client wants to use. The value of this variable is defined in

apiVersion .

section 5.1.
equipmentid Equipment identifier. Examples: tel:+19585550100, acr:pseudonym123
subscriptionid Subscription identifier

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.3.2 Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to Device Capabilities, see section 7.

6.3.3 GET

This operation is used to retrieve an individual device capabilities changes subscription to notifications for a given device or
group of devices.

6.3.3.1 Example: Retrieve subscription (Informative)
6.3.3.1.1 Request

GET /exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123 HTTP/1.1
Accept: application/xml
Host: example.com

6.3.3.1.2 Response

HTTP/1.1 200 OK

Date: Thu, 04 Jun 2010 02:52:00 GMT
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
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<dc:deviceCapabilitiesChangeSubscription xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<timeCreated>2010-03-21713:23:21Z</timeCreated>
<callbackReference>
<notifyURL>http://application.example.com/notifications/CapabilitiesChangeNoatification</notifyURL>
<callbackData>12345</callbackData>
</callbackReference>
<clientCorrelator>54321</clientCorrelator>
<resourceURL>http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123</resourceURL>
</dc:deviceCapabilitiesChangeSubscription>

6.3.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET,
DELETE’ field in the response as per section 14.7 of [RFC 2616].

6.3.5 POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET,
DELETE’ field in the response as per section 14.7 of [RFC 2616].

6.3.6 DELETE

This operation is used to delete an individual device capabilities changes subscription to notifications for a given device or
group of devices.

6.3.6.1 Example: Delete subscription (Informative)
6.3.6.1.1 Request

DELETE /exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123 HTTP/1.1
Accept: application/xml
Host: example.com

6.3.6.1.2 Response

HTTP/1.1 204 No Content
Date: Thu, 04 Jun 2010 02:52:00 GMT

6.4 Resource: Notification on device capabilities changes

This resource is a callback URL provided by the client for notification about device capabilities changes. The RESTful
Device Capabilities API does not make any assumption about the structure of this URL If this URL is a Client-side
Notification URL, the server will POST notifications directly to it. If this URL is a Server-side Notification URL, the server
uses it to determine the address of the Notification Server to which the notifications will subsequently be POSTed. The way
the server determines the address of the Notification Server is out of scope of this specification.

Note: In the case when the client has set up a Notification Channel to obtain the notifications, the client needs to use the
mechanisms described in [REST_NetAPI_NotificationChannel], instead of the mechanism described below in section 6.4.5.

6.4.1 Request URL variables
Client provided.
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6.4.2 Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to Device Capabilities, see section 7.

6.43 GET

Method not allowed by the resource. The returned HTTP error status is 405. The client should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.44 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The client should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.45 POST

This operation is used by the server to send notifications to the application. There are three types of notifications:
1) normal change — a new deviceld is delivered as part of the structure

2) end of notifications - the notifications have ended for this subscription. This message will be delivered when the
duration for notifications has been completed. This message will not be delivered in the case of an error ending the
notifications or deliberate ending of the notification by client.

3) error — indicates cancelling the notifications with a reason for cancellation
6.4.5.1 Example 1: Device capabilities changes notification (Informative)
6.4.5.1.1 Request

POST /notifications/CapabilitiesChangeNotification HTTP/1.1
Accept: application/xml

Host: application.example.com

Content-Type: application/xml

Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>

<dc:deviceCapabilitiesNotification xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<callbackData>12345</callbackData>
<changeNotificationEnd>false</changeNotificationEnd>
<deviceAddress>tel:+19585550100</deviceAddress>
<deviceld>123456789012345</deviceld>

<link rel="DeviceCapabilitiesChangeSubscription™ href=
"http://example.com/exampleAPl/devicecapabilities/iv1/tel%3A%2B19585550100/subscriptions/sub123"/>

<link rel="DeviceCapabilities"
href="http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/capabilities"/>

<link rel="DeviceConfiguration"
href="http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/configuration™/>

</dc:deviceCapabilitiesNotification>

6.4.5.1.2 Response

HTTP/1.1 204 No Content
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Date: Thu, 04 Jun 2010 02:52:00 GMT

6.4.5.2 Example 2: End of changes notification
6.4.5.2.1 Request

POST /notifications/CapabilitiesChangeNotification HTTP/1.1
Accept : application/xml

Host: application.example.com

Content-Type: application/xml

Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>

<dc:deviceCapabilitiesNotification xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<callbackData>12345</callbackData>
<changeNotificationEnd>true</changeNotificationEnd>
<deviceAddress>tel:+19585550100</deviceAddress>
<deviceld>123456789012345</deviceld>

<link rel="DeviceCapabilitiesChangeSubscription™ href=
"http://example.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123"/>

<link rel="DeviceCapabilities"
href="http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/capabilities"/>

<link rel="DeviceConfiguration"
href="http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/configuration™/>

</dc:deviceCapabilitiesNotification>

6.4.5.2.2 Response

HTTP/1.1 204 No Content
Date: Thu, 04 Jun 2010 02:52:00 GMT

6.4.5.3 Example 3: Error notification (notification cancellation)
6.4.5.3.1 Request

POST /notifications/StatusNotification HTTP/1.1
Accept : application/xml

Host: application.example.com

Content-Type: application/xml

Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceCapabilitiesCancellationNoatification xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<callbackData>12345</callbackData>

(Informative)

(Informative)
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<deviceAddress>tel:+19585550100</deviceAddress>
<reason>
<messageld>SVC2002</messageld>
<text>Requested information not available for address %1.</text>

<variables>tel:+19585550100</variables>
</reason>

<link rel="DeviceCapabilitiesChangeSubscription" href=
"http://example.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123"/>

<link rel="DeviceCapabilities" href="http://fexample.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/capabilities"/>

<link rel="DeviceConfiguration"
href="http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/configuration”/>

</dc:deviceCapabilitiesCancellationNotification>

6.4.5.3.2 Response

HTTP/1.1 204 No Content
Date: Thu, 04 Jun 2010 02:52:00 GMT

6.4.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The client should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.5 Resource: Device configuration

The resource used is: http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentld}/configuration

The resource supports pushing a configuration to a device or a group of devices.

6.5.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description
Server base url: hostname+port+base path. Port and base path are OPTIONAL.
serverRoot ;
Example: example.com/exampleAPI
: . Version of the API client wants to use. The value of this variable is defined in
apiVersion .
section 5.1.
equipmentid Equipment identifier. Examples: tel:+19585550100, acr:pseudonym123

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.5.2 Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to Device Capabilities, see section 7.
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6.5.3 GET

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the “Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.54 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the “Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.5.5 POST

This operation is used to push a configuration to a device or a group of devices. This operation results in a one-time push of a
device configuration, and the resource is no longer accessible by the application for other operations.

6.5.5.1 Example 1: Push configuration to single device (Informative)
6.5.5.1.1 Request

POST /exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/configuration HTTP/1.1
Accept: application/xml
Host: example.com

Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>

<dc:deviceConfiguration xmlIns:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<configurationld>config12345</configurationld>
<name>configname12345</name>
<description>configdescription12345</description>

</dc:deviceConfiguration>

6.5.5.1.2 Response

HTTP/1.1 204 No Content
Date: Thu, 04 Jun 2010 02:52:00 GMT

6.5.5.2 Example 2: Push configuration to group of devices (Informative)
6.5.5.2.1 Request

POST /exampleAPI/devicecapabilities/v1/GRP19585550100/configuration HTTP/1.1
Accept: application/xml

Host: example.com

Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>

<dc:deviceConfiguration xmlIns:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<configurationld>config12345</configurationld>
<name>configname12345</name>
<description>configdescription12345</description>

</dc:deviceConfiguration>
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6.5.5.2.2 Response

HTTP/1.1 204 No Content
Date: Thu, 04 Jun 2010 02:52:00 GMT

6.5.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the “Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.6 Resource: Available configurations

The resource used is: http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentld}/configuration/available

The resource is used to retrieve configurations available for an identified device. In the current release, reading configurations
available for a group of devices is not supported. If a group URI is provided, a service provider policy will determine whether
the request can or cannot be supported. In case the request cannot be supported, a fault (POL0006) will be returned to the
application.

The configurations have to be made available in advance by the gateway operator.

6.6.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hostname+port+base path. Port and base path are OPTIONAL.

serverRoot Example: example.com/exampleAPI

Version of the API client wants to use. The value of this variable is defined in

apiversion section 5.1.

equipmentid Equipment identifier. Examples: tel:+19585550100, acr:pseudonym123

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.6.2 Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to Device Capabilities, see section 7.

6.6.3 GET

This operation is used to retrieve available configurations for the identified device.

6.6.3.1 Example: Retrieve available device configurations (Informative)
6.6.3.1.1 Request

GET /exampleAPIl/devicecapabilities/v1/tel%3A%2B19585550100/configuration/available HTTP/1.1
Accept: application/xml
Host: example.com
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6.6.3.1.2 Response

HTTP/1.1 200 OK

Date: Thu, 04 Jun 2010 02:52:00 GMT
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceConfigurationList xmIns:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<deviceConfiguration>
<configurationld>config12345</configurationld>
<name>configname12345</name>
<description>configdescription12345</description>
<link rel="ConfigurationProfileReference" href="http://example.com/exampleconfigurations/exampledeviceconfig/12345.xml"/>
</deviceConfiguration>
<deviceConfiguration>
<configurationld>config12346</configurationld>
<name>configname12346</name>
<description>configdescription12346</description>
<link rel="ConfigurationProfileReference" href="http://example.com/exampleconfigurations/exampledeviceconfig/12346.xml"/>
</deviceConfiguration>
<deviceConfiguration>
<configurationld>config12347</configuration|d>
<name>configname12347</name>
<description>configdescription12347</description>
<link rel="ConfigurationProfileReference" href="http://example.com/exampleconfigurations/exampledeviceconfig/12347.xml"/>
</deviceConfiguration>

<resourceURL>http://example.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/configuration/available</resourceU
RL>

</dc:deviceConfigurationList>

6.6.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC 2616].

6.6.5 POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC 2616].

6.6.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC 2616].

6.7 Resource: Configuration history

The resource used is: http://{serverRoot}/devicecapabilities/{apiVersion}/{equipmentid}/configuration/history

The resource is used to retrieve configurations previously pushed to an identified device. In the current release, reading
configurations previously pushed to a group of devices is not supported. If a group URI is provided, a service provider policy
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will determine whether the request can or cannot be supported. In case the request cannot be supported, a fault (POL0006)
will be returned to the application.

6.7.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hostname+port+base path. Port and base path are OPTIONAL.

serverRoot Example: example.com/exampleAPI

Version of the API client wants to use. The value of this variable is defined in

apiversion section 5.1.

equipmentid Equipment identifier. Examples: tel:+19585550100, acr:pseudonym123

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.7.2 Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to Device Capabilities, see section 7.

6.7.3 GET

This operation is used to retrieve configuration history for the identified device.
6.7.3.1 Example: Retrieve configuration history (Informative)
6.7.3.1.1 Request

GET /exampleAPIl/devicecapabilities/v1/tel%3A%2B19585550100/configuration/history HTTP/1.1
Accept: application/xml
Host: example.com

6.7.3.1.2 Response

HTTP/1.1 200 OK
Date: Thu, 04 Jun 2010 02:52:00 GMT

Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceConfigurationHistoryList xmiIns;dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<configurationHistoryEntry>
<deviceConfiguration>
<configurationld>config12345</configurationld>
<name>configname12345</name>
<description>configdescription12345</description>
<link rel="ConfigurationProfileReference" href="http://example.com/exampleconfigurations/exampledeviceconfig/12345.xml"/>
</deviceConfiguration>
<timestamp>2009-11-19T12:00:00</timestamp>
</configurationHistoryEntry>
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<configurationHistoryEntry>
<deviceConfiguration>
<configurationld>config12347</configurationld>
<name>configname12347</name>
<description>configdescription12347</description>
<link rel="ConfigurationProfileReference" href="http://example.com/exampleconfigurations/exampledeviceconfig/12347.xml"/>
</deviceConfiguration>
<timestamp>2009-10-19T12:00:00</timestamp>
</configurationHistoryEntry>

<resourceURL>Nttp://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/configuration/history</resourceURL>
</dc:deviceConfigurationHistoryList>

6.7.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC 2616].

6.7.5 POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC 2616].

6.7.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC 2616].
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7. Fault definitions
7.1 Service Exceptions

For common Service Exceptions refer to [REST_NetAPI_Common].

There are no additional Service Exception codes defined for the RESTful Device Capabilities API.

7.2 Policy Exceptions

For common Policy Exceptions refer to [REST_NetAPI_Common].
There are no additional Policy Exception codes defined for the RESTful Device Capabilities API.
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Appendix B.

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for REST.DevCap Server

Static Conformance Requirements

(Normative)

Item

Function

Reference

Requirement

REST-DEVCAP-SUPPORT-S-001-M

Support for the
RESTful Device
Capabilities API

56

REST-DEVCAP-SUPPORT-S-002-M

Support for the XML
request & response
format

REST-DEVCAP-SUPPORT-S-003-M

Support for the JISON
request & response
format

REST-DEVCAP-SUPPORT-S-004-O

Support for the

Appendix C

application/x-form-
urlencoded format

B.1.1 SCR for REST.DevCap.AccCap Server
Item Function Reference Requirement
REST-DEVCAP- Support access to 6.1
ACCCAP-S-001-M device(s) capabilities
REST-DEVCAP- Read device(s) 6.1.3
ACCCAP-S-002-M capabilities - GET

B.1.2 SCR for REST.DevCap.List.Subscr Server
Item Function Reference Requirement
REST-DEVCAP- Support subscriptions | 6.2
SUBSCR-S-001-M for capabilities
changes notifications
REST-DEVCAP- Read list of 6.2.3
SUBSCR-S-002-O subscriptions - GET
REST-DEVCAP- Create subscription for | 6.2.5
SUBSCR-S-003-M capabilities changes c.1
natifications - POST

B.1.3 SCR for REST.DevCap.Individual.Subscr Server
Iltem Function Reference Requirement
REST-DEVCAP-IND- | Support for 6.3 REST-DEVCAP-IND-SUBSCR-
SUBSCR-S-001-M management of S-002-0
individual subscription
for capabilities
changes notifications
REST-DEVCAP-IND- | Retrieve individual 6.3.3
SUBSCR-S-002-O subscription for
capabilities changes
notifications - GET
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Item

Function

Reference

Requirement

REST-DEVCAP-IND-
SUBSCR-S-003-M

Delete individual
subscription for
capabilities changes
notifications - DELETE

6.3.6

B.1.4 SCR for REST.DevCap.Notif Server

Item Function Reference Requirement
REST-DEVCAP- Support for notifying 6.4
NOTIF-S-001-M application about
device capabilities
changes
REST-DEVCAP- Notify application 6.4.5

NOTIF-S-002-M

about device
capabilities changes -
POST

B.1.5 SCR for REST.DevCap.AccConfig Server

Item Function Reference Requirement
REST-DEVCAP- Support for access to 6.5 REST-DEVCAP-ACCCONFIG-S-
ACCCONFIG-S-001- device(s) 6.6 002-O AND/OR REST-DEVCAP-
@] configurations 6.7 ACCCONFIG-S-003-O AND/OR
REST-DEVCAP-ACCCONFIG-S-
004-O

REST-DEVCAP- Push configurationto a | 6.5.5

ACCCONFIG-S-002- device - POST C.2

O

REST-DEVCAP- Retrieve available 6.6.3

ACCCONFIG-S-003- configurations for

0] device(s) - GET

REST-DEVCAP- Retrieve configuration | 6.7.3

ACCCONFIG-S-004-
@)

history for device(s) -
GET
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Appendix C.  Application/x-www-form-urlencoded Request Format for
POST Operations (Normative)

This section defines a format for RESTful Device Capabilities API requests where the body of the request is encoded using
the application/x-www-form-urlencoded MIME type.

Note: only the request body is encoded as application/x-www-form-urlencoded, the response is still encoded as XML or
JSON depending on the preference of the client and the capabilities of the server. Names and values MUST follow the
application/x-www-form-urlencoded character escaping rules from [W3C_URLENC].

The encoding is defined below for the following Device Capabilities REST operations which are based on POST requests:

e Create a subscription for device capabilities changes notification
e Push a configuration to a device

C.1 Start device capabilities changes notifications

This operation is used to create a new device capabilities change subscription to notifications for the identified device(s), see
section 6.2.5.

This REST operation is used by the application to start the device change notifications. It MUST use the HTTP POST
operation. If the operation was successful, it returns an HTTP Status of “201 Created”.

The notifyURL either contains the Client-side Notification URL (as defined by the client) or the Server-side Notification
URL (as obtained during the creation of the Notification Channel [REST_NetAPI_NotificationChannel]).

The following parameters are defined:

Name Type/Values Optional | Description

timeCreated xsd:dateTime No The date/time when the subscription was created

Notification endpoint definition.

For the use of Client-side Notification URLs and Server-
side Natification URLs in this parameter, see sections 6.2
and 6.2.5.

notifyURL xsd:anyURI No

Data the application can register with the server when
callbackData xsd: string Yes subscribing to naotifications, and that are passed back
unchanged in each of the related notifications

Default: XML.

Application can specify format of the resource
representation in notifications that are related to this
subscription. The choice is between {XML, JSON}.

notificationFormat | xsd: string Yes

A correlator that the client can use to tag this particular
resource representation during a request to create a
resource on the server.

This field MAY be present. Note: this allows the client to
recover from communication failures during resource
clientCorrelator xsd:string Yes creation and therefore avoids duplicate subscription
creation in such situations.

In case the field is present, the server SHALL not alter its
value, and SHALL provide it as part of the representation
of this resource. In case the field is not present, the
server SHALL NOT generate it.
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C.1.1 Example 1, using ‘tel’ URI
(Informative)

C.1.1.1  Request

POST /exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions HTTP/1.1
Accept: application/xml
Host: example.com

Content-Type: application/x-www-form-urlencoded
Content-Length: nnnn

timeCreated=2010-03-21T13:23:21Z&

clientCorrelator=54321&
notifyURL=http://application.example.com/notifications/CapabilitiesChangeNotification&
callbackData=12345&

notificationFormat=JSON

C.1.1.2 Response

HTTP/1.1 201 Created

Date: Thu, 04 Jun 2010 02:52:00 GMT

Location: http://example.com/exampleAPIl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123
Content-Type: application/xml

Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceCapabilitiesChangeSubscription xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<timeCreated>2010-03-21713:23:21Z</timeCreated>
<callbackReference>
<notifyURL>http://application.example.com/netifications/CapabilitiesChangeNotification</notifyURL>
<callbackData>12345</callbackData>
<notificationFormat>JSON</notificationFormat>
</callbackReference>
<clientCorrelator>54321</clientCorrelator>
<resourceURL>http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123</resourceURL>

</dc:deviceCapabilitiesChangeSubscription>

C.1.2 Example 2, using ‘acr’ URI
(Informative)

Cl21 Request

POST /exampleAPI/devicecapabilities/vl/acr%3Apseudonym123/subscriptions HTTP/1.1
Accept: application/xml
Host: example.com

Content-Type: application/x-www-form-urlencoded
Content-Length: nnnn

timeCreated=2010-03-21T13:23:217&

clientCorrelator=54321&
notifyURL=http://application.example.com/notifications/CapabilitiesChangeNotification&
callbackData=12345&

notificationFormat=JSON
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C.l122 Response

HTTP/1.1 201 Created

Date: Thu, 04 Jun 2010 02:52:00 GMT

Location: http://example.com/exampleAPI/devicecapabilities/vl/acr%3Apseudonym123/subscriptions/sub123
Content-Type: application/xml

Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<dc:deviceCapabilitiesChangeSubscription xmins:dc="urn:oma:xml:rest:netapi:devicecapabilities:1">
<timeCreated>2010-03-21713:23:21Z</timeCreated>
<callbackReference>
<notifyURL>http://application.example.com/netifications/CapabilitiesChangeNotification</notifyURL>
<callbackData>12345</callbackData>
<notificationFormat>JSON</notificationFormat>
</callbackReference>
<clientCorrelator>54321</clientCorrelator>
<resourceURL>Nhttp://example.com/exampleAPI/devicecapabilities/vl/acr%3Apseudonym123/subscriptions/sub123</resourceURL>

</dc:deviceCapabilitiesChangeSubscription>

C.2 Push a Configuration to a Device

This operation is used to push a configuration to a device/group of devices, see section 6.5.5.
It MUST use the HTTP POST operation. If the operation was successful, it returns an HTTP Status of “201 Created”.

The following parameters are defined:

Name Type/Values Optional | Description

configurationld xsd:string No A unique identifier for the configuration

name xsd:string No The name of the configuration

description xsd:string No The description of the configuration

C.2.1 Example (Informative)

C.2.11 Request

POST /exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/configuration HTTP/1.1
Accept: application/xml
Host: example.com

Content-Type: application/x-www-form-urlencoded
Content-Length : nnnn

configurationld=config12345&
name=configname12345&

description=configdescription12345
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C.2.1.2 Response

HTTP/1.1 204 No Content
Date: Thu, 04 Jun 2010 02:52:00 GMT

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAPI_DeviceCapabilities-V1_0-20130212-C Page 51 (67)

Appendix D.  JSON examples (Informative)

JSON (JavaScript Object Notation) is a lightweight, text-based, language-independent data interchange format. It provides a
simple means to represent basic name-value pairs, arrays and objects. JSON is relatively trivial to parse and evaluate using
standard JavaScript libraries, and hence is suited for invocations from browsers or other processors with JavaScript engines.
Further information on JSON can be found at [RFC 4627].

The following examples show the request and response for various operations using a JSON binding. The examples follow
the XML to JSON serialization rules in [REST_NetAPI_Common]. A JSON response can be obtained by using the content
type negotiation mechanism specified in [REST_NetAPI_Common].

For full details on the operations themselves please refer to the section number indicated.

D.1 Retrieve device capabilities (section 6.1.3.1)
Request:

GET /exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/capabiliies HTTP/1.1
Accept: application/json
Host: example.com

Response:

HTTP/1.1 200 OK

Date: Thu, 04 Jun 2010 02:52:00 GMT
Content-Type: application/json
Content-Length: nnnn

{"deviceCapabilities": {
"deviceld"; "123456789012345",
"link": {
"href"; "http://example.com/exampleconfigurations/exampledeviceprofiles/A1234xyz123.xml",
"rel": "UserAgentProfileReference"

}

n non

ame"; "devnamel23",
"resourceURL"; "http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/capabilities”

1

D.2 Retrieve list of subscriptions (section 6.2.3.1)

Request:

GET /exampleAPIl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions?resFormat=JSON HTTP/1.1
Accept: application/json
Host: example.com

Response:

HTTP/1.1 200 OK

Date: Thu, 04 Jun 2010 02:52:00 GMT
Content-Type: application/json
Content-Length: nnnn

{"deviceCapabilitiesChangeSubscriptionList": {
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"deviceCapabilitiesChangeSubscription™: {
"callbackReference": {
"callbackData": "12345",
"notifyURL": "http://application.example.com/notifications/CapabilitiesChangeNotification"
1}
“clientCorrelator": "54321",
"resourceURL": "http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123",
"timeCreated": "2010-03-21T13:23:212"

}

n

1

esourceURL": "http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions”

D.3 Subscribe to device capabilities changes notifications for

single device using ‘tel’ URI (section 6.2.5.1)
Request:

POST /exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions HTTP/1.1
Accept: application/json
Host: example.com

Content-Type: application/json
Content-Length: nnnn

{"deviceCapabilitiesChangeSubscription": {
"callbackReference": {
"callbackData"; "12345",
"notificationFormat"; "JSON",
"notifyURL"; "http://application.example.com/notifications/CapabilitiesChangeNotification"
L
"clientCorrelator": "54321",
"timeCreated": "2010-03-21713:23:212"

3

Response:

HTTP/1.1 201 Created
Date: Thu, 04 Jun 2010 02:52:00 GMT
Location: http://example.com/exampleAPIl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123

Content-Type: application/json
Content-Length: nnnn

{"deviceCapabilitiesChangeSubscription": {
"callbackReference": {
"callbackData": "12345",
"notificationFormat": "JSON",
"notifyURL": "http://application.example.com/notifications/CapabilitiesChangeNotification"
L
"clientCorrelator"; "54321",
"resourceURL"; " http://lexample.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123",
"timeCreated": "2010-03-21713:23:212"
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1

D.4 Subscribe to device capabilities changes notifications for
single device using ‘acr’ URI (section 6.2.5.2)

Request:

POST /exampleAPI/devicecapabilities/vl/acr%3Apseudonym123/subscriptions HTTP/1.1
Accept: application/json
Host: example.com

Content-Type: application/json
Content-Length: nnnn

{"deviceCapabilitiesChangeSubscription™; {
"callbackReference": {
"callbackData": "12345",
"notificationFormat": "JSON",
"notifyURL": "http://application.example.com/notifications/CapabilitiesChangeNotification"
1}
"clientCorrelator"; "54321",
"timeCreated"; "2010-03-21713:23:212"

s

Response:

HTTP/1.1 201 Created
Date: Thu, 04 Jun 2010 02:52:00 GMT
Location: http://example.com/exampleAPI/devicecapabilities/v1/acr%3Apseudonym123/subscriptions/sub123

Content-Type: application/json
Content-Length: nnnn

{"deviceCapabilitiesChangeSubscription"; {
"callbackReference": {
"callbackData": "12345",
"notificationFormat": "JSON",
"notifyURL": "http://application.example.com/notifications/CapabilitiesChangeNotification"

}l
"clientCorrelator": "54321",

"resourceURL": " http://lexample.com/exampleAPl/devicecapabilities/vl/acr%3Apseudonym123/subscriptions/sub123",
"timeCreated": "2010-03-21T13:23:212"

i

D.5 Retrieve subscription (section 6.3.3.1)

Request:

GET /exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123 HTTP/1.1
Accept: application/json
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Host: example.com

Response:

HTTP/1.1 200 OK

Date: Thu, 04 Jun 2009 02:51:59 GMT
Content-Type: application/json
Content-Length: nnnn

{"deviceCapabilitiesChangeSubscription™; {
"callbackReference": {
"callbackData": "12345",
"notifyURL": "http://application.example.com/notifications/CapabilitiesChangeNotification"

}l
"clientCorrelator": "54321",

"resourceURL"; "http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123",
“timeCreated"; "2010-03-21T13:23:212"

i

D.6 Delete subscription (section 6.3.6.1)

Request:

DELETE /exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123 HTTP/1.1
Accept: application/json
Host: example.com

Response:

HTTP/1.1 204 No Content
Date: Thu, 04 Jun 2010 02:52:00 GMT

D.7 Device capabilities changes notification (section 6.4.5.1)
Request:

POST /notifications/CapabilityChangeNotification HTTP/1.1
Accept: application/json

Host: application.example.com

Content-Type: application/json

Content-Length: nnnn

{"deviceCapabilitiesNotification"; {
"callbackData": "12345",
"changeNotificationEnd": “false”,
"deviceAddress": "tel:+19585550100",
"deviceld": "123456789012345",

“link": [

"href": "http://fexample.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123",
"rel": "DeviceCapabilitiesChangeSubscription”
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"href": "http://fexample.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/capabilities",
"rel": "DeviceCapabilities”

"href": "http://example.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/configuration”,
"rel": "DeviceConfiguration”

}
]
3

Response:

HTTP/1.1 204 No content
Date: Thu, 04 Jun 2010 02:52:00 GMT

D.8 End of changes notification (section 6.4.5.2)

Request:

POST /notifications/CapabilitiesChangeNotification HTTP/1.1
Accept: application/json

Host: application.example.com

Content-Type: application/json

Content-Length: nnnn

{"deviceCapabilitiesNotification": {
"callbackData"; "12345",
"changeNotificationEnd"; "true",
"deviceAddress": "tel:+19585550100",
"deviceld"; "123456789012345",
"link": [
{
"href"; "http://example.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123",
"rel"; "DeviceCapabilitiesChangeSubscription”

"href"; "http://example.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/capabilities",
"rel"; "DeviceCapabilities”

"href": "http://example.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/configuration”,
"rel": "DeviceConfiguration”

s

Response:

HTTP/1.1 204 No Content
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Date: Thu, 04 Jun 2010 02:52:00 GMT

D.9 Error notification (notification cancellation) (section 6.4.5.3)
Request:

POST /notifications/StatusNotification HTTP/1.1
Accept : application/json

Host: application.example.com

Content-Type: application/json

Content-Length: nnnn

{"deviceCapabilitiesCancellationNotification"; {
"callbackData": "12345",
"deviceAddress": "tel:+19585550100",
"link™: [
{
"href"; "http://fexample.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/subscriptions/sub123",
"rel": "DeviceCapabilitiesChangeSubscription”

"href"; "http://example.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/capabilities",
"rel"; "DeviceCapabilities”

"href": "http://example.com/exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/configuration”,
"rel"; "DeviceConfiguration”

}

reason";
"messageld": "SVC2002",
"text"; "Requested information not available for address %1.",
"variables": "tel:+19585550100"

}
a4

]

n

Response:

HTTP/1.1 204 No Content
Date: Thu, 04 Jun 2010 02:52:00 GMT

D.10 Push configuration to single device (section 6.5.5.1)

Request:

POST /exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/configuration HTTP/1.1
Accept:application/json
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Host: example.com
Content-Type: application/json
Content-Length: nnnn

{"deviceConfiguration": {
"configurationld”; "config12345",
"description™: "configdescription12345",

"name": "configname12345"

i

Response:

HTTP/1.1 204 No Content
Date: Thu, 04 Jun 2010 02:52:00 GMT

D.11 Retrieve available device configurations (section 6.6.3.1)

Request:

GET /exampleAPIl/devicecapabilities/v1/tel%3A%2B19585550100/configuration/available HTTP/1.1

Accept: application/json
Host: example.com

Response:

HTTP/1.1 200 OK

Date: Thu, 04 Jun 2009 02:51:59 GMT
Content-Type: application/json
Content-Length: nnnn

{"deviceConfigurationList"; {
"deviceConfiguration": [
{

"configurationld": "config12345",

"description”; "configdescription12345",

“link": {
"href": "http://fexample.com/exampleconfigurations/exampledeviceconfig/12345.xml",
"rel": "ConfigurationProfileReference"

}

n

ame"; "configname12345"

"configurationld": "config12346",

"description™: "configdescription12346",

"link": {
"href"; "http://example.com/exampleconfigurations/exampledeviceconfig/12346.xml",
"rel"; "ConfigurationProfileReference"

}

n non

ame": "configname12346"

"configurationld”: "config12347",
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"description”; "configdescription12347",

"link": {

"href": "http://fexample.com/exampleconfigurations/exampledeviceconfig/12347.xml",
"rel": "ConfigurationProfileReference"

}
| }
"resourceURL": "http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/configuration/available"

H

ame"; "configname12347"

D.12 Retrieve configuration history (section 6.7.3.1)

Request:

GET /exampleAPl/devicecapabilities/v1/tel%3A%2B19585550100/configuration/history HTTP/1.1
Accept: application/json
Host: example.com

Response:

HTTP/1.1 200 OK

Date: Thu, 04 Jun 2010 02:52:00 GMT
Content-Type: application/json
Content-Length: nnnn

{"deviceConfigurationHistoryList": {
"configurationHistoryEntry": |

"deviceConfiguration": {
"configurationld”; "config12345",
"description”; "configdescription12345",
"link": {
"href": "http://fexample.com/exampleconfigurations/exampledeviceconfig/12345.xml",
“rel": "ConfigurationProfileReference”

}

n

ame"; "configname12345"

}l
"timestamp": "2009-11-19T12:00:00"
}l
{

"deviceConfiguration": {
"configurationld”; "config12347",
"description™: "configdescription12347",
"link": {
"href": "http://fexample.com/exampleconfigurations/exampledeviceconfig/12347.xml",
"rel"; "ConfigurationProfileReference"

}

n non

ame": "configname12347"

}1
"timestamp": "2009-10-19712:00:00"
}

]
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"resourceURL"; "http://example.com/exampleAPI/devicecapabilities/v1/tel%3A%2B19585550100/configuration/history"
B
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Appendix E.

Parlay X operations mapping

(Informative)

The table below illustrates the mapping between REST resources/methods and Parlay X [3GPP 29.199-18] equivalent

operations.
REST Resource REST Method REST section reference Parlay X equivalent
operation
Device capabilities GET 6.1.3 getCapabilities
Subscriptions for device capabilities POST 6.2.5 startNotification
changes notifications
Individual subscription for device DELETE 6.3.6 endNotification
capabilities changes notifications
Notification on device capabilities POST 6.4.5 deviceNatification,
changes deviceEnd, and
deviceError
Device configuration POST 6.5.5 pushConfiguration
Available configurations GET 6.6.3 getConfigurationList
Configuration history GET 6.7.3 getConfigurationHistory

Table 1: Parlay X operations mapping
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Appendix F.  Light-weight resources (Informative)

As this version of the specification does not define any light-weight resources, this Appendix is empty.
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Appendix G.  Authorization aspects (Normative)

This appendix specifies how to use the RESTful DeviceCapabilities API in combination with some authorization
frameworks.

G.1 Use with OMA Authorization Framework for Network APIs
The RESTful Device Capabilities API MAY support the authorization framework defined in [Autho4API1_10].
A RESTful Device Capabilities API supporting [Autho4API_10]:

e SHALL conform to section D.1 of [REST_NetAPI_Common];

e SHALL conform to this section G.1.

G.1.1 Scope values
G.1.11 Definitions

In compliance with [Autho4API_10], an authorization server serving clients requests for getting authorized access to the
resources exposed by the RESTful Device Capabilities API:

e SHALL support the scope values defined in the table below;

e MAY support scope values not defined in this specification.

Scope value Description For one-time
access token
oma_rest_devicecapabilities.all_{apiVersion} Provide access to all defined No

operations on the resources in this
version of the API. The {apiVersion}
part of this identifier SHALL have the
same value as the “apiVersion” URL
variable which is defined in
section5.1. This scope value is the
union of the other scope values listed
in next rows of this table.

oma_rest_devicecapabilities.cap Provide access to all defined No
operations on device capabilities
oma_rest_devicecapabilities.subscr Provide access to all defined No
operations on subscriptions
oma_rest_devicecapabilities.config_all Provide access to all defined No
operations on configuration
oma_rest_devicecapabilities.config_read Provide access only to read No

operations on configuration

Table 2: Scope values for RESTful Device Capabilities API

G.1.1.2 Downscoping

In the case where the client requests authorization for “oma_rest_devicecapabilities.all_{apiVersion}” scope, the
authorization server and/or resource owner MAY restrict the granted scope to some of the following scope values:

e “oma_rest_devicecapabilities.cap”
e “oma_rest_devicecapabilities.subscr”
e “oma_rest_devicecapabilities.config_all”

e “oma_rest_devicecapabilities.config_read”
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In the case where the client requests authorization for “oma_rest_devicecapabilities.config_all” scope, the authorization
server and/or resource owner MAY restrict the granted scope to some of the following scope values:

e “oma_rest_devicecapabilities.config_read”

G.1.1.3 Mapping with resources and methods

Tables in this section specify how the scope values defined in section G.1.1.1 for the RESTful Device Capabilities APl map
to the REST resources and methods of this API. In these tables, the root “oma_rest_devicecapabilities.” of scope values is
omitted for readability reasons.
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URL
Resource Base URL: Section HTTP verbs
http://{serverRoot}/devicecapabilities/{a | refe-rence
piVersion} GET PUT POST DELETE
all_{apiVersion} or
Device capabilities | /{equipmentld}/capabilities 6.1 tap cap ! n/a n/a
Table 3: Required scope values for: Device capabilities
URL
Resource Base URL: Section | HTTP verbs
http://{serverRoot}/devicecapabilities/{ | refe-rence
apiVersion} GET PUT POST DELETE
Subscriptions for Hequipmentld}/subscriptions
device capabilities 6.2 all_{apiVersion} or /a all_{apiVersion} or
changes ' subscr subscr
notifications
Individual Hequipmentld}/subscriptions/{subscript
subscription for ionld} all_{apiVersion} or all_{ap
device capabilities 6.3 - b n/a n/a
changes subscr su
notifications
Table 4: Required scope values for: Subscription Management for device capabilities changes
URL
Resource Base URL: Section HTTP verbs
http://{serverRoot}/devicecapabilities/{a | refe-rence
piVersion} GET PUT POST DELETE
all_{apiVersion} or
. —{anﬂ all ) all_{apiVersion}
DeV|.ce . Hequipmentld}/configuration 6.5 - n/a or
configuration or .
. config_all
config_read
all_{apiVersion} or
Available , , , . config_all
configurations [{equipmentld}/configuration/available | 6.6 or n/a n/a
config_read
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all_{apiVersion} or
Confi ti . . ) ) config_all
hics)tnogura on [{equipmentld}/configuration/history 6.7 or n/a n/a
config_read

Table 5: Required scope values for: Retrieving configuration (available or history) and pushing a configuration
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G.1.2 Use of ‘acr:auth’

This section specifies the use of ‘acr:auth’ in place of an end user identifier in a resource URL path.

An ‘acr’ URI of the form “acr:auth’, where ‘auth’ is a reserved keyword MAY be used to avoid exposing a real end user
identifier in the resource URL path.

A client MAY use “acr:auth’ in a resource URL in place of the {equipmentld} resource URL variable in the resource URL
path, when the RESTful Device Capabilities API is used in combination with [Autho4AP1_10].

In the case the RESTful Device Capabilitiest supports [Autho4API1_10], the server:

- SHALL accept ‘acr:auth’ as a valid value for the resource URL variable {equipmentid}.

- SHALL conform to [REST_Common_TS] section 5.8.1.1 regarding the processing of ‘acr:auth’.
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