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1. Scope (Informative)

The scope of the Gateway Management Object arthiiedocument is to define the architecture forDik Gateway
Management Object v1.0 enabler. This documentdutiie functional capabilities and information floweeded to support
this enabler as described in the Gateway Manage®igject requirements document [GwWMO-RD].
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2. References

2.1 Normative References

[GwMO-RD] “Gateway Management Object Requirements”, Open Mdkdliance™, OMA-RD-GwMO-V1_0,
URL:http://www.openmobilealliance.org/
[RFC2119] “Key words for use in RFCs to Indicate Requiremegxels”, S. Bradner, March 1997,

URL:http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

[DM-DICT] “Device Management Dictionary”, Version 1.0, Opeolile Alliance™, OMA-SUP-DM-
DM_Dictionary-V1_0,
URL:http://www.openmobilealliance.org/

[OMADICT] “Dictionary for OMA Specifications”, Version x.y, izn Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y,
URL:http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Device See [OMADICT].
Device Management See [DM-DICT].
Client

Device Management See [DM-DICT].
Gateway

Device M anagement See [DM-DICT].
Server

End Device See [OMADICT].
Interface See [OMADICT].
M anagement Object See [OMADICT].

3.3 Abbreviations

DM Device Management

GwMO Gateway Management Object
MO Management Object

OMA Open Mobile Alliance
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4. Introduction (Informative)

The Gateway Management Object aims to enable reopmeations for the DM Gateway and end Devicesriaetie DM

Gateway. The Gateway Management Object specifitatiall provide capabilities of processing managetreetions such
as fan-out of DM commands from a DM Server to npldtiend Devices and aggregation of responses froitiphe end

Devices.

The objective of this document is to describe tlohigecture for managing the DM Gateway and endi&svbehind the DM
Gateway.

4.1 Version 1.0

The GwMO 1.0 enabler release is expected to metiteatequirements defined in [GwWMO-RD].

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Architectural Model

5.1 Dependencies

The Gateway Management Object architecture diagndinates dependencies on the OMA DM architecture.

5.2 Architectural Diagram

5.2.1 Transparent mode
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GWMO-2 GwWMO-4
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I components notspecified by this enabler
------------ Interface which is out of scope of this enabler
Interface which is in scope of this enabler

<« ——> Interface specified by other enabler

Figure 1: Transparent mode GwM O Architectural Diagram using interfaces

5.2.2 Proxy mode
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Figure2: Proxy mode GwMO Ar chitectural Diagram using interfaces
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5.2.3 Adaptation mode
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<« ——» Interface specified by other enabler

Figure 3: Adaptation mode GwM O Ar chitectural Diagram using interfaces

5.3 Functional Components and Interfaces/reference points
definition

5.3.1 Protocol Endpoints
53.1.1 GwMO Server

The GwMO Server is a logical entity which is dedéchto issue GwWMO operations to the DM Gatewayomscme the
GwMO Alerts from the DM Gateway. The GWMO Serveeiracts with the GwMO Component.

5.3.1.2 GwMO Component

The GwMO Component is the abstract software compiothét conforms to the requirements for the DMeRaty specified
in the OMA GwMO Enabler. The GwMO Component enaliiesmanagement of the End Devices that are netttir
accessible to the OMA DM Server. The GwMO Compomsaipiports the following three modes, as specifiethé [GWMO-
RD]:

= Transparent Mode: The DM Gateway maintains a mapping between thallprivate and global/public identity of
the device to assist the DM Server in sending Hication to the DM Client deployed behind the DMaBway.

= Proxy Mode: The DM Gateway manages devices on behalf of thleS@rver over DM protocol.

= Adaptation Mode: The DM Gateway manages non-OMA-DM devices on lietidhe OMA-DM Server over a
device supported protocol.

In the Proxy mode of operation, the GwMO Componeatides other functions like fan-out of DM commaritcbm a
OMA DM Server to multiple End Devices and aggregaidf responses from multiple End Devices so tradresolidated
response is sent back to the OMA DM Server. Addéilty it also provides the ability to store configtion data and
software images for the End Devices.

5.3.1.3 OMA DM Server

The OMA DM Server is defined in the OMA DM Enabberd is the subject of those specifications.
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5314 Non-OMA DM Server

The Non-OMA DM Server is the abstract software comgnt that does not conform to the requirement©fdA DM
Server specified in the OMA Device Management EealibwMO does not define or specify the Non-OMA [Hdrver.

5.3.1.5 OMA DM Client

The OMA DM Client is defined in the OMA DM Enabland is the subject of those specifications.

5.3.1.6 Non-OMA DM Client

The Non-OMA DM Client is the abstract software cament that does not conform to the requirement©dA DM
Client specified in the OMA Device Management EeabGwMO does not define or specify the Non-OMA \ent.

5.3.1.7 GwMO Client

GwMO Client is a logical entity that resides in thed Device, dedicated to receive DM notificatiémsn the DM Server
through DM Gateway and sends device GwWMO alerGwiMO Server. The GwMO Client interacts with GwMO
Component.

5.3.2 Interfaces
5321 GwMO-1 Interface

The GwMO-1 interface allows a GwWMO Server to invak@MO Operations on the End Device via the DM Gagwsing
the underlying DM-1 interface.

5.3.2.2 GwMO-2 Interface

The GwMO-2 interface allows the End Device to séweMO Alerts to the GwMO Server via the DM Gatewayng the
underlying DM-1 interface.

5.3.2.3 GwMO-3 Interface

The GwMO-3 interface allows the GwMO componentdandnotifications to End Device.

5324 GwMO-4 Interface

The GwMO-4 interface allows the DM Client to regisits End Device to the DM Gateway. The GwMO Conmgrd may
send device management commands on behalf of Gwdt@Band DM Client may return status and alerthéoGwMO
Component using the underlying DM-1 interface iarigparent Mode and Proxy Mode or using NDM-1 iateefin
Adapatation Mode.

5.3.2.5 DM-1 Interface

The DM-1 interface is defined in the OMA DM Enabéed is the subject of those specifications. lvjles a formal
interface over which Servers may send device managecommands to Clients and Clients may retutastand alerts to
Servers.

5.3.2.6 NDM-1 Interface

The NDM-1 interface is defined outside of OMA. fopides an interface over which Servers may senitcdenanagement
commands to Clients and Clients may return statdsagerts to Servers using non-OMA DM protocol.sTimterface is
outside the scope of OMA DM.

5.4 Security Considerations
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Appendix A. Change History (Informative)
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Language set to English UK, harmonization of hyipks in normative
references
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OMA-DM-GwMO-2010-0046R02-CR_3_mode_operation_editedt

OMA-DM-GwMO-2010-0048R02-
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08 Oct 2010 App A 2 Added row in the history box fite 07 October 2010 version
Candidate Version 02 Nov 2010 N/A Status changed to Candidate by TP
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0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-GwMO-V1_0-20101102-C

Page 12 (12)

Appendix B. GwMO Data Flow Diagram

(Info

The data flow diagram in Figure 4 identifies thganéunctionalities provided by the GwMO enabler.
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