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Use of this document is subject to all of the terms and conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAdgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
may be used, at your sole risk, for any purposes. You may not use this document in any other manner without the prior
written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.
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1. Scope

The scope of this document is limited to the Enabler Release Definition of Gateway Management Object (GwWMO v1.1)
according to OMA Release process and the Enabler Release specification baseline listed in section 5.

© 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the terms as stated in this document.



OMA-ERELD-GWMO-V1_1-20170725-A Page 5 (13)
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, "Release Version Overview" and “Conformance Requirements Notation
Details”, are normative, unless they are explicitly indicated to be informative.

The formal notation convention used in sections 8 and 9 to formally express the structure and internal dependencies between
specifications in the Enabler Release specification baseline is detailed in [SCRRULES].

3.2 Definitions

Enabler Release Collection of specifications that combined together form an enabler for a service area, e.g. a download
enabler, a browsing enabler, a messaging enabler, a location enabler, etc. The specifications that are
forming an enabler should combined fulfil a number of related market requirements.

Minimum Functionality =~ Description of the guaranteed features and functionality that will be enabled by implementing the

Description minimum mandatory part of the Enabler Release.
3.3 Abbreviations

ERDEF Enabler Requirement Definition

ERELD Enabler Release Definition

OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority

© 2017 Open Mobile Alliance All Rights Reserved.
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4. Release Version Overview

The GwMO enabler allows an OMA DM Server to manage devices that are not directly accessible to it (for example, because
the devices are deployed behind a firewall or because the devices do not support the OMA DM protocol). It also enables the
management of devices in a Machine to Machine (M2M) ecosystem (for example, fanning out DM commands from a DM
Server to multiple End Devices and aggregating responses from multiple End Devices so that a consolidated response is sent
back to the DM Server).

4.1 Version 1.0 Functionality

GwMO V1.0 covers:
e Transparent, Proxy, and Protocol Adaptation modes of operation
e Device inventory
¢ Command fanout and response aggregation

e Storage of configuration data and software image for subtending devices

4.2 Version 1.1 Functionality
GwMO V1.1 covers:
o DM Gateway adaptation to non-OMA DM potocols
o ZigBee,
o KNX,
o OpenWebNet,
o Bluetooth
e Hierarchical Architecture

e  Other enhancements ( proxy mode security enhancements)

© 2017 Open Mobile Alliance All Rights Reserved.
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5. Document Listing for GwMO v1.1

This section is normative.

Doc Ref

Permanent Document Reference

‘ Description

Requirement Document

[GWMO_RD_v1_1]

OMA-RD-GWMO-V1_1-20170725-A

‘ Requirement Document for GwMO v1.1 Enabler

Architecture Document

[GWMO_AD_v1 1]

OMA-AD-GwWMO-V1_1-20170725-A

‘ Architecture Document for GwMO v1.1 Enabler

Technical Specifications

[GWMO_TS vl 1]

OMA-TS-GWMO-V1_1-20170725-A

Technical Specification for GwMO v1.1 Enabler

[GWMO_ZigBeeMO_TS v1 0]

OMA-TS-GwMO_ZigBeeMO-V1_0-20170725-
A

ZigBeeMO Technical Specification for GwMO
v1.1 Enabler

Supporting Files

[DevinvDDF]

OMA-SUP-MO_GwDevicelnventory-V1_1-
20170725-A

DDF for the Device Inventory MO

[GwCfgDDF] OMA-SUP-MO_GwConfig-V1_1-20170725-A DDF for the Gateway Config MO

[FanoutDDF] OMA-SUP-MO_GwFanout-V1_0-20130618-A DDF for the Fanout MO

[EDTgrDDF] OMA-SUP-MO_GWwEDTrigger-V1_0-20130618- | DDF for the End Device Trigger MO
A

[ImginvDDF] OMA-SUP-MO_GwImagelnventory-V1_0- DDF for the Image Inventory MO

20130618-A

[ZigBeeDeviceDDF]

OMA-SUP-MO_GwZigBeeDevice-V1_0-
20170725-A

DDF for the ZigBee Device MO

Table 1: Listing of Documents in GwMO v1.1 Enabler

© 2017 Open Mobile Alliance All Rights Reserved.
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6. OMNA Considerations

The OMNA portal maintains the following MOs in the MO registry:

------------------ PV et Rt S| S |
.MO Identifier i a Description EOwner H Version i 1 MO DDF m 1 MO Spec i
.urn oma:mo:oma- 1 Device Inventory MO H H 1 OMA-SUP- H i
.gwmo- E :DM WG ii 1.1 : MO_GwDevicelnventory-V1_1 :OMA -TS-GWMO-V1_1 i
Idewcemventory 11 8 : i i i :
jurn:oma:mo:oma- 1 Gateway Config MO : H 1 OMA-SUP-MO_GwConfig-V1_1 j OMA-TS-GwMO-V1_1 i
igwmo-config:1.1 ' foMwe  F 11 & ' i
i i i i i i i
I : l II n : :
s e e L e et el St |
jurn:oma:mo:oma- u Fanout MO : H 1 OMA-SUP-MO_GweFanout-V1_0 j OMA-TS-GwMO-V1_1 i
igwmo-fanout:1.0 ' foMwe  § 10 & i i
i i i i i i i
I : l II n : :
it e e el S|
jurn:oma:mo:oma- i Image Inventory MO i i i OMA-SUP-MO_GWEDTrigger- 4 OMA-TS-GwWMO-V1_1 |
igwmo- E EDM WG ii 1.0 §v1_o E i
iimageinventory:1.0 H - H i i
1 n " " " n 1
NI sttt inueivisieniseist st seisiinisty sttt S
jurn:oma:mo:oma- 1 End Device Trigger MO H i 1 OMA-SUP- 1 OMA-TS-GWMO-V1_1 H
igwmo-edtrigger:1.0 & iDMWG & 10 1MO_Gwlmagelnventory-V1 0 1 i
i E E P = i
n 1
s et s e bl s e |
jurn:oma:mo: oma-dm- § ZigBee Device MO H i 1 OMA-SUP-MO_ZigBeeDevice - § OMA-TS-GwWMO_ZigBeeMO-V1_0 |
izighee:1.0 u iDMWG & 1.0 &V10 u i
] n " " n " 1
1 n " " n " 1
1 n " " n " 1
I .  — 2
The OMNA portal maintains the following alert types in the Alert Type registry
_________________________________________________________________________________________________________________________ .
.Alert Type Identifier .Alert Type Description :Owner '\/erswn .Spec MO Identifier (Optional) i
1 urn:oma:at:oma- uDevice Attach Alert :DM WG H 11 iOMA-TS-GwMO-V1_1 H i
i gwmo:deviceattached:1.1 i i BT i i
L e o T St
1 urn:oma:at:oma- uDevice Detach Alert :DM WG H 10 1OMA-TS-GwMO-V1_1
i gwmo:devicedetached:1.0 E i ii : E

1 ] ]
| bR EEEELEEELEEEELELLLEEE SLLELLEEELELEEELTEEELELEEE S ELEELD

jurn:oma:at:oma- sFanout Result Aggregation
i gwmo:resultaggregation:1.0  §Alert

[l
EEEssEEsssssssssssssSsssssEsEs

n n
EDM WG ii 10 :OMA-TS-GWMO-Vl_l

1 ] ] [T} [l [T}
e R R N N NSNS S S S SN SSSSESSSSsSsssEss

jurn:oma:at:oma- slmage Ready Alert

1IOMA-TS-GWMO-V1_1 i
i gwmo:imageready:1.0 i

1
1
!
4
i urn:oma:at:oma- wFanout Completion Status Alert § i IOMA-TS-GWMO-V1_1 i H
I . - . ] DODMWG w 10 & n 1
1 gwmo:completionstatus:1.0 i i i i i i
1 urn:oma:at:oma- uBootstrapped DMS List Alert :DM WG H 10 1OMA-TS-GwMO-V1_1 H i
igwmo:BootstrappedDMSList:1.0E E ii : E ii i
T s R s e e e e
1 urn:oma:at:oma- wAssociated Gateway Alert :DM WG H 10 i1OMA-TS-GwWMO-V1_1 H i
i gwmo:AssociatedGateway:1.0 & u i i i
1
1
1
1
1

n n
EDM WG ii 1.0
n
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7. Conformance Requirements Notation Details

This section is informative

The tables in following chapters use the following notation:

Item: Entry in this column MUST be a valid Scrltem according to [SCRRULES].
Feature/Application: Entry in this column SHOULD be a short descriptive label to the Item in question.
Requirement: Expression in the column MUST be a valid TerminalExpression according to [SCRRULES] and it

MUST accurately reflect the architectural requirement of the Item in question.

© 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the terms as stated in this document.
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8. ERDEF for GwMO v1.1 - Client Requirements

This section is normative.

ltem

Feature / Application

Requirement

OMA-ERDEF-GwMO-C-001-M

Device Inventory MO

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-C-002-M

Gateway Configuration
MO

[GWMO_TS v1_1]

OMA-ERDEF-GwMO-C-003-M

Fanout MO

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-C-004-O

Image Inventory MO

[GWMO_TS v1_1]

OMA-ERDEF-GwWMO-C-005-0

End Device Trigger MO

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-C-006-M

Inventory Update Alerts

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-C-007-M

Command Fanout

[GWMO_TS v1_1]

OMA-ERDEF-GwMO-C-008-M

Response Aggregation

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-C-009-M

Response Completion
Indication

[GWMO_TS v1_1]

OMA-ERDEF-GwMO-C-010-M

Notification with Push
Extension Header

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-C-011-M

DM Server Assisted
Bootstrapping

[GWMO_TS v1_1]

OMA-ERDEF-GwMO-C-012-M

Local DM Bootstrap
Server Assisted
Bootstrapping

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-C-013-O

Device Detection Alert

[GWMO_TS v1_1]

OMA-ERDEF-GwMO-C-014-O

Bootstrapped DMS List
Alert

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-C-015-O

End Device Image
Distribution

[GWMO_TS_v1_1]

Table 2: ERDEF for GwMO Client-side Requirements
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9. ERDEF for GwMO v1.1 - Server Requirements

This section is normative.

Item

Feature / Application

Requirement

OMA-ERDEF-GwMO-S-001-M

Operations on Device
Inventory MO

[GWMO_TS v1_1]

OMA-ERDEF-GwWMO-S-002-M

Operations on Gateway
Configuraton MO

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-S-003-M

Operations on Fanout MO

[GWMO_TS v1_1]

OMA-ERDEF-GwWMO-S-004-M

Operations on Image
Inventory MO

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-S-005-O

Operations on End Device
Trigger MO

[GWMO_TS v1_1]

OMA-ERDEF-GwMO-S-006-M

Processing Inventory
Update Alerts

[GWMO_TS_v1_1]

OMA-ERDEF-GwWMO-S-007-M

Issuing Notification with
Push Extension Header

[GWMO_TS v1_1]

OMA-ERDEF-GwMO-S-008-M

DM Server Assisted
Bootstrapping

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-S-009-O

Processing Device
Detection Alert

[GWMO_TS v1_1]

OMA-ERDEF-GwMO-S-010-O

Processing Bootstrapped
DMS List Alert

[GWMO_TS_v1_1]

OMA-ERDEF-GwMO-S-011-O

Processing Image Ready
Alert

[GWMO_TS v1_1]

Table 3: ERDEF for GwMO Server-side Requirements
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Appendix A. Change History

A.1 Approved Version History

(Informative)

Reference

Date

Description

OMA-ERELD-GwWMO-V1_1-20170725-A

25Jul 2017

Status changed to Approved by TP

TP Ref # OMA-TP-2017-0031-INP_GwMO-V1_1_ERP_for_Final_Approval
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