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1. Scope

Mobile Codes EnablerThis document provides the fieeth Specification of the Mobile Codes Enablefuidill the
requirements outlined in the Mobile Codes Requirgsmdocument [MC-RD] for Mobile Codes V1.0 and onmpliance to
the architecture described in Mobile Codes Architecdocument [MC-AD]. The Technical Specificatipmovides the
definition of data elements of the Mobile Codestiteaand the description of the procedures/behavmnihe features
supported by the Mobile Codes Enabler.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

3.2 Definitions

Code Clearing House The process of Indirect Code routing based onrtizdct Code Identifier, through which: a) the
function Resolving CMP is determined, and b) the Indireai€tlentifier is forwarded to the Resolving CMP.

Code Management Platform The Code Management Platform provides a resols#éonice pertaining to Indirect Codes; it is
normally capable of performing both the Code Clegiiouse (CCH) function and Code Resolution
(CR) and may also interact with other Code ManagerR&atforms, as required. In certain
deployment scenarios, the CCH function and the @Rtfon may be implemented in two separate
Code Management platforms. (See Split-CMP-PamethtSplit-CMP-Child).

Code Marker A marker consisting of an octet %x03, a text stfi@lA” and %x20 that is placed in the beginning
of Data String to explicitly specify the Mobile Ceds an Indirect Code.

Code Resolution (or Code The process of mapping a Direct Code or an Inditecte into either content to be consumed directly
Resolution function) by the device, or the address of content (or @c®rto be accessed by the device. Typically, Code
Resolution for Indirect Codes requires access twor& service..

Code Transfer The ability for a Mobile Code Publisher to chanige Resolving CMP for a single or multiple Indirect
Code Identifiers.

Data String Data that represent a Direct Code or an IndirecteCé Data String is encoded by a Symbology to
yield a Mobile Code.

Direct Code A Mobile Code that contains either (a) contentdivect consumption for the device, or (b) the addre
of the service to be accessed (typically a URI [)RI

Direct MC Format A generic common data format to specify data fosnfiat Direct Codes for the OMA MC enabler. It is
defined by ABNF notations in 7.1.2.1.

Home CMP The CMP to which a particular MCC is configuredsemd all Code Resolution requests. Where
applicable in a Split-CMP deployment scenario,oene CMP may be a Split-CMP-Parent.

Indirect Code A Mobile Code that contains an Indirect Code Idigsnti

Indirect Code Identifier An identifier in the Indirect Code that has to kealved in order to access the intended content or

service. See also Code Resolution.

Mailbox A Mailbox is a conceptual entity which receives has defined by Section 3.4 of [RFC2822] with
further clarifications that are specified in thigesification.). Normally, a Mailbox is comprisedtefo
parts: (1) an optional display name that indicéttesname of the recipient that could be displaged t
the user of a mail application, and (2) an addcgmiress enclosed in angle brackets (<" and ">").
There is also an alternate simple form of a Mailladrere the addr-spec address appears alone, without
the recipient's name or the angle brackets.

Mobile Code A 1D or 2D barcode as read by camera-equipped egvic

Mobile Code Client The MC Enabler software entity that resides indéeice, and contains the functionality to acquire,
decode, and extract the encoded information fahéumprocessing as required. This is often refetwed
as a Mobile Code Reader and these terms can besysedymously.

Mobile Code Data Format The syntactical description of the information @néd within a Mobile Code.

Mobile Code Publisher This is a brand (business, organisation or indiaifiwho distributes certain content or serviceg.(@n
advertising campaign) to a mass audience by usiolgil®lCode scanning as a channel.

Mobile Code Registry A local registry responsible for sub-allocation\ébile Code Routing Prefixes within the ranges of
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Mobile Code Service Policy

Multi-lateral Arrangement

Quiet Zone

Recognizable Format

Registry-ID Recipient

Remote CMP

Resolution Identifier
Resolving CMP

Routing Prefix

Split-CMP-Child

Split-CMP-Parent

Symbology

Telephone-Number-String

3.3 Abbreviations

Routing Prefixes obtained from OMNA. The Mobile @dRegistry (MCR) also supports a data look-
up facility accessible by authorised principalg (€MPs or Split-CMP-Parents) for Routing Prefixes
in its database.

A set of Policy Conditions [OMADICT] that conveygervice level constraints that are placed on
Code Resolution. Mobile Code Service Policy idagfly defined by the Mobile Code Publisher and
is applicable to one or more Indirect Code Ideetfi

An arrangement amongst specific CMPs (includingtSpIP-Parents, where applicable) that are not
associated with any Mobile Code Registry, in witlol parties agreed to support each other in a-multi
lateral way in order to manage sub-allocation of Ri&@iting Prefixes as well as discovery and updates
thereof; details of such MLAs are not specifiedhia MC Enabler TS.

A Quiet Zone is a region which shall be free ofadlier markings, surrounding the symbol on all four
sides. For QR Code symbols and for dark on lightDdatrix symbols its nominal reflectance value
shall be equal to that of the light modules. Féleotance reversed (light on dark) Data Matrix
symbols its nominal reflectance value shall be etputihat of the dark modules.

A data format that is included in a Direct Code anckbcognised by the MCC, to enable causing
certain actions, such as displaying the recognitsults to the user along with the messages if any
offering options for the user to select, and/ooking an application.

An entity that is qualified to apply for and receian OMNA Registry-ID assignment. This entity can
be an MCR or another qualified entity (e.g. a desigd entity within an MLA).

The CMP that receives a Code Resolution request wieeHome CMP (or Split-CMP-Parent, where
applicable) is unable to resolve a particular lectitCode Identifier.

That part of the Indirect Code Identifier that &ed to index the content or service.

The CMP (or Split-CMP-Child, where applicable) timable to resolve a particular Indirect Code
Identifier.

That part of the Indirect Code Identifier that @int a value that is uniquely assigned to the CMP
(Split-CMP-Child, as applicable) and is used fartiog.

A CMP in the Split-CMP deployment scenario, wheng/dhe Code Resolution function is
implemented. In addition, subject to businesstiariahip, a Split-CMP-Child may be associated with
one and only one Split-CMP-Parent.

A CMP in the Split-CMP deployment scenario, whengydhe Code Clearing House function is
implemented. In addition, subject to businesstiariahip, a Split-CMP-Parent may be associated with
multiple Split-CMP-Children.

The algorithm by which data is encoded as visughehts (typically arrangements of lines or
squares), and the resultant “look and feel” foruker.

A Telephone-Number-String is a string of charactenepresent a telephone number to human. It
consists of phone digits, “+”, ™", and “#". It magontain visual separators that are commonly used i
various places in the world. It is defined in Sectv.2.2.1.

1D 1-Dimensional

2D 2-Dimensional

ABNF Augmented BNF for Syntax Specifications

API Application Programming Interface

ASCII American Standard Code for Information Interchange
CCH Code Clearing House

CMP Code Management Platform

DM Device Management

CR Code Resolution

CR Carriage Return
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CRI
DMF
DNS
EAN
EAN/UPC
EDIFACT
ERI
ERIH
ERX
HMAC
ID

IoP
HTTP

IC

IEC

ISO

Js

LF

MC
MCC
MCCSDCD
MCR
MLA
MMS
MNO
OMA
OMNA
QR
REST

R

RP

RSA
SMs

TS

uPC
URI
URL
UTF
XML

Calculated Resolution Identifier

Direct MC Format

Domain Name System

European Article Number, see EAN/UPC

Barcode symbology family including EAN-8, EAN-13PQ-A, and UPC-E [EAN/UPC]
Electronic Data Interchange For Administration, Goence and Transport
Encrypted Resolution Identifier

Encrypted Resolution Identifier Hash

Encrypted Resolution Identifier Part Index
Hash-based Message Authentication Code
Identifier

Interoperability

Hypertext Transfer Protocol

Indirect Code Identifier

International Electrotechnical Commission
International Organization for Standardization
Japanese Industrial Standards

Line Feed

Mobile Code

Mobile Code Client

Minimum Conformance Characters Set for Direct CDdsplay
Mobile Code Registry

Multi-lateral Arrangement

Multimedia Messaging Service

Mobile Network Operator

Open Mobile Alliance

Open Mobile Naming Authority

Quick Response, a type of barcode symbology [QR]
Representational State Transfer

Resolution Identifier

Resolution Prefix

Rivest, Shamir and Adleman

Short Message Service

Technical Specification

Universal Product Code, see EAN/UPC

Uniform Resource Identifier [URI]

Uniform Resource Locator

Unicode Transformation Format

Extensible Markup Language
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4. Introduction (Informative)

Mobile codes — 2D and 1D barcodes — have emergacgesmising enabler of the mobile Internet in sonakets. Camera-
equipped devices now have good enough optics, imegdution and processing capacity to read malgities on printed
materials and electronic displays. These symbatedminformation such as URLS, phone numbers, mifidé content such
as business cards.

There is, however, still a lack of interoperabiligtween different markets and players. The mgjoficonsumers are
unlikely to adopt the technology before it comes-mstalled on their devices. Similarly, marketipgblishing and other
industries that are otherwise motivated to proviamile codes will not adopt them without adequateeptial for consumer
take-up. That in turn would entail deployment darge variety of devices, and interoperability beg¢w different service

providers.
s lop1zzd2asesyls

Symbology | QR [QR] Data Matrix [DATAMATRIX] EAN-13 [EAN/UPC]

ks

Example -

Data | http://www.openmobilealliance.org http://www.openilealliance.org 5901234123457

4.1 Version 1.0

The Mobile Codes Enabler contains support for beftbsystem for both Direct and Indirect Codes.
Technology, interface behavior and proceduresni@roperability (some of which are optional) areafied for:

e Symbology(s)

* Mobile Code Data Format

» Direct encoding of content or address of contersteovice
» Encoding of Indirect Code Identifiers

* Resolution of Indirect Code Identifiers

e Security

e Tracking and Reporting of Mobile Code usage

* Transfer of Indirect Code ldentifiers
4.2 Version 2.0

Future versions of the Mobile Codes Enabler mayedthncements as required.
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5. Symbologies
5.1 Mandated 2D Standard Symbologies

A 2D Symbology or two-dimensional bar code freqleappears square in shape and contains data wehielad both
horizontally and vertically by the scanner. It isn-dimensional way of representing informatioheTmandated 2D
standardised bar code symbologies have the capactycode both direct and indirect code formats.

The MCC SHALL support both QR Code [QR] and DataiAdDATAMATRIX].

These two standard bar code symbologies provid®d basis for global interoperability and represkatmajority of the
mobile code symbologies used in the world todayhBbe QR Code and Data Matrix are ISO standards.

5.1.1 QR Code Support

The MCC SHALL support QR Code as defined in ISO/[EBD04:2006 [QR], with the following clarificatioms order to
ensure interoperability.

5.1.1.1 Model
The MCC SHALL support QR Code Model 2.

5.1.1.2 Versions
The MCC SHALL support Versions 1 to 10.

The MCC MAY support Versions 11 or higher.

5.1.1.3 Error Correction Levels

QR Code 2005, which is the basis of the specificafQR] that is normatively referenced in this dfieation, employs
Reed-Solomon error control coding to detect andecverrors. For QR Code there are four user-ssdbetevels of error
correction, i.e., L, M, Q and H, offering the cajtipof recovery from the following amounts of dage, i.e., 7%, 15%,
25% and 30%, respectively.

The MCC SHALL support Error Correction Levels, L, & and H, for all the mandatory Versions (i.e.rdfens 1 to 10).

5.1.1.4 Modes

The MCC SHALL support the following Modes:
*  Numeric mode,

*  Alphanumeric mode,

*  Byte mode, and

*  Kanji mode.
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The MCC SHALL support any combination of the abovedes.

5.1.1.5 Character Set for Direct Code Display

In Byte mode, data is encoded at 8 bits per charass defined in ISO/IEC 18004:2006 [QR], the détfaharacter set for
Byte mode is ISO/IEC 8859-1 [ISO/IEC 8859-1]. ISEX 8859-1 is one of the families of various 8-biigte-byte coded
graphic character sets that are standardised wdhld, e.g., ISO/IEC 8859-2 to 8859-16, or JIS200 [JIS X 0201] (for
Japan). The lower 7 bit code spaces of these &srslhare almost the same characters as those of B8d, while higher
bits define characters for different languageseetypely.

For Direct Code that is intended to be displaykd,data that is encoded in Byte mode is displagetd users using one of
the character sets that are supported by the déappropriate character set is available. Itas possible for OMA to
specify all the character sets for all the langsabat may be used in the world. Therefore, thiedohg printable ASCII
characters are defined as the Minimum Conformarwedtters Set for Direct Code Display, MCCSDCD thar default
Byte mode when it is used for Direct Code.

MCCSDCD = %x20-7E / %x0D / %x0A ; all ASCII pririike characters, CR and LF.

Whenever conformance to this specification is tksteelaborated for displaying the data of Direoti€ from Byte mode,
e.g., IOP testing, MCCSDCD SHALL be used. Note thate are a few well-known exceptions even in thigye. For
example, the display glyphs of Ox5C (back slasll) @V F (tilde) in JIS X 0201 are different from sieoof ASCII.

Any character set may be used in Byte mode, depgrati the country or market. When an alternatieratter set is
specified, however, the parties intending to réedQ@R Code symbols require to be notified of thgliepble character set in
the application specification or by bilateral agnemt. Appendix C summarises some best practicéggimdustry for the
character sets that are used for Direct Code.

5.1.1.6 Quiet Zone

e The MCC SHALL be able to read a QR Code symbol &ituiet Zone that is equal to or larger than 4Hendn all
four sides, where the X dimension is the width afedule.

* The MCC SHOULD be able to read a QR Code symbdi wiQuiet Zone that is equal to 3X wide on all feugies.

The ISO standard [QR] mandates the minimum 4X Moete to be read. This specification mandatesadheesA X Quiet
Zone. In order to ensure readability of actual f@idhQR Code symbols, however, the 3X recommendéatiadded in order
for the MCC to have an extra margin to cope witthsproblems as misalignment, etc. that may arighysical printing.

This specification does not specify the actual Xelision since it has impact on the design of tharsiag technology such
as cameras, lenses and optics that are used icedewhich is out of the scope of this specificatidowever, Appendix E
provides informative recommendations for the modhildth X dimension in order to increase compatipibietween the
printed QR code symbols and the devices that implesithe OMA MCC. Appendix E also provides inforivat
recommendations that are essential in order to roaeéte reading successful.

5.1.1.7 Structured Append mode

Structured Append mode that is supported by QR @odsed to split the encoding of the data fromessage over a
number of QR Code symbols. All of the symbols regth be read and the data message can be re@tedtim the correct
sequence.

The MCC SHALL support Structured Append mode tobdmap to 16 QR Code symbols to be concatenated.
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As the Structured Append mode requires the useaiture a multiple number of QR Code symbols, tl@&Ovheeds to
implement a mechanism to enable the user to capitareomplete set of symbols. An example of captua multiple
number of QR Code symbols in the Structured Appande is described in Appendix F.

The MCC SHALL support a mechanism that allows theruo exit from the process of capturing multiQle Code symbols
wherever and whenever the user may be in the pgadesapturing these symbols if the user wisheotso.

5.1.1.8 QR Code terminology

The following list shows terminologies that arediser QR Code:

Alphanumeric mode One of the modes that is supported by QR Cod&dbdes data from a set of 45 characters,
i.e. 10 numeric digits (0 - 9) (byte values %x3®4r39), 26 alphabetic characters (A - Z)
(byte values %x41 to %x5A), and 9 symbols (SP, $*,%, -, ., /, ;) (byte values %x20,
%x24, %x25, %x2A, %x2B, 2D to %2F, %x3A respectiyeNormally, two input characters
are represented by 11 bits.

Byte mode One of the modes that is supported by QR Codéismtiode, data is encoded at 8 bits per
character. Corresponds to the term “Base 256" withé context of Data Matrix.

Kanji mode One of the modes that is supported by QR Code KEmgi mode efficiently encodes Kaniji
characters in accordance with the Shift JIS systesed on JIS X 0208.

Mode Method of representing a defined character sethdissaring that is used to encode the
character string into a QR Code symbol. Corresptmtise term “Encodation Scheme”
within the context of Data Matrix.

Model QR Code family contains four different technologiies., QR Code Model 1, QR Code Model
2, QR Code 2005, and the Micro QR Code format. @BeCModel 2 symbols are fully
compatible with QR Code 2005 reading systems.

Numeric mode One of the modes that is supported by QR Cod&dbaes data from the decimal digit set (0
—9) (byte values %x30 to %x39). Normally, 3 dataracters are represented by 10 bits.

Version Size of the QR Code symbol represented in terniis gosition in the sequence of
permissible sizes. QR Code 2005 defines 40 Vesgibrio 40) among others. For QR Code
symbols, the sizes are from 21 x 21 modules (Varg)ao 177 x 177 (Version 40) modules.

5.1.2 Data Matrix Support

The MCC SHALL support Data Matrix as defined in V8L 16022:2000 [DATAMATRIX], with the clarificatins below
to ensure interoperability.

5.1.2.1 Type of Data Matrix
The MCC SHALL support Data Matrix type ECC 200.
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5.1.2.2 Data Matrix symbol sizes

Data Matrix ECC 200 supports square symbols ofra¢gizes ranging from 10x10 modules up to 144xtdiules as well
as non-square rectangular shaped symbols of decelift sizes.

The MCC SHALL support Data Matrix symbol sizes ob2x52 modules, including the 6 rectangular symb8pecifically
these are the ECC 200 symbols of sizes 10x10, 124 4, 16x16, 18x18, 20x20, 22x22, 24x24, 2682432, 36x36,
40x40, 44x44, 48x48, 52x52, 8x18, 8x32, 12x26, B2AHx36, 16x48.

The MCC MAY support Data Matrix ECC 200 symbol sizé 64x64 or larger.

5.1.2.3 Encodation Schemes
The MCC SHALL support the following Encodation Sofes:

« ASCI

« C40

e Text

. X12

. EDIFACT
. Base 256.

The MCC SHALL support any combination of the abeweodation schemes.

51.2.4 Quiet Zone

e The MCC SHALL be able to read a Data Matrix symlwvith a Quiet Zone that is equal to or larger thxnwiide on all
four sides, where the X dimension is the width afedule.

The ISO standard [DATAMATRIX] mandates the minimdid Quiet Zone to be read. This specification maesithe same
1X Quiet Zone.

This specification does not specify the actual Xelision since it has impact on the design of tharsag technology such
as cameras, lenses and optics that are used icedewhich is out of the scope of this specificatidowever, Appendix E
provides informative recommendations for the moditith X dimension in order to increase compatipibetween the
printed Data Matrix symbols and the devices thagl@ments the OMA MCC. Appendix E also provides infative
recommendations that are essential in order to roaeéte reading successful.

5.1.2.5 Structured Append Mode

Structured Append mode that is supported by Datiikia used to split the encoding of the data frammessage over a
number of Data Matrix symbols. All of the symboégjuire to be read and the data message can besnemtad in the
correct sequence.

The MCC SHALL support Structured Append to enalpgai16 Data Matrix symbols to be concatenated.

As the Structured Append mode requires the useature a multiple number of Data Matrix symbdie MCC needs to
implement a mechanism to enable the user to capitareomplete set of symbols. An example of captua multiple
number of Data Matrix symbols in the Structured &pg mode is described in Appendix F.
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The MCC SHALL support a mechanism that allows theruo exit from the process of capturing multipkga Matrix
symbols, wherever and whenever the user may beiprocess of capturing these symbols if the ugsres to do so.

5.1.2.6 Data Matrix terminology

The following list shows terminologies that arediser Data Matrix:

ASCII encodation

Base 256 encodation

C 40 encodation

EDIFACT encodation

Encodation Scheme

Text encodation

X12 encodation

One of the encodation schemes that is support&hlby Matrix ECC 200. In this scheme,
double digit numerics are encoded at 4 bits peracier digit, ASCII values 0-127 are
encoded at 8 bits per character, and extended AgLlles 128-255 are encoded at 16 bits per
character.

One of the encodation schemes that is support&hby Matrix ECC 200. In this scheme,
data is encoded at 8 bits per character. Corresponthe term “Byte mode” within the
context of QR code.

One of the encodation schemes that is support&hby Matrix ECC 200. It encodes data
from a set of 37 characters in a Basic Set, i.ewut@eric digits (0 - 9) (byte values 48 to 57),
the SPACE symbol (byte value 32) and 26 uppercipsmbetic characters (A - Z) (byte
values 65 to 90), and it encodes the remaining\dtaes from the range (0-127) in a Shifted
Set. Three characters belonging to the Basictgatpresented by 16 bits.

One of the encodation schemes that is support&hby Matrix ECC 200. It encodes 63
ASCII values (byte values 32 to 94). Four charactee represented by 24 bits.

Method of representing a defined character sethitsstring that is used to encode the
character string into a Data Matrix symbol. Coraggs to the term “Mode” within the
context of QR Code.

One of the encodation schemes that is support&hlby Matrix ECC 200. It encodes data
from a set of 37 characters in a Basic Set, i.eautf@eric digits (0 - 9) (byte values 48 to 57),
the SPACE symbol (byte value 32) and 26 lowerciseabetic characters (a - z) (byte values
97 to 122), and it encodes the remaining data sdheen the range (0-127) in a Shifted Set.
Three characters belonging to the Basic Set aresepted by 16 bits.

One of the encodation schemes that is support&hlby Matrix ECC 200. It encodes data
from the standard ANSI X12 electronic data intergfecharacters, i.e. 10 numeric digits (O -
9) (byte values 48 to 57), the SPACE symbol (byeie 32), the three standard ANSI X12
terminator and separator characters (having byiteesd 3, 42, 62) and 26 uppercase
alphabetic characters (A - Z) (byte values 65 tp 98ree characters are represented by 16
bits.

5.1.3 Character Set for Direct Code Display

(1) QR Code

In Byte mode, data is encoded at 8 bits per charass defined in ISO/IEC 18004:2006 [QR], the détffaharacter set for
Byte mode is ISO/IEC 8859-1 [ISO/IEC 8859-1]. THefault character set may be overridden by the M@@iguration
(e.g., see Appendix C for details).
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(2) Data Matrix

As defined in ISO/IEC 16022:2000 [DATAMATRIX], thedefault character interpretation for character &al0 to 127 shall
conform to ANSI X3.4. The default character intetation for character values 128 to 255 shall confw ISO/IEC 8859-
1: Latin Alphabet No. 1. [ISO/IEC 8859-1]. This daft character set may be overridden by the MCQigoration.

ISO/IEC 8859-1 is one of the families of varioubi8single-byte coded graphic character sets tteastandardised in the
world, e.g., ISO/IEC 8859-2 to 8859-16, or JIS X00Zfor Japan). The lower 7 bit code spaces ofetli@silies share
almost the same characters as those of ASCII GQultite higher bits define characters for differeamiduages respectively.

For Direct Code that is intended to be displaykd,data is displayed to the users using one afliheacter sets that are
supported by the device if appropriate characteissgvailable. It is not possible for OMA to sggall the character sets for
all the languages that may be used in the worlérdfore, the following printable ASCII characters defined as the
Minimum Conformance Characters Set for Direct CbD@gplay, MCCSDCD, for the default Byte mode wheisitised for
Direct Code.

MCCSDCD = %x20-7E / %x0D / %x0A ; all ASCII priritke characters, CR and LF.

Whenever conformance to this specification is tksteelaborated for displaying the data of Direotl€, e.g., IOP testing,
MCCSDCD SHALL be used. Note that there are a feW-kwewn exceptions even in this range. For examtble display
glyphs of Ox5C (back slash) and Ox7F (tilde) in 318201 are different from those of ASCII.

Any character set may be used, depending on thetrgoor market. When an alternative charactersspéecified, however,
the parties intending to read the QR Code or tha Datrix symbols require to be notified of the kgable character set in
the application specification or by bilateral agneat. Appendix-A summarises some of the best mesnf the industry for
the character sets that are used for Direct Code.
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6. Mobile Code Differentiation

Both Direct Code and Indirect Code are addresséuisrspecification; thus there is a need to explimark the Mobile
Code so that the Mobile Code Client can handle ggmhaccordingly.

6.1 OMA Mobile Code Header Format

OMA Mobile Code Enabler supports both Direct andifect Codes. The MCC decodes the Symbology obhild Code to
extract a Data String. A Data String contains daia/or data formats of either a Direct Code orratiréct Code, of which
details are specified in Section 7 and 8, respelgtiv

In order to differentiate between a Direct Code andndirect Code, a Code-Marker is placed at g#giriming of a Data
String for an Indirect Code to explicitly specifyet Mobile Code as an Indirect Code. Lack of a Gddeker at the
beginning of a Data String specifies the Mobile €ad a Direct Code. A Code-Marker is defined inAB&IF notation as
follows:

Code-Marker = %x03 "OMA" %x20 ; ABNF stgs are case-insensitive.

The length of a Code Marker is fixed. A Code-Mar&ensists of two parts; i) an octet %x03 for the G/® use as a part of
the key to distinguish an Indirect Code from a Bir€ode, and ii) a human readable string, "OMA"eBlring is for those
who attempt to read OMA Indirect Codes using mobdde clients that do not support the OMA MC Engldeq.,
conventional direct code devices. The string combiwith %x03 is used as the key to distinguishratiréct Code from any
other data. Note that the string is case-insensitive.

e The MCC SHALL recognise a Mobile Code as an Indiféade if the Data String starts with the Code-Mark
* The MCC SHALL recognise a Mobile Code as a Direati€if the Data String does not start with the Chdeker.
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7. Direct Mobile Code Resolution

7.1 Plain Text in Direct Code and the Structure

A plain text refers to any string of characterd tt@nsists entirely of printable characters (heiman-readable characters)
and, optionally, a very few specific types of cohttharacters (e.g., characters indicating carriaggns and line feeds).

A Data String for a Direct Code contains human aééelplain text messages and data formats thapaafied by this
specification and are recognised by the MCC. Sudhta format is defined as a Recognizable Format.

A Data String for a Direct Code may contain any bemof plain text messages and Recognizable Fortimatsre discussed
in Section 7.1.1. The plain text messages and gReézable Formats may appear in a Data String of@cbCode in any
order or in any number of occurrences within thgspdal limitation of the mobile code. The MCC reo@gs the
Recognizable Formats, leading to enable causingineactions, while the MCC only presents the ptaikt messages to the
user as they are written.

A Data String for a Direct Code may contain ungbié-control-characters.

The MCC SHALL display the plain text messages dradactionable images of Recognizable Formats, wdnietspecified in
each Recognizable Format section, in the orderdheymbedded in the Data String.

The MCC SHALL replace an unprintable-control-chaeady an appropriate printable character, e.ghitée space %x20, if
it appears anywhere outside of the Recognizablm&ts: How to handle the unprintable-control-chamexcis specified in
each Recognizable Format.

unprintable-control-character = %x00-09 / %x0B-0%X0E-1F / %x7F

How to handle displaying characters of such charasts that are not supported by the device igsuto the
implementation.

7.1.1 Recognizable Formats

The Recognizable Formats include: i) existing stmddormats and standard schemes such as http: [CRAhat are
referenced and specified further in this speciitegtand ii) the data formats that are specifiadfie Direct Code within this
specification. To specify the latter, a generic owon format, the Direct MC Format (DMF) that is daefd in the next
section, is used. Table 1 lists all the Recogni#dadrmats. The details of the Recognizable Forar&specified in the
subsequent sections in this specification.

7.1.2 Direct MC Format (DMF)

This specification uses a generic common formaed@iMC Format (DMF), to specify Recognizable Fotsnavhere
standard formats or schemes are not availableitatée for the use of Direct Codes. Direct Codgsdslly have capacity
limits for the amount of information to be embeddede to performances of optics and cameras obwaninobile devices,
and/or limitations from printing requirements rétatto the physical appearances. The DMF is agiefft, flexible and
generic common format suitable for defining Recaghle Formats for the Direct Code.

7.1.2.1 DMF Definition

The generic format of the DMF is defined by usihg ABNF (augmented Backus-Naur form) describedrCR234
[RFC4234]. The DMF enables defining various daranfats with printable characters as well as wittaby data.

The DMF is identified by Identifier followed by “;’and is a collection of Properties. The DMF teraé@s with a “;” at the
end of the format. The DMF allows for specifyinfacognizable Format without a single Property.
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Each Property contains a Property-Name and, ongooe Property-Values. Properties are delimited Y. &Vhen there are

multiple Property-Values, each of those values SHAE delimited by a ",".
Property-Values SHALL be escaped according to tiedefined in 7.1.2.2.

When binary data is encoded, the type of the congeg., jpeg, gif, and the length of the binarjedaust be included in the
Recognizable Format. The “Length”, must be equ#héoactual length of the binary data.

The generic DMF in the ABNF notation is defined@ows:

DMF-DATA = Identifier ":" *Property / Binary-Dat®Dbject ";"

Identifier = 1*(ALPHA / DIGIT / “-¥)

Property = Property-Name ":" Property-Value *("foperty-Value) ";"

Property-Name = 1* (ALPHA / DIGIT / “-*)

Property-Value = *(printable-ASClI-character/ ISQ8EBhiftJISChar / UTF8-char))
Printable-ASClI-character = %x20-2B / %x2D-39 / %35B / %x5D-7E / CRLF

ISO8BIt = %x80-FF

ShiftJISChar = (%x81-9F / %xEOQ-FC) (%x40-7E / %*80) ; Shift JIS char

UTF8-char =UTF8-2/UTF8-3/UTF8-4 ; UTF8sldeleted

UTF8-2  =%xC2-DF UTF8-tail

UTF8-3 = %XEO %xA0-BF UTF8-tail / %xE1-EC 2{TB8-tail ) / %XED %x80-9F UTF8-tail / %XEE-EF 2( B8-tail )
UTF8-4 = %xFO0 %x90-BF 2( UTF8-tail ) / %xF1-BBUTF8-tail ) / %xF4 %x80-8F 2( UTF8-tail )
UTF8-tail = %x80-BF

Binary-Data-Object = "TYPE:" CONTENT-TYPE ";" "LNGLength ";" "BODY:" Binary-Data ";"
Length = 1*DIGIT

Binary-Data = 1*OCTET

CONTENT-TYPE = ALPHA *(Printable-ASCII-character)

ALPHA = %x41-5A | %x61-7A yA-Z A

DIGIT ="0"/ "1"/ "2"/ 3"/ "4"[ "5"] "6"/ "7"/ "8" | "9"

OCTET = %x00-FF

CRLF = %x0D %x0A

ISO8BiIt covers the extended range of charactera &&Cll character set, such as JIS X 0201 (for dgp&0O/IEC-8859-1
to ISO/IEC8859-16 character sets.

The character set used for Property-Value is netifipd in this specification except for the AS@tintable characters as
defined by MCCSDCD in Section 5.1.3. When charadter Direct Code are displayed, a default charesst of the device
is used. Such a character set may be determintdtetservice provider, the current location of tegide, user's setting, etc.
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If an appropriate display cannot be achieved byd#fault character set as judged by the userai isnplementation
specific matter how to resolve the issue. For exapgome implementation may allow the user to seliternative character
sets by menu selections.

7.1.2.2 Escaping DMF Property-Values

Certain characters using as a parameter of Property,”, ";", ":", and "\", SHALL be denotedyhising the escape
sequence with a backslash “\". For example, hitpu.openmobilealliance.org/ must be denoted as
http\://www.openmobilealliance.org/.

7.1.3 List of Recognizable Formats

Table 1 lists all the Recognizable Formats thatspezified in this specification. The MCC recogsifige Recognizable
Formats, leading to enable causing certain actibime.details of the syntax and semantics of eadodtezable Format are
specified in the corresponding sections that atic@ted in Table 1.

Recognizable Format Description Section

1 http: , https: Web access 7.2.1

2 Telephone-Number-String , Telephone Number String 7.2.2

tel: Recognition and Tel URI Scheme

3 Mailbox Mail Address Recognition 7.2.3

4 MECARD: Business Card Recognition 7.2.4

5 MEBKM: Bookmark Recognition 7.2.5

6 MATMSG: Email Linkage Data Format 7.2.6

Recognition
7 MELOC: Location Information 7.2.7

Table 1: List of Recognizable Formats

7.2 Recognisable Formats

7.2.1 Web Access

7.2.1.1 HTTP: and HTTPS: URI Schemes
The MCC SHALL recognise http: and https: URI scherag the Recognizable Formats, with the followilagifications.

The MCC SHALL support the following sections of OM4ARI [OMAURIJ:

. Section 5.0,
. Section 5.1, and
. Section 5.2.

The MCC SHALL recognise http: and https: as a dgezable Format wherever such a format is prasetie Direct
Code; such a format may exist alone, in the midflie plain text message, with other Recognizablenat, or inside of
other Recognizable Format. When http: or https: 8&teme appears in other Recognizable Formataithapecifically
listed in Table 10, the MCC SHALL conduct recogmitibased on the rules that are specified in Se€ti®n
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7.2.1.2 Behaviour

After recognizing the Recognizable Format;

e The MCC SHALL display the recognised URIs with otdata such as plain text messages and/or othegRzable
Formats;

e The MCC SHALL make such a URI selectable by the fmeinvocation;

o If multiple URIs are recognised, the MCC SHALL pid& means for the user to choose one from them;

e In order to ensure user authorization, the MCC SHAllsplay the URIs in texts so that the user i®dblsee the URIs
before invoking a browser;

« Ifa URIlis selected and clicked by the user, tHe®/SHALL invoke a browser with the URI to be pastzd

¢  The MCC SHOULD make the URIs available for otheplagations such as registering them into a booknnatke
device if the user wishes; and

¢ Once the invoked application is terminated the mdrf@HOULD be returned to the MCC if such contsopiossible in
the device.

7.2.2 Telephone Number String Recognition and Tel U Rl Scheme

This section defines the Telephone-Number-Strimggaition. The syntax of the Telephone-Number-$§titndefined below
using the ABNF [RFC4234]. A Telephone-Number-Strimgsists of phone digits, “+”, ™", and “#”. It nyainclude visual
separators that are commonly used in various pladi® world. Also this section defines the optibsupport of Tel URI
scheme [RFC3966].

7.2.2.1 Telephone Number String Recognition
1. The MCC SHALL recognise a Telephone-Number-8ten a Recognizable Format.

A Telephone-Number-String may contain visual sejpasa Visual separators merely aid readabilitthbgnan and are not
used for a URI to place a call or send a messagaalseparators must be removed when a Telephanasblr-String is
used as a URI.

2. The MCC SHALL recognise a Telephone-Number-8taa a Recognizable Format wherever such a fosyaesent in
the Direct Code; such a format may exist alon¢hénmiddle of a plain text message, with other Racable Format, or
inside of other Recognizable Format. When a Telapidumber-String appears in other Recognizable Bteithat are
specifically listed in Table 10, the MCC SHALL carat recognition based on the rules that are sgekifi Section 7.3.

Definition of Telephone-Number-String using the ABMNotation:

Telephone-Number-String = String-1 / String-2 Aig8§¥3

String-1 = (“+“ / DIGIT) 9*25Phonedigit [Visual-Segpator]
String-2 = (“** | “#") 4*25Phonedigit [Visual-Sepator]

String-3 = TEL (“+” / DIGIT2) 2*25Phonedigit [VisueSeparator]
Phonedigit = [Visual-Separator] DIGIT2

DIGIT = “0%/ “1%/ “2*/ “3“/ “4“] “5*/ “6*/ “7*/ “8* [ “9"

DIGIT2 = DIGIT / *“** | “#*
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Visual-Separator = 1*4VS
VS = (") e SP
SP = %x20

TEL = “tel:* ; ABNF strings are case-insenss.

Implementation may have additional detection methtodenhance recognition results.

7.2.2.2 Tel URI scheme Recognition

The MCC MAY recognise the “tel:” scheme [RFC3966]aRecognizable Format. The "tel" URI describssueces
identified by telephone numbers.

7.2.2.3 Behaviour

After recognizing the Recognizable Format thatespnts a telephone number either by the spectfimii.2.2.1 or 7.2.2.2;

e The MCC SHALL display the recognised format wittyarher data such as plain text messages and/er oth
Recognizable Formats;

e The MCC SHALL make the format that represents gptebne number selectable by the user for initiagingice call,
sending an SMS / MMS message or other types of aomuations. Such communications may include initga
push-to-talk call, a video phone call, etc, which available on the device;

¢ If multiple Recognizable Formats that represempkbne numbers are recognised, the MCC SHALL peoridans for
the user to choose one from them;

¢  The MCC SHOULD make the telephone number obtain@a the Recognizable Format that represents ahetep
number available for other applications such asggt into a contact book in the device if the uaéshes.

7.2.3 Mail Address Recognition

7.2.3.1 Mailbox
1. The MCC SHALL recognise a Mailbox as the Recoaghie Format.

2. The Mailbox SHALL follow the definition in [RFG22].
The following exceptions to [RFC2822] apply in ardier successful recognition of a Mailbox.
» Any white spaces or comments (i.e., CFWS (commamdor folding white space) as defined in [RFC2822]
SHALL NOT be used in a Mailbox.
* In the case of name-addr, display-name SHALL foltbessame syntax as that of local-part.

3. The MCC SHALL recognise a Mailbox as a Recognliez&ormat wherever such a Mailbox is present énRirect Code;
such a Mailbox may exist alone, in the middle pfain text message, with other Recognizable Forordt)side of other
Recognizable Format. When a Mailbox appears inrd@@eognizable Formats that are specifically listed@able 10, the
MCC SHALL conduct recognition based on the rulext #ire specified in Section 7.3.
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7.2.3.2 Behaviour

After recognizing the Mailbox;

e  The MCC SHALL display the Mailbox with any othertdauch as plain text messages and/or other Rexaigai
Formats;

e  The MCC SHALL make the Mailbox selectable by thendsr invoking an email client application, withet Mailbox
being inserted as the destination in the emailieapbn.

* If multiple Mailboxes are recognised, the MCC SHAptovide means for the user to choose one from them

¢ The MCC SHOULD make the Mailbox available for otlaplications such as saving it into a contact odke
device if the user wishes.

7.2.4 Business Card Recognition
7.2.4.1 MECARD Format

The MECARD format recognises data that are esddatibusiness cards.

*  The definition of MECARD syntax SHALL be based ¢t DMF Definition in Section 7.1.2, with the follavg
specifications and clarifications that SHALL supte the generic definition in Section 7.1.2.

e The MCC SHALL recognise MECARD: as a Recognizalientat.

*  The MCC SHALL NOT recognise MECARD: as a Recogniedmat when MECARD: is found embedded within
another Recognizable Format.

An example of MECARD format is shown below (CR/Ldfdad for human readability):
MECARD:
N:Bill Jones;
TEL:+18586230741;
TEL:+18586230742;
EMAIL:foo@openmobilealliance.org;
EMAIL:hoo@openmobilealliance.org;

URL: http\://www.openmobilealliance.org;

The table below defines the Properties of the MEDARe number of Property-Values, and the semaietscriptions. The
MCC conformance criteria are described in the djpegioperty descriptions (below).

Property Number of Property-Value Semantic Descripion
N 1 The name of the person associated with the MEQA
SOUND 1 A sound annotation for the name of the@eessociated with
the MECARD
TEL 1 A telephone number associated with the MECARD
EMAIL 1 An electronic mail address associated wfita MECARD
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BDAY 1 The date of birth associated with the MECARD

ADR 1 The physical delivery address associated thithMECARD

NOTE 1 Supplemental information or a comment asdediwith the
MECARD

URL 1 A URL associated with the MECARD

NICKNAME 1 A nick name of the person associatedwtite MECARD

Table 2: Properties of the MECARD

The MCC SHALL ignore any Property that is foundlie MECARD but is not included in this table. It is
recommended to display such ignored data as ithehythe user to understand what are written irsimebol.

All the Properties have one Property-Value, respelst The following characters; comma, “,”, senimmo, “;”, colon,
“.”, and back slash, “\", SHALL be escaped as defirin Section 7.1.2.1 using a back slash, “%x5f3uch a character
needs to be included in the Property-Value. If stiidracters that need to be escaped are founduvitieing escaped

in the Property, they SHALL be ignored.

7.2.4.2 N Property
* The MCC SHALL support the N Property.

The string of characters in the Property-Valuehef N Property SHALL be recognised as the nameep#érson
associated with the MECARD.

If more than one N Property is found, the MCC SHAdelcognise as many N Properties as it can protessN
Properties that exceed the maximum number of th€&@rocessing capability SHALL be ignored.

7.2.4.3 SOUND Property

The MCC SHOULD support the SOUND Property.

The string of characters in the Property-Valuehef SBOUND Property SHALL be recognised as the sound
annotation for the name of the person associattddtive MECARD.

If more than one SOUND Property is found, the MG€AEL recognise as many SOUND Properties as it can
process. The SOUND Properties that exceed the nuaxinumber of the MCC'’s processing capability SHALe.
ignored.

7.2.4.4 TEL Property

The MCC SHALL support the TEL Property.

The string of characters in the Property-Value SHAbmply with the definition of Telephone-Numberiy, as
defined in Section 7.2.2.

The string of characters in the Property-Valuehef TEL Property SHALL be recognised as the telephmumber
associated with the MECARD.

If more than one TEL Property is found, the MCC SHiAecognise as many TEL Properties as it can E®cEhe
TEL Properties that exceed the maximum number@MEC’s processing capability SHALL be ignored.

In addition to recognizing MECARD as a structules MCC SHALL recognise the Property-Value in the TE
Property by itself, if it complies with the abovefihition, as the telephone number associated ththtMECARD
and provide the functions that are defined in ®ecti.2.2. The MCC SHALL provide a means to the tsdre able
to choose which one, i.e., the MECARD or the teteghnumber, is to be invoked. If multiple TEL Prdjes are
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found, the MCC SHALL provide these functions fdrthe telephone numbers that the MCC is capable of
supporting.

7.2.4.5 EMAIL Property

The MCC SHALL support the EMAIL Property.

The string of characters in the Property-Value SHAbmply with the definition of the Mailbox, as deéd in
Section 7.2.3.

The string of characters in the Property-Valuehef EMAIL Property SHALL be recognised as the elatic mail
address associated with the MECARD.

If more than one EMAIL Property is found, the MCEALL recognise as many EMAIL Properties as it can
process. The EMAIL Properties that exceed the magimumber of the MCC'’s processing capability SHA e,
ignored.

In addition to recognizing MECARD as a structubes MCC SHALL recognise the Property-Value in the AM
Property by itself, if it complies with the abovefihition, as the electronic mail address assodiati¢h the
MECARD and provide the functions that are define®ection 7.2.3. The MCC SHALL provide a meanto t
user to be able to choose which one, i.e., the MBOAr the electronic mail address, is to be invokenhultiple
EMAIL Properties are found, the MCC SHALL provideese functions for all the electronic mail addregbat the
MCC is capable of supporting.

7.2.4.6 BDAY Property

The MCC SHALL support the BDAY Property.

The string of characters in the Property-Valuehef BDAY Property SHALL be recognised as the datbidh
associated with the MECARD.

If more than one BDAY Property is found, the MCCAIHL recognise as many BDAY Properties as it carcpss.
The BDAY Properties that exceed the maximum nunolb¢ghe MCC's processing capability SHALL be ignored

The string of characters in the BDAY Property-VakitdALL be a string of 8 characters consisting ofCAS
characters, “%x30-39". The first 4 characters fithve head SHALL represent the year, the next 2 chera
SHALL represent the month, and the last 2 chara@etALL represent the day of the birth, respectivilthere
are more than 8 characters found, the excessivadieas SHALL be set to be NULL.

7.2.4.7 ADR Property

The MCC SHALL support the ADR Property.

The string of characters in the Property-Valuehef ADR Property SHALL be recognised as the physietivery
address associated with the MECARD.

If more than one ADR Property is found, the MCC SHAecognise as many ADR Properties as it can m®ce
The ADR Properties that exceed the maximum numbreoMCC'’s processing capability SHALL be ignored.

7.2.4.8 NOTE Property

The MCC SHALL support the NOTE Property.

The string of characters in the Property-Valuehef NOTE Property SHALL be recognised as the supghtah
information or a comment associated with the MECARD
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« If more than one NOTE Property is found, the MCCA&H recognise the NOTE Properties as many as it can
process. The NOTE Properties that exceed the mawimumber of the MCC's processing capability SHAL& b
ignored.

7.2.4.9 URL Property

 The MCC SHALL support the URL Property.

» The string of characters in the Property-Value SHAbmply with the definition of the http: and httpas defined
in Section 7.2.1.

* The string of characters in the Property-Valuehef tRL Property SHALL be recognised as the httpt latps:
URI schemes associated with the MECARD.

« If more than one URL Property is found, the MCC SHAecognise as many URL Properties as it can ®c€he
URL Properties that exceed the maximum number@MICC'’s processing capability SHALL be ignored.

e In addition to recognizing MECARD as a structules MCC SHALL recognise the Property-Value in thelUR
Property by itself, if it complies to the aboveidéfon, as the http: and https: URI schemes assediwith the
MECARD and provide the functions that are definre@ection 7.2.1. The MCC SHALL provide a meanshto t
user to be able to choose which one, i.e., the MBDAr the URI scheme, is to be invoked. If multiplBL
Properties are found, the MCC SHALL provide thasecfions for all the URI schemes that the MCC isatae of
supporting.

» It should be noted that, as defined by Sectior27 RMF Definition, certain characters in the URheme SHALL
be denoted by using the escape sequence with alasik\".

7.2.4.10 NICKNAME Property

 The MCC SHALL support the NICKNAME Property.

* The string of characters in the Property-Valuehef NICKNAME Property SHALL be recognised as thekmame
of the person associated with the MECARD.

« If more than one NICKNAME Property is found, the IGHALL recognise as many NICKNAME Properties as it
can process. The NICKNAME Properties that exceedihximum number of the MCC’s processing capability
SHALL be ignored.

7.2.4.11 Behaviour

If MECARD is chosen by the user, an appropriatdiaption SHALL be invoked to store the data contairin the
MECARD to a phone book on the device.

Some Property-Values in the MECARD are also Recapié Formats, in addition to be elements of theCMRD
structure. They are the Property-Values of TEL, BMAnd URL Properties, as defined in Sections2/.2.2.3, and 7.2.1,
respectively. If such Property-Values exist andfaumd to be satisfying the respective definiticthgy MCC SHALL
recognise these values as Recognizable Formatilitican to recognizing the MECARD itself, and SHAIoffer the
functions that are specified in the respectiveigestof this specification, in addition to that tbhe MECARD. The MCC
SHALL provide the user with a means of selectingohtapplication is to be invoked, e.g., by disptaythe values with
actionable strings allowing the user to selectiandke the desired application.

The following table summarises the elements of MBRDAthat are recognised as actionable strings aspladied as text.

Property Actionable String Description
MECARD Yes “MECARD” may be displayed using any sgrithat may be
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familiar to users in the desired language. If thiselected,
the data in the MECARD is to be stored in the phooek
by appropriate application(s).

N No The name of the person associated with the AT is
displayed.

SOUND No A sound annotation for the name of the@erassociated
with the MECARD is displayed.

TEL Yes A telephone number associated with the MRDAs

displayed. If the actionable link is selected instef
MECARD, it invokes applications, e.g., initiatingphone
call. Details are specified in Section 7.2.2.

EMAIL Yes An electronic mail address associatechwiite MECARD is
displayed. If the actionable link is selected instef
MECARD, the user is presented application(s) thay e
invoked, e.g., invoking an email client with thimail
address being set as the destination addressletai
specified in Section 7.2.3.

BDAY No The date of birth associated with the MEGAR displayed.
ADR No The physical delivery address associatetl thie MECARD
is displayed.

NOTE No Supplemental information or a comment assed with the

MECARD is displayed.
URL Yes A URL associated with the MECARD is dispgdy If the

actionable link is selected instead of MECARD, tiser is
presented application(s) that may be invoked, a.gieb
browser to access the page designated by the URIID
are specified in Section 7.2.1.

NICKNAME No A nick name of the person associatethvihe MECARD is
displayed.

Table 3: MECARD Elements

7.2.5 Bookmark Recognition
7.25.1 MEBKM format

The MEBKM format recognises data that are essefuiad bookmark.

e The definition of MEBKM syntax SHALL be based oretbMF Definition in Section 7.1.2, with the follomg
specifications and clarifications that SHALL supets the generic definition in Section 7.1.2.

*  The MCC SHALL recognise MEBKM: as a Recognizablerfat.

«  The MCC SHALL NOT recognise MEBKM: as a Recognis@&imat when MEBKM: is found embedded within
another Recognizable Format.

An example of MEBKM format is shown below (CR/LFdadl for human readability):

MEBKM:

TITLE:OMA Home Page;
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URL: http\://www.openmobilealliance.org;

The table below defines the Properties of the MEBKIM number of Property-Values, and the semastcriptions. The
MCC conformance criteria are described in the djpegioperty descriptions (below).

Property Number of Property-Value Semantic Descripion
TITLE 1 A title associated with the MEBKM, e.g.etmame of the
location pointed by the URL
URL 1 A URL associated with the MEBKM

Table 4: Properties of the MEBKM

e The MCC SHALL ignore any Property that is foundlie MEBKM but is not included in this table. Itrscommended
to display such ignored data as it may help the tosenderstand what are written in the symbol.

» All the Properties have one Property-Value, respelst The following characters; comma, “,”, semio, “;”, colon,

“.”, and back slash, “\", SHALL be escaped as defirin Section 7.1.2.1 using a back slash, “%x5f3uch a character
needs to be included in the Property-Value. If stitdracters that need to be escaped are founduvitieing escaped
in the Property, they SHALL be ignored.

7.25.2 TITLE Property

e The MCC SHALL support the TITLE Property.

» The string of characters in the Property-Valuehef TITLE Property SHALL be recognised as the tidsociated
with the MEBKM.

7.2.5.3 URL Property

 The MCC SHALL support the URL Property.

» The string of characters in the Property-Value SHAbmply with the definition of the http: and httpas defined
in Section 7.2.1.

» The string of characters in the Property-Valuehef Y RL Property SHALL be recognised as the httpt lattps:
URI schemes associated with the MEBKM.

* In addition to recognizing MEBKM as a structureg fiCC SHALL recognise the Property-Value in the URL
Property by itself, if it complies to the above idéfon, as the http: and https: URI schemes assediwith the
MEBKM, and SHALL provide the functions that are itefd in Section 7.2.1. The MCC SHALL provide a me&m
the user to be able to choose which one, i.e MEBBKM or the URI scheme, is to be invoked.

» It should be noted that, as defined by Sectior27 RMF Definition, certain characters in the URheme SHALL
be denoted by using the escape sequence with alasik\".

7.254 Behaviour

If MEBKM is chosen by the user, an appropriate Eapion SHALL be invoked to store the data contdiirethe MEBKM
to a bookmark registry on the device.
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The URL Property-Value in the MEBKM is also a Regizgble Format, in addition to be an element ofNMtEBKM
structure. It is defined in Sections 7.1.2.2. ThREGISHALL recognise the Property-Value of URL Prdpes a
Recognizable Format in addition to recognizinghMeBKM itself, and SHALL offer the functions thateaspecified in
Section 7.1.2.2, in addition to that for the MEBKWWhe MCC SHALL provide the user with a means oésehg which
application is to be invoked, e.qg., by displayihg values with actionable strings allowing the Weeselect and invoke the
desired application.

The following table summarises the elements of MEBHat are recognised as actionable strings amajisd as text.

Property Actionable String Description
MEBKM Yes “MEBKM” may be displayed using any string.g., “Add to
bookmark”, that may be familiar to users in theicbek
language. If this is selected, the data in the MEBIK to be
stored in the bookmark registry by appropriate iapgibn(s).
TITLE No The title associated with the MEBKM is diayed.
URL Yes A URL associated with the MEBKM is displalyéf the
actionable link is selected instead of MEBKM, tlseuis
presented application(s) that may be invoked, a.gieb
browser to access the page designated by the UBtailDare
specified in Section 7.2.1.

Table 5: MEBKM Actionable Strings

7.2.6  Email Linkage Data Format Recognition
7.2.6.1 MATMSG format

The MATMSG format is used to link email data con& in the format to applications such as emagintsi.

*  The definition of MATMSG syntax SHALL be based ¢tretDMF Definition in Section 7.1.2, with the follavg
specifications and clarifications that SHALL supts the generic definition in Section 7.1.2.

e The MCC SHALL recognise MATMSG: as a Recognizalbenfrat.

e The MCC SHALL NOT recognise MATMSG: as a RecogniBedmat when MATMSG: is found embedded within
another Recognizable Format.

An example of the MATMSG format is shown below (CR/Aadded for human readability):

MATMSG:
TO:foo@openmobilealliance.org;
SUB:Hello;

BODY:This is the message body.;

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-MC-V1_0-20130611-A Page 35 (158)

The TO Property must be present in the MATMSG dé&fBO Property is not found, it is an erroneoushitecode. The
number of TO Properties is 1 or more. The numbé¢hefSUB Property may be zero or one. The numbtreoBODY
Property may be zero or one.

The table below defines the Properties of the MATBrmat, the number of Property-Values, and theasgic
descriptions. The MCC conformance criteria are deed in the specific property descriptions (below)

Property Number of Property-Value Semantic Descripion
TO 1 An electronic mail address associated withMAG MSG,
whose Property-Value will be inserted in the dexton
address field if an application, e.g., an emaémdij is invoked.
SUB 1 A subject of the message associated wittihEMSG, of
which Property-Value will be inserted in the subjield if an
application, e.g., an email client, is invoked.
BODY 1 A body of the message associated with theTM&G, of
which Property-Value will be inserted in the bodsid if an
application, e.g., an email client, is invoked.

Table 6: Properties of the MATMSG

e The MCC SHALL ignore any Property that is foundlie MATMSG format but is not included in this tablieis
recommended to display such ignored data as ithebp/the user to understand what are written irsimebol.

»  All the Properties have one Property-Value, respelst The following characters; comma, “,”, semao, “;”, colon,
“" and back slash, “\", SHALL be escaped as defirin Section 7.1.2.1 using a back slash, “%xBstich a
character needs to be included in the Property&/dfisuch characters that need to be escapedand fvithout being
escaped in the Property, they SHALL be ignored.

7.2.6.2 TO Property

 The MCC SHALL support the TO Property.

* The string of characters in each TO Property-V&HALL comply with the definition of the Mailbox, atefined in
Section 7.2.3.

« The MCC SHALL recognise each Property-Value of TiieProperty as a Mailbox associated with the MATMSG

» If more than one TO Property is found, the MCC SHAkcognise as many TO Properties as it can praess
group. Any TO Properties over and above the maximumber that can be processed as a group SHALL be
ignored.

* The MATMSG SHALL be displayed as an actionablenstrof characters that is familiar to users in tasicbd
language, e.g., “Create email”. Additionally, th&€® SHALL display each individual TO Property-Valag an
actionable string of characters, to the extentttmatMCC can process. Note that, depending on t6€EM

implementation, the number of TO Property-Valuett the MCC can process individually as actionablegs may

be different than the number of TO Properties tiaat be processed as a group in the MATMSG.

» For the MATMSG, the MCC SHALL insert the group etognised TO Property-Values into the destination
address fields of an application, e.g., an emahtlhat is selected and invoked. Additionally, ifedividual TO
Property-Values, the MCC behavior is defined int®ec7.2.3.2.

7.2.6.3 SUB Property
e The MCC SHALL support the SUB Property.
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» The string of characters in the Property-Valuehef 8UB Property SHALL be recognised as the sulojettte
message associated with the MATMSG.

« If present, the Property-Value of the SUB Prop&t{ALL be inserted in the subject field of the apation, e.g., an
email client, that is selected and invoked.

7.2.6.4 BODY Property

* The MCC SHALL support the BODY Property.

» The string of characters in the Property-Valuehef BODY Property SHALL be recognised as the bodthef
message associated with the MATMSG.

» If present, the Property-Value of the BODY Prop&HALL be inserted in the body field of the apptioa, e.qg.,
an email client, that is selected and invoked.

7.2.6.5 Behaviour

e The MCC SHALL provide the user with a means of ctihgy any one of the actionable strings, i.e.,N#TMSG or an
individually displayed TO Property-Value.

» If one of the actionable strings is selected byuber, an appropriate application, e.g., an enfiaitt; SHALL be
invoked and the data in the format that is selebtethe user SHALL be inserted in the respectie& of the email in
the application.

The following table summarises the elements of MAMthat are recognised as actionable strings aplagied as text.

Property Actionable String Description

MATMSG Yes “MATMSG” may be displayed by using anyisg that is
familiar to users in the desired language, e.greate
email”. If this actionable string is selected bg thser, an
appropriate application, e.g., an email clieninisoked and
the data in the MATMSG is inserted in the respexcfield
of the email in the selected application.

TO Yes The Property-Value, i.e., an electronic radiress
associated with the MATMSG, is displayed as aroaetble
string if it complies with the definition. In caséhere
multiple TO Properties are found, each of the Priype
Values are displayed as an actionable stringcibibplies
with the definition.

If the actionable string representing the Prop¥®fdjue or
one of the Property-Values (as appropriate) iscéeteby
the user, an appropriate application, e.g., anlestiant, is
invoked and the data in the Property-Value is itegkin the
destination header of the email in the selectedicgijon.
SUB No The subject of the message associated hetMATMSG is
displayed. No part of the Property-Value is recegdias a
Recognizable Format.

BODY No The body of the message associated wittMAEMSG is
displayed. No part of the Property-Value is recegdias a
Recognizable Format.

Table 7: MATMSG Actionable Strings
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7.2.7 Location Information

7.2.7.1 MELOC Format
1. The MCC SHALL recognise MELOC: as the Recognlied&mrmat.

2. The MCC SHALL NOT recognise MELOC: as the Redsgd Format when the MELOC: is found in other Redogple
Format.

MELOC contains geolocation (GEO) information whistborrowed from [VCARD2.1]

Example (CR/LF added for human readability):

MELOC:

ADR: 1234 Broadway Av., Richardson Tx, 75081 USA,
BLD: I;

FLR: 14;

ROOM: 29;

GEO0:37.386013-122.082932;

ALT: 36.5

The table below defines the Properties of the MELf@@at, the number of Property-Value and the cosep@onformance
criteria. The MCC conformance criteria are desctilmethe specific property description.

Property Number of Property-Value Semantic Descripion

ADR 1 The physical address of the location
indicated by the Property GEO.

BLD 1 The building code of the location
indicated by the Property GEO.

FLR 1 The floor number of the location
indicated by the Property GEO.

ROOM 1 The room number of the location
indicated by the Property GEO.

GEO 1 The location information as specified
by [VCARD2.1]

ALT 1 The altitude information
complementing the GEO
information. The altitude information
is expressed in WGS84 reference
system.

Table 8: MELOC Format
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For the Properties ADR, BLD, FLR, ROOM, GEO and AthE Property-Value of each Property is a singiagtof
characters that may contain any number of comniastl/or semicolons “;". For a comma in the string,escape sequence
is not used. For a semicolon in the string, an@ssaquence SHALL be used so that “;” is denotett’as

ADR Property
At a minimum, an input of 100 bytes data SHALL lgorted for the Property-Value.

BLD Property
At a minimum, an input of 1 bytes data SHALL be poiged for the Property-Value.

FLR Property
At a minimum, an input of 4 bytes data SHALL be poiged for the Property-Value.

ROOM Property
At a minimum, an input of 4 bytes data SHALL be gorgted for the Property-Value.

GEO Property
At a minimum, an input of 17 bytes data SHALL bggorted for the Property-Value.

ALT Property
At a minimum, an input of 4 bytes data SHALL be gorgted for the Property-Value.

7.2.7.2 Behavior
After recognizing the MELOC:

1. The MCC SHALL display the MELOC with other data suhplain text messages and/or other Recognizabtedts;
2. If multiple Recognizable Formats are recognised MCC SHALL provide means for the user to choose foom them.

3. The MCC SHALL make such a format selectable byuber for initiating the appropriate applicatiorgemap, indoor
routing, workforce tracking etc.

7.3 Recognition of overlapping Recognizable Formats

There are cases where the whole or a portion &cghizable Format overlaps with other RecognizBblenats. For
overlapping Recognizable Formats, a rule is ne¢éaléeétermine how such overlapping formats are neiseg consistently
among the various implementations of this spedifica so as to ensure consistency between the &atecof the publisher
of the mobile code and the recognition resultsegiesented to the user. In order to ensure censigta priority must be
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defined in order for the MCC to be able to selbose that are most suitable. The following examglesv such overlapping
formats and suitable prioritised recognition.

Examples Description Suitable Priority

1 | http:/www.omaorg.org/test@omaorg.qr An email address is | http://www.omaorg.org/test@omaorg.ord

g embedded in an http: | Prioritise the http: schema
schema
2 | 09012345678@omaorg.org A telephone number09012345678@omaorg.org
embedded in an email prioritise the email address.
address

3 | tel:09012345678@omaorg.org Tel: appears in fobnttel:09012345678@omaorg.org

an email address in | Prioritise the telephone number.
which a telephone

number is embedded.

4 | 012 345 678 987@omaorg.org A telephone number0012 345 678 987 @omaorg.org
containing SPs as (i) Prioritise the email address, and

visual separator (i) Recognised the telephone number ag a

overlaps with an email go55rate Recognizable Format
address

Table 9: Examples of a Recognizable Format Appear@in Other Recognizable Format

The following specifies the rules for recognizihg following Recognizable Formats that are listedable 10when they are
overlapping:

Recognizable Format Note
http: and https:
tel: (String-3)
telephone number (String-1 and String-2)
mail address

Table 10: Recognizable Formats that Need to be Rdged When Overlapping

In case where overlapping Recognizable Formatfoare:

* When a telephone number and an email address arklapping each other, and the telephone numbeaitenbne
or more SPs, %x20, as a visual separator, then;

0 The MCC SHALL select the email address as the firstrity Recognizable Format, and

0 The MCC SHALL recognise a partial string that doesoverlap with the string representing the email
address as a separate telephone number if thalpsring satisfies the definition of a telephonenber as
defined in 7.2.3.1.

 The MCC SHALL select the email address as the firgirity Recognizable Format if the email addrststs with a
telephone number.

» Otherwise, among the Recognizable Formats thatlagvezach other, the MCC SHALL select the Recogié&ab
Format whose first character starts closest td#gnning of the Data String as the first prioRRgcognizable Format.

« The MCC SHALL display the actionable image of thistf priority Recognizable Format. How to handldneot
Recognizable Formats that overlap with the selediest priority Recognizable Format is subject tack
implementation.
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8. Indirect Code Handling

8.1 Data Format

This section describes the data format used fardotiCode.

The Indirect Code data format is shown below.

Field Code-Marker Version-Number ICI ICI-DT-Separator Display-Text (DT)

Variable length
Length 5 octets 1 octet (4 or more 0 or 1 octet
octets)

Variable length
(O or more octets)

The most significant 4
bits identify the major

. S Contains the 9 Contains the text to be
Description SEE SIS version, the Ie_ast Indirect Code /ox04 displayed on the mobile
6.1 significant 4 bits Identifier device
identify the minor ' '
version.

Table 11: Indirect Code Data Format

Total length of the Indirect Code Data String isstrained by the symbology and symbol size.
The five fields of the Indirect Code data format/AH follow Table 11.

The ICI SHALL start at immediately after the Vensiblumber field and end just before the ICI-DT-Separ field.
The ICI-DT-Separator SHALL only be present if amdyoif there is Display-Text to follow.

Additional fields may be added in a future verséfter the last field of the latest version (e.@isplay-Text” field is the last
field of v1.0). When new fields are added, a nesjanversion number should be used and SHALL behigiker than the
latest major version number.

The five fields are described in the sections below

8.1.1 Code-Marker

The Code-Marker is described in Section 6.1 and QHBe used to indicate that the Mobile Code isrdirect Code. Note:
The Code-Marker is excerpted to this section fadebility.

A Code-Marker is defined in the ABNF notation aldws:

Code-Marker = %x03 "OMA" %x20 ; ABNF stgs are case-insensitive.
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8.1.2  Version-Number
The Version-Number SHALL indicate the version numbikthis specification. The most significantilslSHALL indicate

the major version number. The least significabitd SHALL indicate the minor version number. Eas specification, this
field SHALL contain the value “%x10".

8.1.3 ICI

The Indirect Code Identifier (ICI) SHALL comprisé the following format:

Routing-Prefix
. Resolution-
Field Identifier
Length- . Remaining-Part-
Indicator Registry-ID of-Routing-Prefix
- i Variable length Variable length
Length 1 hex digit 3 hex digits
g g 9 (1 to 16 octets) (1 or more octets)
Indicates the length of th¢ . Contains the remaining part g .
. .| “Remaining Part of Routin ggn’itg':nslge the Routing Prefix after Resg:l(zlrt}gar:r}zér;%fier
Description  prefix” field in octets. gistry 1L excluding the first 2 octets.

Table 12: Indirect Code Identifier (ICI) Format

The ICI SHALL consist of two major fields: the Rogd-Prefix and the Resolution-Identifier. The lémgf the ICI field
SHALL NOT be more than 36 octets.

The two fields are described in the following saat.

8.1.3.1 Routing-Prefix

The Routing-Prefix contains the Length-Indicat@ldi Registry-ID field and Remaining-Part-of-RougfiRrefix field. The
three fields are described below.

8.1.3.1.1 Length-Indicator

The Length-Indicator SHALL be 4-bit long and contgi 1-hex digit value that indicates the lengtthef Remaining-Part-
of-Routing-Prefix field. If the value of the Lefmgtndicator is N, where N is any value from 0 to, 1% length of the
Remaining-Part-of-Routing-Prefix field is N+1.

8.1.3.1.2 Registry-ID

The Registry-ID SHALL be assigned by OMNA. A RegysiD comprises of a fixed length of 3-hex digdaad with the
following specific details:

— The value “%x000” SHALL be reserved.
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— The value “%x001” SHALL be used by OMNA to assigouting-Prefix directly to entities that are noRegistry-1D
Recipient.

— The range of values from %x002 to %xFFF SHALL bsigrsed by OMNA to a Registry-ID Recipient.

8.1.3.1.3 Remaining-Part-of-Routing-Prefix

The Remaining-Part-of-Routing-Prefix SHALL be as&id by OMNA or a Registry-ID Recipient to a ResotyiCMP. The

length of the Remaining-Part-of-Routing-Prefix SHAbe equal to the value in the Length-Indicatoldfie 1. Each octet in
the Remaining-Part-of-Routing-Prefix SHALL containy value from %x00 to %xFF, except %x04 (i.e.uealised as the
ICI-DT-Separator).

8.1.3.2 Resolution-Identifier

The Resolution-Identifier SHALL be assigned by Besolving CMP for purposes of resolving each IEhch octet in the
Resolution-Identifier SHALL contain any value fro¥sx00 to %xFF, except %x04 (value used as the ICig@parator).

8.1.4 ICI-DT-Separator

The ICI-DT-Separator, when present, SHALL be eqo#&bx04 to indicate the presence of Display-Teat fbllows
immediately after the ICI.

8.1.5 Display-Text

Display-Text MAY be present after the ICl and, whaemesent, is preceded immediately by the ICI-DT&8afor. The
Display-Text, when present, SHALL contain the tstxing to be displayed on the mobile device wHile MCC resolves the
ICI and SHALL contain only the following ASCII chacters:

%x20-7E, %x0A (LF) and %x0D (CR).

8.2 Code Resolution Procedures

An ICI needs to be mapped into either content tadresumed directly by the device, or the addresoofent (or a service)
to be consumed by the device. This section destibe procedures for the functional entities #ratinvolved in the ICI
resolution.

8.2.1 Overview of Code Resolution Procedures

When the MCC detects that a scanned Mobile Coda isdirect Code, it retrieves the ICI from theitedt Code and sends
the Code Resolution request to the Home CMP. df personal data or location information is avdéadnd stored locally
on the MCC, the MCC includes the location inforraatand user personal data such as age, gendeghwoddisncome and
postal code in the Code Resolution request if ther lhas opted in to allow the inclusion of the infation in the Code
Resolution request.

In the case of the Home CMP that hosts the spddifi¢, it resolves the ICI and returns the respdostae MCC. In the case
of the home Split-CMP-Parent where its Split-CMPi€hosts the specified ICI, it sends the Code Re&m request to the
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Resolving Split-CMP-Child, receives the responsemfrthe Resolving Split-CMP-Child and returns thepanse to the
MCC.

Otherwise, the Home CMP sends the Code Resoludgnest to the Remote/Resolving CMP (or the SplitFCRarent
where applicable) based on the locally availabiging information or by querying the MCR for thautimg information.  If
no routing information is available for the spesdfilCl, the Home CMP returns an error to the MCC.

The Remote/Resolving CMP (or the Split-CMP-Pareherg applicable) performs procedures similar taéhperformed by
the Home CMP as described above. The major diffezs are that the Remote/Resolving CMP (or the-SpIP-Parent
where applicable):

¢ Returns the MC-3-RESOLVE_ICI_RESPONSE to the retque3MP (or the Split-CMP-Parent where applicable)
instead of returning the MC-1-RESOLVE_ICI_RESPONSHEhe MCC.

¢ Does not perform procedures that the Home CMP tiasnanipulate the parameters (e.g., relatedatkiing) to
be returned in the response to the MCC.

Normally when the Remote CMP (or the Split-CMP-Péanghere applicable) is involved, the Code Resotutiequest will
eventually reach the Resolving CMP that resolves @i and the response is returned to the MCCénbiickward sequence
via the CMPs (or the Split-CMP-Parent where appliepthat were involved in routing the Code Redolutrequest. Any
failure in routing the Code Resolution request befieeaching the Resolving CMP or in resolving t6¢ at the Resolving
CMP would cause an error to be returned to the NMiCfie backward sequence through the CMPs (or plie GMP-Parent
where applicable) that were involved in routing @ede Resolution request.

8.2.2  Specific Code Resolution Procedures

8221 Procedures at MCC

When the MCC detects an Indirect Code in the saaiMbile Code based on the presence of the “Codedg it will
perform the following actions:

» If the “Display-Text” (as specified in Section &}is present, the MCC SHALL display that text.

* The MCC sends the MC-1-RESOLVE_ICI_REQUEST messaglee Home CMP as specified in Section 10.3.1.1:

o The MCC SHALL parse the Indirect Code as specifie8ection 8.1 to extract the ICI value as the™ici
parameter and the Version-Number as the “enablepazameter.

0 The request SHALL contain the following mandatoayameters as specified in Table 15: “ici”, “appid”,
“enablerver”, “clientid”, “optout”.

0 The request MAY contain the following of the optabparameters as specified in Table 15: “btype”,
“networkidhome”, “networkidroam”.

o If the “optout” parameter is FALSE and the datavsilable on the MCC, then the request MAY contain
the following optional parameters as specified abl€ 15: “cc”, “post”, “age”, “income”, “gender”,
“locationinfo”. Otherwise, the MCC SHALL not seadly of these mentioned parameters.

» Ifthe MC-ERROR message is received, the MCC SHAlldplay an appropriate text to the user based lbmwfimg
parameters as specified in Table 13: “status”, cdpson”.

e Ifthe MC-1-RESOLVE_ICI_RESPONSE message is reckitee MCC SHALL:

o invoke the appropriate action based on the “codecdset” parameter as specified in Tables 16, 87, 1
Additionally:

= |f the “contentdescription” (as specified in Tall) is present, the MCC SHALL display the data
to the user.

o invoke the appropriate action based on the “tragkilicator” (as specified in Table 16) being set t
“True” and the MCC supports optional tracking asafied in Section 8.4. Additionally:
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= |f the “tracking-address” parameter (as specifiredables 16) is present, the MCC SHALL
invoke tracking for the specified ICI using theed®d parameter.

= Otherwise, it SHALL invoke tracking for the speetfi ICI using the pre-provisioned tracking
address on the MCC.

8.2.2.2 Procedures at Home CMP (or Split-CMP-Parent  Where Applicable)

When the Home CMP receives an MC-1-RESOLVE_ICI_RESU message from an MCC, it performs the following
sequential steps:

1. If an erroris detected while processing the rezirequest, see Sections 10.2.1 and 10.2.2 fartbehandling
procedures.

2. Otherwise, if the “ici” is managed by the Home CMP:
a. Ifthe “ici” is hosted on it, it SHALL follow the mcedures specified in Section 8.2.2.5.2.

b. Otherwise, in the case of a Split-CMP-Parent whieee'ici” is hosted on a Split-CMP-Child served iby
it SHALL follow the procedures specified in Secti®2.2.5.3.

3. Otherwise, if the Home CMP has the routing inforiorafor the specified “ici”, it SHALL follow the mcedures
specified in Section 8.2.2.5.3.

4. Otherwise, if the Home CMP is configured to quemyMCR, it SHALL follow the procedures specified$ection
8.2.2.5.4.

5. Otherwise, the Home CMP SHALL set the ‘status”®C_CANNOT_RESOLVE_ICI” and send the MC-ERROR
message as specified in Section 10.2.2 to the MCC.

8.2.2.3 Procedures at the Remote CMP (or Split-CMP- Parent or Child, as applicable)

When the Remote CMP receives an MC-3-RESOLVE_ICIQREST message from another CMP, it will perform the
following sequential steps:

1. Ifan erroris detected while processing the nembrequest, see Sections 10.2.1 and 10.2.2 fartbe handling
procedures

2. Otherwise, if the “ici” is managed by the Remote M
a. Ifthe “ici” is hosted on it, it SHALL follow the cedures specified in Section 8.2.2.5.2.

b. Otherwise, in the case of a Split-CMP-Parent wiieee'ici” is hosted on a Split-CMP-Child served iby
it SHALL follow the procedures specified in Secti®2.2.5.3.

Steps 3 and 4 are only required if the Remote Cdidt the Resolving CMP and business policies aidavfurther route
the MC-3-RESOLVE_ICI_REQUEST message.

3. Otherwise, if the Remote CMP has the routing infation for the specified “ici”, it SHALL follow th@rocedures
specified in Section 8.2.2.5.3.

4. Otherwise, if the Remote CMP is configured to quemyMCR, it SHALL follow the procedures specifiedSection
8.2.2.5.4.

5. Otherwise, the Remote CMP SHALL set the ‘status™Mi&€_ CANNOT_RESOLVE_ICI” and send the MC-
ERROR message as specified in Section 10.2.2 teetheestor CMP.
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8.2.2.4 Procedures at MCR

When the MCR receives an MC-2-ROUTE_ICI_REQUESTsage from a CMP, it performs the following sequainti
steps:

1. If an error is detected while processing the rezgtirequest, see Sections 10.2.1 and 10.2.2 fartbehandling
procedures

2. Otherwise, the MCR SHALL retrieve the network addrassociated with the ICI in the “ici” and genetrtéie MC-
2-ROUTE_ICI_RESPONSE as specified in Table 20 ictiSe 10.4.1.2.

3. The MCR SHALL send the MC-2-ROUTE_ICI_RESPONSE ragssto the CMP.

8.2.2.5 Common CMP Procedures for Code Resolution

The following sub-sections describe proceduralsteferenced in Sections 8.2.2.2 and 8.2.2.3.

8.2.25.1 Setting the Parameters for ICI Tracking

This section describes the procedures followed B¥i® to set the “trackingindicator” and the “tracffaddress” parameters
in its response (either the MC-1-RESOLVE_ICI_RESFEBENnessage to the MCC or the MC-3-
RESOLVE_ICI_RESPONSE message to another CMP):

e Ifthe CMP is the Home CMP and does not suppockirg of ICls as specified in Section 8.4, it SHAk&t the
“trackingindicator” to 0. This is independent ofi@ther it receives a “trackingaddress” as parno¥i&-3-
RESOLVE_ICI_RESPONSE message. The “trackingadt&4aLL NOT be present in the MC-1-
RESOLVE_ICI_RESPONSE message.

» Otherwise, if the CMP is the Home CMP and suppwasking as specified in Section 8.4 and the sy@ztifCl is to
be tracked, the Home CMP SHALL set the “trackinggatbr” to 1.

o Ifthe “trackingaddress” is present in an MC-3-REMEB_ICI_RESPONSE message and in accordance
with the Home CMP business policies, it SHALL inbéuthe “trackingaddress” received in the MC-3-
RESOLVE_ICI_RESPONSE message. If the Home CMPtésésted in receiving tracking information, it
SHALL prepend its designated tracking server addieshe received “trackingaddress” parameterén th
MC-3-RESOLVE_ICI_RESPONSE message. Otherwise, tha¢iCMP SHALL set the
“trackingaddress” parameter to the received “tnaglddress” value, subject to local policy.

o If the “trackingaddress” is not present in an MRBSOLVE_ICI_RESPONSE message, it SHALL set the
“trackingaddress” to the appropriate address ifetlie no pre-provisioned tracking address on theCME
it does not wish to use the pre-provisioned traglkiddress on the MCC for tracking the specified ICI

» Otherwise, if the CMP is not the Home CMP and suggptoacking of ICls as specified in Section 8.4 dme
specified ICl is to be tracked, the CMP SHALL preg@ets designated tracking server address to teiwed
“trackingaddress” parameter in the MC-3-RESOLVE_IRESPONSE message. If there is no “trackingaddress”
present in the MC-3-RESOLVE_ICI_RESPONSE mességeRemote CMP SHALL set the “trackingaddress” to
its designated tracking server address when itsvantrack the ICI.

* A non-Home Resolving CMP that is interested in ngng tracking information SHALL set the “trackinddress”
to its designated tracking server address.

8.2.2.5.2 The Resolving CMP

This section describes the procedures followedbyResolving CMP for a specific “ici”:
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» Based on the MC Service Policy conditions, if aag/specified in Section 8.2.3, the Resolving CMRABHfollow
the error handling procedures in Sections 10.2a2yf of the applicable MC Service Policy conditiégsot
satisfied.

* Otherwise, the Resolving CMP SHALL follow the prdoees specified in Section 8.2.2.5.1 to set tharpaters for
ICI tracking.

* The Resolving CMP SHALL generate the MC-1-RESOLME _RESPONSE message as specified in Table 16 if it
is the Home CMP, and send the message to the Mtb€rwaise, it SHALL generate the MC-3-
RESOLVE_ICI_RESPONSE as specified in Table 22 amdishe message to the requestor CMP.

8.2.2.5.3 Sending the MC-3-RESOLVE_ICI_REQUEST and Processing the Response

This section describes the procedures followed 6¥i#® to send the MC-3-RESOLVE_ICI_REQUEST message t
Remote CMP based on the incoming Code Resolutiguiest message and process the response from thadrR€MP.

» The CMP generates the MC-3-RESOLVE_ICI_REQUEST amsas specified in Section 10.5.1.1:

0 The request MAY contain the following optional paweters as specified in Table 21: “apikeyid”,
“signature”, “addr”.

0 The request SHALL contain all parameters presettierincoming Code Resolution request message that
are relevant to the Code Resolution.

o If the incoming Code Resolution message is an MREBOLVE_ICI_REQUEST message (e.g., the CMP
is the Home CMP) and if the value of the “optowt™FALSE”, the request MAY contain additional user
personal data and location information if they arailable in the Home CMP.

* The CMP sends the MC-3-RESOLVE_ICI_REQUEST messaffee Remote CMP and waits for the response.

o If an error is detected in the received responelading the receipt of the MC-ERROR message, see
Section 10.2.2 for the error handling procedures.

o Otherwise, the CMP SHALL follow the procedures sfied in Section 8.2.2.5.1 to set the parameters fo
ICI tracking.

0 The CMP SHALL generate the MC-1-RESOLVE_ICI_RESP@NSBessage as specified in Table 16 if it
is the Home CMP, and send the message to the Mtb€rwaise, it SHALL generate the MC-3-
RESOLVE_ICI_RESPONSE as specified in Table 22 amdishe message to the requestor CMP.

8.2.25.4 Sending the MC-2-ROUTE_ICI_REQUEST and Pr ocessing the Response

This section describes the procedures followed 6ii® to send the MC-2-ROUTE_ICI_REQUEST messagathiCR
and process the response from that MCR.

e The CMP sends the MC-2-ROUTE_ICI_REQUEST messagpedfied in Section 10.4.1.1 to the MCR and waits
for the response.

o If an error is detected in the received responsldting the receipt of the MC-ERROR message, see
Section 10.2.2 for the error handling procedures.

o0 Otherwise, the CMP SHALL use the returned “addg’¢pecified in Table 20) to identify the Remote
CMP to receive the Code Resolution request andviolhe procedures in Section 8.2.2.5.3.

8.2.3 MC Service Policy Management

Mobile Code (MC) Service Policy provides a set ofigy conditions that convey any service level doaiats that are placed
on Mobile Code Resolution. For each Indirect Calde,Resolving CMP specifies the action associaiéidthe ICI to
convey either content, or an URI to access sexti@ontent, in coordination with the Mobile CodebRsher. To meet the
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business requirements of the Mobile Code PubligherResolving CMP MAY specify optional MC Servieelicy
conditions that must be satisfied prior to resolutbf the ICI.

8.2.3.1 MC Service Policy Specification

MC Service Policy conditions are optionally suppdrfor each ICI, or a range of ICls; if supportie following
procedures apply:

1. Code Resolution request validity period of the li€specified, SHALL comprise of a “START DATE -TIE and
an “END DATE-TIME”" in according with 1ISO 8601 [IS®81] format, as follows:

ICI START DATE-TIME is:  YYYY-MM-DDThh:mm:ss
IClI END DATE-TIME is: YYYY-MM-DDThh:mm:ss
Note: “T” is a separator; it appears literally iretstring, to indicate the beginning of the timensént.

2. Code Resolution request geographic area origihefCl, if specified, SHALL comprise of either orge,both, of
the following geographic location identificatiorfénmation:

a) MNO network identifier (either ‘home’, ‘roamedl tor both), if available, of the mobile devicebsariber.
b) LOC Data, if available, of the mobile subscribdewrice at the time the Indirect Code is scanned.

Due to variations of the syntax used to repredentibove geographic location identification infotioa by the
MCC, mobile device and network, the Resolving Cid@xpected to recognise a wider range of syntased in
the location information included in the MC-1-RESZH. ICI_REQUEST message or MC-3-
RESOLVE_ICI_REQUEST message (as applicable) whempening with the syntax used for the location
information policy conditions specified and stofedan ICI or range of ICIs. Such details are iempéntation
specific and not specified further in the MC TS.

8.2.3.2 MC Service Policy Enforcement

When MC Service Policy has been specified for dn@@de Resolution SHALL only be completed by tres8&ving CMP
if all applicable MC Service Policy conditions aatisfied.

The following MC Service Policy enforcement actisriaken for each ICI, or a range of ICIs, by tres&ving CMP:

1. If Code Resolution request validity period poli@ndition has been specified for the ICI, or a raofECIs, the
Resolving CMP verifies the arrival time of the MERESOLVE_ICI_REQUEST message or MC-3-
RESOLVE_ICI_REQUEST message (as applicable).

a. If the arrival time as above falls within the rargfe¢he validity period policy conditions as spéifin
Section 8.2.3.1 (1) stored for the ICI, or rangéQi§, then Code Resolution SHALL be completed el
information retrieved.

b. If the arrival time as above falls outside of thage the validity period policy conditions as sfiediin
Section 8.2.3.1 (1) stored for the ICI, or rangdQi§, then Code Resolution SHALL NOT be completed
and an appropriate MC-ERROR message as specifiedble 13 SHALL be returned.

2. If Code Resolution request geographic area origiity condition has been specified for the IClaatange of ICls,
the Resolving CMP verifies the geographic locat@emtification information included in the MC-1-
RESOLVE_ICI_REQUEST message or MC-3-RESOLVE_ICI_RHEZIT message (as applicable), if available.

a. If the geographic location identification infornati received as above falls within the range of gaolgic
area origin policy conditions as specified in Smet.2.3.1 (2) stored for the ICI, or range of |Ghen
Code Resolution SHALL be completed and the inforomatetrieved.

b. If the geographic location identification informati received as above falls outside of the range of
geographic area origin policy conditions as spedifn Section 8.2.3.1 (2) stored for the ICI, arga of
ICls, then Code Resolution SHALL NOT be completad an appropriate MC-ERROR message as
specified in Table 13 SHALL be returned.
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c. If no geographic location identification informati@s above is received, this constitutes an inoetete
condition. Under such a case, it is subject tollpoicy agreement between the Resolving CMP aed th
Code Publisher whether Code Resolution is to bepteted, or not.

8.3 Code Transfer Procedures

Code Transfer allows an MCP to change from one IRegpCMP to another for the ICI or ICI blocks agsed to it.

Code Transfer is only applicable to Indirect Codeduse it involves changing the Resolving CMPHerIClI or ICI block
allocated to an MCP. The reasons for an MCP twsfea its ICI or ICI block may be because the neagdlving CMP offers
better quality of service, cheaper price and/orerfeatures in resolving the ICI or ICI block.

Support of Code Transfer is optional so each conityofinterest decides if to support Code Transiféhin the
community of interest or not. Code Transfer carsbpported by involving an MCR or without an MGRy(, by multi-
lateral agreement) so each community of interesbsés if to involve an MCR in managing Code Trani§fié decides to
support Code Transfer.

This section describes how Code Transfer is acdshed by involving an MCR in managing the Code $fanby using the
REST APIs described in Sections 10.7.1, 10.7.8.1Gnd 10.8.2. Using multi-lateral agreememan-REST APIs to
support Code Transfer or supporting inter-MCR Codinsfer is outside the scope of this document. eikample, an email
can be used to inform the old Resolving CMP abloetsticcessful completion of the Code Transfer austd using the
REST APIs.

NOTE: The procedures in this section assume Heainvolved CMPs (or the Split-CMP-Parents) arbusiness.

8.3.1 Overview of Code Transfer Procedures

An MCP who wants to change to a new Resolving CivH? dets an approval token from the current (&dyolving CMP.
The old Resolving CMP reports the to-be-transfeaaCl or ICI block and the associated tokenh® MCR. The MCP
then approaches the new Resolving CMP about Caaester and provides its assigned ICI or ICI bldbk, token and how
the ICls are to be resolved. The new Resolving G submits a Code Transfer request to the MERr a new or an old
Resolving Split-CMP-Child, its Split-CMP-Parentiisthe path to handle the messages exchanged bethe&esolving
Split-CMP-Child and MCR.

When the MCR receives the Code Transfer indicétiom the old Resolving CMP (or Split-CMP-Parent wéapplicable)
for an ICI or ICI block, it stores the token anthet information (e.g., timestamp) associated withtb-be-transferred ICI or
ICI block. When the MCR receives the Code Transfguest from the new Resolving CMP (or Split-CH&-ent where
applicable), it compares the token received inrdggiest against the stored token. If the tokeatsimthe Code Transfer is
successful and the MCR updates the database sthéhaetwork address of the new Resolving CMP (iit-EMP-Parent
where applicable) becomes effective for the tramsfelCl or ICI block. The MCR responds to thguest to confirm the
Code Transfer with the new Resolving CMP (or SphP-Parent where applicable), and notifies theRédolving CMP (or
Split-CMP-Parent where applicable) about the sigfaésompletion of the Code Transfer. The Codansfer fails if the
tokens do not match, or if the old Resolving CMPSplit-CMP-Parent) has not provided the tokentli@rto-be-transferred
ICI or ICI block to the MCR when the MCR receivbg tCode Transfer request from the new Resolving QdiBplit-
CMP-Parent).

When both the old Resolving Split-CMP-Child and reasolving Split-CMP-Child are served by the sapi&-£MP-
Parent, the Split-CMP-Parent may not need to re¢perCode Transfer to the MCR if the policies witlts community of
interest allow that. The Split-CMP-Parent is m@sgble for notifying the old Resolving Split-CMFxili about the
successful completion of the Code Transfer.
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8.3.2  Specific Code Transfer Procedures

8.3.2.1 Procedures at Old Resolving CMP

8.3.2.1.1 Code Transfer request procedures

After assigning and storing a token to an MCP thgtiested to transfer its assigned ICI or ICI blockhen redoing the
procedures due to a prior failure to complete tbdeCTransfer request procedures, the old Reso@MB performs the
following procedures:

1. Inthe case of the old Resolving CMP, it generdiedMC-5-CODE_TRANSFER_REQUEST message as specified
in section 10.7.1.1, sends the message to the MidRvaits for the response. In the case of thérelsblving Split-
CMP-Child, it generates the MC-6-CODE_TRANSFER_ REEZIT message as specified in section 10.8.1.1ssend
the message to the Split-CMP-Parent and waitdfrésponse.

a. If an error is detected in the received responelading the receipt of the MC-ERROR message, see
section 10.2.3 for the error handling procedures.

b. Otherwise, process the received MC-5-CODE_TRANSHERSPONSE message in the case of the old
Resolving CMP or MC-6-CODE_TRANSFER_RESPONSE messaghe case of the old Resolving
Split-CMP-Child. The old Resolving CMP SHALL maftonfirmation pending” for the to-be-transferred
out ICI or ICI block.

8.3.2.1.2 Code Transfer confirmation procedures

When receiving the MC-5-TRANSFER_CONFIRMATION_REQSE message from the MCR in the case of the old
Resolving CMP or the MC-6-TRANSFER_CONFIRMATION_RBEST message from the old Split-CMP-Parent in the
case of the old Resolving Split-CMP-Child, the Blésolving CMP performs the following procedures:

1. If an error is detected while processing the rezgirequest, see section 10.2.1 and 10.2.3 fortheteandling
procedures.

2. Otherwise, the old Resolving CMP SHALL mark “tragsbut confirmed” for the transferred-out ICI od liock or
remove information related to the transferred-@itdr ICI block.

3. In the case of the old Resolving CMP, it SHALL geaie the MC-5-TRANSFER_CONFIRMATION_RESPONSE
message as specified in section 10.7.2.2 and kendéssage to the MCR. In the case of the oldliRerg®Split-
CMP-Child, it SHALL generate the MC-6- TRANSFER_CBIRMATION_RESPONSE message as specified in
section 10.8.2.2 and send the message to the btdC3fP-Parent.

8.3.2.2 Procedures at Old Split-CMP-Parent

8.3.2.2.1 Code Transfer request procedures

When receiving the MC-6-CODE_TRANSFER_REQUEST mgsdeom the old Resolving Split-CMP-Child, the @glit-
CMP-Parent performs the following procedures:

1. If an error is detected while processing the rezgirequest, see sections 10.2.1 and 10.2.3 fartbehandling
procedures.

3. Otherwise, the old Split-CMP-Parent SHALL store tbleen or replace the stored token with the vatughé
“token” received from the request for the ICI oi iock indicated in the received “ici” or “icibk”.

4. The old Split-CMP-Parent SHALL generate the MC-BIBE_ TRANSFER_REQUEST message as specified in
section 10.7.1.1, send the message to the MCR aitdor the response.
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a. If an error is detected in the received responelading the receipt of the MC-ERROR message, see
section 10.2.3 for the error handling procedures.

b. Otherwise, process the received MC-5-CODE_TRANSHBERSPONSE message. The old Split-CMP-
Parent performs the following steps:

i. SHALL mark “pending confirmation” for the to-be-trsferred-out ICI or ICI block.

ii. Generate the MC-6-CODE_TRANSFER_RESPONSE messagmea#ied in section 10.8.1.2
and send the message to the old Resolving Split-CHKiilR.

8.3.2.2.2 Code Transfer confirmation procedures whe  n receiving the MC-5-
TRANSFER_CONFIRMATION_ REQUEST message from the MCR

When receiving the MC-5-TRANSFER_CONFIRMATION_REQSE message from the MCR, the old Split-CMP-Parent
performs the following procedures:

1. If an error is detected while processing the rezgirequest, see sections 10.2.1 and 10.2.3 fartbehandling
procedures.

2. Otherwise, the old Split-CMP-Parent performs tHofing steps:
a. SHALL mark “transfer out confirmed, pending notdten” for the transferred-out ICI or ICI block.

b. Execute the Code Transfer confirmation procedureeiction 8.3.2.2.3 to notify the old ResolvingiSpl
CMP-Child about the successful completion of thel€dransfer of an ICI or ICI block.

8.3.2.2.3 Code Transfer confirmation procedures ini  tiated by the old Resolving Split-CMP-
Parent

When invoked upon the successful completion of@bde Transfer of an ICI or ICI block or redoing fivecedures due to a
prior failure to complete the Code Transfer conéition procedures, the old Split-CMP-Parent perfotimesfollowing
procedures:

1. The old Split-CMP-Parent generates the MC-6-TRANBFEONFIRMATION_REQUEST message as specified
in Section 10.8.2.1, sends the message to theeddIRng Split-CMP-Child and waits for the respanse

a. If an error is detected in the received responelading the receipt of the MC-ERROR message, see
Section 10.2.3 for the error handling procedures.

b. Otherwise, process the received MC-6-TRANSFER_CIRMATION_RESPONSE message. The old
Split-CMP-Parent SHALL mark “transferred out” fdret transferred-out ICI or ICI block, or remove
information related to the transferred-out ICI Gt block.

Note: This process is not necessary if any otharweb service means (e.g. email notification) isdus

8.3.2.3 Procedures at MCR

8.3.2.3.1 Code Transfer request procedures

When receiving the MC-5-CODE_TRANSFER_REQUEST mgsdeom the old or new Resolving CMP (or Split-CMP-
Parent where applicable), the MCR performs thefalhg procedures:

1. If an error is detected while processing the rezgtirequest, see Sections 10.2.1 and 10.2.3 fartbehandling
procedures.

2. Otherwise, check if the request contains the “addr’

a. If “addr” is not present indicating that the requesmes from the old Resolving CMP:
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i. If the requestor CMP (or Split-CMP-Parent whereli@aple) is not the old Resolving CMP (or
Split-CMP-Parent where applicable), the MCR SHAIlgt the “status” to
“MC_UNAUTHORISED” and send the MC-ERROR messagthtorequestor CMP as specified
in Section 10.2.3.

ii. Otherwise, the MCR performs the following steps:

1) SHALL store the token or replace the stored tokerite to-be-transferred ICI or ICI
block indicated by the “ici” or “icibk”.

2) Generate the MC-5-CODE_TRANSFER_RESPONSE messaggea#ied in Section
10.7.1.2 and send the message to the requestor CMP.

b. If “addr” is present indicating that the requestnes from the new Resolving CMP (or the Split-CMP-
Parent where applicable):

i. If there is not a stored token associated with®@ieor ICI block indicated in the “ici” or “icibk”,
or the received token does not match the storeshtacke MCR SHALL set the “status” to
“MC_CT_TOKEN_MISMATCH” and send the MC-ERROR messdg the requestor CMP as
specified in Section 10.2.3.

ii. Otherwise, the MCR performs the following procedure

a. The MCR SHALL update the network address associattidthe ICI or ICI block
indicated in the “ici” or “icibk” with that in theeceived “addr”.

b. The MCR SHALL remove the stored token for the tfaned ICI or ICI block.

c. The MCR SHALL generate the MC-5-CODE_TRANSFER_RESIBE message as
specified in Section 10.7.1.2 and send the medsathe requestor CMP.

d. If the old Split-CMP-Parent and new Split-CMP-Pdrerolved in the Code Transfer are
the same, the MCR SHALL mark “transfer completed"rmrmal” or remove any flag
for the transferred ICI or ICI block.

e. Otherwise, the MCR SHALL mark “transferred, pendirification” for the transferred
ICI or ICI block.

f.  The MCR SHALL execute the Code Transfer confirmratioocedures described in
Section 8.3.2.3.2.

Note: This step is not necessary if any other neb-gervice means (e.g. email
notification) is used.

8.3.2.3.2 Code Transfer confirmation procedures

When invoked upon the successful completion of@bde Transfer of an ICI or ICI block or redoing fivecedures due to a
prior failure to complete the Code Transfer confitibn procedures, the MCR performs the followinggadures:

1. The MCR generates the MC-5-TRANSFER_CONFIRMATION QREEST message as specified in Section
10.7.2.1, sends the message to the old Resolving @¥Split-CMP-Parent where applicable) and wiaitgshe
response.

a. If an error is detected in the received responelading the receipt of the MC-ERROR message, see
Section 10.2.3 for the error handling procedures.

b. Otherwise, process the received MC-5-TRANSFER_C@WATION_RESPONSE message. The MCR
SHALL mark “transferred and confirmed” or “normait remove any flag for the transferred ICI or ICI
block.
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8.3.2.4 Procedures at New Resolving CMP
8.3.24.1 Code Transfer request procedures
When requested by an MCP to transfer-in an ICGbblock, the new Resolving CMP performs the foliogvprocedures:

1. Inthe case of the new Resolving CMP, it genertiteMC-5-CODE_TRANSFER_REQUEST message as
specified in Section 10.7.1.1, sends the messatethlCR and waits for the response. In the casiegeonew
Resolving Split-CMP-Child, it generates the MC-601) TRANSFER_ REQUEST message as specified in
Section 10.8.1.1, sends the message to the SpIR-E&tent and waits for the response.

a. If an erroris detected in the received responsladtiing the receipt of the MC-ERROR message, see
Section 10.2.3 for the error handling procedures.

b. Otherwise, process the received MC-5-CODE_TRANSHERSPONSE message in the case of the new
Resolving CMP or MC-6-CODE_TRANSFER_RESPONSE mesgaghe case of the new Resolving
Split-CMP-Child. The new Resolving CMP SHALL upddhe database with the transferred-in ICl or ICI
block and information on the MCP and how to resaheICI or ICI block.

8.3.2.5 Procedures at New Split-CMP-Parent
8.3.2.5.1 Code Transfer request procedures

When receiving the MC-6-CODE_TRANSFER_REQUEST mgsgeom the new Resolving Split-CMP-Child, the new
Split-CMP-Parent performs the following procedures:

1. If an erroris detected while processing the rezirequest, see Sections 10.2.1 and 10.2.3 fartbehandling
procedures.

2. Otherwise, if the new Split-CMP-Parent is alsodlte Split-CMP-Parent for the to-be-transferred ¢CICI block:

a. |If this Split-CMP-Parent did not receive the toKemm the old Resolving Split-CMP-Child, or the rees
token does not match with the stored token, the &plit-CMP-Parent SHALL set the “status” to
“MC_CT_TOKEN_MISMATCH" and send the MC-ERROR messdg the new Resolving Split-CMP-
Child as specified in Section 10.2.3.

b. If the value in the “token” received from the regumatches with the stored token:

i. The new Split-CMP-Parent SHALL update the databasthe transferred in ICI or ICI block
with the identification of the new Resolving SpgliMP-Child.

ii. The new Split-CMP-Parent SHALL generate the MC-6BED TRANSFER_RESPONSE
message as specified in Section 10.8.1.2 and senudéssage to the new Resolving Split-CMP-
Child .

iii. The new Split-CMP-Parent SHALL mark “transferrednding notification” for the transferred
ICI or ICI block.

iv. The new Split-CMP-Parent invokes the Code Transfefirmation procedures in Section
8.3.2.2.3 to inform the old Resolving Split-CMP-Ehabout the successful completion of the
Code Transfer in a separate session.

Note: In this case, since the new Split-CMP-Pai®atso the old Split-CMP-Parent, it invokes the
procedures in Section 8.3.2.2.3 as the old SplitteRéarent.

v. If the new Split-CMP-Parent needs not inform the R1&bout the intra-Split-CMP-Parent Code
Transfer, it SHALL remove the stored token for ttensferred ICI or ICI block.

vi. If the new Split-CMP-Parent needs to inform the M&#ut the intra-Split-CMP-Parent Code
Transfer:

1) The new Split-CMP-Parent SHALL store the valuehie ttoken” received from the
request for the ICI or ICI block indicated in thei* or “icibk”.
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2) The new Split-CMP-Parent SHALL mark “pending regortMCR” for the transferred
ICI or ICI block.

3) The new Split-CMP-Parent generates the MC-5-CODEANBFER_REQUEST
message as specified in Section 10.7.1.1, sendaekgage to the MCR and waits for the
response.

a. If an error is detected in the received responesleding the receipt of the MC-
ERROR message, see Section 10.2.3 for the erraitihgmprocedures

b. Otherwise, process the received MC-5-CODE_TRANSHERSPONSE
message. The new Split-CMP-Parent SHALL removépkading report to
MCR” flag and remove the stored token for the tfarmed ICI or ICI block.

3. Otherwise, the new Split-CMP-Parent SHALL storeh&ie in the “token” and the ICI or ICI block irdited in
the “ici” or “icibk” in the received request.

4. The new Split-CMP-Parent generates the MC-5-CODEANBFER_REQUEST message as specified in Section
10.7.1.1, send the message to the MCR and waihéresponse.

a. If an error is detected in the received responelading the receipt of the MC-ERROR message, see
Section 10.2.3 for the error handling procedures

b. Otherwise, process the received MC-5-CODE_TRANSHERSPONSE message. The new Split-CMP-
Parent performs the following steps:

i. SHALL update the database with the transferredzinok ICI block and the identification of the
new Resolving Split-CMP-Child.

ii. Generate the MC-6-CODE_TRANSFER_RESPONSE messagmea#fied in Section 10.8.1.2
and send the message to the new Resolving Split-Ch[.

8.4 Tracking and Reporting Procedures
This section describes the procedures for tracaimjreporting chargeable events related to IndCece usage.

8.4.1 Overview of Tracking and Reporting Procedures

This section describes the procedures requiredti ind report chargeable events. Support ofitrgand reporting
chargeable events is optional. Further details easage formats can be found in Sections 10.6.0.6,112, 10.8.3.1 and
10.8.3.2.

During Code Resolution, CMPs involved in the reiolu path that are interested in receiving trackarmd reporting
information can add their designated tracking askls(es) to the resolution response. More spdbifidathe Home CMP
can resolve the ICI, it sets the “trackingaddrepatameter in the MC-1-RESOLVE_ICI_RESPONSE mesdagés
designated tracking address(es) and sets the ligioklicator” to “true”. Otherwise, if the Home CMgannot resolve the
ICI, the Resolving CMP may set the “trackingaddtgsrameter in the MC-3-RESOLVE_ICI_RESPONSE messagbe
its designated tracking address(es). Any other Re@® Ps in the resolution path can then prepenid designated tracking
addresses to the received “trackingaddress” pamnietthe MC-3-RESOLVE_ICI_RESPONSE message toterdlae
subsequent MC-3-RESOLVE_ICI_RESPONSE message imeb@ution path. Finally, the Home CMP can prepéad
designated tracking address to the “trackingadts@meter received in the MC-3-RESOLVE_ICI_RESFESBENmessage
and set the “trackingaddress” parameter in the MRESBOLVE_ICI_RESPONSE message to the new “trackidgess”
and set the “trackingindicator” to “true”.

An MCC which supports tracking and reporting udes ‘trackingaddress” parameter(s) received in the MRESOLVE-

ICI_RESPONSE message to send an MC-4-TRACKING_REP@Rssage to the tracking server(s) as indicatethéy
“trackingaddress” parameter(s). If no “trackingaehd” parameter(s) are available in the MC-1-RESOLNE RESPONSE
message but the “trackingindicator” is set to “friee MCC sends an MC-4-TRACKING_REPORT messagiéaracking

address pre-provisioned by the Home CMP.
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After receiving the tracking information in the METRACKING_REPORT message, the tracking serveressgtated by
the Home CMP will send an MC-6-TRACKING_REPORT nagsto the subsequent CMP’s designated trackinvgisas
identified by the “trackingaddress” parameter, sabfo policy control and business agreements.rAéteeiving an MC-6-
TRACKING_REPORT message, each Remote CMP’s degdniaticking server sends an MC-6-TRACKING_REPORT
message to the subsequent CMPs’ designated traatloirgss(es) as identified by the “trackingaddressameter, subject to
policy control and business agreements.

8.4.2  Specific Tracking and Reporting Procedures

Actions specified in sub-sections 8.4.2.1 to 851dte applicable only when tracking and reportsgriplemented.

8.4.2.1 Procedures at MCC

In order to track chargeable events, the MCC SHAEQd the MC-4-TRACKING_REPORT message to the Hoii® C
over the MC-4 interface. This message is usedporteisage of the resolved content, applicationkimgause of the
resolved content, and device information (e.g. tioc.

The MC-4-TRACKING_REPORT message SHALL containeast the Indirect Code Identifier and an identifiethe
MCC. The detailed parameters of the MC-4-TRACKINE&HRORT message are described in Section 10.6.1sideArom
data collected at the MCC, the MCC may also insacking and reporting data as reported by/retdefvem other
applications on the device (e.g. user called a pimumber retrieved from a Mobile Code that wasestdan the device
address book). Such actions may be reported bgugkvays, including by having the MCC implementatiegister
application listeners. The means by which to gatiser action data from applications are considetgaf scope of this
specification.

If a “trackingaddressis present in the MC-1-RESOLVE_ICI_RESPONSE messagé from the Home CMP to the MCC,
the MCC SHALL send the MC-4-TRACKING_REPORT messtgthe indicated “trackingaddress” associated with
ICI.

If a “trackingaddress” is not present but theckingindicator is set to “true” in the MC-1-RESOLVE_ICI_RESPONSE
message sent from the Home CMP to the MCC, the I8BEBLL send the MC-4-TRACKING_REPORT message to the
default pre-provisioned Tracking Address by the l#ddMP (see Section 9.1.1).

84272 Procedures at Home CMP

This section describes the steps performed at tmeeHCMP in relation to tracking and reporting.

If the Home CMP supports tracking and reportin§HALL set the “trackingindicator” to “true” in thelC-1-
RESOLVE_ICI_RESPONSE. Otherwise, the “trackingiadiic” SHALL be set to “false”.

If the Home CMP is the Resolving CMP and is integdsn receiving tracking information from the MG@ the specified
ICI and does not want to use the pre-provisionacking address or no tracking address was pregoméd on the MCC,
the Home CMP SHALL include the “trackingaddresstgmeter in the MC-1-RESOLVE_ICI_RESPONSE messadesah
it to its designated tracking address(es).

Each “trackingaddress” fragment SHALL have thedaling format,
http://[[HOME_CMP_TRACKING_ADDRESS]

where, [HOME_CMP_TRACKING_ADDRESS] represents tfaeking address identifying the tracking servedesignated
by the Home CMP.
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When the Home CMP receives an MC-3-RESOLVE_ICI_RBRSBE and is interested in receiving tracking infation, it
prepends its designated tracking address(es) teteéved “trackingaddress” parameter in the MC-3-
RESOLVE_ICI_RESPONSE message. If the Home CMP tismerested in receiving tracking informationyges the
“trackingaddress” received in the MC-3-RESOLVE_IRESPONSE message to set the “trackingaddress” péeaim the
MC-1-RESOLVE_ICI_RESPONSE message.

If the “trackingaddress” parameter is not receiwethe MC-3-RESOLVE_ICI_RESPONSE message but the&lCMP is
interested in receiving tracking information foetspecified ICI, the Home CMP sets the “trackingadd” parameter in the
MC-1-RESOLVE_ICI_RESPONSE message to its designasetting address(es).

8.4.2.3 Procedures at Home CMP involving Tracking A  ddress(es)

Upon reception of the MC-4-TRACKING_REPORT messdhe tracking server as designated by the Home SMRLL
be able to remove and/or anonymise some data etenmete tracking report prior to distributing timformation to
subsequent entities, subject to service providécips.

If multiple CMPs were involved in Code Resolutiamdaare interested in receiving tracking informatite tracking server
as designated by the Home CMP SHALL send the MGRACTKING_REPORT message to the “trackingaddresséived

in the MC-3- RESOLVE_ICI_RESPONSE identifying théasequent entities in the reporting path. SendfripeoMC-6-
TRACKING_REPORT message by the tracking serveresfggdated by the Home CMP to the next entity astified by the
next tracking address fragment in the “trackingaddt is subject to Home CMP policy control and bass agreements. The
tracking server as designated by the Home CMP Méave this tracking address fragment if the HomePGiMes not

have business agreements with this entity.

8.4.2.4 Procedures at Remote CMP

When there are multiple CMPs involved in Code Ratsoh, the “trackingaddress” in the MC-3-
RESOLVE_ICI_RESPONSE SHALL represent a combinatibthe tracking address fragments provided by thrsequent
CMPs involved in content acquisition by way of Cdiesolution which are interested in tracking chabie events.

Each “trackingaddress” fragment SHALL have thedwafing format,
http://[REMOTE_CMPx_TRACKING_ADDRESS]

where, [REMOTE_CMPx_TRACKING_ADDRESS] represents ttacking address identifying the tracking seater
CMPXx.

Under certain circumstances (e.g. as mandated rhymmi?/ restrictions) the [REMOTE_CMPx_TRACKING_AMESS]
MAY be a commonly designated entity, such as, drab8 party entity in a given community.

An example of this format illustrating three CMRgadlved in Code Resolution and in tracking of cleatge events is shown
below:

http://www.cmpl.com/tracking?t2=http://www.cmp2.donetrics/2009?t3=http://www.cmp3.net/report

Legend: Home CMP Tracking Address URittp://www.cmpl.com/tracking
Next CMP Tracking Address URIhttp://www.cmp2.com/metrics/2009
Resolving CMP Tracking Address URhttp://www.cmp3.net/report

Under certain circumstances, some or all [ REMOTE RRMITRACKING_ADDRESS_URL] fragments MAY point to a
commonly designed neutraf party.
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If the Remote CMP is interested in receiving tragkinformation for the specified ICI and is not Resolving CMP, the
Remote CMP (or Split-CMP-Parent where applicablepBL prepend its designated tracking address(ef)do
“trackingaddress” parameter of the received MC-BREVE_ICI_RESPONSE message and use this valud these
“trackingaddress” of the outgoing MC-3-RESOLVE_IBRESPONSE message. If the Remote CMP is not intatést
receiving tracking information for the specified l&d is not the Resolving CMP, it SHALL set theattkingaddress”
parameter of the outgoing MC-3-RESOLVE_ICI_RESPOMSSsage to the “trackingaddress” value that wasived in
the MC-3-RESOLVE_ICI_RESPONSE message.

If the Remote CMP is interested in receiving tragkinformation for the specified ICI and is alse fResolving CMP, the
Remote CMP (or Split-CMP-Child where applicable)&H set the “trackingaddress” parameter in the MC-3
RESOLVE_ICI_RESPONSE to its designated trackingesk{es).

8.4.2.5 Procedures at Remote CMP involving Tracking  Address(es)

Upon reception of the MC-6-TRACKING_REPORT messdhe tracking server as designated by the RemotP Qivl
Split-CMP-Parent) SHALL be able to remove and/asrammise some data elements in the tracking repimt {o
distributing the information to subsequent entjteshject to service provider policies.

The tracking server as designated by the Remote @¥8plit-CMPs-Parent) SHALL use URL redirectiansend the MC-
6-TRACKING_REPORT message to the next entity inrdporting path. Sending of the MC-6-TRACKING_REPDR
message by the tracking server as designated Byettmote CMP to the next entity as identified byrile&t tracking address
fragment in the “trackingaddress” is subject toibess agreements. The tracking server as desighptibet Remote CMP
MAY remove this tracking address fragment if therieée CMP does not have business agreements watlehity.
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9. System Overview

9.1 MCC Installing, Provisioning and Updating

MCC installation, provisioning and updating (indlog re-installation) processes are expected tofokxisting procedures
implemented for application installation, provisiog and updating by service providers or device ufecturer (in case the
MCC is preloaded in the mobile device).

Examples of device application installation, prasigng and updating methods for the MCC includeftil®wing (not an
exhaustive list):

1. Implementation specific OTA method.

2. OMA Device Management Enabler methods.

3. Local data connection (e.g. via a flash card, Rlatt, data cable or docking station).
4. Other Web services supported by the provider oM.

All of the methods and procedures for device ailin installation, provisioning and updating amtiened above are not
unique to the MCC application and are implementasipecific; hence, no further details for suchspecified in the MC
Enabler TS.

9.1.1 MCC Configuration Parameters

Upon completion, or as part, of the MCC installatiprovisioning or updating, the MCC SHALL be canfied on the
mobile device in order to use the MC Enabler. 3ecific method used to configure the MCC is ous@ipe (see Section
9.1 above).

If the MCC supports resolution of Indirect Codéw following minimum parameters SHALL be configuiadhe MCC:

* Network Address (i.e. HTTP [RFC2616] URL) of therde CMP.

If the MCC supports resolution of Indirect Coddw following charging-related parameters MAY befigured in the
MCC:

» Tracking Address of the tracking server at the H@WP.

9.2 Handling of User Personal Data

The MCC SHALL support the ability for the user tater and store user personal data on an ‘Opt-isisb&ser personal
data can be entered and stored either in the MQBeaddome CMP. The following user personal data SHD be
supported at minimum:

a) Age

c) Gender

d) Postal Code/Zip Code

e) Household Income

9.2.1 MCC based solution

If user personal data or location information igitable and stored locally on the MCC, it SHALL pessible for the MCC
to insert available user personal data informagiod location information in the MC-1-RESOLVE_ICI_QBEST message
and MC-4-TRACKING_REPORT message.
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If user personal data or location information hasrbentered and stored in the MCC, the user SHAL&le to ‘Opt-in’ or
‘Opt-out’ for each (or all) MC-1-RESOLVE_ICI_REQUHSnessage and MC-4-TRACKING_REPORT message.

9.2.2 Home CMP based solution

If user personal data or location information igikable and stored locally on the Home CMP, it SHAie possible for the
Home CMP to insert available user personal datéoahatcation information in the MC-3-RESOLVE_ICI_REJEST
message and MC-6-TRACKING_REPORT message.

If user personal data or location information hasrbentered and stored in the Home CMP, the usAtSHe able to ‘Opt-
in’ or ‘Opt-out’ for each (or all) MC-3-RESOLVE_ICREQUEST message and MC-6-TRACKING_REPORT message.

9.3 Security

This on MC Security includes Authentication solagpas applicable.
The security requirements of the Mobile Codes Eeradile addressed by three separate sets of presedur
0 Between the MCC and its Home CMP, the network efgrttee MCC communicates with.

0 Between any two MC Enabler network elements (between two CMPs, or between a CMP and the MCR when
applicable).

0 On the Resolving CMP.

Disclaimer: The MC Enabler is intended to faciktaser access to web information via the barcdde MC application
layer makes no claims about fool-proof securithigher layer transactions (e.g. financial or otiméssion-critical
transactions). It is advisable that higher layansactions, such as, e-commerce applicationseimgit additional security
safeguards as appropriate.

9.3.1  Security between the MCC and its Home CMP

This section describes an optional solution that¥W used to authenticate the MCC to the Home GMdpported, the
following procedures SHALL apply:
1. Secure protocolH{TTPS between the MCC and Home CMP is used.

Note: Use of the ‘clientid’ to convey a unique itiéar of the MCC installation instance to the Ho@MP. The exact
mechanism for generating ‘clientid’ and procesgsifigame is out-of-scope of this specification. Example, UUID
version 5 using SHA-1 hash, or ‘Sub_ID’ assignedieyMNO may be used as the “clientid”.

2. Use ‘clientid’ in conjunction with another MNO bakattribute pertaining to the mobile user (e.g. BI3BN, or an
alias) to create an association for authenticatiegMCC as follows:

* In case of Wi-Fi or other non-MNO network connentis used during the first-time use of the MCC,
the MCC is requested to retry this scan by usinlyl&l© network.

9.3.2  Security between two MC Enabler network eleme  nts

To meet the security requirements as applicabb®tomunications between any two MC Enabler netwteknents (i.e.,
MC-2, MC-3, MC-5 and MC-6 interfaces) will adhecethe following:

1. Secure, dedicated & managed physical or logicakfart connections (i.e. ranging from Layer 1 TDM_ ayer 2/3
VPNSs) between the requestor and responder netiemkeats (i.e. CMPs or MCR) MAY be used.
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2. When insecure or shared transport connectionssae (&.g. public Internet connection) between dggestor and
responder network elements, the following securigasures apply:

a. All communications between requestor and respone&vork elements SHALL use HTTPS.

b. As part of the initial registration process, anikayid” and an “apikey” SHALL be generated and pdzd
by the responder network element (e.g. CMP, or M@¥Rre applicable) to the requestor network element
(e.g. CMP). The “apikey” is typically a shared mtdkey between two network elements for faster
symmetric cryptography.

c. The requestor network element SHALL calculatesdilgéal signature as follows:

i. SHALL concatenate the “tid”, “ici” values — makirtgunique for each request/response, thus safe
from spoofing.

ii. SHALL use the concatenated value to generate a H¥ash using the “apikey” provided by the
responder network element.

d. The requestor network element SHALL include theKapid” and the above signature as part of every
request to the responder network element.

e. The responder network element uses the “apikeyidetrieve the security information associated it
requestor network element (i.e., the stored “apikaegd SHALL validate the signature before procegdi
to execute the request.

f.  If authentication in step (e) fails, the respongetwork element SHALL not execute the request and
SHALL return an appropriate error status.

9.3.3 Security on the Resolving CMP

To ensure that the ICI in the Indirect Code isalt#red and is verifiable, the Resolving CMP mag adignature to an ICI
for integrity check or encrypt portion of the IChike allowing the Resolving CMP to retrieve thegimial ICI, when needed,
and verify the ICI integrity. This type of IClsahcontain security information is called “Secu@”lin this document.
When the Resolving CMP receives the Code Resoluéiquest that contains a Secure ICl, it retrieliesoriginal ICI, when
needed, verifies the ICI integrity and only resdilve original ICI when all checks are successful.

Since only the Resolving CMP is involved in chogsihe scheme to be used for an ICI and to creategps and verify the
Secure ICI, the MCC and other non-Resolving CMRsnat impacted by the scheme chosen by any RegoBifP that
decides to use Secure ICI.

Because a Secure ICl appears in the Indirect Codea&omplete ICI (e.g., a transferred ICI) or jporiof an ICI (e.g., non-
transferred ICI where Routing Prefix can be useddating) is used by the involved CMP(s) to rotite Code Resolution
request to the Resolving CMP, some guidelinesezemmended below for the CMPs that plan to sugpecure ICIs.

1. A secure ICI SHALL have the same Routing-Prefixdfias that of the original ICI (e.g., none of thatats in the
Routing-Prefix can be changed and the Routing ®refist be sent in clear).

2. The routing of a Secure ICI SHALL NOT be changedn portion of the Resolution-Identifier field thfe original
ICl is changed. This particular recommendatiory@plies to transferred ICls because non-trareflei€l can be
routed on the Routing Prefix of the ICI. A Secl@éfor an ICI in a transferred ICI block would et keep the
block level information unchanged so that this $edCl can be routed to its Resolving CMP. Foiratividual
ICI (e.g., not in any ICI block) that has been sfanred, none of the octets in the RI can be chdreyed only a
signature can be appended after the ICI for intyghieck.

The maximum length of any Secure ICI SHALL NOT ex@d&6 octets, the maximum length of the ICI field.

Any octet after the Routing-Prefix part of any SeclCl SHALL NOT contain the value “%x04", the 1QT-
Separator.

5. When a Secure ICI scheme is used, it SHOULD be faeall the non-transferred ICIs under a particiRauting
Prefix or for all the transferred I1CIs under thengalCl block. This would allow the Resolving CM&duickly
identify if the ICI in the received Code Resoluti@qguest is a Secure ICl and which Secure ICI setisrased for
that ICI.
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Two examples are described in Appendix J to shomw 8ecure ICls can be created, processed and vkebiiéts Resolving
CMP using the same Secure ICI scheme for two 1@s eifferent Routing Prefix lengths.
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10. Interface Definitions

10.1 General Interface Considerations

This section specifies the interfaces exposed éy#nious components of the MC Enabler as appkceblndirect Codes:

e All MC Enabler interfaces (i.e. MC-1 thru MC-6) ol the procedures below:
o Each MC interface SHALL expose a REST API [RES/EDb service.
0 REST APl is invoked using either an HTTP POST oHdm P GET connection request:

=  HTTP POST SHALL be used for MC-4-TRACKING _REPORTdaMC-6- TRACKING_
REPORT messages

= The URL used SHALL always point to one of the MCaBler network components: the CMP (or
Split-CMP-Parent or Split-CMP-Child where applicglobr the MCR.

= All string parameters containing special charaaberspaces SHALL be UTF-8 URL encoded.
Please refer thttp://www.w3schools.com/TAGS/ref_urlencode.dspmore information.

= The USER_AGENT text string in the HTTP header SHAid transmitted unchanged in the
requests.

0 There are cases of Code Resolution routing (eained HTTP sessions) whereby worst-case scenarios
might time out at the MCC application level (segApdix G). Under such conditions, timers at th&’AT
layer, MC application layer, or both affecting tM€C or CMP(s) will need to be considered. For examnp
Code Resolution response time-out conditions shbelget to a value long enough to accommodate lower
layer system propagation issues (e.g. data rateragd interfaces, mobility management and intéomal
roaming). Management of timers for this purposeoissidered out-of-scope from this specification.

0 Each REST API response follows the procedures helow
= |t SHALL be in the form of a XML 1.0 document dedired using the HTTP protocol.
= The encoding of all these XML documents SHALL beTRJ8”.
= The root element of all these XML documents SHAId “bnvelope”.

= Unless otherwise specified, the HTTP header inféionéSHALL contain the 200 OK HTTP
status code for all requests that were completed &the request was not successfully executed,
e.g., the ICI was not resolved by the CMP.

* The HTTP 204 NO CONTENT status code SHALL be usegtsponse to the MC-4-
TRACKING_REPORT and MC-6-TRACKING_REPORT messaded tvere
successfully received

» All other HTTP status codes are expected to beledrgy underlying web server
platform and are outside the scope of this spextifo.

o Each MC web service SHALL have a distinct URL floe request based on the type of web service.

= The MC Enabler components (i.e. MCC, CMP and MCRABL support the parsing of XML
1.0 documents.

10.2 Error Handling

This section describes error handling procedurethisMC Enabler. Error handling procedures commeoGode
Resolution, Code Transfer and tracking reportiregd®scribed in Section 10.2.1. The proceduresfgpecCode
Resolution are described in Section 10.2.2. Theeguures specific to Code Transfer are describ&tation 10.2.3.
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In case of an unsuccessful execution of the reqgdedC web service, the response SHALL contain ao-émor” element
as specified in Table 13.

A complete list of MC error status codes and desioms along with the mapping of the error statodes to specific MC
web services is available in Table 14.

Parameter Requirement | Occurrences| Type Description
tid Optional 0.1 String | The “tid” allows the respng entity and the requesting entit
to reconcile the transactions at a later dategéided. It is
optional on the MC-1 and MC-4 interface responsgsItALL
be present for all other interfaces.
status Mandatory 1 String The “status” specifiestilpe of failure in a brief but
descriptive textual form. The value of the MC gsatode is
structured as follows: MC_<text> - where <textaibrief
descriptive text string, e.g., MC_MISSING_PARAMS,
MC_INVALID_ICI, etc.
description Optional 0.1 String The “descriptigprovides a more detailed description of the
failure, providing a finer granularity of the err@tatus”.
Table 13: MC Error Response
Status Applies to Description
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MC_UNAUTHORISED X | X | X | X | X | X |X | X |X | Therequest couldot be
authenticated or some other security
violation occurred.
MC_SERVICE_UNAVAILBLE | X | X | X [ X |X | X |X [X [|X |Therequestd service is currently
unavailable (due to maintenance or
other server downtime or for old
unsupported requests).
MC_MISSING_PARAMS X | X | X | X | X | X | X | X | X | The request imissing required
parameters.
MC_INVALID_PARAMS X | X X | X | The request contairisvalid
parameters (e.g. both “ici” and
“icibk” are present in a request).
MC_INVALID_ICI X X | X [X [X |X |X |X |X [The specified ICI(or ICI block) is
unknown or invalid and cannot be
resolved.
MC_ INACTIVE_ICI X | X | X X X The specified ICI (pICl block) is
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inactive (blocked for inappropriate
content, part of an expired campaig
or transferred out).

MC_FRAUDULENT_ICI

The specified ICI failthe
authentication check and cannot be
used.

MC_ CANNOT_RESOLVE_ICI| X X

The specified I€annot be resolved
because of a network level failure o

because the ICI has been transferred.

MC_TOO_MANY_HOPS X

The specified ICI canta resolved
— resolution attempt stopped due to
too many hops

MC_ CT_TOKEN_MISMATCH X

The tokens in tl&ode Transfer
requests do not match.

MC_ CT_NOT_SUPPORTED X

Code Transfer is supported for
the specified ICI (or ICI Block).

MC_ CT_NOT_AVAILABLE X

Code Transfer isoh available at this
time for the specified ICI (or ICI
Block).

MC_ CT_NOT_REQUESTED X

X

Code Transfer hasbeen requeste
for the specified ICI (or ICI Block).

Table 14: Mapping between Status Codes and MC Intésice Messages

10.2.1 Common Error Handling Procedures

This section describes the general error handlinggrures that are referred to in Sections 8.2itfiv@®.4 and how to set the

“status” value in an outbound MC-ERROR messagehbyMC Enabler network components: the CMP (or SpilitP-
Parent or Split-CMP-Child where applicable) or WER.

An MC Enabler network component (the responder agtwomponent) performs the following when an ersadetected
while processing a received request but excludiegcase when an error is received for a sent reques

1. The responder network component SHALL set the Ustato

«  “MC_UNAUTHORISED?” if the requestor (e.g., MCC or &C Enabler network component) is not
authorised to access the responder network compois@amples include:

There is no business agreement between the reqaestosesponder network component.

The requestor fails the authentication when theitipand “signature” are present in the received
request but the “signature” value is invalid.

The requestor is required to include the “appidi &ignature” based on the interface agreement

but fails to include the two parameters in the ingak request.

e  “MC_MISSING_PARAMS” if any of the mandatory pararaet is missing.
e “MC_SERVICE_UNAVAILABLE” if there is a problem (e.goverload or database access problem) to

handle the request at any time during the requesegsing.

e “MC_INVALID_ICI” if the ICI in the received “ici” is known to be invalid.

*  “MC_INACTIVE_ICI" if the ICI in the received “ici”is known to be inactive currently (e.g., outside th
campaign period).

2. The responder network component SHALL generatdt@eERROR message as specified in Table 13 andretur
the message to the requestor.
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10.2.2 Code Resolution Specific Error Handling Proc  edures

This section describes the error handling procegitivat are specific to the Code Resolution proaadsare referred to in
Section 8.2 and how to set the “status” value imathound MC-ERROR message by the MC Enabler n&ta@mmponents:
the CMP (or Split-CMP-Parent or Split-CMP-Child waepplicable) or the MCR.

The responder network component performs the fatigwhen an error is detected while processingaived request but
excluding the case when an error is received f@rd request:

1. The responder network component sets the “stapys’ogriately when one of the errors below is detect

» Since several CMPs (or the Split-CMP-Parents wipgli@able) can be involved in routing the Code
Resolution request (see Appendix G) for a specif@dda loop could be formed when some involved
CMPs (or the Split-CMP-Parents when applicable)ehacorrect routing information for the specifiei |
All CMPs (or the Split-CMP-Parents when applicaldeg recommended to support some loop-prevention
mechanisms to detect looped routing. Applyingltop-prevention mechanisms is considered out-of-
scope from this specification.

If the responder network component supports logwgmtion and detects looped routing, it SHALL $et t
“status” to “MC_TOO_MANY_HOPS" if the requestorm®t an MCC, or to
“MC_CANNOT_RESOLVE_ICI” if the requestor is an MCQO.he responder network component SHALL
NOT forward the newly received Code Resolution esfju This action SHALL also be done for the
requestor associated with the previously receivede(Resolution request.

» Some CMPs (or Split-CMP-Children when applicabde)the Resolving CMPs, may support the Secure
ICI discussed in Section 9.3.3. The procedureedeive and identify a Secure ICI, regeneratd@heand
verify it with the original ICI are out-of-scopeoin this specification.

If the responder network component is the Resol@MP that supports Secure ICI and the “ici” in the
received Code Resolution request is a Secure EElf#lils the authentication check, it SHALL set the
“status” to “MC_ FRAUDULENT_ICI".

*  The responder network component SHALL set the tstato “MC_CANNOT_RESOLVE_ICI” if the
Code Resolution request cannot be completed fop#mr reason not specified in Sections 10.2.1 and
10.2.2 (e.g., no routing information) for the 1@Ithe received “ici”.

2. The responder network component SHALL generatéteERROR message as specified in Table 13 andretur
the message to the requestor.

The responder network component performs the fatlgwhen an error is received for a forwarded CRdsolution
request:

1. If the “tid” in the received positive response oCMERROR message does not match with the “tid” engént
request, the responder network component perfdmmfotlowing:

a. Record the tid mis-match related information.
b. If there is a received request:
i. SHALL set the “status” to “MC_CANNOT_RESOLVE_ICI".

ii. SHALL generate the MC-ERROR message as specifiddlite 13 and return the message to the
requestor.

2. Ifthe MC-ERROR message with the correct “tid”éseived, the responder network component perfones t
following:

a. Record the error related information.
b. If there is a received request:
i. SHALL set the “status” to
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= the same received error if the “status” in the i MC-ERROR message is
“MC_CANNOT_RESOLVE_ICI”, “MC_INVALID_ICI", “MC_INAC TIVE_ICI" or
“MC_FRAUDULENT_ICI".

= the same received error if the “status” in the nesm MC-ERROR message is
“MC_TOO_MANY_HOPS” and if the requestor is not arCK.

= “MC_CANNOT_RESOLVE_ICI" in all other cases.

ii. SHALL generate the MC-ERROR message as specifidalie 13 and return the message to the
requestor.

10.2.3 Code Transfer Specific Error Handling Proced  ures

This section describes the error handling procegitivat are specific to Code Transfer process amdederred to in Section
8.3 and how to set the “status” value in an outlloMIC-ERROR message by the MC Enabler network comapisn the
CMP (or Split-CMP-Parent or Split-CMP-Child whengpéicable) or the MCR.

An MC Enabler network component (the responder agtwomponent) performs the following when an ersatetected
while processing a received request but excludiegcase when an error is received for a sent reques

1. The responder network component SHALL set the Ustato
“MC_MISSING_PARAMS” if both the “ici” and “icibk” ae absent in the received request.
*  “MC_INVALID_PARAMS" if both the “ici” and “icibk” are present in the received request.

e  “MC_UNAUTHORISED?” if the requestor submits a Codeamsfer request to transfer out an ICI or ICI
block but is not authorized to do so (e.g., notRiesolving CMP for that ICI or ICI block).

* “MC_INVALID_ICI” if the ICI block in the received fcibk” is known to be invalid.

*  “MC_INACTIVE_ICI" if the ICI block in the receivedicibk” is known to be inactive currently (e.g.,
outside the campaign period).

«  “MC_CT_NOT_SUPPORTED?" if the responder network cament receives a Code Transfer request but
it does not support Code Transfer.

« “MC_CT_NOT_REQUESTED?” if the ICI in the “ici” or ICblock in the “icibk” in the received code
confirmation request is known but no Code Trank&er been requested for that ICI or ICI block.

 “MC_CT_TOKEN_MISMATCH?" if there is token mis-matgbroblem. Examples include:

- The token received in the Code Transfer request the new Resolving CMP does not match with
the token received from the old Resolving CMP.

- A Code Transfer request is received from the Resolving CMP but the old Resolving CMP has
not provided the token.

« “MC_CT_NOT_AVAILABLE" if the Code Transfer requestinnot be completed for any other reason not
specified in Section 10.2.1 and 10.2.3 for theiiCthe received “ici” or ICI block in the receivéitibk”.

2. The responder network component SHALL generatéfeERROR message as specified in Table 13 andretur
the message to the requestor.

The responder network component performs the fatigwhen an error is received for a sent request:

1. If the “tid” in the received positive response oCMERROR message does not match with the “tid” engént
request, the responder network component perfdmmfotlowing:

a. Record the tid mis-match related information.

b. If there is a received request:
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i. SHALL set the “status” to “MC_CT_NOT_AVAILABLE".

ii. SHALL generate the MC-ERROR message as specifiddlie 13 and return the message to the
requestor.

2. Ifthe MC-ERROR message with the correct “tid" éseived, the responder network component SHALLquarf
the following:

a. Record the error related information.
b. Ifthereis a received request:
i. SHALL set the “status” to

= the same error if the “status” in the received MBREODR message is
“MC_CT_NOT_AVAILABLE", “MC_INVALID_ICI", “MC_INACTI VE_ICI",
“MC_CT_NOT_SUPPORTED” or “MC_CT_TOKEN_MISMATCH".

= “MC_CT_NOT_AVAILABLE” in all other cases.

ii. SHALL generate the MC-ERROR message as specifidalite 13 and return the message to the
requestor.

10.3 MC-1 Interface

The MC-1 interface is used for the transfer oflagecritical information.
The MC-1 interface SHALL support the following REBPIs:

e MC-1-RESOLVE_ICI web service.

10.3.1 MC-1-RESOLVE_ICI Web Service
10.3.1.1 Resolve ICI Request

The MC-1-RESOLVE_ICI web service request is madspexified below:

e The URL in the request SHALL be the MC-1-RESOLVEI IREQUEST_URL that is currently configured in the
MCC.

* The parameters marked “Mandatory” in the table WeBHALL be present in the request while the othdrsy be
present in the request.

e The “cc” SHALL be present when the “post” is pretsen

Parameter Requirement | Occurrences Type Description
iCi Mandatory 1 String The “ici” contains the valud the ICI to be
resolved by the Home CMP
appid Mandatory 1 String The “appid” uniquely idées the MCC
software version as assigned by the MCC
vendor.
enablerver Mandatory 1 String The “enablerver” @adés the OMA MQ

Enabler version, as defined as part of the Segtion
8.1 - Data Format.

clientid Mandatory 1 String The “clientid” is uséat identifying an instanc$
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of the MCC installation on the specific device.
This parameter is generally used by the Home
CMP only. ‘clientid’ may be referred to as ‘user
id’ in some application development
environments.

btype

Optional

0.1

String

The “btype” identifieshet barcode type
(Symbology) of the barcode that was decoded by
the MCC. This may be “QR”, “DM”, “EZ",
“1D", etc.

optout

Mandatory

Boolean

The “optout” is set to:

i) “TRUE” when the user has opted out |to
include the user personal data and location
information in the Code Resolution request;
and

ii) “FALSE” when the user has opted in [to
include the user personal data and location
information in the Code Resolution request.

cc

Optional

0.1

String

The “cc” identifies the l#p2 country code
[ISO3166-1] that is associated with the “post”.

post

Optional

0.1

String

The “post” identifies thestal code or zip code.

age

Optional

0.1

String

The “age” provides the iafgrmation.

It SHALL contain a numeric value for an exadt
age (e.g., 35), two values separated by a dash
indicating a range (e.g., 22-55) or a free text
phrase (e.g., “young” or “retired”) in the
language associated with “cc” up to 20 octets
long.

income

Optional

0.1

String

The “income” providhae tiousehold income
information. A numeric value, when provided,
is tied to the currency associated with the “cc”
It SHALL contain a numeric value for an exact
income (e.g., 50,000), two values separated by a
dash indicating a range (e.g., 35,000-75,000),|a
value with “<” or “>" (e.g., <30,000 or
>100,000) or a free text phrase (e.g., “middle-
class” or “rich”) in the language associated with
“cc” up to 20 octets long.

gender

Optional

0.1

String

The “gender” providesnder information. It
can be “female” or “male”.

locationinfo

Optional

0.1

String

Provides the sérOC Data (e.g. latitude and
longitude) at the time the Mobile Code wgas
scanned.

networkidhome

Optional

0.1

String

The home MNOnitifeer of the user’s device.

networkidroam

Optional

0.1

String

The roamed-to ™Ndentifier from where the
Mobile Code was scanned.

Table 15: MC-1-RESOLVE_ICI_REQUEST Message
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10.3.1.2 MC-1 RESOLVE_ICI_RESPONSE Message Structur e

Parameter Requirement | Occurrences Type Description

codecontentset Mandatory 1 Complex The resolveteobas specified
in Section 10.3.1.2.1. This
parameter SHALL be present on
the successful resolution of the
“iCi"_

contentdescription Optional 0.1 String Free teedatibing the resolved
content for user consumption (e.g.
for displaying to the user).

trackingindicator Mandatory 1 Boolean Indicates thiee to track content
usage for accounting purposes.

trackingaddress Conditional 0..n URI URL specifymtpcation to

which to send tracking data. Hom
CMP SHALL have full control
over this parameter and is likely t
enforce that the tracking server ir
the Home CMP domain is the firs
entity to receive this data.

Present if “trackingindicator” is
true, is allowed by local policy an
any one of the following
conditions is true :

(1) There is no pre-
provisioned tracking
address on the MCC.

(2) Home CMP wants to
uitilise a different
tracking address from the
pre-provisioned tracking
address for this particula
ICI.

(3) “trackingaddress”is
present in the MC-3-
RESOLVE_ICI_RESPO

D

O

t

L

NSE.

10.3.1.21

Table 16: MC-1-RESOLVE_ICI_RESPONSE Message

Structure of the “codecontentset” and “c

odecontent” parameters

In the case of a successful execution of the MCEBBLVE_ICI web service, the response SHALL contain
“codecontentset” parameter as specified in Table 17
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Parameter Requirement Occurrences Type Description
codecontent Mandatory 1l.n Complex The resolvedertitems as
specified below in Table 18. One
or more “codecontent” parameters
SHALL be present.
Table 17: Structure of the “codecontentset” Paramedr
Parameter Requirement Occurrences Type Description
type Mandatory 1 String Specifies an open, docusteXML
schema type including those defined in t
XML namespace
"http://www.openmobilealliance.com/om
mc/1.0". Examples include a URL,
contact, telephone number, etc.
title Optional 0.1 String The title of the codelie displayed on the
MCC.
contentelement Mandatory 1.n Complex One or mavik ¥élements that constitut
the “codecontent”.

14

10.3.1.3

Table 18: Structure of the “codecontent” Parameter

Resolve ICI Failure

The MC-1-RESOLVE_ICI web service error is made @extfied below.

» The MC-ERROR message defined in Section 10.2 SHBé& keturned when a failure is detected.
* The “tid” SHALL NOT be present.

* One of the possible “status” errors below SHALLibeuded:
MC_UNAUTHORISED
MC_SERVICE_UNAVAILABLE
MC_MISSING_PARAMS

MC_INVALID_ICI
MC_INACTIVE_ICI

MC_CANNOT_RESOLVE_ICI
MC_FRAUDULENT _ICI

10.4 MC-2 Interface

The MC-2 interface is used for the transfer oflagecritical information.

The MC-2 interface SHALL support the following RE3PI:

« MC-2-ROUTE_ICI web service.
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10.4.1 MC-2-ROUTE_ICI Web Service

10.4.1.1

The MC-2-ROUTE_ICI web service request is madepasified below:

Route ICI Request

 The URL in the request SHALL be the MC-2-ROUTE_IREQUEST_URL that is currently configured in the
CMP (or the Split-CMP/Parent where applicable).

e The parameters marked “Mandatory” in the table WeBHALL be present in the request while the othdrsY be
present in the request.

Parameter

Requirement

Occurrences

Type

Description

tid

Mandatory

1

String

The “tid” allows the CMP (thre Split-CMP-
Parent where applicable) and MCR to

reconcile code routing transactions at a later

date, if needed.

ici

Mandatory

String

The “ici” contains the valagthe ICI to be
used by the MCR.

apikeyid

Optional

0.1

String

The “apikeyid” is alsley the MCR to retrieve
security information associated with the
requestor CMP (or Split-CMP-Parent where
applicable), i.e., the stored “apikey”, and
SHALL be present when using digital
signatures for authentication.

signature

Optional

0.1

String

When using digitghatures for
authentication, the “signature” field SHALL
be present and contain the signature calculd
by the requestor CMP (or Split-CMP-Parent
where applicable) as described in Section

ited

9.3.2.

10.4.1.2

The MC-2-ROUTE_ICI web service response is madspasified below.

Table 19: MC-2-ROUTE_ICI_REQUEST Message

Route ICI Response

« The parameters marked “Mandatory” in the table WeBHALL be present in the response while the otivksy
be present in the response.

e The “addr” SHALL be present when the MCR has thding information for the ICI or ICI block.

t
ing

Parameter Requirement Occurrences | Type Description
tid Mandatory 1 String The “tid” allows the CMP (tine Split-CMP-Paren
where applicable) and MCR to reconcile code rou
transactions at a later date, if needed.
addr Mandatory 1 String  The “addr” specifies thell iR a Remote or
Resolving CMP (or the Split-CMP-Parent where
applicable).

Table 20: MC-2-ROUTE_ICI_RESPONSE Message
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10.4.1.3

Route ICI Failure

The MC-2-ROUTE_ICI web service error is made asHigel below.

One of the possible “status” errors below SHALLib&uded:

MC_UNAUTHORISED
MC_SERVICE_UNAVAILABLE
MC_MISSING_PARAMS
MC_INVALID_ICI
MC_INACTIVE_ICI

10.5 MC-3 Interface

The MC-3 interface is used for the transfer ofrlaiecritical information.

The MC-3 interface SHALL support the following RESPIs:

MC-3-RESOLVE_ICI web service.

10.5.1 MC-3-RESOLVE_ICI Web Service

10.5.1.1

Resolve ICI Request

The MC-ERROR message defined in Section 10.2 SHBé& lceturned when a failure is detected.
The “tid” SHALL be present and SHALL be copied frahe “tid” in the request.

The MC-3-RESOLVE_ICI web service request is madspaxified below:

The URL in the request SHALL be the MC-3-RESOLVE! IREQUEST_URL that is provided by the Remote

CMP (or the Split-CMP-Parent where applicable) ikdb receive the request and currently configunetthe CMP
(or the Split-CMP-Parent where applicable).

present in the request:

The parameters marked “Mandatory” in the table WeBHALL be present in the request while the othdrsy be

me

Parameter Requirement | Occurrences Type Description

tid Mandatory 1 String The “tid” allows the commaating CMPs to
reconcile resolution transactions at a later déate,
needed.

ici Mandatory 1 String The “ici” contains the valug the ICI to be
resolved by the Home CMP

clientid Mandatory 1 String The “clientid” is uséar identifying an instance
of the MCC installation on the specific devige.
This parameter is generally used by the Hg
CMP only. ‘clientid’ may be referred to as ‘user
id in some application development
environments.

apikeyid Optional 0.1 String The “apikeyid” is alsby the responder CMP to
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retrieve security information associated with

he

requestor CMP (i.e., the stored “apikey”) and

SHALL be present when using digital signatu
for authentication.

[es

signature

Optional

0.1

String

When using digitgnatures for authentication,
the “signature” field SHALL be present and

contain the signature calculated by the requestor

CMP as described in Section 9.3.2.

cc

Optional

0.1

String

The “cc” identifies the la#p2 country code

[ISO3166-1] that is associated with the “post”.

post

Optional

0.1

String

The “post” identifies thestal code or zip code.

age

Optional

0.1

String

The “age” provides the iafl@mation.

It SHALL contain a numeric value for an exdct
age (e.g., 35), two values separated by a dash

indicating a range (e.g., 22-55) or a free t
phrase (e.g., “young” or “retired”) in the langual
associated with “cc” up to 20 octets long.

ext
ge

income

Optional

0.1

String

The “income” providese t household incom
information. A value, when provided, is tied
the currency associated with the “cc”. It SHAI
contain a numeric value for an exact income (e
50,000), two values separated by a dash indica
a range (e.g., 35,000-75,000), a value with “<’
“>" (e.g., <30,000 or >100,000) or a free te
phrase (e.g., “middle-class” or “rich”) in th

e
to
L
9.,
itin

or
Xt
e

language associated with “cc” up to 20 octets

long.

gender

Optional

0.1

String

The “gender” provideadgr setting in the MCQ.

It can be “female” or “male”.

addr

Optional

0.1

String

The “addr” specifies tHRL of the Resolving
CMP. It may be included in certain cases (€
where tandem Split-CMP-Parents and Cq
Transfer is involved).

.g.,
nde

locationinfo

Optional

0.1

String

Provides the UsdrOC Data (e.g. latitude an
longitude) at the time the Mobile Code w
scanned.

o

networkidhome

Optional

0.1

String

The home MNOniiifeer of the user’s device.

networkidroam

Optional

0.1

String

The roamed-to ®INdentifier from where the

Mobile Code was scanned.

Table 21: MC-3-RESOLVE_ICI_REQUEST Message

10.5.1.2 Resolve ICI Response

The MC-3-RESOLVE_ICI web service response is madgpecified below.

¢ The parameters marked “Mandatory” in the table WeBHALL be present in the response while the otivkfsr

be present in the response.
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Parameter Requirement

Occurrences

Type

Description

tid Mandatory 1

String

The “tid” allows the CMP (tre Split-CMP-Parent
where applicable) and MCR to reconcile cqde
routing transactions at a later date, if needed.

codecontentset Mandatory 1

Compl

ex The resolveteob@as specified in Section
10.3.1.2.1. This parameter SHALL be present on
successful resolution of the “ici”.

contentdescription Optional 0.1

String

Free teedatibing the resolved content for user
consumption (e.g. for displaying to the user).

trackingaddress Optional

URI

URL specifyinipeation to which to send tracking
data. Home CMP SHALL have full control over thjs
parameter and is likely to enforce that the tragkin
server in the Home CMP domain is the first entity
to receive this data.

Table 22: MC-3-RESOLVE_ICI_RESPONSE Message

10.5.1.3 Resolve ICI Failure

The MC-3-RESOLVE_ICI web service error is made@ectfied below.

» The MC-ERROR message defined in Section 10.2 SHBé& keturned when a failure is detected.
* The “tid” SHALL be present and SHALL be copied frahe request.

» One of the possible “status” errors below SHALLibeuded:

- MC_UNAUTHORISED
- MC_SERVICE_UNAVAILABLE
- MC_MISSING_PARAMS

- MC_INVALID_ICI

- MC_INACTIVE_ICI

- MC_CANNOT_RESOLVE_ICI
- MC_TOO_MANY_HOPS

- MC_FRAUDULENT _ICI

10.6 MC-4 Interface

The MC-4 interface is used for the transfer of tadancy-critical information.

The MC-4 interface SHALL support the following REBPIs:

MC-4_TRACKING_REPORT web service.
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10.6.1 MC-4-TRACKING_REPORT Web Service

10.6.1.1  Tracking Report
The MC-4-TRACKING_REPORT web service request is enad specified below:
* The URL in the request SHALL be one of:
0 The MC-4-TRACKING_URL that is currently configurénithe MCC
0 The MC-4-TRACKING_URL received from the Home CMPtire MC-1-RESOLVE_ICI_RESPONSE

* The parameters marked “Mandatory” in the table WeBHALL be present in the request while the othdrsy be
present in the request.

Parameter Requirement Occurrences | Type Description
iCi Mandatory 1 String The “ici” contains the vala&the ICI which was
previously sent to the Home CMP for resolution.
enablerver Mandatory 1 String The “enablerver” dadés the OMA MC Enabler
version as defined as part of the Section 8.1 aDat
Format.
clientid Mandatory 1 String The “clientid” is uséat identifying an instance of the

MCC installation on the specific device. This paehen
is generally used by the Home CMP only. “clientid”
may be referred to as “user id” in some application
development environments.

trackingaddress| Optional 0.1 String The addreskenfracking servers associated with the
CMPs (or Split-CMP-Children or Split-CMP-Parents
where applicable) involved in the resolution ofthi

ICI

usagestatistics Optional 0..n Complex  Usage inftionas detailed in Section 10.6.1.1.1. At
least one of either the “usagestatistics” or “usaget”
parameter SHALL be present.

optout Mandatory 1 Boolean| The “optout” is set to:

i) “TRUE” when the user has opted out [to
include the user personal data and location
information in the Code Resolution request;
and

i) “FALSE” when the user has opted in to
include the user personal data and location
information in the Code Resolution request.

cc Optional 0.1 String The “cc” identifies the la#p2 country code [ISO3166
1] that is associated with the “post”.

post Optional 0.1 String The “post” identifies thastal code or zip code.

age Optional 0.1 String The “age” provides the iag@rmation.

It SHALL contain a numeric value for an exact dge
(e.g., 35), two values separated by a dash indigati
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range (e.g., 22-55) or a free text phrase (e.qurig”
or “retired”) in the language associated with “cgd to
20 octets long.
income Optional 0.1 String The “income” provideshet household incomg
information. A value, when provided, is tied toeth
currency associated with the “cc”. It SHALL cointa
numeric value for an exact income (e.g., 50,000}
values separated by a dash indicating a range, (e.g.
35,000-75,000), a value with “<” or “>" (e.g., <800
or >100,000) or a free text phrase (e.g., “middéss’
or “rich”) in the language associated with “cc” tgp20
octets long.
gender Optional 0.1 String The “gender” providesmder setting in the MCC. |t
can be “female” or “male”.
contenttype Optional 0.1 String Identifies theetyyf resolved content associated with
this “ici”.
usagecount Optional 0..1 Integer Provides the numbtmes the resolved content has
been accessed. At least one of either the
“usagestatistics” or “usagecount” parameter SHAEL |b
present.
networkidhome | Optional 0.1 String The home MNOnitifeer of the user’s device.
networkidroam | Optional 0..1 String The roamed-to ®Mentifier from where the Mobile
Code was scanned.
Table 23: MC-4-TRACKING_REPORT Message
10.6.1.1.1 Structure of the “usagestatistics” param eter
Parameter Requirement | Occurrences Type Description
appname Optional 0.1 String The application nafitbeinvoked
application.
action Optional 0.1 String The action as perforragdhe invoked
application (e.g. store, bookmark, display).
timestamp Optional 0.1 dateTime Date and timehithvthe resolved content
was accessed.
locationinfo Optional 0.1 String Provides the is&OC Data (e.qg. latitude
and longitude) at the time the resolved
content was accessed.
Table 24: Structure of the "usagestatistics" Paramter
10.6.1.2  Tracking Report Failure

The MC-4-TRACKING_REPORT web service error is madespecified below.

+ The MC-ERROR message defined in Section 10.2 SHBé& keturned when a failure is detected.
* The “tid” SHALL NOT be present.

* One of the possible “status” errors below SHALLibheuded:
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MC_UNAUTHORISED

MC_SERVICE_UNAVAILABLE

MC_MISSING_PARAMS

MC_INVALID_ICI

10.7 MC-5 Interface

The MC-5 interface is used for the transfer of tadancy-critical information.

The MC-5 interface SHALL support the following RESPIs:

* MC-5-CODE_TRANSFER web service.
* MC-5-TRANSFER_CONFIRMATION web service.

10.7.1 MC-5-CODE_TRANSFER Web Service

10.7.1.1  Code Transfer Request

This request is used by the old CMP (or the SplitFGParent when applicable) to indicate to the M@Rpiermission for

transferring an ICI or ICI block, or by the new CNigt the Split-CMP-Parent when applicable) to requke transfer of an

ICI or ICI block.

The MC-5-CODE_TRANSFER web service request wilhimde as specified below:

e The URL in the request SHALL be the MC-5-CODE_TRAMEIR REQUEST_URL that is currently configured in
the CMP (or the Split-CMP-Parent when applicable).

» The parameters marked “Mandatory” in the table WeBHALL be present in the request while the othdrsy be
present in the request.

» Either “ici” or “icibk” but not both SHALL be pres# in the request.

e The “addr” SHALL be present in the request thatsent by the new CMP (or the Split-CMP-Parent when
applicable) and SHALL NOT be present in the requiest is sent by the old CMP (or the Split-CMP-Pénghen
applicable).

Parameter

Requirement

Occurrences

Type

Description

tid

Mandatory

1

String

The “tid” allows the CMP (ibre Split-CMP-

Parent when applicable) and MCR to recongi

Code Transfer transactions at a later date, if
needed.

ici

Conditional

0.1

String

The “ici” contains tlvalue of the ICI to be
transferred.

icibk

Conditional

0.1

String

The “icibk” contairnise block of ICls to be
transferred.

token

Mandatory

String

The “token” contains aueadssigned by the
old CMP (or Split-CMP-child when
applicable) for the to-be-transferred ICI or I(
block.

apikeyid

Optional

0.1

String

The “apikeyid” is asly the MCR to retrieve
security information associated with the
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requestor CMP (or Split-CMP-Parent when
applicable), i.e., the stored “apikey”, and
SHALL be present when using digital
signatures for authentication.

signature

Optional

0.1

String

When using digitghatures for
authentication, the “signature” field SHALL
be present and contain the signature calculg
by the requestor CMP (or Split-CMP-Parent
when applicable) as described in Section 9.

ited

3.2

addr

Optional

0.1

String

The “addr” specifies HRL of the Resolving

CMP.

Table 25: MC-5-CODE_TRANSFER_REQUEST Message

10.7.1.2  Code Transfer Response

The MC-5-CODE_TRANSFER web service response is naadspecified below.

e The parameters marked “Mandatory” in the table WeBHALL be present in the response while the otivkfsy
be present in the response.

e The “tid” SHALL be present and SHALL be copied frdahe “tid” in the request.

Parameter

Requirement

Occurrences

Type

Description

tid

Mandatory

1

String

The “tid” allows the CMP (thre Split-CMP-
Parent where applicable) and MCR to recon
Code Transfer transactions at a later date, if
needed.

tile

10.7.1.3 Code Transfer Failure

Table 26: MC-5-CODE_TRANSFER_RESPONSE Message

The MC-5-CODE_TRANSFER web service error is madspesified below.

« The MC-ERROR message defined in Section 10.2 SHBé& keturned when a failure is detected.
* The “tid” SHALL be present and SHALL be copied frahe “tid” in the request.

* One of the possible “status” errors below SHALLibeuded:
MC_UNAUTHORISED

MC_SERVICE_UNAVAILABLE

MC_MISSING_PARAMS
MC_INVALID_PARAMS

MC_INVALID_ICI
MC_INACTIVE_ICI

MC_CT_TOKEN_MISMATCH
MC_CT_NOT_SUPPORTED
MC_CT_NOT_AVAILABLE
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10.7.2 MC-5-TRANSFER_CONFIRMATION Web Service

The MC-5-TRANSFER_CONFIRMATION web service MAY bsead by the MCR to inform the old CMP (or the Split-

CMP-Parent when applicable) about the successfuster of an ICI or ICI block. It is not used whte MCR uses other
means such as email notification.

10.7.2.1  Transfer Confirmation Request

The MC-5-TRANSFER_CONFIRMATION web service requisstnade as specified below:

 The URL in the request SHALL be the MC-5-TRANSFERDNIFIRMATION_REQUEST_URL that is currently
configured in the MCR.

e The parameters marked “Mandatory” in the table WeBHALL be present in the request while the othdrsY be
present in the request.

» Either “ici” or “icibk” but not both SHALL be presg in the request.

Parameter

Requirement

Occurrences

Type

Description

tid

Mandatory

1

String

The “tid” allows the MCR (tite Split-CMP-
Parent where applicable) and CMP (or the
Split-CMP-Parent where applicable) to
reconcile transfer confirmation transactions
a later date, if needed.

A

ici

Conditional

0.1

String

The “ici” contains tivalue of the ICI to be
transferred.

icibk

Conditional

0.1

String

The “icibk” containise block of ICls to be
transferred.

apikeyid

Optional

0.1

String

The “apikeyid” is ulskey the MCR to retrieve
security information associated with the
requestor CMP (or Split-CMP-Parent where
applicable), i.e., the stored “apikey”, and
SHALL be present when using digital
signatures for authentication.

signature

Optional

0.1

String

When using digitghatures for
authentication, the “signature” field SHALL Q
present and contain the signature calculated
the requestor CMP (or Split-CMP-Parent,
where applicable) as described in Section

9.3.2.

Table 27: MC-5-TRANSFER_CONFIRMATION

10.7.2.2 Transfer Confirmation Response

_REQUEST Message

The MC-5-TRANSFER_CONFIRMATION web service respoismade as specified below.

e The parameters marked “Mandatory” in the table WeBHALL be present in the response while the otivkpsy
be present in the response.

» The “tid” SHALL be copied from the “tid” in the regst.

Parameter

Requirement

Occurrences

Type

Description

tid

Mandatory

1

String

The “tid” allows the CMP (e Split-CMP-

Parent where applicable) and MCR to recongi

transfer confirmation transactions at a later
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| | | date, if needed. |

Table 28: MC-5-TRANSFER_CONFIRMATION_RESPONSE Messae

10.7.2.3  Transfer Confirmation Failure
The MC-5-TRANSFER_CONFIRMATION web service erromimde as specified below.

« The MC-ERROR message defined in Section 10.2 SHBé& keturned when a failure is detected.
e The “tid” SHALL be present and SHALL be copied frahe “tid” in the request.
» One of the possible “status” errors below SHALLibeuded:

- MC_UNAUTHORISED

- MC_SERVICE_UNAVAILABLE

- MC_MISSING_PARAMS

- MC_INVALID_PARAMS

- MC_INVALID_ICI

- MC_CT_NOT_REQUESTED

10.8 MC-6 Interface

The MC-6 interface is used for the transfer of fadancy-critical information.
The MC-6 interface SHALL support the following REBPIs:

« MC-6-CODE_TRANSFER web service.
* MC-6-TRANSFER_CONFIRMATION web service.
*  MC-6-TRACKING_REPORT web service.
The first two web services above are only used eeitvihe Split-CMP-Child and the Split-CMP-Parent.

10.8.1 MC-6-CODE_TRANSFER Web Service

10.8.1.1  Code Transfer Request
The MC-6-CODE_TRANSFER web service request is nasdspecified below:

» This request is used by the old Split-CMP-Childndicate to the Split-CMP-Parent its permission tfansferring
an IClI or ICI block, or by the new Split-CMP-Chitd request its Split-CMP-Parent for the transfeanfiCI or ICI
block.

* The URL in the request SHALL be the MC-6-CODE_TRAMER REQUEST_URL that is currently configured in
the Split-CMP-Child.

* The parameters marked “Mandatory” in the table WeBHALL be present in the request while the othdrsy be
present in the request.

» Either “ici” or “icibk” but not both SHALL be presg in the request.

Parameter | Requirement | Occurrences | Type | Description
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tid

Mandatory

String

The “tid” allows the old/neSplit-CMP-Child

and the old/new Split-CMP-Parent to recond
Code Transfer transactions at a later date, if

needed.

e

ici

Conditional

0.1

String

The “ici” contains tiwvalue of the ICI to be
transferred.

icibk

Conditional

0.1

String

The “icibk” contairnise block of ICls to be
transferred.

apikeyid

Optional

0.1

String

The “apikeyid” is asky the responder CMP

to retrieve security information associated wjth

the requestor CMP (i.e., the stored “apikey”
and SHALL be present when using digital
signatures for authentication.

signature

Optional

0.1

String

When using digitghatures for
authentication, the “signature” field SHALL
be present and contain the signature calculg
by the requestor CMP as described in Secti
9.3.2.

token

Mandatory

String

The “token” contains aueadssigned by the
old CMP (or Split-CMP-child when
applicable) for the to-be-transferred IClI or IC
block.

ited
bn

Table 29: MC-6-CODE_TRANSFER_REQUEST Message

10.8.1.2 Code Transfer Response

The MC-6-CODE_TRANSFER web service response is naadspecified below.

e The parameters marked “Mandatory” in the table WeBHALL be present in the response while the otivkpsy
be present in the response.

* The “tid” SHALL be present and SHALL be copied frahe “tid” in the request.

Parameter

Requirement

Occurrences

Type

Description

tid

Mandatory

1

String

The “tid” allows the old/nesplit-CMP-Parent]
and the old/new Split-CMP-Child to reconcile
Code Transfer transactions at a later date, if
needed.

10.8.1.3 Code Transfer Failure

Table 30: MC-6-CODE_TRANSFER_RESPONSE Message

The MC-6-CODE_TRANSFER web service error is madspezified below.

» The MC-ERROR message defined in Section 10.2 SHBé& keturned when a failure is detected.
* The “tid” SHALL be present and SHALL be copied frahe “tid” in the request.

* The possible “status” errors are :
- MC_UNAUTHORISED

- MC_SERVICE_UNAVAILABLE
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MC_MISSING_PARAMS
MC_INVALID_PARAMS

MC_INVALID_ICI
MC_INACTIVE_ICI

MC_CT_TOKEN_MISMATCH
MC_CT_NOT_SUPPORTED
MC_CT_NOT_AVAILABLE

10.8.2 MC-6-TRANSFER_CONFIRMATION Web Service

The MC-6-TRANSFER_CONFIRMATION web service MAY bsed by the old Split-CMP-Parent to inform the ofitS
CMP-Child about the successful transfer of an ICIG) block. It is not used when the old Split-CNPFRrent uses other
means such as email notification.

10.8.2.1  Transfer Confirmation Request

The MC-6-TRANSFER_CONFIRMATION web service requisstnade as specified below:

» This request is used by the old Split-CMP-Parergawfirm the transfer of an ICI or ICI block withd old Split-
CMP-Child.

 The URL in the request SHALL be the MC-6-TRANSFERDNIFIRMATION_REQUEST_URL that is currently
configured in the Split-CMP-Parent.

* The parameters marked “Mandatory” in the table WeBHALL be present in the request while the othdrsY be
present in the request.

» Either “ici” or “icibk” but not both SHALL be presg in the request.

Parameter

Requirement

Occurrences

Type

Description

tid

Mandatory

1

String

The “tid” allows the old 8gCMP-Child and
the old Split-CMP-Parent to reconcile transfg
confirmation transactions at a later date, if
needed.

ici

Conditional

0.1

String

The “ici” contains tvalue of the ICI to be
transferred.

icibk

Conditional

0.1

String

The “icibk” containise block of ICls to be
transferred.

apikeyid

Optional

0.1

String

The “apikeyid” is aisley the responder CMP
to retrieve security information associated w|
the requestor CMP (i.e., the stored “apikey”)
and SHALL be present when using digital
signatures for authentication.

signature

Optional

0.1

String

When using digitghatures for
authentication, the “signature” field SHALL &
present and contain the signature calculated
the requestor CMP as described in Section
9.3.2.

I

Table 31: MC-6-TRANSFER_CONFIRMATION_REQUEST Message
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10.8.2.2  Transfer Confirmation Response
The MC-6-TRANSFER_CONFIRMATION web service respoiseade as specified below.

» The parameters marked “Mandatory” in the table WeBHALL be present in the response while the otivkAsy
be present in the response.

e The “tid” SHALL be present and SHALL be copied frahe “tid” in the request.

Parameter Requirement Occurrences Type Description

tid Mandatory 1 String The “tid” allows the old 8gCMP-Child and
the old Split-CMP-Parent to reconcile transfer
confirmation transactions at a later date, if
needed.

Table 32: MC-6-TRANSFER_CONFIRMATION_RESPONSE Messae

10.8.2.3  Transfer Confirmation Failure
The MC-6-TRANSFER_CONFIRMATION web service erromide as specified below.

» The MC-ERROR message defined in Section 10.2 SHBé& keturned when a failure is detected.
* The “tid” SHALL be present and SHALL be copied frahe “tid” in the request.
* One of the possible “status” errors below SHALLibeuded:

- MC_UNAUTHORISED

- MC_SERVICE_UNAVAILABLE

- MC_MISSING_PARAMS

- MC_INVALID_PARAMS

- MC_INVALID_ICI

- MC_CT_NOT_REQUESTED

10.8.3 MC-6-TRACKING_REPORT Web Service

10.8.3.1  Tracking Report
The MC-6-TRACKING_REPORT web service request is enas specified below:

e The URL in the request SHALL be the MC-6-TRACKINGRU associated with the recipient CMP as received by
the sender CMP in the MC-3_RESOLVE_ICI_RESPONSE

» The parameters marked “Mandatory” in the table WeBHALL be present in the request while the othdrsy be
present in the request.

Parameter Requirement | Occurrences Type Description

ici Mandatory 1 String The “ici” contains the valogthe ICI
which was previously sent to the Home
CMP for resolution.

clientid Mandatory 1 String The “clientid” is uséat identifying an
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instance of the MCC installation on the
specific handset. This parameter is
generally used by the Home CMP only.
“clientid” may be referred to as “user id” i
some application development
environments.

trackingaddress

Optional

0.1

String

The addreskefracking servers
associated with the CMPs involved in the
resolution of this “ici”.

usagestatistics

Optional

Complex

Usage inftiomas detailed in Section
10.8.3.1.1. At least one of either the

“usagestatistics” or “usagecount” parameter

SHALL be present.

cC

Optional

0.1

String

The “cc” identifies the lagp2 country code

[ISO3166-1] that is associated with t
“post”.

ne

post

Optional

0.1

String

The “post” identifies thestal code or zi

code.

age

Optional

0.1

String

The “age” provides the iaggrmation.

It SHALL contain a numeric value for an

exact age (e.g., 35), two values separate

a dash indicating a range (e.g., 22-55) ar a

free text phrase (e.g., “young” or “retired
in the language associated with “cc” up
20 octets long.

income

Optional

0.1

String

The “income”
income information. A value,
provided, is tied to the currency associal
with the “cc”. It SHALL contain a humeri
value for an exact income (e.g., 50,00
two values separated by a dash indicatin
range (e.g., 35,000-75,000), a value w
“<” or “>" (e.g., <30,000 or >100,000) or
free text phrase (e.g., “middle-class”
“rich™) in the language associated with “c
up to 20 octets long.

providedie t household
when

ted

.,

0),

ga
ith

gender

Optional

0.1

String

The “gender” providesdgr setting in the
MCC. It can be “female” or “male”.

contenttype

Optional

0.1

String

Identifies theetyyf resolved content
associated with this “ici”.

usagecount

Optional

0.1

Integer

Provides the numbtmes the resolved
content has been accessed. At least one
either the “usagestatistics” or “usagecoun
parameter SHALL be present.

networkidhome

Optional

0.1

String

The home MNOntifeer of the user’s
device.

networkidroam

Optional

0.1

String

The roamed-to @Nlentifier from where

b

the Mobile Code was scanned.

Table 33: MC-6-TRACKING_REPORT Message
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10.8.3.1.1 Structure of the “usagestatistics” param eter
Parameter Requirement | Occurrences Type Description

appname Optional 0.1 String The application nafitbeinvoked
application.

action Optional 0.1 String The action as perforragdhe invoked
application (e.g. store, bookmark, display).

timestamp Optional 0.1 dateTime Date and timehithvthe resolved content
was accessed.

locationinfo Optional 0.1 String Provides the is&OC Data (e.g. latitude
and longitude) at the time the resolved
content was accessed.

Table 34: Structure of the "usagestatistics" Paramger

10.8.3.2 Tracking Report Failure
The MC-6-TRACKING_REPORT web service error is madespecified below.

e The MC-ERROR message defined in Section 10.2 SHBé& keturned when a failure is detected.
e The “tid” SHALL NOT be present.
* One of the possible “status” errors below SHALLibheuded:

- MC_UNAUTHORISED

- MC_SERVICE_UNAVAILABLE

- MC_MISSING_PARAMS

- MC_INVALID_ICI
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Appendix A. Change History (Informative)
A.1 Approved Version History
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Appendix B.

Static Conformance Requirements

Static Conformance Requirements (SCRs) are normalive notation used in this appendix is specifigCRRULES].

B.1 SCR for MC Enabler Client

Section B.1 covers Static Conformance Requirenfentdtie MC Enabler Client component (i.e., Mobilede Client

‘MCC).
B.1.1 MCC Support for Symbologies (QR/DM)
Item Function Reference Requirement
MC-QR-C-001-M Symbologies : QR Code as definedSOMNEC Section 5.1.1
18004:2006
MC-QR-C-002-M Support QR Code Model 2 Sectionb1l. MC-QR-C-001-M
MC-QR-C-003-M support Versions 1 to 10 SectionbA. MC-QR-C-001-M

MC-QR-C-004-O

Versions 11 or higher

Section 5.1.1.2

MC-QR-C-001-M

MC-QR-C-005-M

Support Error Correction Levels,M, Q and H,
for all the mandatory Versions

Section 5.1.1.3

MC-QR-C-001-M

MC-QR-C-006-M

Support the specified Modes and thmlgination of
it as defined 5.1.1.4.

Section 5.1.1.4

MC-QR-C-001-M

MC-QR-C-007-M

support any combination the modeSeation
5.11.4

Section 5.1.1.4

MC-QR-C-001-M
and MC-QR-C-006-
M

MC-QR-C-008-M

Minimum Conformance Characters Setdoect
Code Display, MCCSDCD

Section 5.1.1.5

MC-QR-C-001-M

MC-QR-C-009-M

QR Code symbol with a Quiet Zone tisatqual to
or larger than 4X wide on all four sides

Section 5.1.1.6

MC-QR-C-001-M

MC-QR-C-010-O

QR Code symbol with a Quiet Zone thaqual to
3X wide on all four sides

Section 5.1.1.6

MC-QR-C-001-M

MC-QR-C-011-M

support Structured Append mode tcoémap to 16
QR Code symbols to be concatenated

Section 5.1.1.7

MC-QR-C-001-M

MC-QR-C-012-M

Support a mechanism that allows therdo exit
from the process of capturing multiple QR Code
symbols

Section 5.1.1.7

MC-QR-C-001-M

MC-DM-C-013-M Symbologies :support Data Matrix afided in Section 5.1.2
ISO/IEC 16022:2000
MC-DM-C-014-M support Data Matrix type ECC 200 Sent5.1.2.1 MC-DM-C-012-M

MC-DM-C-015-M

support Data Matrix symbol sizes wpb2x52
modules, including the rectangular symbols

Section 5.1.2.2

MC-DM-C-012-M

MC-DM-C-016-O

Data Matrix ECC 200 symbol sizes dk64 or
larger

Section 5.1.2.2

MC-DM-C-012-M

MC-DM-C-017-M

Support the Encodation Schemes asigp8ection
5.1.2.3 for Data Matrix

Section 5.1.2.3

MC-DM-C-012-M

MC-DM-C-018-M

support any combination of the enatidn schemes
for Data Matrix

Section 5.1.2.3

MC-DM-C-012-M
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Item

Function

Reference

Requirement

MC-DM-C-019-M

Read a Data Matrix symbol with a Qu®ne that is
equal to or larger than 1X wide on all four side

Section 5.1.2.4

MC-DM-C-012-M

MC-DM-C-020-M

support Structured Append to enaljet@ 16 Data
Matrix symbols to be concatenated

Section 5.1.2.5

MC-DM-C-012-M

MC-DM-C-021-M

Support a mechanism that allows tkento exit
from the process of capturing multiple Data Matri
symbols

Section 5.1.2.5

MC-DM-C-012-M

MC-DM-C-022-O

Minimum Conformance Characters SetDaect

Section 5.1.3

Code Display, MCCSDCD

MC-DM-C-012-M

B.1.2 MCC Support of Character Set for Direct Code  Display (CSD)
Item Function Reference Requirement
MC-CSD-C-001-M this specification is tested or eledied for Section 5.1.3 MC-QR-C-001-M
displaying the data of Direct Code for QR and Data and

Matrix

MC-QR-C-012-M

B.1.3 MCC Support for Direct Code Resolution (DIR)
Item Function Reference Requirement

MC-DIR-001-M Display plain text and Recognizablerfats that | Section 7.1
are specified in the Recognizable Format section

MC-DIR-002-M Replace an unprintable-control-chaeadty an Section 7.1 MC-DIR-001-M
appropriate printable character

MC-DIR-003-M Direct MC Format (DMF) is identifiedyddentifier | Section 7.1.2.1 MC-DIR-001-M
followed by “:”, and is a collection of Propertiaad
Delimiter

MC-DIR-004-M Property-Values escaped accordinghtorule Section 7.1.2.1 MC-DIR-003-M
defined in Section 7.1.2.2.

MC-DIR-005-M Certain characters used in the a patamof Section 7.1.2.2 MC-DIR-003-M
Property, i.e.",", ™", """, and "\", SHALL be
denoted by using the escape sequence with a
backslash “\"

MC-DIR-006-M Recognise http: and https: URI schemgshe Section 7.2.1.1 MC-DIR-001-M
Recognizable Formats

MC-DIR-007-M Support the of OMA-URI [OMAURI] with Section 7.2.1.1 MC-DIR-006-M
clarifications

MC-DIR-008-M Recognise http and https format timaty exist in: | Section 7.2.1.1 MC-DIR-006-M
Plan text, with other Recognizable Formats and
inside of other Recognizable Format

MC-DIR-009-M When http: or https: URI appears ther Section 7.2.1.1 MC-DIR-006-M

Recognizable Formats listed in Table 10 conduct
recognition based on the rules that are specified i
Section 7.3
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Item Function Reference Requirement

MC-DIR-010-M Display the recognised http and httfRRIs with Section 7.2.1.2 MC-DIR-001-M
other data such as plain text messages

MC-DIR-011-M make such a http and https URI salblg by the Section 7.2.1.2 MC-DIR-001-M
user for invocation

MC-DIR-012-M provide means for the user to choose of http and| Section 7.2.1.2 MC-DIR-001-M
https URI if multiple URIs are recognised

MC-DIR-013-M Display http and https URIs in texts that the user | Section 7.2.1.2 MC-DIR-001-M
is able to see the URIs before invoking a browser,

MC-DIR-014-M If a URI is selected and clicked bythser, invoke g Section 7.2.1.2 MC-DIR-006-M
browser with the URI to be passed to the browse

MC-DIR-015-O make the URIs available for other aggtions such | Section 7.2.1.2 MC-DIR-006-M
as registering them into a bookmark in

MC-DIR-016- O invoked application is terminated tantrol will go | Section 7.2.1.2
back to the MCC if it is possible

MC-DIR-017 —M Recognise a Telephone-Number-Striang a Section 7.2.2.1
Recognizable Format

MC-DIR-018 —M Recognise the Telephone-Number-Staag Section 7.2.2.1 MC-DIR-017 -M
Recognizable Format that may exist alone, in the
middle of a plain text message, with other
Recognizable Format, or inside of other
Recognizable Format

MC-DIR-019 -M When a Telephone-Number-String appéa other | Section 7.2.2.1 MC-DIR-017 -M
Recognizable Formats that are specifically listed
Table 10, conduct recognition based on the rulas|th
are specified in Section 7.3

MC-DIR-020-O Recognise the “tel:” scheme as a Ratabple Section 7.2.2.2
Format [RFC 3966].

MC-DIR-021 -M Display the recognised format téiepe number by Section 7.2.2.3 MC-DIR-017 -M
the specifications 7.2.2.1 or 7.2.2.2 with any othe and/or MC-DIR-020-
data such as plain text messages and/or other M
Recognizable Formats

MC-DIR-022 —-M Make the format that represents aghbne number| Section 7.2.2.3 MC-DIR-017 -M
by the specifications 7.2.2.1 or 7.2.2.2 if stlble and/or MC-DIR-020-
by the user for initiating a voice call, sending an M
SMS / MMS message or other types of
communications

MC-DIR-023 —M If multiple Recognizable Formats thepresent Section 7.2.2.3 MC-DIR-017 -M
telephone numbers by the specifications Section and/or MC-DIR-020-
7.2.2.1 0r7.2.2.2 are recognised, and providenmea M
for the user to choose one from them;

MC-DIR-024 -M make the telephone number obtained from the Section 7.2.2.3 MC-DIR-017 -M

Recognizable Format that represents a telephone
number by the specifications 7.2.2.1 or 7.2.2.2
available for other applications such as savirngtd
a contact book

and/or MC-DIR-020-
M
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Iltem Function Reference Requirement

MC-DIR-025 -M Recognise a Mailbox as the Recognisable Format idpet2.3.1

MC-DIR-026 —M Mailbox SHALL follow the definitionn Section 7.2.3.1 MC-DIR-025 -M
[RFC2822]. With exceptions defined in Section
7.2.3.1

MC-DIR-027 —M No used in a Mailbox Any white spaa® Section 7.2.3.1 MC-DIR-026 -M
comments

MC-DIR-028 —M name-addr, display-name follow thengasyntax as| Section 7.2.3.1 MC-DIR-026 -M
that of local-part

MC-DIR-029 -M Recognise a Mailbox as a Recognizdaemat that | Section 7.2.3.1 MC-DIR-025 —M an
my exist alone, in the middle of a plain text MC-DR-001-M
message, with other Recognizable Format, or insjde
of other Recognizable Format

MC-DIR-030 —M When a Mailbox appears in other Ratogble Section 7.2.3.1 MC-DIR-025 -M
Formats that are specifically listed in Table 10,
conduct recognition based on the rules that are
specified in Section 7.3

MC-DIR-031 —M Display the Mailbox with any othertdssuch as Section 7.2.3.2 MC-DIR-025 -M an
plain text messages and/or other Recognizable MC-DR-001-M
Formats;

MC-DIR-032 —M Make the Mailbox selectable by theufor Section 7.2.3.2 MC-DIR-025 -M
invoking an email client application, with the
Mailbox being inserted as the destination in the
email application.

MC-DIR-033 —-M If multiple Mailboxes are recognisegrovide Section 7.2.3.2 MC-DIR-025 -M
means for the user to choose one from them;

MC-DIR-034 -O Make the Mailbox available for ottegrplications Section 7.2.3.2 MC-DIR-025 -M
such as saving it into a contact book in the deice
the user wishes.

MC-DIR-035 —-M The definition of MECARD syntax is $&d on the | Section 7.2.4.1
DMF Definition in Section 7.1.2, with the
clarifications that listed in Section 7.1.2

MC-DIR-036 —M Recognise MECARD: as a Recognizaldenfat Section 7.2.4.1 MC-DIR-035 -M

MC-DIR-037 -M Do not recognise MECARD: as a Reccgul Section 7.2.4.1 MC-DIR-035 -M
Format when MECARD: is found embedded within
another Recognizable Format.

MC-DIR-038 —M Ignore any Property that is foundfwe MECARD Section 7.2.4.1 MC-DIR-035 -M
but is not included in this table 2

MC-DIR-039 —M All the Properties have one Properglue, Section 7.2.4.1 MC-DIR-035 -M
respectively

MC-DIR-040 —M characters; comma, “,”, semicolor, €olon, “", Section 7.2.4.1 MC-DIR-035 -M
and back slash, “\", is escaped as defined in Sect
7.1.2.1 using a back slash, “%x5C”

MC-DIR-041 —-M If the following characters; comma;,“semicolon, | Section 7.2.4.1 MC-DIR-040 -M

“”, colon, “:”, and back slash, “\", that need be
escaped are found without being escaped in the
Property, be ignored.
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MC-DIR-042 —M SHALL support the N Property SectifR.4.2 MC-DIR-035 -M
MC-DIR-043 —M N Property is recognised as the narfrithe person | Section 7.2.4.2 MC-DIR-042 —M an

associated with the MECARD. MC-DIR-035 -M
MC-DIR-044 —M SHALL recognise as many N Propertisst can Section 7.2.4.2 MC-DIR-042 —M an
process MC-DIR-035 -M
MC-DIR-045 —M The N Properties that exceed the mmaxnh number | Section 7.2.4.2 MC-DIR-042 —M an
of the MCC'’s processing capability is ignored. MC-DIR-035 -M
MC-DIR-046 —O Support the SOUND Property. Sectich4.3 MC-DIR-035 -M
MC-DIR-047 -M Recognised as the sound annotatiorilfe name of| Section 7.2.4.3 MC-DIR-035 —M an
the person associated with the MECARD. MC-DIR-046 -M
MC-DIR-048 —M Recognise as many SOUND Propertieis ean Section 7.2.4.3 MC-DIR-035 -M an
process. MC-DIR-046 -M
MC-DIR-049 —M The SOUND Properties that exceedrttaimum Section 7.2.4.3 MC-DIR-035 —M an
number of the MCC'’s processing capability is MC-DIR-046 -M
ignored.
MC-DIR-050 —M support the TEL Property Section 7.2. MC-DIR-035 —M
MC-DIR-051 —M the TEL Property -Value comply to thefinition of | Section 7.2.4.4 MC-DIR-035 -M an
Telephone-Number-String, as defined in Section MC-DIR-050 -M
7.2.2
MC-DIR-052 —M The Property-Value of the TEL Proped Section 7.2.4.4 MC-DIR-035 -M an
recognised as the telephone number associated yith MC-DIR-050 -M
the MECARD.
MC-DIR-053 —M If more than one TEL Property is falythe MCC Section 7.2.4.4 MC-DIR-035 —M an
recognise as many TEL Properties as it can process. MC-DIR-050 -M
MC-DIR-054 —M The TEL Properties that exceed theimam Section 7.2.4.4 MC-DIR-035 —M an
number of the MCC'’s processing capability is MC-DIR-050 -M
ignored
MC-DIR-055 —M Recognise the Property-Value in the_TProperty | Section 7.2.4.4 MC-DIR-035 -M an
by itself, if it complies with the definition, abe MC-DIR-050 -M
telephone number associated with the MECARD
and provide the functions that are defined in ®ect
7.2.2.
MC-DIR-056 —M provide a means to the user to be ablchoose Section 7.2.4.4 MC-DIR-035 —M an
which the MECARD or the telephone number, is to MC-DIR-050 -M
be invoked
MC-DIR-057 -M If multiple TEL Properties are founithe MCC Section 7.2.4.4 MC-DIR-035 -M an
provide all functions for all the telephone numbers MC-DIR-050 -M
that the MCC is capable of supporting.
MC-DIR-058 —M support the EMAIL Property Sectior2 4.5 MC-DIR-035 -M
MC-DIR-059 —M EMAIL Property-Value comply to the fitgtion of | Section 7.2.4.5 MC-DIR-035 -M an
the Mailbox, as defined in Section 7.2.3. MC-DIR-058 -M
MC-DIR-060 —M Property-Value of the EMAIL Proper8HALL be | Section 7.2.4.5 MC-DIR-035 —M an

recognised as the electronic mail address assdciate

with the MECARD.

MC-DIR-058 —M
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MC-DIR-061 —M If more than one EMAIL Property isuiod, the Section 7.2.4.5 MC-DIR-035 —M an
MCC recognise as many EMAIL Properties as it ¢an MC-DIR-058 —M
process. The EMAIL Properties that exceed the
maximum number of the MCC'’s processing
capability SHALL be ignored

MC-DIR-062 —M The EMAIL Properties that exceed thaximum Section 7.2.4.5 MC-DIR-035 -M an
number of the MCC's processing capability is MC-DIR-058 —M
ignored

MC-DIR-063 —M Recognise the Property-Value in théAL Section 7.2.4.5 MC-DIR-035 -M an
Property by itself, if it complies with the above MC-DIR-058 —M
definition, as the electronic mail address assediat
with the MECARD and provide the functions that
are defined in Section 7.2.3.

MC-DIR-064 —M Provide a means to the user to be &bkchoose the| Section 7.2.4.5 MC-DIR-035 -M an
MECARD or the EMAIL Property-Value the MC-DIR-058 —M
electronic mail address, is to be invoked.

MC-DIR-065 -M If multiple EMAIL Properties are fodlpthe MCC is| Section 7.2.4.5 MC-DIR-034 —M an
to provide all the functions for all the electroniail MC-DIR-058 —M
addresses that the MCC is capable of supporting

MC-DIR-066 —M Support the BDAY Property Section . 4.5 MC-DIR-035 —M

MC-DIR-067 —M The Property-Value of the BDAY Propeis Section 7.2.4.6 MC-DIR-035 —M an
recognised as the date of birth associated with the MC-DIR-066 -M
MECARD.

MC-DIR-068 —M If more than one BDAY Property is fody the MCC| Section 7.2.4.6 MC-DIR-035 —M an
recognise as many BDAY Properties as it can MC-DIR-066 -M
process.

MC-DIR-069 —M The BDAY Properties that exceed thaxmum Section 7.2.4.6 MC-DIR-035 —M an
number of the MCC'’s processing capability is MC-DIR-066 -M
ignored

MC-DIR-070 -M The string of characters in the BDAY Property- | Section 7.2.4.6 MC-DIR-035 -M an
Value is string of 8 characters consisting of ASCI MC-DIR-066 -M
characters, “%x30-39". The first 4 represent the
year, the next 2 represent the month, and thelast
represent the day of the birth, respectively.

MC-DIR-071 —-M If there are more than 8 charactetsfd in BDAY Section 7.2.4.6 MC-DIR-035 —M an
Property-Value the excessive characters is set td MC-DIR-066 -M
NULL

MC-DIR-072 —M Support the ADR Property. Section.Z.2 MC-DIR-035 —M

MC-DIR-073 —M Property-Value of the ADR Propertyrécognised | Section 7.2.4.7 MC-DIR-034 —M an
as the physical delivery address associated with th MC-DIR-072 -M
MECARD.

MC-DIR-074 —M If more than one ADR Property is faljthe MCC | Section 7.2.4.7 MC-DIR-035 -M an
recognise as many ADR Properties as it can progess. MC-DIR-072 -M

MC-DIR-075 —M The ADR Properties that exceed theimam Section 7.2.4.7 MC-DIR-035 -M an
number of the MCC's processing capability SHALL MC-DIR-072 -M
be ignored.

MC-DIR-076 —M Support the NOTE Property. Section.Z.8 MC-DIR-035 -M
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MC-DIR-077 -M Property-Value of the NOTE Propersyréecognised| Section 7.2.4.8 MC-DIR-035 —M an
as the supplemental information or a comment MC-DIR-076 -M
associated with the MECARD

MC-DIR-078 —M If more than one NOTE Property is ol the MCC | Section 7.2.4.8 MC-DIR-035 —M an
recognise as many as it can process. MC-DIR-076 -M

MC-DIR-079 —M The NOTE Properties that exceed traximum Section 7.2.4.8 MC-DIR-035 —M an
number of the MCC'’s processing capability SHALL MC-DIR-076 -M
be ignored.

MC-DIR-080 —M Support the URL Property. Section.Z7.9 MC-DIR-035 —M

MC-DIR-081 —M Property-Value SHALL comply with tlefinition | Section 7.2.4.9 MC-DIR-035 -M an
of the http: and https:, as defined in Section1z.2. MC-DIR-080 -M

MC-DIR-082 -M Property-Value of the URL Property AH. be Section 7.2.4.9 MC-DIR-035 -M an
recognised as the http: and https: URI schemes MC-DIR-080 -M
associated with the MECARD.

MC-DIR-083 —M MCC recognise as many http: and htijpy Section 7.2.4.9 MC-DIR-035 —M an
Properties as it can process. MC-DIR-080 -M

MC-DIR-084 —M The http: and https URL Propertibattexceed the | Section 7.2.4.9 MC-DIR-035 -M an
maximum number of the MCC'’s processing MC-DIR-080 -M
capability SHALL be ignored

MC-DIR-085 —M recognise the Property-Value in thghand https | Section 7.2.4.9 MC-DIR-035 —M an
URL Property by itself, if it complies to the above MC-DIR-080 -M
definition, as the http: and https: URI schemes
associated with the MECARD and provide the
functions that are defined in Section

MC-DIR-086 —M provide a means to the user to be ébichoose Section 7.2.4.9 MC-DIR-035 -M an
which one, i.e., the MECARD or the http: and https MC-DIR-080 -M
URI scheme, is to be invoked

MC-DIR-087 —M If multiple http: and https URL Progies are found | Section 7.2.4.9 MC-DIR-035 -M an
MECARD, the MCC SHALL provide these MC-DIR-080 -M
functions for all the URI schemes that the MCC ig
capable of supporting

MC-DIR-088 —-M DMF Definition, Section in the httand https URI | Section 7.2.4.9 MC-DIR-035 —M an
scheme certain characters denoted by using the MC-DIR-080 -M
escape sequence with a backslash “\”

MC-DIR-089 —M support the NICKNAME Property Sectigr2.4.10 MC-DIR-035 -M

MC-DIR-090 —M Property-Value of the NICKNAME Propgtbe Section 7.2.4.10 MC-DIR-035 —M an
recognised as the nick name of the person assdcjate MC-DIR-089 -M
with the MECARD.

MC-DIR-091 —M If more than one NICKNAME Propertyfisund, the| Section 7.2.4.10 MC-DIR-035 —M an
MCC SHALL recognise as many NICKNAME MC-DIR-089 -M
Properties as it can process.

MC-DIR-092 —M The NICKNAME Properties that excedx t Section 7.2.4.10 MC-DIR-035 —-M an
maximum number of the MCC'’s processing MC-DIR-089 -M
capability is ignored.

MC-DIR-093 —M If MECARD is chosen by the user, gpeopriate Section 7.2.4.11 MC-DIR-035 —M

application invoked to store the data containetth@n
MECARD to a phone book on the device
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MC-DIR-094 —M

the Property-Values of TEL, EMAIL, ddJRL
Properties, as defined in Sections 7.2.2 , 7.2d3 an
7.2.1, respectively recognised as Recognizable
Formats and offer the functions that are specified
the respective sections of this specification in
addition to recognizing the MECARD itself

Section 7.2.4.11

MC-DIR-035 -M

MC-DIR-095 -M

Display to the user and provide aameof selecting
a Recognizable Formats and select the desired
application

Section 7.2.4.11

MC-DIR-035 -M

MC-DIR-096 —-M

MEBKM syntax is based on the DMF Dwfion in
Section 7.1.2 with the clarifications

Section 7.2.5.1

MC-DIR-001-M

MC-DIR-097 —-M

recognise MEBKM: as a Recognizablerkat

MEBKM: as a Recognised Format when MEBKM;

is found embedded within another Recognizable
Format.

Section 7.2.5.1

MC-DIR-096 -M

MC-DIR-098 -M

Do not recognise MEBKM: as a Recognig-ormat
when MEBKM: is found embedded within anothe
Recognizable Format.

Section 7.2.5.1

MC-DIR-096 -M

MC-DIR-099 —-M

Ignore any Property that is foundlie MEBKM
but is not included in this Table 4.

Section 7.2.5.1

MC-DIR-096 -M

MC-DIR-100-M

The following characters; comma, “semicolon,
“” colon, “:”, and back slash, “\", is escaped as
defined in Section 7.1.2.1 using a back slash,
“%x5C”, if such a character needs to be included

Section 7.2.5.1

in

MC-DIR-096 -M

MC-DIR-101 -M

the Property-Value of MEBKM

If the following characters; comma,‘semicolon,
“» colon, “”, and back slash, “\", in the Propgr
Value need to be escaped are found without bei
escaped in the Property of MEBKM it is ignored

Section 7.2.5.1

g

MC-DIR-096 -M

MC-DIR-102 -M

MEBKM support the TITLE Property.

SEm 7.2.5.2

MC-DIR-096 -M

MC-DIR-103 -M

Property-Value of the TITLE Propeityrecognised
as the title associated with the MEBKM.

Section 7.2.5.2

MC-DIR-096 —M an
MC-DIR-102 -M

MC-DIR-104 —M

MEBKM support the URL Property

Sewti7.2.5.3

MC-DIR-096 —M

MC-DIR-105 -M

MEBKM URL Property-Value SHALL complyith
the definition of the http: and https:, as defined
Section 7.2.1.

Section 7.2.5.3

MC-DIR-096 —M

MC-DIR-106 -M

MEBKM URL Property is recognised deethttp:
and https: URI schemes associated with the
MEBKM.

Section 7.2.5.3

MC-DIR-096 —M

MC-DIR-107 —-M

Recognise Property-Value in the URioerty by
itself, if it complies with definition, the httpnal
https: URI schemes associated with the MEBKM,
and provide the functions that are defined in ®act
7.2.1

Section 7.2.5.3

MC-DIR-096 —M

MC-DIR-108 —M

SHALL provide a means to the usebé&able to
choose which one, i.e., the MEBKM or the URI
scheme, is to be invoked.

Section 7.2.5.3

MC-DIR-096 —M
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MC-DIR-109 —M

Section 7.1.2 DMF Definition, certatharacters in
the URI scheme is denoted by using the escape
sequence with a backslash “

Section 7.2.5.3

MC-DIR-096 —M

MC-DIR-110 -M

If MEBKM is chosen an appropriate éipation
invoked to store the data contained in the MEBKN
to a bookmark registry on the device.

Section 7.2.5.4
Vi

MC-DIR-096 —M

MC-DIR-111 -M

Property-Value of URL Property as ad@gnizable
Format in addition to recognizing the MEBKM
itself, and offer the functions that are specified

Section 7.1.2.2 in addition to that for the MEBKM.

Section 7.2.5.4

MC-DIR-095 -M

MC-DIR-112 -M

With MEBKM provide the user with a Bues of
selecting which application is to be invoked, for
recognizable format and the MEBKM

Section 7.2.5.4

MC-DIR-095 —M

MC-DIR-113 -M

MATMSG syntax is based on the DMF Ddéfon in
Section 7.1.2 with clarifications

Section 7.2.6.1

MC-DIR-114 —-M

Recognise MATMSG: as a Recognizaldeniat.

Section 7.2.6.1

MC-DIR-113 -M

MC-DIR-115 -M

MCC SHALL NOT recognise MATMSG: as a
Recognised Format when MATMSG: is found
embedded within another Recognizable Format.

Section 7.2.6.1

MC-DIR-113 -M

MC-DIR-116 —-M

Ignore any Property that is foundte MATMSG
format but is not included in this table 6.

Section 7.2.6.1

MC-DIR-113 -M

MC-DIR-117 —M

following characters; comma, “,”, sewlon, “;”,
colon, “.”, and back slash, “\", are escaped as
defined in Section 7.1.2.1 using a back slash, if

these character needs to be included in the Pxepe

Section 7.2.6.1

MC-DIR-113 -M

MC-DIR-118-M

Value MATMSG.

If characters; comma, “,”, semicoldtf, colon, “:”,
that need to be escaped are found without being
escaped in the Property, they SHALL be ignored

Section 7.2.6.1

MC-DIR-113 -M

MC-DIR-119 —M

Support the TO Property in MATMSG

Hen 7.2.6.2

MC-DIR-113 -M

MC-DIR-120 -M

TO Property-Value in MATMSG complith the
definition of the Mailbox, as defined in Sectio2.B.

Section 7.2.6.2

MC-DIR-113 -M

MC-DIR-121 -M

Recognise each Property-Value of TiieProperty
as a Mailbox associated with the MATMSG.

Section 7.2.6.2

MC-DIR-113 -M

MC-DIR-122-M

If more than one TO Property is founelgcognise as

many TO Properties as it can process as a group|

Section 7.2.6.2

MC-DIR-113 -M

MC-DIR-123 -M

Any TO Properties over and above iteximum
number that can be processed as a group SHALL
ignored

Section 7.2.6.2
be

MC-DIR-113 -M

MC-DIR-124 —-M

displayed the MATMSG be as an aatible string
of characters that is familiar to users in the ki
language,

Section 7.2.6.2

MC-DIR-113 -M

MC-DIR-125 -M

display each individual TO Propertgie as an
actionable string of characters, to the extenttttat
MCC can process.

Section 7.2.6.2

MC-DIR-113 -M

MC-DIR-126 —-M

insert the group of recognised TO pgandy-Values
into the destination address fields of an applicati

Section 7.2.6.2

MC-DIR-113 -M
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MC-DIR-127 —M Individual TO Property-Values, the MMehavior | Section 7.2.6.2 MC-DIR-113 -M
is defined in Section 7.2.3.2
MC-DIR-128 —M Support the SUB Property in MATMSG. e@on 7.2.6.3 MC-DIR-113 -M
MC-DIR-129 —M SUB Property is recognised as thgexthof the Section 7.2.6.3 MC-DIR-113 -M
message associated with the MATMSG.
MC-DIR-130 —M If present, the Property-Value of BB Property | Section 7.2.6.3 MC-DIR-113 -M
inserted in the subject field of the applicatidn, i
MATMSG is selected and invoked.
MC-DIR-131 —-M support the BODY Property in MATMSG e8ion 7.2.6.4 MC-DIR-113 -M
MC-DIR-132 -M Property-Value of the BODY Propergcognised as Section 7.2.6.4 MC-DIR-113 -M
the body of the message associated with the
MATMSG.
MC-DIR-133 -M Property-Value of the BODY Propersyinserted in | Section 7.2.6.4 MC-DIR-113 -M
the body field of the application, if MATMSG is
selected and invoked.
MC-DIR-134 —M Provide the user with a means of ctizthg) any one | Section 7.2.6.5 MC-DIR-113 -M
of the actionable strings, i.e., the MATMSG or an
individually displayed TO Property-Value.
MC-DIR-135 -M In MATMSG if one of the actionableisigs is Section 7.2.6.5 MC-DIR-113 -M
selected by the user, an appropriate application i$
invoked.
MC-DIR-136 —M In MATMSG if one of the actionableisigs is Section 7.2.6.5 MC-DIR-113 -M
selected by the user the data in the format that is
selected inserted in the respective fields of the
application.
MC-DIR-137 -M Recognise MELOC: as the Recognizddmanat Section 7.2.7.1
MC-DIR-138 —M Do not recognise MELOC: as the Redsgd Section 7.2.7.1 MC-DIR-137 -M
Format when the MELOC: is found in other
Recognizable Format.
MC-DIR-139 —M ADR Property-Value input of 100 bytdata Section 7.2.7.1 MC-DIR-137 -M
MC-DIR-140 —M BLD Property-Value input of 1 byteatd Section 7.2.7.1 MC-DIR-137 -M
MC-DIR-141 —M FLR Property-Value input of 4 byteatd Section 7.2.7.1 MC-DIR-137 -M
MC-DIR-142 —M Room Property value 4 bytes Sectich 7.1 MC-DIR-137 -M
MC-DIR-143 —M GEO Property value 17 bytes
MC-DIR-144 —M ALT Property-Value input of 4 bytesitd Section 7.2.7.1 MC-DIR-137 -M
MC-DIR-145 —-M display the MELOC with other data buas plain Section 7.2.7.2 MC-DIR-137 -M
text messages and/or other Recognizable Formats;
MC-DIR-146 —M If multiple Recognizable Formats aeeognised, Section 7.2.7,2 MC-DIR-137 -M
the MCC SHALL provide means for the user to
choose one from them.
MC-DIR-147 —-M The MCC SHALL make such a format stéble by | Section 7.2.7.2 MC-DIR-137 -M

the user for initiating the appropriate applicaten

g. map, indoor routing, workforce tracking et
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MC-DIR-148 —M

If telephone number and an email addrare
overlapping select the email address as the first
priority Recognizable Format

Section 7.3

MC-DIR-149 —M

IF telephone number and an email eddrare

overlapping recognise a partial string that dods no

overlap with the string representing the email

address if the telephone number defined in 7.2.3.11.

Section 7.3

MC-DIR-150 -M

overlapping Recognizable Formatsfatend : select
the email address as the first priority Recognigab
Format if the email address starts with a telephon
number

Section 7.3

e

MC-DIR-151 -M

overlapping Recognizable Formats fawend: select

Section 7.3

the Recognizable Format whose first charactersstart

closest to the beginning of the Data String as the
first priority Recognizable Format.

MC-DIR-152 —M

overlapping Recognizable Formatsfarend:
display the actionable image of the first priority
Recognizable Format.

Section 7.3

B.1.4 MCC Support for Indirect Code Data Format (ID F)
Item Function Reference Requirement

MC-IDF-C-001-M Indirect Code data format SHALL foll Table 11. | Section 8.1

MC-IDF-C-002-M ICI SHALL start at immediately aftéhe Version- | Section 8.1 MC-IDF-C-001-M
Number field and end just before the ICI-DT-
Separator field.

MC-IDF-C-003-M ICI-DT-Separator SHALL only be pregdf and Section 8.1 MC-IDF-C-001-M
only if there is Display-Text to follow

MC-IDF-C-004-M A new major version number shouldused and Section 8.1 MC-IDF-C-001-M
SHALL be one higher than the latest major versign
number.

MC-IDF-C-005-M The Code-Marker SHALL contain therfmat as Section 8.1.1
described in Section 6.1 to indicate that the Mobil
Code is an Indirect Code

MC-IDF-C-006-M The Version-Number version numbettdf Section 8.1.2 MC-IDF-C-001-M
specification

MC-IDF-C-007-M The most significant 4 bits indicdtee major Section 8.1.2 MC-IDF-C-001-M
version number

MC-IDF-C-008-M The least significant 4 bits indieahe minor Section 8.1.2 MC-IDF-C-001-M
version number

MC-IDF-C-009-M For this specification, this fieleotains the value | Section 8.1.2 MC-IDF-C-001-M

“%x10”.

MC-IDF-C-010-M

The Indirect Code Identifier (ICI) SHALL comprisg
of the following format Table 35

® Section 8.1.3

MC-IDF-C-001-M

MC-IDF-C-011-M

The ICI SHALL consist of two majoields:

Section 8.1.3

MC-IDF-C-001-M
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MC-IDF-C-012-M

The length of the ICI field SHALL NDbe more
than 36 octets

Section 8.1.3

MC-IDF-C-013-M

The Length-Indicator SHALL be 4-bitng and
contains a 1-hex digit value that indicates thgtlen
of the Remaining-Part-of-Routing-Prefix field

Section 8.1.3.1.1

MC-IDF-C-014-M

The Registry-ID SHALL be assigned GWINA

Section 8.1.3.1.2

MC-IDF-C-015-M

A Registry-ID SHALL have a fixed lgth of 3-hex
digits

Section 8.1.3.1.2

MC-IDF-C-016-M

The value “%x000” SHALL be reserved.

Section 8.1.3.1.2

MC-IDF-C-017-M

The value “%x001” SHALL be used byMDIA to
assign Routing-Prefix directly

Section 8.1.3.1.2

MC-IDF-C-018-M

The range of values from %x002 toRk¥x SHALL
be assigned by OMNA

Section 8.1.3.1.2

MC-IDF-C-019-M

Remaining-Part-of-Routing-Prefix SHA be
assigned by OMNA or a Registry-ID Recipient to
Resolving CMP

Section 8.1.3.1.3

D

MC-IDF-C-020-M

Remaining-Part-of-Routing-Prefix SHA be equal
to the value in the Length-Indicator field + 1

Section 8.1.3.1.3

MC-IDF-C-021-M

Each octet in the Remaining-PartRiuting-Prefix
SHALL contain any value from %x00 to %xFF,
except %x04

Section 8.1.3.1.3

MC-IDF-C-022-M

Resolution-lIdentifier SHALL be assigd by the
Resolving CMP for purposes of resolving each I1C

Section 8.1.3.2
|

MC-IDF-C-023-M

Resolution-lIdentifier SHALL be assigd by the
Resolving CMP for purposes of resolving each IG

Section 8.1.3.2
|

MC-IDF-C-024-M

The ICI-DT-Separator SHALL be equal%x04 to
indicate the presence of Display-Text that follows
immediately after the ICI.

Section 8.1.4

MC-IDF-C-025-O

Display-Text MAY be present afteettCl and,
when present, is preceded immediately by the IC
DT-Separator

Section 8.1.5

MC-IDF-C-026-M

The Display-Text, when present, SHAtontain
the text string to be displayed on the mobile devig

Section 8.1.5

MC-IDF-C-027-M

The MCC processes the Display-TéwetttSHALL
contain only the following ASCII characters:

%x20-7E, %x0A (LF) and %x0D (CR).

Section 8.1.5

B.1.5

MCC Configuration (CFG)

Item

Function

Reference

Requirement

MC-CFG-C-001-M

MCC installation, provisioning or dgting, the
MCC SHALL be configured on the mobile device
order to use the MC Enabler

Section 9.1.1
in
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Item

Function

Reference

Requirement

MC-CFG-C-002-M

If MCC supports resolution of InditeCodes, the
following minimum parameters SHALL be
configured in the MCC:

* Network Address of the Home CMP

Section 9.1.1

MC-CFG-C-003-0O

If MCC supports resolution of Indit€€odes, the
following charging-related parameters MAY be
configured in the MCC:

» Tracking Address of the tracking server at the
Home CMP

Section 9.1.1

MC-CFG-C-004-M

MCC SHALL support the ability foretuser to
enter and store user personal data on an ‘Opt-in’
basis

Section 9.2

Method of entering
user personal data is
out-of-scope

MC-CFG-C-005-M

The following user personal data SHD be
supported at minimum:

a) Age

b) Gender

c) Postal Code/Zip Code
d) Household Income

Section 9.2

MC-CFG-C-006-M

MCC to insert available data infotioa and
location information in the MC-1-
RESOLVE_ICI_REQUEST message and MC-4-
TRACKING_REPORT message

Section 9.2.1

MC-CFG-C-007-M

The user SHALL be able to ‘Opt-irr ‘@pt-out’ for
each (or all) MC-1-RESOLVE_ICI_REQUEST
message and MC-4-TRACKING_REPORT mess

Section 9.2.1

age

B.1.6

MCC Support for Security (SEC)

Item

Function

Reference

Requirement

MC-SEC-C-001-O

This section describes an optioakit®n that
MAY be used to authenticate the MCC to the Hon
CMP, which comprises of the following procedure

Section 9.3.1
ne

2]

MC-SEC-C-002-M

used to authenticate the MCC toHbene CMP; if

Section 9.3.1

supported, the following procedures SHALL apply:

B.1.7

MCC Support for Code Resolution (CR)

Item

Function

Reference

Requirement

MC-CR-C-001-M

If the “Display-Text” (as specified Bection 8.1.5)
is present, the MCC will display that text

Section 8.2.2.1

MC-CR-C-002-M

The MCC parse the Indirect Codeectied in
Section 8.1 to extract the ICI value as the “ici”
parameter and the Version-Number as the

Section 8.2.2.1

“enablerver” parameter
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Item

Function

Reference

Requirement

MC-CR-C-003-M

The request contain the followingrdatory
parameters as specified in Table 15: “ici”, “appid”

”

“enablerver”, “clientid

” o«

, “‘optout”

Section 8.2.2.1

MC-CR-C-004-O

The request contain the followinghw optional
parameters as specified in Table 15: “btype”,

LTS

“networkidhome”, “networkidroam”

Section 8.2.2.1

MC-CR-C-005-O

If the “optout” parameter is FALSEdatine data is
available on the MCC, then the request contain th
following optional parameters as specified in Tab
15

Section 8.2.2.1

e
S

MC-CR-C-006-M

Otherwise, the MCC will not send asfithese
mentioned parameters.

Section 8.2.2.1

MC-CR-C-007-M

If the MC-ERROR message is receithd, MCC
SHALL display an appropriate text

Section 8.2.2.1

MC-CR-C-008-M

If the MC-1-RESOLVE_ICI_RESPONSE mags
is received, the MCC will perform the following

Section 8.2.2.1

MC-CR-C-009-M

If the “contentdescription” (as sd@ml in Table 16)
is present, the MCC SHALL display the data to th
user

Section 8.2.2.1

MC-CR-C-010-M

If the “tracking-address” parametas §pecified in
Tables 16) is present, the MCC SHALL invoke
tracking for the specified ICI using the received
parameter

Section 8.2.2.1

MC-CR-C-011-M

Otherwise, it SHALL invoke trackingrfthe
specified ICI using the pre-provisioned tracking
address on the MCC

Section 8.2.2.1

B.1.8

MCC Support for Tracking & Reporting Procedur

es (TRP)

Item

Function

Reference

Requirement

MC-TRP-C-001-M

In order to track chargeable evetite, MCC send
the MC-4-TRACKING_REPORT message to the
Home CMP over the MC-4 interface

Section 8.4.2.1

MC-TRP-C-002-M

The MC-4-TRACKING_REPORT messagetaon
at least the Indirect Code Identifier and an idestti
of the MCC

Section 8.4.2.1

MC-TRP-C-003-M

If a “trackingaddress$s present in the MC-1-

Section 8.4.2.1

RESOLVE_ICI_RESPONSE message sent from the
e

Home CMP to the MCC, the MCC SHALL send th
MC-4-TRACKING_REPORT message to the
indicated “trackingaddress”

MC-TRP-C-004-M

If a “trackingaddress” is not presbat the
trackingindicator is set to “true” in the MC-1-

Section 8.4.2.1

RESOLVE_ICI_RESPONSE message sent from the

Home CMP to the MCC, the MCC send the MC-4|
TRACKING_REPORT message
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B.1.9 MCC Support for Interface (INT1) MC-1
Item Function Reference Requirement
MC-INT1-C-001-M The MC-1 interface support theléaling REST Section 10.3

APIs

MC-INT1-C-002-M

The MC-1-RESOLVE_ICI web servicequeest
SHALL be made as specified below:

Section 10.3.1.1

MC-INT1-C-003-M

The URL in the request SHALL be th&C-1-
RESOLVE_ICI_REQUEST_URL that is currently
configured in the MCC

Section 10.3.1.1

MC-INT1-C-004-M

The parameters marked “Mandatornytie Table
15 below SHALL be present in the request

Section 10.3.1.1

MC-INT1-C-005-O

The parameters marked “Optionalthe Table 15
below MAY be present in the request

Section 10.3.1.1

MC-INT1-C-006-M

The “cc” SHALL be present when ttost” is
present

Section 10.3.1.1

MC-INT1-C-007-M

If the “income” or “age” containsfeee text phrase
but the “language” is not present, the default
language, English, SHALL apply.

Section 10.3.1.1

B.1.10 MCC Support for Interface (INT4) MC-4

Iltem

Function

Reference

Requirement

MC-INT4-C-001-M

The MC-4-TRACKING_REPORT web sergic
request SHALL be made as specified below

Section 10.6.1.1

MC-INT4-C-002-M

The URL in the request SHALL be ook

Section 10.6.1.1

MC-INT4-C-003-M

The parameters marked “MandatonyTiable 23
below SHALL be present in the request

Section 10.6.1.1

MC-INT4-C-004-O

The parameters marked “OptionalTable 23
below MAY be present in the request.

Section 10.6.1.1

MC-INT4-C-005-M

If “usagestatistics” is presenSHALL be
structured according to the format in Table 24.

Section 10.6.1.1.1

B.2 SCR for MC Enabler Server

Section B.2 covers Static Conformance Requirenmfenthe following MC Enabler Server components daisferred to as

‘network elements’ in the TS):

e Code Management Platform (CMP).

« CMP-Split-Parent (where applicable).

¢ CMP-Split-Child (where applicable).

* MC Registry (MCR), where applicable.

B.2.1

Home CMP Configuration (CFG)

Item

Function

Reference

Requirement
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Item

Function

Reference

Requirement

MC-CFG-S-001-M

Home CMP MAY support the ability fthre user to
enter and store user personal data on an ‘Opt-in’
basis

Section 9.2

Method of entering
user personal data is
out-of-scope

MC-CFG-S-002-M

The following user personal data $HO be
supported at minimum:

a) Age

b) Gender

c) Postal Code/Zip Code
d) Household Income

Section 9.2

MC-CFG-S-003-M

Home CMP to insert available usesppal data
information and location information in the MC-3-
RESOLVE_ICI_REQUEST message and MC-6-
TRACKING_REPORT message

Section 9.2.1

MC-CFG-S-004-M

The user SHALL be able to ‘Opt-im‘@pt-out’ for
each (or all) MC-3-RESOLVE_ICI_REQUEST
message and MC-6-TRACKING_REPORT mess

Section 9.2.1

age

MC-CFG-S-005-M

If user personal data or locatidioimation is
available and stored locally on the Home CMP, it
SHALL be possible for the Home CMP to insert
available user personal data

Section 9.2.2

MC-CFG-S-006-M

If user personal data or locatidioimation has
been entered and stored in the Home CMP, the u
SHALL be able to ‘Opt-in’ or ‘Opt-out’

Section 9.2.2
ser

B.2.2

Network Element Support for Security (SEC)

Item

Function

Reference

Requirement

MC-SEC-S-001-O

Secure, dedicated & managed physidabical
transport connections (i.e. ranging from Layer 1
TDM to Layer 2/3 VPNSs) between the requestor 3
responder network elements (i.e. CMPs or MCR)
nay be used.

Section 9.3.2

ind

MC-SEC-S-002-M

When insecure or shared transpamections are
used (e.g. public Internet connection) between th
requestor and responder network elements, the
following security measures SHALL be used

Section 9.3.2

D

MC-SEC-S-003-M

All communications between requeatot
responder network elements SHALL use https

Section 9.3.2

MC-SEC-S-004-M

As part of the initial registratiprocess, an
“apikeyid” and an “apikey” SHALL be generated
and provided by the responder network element

Section 9.3.2

MC-SEC-S-005-M

SHALL concatenate the “tid”, “icialues — making
it unique for each request/response, thus safe fro
spoofing

Section 9.3.2
m

MC-SEC-S-006-M

SHALL use the concatenated valugeioerate a
HMAC hash using the “apikey” provided by the
responder network element.

Section 9.3.2
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Item

Function

Reference

Requirement

MC-SEC-S-007-M

The requestor network element SHAidlude the
“apikeyid” and the above signature as part of eve
request to the responder network element

Section 9.3.2
ry

MC-SEC-S-008-M

The responder network element usesapikeyid”
to retrieve the security information associatechwit
the requestor network element (i.e., the stored
“apikey”) and SHALL validate the signature befor
proceeding to execute the request.

Section 9.3.2

D

MC-SEC-SC-009-M

If authentication in step (e) faitse responder
network element SHALL not execute the request

Section 9.3.2

MC-SEC-SC-010-M

SHALL return an appropriate err@atiss.

Section 9.3.2

MC-SEC-SC-011-M

A secure ICI SHALL have the sameitiRm-Prefix
field as that of the original ICI

Section 9.3.3

MC-SEC-SC-012-M

The routing of a Secure ICI SHALDN be
changed if any portion of the Resolution-Identifie
field of the original ICl is changed. This partiau
recommendation only applies to transferred ICls
because non-transferred ICI can be routed on the
Routing Prefix of the ICI

Section 9.3.3

MC-SEC-SC-013-M

The maximum length of any SecureSBALL
NOT exceed 36 octets, the maximum length of th
ICI field

Section 9.3.3
e

MC-SEC-SC-014-M

Any octet after the Routing-Prgdiet of any

Secure ICI SHALL NOT contain the value “%x04,

the ICI-DT-Separator

Section 9.3.3

MC-SEC-SC-015-M

When a Secure ICl scheme is us&HOULD be
used for all the non-transferred ICls under a
particular Routing Prefix or for all the transfaire
ICls under the same ICI block

Section 9.3.3

B.2.3

CMP Support for Indirect Code Data Format (ID F)

Item

Function

Reference

Requirement

MC-IDF-S-001-M

The Length-Indicator SHALL be 4-lhitng and
contains a 1-hex digit value that indicates thgtlen
of the Remaining-Part-of-Routing-Prefix field

Section 8.1.3.1.1

MC-IDF-S-002-M

A Registry-ID SHALL have a fixed lgth of 3-hex
digits and with the following specific details:

Section 8.1.3.1.2

MC-IDF-S-003-M

The value “%x000” SHALL be reserved

Section 8.1.3.1.2

MC-IDF-S-004-M

The length of the Remaining-PartRduting-Prefix
SHALL be equal to the value in the Length-
Indicator field + 1

Section 8.1.3.1.3

MC-IDF-S-005-M

Each octet in the Remaining-PartRafuting-Prefix
SHALL contain any value from %x00 to %xFF,
except %x04

Section 8.1.3.1.3

MC-IDF-S-006-M

Resolution-Identifier SHALL contaamy value
from %x00 to %xFF, except %x04

Section 8.1.3.2
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B.2.4

Support for Code Resolution (CR)

Item

Function

Reference

Requirement

MC-CR-S-001-M

If the “ici” is hosted on it, it wilollow the
procedures specified in Section 8.2.2.5.2

Section 8.2.2.2

MC-CR-S-002-M

in the case of a Split-CMP-Parentevethe “ici” is
hosted on a Split-CMP-Child served by it, it will

follow the procedures specified in Section 8.22.5|

Section 8.2.2.2

MC-CR-S-003-M

If the Home CMP has the routing imhation for
the specified “ici”, it will follow the procedures
specified in Section 8.2.2.5.3.

Section 8.2.2.2

MC-CR-S-004-M

Otherwise, if the Home CMP is configd to query
an MCR, it will follow the procedures specified in
Section 8.2.2.5.4

Section 8.2.2.2

MC-CR-S-005-M

the Home CMP set the ‘status” to
“MC_CANNOT_RESOLVE_ICI” and send the
MC-ERROR message as specified in Section 10.
to the MCC

Section 8.2.2.2

R.2

MC-CR-S-006-M

If the “ici” is hosted on it, it willollow the
procedures specified in Section 8.2.2.5.2

Section 8.2.2.3

MC-CR-S-007-M

Otherwise, in the case of a Split-GM&ent where
the “ici” is hosted on a Split-CMP-Child served by
it, it SHALL follow the procedures specified in
Section 8.2.2.5.3

Section 8.2.2.3

MC-CR-S-008-M

Otherwise, if the Remote CMP hasrthéing
information for the specified “ici”, it SHALL follav
the procedures specified in Section 8.2.2.5.3.

Section 8.2.2.3

MC-CR-S-009-M

Otherwise, if the Remote CMP is cgofied to
query an MCR, it SHALL follow the procedures
specified in Section 8.2.2.5.4

Section 8.2.2.3

MC-CR-S-010-M

Otherwise, the Remote CMP SHALL $&t status”
to “MC_CANNOT_RESOLVE_ICI” and send the
MC-ERROR message as specified in Section 10.
to the requestor CMP

Section 8.2.2.3

2.2

MC-CR-S-011-M

Otherwise, the MCR will retrieve thetwork
address associated with the ICI in the “ici” and
generate the MC-2-ROUTE_ICI_RESPONSE as
specified in Table 20 in Section 10.4.1.2

Section 8.2.2.4

MC-CR-S-012-M

The MCR send the MC-2-
ROUTE_ICI_RESPONSE message to the CMP

Section 8.2.2.4

MC-CR-S-013-M

If the CMP is the Home CMP and doessupport
tracking of ICls as specified in Section 8.4, @t the
“trackingindicator” to 0

Section 8.2.2.5.1

MC-CR-S-014-M

The “trackingaddress” will not bespent in the
MC-1-RESOLVE_ICI_RESPONSE message

Section 8.2.2.5.1

MC-CR-S-015-M

if the CMP is the Home CMP and supgptmacking
as specified in Section 8.4 and the specified $Qbi
be tracked, the Home CMP SHALL set the
“trackingindicator” to 1

Section 8.2.2.5.1
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Item

Function

Reference

Requirement

MC-CR-S-016-M

If the “trackingaddress” is presemtin MC-3-
RESOLVE_ICI_RESPONSE message it SHALL
include the “trackingaddress” received in the MC-
RESOLVE_ICI_RESPONSE message

Section 8.2.2.5.1

3-

MC-CR-S-017-M

Home CMP is interested in receiviragking
information, it prepend its designated tracking
server address to the received “trackingaddress”
parameter in the MC-3-
RESOLVE_ICI_RESPONSE message

Section 8.2.2.5.1

MC-CR-S-018-M

Otherwise, the Home CMP set the
“trackingaddress” parameter to the received
“trackingaddress” value, subject to local policy

Section 8.2.2.5.1

MC-CR-S-019-M

If the “trackingaddress” is not presia an MC-3-
RESOLVE_ICI_RESPONSE message, it set the
“trackingaddress” to the appropriate address

Section 8.2.2.5.1

MC-CR-S-020-M

as specified in Section 8.4 and thecHied ICl is to

be tracked, the CMP prepend its designated trgc
server address to the received “trackingaddress”
parameter

Section 8.2.2.5.1
kin

MC-CR-S-021-M

the MC-3-RESOLVE_ICI_RESPONSE message
the Remote CMP set the “trackingaddress” to its
designated tracking server address when it wantg
track the ICI

Section 8.2.2.5.1

to

MC-CR-S-022-M

non-Home Resolving CMP that is ingtee in
receiving tracking information set the
“trackingaddress” to its designated tracking serve
address

Section 8.2.2.5.1

=

MC-CR-S-023-M

Based on the MC Service Policy cands, if any,
as specified in Section 8.2.3, the Resolving CMP
follow the error handling procedures in Sections
10.2.2

Section 8.2.2.5.2

MC-CR-S-024-M

Otherwise, the Resolving CMP folldvet
procedures specified in Section 8.2.2.5.1 to st th
parameters for IClI tracking

Section 8.2.2.5.2

MC-CR-S-025-M

The Resolving CMP generate the MC-1-
RESOLVE_ICI_RESPONSE message as specifie
in Table 16 if it is the Home CMP

Section 8.2.2.5.2
2d

MC-CR-S-026-M

otherwise, it SHALL generate the MEC-3

RESOLVE_ICI_RESPONSE as specified in Table

22 and send the message to the requestor CMP.

Section 8.2.2.5.2

154

MC-CR-S-027-O

The request contains the following optional
parameters as specified in Table 21: “apikeyid”,
“signature”, “addr”.

Section 8.2.2.5.3

MC-CR-S-028-M

The request contain all parameters present in the
incoming Code Resolution request message that
relevant to the Code Resolution

Section 8.2.2.5.3
are

MC-CR-S-029-M

the request contain additional user personal dada
location information if they are available in the
Home CMP.

aSection 8.2.2.5.3
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Item

Function

Reference

Requirement

MC-CR-S-030-M

The CMP send the MC-3-
RESOLVE_ICI_REQUEST message to the Remq
CMP and wait for the response

Section 8.2.2.5.3

te

MC-CR-S-031-M

Otherwise, the CMP follow the procedures specif
in Section 8.2.2.5.1 to set the parameters for ICI
tracking

eflection 8.2.2.5.3

MC-CR-S-032-M

The CMP generate the MC-1-
RESOLVE_ICI_RESPONSE message as specifie
in Table 16

2d

Section 8.2.2.5.3

MC-CR-S-033-M

otherwise, it generate the MC-3-

RESOLVE_ICI_RESPONSE as specified in Table

22 and send the message to the requestor CMP.

D

Section 8.2.2.5.3

MC-CR-S-034-M

Otherwise, the CMP use the returresttlt” (as
specified in Table 20) to identify the Remote CMH
to receive the Code Resolution request and folloy
the procedures in Section 8.2.2.5.3

Section 8.2.2.5.4

B.2.5

Resolving CMP Support for Service Policy Mana

gement (SPM)

Iltem

Function

Reference

Requirement

MC-SPM-C-001-M

Code Resolution request validityiperof the ICI, if
specified, SHALL comprise of a ‘START-DATE-
TIME’ and an ‘END-DATE-TIME'.

Section 8.2.3.1

MC-SPM-C-002-M

Code Resolution request geograptéa arigin of
the ICI, if specified, SHALL comprise of either gng
or both, of the following geographic location
identification information

D

Section 8.2.3.1

MC-SPM-C-003-M

If the arrival time as above fallghin the range of
the validity period policy conditions as specified
Section Section 8.2.3.1

Section 8.2.3.2

MC-SPM-C-004-M

If the arrival time as above fallstside of the range
the validity period policy conditions as specified
Section (1) stored for the ICI, or range of ICsn
Code Resolution SHALL NOT be completed and
appropriate MC-ERROR message SHALL be
returned

Section 8.2.3.2

MC-SPM-C-005-M

f the geographic location identifica information
received as above falls within the range of
geographic area origin policy conditions as spedif
in Section 8.2.3.1 (2) stored for the ICI, or rainge
ICIs, then Code Resolution be completed and thg
information retrieved

Section 8.2.3.2

MC-SPM-C-006-M

If the geographic location identéton information
received as above falls within the range of

geographic area origin policy conditions as spedif

in Section 8.2.3.1 (2) stored for the ICI, or rainge
ICIs, then Code Resolution be completed and the
information retrieved.

Section 8.2.3.2

MC-SPM-C-007-M

then Code Resolution will not be qaeted

Section 8.2.3.2

MC-SPM-C-011-M
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Item

Function

Reference

Requirement

MC-SPM-C-008-M

appropriate MC-ERROR message SHAEL b
returned

Section 8.2.3.2

MC-SPM-C-011-M
and MC-SPM-C-012-
M

B.2.6

Support for Code Transfer Procedures (CTP)

Item

Function

Reference

Requirement

MC-CTP-S-001-M

The old Resolving CMP mark “confirtioa
pending” for the to-be-transferred out ICI or ICI
block.

Section 8.3.2.1.1

MC-CTP-S-002-M

he old Resolving CMP SHALL mark ‘fisfer out
confirmed” for the transferred-out ICI or ICI block
or remove information related to the transferretl-o
ICl or ICI block

Section 8.3.2.1.2

c

MC-CTP-S-003-M

case of the old Resolving CMP, itA2H generate
the MC-5-
TRANSFER_CONFIRMATION_RESPONSE
message as specified in section 10.7.2.2 and ken
message to the MCR

Section 8.3.2.1.2

d t

MC-CTP-S-004-M

In the case of the old resolvingitSpMP-Child, it
SHALL generate the MC-6-
TRANSFER_CONFIRMATION_RESPONSE
message as specified in section 10.8.2.2

Section 8.3.2.1.2

MC-CTP-S-005-M

the old Split-CMP-Parent store thieein or replace
the stored token with the value in the “token”
received from the request for the ICI or ICI block
indicated in the received “ici” or “icibk”

Section 8.3.2.2.1

MC-CTP-S-006-M

The old Split-CMP-Parent generate MC-5-
CODE_TRANSFER_REQUEST message as
specified in section 10.7.1.1, send the messatieet
MCR and wait for the response.

Section 8.3.2.2.1

O

MC-CTP-S-007-M

SHALL mark “pending confirmation”rf¢the to-be-
transferred-out ICI or ICI block

Section 8.3.2.2.1

MC-CTP-S-008-M

SHALL mark “transfer out confirmegaending
notification” for the transferred-out ICI or IClditk

Section 8.3.2.2.2

MC-CTP-S-009-M

Otherwise, process the received MC-6
TRANSFER_CONFIRMATION_RESPONSE
message. The old Split-CMP-Parent mark
“transferred out” for the transferred-out ICI orl IC
block

Section 8.3.2.2.3

MC-CTP-S-010-M

the MCR SHALL set the “status” to
“MC_UNAUTHORISED” and send the MC-
ERROR message to the requestor CMP as speci
in Section 10.2.3

Section 8.3.2.3.1

fied

MC-CTP-S-011-M

SHALL store the token or replace shared token
for the to-be-transferred ICI or ICI block indicdte
by the “ici” or “icibk

Section 8.3.2.3.1
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Item

Function

Reference

Requirement

MC-CTP-S-012-M

the received token does not matetstbred token,
the MCR set the “status” to
“MC_CT_TOKEN_MISMATCH" and send the
MC-ERROR message to the requestor CMP as
specified in Section 10.2.3.

Section 8.3.2.3.1

MC-CTP-S-013-M

The MCR update the network addess®ciated
with the ICI or ICI block indicated in the “ici” or
“icibk” with that in the received “addr”

Section 8.3.2.3.1

MC-CTP-S-014-M

The MCR remove the stored tokertlier
transferred ICI or ICI block

Section 8.3.2.3.1

MC-CTP-S-015-M

The MCR generate the MC-5-
CODE_TRANSFER_RESPONSE message as
specified in Section 10.7.1.2 and send the messa|
to the requestor CMP

Section 8.3.2.3.1

ge

MC-CTP-S-016-M

If the old Split-CMP-Parent and ngplit-CMP-
Parent involved in the Code Transfer are the sam
the MCR mark “transfer completed” or “normal” g
remove any flag for the transferred ICI or ICI btoc

Section 8.3.2.3.1
e,

=

MC-CTP-S-017-M

Otherwise, the MCR mark “transferrpending
notification” for the transferred ICI or ICI block

Section 8.3.2.3.1

MC-CTP-S-018-M

The MCR execute the Code Transbafionation
procedures described in Section 8.3.2.3.2

Section 8.3.2.3.1

MC-CTP-S-019-M

The MCR executes the Code Transfafianation
procedures described in Section 8.3.2.3.2

Section 8.3.2.3.1

MC-CTP-S-020-M

Otherwise, process the received MC-5
TRANSFER_CONFIRMATION_RESPONSE
message. The MCR mark “transferred and
confirmed” or “normal” or remove any flag for the
transferred ICI or ICI block

Section 8.3.2.3.2

MC-CTP-S-021-M

The new Resolving CMP update thtalizse with
the transferred-in ICl or ICI block and information
on the MCP and how to resolve the ICI or ICI blo

Section 8.3.2.4.1

tk

MC-CTP-S-022-M

the new Split-CMP-Parent set thatiss” to
“MC_CT_TOKEN_MISMATCH” and send the
MC-ERROR message to the new resolving Split-
CMP-Child as specified in Section 10.2.3

Section 8.3.2.5.1

MC-CTP-S-023-M

The new Split-CMP-Parent updatedatbase for
the transferred in ICI or ICI block with the
identification of the new resolving Split-CMP-Chil

Section 8.3.2.5.1

0

MC-CTP-S-024-M

The new Split-CMP-Parent generateNIC-6-
CODE_TRANSFER_RESPONSE message as
specified in Section 10.8.1.2 and send the messa|
to the new resolving Split-CMP-Child

Section 8.3.2.5.1

ge

MC-CTP-S-025-M

The new Split-CMP-Parent mark “tri@nsed,
pending notification” for the transferred ICI orlIC
block

Section 8.3.2.5.1
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Item

Function

Reference

Requirement

MC-CTP-S-026-M

If the new Split-CMP-Parent needsinform the
MCR about the intra-Split-CMP-Parent Code
Transfer, it remove the stored token for the
transferred ICI or ICI block

Section 8.3.2.5.1

MC-CTP-S-027-M

The new Split-CMP-Parent storevhkie in the
“token” received from the request for the ICI ol I1G
block indicated in the “ici” or “icibk

Section 8.3.2.5.1

MC-CTP-S-028-M

The new Split-CMP-Parent mark “pieigdeport to
MCR” for the transferred ICI or ICI block

Section 8.3.2.5.1

MC-CTP-S-029-M

Otherwise, process the received MC-5
CODE_TRANSFER_RESPONSE message. The
new Split-CMP-Parent remove the “pending repg
to MCR” flag and remove the stored token for the
transferred ICI or ICI block

Section 8.3.2.5.1

rt

MC-CTP-S-030-M

Otherwise, the new Split-CMP-Pargote the
value in the “token” and the ICI or ICI block
indicated in the “ici” or “icibk” in the received
request.

Section 8.3.2.5.1

MC-CTP-S-031-M

SHALL update the database with thedferred-in
ICI or ICI block and the identification of the new
resolving Split-CMP-Child

Section 8.3.2.5.1

B.2.7

CMP Support for Tracking & Reporting Procedur

es (TRP)

Item

Function

Reference

Requirement

MC-TRP-S-001-M

If the Home CMP supports trackingl aaporting it
SHALL set the “trackingindicator” to “true” in the
MC-1-RESOLVE_ICI_RESPONSE

Section 8.4.2.2

MC-TRP-S-002-M

Otherwise, the “trackingindicato™A8LL be set to
“false”.

Section 8.4.2.2

MC-TRP-S-003-M

the Home CMP SHALL include the
“trackingaddress” parameter in the MC-1-
RESOLVE_ICI_RESPONSE message and set it
its designated tracking address(es)

Section 8.4.2.2

(0]

MC-TRP-S-004-M

Each “trackingaddress” fragment SHAiave the
following format

Section 8.4.2.2

MC-TRP-S-005-M

Upon reception of the MC-4-TRACKINBEPORT
message, the tracking server as designated by th
Home CMP able to remove and/or anonymise sq
data elements in the tracking report

Section 8.4.2.3
e
me

MC-TRP-S-006-M

If multiple CMPs (or Split-CMPs/Pats) were

involved in Code Resolution, the tracking server as

designated by the Home CMP send the tracking
report to the “trackingaddressdceived in the MC-
3- RESOLVE_ICI_RESPONSE

Section 8.4.2.3

MC-TRP-S-007-O

Home CMP may remove this trackindrasds

fragment if the Home CMP does not have businegs

agreements with this entity.

Section 8.4.2.3
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Item

Function

Reference

Requirement

MC-TRP-S-008-M

When there are multiple CMPs (onitSpl
CMPs/Parents) involved in Code Resolution, the
“trackingaddress” in the MC-3-
RESOLVE_ICI_RESPONSE represent a
combination of the tracking address

Section 8.4.2.4

MC-TRP-S-009-M

Each “trackingaddress” fragment SHAlave the
following format

Section 8.4.2.4

MC-TRP-S-010-M

MC-TRP-S-010-O

Under certain circumstances (e.gnasdated by
community restrictions) the
[REMOTE_CMPx_TRACKING_ADDRESS]

Section 8.4.2.4

MC-TRP-S-011-O

Under certain circumstances, sonal or
[REMOTE_CMPx_TRACKING_ADDRESS_URL]
fragments MAY point to a commonly designed
neutral & party

Section 8.4.2.4

MC-TRP-S-012-M

If the Remote CMP is interesteddnaiving
tracking information for the specified ICI and is@
the Resolving CMP, the Remote CMP (or Split-
CMP-Child where applicable) SHALL set the
“trackingaddress” parameter in the MC-3-
RESOLVE_ICI_RESPONSE to its designated
tracking address(es)

Section 8.4.2.4

MC-TRP-S-013-M

is not interested in receiving triagkinformation
for the specified ICI and is not the Resolving CMH
it SHALL set the “trackingaddress” parameter of {
outgoing MC-3-RESOLVE_ICI_RESPONSE
message to the “trackingaddress”

Section 8.4.2.4
D

he

MC-TRP-S-014-M

If the Remote CMP is interesteddneiving
tracking information for the specified ICI and is@a
the Resolving CMP, the Remote CMP (or Split-
CMP-Child where applicable) SHALL set the
“trackingaddress

Section 8.4.2.4

MC-TRP-S-015-M

Upon reception of the MC-6-TRACKINBEPORT
message, the tracking server as designated by th
Remote CMP (or Split-CMP-Parent) be able to
remove and/or anonymise some data elements in
tracking report

Section 8.4.2.5

[¢)

the

MC-TRP-S-016-M

The tracking server as designatethbyRemote
CMP (or Split-CMPs-Parent) use URL redirectior
to send the tracking report to the next entityhia t
reporting path

Section 8.4.2.5

MC-TRP-S-017-O

The tracking server as designatetth&Rremote
CMP may remove this tracking address fragment
the Remote CMP does not have business agreen

Section 8.4.2.5
if
nents

with this entity.

B.2.8

General Interface Considerations (GIC)

Item

‘ Function ‘

Reference

Requirement
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Item

Function

Reference

Requirement

MC-GIC-C-001-M

Each MC interface SHALL expose a RE&PI
[REST] web service

Section 10.1

MC-GIC-C-002-M

_REPORT and MC-6- TRACKING_ REPORT

Http POST SHALL be used for MC-4-TRKING

messages

Section 10.1

MC-GIC-C-003-M

The URL used SHALL always point toeoof the
MC Enabler network components: the CMP (or
Split-CMP-Parent or Split-CMP-Child where
applicable) or the MCR

Section 10.1

MC-GIC-C-004-M

All string parameters containing sja characters
or spaces SHALL be UTF-8 URL encoded

Section 10.1

MC-GIC-C-005-M

The root element of all these XMLadmnents
SHALL be “envelope

Section 10.1

MC-GIC-C-006-M

The USER_AGENT text string in the HF header

SHALL be transmitted unchanged in the requests.

Section 10.1

MC-GIC-C-007-M

Each REST API response SHALL behie form of
a XML 1.0 document delivered using the http
protocol:

Section 10.1

MC-GIC-C-008-M

Unless otherwise specified, the fitgader
information SHALL contain the 200 OK HTTP
status code for all requests that were completed

Section 10.1

MC-GIC-C-009-M

The HTTP 204 NO CONTENT status c@eALL
be used in response to the MC-4-
TRACKING_REPORT and MC-6-
TRACKING_REPORT messages that were
successfully received

Section 10.1

MC-GIC-C-010-M

The root element of all these XMLadmnents
SHALL be “envelope

Section 10.1

MC-GIC-C-011-M

Each MC web service SHALL have atidist URL
for the request based on the type of web service

Section 10.1

MC-GIC-C-012-M

The MC Enabler components (the M@t CMP
and the MCR) SHALL support the parsing of XML
1.0 documents.

Section 10.1

B.2.9

Error Handling (EH)

Item

Function

Reference

Requirement

MC-EH-S-001-M

In case of an unsuccessful execubitihe requeste(

MC web service, the response contain an “mc-erfor

element as specified in Table 13.

1 Section 10.2

MC-EH-S-002-M

The responder network component SHAEL the
“status” to

Section 10.2.1

MC-EH-S-003-M

If the responder network componermpguts loop-
prevention and detects looped routing, it set the
“status” to “MC_TOO_MANY_HOPS”

Section 10.2.2
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Item

Function

Reference

Requirement

MC-EH-S-004-M

MC_CANNOT_RESOLVE_ICI” if the requestis
an MCC. The responder network component
SHALL NOT forward the newly received Code
Resolution request

Section 10.2.2

MC-EH-S-005-M

This action SHALL also be done foe ttequestor
associated with the previously received Code
Resolution request

Section 10.2.2

MC-EH-S-006-M

If the responder network componerthis
Resolving CMP that supports Secure ICI and the
“ici” in the received Code Resolution request is a
Secure ICI that fails the authentication check, it
SHALL set the “status” to “MC_
FRAUDULENT_ICI”

Section 10.2.2

MC-EH-S-007-M

The responder network component SHAEL the
“status” to “MC_CANNOT_RESOLVE_ICI" if the
Code Resolution request cannot be completed fof

any other reason not specified in Sections 10.2dl|a

10.2.2 (e.g., no routing information) for the I@l i
the received “ici”.

Section 10.2.2

MC-EH-S-008-M

The responder network component SHAJeherate
the MC-ERROR message as specified in Table 13
and return the message to the requestor.

Section 10.2.2

MC-EH-S-009-M

If the “tid” in the received positivesponse or MC-
ERROR message does not match with the “tid” in

Section 10.2.2

the sent request, the responder network component

performs the following: SHALL set the “status” to
“MC_CANNOT_RESOLVE_ICI".

MC-EH-S-010-M

If the “tid” in the received positivesponse or MC-
ERROR message does not match with the “tid” in

Section 10.2.2

the sent request, the responder network component

performs the following: SHALL generate the MC-

ERROR message as specified in Table 13 and return

the message to the requestor.

MC-EH-S-011-M

If the MC-ERROR message with the eotrtid” is
received, the responder network component
performs the following: SHALL set the “status” to

Section 10.2.2

MC-EH-S-012-M

If the MC-ERROR message with the eotrtid” is
received, the responder network component
performs the following SHALL generate the MC-

Section 10.2.2

ERROR message as specified in Table 13 and return

the message to the requestor.

MC-EH-S-013-M

The responder network component SHA&ét the
“status” to

Section 10.2.3

MC-EH-S-014-M

The responder network component SHAJeherate
the MC-ERROR message as specified in Table 13
and return the message to the requestor.

Section 10.2.3
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Item

Function

Reference

Requirement

MC-EH-S-015-M

If the “tid” in the received positivesponse or MC-
ERROR message does not match with the “tid” in
the sent request, the responder network componé
performs the following: SHALL set the “status” to
“MC_CT_NOT_AVAILABLE”

Section 10.2.3

ent

MC-EH-S-016-M

If the “tid” in the received positivesponse or MC-
ERROR message does not match with the “tid” in
the sent request, the responder network componé
performs the following SHALL generate the MC-
ERROR message as specified in Table 13 and re
the message to the requestor.

Section 10.2.3

2Nt

turn

MC-EH-S-017-M

If the MC-ERROR message with the eotrtid” is
received, the responder network component SHA
perform the following: SHALL set the “status” to

Section 10.2.3
LL

MC-EH-S-018-M

SHALL generate the MC-ERROR message a
specified in Table 13 and return the message to t
requestor. If the MC-ERROR message with the
correct “tid” is received, the responder network
component SHALL perform the following

Section 10.2.3
he

B.2.10 Support for Interface (INT1) MC-1

Item

Function

Reference

Requirement

MC-INT1-S-001-M

The MC-1 interface support theléoting REST
APls

Section 10.3

MC-INT1-S-002-M

The URL in the request SHALL be thi€-1-
RESOLVE_ICI_REQUEST_URL that is currently
configured in the MCC

Section 10.3.1.1

MC-INT1-S-003-M

The parameters marked “Mandatorythe table
below SHALL be present in the request

Section 10.3.1.1

MC-INT1-S-004-O

while the others MAY be presenthe request.

Section 10.3.1.1

MC-INT1-S-005-M

The “cc” SHALL be present when ttpost” is
present

Section 10.3.1.1

MC- INT1-S-006-M

The resolved content as specifie@ection
10.3.1.2.1

Section 10.3.1.2

MC- INT1-S-007-M

URL specifying a location to whith send tracking
data. Home CMP have full control over this
parameter

Section 10.3.1.2

MC-INT1-S-008-M

In the case of a successful exerubf the MC-1-
RESOLVE_ICI web service, the response SHALL
contain a “codecontentset” element in the root
“envelope” element as specified in Table 17

Section 10.3.1.2.1

MC-INT1-S-009-M

The resolved content items as djegtibelow in
Table 18. One or more “codecontent” elements
SHALL be present.

Section 10.3.1.2.1

MC-INT1-S-010-M

The MC-1-RESOLVE_ICI web servicear
SHALL be made as specified below

Section 10.3.1.3
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Item

Function

Reference

Requirement

MC-INT1-S-011-M

The MC-ERROR message defined intisecl0.2
SHALL be returned when a failure is detected.

Section 10.3.1.3

MC-INT1-S-012-M The “tid” SHALL NOT be present Semt 10.3.1.3
B.2.11 Support of Interface (INT2) MC-2

Item Function Reference Requirement
MC-INT2-S-001-M The MC-2 interface support theléoling REST Section 10.4

API

MC-INT2-S-002-M

The URL in the request SHALL be thi€-2-
ROUTE_ICI_REQUEST_URL that is currently
configured in the CMP

Section 10.4.1.1

MC-INT2-S-003-M

The parameters marked “MandatoryTiable 19
below be present in the request

Section 10.4.1.1

MC-INT2-S-004-O

The parameters marked “OptionalTable 19
below May be present in the request

Section 10.4.1.1

MC-INT2-S-005-M

The “apikeyid” is used by the MCR ttetrieve
security information associated with the requesto
CMP

Section 10.4.1.1

MC-INT2-S-006-M

When using digital signatures faitlzentication, the
“signature” field be present and contain the
signature calculated by the requestor CMP

Section 10.4.1.1

MC-INT2-S-007-M

The parameters marked “OptionalTiable 20
below SHALL be present in the response

Section 10.4.1.2

MC-INT2-S-008-O

The parameters marked “MandatonyTable 20
below May be present in the response.

Section 10.4.1.2

MC-INT2-S-009-M

The “addr” SHALL be present wheretMCR has
the routing information for the ICI or ICI block.

Section 10.4.1.2

MC-INT2-S-010-M

The MC-ERROR message defined intisecl0.2
SHALL be returned when a failure is detected.

Section 10.4.1.3

MC-INT2-S-011-M

The “tid” SHALL be present and SHALlbe copied
from the “tid” in the request

Section 10.4.1.3

MC-INT2-S-012-M

One of the possible “status” errbedow SHALL be
included:

Section 10.4.1.3

B.2.12 Support of Interface (INT3) MC-3

Item

Function

Reference

Requirement

MC-INT3-S-001-M

The MC-3 interface SHALL supportifollowing
REST API

Section 10.5

MC-INT3-S-002-M

The URL in the request SHALL be thi€-3-
RESOLVE_ICI_REQUEST_URL that is provided
by the Remote CMP

Section 10.5.1.1

MC-INT3-S-003-M

The parameters marked “Mandatorythe Table
21 below SHALL be present in the request

Section 10.5.1.1
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Item

Function

Reference

Requirement

MC-INT3-S-004-O

The parameters marked “OptionalTeble 21
below MAY be present in the request

Section 10.5.1.1

MC-INT3-S-004-M

MC-INT3-S-005-M

The “clientid” is used for identifyg an instance of
the MCC installation on the specific device. This
parameter is generally used by the Home CMP o

Nl

Section 10.5.1.1

y

MC-INT3-S-006-M

The “apikeyid” is used by the resiger CMP to
retrieve security information associated with the
requestor CMP

Section 10.5.1.1

MC-INT3-S-007-M

When using digital signatures faitlzentication, the
“signature” field SHALL be present and contain th
signature calculated by the requestor CMP as
described in Section 9.3.2

Section 10.5.1.1

e

MC-INT3-S-008-M

It SHALL contain a numeric valuerfan exact age
(e.g., 35), two values separated by a dash indigat
arange

Section 10.5.1.1

MC-INT3-S-009-M

The “income” provides the househoidome
information. A value, when provided, is tied t@th
currency associated with the “cc”.

Section 10.5.1.1

MC-INT3-S-010-M

The MC-3-RESOLVE_ICI web servicesponse
SHALL be made as specified below

Section 10.5.1.2

MC-INT3-S-011-M

The parameters marked “MandatoryTiable 22
below SHALL be present in the response

Section 10.5.1.2

MC-INT3-S-012-0

The parameters marked “OptionalTable 22
below MAY be present in the response

Section 10.5.1.2

MC-INT3-S-013-M

The resolved content as specifie&ection
10.3.1.2.1. This element SHALL be present on
successful resolution of the “ici”

Section 10.5.1.2

MC-INT3-S-014-M

URL specifying a location to whith send tracking
data. Home CMP

Section 10.5.1.2

MC-INT3-S-015-M

The MC-3-RESOLVE_ICI web servicear
SHALL be made as specified below

Section 10.5.1.3

MC-INT3-S-016-M

The MC-ERROR message defined intisecl0.2
SHALL be returned when a failure is detected

Section 10.5.1.3

MC-INT3-S-017-M

The “tid” SHALL be present and SHALlbe copied

from the request

Section 10.5.1.3

B.2.13 Support for Interface (INT4) MC-4

Item

Function

Reference

Requirement

MC-INT4-S-001-M

The MC-4 interface SHALL supportifollowing
REST APIs:

Section 10.6.

MC-INT4-S-002-M

The URL in the request SHALL be oofe

Section 10.6.1

MC-INT4-S-003-M

The parameters marked “Mandatorythe Table
23 below SHALL be present in the request

Section 10.6.1

MC-INT4-S-004-O

while the others MAY be presenttie request

Section 10.6.1
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Item

Function

Reference

Requirement

MC-INT4-S-005-M

Usage information as detailed irct8an 10.6.1.1.1.
At least one of either the “usagestatistics” or
“usagecount” parameter SHALL be present.

Section 10.6.1

MC-INT4-S-006-M

It SHALL contain a numeric valuerfan exact age
(e.g., 35), two values separated by a dash indigat
a range (e.g., 22-55) or a free text phrase (e.g.,
“young” or “retired”) in the language associated
with “cc” up to 20 octets long.

Section 10.6.1
i

MC-INT4-S-007-M

It SHALL contain a numeric valuerfan exact
income (e.g., 50,000), two values separated by a
dash indicating a range (e.g., 35,000-75,000), a
value with “<” or “>” (e.g., <30,000 or >100,000j) g
a free text phrase

Section 10.6.1

MC-INT4-S-008-M

The MC-ERROR message defined intisecl0.2
SHALL be returned when a failure is detected

Section 10.6.1.2

MC-INT4-S-009-M

The “tid” SHALL NOT be present

Sem 10.6.1.2

MC-INT4-S-010-M

One of the possible “status” errbedow SHALL be
included

Section 10.6.1.2

B.2.14 Support of Interface (INT5) MC-5

Item

Function

Reference

Requirement

MC-INT5-S-001-M

The MC-5 interface SHALL supportifollowing
REST APIs:

Section 10.7

MC-INT5-S-002-M

The URL in the request SHALL be thik-5-
CODE_TRANSFER_REQUEST_URL that is
currently configured in the CMP

Section 10.7.1.1

MC-INT5-S-003-M

The parameters marked “MandatoryTable 25
below SHALL be present in the request

Section 10.7.1.1

MC-INT5-S-004-O

The parameters marked “OptionalTeble 25
below MAY be present in the request.

Section 10.7.1.1

MC-INT5-S-005-M

Either “ici” or “icibk” but not bdt SHALL be
present in the request

Section 10.7.1.1

MC-INT5-S-006-M

The “addr” SHALL be present in thequest that is
sent by the new CMP (or the Split-CMP-Parent
when applicable)

Section 10.7.1.1

MC-INT5-S-007-M

The “addr” SHALL NOT be presenttime request
that is sent by the old CMP (or the Split-CMP-
Parent when applicable).

Section 10.7.1.1

MC-INT5-S-008-M

The “apikeyid” is used by the MCR ttetrieve
security information associated with the requesto
CMP (or Split-CMP-Parent when applicable),

Section 10.7.1.1

MC-INT5-S-09-M

When using digital signatures fottaentication, the
“signature” field SHALL be present and contain th
signature calculated by the requestor CMP

Section 10.7.1.1
e

MC-INT5-S-10-M

The parameters marked “Mandatorythe table

Section 10.7.1.2

below SHALL be present in the response
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Item

Function

Reference

Requirement

MC-INT5-S-11-M

while the others MAY be present Iretresponse

Section 10.7.1.2

MC-INT5-S-12-M

The “tid” SHALL be present and SHALe copied
from the “tid” in the request

Section 10.7.1.2

MC-INT5-S-13-M

The MC-ERROR message defined in Bect0.2
SHALL be returned when a failure is detected

Section 10.7.1.3

MC-INT5-S-14-M

The “tid” SHALL be present

Section.7.1.3

MC-INT5-S-15-M

e copied from the “tid” in the recgte

Section 10.7.1.3

MC-INT5-S-16-M

One of the possible “status” errbedow SHALL be
included:

Section 10.7.1.3

MC-INT5-S-17-M

The MC-5-TRANSFER_CONFIRMATION web
service MAY be used by the MCR to inform the o
CMP

Section 10.7.2
d

MC-INT5-S-18-M

The URL in the request SHALL be thkC-5-
TRANSFER_CONFIRMATION_REQUEST_URL
that is currently configured in the MCR

Section 10.7.2

MC-INT5-S-19-M

The parameters marked “MandatoryTable below
SHALL be present in the request while the others
MAY be present in the request

Section 10.7.2

MC-INT5-S-020-0O

The parameters marked “OptionalTable below
MAY be present in the request

Section 10.7.2

MC-INT5-S-021-M

Either “ici” or “icibk” but not bdt SHALL be
present in the request

Section 10.7.2

MC-INT5-S-022-M

The “apikeyid” is used by the MCR ttetrieve
security information associated with the requesto
CMP

Section 10.7.2

MC-INT5-S-023-M

When using digital signatures faitlzentication, the
“signature” field SHALL be present and contain th
signature calculated by the requestor CMP (or Sp
CMP-Parent, where applicable) as described in
Section 9.3.2.

Section 10.7.2
e
lit

MC-INT5-S-024-M

The parameters marked “Mandatorythe Table
28 below SHALL be present in the response

Section 10.7.2.2

MC-INT5-S-025-M

while the others MAY be presentire response.

Section 10.7.2.2

MC-INT5-S-026-M

The “tid” SHALL be copied from th#id” in the
request

Section 10.7.2.2

MC-INT5-S-027-M

The MC-ERROR message defined intisecl0.2
SHALL be returned when a failure is detected

Section 10.7.2.3

MC-INT5-S-028-M

The MC-ERROR message defined intisecl0.2
SHALL be returned when a failure is detected.

Section 10.7.2.3

MC-INT5-S-029-M

The “tid” SHALL be present

Sectidf.7.2.3

MC-INT5-S-030-M

SHALL be copied from the “tid” irhe request

Section 10.7.2.3

MC-INT5-S-031-M

One of the possible “status” errbedow SHALL be
included

Section 10.7.2.3
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B.2.15 Support of Interface (INT6) MC-6

Item

Function

Reference

Requirement

MC-INT6-S-001-M

The MC-6 interface SHALL supporttifollowing
REST API

Section 10.8

MC-INT6-S-002-M

The URL in the request SHALL be thi€-6-
CODE_TRANSFER_REQUEST_URL that is
currently configured in the Split-CMP-Child

Section 10.8.1.1

MC-INT6-S-003-M

The parameters marked “MandatoryTable 29
below SHALL be present in the request

Section 10.8.1.1

MC-INT6-S-004-O

The parameters marked “OptionalTeble 29
below MAY be present in the request.

Section 10.8.1.1

MC-INT6-S-005-M

Either “ici” or “icibk” but not bdt SHALL be
present in the request.

Section 10.8.1.1

MC-INT6-S-006-M

The “apikeyid” is used by the resiger CMP to
retrieve security information associated with the
requestor CMP

Section 10.8.1.1

MC-INT6-S-007-M

When using digital signatures fatlzentication, the
“signature” field SHALL be present and contain th
signature calculated by the requestor CMP as
described in Section 9.3.2.

Section 10.8.1.1
e

MC-INT6-S-08-M

The parameters marked “MandatoryTiable 30
below SHALL be present in the response

Section 10.8.1.2

MC-INT6-S-09-O

The parameters marked “OptionalTeble 30
below MAY be present in the response

Section 10.8.1.2

MC-INT6-S-010-M

The “tid” SHALL be present and SHAlbe copied
from the “tid” in the request

Section 10.8.1.2

MC-INT6-S-011-M

The MC-ERROR message defined intisecl0.2
SHALL be returned when a failure is detected

Section 10.8.1.3

MC-INT6-S-012-M

The “tid” SHALL be present and SHALlbe copied
from the “tid” in the request.

Section 10.8.1.3

MC-INT6-S-013-M

The MC-6-TRANSFER_CONFIRMATION web
service MAY be used by the old Split-CMP-Paren
to inform the old Split-CMP-Child about the
successful transfer of an ICI or ICI block

Section 10.8.2
t

MC-INT6-S-014-M

The MC-6-TRANSFER_CONFIRMATION web
service request SHALL be made as specified bel

Section 10.8.2.1
DW

MC-INT6-S-015-M

The URL in the request SHALL be thi€-6-
TRANSFER_CONFIRMATION_REQUEST_URL
that is currently configured in the Split-CMP-Pare

Section 10.8.2.1

n

MC-INT6-S-016-M

The parameters marked “MandatoryTiable 31
below SHALL be present in the request

Section 10.8.2.1

MC-INT6-S-017-O

The parameters marked “OptionalTable 31
below MAY be present in the request

Section 10.8.2.1

MC-INT6-S-018-M

Either “ici” or “icibk” but not bdh SHALL be
present in the request.

Section 10.8.2.1
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Item

Function

Reference

Requirement

MC-INT6-S-019-M

The “apikeyid” is used by the resiger CMP to
retrieve security information associated with the
requestor CMP

Section 10.8.2.1

MC-INT6-S-020-M

When using digital signatures faitlzentication, the
“signature” field SHALL be present and contain th
signature calculated by the requestor CMP as
described in Section 9.3.2

Section 10.8.2.1
e

MC-INT6-S-021-M

The parameters marked “MandatoryTable 32
below SHALL be present in the response

Section 10.8.2.2

MC-INT6-S-022-O

The parameters marked “OptionalTeble 32
below MAY be present in the response

Section 10.8.2.2

MC-INT6-S-023-M

The “tid” SHALL be present and SHAlbe copied
from the “tid” in the request.

Section 10.8.2.2

MC-INT6-S-024-M

The MC-ERROR message defined intisecl0.2
SHALL be returned when a failure is detected

Section 10.8.2.3

MC-INT6-S-025-M

The “tid” SHALL be present and SHAlbe copied
from the “tid” in the request

Section 10.8.2.3

MC-INT6-S-026-M

One of the possible “status” errbedow SHALL be
included:

Section 10.8.2.3

MC-INT6-S-027-M

The URL in the request SHALL be thik-6-
TRACKING_URL associated with the recipient
CMP as received by the sender CMP in the MC-
3_RESOLVE_ICI_RESPONSE

Section 10.8.2.3

MC-INT6-S-028-M

The parameters marked “MandatoryTable below|
SHALL be present in the request

Section 10.8.3.1

MC-INT6-S-029-O

The parameters marked “OptionalTeble 33
below MAY be present in the request.

Section 10.8.3.1

MC-INT6-S-030-M

Usage information as detailed irctsan 10.8.3.1.1.
At least one of either the “usagestatistics” or
“usagecount” parameter SHALL be present.

Section 10.8.3.1

MC-INT6-S-031-M

It SHALL contain a numeric valuerfan exact age

(e.g., 35), two values separated by a dash indigat]

a range (e.g., 22-55) or a free text phrase

Section 10.8.3.1
i

MC-INT6-S-032-M

It SHALL contain a numeric valuerfan exact
income (e.g., 50,000), two values separated by a
dash indicating a range (e.g., 35,000-75,000), a
value with “<” or “>" (e.g., <30,000 or >100,000) g
a free text phrase

Section 10.8.3.1

MC-INT6-S-033-M

Provides the number of times theotged content
has been accessed. At least one of either the
“usagestatistics” or “usagecount” parameter SHA
be present.

Section 10.8.3.1

L

MC-INT6-S-034-M

The MC-ERROR message defined intisecl0.2
SHALL be returned when a failure is detected

Section 10.8.3.2

MC-INT6-S-035-M

The “tid” SHALL NOT be present

Sem 10.8.3.2

MC-INT6-S-036-M

One of the possible “status” errbedow SHALL be
included

Section 10.8.3.2
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Appendix C. Best Practices of Character Set for Direct Code Display
of QR Code (Informative)

This section summarises some best practices imtlustry for character sets that are used for DiGade.

C.1 Japan

Instead of ISO/IEC 18004:2006 [QR], JIS X 0510 [X8510] is normatively referenced by all Japan@seCode
implementations. JIS X 0510 contains the sameifspeons as those of ISO/IEC 18004:2006 [QR] gtder minor

points. One of the differences is that JIS X O8&fines the default character set to be JIS X {8€Hdit character set) [JIS X
0201] and JIS X 0208 (Shift JIS) [JIS X 0208].

The following features are mandated in additiothtuse that are specified in 5.1.1.

* [JIS X 0201] must be the character set to be useByte mode,
»  Kanji mode as defined by [QR] must be supported, an

* Any combination of those specified in 5.1.1.4 arahKmode must be supported.
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Appendix D. MC Interfaces (Informative)

This appendix contains MC Interface web servicerglas.

D.1 Examples of MC-1-RESOLVE _ICI web service
D.1.1 Example 1l

Request:
http://resolver.acme-home.com/?ici=P81234561234pébrl 234&enablerver=%x10&clientid=5678&optout=true

Response:
<? xml version="1.0" encoding="UTF-8" ?>
<envelope>
<MC-1-RESOLVE_ICI_RESPONSE>
<codecontentset>
<codecontent>

<type>http://www.acontentschema.com/URfitype>
<contentelement>
{...content as described by the content schema...}
</contentelement>
</codecontent>
</codecontentset>
<trackingindicator>FALSE</trackingindicator>
</MC-1-RESOLVE_ICI_RESPONSE>
</envelope>

D.1.2 Example 2
Request:

http://resolver.acme-home.com/?ici=
P812345612345&appid=1234&enablerver=%x10&clienti@#3&btype=DM&optout=false&
cc=us&post=11111&age=45&income=50000&gender=maleé&tmninfo=43.7000,-
79.5000&networkidhome=310120&networkidroam=40436

Response:
<? xml version="1.0" encoding="UTF-8" ?>
<envelope>
<MC-1-RESOLVE_ICI_RESPONSE>
<codecontentset>
<codecontent>

<type>http://www.acontentschema.com/URfitype>
<titte>Homepage</title>
<contentelement>
{...content as described by the content schema...}
</contentelement>
</codecontent>
</codecontentset>
<contentdescription>Link to OMA homepage</contentdiption>
<trackingindicator>TRUE</trackingindicator>
<trackingaddress>
http://www.cmpl.com/tracking?t2=http://www.cmp2.dometrics/2009?t3=http://www.cmp3.net/report
</trackingaddress>
</MC-1-RESOLVE_ICI_RESPONSE>
</envelope>
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D.2 Examples of MC-3-RESOLVE_ICI web service
D.2.1 Example 1

Request:
http://resolver.acme-remote.com/?tid=512345&ici=PB®15612345&clientid=5678

Response:

<? xml version="1.0" encoding="UTF-8" ?>

<envelope>
<MC-3-RESOLVE_ICI_RESPONSE>
<tid>512345</tid>
<codecontentset>
<sTontent>

<typehttp://www.acontentschema.com/URNltype>
<contentelement>
{...content as desedtby the content schema...}
</contentelement>
eftecontent>
</codecontentset>
</MC-3-RESOLVE_ICI_RESPONSE>
</envelope>

D.2.2 Example 2

Request:

http://resolver.acme-remote.com/?tid=512345&ici=
P812345612345&clientid=5678&apikeyid=613a333a7b8938733a3132383a22674378dba9f3251&signature=acsf@fle
179c8226ee9e137da80337 &cc=us&post=11111&age=45mes50000&gender=male&locationinfo=43.7000,-
79.5000&networkidhome=310120&networkidroam=40436

Response:
<? xml version="1.0" encoding="UTF-8" ?>
<envelope>
<MC-3-RESOLVE_ICI_RESPONSE>
<tid>512345</tid>
<codecontentset>
dszontent>
<typehttp://www.acontentschema.com/URNltype>
<titte>Homepage<i/title>

<contentelement>
{...content as desedtby the content schema...}
</contentelement>
edftecontent>
</codecontentset>
<contentdescriptitink to OMA homepage</contentdescription>
<trackingaddress>
http://www.cmp2.com/metrics/2009?t3=http://www.cmp&/report
</trackingaddress>
</MC-3-RESOLVE_ICI_RESPONSE>
</envelope>
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Appendix E.  Best Practices for making Mobile Code reading
successful (Informative)

In order to provide the users with successful regéixperiences of the mobile codes that are spddffi this specification,
the players that constitute the ecosystems nesdatitsfy certain requirements that are specificattheplayer. There are
fundamentally three players:

a) Hardware Developers: Device vendors and optizadponent vendors (lenses, cameras, etc);

b) MCC Developers: Those who develop the MCC saiwahey may develop the MCC: i) inside a devicedar who may
have influence on or control of the hardware designi) independent of a device vendor targetingaaious devices from
different device vendors that are available inrtiegket; and

¢) Publishers: Those who publish mobile codesrortgrl materials or computer displays.

This informative appendix aims to highlight key uggments relevant to aspects of Mobile Code geioerand reading
from the perspectives of the players as abovehEuto this informative appendix, [NTTDOCOMOGUID&id
[NTTDOCOMOFUNC] also provide recommendations fortile Code generation and reading.

E.1 Quiet Zone

The requirement of a Quiet Zone pertains to:

i) The performance of an algorithm that reads a syagyo&nd is implemented in the MCC; and,
ii) The size of the Quiet Zone that is provided forremtpd mobile code by a Publisher so that the syothyois
successfully read by a MCC.

1 | Requirement: Quiet Zone
Player Relevance Recommendation
(a) | Hardware Developers Not directly None
(b) | MCC Developers YES Normative (Sections 5.1&h@
5.1.2.4)
(c) | Publishers YES Informative (Appendix E1.3)

E.1.1 Hardware Developers

No requirements.

E.1.2 MCC Developers

The requirements for Quiet Zones are specified atisrly in Sections 5.1.1.6 and 5.1.2.4. It shcadchoted that these
requirements are essential for developing a sutded€C.

E.1.3 Publishers

It is important for Publishers to provide a sufficily large Quiet Zone width when printing a QR €axt a Data Matrix
symbol, so that the width is supported by the permce of the MCC that is used for reading the featnde. It must be
matching with the requirements that are addresgeddoMCC Developer.
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(1) QR Code

In Japan where the QR Code has been ubiquitousiptad and used, 4X or larger Quiet Zones are recamled for printed
QR Code symbols. However, even a device that ntleistsequirement may fail to read the symbologyugjlit is
recommended for the Publishers to confirm if tipeinted QR Code symbols are successfully read éyatgeted devices
before publishing the codes. In case where theagatisymbol of the created code is not recogniséslyecommended to
make the width of the Quiet Zone larger for prigtin

(2) Data Matrix

1X or larger Quiet Zones are mandated for printathDMatrix symbols. However, it has been found witmmercial
implementations of Data Matrix reading softwaret théarger Quiet Zone of at least 2X significantlgreases reading
performance and tolerance against difficult readiogditions (as e.g. low lighting, skew angle, ue to imperfect focus,
etc.). An even stronger enlarged Quiet Zone is fi@akfor Data Matrix symbols with large (logicafjmensions beyond
26x26 cells. Thus, it is recommended for the Riglis to use a Quiet zone of at least 2X for Dat&rikisymbols up to
26x26 cells and a Quiet Zone of 4X for Data Magyxnbols of size 32x32 and higher. It is also recemded, to confirm if
their printed Data Matrix symbols are successftélyd by the targeted devices before publishingtitkes. In case where the
printed symbol of the created code is not recoghigés recommended to make the width of the QHdaate larger for
printing.

E.2 The minimum module width X

The requirement of the minimum module width X persao:

i) The performance of the optics, such as lenses, reaimetc., for appropriately capturing an image afymbology
that has the smallest module width ; and,
ii) The minimum module width that a Publisher can userint a mobile code on printed materials or cotapu

displays, so that the symbology is successfulld teaa MCC.

2 | Requirement; Minimum Module Width X
Player Relevance Recommendation
(a) | Hardware Developers YES Informative (AppendXx 1
(b) | MCC Developers Not directly None
(c) | Publishers YES Informative (Appendix E2.3)

E.2.1 Hardware Developers

The scanning technology that is used in deviceseémenting the OMA MCC, including cameras, lensggics, etc. shall be
able to read QR Code symbols and Data Matrix symbbivhich module width X is 0.25 mm or larger.

E.2.2 MCC Developers

No requirements.
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E.2.3  Publishers

It is important for Publishers to provide a suficily large module width when printing a QR Codmbyl or a Data Matrix
symbol so that the module width is supported bypigormance of the optics developed by the Hardvizaveloper.

(1) QR Code

Based on the experiences in Japan where the QR l@sdeeen ubiquitously adopted and used, modulihsvidrger than
0.28mm are recommended for printed QR Code symbloaever, a QR Code with a module width that idisigntly
larger than this minimum module width may not becassfully read by a device due to various reasomss, it is
recommended for the Publishers to confirm if tipeinted codes are successfully read by the targigeites before
publishing the codes. In case where the printecosymf the created mobile code is not recogniged,riecommended to
make the module width larger for printing.

(2) Data Matrix

Module widths larger than 0.28mm are recommendegriated Data Matrix symbols. However, a Data Masymbol with
a module width that is sufficiently larger thanstiminimum module width may not be successfully leyad device due to
various reasons. Thus, it is recommended for thdighers to confirm if their printed code symbote auccessfully read by
the targeted devices before publishing the codesase where the printed symbol of the created lmabide is not
recognised, it is recommended to make the moduémarger for printing.

E.3 Symbol Contrast

Symbol Contrast is the difference of reflectancevieen the light module (a module that the reflectais high) and the dark
module (a module that the reflectance is low) mslimbol. When a mobile code symbol is to be reisegihwith the camera,
the larger the Symbol Contrast, the easier thegrtion of the symbol becomes. Conversely, it @endifficult to

recognise a mobile code symbol if the Symbol Cattissmaller. Hence, it is important to recomm#éreminimum

Symbol Contrast that the recognition is expecteetguccessful.

The requirement of Symbol Contrast pertains tdolewing 3 elements:

i) The performance of the optics, such as lensasgcas, etc., for appropriately capturing an imafge printed symbology
of which Symbol Contrast is equal to or larger thdrat is specified;

il) The performance of the algorithm to read a sghay, which is implemented in the MCC; and

iii) The minimum Symbol Contrast that a Publishanase to print a mobile code symbol on printedenis or computer
displays, so that the symbol is successfully reathb MCC.

1 Requirement: Symbol Contrast
Player Relevance Recommendation
(a) | Hardware Developers Yes Informative
(b) | MCC Developers Yes Informative
(c) | Publisher Yes Informative
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E.3.1 Hardware Developers

It is important for Hardware Developers to devebgics with enough performance for such Symbol @sttthat is used by
Publishers when printing a QR Code symbol or a Mtix symbol.

Based on the experiences in Japan where the QR l@2sdeeen ubiquitously adopted and used, the saatethnology that
is used in devices implementing the MCC, includiagneras, lenses, optics, etc. shall be able to@&&ode symbols and
Data Matrix symbols whose Symbol Contrast is 45%uger.

E.3.2 MCC Developers

It is recommended for MCC Developers to implemenappropriate image correction (or contrast coilwagtin the MCC
for the purpose of improving the code recognitienfprmance for printed mobile code symbols whosal®y Contrast is
45% or larger.

E.3.3  Publishers

It is important for Publishers to provide a suficily large Symbol Contrast when printing a QR Cesgmbol or a Data
Matrix symbol, so that the Symbol Contrast is sidntly larger than the minimum Symbol Contrast fkaupported by the
devices that implement the MCC and are used fatingathe mobile code.

Based on the experiences in Japan, the Symbol &bmf printed mobile code symbols shall be 55%@er.

However, a mobile code symbol with a Symbol Contitaat is sufficiently larger than the minimum SyshiContrast may
not be successfully read by a device. Thus, #é®mmended for the Publishers to confirm if theinted codes are
successfully read by the targeted devices befdbéghing the codes. In case where the printed symwibiive created mobile
code is not recognised, it is recommended to iserédae Symbol Contrast for printing.

Note: The measurement methodology and gradingeoSthmbol Contrast are standardised by ISO/IEC15415
[ISO/IEC15415]. The Symbol Contrast 55% or moreegponds to the grade B in the ISO standard, armt@nmended as
the OMA standard when a mobile code symbol is pdnHowever, when printing a mobile code symba, Siymbol
Contrast varies according to the various conditigfithe printing materials; for example, the queatif the paper
(newspapers, magazines, posters, fliers, etc.prihing methods, and the colours of ink to bedu§eherefore, the Symbol
Contrast 45% or more that gives enough margin$% & recommended for the Hardware Developersppat. This is
based on the experiences in Japan, which has beearmpto be successful.

E.4 Lighting

When a mobile code symbol is to be recognised thighcamera, the environmental condition (Lightiafghe place in
which the symbols is captured by the camera chijidafluences the performance of the recognitilbiis assumed that the
MCC needs to capture and recognise mobile codeaignmidoors as well as outdoors. The indoor Ligitraries. Hence, it
is necessary to set up some guidelines for thetinigltonditions for successful recognition, so tiat devices that
implement the MCC are able to successfully recagttie mobile codes under such an environmentalitond

The requirement of Lighting pertains to the follogitwo performances:

i) The performance of the optics, such as lensasgcas, etc., for appropriately capturing an inefge mobile code symbol
under a given Lighting condition; and

ii) The performance of the algorithm to read a sghagy, which is implemented in the MCC.
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1 Requirement: Lighting
Player Relevance Recommendation
(a) | Hardware Developers Yes Informative
(b) | MCC Developers Yes Informative
(c) | Publisher No None

E.4.1 Hardware Developers

Based on the experiences in Japan, the scanningdiegy that is used in the devices implementirgNtCC, including
cameras, lenses, optics, etc. shall be able to@aGode symbols and Data Matrix symbols undectmalition of 30Ix-
5000Ix in the illuminance. Especially, it is recommded to recognise the symbols under the condifi@®0Ix-1200Ix in the
illuminance.

It is recommended for the devices to have a capatil be able to illuminate the symbols by somean® e.g., the photo-
light etc., when recognition of the symbol is ditflt under the low illumination conditions.

E.4.2 MCC Developers

It is recommended for MCC Developers to implemenappropriate image correction (or illuminationreation) in the
MCC for the purpose of improving the code recogmnitpberformance for printed mobile code symbols utige conditions
of 30Ix-5000Ix in the illuminance.

E.4.3 Publishers

No requirements.

Note: The standard of Lighting of indoor work spé&standardised by ISO 8995 [ISO 8995-1].
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Appendix F. A Structured Append Mode Implementation Example
(Informative)

This Appendix describes an Informative note fotm&ured Append mode implementation example.

The Structured Append mode, as specified by 5.1at.QR Code and 5.1.2.5 for Data Matrix, is usedytlit the encoding

of the data from a message over a number of symAblsf the symbols require to be read and thewdaéssage needs to be
reconstructed in the correct sequence. This moggiisally used in case where the data size exciedsapacity of the limit
of one symbol.

Structured Append mode requires the user to captuitple symbols one after another based on ingtrns from the MCC
to the user.

The following flow chart describes an example aftsa capturing process of multiple symbols thatmatbe Structured
Append mode. The flow chart describes an exampeimentation that has been developed for QR Codée\there are
minor differences in the specifications of the Staued Append modes for QR Code and Data Matrixotrerall process is
very similar. The differences due to the origirta0l specifications are described in the notes.

One of the important design issues is that the siseuld always be able to terminate the processraeyvherever the step
may be. This is defined in the respective normateeions.
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F.1 Flow Chart
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Abbreviations

SA: Structured Append

MRCS: Most recently captured symbol
SPC: Symbol(s) previously captured
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(1) Display the fact that the first captured syinimes the Structured Append mode. Prompt thetaseapture the next
symbol. Display the number of remaining symbolbéccaptured, and the number of the total numbal tfie symbols.

(2) Determine concatenation of the most recentptur@d symbol with the symbol(s) previously captubased on the Parity
Data and the Symbol Sequence Indicator.

Refer to Chapter 7 of [QR] for determining valichcatenation of QR Code.
Refer to Section 5.6 of [DATAMARTIX] for determingnvalid concatenation of Data Matrix.

Note that "the Parity Data" is not defined in tignbol syntax of Data Matrix. Therefore, the procgdss based only on the
Symbol Sequence Indicator in the case of Data Madtmiaddition, the process (3) is not necessarglézoding a Data
Matrix code of the Structured Append mode.

(3) Refer to Chapter 7 of [QR] for checking theieData.

Note that the process (3) is not necessary fordiega Data Matrix code of the Structured Appendieyince Data Matrix
does not define “the Parity Data”.

(4) Indicate that the symbol most recently captusatbt possible to be concatenated, and prompigketo start capturing a
next symbol. Discard the symbol that is not possiblbe concatenated. Indicate that the symbdteady captured, if the
symbol most recently captures has already beenieapbefore.

(5) Prompt the user to start capturing a next synibisplay the number of remaining symbols to bptared, and the
number of the total number of all the symbols.

(6) Indicate that the symbols (or the mobile caale)not possible to be concatenated, and go basthtiing state which is
ready for capturing new mobile codes.

As defined normatively in Section 5.1.1.7, and B&ch.1.2.5, the MCC must support a mechanismahaivs the user to
exit from the process of capturing multiple QR Cagimbols or Data Matrix symbols, wherever and wkenéhe user may
be in the process of capturing these symbols itides wishes to do so.
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Appendix G. Code Resolution Worst Case Scenario (Informative)

G.1 Introduction

This section describes the worst case scenariesiviving an ICl. The purpose is to show that mamPs and MCRs may
be involved and how the Code Resolution requestsponse is routed.

G.2 Message Flows

Figure 1 shows the message flows in resolving dn lié this scenario, the specified ICl is not temson the Home CMP
and a Split-CMP-Child, instead of a CMP, resoNesgpecified ICI. In this scenario, the Remot#RS are involved in
routing the MC-3-RESOLVE_ICI_REQUEST message wileesRemote CMPx provides services to the Home CMP a
the Remote CMPYy provides services to the Split-CRéPent of the Resolving Split-CMP-Child and RenfokPx and
Remote CMPy each queries an MCR for routing infdioma

MCR2 MCR1
7 l T 6 4 l T 3
it- 9 it- 8 5 2 1

Split « Split « Remote |~ Remote |~ Home |*
CMP- CMP- MCC
child | —| parent || EMPY || CMPx || CMP |,

10 11 12 13 14

count=6 count=5 count=3 count=1

Figure 1: Message Flows in Resolving an ICI in th&Vorst Case Scenario
The steps in resolving the specified ICI are désttibelow:

1. The MCC sends the MC-1-RESOLVE_ICI_REQUEST messadgiee Home CMP.

The Home CMP sends the MC-3-RESOLVE_ICI_REQUESTgags to the Remote CMPX.
The Remote CMPx sends the MC-2-ROUTE_ICI_REQUES%gsage to the MCRL1.

The MCRL1 returns the MC-2-ROUTE_ICI_RESPONSE messaghe Remote CMPx.

The Remote CMPx sends the MC-3-RESOLVE_ICI_REQUE®Esage to the Remote CMPy.
The Remote CMPy sends the MC-2-ROUTE_ICI_REQUES$sage to the MCR2.

The MCR2 returns the MC-2-ROUTE_ICI_RESPONSE messaghe Remote CMPy.

The Remote CMPy sends the MC-3-RESOLVE_IClI_REQUE®Esage to the Split-CMP-Parent of the Resolving
Split-CMP-Child.

9. The Split-CMP-Parent sends the MC-3-RESOLVE_ICI_RHE3T message to the Split-CMP-Child.

10. The Split-CMP-Child returns the MC-3-RESOLVE_ICI_BEONSE message to the Split-CMP-Parent.
11. The Split-CMP-Parent returns the MC-3-RESOLVE_ICESPONSE message to the Remote CMPy.
12. The Remote CMPYy returns the MC-3-RESOLVE_ICI_RESBBNnessage to the Remote CMPX.

13. The Remote CMPXx returns the MC-3-RESOLVE_ICI_RESBENnessage to the Home CMP.

14. The Home CMP returns the MC-1-RESOLVE_ICI_RESPOM&#sage to the MCC.

© N o g A~ W DN
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G.3 Discussion

Figure 1 shows that several CMPs (or the Split-ORéPents when applicable) can be involved in routiregCode
Resolution request and two MCRs can be queriedttieve the routing information for resolving an.IG\lso not shown in
Figure 1, the Domain Name System (DNS) is useeétiieve the IP address associated with the hostimathe http URL of
the Code Resolution request when no cached infavmét available. Therefore, the timers at the M&@d CMPs (or the
Split-CMP-Parents when applicable) would need twsater the worst-case scenario. Since several GQbRbe Split-
CMP-Parents when applicable) may be involved, p lbe to the incorrect routing information at sarhéhe involved
CMPs (or the Split-CMP-Parents when applicable)dte formed; therefore, it is recommended thatGMPs (or the
Split-CMP-Parents when applicable) support somp-m@vention mechanisms.
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Appendix H.  Guideline for Direct Code Authors (Informative)

Scope:This Appendix explains how to make Direct Codes ttan be recognised by Mobile Code Client (MCQ)liaptions
that are compliant with the OMA MC Enabler spedifion. The content in this Appendix is informatigna case of any
discrepancies between descriptions in this guidedimd the MC technical specification, the normasigetions of the
specification always supersedes this guideline.

Audience The targeted audience of this Appendix is thé@st who want to create Direct Codes that will degnised by
the mobile phones implementing the MCC.

H.1 Introduction

A Direct Code is able not only to display the tstdred in the code but also to offer other variactionable features. They
are enabled by mobile phones with cameras thateimght the MCC specified in this specification.

For example, you can encode your contact informaphone numbers, and/or email addresses intoezcDode, and
publish the encoded Direct Code on your businestsaa on your web pages for convenient accese. ifftended users will
capture the symbol image of the Direct Code thatpablished, using their mobile phones with cameaad will be able to
read the information or use the data that you eedaad the Direct Code. Figure 2 shows the ovexticept of the Direct
Code recognition.

Scope of
Symbology and
Printing Condition

Scope of Direct Code
Data Format

Related Action

Hardware (Out of Scope)

Specification
(Out of Scope)

5l
>

Data
Format
Decoder

Data Matrix

Handset

:User

Figure 2: Overall Concept of the Direct Code Recogtion

Mobile Code

There are two aspects that are explained in thigeAgdix:

(1) Data Format Aspect: To offer various functions, the data format enabiuteDirect Codes is defined. In the mobile
phones that have captured the symbol images ofDwact Code, the following steps are executed:

¢ The symbology, i.e., QR Code or Data Matrix, isabkd;
e The data format encoded in your Direct Code is dedand recognised; and
* Various functions related to the data format aveked.

The data formats and the functions related to #ta tbrmats for Direct Codes are further explailaéel.
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(2) Symbology Aspect In order to provide the readers of your Directd€s with successful reading experiences, the
specifications of symbology that is used in theeBirCodes and printing condition of the Direct Godee important.
These aspects are further explained later.

In order to facilitate the recognition of Direct @&s, the performances of the camera (includingekergptics) and the code
recognition software is also important. These aspa@ not discussed herein as they are dependéhé specific mobile
phone implementation.

H.2 Creating Direct Codes

(1) Function and syntax

A Data String for a Direct Code contains human aésdelplain text messages and data formats thapaafied by this
specification and are recognised by the MCC. Sudhta format is defined as a Recognizable Forfinat.plain text
messages and Recognizable Formats may appeardtagshing of a Direct Code in any order or in aoynber of
occurrences within the physical limitation of thenbols. One of the main objectives for introducihg dedicated syntaxes
for Direct Codes that is specified in this spe@ifion is to reduce the size of the physical symifsilsce printed Direct
Codes are required to fit into a small footprintrieke it useful in the market, the content hasstadimpact enough.

The Recognizable Format has the following typeshed which enables specific functions, respecyivel

» Telephone Number String Recognition and Tel URIeBed (Finds telephone numbers and enables the reader
initiate a voice call or send an SMS message).

* Web access (Finds a URL and enables launching d@vestser to access the URL).

« Mail address recognition (Finds email addresseseaadbles invoking an email application).
» Business Card Recognition :MECARD (Registers cdrdata to a phone book).

» Bookmark Recognition :MEBKM (Registers a URL dattoia bookmark registry).

» E-mail linkage data format recognition :MATMSG (Eies launching an email application and inserthrggdata in
appropriate fields of the application).

(2) How to make a Direct Code
A Direct Code is created using the following promes.
You will:

a) Create a Data String that includes a plain textsags and/or Recognizable Formats (web addressase ph
numbers, email addresses, business cards, bookorgust text...etc).

b) Generate a Direct Code using the Data String anel thee image.
c) Print the image of the Direct Code on a paper tigl it on a website for distribution.
Your user will:

d) Scan the Direct Code with your camera phone. Tlagg@éimay be scanned from a printed material, on a
computer monitor, or on a mobile device’s screen.

e) Use the recognised results for further actions.
(3) How to determine the symbol size of a Direoctl€

You can choose different sizes for the Direct Cdelpending on what you want to do with it.
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The readability of a Direct Code may vary from &ide to a device. For example, the distance froriclwthe reader scans
the symbol image is very important. Also you needdnsider the suitable size of the published syrtbbe scanned. For
example, will the symbol be published on a compsiteeen, on a paper, etc? The basic rules is thahged to test reading
your published Direct Code symbols using as matgnited devices as possible before publishing thecDCode for your
intended users.

H.3 Syntax of Plain Text Message and Recognisable F  ormat

You encode a plain text message and/or data tiaplees with a Recognizable Format into a Direct €aahd the users will
scan the Direct Code. The data will appear in tbbila phone as it was typed and with added funetign The user will be
able to click the data and pass the data to aropppte application. For example, clicking on theLUwill launch the
browser with that URL.

A Direct Code uses plain text (printable charagteressages and/or Recognizable Formats.

+ The plain text messages help human readabilityfacititate creation of a Direct Code. Plain textss&ges are
displayed to the user as they are written and ragssed any further by the MCC. They may be infamgan
language such as English, Spanish, French, Italieabic, Chinese, Korean, Japanese, etc. Notesthpgdort of
various language character sets other than the IA®@é character set is subject to the mobile phone
implementations, while this specification is fleb@lenough to support a variety of character sets.

+ Recognizable Formats are defined in the specifinatf the Direct Code, and recognised by the MQ@ayTenable
causing certain actions by displaying the recognitesults to the user along with the messageyyifA string of
text to which a specific function is allocated ind®gnizable Format is displayed as an actionablgsa
highlighted, selectable and clickable string). i@md to select and/or to invoke an applicationadfered for the
user. The invocation typically involves the uséntervention, e.g., menu selection and/or confiforgtetc.

A Direct Code may contain an arbitrarily numbepl#in text messages and Recognizable Formats amkatnary order as
shown in Figure 3.

The number, the order and the choices are arbitrarily
(Up to the creator of the particular direct code)

Plain Text Message1 = —r— Shown as a message to the user

Shown as Actionable String to invoke browser

FeEEEgzEbls Fennet | e.g., http://mwww.example.com

Shown as Actionable String to initiate
Recognizable Format 2 ———— Voice call or to send SMS message
e.g., +18586230743

Plain Text Message 2 = —— Shown as a message to the user

Recognizable Format 3 ———— Shown as Actionable String to send email

Shown as phone book data to be stored

Recognizable Format N in phone book

Figure 3: A Conceptual Data String Structure Exampk
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A Recognizable Format has two types of syntax, bbtluhich are based on plain text, i.e., (i) thatay using plain text of
specific forms, and (ii) the syntax using a comrfamimat named Direct MC Format (DMF) that is defifedspecifying
Recognizable Formats in this specification.

. Recognizable Formats using plain text:
— Telephone Number String Recognition and Tel URIeBa#,
— Web access, and
— Mail address recognition.
. Recognizable Formats using DMF:
— Business Card Recognition,
— Bookmark Recognition, and

— E-mail linkage data format recognition.

Note that the Recognizable Formats using plainrey be used inside of a Recognizable Format U3M§. The details
are explained in the next section, respectively.

H.3.1 Recognisable Formats Using Plain Text

H.3.1.1 Telephone Number String Recognition and Tel = URI Scheme

(1) Use case
A string of the following format is recognised atelephone number, and displayed as an actiontaibig.s

The user may select the telephone number for fimga voice call, sending an SMS / MMS messaggtiver types of
communications. Such communications may includgaiimg a push-to-talk call, a video phone calt, @thichever may be
available on the device.

A Telephone-Number-String may contain visual sejpasa Visual separators are allowed to only hebdability for
humans. They are removed when the telephone numbsed for initiating a phone call or sending &SAMMS message.

(2) Format

A Telephone-Number-String consists of phone digis, “*",”#”", and it may contain visual separatars

Supported Phone Number Representation Examples

Local number: 1-858-623-0743

1 Both Local Numbers and Global Numbers
Global number: +1-858-623-0743

1-858-623-0743
2 Both with and without a TEL: scheme
TEL: 1-858-623-0743

1-858-623-0743

3 Allow visual separators 1858 623 0743

18586230743
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Table 35: Example of Telephone Number Representatis

« Visual separators

—  Support the following characters
G Y A1 &
Up to 4 consecutive series of any permutation sfial separators are recognised as visual separators
+  Examples
+ 1-858-623-0743
+ 18586230743
+ 18586230743
+  1(858)623-0743
+ 1/858/623/0743
+ 1.858.623.0743
+ 18586230743
The types of Telephone-Number-String that are neisegl by MCC:

+  String-1 Recognises without TEL:,

— If atelephone number string starts with “+” or amymber, the recognizable range of its length it0126
digits.

«  String-2 Recognises special numbers

— If atelephone number string starts with “*” or ‘#he recognizable range of its length is 5 to @ftsl

«  String-3 Recognises with TEL:

— If atelephone number string starts with “TEL:"etfecognizable range of its length is 3 to 26 digit

There is a chance that a string of digits that appas a part of plain text message but may niottbeded to be a phone
number may be recognised as a phone number. Howtbigeis not a big issue because the user widllide to ascertain the
correct meaning from the context of the messagerbehe user initiates a call. It is recommended ylou fully test the
Direct Code before printing. It is recommended glmt avoid using expressions that may confuse years.

(3) Examples

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-MC-V1_0-20130611-A Page 137 (158)

1. Data Example 2. QR Code

OMA information for you (1)
OMA Phone number +18586230743
OMA Fax Number +18586230743

3. Recognition: Presentation and Ul

OMA information for you
OMA Phone number +18586230743 @ 2. DataMatrix
OMA Fax Number +18586230743

Recognized as “selected” by
number as well pointer

4. Invoked Application

If +18586230743 is selected, phone dialer
initiates a call to +18586230743.

Initiating SMS message may be invoked
through menu selection by the user.

Figure 4: Example of Telephone Number String Recogtion

H.3.1.2 Web Access

(3) Use case
The http scheme is widely used for interacting Withb resources using Hypertext Transfer Protocol.

The string of the following format is recognisedaald RL, and displayed as an actionable stringséfrselects this
actionable string, a browser is invoked.

(2) Format
A text string that starts by http: or https: isognised as a URL.

(3) Examples
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1. Data Example 2. QR Code

OMA Pages http://www.openmobilealliance.org/ 1)
http://www.openmobilealliance.org/AboutOMA/ :

T .|'-$ -
3. Recognition: Presentation and Ul [] .Iilh'lj-u'l'l:
OMA Pages hitp:/iwww openmobliealiiance org/
@) 2. DataMatrix
http://www.openmobilealliance.org/AboutOMA/ -
Recognized as a Green background et I‘F Ty
URL as well shows “selected” R
by pointer J't: i

f_ ®)

4. Invoked Application

Browser invoked with URL=
http://www.openmobilealliance.org/ if the user selects it.
http://www.openmobilealliance.org/AboutOMA/ is invoked if
the user selects it by moving the pointer.

Figure 5: Example of Web Access

H.3.1.3 Mail Address Recognition

(1) Use case

An email address identifies an email box to whiotag messages may be delivered. An email addresiseoimternet looks
like, for example, jsmith@example.com and is uguadhd as “jsmith at example dot com".

The string of the following format is recognisedassemail address, and displayed as an actionalrig.df the user selects
this actionable string, an email client applicatisinvoked.

(4) Format
A character string including @ is recognised asmail address.

(5) Examples
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1. Data Example 2. OR Code

Here are my contact info. )
phone: +18586230743 ,
email: joe@omaorg.org

3. Recognition: Presentation and Ul

Here are my contact info. @)
phone: +18586230743 y
email:iseticmacry org

2. DataMatrix

- I apen
Green background Recognized as a hﬁﬁ ﬁd"
shows “selected” phone number as Mool er. U
by pointer well 1-:!"?' I.L..

- R

f @3) i -

4. Invoked Application

Two predefined subformats are recognized,
phone number and email address. Based on
user’s selection, initiation of voice call or
invoking an email client is triggered.

Figure 6: Example of Mail Address Recognition

H.3.2 Recognizable Formats using DMF
H.3.2.1 DMF Common Syntax

All the Recognizable Formats based on a DMF anmdtted as shown below:

Range of a DMF |

} 1-N Propertie34" ‘

\ XXX \ Property—1 \ Property—2 \ \ Property—N \

! ". “”
Identifier(with “:")

Terminator of DMF(*;”)

Pyoﬁerty Name(with “:”) Terminator of Property(“;”)
{ YYY: ‘ Property—Value

’

Range of a Property

Figure 7: Data Structure of a DMF Format

(1) Identifier

The MCC identifies the DMF contents by its IdertifiThe MCC will process the DMF data from the fifer to the
terminator character of the DMF (';") as one comtéithe terminator character is not found, the Bibntent will be
ignored.
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(2) Property (Property-Name and Property-Value)

A DMF format may contain zero or more PropertyEsgch Property must be ended with one terminati@nagter, (*;’).
The allowed Property-Values depend on the contentlflentifier).

Each Property-Value is recommended not to be NULL.

Note that Recognizable Formats using plain texttviaire appearing inside of a Property-Value of eoigeizable Format
using DMF content are recognised as well. For exanjpe@omaorg.org, being inserted in a Propertipyaf a DMF
format, is recognised as an email address anaigrshs an actionable string in addition to the gadtion of the DMF
format itself.

The following table shows the range of allowed eleters for each Property-Value for the DMF fornihts are specified in
this specification.

Identifier Property ASCII Character Other
Name Name Digit | Alphabet | New | SPACE| "-" Another Escape | Character
Line Printable sequence| set
0x30 | 0x41-0x5a| 0x0a,0| 0x20 0x2d 0x21-0x2b
- | 0x61-0x7a| X0d ox2e-0x2f | "V
0x39 0X3c-0x40
0x5b
0x5d-0x60
0x7b-0x7e
MECARD | N Yes Yes N/A Yes Yes Yes Yes Yes
SOUND Yes Yes N/A Yes Yes Yes Yes Yes
TEL Yes | "tel"only | N/A Yes Yes | (" N/A
EMAIL Yes Yes N/A N/A Yes partially N/A N/A
BDAY Yes N/A N/A N/A N/A N/A N/A N/A
ADR Yes Yes Yes Yes Yes Yes Yes Yes
NOTE Yes Yes Yes Yes Yes Yes Yes Yes
URL Yes Yes N/A N/A Yes partially Yes N/A
NICKNAM Yes Yes N/A Yes Yes Yes Yes Yes
E
MATMSG | TO Yes Yes N/A N/A Yes partially N/A N/A
SUB Yes Yes Yes Yes Yes Yes Yes Yes
BODY Yes Yes Yes Yes Yes Yes Yes Yes
MEBKMK | TITLE Yes Yes N/A Yes Yes Yes Yes Yes
URL Yes Yes N/A N/A Yes partially Yes N/A

Table 36: Available Character Set for Property-Valie

(i) Other Character Set:

While this specification is flexible enough to soppvarious international character sets in additmthe ASCII character
sets, actual support of such character sets impleimentation specifics of each mobile phone.df¢haracter sets other than
ASCII are expected to be used, please investiattahguage support situation of your target mqtfilenes and the market
that you want to target at.
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(i) Escape sequence:

In Property-Value, special characters (*',’;’,’Y') must be escaped (ex. \”’, \;",'\,",'\V).

For example, http://www.openmobilealliance.com maestienoted as http\://www.openmobilealliance.com.
(iii) Characters for an Identifier Name and a Propdlame:

Only Digits, Alphabets, and “-” as shown in Tab& &e allowed for the characters to be used fddentifier Name and a
Property Name.

NOTE:
Here are a couple of points that you should befagbabout when you create a data format to be neiseg as a DMF:

»  After the terminator of a Property, (“;"), CR/LF ¢arriage return, 0x0d, and a line feed, 0x0a) MiGT be
attached. Such a format is NOT recognised as a DMF.

. If the terminator, (“;”) is not attached at the esfdhe format, the format is not recognised adviFD
. If all the Property-Values of all the Properties &ULL, the format is not recognised as a DMF.

» If aformat has no Property, the format is not ggised as an appropriate DMF.

H.3.2.2 Business Card (phone book) Recognition

(1) Use case

The Business card recognition enables a RecogmeiZzadyimat based on a DMF to encode contact infoomdltiat can be
printed on usual business cards. Business cakaslimaited physical spaces that may be used fottipg a 2 dimensional
code. Furthermore, the physical size of businasdscthemselves has a limited physical space. Hémeelata format is

required to be capable of supporting smaller sidds essential data up to larger sizes with motea @generally, larger data

requires physically larger symbols).
(2) Format

This function requires a MECARD for the Identifeend Properties as shown in Table 37. The MECARDitlifier is an

essential element for this structure that mustrbegnt. All of the Properties are optional. Allsmme of the Properties may

be included to be present depending on the ddia emcoded.

Identifier Name | Actionable? Description

MECARD Yes MECARD may be displayed using any strieg., "Add to phone book". The display
text is subject to the implementation of a mobiepe. If this is selected, the data in
the MECARD is to be stored in the phone book.

Property Name | Actionable? Description

N No The name of the person associated with the AMEQ.

SOUND No A sound annotation for the name of the@erssociated with the MECARD.

TEL Yes A telephone number associated with the MROAIf multiple telephone numbers ar

needed, use multiple TEL properties. If this actiole string is selected, a phone cal
initiated as shown in G.3.

EMAIL Yes An electronic mail address associatechwlite MECARD. If multiple email addresses
are needed, use multiple EMAIL properties. If thisionable string is selected, an
email application is invoked as shown in G.3.

BDAY No The date of birth associated with the MEQART his value is a string of 8 characters
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consisting of ASCII characters "0"-"9", represegtthe year (first 4 characters), the
month (next 2 characters), the day (last 2 charg)ctd the birth, respectively.

ADR No The physical delivery address associatetl thie MECARD.
NOTE No Supplemental information or a comment assed with the MECARD.
URL Yes A URL associated with the MECARD. If thistimnable string is selected, a web

browser is invoked to access the page designatéuebyRL as shown in G.3.

NICKNAME No A nick name of the person associatethwhe MECARD.

Table 37: Identifier and Properties of the MECARD

(3) Examples

Example of Data String Example of display layout after recognition
MECARD:N:Bill — Select to regi
gister
Jones; TEL:+18586230741;TEL:+ Add to Phone book the data to a bhone
18586230742;EMAIL:foo@openm NAME:BIll Jones book of a mobile hgne
obilealliance.org;EMAIL:hoo@ope TEL:+18586230741 P :
nmobilealliance.org;URL:http\://w TEL:+18586230742
ww.openmobilealliance.org;; EMAIL:foo@openmabile
alliance.org
EMAIL:hoo@openmobile
alliance.org

URL:http://www.openmo
bilealliance.org

Figure 8: Example of MECARD Content

H.3.2.3 Bookmark Recognition

(1) Use case

The Bookmark Recognition enables a Recognizablm&bbased on a DMF to encode a URL with a titl¢ ¢ha be stored
in the book mark registry of a mobile phone, sd tha user can visit the URL easily.

(2) Format

This function requires a MEBKM for the Identifiend Properties as shown in Table 38. The MEBKM tiien is an
essential element for this structure that mustribegnt. All the Properties are optional. All or €oaf the Properties may be
included to be present depending on the data embeded.

Identifier Name | Actionable? Description

MEBKM Yes MEBKM may be displayed using any striggg., “Add to Bookmark”. The display
text is subject to the implementation of a mobhepe. If this is selected, the data in
the MEBKM is to be stored in the bookmark registry.

Property Name | Actionable? Description
TITLE No A Title text associated with the MEBKM
URL Yes A URL associated with the MEBKM

Table 38: Identifier and Properties of the MEBKM
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(3) Examples

Example of Data String Example of display layout after recognition
MEBKM:TITLE:OMA Home Hali Select to register
Page;URL:http://www.openmobile Add to Bookmark —» the data to a bookmark
alliance.org;; of a mobile phone.

TITLE:OMA Home Page
URL:http://www.openmo

bilealliance.or

Figure 9: Example of MEBKM Content

H.3.2.4 E-Mail Linkage Data Format

(1) Use case

The E-Mail Linkage Data Format enables a RecoghézBbrmat based on a DMF to encode email addregtiesther
messages that can invoke an email client. You itlahé subject and/or the body of the email.

(2) Format

This function requires a MATMSG for the Identifi@nd Properties as shown in Table 39. The MATMS@tifler is an
essential element for this structure that mustreegnt. The TO Property is also an essential elethahmust be present in
the MATMSG structure. The SUB and the BODY Progsrtire optional. The SUB or BODY Properties mainbkided to
be present depending on the data to be encoded.

Identifier Name | Actionable? Description
MATMSG Yes MATMSG may be displayed by using anyrgjre.g., “Create Email”.

The display text is subject to the implementatiba mobile phone. If this is
selected, an email application is invoked and thta th the MATMSG is inserted
in the respective field of the email.

Property Name | Actionable? Description

TO Yes One electronic mail address associatedthvithtMATMSG that will be inserted in
the destination address field of an email applicati

If multiple addresses are needed, insert multiepfoperties. The maximum
number of TO properties that can be recognisedrbglile phone is subject to
the implementation.

TO property itself is actionable. Thus if the T@perty is clicked by the user, al
email application is invoked with the email addreeig filled in the destination
field. But the other data in the MATMSG is notditl in the application.

=]

SUB No A subject of the message associated witttR@MSG that will be inserted in
the subject field of an email application.
BODY No A body of the message associated with tAe’MSG that will be inserted in the

body field of an email application.

Table 39: Identifier and Properties of the MATMSG

(3) Examples
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Example of Data String Example of display layout after recognition

MATMSG:TO:foo@openmobilealli il i _
ance.org;SUB:Hello;BODY:This is Create Email
the message body.;;

Select to pop up
sendmail application.

TO:foo@openmobilealli
ance.org;

SUB:Hello

BODY:This is the
message body.

Figure 10: Example of MATMSG Content

H.4 Plain Text and Recognizable Formats

A Direct Code may contain plain text messages aniiiple Recognizable Formats. The total data simstrbe smaller than
the physical limitation of the Direct Code. DetalsRecognizable Format syntaxes are describeédtich H.2 and H.3.

The following figure shows an example of a Direcd€ that includes plain text messages and 6 difféypes of
Recognizable Formats. It also shows an exampleeoflisplay image of the Direct Code and actiorer aicognition of the
Direct Code. If a data string is recognised as eoBrizable Format, it is shown as an actionabiegs{underlined and
highlighted string in this example) to indicatetthan invoke a related action. If the user selentsof the actionable strings,
the selected action is invoked. In addition, a &i@ode allows Recognizable Formats using plaihtteke present in the
Property-Value of a Recognizable Format using DMBE.Recognizable Format using plain text is re¢egd in a
Recognizable Format using DMF, the former is alsms as an actionable string.

In this example, an MECARD Recognizable Formatn@$)MF) contains 5 Recognizable Formats using pkaih
(telephone-number-string, mail address, web accasd)all of them are shown as actionable striijsen the user chooses
the “Add to Phone Book” actionable string, theafadata (telephone numbers, email address, and pageeaddress) will
be processed and stored in the phone book. Ortllee lmand, when the user chooses the “+1858623@ati#5nable string in
the MECARD Recognizable Format, possible actionglwhse the phone number such as “Make Phone @alBend
SMS” will be displayed, e.g., as a menu, and preapt

NOTE: In the following example of Data String, CRRA.are added after character “.” and “;” of Recaghle Formats using
DMF for only helping your readability. In the actu@irect Code, such CR/LFs must NOT be present.
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OMA Mobile Code

Plain text message+

OMA Mobile Code

Example Recognizable Format: Example
—) " >
using plain text Select to pop
http://www.oma.org/ (Web Access) http://www.oma.org/ ——f— up web
browser.
MECARD: Recognizable Format: Add to Phone Book —1+—» Selgct to
N:Bill Jones; ) using DMF i N AME :Bill Jones resister the

TEL:+18586230741;
TEL:+18586230742;
EMAIL:foo@oma.org;
EMAIL:hoo@oma.org;
URL: http\://www.oma.org;

(Business Card)

Please tell me soon!
090 1234 5678

Plain text message+
Recognizable Format:
using plain text
(Telephone number)

TEL:+1858623074
TEL:+18586230742
EMAIL:foo@oma.org
EMAIL:hoo@oma.org
URL: http://www.oma.org

data to phone
book of
mobile phone.

Please tell me soon!
090 1234 5678

—» Select to call

MEBKM:
TITLE:OMA Home Page;
URL: http\://www.oma.org;

Recognizable Format:
using DMF
(Bookmark Registration)

Add to Bookmark
TITLE:OMA Home Page
URL: http://www.oma.org;

» Select to

resister the
data to
bookmark of
mobile phone.

Send me E-mail

Plain text message+

Send me E-mail

| Select to pop
mail@oma.org Recognizable Format: mail@oma.org ————1—3p up sendmail
using plain text application.
MATMSG: (Mail Address) Create Email — Select to pop
TO:foo@oma.org; TO:foo@oma.org up sendmai
- application.
SUB:Hello; ) Recognizable Format: N SUB:Hello
BODY:This is the message] . BODY:This is the message
. using DMF
body.; body.
; (Mail Sending)
. . Display Image .
Data String Kind of data play 9 Action

after recognition

Figure 11: Example of Data String and Processing cedure

H.5

A Direct Code supports both QR Code and Data Matsia two-dimensional barcode. Either code maelei®d and used
depending on the content of service, the targetgibns for service deployment, and the targetedimphbones.

Selection of two-dimensional Code format

The specification of each two-dimensional barcdde tan be used as Direct Code is as follows.

An appropriate symbol size and the error corrediéwel must be selected according to the contesenfice and the
targeted mobile phones.
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(1) QR Code specification:

ltem Specification Note
Model Model 2
Versions (Symbol size) Versions 1 to 10
Error Correction Levels L,M Q,H M is Recommended

Table 40: Specification of QR Code Symbology

(2) Data Matrix specification:

Item Specification Note
Type ECC200
Symbol size from 10x10 modules up to 52x52 modules

Table 41: Specification of Data Matrix Symbology

H.6 Printing Condition

Printing conditions of Direct Codes are not spedifiBut in order to provide the users with sucegssiading experiences of
Direct Codes, the following explains the recommehdenditions to print a Direct Code.

NOTE: It is also recommended to confirm if prinfeglect Code symbols are successfully read by tigetad mobile
phones before publishing the Direct Codes. In vdsere the printed Direct Code symbol is not recegdi it is
recommended to change the printing condition.

H.6.1 Quiet Zone

A Quiet Zone is a region which must be free ob#tier markings, surrounding the symbol on all feides. When the Quiet
Zone is wider, the recognition of the Direct Cosleasier. Therefore, the following conditions aeommended (X:
Minimum Module Width). In case where the printeddat Code symbol is not recognised by the targetebile phones, it
is recommended to make the width of the Quiet darger for printing.

(1) QR Code
4X or larger Quiet Zones are recommended for pii@& Code symbols.
(2) Data Matrix
2X or larger Quiet Zones are recommended for pdiiltata Matrix symbols up to 26x26 modules.

4X or larger Quiet Zones are recommended for pdiliata Matrix symbols over 32x32 modules.

H.6.2 Minimum Module Width

When a Module Width is too small, it becomes imaego recognise the Direct Code because it isogsjble to resolve it
with the camera. Therefore, the following condii@re recommended. In case where the printed DQredé symbol is not
recognised by the targeted mobile phones, it ismesended to make the module width larger for printi

(1) Common in QR Code and Data Matrix

A Module Width larger than 0.28mm is recommendeadofinted Direct Code symbols.
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H.6.3 Contrast

A Symbol Contrast is the difference of reflectabetween the light module (a module that the redlect is high) and the
dark module (a module that the reflectance is liovg Direct Code symbol. When a Direct Code synibtd be recognised
with the camera, the larger the Symbol Contrastgthsier the recognition of the symbol becomestefbee, the following
conditions are recommended. In case where theggriDirect Code symbol is not recognised by thegt@ay mobile phones,
it is recommended to increase the Symbol Contoagtrinting.

(1) Common for QR Code and Data Matrix
The Symbol Contrast of printed Direct Code symlimlecommended to be 55% or larger.
H.6.4 Example of Symbol Size versus Data Length
Table 40 and Table 41 show the symbol sizes bas¢ldeominimum printing module width of 0.28mm foR@ode and

Data Matrix, respectively. The minimum printing dube width of 0.28mm is recommended in this speatfon.
Considering this table, you can select an apprtgps@mbol size depending on the needs of yoursia¢geand services.
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* Not including quiet zone

Version Module Size(mm)* Error Number of characters
(X=0.28mm) Correction Numeric Alphanumeric Binary Kanji
L 41 25 17 10
M 34 20 14 8
1 21x21 5.88 0 57 16 11 >
H 17 10 7 4
L 77 47 32 20
M 63 38 26 16
2 25x25 7.00 Q 8 9 20 12
H 34 20 14 8
L 127 77 53 32
M 101 61 42 26
3 29x29 8.12 ) 77 47 32 20
H 58 35 24 15
L 187 114 78 48
M 149 90 62 38
4 33x33 9.24 o 111 67 16 58
H 82 50 34 21
L 255 154 106 65
M 202 122 84 52
5 37x37 10.36 o) 144 87 60 37
H 106 64 44 27
L 322 195 134 82
M 255 154 106 65
6 41x41 11.48 Q 178 108 74 45
H 139 84 58 36
L 370 224 154 95
M 293 178 122 75
7 45x45 12.60 0 207 1ot T 3
H 154 93 64 39
L 461 279 192 118
M 365 221 152 93
8 49x49 13.72 Q 259 157 108 66
H 202 122 84 52
L 552 335 230 141
M 432 262 180 111
9 53x53 14.84 Q 312 189 130 80
H 235 143 98 60
L 652 395 271 167
M 513 311 213 131
10 57x57 15.96 0 364 551 1e1 93
H 288 174 119 74

Table 42: QR Symbol Size with Minimum Module Width (X=0.28mm)
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* Not including quiet zone

Module Size(mm)* Number of characters
(X=0.28mm) Numeric Alphanumeric Byte
10x10 2.80 6 3 1
12x12 3.36 10 6 3
14x14 3.92 16 10 6
16x16 4.48 24 16 10
18x18 5.04 36 25 16
20x20 5.60 44 31 20
22x22 6.16 60 43 28
24x24 6.72 72 52 34
26x26 7.28 88 64 42
32x32 8.96 124 91 60
36x36 10.08 172 127 84
40x40 11.20 228 169 112
44x44 12.32 288 214 142
48x48 13.44 348 259 172
52x52 14.56 408 304 202

Table 43: Data Matrix Symbol Size with Minimum Module Width (X=0.28mm)
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Appendixl.  MLA-based Example Implementation (Informative)

Scope: This Appendix describes an example of a MLA-bassdmunity of CMPs where a subset of this spedificas
implemented. The content in this Appendix is Infative.

Multi-lateral Arrangement (MLA) in this specification is defined as: “An arrangemamongst specific CMPs (including
Split-CMP-Parents, where applicable) that are sebeiated with any Mobile Code Registry, in which parties agreed to
support each other in a multi-lateral way in ordemanage sub-allocation of MC Routing Prefixesvalf as discovery and
updates thereof; details of such MLAs are not djgetin the MC Enabler TS.”

.1  Description of a MLA-based Implementation

Ref: MC AD, Section 5.2.1, “Note 1 - Mobile Codediry (MCR) and its exposed interfaces MC-2 and-§1@re optional.
Alternatively, if CMP belongs to a multi-lateralrangement (MLA) with other CMPs, equivalent funotiities to the MCR
can be achieved; details of MLAs are not specifiretthis enabler.”

This MLA-based implementation example describeasidicase of Mobile Codes system (see Section)8Th2 main
feature of this implementation illustrates an al&give means through which the MCR functionalifies. sub-allocation of
MC Routing Prefixes and discovery & updates of thane achieved.

CMP 3

e T

<« — = I -~ - >
CMP 1 Multi-Lateral Agreements

CMP 2

< >

Figure 12: CMPs in a MLA-based Implementation

.2  CMP Routing Prefix Assignment & Updates within the MLA

This MLA example takes the following actions to imsle CMP Routing Prefix assignments and updatdsinvihe MLA
through off-line exchange of information:
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o First, an entity within the community of CMPs iretMLA is designated as the Registry-ID Recipieniis may be,
for example, the largest CMP service provider geagraphical or market region within that MLA.

0 Next, the Registry-ID Recipient applies for andaiih$ a Registry-ID from OMNA.
0 The Registry-ID Recipient then performs the follog/functions:

o Using the Registry-ID, generate unique RoutingiResfas specified in Section 8.1 and distributenthe
amongst the participant CMPs.

0 Maintain a MLA-routing table (shared amongst all E8Awithin the MLA) that associates the Routing
Prefix with the current network address of the ipgrant CMP that it was assigned to. This includes
updates provided by the participant CMPs when thetiwork addresses change.

o Periodically (or when this table changes), distighbine MLA-routing table amongst the participant 2/
to ensure routing information is kept up-to-dakés hormally includes prior-testing to ensure theumacy
of the routing information. This table may be diaited in a variety of forms (e.g., emailed ashndited

text file).
0 The participant CMPs will, on receipt of an updat¢he MLA-routing table, update their internal itgy cache
accordingly.
CMP
IC
Code
Resolution
Log
Clearinghouse
Y.
Registry
Cache Multi-Lateral Agreements
MCC

Figure 13: Updating the CMP’s Registry Cache in a MA-based Implementation

1.3 Remote CMP Code Resolution Procedures withinth e MLA

In this example MLA implementation, the particip@IPs follow the Code Resolution procedures asvinelo

0 Code Resolution as described in Section 8.2:
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— Using its internal registry cache, the Home CMRettetnes the network address of the Remote/Resolving
CMP for the ICI.

— The Home CMP then forwards the MC-3-RESOLVE_ICI_REEFT message to the Remote/Resolving
CMP through the MC-3 Interface.
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Appendix J.  Secure ICI Scheme Example (Informative)

This section describes a specific scheme to createess and verify the Secure ICI for two nongfarred ICls. This
scheme applies standardized encryption and signalgorithms to the Resolution Identifier (RI) pat the ICI to
effectively protect the RI from being altered. eTéncrypted RI is further split into two parts battonly one part is carried
in the Secure ICI to guarantee more security becalie attacker does not have sufficient cryptograpiformation to
launch an attack to change data in the Secure itBbut being detected and also to ensure thatethgth of the Secure ICI
does not exceed 36 octets, the maximum allowabléei@th.

J.1 General Procedures to Create a Secure ICI

The general procedures to create a Secure ICI foyratransferred ICI that does not specify any tgpencryption and
hashing algorithm is described below and in Fidtvk

1. Use a RSA Private Key and Public Key pair.

2. Encrypt the “Resolution Identifier” of the ICI witthe RSA Private Key to obtain the Encrypted RI fERERI is
now a binary data.

3. Calculate the Hash on the ERI with the RSA Pubky Ko obtain the ERI Hash (ERIH).

4. Encode the ERI in Base 64 format to obtain ERI_B®His ensures that none of the octets in the ER4 &ntains
the value “%x04".

5. Split the ERI_B64 into two parts, the ERI_B64_P@me and ERI_B64_Part_Two.
6. Create an index for the ERI part (‘ERX”) that i®dgo correlate the two ERI_B64 parts.

7. Create the Secure ICI by concatenating the newlyukzied ERX followed by the ERI_B64 Part One aftes
Routing Prefix.
8. The Secure ICl is used as the ICI to generatertiedct Code using the appropriate symbology.

9. The ERI_B64_Part_ Two, ERX and ERIH are stored togretvith the associated ICl mapping informatiorthes
Resolving CMP. Storing the original ICI is optidbna

The whole process can be done at the Resolving @¥$teps #1 through #8 can be done by the MCRtieatprovides the
ERI_B64_Part Two, ERX and ERIH to the Resolving CiviBtep #9.
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R:L = A =CM+VN
i = RP = LI+RelD+RPRP
RI I RI Encryption ‘ = R RI  =Resolution Identifier

- | ERI = Encrypted RI
MCP Private key MCP Public Key

ERX = ERI part index (used to
| ERI Ii l correlate the ERI parts)

[ERI Base64 encoding

Secure flnggrprlnt HMAC ERIH
calculation of ERI
ERI_B64
ERX ERI_B64_Part One spllttlng&process ERI_B64_Part_Two ERX
| ERX index making
A RP ERX |ERI_B64_Part_One
Y v v v Optional
Indirect Code ERI_B64_ ERX | ERIH ICl Content or addrt.ass
Part_ Two for content/service
A S
ICI Yt Acti
Security data mapping to ‘Action’
Symbologies S~ -

~
Registration data kept by the Resolving CMP

Figure 14: General Procedures to Create a Secure IC

J.2 General Procedures to Verify a Secure ICI

It is assumed that the information in the Securedl®ws the Code Resolution request that contttiesSecure ICI to be
routed by the non-Resolving CMP(s) (or the Split&Marent(s) when applicable) to the Resolving CMiemwthe
guidelines in Section 9.3.3 are followed. Fighr2 shows how the Secure ICI in the Code Resolutemuest is used for

routing by the non-Resolving CMP(s) (or the SpltE-Parent(s) when applicable) and how it is vedifisy the Resolving
CMP. The procedures below start when the Resol@Mg retrieves the Code Resolution request.

1. Verify if the received ICl is a Secure ICI.

a. If NOT, go to the standard resolution process.
b. If YES, continue.

2. Extract the RI part from the Secure ICI.
Identify the ERX and the ERI_B64_Part_One in thep®it.
4. Use the ERX to find the ERI_B64_Part_Two and astedi ERIH.

a. If ERI_B64_Part_ Two cannot be found at the Resgv\@MP, an error is detected and error process is
invoked.

b. If ERI_B64_Part_Two can be found, continue.

Concatenate the ERI_B64_Part_One and the ERI_B6#% TReo to obtain the Full_ERI_B64.
Decode the Full_ERI_B64 to obtain the Received_ERI.

Calculate the hash of the Received_ERI with the R8Blic Key to obtain the Received_ERIH.
Compare the Received_ERIH with the ERIH.

a. If the two are not the same, an error is detectelearor process is invoked.
b. If the two are the same, continue.

9. The procedures below depend on if the originalm@ist be verified or not and if it is stored by Resolving CMP.

w

© N oo
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a. Ifthe original ICI does not need to be verifiedthg Resolving CMP against the received one:
i. Use the ERX to retrieve the corresponding ICI magpnformation to return the Code Resolution
response.
b. If the original ICI, previously stored, needs toueeified by the Resolving CMP against the receivad:
i. Decrypt the Received_ERI with the RSA Public Keybtain the Calculated RI (CRI).
ii. Use the ERX to retrieve the previously stored ICI.
iii. Prepend the received RP to CRI to obtain the RedeiC| and compare it with the stored ICI.
- If the two are not the same, an error processviskied.

- If the two are the same, use the stored ICI mappifigrmation to return the Code
Resolution response.

RP | ERX | ERI_B64_Part One |— Mc-1/mc-3 _Resolution MC-3 / MC-2
- - - identification Is not mine

Locate & forward
ICl to
Remote/Resoviing
CMP

\\ / 2 Is mine
| € Secure ICI
E identification Is not secure
4 s secure Registration data kw Resolving CMP
i ! ~
[ Recover Full_ERI_B64 |
,:L using ERX as a pointer ERI_B64_Part_Two ERX ERIH
Re-assemble ERI Base 64 i- ----- - ,'l
PartOne and Part Two . [FuII_ERI_BG4 decoding] Stored ERIH 1=/
¥ -
_- [Received_ERlH calculation ]1—
1 P 1
Re-calculate the HMAC of ERI crypto g R
material using the MCP Public Key MCP Public Key
Verification Received_ERIH <
¢ MC-1/MC3 e verification N
L7 Verification
Compare Received_ERIH :r ------ - i§ successiul Use ERX for ICI
with the stored ERIH mapping Start standard
information ICI resolution

retrieval

1
Decrypt the ERI using the MCP ittt -
Public Key to obtainthe | A~ R
Calculate RI (CRI) |

Assembling RP
with CRI to create
Received_ICI

Received_ICI
is equal to the
stored ICI?

MC-1/MC-3

Verification
failure

Figure 15: General Procedures to Verify a Secure IC

J.3  Specific Examples

In the three examples below, “Public-key cryptodmdp “Hash-based Message Authentication Code” [RE®Y and the
“Splitting Feature” in the RFC 4868 [RFC4868] arged where RFC 4868 specifies as truncation vamé2rbits of the
resulting hash bits, where nnn corresponds to tifygeus bit length of the algorithm (e.g., HMAC-SHAu?2).

The advantages of using the RSA digital signatue¢hodology to encrypt the Resolution Identifier tior of the ICI with
the MCP'’s Private Key and sign it using the HMAG@rsiture algorithm with the MCP’s Public Key, are:

e« The MCP can protect the ICI authenticity in two wagy encrypting the Resolution Identifier with Rsivate Key
and by signing the resulting crypto informationngsHMAC signature algorithm and its Public Key.
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» The Resolving CMP can verify the authenticity ofegeived Resolution Identifier using only the MCH#ablic
Key, both to verify the signature of crypto infortia and to decrypt it. (Note that the MCP’s Pulliey may be
managed by its Resolving CMP on behalf of the M&ject to the business agreements between them.)

* Holding only the Public Key does not allow anyoae t
0 Deduce the full Resolution Identifier
o Encrypt any valid Resolution Identifier to prodwecealid ICI

Two examples are shown below to show the suitghilitthe scheme described above. Both examples ti@/maximum

ICI length of 36 octets. Example #1 has the mimimangth for the Routing Prefix (3 octets) and maxin length for the

Resolution Identifier (33 octets), and Example #8 the maximum length for the Routing Prefix (18&t&) and a length of
18 octets for the Resolution Identifier, Note thathe two examples, the lengths of the origindl 48d the Secure ICI are
the same to prove that this scheme works even #ieeariginal ICl has the maximum length of 36 ostet

Example #1 — 1,024 RSA key size with 3-octet RougrPrefix and 33-octet Resolution Identifier

---- Start of the Original IG}-

a) The first two octets that correspond to the 1 higit dength-Indicator (value is %x0) and 3 hex thgregistry-1D (value is assumed to be %x002) =
0002 in hex digits

b) Remaining-Part-of-Routing-Prefix (RPRP) = 1 (1 cluaer/octet)
¢) Resolution-Identifier (RI) = 000000000000000000000000000001 (33 characters/octets)

The original ICI = %x0002 followed by characte@0000000000000000000000000000001 (36 charactetspc

---- End of the Original ICI ---

---- Start of Encryption Proceefsi----

a. Create the RSA Private Key and Public Key pairlf@®24-bit encryption.

i. Private Key (612 hex digits):
613a333a7b693a303b733a3132383a22674378dba9f32509d8@8e7bbc2067ecd9b2de77c33915ba7cel8eala4982bbtkiff01a2920aa0117
22d03312745235d9e7c4b7fae154108fe5c91e9691b4h 328l 76f9b6h52d2a383b3ead85069d404bf747a514ccBE8HI367efd73e793deca
b6d72cf4940deed13b5f75e7d852be19c6ca91199e223EABERa3132383a2221f58676e56bbd41a71729b82767 eBféus 8eee3echcl8bb7
87b51bfc1c0235bac078aad34de962049b745fa3964dc FaRiR4cfacl175dc2791e686c29fdcffc49b6554b65b64bBAae988elc2a6a342cdal
1563e8e7d28e732b6324267aac0b63d0c26e6f3f4d9fffBB8B0521969a71b1614d635970223b693a323b733a3732BB/B617465223b7d

ii. Public Key (356 hex digits):
613a333a7b693a303b733a3132383a22674378dba9f32509dP@8e7bbc2067ecd9b2de77c33915ba7cel8eala4982bbtkiff01a2920aa0117
22d03312745235d9e7c4b7fae154108fe5c91e9691b4bIM2f8l 76f9b6b52d2a383b3ead85069d404bf747a514ccB4819367efd73e793deca
b6d72cf4940deed13b5f75e7d852bel19c6ca91199e223HEABEEBa333a22010001223b693a323b733a363a22707563283H 7d

b. Encrypt the RI with the RSA Private Key to obtdie t1,024-bit ERI (in 256 hex digits):
de403e0a0e0641bbh96a29599a493078cd0160bc0823f570h2885adb50c426fe0a878ec918bb37ee8c133a33b7d8e840Bd07f37d5a820916ac8la
ale9abb189f63e26f9877631ch721ef274eafb46462648aeie5f2ae97a9d74b21ce263426839d777e963016hSmUB22ce9fc2e2722f34c7c9a42

c. Create ERI HMAC (HMAC-SHA-256/2) using the RSA Piali{ey to obtain the 128-bit ERIH (in 32 hex digitac99flecfc179c8226ee9e137da80337

d. Encode the ERI in Base64 to obtain the ERI_B64 (ABCII characters):
3kA+Cg4GQbuWopWZpIMH]NAWCBCCP1fbgN8KKJIWttQXCh+CoeRIyN+6MEZz0zt9QHQPjopzOH831aggkWriGgHpq7GJ9j4m+Y d2)tb/J06
VtGRiZI4bg9Tvbl8g6XqddLIc4AmNCaDnX936WMBaltllIEiPOhRiI80x8mkI=

e. Split ERI_B64 into two parts
i. ERI_B64_Part_One = 3kA+Cg4GQbuWopWZpIMH]NAWCSCCgth = 28 characters)

ii. ERI_B64_Part_Two =
P1fbgN8KKJIWttQxCh+CoeOyRi7N+6MEz0zt9QHQPjopzOH833kYrIGgHpq7GJ9j4m+Yd2MctyHvJ06VtGRIiZI4bg9TvbI8g6Xaidc4mNCa
DnX936WMBaltllIEiPON8Lici80x8mkl=(Length = 144 characters)

f. Assign an ERI Part Index (ERX)7a60(Length = 5 characters/octets) equal to 31,328zimal value.

Note: The ERX should have a proper length to uriqoerrelate each Secure ICI with its original ICI.
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g. Create Secure ICI (RP + ERX + ERI_B64_Part_One)06g followed by characters 107a603kA+Cg4GQbuWopWHAHNAWCSBCC (Length = 36
octets with 16.3% of crypto material in the ICI)

h. Create Registration Dat&RI_B64_Part_Two | ERX | ERIH | Original-ICI | I@lapping-information):
P1fbgN8KKJIWttQxCh+CoeOyRi7N+6MEz0zt9QHQPjopzOH833lkAYrIGqHpq7GJ9j4m+Yd2MctyHvJ06VtGRiZI4bg9TvbI8q6Xaidc4mNCaDnX
936WMBaltllIEiPON8LIici80x8mkl=|07a60|ac99flecfc18926ee9e137da80337|%xf002 followed by
characters100000000000000000000000000000000Yhipdite/index.asp

---- End of Encryption Procedire-

---- Start of Decryption Proceelsi----

a. Identify the ERX and ERI_B64_Part_One in the reedi$ecure ICI.
b. Use ERX to retrieve the ERI_B64_Part_Two.

c. Assemble ERI_B64_Part_One and ERI_B64_Part_Twdbtaimthe Full_ERI_B64:
3kA+Cg4GQbuWopWZpIMHjNAWCBCCP 1fbgN8KKJIWttQxCh+CoeRlyN+6MEz0zt9QHQPjopzOH831aggkWriGaHpq7GJ9j4m+Yd b J06
VtGRiZ14bq9TvblI8q6XqddLIc4mNCaDnX936WMBaltllIEiPOhRiIB0x8mkI=

d. Decode the Full_ERI_B64 to obtain the ReceiveRl_(ih hex digits):
de403e0a0e0641bbh96a29599a493078cd0160bc0823f570h2885adb50c426fe0a878ec918bb37ee8c133a33b7d8e840Bd07f37d5a820916ac8la
ale9abb189f63e26f9877631ch721ef274eafb46462648aeie5f2ae97a9d74b21ce263426839d777e963016bSmUB22ce9fc2e2722f34c7c9a42

e. Create from the Received_ERI the HMAC (HMAC-SBR%6/2) using the RSA Public Key to obtain the Reeei ERIH (32 hex digits):
ac99flecfc179c8226ee9e137da80337

f. Compare the Received_ERIH with the stored ERIH:
i. The HMAC test is Positive (Received_ERIH stered ERIH).
g. Decrypt the binary Received_ERI using the RSAlieiey to obtain the Calculated RI (CRI): 000000000000000000000000000001 (33 characters)
---- End of Decryption Procedures ----

The Received_ICI (received RP + CRI) = %x0002 fotid by characters 1000000000000000000000000000@0000

Example #2 — 1,024 RSA key size with 18-octet Rongj Prefix and 18-octet Resolution Identifier

---- Start of the Original IG}-

a) The first two octets that correspond to the 1 higit length-Indicator (value is %xF) and 3 hex tBgRegistry-ID (value is assumed to be %x002) =
f002 in hex digits

b) Remaining-Part-of-Routing-Prefix (RPRP) = 000000B@INO001 (16 characters/octets)
¢) Resolution-Identifier (RI) = 000000000000000001 {h&racters/octets)
The original ICI = %xF002 followed by characte00000000000001000000000000000001 (36 charactttspor 4 hex digits plus 34 characters )

---- End of the Original ICI ---

---- Start of Encryption Proceegsl----

a. Use the same RSA Private Key and Public Key paimfexample #1.

b. Encrypt the RI with the RSA Private Key to obtaie tL,024-bit ERI (in 256 hex digits):
6efb2c8e67499e826ee365348667cd3dd150cedf99feb3Aedta@399e1627db2e8c65cacach0aed18747df7c04dbdB8ab983efa736e1641e6¢c8ed74e
5c¢253beald9ec2f5db93811bdc6579966ch963bf4f501d47688010440a3f27b3dc055b19d64995c1efbffOc2ffbd 2828 0c51b68689ae4al0dec66e

c. Calculate ERI HMAC (HMAC-SHA-256/2) using the RSAlRic Key to obtain the 128-bit ERIH (in 32 hex itk
fcf31945d2001848d02740031d2bdf5f

d. Encode the ERI in Base64 to obtain the ERI_B642 A3ZCII characters):
T6HCczh6YO4N37WGWA3KxUHKKpDWUTbwaR/TLTS9BWwvwnt8YurRdob2aHUB4+Ix74VRO6RPVQBCbEqQB2yRNjgLyHWJI7 CQzfdwx&EaZ
bPuz/3muESnBx+dXDXnC8VYHI53V2eMOYRtJ4li2jgOcol5%13q4IZV8wOsKiQ=
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e. Split ERI_B64 into two parts
i. ERI_B64_Part_One = T6Hczh6YO4N37 (13 characters)

ii. ERI_B64_Part_Two =
wWGWA3kxUHKKpDWUTbwaR/TLTS9BWvwnt8YurRgxdob2aHU64+14VRO6RPVQBCbEqQB2yRNjgLYyHWJ7CQzfdwxROaGazZbPuzZ/3muE
SnBx+dXDXnC8VYHI53V2eMOYRtJ41i2jgOcol59ftssQq4JZV&eKiQ= (159 character)

f. Assign an ERI Part Index (ERX): ca200 (Length =h&racters/octets) equal to 827,904 in decimal value

g. Create the Secure ICI (RP + ERX + ERI_B64_Part_&J-002 followed by characters 0000000000000000@&@Hczh6YO4N37 (Length = 36
octets with 7.6% of crypto material in the ICI)

h. Create Registration Dat&RI_B64_Part_Two | ERX | ERIH | Original-ICI | I@lapping-information):
WGWA3KkXxUHKKpDWUTbwaR/TLTS9BWvwnt8YurRgxdob2aHU64+14¥VRO6RPVQBCbEqQB2yRNjgLyHWJ7CQzfdwxROaGaZbPuZz/318nBx
+dXDXnC8VYHI53V2eMOYRtJ4li2jgOcol59ftssQq4JZV8wOsBE|ca200]fcf31945d2001848d02740031d2bdf5f| | %oxfe08vied by
characters000000000000000100000000000000000Yhipdite/index.asp

---- End of Encryption Procedure-

---- Start of Decryption Proceels----
a. ldentify the ERX and ERI_B64_Part_One in the reediecure ICI.

b. Use ERX to retrieve the ERI_B64_Part_Two.

c. Assemble ERI_B64_Part_One and ERI_B64_Part_Twdbtaimthe Full_ERI_B64:
T6Hczh6YO4N37WGWA3KxUHKKpDWUTbwaR/TLTS9BWvwnt8YurRdob2aHUB4+Ix74VRO6RPVQBCbEqQB2yRNjgLyHWJI7 CQzfdwx&EaZ
bPuz/3muESnBx+dXDXnC8VYHI53V2eMOYRtJ4li2jgOcol5%13q4JZV8wOsKiQ=

d. Decode the Full_ERI_B64 to obtain the Receivé?l_(ih hex digits):
4faldccele983b8377ef01b003793150728aa435944dbdthdadRf415afc27b7c62eadlabl7686f668753ae3e231ef8854f5500426¢4a90076¢c91363
80bc87c09ec24337ddc3144e6866996¢fh99ff79ae1129¢34¢0d79c2f15607239dd5d9e30e611b49e258b68e039c a4 2ae09655f303ac2a24

e. Create from the Received_ERI the HMAC (HMAC-SBR%6/2) using the RSA Public Key to obtain the Reeei ERIH (32 hex digits):
fcf31945d2001848d02740031d2bdf5f

f. Compare the Received_ERIH with the stored ERIH:
i. The HMAC test is Positive (Received_ERIH stered ERIH).
g. Decrypt the binary Received_ERI using the RSAliekey to obtain the Calculated Rl (CRI): 000000000000001 (18 characters)
---- End of Decryption Procedsre-

The Received_ICI (received RP + CRI) = %xF002 fo#td by characters 0000000000000001000000000000@20000
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