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1. Scope

Wireless Application Protocol (WAP) is a resultaaintinuous work to define an industry-wide speaiticn for
developing applications that operate over wiretgsamunication networks. The scope for the WAP Foisito define
a set of specifications to be used by service eafitins. The wireless market is growing very quickhd reaching new
customers and providing new services. To enableat@s and manufacturers to meet the challengadvanced
services, differentiation, and fast/flexible seevreation, WAP defines a set of protocols in tpants session and
application layers. For additional information tve WWAP architecture, refer t&Vireless Application Protocol
Architecture SpecificationfWAPArch].

This document outlines the WAP Push specificatiarigch together specify a service to push contemobile
devices via the WAP architecture.
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3. Terminology and Conventions

3.1. Conventions

This is an informative document, which is not irted to provide testable requirements to implemmst

3.2. Definitions

Application - A value-added data service provided to a WARIEIi The application may utilise both push and pul
data transfer to deliver content

Application-L evel Addressing - the ability to address push content between aqodatti user agent on a WAP client
and push initiator on a server.

Bearer Network - a network used to carry the messages of a toankgyer protocol between physical devices.
Multiple bearer networks may be used over thedffa single push session.

Client - in the context of push, a client is a deviceg@nvice) that expects to receive push content &@arver. In the
context of pull a client, it is a device initiatesequest to a server for content or data. See‘désace”.

Contact Point - address information that describes how to reaptish proxy gateway, including transport protocol
addres and port of the push proxy gateway.

Content - subject matter (data) stored or generated atigin server. Content is typically displayed oterpreted by
a user agent on a client. Content can both bereduin response to a user request, or being pustesily to a client.
Content Encoding - when used as a verb, content encoding indi¢gheeact of converting a data object from one
format to another. Typically the resulting formegjuires less physical space than the originaagser to process or
store, and/or is encrypted. When used as a hamterst encoding specifies a particular format aoeling standard or
process.

Content Format - actual representation of content.

Device - is a network entity that is capable of sendind/ar receiving packets of information and has igum device
address. A device can act as either a clientserneer within a given context or across multiplateats. For example,
a device can service a number of clients (as agewhile being a client to another server.

End-user - see “user”

Extensible Markup Language - is a World Wide Web Consortium (W3C) recommensieshdard for Internet mark-
up languages, of which WML is one such languag®ILXs a restricted subset of SGML.

M edia Type - a class of information distinguished by its preéagon format and/or interchange format. Examples
include images, plain text, sounds and video.

M ulticast M essage - a push message containing a single OTA clientesddwhich implicitly specifies more than OTA
client address.

Push Access Protocol - a protocol used for conveying content that stidnd pushed to a client, and push related
control information, between a Push Initiator arfélush Proxy/Gateway.

Push Framework - the entire WAP push system. The push frameworkmpegses the protocols, service interfaces,
and software entities that provide the means tb plasa to user agents in the WAP client.

Push Initiator - the entity that originates push content and stinio the push framework for delivery to a uagent
on a client.

Push OTA Protocoal - a protocol used for conveying content betwe®ush Proxy/Gateway and a certain user agent
on a client.

Push Proxy Gateway - a proxy gateway that provides push proxy sesvice

Push Session - A WSP session that is capable of conducting ysrations.

Server - a device (or service) that passively waits famreection requests from one or more clients. Aeyemay
accept or reject a connection request from a cligisierver may initiate a connection to a clienpag of a service
(push).

Terminal - see "client”.

[0 2001, Wireless Application Protocol Forum, Ltd.
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User - a user is a person who interacts with a usemtageview, hear, or otherwise use a rendered cbnédso
referred to as end-user.

User agent - a user agent (or content interpreter) is angnwaok or device that interprets resources. Thig imelude
textual browsers, voice browsers, search engines, e

XML - seeExtensible Markup Language

3.3. Abbreviations

CPI
HTTP
IANA

IP

MIME
MMS
MSISDN
OTA
OTA-HTTP
OTA-WSP
PAP

Pl
PO-TCP
PPG
QoS
RFC
SGML
Sl

SIA

SIR

SL

SMS
SSL
TCP
TLS
TO-TCP
URI
URL
WAP
WBXML
WINA
WSP
WTA
WTLS
XML

Capability and Preference Information
Hypertext Transfer Protocol
Internet Assigned Numbers Authority
Internet Protocol
Multipurpose Internet Mail Extensions
Multimedia Messaging Service

Mobile Station International Subscriber i@y Number
Over The Air

(Push) OTA over HTTP

(Push) OTA over WSP

Push Access Protocol

Push Initiator

PPG Originated TCP connection establishmetiod
Push Proxy Gateway

Quality of Service

Request For Comments

Standard Generalized Markup Language
Service Indication

Session Initiation Application

Session Initiation Request

Service Loading

Short Message Service

Secure Socket Layer

Transmission Control Protocol
Transport Layer Security

Terminal Originated TCP connection estaltisht method
Uniform Resource Identifier

Uniform Resource Locator

Wireless Application Protocol

WAP Binary XML

WAP Interim Naming Authority

Wireless Session Protocol

Wireless Telephony Applications
Wireless Transport Layer Security
Extensible Mark-up Language

[0 2001, Wireless Application Protocol Forum, Ltd.
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4. Introduction

In the "normal” client/server model chent requests a service or information froreeaver which then responds in
transmitting information to the client. This is kmo as “pull” technology: the client “pulls” inforntian from the
server. Browsing the World Wide Web is a typicahmmple of pull technology, where a user enters a (({R& request)
that is sent to a server, and the server answessiiding a Web page (the response) to the user.

In contrast to this, there is also “push” technglaghich is also based on the client/server mdule where there is no
explicit request from the client before the setvansmits its content. The WAP Push framework ihtices a means to
transmit information to a device without a useruest.

CLIENT

SERVER

“Pull” technology

“Push” technology

Figure 1 - Comparison of pull vs. push technology

Another way to say this is that whereas “pull” saations of information are always initiated frdme tlient, “push”
transactions are server-initiated.

[0 2001, Wireless Application Protocol Forum, Ltd.
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5. The Push Framework

A push operation in WAP is accomplished by allowatéush Initiator(PI) to transmipush contenanddelivery
instructionsto aPush Proxy GatewafPPG), which then delivers the push content toMad client (henceforth
referred to as "client" or "terminal") accordingtte delivery instructions.

The Pl is typically an application that runs onoadinary web server. It communicates with the PR{BgithePush
Access ProtocqlPAP). The PPG uses tReish Over-The-AifOTA) Protocolto deliver the push content to the client.
Figure 2 illustrates the push framework:

Push 1:,2 Push
Over-the-Air B Access e
Protocol mﬂmm[ Protocol o
WAP Client |

Push Proxy Gateway

e

Push Initiator
(on the Internet)

Figure 2: The Push Framework

PAP is based on standard Internet protocols; XML edu® express the delivery instructions, and trehmontent can
be any MIME media type. These standards help mak® Wush flexible and extensible.

As mentioned, th@PG is responsible for delivering the push conterthtoclient. In doing so it potentially may need
to translate the client address provided by thimt®la format understood by the mobile networknsfarm the push
content to adapt it to the client's capabilitiesresthe content if the client is currently unashble, etc. The PPG does
more than deliver messages. For example, it magyrtbe Pl about the final outcome of a push sulsinis and
optionally handle cancellation, replace, or clieapability requests from the PI.

TheOTA protocol provides both connectionless and conaeatriented services. While the (mandatory)
connectionless service relies upon Wireless Sesxiotocol (WSP), the (optional) connection-orierdedvice may be
provided in conjunction with both WSP (OTA-WSP) aidTP (OTA-HTTP). An important part of the OTA poabl
is the Session Initiation Application (SIA), whichfurther described in section 8.3.

Figure 2 illustrates the Pl and the PPG as separtitites, which likely will be the most common éigaration. It shall
however be noted that the Pl and the PPG may tecated. The latter could, for example, be feadibtPPG
operator services, large service providers, or whamsport level end-to-end security is needed.

[0 2001, Wireless Application Protocol Forum, Ltd.
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6. The Push Proxy Gateway

The Push Proxy GatewaRPG) is the entity that does most of the work in thisiPframework. Its responsibilities
include acting as an access point for content pusben the Internet to the mobile network, and gtfeng associated
therewith (authentication, address resolution,. etc)

Push '
Over-the-Ai
Protocol

Push
Access y

Protocol

WAP Client Push Initiator

(on the Internet)

Push Proxy Gateway

Figure 3 - PPG highlighted

As the PPG is the entry point to a mobile netwdrkay implement network access-control policiesilwho is able
to gain access to the network, i.e. who is ableush content and who is not, and under which cistances, etc.

It should be noted that both PPG (push) and WARypp&/AP] (pull) functionality may be built into arggle proxy.

6.1. Services Overview

The PPG provides the Push framework with severaless. It is the entry point for content pushezhiroutside the
wireless network (e.g. the Internet) destined ierWAP client. The PPG may perform the following:

. Pl identification and authentication; access cdntro

. Parsing of and error detection in push contentcmdrol information
. Client discovery services (including client capéieit)

»  Address resolution of push recipient

. Binary encoding and compilation of certain contgpes, or general compression, to improve effiggenc
OTA

. Protocol conversion

6.2. Message Acceptance and Rejection

The PPG accepts content from the PI using the Raséss Protocol (see section 7). This contentvisied into
several parts using a multipart/related conteng typere the first part contains control informationthe PPG itself.
Such information includes recipient address(edjvely time constraints, Quality of Service (QoS8jarmation,
notification requests, etc.

The PPG will acknowledge successful (or report aosssful) parsing of the control information, analynm addition
report debug information about the push contegtfits

6.3. Message Handling Service

Once the content has been accepted for delivesyPBG attempts to find the correct client and éelikie content to
that client using the Push Over-The-Air protocalgsection 8). The PPG may attempt to deliver dimgenit until a
timeout expires. This timeout may be set by thar®l/or policies of the PPG operator.

[0 2001, Wireless Application Protocol Forum, Ltd.
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The PPG may also send a notification to the PI wherfinal status of the push submission (delivecaticelled,
expired, etc.) has been reached, if the Pl so stguidence, the service is asynchronous from tlsgoBint of view (the
PI need not wait on-line for the PPG to completalilivery).

6.4. Encoding, Compilation, and Compression

The PPG may encode WAP content types (e.g. WMlaadSI) into their binary counterparts [WBXML]. Bhi
textual-to-binary translation would take place efdelivery over-the-air. Other content types, wwn to the PPG,
may be forwarded as received unless it is knownhttteaclient does not support them.

When OTA-HTTP (see section 8.2) is used, the PPGusa deflate encoding [RFC1951] (i.e. general aesgion) to
obtain better over-the-air efficiency also for amittypes that do not have a binary counterpagt WML 2.0).

6.5. Multicast, Broadcast and Aliasing Consideratio ns

The PPG may implement address aliasing schememtideemulticast and broadcast services, where alpailresses
may translate into such operations. These are imgai¢ation dependent.

6.6. Client Capabilities Query Service

A Pl may query the PPG for a specific client's ¢éliges and preferences to aid in creating befbematted content.
The capability and preference information returbhgdhe PPG is formatted as a UAProf document [UAPTdhis
feature is optional in the PPG.

6.7. Reference

For more information, see [PushPPG].
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7. The Push Access Protocol

The Push Access Protoc®AP) is the means by which a Pl pushes content tol@lenoetwork, addressing its PPG.

Push
Access
Protocol

Push '
Over-the-Air T
Protocol Wm]mm
WAP Client y

Push Proxy Gateway

Push Initiator
(on the Internet)

Figure4 - PAP highlighted

PAP was designed to be independent of the undgrtyamsport; it can be transported over virtuatly arotocol that
allows MIME types to be transported over the IngertdTTP is the first protocol to be specified @saasport protocol
for PAP, other protocols (e.g. SMTP) may be addettié future.

7.1. General Structure

As mentioned in previous sections, PAP is usedtoy@ush related control information that is ubgdhe PPG. This
information is expressed using XML [XML]. When, fekample, a new message is submitted to the PP&btiiml
information and the push content are carried inlslEmultipart/related [RFC2387] entity. This impti¢hat a single
(MIME) entity is conveyed independent of the tygeperation.

7.2. PAP Operations

The PAP supports the following operations:

e Push Submission (Pl to PPG)

« Result Notification (PPG to PI)

¢ Push Cancellation (PI to PPG)

¢ Push Replacement (Pl to PPG)

«  Status Query (Pl to PPG)

¢ Client Capabilities Query (Pl to PPG)

7.2.1. Push Submission

The Push message contains three entities: a camitity, a content entity, and optionally a capabéntity. These are
bundled together in a multipart/related messagé;wis sent from the Pl to the PPG.

The control entity is an XML document that contailetivery instructions destined for the PPG, whettba content
entity is destined for the client. The PPG may aymot convert the content entity into a more badtwoptimised
form before forwarding it over-the-air (see sect@).

The optional capability entity contains the clieapabilities that the message was formatted acuptdi in UAPROF
[UAProf] format. The Pl may include this entityittdicate what iessumeshe client capabilities are. The PPG may
reject the message if the assumed capabilitieotimatch those known by the PPG.
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7.2.2. Result Notification

If the PI has requested information about the fowdtome of the delivery, the Result Notificatioesaage is
transmitted from the PPG to the URI specified g/ . It is an XML entity indicating successfuluorsuccessful
(client not reachable, timeout, etc.) delivery.

One key feature of the Push Framework is the pitisgifor a Pl to rely on the response from the PRG&onfirmed
push is confirmed by the WAP device when (and evitgn) the target application has taken responsilidr the
pushed content. If it cannot take that responsgibili must abort the operation, and the PI wilbkinthat the content
never reached its destination.

7.2.3. Push Cancellation

This is an XML entity transmitted from the Pl te@tRPG, requesting cancellation of a previously stibdhmessage.
The PPG responds with an XML entity indicatingiétcancellation operation was successful.

7.2.4. Push Replacement

The push submission operation described in se@t®@i may — if the Pl so requests — cause a prslyicubmitted
message to be replaced. It is possible to spedifeinew message only should be sent to thospieats whom have
not received the original message, or if the newsage should be sent to all recipients. In eithse cthe original
message is cancelled for those recipients to wienotiginal message has not been delivered.

7.2.5. Status Query

This is an XML entity transmitted from the PI t@tRPG, requesting the status of a previously stbenihessage. The
PPG responds with an XML entity containing the entrstatus.

7.2.6. Client Capabilities Query

This is an XML entity transmitted from the Pl tetRPG, requesting the capabilities of a particldaice on the
network (see als@lient Capabilities Querysection 6.6). The PPG responds with a multipelatfed entity containing
two parts, where the first part contains the resithe request, and the second part containsapahilities of the
device formatted according to the WAP User Agenfilervocabulary [UAPTrof].

7.3. HTTP Transport

When HTTP is used a transport protocol for PAP HA&P POST request method and its response aretaised
transport the information. The HTTP response alvaaygains result code 202 (“accepted for proce8pinggen the
HTTP transaction itself succeeds; the response ddsBment may contain a PAP error though. See [REG]Z6r
more information about HTTP/1.1.

7.4. Reference

For more information, see [PushPAP].
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8. The Push Over-The-Air Protocol

The Push Over-The-Air (OTA) protocol is the partloé Push Framework that is responsible for trartisgpcontent
from the PPG to the client and its user agenis.designed to run on top of HTTP (OTA-HTTP) or WEP A-WSP).
The parts of OTA-WSP pertaining to connectionlegshpmust always be implemented in both PPGs aadtsli
Connection-oriented push, using either OTA-HTTRD3A-WSP, is optional.

Push |
Over-the-Air
Protocol

E :,E Push mﬂmﬂ
e Access y

Protocol

WAP Client Push Initiator

(on the Internet)
Push Proxy Gateway

Figure5- OTA highlighted

8.1. OTA-WSP

The OTA-WSP protocol variant is architecturallyhantprotocol layer on top of WSP, and may hencedss with any
bearer addressed by WAP. OTA-WSP utilises the featprovided by WSP (see [WSP] for details), artdreds those
to address push specific needs; basically by intivd) new service primitives and extending existings with new

header fields. For example, OTA-WSP relies upon Wg&pability negotiation feature (possibly usingRyof), and it
provides both connectionless (unconfirmed push)camhection-oriented (unconfirmed and confirmed)s&rvices.

8.2. OTA-HTTP

This protocol variantitilises HTTP for over-the-air communication betwélee PPG and the client and is hence
primarily to be used in conjunction with IP bearérise HTTP variant provides only connection-orielnpeish. Push
content is delivered using the HTTP POST methoglying that the PPG acts as an HTTP client andlieat (i.e. the
mobile device) as an HTTP server. To avoid confusie client is therefore referred to as "terminal[PushOTA]
when OTA-HTTP is discussed.

The [PushOTA] specification defines two methodsdstablishing an active TCP connection (i.e. a T@fhection to
be used for push delivery). The methodsRiP& Originated TCRPO-TCP) anderminal Originated TCRTO-TCP).
PO-TCP allows an active TCP connection to be estad when the bearer is active (or can be activayehe PPG)
and the terminal's IP address is known by the APP@&.TO-TCP method addresses other cases, andalyussed in
combination with the Session Initiation RequesR)Shechanism (see section 8.3).

By using the concept of (long-lived) sessions, OWNSP provides a means for the client to conveyafsabilities to
the PPG. In OTA-HTTP the terminal registers witARG to provide similar functionality. This is acaaished by the
PPG by sending an HTTP OPTIONS request to the tedmivhereby the terminal includes its Capabilitgd a
Preference Information (CPI) in the response (ogtily using UAProf). A mechanism to avoid the infation being
sent when it is known by the PPG is provided torioup over-the-air efficiency.

OTA-HTTP also provides a means for identifying apdionally authenticating both the terminal and BRG. The
authentication schemes "basic" and "digest", asifipe in [RFC2617], are used to authenticate tR&Ro the
terminal, while a slightly modified variant is usedauthenticate the terminal to the PPG (thisesREC2617 only
specifies how an HTTP client, in this case the PB@uthenticated).
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8.3. Session Initiation Application

No matter if OTA-HTTP or OTA-WSP is used, it is@ftnecessary for the client to initiate the commation for
reasons explained below. The Session Initiationlisapon (SIA), which is a client-side applicatidmas been specified
for this purpose. The SIA listens to Session ItigiaRequests (SIR) from the PPG, and respondstiyesing the
appropriate bearer and contacting the desired PPG.

When OTA-WSP is used, it is always the client taiies the initiative to establish the underlying M&Rssion. An SIR
is sent from the PPG to the client when it wisloesreate a WSP session for push purposes. Upoptietef the SIR,
the client activates the bearer indicated in the &id establishes a WSP session towards the indi®®G over that
bearer.

The SIR mechanism is also used in conjunction @ITA-HTTP, in particular when the client's IP addrésnot
known by the PPG, and/or when the PPG cannot &etilie desired bearer. In that case the SIR irtsttbe client to
activate a specific bearer and establish an agife connection towards the PPG specified in the(8¢ihg the
TO-TCP method).

The SIR is typically sent to the client using coctiwnless push (provided by OTA-WSP) independenttoéther the
client will use OTA-WSP or OTA-HTTP when it subseqtly contacts the PPG. Attention has been paghsuoire that
the SIR is compact enough to fit into a single SM&e normal case. SMS is available in most cumawbile
networks, provides a means to use a well-knowmthedress (MSISDN) and provides transport levi@bgity (i.e.
provides good reliability also when connectionlpssh is used).

8.4. Reference

For more information, see [PushOTA].
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9. Push Specific Media Types

The WAP push framework allows any MIME media typée delivered between the Pl and the client. Tadiatypes
described in this section have been created tacapabilities not already provided by existing MIN{pes. Other
media types with push specific semantics have deéned by the WAP Forum to meet the needs foriipec
applications (e.g. MMS, Provisioning, and WTA).

Note: If push specific semantics are neither definedtiermedia type itself, nor for the user agentixéog a certain
media type, such media types are placed in theecagmory or discarded when received via push éhpdies to e.g.
WML). For more information, see [WAE].

9.1. Service Indication

The Service Indicatior{Sl) media type provides the ability to send noéfions to end-users in an asynchronous
manner. Such notifications may, for example, baiabew e-mails, changes in stock price, news heesl|i
advertising, reminders of e.g. low prepaid balaete,

In its most basic form, an Sl contains a short mgss&nd a URI indicating a service. The messageegented to the
end-user upon reception, and the user is giventtbie to either start the service indicated bylRd immediately, or
postpone the Sl for later handling. If the Sl istponed, the client stores it and the end-uservenghe possibility to
act upon it at a later point of time.

In addition to the basic functionality describedwad, Sl allows the Pl to control the following:

e The level of user-intrusiveness (assign an Sl aicepriority)

* Replacement (replacement of an older Sl with a oegupon reception)
« Deletion (delete an already received Sl by sendifdelete” SI)

e Expiration (assign an expiration time to an Slmafthich it will be expired)

Sl is the only media type among those describébisnsection that is mandatory in clients implenmanpush.
9.1.1. Reference

For more information, see [PushSl].

9.2. Service Loading

In contrast to SIService LoadingSL) does not imply any user involvement. An Sioweys an URI that points to
some content that is loaded by the client withawt-eser confirmation, and an instruction whetherdbntent should
be executed/rendered or placed in the cache memfidhg content should be executed/rendered, tr@Rlcontrol the
level of user-intrusiveness.

9.2.1. Reference

For more information, see [PushSL].
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9.3. Cache Operation

TheCache OperatioffCO) media type provides a means for invalidatipgcific objects, or all objects sharing the
same URI prefix, stored in the client's cache mgmbhis feature is useful in situations when theheal content's
expiration time cannot be determined beforehargl éeview of a mailbox) and the content changes (ew emails
arrive) more often than the user accesses it.

9.3.1. Reference

For more information, see [PushCOl].
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10. Addressing

WAP Push addressing occurs on client and applicdtieels. In addition, two registered ports (se@d non-secure)
are used on the client for connectionless push.fn/¢o@nection-oriented OTA-WSP is used, any WSH@esgth the
push capability set can be used. OTA-HTTP, whiatpisnection-oriented only, uses the concept off@aciCP
connections, which are dedicated for push spedifidslore details about ports, sessions, and acfi@® connections
can be found in [PushOTA|.

10.1. Client addressing

The Pl uses the client address to instruct the RRiGh client the pushed message is intended fae.[PashPPG]
specification introduces an addressing schemeatioats:

e User-defined identifiers
An arbitrary text string (e.g. an email address)sed to identify the client. The PPG is respomesibt
translating the string into an address format ustded by the mobile network.
Examples from [PushPPG]:

WAPPUSH=] ohn. doe%0wapf or um or g/ TYPE=USER@pg. carri er.com
; user-defined identifier for john.doe@vapforum org

WAPPUSH=+155519990730/ TYPE=USER@pg. carri er.com
; user-defined identifier that | ooks |ike a phone numnber

» Deviceaddresses
An address understood by the mobile network, e LN (SMS etc.) or IP address (GPRS etc.).
Examples from [PushPPG]:
WAPPUSH=+155519990730/ TYPE=PLMN@pg. carri er.com
; device address for a phone number of some wirel ess network

WAPPUSH=195. 153. 199. 30/ TYPE=I Pv4@pg. carri er.com
; device address for an | P v4 address

The TYPE switch indicates the type of address (user-deforadkvice address including type of address).thad
ppg. carri er. compart is the Internet host name of the PPG. Foerimdormation, see [PushPPG].

10.2. Application-Level Addressing

Pushed content always targets a specific user &gentore general, a specific application) on theice. An
application identifier, which is a URI or a numevialue registered with [WINA], identifies a usereag. The PI
includes the application identifier in a push messhy including the- Wap- Appl i cat i on- | d header defined in
[PushMsg]. This header is also conveyed to thetisdhen the PPG delivers the message, allowinglibet to
dispatch the message to the intended user agent.

10.2.1. OTA Efficiency and Numeric ldentifiers

To improve over-the-air efficiency, a numeric idéat may be used instead of a URI. WINA [WINA] hassigned
numbers to well-known user agents such as WAE aimé Wb avoid the overhead of sending a URI.

If a PPG is requested to push content with an egipdin identifier URI that it recognises as a URdtthas a numeric
identifier assigned by WINA, the URI is replacedwthe numeric identifier.

The Pl may itself use a numeric identifier whenplish message is submitted to the PPG, possihifieatifier that is
not registered. The latter is discouraged with oggdl applications because of the possibility ofigioins. It is mainly
intended for experimental user agents that havgetdbeen publicly deployed.

[0 2001, Wireless Application Protocol Forum, Ltd.
All rights reserved



WAP-250-PushArchOverview-20010703-a, Version 03-Jul  -2001 Page 21 (24)

10.3. Example

Let’'s assume a Pl has submitted a message intéodelient Foo, for an application called Bar, t®BG serving
client Foo. In addition, the PI has requested tthetmessage should be delivered in a confirmed ergimplying
connection-oriented delivery). The PPG (supportiath OTA-HTTP and OTA-WSP) has not communicatedh e
client before, so it does not know if it supporfSAHTTP or OTA- WSP (or both). There’s currently pash session
or active TCP connection between the PPG and ibetdalled Foo, so either needs to be established.

The PPG sends an SIR to Foo in a connectionlesaenasing e.g. SMS, indicating that it wants tolpseme content
to application Bar. Since the PPG does not knaWefclient supports OTA-HTTP or OTA-WSP it includeB8G
contact points for both variants in the SIR. Tlaguest is sent to the SIA at Foo just like any ofhesh content (i.e. by
targeting one of the ports dedicated for connetggsmpush and including the SIA application idéextjf The client
receives the content, sees it's for the SIA, amtlsé onward. The SIA, on receipt of this requebkgcks if the target
application is installed in Foo and possibly tieg tiser preferences indicate that the target ajaic accepts pushed
content. It notes that application Bar is, in fastalled on this client, so the client acts ugom SIR. Lets assume that
the client supports only OTA-WSP, implying thategsion should be established towards the PPG.

Now, the owner of this particular device does nahtto expose what applications he has install¢dérdevice to
anybody (privacy issue). The SIA notes this and gpta push session with the PPG, indicating treaséssion accepts
content for any application; if the user had besss Iparanoid, applications for which this sessardcbe used would
have been explicitly listed instead.

Once the session has been established, the PR&@rpeithe confirmed push over that session, andlibet gets the
push content originally submitted by the PI. Thierd gets the content, sees that it is for appboaBar, and passes it
to this application. When (and only when) the Baplecation takes responsibility for the push contéme push is
confirmed all the way back to the PI (if so reqed3t

10.4. Reference

For more information, see [PushPPG] and [PushOTA ].
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11. Security Considerations

When implementing WAP Push, security and trust nsodeme into consideration in several areas. Thesexamples
of questions that may arise:

* How can a PI be authenticated?

* What role could the PPG play in the security andttmodel?

» What are the access control policies for a Pl arghed content?
* How can a client authenticate something if it hasertificate?

Regardless of these issues, it should be keptrid thiat the Push Framework is capable of provittiegclient with
enough information to have a trust model and sgcpdlicy of its own.

11.1. Authenticating a Push Initiator

It is important that a Pl is authenticated in oot or another, depending on the security envirarisig which the PI
and PPG are operating. This is an attempt todistesof the possible solutions.

» Useof Session-leve Certificates (TLS, SSL)
If the network between the Pl and PPG is not tduétey., the Internet, a very large intranet, efd)5/SSL
can be used between the Pl and the PPG.

* HTTP Authentication
Even though the most common form of HTTP authetitinas the basic authentication (i.e., a user-
id/password pair), other forms of HTTP authentmatfe.g., digest) might be preferable. The majtfedince
between this approach and the use of TLS/SSL tdhledatter is stronger in scalability and confide, while
the former is weaker in these aspects.

* A Combination of Technologies
Technologies could be combined. For example, theaRlestablish an anonymous TLS/SSL session with a
PPG, whereupon HTTP authentication could be usedtteenticate the PI.

* Trusted Network
In some real world installations, the network betwéhe Pl and the PPG is a private network. Thezefbe
Pl is implicitly trusted in such installations.

11.2. Client Delegation of Pl Authentication

"Delegation of Authentication" refers to the priplei that authentication can be transitive. If amiand a PPG can
establish trust, the PPG can authenticate a Pebalbof the client.

For example, after a client has used the meansdadby [WTLS] or [WAPTLS] to authenticate a PP&e tlient
could look in its list of trusted PPG'’s. If the PiJisted as trusted, the client can trust the Pd#@ hence also that the
Pl is correctly identified. Using the methods désel in the previous section, a PPG can authest&tl with various
levels of confidence. If it does, the OTA protoamhkes it possible for the PPG to indicate thathhis authenticated in
the message that is delivered to the client.

11.3. Possible PPG Filtering and Access Control

The PPG can perform filtering and access contrdigoard pushed content that originates from atnasted or
unauthorised PI. Such a feature is left to therdigan of the PPG implementer and the businestioakhip between
the WAP service subscriber and the PPG operator.
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12. Scope of the Push Specifications

WAP Push Ar chitectural Overview
The purpose of this document is to serve as dargjgrbint for anybody wanting to know more abowd WAP
Push technology, before taking on the other spetifins.

Push Access Protocol Specification
This document specifies the protocol with whichustPInitiator communicates with the PPG. See sedtio
for a brief description.

Push Proxy Gateway Service Specification
This document specifies the Push Proxy Gatewaytifumality, and how it interacts with the Push Acces
Protocol and the Push Over-The-Air protocol. Sextice 6 for a brief description.

Push OTA Protocol Specification
This document specifies the protocol with whichRGPcommunicates with a push-capable client. Sa@®geec
8 for a brief description.

Push M essage Specification
This document specifies end-to-end propertiespish message.

Service I ndication Specification
This document specifies a content type used fafymg users they have new information waiting oseaver.
See section 9 for a brief description.

Service Loading Specification
This document specifies a content type that ingtriie client to automatically load a URI. See isec® for a
brief description.

Cache Operation Specification
This document specifies a content type that intgrtie client to invalidate cached resources. 8etom 9 for
a brief description.
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Appendix A. Change History

Typeof Change Date Section Description

WAP-250-PushArchOverview-20010703-3 03-Jul-2001 e ifitial version of this document.
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