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1. Scope

A part of the WAP effort is the specification opash architecture, illustrated in figure 1, whidloas content to be pushed
from wired networks to push compliant mobile desicéhe scope of this document is the specificaticthe Push Proxy
Gateway, a gateway intended to provide push coivitgdbetween wired and wireless networks.

Push
Over-the-Air
Protocol

Push mmmmm
Access ya

Protocol

WAP Client Push Initiator

Push Proxy Gateway

Figure 1 - Push Architecture
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

This is an informative document, which is not imted to provide testable requirements to implemiamtst

Within this documentgcouri er font is used to identify literal names of elementgjlaites, parameters, and values in
referenced specifications. For example, the follmptiable indicates that the [PushPARk sage- st at e attribute
contains thé pendi ng" value.

3.2 Definitions

Application
Application-L evel
Addressing

Bearer Network

Client

Contact Point

Content

Content Encoding

Content Format

Device

End-user

Multicast M essage

Push Access Protocol

Push Framework

PAP Attribute Value

nmessage-state "pendi ng"

A value-added data service provided to a Clierite @pplication may utilise both push and pull data
transfer to deliver content

the ability to address push content between aqudati user agent on a client and push initiatoa on
server

a network used to carry the messages of a trankyean protocol between physical devices. Multiple
bearer networks may be used over the life of deipgsh session.

In the context of push, a client is a device (avise) that expects to receive push content from a
server. In the context of pull, it is a deviceiaties a request to a server for content or damase
"device".

address information that describes how to reaalsh proxy gateway, including transport protocol
address and port of the push proxy gateway.

subject matter (data) stored or generated at ginaerver. Content is typically displayed or
interpreted by a user agent on a client. Contembcgh be returned in response to a user requese o
pushed directly to a client.

when used as a verb, content encoding indicateacthef converting a data object from one format to
another. Typically the resulting format requiressi@hysical space than the original, is easier to
process or store, and/or is encrypted. When usachasin, content encoding specifies a particular
format or encoding standard or process.

actual representation of content.

is a network entity that is capable of sending anciceiving packets of information and has a uaiqu
device address. A device can act as either a dieatserver within a given context or across rpldti
contexts. For example, a device can service a nuafloients (as a server) while being a client to
another server.

see "user"

a push message containing a single address whltitly specifies more than one OTA client
address.

a protocol used for conveying content that shoelgshed to a client, and push related control
information, between a Push Initiator and a Pusix@Gateway.

the entire push system. The push framework encosepake protocols, service interfaces, and
software entities that provide the means to push euser agents in the client.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Push Initiator

Push OTA Protocol

Push Proxy Gateway
Push Session
Registration Context

Server

User agent

the entity that originates push content and subititsthe push framework for delivery to a useerty
on a client.

a protocol used for conveying content between & Pusxy/Gateway and a certain user agent on a
client.

a proxy gateway that provides push proxy services
A WSP session that is capable of conducting pushatipns.

a state where the PPG is aware of at least thedasbilities and preferences conveyed from the
terminal.

a device (or service) that passively waits for @mtion requests from one or more clients. A server
may accept or reject a connection request froneatclA server may initiate a connection to a dlien
as part of a service (push).

a user is a person who interacts with a user d@genéw, hear, or otherwise use a rendered content.
Also referred to as end-user.

a user agent (or content interpreter) is any saofwea device that interprets resources. This may
include textual browsers, voice browsers, seargines, etc.

3.3 Abbreviations

ABNF Augmented Backus-Naur Form
DTD Document Type Definition
HTTP Hypertext Transfer Protocol
1P Internet Protocol

MAN Mobitex Subscription Number
OMNA Open Mobile Alliance Naming Authority
OTA Over The Air

OTA-HTTP (Push) OTA over HTTP
OTA-WSP (Push) OTA over WSP
OTA-SIP (Push) OTA over SIP

PAP Push Access Protocol

Pl Push Initiator

PPG Push Proxy Gateway

QoS Quality of Service

RFC Request For Comments

SIP Session Initiation Protocol
SIR Session Initiation Request
URI Uniform Resource Identifier
URI Uniform Resource Locator
WAP Wireless Application Protocol
WDP Wireless Datagram Protocol
WSP Wireless Session Protocol
WBXML WAP Binary XML

XML Extensible Mark-up Language
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4. Introduction

This document is part of the Push specificatiotestihese specifications address the needs oftartqorovider seeking to
"push” (i.e., send without a synchronous requestjent to a client (i.e., a push-compliant mob#eide). This is in contrast
to "pull" technology, which requires a synchronoeguest from the client.

Push to a client is facilitated by a gateway betwtbe wired and wireless networks. This gatewayalked the Push Proxy
Gateway (PPG). The purpose of this document ipégify the function of PPG.

In addition to the PPG, the push architecture glesiprotocols to push content to the gateway artd tire client, additional
functionality within clients, new addressing scherend several standard message and content Typese are outside the
scope of this document. For a complete overview [BashArch].

4.1 Version 1.0

The Pl is typically an application that runs onoadinary web server. It communicates with the PRBgithePush Access
Protocol (PAP). The PPG uses tReish Over-The-Air (OTA) Protocol to deliver the push content to the client. PAP&asdul
on standard Internet protocols; XML is used to esprthe delivery instructions, and the push corantbe any MIME
media type. These standards help make WAP Pusbl#eand extensible.

The PPG is responsible for delivering the pushetrto the client. In doing so it potentially mageal to translate the client
address provided by the Pl into a format understyothe mobile network, transform the push contergtdapt it to the
client's capabilities, store the content if themtiis currently unavailable, etc. The PPG doesrtitan deliver messages. For
example, it may notify the PI about the final outmof a push submission and optionally handle deatioa, replace, or
client capability requests from the PI.

The OTA protocol relies upon Wireless Session RatONSP).

Figure 1 illustrates the push framework:

g

Push Access

OTA-WSP Protocol (PAP)
Push Over The Air Push Proxy Push
(OTA) Protocol Gateway Initiator
(PPG) (PI)

Figure2 - TheVersion 1.0 Push Framework
4.2 Version 2.0

WSP is suitable for use with low-bandwidth beatbet do not support TCP/IP, e.g. SMS, but can lee os top of TCP/IP
as well. A new OTA (OTA-HTTP) variant is designedrtin on top of HTTP 1.1 and is intended to be usembnjunction
with bearers that support TCP/IP, e.g. GPRS, WIM#KXVLAN.

Figure 3illustrates the enhanced push framework:

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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—",_\‘—\
‘ Push Access
OTA-WSP Protocol (PAP)
OTA-HTTP
Push Over The Air Push Proxy Push
(OTA) Protocol Gateway Initiator
(PPG) PD

Figure 3- The Version 2.0 Push Framework

4.3 \Version 2.1

The quality-of-service Element is extended to almve-shot delivery and confirmed push with respohsthe one-shot
delivery service the PPG must attempt to deliverrttessage only once, and ensure that a one-shargiettempt can be
made on the underlying bearer (e.g. not use thre-stiod-forward and retry capabilities provided hySMSC). In the
confirmed push with response service, the Pl infotine PPG if it is ready to receive content fromdhient in response of
the push request. The content is transferred t®Lie the corresponding resultnotification message

4.4 \Version 2.2

In order to protect against denial of service &dssnd push from unauthorized sources a Push Wghiteéchanism is
defined. The Push Whitelist consists of a listrated PPGs and a list of trusted SMSCs. In additicauthenticating the
source of the push message from a network perspdeiither a PPG or intermediate SME / SMSC) arsdggy mechanism
may be used to verify the originating source ofdbmetent (either Pl or PPG). The content is trusheel to it being ‘signed’
using a shared secret. This shared secret mayebelefned or it might be some specific informatibat is related to the
bearer or network.

A third Over The Air protocol is added to allow pumessages be send over SIP in a convergent alymetwork.

Figure 4 illustrates the enhanced push framework:

:

Push Access

OTA-WSP Protocol (PAP)
OTA-HTTP
OTA-SIP Push Proxy Push
) Push Over The Air Gateway Initiator
Client (OTA) Protocol (PPG) (PI)

Figure4 - TheVersion 2.2 Push Framework
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5. PPG Operations

This section defines the operations performed Bi?&. These operations include push submission gsivgg result
notification, delivery cancellation, and Push AccBsotocol (PAP) status query.

PPG operations are defined as handling each piwhission (and subsequent operations related pugh message)
independently from other push submissions. Howetiere may be limited interaction between push ss&ions. For
example, a PPG implementation MAY support multigddivery priorities. This could cause one messagfect the time at
which another (e.g., lower priority) message iscpssed, and consequently the ultimate succesdwefef its delivery.
Note that a PPG is not required to deliver pushsagss in any specific order.

5.1 Push Submission Processing

A Push Initiator (PI) triggers push message prangdsy sending the PPG a push message. Push sigmpsecessing
includes four operations. The following three opierss must be performed in order:

. push submission acceptance or rejection,

»  over-the-air message delivery, if the messagedsmied and can be delivered in accordance with [RifiGes and Pl
requirements; and

* message delivery result notification, if the messiagaccepted and the push initiator has requestsgage delivery
notification.

The fourth operation may, as determined by the PRjflementation, be performed at any time after pusssage
acceptance:

. PAP push message response.

These four functions are described in this section.

5.1.1 Push Submission Acceptance or Rejection
Each PAP push submission received by the PPGhisredtccepted or rejected.

The PPG SHOULD accept a PAP push submission ifghtrultimately be delivered to the OTA client. TREG MUST
reject any push submission containing a RABh- nessage element that is not valid with respect to its doeuabtype
definition (DTD). Additional criteria used to deteine whether to accept or rejeghash- message are implementation
dependent.

An accepted, undelivered PAP push submisdianwhich message handling (described in the nestien) for over-the-air
delivery have not been completed MUST have th@Wilig message status reportable:

PAP Attribute Value
nessage-state "pendi ng"
5.1.1.1 Replacement of a Previously Submitted Push ~ Message

This OPTIONAL function allows replacement of a goaisly submitted, still pending push message.

If the PPG supports replacement, and the messageistate from which message replacement magswgred, the PPG
MUST replace the message as requested by apRAR- nessage message [PushPAP].

A PPG that does not support the replace operatioSMreject the push submission if the Pl requestiacement.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.1.1.2 Request for Content from the Client

The PPG must support OTA-HTTP or OTA-SIP to adegjyaterve push- nessage [PushPAP] indicating that the PI
accepts content from the client in response tondirtoed push (by setting thael i ver y- met hod attribute to
"confirned-w th-response"inthequal i ty-of - servi ce element). A PPG that does not support OTA-HTTP or
OTA-SIP MUST reject the push submission if the §#suthis feature.

5.1.2  Over-the-Air Message Delivery

Over-the-Air message delivery consists of two fior:
*  Message handling
»  Over-the-air message transmission.

These functions are described in this section.

5.1.2.1 Message Handling

The PPG may transform the push message (as défifiedshMsg]) entity contained within the push sigsion in
preparation for over-the-air transmission. Typieasons for transformation include compilationsfojgations for
over-the-air efficiency, and translation of enstte a content type acceptable to the client. $addion describes the
transformations.

5.1.2.1.1 Entity and Header Transformation

A PPG MUST NOT transform the body of any entity,iethfalls under the scope of a No-Transform caabrerol directive
as defined in [RFC2616]; otherwise, a PPG MAY ttatgsentities in an implementation-dependent manfieg headers of
all transformed entities MUST be revised as needadrrectly represent the transformed entity.tPdhsformations MUST
be in conformance with the requirements of [PusHMsg

5.1.2.1.1.1. WSP specific transfor mations

A PPG MUST support binary header encoding as dpddifi [WSP]. It MUST also encode content entiiigs their
compact binary format [WBXML] (if such is specifiefbr transmission over OTA-WSP [PushOTA], unldss positively
known that the addressed terminal supports theemanded format. For example, Service Indicationtragsally be
encoded into WBXML [WBXML] when delivered in conrteanless mode.

5.1.2.1.1.2. HTTP specific transformations

A PPG SHOULD support content encoding for OTA traission over OTA-HTTP [PushOTA] in order to miniraithe
volume of data sent over the air. When supportesl PPG MUST support deflate coding as specifi®FC1951].

5.1.2.1.1.3. SIP specific transfor mations

A PPG SHOULD support content encoding for OTA traission over OTA-SIP [PushOTA] in order to minimite
volume of data sent over the air. When supportesl PPG MUST support deflate coding as specifidRFC1951]. Content
entities MAY be encoded into their compact binamgniat [WBXML] when it is positively known that treddressed
terminal supports the encoded format.

5.1.2.1.2 X-Wap- Appl i cati on-1d (Application-ID) header processing
A PPG MUST process a [PushMsg¢]Wap- Appl i cat i on-1d (Application-ID) header as follows:

If the header contains a [PushMsdjsol ut eURI format Application-ID for which ampp- assi gned- code
has been registered with [OMNA], the PPG MUST reeany [PushMsghpp- assi gned- code format
Application-ID (if present) from the header andrtseibstitute the registeragp- assi gned- code format
Application-ID for theabsol ut eURI format Application-ID.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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If the header contains a [PushMsdisol ut eURI format Application-ID for which n@app- assi gned- code
has been registered with [OMNA], the PPG MUST & Yalue unless a [PushMsgpp- assi gned- code
format Application-ID is present. In this casetfieapp- assi gned- code format Application-ID is present), the
absol ut eURI format Application-ID must be removed.

A header containing only a [PushMsg}p- assi gned- code format Application-ID requires no substitutions or
deletions.

If the resulting header identifies a default apgiicn known to the client, the PPG MAY delete thésader.

If no [PushMsgIX- Wap- Appl i cati on- | d header is present in the push message, the PPA Mlofss the client’s
default Application-ID is the WML user agent, athistheader. If added, the Application-ID MUST battbf the WML user
agent.

If OTA-SIP is used then a PPG MUST add the X-WAP-Application-ld header value in the URN form into the
g.oma.pusheventapp feature tag as Push Resource Identifier. If it is a well known value registered with OMNA
then only the Namespace Specific String SHOULD be used. Otherwise the URN Namespace Identifier MUST be
included.

Otherwise a PPG MAY remove any header, which sigec# default value known to the client. This défenay be
specified in the over-the-air protocol, provisionedestablished using an implementation-depenaechanism. For
example, arX- Wap- Appl i cati on- | d header might be removed if a client has only amghppplication, optimising
over-the-air communicationX- Wap- Appl i cati on- | d headers containing a registered value MUST NO3dbne over
the air without being encoded in numeric format.

5.1.2.1.3 Message State

For each push submission for which errors are ameoed in the steps above, or for which it is appathat successful
message delivery is not possible, message delMel$T NOT be attempted. Note that this may causéR P
resultnotification-nmessage to be sent. Messages that fail the entity and éremansformation process MUST
have the following status reportable:

PAP Attribute Value
nmessage- state "undel i ver abl e"
Code "transformation-fail ure"

If message handling is successfully completed,ratelivered message MUST have the following statpsntable:

PAP Attribute Value
nmessage-state | "pending”
5.1.2.2 Over-the-Air Transmission

The purpose of this function is to deliver messdgdabke OTA client. Key elements of this functiae aelection of Push
OTA [PushOTA] protocol, selection of confirmed araonfirmed push, and message delivery. A PPG imgheation may
include tests for message expiration and cancatiathessage retransmission and delivery timeoatgbenanagement and
WSP session (if OTA-WSP is used), registration exintif OTA-HTTP is used) management or registrastatus (if OTA-
SIP is used).
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5.1.221 Selection of Push OTA Protocol

A mobile terminal may support OTA-WSP, OTA-HTTP a@d@A-SIP [PushOTA]. OTA-WSP or OTA-SIP may be sébec
for the connectionless push. The PPG selects the@dtocol variant for connection-oriented pusloifframong those
supported by the terminal and/or as required byPtingh Initiator) in an implementation dependent mean

The PPG MAY be able to select the OTA protocol aats through getting the terminals information etwork information,
e.g.

« for example base on checking if there has SIP Ragjizn between mobile terminal and PPG
« ifthe bearers is available,

« if the mobile terminal supports the protocol vatsabased on terminal’s capability,

« orthe PI's indication, etc.

The PPG MAY also be able to hand over the decigidhe terminal by sending@ession Initiation Request (SIR) that
contains lists of contact points for OTA-WSP, OTA-FP and OTA-SIP. This approach and the SIR arenddfin
[PushOTA].

However, OTA-HTTP or OTA-SIP MUST be selected i tAl indicates that it accepts content from thentlin response to
a confirmed push (also see section 5.1.1.2). IPRE fails to select OTA-HTTP or OTA-SIP, the PAP
resultnotification-nmessage MUST indicate failure of selecting the specifieglidery method.

5.1.2.2.2 Bearer Network Selection

If the QoS section of the PARUsh- nessage element requires a specific bearer and/or nettwhe used, the PPG
MUST use the specified bearer and/or network, ibtdadeliver the message with the following messagtatus reportable:

PAP Attribute Value
nmessage- state "undel i ver abl e"
Desc An appropriate, implementation-dependent valuge
event-time Time or estimated time of failure
5.1.2.2.3 Session or Registration Context Selection  /Creation

The PPG may use an existing WSP session (if OTA-W$iBed) or registration context (if OTA-HTTP isedl), or take
implementation-dependent action(s) to create alsleéitWSP session or registration context (e.g. a@n@TA Session
Initiation Request). For OTA-SIP, the PPG SHOUL$2 the procedures described in [PushOTA] to determhen
delivery actions can be taken. If the PPG electtteEmpt no further delivery action(s) due to thekl of and/or failure to
create a suitable WSP session or registration ggrte following messages status MUST be repoetabl

PAP Attribute Value

message- state "undel i ver abl e"

Desc An appropriate, implementation-dependent valuge
event-time Time or estimated time of failure
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5.1.2.2.4 Delivery Time Constraints

If the PPG supports delivery time constraints,RR& MUST NOT deliver the push message prior tdPthe
deliver-after-timestanp time and MUST, if unable to deliver by the PA®I i ver - bef or e-t i nest anp time,
fail with the following message status reportable:

PAP Attribute Value
message- state "expired"
Desc An appropriate, implementation-dependent valuge
event-time Time or estimated time of failure
5.1.2.2.5 Delivery

Assuming no errors, if OTA-WSP is used for OTA detfy, the PPG MUST deliver either a confirmed

(Po- Conf i r medPush) or unconfirmedPo- Push or Po- Uni t - Push) [PushOTA] push primitive; if OTA-HTTP is
used for OTA delivery, the PPG MUST deliver messdneusing the HTTP POST method. If OTA-SIP is usked PPG
MUST deliver messages using SIP INVITE/MSRP. If OHATP or OTA-SIP is used and the PI indicates ihatcepts
content from the client in response to a confirmpash (also see section 5.1.1.2), ¥a&\ap- Push- | nf o header
[PushOTA] MUST contain ther'esponse” attribute token when the message is pushed toliet.

The use of confirmed or unconfirmed push dependhe®APdel i ver y- net hod attribute and
implementation-dependent PPG policies.

5.1.2.2.5.1. Unconfirmed Push

A PPG MUST delivet unconfi r med" messages using OTA-WSPo- Push. req orPo- Uni t - Push. r eq
primitive), OTA-HTTP or OTA-SIP. If OTA-HTTP or OTAIP is used, the PPG MUST report the same PAP
result-notification message as if the message were pushed in an unwethinanner using OTA-WSP.

If the PPG sendsRo- Push. r eq orPo- Uni t - Push. r eq primitive, or the PPG sends messages by using 8TAP or
OTA-SIP instead of these primitives, the followimgssage status MUST be reportable:

PAP Attribute Value

nmessage-state "del i vered"

Del i very- et hod "unconfirmed"

event-tine Time or estimated time of delivery

5.1.2.2.5.2. Confirmed Push

A PPG MUST delivef confi rmed" messages using OTA-WSHPo- Conf i r medPush. req primitive),

OTA-HTTP or OTA-SIP. If OTA-SIP is used then theMN' E/MSRP method MUST be used and a delivery comdition
MUST be requested by adding a Success-Report heat&r yes. The remaining process depends onpleeof push as
follows:

If the PPG sendsRo- Confi r medPush. req primitive or uses OTA-HTTP or uses the INVITE/MSRfethod with
delivery confirmation, the outcome depends as ¥adlon whether or not the push message is acknoediedg
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Success: If the PPG receiveB@ Conf i r medPush. cnf primitive indicating successful delivery to the Othent,
or a HTTP response includingla Wap- Push- St at us header indicating successful delivery or receivBAS&RP
Success-Report indicating successful delivery,ipbsafter a PPG’s implementation-dependent retties following
message status MUST be reportable:

PAP Attribute Value
nmessage-state "del i vered"
Del i very-method | "confirnmed"

event-tine

Time or estimated time of delivery

Failure due to abort: If the PPG receiveRoa PushAbort . i nd primitive indicating an aborted push attempt
(OTA-WSP), aX- Wap- Push- St at us header indicating that the push message was edj¢oTA-HTTP) or MSRP
Failure-Report indicating delivery failure (OTA-S]Rhe following message status MUST be reportable:

PAP Attribute

Value

nmessage-state

"aborted"

Code

PAP-specified representation of the abort paransgtecified in [PushOTA]

Desc

An appropriate, implementation-dependent value

event-tine

Time or estimated time of aborted delivery attempt

Failure due to timeout: If OTA-WSP is used, a timeaccurs when the PPG does not receive an OTA

Po- Confi rmedPush. cnf primitive within an implementation-dependent perafdime. If OTA-HTTP is used, a
timeout occurs when the PPG does not receive amesgo a HTTP POST request within an implememtadiependent
period of time. If OTA-SIP is used a timeout occutsen the PPG does not receive a MSRP SuccessiRegicating
delivery success within an implementation-depengeribd of time. If the PPG elects to attempt nhfer delivery
action(s) when a timeout occurs, the following nages status MUST be reportable:

PAP Attribute Value

nmessage-stat e

"ti meout"

Desc

An appropriate, implementation-dependent val

event-tinme

Time or estimated time of last delivery attempt

5.1.2.2.5.3. Oneshot delivery

A PPG MUST deliver 6neshot " messages as described in section 5.1.2.2.5addition the PPG MUST attempt to
deliver the message only once, and ensure that-aloot delivery attempt can be made on the unaerlyearer. The
following message status MUST be reportable foreasage delivered using this method:

PAP Attribute Value
nessage-state "del i vered"
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Del i very- et hod "oneshot "

event-time Time or estimated time of delivery

5.2 Result Notification

The PPG MUST, if requested by the push initiatairdupush message submission, send a PAP
resultnotification-nmessage tothe push initiator or its designee.

5.2.1  Time of Result Notification

A result notification, if requested, should be semtsoon as practical after the completion (suf@esisunsuccessful) of the
Over-the-Air message delivery process.

52.2 Result Notification Contents

The PAPresul tnoti fi cati on- message indicates the reportable message status, whidhdes the message state
and other information as specified earlier in tligument. The status should reflect the messagbéfisre, within the limits
of practicality, sending the result notification.

Assuming the PI requested a result notification iadétated that it accepts content from the cliamesponse to a confirmed
push (see section 5.1.1.2), content returned flantlient in the response to a push via OTA-HTTRny, MUST be sent
along with ther esul t not i fi cati on- message. If the Pl did not indicate that it accepts comtieom the client in
response to a confirmed push, the content entitysMdot be present when thesul t noti fi cati on- nessage is
returned to the PI. See [PushPAP] for further detai

5.3 PAP Status Query

This OPTIONAL function provides message statusemeipt of a PARBt at usquer y- nessage.

The status query reply indicates the reportablesagss status, which includes the message statetla@dinformation as
specified earlier in this document. The status hmflect the message just before, within the thnaif practicality, sending
the result notification.

5.4 Delivery Cancellation

This OPTIONAL function allows delivery cancellatiof a pending push message.

If the PPG supports cancellation of a push messagkthe message is in a state from which deligangellation may be
assured, the PPG MUST cancel delivery of the mesaagequested by a PABncel - nessage, and the following
message status MUST be reportable:

PAP Attribute Value

message- state "cancel | ed"

Desc An appropriate, implementation-dependent valuge
event-time Time or estimated time of cancellation

If the PPG cannot assure cancellation of the mesdaljvery, it MUST reject the delivery cancellatio

Successful cancellation of a push message wiljérig delivery result notification, if requestedidg the push message
submission.
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6. Client Addressing

Push Initiators are able to identify clients to BfeG using a special textual address format. Tl& RBST transform these
addresses into a form that can be used to delixartbe wireless network. Conversely, the PPG Mti&iisform
network-specific addresses into the textual addiessat for communication to a Push Initiator. IPash Initiator has used a
particular address value to identify a client irequest sent to the PPG, this address value MUSiB&# when referring to
this client in the corresponding response and abgequent result notification.

A client address is composed of a client specéiet a PPG specifier. Inclusion of the PPG speqifievides a mechanism
to ensure that the address is unambiguous, permittiquests to be routed through proxies. The RieGifser does not
necessarily identify a physical PPG, and is notiiregl to be the hostname of the PPG receiving dideess from a PI.

There are multiple types of client specifiers. ABPRMUST support at least one of these client spexcifipes:
a) User-defined identifiers
b) Device addresses

User-defined identifiers are arbitrary values that are mapped to wirelessark addresses in an unspecified manner. The
PPG has complete control over which bearer-levetess will be used in delivering the push messaglee client. The
user-defined identifier MAY be expanded to seveedrer-level addresses for one or more clienthisncase the PPG
MUST interact with the Push Initiator in the sam@&was when the user-defined identifier maps tmglsibearer-level
address. The interpretation of user-defined idiemsifis based on a mutual understanding betweeRukk Initiator and the
PPG. This permits them to be assigned values thaiseful for the application using push servi€&s.instance, they could
be e-mail addresses.

Device addresses use static values from well-known network addsgssces. One example is telephone numbers in thie pub
land mobile network (PLMN). The PPG MAY use anytloé client’'s bearer-level addresses in deliverirggush message

to the client. How the PPG determines this is pettied, but may be based, for instance, on tlaeadteristics of the

bearers used by the client.

The bearer-level address may invoke a point-toipuiltt delivery in the wireless network, for examplising cell
broadcast. In this case there still MUST be a simgbult notification, if one has been requested.

6.1 Client Address Format

The external representation of addresses procégstd PPG is defined using ABNF [RFC4234]. Therfat is compatible
with Internet e-mail addresses [RFC822]. The PPGSWIle able to parse this address format, and it MbkSable to
determine whether it supports the specified addsgssor not.

wappush-address = ["/"] wappush-client-address ["/"] "@ ppg-specifier

wappush-client-address = "WAPPUSH' "=" client-specifier
ppg-specifier = domfragnment *( "." domfragnment )
domfragnent = ( ALPHA/ DIGT ) *( ALPHA/ DI T/ "-" )

client-specifier = ( user-defined-identifier / device-address )
user-defined-identifier = ( escaped-value ext-qualifiers "/ TYPE=EUSER' )
devi ce-address = ( gl obal - phone- nunber ext-qualifiers "/ TYPE=PLMN' )

/ ( ipvd ext-qualifiers "/TYPE=IPv4" )

/ ( ipve ext-qualifiers "/TYPE=IPv6" )

/ ( man ext-qualifiers "/ TYPE=MAN' )

/ ( URI ext-qualifiers "/TYPE=URI " )

/| ( escaped-value ext-qualifiers "/TYPE=" address-type )
address-type = 1*address-char
; A network bearer address type [WDP]
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address-char = ( ALPHA/ DT/ "_" )
ext-qualifiers = *( "/" keyword "=" val ue )
; for future extensions, e.g. special well-known user-defined identifier types
keyword = 1*( DIG T / ALPHA / "-" )

val ue = 1*( 9%20-2E / 9%30-3C / W%3E-T7E )

escaped-value = 1*( safe-char )

; the actual val ue escaped to use only safe characters by replacing

; any unsafe-octet with its hex-escape

safe-char = ALPHA / DG T / "+" [ "-" [ """ [ "% [ "_"
unsaf e-octet = 9%&00-2A / %2C /| 9%2F / 9%3A-40 / 9%5B-60 / 9% 7B- FF
hex-escape = "% 2HEXDIG ; value of octet as hexadeci nal val ue

gl obal - phone- nunber = "+" 1*( DIGA T/ witten-sep )

witten-sep = ( "-" [/ "." )

ipvd = 1*3DIGT 3( "." 1*3DIA T ) ; I Pv4 address val ue [ RFC791]

ipvé = 4HEXDIG 7( ":" 4HEXDI G ) ; I Pv6 address val ue [ RFC3513]

man = 8DIA T ; Mobitex MAN address format [ Mbitex]

Each value of aser - def i ned-i denti fi er is a sequence of arbitrary octets. They can leysambedded in this
address syntax only by escaping potentially offegdialues. The conversionéscaped- val ue is done by replacing
each instance afnsaf e- oct et by ahex- escape which encodes the numeric value of the octet.

URI is as defined in [RFC3986] with the additionedjuirement that any character not in the safe-sbianeeds to be hex
escaped, e.g. it needs to match escaped-value.

6.2 Client Address Examples

Addresses using user-defined identifiers:

WAPPUSH=j ohn. doe%40wapf or um or g/ TYPE=USER@pg. carri er.com
; user-defined identifier for john.doe@vapforumorg

wappush=47397547589/ t ype=user @arrier.com
; user-defined identifier for 47397547589

WAPPUSH=47397547589/ TYPE=USER@Car ri er.com
; equival ent to previous one

WAPPUSH=+155519990730/ TYPE=USER@pg. carri er.com
; user-defined identifier that |ooks |like a phone nunber

Addresses using device addresses:

WAPPUSH=+155519990730/ TYPE=PLMN@pg. carrier.com
; device address for a phone nunber of sone wrel ess network

WAPPUSH=FEDC: BA98: 7654: 3210: FEDC. BA98: 7654: 3210/ TYPE=I Pv6@arri er. com
; device address for an | P v6 address

WAPPUSH=195. 153. 199. 30/ TYPE=I Pv4@pg. carri er.com
; device address for an | P v4 address

WAPPUSH=12345678/TYPE=MAN@ppg.carrier.com
; device address for a MAN address

WAPPUSH=sip%3Aalice%40atlanta.com/TYPE=URI@ppgiearcom
; device address for an URI address
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Appendix A. Change History
A.1 Approved Version History

(Informative)

Reference Date

Description

Approved Version: 09 Aug 2011
OMA-TS-PPGService-V2_2-20110809-A

Status changed to Candidate by TP:
OMA-TP-2011-0282-INP_Push_V2_2_ERP_for_Final_/Awa
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Appendix B.  Static Conformance Requirements (Normative)
The notation used in this appendix is specifiefBGRRULES].

B.1 SCR for Push Proxy Gateway

B.1.1 Predicates

These items are only used as predicates and dsiatetany requirements on the implementation.

Item Function Reference Status | Requirement

PPG-CO-S-001 Confirmed push is supported O | (OTA-CO-S-002 OR
OTA-CO-S-003)
AND

PPG-GEN-S-013

B.1.2 Operations

Item Function Reference Status | Requirement
PPG-GEN-S-001| Push Submission Rejection 51.1 M
PPG-GEN-S-002 | Incomplete message handling repertahl 5.1.1 M
PPG-GEN-S-003 | Entity transformation under the scope of|as.1.2.1.1 M
No-Transform cache control directive
PPG-GEN-S-004 | Revising headers of transformediesitit | 5.1.2.1.1 M
PPG-GEN-S-005 | X- Wap- Appl i cati on- 1 d header 51212 M
processing
PPG-GEN-S-006 | RegistereX- Wap- Appl i cation-1d 5.1.2.1.2 M
value sent over-the-air in numeric encoded
format
PPG-GEN-S-007 | Reportable message states 5.1.2.1.8 M
PPG-GEN-S-008 | Bearer Network Selection (QoS) R122. M
PPG-GEN-S-009 | Reporting of failed Session or Regisn | 5.1.2.2.3 M
Context Selection/Creation
PPG-GEN-S-010| Delivery Time Constraints 0 M
PPG-GEN-S-011| Delivery 0 M
PPG-GEN-S-012| Reportable status associated with 5.1.2251 | M

unconfirmed push

PPG-GEN-S-013| Reportable statuses associated with | 5.1.2.2.5.2 (0]
confirmed push

PPG-GEN-S-014 | Sending of esul t noti ficati on- 5.2 M
message
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PPG-GEN-S-015| PAP Status Query 5.3 O | PAP-OPS-S-004
PPG-GEN-S-016 | Delivery Cancellation 5.4 o]
PPG-GEN-S-017 | Handling message cancellation request 5.4 M
PPG-GEN-S-018| Support for WSP specific transforomesti | 5.1.2.1.1.1 M
PPG-GEN-S-019| Support for HTTP specific transfoiorat | 5.1.2.1.1.2 o] OTA-CO-5-003
PPG-GEN-S-020| Support for push message replacement5.1.1.1 (0]
PPG-GEN-S-021| Support for binary header encoding 1.28.1.1 M
PPG-GEN-S-022 | Support for content encoding using 51.21.1.1 M
WBXML
PPG-GEN-S-023| Support for content encoding using 5.1.2.1.1.2 (0]
‘deflate’
PPG-GEN-S-024 | Handling of push @aush- nessage with | 5.1.1.2 M
thedel i ver y- et hod attribute set to
"confirnmed-w t h-response”inthe
qual i ty-of - servi ce element
PPG-GEN-S-025| Selection of Push OTA Protocol 52112. M
PPG-GEN-S-026 | Inclusion of content returned from th | 5.2.2 M
clientin a
resultnotification-nmessage
PPG-GEN-S-027 | Reportable statuses associated with | 5.1.2.2.5.3 (0]
oneshot delivery
B.1.3 Client Addressing
Item Function Reference Status | Requirement
PPG-ADD-S-001 | Client Addressing 6 M PPG-ADD-S-00R ©
PPG-ADD-S-003
PPG-ADD-S-002 | Support for user-defined identifiers 6 (0]
PPG-ADD-S-003 | Support for device addresses 6 0]
PPG-ADD-S-004 | Support for client address format 6.1 M
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