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must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2008 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE-MDCF-V1_0-20081209-C Page 3 (31)

Contents
Y O 1 = TR 5
A = 4 o = o (N[O 6
2.1 NORMATIVE REFERENCES . ... ituittittttttetanettttettesntesteestasesnestestesssratesnsesteesseestnteaeertesa ettt 6
2.2 INFORMATIVE REFERENGCES. ... ittuuitttuiietttietetteessatetstaeesesntsessttesetaesssaaessteetetneesstonetstsieesssinesereeessneesrineeerin. 6
3. TERMINOLOGY AND CONVENTIONS ... ittt ettt et e et e e e e e e et e e s sea e e s e be e e sbeeee b e e eaban e e st reeernees 7
G T8 R 01 | LY/ =N 0 = PP PRPPT 7
3.2 [ 1= TN TN PR 7
3.3 ABBREVIATIONS ..tiittuieiittetttieesttetettetestesssattesastsessststssneesssnessstasestaneesssnsessssnsesssnnesstanessrsseessnneessnseessnsesesnnsila
4, INTRODUCTION ..ottt ettt et mmm et e e et ae e et e e eaa e e s tb e s aetareesansesaan e s st esbba e sssarasstsesstaesstnsesstansensnnaaestnnes 8
g TV A = = 1 N R 9
5. THE MPEG-2 TRANSPORT STREAM PROFILE OF DCF (MDCF) . .ccoiiiiiiii i 10
5.1 THE MPEG-2 TRANSPORT STREAM STRUCTURE (INFORMATIVE ) ..eeiietiiieiieriursinntnnsnnsansaeseeessassssnsssssssssnnnnnnnnnns 10
52 MPEG-2 TRANSPORT STREAM SCRAMBLING ...cvutituittiiiteeteetieeteesteessesetssansesseessssssetssstesneesteernnernersneennns 12
5.2.1  Transport Stream |€Vel SCramMDBIING ........uicemmmmeioiiee e e s e e e e e e et e ee e e e aeaaeesrrar s 12
5.2.2 [ SR (=YY= Yol = 11 4] o] [T Vo SRS 13
5.3  CADESCRIPTOR USAGE INIMDCF ... ittt reer e e ettt e e et e e et e e et eeea e s sbb e e e nraeeesaeeebaneeeean 14
531 (07 N0 [=T o ] o] (o] gl 1 AT=TS1T= Lo = 2RSSR 14
54 USAGE OF PRIVATE SECTIONS IN MDD C ..o ittt meme ettt e e et e e e s e e ea e et e eat e e sae e et e eanaes 15
541 Short Term Key MESSAQGE ECM ....cociviiiiiiitcummmmm s ie et e et e e et ettt ae bt s s s e s e e s e e e e aaaaeaeeeaeeaeseessrnnennns 16
5.4.2 (O00] a1 (=T | 1 2 1O, TN 20
5.4.3 RIGNES URL ECM ...iiiiiiiiiiiieie s sttt et e e ae e et e s e sttt e e e e eeeeeaaassstetesenaeaeaeaeses s asnntnssnnnneeeeeeeann 22
5.4.4 =) U= N g =T= Lo [T R O Y T 24
5.45 =] g Lo (o I g T=T= Lo [T £ 1Y, TR 25
5.5 ACCESSING THE MDD C ..o ittt e cermme e e e e et e e e st e b e et ee e e e b s s e e e b e e b s ea s eea e st sesbaeebnesbnseannns 25
551 Requesting a Rights Object for content in an MDCE...............ooiiiiiiiiiii e 26
5.5.2 Deriving the Traffic ENCIYPON KEY ......cii oottt err e e e e e e e s et ereraeaee e s e e e s ennnnnnes 27
5.6 EXCHANGING AN MDCF BETWEEN OMA DRM TERMINALS ...cvtuiitiiiiitiieiiieeeeinesstaeesesaeesrannssesnessesnnessrnnesssnns 28
5.6.1 ContentID field IN the DCF NBAUET ........uu it e e e e e e et et s e e st e e e eaa e e s sa e raaaaeaees 28
5.6.2 Content-Location header in the DCF NEAUET .. cumcen i e aaa s 28
5.6.3 EncryptionMethod field in the DCF hQAUET .......cceuvviiiiiiiiiie ettt e e e e 29
APPENDIX A. CHANGE HISTORY (INFORMATIVE) ..o iiii i i ettt s ea e e e e e e e e e aeae e e aeeeaessansannennas 30
ALl APPROVED VERSION HISTORY ..ituiiuuiittiiiuiettiititeteesteestestssanssstestsessstssssessseestsssestaeetsesssstaeesnreseesneerineres 30
A.2  DRAFT/CANDIDATE VERSION L.OHISTORY ..ouvuuiiiiiiiitiieieitieieeeeeeett s e eeseeaaae e e e e s easaaeeessesaaanseesssasaeeeessraranans 30
APPENDIX B. STATIC CONFORMANCE REQUIREMENTS (NORMATIVE) ....... toiiiicieiiiiiieeeee e ee e 31
B.l  SCREFOR CLIENT oiiiiiiiiiiiii ittt ettt st e e sh b e e e s s bbb e e s s bbb e e e s b be e e e s s b e e e e s s s e ae e s s s aba e e e e s s an e 1.3
Figures
Figure 1: Typical environment for delivery of broadcast content to the home ..............oooviiiiceee 8
Figure 2: Example of the use Program Association Tde (PAT), Program Map Table (PMT) and Conditional Access
Table (CAT) to signal carriage of ECMS @NU EMMS ..u...vevvviiiiiiiiiiiiiiis et eeetees et a s s e e e s e e e e aeaaaaaaens 11
Figure 3 — Single Key VS. dual KEY TS OVEI tiMEuraa . iiiiiiiieeeieiii et r e e a e e e e aaaaaaaaaaees 13

Tables

Table 1 — Definition of transport_scrambling_CONtrd DitS...........cooiiiiiiiiiiiie e e e e 12

Table 2 — Definition of transport_scrambling_contrd DitS iN DVB ........ccccuuiiiiiiiiiieee oo ssmmree e e s sirrar e e ae e e e e s e s ennnenees 12

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE-MDCF-V1_0-20081209-C Page 4 (31)

Table 3 — Descrambling POSSIDIlItY MEALIIX .....vvviiiiiiie e e s e e e e aaeaaeaaaaaaaaeaeee 13
Table 4 — Definition of PES_scrambling_control fied DItS ...........oooiiiiiiiiiiii e e e e e e e e e aeaeaees 13
Table 5 — Definition of pes_scrambling_control fi@ DitS.............coooiiii i 14
TaDIE 6 — MIDCF CA DESCIILON ...t iiiiiiiitiitteeeeee ettt aeeaaae et aa s s e e e e aaeaattaeaaaaate et seessssteastas s asaseaeaaaeaaseeasaansaeeessessnnns 14
I o Lo A O AN o (=Tt ol T o) (o T 4= 7Y Lo =SSR 15
Table 8 — CA_descriptor_meSSage D VAIUES ....ccceeiiiiiiei ittt e ettt e e e e e e e s et tee e e eeeeeeee s e s e e nnneneees 15
Table 9 — MDCE ECM TDIES ... ...ttt e e e e e e o4 e b bttt et e e e e e e e s s a bbb bebeeeeaaaeaseseaannnnseseeeaaaaens 16
Table 10 — BCAST CONSTANTS ..eiieiiiiiitititceeet et e e e e e e et be ettt et e e e e e s e aa s s aeaeeeeeaaeaeeaa s e nabbsbebeeeeaeaeeseesaasnbnnneeeeaeaeassaannns 16
TaADIE 11 — MDCF CONSTANTS ......eeiiiitieeeessmmme ettt e e et e e e s sttt e e e st e et e e aase et e o4 aase bt e e e e b be e e e e e amb et e e e s et be e e enebneeeenannbeeeeean 16
Table 12 — MDCF_STKIM _SECLION ...vvvttuuttitue et eeeteeeaeessasttasta s as e s e e aaaaeaaaaaaaatee et eesssestestassas s aaaseaaeaasaaeeaanseeereenes 16
Table 13 — Format of STKM fOr MDCE ........coii ittt et e e e e e s b bbebe et e eeaeaeesaaaabnbrbsseeaeaaaeaaannns 17
Table 14 — Content_KeY _INAEX OPLIONS ......cceeeeiiieee e e e s et e e et e e e s e s e s s erereeee e e e s s e s sssatebeearaeaeaesesessnnnsnrnnnneaeeeeeesas 18
LI o LT SR o] o =Y g oo [ o] ) 4o ) o £ STPS 19
Table 16: SUPPOIEA ChiPRNEIS.......c.vuiiiiiiim et e et e ettt e e et et e e e e e e e e tea et eeeee et ae bt ab b aans s aaaseeesaesaaeseaaeaaeeeeees 20
Table 17 — MDCF CONENTID SECTION .......uuttitieeaeteeeeeee ettt e e e e e e e e e e bbb ee et e e aeeaa e s s s aaanbebbeeeeaaaaeeesaaaasnnnbbeneaeaasaaeaas 20
TADIE 18 — CID_IMESSAUE ..vvvvuruuuuunniiesiesmemmm i eesae et et e eeeeteet et aeaetae b eas e aa s e e e eeeaeaataeeeeeeeseesesssssss s s s e eeeeneaaeas 21
Table 19 — CID_MESSAJE D VAIUES ...... ... astieeteeeaaaetaesteeteaesesssasssasaasssssas s assaaaaaaaaaaeteseseesssssessrnnnnnsssnnsnnns 21
Table 20 — MDCF RIGhtS URL SECHON .......cii i cceeitie ettt ee e e e e e e e ettt e e e e e e e esaaee e eeeaeeeeesas s snntnnaeeeaaaeeeeeanansrennes 22
Table 21 — RIGtS URL _MESSAQE .....ccei et s+ 4esn et teeaeeeaeaeaeaesasasnsatataseaaaaasssassssssesaeenaeaaaesesessnnssssssnseeanenesennnnnsns 22
Table 22 — Rights_ URL_MESSAQE D VAIUES ......coeoeieeeiee ettt e e e s s s st aeaee et e e e e e s e s s st an e eneeeeaeee s e s s e nsnnennees 23
Table 23 — MDCF Textual NEAUEI SECHION ........ccar ittt e e e e e e s bb et e e e e e e e e e e e s e aasanbnbnneeeaaaeas 24
Table 24 — MDCF Extended header SECHON .......coueiiiiiiiiiiie ettt sttt e e seib e e s sbe e e e e 25
I o] (ST Rl =V = U o {11 o PSP 27

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE-MDCF-V1_0-20081209-C Page 5 (31)

1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentltasare deployed over wireless communication aeksy

The scope of OMA “Digital Rights Management” (DRM)to enable the distribution and consumption gftel content in a
controlled manner. The content is distributed amsomed on authenticated Devices per the usags egpressed by the
content owners. OMA DRM work addresses the varteaknical aspects of this system by providing appate
specifications for content formats, protocols, anihhts expression language.

A number of DRM specifications have already beefindd within the OMA. The latest approved releathe OMA DRM
enabler ((OMADRM20], including [DRMDRM20], [DRMDCHRZ, [DRMRELZ20]), is referred to within this docuntess
“OMA DRM 2.0".

The scope for this specification is to extend tiACDRM specification to allow for distribution of A DRM protected
content and associated metadata contained in arGviPtEansport stream. For this purpose this spetifin defines a
specific DRM Content Format profile, called MDCFelBase 2 of theDigital Rights Management” specification [DRM-v2]
specifies the DCF and PDCF formats which are betived from the ISO File Format. The MDCF formahat derived
from the ISO File Format, but instead based on MPE@nsport Streams.. The delivery of MDCF compldPEG-2
transport streams is beyond the scope of the MO¥eEification; however, the MDCF format is definextbat an MDCF
compliant MPEG-2 transport stream can be deliveted/eniently via commonly deployed broadcast methedch as via a
Conditional Access Terminal.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

3.2 Definitions

Broadcast Program A logical portion of a Broadcast Service with atidist start and end time. In the case the Broadcast
Program is not free-to-air, it can be offered indixally for purchase, such as “Pay-Per-View”, opast
of a parent service (e.g. subscription serviceBrdadcast Program may for example represent a movie
news show or soccer game.

Broadcast Service A digital broadcast service delivered in an MPE@aRsport stream consisting of a concatenation of
Broadcast Programs, as defined in an MPEG-2 ProftamTable (PMT).

Interaction Channel A bi-directional channel used to engage in commatioa protocols (such as DRM v2 ROAP) with other
entities. The Interactive Channel can for examgl@$ed to request a Rights Object from a Rightgelss

3.3 Abbreviations

OMA Open Mobile Alliance
MDCF MPEG-2 Transport Stream DRM Content Format
STB A Set Top Box. A device capable of receiving digiteoadcast services contained in an MPEG-2 tramspreeam

that may be delivered over cable, satellite, tétigdsIP or any other medium. To access the digiteadcast
services, a Set Top Box may or may not use a ConditAccess System. A STB may or may not be OMAVDR
compliant.

CAS Conditional Access System

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4. Introduction

ISO/IEC International Standard 13818-1 ([ISO/IE®18-1)]) , a.k.a MPEG2-System, specifies generidog for
multimedia multiplexing, synchronization and timaske recovery. The Transport Stream (TS) specifiexkin is used as the
stream format in many systems for digital televisivoadcast in the Consumer Electronics domain.

This specification defines a specific DRM Conteatrirat profile that enables Content Providers tdyashance their
existing and deployed digital television servicgsabowing OMA DRM terminals with MPEG-2 TS suppaoataccess
broadcast content. It enables OMA DRM terminaleetquest Rights Objects for access of broadcastaM@djects that, for
example, was transported to the home using an [E$013818-1] based content delivery system and th&mnibuted to an
OMA DRM terminal using local connectivity. The fige below depicts a typical environment for delivef broadcast
content to the home using a Conditional Access (teAjinal.

Rights DRM
o - »>
Issuer Agent
ROAP Interactive Channel
Conditional
> C o Sraaas “ MPEG2
Unprotected Provider MPEG2-TS based Broadcast Channel Terminal MPEG2-TS based In-home chain
Content Protected Content Protected Content connectivity
OMA DRM

Terminal

Figure 1: Typical environment for delivery of broadcast content to the home

This specification addresses the format of thedwast content for access by an OMA DRM terminahWitPEG-2 TS
support, as well as protocols for communicatiomieen the OMA DRM terminal and the Rights Issuerdeekto access the
broadcast content. The broadcast content deliyestgs and the Rights Issuer are beyond the scofhésa$pecification.
Hence this specification does neither require tlesgnce nor the absence of a CA terminal. Howsueen a CA terminal is
present, this specification allows that by meamugirypt mechanisms beyond the scope of the spatidn the same
broadcast content can be accessed in CA termiwélsoit OMA DRM support) and in OMA DRM terminalsitv MPEG-2
TS support conforming to this specification.

The specific DRM Content Format profile definedhiis specification to support OMA DRM protecteddadcast) content
contained in MPEG-2 transport streams is calledMR&G-2 transport stream DCF: MDCF. An MDCF is aRBG-2
transport stream consisting of concatenated MPE@rBport packets that contain the (protected)dmast content and the
associated metadata needed to access the broedetsit. It should be noted that each MPEG-2 tramsbreams for
broadcast is typically self-contained so as tovalior random access without out-of-band informatidhereby an MDCF
can be considered as a file that typically camiemformation needed to access the containeddwart content.

When broadcast content is intended to be deliverédMA DRM terminals, the Content Provider embdus ©MA
specified information that is needed to create &1 file into the MPEG-2 TS prior to transport otiee broadcast
channel. The MDCF files may be broadcast directiMA DRM terminals or via CA terminals. When deed via a CA-
terminal, which is not necessarily OMA DRM confommghen the CA terminal can create an MDCF fitagy by storing
the data received over the broadcast-channel ifite, avithout any modifications to the data. Thé4BCF files may then be
distributed to OMA DRM terminals. To access thedaltast content contained in an MDCF, an OMA DRMniaal needs
to retrieve the associated Right Objects using Ody@écified information in the MDCF.

To avoid the need for broadcasting content in mplgtformats, the MDCF format re-uses commonly dggdomethods for
encryption of broadcast content. Various methodgafined by standardization bodies for broadgagliGations, such as
ARIB in Japan, ATSC in the USA and DVB in Europes &consequence, MDCF does not specify the enorypiethod,
but instead signals which encryption method is u$éés has the important advantage that an OMA DRivminal may use

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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commonly available hardware and software solutfonslemultiplexing, decrypting and decoding of MPE@&ansport
streams.

4.1 Version 1.0

The MDCF 1.0 Enabler specifies the use of OMA DRdtent protection in MPEG-2 transport streams aedaccess of
such content by means of an OMA DRM Rights ObjecMDCF 1.0 it is assumed that Rights Objects tweas OMA
DRM protected content in an MPEG-2 transport streaendelivered over an Interactive Channel; theéage of such ROs
in an MPEG-2 transport stream is beyond the scOpDLCF 1.0.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. The MPEG-2 transport stream Profile of DCF (MDCF )

[ISO/IEC 13818-1] does not specify mechanism<totent or service protection. Instead it alloass(partial) encryption
of the TS and it supports (simultaneous) implent@ntaof content protection mechanisms through gersistem data
stream definitions. This infrastructure definedIBO/IEC 13818-1] is used by this specificatioraasasis for an OMA
defined key management schema, potentially in sxhdib non-OMA CA systems used by CA terminals.sT$pecification
defines data structures for embedding into an MREEntitlement Control Messages (see next sectibhgse data
structures serve two purposes:

» To transport the information needed by an OMA DRivhtinal to request a Rights Object that is asseditd the
broadcast content, typically a program. This infation corresponds to the information carried in@uenmon
Headers as defined by OMA DRM 2.0 — DCF [OMA DCF].

e To transport the currently used content encrypkieym This message is similar to the STKM as defimg OMA
BCAST.

Although envisioned and enabled in [ISO/IEC 138],8His specification does not specify data streedito enable insertion
of OMA DRM Rights Objects in the TS stream itsétfstead this specification envisions the Rightseoty to be retrieved
via the interactive channel.

5.1 The MPEG-2 transport stream structure (Informat ive)

The Transport Stream defined in [ISO/IEC 13818s14 multiplex of packetized audio, video and ottegn, associated with
(potentially) a number of simultaneously runninggnams and services. It consists of 188 bytes Taagsport Stream
packets, all of which have header with a Packettlfier (PID). Typically the payload of all packetsth the same PID
constitutes a single elementary video-stream, asilé&am or data stream.

The data contained in TS packets with a PID of Cof¥istitutes the Program Association Table (PAZ directory of all
currently embedded programs and services in th@&6program the PAT contains the PID value offtBepackets that
make up the Program Map Table (PMT) for that progréahe PMT contains more information on a certaiwgpam,
including (if applicable) content protection rekhieformation.

[ISO/IEC 13818-1] supports protection of content, froadcast typically by means of Conditional A&x€CA) systems, by
allowing the encryption of the payload of TS-pask@ee section 5.2). To increase the level of ggctite encryption keys
may be changed frequently. [ISO/IEC 13818-1] eratiie signalling of TS-packet encryption and charigeencryption
keys and it enables a Conditional Access systeamtioed “private” data into the TS to communicate eyerial to
terminals.

For example, a broadcast may use “odd keys” andrid&eys” to encrypt the content, with indicationtcansport packet
level which key is used. Each key is used duriegréain period. During the period that the "odd"keyused for decryption
in the terminal, the next "even key" is conveyethia transport stream, and when this period isseldpthe transport packets
indicate that the "even key" is to be used for getton. Now the next "odd key" is conveyed in thensport stream to
ensure its availability once the MPEG-2 TS packedgcate that the next "odd key" must be used. Btthis way the keys
are provided in a timely manner, prior to the usafgihe next key.

[ISO/IEC 13818-1] specifies two locations for Cystems to embed CA related information in the Tig&tly there may be
the Conditional Access Table (CAT), contained inp&kets with a PID value of O0x01. This table corgafor each CA
system that is enabled to provide access to the T®nditional Access descriptors that containdtizof the TS-packets
that contain the Entittement Management MessagedA& for that CA system. The EMMs are intendedrémsport long-
term key material, comparable to OMA DRM Rights &it$ and OMA BCAST BCROs. Secondly there are Cndit
Access descriptors located in the PMT of a progr@ontaining the PID of the TS-packets that contaéEntitlement
Control Messages (ECMs) for that program and ateA system. The ECMs are intended to transpamtderm key
material that allow for frequently changing contentryption keys, comparable to the OMA BCAST STKMs

There may be CA-descriptors for more than one Qadil Access system, all of which may then be édlgrovide access
to the set of video, audio and data streams thradtitote the program or service. This is usualfgned to as “simulcrypt”. If
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such simulcrypt is applied in a broadcast usingseiyching, then both CA systems must ensure tieakéeys are provided
in a timely manner.

As Conditional Access systems are beyond the scbpPEG-2 TS, [ISO/IEC 13818-1] only describes aerall structure
for the EMMs and ECMs, leaving the specificatiorfusther details for encryption methods and key aggament to
standardization bodies for broadcast systems antb/proprietary systems.

PAT (PID=0x00)

Program 1: PID=0x82 - C

Program 2: PID=0x87 | !

PMT (PID=0x82)
ProgramiD=144342
Video: PID=0x32 ECMs (PID=0x35)
Audio: PID=0x33

CA-Info1: PID=0x34. Not Specified
CA-Info2: PID=0x35

CAT (PID=0x01) > | EMMs (PID=0x74)

CA-Info1: PID=0x73
CA-Info2: PID=0x74

Not Specified

Figure 2: Example of the use Program Association Tde (PAT), Program Map Table (PMT) and Conditional Access
Table (CAT) to signal carriage of ECMs and EMMs

ISO/IEC 13818-1 specifies which audiovisual streamsincluded within a program, but no furtheridigion is made about
the content contained in a program. As a conse@Jengrogram in an MPEG-2 TS may represent a besadoncatenation
of an episode of a comedy series, a sport evarewa show, a late night movie, etc. To identify tbenedy episode, the
sport event, the news show and the movie withiMBEG-2 TS defined program, requires tools not djgetin ISO/IEC
13818-1.
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5.2 MPEG-2 transport stream scrambling

ISO/IEC 13818-1 enables two ways to protect a stré@ransport Stream level scrambling” and “PESelescrambling”.
Independent of TS or PES level descrambling, tlserdenbler shall use content keys for descramblingnsbled (TS or
PES) packets and the keys may be changed regularly.

5.2.1 Transport Stream level scrambling

To protect network broadcasts the broadcaster merathble” (a.k.a. encrypt) the transport streakngaTlS). In this case,
scrambling takes place after multiplexing the pagllof the transport packet. The receiving Devidéhaive to "descramble”
(a.k.a. decrypt) the TS so the audio and/or videia data parts can be consumed. This is typicalhe with a piece of
hardware called the "descrambler”. The descraniblesntrolled by the Transport Stream Control &@.KSC) bits in the TS
packet; sedable 1 — Definition of transport_scrambling_contrd bits. Note however that only the value ‘00’ is spedifie
by ISO/IEC 13818-1 and that the semantics of therotalues is left to standardization bodies farabicast applications,
such as ARIB, ATSC and DVB. As an example, in thilofving sub-clause Transport Stream level scranghiin DVB
applications is described.

Table 1 — Definition of transport_scrambling_contrd bits

Transport Stream Control bits Description
00 No descrambling.
01 User defined.
10 User defined.
11 User defined.
5.2.1.1 Transport Stream level scrambling in DVB ap  plications (Informative)

The DVB descrambler knows when it has to descrambfet by looking at the Transport Stream Confadk.a. TSC) bits
in the TS packet as defined in Table 1. Limitatiom3 S level scrambling will adhere to ISO/IEC 188IL

Table 2 — Definition of transport_scrambling_contrd bits in DVB

Transport Stream Control bits Description
00 No descrambling.
01 Reserved.
10 Scrambling by the EVEN content key.
11 Scrambling by the ODD content key.

Within DVB applications, there are two possibleaambler implementations: single key and dual kegcdamblers.

. Single key descramblers have one register to staescrambler key. To change the key they havedonite the
key in the register. This cannot be done when #sembler is in the middle of descrambling a pacKeerefore,
the broadcaster usually alternates the scramtaedrrission by transmitting packets in the cledraatsnterval
(mostly 1 second). The descrambler’s registeres thpdated with the new key. After the clear irakexpires, the
broadcaster sends TS packet that are scrambledheithew key. This cycle can repeat itself endjessl|

. Dual key descramblers have two registers so thetmre two keys: the first register can contaakby the
descrambler is currently using and the secondtergisin be updated with a new key for the nextrigeyieriod. To
distinguish the registers they are identified &dtld and even key register. The TSC bit in thepd&ket indicates if
the descrambler needs to use the key in the oddesr key register in order to descramble the TRqdaand flips to
corresponding register when necessary.
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1s ‘ Xs ‘ 1s Xs

clear Scrambled clear Scrambled Single key TS
(using key A) (using key B)
t —»

X's X's X's

Scrambled Scrambled Scrambled Dual key TS
(using key A in odd|  (using key B in | (using key C in odd
register) even register) register)

Figure 3 — Single key vs. dual key TS over time

The delivery of keys is beyond the scope of ISO/IEBB818-1. For the MDCF, these keys are deliveil8TKM-ECMs (see
5.4.1). The STKM signals if the delivered traffieykis "odd" or "even". Because of the aforementibpehaviour, Table 3 —

Descrambling possibility matrix, applies.

Table 3 — Descrambling possibility matrix

Single key descrambler Dual key descrambler
Single key TS De facto Possitite
Dual key TS Impossibl® De facto

a) TSC bits in single key TS will be stationary oddegen. Two solutions possible:
1) detect TSC status and put key in correct registe
2) put the existing key in both the odd and eveister at the same time.

b) There is one second in the clear in dual key Téhtmge the key.

5.2.2 PES level scrambling

Instead of scrambling all the content at the T®lleane or more of the Packetised Elementary Stsdark.a. PES) may be
scrambled. In this case, scrambling generally tpkese at the source, before multiplexing. The daabler is controlled by
the 2 bit PES scrambling control field in the PESket header; sélable 4 — Definition of PES_scrambling_control fied
bits. Note however that only the value ‘00’ is spedfley ISO/IEC 13818-1 and that the semantics obther values is left
to standardization bodies for broadcast applicatisach as ARIB, ATSC and DVB. As an example, snfdillowing sub-
clause PES level scrambling in DVB applicationdascribed..

Table 4 — Definition of PES_scrambling_control fied bits

PES_scrambling control field Description
00 No descrambling.
01 User defined.
10 User defined.
11 User defined.

5.2.2.1 PES level scrambling in DVB applications

When PES level scrambling is used in DVB applica&idhe descrambler knows when it has to descraanbsiet by looking
at the 2 bit PES scrambling control field in theSRiacket header as definedliable 5 — Definition of
pes_scrambling_control field bits Limitations to PES level scrambling will adheoel $O/IEC 13818-1.
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Table 5 — Definition of pes_scrambling_control fial bits

PES_scrambling control field Description
00 No descrambling.
01 No descrambling.
10 Scrambling by the EVEN content key.
11 Scrambling by the ODD content key.

5.3 CA Descriptor usage in MDCF

In this section it is defined how to use the CAaligdor, as specified in ISO/IEC 13818-1, withinDCF. The presence of
the MDCF CA descriptor signals the transport of Mb&mpliant ECMsTable 6 — MDCF CA Descriptor defines the
format for the CA descriptor for MDCF. The firsefils in the MDCF CA descriptor are specified in Il 13818-1, while
the fields after the CA_PID field are MDCF specifithe MDCF CA descriptor is embedded into the Pdfi€ach program
in an MDCF that is accessible through OMA DRM.

Table 6 — MDCF CA Descriptor

Syntax No. of bits Mnemonic
MDCF_CA _descriptor() {
descriptor_tag 8 uimsbf
descriptor_length 8 uimsbf
CA_system_ID 16 uimsbf
reserved 3 bslbf
CA_PID 13 uimsbf

if (descriptor_length>4) {
for (i=0; I<N; i++){
CA_descriptor_message()
}

descriptor_tag, MPEG has defined the value of 9 for the CA-dgdori
descriptor_length, the number of bytes in this descriptor immediafellowing the descriptor_length field,.

CA_system_ID, the value of this field in the MDCF CA descripteiOx00000004 as assigned by DVB; see
http://www.dvb.org/products_registration/dvb_idéetis/index.xml#

CA_PID, the PID on which the sections with MDCF ECMs banfound

CA_descriptor_message()see section 5.3.1.

5.3.1 CA descriptor message

The CA descriptor message is a generic mechanigxtémd MDCF CA descriptors. It consists of an i of the
message, followed by the length of the messagermsdage data bytes; Sesble 7 — CA_descriptor_messageéAn MDCF
CA descriptor may contain zero or more CA descriptessages.
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Table 7 — CA_descriptor_message

Syntax No. of hits Mnemonic
CA_descriptor_message() {
CA_descriptor_message_ID 8 uimsbf
message_data_length 8 uimsbf
for (i=0; i< message_data_lengh); i++){
message_data_byte 8 bslbf
}
}

CA_descriptor_message_IDthe CA_descriptor_message_ID field identifiepacific CA_descriptor_message; the values
in the inclusive range 0x00 — Ox1F are reserveduiure use by OMA; the other values are availébtegrivate use by
applications using MDCF and are assigned via OMMBdistration. See alsbable 8 — CA_descriptor_message_ID values

Table 8 — CA_descriptor_message_ID values

Value Description
0x00 — Ox1F Reserved for future use by OMA
0x20 — OxFF Available for private use by MDCF applications; values are assigned via OMNA registration

message_data_lengtithe message_data_length field specifies the nuoflreessage_data_ bytes immediately following
this field.

message_data_bytghe coding and semantics of message_data_bypesnd®n the encoded value of the preceeding
CA_descriptor_message_ID field. For CA_descriptagssage_|ID values in the inclusive range 0x00 — Ottie-
message_data_bytes are reserved for future usdidy Bor CA_descriptor_message_ID values in thelsicle range 0x20
— OxFF, the coding and semantics of message_ddts isyspecific to the MDCF application signallgdtee value of the
preceding CA_descriptor_message _ID field.

5.4 Usage of Private Sections in MDCF

In the following sub-sections ECM messages for asagDCF are specified. [ISO/IEC 13818-1] requiEgSMs to be
formatted as so-called private sections. A strefsuch private sections may be used to transpounaber of logical
datastructures, called tables, with a certain feegy. Each ECM contributes to a certain tabledastified by the table_id
field in the ECM. Each table may require a numidesubbsequent ECM’s. A table may be repeated atogpiate intervals.
Table 9 — MDCF ECM tablesindicates the ECM-tables defined for the MDCF jwmdah example of a repetition rate that
may be appropriate. Note (1) that two values as@aed for STKM ECMs, so as to allow for switchifigaffic Encryption
Keys in a manner that can be conveniently idemtifig a table-id filter, and (2) that the Table_alues assigned ifiable 9
uniquely identify the associated sections withia 6 packets identified by the value of CA_PIDhHa MDCF CA
descriptor.
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Table 9 — MDCF ECM tables

Table_id Table description Example of a
repetition rate
(Hz)

0x80 Short Term Key Message ECM 10
0x81 Short Term Key Message ECM 10
0x82 ContentlD ECM 10
0x83 Rights URL ECM 0.1
0x84 Textual headers ECM 0.1
0x85 Extended headers ECM 0.1

5.4.1

Short Term Key Message ECM

The OMA DRM Key management used in the MDCF is damethe Key Management of [BCAST] and extendedif® in
the context of MPEG2-TS. The Short-Term-Key-Mess@&JKM) defined in [BCAST] extended for the
traffic_protection_protocol of the MDCF is formattas inTable 12 — MDCF_STKM_sectionandTable 13 — Format of

STKM for MDCF .

In the STKM syntax and semantics, so-called constare used, whereby each constant is associatiedwertain value of
a parameter, For example, the odd_even_flag camalke 0 and 1; the constant TKM_FLAG_FALSE cqooesls with the
value 0, while the constant TKM_FLAG_TRUE corresgsmvith the value 1. Two types of constants arelusenstants
defined by [BCAST] are depicted rable 10 — BCAST constantsand constants that are specific for the STKMM&CEF,

are depicted ifable 11 — MDCF constants

Table 10 — BCAST constants

Name

Value of associated parameter
indicated by this constant

TKM_ALGO_IPSEC

TKM_ALGO_SRTP

TKM_ALGO_ISMACRYP

TKM_ALGO_DCF

TKM_FLAG_FALSE

RIO|WIN(F|O

TKM_FLAG_TRUE

Table 11 — MDCF constants

Name Value of associated parameter
indicated by this constant
TKM_ALGO_MPEG2 TS CRYP 10
TKM_FLAG_EVEN 0
TKM_FLAG_ODD 1

An ECM that contributes to the STKM-table MUST loenfiatted as depicted ifable 12 — MDCF_STKM_section

Table 12 - MDCF_STKM_section

Syntax No. of hits Mnemonic Value

MDCF_STKM_section() {
table_id 8 uimsbf 0x80
section_syntax_indicator 1 bslbf 0
OMA_reserved 1 bslbf 1
MPEG2_reserved 2 bslbf
section_length 12 uimsbf
short_term_key_message()

}

table_id, identifies the section as STKM-ECM. Sesble 9 — MDCF ECM tables

section_syntax_indicator set to 0 to signal the use of the short secteadir ([ISO/IEC 13818-1] section 2.4.4.11).
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OMA _reserved, bit reserved for future use by OMA.

MPEG2_reserved bits reserved by [ISO/IEC 13818-1].

section_length the number of bytes that follow the section_lérfggld up to the end of the section.

short_term_key _messagethe Short-Term-Key-Message for MDCF defined @able 13 — Format of STKM for MDCF.

Table 13 — Format of STKM for MDCF

Short_Term_Key_Message_Description Length Type
short_term_key message() {
selectors_and_flags {
protocol_version 4 uimsbf
protection_after_reception 2 uimsbf
reserved for_future use 1 bslbf
access_criteria_flag 1 uimsbf
traffic_protection_protocol 3 uimsbf
traffic_authentication_flag 1 uimsbf
next_traffic_key flag 1 uimsbf
timestamp_flag 1 uimsbf
program_flag 1 uimsbf
service_flag 1 uimsbf
}
if (traffic_protection_protocol == TKM_ALGO_MPEG2_TS_CRYPT) {
content_key index 4 uimsbf
odd_even flag 1 bslbf
cipher mode 3 uimsbf
reserved for future use 8 bslbf
if (cipher_mode == 0x1 &&
next_traffic_key flag == KSM_FLAG_TRUE) {
initial_vector_length 8 uimsbf
next_initial_vector 8 * initial_vector_length bslbf
}
}
encrypted_traffic_key material_length 8 uimsbf
encrypted_traffic_key material 8*encrypted_traffic_key material_length bslbf
if (next_traffic_key flag==TKM_FLAG_TRUE) {
next_encrypted traffic_key material 8*encrypted _traffic_key material _length bslbf
}
reserved_for_future _use 4 bslbf
traffic_key_lifetime 4 uimsbf
if (timestamp_flag == TKM_FLAG_TRUE) {
timestamp 40 mjdutc
}
if (access_criteria_flag == TKM_FLAG_TRUE) {
reserved_for_future _use 8 bslbf
number_of access_criteria_descriptors 8 uimsbf
access_criteria_descriptor_loop() {
access_criteria_descriptor()
}
}
if (program_flag == TKM_FLAG_TRUE) {
program_selectors_and_flags {
reserved for future use 7 bslbf
permissions_flag 1 uimsbf
}
if (permissions_flag == TKM_FLAG_TRUE) {
permissions_category 8 uimsbf
}
if (service_flag == TKM_FLAG_TRUE) {
encrypted PEK 128 bslbf
}
program_CID_extension 32 uimsbf
program_MAC 96 bslbf
}
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if (service_flag == TKM_FLAG_TRUE) {

service_CID_extension 32 uimsbf

service MAC 96 bslbf

The semantics of many fields in the data strudtufieable 13 — Format of STKM for MDCF are defined in the Service and
Content Protection TS (SvcCntProtection) in [BCAST]

protocol_version—see the coding and semantics of STKM attributeseation 5.5.1 of the Service and Content Protectio
TS (SvcCntProtection) in [BCAST]

protection_after_reception—see the coding and semantics of STKM attributesgation 5.5.1 of the Service and Content
Protection TS (SvcCntProtection) in [BCAST]

access_criteria_flag-see the coding and semantics of STKM attributeation 5.5.1 of the Service and Content
Protection TS (SvcCntProtection) in [BCAST]

traffic_protection_protocol —see the coding and semantics of STKM attributesgation 5.5.1 of the Service and Content
Protection TS (SvcCntProtection) in [BCAST]

traffic_authentication_flag —see the coding and semantics of STKM attributesation 5.5.1 of the Service and Content
Protection TS (SvcCntProtection) in [BCAST]

next_traffic_key flag—see the coding and semantics of STKM attributegation 5.5.1 of the Service and Content
Protection TS (SvcCntProtection) in [BCAST]

timestamp_flag—see the coding and semantics of STKM attributesation 5.5.1 of the Service and Content Protecti®
(SvcCntProtection) in [BCAST]

program_flag —see the coding and semantics of STKM attributeseation 5.5.1 of the Service and Content Protecli®
(SvcCntProtection) in [BCAST]

service_flag—see the coding and semantics of STKM attributegation 5.5.1 of the Service and Content Protecii®
(SvcCntProtection) in [BCAST]

content_key_index—identifies the type of cipher and Traffic Encigpt Key (TEK) used to scramble the MDCFable 14
— Content_key_index optiongefines the options.

Table 14 — Content_key_index options

Content_key_index value Description Comment
0x0 DVB-CSA key of 64 bit length.
0x1 DES key of 56 bit length.
0x2 3DES key of 168 bit length.
0x3 3DES key of 112 bit length.
0x4 3DES key of 56 bit length.
0x5 AES key of 128 bit length.
0x6 M2 key of 64 bit length. Multi 2 for Japan.
0x7 — OxF Reserved for future use.

odd_even_flag- indicates if the odd or even register is usedife TEK. The odd_even_flag can take the followiatues
(see alsdable 11 — MDCF constants

KSM_FLAG_ODD = the receiving Device should insért fTEK into the odd register of the descrambler.
KSM_FLAG_EVEN = the receiving Device should insgrt TEK into the even register of the descrambler.

cipher_mode- indicates the mode in which the cipher indicdigdhe field content_key index is used, assuntieg t
traffic_protection_protocol field has the value KSM.GO_MPEG2_TS_CRYPTTable 15 — cipher_mode options
defines the options.
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Table 15 — cipher_mode options

cipher_mode value Description Comment
0x0 ECB For DES, 3DES or AES.
0x1 CBC For DES, 3DES or AES.
0x2 CSA For DVB CSA.
0x3 — 0x7 Reserved for future use. -

initial_vector_length — is the length in bytes of the Initial Vector.

next_initial_vector — is the Initial Vector for the next traffic_keyfettime period that is used when the DES, 3DES BEA
ciphers are used in CBC mode, as is indicated égifpher_mode field. The value shall be a randombar matching the
size indicated by the field content_key index (fakle 13 — Format of STKM for MDCF).

encrypted_traffic_key material_length—see the coding and semantics of STKM attributegation 5.5.1 of the Service
and Content Protection TS (SvcCntProtection) in ABT]

encrypted_traffic_key material —see the coding and semantics of STKM attributeation 5.5.1 of the Service and
Content Protection TS (SvcCntProtection) in [BCAST]

next_encrypted_traffic_key_ material-see the coding and semantics of STKM attributeation 5.5.1 of the Service and
Content Protection TS (SvcCntProtection) in [BCAST]

traffic_key_lifetime —see the coding and semantics of STKM attributegation 5.5.1 of the Service and Content
Protection TS (SvcCntProtection) in [BCAST]

timestamp—see the coding and semantics of STKM attributesgation 5.5.1 of the Service and Content Protecti®
(SvceCntProtection) in [BCAST]

number_of_access_criteria_descriptorssee the coding and semantics of STKM attributegation 5.5.1 of the Service
and Content Protection TS (SvcCntProtection) in ABT]

access_criteria_descriptor(}-see the STKM common attributes in section 7 of3bevice and Content Protection TS
(SvcCntProtection) in [BCAST]

permissions_flag-see the coding and semantics of STKM attributeation 5.5.1 of the Service and Content Protectio
TS (SvcCntProtection) in [BCAST]

permissions_category-see the coding and semantics of STKM attributegation 5.5.1 of the Service and Content
Protection TS (SvcCntProtection) in [BCAST]

encrypted_PEK-see the coding and semantics of STKM attributesation 5.5.1 of the Service and Content Protecti®
(SvceCntProtection) in [BCAST]

program_CID_extension—see the coding and semantics of STKM attributesation 5.5.1 of the Service and Content
Protection TS (SvcCntProtection) in [BCAST]

program_MAC —see the coding and semantics of STKM attributeation 5.5.1 of the Service and Content Protecli®
(SvceCntProtection) in [BCAST]

service_CID_extension-see the coding and semantics of STKM attributegation 5.5.1 of the Service and Content
Protection TS (SvcCntProtection) in [BCAST]

service_ MAC —see the coding and semantics of STKM attributeation 5.5.1 of the Service and Content Protecti®
(SvcCntProtection) in [BCAST]

As defined in [BCAST], the encrypted_traffic_key texdal is the key material currently used for eptign and optional
authentication of the MDCF, encrypted using AES-CHC, with fixed IV 0, and with 0 padding in thestablock, if needed.
In the case of a MDCEF, the encrypted_traffic_keytamal is decrypted with keys from an RO (See s&ch.5.1). After
decryption (and discarding any padding), the Tedfncryption Key (TEK) is obtained in a way thapdads on the type of
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TEK used. This is indicated by the content_key jindalue.Table 16: Supported Chiphersdefines how to derive the
TEK from the traffic_key_material.

Table 16: Supported Chiphers

Content_key_index TEK Description Traffic key material Obtain decrypt ed
value traffic key material
0x0 DVB-CSA key of 64 bit 64 bits input are padded to 128 bits according to [FIPS First 8 bytes
length. PUB 197 (2001)]
0x1 DES key of 56 bit length. 56 bits input are padded to 128 bits according to [FIPS First 7 bytes
PUB 197 (2001)]
0x2 3DES key of 168 bit 168 bits input are padded to 256 bits according to [FIPS First 21 bytes
length. PUB 197 (2001)]
0x3 3DES key of 112 bit 112 bits input are padded to 128 bits according to [FIPS First 14 bytes
length. PUB 197 (2001)]
Ox4 3DES key of 56 bit length | 56 bits input are padded to 128 bits according to [FIPS First 7 bytes
PUB 197 (2001)]
0x5 AES key of 128 bit length 128 bits input are according to [FIPS PUB 197 (2001)] First 16 bytes
0x6 M2 key of 64 bit length 64 bits input are padded to 128 bits according to [FIPS First 8 bytes
PUB 197 (2001)]
0x7-0xF Reserved for future use
5.4.2 ContentID ECM

The Content ID ECM contains part of the informatieeded by a DRM Agent to request a Rights Objedihie MDCF.
See section 5.5.1. The format of a Content ID E€Mrovided inTable 17 — MDCF ContentID section.

Table 17 — MDCF ContentID section

Syntax No. of bits Mnemonic Value
MDCF_ContentID_section() {
table_id 8 uimsbf 0x82
section_syntax_indicator 1 bslbf 0
OMA_reserved 1 bslbf
MPEG2_reserved 2 bslbf
section_length 12 uimsbf

for (i=0; i<N; i++){
CID_message()
}

table_id, identifies the section as ContentID-ECM. Sedle 9 — MDCF ECM tables

section_syntax_indicator set to 0 to signal the use of the short secteadbr ([ISO/IEC 13818-1], section 2.4.4.11).
OMA_reserved, bit reserved for future use by OMA.

MPEGZ2_reserved bits reserved by [ISO/IEC 13818-1].

section_length the number of bytes that follow the section_lérfggld up to the end of the section.

CID_message()a message containing identification informatiorntioe content as needed to request a Rights Objeet.
general structure of a CID message is provide@dtien 5.4.2.1. To retrieve a Rights Object, the®H ContentID_section
MUST contain a CID_message with the baseCID antDa f@essage with the soclD. It is recommended thatbntained
CID messages are smaller than (184-3 (header)tlqseaffset indicator) = 180 bytes so that the imectan fit into one TS
packet.
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5421 CID message

The CID message is a mechanism to include cordentification information in a Content ID ECM. HFamessage consists
of a message identifier, followed by the lengthtef message and message data byteS;ade 18 — CID_message

Table 18 — CID_message

Syntax No. of hits Mnemonic
CID_message() {
CID_message_ID 8 uimsbf
message_data_length 8 uimsbf
for (i=0; i< message_data_lengh); i++){
message_data_byte 8 bslbf
}
}

CID_message_IDthe CID_message_|ID field identifies a specifiD@hessage; the values in the inclusive range 0x00 —
Ox1F are for use by OMA, the other values are atbédl for private use by applications using MDCF arelassigned via
OMNA registration. See alsbable 19 — CID_message_ID values

Table 19 — CID_message_|ID values

Value Description
0x00 baseCID
0x01 soclD
0x002— Ox1F Reserved for future use by OMA
0x20 — OxFF Available for private use by MDCF applications; values are assigned via OMNA registration

message_data_lengtithe message_data_length field specifies the nuofbeessage _data_ bytes immediately following
this field.

message_data_bytehe coding and semantics of message _data_bypesd®n the encoded value of the preceeding
CID_message_ID field. For CID_message_ID valudhéninclusive range 0x00 — Ox1F, the message_dgies bre defined
by OMA,; see the following sub-sections. For CID_sage_|ID values in the inclusive range 0x20 — 0xk& coding and
semantics of message_data_bytes is specific tM@EF application, signalled by the value of theqading
CID_message_|ID field.

54.21.1 baseCID message

A baseCID message is identified by the CID_mesda@gealue assigned to baseCID messagekainle 19 —
CID_message_ID valuesin a baseCID message, the message_data_byteass@ID_bytes representing the service base
content identifier for this content. Each MDCF_GanttD_section MUST contain a baseCID message.

54.21.2 soclD message

A soclD message is identified by the CID_messagevdlDe assigned to socID message$ahle 19 — CID_message_ID
values In a soclD message, the message_data_bytes@i® bytes representing the service operation center idenfiér
this content. Each MDCF_ContentlD_section MUST aang soclD message.

NOTE The soclID is set to 'b' for OMA BCAST contéamthe OMA BCAST specification [OMA-BCAST]. In DVESPP, the
soclD is variable and can be obtained from the BS@n if the SoclID is set to a fixed value in adfieation, the soclD
message SHALL always be present in each MDCF_Ctbtesection.
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5.4.3 Rights URL ECM

The Rights URL ECM contains part of the informatimeeded by a DRM Agent to request a Rights Obgadtie MDCF.
See section 5.5.1 affdble 20 — MDCF Rights URL section

Table 20 — MDCF Rights URL section

Syntax No. of bits Mnemonic Value
MDCF_Rights_URL_section() {
table_id 8 uimsbf 0x83
section_syntax_indicator 1 bslbf 0
OMA_reserved 1 bslbf
MPEG2_reserved 2 bslbf
section_length 12 uimsbf

for (i=0; i<N; i++){
Rights_URL_message()
}

table_id, identifies the section as Rl URL ECM. Skstble 9 — MDCF ECM tables

section_syntax_indicator set to 0 to signal the use of the short sectaader ([ISO/IEC 13818-1] section 2.4.4.11).
OMA_reserved, bit reserved for future use by OMA.

MPEG2_reserved bits reserved by [ISO/IEC 13818-1].

section_length the number of bytes that follow the section_larfgtld up to the end of the section.

Rights_URL_message()one or more messages containing information ghtRilssuer URLS, as needed to request a Rights
Object. The general structure of a RI_URL messageadvided in section 5.4.3.1. It is recommendelaee Rights URL
ECMs smaller than (184-3 (header)-1(section offsgitator) = 180 bytes so that the section caimfi one TS packet.

54.3.1 Rights_ URL message

The Rights_URL_message is a mechanism to includesUiRa Rights URL ECM. Each message consistsméssage
identifier, followed by the length of the messagd message data bytes; Jaeble 21 — Rights_ URL_message

Table 21 — Rights_ URL_message

Syntax No. of bits Mnemonic
Rights_URL_message() {
rights_URL_message_ID 8 uimsbf
message_data_length 8 uimsbf
for (i=0; i< message_data_lengh); i++){
message_data_byte 8 bslbf
}
}

rights_URL_message_IDthe rights_ URL_message_|ID field identifies a #iiedghts_ URL_message; the values in the
inclusive range 0x00 — Ox1F are reserved for futse by OMA; the other values are available fovaig use by
applications using MDCF and are assigned via OMMBdistration. Se&able 22 — Rights_ URL_message_ID values
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Table 22 — Rights_ URL_message_ID values

Value Description
0x00 RightslssuerURL
0x01 SilentRightsURL
0x02 PreviewRightsURL
0x03 — Ox1F Reserved for future use by OMA
0x20 — OxFF Available for private use by MDCF applications; values are assigned via OMNA registration

message_data_lengtithe message_data_length field specifies the nuofbeessage _data_ bytes immediately following
this field.

message_data_bytghe coding and semantics of message_data_bypesnd®n the encoded value of the preceeding
rights_URL_message_|ID field. For rights_ URL_mess#geralues in the inclusive range 0x00 — Ox1F the
message_data_bytes are defined by OMA; see tloaol) sub-sections.. For rights URL_message_IDesln the
inclusive range 0x20 — OxFF, the coding and serosuafi message_data_bytes is specific to the MD@kcagion, signalled
by the value of the preceding rights_ URL_messagefield.

543.1.1 RightslssuerURL message

A RightsissuerURL message is identified by thetsgh)RL_message_ID field value assigned to Righigid$RL messages
in Table 22 — Rights_URL_message_ID valueB a RightslssuerURL message, the message d#ts dne
RightsissuerURL_bytes representing a Rights Issuer URL for this contenspecified by [DRM-DCF-v2.1].

5.4.3.1.2 SilentRightsURL message

A SilentRightsURL message is identified by the tigtURL_message_ID field value assigned to SileftRIGRL messages
in Table 22 — Rights_URL_message_ID valuek a SilentRightsURL message, the message_dats bye
SilentRightsURL_bytes representing a Silent Rights URL for this contentspecified by [DRM-DCF-v2.1].

5.4.3.1.3 PreviewRightsURL message

A PreviewRightsURL message is identified by thdatég URL_message_ID field value assigned to PrevigitRURL
messages ifiable 22 — Rights_ URL_message_ID valuek a PreviewRightsURL message, the message_ddaés are
PreviewRightsURL_bytes representing a Preview Rights URL for this cohtenspecified by [DRM-DCF-v2.1].
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544 Textual headers ECM

Table 23 — MDCF Textual header section

Syntax No. of hits Mnemonic Value
MDCF_textual_header_section() {
table_id 8 uimsbf 0x84
section_syntax_indicator 1 bslbf 1
OMA_reserved 1 bslbf
MPEG2_reserved 2 bslbf
private_section_length 12 uimsbf
table_id_extension 16 uimsbf
MPEG2_reserved 2 bslbf
version_number 5 uimsbf
current_next_indicator 1 bslbf
section_number 8 uimsbf
last_section_number 8 uimsbf
for (i = 0; i < private_section_length-9; i) {
textual_header_byte 8 bslbf
}
CRC_32 32 rpchof

table_id, identifies the section as Textual Header ECM: TBble 9 — MDCF ECM tables

section_syntax_indicator set to 1 to signal the use of the long sectiadke ([ISO/IEC 13818-1] section 2.4.4.11).

OMA_reserved, bit reserved for future use by OMA.
MPEG2_reserved bits reserved by [ISO/IEC 13818-1].

section_length the number of bytes that follow the section_larfgtld up to the end of the section.

version_number, the version_number of the table ([ISO/IEC 138]18¢&ktion 2.4.4.11).

section_number the section_number of the table ([ISO/IEC 1381 8¢€ktion 2.4.4.11).

last_section_number the last_section_number of the table ([ISO/IEG1R1] section 2.4.4.11).

textual_header_byte the textual header information. Each textual eeaeéction will carry one textual header as apettifi

in [DRM-DCF-v2.1].
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545 Extended headers ECM

Table 24 — MDCF Extended header section

Syntax No. of hits Mnemonic Value
MDCF_extended_header_section() {
table_id 8 uimsbf 0x85
section_syntax_indicator 1 bslbf 1
OMA_reserved 1 bslbf
MPEG2_reserved 2 bslbf
private_section_length 12 uimsbf
table_id_extension 16 uimsbf
MPEG2_reserved 2 bslbf
version_number 5 uimsbf
current_next_indicator 1 bslbf
section_number 8 uimsbf
last_section_number 8 uimsbf
for (i = 0; i < private_section_length-9; i) {
extended_header_byte 8 bslbf
}
CRC_32 32 rpchof
}
}

table_id, identifies the section as Extended Headers EE#d¢Table 9 — MDCF ECM tables
section_syntax_indicator set to 1 to signal the use of the long sectiadke ([ISO/IEC 13818-1] section 2.4.4.11).
OMA_reserved, bit reserved for future use by OMA.

MPEGZ2_reserved bits reserved by [ISO/IEC 13818-1].

section_length the number of bytes that follow the section_larfgtld up to the end of the section.
version_number, the version_number of the table ([ISO/IEC 138]18¢&ktion 2.4.4.11).

section_number the section_number of the table ([ISO/IEC 1381 8¢€ktion 2.4.4.11).

last_section_number the last_section_number of the table ([ISO/IEG1R1] section 2.4.4.11).

extended_header_bytethe extended header information. Each extendaddresection will carry one extended header as
apecified in [DRM-DCF-v2.1].

5.5 Accessing the MDCF

To access the MDCF, the OMA DRM Terminal must perféhe following steps:

1. Parse the MPEG-2 transport stream to identify waeitiis MDCF compliant by means of the MDCF CA
descriptor.

2. If the MPEG-2 transport stream is MDCF compliahgrt parse the MDCF to retrieve the MDCF related EClior
each program.

3. If the Rights Object for accessing the MDCF is aailable, then request this Rights Objects froeRights
Issuer.

4. Process the Rights Objects and ECM'’s to descrathbl®PEG-2 transport stream.
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The first two step in this process involve retrigyiand processing the PAT, PMT, MDCF CA Descriptiod retrieving the
MDCF related ECMs . This process is specified BQIIEC 13818-1] (also see section 5.1). The ottegrssare described in
this section.

As specified in [BCAST], the program_flag and tieevice_flag in the STKM-ECM signal which of the gdde business
models the Rights Issuer provides for the streamia¢h the MDCF is a portion. These flags also deiee the processing
that is required to access the stream.

If the program_flag in the short_term_key messagethe STKM ECM (sedable 13 — Format of STKM for MDCF) is
set to TRUE, then access to this particular progsapmovided on a per-program basis. The OMA DRNhigal may be
able to retrieve a Rights Object for this speqifiogram. This process is specified in section 515.1

If the service_flag in the short_term_key messagethe STKM ECM (sedable 13 — Format of STKM for MDCF) is
set to TRUE, then access to this particular progsapnovided as part of a service. The OMA DRM termhmay be able to
retrieve a Rights Object for the service, whichviiles access to this program and all other progtaatsbelong to the
service. This process is specified in section 525.1

Please note that both flags may be TRUE, indicatiagthe Rights Issuer supports both business Isiode

5.5.1 Requesting a Rights Object for content in an MDCF

55.1.1 Requesting a Rights Object for a program

The OMA DRM Terminal may use the Silent Header UR&t may be transported in Textual Headers ECMs ar
RightsURL ECM to initiate the request of a Rightsj€t. To request a ProgramRO for (part of) a MDE#E-OMA DRM
Terminal MUST first append the Program_CID to tliler§ Header URL.

A program contained in the MDCF is uniquely ideetif by the,Program_CID, see [BCAST]. The Progrand €bnsists of
the soclD, followed by the baseCID, followed by tiregram_CID extension, and is constructed asviaio

Program_CID = “cid:” || socID || "#P" || baseCID@" || HEX(program_CID_extension)

The socCID is a character string taken from thé3oeessage in the ContentlD ECM (see Section 5.th2)baseCID is a
character string taken from the baseCID messatieiContentID ECM (see Section 5.4.2), program_@bdension is
taken from an STKM belonging to the Program and igEXa function defined in [OMA-BCAST]. The resiulg
Program_CID shall be a globally unique URI and MU®mply to the requirements for ContentIDs spedifie[ DRM-
DCF-v2.1].

Alternatively the OMA DRM terminal may use a URLntained in the Rights URL ECM (see section 5.403jitiate a
browsing session with the Rights Issuer to purclaRehts Object as defined in [OMA DRM]

5.5.1.2 Requesting a Rights Object for a service

The OMA DRM Terminal may use the Silent Header UR&t may be transported in Textual Headers ECMs ar
RightsURL ECM to initiate the request of a Rightsj€xt. To request a serviceRO for (part of) an MOEOMA DRM
Terminal MUST first append the Service_CID to tlier8 Header URL.

The service contained in the MDCF is uniquely idfett by the,Service_CID see [BCAST]. The ServicéD Consists of
the soclD, followed by the baseCID, followed by #esvice_CID extension, and is constructed asviaio

Service_CID ::=*“cid:" || socID || "#S" || based|D@" || HEX(service_CID_extension)

The socCID is taken from the soclD message irCiietentlD ECM (see Section 5.4.2), the baseCl@ksen from the
baseCID message in the ContentID ECM (see SectibB)5service_CID_extension is taken from an STE&lbnging to
the Service and HEX() is a function defined in [ONMCAST]. The resulting Service_CID shall be a glbpanique URI
and MUST comply to the requirements for Contentspscified in [DRM-DCF-v2.1].
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Alternatively the OMA DRM terminal may use a URLmtained in te Rights URL ECM (see section 5.4.3pitate a
browsing session with the Rights Issuer to purclaReghts Object as defined in [OMA DRM]

5.5.2  Deriving the Traffic Encryption Key

From the RO associated to the (selected programedMDCF, the DRM Agent must retrieve the CEK #ralailable the
MAC-key. If present in the RO (see [BCAST]), the A&ey must be used to authenticate the STKM-ECMspasified in
[BCAST].

Using the CEK, the OMA DRM Agent is able to decrijp¢ Traffic Encryption Key (TEK), from the inforriian in the
STKM-ECM. As specified in [BCAST], the program_flagd the service_flag in the STKM-ECM signal whaftthe
possible business models is used for the stream rbich the MDCF is a portion. These flags deteenthre required
processing to retrieve the TEK from thecrypted_traffic_key material. The required processing is describedable 25
— Key handling.

Table 25 — Key handling

service_flag| program_flag Processing
value value
FALSE FALSE N/A
TRUE FALSE Use CEK from the RO to decrypt the encrypted_traffic_key material.
FALSE TRUE Use CEK from the RO to decrypt the encrypted_traffic_key material.
TRUE TRUE Use CEK from the RO to decrypt the encrypted_PEK.
Use PEK to decrypt the encrypted_traffic_key material.

The resulting TEK can be used to decrypt the ernedypackets of the MDCF.

As indicated inTable 15 — cipher_mode optionsseveral ciphers can be used to encrypt the M@spective of the
cipher used the odd_even_flag shall be in line ithbits of the transport_scrambling_control fsese subclause 5.2.1) or
the pes_scrambling_control bits (see subclaus&J8ngTable 3 — Descrambling possibility matrix the device will decide
how to handle encrypted_traffic_key_ material ankt nencrypted_traffic_key material in odd and/orrevegisters.The list
below specifies some cipher dependent functionality

. All ciphers

The odd_even_flag in the STKM-ECM will indicatetlife encrypted_traffic_key material field will coimta content
key for the odd or even register. The use of odtlenen is explained in subclauses 5.2.1 and Otlgt@fore the
traffic key lifetime expires, the STKM-ECM will iede the field next_encrypted_traffic_key matetiahllow the
device to prepare for the key change.

NOTE Although odd/even functionality is in practicet used for other ciphers than DVB-CSA, this duoeat
supports this functionality for all ciphers.

. DES, 3DES, AES

DES, 3DES and AES can be used in ECB or CBC madeCB mode, there is no IV. In CBC mode, the STKM-
ECM shall include an IV. Switching from one key ditito another is done when the traffic key lifeéiraxpires.
Shortly before the traffic key lifetime expiresetBTKM-ECM will include the field
next_encrypted_traffic_key material and the fietkninitialisation_vector to allow the device tepare for the key
change. The termination block handling is specifiicANSI/SCTE 52:2003 and shall be applied whenlaise content
block to be encrypted is smaller than the cipheckkize.
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5.6 Exchanging an MDCF between OMA DRM terminals

An MDCF may be exchanged between OMA DRM Terminalsdescribed in previous sections, an MDCF mugidysed
to determine its contents and a Rights Object esequested to access the MDCF. The Rights Ofhjatis received may
be a domain Rights Object, which may be usabletberddMA DRM Terminals. This section specifies me#mat enable
efficient exchange between OMA DRM terminals of itfermation extracted from the MDCF and the Rigbtgects
retrieved from an RI for the MDCF. This is achidJgy creating (P)DCF files for the MDCF file. Iniglway not all OMA
DRM Terminals that want to gain access the MDCFHeaggliired to perform all of the processing desdilmeprevious
sections.

Before creating (P)DCF'’s for an MDCF, an OMA DRMriirénal may split-up a single large MDCF into a nuenbf
separate MDCEF files, for example to locate eaclyganm in the MDCF into a separate file.

An OMA DRM Terminal MAY associate a (P)DCF with ®fDCF in one of two ways. When using a DCF, the MDE
either embedded into the DCF as a Content ObjetheoMDCF file is referenced from the DCF usinG@ntent Location
Header. A PDCF may be used in applications thatiregynchronization of other data with the datthemMDCF. These
other data are e.g. timed meta-data that is redeivparallel to the MDCF or generated during reaug. In this case the
MDCEF is an ISO File Format hint track in the PDQe standard mechanisms of the ISO File Formaivadio embedded
track in the PDCF or referencing the MDCF file.

When using a DCF, it is RECOMMENDED that an OMA DRMrminal creates a separate DCF-file for eachnaragn
the MDCEF, irrespective whether the part of the MDI@&t contains that program is embedded into thE-DIE itself as a
Content Object or stored as a separate file thatfésenced from the DCF. An OMA DRM Terminal MAYsa create a

multi-part DCF for an MDCF, such that each parthaf multi-part DCF is associated with one prograrthe MDCF.

It is also RECOMMENDED that all valid Rights Objedhat were received for that program of the MD@embedded
into the Mutable DRM Info Box of the (P)DCF-file.

5.6.1 ContentID field in the DCF header

The ContentlID field can either be filled with a @ee_CID or a Program_CID, as specified in previsestions. If available,
the ContentID field SHOULD be filled with a Progra@iD.

56.2 Content-Location header in the DCF header

The Content-Location, indicating which part of M®CF to access for referenced content, is spetdiefollows.

ContentLocation = “Content-Location” “:” content-ur i
content-uri = token | ( token || “#" || start_byte |l end)
end = (“-" || end_byte) | (“+" || n_bytes)

start_byte = *digit

end_byte = *digit | “end”

n_bytes = *digit

Where

token MUST be a file name, relative to the locationted DCF, or, if token is the empty string, the Cotdieocation header
refers to the MDCF that is contained in the DCE fitelf,

start_byte is the index of the byte in the MDCF to accessrdierenced content (program or service); the irafake first
byte of the MDCF has value 0,
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end_byteis either the string “end”, indicating the last dyif the file, or a number consisting of one or endigits,
indicating the index of a byte in the MDCF afterigéhno more bytes of the referenced content (prograservice) are
contained in the MDCF

n_bytesis the number of bytes in the MDCF immediatelydwaling start_byte, after which no more bytes of thierenced
content (program or service) are contained in tix¥.

5.6.3  EncryptionMethod field in the DCF header

In this specification, we specify a new value fdgérithm-id for use in the EncryptionMethod field & DCF header.

Algorithm-id: MPEG-2_transport_stream_encryption
Value: for MPEG-2_transport_stream_encryption valele 0x04 is assigned by OMNA
Semantics: the content is an MPEG Transport Stxghith is protected as specified in Section 5.4.1
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Appendix B.

The notation used in this appendix is specifiefB@GRRULES].

B.1 SCR for Client

Static Conformance Requirements

Item Function Reference Requirement
SCE-MDCF- Descrambling of TS | 5.2
DRMAGENT-C-001-O
SCE-MDCF- CA descriptor usage | 5.3
DRMAGENT-C-002-O in MDCF
SCE-MDCF- Usage of private 5.4
DRMAGENT-C-003-O sections in MDCF
SCE-MDCF- Accessing the MDCF | 5.5
DRMAGENT-C-004-O
SCE-MDCF- Requesting an RO for| 5.5.1
DRMAGENT-C-005-O content in an MDCF
SCE-MDCF- Deriving the Traffic 5.5.2
DRMAGENT-C-006-O Encryption Key
SCE-MDCF- Exchanging MDCF 5.6
DRMAGENT-C-007-O between OMA DRM

terminals
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