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1. Scope (Informative)

The scope of this document is to define the archite for enhancements to the OMA Digital Rightsnglgement (DRM)
specifications to enable the secure exchange of Bitbtected content among multiple devices. Thed@ncements
include the following:

(0]

The definition of a centralized domain managemanttion, such that users do not have to manage idsrfaa
each source of Rights for a domain

The definition of an Import function that will allocontent protected by non-OMA DRM mechanisms to be
consumed by OMA DRM devices. Together with the &kjfunction defined in OMA DRM V2.0, the Import
function will make it possible for OMA DRM devicés securely exchange content with non-OMA DRM desic

The definition of a Move function that will allowights to be moved from one DRM Agent to another DRyént,
either directly between two Devices or via a Rightier. Move can be the complete Rights or a sulisbe
remaining Rights (Partial Rights).

The concept of Ad Hoc Sharing that allows Usersdthange Rights (and thus use shared Protecte@@pirt an
ad hoc manner (as permitted by the Rights Issuer).

Allow a Device to request from the Rights Issuer plermission to Share Rights, in the case wherbskee's
existing Rights do not explicitly permit Sharing.

2. References

2.1

None

2.2

Normative References

Informative References

[DRM-v2] OMA DRM V2 Enabler, Open Mobile Alliance™, OMA-ERPRM-V2_0-20060303-A,

http://www.openmobilealliance.org/

[DRMARCH-v2.1] “DRM Architecture”, Open Mobile Alliance™, OMA-AD-BM-V2_1,

http://www.openmobilealliance.org/

[SCE-RD] “Secure Content Exchange Requirements”, Open Madllance, OMA-RD-SCE-V1_0,

http://www.openmobilealliance.org/

[OMNA] “Open Mobile Naming Authority”, Open Mobile Alliareg

http://www.openmobilealliance.org/tech/omna/indéxh

[OCSP-MP] OMA Online Certificate Status Protocol (profile[@CSP]) V 1.0,

http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not irded to provide testable requirements to implememst

3.2 Definitions

Most entities and concepts that are relevant fiesrdbcument have been adequately defined [SCE-R@]convenience,
these definitions have been copied into the tablevin

Ad Hoc Domain
Ad Hoc Sharing

Constraint

Consume

Content
Content I ssuer
Content Provider

Copy

Device

Domain

Domain Authority

Domain Enfor cement
Agent

Domain Policy

DRM Agent
DRM Content
DRM Time

Import
Imported-Content
Import-Ready Data

Imported-Rights-Object
Imported-Data

L ocal Rights Manager
(LRM)

M edia Object

A group of Devices that engage in Ad Hoc Sharireg th governed by a Domain Policy.

Sharing that is intended to allow a source Dewvicghtare specified Rights with a recipient Device in
spontaneous, unplanned situations (e.g. sharing@with a new group of friends at a party or phaya
video on a hotel room TV while travelling).

A restriction on a Permission over DRM Content (DR®L0).

To Play, Display, Print or Execute DRM Content dbevice or to render DRM Content on a Render
Client.

One or more Media Objects (DRM V2.0).
The entity making content available to the DRM Agera Device (DRM V2.0).
An entity that is either a Content Issuer or a Righsuer (DRM V2.0).

To make Rights existing on a source Device avaléin use by a recipient Device, without affecting
availability on the source Device. Rights may éstrnicted on the recipient Device. Note: this féedent
from the V2.0 definition.

A Device is the entity (hardware/software or conaltion thereof) within a user equipment that
implements a DRM Agent. The Device is also conforhta the OMA DRM specifications. The Device
may include a smart card module (e.g. a SIM) (DREAOY.

A group of Devices defined by a Rights Issuer dieth the Rights Issuer can issue Rights Objectthfor
group that can be processed by all Devices withgngroup, and only those Devices (DRM V2.0).

The entity to specify the Domain Policy for a UBemmain or an Ad Hoc Domain.

The entity to enforce the Domain Policy on behthe Domain Authority. It may reside in the netko
as a service or in a User’s device.

A collection of attributes which defines the politgtermining characteristics of the membership d&er
Domain or Ad Hoc Domain, as set by the Domain Atitiidhat the Domain Enforcement Agent will
enforce.

The entity in the Device that manages Permissiondiedia Objects on the Device (DRM V2.0).
Media Objects that are consumed according to afde¢rmissions in a Rights Object (DRM V2.0).

A secure, non user-changeable time source. The DM is measured in the UTC time scale (DRM
V2.0).

To convert Import-Ready Data into OMA (P)DCFs ardsR
OMA (P)DCF(s) resulting from converting Import-Rgddata.

Content and associated Rights derived from Non-CD#M-sourced data that can be converted into
OMA (P)DCFs and ROs.

An OMA RO resulting from converting Import-ReadytBa
Imported-Content and associated Imported-RightsQfs).

An entity that is responsible for aspect(s) of Imi@md it may also manage an Imported-Content for a
limited group of OMA DRM Agents.

A digital work e.g. a ring tone, a screen savel dava game (DRM V2.0).

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Move

Non-OMA DRM

Partial Rights

Per mission

Play

Protected Content
Proximity M ethod

Rights

Rights I ssuer
Rights Object
Shared Rights

Sharing

State Information

Superdistribution

User

User Domain

To make Rights existing initially on a source Devially or partially available for use by a recipie
Device, such that the Rights or parts thereofbleabme usable on the recipient Device can no |onger
used on the source Device.

A protection system other than OMA DRM, which maglude copy protection mechanisms for storage
medium and/or transport mechanisms.

A subset of a set of Rights, such that the PdRiights are equally or more restrictive than thosthe set.
Actual usages or activities allowed (by the Righsuer) over DRM Content.

To create a transient, perceivable rendition afsmurce.

Media Objects that are consumed according to afde¢rmissions in a Rights Object (DRM V2.0).

A method for determining whether a proximity coasit is met and which provides either true or false

a result. The internal working of the method is @iuscope of OMA DRM. Any Proximity Method has a
unigue name registered with the OMNA [OMNA] andéguested for DRM SCE by means of parameters
in the Rights Object.

The collection of permissions and constraints defjrunder which circumstances access is granted to
DRM Content.

An entity that issues Rights Objects to OMA DRM favmant Devices (DRM V2.0).
A collection of Permissions and other attributeschtare linked to DRM Content.

Rights that can be consumed on multiple Devicegreithe allowed distribution and consumption of the
Rights among the Devices are specified by permissiothe Rights themselves or in the Domain Policy
of the Domain for which the Rights were obtained.

The act of providing Shared Rights from a sourcei@eto a recipient Device, such that the recipient
Device is able to render the shared content agedoieith the Shared Rights.

A set of values representing current state assmtigith Rights. It is managed by the DRM Agent only
when the Rights contain any of the stateful cosfsge.g. interval, count, timed-count, accumudate
etc.).

A mechanism that (1) allows a User to distributeMDRontent to other Devices through potentially
insecure channels and (2) enables the User obiindte to obtain a Rights Object for the superitisted
DRM Content (DRM V2.0).

The human user of a Device. The User does not saglysown the Device (DRM V2.0).

A group of Devices defined by the Domain Enforcetggent such that, for example Rights Issuers, can
issue Rights Objects with Permissions, Constraintsother attributes specifically for the Devicestie

group.

3.3 Abbreviations

Cl
DA
DEA
DCF
DRM
LRM
OMA
OMNA
RI
RO
SCE

Content Issuer

Domain Authority

Domain Enforcement Agent
DRM Content Format

Digital Rights Management
Local Rights Manager

Open Mobile Alliance

Open Mobile Naming Authority
Rights Issuer

Rights Object

Secure Content Exchange

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4. Introduction (Informative)

This architecture builds on the architecture of OMRM 2.0 ((DRMARCH-v2.1)). It enables the followiregdditional
functionality:

o Import of non-OMA protected content into OMA DRM btroducing the Local Rights Manager (LRM)

o Central management of the User Domain by introdyttie Domain Authority (DA), with an integrated Daim
Enforcement Agent (DEA)

o0 The definition of a Move function that will allowights to be moved from one DRM Agent to another DR§nt,
either directly between two Devices or via a Righier. Move can be the complete Rights or a sulisbe
remaining Rights (Partial Rights).

0 The concept of Ad Hoc Sharing that allows Usersxthange Rights (and thus use shared Protecte@@pirt an
ad hoc manner (as permitted by the Rights IssAeditionally a Device is able to request from thighRs Issuer
the permission to Share Rights, in the case wineré&Jser's existing Rights do not explicitly per@iitaring.

An important design goal is to provide for this nfmctionality as much as possible in a backwamgatible way. This
means that existing OMA DRM 2.0 devices should ile o take advantage of the new functionality.

4.1 Planned Phases

This document defines architectural extensionsMAMRM 2.0 specifically to enable new functionalityth respect to the
secure exchange of DRM -protected content amongptautlevices. In parallel tracks, other extensithn® MA DRM 2.0
are being defined. When this architecture and ¢keted technical specifications are completedatiohitecture described in
this document will be merged with the overall OMARM architecture to produce the then next minoriearsf OMA

DRM. For convenience we will call the targeted deaattOMA DRM 2.SCE1".

The DLDRM group will make sure that the architeatiextensions described in this document do noflicowith other
extensions in preparation and ensure that the iened merger is a straightforward clerical process.

This version of SCE does not aim to address allirements in [SCE-RD].

4.2 Security Considerations

This architecture is fully based on the Trust ardusity Model of OMA DRM 2.0 (see [DRMARCH-v2.1]hapter 5),
considers the current level of security in OMA DRM adequate and does NOT aim to improve the spaibdns in this
direction.

The main new threats compared to OMA DRM 2.0 are:
o Device local creation of RO’s and DCF’s
o Management of the User Domain by an entity othen tihhe Rights Issuer.

These threats will be addressed in this architecnd the technical specifications.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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4.3  Proximity
4.3.1 Meaning and Scope

The DRM SCE Enabler allows or disallows the secar@ent exchange between two Devices based oreteentination of
proximity. The use of proximity is NOT limited tearness in space, but also includes nearnesserotimelation of the
Users of the Devices. For example, proximity betwieo Users could be interpreted as belongingeéstime community
(e.g., a project team or a sports club). Since nai#ffigrent ways of determining proximity are podsitihe architecture
defines the abstract concept of Proximity Methodisi®aves the actual specification of those Praitdiethods out of
scope. The function of a Proximity Method is tauratthe result of whether two Devices or two Usesin proximity or not
in proximity. Therefore, the SCE enabler will exdethe set of OMA DRM protocols to enable securehaxge of content
between Devices, building — if needed — on ProximMethods that are not specified by SCE.

The SCE specified protocols will allow services &eVices to securely communicate the need for pritximeasurements
between Devices, but the actual Proximity (measergjrMethods and related compliancy and robustnéss are not in
scope for OMA DRM. This is analogous to OMA DRM 2vBiich specifies the protocols needed to securaiyiae content,
but building on a trust and compliancy infrastruetthat is not specified by OMA DRM. Therefore ®@E enabler will
allow other bodies and standards to specify anddet@implementation of certain proximity measuremmeethods. The
SCE Enabler will provide the functionality to all@ervices and Devices to communicate when and hesetmethods must
be used to assure the secure exchange of content.

The DRM SCE Enabler uses the Rights Object to deter which Proximity Method (or combination of Phoity

Methods) to apply and with what parameters forggpective method(s). A Rights Issuer may mandageoo more
Proximity Methods by means of the Rights Object thast all evaluate to true for the Rights Obj¢ctbe passed from one
DRM Agent to another. If a mandated Proximity Methe not supported by the Device then the proxiroitgstraint is
considered not to be met.

4.3.2  Proximity Methods

Proximity Methods test certain conditions to detieemwhether a proximity constraint is met. The dtads and how they
are tested is out of scope of the OMA DRM SCE EmabTechnically speaking, a Proximity Method isamlean function
which results in either true or false. True meangfoximity” or, in other words, that the proximitonstraint is met. A
Proximity Method may involve only the two Devicesolved to determine whether they are in proxirbity may also
involve a third Entity. For example, a mobile netlwoperator can determine reliably whether two Desiare within the
same network cell. A service provider could deteemivhether two Users are belonging to the samegrtgam etc.

The DRM SCE Enabler addresses the following tygézraximity Methods:

o Proximity Methods that involve only the two Devides which the condition of proximity is measuréd an
example that could be done using short range vgisaletwork connectivity between the two Devicedaioing the
DRM Agents.

o Proximity Methods using a third party (a proximitgrifier) for determining or verifying other aspsdf proximity,
e.g., a service provider with the ability to versfycial proximity or the positions of the wirelestwork cells the
Devices are in.

Each required Proximity Method shall be listedha Rights Object with its registered name and aaldit values that
parameterize each method and that may be diffépexifferent Proximity Methods. Examples for iltluation: A Proximity
Method named “GPS” could contain a parameter femtlaximum distance allowed between Devices, e0§.,n1; The
“ServiceProvider” Proximity Method could contaird&I for the web service to be contacted in ordedetermine social
proximity or the position of the network cell.

Because the actual specification of Proximity Methes out of scope of the DRM SCE Enabler, Proxifmethods shall be
registered by third parties under their respeatames with the Open Mobile Naming Authority (OMNApr more
information sedttp://www.openmobilealliance.org/tech/omna/indéxh

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. Architectural Model

5.1 Dependencies

This architecture builds on the architecture of OMRM 2.0 ((DRMARCH-v2.1]) and on [OCSP-MP]. Theneao
dependencies on other enablers.

5.2  Architectural Diagram

Figure 1 provides an overview of the architecture

Rights L ooe 3.r0p —»| DEA
Issuer
SCE-2-DMP
SCE-1-ROAP SCE-5-LRMP
SCE-4-LRMP
;' ________ |
| DRM | DRM
: Requestor Ir— SCE-7-A2AP Agent SCE-6-LRMP LRM
! |
A
SCE-8
1
| DRM |
i Requestor |
|
Legend: P |
1 |
Entity | Entity |
) l
L 4 — Interface % - - Interface -»>
Entity Entity NOT Interface Interface NOT
specified by specified by specified by specified by
this enabler this enabler this enabler this enabler

Figure 1: Architecture overview

All entities and protocols are described in subset|gections.

The SCE requirements require the SCE enableraaaleployment of the DEA either in the network araUser’s
equipment, separate from the DA. This version ef ICE enabler does not address the interface bet&eand DEA,
whether or not the DEA is in the network.
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5.3 Functional Components and Interfaces
5.3.1 DRM Agent

The main responsibility of the DRM Agent is unchadgompared to OMA DRM 2.0:

A DRM Agent embodies a trusted entity in a devilias trusted entity is responsible for enforcing
permissions and constraints associated with DRM&ncontrolling access to DRM Content, etc.

Compared to OMA DRM 2.0, new functionalities foetBRM Agent include:
» Handling of User Domain Rights Objects. The DRM Apwill specify during the purchasing process te Rl to
which User Domain the Rights should be bound.
» Mutual authentication and establishment of secutkemticated channel between DRM Agents
»  Support of new permissions such as Move, Ad-hoceshaad Lend.

* Requesting a Rights Issuer to upgrade existingtRigijects with additional permissions (e.g. Moké;hoc
Share, etc.)

5.3.2 Rights Issuer (RI)

The main responsibility of the Rights Issuer (Rluhchanged compared to OMA DRM 2.0:

The rights issuer is an entity that assigns pefonissand constraints to DRM Content, and generrRigsts
Objects. A Rights Object is an XML document expimgpermissions and constraints associated witle@ep
of DRM Content. Rights Objects govern how DRM Cont@ay be used — DRM Content cannot be used
without an associated Rights Object, and may oalyded as specified by the Rights Object.

Compared to OMA DRM 2.0, the new functionalities Ri’s include:

» Providing Rights Objects for a User Domain, asrafiby a Domain Authority
* Providing Rights Objects for (P)DCF’s created byL&M from Import-ready data.
» Assisting in Move of Rights from one DRM Agent tocgher

» Upgrading existing Rights Objects with additionafmissions upon request from DRM Agents

5.3.3 Domain Enforcement Agent (DEA)

The main responsibility of the Domain EnforcemegeAt (DEA) is to manage a User Domain based onendlser
Domain Policy that has been assigned to the DEA ByA. The DEA ensures that the User Domain confdortke limits as
specified in the User Domain Policy.

The ultimate goal is to enable a User to definetadéDevices (the User Domain) once with the DEA acquire Rights
Obijects for this set of Devices from various sosré®l’s or LRM’s. In this way the User is assurkdttContent for his/her
User Domain can be freely exchanged between hiflaeices and accessed on all of them, regardlestefe the Content
was purchased or from where it was imported.

5.3.4  Local Rights Manager (LRM)

The main responsibility of the Local Rights ManafledRM) is to create RO’s and (P)DCF’s from Impoeady data. The
created RO’s will only be accessible to a sped#éuice, a specific OMA DRM 2.0 domain or a spedifiser Domain.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.3.5 SCE-1-ROAP
The SCE-1-ROAP protocol is an extended versiom@fROAP 1.0 protocol as specified in OMA DRM 2.0:

The Rights Object Acquisition Protocol (ROAP) ig ttommon name for a suite of DRM security protocols
between a Rights Issuer (RI) and a DRM Agent ire&i€e. The protocol suite contains a 4-pass profoco
registration of a Device with an Rl and two protisdoy which the Device requests and acquires Rights
Objects (RO). The 2-pass RO acquisition protocoberpasses request and delivery of an RO whereds the
pass RO acquisition protocol is only a deliveranfRO from an Rl to a Device (e.g. messaging/pustg.
ROAP suite also includes 2-pass protocols for Des/joining and leaving a Domain; the Join Domain
protocol and the Leave Domain protocol.

As in OMA DRM 2.0, the basic function is to delivieO’s from an Rl to a DRM Agent. The extensionsratated to being
able to request and deliver RO’s for a User DomBlie ROAP 1.0 protocols for domain managementtileedevant to
allow OMA DRM 2.0 devices to join a User Domain.

5.3.6 SCE-2-DMP

The Domain Management Protocol SCE-2-DMP is usetthé® DEA to manage a User Domain. Using this praltahe
DEA will add and remove Devices to/from the Usemiin. Functionally the SCE-2-DMP protocol is qustmilar to the
domain management protocols in the OMA DRM 2.0-RAA®protocol. New functionality may include allowgia DEA to
specify to a Device which RI's and LRM’s are allawe provide Rights for the User Domain.

5.3.7 SCE-3-RDP

The RI-DEA Protocol SCE-3-RDP is used by the DEA &1 to enable a Rights Issuer to issue Rights bj@r a User
Domain managed by the DEA. Using this protocol, B and RI will agree on a Domain Policy and exudethe secrets
the RI needs to create RO’s for the User Domain.

5.3.8 SCE-4-LRMP

The Local Rights Manager Protocol SCE-4-LRMP protég used to enable an LRM to import Rights tcQA DRM
V2.x-only Device or into an OMA DRM V2.x Domain @his managed by an RI). Possible robustness anigé¥ackward
compatibility issues (see section on Security Gdbersitions) require that such importing of Rightpastly implemented in
the LRM and partly implemented in an RI. The LoRahts Manager Protocol SCE-4-LRMP protocol is usednable the
required split in deployment and collaboration betw an Rl and an LRM.SCE-5-LRMP

The Local Rights Manager Protocol SCE-5-LRMP isdugeenable an LRM to import Rights into a User dm

5.3.9 SCE-6-LRMP

The SCE-6-LRMP interface is used to transfer ImgmbhiRights-Objects to a DRM Agent. The interfacgyjmcally used by
DRM Agents to request Rights for Imported Contdiis interface is similar to the SCE-7-A2AP inteda

5.3.10 SCE-7-A2AP

The Agent to Agent SCE-7-A2AP interface is usedxohange Rights and corresponding information &R Agent. The
interface is typically used by other DRM AgentshidTinterface is similar to the SCE-6-LRMP intedac

5.3.11 SCE-8

The SCE-8 interface is used to exchange RightdxR/& Agent. In contrast to the interfaces SCE-7-A2#&nd SCE-6-
LRMP, the SCE-8 interface will only provide a D&pecification for the data that is exchanged is thierface. In this way
the Content and Rights can be exchanged betweeigd3exia any protocol. The mechanism is similatheDomain
concept in OMA DRM 2.0.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.4 Flows

By default, the entities exchanging messages isetfiews (LRM, RI, DA, DRM Agent) are conformantttee version of
OMA DRM as specified by the SCE enabler. In casiatefraction with an entity that is conformant tether version of
OMA DRM, this is indicated in the text and in naofehe entity (e.g. “2.0 DRM Agent”).

5.4.1 Registration of an LRM

Figure 2 depicts the flow of events that is use@nva LRM registers with a Rl and a DA/DEA.

Rights

LRM
Issuer

DA/DEA

1. LRMP Trigger {registrationRequest}

2. LRMHello

3. RiHello

A

4, RegistrationRequest

Y

5. RegistrationRespanse

Browsing session [
E e P P TR T E

6. LRMP Trigger {registrationRequest}

d.
-
7. LRMHello Y
Ll
< 8. DAHello
9. RegistrationRequest i
Ll
4 10. RegistrationResponse

Figure 2: Registration of aLRM
Calls

1-5 The LRM registers with the RI. The involved fool is similar to Device-RI registration in OMARM 2.0. Part of
the registration will be a mutual authenticatiohisTprotocol is executed the first time the LRM d&ldccommunicate
and may be repeated when the registration expitesprotocol is typically preceded by a browsingssen, which
results in the delivery of a trigger to the LRM.

6-10 The LRM registers with the DA/DEA. The invoti/protocol is similar to Device-RI registration@MA DRM 2.0.
Part of the registration will be a mutual authestfien. This protocol is executed the first time M and DA/DEA
communicate and may be repeated when the registratipires. The protocol is typically preceded liy@wvsing
session, which results in the delivery of a triggethe LRM.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-SCE-V1_0-20110705-A Page 14 (29)

5.4.2 Import for a specific OMA DRM 2.0 Device

Figure 3 depicts the flow of events in case of impar an OMA DRM 2.0 Device with a DRM Agent thiatconformant to
OMA DRM 2.0 specification (called “2.0 DRM Agent”)

Rights | '2.0DRM|

LRM Issuer Agent

2. get Import-ready data :

3. createDCF

4. CreateRORequest .; =
5. CreateROResponse

6. Transfer of DCF (with silent header)

d
|

7. Request to retrieve RO

8. Registration

9. ROAP Trigger (roAcquisition)

10. RORequest

A

11. ROResponse

Figure 3: Import for a specific OMA DRM 2.0 Device

1 The LRM registers with the RI as described inisacs.4.1.

2-5 The LRM receives Import-ready data from antgrutside of the scope of OMA DRM, creates a D@rfit and
requests the creation of an RO for the Import-redatg. In the CreateRORequest/Response-calls,Riednd RI
will exchange the identity of the OMA DRM 2.0 Degifor which the RO is to be created, the permissand
restrictions that should be expressed in the R®edisas any necessary key material and other irdition (e.g.
metadata like RightslssuerURL, SilentURLs etc.)e Ri saves the information and prepares for RCtioreaThe
DCF will contain a silent header, to initiate dowanll of the RO by the Device. The sequence of nallg be
somewhat different. In case of streaming conteninfstance, the LRM may request an RO from initiaport ready
data and then create a DCF while still receivirgrist of the Import-ready data.

6 The DCEF is transported to the Device, as enahbyedMA DRM 2.0 super distribution.

7-11 Using the silent header information contaiimethe DCF, the DRM Agent contacts the RI forimting the RO. If the
RI does not have a valid Device Context with theibe (e.g. the Device has not registered or thstieg registration
has expired), the RI first requests the DRM Agermegister. The RI creates an OMA DRM 2.0 compatRO based
on the information obtained at step 8 and triggieesDRM Agent to acquire the RO.

Note that the Rl may create the RO at step 4 dlal\Device Context for the Device already exists.

Calls 2-11 are repeated for each piece Contentdltatated from Import-ready data.
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5.4.3 Importinto a OMA DRM 2.0 Domain

Figure 4 depicts the flow of events in case of impado a OMA DRM 2.0 Domain.

Calls

2-4

5-8

1

T
LRM Rights 2.0 DRM
Issuer Agent
[ 1. Registration M1
< ...................... )
[7] 2 LRMP Trigger {assignDomainRequest} | |
3. AssignDomainRequest o
L
5 4. AssignDomainResponse
-

5. get Import-ready data 1

6. createDCF

7. CreateRORequest

8. CreateROResponse

¥y N
Ly

’*‘ 9. Transfer of RO & DCF ‘*‘

[ 10. JoinDomainRequest 1
P [

’7 11. JoinDomainResponse ]
| .
|| L

Figure 4: Import intoa OMA DRM 2.0 Domain

4

The LRM registers with the Rl as described ictisa 5.4.1.

The LRM is assigned to a specific Domain. Thelved protocols are similar to the Device joimdon protocols as
in OMA DRM 2.0. The purpose of these calls is talenge any additional (domain specific) informatéoa/or keys
that are necessary to be exchanged between RIRth create RO's for a (User) Domain. These cally be
repeated e.g. when the domain context expires enwle domain generation is upgraded.

The LRM receives Import-ready data from antgmtutside of the scope of OMA DRM, creates a D&fit and
request the creation of an RO for the Import-redata. In the CreateRORequest/Response-calls, thedtil RI will
exchange the permissions and restrictions thatldhmmuexpressed in the RO as well as any neceksgmnaterial
and other information. The RI creates an OMA DRI @mpatible RO from this information and returni®ithe
LRM. The sequence of calls may be somewhat diffetarcase of streaming content for instance, tR&Lmay
request an RO from initial Import ready data arehtbreate a DCF while still receiving the resthaf tmport-ready
data. These calls are repeated for each piece @dhtd is created from Import-ready data.

The RO and DCF may be transported to other Deyaenabled by OMA DRM 2.0. This is outside afscfor
OMA DRM.

10-11 Using the information contained in the R@, BFRM Agents in other Device may request from théoRbe added to

the Domain as specified in OMA DRM 2.0. When theNDRgent is already part of the Domain, these cadl ot
necessary.
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5.4.4 Import into a User Domain — RO created by LRM

Figure 5 depicts the flow of events in case of impto a User Domain.

DRM |

LRM DA/DEA Agent

‘2‘ LRMP Trigger {assignDomainRequest}
<

3. AssignDomainRequest

4. AssignDomainResponse

<

5. get Import-ready data s

6. createDCF

7. createRO

U 8. Transfer of RO & DCF D

9. JoinDomainRequest

P
%
10. JoinDomainResponse
-
»

Figure5: Import into a User Domain (LRM creates RO)

Calls
1 The LRM registers with the DA/DEA as describedéattion 5.4.1.

2-4  The LRM is assigned to a specific User Domahe involved protocols are similar to the Deviciejdomain
protocols as in OMA DRM 2.0. The purpose of themssds to exchange any additional (domain spexififormation
and/or keys that are necessary to be exchange@é&etki and LRM to create RO's for a (User) Domairese calls
may be repeated e.g. when the domain context expirelhen the domain generation is upgraded.

5-7  The LRM receives Import-ready data from antgmtutside of the scope of OMA DRM and creates &@@d an RO
from it. The sequence of calls may be somewhagwifit. In case of streaming content for instarteeLRM may
create an RO from initial Import ready data andhtbeeate a DCF while still receiving the rest af tmport-ready
data. These calls are repeated for each piece @dhtd is created from Import-ready data

8 The RO and DCF may be transported to other Deyazenabled by OMA DRM 2.0. This is outside afpscfor
OMA DRM.

9-10 Using the information contained in the RO, EH&M Agents in other Devices may request from teARo be added
to the User Domain. The protocols are very sintidathe join domain protocols as specified in OMRID 2.0. This
may first require registration of the Device witletDA/DEA, described in section 5.4.8. When the DRyént is
already part of the User Domain, these calls (idiclg the registration) are not necessary.
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5.4.5 Importinto a User Domain — RO created by RI
Figure 6 depicts an alternative flow for importarst User Domain in which the RI creates RO for ingmbcontent. Note

that the RI will only create RO for content impattey a LRM that is known (by the RI) to have susfal$y registered with
the DA/DEA and that has been assigned to the t&iget Domain.

LRM Rights DA/DEA DRM 2.0 DRM
Issuer Agent Agent

1.Registration & AssignDomain

3. get Import-ready data

4. createDCF

5. CreateRORequest o

6. Registration E|

7. UseDomainRequest L
8. UseDomainResponse J

v

<

9. CreateROResponse

] 10. Transfer of RO & DCF

A

11. JoinDomainRequest A
’7 12. JoinDomainResponse

v

] 13, Transfer of RO & DCF :|

,7‘ 14. JoinDomainRequest
15. proxied-joinDomainRequest
‘16. proxied-joinDomainResponse
<
17. JoinDomainResponse |

Figure 6: Import into a User Domain (RI creates RO)
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Calls

3-5

7-8

9
10

The LRM registers with the DA/DEA and joins thedd Domain, as described in 5.4.4.
The LRM registers with the RI, as described ictisa 5.4.1.

The LRM receives Import-ready data from antgmtutside of the scope of OMA DRM, creates a D&fit and
requests the creation of an RO for the Import-redatq. In the CreateRORequest call, the LRM spectfie
permissions and restrictions that should be exptegsthe RO and identifies the User Domain forcliithe RO
should be created. The sequence of calls may bewbat different. In case of streaming content fistance, the
LRM may request an RO from initial Import readyaland then create a DCF while still receiving & of the
Import-ready data. These calls are repeated fdr piece Content that is created from Import-reaata.d

The DA/DEA registers with the RI. The involvedtcols are similar to Device-RI registration in GNDRM 2.0.
Part of the registration will be a mutual autheatien. Also see section 5.4.7.

The RI and the DA/DEA exchange information &egl material that enable the RI to create the Rt Rl will use
this information to check that it trusts the DA/DEdsponsible for this User Domain and that it sufspthe
associated Domain Policy.

The RI returns the created RO to the LRM in thea@ROResponse message.

The RO and DCF may be transported to other S@EBomant Devices, as enabled by OMA DRM 2.0. This
outside of scope for OMA DRM.

11-12 Using the information contained in the R@, BRM Agents in other Devices may request fromRQB¢DEA to be

13

added to the User Domain. The protocols are venylai to the join domain protocols as specifiedMA DRM 2.0.
This may first require registration of the Devicghathe DA/DEA, described in section 5.4.8. Whea DRM Agent
is already part of the User Domain, these callslising the registration) are not necessary.

The RO and DCF may be transported to DRM 2.@ccorant Devices, as enabled by OMA DRM 2.0. Thisusside
of scope for OMA DRM.

14-17 The OMA DRM 2.0 conformant DRM Agent is urebb contact a DA/DEA. Instead it uses the infoiorat

contained in the RO to contact the RI (as specifistdMA DRM 2.0) to register and request to be guro the
domain. The RI acts as proxy for the DA/DEA andifards the join domain call to the DA/DEA that maesghe
domain. These calls are executed the first timtBdDRM Agent encounters Content provided by Rligsnd may
be repeated e.g. after the registration or domaiext expires. Also see section 5.4.9.
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5.4.6 Import and subsequent Move

Figure 7 depicts the flow of events that is use@émvimport-Ready Data is to be imported for use spexific Device in the
User Domain.

DRM
LRM DA/DEA
Agent
M 1. Registration M
= ‘2. LRMP Trigger {assignDomainRequest} -
<%
3. AssignDomainRequest i
>
- 4. AssignDomainResponse
<
5. get Import-ready data : -
6. createDCF
7. crealeRO
= 8. Mutual Authentication
‘ -
= 9. LRMP-moveRequest
<
10 LRMP-moveResponse e
»

Figure 7: Import to a specific Devicein a User Domain
Calls

1-7  These calls are similar to those in Figure Seaztion 5.4.4. Via these calls the DA/DEA authesithe assignment
within the User Domain of specific DRM Agents te tparticular LRM.

8 The LRM and DRM Agent complete a mutual authextiti;. As a result of successful mutual autheribcata
session between the LRM and the DRM Agent is eistadud.

9-10 The DRM Agent requests LRM transfers the Ridiam to the DRM Agent LRM using a in a A2ZAPLRMPport
importRequest. The DRM Agent LRM processes the A2dd¥eRequest importRequest and then sends a
A2APLRMP-moveResponse importResponse to the LRMDRJdnt.

Note that calls 8-10 are similar to calls 3 and, 5e8pectively, in section 5.4.13. Note also (altftonot shown within Figure
7) that the DRM Agent may use protocols similathe protocols in section 5.4.13 to subsequently &ine Imported-
Rights Object(s) to certain other Devices in thetl3omain if allowed and enabled by the LRM. Irstfiow, unlike a
domain in OMA DRM V2.0, all Devices in the User Daim do not necessarily possess commaon cryptograpbans (i.e.,
shared key material) to decrypt Rights Obijects.
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547 Purchase for a User Domain

Figure 8 depicts the flow of events in case of pase for a User Domain.
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> 16. ROResponse
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Figure 8: Purchase for a User Domain

Calls
1 The DRM Agent registers with the DA/DEA and jothe User Domain, as described in section 5.4.8.

2-6  The DRM Agent registers with the RI. The invedvprotocols are similar to Device-RI registratio©MA DRM
2.0. Part of the registration will be a mutual auttication. This protocol is executed when the DR§&Nts first
starts want to acquire content from a Rl and masepeated when the registration expires.

7-8 The DRM Agent is triggered to request a pureddRO, tied to the selected User Domain. Callsd7&are similar to
the calls in OMA DRM 2.0, extended with the necegsaformation to request creation of an RO witlimission for
the User Domain.

9-13 The DA/DEA registers with the RI. The involvebtocols are similar to Device-RI registratiordMA DRM 2.0.
Part of the registration will be a mutual autheatien. This protocol is executed when the RI fasihtact with the
DA/DEA for the User Domain and may be repeated wtherregistration expires.

14-15 RI and DA/DEA exchange the information any keaterial that enable the RI to create the RO. Rheill use this
information to check that it trusts the DA/DEA resgible for this User Domain and that it suppdmts dssociated
Domain Policy.
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16 The RI sends ROResponse message to the DRM Agensimilar to the calls in OMA DRM 2.0, exteed with the
necessary information to respond to the creaticomdRO with permission for the User Domain.

Note: An existing 2.0 DRM Agent can also purchagghi® for a User Domain using a similar flow asatidsed above, if the
RI acts as a proxy for the DA (see calls 6-9 irtisacs.4.9), and if the user can specify the Usemiin (e.g. DomainID,
DAID, DAURL, etc.) to the RI.

5.4.8 Management and usage of the User Domain

Figure 9 depicts the flow of events when DRM Aggaiss a User Domain.

Rights DRM DRM ——"
Issuer Agent1 Agent2
n 1. ROAP Trigger {registrationRequest}
N
2. DeviceHello ’
3. DAHello
&
]
4. RegistrationRequest ’
5. RegistrationResponse
<
7‘ 6. ROAP Trigger {joinDomainRequest}

7. JoinDomainRequest

>
8. JoinDomainResponse

A

[ 9. Purchase ] ]
---------------------- L 10. Use Domain

| [ mmmmmmmmmmnmanaaany I

Figure 9: Management and usage of the User Domain

Calls

1-5 DRM Agentl registers with the DA/DEA . The iiwed protocols are similar to Device-RlI registratioc OMA DRM
2.0. Part of the registration will be a mutual auttication. This protocol is executed when the DR§&Nts first
starts to acquire content for a User Domain managetie DA/DEA and may be repeated when the registr
expires.

6-8 DRM Agentl is triggered and joins the User Dom@he protocols are very similar to the join domprotocols as
specified in OMA DRM 2.0.

9-10 DRM Agentl acquires a RO as described in@eé&is.7.

11 The RO and DCEF is transported to DRM AgentZrasbled by OMA DRM 2.0. This is outside of scope@d1A
DRM.

12 DRM Agent?2 registers and join the User Domaiper calls 1-8.
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Figure 10describes the flow of events when DRM Agent 2 idJaconnected Device

Rights DRM DRM
Issuer ’ Agent1 Agent2 DADEA

Figure 10: Unconnected Device Support in User Domain

Calls

DRM Agentl registers with the DA/DEA and joitietUser Domain as described call 1-8 in Figure 9.
2-3 DRM Agentl acquires a RO as described in se&id.7.

4 The RO and DCF are transported to DRM Agent2iessribed call 11 in Figure 9.

DRM Agent2 registers and joins the User Domaipexscalls 1-8 in Figure 9. DRM Agent 1, Connedbexvice, can
act as an intermediary to assist DRM Agent 2, Unegted Device, to register and join the User Domain
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54.9 User Domain backward compatible usage

Figure 11 depicts the flow of events when DRM Ageatquires Content for a User Domain and trangiésscontent to a
OMA DRM 2.0 conformant DRM Agent (“2.0 DRM Agent”).

Rights DRM | 2.0 DRM
Issuer Agent Agent DA/DEA

1. Registration and Join User Domain
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---------------------- E 3 3. Registration and Use Domain

6. JoinDomainRequest

7. proxied-joinDomainRequest
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9. JoinDomainResponse

7 N

4.

v

Figure 11: User Domain backward compatible usage

Calls

1 The SCE conformant DRM Agent registers with th[DEA and joins the User Domain, as described itisa
5.4.8.

2-3  The SCE conformant DRM Agent acquires a ROessribed in section 5.4.7. The involved protoctisaaly include
the registration phase between the DA/DEA and thasRlescribed in section 5.4.7.

4 The RO and DCEF is transported to the OMA DRM@fformant DRM Agent, as enabled by OMA DRM 2.0isTh
is outside of scope for OMA DRM.

5-9 The OMA DRM 2.0 conformant DRM Agent is unatdecontact a DA/DEA. Instead it uses the informatio
contained in the RO to contact the RI (as specifistdMA DRM 2.0) to register and request to be galrio the
domain. The RI acts as proxy for the DA/DEA andifards the join domain call to the DA/DEA that maesghe
domain. These calls are executed the first tim&tBdDRM Agent encounters Content provided by Rligsnd may
be repeated e.qg. after the registration or domaiext expires. If the DA/DEA has not registeredhvihe RI, DA-RI
registration protocols precede the proxied-joinDovRaquest as described in section 5.4.7.
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5.4.10 Mutual Authentication Between Two Devices
Before the transfer of Rights can take place diydmtween two Devices, they MUST mutually autheaste each other.

Figure 12 depicts the flow of events that initiates mutual authentication between two Devices. mheual authentication
will be used to Moving, Copying and Ad Hoc Sharifigese flows occur over the A2AP-1 interface.

DRM | DRM
Agent 1 Agent 2

Figure 12: Mutual Authentication between two Devices

Through the mutual authentication process, DRM Adeand 2 may check revocation status of opposR&IAgent. It is
expected that several keys will be establishecetaded for confidentiality and integrity in lateessage exchanges. DRM
Agent 1 and 2 may also check whether they belonige@ame Domain or User Domain.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-SCE-V1_0-20110705-A Page 25 (29)

5.4.11 Obtain Rights for Sharing by RO Upgrade

Figure 13 depicts how Devicel achieves to Share Bévice2 the Rights that do not explicitly per@itaring.

DRM " DRM Rights
Agent 2 | Agent 1 Issuer

2. ROAP Trigger {roUpgrade}

3. ROAP-roUpgradeRequest

A 4

4. ROAP-roUpgradeResponse

M 5. Sharing Rights
e >

Figure 13: Obtain Rightsfor Sharing by RO Upgrade

The steps:

1 The user of DRM Agent 1 selects some rights (@bbpassociated with a specific content) that teerlvants to
share, realizing that the rights are not sharethlgléJser chooses to try to upgrade the rights. [Bhisches a browsing
session which allows the user to begin the RO wsgpaiocess.

2-3 DRM Agentl is triggered to supply to Rl enouigtormation for upgrading the User’s existing RO¢k information
may include User’s existing RO (and corresponditageSinformation if it is stateful) and the infortitan about the
User’s desired permissions/constraints such agiiger the Device with which the User wants to 8hRights.
Before sending roUpgrade Request message, DRM Agtsdbles the existing RO.

4 The Rights Issuer send roUpgrade Response messBiRM Agentl. The roUpgrade Response messagaiosrd
new RO, which consists of both the permissions/caimgs in the existing RO and the User’s desired
permissions/constraints (which explicitly permitaihg). DRM Agentl installs the newly got RO. DR\Mjént 1
removes the disabled existing RO and installs v RO. DRM Agent 1 may enable the disabled exgsRO if it
does not receive the new RO successfully.

5 DRM Agentl can now (or some time after this) 8H{arg. Copy, Move, Lend) the existing Rights villRM Agent2,
under the control of the newly got permissions/t@sts.
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5.4.12 Move Rights via Rights Issuer

Figure 14 depicts the flow of events in the cas®ofing Rights via a Rights Issuer. These flowsuwaver the ROAP-1.1
interface. The steps below correspond to the mesdagm top to bottom. DRM Agent 1 represents tiRVDAgent that
sends the Rights. DRM Agent 2 represents the DREnAthat receives the Rights. The Move has to odeuthe Rights
Issuer that issued the original Rights.

DRM Rights DRM |
Agent 1 Issuer Agent 2

2. ROAP Trigger {roMove}

F 3

3. Decrement
Rights to be moved

L

4. ROAP-roMoveRequest ol
B

5. ROAP-roMoveResponse

A

Figure 14: Move Rightsvia Rights | ssuer

One or more Rights Objects were issued to DRM Addny a Rights Issuer. The User may Move all oaw of the
remaining Rights which are in his/her possession.

1. The User of DRM Agent 1 browses the Rightsdssuportal to inform the Rights Issuer that he/glaats to move
Rights in his/her possession to another DRM Agéhits step is out of scope.

2. The Rights Issuer sends ROAP trigger to DRM Aderndicating DRM Agent 1 to start transferringgRts to the
Rights Issuer.

DRM Agent 1 decrements the Rights to be transteto the Rights Issuer.

DRM Agent 1 sends the ROAP-roMoveRequest tdrlights Issuer. This message contains at least omee
Rights Objects and the information indicating whygart of it is available for DRM Agent 2. The RiglDbject
includes permissions and constraints which are sentkee Rights Object initially issued from the iRiylssuer.

5. The Rights Issuer processes the ROAP-roMoveReaunel sends ROAP-roMoveResponse to DRM Agent é. Th
processing includes verification of the receivedt®s Object (and State Information if any) andistpthe received
Rights Object (and State Information if any).

6. The Rights Issuer conducts existing 1-passmais®d RO Acquisition Protocol to issue the Righteired from
Device 1. If 2-pass RO Acquisition Protocol, thglis Issuer sends a ROAP Trigger to DRM Agent @icating
DRM Agent 2 to download the Rights sent by usedBM Agent 1. Upon receiving ROAP Trigger, if DRM Agt 2
was not registered to the Rights Issuer, DRM Agerggisters to the Rights Issuer.

Identification of DRM Agent 2 will occur at Step 1.
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5.4.13 Moving Rights Directly Between Devices
Figure 15 depicts the flow of events in the follagicases:
* Moving Device bound Rights directly between two 2eg
* Moving User Domain bound Rights directly betweervides in the same User Domain.

These flows occur over the A2AP-1 interface. Tlepstbelow correspond to the messages from topttorboDRM Agent
1 represents the DRM Agent that sends the RigHRdiBgent 2 represents the DRM Agent that receitiesRights.

DRM DRM
Agent 1 Agent 2

" 1. Discovery ‘

r 2. Select Content I/

4, Decrement
Rights to be moved

5. A2AP-roMoveRequest

6. A2AP-roMoveResponse

Figure 15: Moving Rights Directly Between Devices
DRM Agent 1 has a Rights Object that is either lsbtn\DRM Agent 1 or a User Domain that DRM Agerielongs to.
1. DRM Agent 1 discovers DRM Agent 2 using a dissigymechanism, e.g. UPnP. The discovery processmohyde
informing of the capability to handle a Move opé@rat This step is out of scope of OMA.
2. The Users select the Content to move. Thisisteptside the scope of OMA DRM.

3. DRM Agent 1 and DRM Agent 2 complete the mutugthentication as outlined above. As a result o€sssful
mutual authentication, a session between DRM Agearid DRM Agent 2 is established.

4. DRM Agent 1 decrements the Rights to be movedRM Agent 2.

DRM Agent 1 transfers the Rights and the infdiamaindicating which part of it is available forHM Agent 2 to
DRM Agent 2 in a A2AP-moveRequest.

6. DRM Agent 2 processes the A2AP-moveRequestlzm dends A2AP-moveResponse to DRM Agent 1.
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5.4.14 Ad Hoc Sharing Directly Between Devices

Figure 16 depicts the flow of events in the casAdHoc Sharing directly between two Devices. Thié®&s occur over the
A2AP-1 interface. The steps below correspond tantessages from top to bottom. DRM Agent 1 represtiiet DRM Agent
that sends the Rights. DRM Agent 2 represents Rl [Agent that receives the Rights.

" DRM DRM
Agent 1 Agent 2

1. Discovery

2. Select Content E

3. Mutual Authentication

e +

4. Make Rights

11—

5. A2AP-roShareRequest

6. A2AP-roShareResponse

k
:

7. Transfer DCF

Figure 16: Ad Hoc Sharing Between Two Devices

1. DRM Agent 1 discovers DRM Agent 2 using a disay mechanism, e.g. UPnP. The discovery procegsmshide
informing of the capability to handle Ad Hoc Shayihis step is out of scope of OMA DRM.

2. The Users select the Content to ad hoc shéaise.step is outside the scope of OMA DRM.

3. DRM Agent 1 and DRM Agent 2 complete the mutugthentication as outlined above. As a resuluotessful
mutual authentication, a session between DRM Agiearid DRM Agent 2 is established.

4. DRM Agent 1 then makes the Rights for DRM Ageittased on the current Rights, the permissionigyseite Rights
Issuer for Ad Hoc Sharing and the current stateriftion (if any). It is expected that the Righi#l imclude at least
a <datetime> constraint. If the current Rightsraveexplicitly permitted to be shared, DRM AgerIUST obtain
Rights for sharing by RO upgrade from RI as desctiin section 5.4.11.

5. DRM Agent 1 sends a A2AP-roShareRequest, whictains the Rights for DRM Agent 2.
6. DRM Agent 2 processes the A2AP-roShareRequektien sends back an A2AP-roShareResponse.

DRM Agent 1 transfers the DCF (correspondinthtoshared Rights) to DRM Agent 2. This step isafigcope of
OMA DRM. Note that step 7 could take place duritep<2.
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