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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentltasare deployed over wireless communication aeksy

The scope of OMA “Digital Rights Management” (DRM)to enable the distribution and consumption gftel content in a
controlled manner. The content is distributed amsaomed on authenticated Devices per the usags egpressed by the
content owners. OMA DRM work addresses the varteaknical aspects of this system by providing appate
specifications for content formats, protocols, anihhts expression language.

A number of DRM specifications have already beefindd within the OMA. The latest accepted releastne OMA DRM
enabler ((DRM-v2.1], including [DRM-DRM-v2.1], [DRMDCF-v2.1], [DRM-REL-v2.1)), is referred to withithis
document as “OMA DRM v2.1".

This specification defines the mechanisms and podonecessary to implement a central domain manegefunction, as
required per [SCE-RD]. More specifically, this sifieation will specify the interfaces SCE-2-DMP aB€E-3-RDP as
defined in [SCE-AD].
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3. Terminology and Conventions

3.1

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

Conventions

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

Device Rights Object

Domain
Domain Authority

Domain Enforcement
Agent

Domain Policy

Domain Rights Object

DRM Agent

DRM Content
DRM Time
Import

Import-Ready Data

Imported-Rights-Object

Local Rights Manager
(LRM)

Media Object

3.2 Definitions

Constraint A restriction on the Permission over DRM ContenR{@ V2.0).

Consume To Play, Display, Print or Execute DRM Content obevice or to render DRM Content on a Render
Client.

Content One or more Media Objects (DRM V2.0).

Copy To make Rights existing on a source Device avaléin use by a recipient Device, without affecting
availability on the source Device. Rights may bstrieted on the recipient Device. Note: this idatiént
from the V2.0 definition.

Device A Device is the entity (hardware/software or conaltion thereof) within a user equipment that

implements a DRM Agent. The Device is also conforhta the OMA DRM specifications. The Device
may include a smart card module (e.g. a SIM) (DRRIOY.

A Rights Object that is initially targeted to a sifie entity. Subsequently, the Rights Object may b
allowed to be targeted to other entities to be eorel, serially or in parallel, independently of
membership in a Domain or User Domain.

A set of v2.x and/or SCE DRM Agents that can consiDomain Rights Objects.
The entity to specify the Domain Policy for a UBamain or an Ad Hoc Domain.

The entity to enforce the Domain Policy on behélihe Domain Authority. It may reside in the netkor
as a service or in a User’s device.

A collection of attributes which defines the politgtermining characteristics of the membership d&er
Domain or Ad Hoc Domain, as set by the Domain Atitiighat the Domain Enforcement Agent will
enforce.

A Rights Object that is targeted to a specific VRomain. The Rights Object can be consumed
independently by each v2.x or SCE DRM Agent that isember of the Domain.

The entity in the Device that manages PermissionMedia Objects on the Device (DRM
V2.1). In this document, the DRM Agent implemerdse or all the functionality defined in
this specification.

Media Objects that are consumed according to afg&ermissions in a Rights Object.
A secure, non-user changeable time source. The DRM is measured in the UTC time scale.
To convert Import-Ready Data into OMA (P)DCFs ardsR

Content and associated Rights derived from Non-CD#M-sourced data that can be converted into
OMA (P)DCFs and ROs.

An OMA RO resulting from converting Import-ReadytBa

An entity that is responsible for aspect(s) of Imi@md it may also manage an Imported-Content for a
limited group of OMA DRM Agents.

A digital work e.g. a ringing tone, a screen sametava game or a Composite Object.
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Non-OMA DRM A protection system other than OMA DRM, which maglude copy protection mechanisms for storage
medium and/or transport mechanisms.

Move To make Rights existing initially on a source Devially or partially available for use by a recipie
Device, such that the Rights or parts thereoflbleabme usable on the recipient Device can no |doger
used on the source Device.

Partial Rights A subset of a set of Rights, such that the PaRiiglts are equally or more restrictive than thosthe set.

Permission Actual usage or activities allowed (by a Rightsitgsor Local Rights Manager) over DRM Content.

Rights The collection of permissions and constraints defjrunder which circumstances access is granted to
DRM Content.

Rights Issuer An entity that issues Rights Objects to OMA DRM faymant Devices (DRM V2.1).

Rights Object A collection of Permissions and other attributesolvlare linked to DRM Content.

State Information A set of values representing current state assatiaith Rights. It is managed by the DRM Agent only
when the Rights contain any of the stateful comsfsge.g. interval, count, timed-count, accumudate
etc.).

User The human user of a Device. The User does not saglysown the Device (DRM V2.0).

User Domain A set of v2.x and/or SCE DRM Agents that can corslser Domain Rights Objects.

User D_omaln A digitally signed data object that provides probauthorization related to a User Domain.

Authorization

User Domain Generation A Counter reflecting the number of times the Usentain has been upgraded. The User Domain
Generation is a part of the User Domain Identffiee last three digits).

User Domain Identifier A unique string identifier of the User Domain Key.

User Domain Key (UDK) A 128 bit symmetric encryption key that is usedabiyember of the User Domain. A User Domain Rights
Object is encrypted with the User Domain Key.

User Domain Rights A Rights Object that is targeted to a specific U3emain. Besides requiring membership in the User
Object Domain, consumption may require being targetecht8@E DRM Agent.
v2.x DRM Agent A DRM Agent that is conformant to either [DRM-DRM-Y] or [DRM-DRM-v2.1].

3.3 Abbreviations

A2A Agent to Agent

AES Advanced Encryption Standard
CEK Content Encryption Key

DA Domain Authority

DCF DRM Content Format

DEA Domain Enforcement Agent
DRM Digital Rights Management
HTTP HyperText Transfer Protocol
LRM Local Rights Manager

MAC Message Authentication Code
MIME Multipurpose Internet Mail Extensions
MK Message Integrity Key

N/A Not Applicable
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OCsP Online Certificate Status Protocol
OMA Open Mobile Alliance

REL Rights Expression Language
REK Rights Object Encryption Key

RI Rights Issuer

RI/LRM Rl or LRM

RO Rights Object

ROAP Rights Object Acquisition Protocol
RSA Rivest-Shamir-Adelman public key algorithm
SA Security Association

SCE Secure Content Exchange

SCR Static Conformance Requirement
SHA-1 Secure Hash Algorithm

SK Session Key

uDlI User Domain Identifier

UDK User Domain Key

URI Uniform Resource Identifier

URL Uniform Resource Locator

XML Extensible Markup Language
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4. Introduction

A User Domain is a set of v2.x and/or SCE DRM Agethtt can share ROs created for the User Dom&iM Bgents can
join multiple User Domains managed by one or moeAB.

The DEA defines the User Domain, manages the kdgnmah and controls which and how many DRM Agearts included
and excluded from the User Domain. The DEA alsdrodswhich entities (RIs and/or LRMs) are authedzo create User
Domain ROs.

4.1 User Domain Authorization

Before a DEA, Rl or LRM can participate in any USgmain functionality, it must be authorized tosin Before a DRM
Agent can receive a User Domain RO with the <user@io> constraint (([SCE-REL]) from an RI, it musbpe that it is a
member of the User Domain. The mechanism to ds s@ia “User Domain Authorization” data structuree User
Domain Authorization is used to provide proof oftarization related to a User Domain.

The following table summarizes the types of Usemaim Authorizations.

Signer

Entity DA DEA

DEA DEA is authorized to manage a User Domgin  N/A

RI/LRM | RI/LRM is associated with a DEA RI/LRM can create ifnport) ROs for a User Domain

Device | Device is associated with a DEA Device is a menatber User Domain

Table 1 - User Domain Authorization Types

The following XML schema fragment defines a Usemniin Authorization:

<complexType name="UserDomainAuthorizationType">
<sequence>
<element name="body" type="dom:UserDomainAuthorizationBody"/>
<element name="signature" type="base64Binary"/>
<element name="certChain" type="gen:CertificateChain" minOccurs="0"/>
</sequence>
</complexType>

<complexType name="UserDomainAuthorizationBody">
<sequence>
<element name="dadealD" type="gen:ldentifier"/>
<element name="dadeaURL" type="gen:ldentifier" minOccurs="0"/>
<element name="dealD" type="gen:Identifier" minOccurs="0"/>
<element name="userDomainID" type="dom:UserDomainldentifier" minOccurs="0"/>
<element name="entitylD" type="gen:ldentifier"/>
<element name="notBefore" type="gen:dateTimeOrInfinite" minOccurs="0"/>
<element name="notAfter" type="gen:dateTimeOrInfinite" minOccurs="0"/>
<element name="policylnfo" type="dom:PolicyInfo"/>
<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>
</sequence>
<attribute name="isDea" type="boolean" use="optional" default="false"/>
<attribute name="isRlorLRM" type="boolean" use="optional" default="false"/>
<attribute name="isDRMAgent" type="boolean" use="optional" default="false"/>
</complexType>

<complexType name="Policylnfo">
<sequence>
<element name="policylD" type="gen:String64"/>
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<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>
</sequence>
<attribute name="daRiAuthorizationRequired" type="boolean" use="optional" default="false"/>
<attribute name="daDeviceAuthorizationRequired" type="boolean" use="optional" default="false"/>
<attribute name="allowProxyJoin" type="boolean" use="optional" default="false"/>
</complexType>

<simpleType name="UserDomainldentifier">
<restriction base="string">
<pattern value=".{1,24\d{3}"/>
<[restriction>
</simpleType>

body: This element contains information about a UsemBim Authorization. Its child elements are desaibelow.
signature: This element contains the digital signature dlier<body> element.

certChain: This element, if present, contains the certifiaettain of entity that signed the User Domain Adittation, i.e.
either a DA or a DEA. It has a schema of Certifi€ztiain as described in [SCE-GEN].

dadeal D: This element contains the ID of the entity by eththis User Domain Authorization is provided. dtsha schema of
Identifier as described in [SCE-GEN]. The validigntypes are DA or DEA. The User Domain Authoriratis said to be
signed by this entity.

dadeaURL: This element contains a URL from which a DRMTeggr XHTML document can be acquired that enables a
DRM Agent to receive a new User Domain Authorizatidypically this may be used in case a User DonAaithorization
has become invalid.

userDomainlD: This element identifies for which User Domain thehorization is valid. Some authorizations agplgny
User Domain, in which case this element is notgaesin the case where the Signer is a DA andttttity is a DEA (in
Table 1), this element is present and the User Dro@aneration counter within this element is s€2@0 by the DAdeal D:
This element identifies for which DEA the authotiaa is valid. Some authorizations do not applatepecific DEA, in
which case this element is not present.

Isdea, isRlorLRM, isDRMAgent: These elements signal the role that the entégtified by entitylD is authorized to fulfil.
More than one can be present.

entitylD: This element contains the ID of the entity forigbhthis User Domain Authorization is being provddé has a
schema of Identifier as described in [SCE-GEN]. Vakd entity types are DEA, RI, LRM or DRM Agerithe User
Domain Authorization is said to be signed for thétg or said to associate the entity with the DEA.

notBefore: This element specifies the date/time before wkiiehUser Domain Authorization is not valid. It llaschema of
dateTime as described in [SCE-GEN].

notAfter: This element specifies the date/time after whithUser Domain Authorization is not valid. It llaschema of
dateTime as described in [SCE-GEN].

policylnfo: This element contains information about domailicgaf the User Domain. Its sub-elements are dbedr
belowpolicyld: This element is used to identify the Domain Rolssociated with the particular User Domain. Tieisl
MUST be present when a DA signs the authorizatiorah RI/LRM.

daRi AuthorizationRequired: This element, if present, indicates that an RVLRIUST get from the DEA (if the RI/LRM

does not already have one) a User Domain Authdosizaigned by the DA associating the Rl or LRM wtitle DEA. This
element MAY be present in a User Domain Authorzatsigned by a DA for a DEA and MUST NOT be preserdther

User Domain Authorization types.

daDeviceAuthorizationRequired: This element, if present, indicates that a DeWitéST get from the DEA (if the Device
does not already have one) a User Domain Authdoizaigned by the DA associating the Device with BEA. This
element MAY be present in a User Domain Authoriaasiigned by a DA for a DEA adUST NOT be present in other
User Domain Authorization types.
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allowProxyJoin: This element, if present, indicates that thisidemain allows DRM v2.x Devices to become memhvéas
the Proxy Join User Domain Protocol (see sectidh T .this element is not present, then the DEA SIUNOT allow Proxy
Join User Domain protocol for the particular Usemniin. This element MAY be present in a User Don#aithorization
signed by a DA for a DEA or in a User Domain Authkation signed by a DEA for an RI/LRM and MUST N®#& present
in other User Domain Authorization types.

Elements of typ&JserDomainldentifier contain the ID of the User Domain. The last tholearacters (digits) represent the
User Domain Generation. The other, preceding chersicepresent the User Domain baselD. The valtieedf)ser Domain
Generation counter indicates the number of upgrpddsrmed on the User Domain.

4.2  Acquiring User Domain ROs

A DRM Agent can acquire User Domain ROs from anfin an LRM or from another DRM Agent. The SCE leiea
defines the following mechanisms to transport IB@main ROs:

» The SCE-1-ROAP protocol ([SCE-DRM]). This mechanis@ay be used to deliver a User Domain RO from atoRl
a DRM Agent. In the case of an LRM, the SCE-6-LRMBtocol will re-use the RO Acquistion protocol o
SCE-1-ROAP.

» The SCE-7-A2AP protocol ([SCE-A2A]). This mechanismy be used to transport a User Domain RO from one
DRM Agent to another.

» The SCE-8 interface (“out-of-band”, section 9.1hisTdata specification allows the distribution afdd Domain ROs
via other protocols or mechanisms not defined @SICE Enabler. For example, a User Domain RO can be
delivered inside a (P)DCF file, as a separate stané MIME object, or as part of a MIME multipaelated
message [RFC2387]. This mechanism may be usedrtsport User Domain ROs to a DRM Agent from any
source. However this mechanism MUST NOT be usdrhtsport User Domain ROs that have the <userDornain
constraint ([SCE-REL]).

The DRM Agent MUST support receiving a User DomRald in a ROAP-ROResponse message.
The DRM Agent MUST support receiving a User DonRRlD as a separate object.

As a general principle, the processing rules fooimd User Domain ROs are agnostic to the origith®User Domain RO
or the mechanism by which it is transported, t.doies not matter whether the User Domain RO whgeded OTA from an
RI using ROAP or copied from another DRM Agent gsBCE-8. There is no binding to a specific transpmwchanism or
transport protocol.

The process of checking the validity of inbound fU8emain ROs and storing them is called instaltatid the User Domain
RO. After the RO has been installed, a User mayesgthe DRM Agent to grant any of the permissiefated to a specific
Content. This process is called consumption ofiteer Domain RO. To render the media objects infideassociated DCF
the DRM Agent MUST process the User Domain RO dimee in section 8.
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5. User Domain Management
This section describes the processes used by atDBEfnage a User Domain.

5.1 Devices

5.1.1 Registration with a DEA

Prior to being able to install and consume a UsemBin RO, a DRM Agent needs to register with théADat manages the
User Domain that the RO refers to and subsequbattgme a member of that User Domain. As a resutieo$uccessful
execution of the Registration protocol (section) évith a DEA, a DRM Agent will establish a logiddEA Context for the
given DEA. At a minimum, the DEA Context consisfstee following:

e The identity of the DEA

* An indication of verification of the DEAs certifitmchain

* The negotiated protocols

» A Session Key - used to encrypt data between tivicBand the DEA

* A MAC Key - used to provide integrity of certaintdaxchanged between the Device and the DEA

5.1.2  Joining a User Domain

After registering with a DEA, a DRM Agent MUST beuae a member of the User Domain by joining the UBs@main. As a
result of the successful execution of the Join Ws@mnain protocol (section 6.2) with a DEA, the DRgent will establish
a logical User Domain Context for the given Useniain. At a minimum, the User Domain Context MUShtzin at least:

« Identity of the User Domain (which includes the tUBemain Generation)
« Expiry time of the User Domain Context.

* An indication of the verification of the User Doma\uthorization for the DEA (signed by a DA). Thedy
Domain Generation part of the User Domain Identiegnored by the DRM Agent.

« Expiry time of the User Domain Context (which MUB& the same or earlier than the <notAfter> elerretite
DEAs User Domain Authorization)

e The User Domain Key (UDK)
* The DRM Agents User Domain Authorization (signedihgy DEA)
Additionally, the User Domain Context MAY contain:

* The alias of the User Domain — used in communioatiih the User to refer to the User Domain. Thetd3omain
Alias is only present in the User Domain Context Vias included in the dmpJoinDomainTrigger.

A DRM Agent MAY join multiple User Domains managby one or more DEAs.

Even though a DRM Agent is a member of a User DamaMAY have to renew its membership for onelu# following
reasons:

» The DEA has upgraded the UDK of the User Domain.
» The DRM Agents User Domain Authorization has exgitéthe User Domain Authorization for a DRM Agédras
expired, the DEA MUST treat the DRM Agent as if thBM Agent has left the User Domain.

5.1.3 Leaving a User Domain

At the behest of the User, a DRM Agent MAY leavidser Domain at any time. As a result of the sudoésgecution of
the Leave User Domain protocol (section 6.3) wibEA, the DRM Agent will no longer have a User Dam&ontext for
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the given User Domain. Without the User Domain @ghtROs issued for that User Domain MUST NOT besconed.
After leaving a User Domain a DRM Agent MAY, butrist required to, remove the corresponding User &orROs and
associated DRM Content. The DRM Agent SHOULD obtaser confirmation before deleting User Domain R@d
associated DRM Content.

Prior to sending a Leave User Domain Request, Rl B\gent MUST disable the corresponding User Don@amtext.
After receiving the Leave User Domain Response {@tltcess’ as the status, the DRM Agent MUST ddlete
corresponding User Domain Context.

5.2 Rilsand LRMs
5.2.1 Registration with a DEA

Prior to being able to create User Domain ROs, IA0RR needs to register with the DEA that manadesWser Domain
that the RO refers to and subsequently get a Userdin Authorization for that User Domain. As a ifesfithe successful
execution of the RI-DEA Registration Protocol (s&et7.1) of an RI/LRM with a DEA, the RI/LRM willstablish a logical
DEA Context for the given DEA. At a minimum, the BE ontext consists of the following:

» The identity of the DEA

* An indication of verification of the DEAs certifitmachain

» The negotiated protocols

* A Session Key — used to encrypt data between the_RiRl and the DEA

A MAC Key — used to provide integrity of certaintda&xchanged between the RI/LRM and the DEA

5.2.2  Getting Authorization for a User Domain

After registering with a DEA, an RI/LRM MUST getetauthorization to create User Domain ROs for équdar User
Domain from the DEA. As a result of the successfidcution of the Get User Domain Authorization Beot (section 7.2)
with a DEA, the RI/LRM will establish a logical UsBomain Context for the given User Domain. At animium, the User
Domain Context consists of:

* Identity of the User Domain (which includes the UBemain Generation)

* Anindication of the verification of the DEAs UsBomain Authorization (signed by a DA). The User
Domain Generation part of the User Domain Identidgnored by the RI/LRM.

»  Expiry time of the User Domain Context (which MUB@& the same or earlier than the <notAfter> element
in the DEAs User Domain Authorization)

* The RI/LRM’s User Domain Authorization (signed InetDEA)

« A User Domain Key Set compromised ofis&, Krex, AES-WRAP( UDK, Kyac | Krek ), Kmac-Leave and
AES-WRAP( UDK, Kuac.Leave )-

An RI/LRM MAY get authorized for multiple User Donms managed by one or more DEAs.

5.2.3  Dropping Authorization for a User Domain

If the DEA wants to indicate to an RI/LRM thatsttio cease creating User Domain ROs for a partitlder Domain
managed by that DEA, the DEA MUST send a Drop Wx@mnain Authorization Trigger. An RI/LRM that recely such a
Drop User Domain Authorization Trigger MUST execthie Drop User Domain Authorization protocol. Piioisending a
Drop User Domain Authorization Request messageRtHdUST disable the functionality to create any$Ri0Or the User
Domain.
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As a result of the successful execution of the Dyspr Domain Authorization Protocol (section 7.3)wa DEA, the
RI/LRM MUST delete the User Domain Context for thieen User Domain. Without the User Domain Contthe, RI/LRM
MUST NOT create ROs for the User Domain. If the Dieafs sent a Drop User Domain Authorization Trigties, DEA
MAY consider the RI/LRM to no longer be eligibleteceive User Domain Authorizations for that Usentain even if the
DEA does not receive any Drop User Domain AuthdigzeRequest. The DEA MAY later reinstate the dlilifiy to receive
User Domain Authorizations of an RI/LRM to whichhis sent a Drop User Domain Authorization Trigayea/or a Drop
User Domain Authorization Response.

5.3 Memberships and Authorizations

A DEA will enforce certain limits when allowing DRMgents to join a User Domain. It can for exampiéoece a
maximum on the number of concurrent members. Tleians it should be possible to remove a DRM Agemiesber of a
User Domain. Or a DEA MAY request that a DRM Agkrave a User Domain, e.g. no longer be a membigreofiser
Domain.

For reasons related to its business or to the mastagement, a DEA MAY NOT renew the User DomaithArtization for a
RI/LRM.

A DEA can upgrade the User Domain (see section &8ich forces all DRM Agents to re-join and RI/LRNb get re-
authorized for the User Domain.

5.4 Compatibility with DRM v2.x Domains

The functionality provided by the Domain mechanidefined in [DRM-DRM-v2.1] is subset of the SCE US®amain
functionality. User Domain ROs that do not use aew features can be used by DRM v2.x DRM AgentecBigally, User
Domain ROs that meet the criteria below are corbatvith v2.x Domains:

* The RO does not contain a <userDomain> constrgp@E-REL])

* The RO is signed by an Rl or by an LRM that hasotree kp-ri ght sl ssuer key purpose

User Domain ROs meeting the criteria above canetieated to v2.x DRM Agents via any mechanism a#dvin [DRM—
DRM-v2.1]. The installation and consumption of thiser Domain RO on a v2.x DRM Agent will cause DM Agent to
attempt to join the domain using the ROAP prot@kpecified in [DRM-DRM-v2.1]. This will cause tR¥/LRM that
signed the RO to execute the Proxy Join User Dopraitocol (see section 7.4). If this protocol issessful, the DRM v2.x
Agent will receive the information required to ass¢he User Domain RO and will be able to acquserlDomain ROs
from Rl using RO Acquisition protocol as specified DRM-DRM-v2.1].

An Rl in the User Domain can also actively trigger2.x DRM Agent to initiate Join Domain protocsl gpecified in
[DRM-DRM-v2.1]. And, once RI has dropped the Usemfain, the Rl MUST NOT issue any more Domain ROdHs
User Domain. The DEA MAY use leave Domain triggerd/AY instruct the RI (in an out-of-scope way)tt@ger to leave
all v2.x DRM Agents which are legal Domain membemsl have joined this User Domain via this RI.
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6. The Domain Management Protocol Suite (SCE-2-DMP)

The Domain Management Protocol Suite (SCE-2-DMm)ésinterface provided by a DEA to Devices. Ityides the
following protocols:

» DRM Agent-DEA Registration Protocol — used by Degdo register with a DEA
» Join User Domain Protocol — used by Devices to goitlser Domain
» Leave User Domain Protocol — used by Devices ted@aUser Domain

In the message parameter tables below, "M" staod$arameter is mandatory" and "O" stands for dpaeter is optional”.
If a parameter is not listed in the table, then gemameter MUST NOT be present in the message.

6.1 DRM Agent-DEA Registration Protocol

The DRM Agent-DEA Registration Protocol is a contplsecurity information exchange and handshakedstwhe DRM
Agent and the DEA and is generally only executefitsttcontact, but may also be executed when tiseseneed to update
the exchanged security information. This protoncludes negotiation of protocol parameters andopadtversion,
cryptographic algorithms, exchange of certificatef@rences, optional exchange of certificates, mdwuthentication of
DRM Agent and DEA, and integrity protection of pyodl messages.

Successful completion of the Registration protgesllts in the establishment of a DEA Context smEIRM Agent
containing DEA-specific security related informatisuch as agreed protocol parameters, protocabwverand certificate
preferences. A DEA Context is necessary for exeoutf the other protocols in the SCE-2-DMP suiiguFe 1 depicts the
4-pass DRM Agent-DEA Registration Protocol.

DRM Agent DEA

[ 1
DRM Agent-DEAHelloRequest
| g qu >
| DRMAgent-DEAHelloResponse |
~ |
| DRM Agent-DEAHelloRequest |
| —P
|< DRMAgent-DEAHelloRespense |

Figure 1 - 4-pass DRM Agent-DEA Registration Protoal
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6.1.1 DRM Agent-DEA Registration Trigger

The DRM Agent-DEA Registration Trigger messageeistso a DRM Agent to initiate the 4-pass DRM AgBEA
Registration protocol. The message MUST be a <digg@ér> element as defined in the following XML sotefragment:

<element name="drmTrigger" type="gen:DrmTrigger"/>

A DRM Agent-DEA Registration trigger MUST be forned as specified in the table below:

element / attribute usage value
id (0] Default, as specified in [SCE-GEN]
type M “‘dmpDRMAgent-DEARegistration”
version M “1.0”
resiD M DEA ID
resAlias O Default, as specified in [SCE-GEN]
nonce @) Default, as specified in [SCE-GEN]
reqURL M Default, as specified in [SCE-GEN]
body M Specified below

The DRM Agent-DEA Registration Trigger containskzody> element that MUST NOT have a <trginfo> ctaldment.

6.1.2 DRM Agent-DEA Hello Request

The DRM Agent-DEA Hello Request message is semh filtee DRM Agent to the DEA to initiate the 4-pasgRtration
protocol. This message expresses DRM Agent infaomand preferences. The message is defined biplibeiing XML
schema fragment:

<element name="helloRequest" type="gen:Request"/>
The message MUST be formatted as specified in [GERY.

Upon receipt of a DRM Agent-DEA Hello Request megssdahe DEA MUST perform the default processingc#jel in
[SCE-GEN] and then it MUST return a DRM Agent-DEAI Response message.

6.1.3 DRM Agent-DEA Hello Response

The DRM Agent-DEA Hello Response message is sent the DEA to the DRM Agent in response to a DRMeAGDEA
Hello Request message. The message expresses BfeAegpices and decisions based on the values stipylithe DRM
Agent. The message is defined by the following X8tlhema fragment:

<element name="helloResponse" type="gen:Response"/>

The messageMUST be formatted as specified in [SERG

6.1.4 DRM Agent-DEA Registration Request

A DRM Agent sends the DRM Agent-DA Registration Regt message to a DEA to request registrationti@tDEA after
receiving a successful DRM Agent-DEA Hello Respoi$e message is defined by the following XML schdnagment:
<element name="registrationRequest" type="gen:Request"/>

The message MUST be formatted as specified in [GERY.
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6.1.5 DRM Agent-DEA Registration Response

The DRM Agent-DEA Registration Response messagerisfrom the DEA to the DRM Agent in response foRM
Agent-DEA Registration Request message. This messamgpletes the Registration protocol and, if sesfte, enables the
DRM Agent to establish a DEA Context for this DEhe message is defined by the following XML schdragment:

<element name="registrationResponse" type="gen:Response"/>

The message MUST be formatted as specified in [GERY.

6.2 Join User Domain Protocol

The following figure illustrates the Join User Ddm&rotocol.

DRM Agent DEA

JoinUserDomainTrigger

JoinUserDomainResponse

JoinUserDomainRequest >l
|
|

A

Figure 2 - Join User Domain Protocol

6.2.1  Join User Domain Trigger

A Join User Domain Trigger message is sent to a DRjEnt to initiate the 2-pass Join User Domaingrol. The message
MUST be a<gen:trigger element as defined in the following XML schemagfreent:

<element name="drmTrigger" type="gen:DrmTrigger"/3d8in User Domain Trigger message MUST be formaited
specified in the table below:

element / attribute usage value
id (0] Default, as specified in [SCE-GEN]
type M “dmpJoinUserDomain”
version M “1.0”
resiD M DEA ID
resAlias O Default, as specified in [SCE-GEN]
nonce @) Default, as specified in [SCE-GEN]
reqURL M Default, as specified in [SCE-GEN]
body M Specified below
signature M Specified below

Table 2 - Join User Domain Trigger Message Paramate
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The Join User Domain Trigger contains a <body> eletnthat MUST have a <trgIinfo> child element whibIST have a
<dmpJoinUserDomainTrglInformation> element as defibg the following XML schema fragment:

<element name=" dmpJoinUserDomainTrglnformation">
<complexType>
<sequence>
<element name="userDomainAlias" type="gen:String80" minOccurs="0"/>
<element name="userDomainID" type="dom:UserDomainldentifier"/>
</sequence>
</complexType>
</element>

userDomainID: This element contains the identification of UB&main, see section 4.1.
userDomainAlias: This element, if present, contains a string vahat SHALL be used by the DRM Agent whenever fiere

to the domain specified by <userDomainID> in a ragsso the User. The content of the <userDomaisAlglement
SHALL be saved in the User Domain Context. The maxn length of this element SHALL be 80 bytes.

signature: This element contains a MAC value over the triggesides the <signature> element itself. It is enasing the
negotiated algorithm and using the MK of the Reg€rinfor the DRM Agent.

Upon receipt of a Join User Domain Trigger, the DRY§ent MUST perform the default processing as djgetin
[SCE-GEN] and if successful post a Join User Donreruest.
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6.2.2  Join User Domain Request

A Join User Domain Request message is sent frolRM Bgent to a DEA as the first message of the Z@daen User
Domain protocol. The message MUST be a <dmpJoiiseainRequest> element as defined in the follovdivL
schema fragment:

<element name="dmpJoinUserDomainRequest" type="gen:Request"/>

A Join User Domain Request message MUST be forthatespecified in the table below:

element / attribute Usage value
triggerNonce (0] Default, as specified in [SCE-GEN]
reqiD M DRM Agent ID
resiD M DEA ID
nonce M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCENGE
reqglnfo M Specified below
signature M Specified below

Table 3 - Join User Domain Request Message Paramete

The Join User Domain Request message MUST cordaireqinfo> element which MUST contain a
<dmpJoinUserDomainRequestinformation> element &ratkby the following XML schema fragment:

<element name="dmpJoinUserDomainRequestinformation">
<complexType>
<sequence>
<element name="peerKeyldentifier" type="gen:Keyldentifier" minOccurs="0"/>
<element name="userDomainID" type="dom:UserDomainldentifier" />
</sequence>
<attribute name="hashChainsSupported" type="boolean" default="false"/>
</complexType>
</element>

userDomainID: If the DRM Agent received a Join User Domain §eg then the value of the <userDomainID> element
MUST be equal to the <userDomainlID> received inttlgger. Otherwise, the value MUST be equal to the
<userDomainID> from a ProtectedRO that is receimetdof-band.

peerKeyldentifier: An identifier for a DEA public key stored in t/ERM Agent. If the identifier matches the stored DEA
as specified in section 7.1, it means the DRM Adnerst already stored the DEA ID and the corresp@nDiBA certificate
chain, and the DEA need not send its certificaircn its response message.

hashChainsSupported: This element, if present, indicates that the DRyént supports the hash chain mechanism (see
section 8.4).

signature: This element contains a MAC value over the mes&agides the <signature> element itself. It isenaing the
negotiated algorithm and using the MK of the Reg€xtrfor the DEA.

Upon receipt of a Join User Domain Request, the DEAST perform the default processing, as specifidCE-GEN]
and MUST return a Join User Domain Response.

6.2.3  Join User Domain Response

A Join User Domain Response message is sent fildEtato a DRM Agent as the last message of the 2-pas User
Domain protocol. A Join User Domain Response mesgaglso sent from a DEA to a DRM Agent as thst finessage of
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the 1-pass Join User Domain protocol. The messdg8Tvbe a <dmpJoinUserDomainResponse> element exedef the
following XML schema fragment:

<element name="dmpJoinDomainResponse" type="gen:Response"/>

If the processing of the Join User Domain Requesstsage was not successful, then the response Me&8¥rbatted as
specified in [SCE-GEN]. Otherwise the response MW&Tormatted per the table below:

element / attribute Usage Value
Status M “Success”
reqiD M DRM Agent ID
resiD M DEA ID
Nonce M Default, as specified in [SCE-GEN]
certificateChain (0] Default, as specified in [SCENGE
resinfo M Specified below
Signature M Specified below

Table 4 - Join User Domain Response Message Paramest

The Join User Domain Response message MUST haresinfo> element which MUST have a
<dmpJoinUserDomainResponselnformation> as defiyetid following XML schema fragment:

<element name="dmpJoinUserDomainResponselnformation">
<complexType>
<sequence>
<element name="daCertificateChain" type="gen:CertificateChain" minOccurs="0"/>
<element name="userDomainAuthorization" type="dom:UserDomainAuthorizationType"
maxOccurs="unbounded"/>
<sequence maxOccurs="unbounded">

<element name="userDomainID" type="dom:UserDomainldentifier"/>
<element name="udk" type="base64Binary" />
</sequence>
</sequence>

<attribute name="willUsehashChains" type="boolean" default="false"/>
</complexType>
</element>

joinUser Domainlnfo: This element contains information on the User Rmits child elements are described below.

daCertificateChain: This element contains the certificate chain ef EA that authorizes the DEA to managed the User
Domain. The DRM Agent MUST verify this certificatbain.

user DomainAuthorization: This element contains User Domain Authorizations.
The DEA MUST include a “DEA” User Domain Authorizan for which:

1. The <dadealD> identifies the DA

2. The <entitylD> identifies the DEA

3. The User Domain baselD of the <userDomainID> equaks Domain baselD of the <userDomainID> from the
JoinUserDomainRequest

4. An <isDea> element is present.

5. If the <notBefore> element is present, the CurRM Time is later than the value of the <notBeferelement
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6. If the <notAfter> element is present, the CurreRNDTime is earlier than the value of the <notAftelement.
7. The <signature> verification using the DAs publayks successful.

The DRMAgent MUST check that such User Domain Atittadion is present. If no such User Domain Authation is
present, then the DRM Agent MUST abort the join domprocess.

The DRMAgent MUST check that such User Domain Atittadion is present. If no such User Domain Authatiion is
present, then the DRM Agent MUST abort the join domprocess.

If the User Domain Authorization above includeda®eviceAuthorizationRequired element then the DEA MAY include a
second User Domain Authorization, for which:

1. The <dadealD> identifies the DA
2. The <entitylD> identifies the DRM Agent
3. The <dealD> identifies the DEA
4. An <isDRMAgent> element is present.
5. If the <notBefore> element is present, the CurRM Time is later than the value of the <notBeferelement
6. If the <notAfter> element is present, the CurreRND Time is earlier than the value of the <notAftalement.
7. The <signatureerification using the DA’s public key is succedsfu
The DRM Agent MUST check that such second User Dorathorization is present if

a) the DRM Agent has not previously received a UsemBim Authorization meeting these criteria thatusrently
valid, and

b) the first User Domain Authorization includesl@DeviceAuthorizationRequired element.

If such second User Domain Authorization is notspré and the DRM Agent has not previously receavéiser Domain
Authorization meeting these criteria that is cutiyenalid, then the DRM Agent MUST abort the joiordain process if the
first User Domain Authorization includesdaDeviceAuthorizationRequired element.

The DEA MUST include a “DEA” User Domain Authorizat for which:
1. The <dadealD> identifies the DEA
2. The <entitylD> identifies the DRM Agent

3. TheUser Domain baselD of threuserDomainld> equalsser Domain baselDf the <userDomainld> from the
JoinUserDomainRequest

4. An <isDRM Agent> element is present.

5. If the <notBefore> element is present, the CurRM Time is later than the value of the <notBeferelement
6. If the <notAfter> element is present, the CurreRND Time is earlier than the value of the <notAftelement.
7. The <signaturexerification using the DEA’s public key is succegsf

The DRMAgent MUST check that such User Domain Atittadion is present. If no such User Domain Authation is
present, then the DRM Agent MUST abort the join domprocess.

The DEA SHOULD include the User Domain Authorizasoof all RI/LRMs that are currently authorizedcteate ROs for
the User Domain. These are required for the iradtalt of User Domain ROs, as specified in secti@n 8
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udk: This element contains the UDK for the User Doneinrypted by the SK. If Hash Chains are suppdsteboth the
Device and the DEA, only the UDK correspondinghe most recent User Domain generation SHOULD bledecl,
otherwise all UDKs for all User Domain generatidd ST be included (including their User Domain idéats as Id
attributes).

willUsehashChains. This element, if present, indicates that the D& use the hash chain mechanism of section 8¥s T
element MUST be omitted if the DRM Agent did nafliicate that it supports the hash chain mechanisimeidoin User
Domain Request.

signature: This element contains a MAC value over the mesagides the <signature> element itself. It isenaing the
negotiated algorithm and using the MK of the Reg€xinfor the DRM Agent.

6.3 Leave User Domain Protocol

The following figure illustrates the Join User Ddm&rotocol.

DRM Agent DEA

LeaveUserDomainTrigger

I
| LeaveUserDomainResponse

|<

LeaveUserDomainRequest >|
|
|

Figure 3 - Leave User Domain Protocol

6.3.1 Leave User Domain Trigger

A Leave User Domain Trigger is delivered to a DRIgeft to initiate the 2-pass Leave User Domain maitorhe message
MUST be a <gen:trigger> element as defined in ¢lewing XML schema fragment:

<element name="drmTrigger" type="gen:DrmTrigger"/>

A Leave User Domain Trigger message MUST be fordadis specified in the table below:
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element / attribute usage value
id 0] Default, as specified in [SCE-GEN]
type M “dmpLeaveUserDomain”
version M “1.0”
resiD M DEA ID
resAlias O Default, as specified in [SCE-GEN]
nonce M Default, as specified in [SCE-GEN]
reqURL M Default, as specified in [SCE-GEN]
body M Specified below
signature M Specified below

Table 5 — Leave User Domain Trigger Message Paranegs

The Leave User Domain Trigger contains a <bodymels that MUST have a <trginfo> child element whdbST have a
<dmpLeaveUserDomainTrginformation> element as aefiny the following XML schema fragment:

<element name="dmpLeaveUserDomainTrgInformation">
<complexType>
<sequence>
<element name="userDomainAlias" type="gen:String80" minOccurs="0"/>
<element name="userDomainID" type="dom:UserDomainldentifier"/>
<element name="devicelD" type="gen:ldentifier" minOccurs="0"/>
</sequence>
</complexType>
</element>

userDomainlD: This element identifies the User Domain, seeiceet.1.

userDomainAlias: This element contains a string value that SHAELLised by the DRM Agent whenever it refers to the
domain specified by <userDomainID> in a messadghddJser. The maximum length of this element SHAEL80 bytes.

devicel D: This element, if present, MUST be verified by ieM Agent as to whether the value of the <devicetBatches
its Device ID. If thedevicelD does not match, the DRM Agent MUST discard thgget.

signature: This element contains a MAC value over the triggesides the <signature> element itself. It is enasing the
negotiated algorithm and using the MK of the Reg€xinfor the DRM Agent.

Upon receipt of a Leave User Domain Trigger, theMDRgent MUST perform the default processing, ascHjsal in
[SCE-GEN] and if successful send a Leave User DorRaquest.

6.3.2 Leave User Domain Request

A Leave User Domain Request message is sent fioRM Agent to a DEA as the first message of the @gdaeave User
Domain protocol. The message MUST be a <dmplLeav@dseainRequest> element as defined in the followdiM
schema fragment:

<element name="dmpLeaveUserDomainRequest" type="gen:Request"/>

A Leave User Domain Request message MUST be foethat specified in the table below:
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element / attribute Usage value
triggerNonce 0] Default, as specified in [SCE-GEN]
reqiD M DRM Agent ID
resiD M DEA ID
nonce M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCEMNGE
reqglnfo M Specified below
signature M Specified below

Table 6 — Leave User Domain Request Message Paraerst

The Leave User Domain Request message MUSR coraaies)|Info> element which MUST contain a
<dmpLeaveUserDomainRequestinformation> elementéiset by the following XML schema fragment:

<element name="dmpLeaveUserDomainRequestinformation">
<complexType>
<sequence>
<element name="userDomainID" type="dom:UserDomainldentifier" />
</sequence>
<attribute name="notAMember" type="boolean" default="false"/>
</complexType>
</element>

userDomainlD: This element contains the identity of the Usenfain from which the Device is leaving. If the DRMyént
received a Leave User Domain Trigger, then theevafithis element MUST be equal to the <userDonsindlement
received in the Leave User Domain trigger (sea@eét.3.1).

notAMember: This element, if present, indicates that the DR#§&nt does not consider itself a member of thisrDsemain.
This could happen, for example, if the DRM Agemeatly has left the User Domain, but receives atrigger to leave it
(perhaps because the DEA never received the preltieave User Domain Request).

signature: This element contains a MAC value over the messagides the <signature> element itself. It isenaing the
negotiated algorithm and using the MK of the Reg€xirfor the DEA.

Upon receipt of a Leave User Domain Request, tha DEJST perform the default processing, as speciiirefBCE-GEN]
and MUST return a Leave User Domain Response.

6.3.3 Leave User Domain Response

A Leave User Domain Response message is sent fidEAat0 a DRM Agent as the last message of thesx-haave User
Domain protocol. The message MUST be a <dmplLeav@dserainResponse> element as defined in the follgyiML
schema fragment:

<element name="dmpLeaveUserDomainResponse" type="gen:Response"/>

If the processing of the Leave User Domain Reqgsastt successful, then the response MUST be feechas specified in
[SCE-GEN]. Otherwise the response MUST be formattthe table below:
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element / attribute Usage value
status M “Success”
reqiD M DRM Agent ID
resiD M DEA ID
nonce M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCEMNGE
resinfo M Specified below.
signature M Specified below

Table 7 — Leave User Domain Response Message Parteng

The Leave User Domain Response message MUST hereskmfo> which MUST have a
<dmpLeaveUserDomainResponselnformation> elemedéfased by the following XML schema fragment:

<element name="dmpLeaveUserDomainResponselnformation">
<complexType>

<sequence>
<element name="userDomainID" type="dom:UserDomainldentifier" />
</sequence>
</complexType>
</element>

userDomainlD: This element identifies the User Domain from vihilse DEA removed the DRM Agent. The User Domain
Generation part of the User Domain Identifier SHA¢ ignored.

signature: This element contains a MAC value over the messagides the <signature> element itself. It isenaing the
negotiated algorithm and using the MK of the Reg€xinfor the DRM Agent.

The DEA sends the Leave User Domain Responselafténg deleted the association of this DRM Agernth®User
Domain (i.e. updated the User Domain membershipsta
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7. The Rights Issuer — Domain Enforcement Agent
Protocol Suite (SCE-3-RDP)

The Rights Issuer — Domain Enforcement Agent Pat8aite (SCE-3-RDP) is the interface provided WyEA to RIs. This
interface provides the following functionality:

* RI-DEA Registration - used by RIs to register vatibEA
»  Getting User Domain Authorization - used by RIgéb authorization for a User Domain
» Dropping User Domain Authorization - used by Rlgltop authorization for a User Domain

Since DRM v2.x Devices support only DRM v2.x Donsaénd can not interact with a DEA by any definentquol, the
following protocols are also available to allow DRI.x Devices to take advantage of User Domains.

e Proxy Join User Domain - used by RIs to allow a\2evice to join a User Domain
» Proxy Leave User Domain - used by RIs allow a \@2exice to leave a User Domain

All the protocols of the SCE-3-RDP interface aroahvailable to LRMs via the SCE-5-LRMP interfageréplacing “RI”
with “LRM”.

7.1 RI-DEA Registration Protocol

The RI-DEA Registration Protocol is a complete sigginformation exchange and handshake betweeRtrend the DEA
and is generally only executed at first contact,rbay also be executed when there is a need taeiguaexchanged
security information. This protocol includes negtitin of protocol parameters and protocol versioyptographic
algorithms, exchange of certificate preferenceipapl exchange of certificates, mutual authenibcabf Rl and DEA, and
integrity protection of protocol messages.

Successful completion of the Registration protgesllts in the establishment of a DEA Context emRi containing DEA-
specific security related information such as agig®tocol parameters, protocol version, and ¢eatié preferences. A DEA
Context is necessary for execution of the othetogals in the SCE-3-RDP suite. Figure 4 depictstipass RI-DEA
Registration Protocol.
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DA/DEA RI

DA/DEA-Rp HeHoRequest

DA/DEA-RI HelloResponse

b .
A/DEA-RT ReglstrationRequest

DA/DEA-RI RegistrationResponse

| |

| |

| |

| |

| |
Figure 4 - The 4-pass RI-DEA Registration Protocol

7.1.1 RI-DEA Hello Request

The RI-DEA Hello Request message is sent from thie he DEA to initiate the 4-pass Registrationtprol. This message
expresses Rl information and preferences and MUsSfbimnatted as specified in [SCE-GEN].

Upon receipt of a RI-DEA Hello Request, the DEA MURerform the default processing, as specifiedGE-GEN] and
MUST return a RI-DEA Hello Response.

7.1.2 RI-DEA Hello Response

The RI-DEA Hello Response message is sent fronDt& to the Rl in response to a RI-DEA Hello Requasssage. The
message expresses DEA preferences and decisicat drashe values supplied by the Rl and MUST beé#tted as
specified in [SCE-GEN].

7.1.3  RI-DEA Registration Request

An RI sends the RI-DEA Registration Request mestageDEA to request registration with the DEA. Thessage is sent
as the third message in the 4-pass Registratidnqoband MUST be formatted as specified in [SCENGE
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7.1.4 RI-DEA Registration Response

The RI-DEA Registration Response message is semt tfine DEA to the Rl in response to a RI-DEA Regigin Request
message. This message completes the Registratitytpl, and if successful, enables the RI to estialsl DEA Context and
MUST be formatted as specified in [SCE-GEN]. Adutitally, the <resIinfo> element MUST include a
<rdpRegistrationResponselnfo> element as spedifjetie following XML schema fragment:

<element name="rdpRegistrationResponselnfo" >
<complexType>
<sequence>
<element name="resURL" type="anyURI"/>
<element name="encSa" type="base64Binary"/>
</sequence>
</complexType>
</element>

resURL: This element contains the URL that the Rl MUSHics&uture requests to the DEA. The value of thisreint MUST
be a URL according to [RFC2396], and MUST be arohits identifier.

encSa: This element contains an encrypted security &agoc (SA). The SA contains a symmetric key (reddrto as the
SK) for encrypting data between the Rl and DEA,catenated a Message Integrity Key (MK) for provigintegrity
protection. For the default algorithms, the SA aimg a 128-bit AES key followed by a 160-bit HMAEGHS1 key. The SA
is encrypted using the RI public key.

7.2 Get User Domain Authorization Protocol

The following figure illustrates the Get User Domaiuthorization Protocol:

RI DEA

Get User Domain Authorization Trigger

Get User Domain Authorization Request

Get User Domain Authorization Response

Figure 5 - Get User Domain Authorization Protocol

7.2.1  Get User Domain Authorization Trigger

A Get User Domain Authorization Trigger messagseist to an Rl from a DEA to initiate the 2-pass Gg¢r Domain
Authorization protocol. The message MUST be a <tgigger> element as defined by the following XMLhsma fragment:
<element ref="gen:trigger’/>

A Get User Domain Authorization Trigger MUST berfatted as specified in the table below:
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element / attribute usage value
id (0] Default, as specified in [SCE-GEN]
type M “rdpGetUserDomainAuthorization”
version M “1.0”
resiD M DEA ID
resAlias O Default, as specified in [SCE-GEN]
nonce 0] Default, as specified in [SCE-GEN]
reqURL M Default, as specified in [SCE-GEN]
body M Specified below
signature M Specified below

Table 8 - Get User Domain Authorization Trigger Mesage Parameters

The Get User Domain Authorization Trigger contansbody> element that MUST have a <trginfo> chlisheent which
MUST contain a <rdpGetUserDomainAuthorizationTrgimiation> as defined by the following XML schemagment:

<element name="rdpGetUserDomainAuthorizationTrginformation">
<complexType>
<sequence>
<element name="userDomainID" type="dom:UserDomainldentifier"/>
<element name="userDomainAlias" type="gen:String80" minOccurs="0"/>
</sequence>
</complexType>
</element>

userDomainlD: This element identifies the User Domain, seeiceet.1.

userDomainAlias: This element contains a string value that SHALUsed by the Rl whenever it refers to the domain
specified by <userDomainID> in a message to the.Use content of the <userDomainAlias> element EHAe saved in
the User Domain Context. The maximum length of éisnent SHALL be 80 bytes.

signature: This element contains a MAC value over the triggesides the <signature> element itself. It is enasing the
negotiated algorithm and using the MK of the Reqg€xirfor the RI.

Upon receipt of a Get User Domain Authorizatiorg@er, the RI MUST perform the default processingpecified in
[SCE-GEN] and if successful post a Get User DorAaithorization Request.

7.2.2  Get User Domain Authorization Request

The Get User Domain Authorization Request messagerit from the RI to the DEA to initiate the 2gp&et User Domain

Authorization protocol. The message MUST be a <ethSerDomainAuthorization> element as defined leyfthlowing
XML schema fragment:

<element name="rdpGetUserDomainAuthorization” type="gen:Request"/>

A Get User Domain Authorization Request MUST berfatted as specified in the table below:
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element / attribute usage value
triggerNone 0] Default, as specified in [SCE-GEN)]
reqiD M RI'ID
resiD M DEA ID
nonce M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCEMNGE
reqglnfo M Specified below
signature M Specified below

Table 9 - Get User Domain Authorization Request Mesage Parameters

The Get User Domain Authorization Request messagetams a <reginfo> element which MUST contain a
<rdpGetUserDomainAuthorizationRequestinformatioterreent as defined by the following XML schema fragn

<element name="rdpGetUserDomainAuthorizationRequestinformation">
<complexType >
<sequence>
<element name="userDomainID" type="dom:UserDomainldentifier" />
<element name="domainID" type="roap:Domainldentifier" minOccurs="0"/>
</sequence>
</complexType>
</element>

userDomainlD: This element contains the identification of theeDomain the Rl wants the User Domain Authorarafor.
This element MAY have domainiD attribute. This attribute, if present, indicatleattthe Rl wants to map the Domain
identified by the attribute’s value to the User Daom If this attribute is not present, then the DERIST not allow the
Proxy Join User Domain protocol for this User Domai

signature: This element contains a MAC value over the mes&agides the <signature> element itself. It isenaing the
negotiated algorithm and using the MK of the Reg€xirfor the DEA.

Upon receipt of a Get User Domain Authorization &esj and processing the message, the DEA MUSTnrat@et User
Domain Authorization Response.

7.2.3  Get User Domain Authorization Response

The Get User Domain Authorization Response messagent from the DEA to the RI as the last messdgiee 2-pass Get
User Domain Authorization Request protocol. A GeetJDomain Authorization Response message is atgdr®om a DEA
to an RI as the first message of the 1-pass GatDs@main Authorization protocol. The message MU&Tab
<dmpGetUserDomainAuthorizationResponse> elemedefised in the following XML schema fragment:

<element name="dmpGetUserDomainAuthorizationResponse" type="gen:Response"/>

If the processing of the Get User Domain Authoi@@aRequest message was not successful, thenghenge MUST be
formatted as specified in [SCE-GEN]. Otherwisersponse MUST be formatted per the table below:
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element / attribute usage value
status M "Success”
reqiD M RI'ID
resiD M DEA ID
nonce M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCEMNGE
resinfo M Specified below
signature M Specified below

Table 10 - Get User Domain Authorization Response bbsage Parameters

The Get User Domain Authorization Response medstdfeT have aresinfo> element which MUST have a
<rdpGetUserDomainAuthorizationResponselnformatielement as defined by the following XML schema fnamt:

<element name="rdpGetUserDomainAuthorizationResponselnformation">
<complexType >

<sequence>
<element name="daCertificateChain" type="gen:CertificateChain" minOccurs="0"/>

<element name="userDomainAuthorization" type="dom:UserDomainAuthorizationType"
maxOccurs="unbounded"/>

<element name="encUserDomainKeySet" type="base64Binary"/>
</sequence>
</complexType>
</element>

user User DomainAuthorization: This element contains a User Domain AuthorizatiSBeveral of these elements may be
included in the response.

The DEA MUST include a User Domain Authorizatiom $e¢hich:
1. The <dadealD> identifies the DA
2. The <entitylD> identifies the DEA

3. The User Domain baselD of the <userDomainID> equaks Domain baselD of the <userDomainID> from the
getUserDomainAuthorizationRequest.

4. An <isDea> element is present

5. If the <notBefore> element is present, the CurBRM Time is later than the value of the <notBeforelement
6. If the <notAfter> element is present, the CurreRNDTime is earlier than the value of the <notAftelement.
7. The <signaturexerification using the DA’s public key is succedsfu

The RI/LRM MUST check that such User Domain Authation is present. If no such User Domain Authdiizais present,
then the RI/LRM MUST abort the get user domain atigation process.

If the User Domain Authorization above includeda&i AuthorizationRequired element then the DEA MAY include a
second User Domain Authorization, for which:

1. The <dadealD> identifies the DA
2. The <entitylD> identifies the RI/LRM
3. The <dealD> identifies the DEA

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-SCE_DOM-V1_0-20110705-A Page 34 (65)

4. An <isRlorLRM> element is present.
5. If the <notBefore> element is present, the CurRM Time is later than the value of the <notBeferelement
6. If the <notAfter> element is present, the CurreRND Time is earlier than the value of the <notAftetement.
7. The <signatureerification using the DA’s public key is succedsfu

The RI/LRM MUST check that such second User Domaithorization is present if

a) the RI/LRM has not previously received a User Damfsuthorization meeting these criteria that is ently valid,
and

b) the first User Domain Authorization includeslaRi AuthorizationRequired element.

If such second User Domain Authorization is nospré and the RI/LRM has not previously receivedsarlDomain
Authorization meeting these criteria that is cutisewalid, then the RI/LRM MUST abort the get uslermain authorization
process if the first User Domain Authorization inbbs edaRi AuthorizationRequired element.

The DEA MUST include a “RI/LRM” User Domain Authagtion for which:
1. The <dadealD> identifies the DEA
2. The <entitylD> identified the RI/LRM
3. A <isRlorLRM> element is included.

4. The <signatureerification using the DEA'’s public key is succassf
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This User Domain Authorization is required for thstallation of User Domain ROSs, as specified ictise 4.2. The
RI/LRM will pass this on to DRM Agents in the RC&ee section 8.1.

encUser DomainKeySet: This element contains an encrypted set of keythi® User Domain. The set of keys are encrypted

using the negotiated algorithm and using the SkefReqContext for the RI. The plaintext keys asctibed in the

following table.

Key Description
Kmac A MAC key used by the RI when delivering a Usemizon RO.
Krex A REK used by the RI when delivering a User Donf.

AES-WRAP(UDK, Kyac|Krex)

The AES-WRAP, using the UDK, of the concatenattdbiMAC and KREK. Used by
the Rl when delivering a User Domain RO.

K MAC-Leave

A MAC key used by the RI when a Device is leaving User Domain.

AES-WRAP(UDK, Kyac-Leave

The AES-WRAP, using the UDK, of KMAC-Leave. Useglthe RI when a Device is
leaving the User Domain.

signature: This element contains a MAC value over the mesegides the <signature> element itself. It isenaing the
negotiated algorithm and using the MK of the Reg€rinfor the RI.
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7.3 Drop User Domain Authorization Protocol

The following figure illustrates the Drop User Dam&uthorization Protocol:

RI DEA

« Drop User Domain Authorization Trigger

Drop User Domain Authorization Request

< Drop User Domain Authorization Response

Figure 6 - Drop User Domain Authorization Protocol

7.3.1  Drop User Domain Authorization Trigger

A Drop User Domain Authorization Trigger messagsdst to a Rl to initiate the 2-pass Drop User Diondauthorization
protocol. The root element of the message MUST bgem:trigger element as defined in the following XML schema

fragment:
<element name="drmTrigger" type="gen:DrmTrigger"/>

A Drop User Domain Authorization Trigger message $Mbe formatted as specified in the following table

element / attribute usage value
id 0] Default, as specified in [SCE-GEN]
type M “rdpDropUserDomainAuthorization”
version M “1.0”
resiD M DEA ID
resAlias O Default, as specified in [SCE-GEN]
nonce 0] Default, as specified in [SCE-GEN]
reqURL M Default, as specified in [SCE-GEN]
body M Specified below
signature 0] Specified below

Table 11 — Drop User Domain Authorization Trigger Message Parameters

The Drop User Domain Authorization Trigger conta@nsbody> element that MUST have a <trginfo> chkileiment which

MUST have a <rdpDropUserDomainAuthorizationTrglmi@tion> element as defined by the following XML sota
fragment:

<element name="rdpDropUserDomainAuthorizationTrglnformation">
<complexType>
<sequence>

<element name="userDomainID" type="dom:UserDomainldentifier"/>
<element name="userDomainAlias" type="gen:String80" minOccurs="0"/>
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</sequence>
</complexType>
</element>

userDomainlD: This element identifies the User Domain to drsge section 4.1.
userDomainAlias: This element, if present, contains a string vahat SHALL be used by the RI whenever it referthi®

domain specified by <userDomainID> in a messadghadJser. The content of the <userDomainAlias> elen$HALL be
saved in the User Domain Context. The maximum tenfithis element SHALL be 80 bytes.

signature: This element contains a MAC value over the triggesides the <signature> element itself. It is enasing the
negotiated algorithm and using the MK of the Reg€xirfor the RI.

In the case that an RI receives an rdpDropDomaggjen, the RI SHALL check the authorization stattihe Rl and then
SHALL send the rdpDropDomainRequest to the DEA.
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7.3.2  Drop User Domain Authorization Request

The Drop User Domain Authorization Request mesgagent from a Rl to a DEA as the first messaghef2-pass Drop
User Domain Authorization protocol. The message M8 a <rdpDropUserDomainAuthorizationRequest> elanas
defined in the following XML schema fragment:

<element name="rdpDropUserDomainAuthorizationRequest" type="gen:Request"/>

A Drop User Domain Authorization Request messageSWbe formatted as specified in the table below:

element / attribute usage value
triggerNonce (0] Default, as specified in [SCE-GEN]
reqiD M RI'ID
resiD M DEAID
nonce M Default, as specified in [SCE-GEN]
certificateChain (0] Default, as specified in [SCENGE
reqinfo M Specified below.
signature M Specified below

Table 12 - Drop User Domain Authorization Request Mssage Parameters

The Drop User Domain Authorization Request messagéains a <reqlnfo> element which MUST have a
<rdpDropUserDomainAuthorizationRequesinformatiofenent as defined by the following XML schema framgr

<element name="rdpDropUserDomainAuthorizationRequesinformation">
<complexType >
<sequence>
<element name="userDomainID" type="dom:UserDomainldentifier" maxOccurs="unbounded"/>
</sequence>
<attribute name="notAuthorized" type="boolean" default="false"/>
</complexType>
</element>

userDomainID: If the RI received a Drop User Domain AuthoripatiTrigger, then the value of the <userDomainID>
element MUST be equal to the <userDomainlD> reakimehe trigger. Otherwise, the value containslihef the User
Domain the RI wishes to drop its authorization for.

notAuthorized: This element, if present, indicates that the &dsinot have a User Domain Authorization for therUs
Domain. This could happen, for example, if the Réady has dropped the authorization for a User &aorhut receives a
new trigger to drop the authorization (perhaps bsedahe DEA never received the previous Drop Usen&in
Authorization Request or the authorization of thén&s already expired).

signature: This element contains a MAC value over the mes&agides the <signature> element itself. It isenaing the
negotiated algorithm and using the MK of the Reg€xirfor the DEA.

Prior to sending a Drop User Domain AuthorizaticegRest message, the Rl MUST disable the abiligreate any ROs for
the User Domain.

7.3.3  Drop User Domain Authorization Response

If the DEA receives a valid Drop User Domain Auilzation Request message, then the DEA MUST updtate t
authorization status of the RI/LRM and send theddser Domain Authorization Response message tRIth&M.

The Drop User Domain Authorization Response mesisagent from the DEA to the RI/LRM as the last szgge of the 2-
pass Drop User Domain Authorization protocol. A Ptdser Domain Authorization Response messageadssaist from a
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DEA to an RI/LRM as the first message of the 1-gass User Domain Authorization protocol. The meggsMUST be a
<rdpDropUserDomainAuthorizationResponse> elementefised in the following XML schema fragment:

<element name="rdpGetUserDomainAuthorizationResponse" type="gen:Response"/>

If the processing of the Drop User Domain Authditza Request message was not successful, theespense MUST be
formatted as specified in [SCE-GEN]. Otherwisersponse MUST be formatted per the table below:

element / attribute usage value
status M “Success”
reqlD M RI/LRM's ID
resiD M DEA ID
nonce M Default, as specified in [SCE-GEN]
certificateChain (0] Default, as specified in [SCENGE
resinfo M Specified below.
signature M Specified below

Table 13 - Drop User Domain Response Message Paraers

The Drop User Domain Authorization Response meskHg8T have aresinfo> element which MUST have a
<rdpDropUserDomainAuthorizationResponselnformatietement as defined by the following XML schemayfreent:

<element name="rdpDropUserDomainAuthorizationResponselnformation">
<complexType >
<sequence>
<element name="userDomainID" type="dom:UserDomainldentifier"/>
</sequence>
</complexType>
</element>

userDomainlD: This element identifies the User Domain for whibk RI/LRM is dropping its User Domain Authorizati

signature: This element contains a MAC value over the maes&egides the <signature> element itself. It isenaging the
negotiated algorithm and using the MK of the Reg€xirfor the RI/LRM.

After receiving a valid Drop User Domain Authoriat Response message with "Success" as the sta¢u’]/LRM MUST
delete the corresponding User Domain Context.

If the value of the <status> element within a v@dicbp User Domain Authorization Response messagetisSuccess”, the
RI/LRM MUST re-enable the functionality to creat®®&for the User Domain.
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7.4  Proxy Join User Domain Protocol

By an RI serving as a proxy, a v2.x DRM Agent aadliriectly join a User Domain as illustrated in Figu.

The v2.x DRM Agent sends the RIainDomainRequestmessage ([DRM-DRM-v2.1]) to convey the informatedout the
target Domain that it will join. When the RI detén®s that the target Domain is a User Domain,ritlseéhe DEA a
rdpProxyJoinUserDomainRequestmessage to forward the v2.x DRM Agent’s requeshadi€ated by the preceding
JoinDomainRequestmessage. After processing tlipProxyJoinUserDomainRequestmessage, the DEA returns a
rdpProxyJoinUserDomainResponsdo the RI to convey its reaction to the requestl the Rl subsequently returns a
JoinDomainResponseo the v2.x DRM Agent to forward the reaction icatied by preceding
rdpProxyJoinUserDomainResponse

DRM2.x Device RI DA/DEA

]
|
! JoinDomainRequest

L ProxyJoinUserDomainRequest

/

/
\y
G

ProxyJoinUserDomainRespons

JoinDomainResponse— —
7

—_

<
I
I

Figure 7 - v2.x DRM Agent indirectly joins a User main
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7.4.1  Proxy Join User Domain Request

The Proxy Join User Domain Request message ifreemia Rl to a DEA as the first message of the &groxy Join User
Domain protocol. The message MUST be a <rdpProryJegrDomainRequest> element as defined in thevialigp XML
schema fragment:

<element name=" rdpProxyJoinUserDomainRequest " type="gen:Request"/>

A Proxy Join User Domain Request message MUST tmedtted as specified in the table below:

element / attribute usage value
reqiD M RI'ID
resiD M DEA ID
nonce M Default, as specified in [SCE-GEN]
reqglnfo M Specified below
signature M Specified below

Table 14 - Proxy Join User Domain Request Messagammeters

The Proxy Join User Domain Request message corgainsglnfo> element which MUST have a
<rdpProxyJoinUserDomainRequestinformation> elenasrdefined by the following XML schema fragment:

<element name="rdpProxyJoinUserDomainRequestinformation">
<complexType >
<sequence>
<element name="joinDomainRequest" type="base64Binary"/>
<element name="deviceCertificateChain" type="gen:CertificateChain" minOccurs="0"/>
</sequence>
</complexType>
</element>

joinDomainRequest: this element contains the joinDomainRequest ngesaa received by the RI from the DRM Agent.

deviceCertificateChain: this element, if present, contains the certifioghain for the Device. If the joinDomainRequest
message does not include the <certificateChaind, filbis element MUST be present. The value of the
<deviceCertificateChain> element SHALL be a cegéife chain including the Device's certificate. Thain SHALL not
include the root certificate. The Device certifedUST come first in the list. Each following céidate MUST directly
certify the one preceding it.

signature: This element contains a MAC value over the mesagides the <signature> element itself. It isenaing the
negotiated algorithm and using the MK of the Reg€xtrfor the DEA.

After reception of the Proxy Join User Domain Rexjumessage, the DEA MUST perform the default preings as
specified in [SCE-GEN], and MUST execute the folilogvprocedure:

» Verify the validity of the Device's certificate dhaThis certificate chain is contained in eithiee t
<certificateChain> element in the <joinDomainReduedement, or in the <deviceCertificateChain> edairin the
<ProxyJoinUserDomainRequest> message. The cetéfadwin validation includes verification of theoeation
status. If the certificate chain validation failse DEA MUST send to the Rl a Proxy Join User DanRé&sponse
message with thgatus attribute set to "InvalidCertificateChain".

* The DEA MUST check that the Device certificate urd#s theoma- kp- dr mAgent -keypurpose, but does NOT

include theoma- kp- sceDr mAgent -keypurpose. If this check fails, the DEA MUST déa the Rl a Proxy Join
User Domain Response message withsthieis attribute set to "InvalidCertificateChain"”.
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« Verify the signature in the <signature> elemerthim <joinDomainRequest> element. If the signatumefication

fails, the DEA MUST send the RI a Proxy Join Usemain Response message with dtatus attribute set to
"SignatureError".

* If the <roap:domainID> in the joinDomainRequestiiknown to the DEA, the DEA MUST send to the Rirexy
Join User Domain Response message witlstties attribute set to "InvalidDomain".

+ If the DRM Agent cannot be joined to the User Damiagécause the User Domain has already reachedakienomm
number of Devices, the DEA MUST send to the Rl@xirJoin User Domain Response message witlstétes
attribute set to "DomainFull". Note: a DRM Agent MU only be counted once against the maximum numifber
Devices in a User Domain, no matter how many tithappears in a Proxy Join User Domain Request agess

» If the DEA wants to reject the DRM Agent joiningetldser Domain for any other reason than the or¢sdstbove,
the DEA MUST send to the RI a ProxyJoinUserDomasp®ase message with thtatus attribute set to
"DomainAccessDenied".

When the DEA allows the DRM Agent to join the UBgmain, it MUST return a Proxy Join User Domain passe
message to the RI to convey the User Domain Infamancluding the Domain Keys and the lifetimetioé Domain. The
DEA SHOULD record the association of the DRM Agant the User Domain and the RI.

7.4.2  Proxy Join User Domain Response

The Proxy Join User Domain Response message isreanthe DEA to the RI as the last message oPtpass Proxy Join

User Domain Request protocol. The message MUST<rd@ProxyJoinUserDomainResponse> element as dkifinene
following XML schema fragment:

<element name="rdpProxyJoinUserDomainResponse" type="gen:Response"/>

If the processing of the Proxy Join User Domain lest) message was not successful, then the reshiiyS€ be formatted
as specified in [SCE-GEN]. Otherwise the respon&ksW be formatted per the table below:

element / attribute usage value
status M “Success”
reqiD M RI'ID
resiD M DEAID
nonce M Default, as specified in [SCE-GEN]
resinfo M Specified below
signature M Specified below

Table 15 - Proxy Join User Domain Response Messagarameters

The Proxy Join User Domain Response message MUE dwaesinfo> element which MUST have a
<rdpProxyJoinUserDomainResponselnformation> eleragmefined by the following XML schema fragment:

<element name="rdpProxyJoinUserDomainResponselnformation">
<complexType >
<sequence>
<element name="domainInfo" type= "roap:Domaininfo" minOccurs="0"/>
<element name="devicelD" type="gen:ldentifier" minOccurs="0"/>
</sequence>
<attribute name="hashChainSupport" type="boolean" default="false"/>
</complexType>
</element>

domaininfo: this element contains is described below in eecti.4.1.1.
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devicel D: this element contains the ID of the v2.x Devioepied from the Proxy Join User Domain Request.

hashChainSupport: this element, if present, indicates that the DA use the hash chain mechanism (see
[DRM-DRM-v2.1]) for managing the UDK of the User Bxain. This element MUST only be present if the
<joinDomainRequest> element> of the Proxy Join UB@main Request message contains the “Hash Chaipo8ti
extension (see [DRM-DRM-v2.1]).

signature: this element contains a MAC value over the mes&mgides the <signature> element itself. It isensing the
negotiated algorithm and using the MK of the Reg€xirfor the RI.

74.1.1 <domaininfo> Element

The <domaininfo> element is defined in [DRM-DRM-%Pand contains the following child elements: <nibef> and
<domainKey>. These are described below.

notAfter: this element expresses, in UTC, the expiry tifine User Domain Context. The value "Infinite" icates infinite
lifetime of the User Domain Context.

domainKey: this element contains the following child elengertencKey>, <rilD> and <mac>. These are descrijzadw.

encKey: this element contains a MAC keyyke, and the UDK associated with the current genanaifthe User Domain,
and the RI over which the Proxy Join User Domaitqmol is performed. The keys are wrapped as dpddii the Key
management of [DRM-DRM-v2.1], where;Ks replaced by the UDK. The value of the <encKelement's "Id" attribute
MUST be equal to the value of the <domainID> eleniethe <joinUserDomainRequest> element in the
ProxyJoinUserDomainRequest message, save for thr@addGeneration part. If the DRM Agent does notuphash
chains or the DEA does not use hash chains, thé&fDdds for all User Domain Generations MUST be ud#d (including
their domain identifiers as Id attributes). If DEA uses Hash Chains and the DRM Agent supports i@&sins, only the
UDK associated with the latest generation MUSTrwmtuided. The child of the <ds:Keylnfo> element dlesthe <encKey>
element SHALL be the <roap:X509SPKIHash> elemelaniifying the public key of the DRM Agent throutite hash of
thesubj ect Publ i cKeyl nf o in its certificate.

rilD: this element MUST contain the same value as thgl®> element in the Proxy Join User Domain Refjmessage.

mac: this element provides key confirmation via a MACtbe canonical version according to [DRM-DRM-v2ofthe
<domainKey> element (excluding the <mac> elemesetft using the MAC ke¥Xyuac Wrapped in the <encKey> element.
The MAC algorithm to use is defined by the DEA.

7.4.1.2 Sending JoinDomainResponse

When receiving a Proxy Join User Domain Responssage, the RI MUST verify the included signatuf¢hé signature
verification fails, the RI MUST send a ROAP-JoinDaimResponse message with only the <status> fiditghwis set to
"DomainAccessDenied". If thaatus attribute in the Proxy Join User Domain Responeegage contains "Success", and the
signature verification did not fail, the Rl MUSTiuen a ROAP-JoinDomainResponse to the v2.x DRM Ageigonvey the
User Domain information in the ProxyJoinUserDomasponse message. The ROAP-JoinDomainResponse messag
defined in [DRM-DRM-v2.1] contains the followingelds;

status: this value of this attribute MUST be "Success".

devicel D: this element MUST contain the same value as tlevicelD> field in the Proxy Join User Domain Reasg®
message.

rilD: this element MUST contain the RI ID from the siagdRI.
nonce: this element MUST contain the same value as tlumee> field in the ROAP-JoinDomainRequest message.

domaininfo: this element MUST contain the same value as ttem=ininfo> element in the associated Proxy JoierUs
Domain Response message.

certificateChain: this element MUST be present unless a preceddgfRJoinDomainRequest message contained the Peer
Key Identifier extension, the extension was nobigm by the RI, and its value identified the Rusrent key. When present,
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the value of &Lertificate Chain element SHALL be as described for tbertificate Chain element of the ROAP-
RegistrationResponse message (see [DRM-DRM-v2.1]).

ocspResponse: this element MAY be present. When present, it EHAontain a complete set of valid OCSP responges f
the RI's certificate chain. This element will naet $ent if the DRM Agent sent the extension "No O®&Bponse" in the
preceding JoinDomainRequest (and the RI did nairigthat extension).

extensions: if the Proxy Join Request Response message oedtai <hashChainSupport> element (as a child eleofi¢me
<resInfo> element), then the RI must add the “Hakhin Support” extension (see [DRM-DRM-v2.1]).

signature: this element MUST contain the RI signature os thessage. The signature is calculated as defined i
[DRM-DRM-v2.1].

If the <status> field in the ProxyJoinUserDomainiesse does not contain "Success", but the signaguifécation over the
ProxyJoinUserDomainResponse did not fail, the JseatDomainResponse message SHALL only contain ttauss field,
which MUST contain the same value as the <statightt ih the associated ProxyJoinUserDomainResporessage.
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7.5 Proxy Leave User Domain Protocol

A v2.x DRM Agent can indirectly leave via the RUaer Domain as indicated by Figure 8. When the {RM Agent
performs this procedure, the DEA deletes the aationi of this DRM Agent to the User Domain. Howewer2.x DRM
Agent may have been joined to this User Domaimidtiple Rls. Therefore, after successfully procegs
rdpProxyLeaveUserDomainRequestthe DEA MUST send ardpProxylLeaveUserDomain Triggerto all RIs that have a
valid context for this User Domain related to thisx DRM Agent. See section 7.6 for more detailse DEA SHALL NOT
allow the v2.x DRM Agent to join the User Domaimny Rl as long as it has not performed the Pt@aye User Domain
protocol with the v2.x DRM Agent over all Rls fohieh the v2.x DRM Agent still has a Domain contagsociated with
this User Domain.

To request leaving a Domain, the v2.x DRM Agentdsethe Rl d.eaveDomainRequestnessage to convey the information
about the target Domain that it will leave. Whea RI determines that the target Domain is a Usend@n, it sends the

DEA ardpProxyLeaveUserDomainRequestnessage to forward the v2.x DRM Agent requeshdisated by the preceding
LeaveDomainRequesessage. After processing tlipProxyLeaveUserDomainRequestnessage, the DEA returns a
rdpProxyLeaveUserDomainResponséo the RI to convey its reaction to the requebe RI subsequently returns a
LeaveDomainRespons#o the v2.x DRM Agent to forward the reaction icatied by preceding
rdpProxyLeaveUserDomainResponse

For more detail of this procedure, please refehéofollowing two sections. Please note, lleaveDomainRequesand
LeaveDomainResponsenessages have been described in [DRM-DRM-v2.1].

DRM2.x Device RI DA/DEA

L LeaveDomainRequest

L ProxyLeaveUserDomainRequest

ProxyLeaveUserDomainRespons

—_

. ——

LeaveDomainResponse— — —
- |
|
|
|
|
|

T
|
|
|

Figure 8 - v2.x DRM Agent indirectly and partially leaves a User Domain

7.5.1 Proxy Leave User Domain Request

The Proxy Leave User Domain Request message ifreemts Rl to a DEA as the first message of thesgProxy Leave
User Domain protocol. The message MUST be a <rdgReaveUserDomainRequest> element as defined ifotloaving
XML schema fragment:

<element name="rdpProxyLeaveUserDomainRequest " type="gen:Request"/>

A Proxy Leave User Domain Request message MUSBroeatted as specified in the table below:
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element / attribute Usage value
reqiD M RI'ID
resiD M DEAID
nonce M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCEMNGE
reqinfo M Specified below
signature M Specified below

Table 16 - Proxy Leave User Domain Request MessaBarameters

The Proxy Leave User Domain Request message cergaireqinfo> element which MUST have a
<rdpProxyLeaveUserDomainRequestinformation> elerasridefined by the following XML schema fragment:

<element name="rdpProxyLeaveUserDomainRequestinformation">
<complexType>
<sequence>
<element name="leaveDomainRequest" type="base64Binary"/>
<element name="deviceCertificateChain" type=" roap:CertificateChain " minOccurs="0"/>
</sequence>
</complexType>
</element>

leaveDomainRequest: this field MUST contain the leaveDomainRequesssage as received by the RI from the DRM
Agent.

deviceCertificateChain: if the leaveDomainRequest message does not iathal<certificateChain> field, this parameter
MUST be present. The value of the <deviceCertifi€tain> parameter SHALL be a certificate chainudirig the Device's
certificate. The chain SHALL not include the roettificate. The Device certificate MUST come finstthe list. Each
following certificate MUST directly certify the on@eceding it.

signature: This element contains a MAC value over the mesagides the <signature> element itself. It isenaing the
negotiated algorithm and using the MK of the Red€xirfor the DEA.

After reception of the Proxy Leave User Domain Rejumessage, the DEA MUST perform the default msing, as
specified in [SCE-GEN], and MUST perform the follogy checks:

» Verify the validity of the Device's certificate dhaThis certificate chain is contained in eithiee t
<certificateChain> element in the <leaveDomainRstrielement, or in the <deviceCertificateChain>radat in
the Proxy Leave User Domain Request message. Ttificege chain validation includes verification thfe
revocation status. If the certificate chain validatfails, the DEA MUST send to the Rl a Proxy Ledyser Domain
Response message with satus attribute set to "InvalidCertificateChain".

« The DEA MUST check that the Device certificate ud#s theoma- kp- dr mAgent -keypurpose, but does NOT
include theoma- kp- sceDr mAgent -keypurpose. If this check fails, the DEA MUST dea the Rl a Proxy
Leave User Domain Response message witktéas attribute set to "InvalidCertificateChain".

«  Verify the signature in the <signature> elemerthim <leaveDomainRequest> element. If the signateridication
fails, the DEA MUST send the RI a ProxyLeaveDomagpbonse message with status attribute set to
"SignatureError".

» If the UserDomainldentifier is unknown to the DBEAe DEA MUST send to the Rl a Proxy Leave User Dioma
Response message withtus attribute set to "InvalidDomain".

When the DEA allows the DRM Agent to leave the U3emain, it MUST return a Proxy Leave User Domaesponse
message to the RI to convey its reaction to thaesi) Before sending the Proxy Leave User Domasp&ese message the
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DEA MUST delete the association of this DRM Agemthie User Domain if the DRM Agent is NOT assodatéth
another RI for the same User Domain.

7.5.2  Proxy Leave User Domain Response

The Proxy Leave User Domain Response messagetifaenthe DEA to the RI as the last message oRtpass Proxy
Leave User Domain Request protocol. The messageTMigSa <rdpProxyLeaveUserDomainResponse> elemetdfamed
in the following XML schema fragment:

<element name="rdpProxyLeaveUserDomainResponse" type="gen:Response"/>

If the processing of the Proxy Leave User DomaiguRst message was not successful, then the resigt/iSe€ be
formatted as specified in [SCE-GEN]. Otherwiserggponse MUST be formatted per the table below:

element / attribute Usage value
status M “Success”
reqiD M RI'ID
resiD M DEAID
nonce M Default, as specified in [SCE-GEN]
certificateChain (0] Default, as specified in [SCENGE
resinfo M Specified below
signature M Specified below

Table 17 - Proxy Leave User Domain Response Mess&grameters

The Proxy Join User Domain Response message MU& dwaesInfo> element which MUST have a
<rdpProxyLeaveUserDomainResponselnformation> el¢m&efined by the following XML schema fragment:

<element name="rdpProxyLeaveUserDomainResponselnformation">
<complexType>
<sequence>
<element name="userDomainID" type="roap:Domainldentifier"/>
<element name="devicelD" type="roap:ldentifier"/>
</sequence>
</complexType>
</element>

userDomainID: This element contains the identifier of the Usemain being dropped.
devicel D: This element contains the ID of the v2.x Devicepping from the User Domain.

signature: this element contains a MAC value over the messmgides the <signature> element itself. It isengging the
negotiated algorithm and using the MK of the Reqg€rinfor the RI.

7.5.2.1 Sending LeaveDomainResponse

When receiving a Proxy Leave User Domain Resporessage, the RI MUST verify the included signatifrthe signature
verification fails, the RI MUST discard the messagthout further processing.

After receiving a valid Proxy Leave User Domain Rasse, the RI MUST return a ROAP-LeaveDomainResptmshe
v2.x DRM Agent to forward the reaction from the DEA

If the signature verification was successful, theameters in the Proxy Leave User Domain Resporssage SHALL be
set to the following values:
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status: this field MUST contain the same value asdtaus attribute in the associated Proxy Leave User DarRa&sponse
message.

nonce: this field MUST contain the same value as thence® field in the LeaveDomainRequest message.

domainldentifier: this field MUST contain the same value asBfwenain Identifier in the Leave Domain Request message.
This MUST match the value of tldemainI D attribute of theiserDomainID element in the Get User Domain Authorization
Request messages corresponding to this User Daraant by the RI.

extensions: there are currently no extensions defined.

7.5.2.2 Sending LeaveDomainResponse

When receiving a Proxy Leave User Domain Resporessage, the RI MUST return a ROAP-LeaveDomainResptmthe
v2.x DRM Agent to forward the reaction from the DEA

If the <status> field in the Proxy Leave User DomBesponse does not contain "Success", the LeavaiDBesponse
message SHALL only contain the <status> field, WHWUST be set to the same value as the <statukbifiehe associated
Proxy Leave User Domain Response message.

When receiving a Proxy Leave User Domain Respamdading the <status> field set to "Success", th#MRBST verify the
included DEA signature. If the signature verifioatifails, the Rl MUST send a ROAP LeaveDomainRespanessage
including only the <status> field, which MUST be s&&"DomainAccessDenied". If the signature vesfion was
successful, the parameters in the Proxy Leave Dgprain Response message SHALL be set to the follpwalue:

status this field MUST contain the value "Success".
nonce this field MUST contain the same value as thencee field in the LeaveDomainRequest message.

domainldentifier: this field MUST contain the same value as theetDemainldentifier> field in the preceding Proxy
Leave User Domain Response message.

extensions there are currently no extensions defined.

7.6 DEA Indirectly Triggers a v2.x DRM Agentto Lea ve a User
Domain

A DEA can indirectly trigger a v2.x DRM Agent toalee a User Domain as indicated by Figure 9.

The DEA sends a Proxy Leave User Domain Triggersags to the RI, so that the Rl knows to triggerciWidRM Agent to
leave which User Domain. After some necessary gooa the trigger, the RI subsequently sends a RG»&aRe Domain
Trigger to the v2.x DRM Agent. Then the v2.x DRM&g conducts a procedure as indicated by [DRM-DRME:Mto leave
indirectly the target User Domain.
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Figure 9 - DEA indirectly triggers v2.x DRM Agent leave a User Domain

7.6.1

The trigger message MUST be a <gen:trigger> elemniefined by the following XML schema fragment:

<element name="drmTrigger" type="gen:DrmTrigger"/>

Proxy Leave User Domain Trigger

A Proxy Leave User Domain Trigger MUST be formattsdspecified in the table below:
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Proxy Leave User Domain Trigger

element / attribute usage value
id 0] Default, as specified in [SCE-GEN]
type M “rdpProxyLeaveUserDomain”
version M “1.0”
resiD M DEA ID
resAlias O Default, as specified in [SCE-GEN]
nonce M Default, as specified in [SCE-GEN]
reqURL M Default, as specified in [SCE-GEN]
body M Specified below
signature M Specified below

Table 18: Proxy Leave User Domain Trigger

The Proxy Leave User Domain Trigger contains a ¥balement that MUST have a <trginfo> child eleme&hich MUST
have a <rdpProxyLeaveUserDomainTrgIinformation> eletas defined by the following XML schema fragment

<element name="rdpProxyLeaveUserDomainTrglnformation">
<complexType>
<sequence>
<element name="domainID" type= "dom:UserDomainldentifier"/>
<element name="devicelD" type="roap:Identifier" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>

domainlD: This element identifies the User Domain, seeieeet. 1.
devicel D: this element contains the Device ID of the v2eviBe that is to leave the User Domain.

signature: this element contains a MAC value over the messmgides the <signature> element itself. It isengging the
negotiated algorithm and using the MK of the Reqg€xirfor the RI.

7.6.2 Sending ROAP Leave Domain Trigger

Upon reception of a Proxy Leave User Domain Triggem the DEA, the RI subsequently sends a ROAR/&&zomain
Trigger or ROAP Extended Leave Domain Trigger (&RM-DRM-v2.1]) to the v2.x DRM Agent indicated lilge
<devicelD> element in the Proxy Leave User Domaigder to trigger the v2.x DRM Agent to leave theririn indicated
by the <domainID> element in the Proxy Leave Usemin Trigger. When the v2.x DRM Agent receivesR@AP Leave
Domain Trigger or ROAP Extended Leave Domain Triggendirectly leaves the target User Domain jpscified in
[DRM-DRM-v2.1]
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8. User Domain RO Processing

8.1 User Domain RO format

A User Domain RO is formatted as a <protectedR@meht as specified in [DRM-DRM-v2.1] and more sfeally as a
domainRO. This means that the <ro> element in firetectedRO> element SHALL contain the <encKeyxnget, which
SHALL have a child <ds:Keylnfo> element, which SHAhave a child <roap:domainiDelement. Also the “domainRO"-
attribute SHALL be present and set to “true”.

When the RI/LRM executed the Get User Domain Augation protocol, it RI/LRM has chosen a value thoe
<roap:domainlD> element in the <protectedRO> asifipd in [DRM-DRM-v2.1]. Note that this value i®hequal to the
value of the <dom:userDomainld> element that igivad from the DEA as part of the Get User Domairth&rization
protocol (see section 7.2). A v 2.x DRM Agent tiinitiates the [DRM-DRM-v2.1] joinDomainProtocopan receipt of the
User Domain RO , will use the <roap:domainIiD> elatria the <protectedRO> in the joinDomainReque#t bathis case,
the RI will need to use this identifier to determiwhich UserDomain the [DRM-DRM-v2.1] Agents regise® join and
subsequently execute the Proxy Join User Domaito@wb(section 7.4) with the DEA that managed thé®r Domain.

To show that the Rl or LRM is authorized to cre@teimport) ROs for the User Domain, the RI/LRM MU$clude a
<party> element in the <agreement> element. Thetypalement MUST contain a <context> element wvaith
<userDomainAuthorization> element (see [SCE-RELfe <userDomainAuthorization> MUST equal the “RIMR
<userDomainAuthorization> element that was signethk DEA and received via the Get User Domain Arigation
protocol (see section 7.2).

8.2 Installing a User Domain RO that is received fr om an RI

To render the protected media objects inside a DE@MRM Agent MUST install the associated User DionfRO. To
install a User Domain RO that is received from arfdet-of-band or using ROAP), the DRM Agents MU8Xecute the
following procedure:

e The DRM Agent MUST ensure that it is a valid memdiethe User Domain to which the User Domain RO is
bound, as specified in 8.2.1

e The DRM Agent MUST ensure that the User Domain R@aiid, as specified in 8.2.2

e The DRM Agent SHOULD perform the post-processingecified in 8.2.3.

8.2.1 Ensuring User Domain membership

To ensure that the DRM Agent is a member of the Deenain to which the User Domain RO is bound gieds to
determine if it has a valid DEA Context with the ®Ehat manages the User Domain. The DRM Agent Md8mpare the
value of the User Domains R@&dadeal>> element (child of <userDomainAuthorization> elemienthe <party> element)
with the DEA Identifiers in all valid DEA Contexttored in the DRM Agent. If the value of the <dd@lzaelement does not
match that of a DEA Identifier in a valid DEA Cortgthe DRM Agent SHALL NOT install the User DomdR®O. In this
case the DRM Agent MAY keep the User Domain RO MiAd send an HTTP GET to the URL specified in the
<dadeaURL> element in the <userDomainAuthorizatichrsHTTP GET on this URL SHOULD return either a
JoinUserDomain Trigger or a (X)HTML page that stah interaction with the User which may eventulalad to a
JoinUserDomain Trigger. It should be noted thahimevent that a JoinUserDomain Trigger is retuenedithe DRM Agent
does not have a valid DEA context then the DRM A@ébST automatically register with the DEA prior $ending a
JoinUserDomainRequest message.

Next, the DRM Agent MUST compare the <userDomaingtbment within the User Domain RO with the Useniamn
identifiers for any valid User Domain Contexts alitg established with the DEA, as identified by ¢dadeald> element.
There are four possible outcomes of this comparison
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1. The <userDomainld> element matches a User Domaintifier in a valid User Domain Context alreadyaddished
with the DEA. The DRM Agent MAY install the User Brain RO, provided that verification of User DOm&©
validity as specified in section 8.2.2 concludescegsfully.

2. The User Domain baselD of the <userDomainld> eléemmiches the User Domain baselD of a stored User
Domain identifier in a valid User Domain Contexteady established with the DEA, but the User Domain
Generation of the RO is greater than the User Dor@aneration of the stored User Domain ID. The DRjént
MAY attempt to upgrade the User Domain by sendidgiaUserDomainRequest message to the dadeaURE in t
DEA Context associated with the User Domain Contéthe User Domain upgrade is successful, the D&Rjdnt
MAY install the User Domain RO, provided that verdtion of User Domain RO validity as specifiedsigction
8.2.2 concludes successfully. Otherwise the DRMmM@GEHALL NOT install the User Domain RO.

3. The User Domain baselD of the <userDomainld> elém&iches the User Domain baselD of a stored User
Domain identifier in a valid User Domain Contexteady established with the DEA, but the User Domain
Generation of the RO is less than the User Domaine@ation of the stored User Domain ID. As discddssow in
section 8.2.2, the DRM Agent SHALL NOT install tbeer Domain RO if it cannot acquire a User Domain
Authorization for the RI/LRM such that its User Daim Generation matches the User Domain Generafitreo
stored User Domain ID.

4. The User Domain baselD of the <userDomainld> fagds not match a User Domain baselD in any valigt Us
Domain Context already established with the DEAe THRM Agent MAY attempt to join the User Domain by
sending an HTTP GET request to the URL specifiethén<dadeaURL>.

At the point where the DRM Agent sends an HTTP Gé&fjuest to the URL specified in the <deaURL> elenttee RO
installation process as specified within this setis effectively aborted, however, the installatipocess may be restarted
as a result of subsequent user interaction, by siher DRM Agent specific means that is outsidesitwpe of this
specification or as a direct result of respondimg subsequent DRM Trigger. As a result of an HGHET to this URL the
DEA can choose (using its own criteria) whethealtow the DRM Agent to join the User Domain or raoidd SHOULD
return either a JoinUser Domain ROAP Trigger oXgHTML page that starts an interaction with the tAsdich may
eventually lead to a JoinUser Domain ROAP Trigger.

8.2.2  Ensuring User Domain RO validity

If the User Domain RO is received out-of-band, tttemDRM Agent MUST NOT install the User Domain RQ@ includes
a <userDomain> constraint.

To further ensure the validity of the User Domait fhe DRM Agent MUST have a valid User Domain Autbkation that
proves that the RI/LRM is authorized by the DEActeate ROs for the User Domain. A valid User Donfgithorization
will be present in the User Domain RO, but it mégpdhave expired or be otherwise invalid. In trasea valid User
Domain Authorization may be acquired from the DRotigh execution of the dmpJoinDomain protocol.

The DRM Agent MUST check that it has a RI/LRM US®mmain Authorization for which:

1. The <userDomainld> element equals a User Domaintiftkr in a valid DEA Context as described in $ect8.2.1.
(e.g. equal values for <dadealD> and <userDomaijrbdth User Domain baselD and User Domain Generatio
parts)

(In other words: RI/LRM’s User Domain Authorizati@of the same User Domain Generation as the ouwstnt
one in the DRM Agent)

2. This User Domain Authorization element contains

a. A <dealD> element that equals the <dealD> in theexiDomain Authorization> element in the <party>
element in the User Domain RO

b. A <userDomainld> element of which the User DomaisdiD equals the User Domain baselD of the
<userDomainld> element in the <User Domain Authation> element in the User Domain RO. If the
UserDomainRO is received using ROAP, then alsdJber Domain Generation Parts MUST be equal.
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(In other words: If received out-of-band, then theer Domain RO may be created for a different gatier of
the User Domain than the most recent)

The <entityld> element equals the <rilD> elementhi@ User Domain RO

An <isRlorLRM> element is present.

3

4

5. If the <notBefore> element is present, the CurRM Time is later than the value of the <notBefsrelement
6. If the <notAfter> element is present, the CurreRNDTime is earlier than the value of the <notAftetement
7.

The signature verification using the DEA's PublieyKis successful.

If such <user Domain Authorization> exists, thaea BRM Agent MUST verify the signature of the Usariain RO using
the RI/LRM public key. Also, the DRM Agent MUST stessfully verify the MAC (using the <mac> elemefthe
roap:ProtectedRO).

If any of these verifications fails the DRM AgertiSLL NOT install the User Domain RO. In this cabe tDRM Agent
MAY request a new Rights Object by sending a HTTETGo the RightsissuerURL in the relevant DCF.

If the User Domain RO is statefathen the DRM Agent MUST perform the replay proitattrelated checks defined in
[DRM-DRM-v2.1].

If the User Domain Context has expired (indicatgdHe User Domain Context Expiry Time) the DRM AgeHUST NOT
install ROs for this User Domain.

8.2.3  User Domain RO post-processing

There are cases where a DRM Agent installs a Usardin RO that it received separately from the D&®hich it refers.
In these cases, the DRM Agent SHOULD insert a afgiie User Domain RO into the corresponding DCEam as
possible after installation.

In the case where the User Domain RO is receivétimva DCF, if the DRM Agent cannot verify the sigare of the User
Domain RO, the DRM Agent MAY leave the User DomRi@ as is within the DCF. The DRM Agent MAY requastalid
RO for the DCF as described in [DRM-DRM-v2.1].

The DRM Agent MAY insert the User Domain RO int@ tACF at a later stage, for example when the Usprasts to
render the DCF or send it out of the DRM Agent. THM Agent MAY insert more than one User Domain R@ a single
DCF, as long as all of the inserted ROs are valitl@rrespond to a User Domain that it is a merober

When the DRM Agent inserts a User Domain RO inRCE, it SHOULD remove from the DCF all User Dom&®s
corresponding to User Domains that the DRM Agemiisa member of.

The DRM Agent SHOULD NOT insert a copy of the UBamain RO into the corresponding DCF if it conclsidesing an
algorithm not defined in this specification, thahding the installed User Domain RO to other DRMeA does not add
value for the end user, for example if the User RionRO has expired.

If the DRM Agent finds multiple DCF instances boundhe installed User Domain RO, it SHOULD insertopy of the
User Domain RO into each one of them.

8.3 User Domain Upgrade

As is possible in [DRM-DRM-v2.1], a DEA may upgraaléJser Domain if, for example, a UDK has been camised or if
a DRM Agent in the User Domain has been compromisexh Rl or an LRM in the User Domain has beenmomised.
This may be necessary to stop DRM Content fromittegp&ut of the system in the clear. In order torapg a User Domain,
a DEA MUST change the UDK and MUST increment theraon Generation by one. If the Domain Generatidoe/a
reaches 999 the Domain becomes obsolete. An RI/MRMT NOT issue ROs for an obsolete User Domain.s&iJ
Domain upgrade does not result in any Domain Cdriteig deleted in any DRM Agent. After an upgrddser Domain
ROs issued before the upgrade may still be usedlaac:d. This applies to all Devices (revoked am@woked) previously
in the User Domain, and to any new Devices addeédegdJser Domain after the upgrade.A DEA perfornisar Domain
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upgrade using the 2-pass JoinUserDomain protodbl JsinUserDomain Trigger. A DEA MAY initiate thgotocol for the
purposes of User Domain upgrade by sending a Jeimdsnain trigger to a DRM Agent whose Domain mersbigr it
wishes to upgrade. If a DRM Agent receives a JoamDemain trigger, it compares the <userDomainl|Zkdfin the trigger
with the domain ID in the DRM Agent for any Usermains already established with the DEA that seat th
JoinUserDomain trigger, with the sending DEA asitdfied by the <resID> field. There are two possibutcomes of this
comparison:

1. If the Domain baselD of the <userDomainID> fieldtokees the Domain baselD of a stored domain ID, then
DRM Agent compares the value of the Domain Genamati the trigger with the value of the Domain Gertien
in the DRM Agent. If the value of the Domain Gertignain the trigger is greater than the value sliarethe DRM
Agent, then the DRM Agent stores all UDKs (of thiser Domain) which are included in
JoinUserDomainResponse. If the value of the Dorneration in the trigger is smaller than or eqodhe value
stored in the DRM Agent, then the DRM Agent igndtestrigger. If Hash Chains are supported by blo¢hDRM
Agent and the DEA, the DEA SHALL insert only thédst UDK into the JoinUserDomainResponse. The iriegm
trigger represents a User Domain upgrade, as thescim this section. The DRM Agent silently upgratiee User
Domain using the 2-pass JoinUserDomain protocdi wiinUserDomain Trigger.

2. If the Domain baselD of the <userDomainID> fieldkedamot match the Domain baselD of a stored donfizithien
the DRM Agent is not a member of the User Domalre DRM Agent MUST execute the 2-pass JoinUserDomain
protocol (See section 5.1.2).

As an alternative method for User Domain upgraae OEA MAY execute the 1-pass JoinUserDomain patazall SCE
members of the domain that are still trusted. DRM Agent receives a JoinUserDomainResponse, ifpeoes the
<userDomainID> field in the JoinUserDomainResponih the domain ID in the DRM Agent for any domaaiseady
established with the DEA. A comparison procedurthef<userDomainID> field is as follows:

1. If the Domain baselD of the <userDomainID> fieldtokees the Domain baselD of a stored domain ID, then
DRM Agent compares the value of the Domain Genamdti the JoinUserDomainResponse with the valubef
Domain Generation in the DRM Agent. If the valudgltd Domain Generation in the JoinUserDomainRespas
greater than the value stored in the DRM Agent; the DRM Agent stores all UDKs (of this User Domjaihich
are included in JoinUserDomainResponse. If theevalithe Domain Generation in the JoinUserDomaipBese
is smaller than or equal to the value stored irdRM Agent, then the DRM Agent ignores the
JoinUserDomainResponse. If Hash Chains are sumpbytéoth the DRM Agent and the DEA, the DEA SHALL
insert only the latest UDK into the JoinUserDomagspRonse.

2. If the Domain baselD of the <userDomainlD> fieldedanot match the Domain baselD of a stored donigithien
the DRM Agent is not a member of the User Domain.

Because the domain generation number is part disiee Domain ID, RI/LRMs may need to re-execute the
GetDomainAuthorization protocol to receive User amAuthotizations that include the most recentegation. DEA
MAY initiate the GetDomainAuthorization protocol sgnding a Get User Domain Authorization TriggeRtd.RM whose
Domain membership it wishes to upgrade.

When a User Domain is upgraded, for the purposeaifitaining consistent Domain information, an Ritteupports Proxy
Join User Domain SHOULD send a roap:joinDomaingeigto each 2.x DRM Agent who has joined this UBemain via
this RI to trigger that 2.x DRM Agent to re-execthie Join Domain protocol.

8.4 Use of hash chains for User Domain key manageme nt

To avoid storage of multiple keys per User Domaithie DRM Agent and in the DEA (for the purposeusiihg old and new
User Domain ROs after User Domain upgrade) it ssiiide to have a relation between the User DomaiysKising Hash
Chains [DRM-DRM-v2.1], as illustrated in the examplelow. The DRM Agent MAY support Hash Chains grelDEA
MAY support Hash Chains.

Examplel. Without hash chains
When generating a new User Domain, the DEA gengrate

* A unique User Domain Identifier UDI, the User Dom&eneration is set to 000.
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* A random secret User Domain Key UpK

At User Domain upgrade the Domain Generation gdsdased by 1, which is reflected in the User Don@déntifier, and a
new User Domain Key UDKg is generated. The old UBKmust be stored in DEA and DRM Agent to allowe 0§ ROs
issued before the upgrade. When Devices join a Dearain, all UDKs of this User Domain are senthe krspinfo>
element of JoinUserDomainResponse (see 6.2.3).

Example 2. With Hash Chains (optional)
When generating a new User Domain, the DEA
» Generates a unique User Domain Identifier UDI,Wiser Domain Generation is set to 000
» Generates an initial User Domain Key UDK for theeBomain
» Selects the maximum number of generations n ferttisier Domain (not larger than 999)
» Defines a sequence of UDKs using the method desttiib[ DRM-DRM-v2.1].

Since old UDKs (with low generation value) are poissto efficiently derive from new UDKs (with high generation
value), it is only necessary to store the newestr @®main Key in the DRM Agent (and correspondirggtJDomain
Identifier so the User Domain Generation is knoviAor. the DEA it is sufficient to store UDK, n arftetcurrent User
Domain Identifier.
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9. User Domain related transfer operations (informa  tive)

[DRM-DRM-v2.1] allows Domain ROs to be embeddetia (P)DCF and exchanged freely between DRM Agersisg
any mechanism or protocol. This enabler buildshis functionality and adds mechanisms that prowigee fine-grained
control over the exchange of content in relatioa tdser Domain. Rights Issuers are enabled to tieinumber of copies
that are usable in the User Domain and the systéinenforce that the limited number of usable cepéee securely Moved
between Devices in the User Domain.

The free exchange of Protected Rights Objects alslet by [DRM-DRM-v2.1] is also possible in SCE.w#ver, not all
User Domain ROs can be used simultaneously onealldes in the User Domain. Therefore Rights Issuétexplicitly
express content exchange related rights in thetRighject. This section clarifies the semanticearftent exchange related
elements of the [SCE-REL] for User Domain ROs. Mechanisms that must be employed to enforce thgsts are
specified

(in [SCE-A2A] for direct (Device-to-Device) Move drCopy of <userDomain>-constrained ROs utilizing love RO
transaction and Copy RO operation, respectivelg,iniSCE-DRM] for Rl-assisted Move utilizing thedve
<userDomain>-constrained RO Protocol).

This section is NOT concerned with limited shar@idrights with recipient Devices that are not regdito join the specific
User Domain in order to consume. Discussion of @apgrations (e.g., Lend RO and Share RO) is fonji8 CE-A2A].

9.1 Out-of-band delivery to Devices in a User Domai n

If a User Domain RO does not have a top-level dDserain> constraint, it can be delivered out-of-band used by any
SCE Device that is member of the User Domain tactvbine RO was issued (where SCE Devices join tleg Demain via
the DEA that manages that User Domain). Such & Demain RO can also be used by any v2.x DRM Adleat is a
member of the User Domain by way of joining the tiBemain via the specific Rights Issuer (or LRM lndtra- kp-

ri ght sl ssuer key purpose) that generated the <signature> eleaven the <rights> element of the RO (where a v2.x
DRM Agent may be a member of the User Domain thinamgltiple RIs and/or LRMS).

An SCE DRM Agent will NOT accept out-of-band deliyef ROs that have a top-level <userDomain> casti(see
section 8), and a v2.x DRM Agent will reject topdé <userDomain>-constrained ROs regardless ofithigery
mechanism. A User Domain RO that allows the samgeaias an OMA DRM v2.x DomainRO, does not have<ampy> or
<move> permission and does not have any <userDontainstraint, so that out-of-band delivery is akaly

9.2 Move between Devices in a User Domain

The <move> element grants permission to transtetJber Domain RO to another DRM Agent. If the “elRartial”
attribute is false, then this transfer is perforrnmeduch a way that after the transfer procesdJger Domain RO and all its
related state information is usable by the recipiBRM Agent and is no longer usable by the sourBd/DAgent. If the
“allowPartial” attribute is true, then after thamsfer process the User Domain RO may be usalileessource a as well as
the sink DRM Agent, but the total amount of statfl@imation that is available on source and sinkai@s constant. In other
words, “part” of the state information may be tr@nsed and the remaining portion of the state imfation may be retained.

A <count> element contained in a <constraint> chllement to <move> is used, if present, to spebéynumber of times
the <move> permission may be granted.

If a <move> permission is included in a User DonR(, also a <userDomain> element contained in detogl
<constraint> is included. This is used to signat the DRM Agent is only permitted to make a Usenfain RO available to
other DRM Agents that are (or become) membersettime User Domain. Note that the top-level <userdde> constraint
prevents existing OMA DRM v2.x implementations frasing this User Domain RO.

Note that a <move> element in a User Domain RO h@ase an associated <system> constraint that limétsllowable
Move protocols to those which are explicitly iddieti.
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9.3 Copy to Devices in a User Domain

The <copy> element, if included in a <userDomaionstrained User Domain RO, grants permissioratasfier a User
Domain RO to another DRM Agent, in such a way #itgr the transfer process the User Domain ROdblaon the
recipient DRM Agent and also on the source DRM Agen

A <count> element contained in a <constraint> chlkment to <copy> is used, if present, to spatiéynumber of times the
<copy> permission may be granted. The count iseteented in the source Device upon successful coimplef a Copy
operation. The Copy operation results in the sobeéce will keeping any remaining copies, whhe trecipient DRM
Agent which, receives a copy of the User DomainviRiDnot be able to copy the User Domain RO anytfer.

If a <copy> permission is included in a User DomRiD, also a <userDomain> element contained in debegl <constraint>
is included. This is used to specify that the DRigEAt is only permitted to make the User Domain R@slable to other
DRM Agents that are (or become) members of the dasee Domain. Note that the top-level <userDomaianstraint
prevents existing OMA DRM v2.x implementations frasing this User Domain RO.

9.4 Creation of User Domain ROs (normative)

User Domain ROs MAY be created by the followingitied:

1. Rights Issuers: entities that have tea- kp- ri ght sl ssuer key purpose, but do not have tea- kp-
| ocal Ri ght sManager Devi ce key purpose and do not have the- kp- | ocal Ri ght sManager Domai n key
purpose.

2. LRMs that have at least tlhea- kp- | ocal Ri ght sManager Donai n key purpose.

An LRM MAY be deployed in a device that implemeatsimport function that creates User Domain RO<émtent
derived from Non-OMA DRM-protected content [SCE-LRM

Notice that LRMs that do not have tbea- kp- | ocal Ri ght sManager Donai n key purpose, but that do have the

oma- kp- | ocal Ri ght sManager Devi ce key purpose, MUST NOT create User Domain ROs, évdrey also have the
oma- kp-ri ghtsl ssuer key purpose.ln all cases, the RI/LRM function in the importidgvice MUST execute the SCE-
3-RDP protocol with the DEA managing the User Dameaid establish a User Domain Context.

If the Rl or LRM creates a User Domain RO thatuilels a <userDomain> constraint, then it MUST exethg RO
Acquisition protocol [SCE-DRM] (over the SCE-1-ROASRCE-6-LRMP interface, respectively) to securediiver this
User Domain RO to an SCE DRM Agent. The SCE DRMm®d@dUST be a current member of the User Domain as a
condition of the RI or LRM creating a <userDomaiconistrained RO for that Device. Move of a <userDiomaonstrained
RO by an RI (using the Move <userDomain>-constidiR® Protocol [SCE-DRM]) does not require the resip Device to
be a member of the User Domain in order to receigeRO.

Registration of SCE DRM Agents and of v2.x DRM Agewith an LRM over the SCE-6-LRMP interface isatissed in
[SCE-LRM].

User Domain ROs without a <UserDomain> constraifi¥\be delivered to DRM Agents via an out-of-bandtpicol.
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Appendix B.  Static Conformance Requirements (Normative)

The notation used in this appendix is specifiefB@RRULES].

B.1 SCR for DRM Agent

Item Function Reference Requirement
SCE-DOM- Acquiring User Domain | 4.2 SCE-DOM-DRMAGENT-C-002-O
DRMAGENT-C-001-O | ROs AND
SCE-DOM-DRMAGENT-C-003-O
AND
SCE-DOM-DRMAGENT-C-004-O
AND
SCE-DOM-DRMAGENT-C-007-O
AND
SCE-DOM-DRMAGENT-C-008-O
AND
SCE-DOM-DRMAGENT-C-009-O
AND
SCE-DOM-DRMAGENT-C-010-O
AND
SCE-DOM-DRMAGENT-C-011-O

SCE-DOM- Registration between 5.1,6.1

DRMAGENT-C-002-O | DRM Agent and DEA

SCE-DOM- Join User Domain 6.2

DRMAGENT-C-003-0 | protocol

SCE-DOM- Leave User Domain 6.3

DRMAGENT-C-004-O | protocol

SCE-DOM- User Domain RO format 8.1

DRMAGENT-C-007-O

SCE-DOM- Installing a User Domain 8.2

DRMAGENT-C-008-0O | RO that is received from

an RI

SCE-DOM- Ensuring User Domain | 8.2.1

DRMAGENT-C-009-O | Membership

SCE-DOM- Ensuring User Domain | 8.2.2

DRMAGENT-C-010-0O | validity

SCE-DOM- User Domain RO post- | 8.2.3

DRMAGENT-C-011-O | processing

SCE-DOM- Hash chains for UDK 8.4

DRMAGENT-C-012-O

B.2 SCR for DEA

Item Function Reference Requirement
SCE-DOM-DEA-S- User Domain 4.1
001-M Authorization
SCE-DOM-DEA-S- Registration between 5.1,5.2
002-M DRM Agent and-DEA
SCE-DOM-DEA-S- Join User Domain 6.2
003-M protocol
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Item Function Reference Requirement
SCE-DOM-DEA-S- Leave User Domain 6.3
004-M protocol
SCE-DOM-DEA-S- Registration between RI| 7.1
005-M and DEA
SCE-DOM-DEA-S- Get User Domain 7.2
006-M Authorization Protocol
SCE-DOM-DEA-S- Drop User Domain 7.3
007-M Authorization Protocol
SCE-DOM-DEA-S- Proxy Join User Domain 7.4 SCE-DOM-DEA-S-009-O
008-0 Protocol
SCE-DOM-DEA-S- Proxy Leave User 7.5 SCE-DOM-DEA-S-010-O
009-O Domain Protocol
SCE-DOM-DEA-S- Proxy Leave User 7.6.1
010-O0 Domain Trigger
SCE-DOM-DEA-S- User Domain Upgrade 8.3
011-M
SCE-DOM-DEA-S- Hash chains for UDK 8.4
012-O0
B.3 SCR for RI
Item Function Reference Requirement
SCE-DOM-RI-S-001-O| User Domain 4.1 SCE-DOM-RI-S-002-O
Authorization AND
SCE-DOM-RI-S-003-O
AND
SCE-DOM-RI-S-004-O
AND
SCE-DOM-RI-S-008-O
AND
SCE-DOM-RI-S-009-O
SCE-DOM-RI-S-002-O| Registration between RI7.1
and DEA
SCE-DOM-RI-S-003-O| Get User Domain 7.2
Authorization Protocol
SCE-DOM-RI-S-004-O| Drop User Domain 7.3
Authorization Protocol
SCE-DRM-RI-S-005-O| Proxy Join User Doma|n7.4 SCE-DOM-RI-S-006-0O
Protocol
SCE-DRM-RI-S-006-O| Proxy Leave User 7.5 SCE-DOM-RI-S-007-0O
Domain Protocol
SCE-DRM-RI-S-007-O| Proxy Leave User 7.6.1
Domain Trigger
SCE-DRM-RI-S-008-O| User Domain RO Format 8.1
SCE-DRM-RI-S-009-O| User Domain Upgrade 8.3

B.4 SCR for

LRM with LRM-Domain ke

y purpose only

ltem Function Reference Requirement
SCE-DOM-LRMDOM- | User Domain 4.1 SCE-DOM-LRMDOM-S-002-O
S-001-O0 Authorization
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Item Function Reference Requirement

AND
SCE-DOM-LRMDOM-S-003-O
AND
SCE-DOM-LRMDOM-S-004-O
AND
SCE-DOM-LRMDOM-S-008-O
AND
SCE-DOM-LRMDOM-S-009-O

SCE-DOM-LRMDOM:- | Registration between RI| 7.1

S-002-O0 and DEA

SCE-DOM-LRMDOM- | Get User Domain 7.2

S-003-0 Authorization Protocol

SCE-DOM-LRMDOM- | Drop User Domain 7.3

S-004-0O Authorization Protocol

SCE-DRM-LRMDOM- | Proxy Leave User 7.6.1

S-007-O Domain Trigger

SCE-DRM-LRMDOM- | User Domain RO Formgt 8.1

S-008-O0

SCE-DRM-LRMDOM- | User Domain Upgrade 8.3

S-009-O

B.5 SCR for LRM with LRM-Domain key purpose and LRM
Device key purpose, but without RI key purpose

The SCR table for an LRM with an LRM-Domain key pose and LRM-Device key purpose, but without RI gaypose, is
equal to the SCR table for an LRM with LRM-Domaigykpurpose only in section B.4.

B.6 SCR for LRM with LRM-Domain key purpose and Rl key
purpose
Item Function Reference Requirement

SCE-DOM- User Domain 4.1 SCE-DOM-LRMDOM/RI-S-002-O

LRMDOM/RI-S-001-O | Authorization AND
SCE-DOM-LRMDOM/RI-S-003-O
AND
SCE-DOM-LRMDOM/RI-S-004-O
AND
SCE-DOM-LRMDOM/RI-S-008-O
AND
SCE-DOM-LRMDOM/RI-S-009-O

SCE-DOM- Registration between RI| 7.1

LRMDOM/RI-S-002-O | and DEA

SCE-DOM- Get User Domain 7.2

LRMDOM/RI-S-003-O | Authorization Protocol

SCE-DOM- Drop User Domain 7.3

LRMDOM/RI-S-004-O | Authorization Protocol

SCE-DRM- Proxy Join User Domain 7.4 SCE-DOM-LRMDOM/RI-S-006-O

LRMDOM/RI-S-005-0O | Protocol

SCE-DRM- Proxy Leave User 7.5 SCE-DOM-LRMDOM/RI-S700
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Item Function Reference Requirement
LRMDOM/RI-S-006-O | Domain Protocol
SCE-DRM- Proxy Leave User 7.6.1
LRMDOM/RI-S-007-O | Domain Trigger
SCE-DRM- User Domain RO Formgt 8.1
LRMDOM/RI-S-008-O
SCE-DRM- User Domain Upgrade 8.3
LRMDOM/RI-S-009-0O

B.7 SCR for LRM with LRM-Domain key purpose, LRM-De vice
key purpose and RI key purpose

The SCR table for an LRM with an LRM-Domain key pose and an LRM-Device key purpose is equal t&GtDR table for
an LRM with LRM-Domain key purpose and Rl key puspan section B.6.
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Appendix C. Certificate Profiles (Normative)
C.1 Domain Authority Certificates

The profile for DA certificates follows the profifer "X.509-compliant server certificate" in [Cert®] with the following
modifications:

Signature MUST be RSA with SHA-1
Serial Number MUST be less than, or equal to, 28din length
Issuer Name MUST be present and MUST use a subtat following naming attributes from

[CertProf] — countryName, organizationName, orgatimalUnitName,
commonName, and stateOrProvinceName.

Subject Name MUST be present and MUST use a sob#fa¢ following naming attributes from
[CertProf] — countryName, organizationName, orgatimalUnitName,
commonName, and serialNumber.

The structure and contents of a DA subject namkit lsbas follows:
[countryName=<Country of manufacturer>]
[organizationName=<Manufacturer company name>]
[organizationalUnitName=<Manufacturing location>]
[commonName=<Model nhame>]

serialNumber=<Unique identifier for DA, as assigithe Certificate Issuer.

The serialNumber attribute MUST be present. Thentgilame, organizationName
organizationalUnitName, and commonName may be pte€¢her attributes are not
allowed and must not be included. For all namingtattes of type DirectoryString,
the PrintableString or the UTF8String choice muestibed.

Note that the maximum length (in octets) for valoBthese attributes is as follows:
countryName — 2 (country code in accordance wit/IEC 3166),
organizationName, organizationalUnitName, commonglaend serialNumber — 64

Example:

C="US";0="DRM Devices 'R Us"; CN="DRM Device Markl¥/ SN="1234567890"

Extensions The extKeyUsage extension SHALL be present, antbaofat least) thema- kp-
domai nAut hori ty key purpose object identifier:
oma- kp- domai nAut hority OBJECT | DENTI FIER :: = {oma-
kp 9}

CAs MUST set this extension to critical.

If the keyUsage extension is present (recommendeet), the digitalSignature bit
shall be set. When present, this extension shakb#o critical.

CAs MAY include the certificatePolicy extensiongioating the policy the certificate
has been issued under, and possibly containingladéRtifying a source of more
information about the policy.

CAs are recommended to not include any other extegsbut may, for compliance
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with [RFC3280], include the authorityKeyldentifiektension.

CAs MUST NOT include any other critical extensions.

SCE DRM Agents processing DA certificates MUST nthetrequirements on clients processing "X.509-d@mpserver
certificates" defined in [CertProf]. In additionCE& DRM Agents:

* MUST be able to process DA certificates up to 1bg@s long;
 MUST be able to process DA certificates with semainbers 20 bytes long; and

* MUST recognize the presence of thea- kp- domai nAut hor i t y object identifier defined above in the extKeyUsage
extension in DA certificates. If the extension isgent, then the SCE DRM Agent MUST consider thgest
certified by the certificate to be a DA while presing information received from it.

C.2 Domain Enforcement Agent Certificates

The profile for DEA certificates follows the pradifor "X.509-compliant server certificate" in [CRrof] with the following
modifications:

Signature MUST be RSA with SHA-1
Serial Number MUST be less than, or equal to, 28din length
Issuer Name MUST be present and MUST use a subdet iollowing naming attributes from

[CertProf] — countryName, organizationName, orgatimalUnitName,
commonName, and stateOrProvinceName.

Subject Name MUST be present and MUST use a sobsfe¢ following naming attributes from
[CertProf] — countryName, organizationName, orgatimalUnitName,
commonName, and serialNumber.

The structure and contents of a DEA subject nara# Ba as follows:
[countryName=<Country of manufacturer>]
[organizationName=<Manufacturer company name>]
[organizationalUnitName=<Manufacturing location>]

[commonName=<Model hame>]

D

serialNumber=<Unique identifier for Domain Enforcemh Agent, as assigned by th
Certificate Issuer.

The serialNumber attribute MUST be present. Thenttgtlame, organizationName
organizationalUnitName, and commonName may be pte€¢her attributes are not
allowed and must not be included. For all namingtattes of type DirectoryString,
the PrintableString or the UTF8String choice muestibed.

Note that the maximum length (in octets) for valaBthese attributes is as follows:
countryName — 2 (country code in accordance wit/IEC 3166),
organizationName, organizationalUnitName, common#laend serialNumber — 64

Example:

C="US";0="DRM Devices 'R Us"; CN="DRM Device Markl¥/ SN="1234567890"

Extensions The extKeyUsage extension SHALL be mitesed contain (at least) the
ona- kp- domai nEnf or cenent Agent Local or the
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ona- kp- domai nEnf or cenent Agent Net wor k key purpose object identifier:

oma- kp- donmai nEnf or cenment Agent Local OBJECT
| DENTI FIER ::= {oma-kp 10}

oma- kp- donmai nEnf or cenment Agent Net wor k OBJECT
| DENTI FIER ::= {oma-kp 11}

CAs MUST set this extension to critical.

If the keyUsage extension is present (recommendeet), the digitalSignature bit
shall be set. When present, this extension shalkb# critical.

CAs MAY include the certificatePolicy extensiongdioating the policy the certificate
has been issued under, and possibly containingladéRtifying a source of more
information about the policy.

CAs are recommended to not include any other extegsbut may, for compliance
with [RFC3280], include the authorityKeyldentifiektension.

CAs MUST NOT include any other critical extensions.

Theona- kp- domai nEnf or cement Agent Local indicates that the DEA is an entity in a localdtion such as a home or

office. It is assumed that these types of DEA avead and managed by a User. The

oma- kp- domai nEnf or cement Agent Net wor k indicates that the DEA is an entity in a remoteatn that is accessible via
a network such as the Internet. It is assumedthlese types of DEA are not owned or managed byea. WsDEA certificate

MUST have only one of these key purposes.

SCE DRM Agents processing DEA certificates MUST tibe requirements on clients processing "X.509uant server

certificates" defined in [CertProf]. In additionCE& DRM Agents:

* MUST be able to process DEA certificates up to 15g@s long;

» MUST be able to process DEA certificates with derianbers 20 bytes long; and

* MUST recognize the presence of thea- kp- domai nEnf or cenent Agent Local and

ona- kp- domai nEnf or cenent Agent Net wor k object identifiers defined above in the extKeyUsagtension in
DEA certificates. If one of these is present, tttenSCE DRM Agent MUST consider the subject cexifoy the

certificate to be a DEA while processing informati@ceived from it.
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