" OMAQO

Open Mobile Alliance

Software Component Management Object Requirements
Candidate Version 1.0 — 19 May 2009

Open Mobile Alliance
OMA-RD-SCOMO-V1_0-20090519-C

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-SCOMO-V1_0-20090519-C Page 2 (22)

Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavours to inform the Open Mobiledde in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2009 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-SCOMO-V1_0-20090519-C Page 3 (22)

Contents
1. SCOPE (INFORMATIVE) ..uuiiiiiiii ittt ettt ettt a e s s e s e e e e e e et e e et e e e e ae e e aeaaessee s b eat i aaaseaeeaeeaaeaeeeeeeeanneaees 5
2. REFERENGCES ... oottt e e ettt e et e et e e e et e e st ee e st seseaaa e e ettt eeesan e e sa e s eesan e saan e s sanseesasanssnerenneeens 6
2.1 NORMATIVE REFERENCES . ... iiuittittttttettnetttttnesneesteessasesnesteestestetseesntestessneesteteaeertest ettt 6
2.2 I NFORMATIVE REFERENCES ... uuuittuiittittttittttteeetettesaetaatesseseanetenesaeesstesteetanetsetsnetstestersatesestesteesneernerneeennenn. 6
3. TERMINOLOGY AND CONVENTIONS ..o ittt e e e e et e e s e e e s e e s b e e s et e e eaba e e st s eeabnees 7
G 20 R 01 | 1Y/ =N T N SRR PPPR 7
3.2 [T 1Nl T ] TN 7
3.3 ABBREVIATIONS ..iiittuiiitttietttteesttetetteetattessttterasnesstseeetneesstesssnesesnesstaesessnsesssnnesesneesesnneesrnanestneeessneesrnns 8.
4. INTRODUCTION (INFORMATIVE) .. uittttiitieiiiiiiiis sttt ee e et e s et e s s st etaaeeeaeaeeesessansasanaraeaeaesesas s ansnnnnaneeeeeaaeesans 9.
USE CASES (INFORMATIVE) ...uuttttitititite et ettt sete e e e e sttt e e e aeeeeas s s s ss e teaeeaaaeas s s nssnssteaeeaeaeaesssessssssssesenees 10
5.1  SOFTWARE COMPONENT INSTALLATION ..ittuueittuieettueestuneestnieeestsesssnessssssesstnsesessieresiessstereseeresinesssaneersraneres 10
511 S aToT T od o] 1 o] o PP PUPPOPPPR 10
5.1.2 o3 (0] £ OO PTSPP 10
5.1.3 (g SR o701 [0 11110 SRR 10
5.14 [0 1Y o oTo] [0 111701 1 1T 11
5.1.5 [N To] g =TI 11011 11
5.1.6 Y L0 g F= LY o (o AN 11
5.2
521 S o] LY od o] 1 o] o PP PUPOPPPRS 11
5.2.2 Ao (0] £ TN 11
5.2.3 [ o0 0 1o 11110 o 12
524 [0Sy Bl oto ] [0 [1 11 o 12
5.25 [N LoT a0 F= 1IN 0 YA 12
5.2.6 P L0 g F= LAY/ T s (o A 12
5.2.7 ABINALIVE FIOW [l..ceeeiiieiiii e e e et e et a e e e b e e ea e e e aa e e seb e s saa s e s abeesebn e ssbanearees 13
53 SOFTWARE COMPONENT REMOVAL .ttuiiuniitiiitietietteetiettestasetas st ssans st satessstestssaestsrasetseessesratsesneesteernenes 13
L0 0 A S o o o 1= =Y o 1 o 1T} o PSSR 13
5.3.2 Ao (0 £ TN 13
5.3.3 (g SR oT0 T [0 11110 SRR 14
5.34 [0 1Y o oT0] [0 111701 1 1N 14
5.35 [N LoT a0 F= 1IN 0 LY AR 14
5.3.6  AREINALIVE FIOW L (AL) ..eeeiiiiiieeieeeieiicememieee e ee e e e e e e e et s s et et aeeeeaeaeessaasssbetnseeeeaeaeessesanassssssnnnneneaeeenann 14
B5.3.7  AREINALIVE FIOW 2 (A2) ..eeeeiiieieeee e cemee ettt e e e e e e e s s s ettt eeeeeeeeesaasse e e seeeeaeaeeesesannssssnnnneneeeeeeenann 14
54 INVENTORY CHECK eutittnittiittniettestiestesestestesstnestaessssssnss s eseassa e st asssestaesansssnssenssanssssssseesstseteeesneetnssensesniestenes 14
541 S aToT T Yod o 1T o PRSPPI 14
5.4.2 Actors
5.4.3 [ o0 0 1o 1111 0] o
5.4.4 [0 S) Bl ot0 ] [0 1111 ] o U
5.45 [N ToT a0 F= 1IN 0 LY AR
55 ACTIVATE / DEACTIVATE A SOFTWARE COMPONENT
551 S aTo T LY od o 1 o] o PRSPPI
5.5.2 Y Yo (0] £ TN
55.3 [ o0 1o 11110 o
554 [0 S) Bl oto ] [0 11110 o U
5.5.5 [N ToT a0 F= 1IN 0 LY AR

5.5.6  Alternative Flow 1 (A1)
5.5.7  Alternative Flow 2 (A2)

REQUIREMENTS (NORMATIVE) ... .utitiiiitiita e aee ettt e ettt e e ettt e e e e ettt e e e e saseeeaesasbeeeaeaaabeseeeaannebeeeeaannbeeeaaanns 8.1
6.1  HIGH-LEVEL FUNCTIONAL REQUIREMENTS ....ttttieiiiititeeesiuteeteeaaatsrteeeassteessassseeessanbbeeeesabbnneeesasnrneeessnneeeens 18
G0 0 1= T o1 U | 2P 18
6.1.2 L@ o= 1 o 1T RSP PPUPTUPPPSTPR 18
6.1.3  Administration and CONFIQUIALION .........uuuuuuueiiiiiii i e e e e e e e e et ee e e arasr e e e s s aeeeaeeaeseeeeneesanns 19

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-SCOMO-V1_0-20090519-C Page 4 (22)

ST R0 S U 1= o1 1 SRR PSTRRR 19
6.1.5 L1 E=T 0] o 1T = o 111 Y7 19
6.1.6 L 17 VoY PR 19
6.2  OVERALL SYSTEM REQUIREMENTS ...tttuuiittuietttteettttaeesttaeestseessteesstaseesstneesstresstneesstnteestatereneessanisereneerernnere 19
6.2.1 Device ManagemMENT SYSEEIM ... ...iuieie it i cceeeaertetiite e e e e e eeeasssse st ae e e aereeeeasassnsssastntereraeaeeessssaanssnssrenenees 0.2
6.2.2 D2 Tot = TP PP PPPPPPTPTP 20
APPENDIX A. CHANGE HISTORY (INFORMATIVE) ...cci ittt ce ettt e ettt smie e e ansae e s aseae e e e e ennnees 21
A.1l  APPROVED VERSION HISTORY ..iititititiiiiiastee et e e e et eete et ettt e beeetaste bbb s e s e e e e e e e e e et e eeeeeeesebeaneeeeebenbennnee s s s 21
A.2  DRAFT/CANDIDATE VERSION L.OHISTORY ..cciiitiiiiiiiiiiiiieaiitiit e e sttt e e et ee e s st e e s st ee e e s sabn e e e e snsbbeeeeennnneee s 21
Tables
Table 1: High-Level FuNctional REQUITEIMENTS .....cccuuiiiiiii ettt s e e s e e e e e e e e e e e aeeeeaeaasseeesenn e s 18
Table 2: High-Level Functional Requirements — SECUY ITEIMS ........c..uiuiiiiiiiieie e cerere e e er e eee e e e s e s ennnenees 18
Table 3: High-Level Functional Requirements — Char@ig ItEMS .........eiiieieieeeiiiieiieeee s eeeeeeeeeae e e s e s s eeneaneneeeeeeees 18
Table 4: High-Level Functional Requirements — Admitistration and Configuration Items ...........ccccceeeeiiiviiiiviecvieeiinns 19
Table 5: High-Level Functional Requirements — Usality [TEMS ... e e e e eeea e 19
Table 6: High-Level Functional Requirements — Intepperability IHEMS ...........oooiiiiiiiiiiiiiii e 19
Table 7: High-Level Functional Requirements — PriVEY ITEIMS............ooiiiiiiiiiiiiiiiii s eerme s s e e e e e e aeneeeeeeveeae e 19
Table 8: High-Level SYStem REQUIFEIMENTS .......cowieiiieiiiieiiiiiiiiiisaisas e eseeseeaetaaataessaeeteeeaeassas et e aaaaaaeaaaaaaaaeeess 20
LI 1o LTS R Y RS o Lo [ U= =T o £ PR 20
Table 10: DEVICE REQUITEMENTS ........cii. et s e e e eeteteeeeaeaeeaessasaststeaeeeetaaeesssansnssteseeeeeeaeaeess s s sssssseasesenaneessnsnsennnens 20

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-SCOMO-V1_0-20090519-C Page 5 (22)

1. Scope (Informative)

This document defines the requirements for Soft@mponent Management functionality, which leveragéA DM
enabler and makes use of the functionalities pexviody OMA DM protocol [DMPRO] to define special edgilities to
manage software components in the client device.
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2. References

2.1 Normative References

[RFC2119] “Key words for use in RFCs to Indicate Requiremiezxels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

[DMPRO] “OMA Device Management Protocol”, Version 1.2, Opéabile Alliance, OMA-TS-
DM_Protocol-V1_2, URLhttp://www.openmobilealliance.org/
[OMADICT] “Dictionary for OMA Specifications”, Version 2.5,@n Mobile Alliance™,

OMA-ORG-Dictionary-V2.5 URL:http://www.openmobilealliace.org/

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-SCOMO-V1_0-20090519-C Page 7 (22)

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be
informative.

3.2

Device

Device Reporting

Device Management

Device Management
System

Enterprise

Management Authority

Network Operator
Service Provider
Subscriber

Software Component
Management Object

Software Component
Activation

Software Component
Deactivation

SCOMO Operations

User

Definitions

In this context, a Device is a voice and/or dateieal that uses a Wireless Bearer for data transfe
Device types may include (but are not limited tapbile phones (GSM, CDMA, 3GSM, etc.), data-only
terminals, PDAs, laptop computers, PCMCIA cardsdfata communication, unattended data-only
Devices (e.g., vending machines), and smart chedssociated with these Devices. If within a patac
context an associated smart card should not bededias part of a Device this is marked explicitly.

The process that a Device sends specific informata Device Management System in the network.
This can occur as a response to a query (pult)aar occur autonomously in response to a stategehia
the Device (push). The information that is seny mither be parameters, configuration capabilitiethe
Device, or data that has been collected, storetiaasembled for later processing (e.g., performance
metrics).
Management of the Device configuration and othenagad objects of Devices from the point
of view of the various Management Authorities. @evManagement includes:

- Setting initial configuration information Devices

- Subsequent updates of persistent informatid»evices

- Retrieval of management information from Devices

Processing events and alarms generated by Devices
A background system capable to interact with ag§eDevice(s) for the purpose of Device Management

A business with deployment and Management Authdoity’/LAN Bearers, Local Wired Bearers,
computers, Devices, software, and employees.

An entity that has the right to perform a spedbrevice Management function on a Device or manigulat
a given data element or parameter. For examplé\éieork Operator, handset manufacturer, enterprise
or Device owner may be the authority or share aitthfor managing the Device. One Management
Authority may own all Device resources or may stardelegate all or parts of these with/to other
Management Authorities

An entity that is licensed and allocated frequetacgperate a public mobile wireless telecommuniceti
network for the purpose of providing publicly aedile commercial services.

An entity that provides and administers a servica Subscriber and/or User. The Network Operator i
often a Service Provider.

A Subscriber is an entity (e.g. a user) that isaged in a Subscription with a service provider.
[OMADICT]

A management tree object defined for software carapts which will be used for delivering and
managing software components within client device.

The process which results in services or resow@egtware component embodies to be made accessible
to other entities or resources (including the eseFu

The process which results in services or resowcestware component embodies to be made
inaccessible to other entities or resources (inothe end-user). .

Download, Install, Update, Remove, Activate and dgate operations which may be invoked on a
Software Component MO as well as inventory queries.

An entity which uses services. Example: a persimgua device as a portable telephone.[OMADICT]

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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3.3 Abbreviations

SCOMO Software Component Management Object
DM Device Management

OMA Open Mobile Alliance

MO Management Object

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction (Informative)

Software Component Management aims to enable rempégations, such as install, update or remove sfiftware
components in the Device.

The objective of this document is to develop addadized solution for managing Software Componeantsits
requirements. Whereas the idea of Firmware Upddie ianage the firmware of the device, the Softvi@smponent
Management Object is meant to manage any otherdfypeftware asset than firmware. Examples of safeacomponents
are applications, executables, libraries, Ul-eleisesertificates, licenses etc.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Use Cases (Informative)

5.1 Software Component Installation
5.1.1  Short Description

Arnold is a device User and very interested inl#iest mobile applications.

He is subscribed to “Fun Applications Co.” and tesvice provider installs always the newest agfiims on his phone as
soon as they are available.

51.2 Actors

o End User
o Device
o Service Provider(Fun Applications Co. in this example)

o Device Management System

5.1.2.1 Actor Specific Issues
o End User: The End User wants to have the newest applicatartgs device.

0 Service Provider: The Service Provider assigns what application sofvshould be installed by default on a
specific Device type. The provider is authorisedéfine and change the default software on a Dayjoe

o Device ManagementSysteniThe Device Management System issues and handlestim@ands in the service.
Note that the Device Management System can resideruifferent authorities, such as service pravigself or
network operator, depending on the infrastructure.

5.1.2.2 Actor Specific Benefits
o End User: End User is able to use the latest version oficesv
o Device:Device receives the latest software component/s.
o0 Service Provider: The Service Provider is able to deliver the sofexasmponents into the Device.

o Device ManagementSystemThe Device Management System is able to managapihléecation in the Device.

5.1.3  Pre-conditions
» Device is capable of interfacing with the Deviceridgement System.

»  Security constraints imposed by Device Managemgsteth and the Device are met.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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5.1.4 Post-conditions

The software component targeted at the device &ais belivered and installed.

5.1.5 Normal Flow

1. The Service Provider sends via Device Managemeste8ya command to the Device to install a softwareponent.
2. The Device issues a request to the User for authiion to install upgrades.

3. Upon confirmation by the User, the Device sendg¢isponse to the Device Management System.

4. The Device Management System initiates the softwaneponent download, install, and execution.

5. The Device sends a confirmation back to the DeMaeagement System.

5.1.6 Alternative Flow

The device initiates a session with the Device Nganaent System to request software component iaiedl

The device informs the user of the SW charactesdiefore download and installation.(price, prossdeompatibility, QoS,
characteristics...)

The device Management system may interact withxgermal management authority in order to coorditia¢eprocedures
with other software components.

5.2 Software Component Update

5.2.1  Short Description

Bernard is a device User and very interested ipikgehis phone free of viruses.

He is subscribed to “Mobile Security Forces Co.d éimis service provider installs always the lategivirus software
upgrades on his phone as soon as they are availdtiseway Bernard has better protection againsicinas mobile device
viruses.

5.2.2 Actors
o End User
o Device
o0 Service Provider(Mobile Security Forces Co. in this example)

o Device Management System

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2.2.1 Actor Specific Issues
o End User: The End User wants to have the newest releasdiofraa software.

o0 Service Provider: The Service Provider assigns what software compastenuld be installed by default on a
specific Device type. The provider is authorisedéfine and change the default software on a Ddyjme

o Device Management Systemlhe Device Management System issues and handlestim@ands in the service.

5.2.2.2 Actor Specific Benefits
o End User: End User has good protection against maliciousileadlevice viruses.
0 Service Provider: The Service Provider is able to deliver the sofesasmponent updates into the Device.

o Device Management SysteniThe Device Management System is able to manageofh@are component in the
Device.

5.2.3 Pre-conditions

* Installed software component on a Device is to ledged functionality applied or is to be enhan@dsécurity or
performance reasons.

» Device is capable of interfacing with the Devicerldgement system.

e Security constraints imposed by Device Managemgsteth and any DM Client are met.

5.2.4 Post-conditions

« All software component updates targeted at thecgelvaive been delivered and installed.

Device and all purchased services are fully openati

5.25 Normal Flow

1. The Device Management System issues a request ddbice to install software component updates.
2. The Device issues a request to the User for autikion to install updates.

3. Upon confirmation by the User, the Device sendg¢isponse to the Device Management System.

4. The Device Management System initiates softwarepmorent download and update..

5. The Device sends a confirmation back to the DeMaaagement System.

5.2.6  Alternative Flow 1

1. The device initiates a session with the Device M@ngent System to request software component update.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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2. The Device Management System has detailed infoomati the software component available in the dewicg.
whether each software component has been instatadied, what version the software component igtidr updates
should be done promptly or later on.

3. The Device Management System will selectively issuequest to the Device that has outdated softa@rponent
version.

527 Alternative Flow Il

1. Inthe Normal Flow above it turns out that compdredrantivirus software (that are about to be updatequires an
update of another component (e.g. a special veddidypplication X).

2. The Device Management System signals to the déwatehese components must either be both sucdlgssfu
installed or none of them should.

3. The Device respects the signal and treats bothtepds if they were one. Unless update of both compts
succeeds — the operation is canceled and an ¢atasss sent back to the server, indicating tiodlem.

5.3 Software Component Removal
5.3.1  Short Description

Arnold is a device User and subscribes to “Fun Agagilons Co.” applications bundle. This serviceyider removes
software components from his phone when his syttt plan expires.

5.3.2 Actors

o End User
o Device
0 Service Provider(Fun Applications Co. in this example)

o Device Management System

5.3.2.1 Actor Specific Issues

o End User: The End User wants to have applications installetiis device in accordance with the subscription
plan..

o Service Provider: The Service Provider wants to ensure only subsgrépplications are installed on the device.

o Device ManagementSysteniThe Device Management System issues and handlestim@ands in the service.
Note that the Device Management System can resideruifferent authorities, such as service pravigelf or
network operator.

5.3.2.2 Actor Specific Benefits
o End User: End User gets unsubscribed applications remowed the device.

o Device:Unnecessary applications are removed from thecdevi

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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0 Service Provider: The Service Provider is able to manage the apjgitaiion the device.

o Device Management Systenilhe Device Management System is able to managapiblecation in the Device.

5.3.3  Pre-conditions
» Device is capable of interfacing with the Devicerldgement System.
e Security constraints imposed by Device Managemgsite® and the Device are met.

* The software component to be removed is installethe device.

534 Post-conditions

* The software component has been successfully retnove

5.3.5 Normal Flow

1. The Service Provider sends via Device Managemeste8y command(s) to the Device to remove a software
component.

2. The Device notifies the User about pending softvearaponent removal. [A1][A2]
3. The Device removes the software component. if titsveire component is active, the Device deactivitesernally
4. The Device sends a confirmation back to the DeMeaagement System

5. The Service Provider is notified of the softwarenpmnent removal

5.3.6  Alternative Flow 1 (Al)

User does not want the action to be performed.uBeecase ends

5.3.7  Alternative Flow 2 (A2)

Service Provider does not want User permissioncddd to step 3 of normal flow.

5.4 Inventory Check

5.4.1  Short Description

Bernard is a User who has subscribed to Game Cadrfttvare bundle. Game Co Inc. wants to periollicdieck the
software inventory on the device in order to enslieeappropriate versions of required software camepts are installed on
the device.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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54.2 Actors

o End User
o Device
o0 Service Provider

o Device Management System

5.4.2.1 Actor Specific Issues

0 Service Provider: The Service Provider wants to ensure (i) requiaftivare components are installed on the
device, and (ii) deployed software components atkeaappropriate version.

o Device Management Systemlhe Device Management System issues and handlestim@ands in the service.

5.4.2.2 Actor Specific Benefits
o End User: End User would be able to access latest featseggices that are dependent on the software comfone
o Device:Device receives the latest software components

o0 Service Provider: (i) Operational complexity is reduced by ensurinff\gare components on the managed devices
are at the appropriate version (ii) New softwammponents which are not on the device can be d@sleld.

o Device Management SysteniThe Device Management System is able to managapiblecation in the Device.

5.4.3 Pre-conditions
» Device is capable of interfacing with the Devicerldgement System.

e Security constraints imposed by Device Managemgstegh and any DM Client are met.

5.4.4 Post-conditions

» The Management Authority (Service Provider) obtaimesdesired list of software components availabi¢he device.

54.5 Normal Flow

1. The Service Provider sends via Device Managemeste8y command(s) to the Device to perform remotentory
check.

2. The Device sends the requested inventory of softwamponents and related information to the SerfAvider via
the Device Management System

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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5.5 Activate/ Deactivate a Software Component

5.5.1  Short Description

Service Provider wants to activate or deactivegeftware component.

55.2 Actors

o End User
o Device
o0 Service Provider

o Device Management System

55.2.1 Actor Specific Issues
o0 Service Provider: The Service Provider wants to activate/ deactieatapplication.

o Device Management SysteniThe Device Management System issues and handlestim@ands in the service.

5.5.2.2 Actor Specific Benefits
o Service Provider: The Service Provider can OTA activate/ deactivatenatalled software component.

o Device Management Systemlhe Device Management System is able to managsofb@are component in the
Device.

5.5.3  Pre-conditions
» Device is capable of interfacing with the Devicerldgement system.

e Security constraints imposed by Device Managemgste®h and any DM Client are met.

554 Post-conditions

» Software component is in desired state.

555 Normal Flow

1. The Service Provider sends via Device Managemeste8y command(s) to the Device to activate or destetithe
software component.

2. The Device issues a request to the User for awdtioh for the necessary action [Al] [A2]
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3. Upon confirmation by the User, the Device sendgdisponse to the Device Management System
4. The Device Management System performs the neceaston

5. The Device sends a confirmation back to the DeMaeagement System

5.5.6  Alternative Flow 1 (Al)

User does not want the action to be performed

5.5.7  Alternative Flow 2 (A2)

Service Provider does not want User permissioncddd to step 4 of normal flow.
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6. Requirements

(Normative)

6.1 High-Level Functional Requirements
Label Description Enabler Release

SCOMO-HLFR-1 The SCOMO enabler SHALL support thevdlmad of software components SCOMO 1.0
to the device.

SCOMO-HLFR-2 The SCOMO enabler SHALL support thetdtiation of software componentsSCOMO 1.0
on the Device

SCOMO-HLFR-3 | The SCOMO enabler SHALL support thelatp of software components on SCOMO 1.0
the device.

SCOMO-HLFR-4 | The SCOMO enabler SHALL support thtévate/deactivate of software SCOMO 1.0
components on the device

SCOMO-HLFR-5 The SCOMO enabler SHALL support thmogal of software components | SCOMO 1.0
from the device

SCOMO-HLFR-6 The SCOMO enabler SHALL support thesimtory of software componenty SCOMO 1.0
on the device

SCOMO-HLFR-7 The SCOMO enabler SHALL provide a matdbm that allows the Device tp SCOMO 1.0
indicate the result of SCOMO Operations.

SCOMO-HLFR-8 | The SCOMO enabler SHALL support a nagitm to bind related Softwarg SCOMO 1.0

Components so that they can be installed usingglesoperation. A failure
of such operation SHALL leave the related Softw@oenponents in their

original state.

Table 1: High-Level Functional Requirements

6.1.1  Security
Label Description Enabler Release
SCOMO-SEC-1 Only authenticated Device Managemeste®y SHALL be able to perform | SCOMO 1.0
SCOMO operations on the device.
SCOMO-SEC-2 Only authorized Device Management 8ySelALL be able to perform SCOMO 1.0
SCOMO operations on the device.
SCOMO-SEC-3 The SCOMO 1.0 enabler SHALL supporfidentiality for software SCOMO 1.0
component delivery to the Device.
SCOMO-SEC-4 The SCOMO 1.0 enabler SHALL supposgrity for software component | SCOMO 1.0
delivery to the Device.
Table 2: High-Level Functional Requirements — Sectity Items
6.1.2 Charging
Label Description Enabler Release
N/A N/A N/A

Table 3: High-Level Functional Requirements — Chargng Items
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6.1.3  Administration and Configuration
Label Description Enabler Release
N/A N/A N/A
Table 4: High-Level Functional Requirements — Admiristration and Configuration Items
6.1.4  Usability
Label Description Enabler Release
SCOMO-USA-1 | The user SHOULD be asked for confirmation to prddeefore SCOMO SCOMO 1.0
Operations are conducted on the device.
SCOMO-USA-2 | The SCOMO enabler SHOULD support a mechanism trtinthe user that| SCOMO 1.0
the software component installation or update leentzompleted.
SCOMO-USA-3 | The SCOMO enabler SHALL support a mechanism thgiests user SCOMO 1.0
confirmation before SCOMO operations are conduotethe device.
SCOMO-USA-4 | The SCOMO enabler SHALL support a mechanism torinfthe user about | SCOMO 1.0
SCOMO operations and any other relevant information
SCOMO-USA-5 | The SCOMO enabler SHALL support execution of SCOMerations on | SCOMO 1.0
the device with or without user notification or pession.
Table 5: High-Level Functional Requirements — Usality Items
6.1.5 Interoperability
Label Description Enabler Release
SCOMO-IOP-01 The Device SHALL support download aftware components using OMA | SCOMO 1.0
DM and/or at least one Alternate Download protocol.
SCOMO-IOP-02 The Device Management System SHAL lpsupdownload of software SCOMO 1.0

components using OMA DM and/or at least one Alterri2ownload
protocol.

6.1.6

Table 6: High-Level Functional Requirements — Inteoperability Items

Privacy

Label

Description

Enabler Release

N/A

N/A

N/A

Table 7: High-Level Functional Requirements — Privay Iltems

6.2 Overall System Requirements

Label

Description

Enabler Release

SCOMO-0OSR-01

When specifying features which relyOWMA DM, the SCOMO 1.0 enabler

SCOMO 1.0
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SHALL reference Enabler Release version 1.2.

SCOMO-0OSR-02

The SCOMO enabler SHALL support verekbensions.

SCOMO 1.0

Table 8: High-Level System Requirements

6.2.1 Device Management System

Label Description Enabler Release

SCOMO-DMS-01 | The Device Management System SHALalble to install software SCOMO 1.0
components on the device

SCOMO-DMS-02 | The Device Management System SHALalble to update software SCOMO 1.0
components on the device

SCOMO-DMS-03 | The Device Management System SHOULRHie to activate/deactivate SCOMO 1.0
software components on the device

SCOMO-DMS-04 | The Device Management System SHALlalbe to remove software SCOMO 1.0
components on the device

SCOMO-DMS-05 | The Device Management System SHALalble to query the inventory of | SCOMO 1.0
software components on the device

SCOMO-DMS-06 | The Device Management System SHALIalble to receive notifications SCOMO 1.0

about result of SCOMO operations from the Device

SCOMO-DMS-07

The Device Management System SHALLpsuipthe mechanism of HLFR-§

SCOMO 1.0

Table 9: DMS Requirements

6.2.2 Device
Label Description Enabler Release

SCOMO-Device - | The Device SHALL support installation of softwamngponents SCOMO 1.0
01
SCOMO-Device - | The Device SHOULD support updating of software comgnts SCOMO 1.0
02
SCOMO-Device - | The Device SHOULD support activation/deactivatidrsaftware SCOMO 1.0
03 components
SCOMO-Device - | The Device SHALL support removal of software comgrmts SCOMO 1.0
04
SCOMO-Device - | The Device SHALL be able to provide software conguarinventory SCOMO 1.0
05 information to a Device Management System
SCOMO-Device - | The Device SHALL be able to send notifications abesult of SCOMO SCOMO 1.0
06 operations to the Device Management System
SCOMO-Device - | The Device MAY be able to initiate a session foilC@O operations SCOMO 1.0
07
SCOMO-Device- | The Device Management System SHALL support the @eisin of HLFR-8 | SCOMO 1.0

08

Table 10: Device Requirements
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Appendix A. Change History
A.1 Approved Version History

(Informative)

Reference Date Description

n/a n/a No prior version
A.2 Draft/Candidate Version 1.0 History
Document Identifier Date Sections Description

Draft Version 14 Aug 2005 All New RD
OMA-RD-
Software_Component_Management-
V100
Draft Version 21 Feb 2006 Agreed Dec 2005 & Jan 2006 CRs indlude
OMA-RD-
Software_Component_Management-
V101
Draft Version 12 Apr 2006 5,6 Applied agreed CRs:
OMA-RD- OMA-DM-SCOMO-2006-0016
Software_Component_Management- OMA-DM-SCOMO-2006-0014R02
V100

OMA-DM-SCOMO-2006-0012R01
OMA-DM-SCOMO-2006-0011R01
OMA-DM-SCOMO-2006-0010R03
OMA-DM-SCOMO-2006-0003R08

Editorial Changes:

Removed repetitious text in section 6

Updated A.1 based on RD template guidelines

Draft Version 14 Jun 2006 6

OMA-RD-SCoMO-V1_0

Applied agreed CRs:
OMA-DM-SCOMO-2006-0017R01
OMA-DM-SCOMO-2006-0021R02

07 Jul 2006 All

Applied clerical changes recommended during the MOGRD closure
review

02 Aug 2006 3,6

Applied following CRs which resulted as a resultieé SCOMO RD
closure review

OMA-DM-SCOMO-2006-0027R01
OMA-DM-SCOMO-2006-0028
OMA-DM-SCOMO-2006-0029
OMA-DM-SCOMO-2006-0031R01
OMA-DM-SCOMO-2006-0032
OMA-DM-SCOMO-2006-0033

03 Aug 2006 6

Incorporated:
OMA-DM-SCOMO-2006-0023R01

18 Aug 2006 6

Addressed comments raised in clagwiew of Aug 3, 2006
1. Ensure SCOMO CR#23R01 properly applied

2. Ensure next revision of SCOMO RD has "N/A" adttedections
with no requirements

3. Ensure all requirements in the SCOMO RD are rergtproperly

20 Sep 2006 6 Incorporated
OMA-DM-SCOMO-2006-0038R01
30 Nov 2006 5,6 Incorporated:

OMA-DM-SCOMO-2006-0051
OMA-DM-SCOMO-2006-0052
OMA-DM-SCOMO-2006-0053R02-
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Document Identifier Date

Sections

Description

06 Apr 2007 All

Incorporated:
OMA-DM-SCOMO-2006-0056
OMA-DM-SCOMO-2006-0057R04
OMA-DM-SCOMO-2006-0058R03
OMA-DM-SCOMO-2006-0061
OMA-DM-SCOMO-2006-0062
OMA-DM-SCOMO-2007-0004R01
OMA-DM-SCOMO-2007-0005
OMA-DM-SCOMO-2007-0006R01
OMA-DM-SCOMO-2007-0007
OMA-DM-SCOMO-2007-0015
OMA-DM-SCOMO-2007-0016
OMA-DM-SCOMO-2007-0017
OMA-DM-SCOMO-2007-0018R01
OMA-DM-SCOMO-2007-0019

Candidate Versions 31 Jul 2007 n/a

OMA-RD-SCOMO-V1_0

Status changed to Candidate by TP

TP ref #OMA-TP-2007-0277R02-
INP_SCOMO_RD_For_Candidate_Approval

18 Sep 2007 5

Incorporated:
OMA-DM-SCOMO-2007-0064

Draft Version: 29 Apr 2009

6.1.4,6.2.1

Editorial Fixes

OMA-RD-SCOMO-V1_0 06 May 2009 6.1.4

Editorial Fix

Candidate Version
OMA-RD-SCOMO-V1_0

19 May 2009 n/a

Status Changed to Candidate by TP

TP Ref#t OMA-TP-2009-0220R01-
INP_SCOMO_V1_0_ERP_for_Notification
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