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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentltatsare deployed over wireless communication aeksv

This specification defines the interfaces to an RBErver in a smart card (i.e. Smart Card Web $emvhich is embedded
in a mobile device (e.g. SIM, (U)SIM, UICC, R-UINLSIM). These interfaces cover the following aspects

 The URL to access the Smart Card Web Server (SCWS)

» The transport protocol that is used to enable ¢mencunication between HTTP applications in the devnd the
Smart Card Web Server

» The HTTP profile that the Smart Card Web Servedsde implement
» A secure remote administration protocol for the 8r@ard Web Server
e User, or principal, authentication with the Smaar@CWeb Server and related security protocols

It is important to note that the Smart Card Wehv8ecan be administrated only by the smart cankisée.g. Mobile
Network Operator) or a delegated authorized erifitys clearly sets the scope of ownership and ffolethe remote
administration and services that are deployedheéaSmart Card Web Server.
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be

informative.
3.2 Definitions
Application An application that is invoked by the SCWS and thay generate dynamic content can implement its
authentication own user or principal authentication scheme. WEthed authentication “Application authentication”.
BIP Bearer Independent Protocol as defined in ETSIT03223].
BIP gateway BIP implementation in the terminal as defined iI$[T02 223].
Browser A program used to view (x) HTML or other media tygezuments.
CSIM A Cdma2000 Subscriber Identify Module is an appia@adefined in [3GPP2 C.S0065] residing on the
UICC to register services provided by 3GPP2 mahéevorks with the appropriate security.
HTTPS A short term for HTTP over TLS.
ISIM An IP Multimedia Services Identity Module is an &pgtion defined in [3GPP TS 31.103] residing ie th

Network Operator

Proactive UICC session

ProactiveHandler

R-UIM

SCWS proactive session

SIM

Smart card

Smart card application
Smart card issuer

Terminal (or device)

uiCC

memory of the UICC, providing IP service identifice, authentication and ability to set up Multirreed
IP Services.

An entity that is licensed and allocated frequetacgperate a public mobile wireless telecommuniceti
network for the purpose of providing publicly aedile commercial services.

A “Proactive UICC session” is a sequence of rel@&d commands and responses which start with the
status response '91XX' (proactive command pendind)ends with a status response of '90 00" (normal
ending of command) after Terminal Response as el@fim[TS 102223].

A ProactiveHandler is a smart card entity thahisharge of managing Proactive UICC sessions. Only
one Proactive UICC session can be active at a dimen

A Removable User Identity Module is a standaloneat@defined in [3GPP2 C.S0023] to register
services provided by 3GPP2 mobile networks withapgropriate security.

A “SCWS proactive session” &proactive UICC session that has been openedSGVES and is
maintained by a SCWS.

A Subscriber Identity Module is a standalone modig@fined in [3GPP TS 51.011] to register services
provided by 2G mobile networks with the approprisgeurity.

This is a portable tamper resistant device witle@bedded microprocessor chip. A smart card is faed
storing data (e.g. access codes, user subscripfirmation, secret keys etc.) and performing tgflic
security related operations like encryption andhantication. A smart card may contain one or more
network authentication applications like the SIMI§Scriber Identification Module), USIM, R-UIM
(Removable — User Identification Module), CSIM (CBNSIM).

An application that executes in the smart card.
The entity that gives/sales the smart card to fee (e.g. network operator for a SIM card).

A voice and/or data terminal that uses a Wirelesar® for data transfer. Terminal types may inelud
(but are not limited to): mobile phones (GSM, CDMBGSM, etc.), data-only terminals, PDAs, laptop
computers, PCMCIA cards for data communication amattended data-only terminals (e.g., vending
machines).

UICC is the smart card defined for the ETSI stadd@&6 102 221]. It is a platform to resident
applications (e.g. USIM, CSIM or ISIM).
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URI

URL

User
USIM

Web Page
Web server

Uniform Resource Identifiers (URI, see [RFC1630Pwdes a simple and extensible means for
identifying a resource. URI syntax is widely usedtidress Internet resources over the web buds al
adapted to local resources over a wide varietyratogols and interfaces.

The specification is derived from concepts intrasiiby the World-Wide Web global information
initiative, whose use of such objects dates fro®01&nd is described in "Universal Resource Idantfi

in WWW", [RFC1630]. The specification of URLs (§¢d-C1738]) is designed to meet the requirements
laid out in "Functional Requirements for InternetsBurce Locators".

Person who interacts with a user agent to view; beatherwise use a resource.

A Universal Subscriber Identity Module is an apglion defined in [3GPP TS 31.102] residing in the
memory of the UICC to register services provideB®PP mobile networks with the appropriate
security.

A document viewable by using a web browser or tlég@plication which is connected to the page server

A server process running on a processor, whichsseatiweb pages in response to HTTP requests from
browsers.

3.3 Abbreviations

APDU
CSIM

IP

OMA
PSK-TLS
R-UIM
SCWS
TCP
TLS
(U)SIM

Application Protocol Data Units
CDMA SIM

Internet Protocol

Open Mobile Alliance
Pre-Shared Key TLS
Removable User Identity Module
Smart Card Web Server
Transmission Control Protocol
Transport Layer Security

(Universal) Subscriber Identity Module
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4. Introduction

A Smart Card Web Server (SCWS) is an HTTP senedrisimplemented in a smart card, embedded imbigile device
(e.g. SIM, (U)SIM, UICC, R-UIM, CSIM). It allows meork operators to offer state of the art smartidzased services to
their customers by using the widely deployed [HTILE} protocol.

This solution integrates well in the Internet and OMA architecture. The main scope of the spetifin is to allow a local
communication between a WEB browser running inténminal and a Web Server running in the smart.daalso covers
remote administration of the smart card web sdoyaauthorized entities (i.e. card issuer or a datled) entity). This new
HTTP interface is a logically separated communaratihannel from those that already exist today betwthe terminal and
the smart card (e.g. using protocols that are ddfin [ISO7616-4], [TS 102 221] and [TS 102 228]gnables HTTP
applications in the terminal to communicate with #mart card independently from the current telebased
communication between these two entities. This cemmunication channel can be used by Mobile Netv@pkrators to
deploy services for the benefit of their subsciber

A Smart card-URI is used in order to communicatinhie web server that is embedded in the smar{&EaVS). We limit
our discussion to smart card platforms such aslW)Subscriber Identification Module), UICC and RM (Removable —
User Identification Module), CSIM in a mobile phone

4.1 Version 1.0

The Smart Card Web Server 1.0 defines all the mejnirements of an HTTP server implemented in atsoaad, allowing
an HTTP client running in the terminal (e.g. theveser) to access resources stored in the smart Tlaedcontent delivered
by the SCWS can be static resources but also bergted by a smart card application. The SCWS s® @ddfines the
remote administration of the Smart Card Web Sebbyean authorized entity.

4.2 Versionl1.1

The Smart Card Web Server 1.1 enabler is a sgitohisations of the Smart Card Web Server 1.0 exvaoid therefore
does not introduce any new requirement or any ahamtg the architecture. This enabler thereforersefo the requirements
and architecture documents of the Smart Card Wele52.0 enabler.

The Smart Card Web Server 1.1 improves the Smadt Wb Server 1.0 mainly to optimize the remote agament of the
SCWS from different trusted entities. Each auttredtizntity is able to control what content and whintart card
applications can be accessed under a given URI.

The Smart Card Web Server 1.1 also clarifies tiebeananagement to improve the efficiency of théharges with the
HTTP application in the terminal.

The Smart Card Web Server 1.1 has been updatedriaga any type of resources allowing a SCWS impié¢atien to be
future proof using th€ontent-Type , Content-Encoding andContent-Language  headers defined by the
administration server.

The following other optimizations have been incldide
» Deletion of a whole directory
* Management of multiple audit commands in the sadmeigistration request
» Addition of a cipher suite for PSK-TLS requestingyoa signature
* Management of a default page whe$_path " is “/”
The following clarifications have been added:
» Behaviour when the card memory is full

»  Behaviour when the SCWS doesn’t support persistemhections
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Finally the Smart Card Web Server 1.1 specificatilamifies the expected behaviour of the SCWS drnileRemote
Administration server to ensure compatibility witdtmer versions of the SCWS enabler.
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5. Smart Card Web Server URL

The SCWS URL SHALL take the form of an HTTP URLd&fined in [HTTP/1.1]:

http_ URL = "http:" "//" host [ ":" port ] [ abs_pla{ "?" query ]

The optional <query> is a sequence of one or more <name>=<value> pairs separated by a ‘&’ character. The
SCWS SHALL support URLs with a length of at least 1024 characters and SHALL support abs_path with a length
of at least 128 characters.
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6. Support for dynamic content

Applications in the smart card, that are registeceithe SCWS and are identified by the URL, catriggered by the SCWS.
An application performs a specific task and mayagitally create content and return it to the SCWSHALL be possible

to invoke a smart card application to the SCWS digigia path defined by the card issuer. Paramfetetbe application can
be passed in the URL or in the request body. It BHBe possible to apply any syntax in the data pathe URL as long as
it conforms to the URI specification [RFC3986]. Feotample, the parameters in the URL start with"®heharacter and are

being formatted as a series of name=value paipsyrated by the ‘&’ character.

The following specification defined 2 types of apations: interception applications and contentjatimg applications.

6.1 Security processing

Prior to searching for an application as describexbction 6.2.1 and 6.3.1 the SCWS SHALL verify fecurity constraint
fixed by protection set (see section 13.1.5.3)takd the adequate procedure if they are not fedfife.g. send error or
request authentication). The SCWS security pokcyaplied before the application invocation butdpglication can also
apply an additional security policy in a proprigtaray (like form based authentication).

6.2 Interception application

An application can be registered as an intercegtpplication in order to intercept requests, eogchpturing request
information (e.g. logging application). Interceptiapplications are passive applications which nesgly to the request and
rely on other part of the SCWS for the request @gemg (Content providing application or statioreses).

6.2.1  Triggering

Upon receipt of a client request, after securitycpssing, the SCWS SHALL determine if any interiepapplication is
available to capture the request and trigger ie folowing URL path mapping rules are used:

» The SCWS finds all interception applications that mapped to the exact request URL “abs_path”.

» The SCWS recursively finds all applications that arapped to the path-prefix. This is done by stapplong the
path tree a directory at a time, using the '/’ eleder as a path separator.

The SCWS SHALL apply this search until no moreriogption applications fulfil the triggering conditi for the incoming
request. Then the SCWS SHALL continue the procedsarexplained in section 6.3.1.

The SCWS SHALL use case-sensitive string compasisonmatching. Characters other than those irirdkserved” and
“unsafe” sets (see RFC 2396) are equivalent ta th" HEX HEX” encoding.

The invocation order of interception applicatioasot significant and is left to implementation.

Interception applications which intend to captutarge number of requests (e.g. mapped on “/*") SHO be designed to
have a minimal performance impact on the SCWS.

Please refer to the section 13.1.5.9 on how to maqpests to an application.

6.2.2 Processing

When invoked, an interception application shouldehaccess to the following data:
* Request URI
e HTTP-version (e.g. HTTP 1.0 or HTTP 1.1)
* Method (e.g. GET, POST)

» Headers fields (e.g. request headers fields, geheaalers fields etc.)
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And it should not be permitted to access to:
* Request Message body

And it should not be able to set the response:
»  Status-code
* Headers

» Message body

6.3 Content providing application

An application can be registered as a content giogiapplication in order to perform a specifickkand dynamically
respond to incoming requests. Providing contetitésdefault behaviour of an application registeacethe SCWS.

6.3.1  Triggering

Upon receipt of a client request, after intercappplication processing, the SCWS SHALL deternifi@ application is
available to serve the request. The following URIthomapping rules are used in order. The firstessful match is used
with no further matches attempted:

0 The SCWS tries to find an application that is mapimethe exact request URL “abs_path”.

o If not found the SCWS tries recursively to findaplication that is mapped to the longest pathixrahis is
done by stepping along the path tree a directoaytahe, using the '/’ character as a path separato

o If no application is found the SCWS attempts taveem appropriate content for the resource reqdéstg.
static resource or error).

The SCWS SHALL use case-sensitive string compasi$onmatching. Characters other than those irirdfserved” and
“unsafe” sets (see RFC 2396) are equivalent to th" HEX HEX” encoding.

Please refer to the section 13.1.5.9 on how to anagjuest to an application.

6.3.2  Processing

When invoked, an application that is registereth®SCWS, should have access to the following data:
* Request URI
e HTTP-version (e.g. HTTP 1.0 or HTTP 1.1)

 Method (e.g. GET, POST)

Headers fields (e.g. request headers fields, geheaalers fields etc.)
» Message body

The application should be able to return the follmndata to the SCWS:
» Status-code

 Headers

 Message body
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The SCWS SHALL integrate this data in the respaagbe HTTP client.

6.4 Examples - Informative:

If we have following content in a SCWS:

» A static resource “/index.html”

* Aninterception application registered as “logge¥pped to prefix path “/*”

* An interception application registered as “app_ctetirmapped to prefix path “/app/*”

» A content providing application registered as “Damiapped to resource path“/app/bank/bank”
» A static resource “/app/bank/banner.gif”

» A content providing application registered as “atg®” mapped to prefix path “/app/storage/*”

The following requests may trigger the given agilmns:

« “lindex.html/” first trigger “logger” then SCWS netn “/index.html” static resource.

» “lapp/bank/bank?account=1" first trigger “loggedpp_counter” then trigger “bank” for response.

« “/app/bank/banner.gif” first trigger “logger”,"appounter” then SCWS return “/app/bank/banner.giitist
resource.

» ‘“/app/storage/mypictures/picturel.jpg” first triggéogger”,”app_counter” then trigger “storage” foesponse.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-Smartcard_Web_Server-V1_1-20080812-C Page 18 (95)

7. IP Address and Port Numbers for local communicat ion

This section deals with the IP addresses thata € TP application, running in the terminal, ugesrder to connect to the
SCWS. The IP address depends on the local transpatdcol as described in the following sectionsolprotocols are
specified: The Bearer Independent protocol (BIRjicectly native TCP/IP if the smart card implenseatTCP/IP stack.

7.1 Using the BIP transport protocol

If the smart card does not have its own IP addragdsdoes not directly support TCP/IP, the BIP gatein the terminal is
used as a protocol converter. Then, the TCP/IRopobis used between the HTTP application in theniteal and the BIP
gateway, and the BIP protocol is used between tRegBteway and the smart card.

The loopback IP Address 127.0.0.1 SHALL be usethbyHTTP application in the terminal to addressBHe gateway.
This address is also named “localhost” on someegyst Mnemonic names may be used if the implementatn apply
adequate security measures on the associatior ofitiemonic and the IP address, otherwise the IRessld27.0.0.1 should
be used.

7.1.1 Port Numbers

The BIP gateway SHALL listen on the ports openedigySCWS to manage the requests from HTTP apialitain the
terminal. The SCWS SHALL open a port for HTTP rexsfseand MAY open a port for the HTTP over TLS resise

HTTP and HTTP over TLS already have default TCR pombers reserved (80 and 443) and it must repwassible for the
hosting device to run its own HTTP services ushese ports.

For the SCWS, HTTP SHALL be addressed using the p@Pnumber 3516 and HTTP over TLS SHALL be adskeds
using the TCP port number 4116. Both ports areadireeserved by IANA. Port 3516 is reserved as fsraed Port” and
port 4116 as “smartcard-TLS".

7.1.2 Sample URLs

It SHALL be possible to address any SCWS resouiitte WRLs. Such resources may be an xHTML file, mage file or
any other content as a static file or dynamicaéiperated on-the-fly.

As an example, a resource called "foobar.xhtmlhlite path "/pub/files”" corresponds to these URLSs:
http://127.0.0.1:3516/publ/files/foobar.xhtml
https://127.0.0.1:4116/pub/files/foobar.xhtml
The following URLs may trigger an application armhtain parameters, which are specific for the askire application:
http://127.0.0.1:3516/cgi/start?launch
http://127.0.0.1:3516/cgi/SSO?account=username&ptram=123
https://127.0.0.1:4116/apps/display?df=7F01&ef=3&@tord=01&offset=50&length=10
http://127.0.0.1:3516/apps/show?title=This%20is%20620front%20page

7.2 Using the TCP/IP protocol

If the smart card has its own IP address and dijreapports TCP/IP and the terminal supports dife@ddressing of the
smart card, then the TCP/IP protocol SHALL be useiveen the HTTP application in the terminal arelSICWS on the
smart card.
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7.2.1  Port Numbers
The port numbers for accessing the SCWS shalldedfault HTTP ports: 80 for HTTP and 443 for HTAWer TLS.

7.2.2 Sample URLs

Same as the examples above in [7.1.2] but the sraadtnow has an IP address allocated to it, e. g.
http://<smart card IP address>/publ/files/foobamtht
https:// <smart card IP address>/cgi/display?dfd&&i=3F01&record=01&offset=50&length=10

Where <smart card IP address> is the IP addretsssthiaven to the smart card.

7.3 Remote connection to the SCWS

Connection to the SCWS from remote applicatiores (iot running in the terminal) is not supportedthiis version.
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8. Local transport protocols

The SCWS responds to HTTP requests from HTTP agtjwits (e.g. browsers) in the terminal. The HT Téuessts and
responses are exchanged over a local transpodgotdietween the smart card and the terminal. dbal transport protocol
provides the basic functionality of data exchangeveen the SCWS and the terminal.

NOTE: In order to conform to the (U)SIM constraidefined in the [TS 102 223] the processing timéhef SCWS and of
the potential triggered applications should noteext2 seconds for each consecutive processingnuwnitier to allow
interception and treatment of (U)SIM commands ftbm Device (e.g. network authentication requeBtigase refer to
13.3.2.8 for more information that is related t&Binplementation.

8.1 The BIP transport protocol

The BIP protocol is specified by ETSI SCP [TS 1@3Rand enables the smart card to communicateexittrnal entities
over standardised protocols, including TCP/IP.therSCWS only the TCP/IP protocol is used. Onlyrtiated features are
described in the next paragraphs.

According to [TS 102 223] the smart card can op8#RaTCP data channel with the terminal and askHerfollowing:

» Client mode: A smart card application wants to camitate with a remote server over TCP and the rkg#din
server is identified with an IP address. When thie &hannel is opened the terminal behaves as wagpte
communicating over TCP/IP with the remote server lacally with BIP commands with the smart card.

e Server mode: The smart card is a server allowinB a@plications in the terminal to connect to ittoRCP port
number. When the BIP channel is opened the terrshmall listen on the localhost IP address (e.g.A.271 for
IPv4) at the TCP port given in the command and &daincoming / outgoing data on this port to / frima UICC.

The two above features are used to implement ttWSO he Client mode is used for SCWS remote aditnatisn while
the Server mode is used for the operation of th&/S@self (browsing the SCWS).

The BIP functionality, used in the SCWS specifioatican be depicted in the figures in B.5 and s&cdbed for information
only. The detailed functionality is specified in§1.02223].

8.1.1 SCWS usage of BIP

When the SCWS starts, it may open several BIP alarin “TCP, UICC in server mode”. The terminal MUSupport at
least two opened BIP channels in “TCP, UICC in eemiode”. One BIP channel is for HTTP and anothdoi HTTP over
TLS. The terminal MAY support additional opened Blannels “TCP, UICC in server mode”. The TermM&alST
automatically enable the BIP channel “TCP, UICGénver mode”, independently of network connectiod &ithout the
need for special configuration by the user. The SOWAy start after a Terminal Profile evefihe SCWS SHOULD keep
the number of opened BIP channels to the minimuranekier possible.

The SCWS may also open an additional BIP chann@P;TUICC in client mode” for administration as aefi in chapter
[13]. The terminal MUST thus support an additioopéned BIP channel “TCP, UICC in client mode” besithe BIP
channels for “TCP UICC in server mode” as definbdwe. In this specification we call “BIP GatewalietBIP
implementation in the terminal as defined in [T P23].

Each BIP channel in UICC server mode SHALL be ogdmnesending the “Open channel related to UICCeremode”
command to the terminal as described in [TS 103.228 HTTP BIP channel shall be opened to listelT&P port 3516.
The HTTP over TLS BIP channel shall be openedsteti on TCP port 4116.

As a result the BIP gateway in the terminal shsieh on the indicated TCP ports and shall infdim$CWS when a client
connects to these TCP ports. The BIP gateway staibage the exchange of data between the SCWS augdrhecting
HTTP application as described in [TS 102 223].
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When an HTTP application in the terminal conneatthe SCWS (via the BIP gateway) and data is exgérthe SCWS
MAY open an additional BIP channel on either pdirs. 3516 or 4116), in order to allow another HTagplication in the
terminal to connect to the SCWS (via the BIP gatgwa the same TCP port number. This will allow 8@WS to
communicate with several terminal HTTP applicatiahthe same time, since each BIP channel is wsednimunicate with
only one application at a time.

The SCWS SHALL implement HTTP and SHOULD implemEliftTP over TLS. The SCWS SHALL be able to
communicate over HTTP and HTTP over TLS at the stame.

8.1.1.1 SCWS and other CAT applications concurrency

A “SCWS proactive session” is a proactive UICC gmsthat has been opened by a SCWS and is maidtaina SCWS
(see [Definitions] section). A SCWS proactive sessionsists of a sequence of the following APDU o@nds:
FETCHS ‘90 00’

TERMINAL RESPONSES ‘91 XX

A SCWS proactive session can use either “TCP, UICClient Mode” or “TCP, UICC in Server Mode” wheime used
transport protocol is BIP (see chapter 8.1).

A SCWS proactive session, where the SCWS usesrtaetiveHandler, SHALL be interruptible in the cageen another
CAT Application has requested the proactive handler

In this case the SCWS may have to suspend its foreaession with the terminal, depending of opegapriorities, and let
the other application take over and start its pireadJICC session. Once the CAT Application(s) asle the
ProactiveHandler the SCWS will be resumed by thd CA

NOTE: The processing priorities can be set by appstallation parameters. It is up to the cardiésdo decide which
processing priority shall be assigned to the SCivi@lation to other CAT Applications (e.g. othevd&ard" Toolkit
applets). There may be CAT Applications on the UMZi€ higher or lower processing priorities witlspect to the SCWS
processing priority.

NOTE: In order to conform to the (U)SIM constraidefined in the [TS 102 223] the processing timéhef SCWS and of
the potential triggered applications should noteext2 seconds. If the execution time exceedsithisd MORE TIME
command should be issued between the consecuticegsing units.

8.1.1.1.1 Example

During an active SCWS BIP session an ENVELOPE ($NPData Download) is sent by the terminal to theClIThe
incoming ENVELOPE command contains instructiongiggger a CAT Application that should display aifioation
message on the terminal screen. This notificatiessage should be displayed as soon as possitie bgrtminal. Waiting
for the end of the SCWS BIP session may not bepaabke for displaying this notification message.

Since the SCWS uses the ProactiveHandler at thatembthe triggered CAT application registers itselthe
EVENT_PROACTIVE_HANDLER_AVAILABLE event. When theHRMINAL RESPONSE, which belongs to the
FETCH command of the SCWS proactive session, has sent by the terminal to the UICC the SCWS sulpésn

proactive session with the terminal and let theeptipplication take over and start its Proactiv€@kession. Once the CAT
Application finishes the SCWS is resumed by the CAT

ME uUICC
ENV (Data available) s 91 XX
FETCH (Receive data) s 90 00
TR (a HTTP request to the UICC) s 91 XX
SCWS computes the HTML response
FETCH (Send data) s Data (£' part of huge HTML response)
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ME

TR (Send data ok)
FETCH (Send data)

TR (Send data ok)

FETCH (Send data)

ENV (SM S PP Data Download)

TR (Send data ok)
FETCH (Display Text)
TR (Display Text ok)
FETCH (Send data)
TR (Send data ok)

FETCH (Send data)

TR (Send data ok)

8.2 TCP/IP transport Protocol

If the smart card supports TCP/IP then the HTTRiegion in the terminal SHALL directly communicatéth the SCWS

i u

ih) ih)

ih)

muun

ih) )

ih)

uUICC
90 00
91 XX
Data (2° part of huge HTML response)
90 00
91 XX

Data (N" part of huge HTML response)
90 00

90 00, because the SMS PP DD cannot be
processed immediately. However the SCWS
makes the Proactive Handler available for the
other CAT applicatiomfter the next TR. Then
the SMS PP DD can be processed by the UICC
actually without significant delay.

921YY

90 00

91 XX (the BIP data transfer continues)
Data ((N+1¥' part of huge HTML response)
90 00

91 XX

Data (Last part of huge HTML response)
90 00
90 00

without a BIP gateway. In this case the SCWS SHA&len on the default port 80 for incoming HTTP wegts and
SHOULD listen on port 443 for incoming HTTP over Skequests.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve

d.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-Smartcard_Web_Server-V1_1-20080812-C Page 23 (95)

9. SCWS HTTP Profile

In order to ensure interoperability of the SCWS3HAITP profile, that the SCWS needs to implementlgined. This profile
identifies some HTTP features as mandatory in tmext of a SCWS implementation, however if the RTI.1 standard
itself mandates additional features they should bésimplemented. The SCWS MUST at least be a tiondily compliant
implementation of an HTTP server as specified imTIR/1.1] (i.e. implement all the MUST level requirents but not all
the SHOULD level requirements).

9.1 Request-URI

The Request-URI SHALL fulfil the rules for SCWS URlefined in this document (chapter [5]).

9.2 HTTP Methods

The following table lists optional and mandatoryHTmethods for the SCWS:

Method Supported Additional comments
OPTIONS Optional
GET Mandatory Mandated for HTTP 1.1 server impletagons
HEAD Mandatory Mandated for HTTP 1.1 server impletagons
POST Mandatory Support for forms in user interface
PUT Mandatory Support for remote administration
DELETE Mandatory Support for remote administration
TRACE Optional
CONNECT Optional

Specific actions on reception:

When receiving an incoming request that is not etep, the SCWS shall respond with an HTTP resporessage with
Status-Code = 405 (Method not allowed).

If the SCWS does not support conditional and pa@ET commands it SHALL return the whole page.

When receiving a GET command whosd®$_path " is “/”, the SCWS shall convert it into a GET ordafault page, for
example on “/index.html”.

9.3 HTTP Authentication headers

The following Headers MUST be implemented in oreBupport HTTP Authentication as specified in igecf10]
» Authorisation request header.

«  WWW:-Authenticate response header.
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9.4 Status Code Definitions

94.1 Server Error 5xx
9411 590 Memory Full

The server is currently unable to handle the retduesause the card memory is full.

9.5 Implementation notes - informative

9.5.1 Caching

To improve SCWS performance use of response cdidsesi on Entity Tag Validators MUST be supported.

* The conditional GET based on the If-Match and IfaéMatch request-header MUST be supported by SCWS.
» The ETag response-header MUST be generated by S&Wiple implementation is to increment a sholtean
each PUT admin request.

Exemple:

>

GET /index.html HTTP/1.1CRLF
Host: 127.0.0.1:3516 CRLF
CRLF

<
HTTP/1.1 200 OK
Content-Type: text/html CRLF
Content-Length: 4 CRLF
Etag: 0001

CRLF

Hello

>

GET /index.html HTTP/1.1CRLF
Host: 127.0.0.1:3516 CRLF
If-None-Match: 0001 CRLF
CRLF

<
HTTP/1.1 304 Not Modified CRLF
Content-Length: OCRLF

SCWS will generally be a clock-less HTTP serverglasady permitted by the IETF [HTTP/1.1]).
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This means that it will have a specific handlinga€hing based on dates validators, and generdllignore them by
systematically sending a complete response.

It is also expected that due to limited resourties SCWS will generally be a light weight HTTP s&rand will normally
implement a minimal set of HTTP /1.1 features. Thiesans that it will have a specific handling of i negotiation related
headers (Accept, Accept-Encoding, Accept-Languaae],generally will ignore them.

9.5.2 Connection

In order to improved interoperability with handset behaviour it is recommended for SCWS server that does not
support persistent connections to include the "close" connection general header in every http response.

Example:

>

GET /index.html HTTP/1.1CRLF
Host: 127.0.0.1:3516 CRLF
CRLF

<
HTTP/1.1 200 OK
Content-Type: text/html CRLF
Content-Length: 4 CRLF
Connection: close CRLF
CRLF

Hello
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10.User or principal authentication to the SCWS

If the SCWS requires an access condition whichnlmadeen fulfilled it shall provide means to fulfilis security conditions
(e.g. it may perform a request to the user, orgiped to enter a user name and password).

The authentication is performed between the chgplication and the SCWS and MAY use standard HadiRorization
exchange mechanisms specified in IETF [RFC 2617¢ SCWS MUST support Basic authentication and MAFp®rt
Digest authentication as defined in IETF [RFC 2617]

An application that is invoked by the SCWS can aisplement its own authentication scheme. This entilbation may be
based on user name and password or other meaas. @&sample the invoked card application can displéyrm that asks
for a user name and password and then capturentbeed data.
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11.Security Protocols

11.1 Transport Layer Security (TLS)

TLS (Transport Layer Security) [TLS] provides awwecand reliable transport mechanism between twinoanicating
parties. It provides confidentiality and integrisotection for the transport used. It can also ®wnilateral or mutual
authentication depending on the implementation$s Works in a client-server model, where the iniias called the Client
and the responder is called the Server. In mogts¢asTLS client can authenticate a TLS servergusipublic key
certificate. Mutual authentication is possiblengspublic key certificates or with pre-shared kagsng PSK-TLS.

A SCWS remote administration server acting as amPH server SHALL implement [HTTP over TLS] usinggR TLS].
A SCWS administration agent acting as an HTTPSitBHALL implement [HTTP over TLS] using [PSK-TLS].
The implementation of [HTTP over TLS] using [PSK-S]Ls defined in sub-section 11.1.1.

The SCWS acting as a local HTTPS server SHOULD émgint [HTTP over TLS] using public key as definedib-
section 11.1.2 and MAY implement [HTTP over TLSjngs[PSK-TLS].

The implementation of [HTTP over TLS] using pulitiey is defined in sub-section 11.1.2.

11.1.1 PSK-TLS

PSK-TLS is used when a symmetric key is shared dmtvthe SCWS and the connecting principal (e.gmete
administration server). How shared keys are prowisi in the smart card and the connecting prinéiplbeyond the scope of
this specification.

11.1.1.1  Supported Cipher Suites for PSK-TLS
The SCWS MUST support all of the following cipheitss:
« TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS]
« TLS_PSK_WITH_AES_128 CBC_SHA [PSK-TLS]
¢ TLS_PSK_WITH_NULL_SHA [RFC4785]

11.1.2 Public Key Pair and device certificate

The SCWS SHOULD use a public key pair, stored seeure area, and SHALL allow the usage of thess &ely to the

TLS implementation or to authorized card applicaicas defined by the card issuer internal secpalicy. The SCWS
SHOULD also embed a device certificate for the mukéy. The device certificate shall be provisiotgdhe card issuer and
be signed by a trusted authority of the card issTiee public key pair and device certificate SHAh& used for server
authentication in TLS (i.e. TLS class 2 authenimat

11.1.2.1  Supported Cipher Suites
If the SCWS use a public key pair and device gediié then it MUST support all of the following bigr suites:
« TLS_RSA WITH_3DES_EDE_CBC_SHA
« TLS_RSA WITH_AES 128 CBC_SHA
11.1.2.2 Server Authentication
E’he SCW]S MUST support server authentication using T.0 and SHALL use the WAP profiled X.509 seregertificate
WAPCert].
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11.1.3 Supported TLS extensions

It may be desirable for the SCWS to negotiate dlemmaximum fragment length due to memory limitas or bandwidth
limitations. This extension enables the usage efollowing fragment length (when the default vaisi@"14):

2"9(1), 2°10(2), 2*11(3), 2"12(4), (255)
* The card administration agent MAY use the Maximuragfent Length Negotiation as defined in [RFC3546].

e The administration server SHALL support the MaximbBragment Length Negotiation as defined in [RFC3546
and SHALL accept fragment length down to the minimaef 512 bytes.

e A HTTP client connecting to the SCWS MAY use thexitiaum Fragment Length Negotiation as defined in
[RFC3546].

e The SCWS SHALL support Maximum Fragment Length Niegion as defined in [RFC3546] and SHALL accept
fragment length down to the minimum of 512 bytéshé client does not negotiate, the SCWS SHALLeatd LS
fragment length with the predefined length of 16.KB

11.1.4 Session Resume

The SCWS SHOULD support the session resume asedefinTLS. The longer session life (e.g., 12 ho&dDULD be
used. The guidelines on the session resume as @éot¢edin TLS 1.0 SHOULD be respected.
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12.Access Control Policy (ACP)

This section defines a complementary and yet oplisecurity feature that adds an additional accestrol to the SCWS
from within the terminal itself. It is called theG® Enforcer (Access Control Policy Enforcer) andiimed to control the
access to the SCWS for terminal applications. Binmpurpose is to provide protection against desfiakervice attacks on
the SCWS and the misuse of the SCWS by maliciausitel applications. The ACP Enforcer is especialigful in

terminals that allow the user to freely download arstall applications in the terminal (e.g. teraigwith so-called open
operating systems). For example the user may dadrdnd install a malicious application in the terahithat could try to
block access to the SCWS or potentially ask the fasesensitive information such as passwords orets required to access
personal information in the SCWS.

The Access Control Policy (ACP) is a data objeat the device, implementing an ACP Enforcer, cariense from the
smart card. An ACP Enforcer MAY be implemented éyninals that implement a trusted execution envirent (as defined
by external standardization fora). The ACP datacthjlefines the following possible access rights:

» Allow access to the SCWS to terminal applicatidret fare trusted by the handset manufacturer

» Allow access to the SCWS for terminal applicatidhat belong to the operator trust level, if suppedrby the
terminal.

* Allow access to the SCWS for terminal applicatidhat belong to an enterprise trust level, if supgbrby the
terminal.

» Allow access to the SCWS to all trusted terminglli@ations in the handset

» Allow access to the SCWS to some trusted termippligations in the handset that are identified gy hash of the
signing certificate

» Allow access to all terminal applications
The Access Control Policy Enforcer may enforce ascestrictions to the SCWS by blocking acceskda¢levant TCP

ports (i.e. used by the SCWS) for certain locahiaal applications within the terminal. If no ACBrcbe retrieved from the
smart card then all terminal applications can actes SCWS.

12.1 ACP retrieval

Since the ACP is not confidential it can be acogss®the HTTP protocol itself. The device SHALlirieve the ACP by
sending the following HTTP GET command:

Get /config/acp HTTP/1.1 CRLF
Host: <hostname or IP address> CRLF

CRLF

If the terminal supports ACP enforcement it SHAIdirreve and apply the ACP immediately after th&ahzation phase of
the SCWS transport protocol with the smart carde fTEiminal MUST block access to the SCWS for athieal applications
before the retrieval and enforcement of the ACBgtihat are described in it. After the retrievalhef ACP from the SCWS
the terminal MUST apply the rules and MUST blockess to the SCWS for all non-authorized termingliagtions. If the
terminal is not able to interpret the ACP (e.g. A€malformed) it MUST block access to the SCWSdibterminal
applications.

The following is an example of an HTTP responsth&babove GET command:
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HTTP/1.1 200 OK CRLF

[Content-Type: application/octet-stream CRLF]
[Content-Length: xx xx CRLF] or [Transfer-Encoding: chunked CRLF]
CRLF

ACP as binary data

12.2 ACP data objects
The ACP ASN.1 [ASN.1] data objects are describddweA description of the role of each data objedibws afterwards.
--Access Control Policy
ACP ::= SEQUENCE {
trustedApplInformation Trustinformation,

SelectedTrustedApplications CertHashList OPTI ONAL

Trustinformation ::= BIT STRING {

allApplications 0,
allTrustedApplications (2),
trustedByManufacturer (2),
trustedByOperator 3),
trustedByEnterprise 4,
selectedTrustedApps 5),

... -- for future extensions

}
CertHashList ::= SEQUENCE SIZE (1..MAX) OF CertHa sh
CertHash ::= OCTET STRING --SHA1 Hash of Entire Ce rtificate

Trusted certificates that indicate various leveld granularity of trusted terminal applications nadrgady be present in the
device. If the smart card contains additional Gegies they MUST be read as described in [SCPaad]added to the list of
existing trusted certificates.

The bits in the Trustinformation type indicate whierminal applications are allowed to access B¢/S and are defined as
follows:

» The allApplications bit is asserted when acceshedSCWS is allowed by all terminal applicationshout
restriction.
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* The allTrustedApplications bit is asserted whereasdo the SCWS is allowed by signed terminal apptns that
have been properly validated to any one of thadtusertificates.

* The trustedByManufacturer bit is asserted whensscttethe SCWS is allowed to terminal applicatimasted by
the terminal manufacturer (e.g. signed applicatibas have been properly validated to trusted foeate(s)
associated with the manufacturer, or by other means

* The trustedByOperator bit is asserted when acoasetSCWS is allowed to signed terminal applicetithat have
been properly validated to trusted certificateéoziated with the operator trust level, if thisstrlevel is supported
by the terminal.

» The trustedByEnterprise bit is asserted when adoesee SCWS is allowed to signed terminal appiicet that
have been properly validated to trusted certificgtassociated with the "Enterprise trust levélthis trust level is
defined and supported by the application's rungméronment of the terminal.

» The selectedTrustedApps bit is asserted to inditeteaccess to the SCWS is allowed by signed tedmi
applications that have been properly validatedtroisted certificate (or certificates) as indicaitethe
SelectedTrustedApplications structure.

The SelectedTrustedApplications type indicates dleatss to the SCWS is allowed by signed termimaliGations that have
been properly validated to one of the trusted fiestes whose hash is explicitly indicated in thtisicture. If a trusted
certificate corresponding to the indicated hasmoabe found, the signed terminal application SHAldt have access to
the SCWS.

The certificate hash is a SHA-1 hash calculated thee DER encoding of the complete certificate.
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13.SCWS remote administration

The SCWS administration is the ability to uploadvraata (e.g. xHTML pages), delete data and chaagéguration
parameters for the SCWS. The commands are semg terf Administration protocols” that are descritimdow. All these
protocols implement end-to-end authentication gritg and confidentiality. Only an authorized adistration entity can
administrate the SCWS.

It is assumed that a correctly authenticated aditnation entity can use all the administration cands listed in this
chapter. The PUT and DELETE HTTP commands SHOULDI N® accessible for a non authenticated clienboaf
authenticated client that does not have adminlpges.

Pages that only the admin server is allowed to MB&T be protected e.g. using the protection sefhraeism described in
13.1.5.2.

The “/SCWS/admin” URL SHALL be accessible only td¢leorized administration entities e.g. using thatgxtion set
mechanism described in 13.1.5.2.

The SCWS SHALL NOT terminate an HTTP request respaession with a terminal HTTP client applicatipon
receiving an HTTP administration command.

13.1 Administration commands

The SCWS administration commands are HTTP commasdescribed below. These commands are sent sorihe card
with the administration protocols as describedl®.B]. This chapter describes the commands onlydaed not deal with
how they are sent to the SCWS. The following chapdescribe the administration protocols themselves

The following HTTP requests are used for administggthe SCWS:

PUT Is used to install or update a page on the SCWS

DELETE Is used to delete a page from the SCWS

POST Is used to send special administration commemthe SCWS

GET Is used by the admin server to read informatiom the SCWS , e.g. “GET
/config/content_version”

The URIs in PUT-requests, DELETE-requests and Ggjests must be an absolute path, i. e. start'Withhe POST
requests contain special commands, which are passadpecial admin-component within the SCWS.

If the full administration protocol is used, PUTEDETE and GET commands SHALL be rejected if thal@ministration
agent involved in the exchanges is not allowecdct®ss the URI requested in the request.

13.1.1 PUT
The PUT HTTP request is used to install or updgiage on the SCWS.
* The URL to be installed/updated must be an absplatie (starting with the root of the SCWS)

* The value of th&€ontent-Type , Content-Encoding andContent-Language  headers present in the
request shall be stored by the SCWS, and shafidbeded in the response to a GET command on thauree.

* The entity-header-field “Content-Length” must bedisThe value is the length of the message-boblytes as a
decimal number.
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* The value of the Cache-control header presentamefuest shall be stored by the SCWS, and shaticheled in
the response to a GET command on this resource.
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Example

PUT /example.html HTTP/1.1 CRLF
Content-Type: text/html; charset=utf-8 CRLF
Content-Length: 16 CRLF
Content-Language: en-gb CRLF
Content-Encoding: gzip CRLF

Host: anything CRLF

CRLF

<htmlI>xxx</html>

Then the response to a GET commandexample.html shall be as follows:

HTTP/1.1 200 OK CRLF

Content-Type: text/html; charset=utf-8 CRLF
Content-Language: en-gb CRLF
Content-Encoding: gzip CRLF
Content-Length: 16 CRLF

CRLF

<htmlI>xxx</html|>

Example with Cache-Control:

PUT /example.html HTTP/1.1CRLF
Content-Type: text/nhtml CRLF
Content-Length: 5 CRLF
Cache-Control: no-cache CRLF
Host: anything CRLF

CRLF

<html>xxx</html>

Then the response to a GET commandexample.html shall be as follows:

HTTP/1.1 200 OK CRLF
Content-Type: text/html CRLF
Cache-Control: no-cache CRLF
Content-Length: 16 CRLF
CRLF

<html>xxx</html>

13.1.2 DELETE

The DELETE request is used to delete a page aratdry from the SCWS. The URL to be deleted mesai absolute path
(starting with the root of the SCWS). If the patlentifies a directory, this directory and its caontehall be deleted.

Example

DELETE /fag/abc HTTP/1.1 CRLF
Host: anything CRLF

DELETE /pubffiles/ HTTP/1.1 CRLF
Host: anything CRLF

13.1.3 POST

The POST request is used to send special admiiistrsommands to the SCWS as described below.

e The URL must be “/SCWS/admin”
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* The entity-header-field “Content-Type” must be usHae value is “application/x-www-form-urlencoded".

* The entity-header-field “Content-Length” must bedisThe value is the length of the message-bodlyties as a
decimal number

» The message-body, in this case called “admin-boahyifains data that is interpreted by the adminmment of
the SCWS. See 13.1.5 for the definition of the adbady.

Example

POST /SCWS/admin HTTP/1.1 CRLF

Content-Type: application/x-www-form-urlencoded CRL F

Content-Length: xx CRLF

Host: anything CRLF

CRLF

admin-body ;the message-body of the POST request i s called admin-body and

:contains one or several admin commands

The POST command MAY also be used to send HTTP amdsithat pass some parameters to applicationarthatvoked
by the SCWS. In this case the POST request stdllde the URL of the invoked application and camtiaie parameters in
the POST command body:

» The URL must be the URL of the invoked application

» The message-body contains data that is interptstélde invoked application.

Example

POST /myApplication HTTP/1.1 CRLF

Content-Type: application/x-www-form-urlencoded CRL F
Content-Length: xx CRLF

Host: anything

CRLF

datal=abc&data2=xyz

13.1.4 GET

The GET request is used by the Admin Server to egpaige of the SCWS. The URL to be read must labsolute path
(starting with the root of the SCWS).

Example

GET /config/content-version HTTP/1.1 CRLF
Host: anything CRLF CRLF

13.1.5 Special admin commands that are used within a POST request

Special Admin-Commands are transported within tlessage-body of POST-requests. The SCWS must béogirecess
an admin-body with a length of at least 1024 Bytesiore than 1024 bytes are needed for administrathe Admin Server
in the network should transport the admin commanittsin several POST requests. The admin commarelbamdled by
the admin server application, to which only authed principals can have access (as provisionetdgdrd issuer).

The commands always start with a command attripigecmd=commandName) followed by one or sevdtebate value
pairs as parameters. These command pairs are fedraatcording to the W3C recommendation [HTML 4.0This means
that the attribute name is separated from thebativalue by '=' and attribute name/value paiessaparated from each
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other by '&'. All unsafe characters in names arldesare escaped: Space characters in names ared ek replaced by '+',
and reserved characters are escaped as descrifpeli3986]. Non-alphanumeric characters are reglage%HH', a
percent sign and two hexadecimal digits represgrtia ASCII code of the character. All attributesnes and values are
case sensitive and the order of attribute valuespginot relevant (if not otherwise specified).

If there are several commands in one POST redqileste are also separated by '&', see the folloexagnple.

If a parameter name in a command is not known ami&rameter name has a wrong parameter valuetmeand MUST be
aborted. To recognize constants they are writtéh guotes in this specification, but in the comnmatiemselves they
appear without quotes. For example "on" refersigostring "on" but in the command invocation it eggs without the
quotes: http=on.

If the full administration protocol is used andiparameter of the administration command is an &Rl path, the
command SHALL be rejected if the card administratgent involved in the exchanges is not alloweakct®ess this URI or
this path.

Example
cmd=set&http=on&cmd=pré&psid=ps1&protocol=http
cmd=set&http=on&cmd=pré&psid=psl&protocol=http

In this example two commands are sent. The nartteedfrst command name fset” with the attribute value pair
“http=on”. The name of the second command is “pr” with twadlaite-value pairs.

Some parameter/value pairs are mandatory in anredonimand; others are optional (as indicated irniahkes).
13.1.5.1 Configure the SCWS

This command allows the administrator to set pataraén the SCWS. Command name is: set

Parameter Value mandatory/ minimum
name optional supported

length
http “on” —turn the HTTP server | 0

operational mode on

“off” — turn the HTTP server
operational mode off

https “on” — turn the HTTPS server o
operational mode on

“off” — turn the HTTPS server|
operational mode off

uri The URI that indicates the 0 128
default page to associate with characters
the abs_path : “/"

Operational mode is distinguished from administratinode. The communication with remote adminisiratipplication is
always enabled and is done on an authenticatedesebannel as described in [13].

o IfHTTP or HTTPS is set to Off, the SCWS SHALL abourrent communication and stop listening on #levant
TCP port

e« IfHTTP or HTTPS is set to On the SCWS SHALL stetiening on the relevant TCP port.
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The following error codes can be used (see 13.2.2):
e 0002 wrong parameter
» 0003 wrong value
e 0005 missing parameter or value

Example: cmd=set&https=off&http=on&uri=/index.html

13.1.5.2 Define a resource protection set

This command is used to define or update a set@friy parameter that need to be satisfied tosscagrotected resources.
A URI sub-tree can be linked to a protection see(gr’ command). The protection set, to which a iiRinked, defines
how to access this URI (or sub-tree).

Pages can be protected with HTTPS, or with bas@igest authentication or with both. The ‘protoqudirameter defines
whether https is needed or whether http is sufiicié a realm is defined, the user must be autbated by basic or digest
authentication. All users added to this “psid” allewed to access the URI with the correct autltatibn with name and
password.

Command name is: dps

Parameter | Value mandatory/ | minimum
name optional supported
length
psid Protection Set Identifier m 32
characters
protocol “http” — HTTP protocol m

“https” — HTTPS protocol

“admin” — Remote Administration Protocol

realm The realm-name as defined in [RFC2617] o} 32
characters
auth “basic” — Require Basic or digest authentaafif supported by the conditional:
SCWS) to authenticate the connecting principal must be
used if the
“digest” — Require Digest authentication to autiwaie the connecting parameter
principal realm is
present

The protocol value “admin” specifies that only tieenote administration server (or the SCWS itsedf) access this
protection set. It should be used to protect irdkconfiguration resources (for example admin sese#tings specified in
13.3.2.3) or to hide some pre-issued resourcesngdid be published.

If a protection set already exists with the givesitl” the SCWS SHALL update it. If the updated pition set no longer
includes a realm parameter all users previousleddd this protection set SHALL be automaticalljnoed from the
protection but not deleted from the SCWS (see 0).

If a protection set with auth=digest is defined the SCWS does not implement Digest Authenticatioa returned error
code shall be “wrong value: auth=digest”.
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The following error codes can be used (see 13.2.2):
e “0002 wrong parameter”
» “0003 wrong value”

e "“0005 missing parameter or value”

Examples:

1. cmd=dpsXpsid=psl&protocol=http&realm=Your%20pages&auth=bas ic
2. cmd=dppsid=ps2&protocol=https
3. cmd=dpskpsid=ps3&protocol=https&realm=Your%20secured%20pag es&auth=digest

4. cmd=dps&psid=ps4&protocol=admin

The first example defines (or changes) a protecairinternally namedps1 ” using HTTP with basic (or digest) user
authentication. The realm name used to prompt $lee will be “Your pages”.

The second example defines (or changes) a protestibinternally nameds$2 ” using HTTPS with server authentication
(no user authentication).

The third example defines (or changes) a protec@atnnternally namedps3 ” using HTTPS with usedigest
authentication. The realm name used for prompu#ee will be “Your secured pages”.

The forth example defines (or changes) a protecétrinternally namedps4 ” only accessible by SCWS remote
administration server under authenticated admatisin protocol or internally by the SCWS itself.

Note

A resource protection set which uses a realm withentication and which has no authorized usestegd (see 13.1.5.7)
will always refuse access to its content.

13.1.5.3 Protect a URI sub-tree with a protection s et

This command is used to protect a URI or sub-trite avprotection set. This means that access sosthth-tree is granted
only if authentication succeeded according to #m@meters in the given protection set. A URI se@e-ttan be linked to at
most one protection set. If a resource URI dogshirit any protection set from an upper URI sud®tmo access
restrictions apply. In this case it defaults tghith no authentication.

Command name is: pr

Parameter | Value mandatory/ | minimum

name optional supported
length

uri The URI that indicates the resource or the Wiliti-tree to protect m 128
characters

psid ID of a protection set o] 32
characters

The SCWS MUST support that this command can beesgmt before the resource (referenced by URI) lisagied to the
SCWS.
The “uri” parameter SHALL be interpreted in theldoling way:
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e A string beginning with a /' character and endinigh a ‘/*' suffix is used for URI sub-tree protéah.

» All other strings are used for protecting a reseumbich exactly matches the given URI “abs_path”.
Using URI sub-tree defines kind of “inheritancefesifor protected resources:

* Aresource is always protected by the protectidrassociated to the closest upper URI.

* If no matching protection set is found then thetese MUST be granted free access (i.e. http with n
authentication)

If somewhere within the defined sub-tree, thereaaly exist another resource linked to another ptiote set (subtree with a
longer “uri” ), this resource MUST remain linkedits protection set, else it MUST be linked to tieav one (See example 1
and 2).

If an URI is already linked to a protection segrilthis operation is an update. In this case alléisources protected by the
previous protection set in the sub-tree MUST bkdihto the new protection set. (See example 3)

4,

If the parameter "psid” is not present and the™suib-tree was previously linked to a protectiot) #&@s operation is a
removal operation. The previous link to a protetset is removed but the protection set of theedbmatching URI (up the
path) MUST be used instead, (See example 4). thatching protection set is found then the resoMUST be granted free
access (i.e. http with no authentication).

The SCWS SHALL use case-sensitive string compasisanmatching.
The following error codes can be used (see 13.2.2):

e 0002 wrong parameter”

» “0004 referenced data not found” (e.g. psid isdeftned)

*  “0005 missing parameter or value”

Examples:

Let assumed that we have the protection set “gp$2” and “ps3” as defined in the previous chajsere 13.1.5.2) and the
following resources present in the SCWS

/index.html => free access

/bank/bank.html => free access

/bank/secret/private.html => free access

1°) After command ¢md=pr&uri=/bank/*&psid=ps2 " the resources have the following access condition

/index.html => free access

/bank/bank.html => https access (ps2)

/bank/secret/private.html => https access (ps2)

2°) Then after commandthd=pr&uri=/bank/secret/*&psid=ps3 " the resources have the following access
condition:

/index.html => free access

/bank/bank.html => https access (ps2)
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/bank/secret/private.html => https access for digest authenticated user of “p s3”

3°) Then after commandtd=pr&uri=/bank/*&psid=ps1 " the resources have the following access condition
/index.html => free access

/bank/bank.  html => http access for basic authenticated user of “ps1”
/bank/secret/private.html => https access for digest authenticated user of “ ps3”
4°) Then after commandthd=pr&uri=/bank/secret/* " the resources have the following access condition

/index.html => free access
/bank/bank.html => http access for user of “ps1” gr anted by basic

/bank/secret/private.html => => http access for basic authenticated user of “psl "

13.1.5.4  Delete a resource protection set
This command deletes a resource protection sbeisdrver.

Command name is: delps

Parameter | Value mandatory/ | minimum

name optional supported
length

psid Protection Set Identifier m 32
characters

When a resource protection set is deleted, alluress previously protected by this protection $€ASL inherits the
protection set from the upper URI sub-tree, if nateching protection set is found then the resoudAl3. be granted a free
access (i.e. http access with no authenticatidm} Behaviour is the same as described in the rehoperation (no “psid”)
of the command “pr” (see 13.1.5.3).

This command SHALL NOT delete the users associatékis resource protection set. A separate comrizsansed to delete
a user (see 13.1.5.6).

The following error codes can be used (see 13.2.2):
e “0002 wrong parameter”
» “0003 wrong value”
e 0004 referenced data not found” (e.g. protectbisinot defined)
e “0005 missing parameter or value”.

Example

If we have:
« A protection set “ps_a”" to protect the uri prefi@* with basic authentication access by user “ul”

« A protection set “ps_b" to protect the uri prefita/bh” with basic authentication access by user ‘add “u2”
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e Avresource “/a/b/index.html” (so under “ps_b” caijr
If the following command is used:
“cmd=delpsé&psid=ps_b"

Then the resource “/a/b/index.html” is now proteldby “ps_a”. By side effect the user “u2” can nader access
“la/blindex.html” but is still defined on the SCV4&d ready to be added to any protection set.

13.1.5.5 Define user

This command defines a new user in the SCWS. Tdes definition is unique in the whole server, aad be used in several
realms of different protection sets (see 13.1.%AM)ser is a pair of login and password and is usesdipport basic and
digest authentication as specified by [RFC2617].

Command name is: dusr

Parameter | Value mandatory/ | minimum
name optional supported
length
user User’s login name m 32
characters
pwd User’s password m 32
characters
user-admin| “true” or “false” o}

If the specified user already exist the SCWS SHAlpdate it with its new password value. In this cabexisting
associations to protection sets remain unchangéuke Lser-admin parameter is set to true then administration
commands are authorized (see annex H). If thishpeter is not present the default value is “false”.

The SCWS MUST support that this command can beeat before any resource protection set is defimetthe card.
The following error codes can be used (see 13.2.2):

e 0002 wrong parameter”

* “0003 wrong value”

*  “0005 missing parameter or value”

Example

Cmd=dusr&user=James&pwd=XYZ675

13.1.5.6 Delete user

This command deletes a user in the server and resribfrom every protection set which reference it.

Command name is: delusr
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Parameter | Value mandatory/ | minimum

name optional supported
length

user User’s login name m 32
characters

This command SHALL automatically remove the usentfrevery protection set which reference it and telpte it.
The following error codes can be used (see 13.2.2):

e 0002 wrong parameter”

* “0003 wrong value”

» “0004 referenced data not found” (e.g. user isdedined)

e "“0005 missing parameter or value”

Example

Cmd=delusr&user=James

13.1.5.7  Add user
This command adds a user in a resource protectioinat defines a realm.

Command name is: addusr

Parameter | Value mandatory/ | minimum
name optional supported
length
user User’s login name m 32
characters
psid Protection Set Identifier m 32
characters

If the given resource protection set doesn't defimealm name with it associated authenticatioorélgns, the SCWS
SHALL return an error code “wrong value: psid =x%xx

The following error codes can be used (see 13.2.2):
e "0002 wrong parameter”
e "“0003 wrong value”
* “0004 referenced data not found” (e.g. psid or iseot defined)
*  “0005 missing parameter or value”

Example

cmd=addusr&user=James&psid=ps3
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13.1.5.8

This command removes a user from a resource pratestt that defines a realm.

Remove user

Command name is: rmvusr

Parameter | Value mandatory/ | minimum
name optional supported
length
user User’s login name m 32
characters
psid Protection Set Identifier m 32
characters

This command SHALL NOT delete the user even ifitmore referenced by any protection set.

The following error codes can be used (see 13.2.2):

e 0002 wrong parameter”

* “0003 wrong value”

* “0004 referenced data not found” (e.g. psid or iseot associated to this psid)

*  “0005 missing parameter or value”

Example

cmd=rmusr&user=James&psid=ps3

13.1.5.9

Map requests to application

This command is used to map a registered applit&diancoming request by providing a path trigggraondition.

Command name is: map

Parameter | Value mandatory/ | minimum
name optional supported
length
Appid Registered application identifier m 32
characters
Path Application path triggering condition m 128
characters
Intercept “true” or “false” o]
The parameter “appid” is the identifier used by dpglication when it has been registered to the SCW
The parameter “intercept” set to “true” marks tipplecation as an interception application (seeiepd.2). If it is not

present the default value is “false” (i.e. contertviding application).
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The “path” parameter SHALL be interpreted in thikdwing way:

» A string beginning with a ‘/’ character and endimigh a ‘/*' suffix is used for URL prefix path mappy.

» All other strings are used for exact matches only.
An application can be registered on several diffepaths.

A content providing application (i.e. not in integt mode) SHOULD not be mapped on a path usedshgtia resource as
this static content becomes unreachable and ugelggkcations have priority against static resesjc

The SCWS SHALL return a “0003 wrong value” errothié path parameter value was already used byg@itaion which
is not in interception mode.

If the full administration protocol is used, thenmmand SHALL be rejected if the card administrata@ent involved in the
exchanges is not allowed to map the requestedcapipiin.

Please refer to section 6 about application triggefor more information.
The following error codes can be used (see 13.2.2):
e 0002 wrong parameter”
e "“0003 wrong value”
» “0004 referenced data not found” (e.g. “appid” @& registered)
*  “0005 missing parameter or value”

Examples

Map the application registered as “application1’exact request/app/applicationl "

cmd=map&appid=application1&path=/app/applicationl

Map the application registered as “application2’each request starting with a url preffapp/application2/*

cmd=map&appid=application2&path=/app/application2/*

Map the application registered as “logger” in ortteintercept all request to the SCWS.

cmd=map&appid=logger&path=/*&intercept=true

13.1.5.10 Unmap requests to application
This command is used for un-map request to an egijain.

Command name is: unmap

Parameter | Value mandatory/ | minimum
name optional supported
length
appid Registered application identifier m 32
characters
path Application path triggering condition o] 128
characters
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The parameter “appid” is the identifier used by dpglication when it has been registered to the SCW

If “path” is not present all mappings to this apption SHALL be removed otherwise only the giveatty SHALL be
unmapped.

The following error codes can be used (see 13.2.2):
e “0002 wrong parameter”
e "“0003 wrong value”
» “0004 referenced data not found” (e.g. “appid” @ registered or “path” was not previously mapped)
»  “0005 missing parameter or value”

Example

cmd=unmap&appid=applicationl

13.2 SCWS Responses to Administration commands

This chapter describes the responses of the SCW t@ceived administration commands. Respongeseat using the
“Administration protocols” that are described ir tthapter13.3. There are two categories of resppasalescribed in the
sub-chapters below.

13.2.1 Responses to HTTP commands

As described above, HTTP commands are used fadtmnistration of the SCWS. These commands are:, PELETE,
POST, and GET. For the lightweight administratiootpcol these commands MUST NOT be pipelined. TB&/S SHALL
reply with an HTTP Response for each HTTP Requmedtwas sent by the remote administration apptioati

If the PUT HTTP command can not be performed bex#us card memory is full, the HTTP error code SHALL be
returned.

13.2.2 Responses to admin commands within the POST command

Special administration commands are sent withirptiet command as described in [13.1.5]. In the fdiie POST
command several admin commands can be sent. Intordelicate to the remote administration applaatvhich command
was successfully executed the Pragma Header MU SiBduh

The Pragma Header field in the response SHALL dorikee number of the last command that was suagissikecuted by
the SCWS. If a command was not successfully exdalteommands after it SHALL be ignored and nat@axed by the
SCWS. The Pragma header field SHALL be the follawin

Pragma: cmd=CmdNum
whereCmdNunis the last command number, encoded as a deaitegler, that was successfully executed by the SCWS.

If, for example, the POST command contains 14 adminmands and the T@ommand was rejected by the SCWS, the
SCWS would include thBragma: cmd=12 in the HTTP response and ignore the commandsfar after the rejected
command. The remote administration application thills be able to detect that only the first tweldenin commands were
successfully executed and resend a new HTTP POSmend with some new admin commands. If no adminncand was
executed, the SCWS SHALL include Pragma: cmd=0énHTTP response.

If the HTTP POST request itself failed the SCWS $HAeturn the relevant error code (for example matfed HTTP
request).

If all internal admin commands were executed swsfallg then the HTTP response status code SHALL204".
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If at least one of the internal admin commands masxecuted the HTTP response status code SHALUQ® and the
Pragma: cmd=CmdNum SHALL be included in the response as defined abokie.body of the response SHALL be the
MIME type text/plain containing the error stringi{laout the quotes) of the command that could not)eruted. The
following result-strings are defined. For some sabe erroneous parameter must be included irethétrstring, (see
examples).

The error result string shall have following formegrror_code> [<error_text>[: <error context>]]

0 <error_code>: decimal integer with four digits. (Mandatory)

0 <error_text>: error explicit description (optional)

0 <error_context>: error textual context (optional, but can be preonly if <error_text> is present)

The following errors are defined:

Error Error text Error Description
code Context
“0001” | “command not “<cmd>" An unknown<cmd> command.
supported”
(example: “0001 command not supported: xyz")
“0002” | “wrong parameter” “<param>" An unknown parametetparam> related to the given
command.
(example: “0002 wrong parameter: xyz")
“0003” | “wrong value” “<param>=< | A parameter value given in the command is not sttpgdo
val>”
(example: “0003 wrong value: http=xyz")
“0004” | “referenced data not “<param>=< | A parametexparam> value<val> reference an entity which
found” val>" does not exist.
(example: “0004 referenced data not found: psid39xyz
“0005” | “missing parameter or | “<param>" A mandatory parameter/valg@aram><value> for the
value” command is missing
“<value>"
(example: “0005 missing parameter or value: psid”)
H<Cmd>n
“0006” | “no resource” NA The command could not be fulfilled due to a lackesfource
(available memory, static limitations...). Thisussnay be
resolved by freeing the needed resources.
(example: “0006 no resource”)
“O0FF” | “unknown error” “<cmd and Any other error not covered by previous codes (éngernal
parameters>" | error or malformed command)
(example: “O0FF unknown error: <cmd and parametgrs>

The following example shows the response whendaflia commands in the HTTP POST request were sutdlgss

executed:

HTTP/1.1 204 No Content CRLF

CRLF
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The following example shows the response when paty of the admin commands in the HTTP POST request
successfully executed (in this example only thdirk2 commands):

HTTP/1.1 403 Forbidden CRLF
Content-Type: text/plain CRLF
Content-Length: 20 CRLF
Pragma: cmd=12

CRLF CRLF

0001 ¢ ommand not supported: sett

13.3 Administration protocols

13.3.1 Lightweight Administration Protocol

The lightweight administration protocol can be utadsending short administration commands foiirsgtbr changing a
small number of configuration parameters for th&\&C It is suitable for the exchange of a small amaidi data between
the administration application and the SCWS. Fangple a “DPS” command (for setting a protection s&ty be sent with
only one SMS. These commands are sent via SMSsasiloled below.

The SCWS can be administered via current OTA pmsod he OTA message that contains an administrationmand is
formatted according to [TS 31.115] and [TS 31.1(8][C.S0078] and [C.S0079] for 3GPP2) with autkeiion, integrity
protection and sequence numbering (i.e. card séattler each part of Concatenated SMS if needed).

The data payload of the envelope SMS PP Data D@atdntommand SHALL be the administration command{sjescribed
in [13.1]. The TAR of the envelope SMS PP Data Dlmad command must be the TAR of the SCWS card egujin.

The SCWS application SHALL respond with a proofedeipt, if demanded in the received message @sedieih [TS
31.115] (or [C.S0078] for 3GPP2), to indicate tthet message was well received, well formatted aasl sorrectly secured.
The secure data field shall contain the proof afcetion that is the HTTP response for the sent HadiRinistration
commands.

The total internal allocated size for incoming Off&ssages, that contain administration commands LEH& at least 512
bytes. The total internal allocated size of outgdDTA messages that contain the response to thineti@tion commands
SHALL be at least 512 bytes.

13.3.2 Full Administration Protocol

The full administration protocol is used for doiadull blown administration of the SCWS which maglude uploading
new pages, deleting pages and changing configarpicameters for the SCWS. It is suitable for tkehange of a large
amount of data between the administration appticagind the SCWS.

The full administration protocol can also be usadsiecurely exchanging or updating data with apgibns registered to the
SCWS as described in 13.1.3. This may be usefiddourely updating data used by these applicatiofar securely
retrieving data from them.

The full administration protocol enables the usa sfandard web server as a remote administratimeisimplementation.
The full administration protocol (and its card adisiration agents) has the following charactersstic

» Based on a reliable and efficient end to end caedetcansport protocol: TCP/IP (eventually over BIP
» Based on an industry standard security layer: TLS

» A card administration agent is a real HTTP 1.1 @liend is in charge to manage connection estabéishbetween
a remote administration server and the SCWS.

« Card administration agents are able to encapsatateransparently transport any HTTP exchange legtvse
remote administration server and the SCWS.
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» Card administration agents are responsible of @id/reconnection management in case of commumichteak
down.

» Card administration agents can be triggered elijexxternal events (e.g. SMS) or by internal evéinternally
generated by the card) and initiate a connectiarmote administration server.

» Each directory (and its content) under the rodhefSCWS is owned by a card administration agent.

» A card administration agent can only administregdJRIs. In addition, it may be allowed to accesddJowned by
another card administration agent.

Terminal
Smart card
Admin BIP Commands
Agent ’ BIP Gateway Remote
Admin
I Server
TCP/IP
SCWS TCP/IP Protocol ﬁ 7
Stack i

Figure 1: Remote SCWS administration using BIP

13.3.2.1  Administration session flow and behaviour using BIP

The Full Administration Protocol SHALL be implemedtwith BIP client mode as defined in [TS 102 22 this purpose
the smart card SHALL include one or several adriaf®n agents that SHALL connect to a remote adbtration server by
opening a BIP TCP channel in client mode, as ddfindTS 102 223]. An administration agent SHAL Lrfoem the
following tasks:

1. Open a BIP channel in TCP client mode with theuah remote administration server.

2. Use PSK-TLS over this TCP channel to enable mwtutiientication, confidentiality and integrity (ugione of the
cipher suites that are defined in chapter 11.Hay shared keys are provisioned in both sidesyste the scope
of this specification.

3. After the TLS communication channel is establisttericard administration agent SHALL send an HTTESPO
command (as defined in [13.3.2.6]) in order totgetfirst admin command (as defined in [13.1]):

4. When receiving the HTTP POST from the card admiaitn agent the remote administration server SHAgEhd
an HTTP response (as defined in [13.3.2.7]) whinte@sulates an HTTP administration command dedicatthe
SCWS itself (as defined in [13.1]).
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10.

Remote
administration Sma:n;t S)ard
client
server
server client client server
§ HTTP|Protocol
Q
x| G
Card administration agent

13.3.2.2

When receiving the HTTP response for the above HPOST command the card administration agent SHALL
forward it to the SCWS.

The SCWS SHALL consider this channel as authemtithy the card administration agent. If the card
administration agent is allowed to access the WRblved in the command it SHALL process the delker
administration command.

After processing the delivered administration comchthe SCWS SHALL deliver the HTTP response badké¢o
card administration agent.

The card administration agent SHALL submit the HTF€éBponse from the SCWS in a new POST requeseto th
remote administration server over the TLS secuamchl.

The remote administration server SHALL send the aeministration command to the card administratigant
over the TLS secure channel or send a final respaguesting the end of the remote administratssien in the
POST response.

If the card administration agent receives a fieaponse from the remote administration servetl3. close the
TLS channel and afterwards close the BIP channel.

|«——Open connection/session (1}———
[«——Start PSK TLS session (2)———
| @———HTTP POST (first)(3)————
I — -HTTP POST Response (admin commands) (4) — —

admin commands (5)——p»| ©)
6

<~ “admin responses (7)

l--HTTP POST (responses to previous admin commands) (8)—

F— — — — HTTP POST Resp (final) (9) — — — P>
|-4—Close TLS and connection/session (10)—————

Figure 2: Administration session flow

Administration session flow and behaviour using TCP/IP

If the smart card implements a TCP/IP stack andestablish a direct TCP/IP connection to the remadtainistration server
(without using BIP) the session flow and behavisithe same as described in [13.3.2.1] but witirecd TCP/IP
connection.
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13.3.2.3  Admin Server Settings

To connect to the admin server the smart card Adkgent can retrieve needed parameters from a resdarg. a file or
data object), accessible via a URL, and managdtéogard issuer (or delegated authorized entity).

A configuration resource shall have the followitacteristics:
e The resource “Content-type” SHALL be “applicationdvoma-scws-config”

e The resource body SHALL be an octet stream witbrapiete “Admin Agent configuration parameters” stiure
(see 13.3.2.9.3)

e The resource SHALL be manageable with administeatmmmands like PUT request.
Several configuration resources could be presetfitstSCWS but one of them must be set as the defiaal

A configuration resource can be created or ovetgwriby the admin server with a PUT request. Thauefesource URL
SHALL be “ /scws-admin-agent/default-resource”.

The following example illustrates how a PUT comméndsed for updating a configuration resourcetfified by the URL
“Iscws-admin-agent/default-resource”:

PUT /scws-admin-agent/default-resource HTTP/1.1 CRL F
Host: anything CRLF

Content-Type: application/vnd.oma-scws-config CRLF
Content-Length: xx xX CRLF

CRLF

83 xx //Admin Agent configuration parameters

84 xx //Connection parameters (with all parameters ne eded for open the remote
connection)
85 xx //Security parameters ( with PSK identity and C ard Key-ldentifier)
86 xx //Retry Policy parameters (with retry counter a nd retry delay)
87 xx /I retry failure SMS MO (with TP Destination Ad dress)

89 xx //Agent HTTP POST parameters
8A xx /[[Administration Host parameter
8B xx //Agent ID parameter

8C xx //Administration URI parameter

13.3.24 Remote triggering of an administration ses  sion

To start an administration session an administnagigent in the smart card needs to be triggeredder to start the
administration session. A remote administratiowegror a delegated authorized entity, SHALL trigtiee administration
session by sending a secure SMS to the smartecaetl an administration agent to start an admiat&in session.

The OTA message that triggers an administratiosieess formatted according to [TS 31.115] and BiS116] (or
[C.S0078] [C.S0079] for 3GPP2) with authenticatimegrity protection and sequence numbering ¢eed shall reorder
each part of Concatenated SMS if needed). The TiAReoenvelope SMS PP Data Download command musteb&AR of
the administration agent in the smart card.
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The administration agent SHOULD be able to regiseaeral administration requests.

The administration agent SHALL return SIM BUSY s&({9300) if it is not able to immediately store edministration
request. This must be done prior to verifying [TIS135] security in to order avoid security courdersynchronisation.

The administration agent will respond with a probfeceipt, if demanded in the received messagkefised in [TS 31.115],
(or [C.S0078] for 3GPP2) to indicate that the mgesaas well received, well formatted and was colyesecured.

The Remote Administration Server SHALL include arfeée Administration Request data structure (se@.2.3.1) in the
data payload of the envelope SMS PP Data Download.

If a parameter (e.g. a TLV) is present in the agunfation resource and also in the data payloadeoéhvelope SMS PP Data
Download then the parameter in the SMS SHALL beluse

If any parameter (e.g. a TLV) is not present inda&a payload of the envelope SMS PP Data Dowrtlbadard Admin
Agent must use the parameter value from the ingicabnfiguration resource. If it is not presenthia indicated
configuration resource then the Admin Agent mustthe parameter value in the default configuratesource.

Upon the reception of the above triggering commaedadministration agent SHALL start the adminisbrasession as
described in [13.3.2.1].

The following are examples for the payload of ggering SMS:

Use default configuration resource:

81 00//Remote Administration Request

Use default configuration resource but with a défé admin URI: “/otherurl”

81 OF//Remote Administration Request
83 0D //Admin Agent configuration parameters
89 0B // Agent HTTP POST parameters
8C 09 2F 6F 74 68 65 72 75 72 &/dministration URI parameter

Use configuration resource “/scws-admin-agent/gprdisource ” but with a different admin URI: “/othd”

81 27//Remote Administration Request

8220736377 73 2D 61 64 6D 69 6E 2D 61 67 65 6RH 43 6F 6E 66 69 67 2D 72 65 73 6F 75 72 63 65
/I Configuration resource URtscws-admin-agent/config-resource ”

83 0D //Admin Agent configuration parameters

89 0A// Agent HTTP POST paramet86 09 2F 6F 74 68 65 72 75 72 6@@Administration URI
parameter:“/otherurl”

13.3.2.5  Auto and local triggering of an administra  tion session

The admin session can be triggered by a local €tiem based, new IMEI etc.) or by another cardiappion. In this case
the parameters to use to connect to the remotenggtration server shall be the default ones oripatars read from a
configuration resource linked to the event thajgered the admin session.
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13.3.2.6 HTTP POST request of card administration a gent

The POST request is used by the card administratient to fetch administrative commands for the SCAd to transmit
the result from the preceding administrative comadsan

13.3.2.6.1 Request Format
The POST request SHALL have the following format:

POST <URI> HTTP/1.1 CRLF
Host: <Administration Host> CRLF

User-Agent: oma-scws-admin-agent/<scws-version> CRL F

From: <Agent ID (as defined in triggering event)> C RLF
[SCWS-Resume: true]

[Content-Type: application/vnd.oma-scws-http-respon se CRLF]
[Content-Length: xx xx CRLF] or [Transfer-Encoding: chunked CRLF]
CRLF

[body-with-previous-scws-commands-responses]

» If a Next-URI response field is present in the jjwes response (see description in [13.3.2.7]) thercard
administration agent SHALL use it. Otherwise th&t lased URI MUST be used. The First URI to be uselkfined
by the triggering event. The card administratioaradVlUST be able to handle URI with a length of 4@3tes.
The remote administration server MAY use query peaters in the URI for session management purpose.

* The “Host” value SHALL be the Administration Hosinameter defined by the triggering event (see 23.3.

* The card administration agent SHALL use the “Usgeit” request headers with the given version tdkena
backward compatibility with evolution of this stard, current scws-version is 1.1

0 A card-administration agent that sends a requessage that includes scws-version of "1.1" MUSeast
comply with the mandatory features of this speatfimn. Applications that are at least complyinghattie
mandatory features of this specification SHOULD asews-version of "1.1" in their messages.

o Compatibility with previous version
= SCWS 1.1 card-administration-agent MUST accept agesfrom remote-admin-server with a
lower version number.

e The card administration agent SHALL use the “Fraeguest headers with the “Agent ID” defined by titiggering
event (see 13.3.2.9.11).

» If this session is resumed from a previous intéedsession, the card administration agent SHALld the ‘SCWS-
Resume” extension-header with the value “true” in the fiPDST request of the resumed session. B@&WS-
Resume” extension-header MUST not be used in the follow@ST requests.

« If a response from a previous admin command beteent, the card administration agent SHALL fodithe
SCWS response using:

0 “Content-Type” entity header with the value “agglion/vnd.oma-scws-http-response”.

0 “Content-Length” entity header with the exact ldngf the body in bytes or “Transfer-Encoding” geaier
header with the value “chunked” (see [HTTP/1.1)eTard administration agent may use the chunk
encoding if it is not able to compute the totalgénof the SCWS response.

0 A body with the complete response of the previalmiaistration command. The chuncked Transfer-
Encoding may be used.

13.3.2.6.2 Examples:

First request of a new session:
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POST /downloadmanager/meteo?cmd=1 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF

User-Agent: oma-scws-admin-agent/1.1 CRLF

From: 8939010012751002010 CRLF

CRLF

Next request with preceding response:

POST /downloadmanager/meteo?cmd=5 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF

User-Agent: oma-scws-admin-agent/1.1 CRLF

From: 8949020012751002010 CRLF

Content-Type: application/vnd.oma-scws-http-respons e CRLF
Content-Length: 27 CRLF

CRLF

HTTP/1.1 204 NO CONTENT CRLF

CRLF

Next request with preceding response with chunloging:

POST /downloadmanager/meteo?cmd=5 HTTP/1.1 CRLF
Host: 172.96.0.1CRLF

User-Agent: oma-scws-admin-agent/1.1 CRLF

From: 8991200012751002010 CRLF

Content-Type: application/vnd.oma-scws-http-respons e CRLF
Transfer-Encoding: chunked CRLF

CRLF

B CRLF [l first ch unk

HTTP/1.1 20

10 CRLF /I second c hunk size CRLF
4 NO CONTENT CRLF

CRLF

0 CRLF /l'last chu nk

CRLF

First request of a resumed session:

POST /downloadmanager/meteo?cmd=12 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF

User-Agent: oma-scws-admin-agent/1.1 CRLF

From: 8991200012751002010 CRLF

SCWS-Resume: true CRLF

CRLF

13.3.2.7 HTTP POST response of remote administratio  n server

The POST response is used by the remote admiiostisgrver to transmit the next administrative cands to the SCWS
through the administration agent and possibly form about the next URI that must be used to rephesfollowing admin
command.

13.3.2.7.1 Response Format
The POST response SHALL have the following format:

HTTP/1.1 200 OK CRLF [or HTTP/1.1 204 No Content CR LF]
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User-Agent: oma-scws-remote-admin/<scws-version> CR LF
[SCWS-Next-URI: <next-URI> CRLF]

[Content-Type: application/vnd.oma-scws-http-reques t CRLF]
[Content-Length: xx xx CRLF] or [Transfer-Encoding: chunked CRLF]
CRLF

[body-with-scws-command-request]

» The remote administration server SHALL use a susfaéstatus (200 OK) if the response contains ayledske it
SHALL use the status 204 (No Content) if no enlibdy is send.

* The remote administration server SHALL use the ‘t/sgent” request headers with the given versioariable
backward compatibility with evolution of this stard, current scws-version is 1.1.

0 A remote-administration-server that sends a resparessage that includes scws-version of "1.1" MEST
least comply with the mandatory features of thisc#fization. Applications that are at least comptyivith
the mandatory features of this specification SHOUId® a scws-version of "1.1" in their messages.

o Compatibility with previous version:

= SCWS 1.1 Remote administration server MUST respuatida message in the same scws-version

used by the card-administration-agent and adapbrese body with scws-command-request
compatible with the scws-version.

* Ifa“SCWS-Next-URI ” extension header is present in the responsesdteeadministration agent SHALL use the
given URI in the next POST request. If this hedid is present and if the body is empty thendasd
administration agent SHALL generate a POST requoeste given URI without forwarding anything to tS€WS.
The URI SHALL respect the same constraints asrtitiali triggering URI (abs_path,query,length,...) eBidALL
be available on the same server where the connduéie been initiated (the session communicationradaemains
the same).

» If no “SCWS-Next-URI ” extension header is present and if the body iptgiti.e. 204), the administration session

shall be successfully closed.

« If a the remote administration server has remgigidministration commands to forward to the SCWSHALL
use an entity body with:

0 “Content-Type” entity header with the value “applion/vnd.oma-scws-http-request”.

0 “Content-Length” entity header with the exact ldngf the body in bytes or “Transfer-Encoding” gealer
header with the value “chunked” (see [HTTP/1.1)eTemote administration server may use the chunk
encoding if it is not able to compute the totalgénof the SCWS response.

0 A body with HTTP administrative command to forwaodhe SCWS. The chunked Transfer-Encoding
may be used.

13.3.2.7.2 Examples:
Response with an embedded PUT request for the SCWS:

HTTP/1.1 200 OK CRLF

User-Agent: oma-scws-remote-admin/1.1 CRLF

Content-Type: application/vnd.oma-scws-http-request CRLF
Content-Length: 110 CRLF

CRLF

PUT /index.xhtml HTTP/1.1 CRLF

Host: anything CRLF

Content-Type: text/html CRLF

Content-Length: 18 CRLF
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CRLF
<htmlI>Hello</htmI>

Response using chunk encoding with an embeddedrBiiest for the SCWS (note: this is a didacticaheple, there is no
need to use chunk for such small response):

HTTP/1.1 200 OK CRLF

User-Agent: oma-scws-remote-admin/1.1 CRLF
Content-Type: application/vnd.oma-scws-http-request CRLF
Transfer-Encoding: chunked CRLF

CRLF

24 ;chunk size CRLF

PUT /index.xhtml HTTP/1.1 CRLF

Host: any CRLF

48 ;chunk size CRLF

thing CRLF

Content-Type: text/html CRLF

Content-Length: 18 CRLF

CRLF

<htmlI>Hello</htmI> CRLF

0 ; last chunk CRLF

CRLF

Response with an embedded GET request for the S&@Walso with a next URI (incrementing query):

HTTP/1.1 200 OK CRLF

User-Agent: oma-scws-remote-admin/1.1 CRLF

SCWS-Next-URI: /downloadmanager/meteo?cmd=13 CRLF

Content-Type: /application/vnd.oma-scws-http-reques t CRLF
Content-Length: 43 CRLF

CRLF

GET /pagel.html HTTP/1.1 CRLF

Host: anything CRLF

CRLF

Response with no body but a next URI:

HTTP/1.1 204 No Content CRLF

User-Agent: oma-scws-remote-admin/1.1 CRLF
SCWS-Next-URI: /  other downloadmanager?cmd=1 CRLF
CRLF

Final response which close the administration sassi

HTTP/1.1 204 No Content CRLF
User-Agent: oma-scws-remote-admin/1.1 CRLF
CRLF

13.3.2.8 Retry management

As soon as an administration session has beeretddgnd accepted by the card administration atiéstagent is
responsible for the connection to the remote adstration server and for the accomplishment of gssien.

This means that if a communication error occurémduthe processing of the administration flow (description in
[13.3.2.1]) the administration agent should trygoonnect according to a card issuer specific atlicy.

The retry policy may include the following:
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<« An end condition (e.g. number of retries) to beduseavoid network congestion by stale or incomsistemote
administration request.

e Atime or counter or an event based retry poligh& BIP or TCP/IP connection attempt fails (liletwork
congestion).

If the TLS session establishment fails for seciaifyhorisation reason the administration sessioAl3He immediately
discarded.

If a communication breakdown occurs after validuesis have been exchanged between the card adatinistagent and
the remote administration server, the card admatisin agent SHALL always use the resume modedsseription in
[13.3.2.6)).

The overall behaviour SHALL be based on the follogviules:

* The Card Administration Agent will make severaleaipts for resuming the administration session (BIB. or
TCP/IP connection and opening an HTTP communicatidhe waiting period between two attempts and the
maximum number of attempt is specified by the rpwlicy (e.g. triggering event 13.3.2.9.6).

e If the communication is re-established, the Cardniastration Agent will try to resume the HTTP digl by
navigating to the last URL of this administratigession (see hereafter for the detail for this URLigation).

» At the opposite, if the maximum number of attempas been reached the administration session regudstn
abandoned.

The retry scheme is shown in the following figure:
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.7
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Figure 3: Retry algorithm
Where:

* 5xx HTTP responses are considered as errors (tireection is closed), but the retry schema shoulddpdied (this
might be a temporary error due to the remote aditnation server shutting down).

A 2xx HTTP response received from the administraierver means that the admin session is workiatryR
counter should be reset to its initial value.

» Other HTTP response codes or errors during therisgoggotiation are considered to be fatal er(asretry is
performed).

If several administration requests are registerebreeed a retry, the card administration agent SH®blandle these retries
independently of each others (e.g. not block themtetry attempts if the current one is not susftds

If the administration session is abandoned (fatalreor maximum number of retry attempts is reagtzed if the triggering
event has required a failure report (see 13.3.ptBah an SMS-MO SHALL be emitted.

The failure SMS-MO report SHALL be formatted acdagdto [TS 31.115] (or [C.S0078] for 3GPP2)

The data payload in the failure SMS-MO report SHAGdmply with the “Administration Failure report”imat (see
13.3.2.9.8).
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13.3.2.9  Tag descriptions

All the following Tags are defined using the saroding as the [TS 101 220] COMPREHENSION-TLV datgeots and
must be found in the data payload of the enveldg8 8P Data Download, in the indicated configuratiesource or in the
default configuration resource as described ind234].

Each TLV element may be found in the correspondingcture according to the following rules:

The M status indicates a mandatory entity in th& T.which it is found (e.g. the tag of TLV, thetmgcounter of retry
policy parameter)

The O status indicates an optional entity e.goitld be absent from all configuration resourcesaad from the data
payload of the envelope SMS PP Data Download.

The C status indicates a conditional entity e.qnust be present at least in one of the configumatsources or in the data
payload of the envelope SMS PP Data Download.

These Tags SHALL be provided in the given ordeh@description chapter.

13.3.2.9.1 Remote Administration request

The Remote administration request TLV is presem@niSMS that triggers a remote administration sessi

Description M/O/C | Length
Remote administration request tag M 1
Length (A+B) M 12o0r3
Configuration Resource URL 0] A
Admin Agent configuration parameters C B

» Configuration Resource URL:
If not present the SCWS admin agent shall use ttefanfiguration resource defined by the card issue

» Admin Agent configuration parameters:
These parameters have higher priority than theesponding parameters in the used configuratiorureso

13.3.2.9.2 Configuration Resource URL parameter

The Configuration Resource URL parameter TLV defitiee configuration resource to use.

Description M/O/C | Length
Configuration Resource URL parameter tag M 1
Length (A) M 12o0r3
URL M A

* URL:
Absolute path URL of a configuration resource ieside SCWS (see [13.3.2.3]).
The SCWS agent SHALL support URL Length of at €824 bytes.

13.3.2.9.3 Admin Agent configuration parameters

The Admin Agent configuration parameters TLV isdise configure an administration session betweerattmin agent and
a remote administration server.

Description M/O/C | Length
Admin Agent configuration parameters tag M 1
Length (A+B+C+D) M 1,20r3
Connection parameters C A
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Security parameters C B
Retry Policy parameters C C
Agent HTTP POST Parameters C D
13.3.294 Connection parameters

The connection parameters TLV embeds all the nepdrineters to establish a point to point TCP cciimre between the
Administration Agent and the Remote administrasenver.

Description M/O/C Length
Connection parameters tag M 1
Length (A) M lor2
Set of any comprehension TLV needed to open the TCP M A
connection.

If the connection between the Admin Agent and #maate administration server is done over BIP, aneeged with the
configuration resource, the data SHALL contaimaléded COMPREHENSION-TLV data objects that areneefifor
OPEN CHANNEL in [TS 102 223].

13.3.2.9.5 Security parameters

The security parameters TLV is used for configuting TLS layer.

Description M/O/C Length
Security parameters tag M 1
Length (1+A+1+B) M 1,2o0r3
Length of PSK-Identity M 1
PSK-Identity M A
Length of Key-ldentifier M 1
Card Key-Identifier M B

» PSK-Identity:
The PSK identity is an opaque string defined byA%.S]. It is used by the remote server to indicdte PSK
identity to be used during the TLS session.
The SCWS admin agent SHALL support a PSK Idenghgth of at least 32 bytes.

e Card Key-ldentifier:
The Card Key Identifier is an opaque string thatged internally in the smart card to find the kelue to be used
in the TLS session
The SCWS admin agent SHALL support a Card Key-lifieniength of at least 32 bytes.

13.3.2.9.6 Retry policy parameters

The retry policy parameters TLV is used by the adstiation agent in case of administration sestdare.

Description M/O/C Length
Retry policy tag M 1
Length (2+5+A) M 1
Retry counter M 2
Retry waiting delay C 5
Retry report failure SMS-MO 0] A

* Retry counter:
Unsigned short initial value of the retry counteed by the retry policy.
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* Retry waiting delay:
Definition of the time to wait between two retriddis parameter is in the same format as the “timer
Comprehension TLV definition in [TS 102 223].
Due to the clock-less and removable design of therscard, the remote administration server shdit consider it

as the minimum time the card administration agasttb wait and not the exact time when the sesgilbbe
resumed.

13.3.2.9.7 Retry failure report SMS-MO

If this TLV is present then the administration ag8HALL send an SMS-MO in case of an abort of amiadstration
request (as defined in section 13.3.2.8).

Description M/O/C Length
Retry failure report SMS-MO tag

Length (A+B+C)

TP-Destination Address parameter

Service Center Address

ojo|o|£|Z
Oolw|>|r|r

Alpha Identifier

e TP-Destination Address parameter (see 13.3.2.9.13):

If no TP-Destination Address is present in this TINSHALL be extracted from the TP-Originating Adds of the
trigger SMS.

* Service Center Address:

The Service Center Address. This parameter isdrs#fme format as the “address” Comprehension Tlfiiten
in [TS 102 223].

e AlphalD:
The Alpha identifier to use during the administatfailure report SMS-MO emit. This parameter ishHa same
format as the “Alpha Identifier” Comprehension Tidéfinition in [TS 102 223].

All the other parameters (as defined in [TS 23.040]hich are needed to submit the Retry failuppre SMS-MO SHALL
be extracted from the trigger SMS.

13.3.2.9.8 Administration failure report

The administration failure report TLV is presentle SMS-MO send to the administration server sea# an abort of an
administration request (as defined in section 2383.

Description M/O/C | Length

Admin agent failure report Tag

Length (1+A+B)

Error code

Failure Report Contextual message.

O|0|Z|L|L
I I

Current Administration URI

* Error Code:
Specifies the layer where the error occurred wherrétry limit was reached (so only the last eisaeturned):

0 0x01: Communication establishment failed (e.g.®©@aannel Error)
0 0x02:TLS Error
0 0x03: Connection lost (e.g. BIP Channel Error)

0 0x04 : Remote administration server error
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Failure Report Contextual message (see 13.3.2:9.14)
Contextual message gives some additional diagnio$étiomation depending on the type of the error.

Current Administration URI:
Gives the current administration address used ieenetry limit was reached. This TLV has the sdonmat as the
Administration URI parameter (see 13.3.2.9.12).

In order to avoid concatenation of SMS-MO the adagent may truncate the value of the URI.

Example

An administration session which fails in “404 Natund” during the access of a very long AdministiatURI
“ladministration/remote/server/verylonguri?paranmmsxiXXXXXXXXXXEXXEIXXIXEXXEXKXIXEXXEXXKIXHKXXEXXXEXXXXXXXXXXXKX
XXXXXXXXXXXXKKKKKHXHKHKXXXXIXXIXEKEXKXKHKHKHKXXXXXXKXKKHKHXHKHXKXXXXXKXXXXXXXXXXXXXXXXYYYYY” could generate the follaing
truncated failure report:

08 7D /I Admin agent failure report
04 // Remote administration server error
OE 03 34 30 34// Contextual messaget04’

0C 75//Administration URI parameter truncated to 117ds/t
2F 61 64 6D 69 6E 69 73 74 72 61 74 69 6F 6E 265/@D 6F 74 65 2F 73 65 72 76 65 72 2F 76 65 7809
6F 6E 67 757269 3F 70 61 72 61 6D 3D 78 78 788/88 78 78 78 78 78 78 78 78 78 78 78 78 78 7B37/&
787878787878787878787878787878  7B37/B3 7878787878 7878787878787878 783783
78 7878787878787878

13.3.2.9.9 Agent HTTP POST parameters

The Agent HTTP POST parameters TLV defines all peters needed to send a POST request to the admgr.s

Description M/O/C | Length
Agent HTTP POST parameters tag M 1
Length (A+B+C) M 1,20r3
Administration Host parameter C A
Agent ID parameter C B
Administration URI parameter C C

13.3.2.9.10 Administration Host parameter

The Administration Host parameter TLV defines thaestheader value to be used in the Admin Agent Pf@gtiest (see
13.3.2.6.1).

Description M/O/C | Length
Administration Host parameter Tag M 1
Length (A) M 1
Host M A

* Host:
Host header value (as defined by [RFC 2616]) withritame of the administration server.
The SCWS admin agent SHALL support a Host lengtat déast 32 bytes.
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13.3.2.9.11 Agent ID parameter

The Agent Id parameter TLV defines the value tabed in the ‘From’ header in a POST request todammserver (see
13.3.2.6.1).

Description M/O/C | Length
Agent ID parameter Tag M 1
Length (A) M 1
From ID M A

*  From ID:
From header value (as defined by [RFC 2616]) withID of the admin Agent.
The SCWS admin agent SHALL support a Host lengtat déast 32 bytes.

A good practice is to use the smart card ICCIDItmaimmediate identification of the card by themmete administration
server. If the ICCID is used, it SHALL be formattasla 19 or 20 byte long string (decimal digitshveheck digit, without
padding character). Note: the nibbles of the valkteacted from the EF-ICCID [TS 102 221] are swal)pe

13.3.2.9.12 Administration URI parameter

The Administration URI parameter TLV defines thelWRlue to be used in a POST request to an admiesésee
13.3.2.6.1).

Description M/O/C | Length
Administration URI parameter Tag M 1
Length (A) M 12o0r3
URI M A

* URL
The URI value to set in the Admin Agent Post regues
This URI SHALL be an absolute path (as definedRyC 2616]) and may contain query parameters.
The SCWS admin agent SHALL support a URI lengthtdéast 1024 bytes.

13.3.2.9.13 TP-Destination Address parameter

The TP-Destination Address parameter TLV definesTtR-Destination Address value to be used in SMSiVi€ase of an
abort of an administration request (as defineceitien 13.3.2.8).

Description M/O/C | Length
TP-Destination Address parameter Tag M 1
Length (A) M 1
TP-Destination Address M A

e The TP-Destination Address value as defined in28940].

13.3.2.9.14 Failure Report Contextual message

The Failure Report Contextual message Tag TLV éefadditional diagnostic information to be use8MS-MO in case of
an abort of an administration request (as defineskction 13.3.2.8).

Description M/O/C | Length
Failure Report Contextual message Tag M 1
Length (A) M 1
Contextual message M A

Contextual message gives some additional diagnio$tiomation depending on the type of the erroe($8.3.2.9.8):
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* If error code = 0x01 : the Terminal Response of@pen Channel Command

e If error code = 0x02 : None

* If error code = 0x03 : Channel Status

If error code = 0x04: HTTP Error code returnedioy remote administration server.

13.3.2.10 Tag values

Comprehension- Description Section
TLV TAG

‘01h’ or ‘81N’ Remote administration request tag 13.3.2.9.1
‘02h’ or ‘82h’ Configuration resource URL parametag 13.3.2.9.2
‘03h’ or ‘83h’ Admin agent configuration paramet¢ag 13.3.2.9.3
‘04h’ or ‘84h’ Connection parameters tag 13.3.2.94
‘05h’ or ‘85h’ Security parameters tag 13.3.2.95
‘06h’ or ‘86h’ Retry policy parameters tag 13.3.2.9.6
‘07h’ or ‘87h’ Retry failure report SMS-MO tag 13.3.2.9.7
‘08h’ or ‘88h’ Admin agent failure report tag 13.3.2.9.8
‘09h’ or ‘89h’ Agent HTTP POST parameters tag 13.3.2.9.9
‘OAh’ or ‘8AN’ Administration Host parameter tag 13.3.2.9.10
‘OBh’ or ‘8B’ Agent ID parameter tag 13.3.2.9.11
‘0Ch’ or ‘8Ch’ Administration URI parameter tag 13.3.2.9.12
‘ODh’ or ‘8DH’ TP-Destination Address parameter tag 13.3.2.9.13
‘OEh’ or ‘8EN’ Failure Report Contextual message .3139.14
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Appendix A. Change History
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(Informative)
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Appendix B.  Static Conformance Requirements (Normative)
The notation used in this appendix is specifiefBBRRULES].
B.1 SCR for SCWS Admin Client
Item Function Reference Status | Requirement
SCWS-AC-001 . Section M SCWS-AC-002 OR
Using BIP or TCP/IP 13.3.2 SCWS-AG-003
SCWS-AC-002 | pgministration session over BIP Section o
13.3.2.1
SCWS-AC-003 | \gministration session over TCP/IP Section o
13.3.2.2
SCWS-AC-004 | Admin-server settings: Section M
Default configuration resources 13.3.2.3
SCWS-AC-005 | Triggering of the administration cliégtan SMS | Section M
MO 13.3.2.4
SCWS-AC-006 | Trigger the administration session kycal event 13.3.2.5 O
SCWS-AC-007 | Verify that all mandatory fields of HFPOST Section M
request of card administration agent are presaht pt3.3.2.6.1
valid
SCWS-AC-008 | Retry management Section M
Resume mode 13.3.2.8
SCWS-AC-009 | Retry management Section M
SMS-MO emitted if the administration session is | 13.3.2.8
abandoned
SCWS-AC-010| Support for all tags that are useddarote Section M
administration and retry management 13.3.2.9
SCWS-AC-011 Support for PSK-TLS Section M
11.1.1
SCWS-AC-012 Support for Fragment Negotiation in TLS ffcltlgn M
SCWS-AC-013 | Support for each authorized entitidset@ble to Section M
control what content and which smart card 13.3.2
applications can be accessed under a given URI
SCWS-AC-014 | Support for 11.1.3 M
TLS_PSK_WITH_3DES_EDE_CBC_SHA cipher
suite
SCWS-AC-015| Support for 11.1.3 M
TLS PSK_WITH_AES_128 CBC_SHA cipher
suite
SCWS-AC-016 | Support for TLS_PSK_WITH_NULL_SHA ciphe| 11.1.3 M
suite
SCWS-AC-017 Compliance with HTTP 1.1 Section M
13.3.2
B.2 SCR for Remote SCWS Admin Server
Item Function Reference Status Requirement
SCWS-AS-001 | Implement the “SCWS full administratimoetocol” | Section M
13.3.2
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Item Function Reference Status Requirement
SCWS-AS-002 | Support for PSK-TLS Section M
11.1.1
SCWS-AS-003 | Support for Fragment Negotiation in TLS Section M
11.1.3
SCWS-AS-004 | Trigger the administration sessiondnding a Section M
secure SMS to the smart card 13.3.24
SCWS-AS-005 | Verify that all mandatory fields of HF POST Section M
response of remote administration server are presgf.3.2.7.1
and valid
SCWS-AS-006 | Support for Lightweight administratjgnotocol Section M
13.3.1
SCWS-AS-007 | Support for Section M
TLS_PSK_WITH_3DES_EDE_CBC_SHA cipher 11.1.3
suite
SCWS-AS-008 | Support for Section M
TLS_PSK_WITH_AES_128 CBC_SHA cipher | 11.1.3
suite
SCWS-AS-009 | Support for TLS_PSK_WITH_NULL_SHA ciphg Section M
suite 11.1.3
B.3 SCR for SCWS Client
Item Function Reference Status Requirement
SCWS-C-001 Use the SCWS URL to access the SCWS ioBéct M
Section 7
SCWS-C-002 Implement the TLS protocol Section 11.1 O
SCWS-C-003 Implement the PSK-TLS protocol Section (0]
11.1.1
SCWS-C-004 Implement HTTP Basic authentication iBec0 O
SCWS-C-005 Implement HTTP Digest authentication tisacl0 O
B.4 SCR for SCWS Server
Item Function Reference Status Requirement
SCWS-S-001 SCWS URL with a length of at least 1024 Section 5 M
characters is supported Section 7
SCWS-S-002 Support for Dynamic Content Section 6 M
SCWS-S-003 Support for local transport protocolthhe client | Section 7 M SCWS-S-004 OR SCWS-S-
device Section 8 005
SCWS-S-004 Support for the BIP transport protocol ectlen 7.1 (0] SCWS-S-006
Section 8.1
SCWS-S-005 Support for TCP/IP transport protocol ctia 7.2 O
Section 8.2
SCWS-5-006 Support for local BIP channels withdbenecting | Section O
device 8.1.1
SCWS-S-007 Support for Concurrency with other CAT Section M
application 8.1.1.1
SCWS-S-008 Compliance with HTTP 1.1 Section 9 M
SCWS-S-009 Implement HTTP GET Request Section 9.2 M
SCWS-S-010 Implement HTTP HEAD Request Section9.2 M

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-Smartcard_Web_Server-V1_1-20080812-C

Page 67 (95)

Item Function Reference Status Requirement
SCWS-S-011 Implement HTTP POST Request Section 9.2 M
SCWS-S-012 Implement HTTP DELETE Request Sectign9. M
SCWS-S-013 Support for HTTP Authorisation requestder Section 9.3 M
SCWS-S-014 Support for HTTP WWW-Authenticate reggon | Section 9.3 M

header
SCWS-S-015 Support for HTTP Basic authentication ctiSe 10 M
SCWS-S-016 Support for HTTP Digest authentication ecti®n 10 O
SCWS-S-017 Implement the TLS protocol Section 1.1 O SCWS-S-020
SCWS-S-018 Support for server public key pair agrtificate Section O
11.1.2
SCWS-S-019 Implement the PSK-TLS protocol Section (0] SCWS-S-020
11.1.1
SCWS-S-020 Support for Fragment Negotiation in TLS Section (0]
11.1.3
SCWS-S-021 Deliver an ACP data object Section 12.1 O
SCWS-S-022 Support all SCWS administration commands Section 13.1 M
SCWS-S-023 Support for the lightweight administmatprotocol | Section M
13.3.1
SCWS-S-024 Support for UICC File access with URI pApdix E 0]
SCWS-S-025 Support for SCWS Content Audit Appertalix 0]
SCWS-S-026 Support for Pipelined administrative o@nds Appendix H 0]
SCWS-S-027 Support for for self care administration Appendix | 0]
SCWS-S-028 Implement HTTP PUT Request Section 9.2
SCWS-S-029 Support for directory DELETE Sectionl13. M
SCWS-S-030 Support for Content-Type, Content-Enupdi Section 13.1 M
Content-Language request headers
SCWS-S-031 Support for Conditional GET based orfthatch | Section 9.5 M
and If-none-Match request header related to caching
mechanism
SCWS-S-032 Support for ETag response header refiated Section 9.5 M
caching mechanism
SCWS-S-033 Support for Session Resume as defin€dSn Section (0]
11.1.3
SCWS-S-034 Support for Multiple Audit Commands Apghie (0]
GG.5

B.5 SCR for Device

This is the device that connects to the smart &gl Mobile phone with a Web browser that accedseSCWS).

Item Function Reference Status | Requirement

SCWS-ME-001| Support for local transport protocolthwhe smart | Section 7 M SCWS-ME-001 OR SCWS-
card Section 8 ME-004

SCWS-ME-002| BIP transport protocol: Section 7 (0] SCWS-ME-005 AND

IP Address of the smart card is 127.0.0.1 for loca

communication with the SCWS

SCWS-ME-006 AND
SCWS-ME-007
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SCWS-ME-003| BIP transport protocol: Section 7
Mnemonic hames associated to the smart card IP
Address 127.0.0.1
SCWS-ME-004| TCP protocol: 7.2
Smart card has its own IP Address for local
communication with the SCWS
SCWS-ME-005| BIP transport protocol: Section
Establish BIP channel when receiving the “Open| 8.1.1
channel related to UICC server mode” command
SCWS-ME-006| BIP transport protocol: Section
Be able to open at least 2 BIP channels in “TCP,| 8.1.1
UICC in server mode”
SCWS-ME-007| BIP transport protocol Section
Be able to open an additional BIP channel “TCP,| 8.1.1
UICC in client mode” for SCWS administration
SCWS-ME-008| ME implements a “trusted execution esminent” Section 12 SCWS-ME-009 AND
SCWS-ME-010
SCWS-ME-009| Retrieve the ACP from the SCWS Sectdi
SCWS-ME-010| Implement a SCWS ACP enforcer Sectin 1
SCWS-ME-011| Support for Conditional GET based anlfiMatch | Section 9.5
and If-none-Match request header related to caching
mechanism
SCWS-ME-012| Support for ETag response header tetateaching| Section 9.5

mechanism
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Appendix C. Bearer Independent protocol (BIP) (Informative)

The following two figures describe the basic fuantlity and usage of the Bearer Independent Prb{B¢B). It is depicted
here for information only. For more details pleesfer to the ETSI SCP [TS 102 223] specification.

Terminal

Smart card

BIP Commands

? <======)>{ BIP Gateway
Remote

Server

]

TCP/IP

TCPI/IP Protocol
Stack

Figure 4: Usage of BIP in client mode
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Terminal
Gateway
BIP commands =>localhost: port number
: - BIP gateway Web
? Browser
4
H :

TCP/IP Protocol Stack

Figure5: Usage of BIP in server mode
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Appendix D.  Overview of Transport Protocols

(Informative)

Type

Usage

Comments

High-Speed Interface

Operational mode

Can be wmdoréwsing web pages
on the SCWS from a client through a
direct TCP/IP connection on top of th
UICC’s High-Speed Interface.

Please refer to chapter [7.2].

(1%

High-Speed Interface

Administrative mode

Can beltsdransfer and manage
web pages on the SCWS from an
Administrative Entity through a direct
TLS connection on top of a direct
TCP/IP connection over the UICC’s
High-Speed Interface.

Please refer to chapter [13.3.2.2].

BIP transport protocol type “TCP,
UICC in server mode”

Operational mode

Can be used for browsing web pages
on the SCWS from a client through a
CAT BIP connection according to TS
102 223.

Please refer to chapter [7.1].

BIP transport protocol type “TCP,
UICC in client mode”

Administrative mode

Can be used to transfer andagen
web pages on the SCWS from an
Administrative Entity through a CAT
BIP connection according to TS 102
223.

Please refer to chapter [13.3.2.1].

Concatenated SMS

Administrative mode

Can be ustdnsfer and manage
web pages on the SCWS from an
Administrative Entity through an SMS
channel. Used also to trigger a Full
administration session of the SCWS.

Please refer to chapter [13.3.1] and
[13.3.2.4].
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Appendix E.  UICC File access with a URI (Normative)

A UICC implementing a file access with a URI MAYqgwide access to the legacy TS 102 221 file strecasrdescribed in
this section. This access is useful in order teelstandardized URI definitions for a remote adntiateon of resources in the
smart card. A SCWS that implements a UICC file asagith a URI SHALL adhere to the specificatiorthirs annex.

The HTTP GET and PUT commands are used in ordeyait or update the relevant resource in the sraedt The reading
or updating SHALL be possible only with the SCW$namistration protocol defined in chapter [13] armide to the relevant
access conditions that are derived from the mututidentication with the remote administration serker the purpose of
deriving the internal access conditions it is cdasd that the mapping of the admin server key (R&K to an internal
access right key (e.g. ADM1) is proprietary.

If the remote entity does not have the proper atupdate conditions the request SHALL be rejectetithe returned HTTP
response SHALL indicate the relevant error codeerirally derived access rights are beyond the sobties specification.

The path that is sent via the HTTP request SHAlAtstith/adminUICC and will be followed by the concrete path to the
relevant resource.

The complete syntax of the path component for éiseurce in the card is depicted below. In thisieecBYTE refers to an
8 bit field, HEX refers to a hexadecimal value abda 4 bits, and CHAR represent an ASCII charadtee. symbol '|'
represents a logical OR.

path = /adminUICC["/"sc_resource]

Sc_resource = [path] | [AID]

path = [DFIM* EF

DF = 2*[BYTE]

EF = 2*[BYTE]

AID = 16*[BYTE] [*/"path]

BYTE = 2*[HEX]

HEX = "AT|"B"["C"|"D" | "E" | "F"| "a" | "B | "c" | "d" | "e" | "f* | DIGIT
DIGIT = "Lttt |3t |4t | "s" | e "7 |8" 9" | "0"

E.1 Updating a file

Updating a file is done with the PUT command and @sao be used for updating a portion of a filee Ttllowing possible
query parameters are defined:

record - the number of the record to be updated. Regonaber starts from 1.
(applicable only for a linear fixed EF or cycli€E

offset - the offset from which the content should belreaupdated
(applicable only for a transparent EF, linear dixeF, cyclic EF)

tag — the tag in a BER-TLV structure EF

(applicable only for a BER-TLV structure EF)
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E.2 Retrieving file content

Retrieving a file content is done with the Get coamioh. It can also be used for retrieving a recasthfa record based file or
a portion of a file or by using an offset and ldnfybm a binary file. It is also possible to readyoa portion of a record by
specifying an offset within a record. The followipgssible query parameters are defined. If noygparameter is specified,
the complete resource shall be returned.

record — the number of the record to be read. Recordoeurstarts from 1.
(applicable only for a linear fixed EF or cyclic EF
offset - the offset from which the content should belrea
(applicable only for a transparent EF, linear fi¥ge cyclic EF, or BER-TLV structure EF)
tag — the tag in a BER-TLV structure EF (applicabidydor a BER-TLV structure EF)
length — length of the data to be retrieved in bytes.

(applicable to any EF)

E.3 Examples

E.3.1 Example 1

PUT /adminUICC/3F00/4F48 HTTP/1.1 CRLF
Content-Type: application/octet-stream CRLF
Content-Length: 16 CRLF

Host: anything CRLF

CRLF

body data...

In the above example the file located3%00/4F48 is updated with the sent data, which overridegptiegious data in
the file. The length of the sent data is 16 bytes.

E.3.2 Example 2

PUT /adminUICC/3F00/4F01?record=2&offset=10 HTTP/ 1.1 CRLF
Content-Type: application/octet-stream CRLF

Content-Length: 20 CRLF

Host: anything

CRLF

body_data...

In the above example record number 2 in the §00/4F01 is updated with thesent binary data but starting from offset
of 10 bytes from the beginning of the record. Térggth of the sent data is 20 bytes.

E.3.3 Example 3

GET /adminUICC/ 12121215199764382564579867542734  /12Al17?length=50 HTTP/1.1 CRLF
Host: anything

In the above example the file locatedl®Al under the 12121215199764382564579867542734 ADF is
retrieved

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-Smartcard_Web_Server-V1_1-20080812-C Page 74 (95)

E.3.4 Example 4

GET /adminUICC/3F00/0512?record=3&length=50 HTTP/ 1.1 CRLF
Host: anything

In the above example the first 50 bytes from recamhber 3 are retrieved from the file located3R00/0512.

E.4 Error Codes

If the HTTP GET or PUT request itself failed the\8S SHALL return the relevant HTTP error code (fzaeaple
malformed HTTP request).

If the HTTP request was well understood but acogssr updating a file failed the HTTP responseustabde SHALL be

either "404" (when the resource was not foundY@3” . If the response status is "403" the bodthefresponse SHALL be
the MIME type text/plain containing an error strifwgthout the quotes) of the request that couldbeexecuted. For some
cases the erroneous parameter must be includée iresult string, (see examples). :

The error result string shall have following formegrror_code>[:<error_text>[:<error context>]]
0 <error_code>: decimal integer with four digits. (Mandatory)
0 <error_text>: error explicit description (optional)
0 <error_context>: error textual context (optional, but can be preonly if <error_text> is present)
Additional spaces between error code, error tedtearor context are allowed.

The following errors are defined:

Error Error text Error Context Description

code

“0002” | “wrong parameter” “<param>" An unknown parametetparam> related to the given
command.

Example: “0002:wrong parameter: lengtthh”

“0003” | “wrong value” “<param>=<val>" A parameter value given in the command is not
supported.
Example: “0003:wrong value: length=abc”
“0004” | “referenced data not “<param>=<val>" A parametekparam> value<val> reference an

found” entity which does not exist (e.g. offset too higdgord
number not found, tag not found)

Examples:
“0004:referenced data not founecord=2 ")

"0004:referenced data not fountfset=12

"0004:referenced data not fouraj=88 ”

“O0FF” | “unknown error” “<cmd and Any other error not covered by previous codes {(e.g.
parameters>" Internal error or malformed command)

Example: “O0FF:unknown error:<cmd and
parameters>"
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"0020" | "security status not The security status is not sufficient (e.g. trytng
satisfied" update the IMSI may not be possible)

Example: "0020:security status not satisfied"

"0021" | "“file invalidated" Updating the resource is not possible becauséléhe f
associated with the given URL is invalidated

Example: "0021:file invalidated"

The following example shows the response when fhiERHGET request refers to a resource that doesxistt Suppose that
the request waGET /adminUICC/3F00/0512?record=2 . In this error example either the file does nasear the
record within the file is out of range:

HTTP/1.1 403 Forbidden CRLF

Content-Type: text/plain CRLF

Content-Length: 60 CRLF

CRLF 0004:referenced data not found:record=2

The following example shows the response when fhiERHGET request contains an unknown parameter.&epihat the
request waSSET /adminUICC/3F00/05127?lengtthh=50. This error example indicates that the “lengtthh”
parameter is wrong (e.g. “length” should have besad):

HTTP/1.1 403 Forbidden CRLF
Content-Type: text/plain CRLF
Content-Length: 51 CRLF

CRLF 0002:wrong parameter:lengtthh
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Appendix F.  Security Considerations (Informative)

Although the smart card can be regarded as a shami@vare token, the following notes should be #red when offering
SCWS based services:

» It cannot be expected that the smart card is alivagdrusted environment or in a mobile handsgf. (e
smart card can be put in a card reader which isected to a PC)

» It cannot be expected that the administration chbisralways available (e.g. the smart card ismsgrted in
mobile phone or there is no network coverage)

» Even if an ACP enforcer is implemented in the de\&.g. mobile handset) it should be understooiitiiea
smart card may be moved to another environmenowitACP enforcement functionality

* Protocols used in the SCWS specification (e.g.doasdigest authentication, TLS) may have theieneimt
security consideration and implementers should tefthe specification of each protocol and talenttinto
consideration
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Appendix G. SCWS content audit (Normative)

G.1 Generalities

The SCWS MAY provide administrative commands towlkh remote administration server to audit the SGM8ent. This
audit capability is useful when having multiple aegied administration servers. It allows re-synolsation between the
remote servers and the SCWS, and to do diagnosieaftate of the SCWS in case of unexpected ardviour. A SCWS
that implements a SCWS content audit SHALL adhett&é specification in this annex.

Audit commands SHALL NOT be accessible by non aritled entity (i.e. only with admin authentication).

Audit commands SHALL be “safe” and “idempotent” magys that they shall not take an action other tiedmeval (see
[HTTP/1.1]).

G.1.1 Content audit request format
SCWS content audit commands MUST be sent with HGET as follows:

* The abs_path part the URL MUST be “/SCWS/adminingdJRL as defined in section 13.1.3)

» The First Query parameter MUST always be “cmd” vaithalue defined in this appendix for selectingectic
audit command.

» All query parameters SHALL be case sensitive
* No message-body may be present.

Example

GET /SCWS/admin?cmd=dir&uri=/meteo /HTTP/1.1 CRLF
Host: anything CRLF
CRLF

If the full administration protocol is used andhifjuery parameter of the administration commarachigRI, the request
SHALL be rejected if the card administration agienblved in the exchanges is not allowed to actieissURI.

G.1.2 Content audit response format
SCWS content audit response SHALL be sent withénHI TP response with:

* The content type SHALL be “text/xml” (see [XML Meadilype]).
A message-body MUST be present.

» The message-body MUST be a well-formed XML validgtihe DTD (see [XML 1.0]) corresponding to the iaud
command specified by the “cmd” query parametehefihcoming request.

» Specific errors may be coded by using the error Pi$tatus cod403 Forbidden.

G.2 Static pages audit

G.2.1  Static pages list
G.211 Description

This command retrieves a list of all file names dirdctory names under the given directabg_pathURI.
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This command is not recursive. Iteration on subduries could be done for a complete exploration.

By directory and file we mean segments of a stasource abs_path as defined here:

static-resource-abs_path = “/"*( directory “/”) fil ename
dir-sep ="/

directory = <any OCTET except /" >

filename = <any OCTET except “/” >

Note:

This directory and file description is a virtualm@space interpretation of static resources UReé¢fimo constraint about the
real SCWS static pages implementation of a filéesys.

G.2.1.2 Request query parameters

Name Required| Value Description
cmd YES dir Select the dir command
uri YES [absolute_path] directory URI

G.2.1.3 Response message

The command returns XML content with:
e Selected directory URI (tag <u>)
» Set of directory name (tag <d>) found directly untie selected directory.
» Set of file name (tag <f>) found directly under gedected directory.

The XML must validate the following DTD:

<l-- Root -->

<IELEMENT r (u,d*f*) >

<l-- Current URI -->
<IELEMENT u (#PCDATA) >
<!-- Sub-directory name -->
<IELEMENT d (#PCDATA) >
<!-- Sub-file name -->
<IELEMENT f(#PCDATA) >

HTTP error status code 403 (Forbidden) SHALL benmtif:
e the given “uri” is incorrect (null or empty)

» the given “uri” doesn’t exist

G214 Example [Informative]
The following request performed on a SCWS whichtaimis the following static resources:

* /meteo/index.html

* /meteo/weather.html
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* /meteo/images/sunny.gif

* /meteo/images/cloudy.qif

GET /SCWS/admin?cmd=dir&uri=/meteo HTTP/1.1 CRLF
Host: anything CRLF
CRLF

May obtain the following response

HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF

Content-Length: XX CRLF

CRLF

<?xml version="1.0" encoding="UTF-8"?>
<r>

<u>/meteo</u>

<d>images</d>
<f>index.html</f>
<f>weather.html</f>
</r>

G.2.2  Static page properties

There is no need for a specific command to audficspage properties like size because the HTTRI iHeguest will return
all useful entity/general HTTP headers concernimig tesource.

G.2.3 Memory

G.23.1 Description

This command retrieves the used server memorytandvailable server memory for storing static pagés PUT
command.

Note: Depending of internal implementation (memallgcation granularity, storage of headers andesyshformation), it
may not be possible to exactly compute the amotitee memory. So there is no success guaranty \igerg to put a
resource with a size close to free memory size.

G.2.3.2 Request query parameters

Name Required| Value Description

cmd YES mem Select the mem command

G.2.3.3 Response message

The command returns XML content with:
* Integer value of the amount in byte of free menargilable for SCWS static pages (tag <a>).

* Integer value of the amount of memory that is usgthe SCWS for static pages (tag <u>).

The XML must validate the following DTD:

<!--Root -->
<IELEMENT r (a,u) >
<!I--Integer value of the remaining available memory for SCWS in bytes-->
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<I[ELEMENT a (#PCDATA) >
<!--Integer value of the memory used by the SCWS in bytes -->
<I[ELEMENT u (#PCDATA) >

G.2.34 Example [Informative]
The following request performed on a SCWS with 1kd®d on a total memory of 8KB (so 7KB free memory):

GET /SCWS/admin?cmd=mem HTTP/1.1 CRLF
Host: anything CRLF
CRLF

May obtain the following response

HTTP/1.1 200 OK CRLF

Content-Type: text/xml CRLF
Content-Length: XX CRLF

CRLF

<?xml version="1.0" encoding="UTF-8"?>
<r>

<a>7168</a>

<u>1024</u>

<[r>

G.3 Protection set audit

G.3.1 User's list

G311 Description
This command gets all users created in the server.

G.3.1.2 Request query parameters

Name Required| Value Description

cmd YES lusr Select the command list user

G.3.1.3 Response message
The command returns XML content with:
» Set of user login (tag <I>).

The XML must validate the following DTD:

<!-- Root -->

<IELEMENT r (I)* >

<!l-- User login Name -->
<IELEMENT | (#PCDATA) >

G314 Example [Informative]
The following request performed on a SCWS with &raisvith the following logins “James”, “Mary” anddhn”:

GET /SCWS/admin?cmd=lusr HTTP/1.1 CRLF
Host: anything CRLF
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CRLF

May obtain the following response

HTTP/1.1 200 OK CRLF

Content-Type: text/xml CRLF
Content-Length: XX CRLF

CRLF

<?xml version="1.0" encoding="UTF-8"?>
<r>

<I>James</I>

<I>Mary</I>

<I>John</I>

</r>

G.3.2 Resource Protection Set's list

G.3.21 Description
This command retrieves all resource protection aetated in the server.

G.3.2.2 Request query parameters

Name Required| Value Description

cmd YES Ips Select the command

G.3.2.3 Response message

The command returns XML content with:

» Set of resource protection set id(tag <i>).

The XML must validate the following DTD:

<!-- Root -->

<IELEMENT r (i)* >

<!-- resource protection set id -->
<IELEMENT i (#PCDATA) >

G.3.24 Example [Informative]

The following request performed on a SCWS withsbrace protection set with the following ids: “nages”,
and ‘msecurepgs "

securearea”

GET /SCWS/admin?cmd=Ilps HTTP/1.1 CRLF
Host: anything CRLF
CRLF

May obtain the following response

HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF

Content-Length: XX CRLF

CRLF

<?xml version="1.0" encoding="UTF-8"?>
<r>
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<i>psl</i>
<i>ps2</i>
<i>ps3</i>
<[r>

G.3.3 Resource Protection Set

G.3.31 Description
This command gets Resource Protection Set infoomati

G.3.3.2 Request query parameters

Name Required| Value Description
cmd YES ps Select the command
psid YES [ps_identifier] Protection set identifier

G.3.3.3 Response message

The command returns XML content with:
» Protection set identifier (tag <i>)
» Authorized protocol under this protection set &g)
e The Realm name (tag <n>)
* Authentication type (tag <t>)
» Set of registered user login (tag <I>).

The XML must validate the following DTD:

<l-- Root -->

<IELEMENT r (i,p,(n,t,I*)?) >
<!-- Protection set identifier -->
<IELEMENT i (#PCDATA) >

<!-- Protocol used by the realm : 'http’, 'https' o r ‘admin' -->
<I[ELEMENT p (#PCDATA) >

<!l-- Realm name -->

<I[ELEMENT n (#PCDATA) >

<!-- Authentication type: 'basic' or 'digest' -->

<I[ELEMENT t (#PCDATA) >

<!-- User login -->

<I[ELEMENT | (#PCDATA) >

HTTP error status code 403 (Forbidden) SHALL benmtd if:

» the psid is incorrect (null or empty)
» the psid doesn't exist
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G.3.34 Example [Informative]

The following request performed on a SCWS with@tqwution set “mypages” (defined as the first exanfipid in section
13.1.5.2) and with two authorized users named “3a&ried “Mary”:

GET /SCWS/admin?cmd=ps&psid=ps3 HTTP/1.1 CRLF
Host: anything CRLF
CRLF

May obtain the following response

HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF
Content-Length: XX CRLF
CRLF

<?xml version="1.0" encoding="UTF-8"?>
<r>

<i>ps3</i>

<p>https</p>
<n>Your%20secured%20pages</n>
<t>digest</t>

<I>James</I>

<I>Mary</I>

<[r>

G.3.4 Protected URI sub-tree list

G.34.1 Description
This command gets all URI sub-tree linked to agetibn set (see pr “command”).

G.3.4.2 Request query parameters

Name Required| Value Description

cmd YES Ipr Select the command

G.3.4.3 Response message

The command returns XML content with:
» Set of URI sub tree protection set definition (tgop) with
0 The given protected URI sub-tree prefix (tag <u>).

0 The associated protection set id (tag <i>).

The XML must validate the following DTD:

<l-- Root -->

<IELEMENT r (p*) >

<l— protected sub tree definition-->
<IELEMENT p (i,u) >

<l-- Protection set identifier -->
<IELEMENT i (#PCDATA) >

<!-- sub-tree uri -->

<IELEMENT u (#PCDATA) >
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G.3.44 Example [Informative]

The following request performed on a SCWS withsbrace protection set with the following ids: “nages”, “securearea”
and ‘msecurepgs "

GET /SCWS/admin?cmd=Ilpr HTTP/1.1 CRLF
Host: anything CRLF
CRLF

May obtain the following response

HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF

Content-Length: XX CRLF

CRLF

<?xml version="1.0" encoding="UTF-8"?>
<r>

<p><i>psi</i><u>/mypages/</u></p>
<p><i>psil</i><u>/otherpages/</u></p>
<p><i>ps2</i><u>/bank/</u></p>

<p><i>ps3</i><u>/bank/secret/</u></p>
</r>

G.4 Registered application audit

G.4.1 Registered application list

G411 Description
This command retrieves the list of applicationd #re registered to the SCWS.

G.4.1.2 Request query parameters

Name Required| Value Description

cmd YES lapp Select the command

G.4.1.3 Response message

The command returns XML content with:
» Alist of applications that are registered to tH&/%S (tag <a>):

The XML must validate the following DTD:

<l-- Root -->
<IELEMENT r (a*) >

<!I-- application identifier used for SCWS registrat ion-->
<IELEMENT a(#PCDATA) >

G414 Example [Informative]
The following request performed on a SCWS with tegistered applications with the following ids:ogger”, “bank”.
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GET /SCWS/admin?cmd=lapp HTTP/1.1 CRLF
Host: anything CRLF
CRLF

May obtain the following response

HTTP/1.1 200 OK CRLF

Content-Type: text/xml CRLF
Content-Length: XX CRLF

CRLF

<?xml version="1.0" encoding="UTF-8"?>
<r>

<a>logger</a>

<a>bank</a>

<[r>

G.4.2 Registered application information

G4.21 Description
This command retrieves all information related tgi\aen application registered to the SCWS.

G.4.2.2 Request query parameters

Name Required| Value Description
cmd YES app Select the command
appid YES [app_identifier] The application identifier

G.4.2.3 Response message

The command returns XML content with:
» Selected application identifier (tag <a>)
» List of intercept URI triggering condition (tag Jimapped on this application (see section 13.1.5.9)
» List of content providing URI triggering conditidteg <u>) mapped on this application (see sect®h.5.9).

The XML must validate the following DTD:

<!-- Root -->

<IELEMENT r (a,i*,u*) >

<!-- application identifier used for SCWS registrat ion -->
<IELEMENT a(#PCDATA) >

<!I-- Interception application URI triggering condit ion-->
<IELEMENT i(#PCDATA) >

<!I-- Content providing application URI triggering ¢ ondition-->
<IELEMENT u(#PCDATA) >

G.4.24 Example [Informative]

The following request performed on a SCWS with ppliaation registered as “advertising” which actlie same time as an
interception and a content providing application:
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* intercept all requests to resources under the UBdtee “/advertising/*”

e provide content for resource URI “/app/advertisinglit”

GET /SCWS/admin?cmd=app&appid=advertising HTTP/1.1 CRLF
Host: anything CRLF
CRLF

May obtain the following response

HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF

Content-Length: XX CRLF

CRLF

<?xml version="1.0" encoding="UTF-8"?>
<r>

<a>advertising</a>
<i>/advertising/*</i>
<u>/app/advertising/audit</u>
</r>

G.5 Multiple audit commands
G.5.1 Description
Multiple SCWS audit commands MAY be send with HTGET as follows:
* The abs_path part the URL MUST be “/SCWS/adminingdJRL as defined in section 13.1.3).
» Each parameter/value(s) defining an audit commablkéMbe separated by a ‘&’ character.
» Each audit command MUST be separated by a ‘& atiar.
e All query parameters SHALL be case sensitive.

* No message-body may be present.

G.5.2 Response message

The XML content MUST contain the tag <b> to defg@yeral blocks of audit commands

The XML must validate the following DTD:

<!I-- Root -->

<IELEMENT r (b1,b2,..,bn)>
<!-- First command -->
<IELEMENT b1(x1,..,xn) >
<I-- Command parameter -->
<IELEMENT x1 (#PCDATA) >

<I-- Command parameter -->
<IELEMENT xn (#PCDATA) >

<!-- Second command -->
<IELEMENT b2(y1,..,yn) >

<!-- Command parameter -->
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<IELEMENT y1 (#PCDATA) >

<I-- Command parameter -->
<IELEMENT yn (#PCDATA) >

<!-- Last command -->
<IELEMENT b2(z1,..,zn) >

<I-- Command parameter -->
<IELEMENT z1 (#PCDATA) >

<I-- Command parameter -->
<IELEMENT zn (#PCDATA) >

If at least one of the internal audit commands m@tsexecuted the HTTP response status code SHALUW® and the
Pragma: cmd=CmdNum SHALL be included in the response as defined ab®kie.body of the response SHALL be the
MIME type text/plain containing the error stringi{iaout the quotes) of the command that could notxeruted. The result-
strings are defined in chapter 13.2.2

The Pragma Header field in the response SHALL dorikee number of the last command that was sucgissikecuted by
the SCWS. If a command was not successfully exdalteommands after it SHALL be ignored and nat@axed by the
SCWS.

G.5.3 Example [Informative]

The following request performed a dir command eXarap defined in chapter G.2.1.4, a mem commanchpbeaas defined
in chapter G.2.3.4, a list user command as defimetiapter G.3.1.4 and a list protection set comdremndefined in chapter
G.3.2.4.

GET /SCWS/admin?cmd=dir&uri=/meteo&cmd=memé&cmd=lusr &cmd=Ips /HTTP/1.1 CRLF
Host: anything CRLF
CRLF

May obtain the following response

HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF
Content-Length: XX CRLF

CRLF

<?xml version="1.0" coding="UTF-8"?>
<r>

<b>

<u>/meteo</u>
<d>images</d>
<f>index.html</f>
<f>weather.html</f>

</b>

<b>
<a>7168</a>
<u>1024</u>
</b>
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<b>
<|>James</I>
<I>Mary</I>
<I>John</I>
</b>

<b>
<i>psl</i>
<i>ps2</i>
<i>ps3</i>
</b>

</r>
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Appendix H.  Pipelining over full administration protocol (Normative)

As explained in [HTTP/1.1] the pipelining allowlgEent to make multiple requests without waiting éach response,
allowing a single TCP connection to be used mucterefficiently, with lower elapsed time. This isrppeularly important
when the network latency is high; this is usudtly tase on wireless based network.

In order to optimize the remote administration, piygelining SHOULD be available over the full adisination protocol.

H.1 Pipeline behaviour

As specified by [HTTP/1.1] the remote administratBHALL NOT pipeline request embedded into it PO83ponse (see
13.3.2.7) until it's sure than the SCWS supportiséence.

This means that if the remote administration sedassn’t know the SCWS persistence capabilityfilsePOST response
of a full administration session SHALL embeddedyante request. If the SCWS doesn’t support piealiSHALL return
“Connection: close” in it response. Otherwise thmote administration server could assume thatippé supported and
MAY pipeline its Idempotent requests (see [HTTP}tektriction about non-ldempotent sequences arttiads).

If the Administration server pipelines several resfs embedded into one POST response (see 13. 82 HCWS SHALL
pipeline all the responses in the next adminigiratigent POST request body (see 13.3.2.6). The ofdee responses
SHALL be the same than the requests (see [HTTPfar Hetails).

H.2 Example - Informative:

Let’s assume that during an administration sessi®meeds to put 20 text files named “hellol.htral*tello20.html”.

H.2.1  Administration session without pipeline.
In this case the administration requires the 2lbfdhg POST request.

POST /downloadmanager/hello?cmd=1 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF

User-Agent: oma-scws-admin-agent/1.1 CRLF

From: 8939010012751002010 CRLF

CRLF

HTTP/1.1 200 OK CRLF

User-Agent: oma-scws-remote-admin/1.1 CRLF
SCWS-Next-URI: /downloadmanager/hello?cmd=2 CRLF
Content-Type: application/vnd.oma-scws-http-request CRLF
Content-Length: 108 CRLF

CRLF

PUT /hellol.html HTTP/1.1 CRLF

Host: anything CRLF

Content-Type: text/html CRLF

Content-Length: 18 CRLF

CRLF

<htmI>Hello</html>

POST /downloadmanager/hello?cmd=2 HTTP/1.1 CRLF

Host: 172.96.0.1CRLF

User-Agent: oma-scws-admin-agent/1.1 CRLF

From: 8991200012751002010 CRLF

Content-Type: application/vnd.oma-scws-http-respons e CRLF
Transfer-Encoding: chunked CRLF

CRLF

2E CRLF
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HTTP/1.1 204 NO CONTENT CRLF Connection: close CRLF CRLF
CRLF

0 CRLF

CRLF

HTTP/1.1 200 OK CRLF

User-Agent: oma-scws-remote-admin/1.1 CRLF
SCWS-Next-URI: /downloadmanager/hello?cmd=3 CRLF
Content-Type: application/vnd.oma-scws-http-request CRLF
Content-Length: 108 CRLF

CRLF

PUT /hello2.html HTTP/1.1 CRLF

Host: anything CRLF

Content-Type: text/html CRLF

Content-Length: 18 CRLF

CRLF

<htmI>Hello</html>

[------ 18 POST request/response with one embedded PUT ------ ]

POST /downloadmanager/hello?cmd=21 HTTP/1.1 CRLF

Host: 172.96.0.1CRLF

User-Agent: oma-scws-admin-agent/1.1 CRLF

From: 8991200012751002010 CRLF

Content-Type: application/vnd.oma-scws-http-respons e CRLF
Transfer-Encoding: chunked CRLF

CRLF

2E CRLF

HTTP/1.1 204 NO CONTENT CRLF Connection: close CRLF CRLF
CRLF

0 CRLF

CRLF

HTTP/1.1 204 No Content CRLF
User-Agent: oma-scws-remote-admin/1.1 CRLF
CRLF

H.2.2  Administration session on a with pipeline
In this case the administration requires the dfwlhg POST request.

POST /downloadmanager/hello?cmd=1 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF

User-Agent: oma-scws-admin-agent/1.1 CRLF

From: 8939010012751002010 CRLF

CRLF

HTTP/1.1 200 OK CRLF

User-Agent: oma-scws-remote-admin/1.1 CRLF

SCWS-Next-URI: /downloadmanager/hello?cmd=2 CRLF

Content-Type: application/vnd.oma-scws-http-request CRLF
Content-Length: 108 CRLF

CRLF

PUT /hellol.html HTTP/1.1 CRLF

Host: anything CRLF

Content-Type: text/html CRLF

Content-Length: 18 CRLF
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CRLF
<html>Hello</htmI>

POST /downloadmanager/hello?cmd=2 HTTP/1.1 CRLF
Host: 172.96.0.1CRLF

User-Agent: oma-scws-admin-agent/1.1 CRLF

From: 8991200012751002010 CRLF

Content-Type: application/vnd.oma-scws-http-respons
Transfer-Encoding: chunked CRLF

CRLF

1B CRLF

HTTP/1.1 204 NO CONTENT CRLF CRLF

CRLF

0 CRLF

CRLF

e CRLF

HTTP/1.1 200 OK CRLF

User-Agent: oma-scws-remote-admin/1.1 CRLF
SCWS-Next-URI: /downloadmanager/hello?cmd=3 CRLF
Content-Type: application/vnd.oma-scws-http-request
Content-Length: 2160 CRLF

CRLF

PUT /hello2.html HTTP/1.1 CRLF

Host: anything CRLF

Content-Type: text/html CRLF

Content-Length: 18 CRLF

CRLF

<htmI>Hello</html>

[------ 17X ------ ]

PUT /hello20.html HTTP/1.1 CRLF

Host: anything CRLF

Content-Type: text/html CRLF

Content-Length: 18 CRLF

CRLF

<htmlI>Hello</htmI>

CRLF

POST /downloadmanager/hello?cmd=3 HTTP/1.1 CRLF
Host: 172.96.0.1CRLF

User-Agent: oma-scws-admin-agent/1.1 CRLF

From: 8991200012751002010 CRLF

Content-Type: application/vnd.oma-scws-http-respons
Transfer-Encoding: chunked CRLF

CRLF

1B CRLF

HTTP/1.1 204 NO CONTENT CRLF CRLF

CRLF

1B CRLF

HTTP/1.1 204 NO CONTENT CRLF CRLF
CRLF

0 CRLF

CRLF

e CRLF

HTTP/1.1 204 No Content CRLF

User-Agent: oma-scws-remote-admin/1.1 CRLF
CRLF
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Appendix .  User Self-Care Administration (Normative)

1.1 Generalities

The SCWS MAY provide administrative commands towlthe user to administrate himself personal dataugh the
browser.

The scope of the user administrative commandsigdd to the administration of features directhkkd to the user such as
the modification of his password. These operatioay be possible directly from a web browser ackoBSIL forms.

A SCWS that implements a user self-care adminiggaiommands SHALL adhere to the specificationrdliin this
appendix.

.1.1 User self-care administration request format
All the specifics SCWS user self-care administratommands MUST be done with HTTP POST with:

* The abs_path part of the URL MUST be “/SCWS/usemniat
* The entity-header-field “Content-Type” must be usEtke value is “application/x-www-form-urlencoded".

* The entity-header-field “Content-Length” must bedisThe value is the length of the message-bodlyties as a
decimal number

* The message-body, in this case called “user-admimatand”, contains data that is interpreted by theia-
component of the SCWS.

» All parameters SHALL be case sensitive.
e The first parameter SHALL be a “cmd” parameter véitbommand value as described in this appendix.
»  Other parameters SHALL be described as specifiedrding the given “cmd” value.

The access to the user self-care administrative I83WS/user-admin” SHOULD be permitted only oveF HPS protocol.

1.1.2 User self-care administration response format

The response to a user self-care administrativencam:
* MUST use aresponse status 303 “see other” (affigoielny the [RFC2616])

* MUST contain a “Location” header with an URI spéifin the section describing the given “cmd” pasten
behaviour.

» SHOULD contain a short hypertext note with a hyipérto the URI specified by the “Location” header.

Example - Informative:

HTTP/1.1 303 See Other CRLF

Location: /redirection_uri CRLF

Content-Type: text/html CRLF

Content-Length: 68 CRLF

Host: anything CRLF

CRLF

<html><body><a href=" [/redirection_uri” >Redirection</a></body></html|>
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.2  Change password

1.2.1 Description

This command is used to change an existing password
For security reason:

* This command is possible for a user account thates@ated with the “user-admin” property set toétr(see
13.1.5.5)

» The previous password value must be presented.

1.2.2 Request query parameters

Name Required| Value Description

cmd YES cpw Change the given password
login YES [loggin_value] Credential login value

old YES [old_pasword] Old password value

new YES [new password] New password value

wrong YES [wrong_uri] Wrong Redirection URI

ok YES [succeed_uri] allj?ﬁceed Redirection

The command shall be processed in the following: way
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[ end "\4— Use «U"glmg > <-no—:if:"Login exist? >
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i

[ end |

Figure 6: Change user password command

[.2.3 Response message
The following URI SHALL be used in the redirectiogsponse (303):

e wrong_uri if:
o Given old password doesn’t match.
o Given login could not be administrated by user @reaited with “user-admin” flag).
o Given login doesn't exist.
0o The command could not be fulfilled.

» succeed_urif command succeed.

.2.4 Example [Informative]

If the following HTML form is used on a web browser

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN"
"http://www.w3.0rg/TR/html4/strict.dtd">

<html>
<head>
<title>

User self Administration
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</title>
</head>
<body>
<h1>Change Password</h1>

<form name="Change Password" action= "http://12
method="POST" enctype= "application/x-www-form-urle

<p>
<input type="hidden" name="cmd" value="cpw"
Loggin:<br>
<input type= "text" name="login"><br>
Old Password:<br>
<input type="password" name="old"><br>
New Password:<br>
<input type="password" name="new"><br>
<input type="submit" value="Change password
<input type="hidden" name="wrong" value="/w
<input type="hidden" name="0k" value="

</p>
</form>
</body>

</html>

7.0.0.1:3516/scws/user-admin”
ncoded" id="ChangePassword">

"><pr>
rong.html">

/fadmin_ok.html ">

The browser may emit the given request:

POST /SCWS/user-admin HTTP/1.1 CRLF
Content-Type: application/x-www-form-urlencoded CRL
Content-Length: xx CRLF

Host: anything CRLF

CRLF

cmd=cpw&login=john&old=1234&new=4321&wrong=%2Fwrong .html& ok  =%2Fadmin_ok.html

May obtain the following response:

HTTP/1.1 303 See Other CRLF
Location: /admin_ok.html CRLF
Content-Type: text/html CRLF
Content-Length: 77 CRLF

Host: anything CRLF

CRLF

<html><body><a href ="ladmin_ok.html ">Change password result</a></body></html>
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