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Figure 6 Seamless Switching from Connection-Based EventSourceto OMA Push + SM S EventSour ce via Push Client
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1. Scope

This specification defines an API exposing the é&radervices provided by OMA Push to applicatiorsaaiting in Web
Runtime environments.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-WRAPI_Push-V1_0-20120508-C Page 6 (33)
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this documat are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrébfuction”, are normative, unless they are exgpiéhdicated to be
informative.

3.2 Definitions

API Patterns Design guidelines and requirements for definitibBls

ECMAScript Use definition from [OMADICT].

JavaScript Use definition from [OMADICT].

Push APl Server Software which implements and exposes the Push API.

Push Client Device based software which optionally implemehtsRush API.

Push Gateway Network based software which optionally implemehes Push API.

User Agent Use definition from [OMADICT].

Web The World Wide Web, a content and application frenorik based upon hypertext and related
technologies, e.g. XML, JavaScript/ECMAScript, C88,

Web Application An application designed using Web technologies.

Web IDL An IDL language for Web application APIs

Web Runtime Client software that supports the execution of pplications

Uniform Resource

Ldentifier Use definition from [OMADICT].

3.3 Abbreviations

API Application Programming Interface

EventSource The EventSource API

HTTP HyperText Transfer Protocol

IDL Interface Definition Language
JSON JavaScript Object Notation

MIME Multipurpose Internet Mail Extensions
OMA Open Mobile Alliance

REST REpresentational State Transfer
SCR Static Conformance Requirements
SMS Short Message Service

TS Technical Specification

UA User Agent

UE User Equipment

URI Uniform Resource Identifier

URL Uniform Resource Locator

WAC Wholesale Applications Community

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Webapp Web Application

W3C World Wide Web Consortium
WRAPI The OMA Web Runtime API enabler
XML eXtensible Markup Language

XSD XML Schema Definition
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4. Introduction

This specification defines an API exposing the éwverification enabler services provided by OMA RUSSM SMS, SIP
MESSAGE, and other such text messaging servicapytications executing in Web Runtime environmenkss API is
referred to in this document as the Push API. Soitvithat exposes the Push APl is referred to sndbcument as a Push
API Server.

4.1 Version 1.0

Version 1.0 of the Push API specification addregisedollowing aspects:
» Basis of the Push API design in the W3C API “SeiSent Events” [W3C-EventSource]
e Support for a subset of the features of the OMAstPGlient - Application Interface” specificationysh-CAl]:

> Push-OTA bearer binding, at minimum supporting SbSed connectionless Push

To reduce the complexity of the Push API for tielease, the ability to select specific OMA Pushréesato
activate is deferred to a future release.

This limited scope of supported OMA Push featureghdes the API to use the existing W3C-EventSoAfekdefinition,
while opening up (at minimum) the most widely dgigld OMA Push bearer (SMS) to a new class of cigpiications. If
the underlying platform supports other Push-OTArbesa(e.g. OTA-HTTP, OTA-SIP, etc), SMS, and SIPSEAGE,
events from these sources can also be deliveredghrthe Push API.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. Overview of the Push API in the OMA Push Archite cture

Web applications can support both online and ddflise cases with access to the OMA Push enabtécaamuse the OMA-
standardized content types or application-speciitent.

OMA Push enables the direct delivery of contenteétwork contexts (point-to-point IP, SMS, SIP/INéBd
broadcast/multicast) and via methods (e.g. conmeless Push) that are typically unsupported by \E&@dard
implementations. OMA Push can complement HTML5 Vi&&Hs such as Server-Sent Events [W3C-EventSourmt¥éeb
Sockets, with these additional capabilities thatwarsupported by the HTML5 APIs.

The Push API provides a bridge between Web appitsiexecuting in Web browsers or widget runtimeimmments
(WRT), and the enabler services provided by OMAHPaISSMS text messaging. The relationship of thehPAPI to the
overall architectural elements in devices and tMAQPush architecture is illustrated below.

Figure 1 Relationship of Push API in the OM A Push Architecture

User Device (Terminal)
Web Runtime Environment
Webapp Webapp
Applications
Webapp Webapp
Other Push AP Other
s APls EventSource API APls
Agent
Web Browser Widget Runtime
Web Layout Engine
W3cC
EventSource
Operating Push Client W
System /
Middleware § | sip SMS ||WAP1|WAP2| SIP HTTP
stack stack || stack | stack |stack stack
| | | | |

SIP SMS || OMA Push
Service| |Service| | Proxy Gateway

CMA Push
FPAP or
PushREST

Application Server

Three options are shown in the figure above folaepent of the Push API:

* As functionality of the Web User Agent (e.g. browseWidget runtime): in this case the User Agemtyrhe
configured to locally serve EventSource connectiorgpecific URLs, and take the necessary actiomieliver the
requested events through the virtual EventSourneextion.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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* As functionality of an OMA Push Client in the deidn this case the Push Client acts as an Evernt8aserver and
provides the Push API extensions to the EventSodiRdebridging the supported OMA Push protocols tad

messaging enablers (e.g. GSM SMS and SIP MESSAG#&T) EventSource connection established between the
User Agent and the Push Client.

» As functionality of a remote (network-based) Pustie®vay: in this case the Push Gateway acts asem$&aurce
server and provides the Push API extensions t&teatSource API, bridging the supported OMA Pusiiqmols
and optionally SMS to an EventSource connectioabdished between the User Agent and the Push Gwptda
Push Gateway may be implemented as functionalipBhd®dMA Push Proxy Gateway, exposing OMA Push Asces

Protocol (PAP) or PushREST APIs to Application ®esy and optionally additional unspecified inteeméor plain
text message delivery.

For definition of their requirements in supportioé Push API, these implementation are referréd toe following sections
as the Push API Server.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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6. Design Basis in W3C APIs

The Push API design is based upon the EventSontedadce as defined in the W3C API “Server-Sentries/e]W3C-
EventSource]. This approach is intended to ser@édly objectives:

» Simply developer adoption of the Push API by aligpnihe API design pattern with the conventionsaalye
established by W3C for EventSource

» Promote development of the Push API within operr@®projects contributing to the mainstream Welwsers,
e.g. Webkit and Mozilla

» Promote convergence of OMA Push with W3C Web APIg, through the inclusion of Push API extensions i
W3C specifications

The EventSource interface provides the basic fanatity of the Push API, which includes:
» Ability to create a new EventSource, which estdiglisa connection with a source for server-sentteven
» Ability to receive events related to the overadites of an EventSource, including
o Notification of successful opening of an EventSeuronnection
o Notification of a new message from an EventSource
o Notification of errors in an EventSource connection

As defined by W3C Server-Sent Events, the Event@oconstructor takes a URL parameter expectedetoheshttp URI
scheme. The Push API uses the same design, widedirg the use of the URL parameter to enable GNsh features
such as filtering events by source, applicatioretygnd content type.

The Push API adapts data from these new evente®tmdhe text/event-stream MIME-type processingehdefined for
EventSource.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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7. The Push Interface

The Push API is based upon the EventSource ineedafined in [W3C-EventSource]. EventSource is usew/eb
applications (Webapps) to setup a persistent HTarfection to an EventSource server, enabling asgnols delivery of
server-initiated events.

In addition to the Push API specific functions désed in this document, Push API Servers MUST suppuoeration as a
server for EventSource connections as defined iBQViEventSource].

User Agents which support operation as a virtuahPAP| Server MUST be configurable to associateifiperigins
(domain and port of URLS) with the Push API virtiialentSource service.

Push Clients which support operation as a PushS&Rler MUST listen on TCP port 4035 for incomingeBtSource
connection requests, when Push API service is edablote: the conditions under which Push API serig enabled in a
device are unspecified, e.g. they may be relates¢o settings for OMA Push or notification sergige general.

Push API Servers MUST support multiple EventSowaenections.

Typically, the origin of the Webapp will be differefrom the origin of the Push API Server. For eptanthe Push API
origin of a Push Client acting as Push API Serviirbe localhost: 4035 (4035 being the register&PTport for OMA
WAP2 Push). Similarly, a Push Gateway acting asshAP| Server will likely not have the same origsithe Webapp.
Thus in order for the Push API to be accessed dy\Mkbapp, Cross-Origin Resource Sharing [W3C-CO&&$ed to
authorize the User Agent to establish the crosgirodonnection.

The URL of Push API Servers are expected to beodesed by the Webapp through unspecified applinasigecific
procedures.

In addition to the specific requirements givenhia following sections, User Agents MUST supporialbects of the
EventSource interface for the new event sourcesemadilable through the Push API, with the follogvexception:

* When operating as a virtual Push API Server foneationless bearers as event sources, the “recoomdéicne”
and reconnection processing requirements of [W3@aEsource] are not applicable.

7.1 Establishing a New EventSource for Push

The EventSource API defines a single parametendar EventSource objects: a URL representing thecedoom which
event reception should be initiated.

For the Push API, the URL parameter is used tasale EventSource API server which can forwardiveckevents to the
application, via the EventSource API, with thedaling options for push event filtering:

* by event source, using the “push-accept-sourceimater of the EventSource URL to select a comrpars¢ed
list of acceptable event sources, optionally inizigd

0 one or more SMS source addresses in the formatsamsrecipient” where sms-recipient is as
defined by [RFC5724], which indicates a requestfgivery of events from specific SMS addresses

o one or more SIP source addresses in the formatssap@domain”, which indicates a request for
delivery of events from specific SIP addresses

o0 the OMNA-registered URN “urn:oma:xml:push”, whialdicates a request for delivery of any OMA
Push message received from the supported OMA Remtets

o other arbitrary source address values, enablingttension of the Push API to other eventing or
messaging systems or application-specific sourdeeading

by OMA Push Application ID , using the “push-accapplication-id” parameter of the EventSource URLselect
a comma-separated list of acceptable push aplicats

» by content (MIME) type , using the “push-acceptiemt-type” parameter of the EventSource URL, teceh
comma-separated list of acceptable push conteastyp

Applications can create multiple EventSource olsjéat delivery of Push events. This allows the eggpion to choose
which types of Push sources should be activateaihyndesired combination.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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The application can use these options to applyiipevent handlers for the different event sourdes example, the
application may expect SMS from specific sourceraslsbs to have a specific format for processingA@®sh messages
may also have specific processing and validatignirements, e.g. for filtering by the applicaticaskd upon the Push
Application Id, and to parse or validate the meesdata for different Push content types.

7.1.1

Processing a New Push API EventSource Request

As described in [W3C-EventSource], the EventSoumte¢onstructor takes one argument, url, whichcHjes the resource
to which to connect.

User Agents which support operation as a virtuahPAP| Server MUST process new EventSource reqasation of new
EventSource objects via JavaScript) for the Push ilEhe url parameter matches a pre-configurediorassociated with
the Push API virtual EventSource service.

When the EventSource() constructor is invoked iker Agent supporting the Push API Server capghit/ST run these

steps:
1.

If the url parameter is recognized by the User Agsnan EventSource URL at which it is configuredérve Push
API requests, run these steps

a. If the url parameter contains a “push-accept-sdysaeameter, run these steps

i. throw a SYNTAX_ERR exception if the “push-acceptis®” parameter contains anything other
than a comma-separated list of values formattezhasor more of: “sms-recipient” fields per
[RFC5724], the value “urn:oma:xml:push”, or theuaal*”

ii. setthe push accept source filter to the valub®fpush-accept-source” parameter, otherwise set
the push accept source filter to null

c

If the url parameter contains a “push-accept-apfibn-id” parameter, set the push accept applinato
filter to the value of the “push-accept-applicatidih parameter, otherwise set the push accept egbin
id filter to null

c. Ifthe url parameter contains a “push-accept- aurtgpe” parameter, set the push accept conteetfijter
to the value of the “push-accept- content-type’apagter, otherwise set the push accept contenffitigre
to null

d. If the push accept source filter contains the vétlier values formatted as “sms-recipient” fields
defined by [RFC2754], activate SMS event deliverytte EventSource connection

e. If the push accept source filter contains the véttier the value “urn:oma:xml:push”, activate OMRush
event delivery to the EventSource connection

If the url parameter is not recognized by the Usgent as an EventSource URL at which it is confaglto serve
Push API requests, establish a new EventSourcesasibed in [W3C-EventSource].

Push Clients or Push Gateways which support operas a Push API Server MUST run these steps guaption of a
GET request for a URL at which Push API servicerisvided

1.

If the request url contains a “push-accept-soupsgameter, run these steps

a. Return a 403 FORBIDDEN response and abort theps dtehe “push-accept-source” parameter contains
any unsupported source types, e.g. for a Push @gtthat does not support SMS message delivery

b. if the “push-accept-source” parameter is presattire push accept source filter to the value ef‘'gush-
accept-source” parameter, otherwise set the pustptisource filter to the value “urn:oma:xml:push”

If the request url contains a “push-accept-appbicaid” parameter, set the push accept applicatiditter to the
value of the “push-accept-application-id” parameténerwise set the push accept application idrftid “*”

If the request url contains a “push-accept-contgne” parameter, set the push accept content fitpeto the value
of the “push-accept-content-type” parameter, otliexwet the push accept content type filter to “*”

Return a successful response to the User Agergsasided in [W3C-EventSource], including an “Acc&mtrol-
Allow-Origin” header with the value of the “Origihheader received in the GET request.
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7.1.1.1 Establishing a New EventSource for SMS Even ts
Below is an example of how an application can ereatew EventSource for SMS events using the P&h A

Table 1 Javascript example for establishing a new event source for SM S events

try {
var es = new EventSource("http://localhost:4035/?push-accept-source=sms:+14255551212");

// Expect Push API events from SMS source +14255551212
es.onmessage = function (event) { // Event handler
// Handle then new event: the example below just shows presentation of the content
ediv = document.getElementById('esdata'); // get HTML element where new content is to be displayed
ediv.innerHTML = event.data; // Display the new content

s

}

catch(e) {
// Handle EventSource setup exception
}

}
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The example below shows an EventSource connedtairig setup and used by an app for some time,svénhed to
a Push API connection when the app no longer needan maintain the data connection. The Push #\Bétived
directly by the User Agent (browser or Widget romd), which provides the bridge to SMS event soyraed delivers
the events to the application-defined EventSouvesitthandler. The User Agent is pre-configuredetmognize URLs
with the origin localhost:4035 (WAP Push OTA-HTTEr as a virtual Push API service address.

Figure 2 Switching from Connection-Based EventSourceto SM S EventSource

Client

App Server SMsC User Agent Application

1) Create new EventSource
(hetp://myapp.com)

2) Open connection
GET http://myapp.com
3) 200 OK
Content-Type: text/event-stream
4) Deliver event stream
data: YHOO
data: +2
(blank line)

5) Call onmessage function
with event stream

App switches to
SMS-based delivery

6) Activate SM5 event delivery
(SMS destination address to be used)
7) Confirm SMS event delivery preparation
(SMS source address to be used)

8) Call close() on EventSource

9) Close connection

10) Create new EventSource
(http://localhost:4035/
?push-accept-source=sms:+14255551212)

Activate SMS reception

11) Deliver SMS (data: YHOO
data: -1
(blank line))

12) Deliver SMS (data: YHOO
data: -1
{blank line))

13) Call onmessage function
with event stream
data: YHOO
data: -1
(blank line)

Client App invokes the EventSource API with a UREeting same-origin requirements.

The User Agent opens an EventSource connectidretedrver at the requested URL.

The App Server acks the opening of the EventSotmoeection.

The App Server delivers an event stream.

The User Agent calls the onmessage function defioethe EventSource object with the event stream.
Sometime later, the Client App decides to switchdonectionless event delivery via SMS. Coordimatb
the key parameters (e.g. SMS destination addresSEIS source address to be used), and the trigger f
switching to connectionless delivery (e.g. uporsale of the eventsource connection over HTTP), are
assumed to occur at the application layer. Then€#gp initiates this coordination (in this examyptby

ok wNE
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11.

12.
13.

requesting switch to connectionless delivery, amdeeded providing SMS address information so e A
Server knows where to send events.

The App Server confirms preparation of the switclednnectionless delivery, and provides its SMS&®u
address so that the Client App can setup eventsdiltering.

The Client App calls the close() method on the &@rce object.

The User Agent closes the EventSource connectitimeté\pp Server.

. Client App invokes the EventSource API with the UL the local Push API server and includes a sourc

filter parameter for the SMS address from whichnésshould be receivett{p://localhost:4035/?push-
accept-source=sms:+14255551p Recognizing the EventSource URL origin localt¥385 (WAP Push
OTA-HTTP port) as a pre-configured virtual Push ABtvice address, the User Agent activates SMS
reception per the URL parameters.

The App Server has an event to be delivered, atebribat no EventSource connection is active tctrent
App. The App Server delivers the event stream iSBIS message, either directly to the SMSC, or mia a
SMS API service.

The SMSC delivers the SMS message to the userisedev

The User Agent delivers the SMS message as an streatn, via the onmessage function defined for the
EventSource object.
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The example below shows an EventSource connedtairig setup and used by an app for some time svénhed to
a Push API connection when the app no longer needan maintain the data connection. The Push #\Bétived
directly by the User Agent (browser or Widget romd), which provides the bridge to SMS event soyraed delivers
the events to the application-defined EventSouvesitthandler. The User Agent is pre-configuredetmognize URLs
with the origin localhost:4035 (WAP Push OTA-HTTEr as a virtual Push API service address.

Figure 3 Switching from Connection-Based EventSourceto SM S EventSour ce via Push Client

Client

App Server SMSC Push Client User Agent Application

1) Create new EventSource
(http://myapp.com)

2) Open connection
GET http://myapp.com

3) 200 OK
Content-Type: text/event-stream
4) Deliver event strLam
data: YHOO
data: +2
(blank line)

5) Call onmessage function
with event stream

App switches to
SMS-based delivery

6) Activate SMS event delivery
SMS destination address to be used)
7) Confirm SMS event delivery preparation
(SMS source address to be used)

8) Call close() on EventSource

9) Close connection

10) Create new EventSource
(http:/flocalhost:4035/
?push-accept-source=sms:+14255551212)

11) GET http:/flocalhost:4035/
?push-accept-source=sms:+14255551212
Origin: http://myapp.com

12) 200 OK
Content-Type: text/event-stream
Access-Control-Allow-Origin: http://myapp.com

Activate SMS reception

13) Deliver SMS (data: YHOO
data: -1
(blank line))

14) Deliver SMS (data: YHOO

data: -1
(blank line))
15) Deliver event stream
data: YHOO
data: -1
(blank line)

16) Call onmessage function
with event stream

Application invokes the EventSource API with a URleeting same-origin requirements.
The User Agent opens an EventSource connectidretsdrver at the requested URL.
The App Server acks the opening of the EventSotmoeection.

The App Server delivers an event stream.

o~ 0N

The User Agent calls the onmessage function defioethe EventSource object with the event stream.
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10.

11.
12.
13.

14.
15.
16.

7.1.1.2

Sometime later, the Client App decides to switchdonectionless event delivery via SMS. Coordimatibthe
key parameters (e.g. SMS destination address argl ®Mrce address to be used), and the triggewftstsng to
connectionless delivery (e.g. upon closure of thenESource connection over HTTP), are assumeddar @t the
application layer. The Client App initiates thisocdination (in this example) by requesting switoh t
connectionless delivery, and providing its SMS ithesion address (so the App Server knows wherend s
events).

The App Server confirms preparation of the switclednnectionless delivery, and provides its SMS&®uU
address so that the Client App can establish teatesource.

The Client App calls the close() method on the ESenrce object.
The User Agent closes the EventSource connectitimetépp Server.

The Client App invokes the EventSource API with tHiRL for the local Push API server and includesarse
filter parameter for the SMS address from whichnésshould be receivett{p://localhost:4035/?push-accept-
source=sms:+14255551212

The User Agent establishes an EventSource connetctithe Push Client at the URL.

The Push Client acks the EventSource connectiap sahd establishes SMS reception if not alreatlyec

The App Server has an event to be delivered, atebsribat no EventSource connection is active teCirent App.
The App Server delivers the event stream in an §MSsage, either directly to the SMSC, or via an $%®8
service.

The SMSC delivers the SMS message to the userisedev
The Push Client delivers the text of the SMS messé@gthe EventSource connection.

The User Agent calls the onmessage function defioethe EventSource object with the event stream.

Establishing a New EventSource for OMA Push  Events

The OMA Push Client functionality is assumed tgobe-configured in the device to establish connastiover the supported
bearers (e.g. OTA-WSP/SMS, OTA-WSP/IP, OTA-HTTP A2SIP, etc) either through OMA Device Management or
device-specific configuration mechanisms.

Below is an example of how an application can eeatew EventSource for OMA Push events using tisé RPI. In this
example, the application requests delivery of Seriindication messages only, and uses applicatigio to ignore all
message except those from the expected sourcedfitigtor, using the X-Wap-Initiator-URI header.
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Table 2 Javascript examplefor establishing a new event source for OM A Push and processing received events

try {
var es = new EventSource('http://localhost:4035/?push-accept-source=urn:oma:xml:push&push-accept-
application-id=myapp.com/feed&push-accept-content-type=text/vnd.wap.si');
// Expect Push API events from OMA Push sources
es.onmessage = function (event) { // Event handler
// Handle the new event
if (event.data.search(/X\-Wap\-Initiator\-URI: myapp.com/i)) {
// Only accept from myapp.com
var data = event.data.substring(event.data.indexOf('\n\n')+2); // Data follows the first blank line
parseSi(data); // Parse the SI content
ediv = document.getElementById('esdata'); // Get the output element
ediv.innerHTML = pushText + "<br/><a href="'" + pushUrl + "'>Click Herel</a>"; // Output the content
}
¥
}
catch(e) {
// Handle EventSource setup exception
}
}
var pushXml; // Variable to hold XML DOM document created from the Push content
var pushurl; // Variable to hold the SI URL
var pushText; // Variable to hold the SI text
function parseSi(data) { // Parse SI content
if (data.length > @) { // Ignore empty content (not expected)
try { // Internet Explorer method
pushXml=new ActiveXObject("Microsoft.XMLDOM");
pushXml.async="false";
pushXml.loadXML(data);
catch(e) { // Internet Explorer method failed
try { // Try Mozilla etc (W3C) method
var parser = new DOMParser();
pushXml = parser.parseFromString(data, "text/xml");
}
catch(el) {
alert('Unable to parse content from EventSource server'); // Error in content
return(false);
}
}
var el = pushXml.getElementsByTagName("indication"); // Find <indication> element
pushUrl = el[@].attributes["href"].value; // Get SI URL (href attribute)
pushText = el[0@].textContent; // Get SI text
return(true);
}
else {
alert('No content from EventSource server');
return(false);
}
}
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The example below shows an EventSource connedtairig setup and used by an app for some time,svénhed to
a Push API connection when the app no longer needan maintain the data connection. The Push &\B¢iived by
an OMA Push Client on the device. The Push Clieotvides the bridge to OMA Push event sources, afidats the
events via a local EventSource connection withitker Agent (browser or widget runtime). The Pusierilis
listening on the localhost address at port 4035 PARAsh OTA-HTTP port).

Figure 4 Switching from Connection-Based EventSourceto OM A Push EventSource

App Server Push Server User Agent Client

App

1) Create new EventSource
(http://myapp.com)

2) Open connection e.g.
GET http://myapp.com
3) 200 OK
Content-Type: text/event-stream
4) Deliver event stream
data: YHOO
data: +2
(blank line)

5) Call onmessage function
with event stream

App switches to
Push-based delivery

6) Request switch to OMA Push event delivery
(e.g. target address, Appld, ...)

7) Supply OMA Push config info
(e.g. Push Service Registation Address, ...)

8) Push Service Regstration

9) Confirm Service Regstration
{Push bearer config info)

10} Call close{) on EventSource

11) Close connection

12) Create new EventSource
(*http://localhost:4035/
?push-accept-source=um:oma:xml:push
&push-accept-application-id=myapp.com/feed
&push-accept-content-type=text/vnd.wap.si')

Activate OMA Push event reception

13) Deliver event stream
(Push PAP or PUushREST)

14) Deliver OMA
Push-OTA message

15) Call onmessage function
with event stream

Client App invokes the EventSource APl with a URkating same-origin requirements.

The User Agent opens an EventSource connectidretedrver at the requested URL.

The App Server acks the opening of the EventSotmoeection.

The App Server delivers an event stream.

The User Agent calls the onmessage function defioethe EventSource object with the event stream.
Sometime later, the Client App decides to switckvent delivery via OMA Push. Coordination of theyk
parameters (e.g. OMA Push address, Push Appld,atd)the trigger for switching to connectionlesbwtry
(e.g. upon closure of the eventsource connectien B TP), are assumed to occur at the applicatiger|

ok whpE

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-WRAPI_Push-V1_0-20120508-C Page 22 (33)

10.
11.
12.

13.

14.
15.

The Client App initiates this coordination (in tligample) by requesting switch to OMA Push deliyand
providing its OMA Push address and Appld (so the Sgrver knows where to send events, and what Appld
to use).

The App Server provides info that the Client Apgd®to complete the switch to OMA Push delivery,
including a Push Service Registration address (@vbeg. as described in [Push-OTA], the Client Apg a
Push Server can coordinate establishment of Pusltse

The Client App invokes the Push Service Registnaimcedure as described in [Push-OTA], providing a
XML document requesting the configuration of Pustvice.

The Push Server confirms the Push service redmtrand provides info needed by the Client Appdant-
side configuration, e.g. the Push API Server addcHRL and parameters.

The Client App calls the close() method on the &@urce object.

The User Agent closes the EventSource connectitimetépp Server.

The Client App invokes the EventSource API with RLUttp://localhost:4035/?push-accept-
source=urn:oma:xml:push&push-accept-applicatiomsiglapp.com/feed&push-accept-content-
type=text/vnd.wap.}ifor the local Push API server, including a sedilter parameter for OMA Push
events, a filter parameter for its applicationadd a filter parameter for the expected conterg.typ
Recognizing the EventSource URL origin localho883 (WAP Push OTA-HTTP port) as a pre-configured
virtual Push API service address, the User Agetivates OMA Push event reception per the URL
parameters.

The App Server has an event to be delivered, atesribat no EventSource connection is active tcirent
App. The App Server delivers the event stream IO Push message, either using OMA Push PAP,
PushREST, or via some other OMA Push API service.

The Push Server delivers the Push message messthgeuser's device.

The User Agent de-tokenizes the Push messagey(ifresl), and delivers the message headers anddsoay
event stream to the onmessage function definethéoEventSource object.
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The example below shows an EventSource connedtairig setup and used by an app for some time sivéohed to a
Push API connection when the app no longer needaromaintain the data connection. The Push Agériged by an OMA
Push Client on the device. The Push Client providesridge to OMA Push event sources, and delifergvents via a
local EventSource connection with the User Agendviser or widget runtime). The Push Client is lisitg on the localhost
address at port 4035 (WAP Push OTA-HTTP port).

Figure 5 Switching from Connection-Based EventSourceto OM A Push EventSour ce via Push Client

App Server Push Server Push Client User Agent CX::t
1) Create new EventSource
(http://myapp.com)

2) Open connection e.g.
GET http://myapp.com

3) 200 OK

Content-Type: text/event-stream

4) Deliver event stream

data: YHOO

data: +2
(blank line)

5) Call onmessage function
with event stream

App switches to
Push-based delivery

6) Request switch to OMA Push event delivery
(e.g. target address, Appld, ...)

7) Supply OMA Push config info
(e.g. Push Service Registation Address, ...)

8) Push Service Regstration

9) Confirm Service Regstration
(Push bearer config info

10) Call close() on EventSource

11) Close connection

12) Create new EventSource
(*http:/localhost:4035/
?push-accept-source=urm:oma:xml:push
&push-accept-application-id=myapp.com/feed
&push-accept-content-type=text/vnd.wap.si')

13) GET http://localhost:4035/
Tpush-accept-source=um:oma:xml:pushé&
push-accept-application-id=myapp.com/feed
&push-accept-content-type=text/ivnd.wap.si
Origin: http://myapp.com

14) 200 OK
Content-Type: text/event-stream
Access-Control-Allow-Origin: http://myapp.com

15) Deliver event stream
(Push PAP or PushREST)

16) Deliver OMA
Push-OTA message

17) Deliver event stream

18) Call onmessage function
with event stream

Client App invokes the EventSource API with a UREeting same-origin requirements.
The User Agent opens an EventSource connectidretsdrver at the requested URL.
The App Server acks the opening of the EventSotmoeection.

The App Server delivers an event stream.

The User Agent calls the onmessage function defioethe EventSource object with the event stream.

2 T o

Sometime later, the Client App decides to switckvent delivery via OMA Push. Coordination of theyk
parameters (e.g. OMA Push address, Push Appld,atd)the trigger for switching to connectionlesiwry
(e.g. upon closure of the EventSource connecti@n BM TP), are assumed to occur at the applicatigarl The
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13.
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15.

16.
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Client App initiates this coordination (in this emple) by requesting switch to OMA Push deliveryd gmoviding
any initial information needed by the App Serveg(és OMA Push target address and Appld, so tbe Berver
knows where to send events, and what Appld to use).

The App Server provides info that the Client Apgadeto complete the switch to OMA Push delivergluding a
Push Service Registration address (where e.g.sasided in OMA Push 2.3 Push-OTA, the Client App &ush
Server can coordinate establishment of Push sérvice

The Client App invokes the Push Service Registngtimcedure as described in OMA Push 2.3 Push-OTA,
providing an XML document requesting the configimatof Push service.

The Push Server confirms the Push service redgmtrand provides info needed by the Client Appdiaent-side
configuration, e.g. the Push API Server address "RLparameters.

The Client App calls the close() method on the ESenrce object.
The User Agent closes the EventSource connectitimetépp Server.

The Client App invokes the EventSource API with RLUU http://localhost:4035/?push-accept-
source=urn:oma:xml:push&push-accept-applicatiomiglapp.com/feed&push-accept-content-
type=text/vnd.wap.si) for the local Push API seyviercluding a source filter parameter for OMA Pesfents, a
filter parameter for its application id, and adfilfparameter for the expected content type.

The User Agent opens an EventSource connectidret®tish Client at the requested URL. The User Agent
includes the Origin header as this is a cross+origgource request.

The Push Client acks the EventSource connectiamp sitcluding the Access-Control-Allow-Origin heade
authorizing the User Agent to use the cross-origgource, and activates OMA Push reception everttialready
active.

The App Server has an event to be delivered, atebribat no EventSource connection is active t&irent App.
The App Server delivers the event stream in an GMBh message, either using OMA Push PAP, PushREST,
via some other OMA Push API service.

The Push Server delivers the Push message to seient on the user's device.

The Push Client de-tokenizes the Push messageq(ifred), and delivers the message headers andvizothe
EventSource connection.

The User Agent calls the onmessage function defioethe EventSource object with the event stream.
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The example below shows an EventSource connediairig setup and used by an app through a Pusht@iéng as
a local Push API Server. At some point determingthe Push Client or App Server, a switch is madase of OMA
Push and SMS as event delivery bearers. The switctirs transparently to the Client App. In thiseceisaddition to
acting as a bridge to OMA Push and SMS event seutlhe Push Client acts as a local proxy for rer&otntSource
connections, and delivers received events viaa BeentSource connection with the User Agent (ls@vor widget
runtime). The Push Client is listening on the Iboat address at port 4035 (WAP Push OTA-HTTP port).

Figure 6 Seamless Switching from Connection-Based EventSourceto OMA Push + SM S EventSour ce via Push Client

App Server Push Server Push Client User Agent C:s;t

1) Create new EventSource
{'http:/flocalhost:4035/
?push-accept-application-id=myapp.com/feed
&push-accept-source=sms:+14255551212,
urn:oma:xml:push,
http%3A%2F%2F myapp.com%2Ffeed’)

2) Open connection
GET http://localhost:4035/
?push-accept-application-id=myapp.com/feed
&push-accept-source=sms:+14255551212,
urn:oma:xml:push,
http% 3A% 2F% 2Fmyapp.com%2Ffeed
Origin: http://myapp.com

3) Open connection
GET http://myapp.com/feed

4) 200 OK
Content-Type: text/event-stream

5) 200 OK
Content-Type: text/event-stream
Access-Control-Allow-Origin: http://myapp.com

6) Deliver event stream
data: YHOO
data: +2
(blank line)

7) Deliver event stream
data: YHOO
data: +2
(blank line)

8) Call onmessage function
with event stream

Push Client decides to switch
to Push + SMS based delivery

9) Request switch to OMA Push + SMS event delivery
(e.g. target address, Appld, ...)

10) Supply OMA Push config info
(e.g. Push Service Registation Address, ...)

11) Push Service Regstration

12) Confirm Service Regstration
(Push bearer config info)

13) Close connection

14) Deliver event stream
(Push PAP or PushREST)

15) Deliver OMA
Push-OTA message

16) Deliver event stream

17) Call onmessage function
with event stream

1. The Client App invokes the EventSource API with UL for the local Push API server and includegtarf
parameter for its application id, and source fifiarameters for OMA Push events, SMS events, amthended
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URI representing a request for a proxy EventSooormection. In this example, the ability to proxyeBtSource
connections as part of the Push API is an impleatimt extension.

The User Agent opens an EventSource connectidmet@tish Client at the requested URL. The User Aigehtdes
the Origin header as this is a cross-origin resmuequest.

The Push Client recognizes the encoded URI in themt source parameter as a request for proxy Beente
connection, and opens an EventSource connectithretApp Server

The App Server acks the opening of the EventSotmoeection.

The Push Client acks the EventSource connectiapsitcluding the Access-Control-Allow-Origin heade
authorizing the User Agent to use the cross-origgource, and activates OMA Push reception eventifilready
active.

The App Server delivers an event stream.

The Push Client delivers the event stream.

The User Agent calls the onmessage function defioethe EventSource object with the event stream.
Sometime later, the Push Client decides to swiidfirop the EventSource connection and continugtiecevia
OMA Push and SMS. The conditions under which thigch occurs (and possible coordination with thepAp
Server) are assumed to be implementation-spetifie.Push Client initiates this coordination (irsteikample) by
requesting switch to OMA Push and SMS delivery, praviding any initial information needed by the@ABerver
(e.g. its OMA Push target address and Appld, sAthe Server knows where to send events, and whatdAjo
use).

The App Server provides info that the Push Cliezgds to complete the switch to OMA Push delivergiuding a
Push Service Registration address (where e.g.szsided in [Push-OTA], the Push Client and Puslv&eran
coordinate establishment of Push service)

The Push Client invokes the Push Service Registrggiocedure as described in [Push-OTA], providing<ML
document requesting the configuration of Push servi

The Push Server confirms the Push service redmstraand provides info needed by the Push Clientlient-side
configuration, e.g. the Push API Server address HRL parameters.

The Push Client closes the EventSource connedditimet App Server.

The App Server has an event to be delivered, atesribat no EventSource connection is active. Tie ®erver
delivers the event stream in an OMA Push messiter @eising OMA Push PAP, PushREST, or via someroth
OMA Push API service.

The Push Server delivers the Push message messthgeRush Client on the user's device.

The Push Client de-tokenizes the Push messageq(ifred), and delivers the message headers andvimthe
EventSource connection.

The User Agent calls the onmessage function defioethe EventSource object with the event stream.

Applying Filters on Push Events

The Push API provides for three types of evergrilf which are referred to above as the push asoepte filter, push
accept application id filter, and the push acceptent type filter. Each of these filters can bedified by the Webapp in the
EventSource URL, as a comma-separated list of galue

The Push API Server MUST deliver only events thata the push accept source filter, push accepicagipn id filter, and
push accept content type filter.

When applying the filters, the Push AP| Server MUSBIi these steps:

1.

If the event is an OMA Push event, run these steps

a. Ifthe push accept application id filter does nottain the value “urn:oma:xml:push”, abort thespstand
do not deliver the event via the EventSource cotimrec

b. If the push accept application id filter has th&ued™” or the received “X-WAP-Application-ID:” heder
is a match for any value in the push accept apicad filter, skip to step 1d.

c. Abort these steps and do not deliver the eventhd@dventSource connection.

d. If the push accept content type filter has the @&k or the received “Content-Type:” header, mirarsy
MIME type parameter field [RFC2045], is a match &ory value in the push accept content type fittkip
to step 1f.

e. Abort these steps and do not deliver the eventhddEventSource connection.

Deliver the event via the EventSource connection.

—h

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-WRAPI_Push-V1_0-20120508-C Page 27 (33)

2. Ifthe eventis from the SMS bearer, received 8iIRR MESSAGE, or received from some other plain tegssage
facility, run these steps
a. If the event was received from a GSM SMS bearé¢itheesource address to the value of the
TP-Originating-Address field of the SMS messageESMS].
b. If the event was received from a SIP bearer inFRMESSAGE, set the source address to the valueof t
SIP URI in the “From:” header of the SIP MESSAGH-[E3428].
c. Ifthe event was received from another (unspedifiedt messaging facility, set the source addreslse
relevant value.
d. If the source address matches any value in the getpt source filter, skip to step 2f
Abort these steps and do not deliver the eventhea&EventSource connection
Deliver the event via the EventSource connection

o

7.3 Mapping of Events to the text/event-stream MIME type

EventSource is designed for delivery of a particolassage format in event streams, per the texttesteeam MIME type
processing model defined in [W3C-EventSource]. abde developers to use a consistent approacttessiog event data,
the typical structure of OMA Push-OTA events (headlbody) is mapped to the EventSource event-stfeamat.

For received OMA Push messages with a Content-Tigaeler with value “text/event-stream”, Push APv8ey MUST
interpret and deliver the received message bodynavent stream, as described in [W3C-EventSoseastion 7
“Interpreting an event stream”.

For received OMA Push messages with Content-Typedreset to values other than “text/event-strednsh API Servers
MUST deliver a single EventSource event for eatloEentity-headers or entity-body in the messaagyb

* The entity-headers, if any
* The entity-body, if any
Push API Servers MUST dispatch the individual esémthe order that the event data occurred irPtlgh message.
For entity-headers, Push API Servers must deliaeh set of entity-headers as an EventSource eaef)lows:
» Setting the event field to the string “headers”
» Setting the data field to a text string concaternpéll Push message headers, using the followiogessing model:

o if a Content-Type header for a OMA-defined compeddslIME type (e.g. application/vnd.oma.sic) is
included in the entity-headers, set the ContenteTlygader to the equivalent uncompressed MIME type
(e.g. application/vnd.oma.si).

o For each message header, add the message hetalgedoby a U+000A LINE FEED (LF) character to
the data buffer

« Output the event and data field, followed by a klkme, to the EventSource connection.
For entity-bodies, Push API Servers must deliveheantity-body as an EventSource event, as follows:
» Setting the event field to the string “message”
» Setting the data field to a text string containting Push message content, using the following gsieg model:

o if the message body has a OMA-defined compressédBvtipe (e.g. application/vnd.oma.sic),
decompress the message headers and body

o For each line of the message body, add the lineweld by a single U+000A LINE FEED (LF) character
to the data buffer

« Output the event and data field, followed by a klkme, to the EventSource connection.

For received messages from sources other than OldA,FPush API Servers MUST deliver a single EvemtS&oevent, as
follows:

» Setting the event stream "event" field to a stidentifying the source type. In particular:
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0 setthe event field to the string “SMS”in case ¢hent was received from a GSM SMS bearer,
0 setthe event field to the string “SIP” in case ¢lrent was received from a SIP bearer in a SIP MEES
0 setthe event field to another string based onrathplementation-specific source type.

» Setting the data field to the event text content.

» Output the event and data field, followed by a klame, to the EventSource connection.

Note: to prevent EventSource event delivery ernmesssages delivered through EventSource conned#msot contain
blank lines, as per the EventSource text/evenastnerocessing model, that will cause an event widgmatched with an
incomplete data buffer.

7.4 Terminating an EventSource for Push

When the close() method is invoked on an EventSpabject, User Agents which support operation @staal Push API
Server MUST terminate delivery of SMS and WAP Posssage events to the EventSource object if ajopdica

Push Clients or Push Gateways which support operas a Push API Server MUST terminate deliverg and WAP
Push message events to the EventSource connedtiemawrequest to close the EventSource connesti@teived.
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8. Security Considerations

The API defined in this specification can be useddcess incoming SMS messages and OMA Push eVéigsmay result
in the disclosure of information related to a usedntacts, other applications that use SMS or @M&8h, and other
personally identifying information carried by themseent sources. The distribution of this informatamuld potentially
compromise the user's privacy, or the user's ctsitadvacy. A conforming implementation of thisesffication must
provide a mechanism that protects the user's prigad this mechanism should ensure that no SMSWk Bush event data
is accessible without the user's express permission

Other than the capabilities described in the foit@nsections, the host device may have additioealisty-enhancing
capabilities such as support for the OMA Push Wikitéeature, or other SMS filtering, spam contial content filtering
capabilities. Regardless, developers need to ug®nan processing events from potentially unknaseurces.

8.1 Restricting Access to Local Push API Service

Because Push Clients that implement a local Pustsé®ice listen on TCP port 4035 for incoming ExBmurce
connections, to protect the device from intrusitiacks, only local requests may be served.

Push Clients MUST only accept incoming EventSowanections originated in the same device, i.ewtuich the source
address is the device’s own IP address.

8.2 Push API and the Same-Origin Policy

As defined by [W3C-EventSource], security of theeE\Source interface for HTTP-based resources isdoagon the
standard “same-origin policy” security design of tWeb. The same-origin policy is applicable to semncontext
applications, for which a specific origin servendze determined, so EventSource data from the saigia can also be
trusted under the same-origin policy. The user thmicitly chooses to trust the application by Wwsing to it at the origin
server resource address (Web page that startpplieation).

Prearranged trust relationships, or explicit uggrsent may apply in other contexts. For widget extréipplications, the
ablity to access network resources including viarE8ource is based upon declaration of the netdwonkains that the
application intends to access, in the widget camfijon document as described by [W3C-WARP] for i¥dased
resources, and by additional security frameworlabdjties for non-HTTP-based resources (e.g. inolusf API feature
URIs in the widget configuration document per [WARM-Security]). For widgets, during widget instéilia the user is
typically informed which APIs and resources thegeétlhas declared a need to access. The user itbgir@vide consent at
that time, or later e.g. if an applicable secupit¥icy requires a user prompt for each applicasession or API use.

For the Push API, the cross-origin request prongssi EventSource provides the necessary secuntggtion for the user.
Since the origin of the Webapp is expected to Heréint from the origin of the Push API Server asdibed in section 7, in
order for the Push API to be accessed by the Welizqmss-Origin Resource Sharing [W3C-CORS] is usealithorize the
User Agent to establish a the cross-origin conoadid the Push API server. Mechanisms for manatyirgg of specific
origins for access to Push API services provide®bgh Clients or User Agents directly are unspatjfout MAY include
user prompts or pre-arranged trust relationships.

User Agents that support Push API service accesa fAush Client or Push Gateway MUST support ttabkshment of
cross-origin EventSource connections.

If a Push Client or Push Gateway acting as a PidhS&rver accepts the cross-origin connection ush API request, it
MUST indicate acceptance the request through tleeéss-Control-Allow-Origin:” header as describedégtion 7. Note
that if a User Agent acting as a virtual Push ABIV8r accepts the cross-origin connection for &ARI request, its
response is implicit in the successful return oba EventSource object.

8.3 Privacy considerations for implementors of the Push API

Push Clients and User Agents MUST NOT provide PABhevent source access to Webapps without theeeg
permission of the user. Push Clients and User &geiUST acquire consent for permission throughex irderface, unless
a prearranged trust relationship applies. Suchingmifaces may be implemented in various ways,tergugh a popup
dialog which is presented by the Push Client orWggent when a Webapp requests Push API accessigia system
setting related to Push API services, or other ggmeivacy-related system settings.
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The user interface for consent MUST include the 8ygbs origin. Those permissions that are acquinealigh the user
interface and that are preserved beyond the cubremising session (i.e. beyond the time when thgbing context is
navigated to another URL outside the Webapp, otab& EventSource connection is closed) MUST lvecable and, the
Push Client or User Agent MUST respect revoked [ssions.

Obtaining the user's express permission to acaes®osh API source does not imply the user hagegtgrermission for the
same application to access other sources provigéaebPush API, as part of the same permissioregorif a user has
expressed permission for an implementation to,a&gess incoming SMS events from a particular SMBcg address, the
implementation MUST seek the user's express peimnigsand when any additional event sources acessed via the Push
API.

Since they do not have the opportunity to preserawhorization dialog to the user during Push a&less establishment,
Push Gateways SHOULD provide some alternate meginsér pre-authorization of Webapp access to R&dlservices.
For example, the Push Gateway can use a Push &émdication to deliver an authorization messagk@mfirmation link
to the user’s browser, which when selected confitmsthe user authorizes the specific WebappdesscPush services.

User Agents, Push Clients, or Push Gateways MAYstprearranged trust relationships that do ngiire such user
interfaces or per-request confirmation processes.

8.4  Application Security

For SMS, SIP, and other text message event sowppkcation security is provided by explicit autization of event
sources. It is assumed that the application hawdahe necessary degree of trust in the contentdqed by an event source,
prior to initiating event reception from that sogirc

For OMA Push event sources, applications genecaltydepend upon the security of the OMA Push enabléypically
deployed. However defensive programming measurasdlalways be applied by the developer, to enthatthe XML-
based content and other content provided througiA®Msh is safely processable.
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Appendix B. Static Conformance Requirements(Normat
The notation used in this appendix is specifiefB@GRRULES].

B.1 SCR for User Agent

Item Function Reference Requirement
WRAPI-PUSH-UA-001- Support all applicable EventSource 7
M functions
WRAPI- PUSH-UA-002- | Support configuration and operation as 7
) virtual Push API Server
WRAPI- PUSH-UA-003- | Support multiple EventSource objects 7
M
WRAPI- PUSH-UA-004- | Processing a new EventSource request 7.11
M
WRAPI- PUSH-UA-005- | Applying event filters 7.2
M
WRAPI- PUSH-UA-006- | Mapping of events to the text/event- 7.3
M stream MIME type
WRAPI- PUSH-UA-007- | Cross-origin EventSource connections 8.1
M
WRAPI- PUSH-UA-008- | Privacy considerations 8.3
M
B.2 SCR for Push Client
Item Function Reference Requirement
WRAPI-PUSH-C-001-M | Support all applicable EventSource 7
functions
WRAPI-PUSH-C-002-M Serve EventSource connections on 7
localhost:4035
WRAPI-PUSH-C-003-M Support multiple EventSource objects 7
WRAPI-PUSH-C-004-M Processing a new EventSource request 7.1.1
WRAPI-PUSH-C-005-M | Applying event filters 7.2
WRAPI-PUSH-C-006-M | Mapping of events to the text/event- 7.3
stream MIME type
WRAPI-PUSH-C-007-M | Resticting access to local Push API 8.1
service
WRAPI-PUSH-C-008-M Cross-origin EventSource connections 8.1
WRAPI-PUSH-C-009-M Privacy considerations 8.3
B.3 SCR for Push Gateway
Item Function Reference Requirement
WRAPI-PUSH-S-001-M | Support all applicable EventSource 7
functions
WRAPI-PUSH-S-003-M Support multiple EventSource objects 7
WRAPI-PUSH-S-004-M Processing a new EventSource request 711
WRAPI-PUSH-S-005-M Applying event filters 7.2
WRAPI-PUSH-S-006-M Mapping of events to the text/event- 7.3
stream MIME type
WRAPI-PUSH-S-007-M Cross-origin EventSource connections 8.1
WRAPI-PUSH-S-008-M Privacy considerations 8.3
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Appendix C. Push APl Usage

Figure 7 Push API Usage

App Server Push Server Push Client User Agent Client App

1. Get Web Page
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2. Push event subscripe request triggering
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3. Push event registration request

4. Push event registration response

»
»

5. Push event notification registration

6. Push event notifidation

»
»

7. Push event notification

8. Push event notification

A 4

Step 1: Web Application gets the web page from Sppver. And it allows user to subscribe the pusinev
Step 2: Push Client is triggered to get the wabidientifier, and web site URL, from web applicatio

Step 3: Push Client sends registration requestish Berver. The registration request includes itehdentifier and device
identifier.

Step 4: Push Server receives the registration stgaed generates receiver identifier, and stdresveb site identifier,
device identifier and receiver identifier. Then thesh Client receives registration response froeshBerver, including
receiver identifier.

Note that the main intention of identifier conversis to protect user’s privacy. This is impleméiotafunctionality for the
Push Server, and it is out of scope of WRAPI 1.8ber.

Step 5: Push Client sends receiver identifier tb wite, to register notification messages.

Step 6: If there are notification messages, Apw&esends notification messages to Push Servéuding receiver
identifier.

Step 7: Push Server sends notification to pushtatia the user’s device.

Step 8: Push Client sends push event notificabche Web Application.
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