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1. Scope

This document specifies common protocols, datassccenventions, common data application usagessamdntities that
are needed to provide XDM services to other enabl8uch enablers can utilize this specificatiosupport any required
application-specific usages.
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3. Terminology and Conventions

3.1

Conventions

The key words “SHALL”, “SHALL NOT”, “REQUIRED"”, “SHALL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be

informative.

3.2

Application Server
Application UniquelD
(AUID)

Document Selector

Document URI

Global document
Global tree

Node Selector

Node Selector Separator
Node URI

Primary Principal

Rever se Proxy

XCAP Client

XCAP Resource

XCAP Root

XCAP Root URI
XCAP Server

XCAP User Identifier

(Xul)

XCAP Application
Usage

Definitions

A functional entity that implements the serviceitofpr SIP Sessions (e.g. PoC Server).

A unique identifier within the namespace of applma unique IDs created by this specification that
differentiates XCAP resources accessed by oneagtigih from XCAP resources accessed by another.
(Source: [RFC4825])

A sequence of path segments, with each segmerg beparated by a /", that identify the XML
document within an XCAP root that is being selec{€burce: [RFC4825])

The HTTP URI containing the XCAP root and docuneaiector, resulting in the selection of a specific
document. (Source: [RFC4825])

A document placed under the XCAP global tree tpatias to all users of that application usage.

A URI that represents the parent for all globalwduents for a particular application usage within a
particular XCAP root. (Source: [RFC4825])

A sequence of path segments, with each segmerg beparated by a "/, that identify the XML node
(element or attribute) being selected within a doent. (Source: [RFC4825])

A single path segment equal to two tilde characters that is used to separate the document selecto
from the node selector within an HTTP URI. (Souéd=C4825])

The HTTP URI containing the XCAP root, documenestdr, node selector separator and node selector,
resulting in the selection of a specific XML no@®ource: [RFC4825])

The principal who has full access rights (e.g.drewite, delete) for a given document, includihg tight
to delegate some of these rights to other prinsipal

A reverse proxy is a web server system that isldapE serving web pages sourced from other web
servers (AS), making these pages look like thegimaited at the reverse proxy.
(Source: [3GPP TS 33.222))

An HTTP client that understands how to follow tfaming and validation constraints defined in this
specification. (Source: [RFC4825])

An HTTP resource representing an XML document,lament within an XML document, or an attribute
of an element within an XML document that follove thaming and validation constraints of XCAP.
(Source: [RFC4825])

A context that includes all of the documents acedsapplication usages and users that are marnaged
server. (Source: [RFC4825])

An HTTP URI that represents the XCAP root. Althowghalid URI, the XCAP Root URI does not
correspond to an actual resource. (Source: [RFQ#825

An HTTP server that understands how to follow theming and validation constraints defined in this
specification. (Source: [RFC4825])

The XUl is a string, valid as a path element it P URI, that is associated with each user sebyed
the XCAP server. (Source: [RFC4825])

Detailed information on the interaction of an apation with an XCAP server. (Source: [RFC4825])
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3.3 Abbreviations

AS
AUID
GAA
HTTP
IETF
IMS
MMD
OMA
OMNA
TLS
UE
URI
XCAP
XDM
XML
XUl

Application Server

Application Unique ID

Generic Authentication Architecture
Hyper Text Transfer Protocol
Internet Engineering Task Force

IP Multimedia Subsystem
MultiMedia Domain

Open Mobile Alliance

OMA Naming Authority

Transport Layer Security

User Equipment

Uniform Resource Identifier

XML Configuration Access Protocol
XML Document Management
Extensible Markup Language
XCAP User Identifier
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4. Introduction

Various OMA enablers such as, Presence, Push koOhadr Cellular (PoC), Instant Messaging (IM), eteed support for
access to and manipulation of certain informattaat tire needed by these enablers. Such informatexpressed as XML
documents and stored in various document repos#tdmi the network where such documents can beddcatcessed and
manipulated (created, changed, deleted) by autttbpsncipals.

This specification defines the common protocoldocess and manipulation of such XML documents lyaized
principals. This specification reuses the IETF XKanfiguration Access Protocol (XCAP).

XCAP defines:

* A convention for describing elements and attribatiean XML document as a HTTP resource, i.e., esibsvia an
HTTP URI

e Atechnique for using HTTP GET, PUT and DELETE numeth for various document manipulation operatiorng. (e
retrieving/adding/deleting elements/attributes,)etc

» The concept and structure of an XCAP Applicatiomdsby which service or enabler specific documearsbe
described

» A default authorization policy for accessing anchipalating documents

Common, reusable as well as enabler-specific dontifoemats and associated XCAP application usagedescribed in
separate specifications (e.g., [Shared_XDM] [PoCM{[Presence_XDM] and [RLS_XDM]) that make use loé tXCAP
protocol specified here for their document managgme

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Description of Functional Elements
5.1 XDM Client

The XDM Client

e SHALL support the XDM Client procedures describedéction 6.1

»  MAY support the XCAP application usages describbe8ection 6.7.
When the SIP/IP Core network corresponds with 3GF®or 3GPP2 MMD networks, the XDM Client MAY be
implemented in a UE or an AS as defined in [3GPR23228] and [3GPP2 X.S0013-002-A] respectively.
5.2 Aggregation Proxy

The Aggregation Proxy is the contact point for ¥i2M Client implemented in an UE to access XML do@nts stored in
any XDMS.

The Aggregation Proxy SHALL act as an HTTP Proxfirdzl in [RFC2616] with the following clarificatian The
Aggregation Proxy SHALL:

1. be configured as an HTTP reverse proxy (see [RFQ30rward the XCAP requests to the correspondiiv
Server, and forward the response back to the XDinChs described in section 6.3.3; and

2. support authenticating the XDM Client as descrilveskection 6.3.1; and
3. assert the XDM Client identity as described in isec6.3.2; and

4. protect the XCAP traffic by enabling TLS transpseturity mechanism as described in section 6.4.1.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Description of procedures
6.1 Procedures at the XDM Client

An XDM Client is an entity that accesses a XCAPtese in an XML Document Management Server (XDMS&)ch
XCAP resources correspond to elements and attslmftan XML document. An XCAP resource is identifida an HTTP
URI following the conventions for constructing URts[RFC4825].

6.1.1 Document Management
6.1.1.1 XDM URI Construction

An HTTP URI represents each element and attribfigan XML document in a XDM respository. The rules €onstructing
such URIs SHALL follow the rules described in [RR825] Section 6 with the clarifications given ingtsub-clause.

Therefore, for example, a generic XCAP URI wouldobéhe form [XCAP Root URI])/[AUID]/users/[XUI}/..(See
Appendix B for examples.)

The XCAP Root URI SHALL be the URI of the AggregatiProxy in the XDMC’s home domain; The XDMC thesides
in an UE SHALL use the XCAP Root URI as provided¥iyMC provisioning in Appendix C. The XDMC that idss in an
application server SHALL use the XCAP Root URI asgonfigured. If the XDMC resides within an ASSIHALL have the
possibility to address the XDMS directly withoutiigg through the Aggregation Proxy; in this case, ¥XDMC SHALL be
preconfigured per AUID with the host address of XM S, in addition to the XCAP Root URI.

The path segment corresponding to the XUl SHALbeithe a Public SIP URI of form sip: user@domaii bt URI, e.g.,
tel:+1720-555-1212, identifying the document owrethe XDMC resides within an AS (within a trustedvironment) it
SHALL have the possibility to address the XDMS dihg without going through the Aggregation Proxy.

If a user has multiple Public URIs available, eairfgle Public URI constitutes an independent arrélated XUI. For
example, if a user has two Public SIP URIs of siprupublicl@example.com and sip:user_public2@exanrgrh, the
XUls of sip:user_publicl@example.com and sip:useablip2 @example.com represent two different XUIsyAelationship
between Public URIs of a user, allowing e.g. iftargeable XUl usage, is out of the scope of thégi§ipation.

If a user has both a Public TEL URI and its asgedi&IP URI then the XDMC SHALL use the SIP URpieference to the
TEL URI as an XUl Here the term 'associated' mehatthe TEL URI can be translated to the SIP Ul @ice versa, for
interchangeable usage in the SIP / IP Core sydBeth. the translation and the interchangeable uaegeut of the scope of
this specification.

If the Node Selector Separator is used in the Wiin:

* The Node Selector Separator SHALL convey the megpasdefined in [RFC4825].
* The Node Selector Separator SHALL appear only oas@ URI separator (i.e. in the form of “/~~/").

* The Node Selector Separator SHOULD NOT be percecteed according to the procedures defined in [RFC
3986].

NOTE: Using double tilde or the percent-encoded forasgpart of a name is still allowed. For examplist~~last/”,
“ffirst~~/" and “/~~last/” are valid expressions.

6.1.1.2 XDM Operations

An XDM Client manipulates an XML document by invogicertain HTTP operations (defined in sub-sectlmeisw) on the
XDM resource identified in the Request-URI of th€HP header.

The client SHALL construct the Request-URI based®knowledge of the application usage governireg XML
document.

An XDM client MAY implement the conditional operatis of [RFC4825] section 7.10.
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An XDM client MAY support HTTP compression usingntent encoding. If the XDM client utilizes HTTP cpression, it
SHALL set the “Accept-Encoding” header as definedRFC2616].

6.1.1.2.1 Create or Replace a Document

Creating or replacing an XML document SHALL folldfhe procedures described in [RFC4825] Section 7.1.
6.1.1.2.2 Delete a Document

Deleting an XML document SHALL follow the procedsaréescribed in [RFC4825] Section 7.2.

6.1.1.2.3 Retrieve a Document

Retrieving an XML document SHALL follow the proceds described in [RFC4825] Section 7.3.

6.1.1.2.4 Create or Replace an Element

Creating or replacing an element in an XML docunt®HALL follow the procedures described in [RFC483glction 7.4.
6.1.1.2.5 Delete an Element

Deleting an element in an XML document SHALL folldke procedures described in [RFC4825] Section 7.5.
6.1.1.2.6 Retrieve an Element

Retrieving an element in an XML document SHALL &oll the procedures described in [RFC4825] Sectién 7.

NOTE: When an XML-fragment is received as a restift retrieve operation, the XML-fragment does aotays contain all
needed namespace bindings. XDM clients that daineady have knowledge about the namespace bindings
fetch these by doing a separate namespace binetijugst as defined in Section 6.1.1.2.10.

6.1.1.2.7 Create or Replace an Attribute

Creating or replacing an attribute of an elemerarirKML document SHALL follow the procedures debed in [RFC4825]
Section 7.7.

6.1.1.2.8 Delete an Attribute
Deleting an attribute of an element in an XML doemihSHALL follow the procedures described in [RFZ8BSection 7.8.
6.1.1.2.9 Retrieve an Attribute

Retrieving an attribute of an element in an XML daent SHALL follow the procedures described in [RBE5] Section
7.9.

6.1.1.2.10 Fetch Namespace Bindings

Fetching namespace bindings of an element in a dbitument SHALL follow the procedures describedRFC4825]
Section 7.10.

6.2 Procedures at the XDM Server

A XDM Server (XDMS) is a HTTP origin server that nipulates XML resources according to the convemstidescribed in
[RFC4825].

When the SIP/IP Core network corresponds with 3GFP¥ or 3GPP2 MMD networks, the XDM Server SHALL be
implemented in an AS as defined in [3GPP TS 23.2P8][3GPP2 X.S0013-002-A] respectively.
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6.2.1 Document Management

An XDM Server receiving an HTTP request targetedreXCAP resource identified by the HTTP Request-fafows the
following procedures based on the method requested.

An XDM server SHALL conform to [RFC4825] sectiorb§or the management of Etags.
An XDM server SHALL implement the conditional optoas of [RFC4825] section 7.11.

If the XDM Server implements parallel processingexfuests, it SHALL ensure the integrity of theutdsg document.

6.2.1.1 POST handling

HTTP POST requests targeted at an XDM resource SH#d rejected with an HTTP 405 “Method not allowedsponse
as described in [RFC4825] Section 8.1.

6.2.1.2 PUT handling

HTTP PUT requests targeted at an XDM resource SHB&Iprocessed as described in [RFC4825] Section 8.2

6.2.1.3 GET handling

HTTP GET requests targeted at an XDM resource SHB&Iprocessed as described in [RFC4825] Section 8.3

6.2.1.4 DELETE handling
HTTP DELETE requests targeted at an XDM resourcAl3Hoe processed as described in [RFC4825] Se@&idn

6.3 Procedures at the Aggregation Proxy

The Aggregation Proxy performs security proceduassyell as the request forwarding procedure fol PiTraffic. The first
function is covered in section 6.3.1 and 6.3.2, liedrequest forwarding procedure is covered itige6.3.3.

6.3.1 Authentication

Authentication SHALL be performed over the XDM-3eence point (see [XDMAD]). The Aggregation Pr&&ALL
fulfill the functions described in section 6.4.1.

6.3.2 XDM Client identity assertion
When the 3GPP/3GPP2 GAA is not present the Aggieg&roxy SHALL perform the following:

1. Insert the X-XCAP-Asserted-ldentity extension headehe HTTP requests after a successful HTTP f2ige
authentication ;

2. Populate the X-XCAP-Asserted-Identity with the pal8IP or TEL URI in quotation marks (*) providéxy the
“username” field in the HTTP Digest Authorizatioadder.

3. Ensure that only one instance of the X-XCAP-AsgEkttkentity header exists in the HTTP requests leefor
forwarding it. In cases where there are multipktances, the Aggregation Proxy SHALL remove alljones
instances of this header and insert its own pralitiat the XDM Client authentication with the Aggation Proxy
was successful

When realized with 3GPP IMS or 3GPP2 MMD networkd the GAA is present or in case of an early IMBldgment as
defined in [3GPP TR 33.978], the procedures desdr[BGPP TS 24.109] SHALL be followed with the folling
clarifications. The Aggregation Proxy SHALL chetletexistence of the X-3GPP-Intended-Identity heafigne HTTP
request:
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1. Ifincluded, the Aggregation Proxy SHALL check tvedue in the header is allowed to be used by tiieeaticated
identity.

2. If the X-3GPP-Intended-Identity is not includede thggregation Proxy SHALL insert authenticated titgrin the
X-3GPP-Asserted-ldentity header of the HTTP request

NOTE: The Enabler Specific Server should also mtethe XDMC identity assertion when the EnablercBmeServer
generates a HTTP request to XDMS on behalf of a.Usehis case, as the Aggregation Proxy doesktiebler
Specific Server should use the “X-XCAP-Assertedatitg” HTTP header, or the “X-3GPP-Asserted-Ideyitit
HTTP header in 3GPP/3GPP2 realization, to carrydaetity of the user for whom it generates the IRTr€quest.

6.3.3 XCAP request forwarding
6.3.3.1 General

Upon receiving an XCAP request targeted to the Aggtion Proxy, the Aggregation Proxy:
1. SHALL act as an HTTP reverse proxy;
2. SHALL forward the XCAP request to the correspondiigM Server based on the HTTP Request URI.

The response to the XCAP request SHALL be sent tathe originator.
6.3.3.2  XCAP Server Capabilities retrieval

Upon receiving an XCAP GET request for the “xcapsiaAUID (described in section 6.7.1), the AggregatProxy:

1. SHALL act as an HTTP reverse proxy;

2. SHALL obtain XCAP Server Capabilities from all XDBkervers that serve the request originator. To perthis
operation the Aggregation Proxy SHALL.:

a. forward the XCAP request to all XDM Servers thatveethe request originator;

b. if the target XDM Server responded with HTTP “20R'@esponse, collect the <auid>, <extension> and
<namespace> elements.

3. SHALL return the HTTP “200 OK” response with thepfdication/xcap-caps+xml” body including all receds
<auid>, <extension> and <namespace> elements.

Upon receiving of other HTTP request for an “xcaps’ document, the Aggregation Proxy shall respeitid an HTTP
“405 Method Not Allowed” response.

6.3.3.3  XCAP Directory retrieval

Upon receiving an XCAP GET request for the “orgrapebilealliance.xcap-directory” AUID (describedsaction 6.7.2),
the Aggregation Proxy:

1. SHALL act as an HTTP reverse proxy;
2. SHALL obtain the requested XCAP Directory from ttm@responding XDM Servers that serve the request
originator. To perform this operation the AggregatProxy SHALL:

a. forward the XCAP request either to all XDM Servtrat serve the request originator if the request is
targeted at the directory document, or to the XDaW8r serving the specific AUID if the request is
targeted at a specific AUID as specified by theeselector;

b. if the target XDM Server responded with HTTP “20R'Q@esponse, collect the <folder> elements;

c. prepend the XCAP Root URI to the received “uritibute value if it contains only the Document
Selector.
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3. SHALL return the HTTP “200 OK” response either wilte “application/vnd.oma.xcap-directory+xml” botiat
contains xcap-directory document including all reed <folder> elements if the request was targetetie
directory document, or with the “application/xcdpsaml” body that includes the received <folder>rakmt for a
specific AUID if the request was targeted at a gf@etnode selector.

Upon receiving of other HTTP request for an “orgomobilealliance.xcap-directory” document, the Agggation Proxy
shall respond with an HTTP “405 Method Not Allowadsponse.

6.3.4 Compression
The Aggregation Proxy MAY support compression usiogtent encoding.

If the Aggregation Proxy supports compression iA&H follow the procedures defined in [RFC2616].

6.4 Security Procedures
6.4.1  Authentication

The XDM-3 reference point between the XDMC andAlggregation Proxy (see [XDMAD]) SHALL provide mutua
authentication.

When realized with 3GPP IMS or 3GPP2 MMD netwotke, XDM-3 corresponds to the Ut reference pointhis case the
Aggregation Proxy SHALL act as an AuthenticatiomBrdefined in [3GPP TS 33.222] and the autheritiodbetween the
XDM Client and the Aggregation Proxy SHALL be perfeed according to [3GPP TS 33.141]/ [3GPP2 X.Se02Z-0].

If the Generic Authentication Architecture (GAA) dsfined in [3GPP TS 33.222] is not used the XDNel and the
Aggregation Proxy SHALL support the HTTP Digest ima&gism for client authentication and MAY suppontg&viS
authentication according to [3GPP TR 33.978] sedd@. If the Aggregation Proxy determines to apgayly IMS
authentication, the X-3GPP-Intended-Identity heaslenissing from the XCAP request and the requesi the “users” tree,
then the Aggregation Proxy MAY extract the useniitg from the XUI of the Request-URI for authemtiion.

The HTTP Digest authentication by this specificatRHALL conform to [RFC2617] with the following cifications:

1. The HTTP “401 Unauthorized” error response SHALLuised;
2. the “rspauth” parameter MAY be used to provide rabiauthentication;

3. the “username” parameter SHALL have the value efXbll (i.e. the SIP or TEL URI) identifying the usghe
public user identity);

NOTE: The “username” can be a part of the DevieiBioning parameters (see Appendix C). When usirah
provisioned “username” the XDM client must usexiaetly as provisioned.

The XDM Client and the Aggregation Proxy SHALL sapipHTTP over Transport Layer Security (TLS) ascifped in
[RFC2818] for server authentication over the XDMeSerence point.

The authenticated identity provided by the AggremaProxy SHALL be shared on the following referempoints (see
[XDMAD])):
1. The XDM-4 reference point between the Aggregatiooxi and the Shared XDMS;

2. the Enabler Specific reference point between thgrégation Proxy and the Enabler Specific XDMS;

When realized with 3GPP IMS or 3GPP2 MMD netwotks, above listed reference points SHALL use therssc
mechanisms as defined in the corresponding 3GPHE2GPecifications.

6.4.2 Integrity and Confidentiality protection

The XDM Client and the Aggregation Proxy SHALL spipthe TLS as specified in [RFC2246] with the doling
clarifications:
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* The following cipher suite SHALL be supported:

e TLS_RSA_WITH_3DES_EDE_CBC_SHA
other cipher suites defined in [RFC2246] MAY be poited.

When the SIP/IP Core corresponds with 3GPP IMSXIb# Client and the Aggregation Proxy SHALL supptite TLS
version and profile as specified in clause 5.33@PP TS 33.222].

6.4.3  Authorization

The XDMS SHALL check that the identity of the regtieg XDMC has been granted access rights to partbe requested
operations. Application usages MAY define their guaticies for accessing different XCAP resourceg.(global
documents).

The XDMS SHALL use the information in the X-XCAP-#erted-Identity header provided by the Aggregafooxy to
determine the identity of the XDM Client.

When realized in 3GPP IMS and the GAA is presém,identity of the requesting XDMC is obtained fridm X-3GPP-
Asserted-ldentity or the X-3GPP-Intended-Identity.

By default, the initial creator of a document &irimary principal. The primary principal SHALL Vy&permission to
perform all operations defined in Sections 6.1.d é1.2. In this release, it will not be possildechange the primary
principal. Additionally, it will not be possibl®@tassign permissions to access or manipulate antErtto anyone except for
the primary principal or trusted applications.

Any application usage defining the use of any glalm@uments SHALL specify the authorization polassociated with the
use of such documents.

6.5 Error Cases

If the Aggregation Proxy or XDM server receivesHiiTP request targeted at an XCAP resource whosié&cappn usage is
not recognized or understood, the Aggregation Poox¥DM Server SHALL reject the request with an HI 04 (Not
Found) response.

Additional validation constraints might be appligtich may result in a HTTP 409 Response. An HTT® d@or response
SHALL include a document in the HTTP body that @onfs to that defined in [RFC4825] Section 9 andektensions
defined in Section 6.6.3. For additional detailshaf handling of those, see [RFC4825] Section &AdbSection 6.6.3. Other
specifications MAY define the value of the “phrasettibute, which contains text for rendering tbuanan user, that is
optionally present in an error element identifyargerror condition.

An HTTP “403 Forbidden” error response SHALL betderthe XDMC if the HTTP request by the XDMC faits get
authorized by the XDMS per the authorization potiefined by the target Application Usage.

An HTTP “403 Forbidden®rror response SHALL be sent to the XDMC after saviailed responses to a challenge. The
exact count of challenges is decided by local imgletation policy.

6.6 Common Extensions
6.6.1 Lists defined in Shared XDMS

Various application usages may wish to refer to URls stored in the Shared XDMS (see [Shared_XDMS%he
<external> element provides the means to make ®ielences, in a similar manner across differeptiegtion usages.

The <external> element SHALL contain an XCAP nod® Pointing to a <list> element within a “resourtsts” document
in the Shared XDMS.

If the <external> element contains an XCAP node,Ulidn the node selector part SHALL be percent-eéedas defined by
the procedures in [RFC4825] section 6 beforeiitgerted into an XCAP document.
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NOTE: There is an <external-list> condition eleméetined in section 6.6.2. It points to URI Liststhe Shared XDMS,
against which the authorization rules are speciiiecbrding to [RFC4745].

Application usages that utilize the <external> edatr'SHALL resolve a XCAP node URI only to URIs viithhe specific
<list> element that is pointed to.

In order to avoid circular referencing when resodva URI List, an <external> element that has dlydseen resolved
SHALL be ignored.

6.6.2  Authorization Rules

Authorization rules (also called authorization pi@s) are based on the common policy frameworkridestin [RFC4745],
and extended by OMA-defined common extensionsdeioto meet some additional requirements of OMAlieations.
These include the need to:

» reference identities in external URI lists, whishan explicit non-goal of [RFC4745];
* enable the user to define a default rule that apph the absence of any other matching rule;

» allow rules to be matched based on hierarchicalgutence assigned to the different types of alloweediitions,
prior to combining permissions;

» constrain, for predictability in UE design and ars&r expectation, the conditions in a rule to neentban a single
expression;

NOTE 1: Individual enablers may also define extensito [RFC4745] to meet application-specific neeslach extensions
must not change or cause to change the semantiice 0bmmon extensions defined in section 6.6.2the
evaluation algorithm for combining permissions defl in section 6.6.2.3.

NOTE 2: An authorization policy using the extensiatefined in this sub-clause must declare the
“urn:ietf:params:xml:ns:common-policy” and “urn:omml:xdm:common-policy” namespace names in the XML
schema.

6.6.2.1 Structure

The <conditions> element within a rule in an auidetion policy:

1) MAY include the <identity> condition element asidefl in [RFC4745];
2) MAY include the <external-list> condition element;

3) MAY include the <anonymous-request> condition elatnand
4) MAY include the <other-identity> condition element.

NOTE: According to [RFC4745], arule is applicatdea request only if all <conditions> child elemrenof the rule
evaluate to TRUE. Therefore, if a rule containganditions> child element from a namespace that the
Application Server does not understand or suppioet) that rule is not applicable.

If present in any rule, the <external-list> elem8RIALL match those identities that are part of al URt. If the <external-
list> element is empty (i.e. there are no childr@ets), or if all the child elements resolve to URls that are empty, then
the corresponding rule does not match for any user.

If present in any rule, the <anonymous-requestmete SHALL match those incoming requests that leen identified as
anonymous.

NOTE: In certain cases, the <identity> condition eéso match anonymous requests. For examplemiaay/> child
element of the <identity> condition matches anyhanticated identity, either anonymous or not. Hasveany rules
matching the <anonymous-request> condition woulcthmecedence as described in section 6.6Q08rbining
Permissions

When the SIP/IP Core corresponds with 3GPP/3GPR2, vt AS SHALL use the procedures as defined ipteh®.7.1.4
in [3GPP TS 24.229] /[3GPP2 X.S0013-004-A] tonitify the source of the anonymous request.
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If present in any rule, the <other-identity> elemavhich is empty, SHALL match all identities thee not referenced in
any rule. It allows for specifying a default policy

The <conditions> element of a rule SHALL containmore than one of <identity>, <external-list>, <apmous-request>
or <other-identity>.

If the <external-list> element contains an XCAP e&dRI, then the node selector part SHALL be peregrtbded as
defined by [RFC4825] section 6 before it is inséiitdo an XCAP document.

6.6.2.2 XML Schema

The authorization policy document SHALL conformthe XML schema described in [RFC4745] Section 1iBwie
extension described in [XSD_COMMONPOL].

6.6.2.3 Combining Permissions

When evaluating any authorization policy documeaddal on [RFC4745] together with the extensionsriestin section
6.6.2.1 against a URI value, the algorithm for obtey the different rules that are applicable SHAhé as follows:

1. Those rules matching the URI value against the ramous-request> element SHALL take precedencetbese rules
based on matching it against an <identity> elem&mat is, if there are applicable rules based arosgmous-request>
matches, only those will be used for the evaluatibiihe combined permission.

2. Those rules matching the URI value against thentije element SHALL take precedence over thoses'blased on
matching it against an <external-list> or an <otidentity> element. That is, if there are applieahlles based on
<identity> matches, only those will be used for évaluation of the combined permission.

3. Those rules containing an <other-identity> elen®HALL be used for the evaluation of the combinethpssion only
if there are no other matching rules.

NOTE: The above algorithm for obtaining all the kxggble rules differs from that described in [RF@5F.

After the applicable rules have been derived basetthe above algorithm, the evaluation of the caraipermission
SHALL be based on [RFC4745] Section 10.2.

6.6.3  Detailed Conflict Reports

Detailed conflict reports provide the means todatk the possible cause of a validation error. Hreyased on the
definition specified in [RFC4825], and extended®\yA defined common extensions in order to handiations of
constraints defined by local policy appropriately.

The XDMC SHALL support the types of <error-elemendtfined in [RFC4825] and this section. Other typkeserror-
element> elements MAY be ignored by the XDMC. Ithas RECOMMENDED that the XDMS does not use otiees of
<error-element> elements than those defined in fR825] and this section.

6.6.3.1 Structure

The <extension> element defined in the xcap-eraonespace in [RFC4825] MAY include the <local-comisit-failure>
element.

The <local-constraint-failure> SHALL be used whecoastraint is violated that is defined by the Iqualicy.

The <local-constraint-failure> element:

a. MAY include the “phrase” attribute;

MAY include one or more <alt-value> elements wilke mandatory “field” attribute, providing one or mo
alternate values for the element or attribute iattid by the “field” attribute;

c. MAY include one or more <description> elements véthoptional “lang” attribute, providing one or reor
descriptions documenting the local constraint failypossibly in different languages.
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The <local-constraint-failure> SHALL NOT be usedewha constraint is violated that is defined byadpplication usage.
The <constraint-failure>, as defined in [RFC48Z5HALL be used for this, unless specified otherigehe application
usage.

When the <local-constraint-failure> contains onenare <alt-value> elements, the XDMC MAY repeat X@AP request
in which the indicated field SHOULD be assigned ofhéhe proposed values.

6.6.3.2 XML Schema

The <local-constraint-failure> element SHALL confoto the XML schema described in [XSD_XCAPERR].

6.7 Common Application Usage

6.7.1  XCAP Server Capabilities

Every XDM server SHALL support the Application Usatkcap-caps”, which defines the capabilities & server, as
defined in [RFC4825] Section 11.

The single document in the “global” tree correspngdo the “xcaps-caps” Application Usage SHALL dsilable to all
principals as a part of the global URI tree.

6.7.2 XML Documents Directory

The XML Documents Directory application usage akoan XDM Client (corresponding to a given XUI) &idh:
1. thelist of all XCAP managed documents correspamttinthat XUl across all XDMSes, or
2. thelist of all documents for a given AUID corregpiing to that XUl stored in an XDMS.

An XDMS SHALL support an application usage nhamery openmobilealliance.xcap-directory” and SHALL mtain one
document in the “users” tree per XUl named “diregbaml”.

The structure of the “directory.xml” document SHAbE as follows: it is a well-formed and valid XMibcument encoded
in UTF-8 that begins with the root element <xcagediory>. It SHALL consist of a number of <foldegfements.

Each <folder> element SHALL have an attribute “duwhose value corresponds to an AUID that the XG&Pver
supports and for which there are documents in tisers” tree corresponding to a given XUI.

Every <folder> element SHALL consist of a numbekehtry> elements or an <error-code> element. Eacitry> element
SHALL contain a number of attributes, which are:

1. uri: this attribute SHALL be the Document URI or @mnent Selector for a document corresponding &“dhid”
attribute value in the parent <folder> element tordhe given XUI.

2. etag: this attribute SHALL contain the server cotepletag value of the current instance of the XMtument
identified by the “uri” attribute value. (This alles the XCAP client to determine whether the localighed copy of
a document is up-to-date.

3. last-modified: this attribute is OPTIONAL. When peat, it SHALL contain the date and time the docotme
identified as above was last modified. (This alldthws XCAP client to determine if whether a docuneas
changed recently or not.)

4. size: this attribute is OPTIONAL. When presen§HALL contain the size, in octets, of the documentdentified
above. (This can help an XCAP client determiné\wants to upload the entire document or a fragmant
appropriate based on any resource limitation ssdieadwidth.)

The <error-code> element SHALL contain the Statosi€Cand Reason-Phrase retrieved from the Statesdfithe received
HTTP response message returned by an XDMS (seeZ&H]).
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For an XCAP GET request targeted at the “direckony. document belonging to a user, for example, bRp://[XCAP
Root URI]/ org.openmobilealliance.xcap-directorgéts/sip:joe @example.com/directory.xml, all XDMS&$OULD return
to the Aggregation Proxy the “directory.xml” documieontaining a <folder> element for each suppoAedD providing a
list of all XML documents associated with the regtp@ AUID for the user identified by sip:joe@exaepom. If an XDMS
is aware of the XCAP Root URI, it SHALL include tB®cument URI as the value of the “uri” attribueturned to the
Aggregation Proxy; otherwise, it SHALL include tBecument Selector.

The Aggregation Proxy SHALL aggregate responses fath XDMSs before sending the composite “direcbomyl”
document back to the XDM Client. The content typéhe returned “directory.xml” document SHALL be
“application/vnd.oma.xcap-directory+xml” as definedsection 6.7.2.2. When the Aggregation Proxehezs an HTTP
“200 OK” it SHALL include all returned <folder> ateents in the composite “directory.xml” documenthwihe content.

The Aggregation Proxy SHALL prepend the XCAP Ro&l b the received “uri” attribute value if it caihs only the
Document Selector.

When an XDMS response is received with an errorsangs, the Aggregation Proxy SHALL insert one <foidelement
containing an <error-code> child element with th®remessage included for every corresponding AUID.

For an XCAP GET request targeted at a specific Ad$Bpecified by the node selector, for a usemefample URI
http://[[XCAP Root URI]/org.openmobilealliance.xcdpectory/users/sip:joe@example.com/directory.xmixeap-
directory/folder[@auid="org.openmobilealliance.pgi@ups”], the XDMS serving the AUID SHOULD returm the
Aggregation Proxy a <folder> element containingstdf all XML documents associated with the AUI@r the user. The
list in this example would be a list of all docurteefor PoC Group belonging to sip:joe@example.cbhe content type
SHALL be “application/xcap-el+xml”.

The Aggregation Proxy SHALL forward the respongerfrithe serving XDMS and send it back to the XDMe@ti The
character escaping SHALL be applied in HTTP URFkespntation according to [RFC4825] Section 6.3.

6.7.2.1 Application Unique ID

The AUID SHALL be “org.openmobilealliance.xcap-ditery”.

6.7.2.2 MIME Type

The MIME type for this document SHALL be “applicativnd.oma.xcap-directory+xml”

6.7.2.3 Default Namespace

The default namespace SHALL be:

“urn:oma:xml:xdm:xcap-directory”

6.7.2.4 XML Schema

The XCAP directory document SHALL conform to the Xichema described in [XSD_XCAPDIR].

6.7.2.5 Additional Constraints
None.

6.7.2.6 Data Semantics

See section 6.7.2.

6.7.2.7 Naming Conventions

There SHALL be only one XCAP directory document BeH in each XDMS. The name of the XCAP directogcdment
SHALL be “directory.xml”.
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6.7.2.8 Data Interdependencies

For every document created/deleted/modified irf'tisers” tree for a particular XUl and applicatiosage, the XDMS
SHALL add/delete/update the appropriate <entrytdobliement in the appropriate <folder> elementhef ‘tdirectory.xml”
document corresponding to that XUI.

NOTE: This does not imply that the server must @tyistore this “directory” document. All thatiisquired is that the
XDMS be able to serve an up-to-date version of sudbcument when requested.

The XDMS SHOULD NOT generate an etag value for‘theectory” document.

NOTE: This implies that conditional operations act supported against the “directory” document. Xi@AP Client should
always refresh any cached copy.

6.7.2.9 Authorization Policies

The XDMS SHALL be the only Principal allowed to ate and maodify the “directory.xml” document. Thtiee Primary
Principal SHALL only be allowed to retrieve thisalonent.

The authorization policies for retrieving a “diregt.xml” document SHALL conform to those describedection 6.4.3
“Authorization”.

6.8 Global Documents

[RFC4825] specifies a global tree which is usedléeze documents applicable to a particular apptinaisage but which are
not specific to any particular user. An examplehig is the "xcap-caps” document (see section pdédcribing the
application usages supported by an XDMS.

If global documents are used, each applicationeiSMALL describe how each global document is coiestid and whether
there is any associated authorization policy tbatmls the access to the global document.
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Appendix A.  Static Conformance Requirements (Normative)
The SCRs defined in the following tables includeRSGr:

* Aggregation Proxy
« XDM Server

+ XDM Client
Each SCR table identifies a list of supported fesdias:

Item: Identifier for a feature.
Function: Short description of the feature.
Reference: Section(s) of this specification with more detaih the feature.

Status: Whether support for the feature is mandatorygiromal. MUST use “M” for mandatory support and “€@t
optional support in this column.

Requirement: This column identifies other features requiredHiy feature. If no other features are requirbis, t
column is left empty.

This section describes the dependency grammariotat be used in the Requirement column of the SG@RCCR tables
using ABNF [RFC2234].

TerminalExpression = ScrReference / NOT TerminalExpression / TerminalExpression LogicalOperator
TerminalExpression / “(* TerminalExpression “)”

ScrReference = Scritem / ScrGroup

Scritem = SpecScrName “—* GroupType “—* DeviceType “—* Numericld / SpecScrName “—* DeviceType
“~“ Numericld

ScrGroup = SpecScrName “.” FeatureType / SpecScrName “— “ GroupType “—* DeviceType “-"
FeatureType

SpecScrName = 1*Character;

GroupType = 1*Character;

DeviceType = “C"/ “S”; C — client, S — server

Numericld = Number Number Number

LogicalOperator = “AND” / “OR”; AND has higher precedence than OR and OR is inclusive
FeatureType = “MCF” / “OCF” | “MSF” / “OSF”"; See Section A.1.6

Character = %x41-5A ; A-Z

Number = %x30-39 ; 0-9

A.1 XDM Client
A.1.1 XDM Client implemented in a UE

Item Function Reference Status Requirement
XDM-XDMC-C-001 Support rules for 6.1.1.1 M
constructing HTTP
URIs
XDM-XDMC-C-002 Support for XDM 6.1.1.2 M
Operations
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Item Function Reference Status Requirement

XDM-XDMC-C-003 Void

XDM-XDMC-C-004 Void

XDM-XDMC-C-005 Support HTTP Digest 6.4.1 M
authentication

XDM-XDMC-C-006 Support HTTP over | 6.4.1 M
TLS using the
supported cipher suite

XDM-XDMC-C-007 Support other cipher| 6.4.1 0]
suites defined in
RFC2246

XDM-XDMC-C-008 Support HTTP 6.1.1.2 0]
Compression

XDM_XDMC-C-009 Support GAA 6.4.1 @]

XDM_XDMC-C-010 Support Application | 6.7 (0]
Usage “xcap-caps”

XDM_XDMC-C-011 Support Application | 6.7 (0]
Usage
“org.openmobileallia
nce.xcap-directory”

XDM_XDMC-C-012 | XDM Client Identity | 6.4.3 M
Assertion

XDM_XDMC-C-013 Support types of 6.6.3 M
<error-element> as
required

XDM-XDMC-C-014 Support Early IMS | 6.4.1 0]
authentication

A.1.2 XCAP Client implemented in an AS

Item Function Reference Status Requirement

XDM-XDMC-C-001 | Support rules for 6.1.1.1 M
constructing HTTP
URIs

XDM-XDMC-C-002 | Support for XDM 6.1.1.2 M
Operations

XDM-XDMC-C-003 | Void

XDM-XDMC-C-004 | Void
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A.2 XDM Server

Item Function Reference Status Requirement
XDM-XDMS-S-001 | Support for XCAP 6.2.1 M
XDM-XDMS-S-002 | Void
XDM-XDMS-S-003 | Void
XDM-XDMS-S-004 | Void
XDM-XDMS-S-005 | Support XDMC 6.4.3 M
identity access
authorization

XDM-XDMS-S-006 | Support Error 6.5 M
Handling

XDM-XDMS-S-007 | Support Application | 6.7.1 M
Usage “xcap-caps”

XDM-XDMS-S-008 | Support Application | 6.7.2 M
Usage “xcap-
directory”

XDM_XDMS-S-009 | Not using other types 6.6.3 O
of <error-element>
than what is
recommended.

A.3 Aggregation Proxy

Item Function Reference Status Requirement

XDM-AP-S-001 Support HTTP Digest 5.2,6.3.1,6.4.1 M
authentication

XDM-AP-S-002 Support HTTP over TLS 5.2,5.56.4.2 M
using the supported cipher
suite

XDM-AP-S-003 Support other cipher suites | 5.56.4.2 (0]
defined in RFC2246

XDM-AP-S-004 Support XDM Client Identity | 5.2, 6.3.2 M
Assertion

XDM-AP-S-005 Support XCAP request 6.3.3 M
forwarding

XDM-AP-S-006 Support Compression 6.3.4 O

XDM-AP-S-007 Support for GAA 6.3, 6.4 0]

XDM_AP-S-008 Sending XCAP response back 6.3.3 M
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Item Function Reference Status Requirement
XDM_AP-S-009 Support Error Handling 6.5,6.4.1 M
XDM_AP-S-010 Acting as an HTTP Proxy 6.3 M

[RFC2616] and configuration
as an HTTP Reverse Proxy
[RFC3040]
XDM_AP-S-011 XCAP Server Capabilities | 6.3.3.2 M
retrieval (Application Usage
“xcap-caps”)
XDM_AP-S-012 XCAP Directory retrieval 6.3.3.3 M
(Application Usage
“org.openmobilealliance.xcap-
directory”)
XDM-AP-S-013 Support Early IMS 5.2,6.3.1,6.4.1 @]

authentication
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Appendix B. Examples (Informative)
B.1 Sample XCAP Operation

Figure B.1 describes how an XCAP operation is peréa in 3GPP/3GPP2 IMS. The “resource-list” appicmausage (see
[Shared_XDMS]) i.e. the manipulation of a URI Listused in this specific example, but the samestygienessages apply
for other application usages (although the HT TPytmmhtent would, of course, be different). It iscaassumed that the
address of Aggregation Proxy is “xcap.example.camd the XCAP Root URI is “xcap.example.com”.

XDM Client Aggregation Shared
Proxy XDMS

1. HTTP GET—

¢—2. 401 Unauthorized

3. HTTP GET——»,

4. HTTP GET——b|

4—5. 200 OK
—6. 200 OK

Figure B.1- Sample XCAP operation

The details of the flows are as follows:

1) The user “sip:joebloggs@example.com” wants to olbaa XML document. For this purpose the XDMC seadsT TP
GET request to the Aggregation Proxy.

GET /resource-lists/users/sip:joebloggs@example.com /index HTTP/1.1
Host: xcap.example.com

User-Agent: XDM-client/OMA1.1

Date: Thu, 10 Jan 2008 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"
Accept-Encoding: gzip

2) Upon receiving an unauthorized HTTP GET the AggtiegaProxy chooses to authenticate the XDMC.

HTTP/1.1 401 Unauthorized

Server: XDM-proxy/OMA1.1

Date: Thu, 10 Jan 2008 10:50:35 GMT

WWW-Authenticate: Digest realm="xcap.example.com", nonce="47364c23432d2e131a5fb210812c", gop=auth-
int

Content-Length: 0

3) The XDMC sends a HTTP GET request including thehatization header.

GET /resource-lists/users/sip:joebloggs@example.com /index HTTP/1.1
Host: xcap.example.com

User-Agent: XDM-client/OMA1.1

Date: Thu, 10 Jan 2008 10:50:37 GMT

Authorization: Digest realm="xcap.example.com", non ce="47364c23432d2e131a5fb210812c",
username="sip:joebloggs@example.com", qop=auth-int,
uri="/resource-lists/users/sip:joebloggs@example.co m/index",
response="2c8ee200cec7f6€966c932a9242554e4", cnonce ="dcd99agsfgfsa8h7102dd2f0e8b1", nc=00000001
X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"

Accept-Encoding: gzip

4) Based on the AUID the Aggregation Proxy forwards tbquest to appropriate XDMS.

GET /resource-lists/users/sip:joebloggs@example.com /index HTTP/1.1
Host: shared-xcap.example.com

Via: HTTP/1.1 proxy.example.com (Apache/1.1)

User-Agent: XDM-client/OMA1.1
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Date: Thu, 10 Jan 2008 10:50:37 GMT
X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"

NOTE: If the “X-3GPP-Intended-ldentity” is not incled in the message (3), the Aggregation Proxyiméllide the “X-
3GPP-Asserted-Identity” header.

5) After the XDMS has performed the necessary authtios checks on the request originator, the XDM®&Isean HTTP
“200 OK” response including the requested docunettie body.

HTTP/1.1 200 OK

Server: XDM-serv/OMAL.1

Date: Thu, 10 Jan 2008 10:50:39 GMT

Etag: "eti87"

Content-Type: application/resource-lists+xml; chars et="utf-8"
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>

<resource-lists xmiIns="urn:ietf:params:xml:ns:resou rce-lists">
<list name="oma_buddylist">
<external anchor="http://xcap.example.org/reso urce-lists/users/
sip:joebloggs@example.com/index/~~/resource- lists/list%5B@name=%22list-a%22%5D">
</external>
</list>

<list name="list-a">
<display-name>My Friends</display-name>
<entry uri="sip:hermione.blossom@example.com"/>
<entry uri="tel:+33492944949"/>
</list>
</resource-lists>

6) The Aggregation Proxy encodes (optionally) the enh&ind routes the response back to the XDM Client.

HTTP/1.1 200 OK

Server: XDM-serv/IOMAL.1

Via: HTTP/1.1 proxy.example.com (Apache/1.1)
Date: Thu, 10 Jan 2008 10:50:39 GMT

Authentication-Info: nextnonce="e966c32a924255e42c8 ee20ce7f6"
Etag: "eti87"

Content-Encoding: gzip

Content-Type: application/resource-lists+xml; chars et="utf-8"

Content-Length: (...)

(binary data)
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B.2 Sample XCAP message flow

Example B.2 describes the message flows used to manipulate an XML document in an XDMS after
authentication.

XDM Client Aggregation Shared
,,,,,,,,,,,,, Proxy | XDMS
1. HTTP PUT >
< 2. 201 Created
3. HTTP PUT >
< 4. 200 OK
5. HTTP GET >
< 6. 200 OK
7. HTTP DELETE >
< 8. 200 OK

Figure B.2- XDM Client manipulating an XML document

NOTE: The request messages (1,3,5,7) are showmeiagram for the convenience of the reader,Haretis no
implication that all of them have to be performed.

NOTE: The Aggregation Proxy is not shown in themMldiagram as its omission does not affect the crdethe exchanged
messages. The flow diagram also does not showuthestication headers and other HTTP headers meissary to
illustrate the XCAP functionality.

1) The XDMC sends an HTTP PUT request to createvaWRl list document “index” for the user with algpe SIP URI of
“sip:joebloggs@example.com” in the (Shared) XDM$ha example.com domain.

PUT /resource-lists/users/sip:joebloggs@example.com /index.xml HTTP/1.1
Host: xcap.example.com

Content-Type: application/resource-lists+xml; chars et="utf-8"
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<resource-lists xmIns="urn:ietf:params:xml:ns:resou rce-lists">
<list name="list-c">
<display-name>My friends</display-name>
<entry uri="sip:friend1@example.com">
<display-name>Friend1</display-name>
</entry>
</list>
</resource-lists>

2) The XDMS acknowledges the creation of the indegument with a HTTP 201 Created message, assuthanthe
XDMC had the necessary authorisation to perfornogheration, and the operation was successful.

HTTP/1.1 201 Created
Etag: "cdcdcdcd”
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Content-Length: 0

3) The XDMC sends a HTTP PUT request to the justiad “index” document in “sip:joebloggs@examplmte home
directory to add a new <entry> sub-element to tis><element identified as “My_friends”.

PUT /resource-lists/users/sip:joebloggs@example.com /index/~~/resource-lists/list%5B@name=%22-list-
¢c%22-%5D]/entry%5B@uri=%22sip:friend2 @example.com%?2 2%5D HTTP/1.1
Host: xcap.example.com

Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)

<entry uri="sip:friend2@example.com">
<display-name>Friend2</display-name>
</entry>

NOTE: The use of the Content Type “application/xefxml”.

4) The XDMS acknowledges the addition of new elemémthe list with an HTTP “200 OK” reply.

HTTP/1.1 200 OK
Etag: "efefefef"

Content-Length: 0

5) The XDMC sends an HTTP GET request to retriesip:joebloggs@example.com™s “list-c” list from ti{€hared)
XDMS.

GET /resource-lists/users/sip:joebloggs@example.com /index/~~/resource-lists/list%5B@name=%22list-
c%22%5D/ HTTP/1.1

Host xcap.example.com

6) The XDMS returns the list to the XDMC in the lyoaf an HTTP “200 OK” message.
HTTP/1.1 200 OK

I'E'iag: "efefefef"

Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)

<list name="list-c">

<display-name>My friends</display-name>
<entry uri="sip:friend1@example.com">
<display-name>Friend1</display-name>

</entry>

<entry uri="sip:friend2@example.com">
<display-name>Friend2</display-name>

</entry>

</list>

7) The XDMC sends an HTTP DELETE request to dedeteentry> identified by the URI “sip:friend2@exdsmpom”
from sip:joebloggs@example.com” ‘s “list-c” list the Shared XDMS.

DELETE /resource-lists/users/sip:joebloggs@example. com/index/~~/resource-
lists/list%5B@name=%22list-c%22%5D/entry%5B@uri=%22 sip:friend2@example.com%22%5D HTTP/1.1
Host: xcap.example.com

The XDMS, after checking the privileges of the pipal, performs the deletion.

8) The XDMS acknowledges the deletion of the “fdahelement from the list with an HTTP 200 OK.
HTTP/1.1 200 OK
Etag: "ghghgh"

Content-Length: 0
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B.3 Sample XCAP Directory Retrieval Operation of all user
documents

Figure B.3 describes how an XCAP operation is peréa to retrieve all of a user’s documents foaglplication usages.
For simplicity, only two XDMSes are shown and thutheentication steps are omitted.

XDM Client Aggregation Shared PoC XDMS
Proxy XDMS
1. HTTP GET——»|
2.HTTRGET————————p
< 4,200 OK

3. HTTP GET——»|

¢—5, 200 OK
<4—6. 200 OK

Figure B.3- Sample XCAP Directory retrieval operation

The details of the flows are as follows:

1) The user “sip:joebloggs@example.com” wants to ebadist of all his documents stored in all XDMSEer this
purpose the XDMC sends a HTTP GET request to thgreigation Proxy.

GET /org.openmobilealliance.xcap-directory/users/si
Host: xcap.example.com

User-Agent: XDM-client/OMA1.1

Date: Thu, 10 Jan 2008 10:50:33 GMT
X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"

p:joebloggs@example.com/directory.xml HTTP/1.1

2) The Aggregation proxy forwards the HTTP GET fromypsi) to the PoC XDMS.

3) The Aggregation proxy forwards the HTTP GET frompsl) to the Shared XDMS.

4) The PoC XDMS returns the “directory.xml” documenhtaining a list of all the PoC Group and PoC Useress

Policy documents belonging to sip:joebloggs@exaropha in a HTTP 200 OK response

HTTP/1.1 200 OK

Server: XDM-serv/JOMA1.1

Date: Thu, 10 Jan 2008 10:50:39 GMT

Content-Type: application/vnd.oma.xcap-directory+xm
Content-Length: (...)

I; charset="utf-8"

<?xml version="1.0" encoding="UTF-8"?>

groups/users/sip:joebloggs@example.com/shopping” et
</folder>

<folder auid="org.openmobilealliance.poc-rules">
<entry uri="http://xcap.example.com/org.openmob
rules/users/sip:joebloggs@example.com/pocrules” eta
<[folder>

</xcap-directory>

<xcap-directory xmins="urn:oma:xml:xdm:xcap-directo ry" >
<folder auid="org.openmobilealliance.poc-groups">
<entry uri="http://xcap.example.com/org.openmob ilealliance.poc-
groups/users/sip:joebloggs@example.com/skiing" etag ="abc123"/>
<entry uri="http://xcap.example.com/org.openmob ilealliance.poc-

ag="def456"/>

ilealliance.poc-
g="hjk987"/>
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where <folder> element defined used AUID and <entlement lists a document under that AUID. In tample
“directory.xml” document contains sip:joebloggs@myde.com’s PoC Groups called “skiing” and “shopgiagd PoC User
Access Policy document.

5) The Shared XDMS returns the “directory.xml” docurneontaining the URI list and Group Usage list doents
belonging to sip:joebloggs@example.com in a HTT® @K response

HTTP/1.1 200 OK

Server: XDM-serv/JOMAL.1

Date: Thu, 10 Jan 2008 10:51:44 GMT

Content-Type: application/vnd.oma.xcap-directory+xm
Content-Length: (...)

I; charset="utf-8"

<?xml version="1.0" encoding="UTF-8"?>
<xcap-directory xmins="urn:oma:xml:xdm:xcap-directo ry">

<folder auid="resource-lists">
<entry uri="http://xcap.example.com/resource-li
etag="pqr999"/>

sts/users/sip:joebloggs@example.com/index"

<folder auid="org.openmobilealliance.group-usage- list">
<entry uri="http://xcap.example.com/org.openmob ilealliance.group-usage-
list/users/sip:joebloggs@example.com/index" etag="s tx111"/>
<[folder>

<[folder>
</xcap-directory>
where the folder element defined used AUID and rentlement lists the sip:joebloggs@example.comsudnent under
that AUID.

6) The Aggregation Proxy returns the consolidatedeiory.xml” document to the user in a HTTP 200 @Kponse.

HTTP/1.1 200 OK

Server: XDM-serv/IOMAL.1

Date: Thu, 10 Jan 2008 10:55:39 GMT

Content-Type: application/vnd.oma.xcap-directory+xm
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-directory xmIns="urn:oma:xml:xdm:xcap-directo
<folder auid="resource-lists">
<entry uri="http://xcap.example.com/resource-li
etag="pqr999"/>

I; charset="utf-8"

ry" >

sts/users/sip:joebloggs@example.com/index"

<[folder>
<folder auid="org.openmobilealliance.group-usage- list">
<entry uri="http://xcap.example.com/org.openmob ilealliance.group-usage-
list/users/sip:joebloggs@example.com/index" etag="s tx111"/>
<[folder>
<folder auid="org.openmobilealliance.poc-groups">
<entry uri="http://xcap.example.com/org.openmob ilealliance.poc-
groups/users/sip:joebloggs@example.com/skiing" etag ="abc123"/>
<entry uri="http://xcap.example.com/org.openmob ilealliance.poc-

groups/users/sip:joebloggs@example.com/shopping” et
</folder>

<folder auid="org.openmobilealliance.poc-rules">
<entry uri="http://xcap.example.com/org.openmob
rules/users/sip:joebloggs@example.com/pocrules” eta
</folder>

</xcap-directory>

ag="def456"/>

ilealliance.poc-
g="hjk987"/>
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B.4 Sample XCAP Directory Retrieval Operation of specific user
documents

Figure B.4 describes how an XCAP operation is peréal to retrieve all of a user’s documents corredpg to a particular
application usage. For simplicity, the authentmatsteps are omitted.

XDM Client Aggregation Shared
Proxy XDMS

1. HTTP GET——

2. HTTP GET—»

¢—3. 200 OK

4—4. 200 OK

Figure B.4- Sample XCAP Directory retrieval operation from a particular XDM S

The details of the flows are as follows:

1) The user “sip:joebloggs@example.com” wants to obdist of all his documents (URI lists) storedlie Shared
XDMS. For this purpose the XDMC sends a HTTP GHjuest to the Aggregation Proxy.

GET /org.openmobilealliance.xcap-directory/users/si p:joebloggs@example.com/directory.xml/~~/xcap-
directory/folder%5B@auid=%22resource-lists%22%5D HT TP/1.1

Host: xcap.example.com

User-Agent: XDM-client/OMA1.1

Date: Thu, 10 Jan 2008 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"

2) The Aggregation proxy forwards the HTTP GET frompsi) to the Shared XDMS.

3) The Shared XDMS responds with a HTTP 200 OK ineigdhe <folder> element containing the URI List diment
belonging to sip:joebloggs@example.com

HTTP/1.1 200 OK

Server: XDM-serv/JOMA1.1

Date: Thu, 10 Jan 2008 10:55:39 GMT

Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)

<folder auid="resource-lists">
<entry uri="/resource-lists/users/sip:joebloggs @example.com/index" etag="pqr999 "/>

</folder>

where the “uri” attribute contains the Documente8@r as the XCAP Root URI is not known by the 8daXxDMS in this
example.

4) The Aggregation Proxy returns the consolidatedettiory.xml” document to the user in a HTTP 200 @Kponse
including the addition of the XCAP Root URI to thei” attribute value.

HTTP/1.1 200 OK

Server: XDM-serv/IOMAL.1

Date: Thu, 10 Jan 2008 10:55:59 GMT

Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)
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<folder auid="resource-lists">
<entry uri="http://xcap.example.com/resource-li sts/users/sip:joebloggs@example.com/index"
etag="pqr999"/>

</folder>
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Appendix C. XDMC Provisioning

This appendix specifies the parameters that aréeakley the XDM Client. Existing parameters in [Asioning Content]
and [OMA-DM-v1-1-2] are re-used; those without @sponding parameters are defined and to be regjsiie OMNA
through OMA official registration process.

The Management Object (MO) for OMA XDM is defined[XDM_MO]. The MO MAY be used for initial provisiong of
parameters when the DM Profile is to be used (asiipd on [OMA-DM-v1-2]), and the MO SHOULD be uséor
continuous provisioning of parameters accordingdMA-DM-v1-1-2] or [OMA-DM-v1-2], if required by the service
provider to update service configurations.

C.1 Provisioned XDMC Parameters

The parameters listed in the table below are nefmedDM Client provisioning:

(Normative)

ID Name Description Mandatory
(M) /Optional
0)

1 Application identity| Uniquely identifies the apgation M

2 Application name User displayable name for thevK&ervice M

3 Provider—ID Identity of the XDM service provider (0]

4 Network Access Reference to the connection used for the XCAPitraff M
Definitions

5 XDM reference to | Reference to the SIP/IP core for accessing an XDMBg the M
SIP/IP Core referenced SIP/IP core.

6 XCAP Root URI The root of all XCAP resources (elhpoints to the Aggregation M

Proxy address). This is used when accessing vialXCA

7 XCAP HTTP digest “username”, for accessing an XDMS usirggXCAP O
Authentication user| protocol
name

8 XCAP HTTP digest password (0]
Authentication
password

9 XCAP Authentication method for XDMS over XCAP o
Authentication type

NOTE 1: The parameters "XCAP Authentication usereaand “XCAP Authentication password” are not nebdesAA is
used in a 3GPP/3GPP2 realization.

NOTE 2: The parameters "XCAP Authentication useregrfXCAP Authentication password” and “XCAP Autheration
type” are not needed for a 3GPP/3GPP2 early IMizegin.

In addition, there may be enabler-specific pararseaedated to the XDM Client that are describedeéparate specifications.

One type of provisioned parameter having a reussthleture is a URI Template. A URI Template iedito describe a
single syntax for a URI (e.g. Conference URI ofceCRGroup, Service URI of a Presence List), sottaXDM Client can

autonomously generate a URI that complies withllpoticy and uniqueness constraints. It is upepasate specifications to

define provisioned parameters that make use of &TéRiplate.

A URI Template SHALL describe a URI as definedRFC3986]. The template contains a sequence, ioater, of:
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a. unreserved characters according to [RFC3986], and
b. the characters “”, “@” and “;”

C. Substitution tags enclosed in “< >"brackets.
The XDM Client SHALL support the following substiton tags:

<id>: The XDM Client SHALL replace this tag withunigue identifier, generated by the XDM Clieningsonly
unreserved characters according to [RFC3986].

<user>: The XDM Client SHALL replace this tag wihe user part of the XUl if the XUl is a PublitPSJRI. If the
XUl is a Tel URI [RFC 3966] then the XDM Client SHA replace the <user> tag with the "global-numbigitd"/"local-
number-digits" part of the Tel URI. Any "visual-septor" or "+" SHALL be removed from the "globalmber-digits"

before the replacement takes place.
<xui>: The XDM Client SHALL replace this tag withe XUI.
NOTE 3: the XUl is a Public SIP URI [RFC3261] orl T#RI [RFC3966].

NOTE 4: usage of the <xui> tag in a URI Templateymessult in the generation of Tel URIs, which may he valid for
certain services (e.g. services that require SIFSUR

If multiple Application Usages in a service providiomain use a URI Template, then the URI Tem@&dLL be different
for each Application Usage in order to achieve gatien of unique URIs.

lllustrative examples of URI templates are showiiable 1.

Example URI Template Example URI generated fromplaie
sip:<id>@example.com sip:abcl23@example.com
sip:<id>_<user>@example.com sip:abc123_joe@exangte.
sip:<id>_<user>@example.com sip:abc123_ 17205551 2Ka@ple.com
<Xui>;poc-group=<id> sip:joe@example.com;poc-groaipsl 23
<Xui>;poc-group=<id> tel:+1720-555-1212;poc-grouped23
<Xui>;pres-list=<id> sip:joe@example.com;pres-lahc123

Table 1: Example usages of URI Templates

C.2 Initial Provisioning document

This chapter defines the provisioning documentcstme as described in [Provisioning Content].

The following table lists the parameters availablan instance of the XDM Application Charactensti

Parameter Name | Req / Opt | Instances | Default

Standard Application Characteristic fields as defined in [Provisioning Content]
APPID Required 1 “ap0003”
PROVIDER-ID Optional Oorl None
TO-APPREF Required 1 None

NAME Required 1 None
TO-NAPID Required 1 or more None

URI Required 1 None
AAUTHNAME Optional Oorl None
AAUTHSECRET Optional Oorl None
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AAUTHTYPE Optional 0Oorl1 | None |

The XDM Application Characteristics file for the G3XDM 1.1 enabler is defined in [OMA-XDM-AC].
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Appendix D. OMA specific extensions to HTTP entity
header fields (Normative)

This section defines the syntax of OMA specificezdion headers to HTTP entity header fields intcedun this document
in Augmented Backus-Naur form as defined in [RFG42

D.1 X-XCAP Asserted-ldentity Extensions-Header

When 3GPP GAA is not present, the "X-XCAP-Assettigehtity" header is used by Aggregation Proxy tivee the HTTP
Digest authenticated user identity. It containsuber identity surrounded by quotation marks (“prew/ided by the
“username” field in the HTTP Digest Authorizatioaduer. (See section 6.3.2 for details.) The typgbefiser identity
SHALL be either public SIP URI or TEL URI in thi®dument.

The following is ABNF definition for “X-XCAP-Asseed-ldentity”:

X-XCAP-Asserted-Identity = "X-XCAP-Asserted-ldenti ty" ":" DQUOTE identity DQUOTE
identity = *(%x20-21 / %x23-7E)

In the syntax definition the rule 'identity' reféosthe user identity and it is defined as a stahgrintable characters and
spaces but excluding quotation marks.
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