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1. Scope

This document specifies common protocols, datassccenventions, common data application usagefuactional entities
that are needed to provide XDM services to othabks. Such enablers can utilize this specificattd support any
required application-specific usages.
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URL: http://www.w3.org/TR/xquery/

“XDM Application Characteristics file of XDM V2.0"Version 1.0, Open Mobile Allianée, OMA-SUP-
AC_ap0007_xdm-v1_0,
URL: http://www.openmobilealliance.org/

“XML Document Management Architecture”, Version 2@pen Mobile Alliancél, OMA-AD-XDM-
V2_0,
URL: http://www.openmobilealliance.org/

“Enabler Release Document for XDM”, Version 1.1,e@fMobile Alliancél,
OMA-ERELD-XDM-V1_1,
URL: http://www.openmobilealliance.org/

“Enabler Release Document for XDM”, Version 2.0,e@fMobile Alliancé],
OMA-ERELD-XDM-V2_0,
URL: http://www.openmobilealliance.org/

“Shared Group XDM Specification”, Version 1.0, Opdobile Alliancel, OMA-TS-
XDM_Shared_Group-V1_0,
URL: http://www.openmobilealliance.org/

“Shared List XDM Specification”, Version 2.0, OpBbtobile Alliancel, OMA-TS-XDM_Shared_List-
V2_0,
URL: http://www.openmobilealliance.org/

“OMA Management Object for XML Document Managementersion 2.0, Open Mobile Allianée,
OMA-TS-XDM_MO-V2_0,
URL: http://www.openmobilealliance.org/

“XML Schema Definition: “XDM — Common Policy”, Veisn 1.0, Open Mobile Alliande,
OMA-SUP-XSD_xdm_commonPolicy-V1_0,
URL: http://www.openmobilealliance.org/

“XML Schema Definition: XDM Extensions”, Versiond,.Open Mobile Alliancg , OMA-SUP-
XSD_xdm_extensions-V1_0,
URL: http://www.openmobilealliance.org/

“XML Schema Definition: “XDM — Search”, Version 1.@pen Mobile Alliancel ,
OMA-SUP-XSD_xdm_search-V2_0,
URL: http://www.openmobilealliance.org/

“XML Schema Definition: “XDM — XCAP Directory”, Vesion 1.0, Open Mobile Alliance,
OMA-SUP-XSD_xdm_xcapDirectory-V2_0,
URL: http://www.openmobilealliance.org/

“XML Schema Definition: “XDM — XCAP Error”, Versiorl.0, Open Mobile Alliandg,
OMA-SUP-XSD_xdm_xcapError-V1_0,
URL: http://www.openmobilealliance.org/

2.2 Informative References

[IM_XDM]

[XDM _Profile]

“IM XDM Specification”, Draft Version 1.0, Open Mdk Alliancedd , OMA-TS-IM_XDM-V1_0,
URL: http://www.openmobilealliance.org/

“Shared Profile XDM Specification”, Version 1.0, @pMobile Alliancél, OMA-TS-
XDM_Shared_Profile-V1_0,
URL: http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1

Conventions

The key words “SHALL”, “SHALL NOT”, “REQUIRED"”, “SHALL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be

informative.

3.2

Application Server
Application UniquelD

Application Usage
Document Selector

Document URI

Global Document
Global Tree

Group

Group ldentity
Group Usage List
HTTP URI

Node Selector

Node Selector Separ ator
Node URI

PresenceList URI
Primary Principal
Principal

Request-URI

Rever se Proxy

Search Request

Service Provider

SIPNOTIFY
SIP SUBSCRIBE

Definitions

A functional entity that implements the serviceitofpr SIP sessions (e.g. PoC Server or IM Server).

A unique identifier within the namespace of Applioa Unique IDs that differentiates XCAP Resources
accessed by one application from XCAP Resourcessaed by another. (Source: [RFC4825])

Detailed information on the interaction of an apation with an XCAP Server. (Source: [RFC4825])

A sequence of path segments, with each segmerg beparated by a "/, that identify the XML
document within an XCAP Root that is being selec{8durce: [RFC4825])

The HTTP URI containing the XCAP Root and Docuntgeliector, resulting in the selection of a specific
document. (Source: [RFC4825])

A document placed under the Global Tree that apppdieall users of that Application Usage.

A URI that represents the parent for all Global Dments for a particular Application Usage within a
particular XCAP Root. (Source: [RFC4825])

A predefined set of Users together with its pobciad attributes. A Group is identified by a Group
Identity.

The SIP URI of the Group.
A list of Service URIs as defined by [XDM_List].
An HTTP Request-URI as defined by [RFC2616].

A sequence of path segments, with each segmerg beparated by a "/, that identify the XML node
(element or attribute) being selected within a doent. (Source: [RFC4825])

A single path segment equal to two tilde characters that is used to separate the Document Selecto
from the Node Selector within an HTTP URI. (Soulf¢&=C4825])

The HTTP URI containing the XCAP Root, Documente8tdr, Node Selector Separator and Node
Selector, resulting in the selection of a spectfidL node. (Source: [RFC4825])

A Service URI as defined by [RLS_XDM].
The user associated with the XCAP User Identityictvldefines where the document resides.

An entity that has an identity, that is capabl@mividing consent and other data, and to which
authenticated actions are done on its behalf. Elesmgf principals include an individual user, aug®f
individuals, a corporation, service enablers/agpians, system entities and other legal entitiesi(&e:
[Dict])

A part of the start line of a request using the @#tocol as defined by [RFC3261].

A web server system that is capable of serving pagfes sourced from other web servers (AS), making
these pages look like they originated at the Reverexy. (Source: [3GPP-TS_33.222])

A request to perform a search operation towardsoomeore XCAP Resources.

A legal or administrative entity that provides avée to its clients or customers. Typically izt is not
restricted to) a network operator.

The SIP method NOTIFY as defined by [RFC3265].
The SIP method SUBSCRIBE as defined by [RFC3265].
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SIP URI
Tel URI

URI

URI List
User

User Address

User Document

UsersTree

XCAP Client

XCAP Resource

XCAP Root

XCAP Root URI

XCAP Server

XCAP URI

XCAP User Identifier

A communication resource as defined by [RFC3261].

A globally unique identifier used to describe aotgse identified by a telephone number as defined b

[RFC3966].
A Uniform Resource Identifier as defined by [RFC8P8
A list of URIs as defined by [XDM__List].

An entity which uses services. (Source: [Dict])

A User Address identifies a User. The User Addoassbe used by one User to request communication
with other Users. If the SIP/IP Core is 3GPP IMSGPP2 MMD realization, the User Address is a

public user identity.

A document placed under the Users Tree, that apia particular user of that Application Usage.

A URI that represents the parent for all User Doents for a particular Application Usage within a

particular XCAP Root.

An HTTP client that understands how to follow tleeming and validation constraints defined in
[RFC4825]. (Source: [RFC4825])

An HTTP resource representing an XML document,lament within an XML document, or an attribute
of an element within an XML document that follova® thaming and validation constraints of XCAP.

(Source: [RFC4825])

A context that includes all of the documents acads8pplication Usages and users that are manhged
server. (Source: [RFC4825]) In this specificatithie XCAP Root means all documents in all XDMSs

accessible via the Aggregation Proxy.

An HTTP URI that represents the XCAP Root. Althowigtalid URI, the XCAP Root URI does not

correspond to an actual resource. (Source:[RFC4825]

An HTTP server that understands how to follow thening and validation constraints defined in
[RFC4825]. (Source: [RFC4825])

An HTTP URI that represents an XCAP Resource.

the XCAP Server. (Source: [RFC4825])

3.3 Abbreviations

ABNF
AS
AUID
GAA
HTTP
IETF
IMS
P
MIME
MMD
OMA
OMNA

SIP

Augmented Backus-Naur Form
Application Server

Application Unique ID

Generic Authentication Architecture
Hyper Text Transfer Protocol
Internet Engineering Task Force

IP Multimedia Subsystem

Internet Protocol

Multipurpose Internet Mail Extension
MultiMedia Domain

Open Mobile Alliance

OMA Naming Authority

Static Conformance Requirement

Session Initiation Protocol
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TLS
UE
URI
XCAP
XDM
XDMC
XDMS
XML
XUl

Transport Layer Security

User Equipment

Uniform Resource Identifier

XML Configuration Access Protocol
XML Document Management

XDM Client

XDM Server

Extensible Markup Language
XCAP User Identifier
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4. Introduction

Various OMA enablers such as, Presence, Pushk®tadr Cellular (PoC), Instant Messaging (IM), eteed support for
access to and manipulation of certain informattaat tire needed by these enablers. Such informiatexpressed as XML
documents and stored in various document repos#tdmi the network where such documents can beddcatcessed and
manipulated (created, changed, deleted) by autttRsincipals.

This specification defines the common protocoldocess and manipulation of such XML documents lyaized
Principals. This specification reuses the IETF X®anfiguration Access Protocol (XCAP).

XCAP defines:

» A convention for describing elements and attribatiean XML document as an HTTP resource, i.e., sgibée via
an HTTP URI

e Atechnique for using HTTP GET, PUT and DELETE numeth for various document manipulation operatiorng. (e
retrieving/adding/deleting elements/attributes,)etc

» The concept and structure of an Application Usage/ich XML documents can be described
» A default authorization policy for accessing anchipalating documents

This specification also defines a technique by Witltanges to such XML documents can be conveyad XCAP Client.
This reuses an IETF-defined SIP event package lighndn XDMC subscribes to changes to one or aludamnts within

one Application Usage that it owns.

In order to facilitate finding certain informatiolimited search capabilities are defined. An XDM&hcearch for data stored
in an XDMS by using HTTP POST requests conformmdefined Application Usages.

Basic requirements for handling of XML documentseémote domains are specified.

Common, reusable as well as enabler-specific dontifoemats and associated Application Usages agerilieed in separate
specifications (shared ones in e.g. [XDM_List], @mdbler specific ones in e.g. [IM_XDM]) that malse of the XCAP
protocol specified here for their document managegme

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Common Procedures

5.1 Security Procedures
5.1.1 Authentication

The XDM-3 and XDM-5 reference points between theNKDand the Aggregation Proxy (see [XDM_AD]) SHALkqvide
mutual authentication.

For a 3GPP IMS or 3GPP2 MMD realisation, the XDM#RlI XDM-5 reference points correspond to the Utnexice point.
In this case the authentication between the XDMEtae Aggregation Proxy SHALL be performed accogdin [3GPP-
TS_33.141] / [3GPP2-X.P0027-002].

If the Generic Authentication Architecture (GAA) dsfined in [3GPP-TS_33.222] is not used, the XD the
Aggregation Proxy SHALL support the HTTP Digest imaaism for client authentication and MAY suppontg&VviS
authentication according to [3GPP-TR_33.978] sedd@. If the Aggregation Proxy determines to amgayly IMS
authentication, the X-3GPP-Intended-Identity heaslenissing from the XCAP request and the requesi the “users” tree,
then the Aggregation Proxy MAY extract the useniityg from the XUI of the Request-URI for authemtiion.

The HTTP Digest authentication by this specificatRHALL conform to [RFC2617] with the following cifications:

The HTTP “401 Unauthorized” error response SHAd used,;
2. The “rspauth” parameter MAY be used to provide muawthentication;

3. The “username” parameter SHALL have the value efXbl (i.e. the SIP URI or Tel URI) identifying theser (the
public user identity);

NOTE: The “username” can be a part of the DeviaiBioning parameters (see Appendix D). When usingh
provisioned “username” the XDMC must use it exaasyprovisioned.

The XDMC and the Aggregation Proxy SHALL supportHTover Transport Layer Security (TLS) as specified
[RFC2818] for server authentication over the XDM#&l XDM-5 reference points.

An HTTP "403 Forbiddenkrror response SHALL be sent to the XDMC after onmore failed responses to a challenge.
The exact count of challenges is decided by lookty.

5.1.2 XDM Client Identity Assertion

The XDMC SHALL deliver in an XDMC identity assertidghe XDMC identity that has been successfully anticated in a
system, which SHALL thus be safely shared and wgtdn trusted networks for authorizing the XDMCthout the need
for reauthentication.

When the 3GPP/3GPP2 GAA is not present the Aggiag&roxy:

1. SHALL insert the X-XCAP-Asserted-ldentity heades,defined in Appendix E, to the HTTP requests aiter
successful HTTP Digest Authentication;

2. SHALL populate the X-XCAP-Asserted-Identity heagéth the SIP URI in quotation marks (“”) provideg the
“username” field in the HTTP Digest Authorizatioadder.

3. SHALL ensure that only one instance of the X-XCABsArted-ldentity header exists in the HTTP requesfisre
forwarding it. In cases where there are multipktances, the Aggregation Proxy SHALL remove all/jones
instances of this header and insert its own ingtafithe XDMC identity with which the XDMC autheodition with
the Aggregation Proxy was successful.

When realized with 3GPP IMS or 3GPP2 MMD networkd the GAA is present or in case of an early IMBldgment as
defined in [3GPP-TR_33.978], the procedures deedriBGPP-TS_24.109] SHALL be followed with the éolling
clarifications:

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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The XDMC MAY insert the X-3GPP-Intended-ldentityduer as defined in [3GPP-TS_24.109] to the HTTRests to
deliver its preferred identity for XDMC identity sextion.

The Aggregation Proxy
1. SHALL act as an Authentication Proxy defined in B&TS 24.109].
2. SHALL check whether an XDMC identity has been itesglin X-3GPP-Intended-ldentity header of HTTP esju

a. If the X-3GPP-Intended-Identity header is includis, Aggregation Proxy SHALL check if the value in
the header is allowed to be used by the autheatddentity.

b. If the X-3GPP-Intended-Identity header is not inlgd, the Aggregation Proxy SHALL insert the
authenticated identity in the X-3GPP-Asserted-ldgiteader of the HTTP request.

The SIP/IP Core SHALL provide XDMC identity asserti When realized with 3GPP IMS or 3GPP2 MMD neksgothe
XDMC MAY use P-Preferred-ldentity SIP header toidl its preferred identity for XDMC identity assen and the
Privacy SIP header to set its privacy preferenod,the SIP/IP Core SHALL use P-Asserted-ldentity Béader to carry the
asserted XDMC identity within trusted networksgdascribed in [3GPP-TS_24.229]/[3GPP2-X.S0013-004].

NOTE: Within trusted networks the Trusted XDMC sltbalso provide the XDMC identity assertion whegenerates a
HTTP request to XDMS. on behalf of a User. In tase, as the Aggregation Proxy does, the Trusted®&Bhould use the
X-XCAP-Asserted-Identity HTTP header, or the X-3GR$serted-ldentity HTTP header in 3GPP/3GPP2 ratidin, to
carry the identity of the User for whom it genesgatee HTTP request.

5.1.3 XDM Client Identity Sharing

The Untrusted XDMC authentication and identity asse provided by the Aggregation Proxy SHALL beaséd on the
following reference points (see [XDM_AD]) withinusted networks:

The XDM-4 reference point between the Aggregatiooxi? and the XDMSs;

the XDM-6 reference point between the Aggregatiooxl and the Search Proxy;

the XDM-7 reference point between the Search Pemd/the XDMSs;

the XDM-8 reference point between the Aggregatiooxi? and the Cross-Network Proxy;

the XDM-9 reference point between the Search Pemxd/the Cross-Network Proxy;

the XDM-13 reference point between the Trusted XD the Search Proxy;

the XDM-14 reference point between the Trusted XDadfd the XDMSs;

the NNI-1 reference point between the Cross-NetviRsdky and the Cross-Network Proxy of remote nekvior
case of a trusted remote network.

Further details of the security mechanisms foratbeve listed reference points are out of scophisfapecification.

© N o g bk~ w0 NP

For a 3GPP/3GPP2 realization, the above listedarée points SHALL use the security mechanismséisetl in the
corresponding 3GPP/3GPP2 specifications.

5.1.4 Integrity and Confidentiality Protection

The integrity and confidentiality protection for XB/HTTP traffics SHALL be provided on the followimgference points
(see [XDM_AD]):

1. The XDM-3 reference point between the XDMC andAlggregation Proxy;

2. the XDM-5 reference point between the XDMC andAlggregation Proxy;

3. the NNI-1 reference point between the Cross-Netvwidky and the Cross-Network Proxy of remote networ

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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The TLS SHALL be supported as specified in [RFCJ24iéh the following clarifications:
TLS_RSA WITH_3DES_EDE_CBC_SHA cipher suites SHAL& supported; other cipher suites defined in [RF©&224
MAY be supported.

When the SIP/IP Core corresponds with 3GPP IMSGRPB2 MMD networks, the XDMC and the Aggregationxyro
SHALL support the TLS version and profile as sgediin clause 5.3 of [3GPP-TS_33.222].

The XDM-3 and XDM-5 reference points SHALL proté€T TP requests by enabling TLS transport securitghmaaism.
The TLS resumption procedure SHALL be used as §pddn [RFC2818].

The NNI-1 reference point SHALL protect HTTP traffiy enabling the TLS transport security mecharosmther inter-
network domain security mechanism. When using Th&,TLS resumption procedure SHALL be used as §pddn
[RFC2818]. When the SIP/IP Core network correspanitts 3GPP IMS or 3GPP2 MMD networks, the protectid the
HTTP traffic between trusted domains MAY be implertee using Network Domain Security as defined iGFP®-

TS 33.210] and [3GPP2-S.S0086] respectively.

The integrity and confidentiality protection forPStraffic SHALL be provided per the underlying SFPCore.

5.1.5 Authorization

For the authorization of HTTP requests, the XDMSAEH check that the identity of the requesting XDNha@s been granted
access rights to perform the requested operatidrs XDMS SHALL use the information in the X-XCAP-gerted-ldentity
HTTP header provided by the Aggregation Proxy tieieine the identity of the XDMC. When realized3@PP IMS or
3GPP2 MMD networks and the GAA is present, theftitenf the requesting XDMC SHALL be obtained frahe X-3GPP-
Asserted-ldentity or the X-3GPP-Intended-IdentifyTH? header.

For the authorization of SIP requests, when thélBIore network corresponds with 3GPP IMS or 3SGRRID networks,
the XDMS SHALL use the identity information in P-geted-Identity SIP header as defined in [3GPP-128] /
[3GPP2-X.S0013-004] to authorize the requesting XOM

For XCAP Resources in the Users Tree, Applicatisadés MAY define their own authorization policiés.the absence of
an Application Usage specific authorization polittye default SHALL be as follows:

1. The Primary Principal SHALL have permission to pemi all operations defined in Sections 6. IDbcument
Management’and 6.1.2 Subscribing to changes in the XML documénts

2. Principals other than the Primary Principal SHALDN have permissions to perform operations defined i
6.1.’Document Managementand 6.1.2;Subscribing to changes in the XML documents”

NOTE: Local policy may allow trusted applicaticimsbe granted some or all of the permissions ddfineSections
6.1.7’Document Managementand 6.1.2,Subscribing to changes in the XML documents”

For XCAP Resources in the Global Tree, Applicatisages defining the use of Global Documents SHAbécHy the
authorization policies associated with their use.

An HTTP “403 Forbidden” error response SHALL betgerthe XDMC if the HTTP request by the XDMC faits get
authorized by the XDMS per the authorization potiefined by the target Application Usage.

5.2 Common Extensions
52.1 URI Lists defined in Shared List XDMS

Various Application Usages may wish to refer to URits stored in the Shared List XDMS (see [XDM tDis The
<external> element provides the means to make i®ielences, in a similar manner across differerglidption Usages.

The attribute “anchor” of the <external> elemeRtARL contain a Node URI pointing to a <list> elenawvithin a
“resource-lists” document in the Shared List XDMS.

The value of the attribute “anchor” SHALL be pertcencoded as defined by the procedures in [RFC482&]on 6 before
it is inserted into a document.
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NOTE: There is an <external-list> condition eletn@efined in section 5.2.2. It points to URI Ligtshe Shared List
XDMS, against which the authorization rules arectffl according to [RFC4745].

Application Usages that utilize the <external> ed@tnSHALL resolve a Node URI only to URIs withiretBpecific <list>
element that is pointed to.

In order to avoid circular referencing when resadva URI List, an <external> element that has dlydseen resolved
SHALL be ignored.

5.2.2  Authorization Rules

Authorization rules (also called authorization pi@s) are based on the common policy frameworkridestin [RFC4745],
and extended by OMA-defined common extensionsdermito meet some additional requirements of OMAliagfions.
These include the need to:

» reference identities in external URI lists, whishan explicit non-goal of [RFC4745];

« enable the user to define a default rule that appti the absence of any other matching rule;

« allow rules to be matched based on hierarchicagutence assigned to the different types of allogeediitions,
prior to combining permissions;

» constrain, for predictability in UE design and arsgr expectation, the conditions in a rule to noentban a single
expression or set of expressions.

NOTE 1: Individual enablers may also define extensito [RFC4745] to meet application-specific neesiach extensions
must not change or cause to change the semantice obmmon extensions defined in section 5.2.2the
evaluation algorithm for combining permissions defi in section 5.2.2.4.

NOTE 2: An authorization policy using the extensialefined in this sub-clause must declare the
“urn:ietf:params:xml:ns:common-policy” and “urn:omenl:xdm:common-policy” namespace names in the XML
schema.

5221 Structure
The <conditions> element within a rule in an auidetion policy:
1) MAY include the <identity> condition element asidefd in [RFC4745];

2) MAY include the <external-list> condition element;

3) MAY include the <anonymous-request> condition eletne
4) MAY include the <other-identity> condition element;

5) MAY include the <media-list> condition element;
6) MAY include the <service-list> condition element.

NOTE: According to [RFC4745], a rule is applicaldea request only if all <conditions> child elemrsnof the rule
evaluate to TRUE. Therefore, if a rule containcanditions> child element from a hamespace that the
Application Server does not understand or supploet) that rule is not applicable.

The <conditions> element of a rule SHALL containmore than one of <identity>, <external-list>, <apmous-request>
or <other-identity>, but it MAY contain other elente (i.e. a <media-list> element and a <servide-kdement).

The <external-list> element MAY include the <entgtement. If present, the <entry> element SHALt!ude the “anc”
attribute, whose value SHALL be percent-encodededimed by [RFC4825] section 6 before it is insglitdo a document.

The <media-list> element SHALL include one of:

1) an <all-media-except> element or;
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2) alist of one or more media elements selected franist of possible media elements below.

List of possible media elements:

1) The <message-session> media element indicatingpeesased messaging as defined in [RFC4975];

2) The <pager-mode-message> media element indicatiggrpnode message requests as defined in [RFC3428];
3) The <file-transfer> media element indicating filartsfer as defined in [IM_TS];

4) The <audio> media element indicating a streamindiangpe as defined in [RFC3840];

5) The <video> media element indicating a streamindiengy/pe as defined in [RFC3840];

6) The <poc-speech> media element indicating a Po€ctpmedia type as defined[RoC_CP];

7) The <group-advertisement> media element indicaiggoup advertisement as defined in [XDM_Groupktended
Group Advertisemerits

8) Any elements from any other namespaces definingdiarelement.

The <all-media-except> element MAY include a lifbae or more media elements selected from theflippssible media
elements above.

The <audio>, <video> and <message-session> elements
1) MAY include the <full-duplex> element indicatingathmedia can be exchanged in both directions sametiusly;
or
2) MAY include the <half-duplex> element indicatingatimedia can be exchanged in only one directi@ntimhe; or
3) MAY include any element from any other namespacetfe purpose of extensibility; and

4) MAY include attributes from any other namespacegte purpose of extensibility.
The <pager-mode-message>, <file-transfer>, <poedpeand <group-advertisement> elements:

1) MAY include any element from any other namespacétfe purpose of extensibility; and

2) MAY include attributes from any other namespacegHe purpose of extensibility.
The <service-list> element SHALL include one of:

1) alist of one or more <service> elements or angnelgs from any other namespaces for the purposgtefsibility;
or

2) an <all-services-except> element.

The <all-services-except> element MAY include &disone or more <service> elements or any elenfeoits any other
namespaces for the purpose of extensibility.

The <service> element:

1) MAY include an attribute “enabler” including a stg defining an Enabler ;

2) MAY include attributes from any other namespacegHe purpose of extensibility to have other sexvic
identification definitions than using the “enablattribute;

3) MAY include any other elements from any other ngmaess for the purpose of extensibility to have ofieevice
identification definitions than using attributes.

52272 Data Semantics

If present in any rule, the <external-list> elem8RIALL match those identities that are part of al URt.
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If present in any rule, the <anonymous-requestmete SHALL match those incoming requests that lmeen identified as
anonymous.

NOTE 1: In certain cases, the <identity> conditiam also match anonymous requests. For exarhglenmany/> child
element of the <identity> condition matches anyauticated identity, either anonymous or not. Heeveany
rules matching the <anonymous-request> conditionldvbave precedence as described in section 5.2.2.4
“Combining Permissioris

When the SIP/IP Core corresponds to 3GPP IMS oPEIMD, an AS SHALL use the procedures as defimechapter
5.7.1.4 in [3GPP-TS_24.229]/[3GPP2-X.S0013-004§emtify the source of the anonymous request.

NOTE 2: If the authorization policy document indés a rule having an <anonymous-request> condiliement, an
XDMC should not specify another rule containing<aglentity> condition element with a <many/> chilement
and the same <actions> and/or <transformationgnezig(s) as the rule with the <anonymous-requestditon
element.

If present in any rule, the <other-identity> eletyevhich is empty, SHALL match all identities theae not referenced in
any rule. It allows for specifying a default policy

If present in any rule, the <media-list> elementA&H match incoming requests associated with paldicmedia types. A
<media-list> element with a list of media elemeBKALL be used to specify allowed media types. Aedin-list> element
with an <all-media-expect> element SHALL be usedgecify that all media types are allowed apannftbose listed as
child elements. The <media-list> condition SHALL densidered TRUE if any of its child media elementaluate to
TRUE, i.e., the results of the individual child mlents are combined using a logical OR. The <mkstia-condition SHALL
also be considered TRUE if all of the child medengents to an <all-media-except> element evaluaieA SE.

If neither a <full-duplex> nor <half-duplex> duplspecific sub element is included, it means thatdtcess rule is
applicable to both cases (i.e. half-duplex anddulblex).

If a child element of a media element is not knawmot supported, the child element SHALL be igaoaed evaluated as
FALSE.

NOTE 3: How the AS determines the media type ofitikeming request (i.e. in order to evaluate if@ch exists for a
rule containing the <media-list> condition) mustdpecified by the individual enabler.

If present in any rule, the <service-list> elem8HRIALL match incoming requests associated with &iqdar service. A
<service-list> element with a list of <service>mlnt SHALL be used to specify allowed servicess<sarvice-list> element
with an <all-services-expect> element SHALL be usespecify that all services are allowed apantfthose listed as child
elements. A <service-list> element with an <alivge-expect> element without any child element $HAe used to
specify that all services are allowed. The <serlist> element SHALL be evaluated to TRUE if oriét® child <service>
elements evaluates to TRUE. The <service-list> eldgr8HALL also be evaluated to TRUE if all of theld <service>
elements to an <all-services-except> element et@toaFALSE. The <service-list> element SHALL belenated to TRUE
if it contains an <all-services-except> elementwitt any child elements.

The <service> element SHALL be used to define dgicer

The attribute “enabler” SHALL specify the enablefiding the service. The “enabler” attribute SHAhg used only for
Open Mobile Alliance defined Enablers. The EnaBIHALL use the OMNA registered Enabler XML schemanadin token
as the value of the “enabler” attribute (e.g. “pm”the Push to talk over Cellular Enabler and™for the IM SIMPLE
Enabler).

NOTE 4: Usage of the <service> element outside GidA be done by extending the <service> element.

The enabler specifies how an Application Serverusmthe information in an incoming request to geize a request for a
service. A <service> element SHALL be evaluate@RVE if the incoming request to the Application 8arcontains the
information defined and to FALSE if not.
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5.2.2.3 XML Schema

The authorization policy document SHALL conformtie XML schema described in [RFC4745] Section 1t wie
extensions described in [XSD_commPol], in [XSD_gkt])XDM unique extensions to [RFC4745] and in daabnique
extensions to [RFC4745].

5.2.2.4 Combining Permissions

When evaluating any authorization policy documeaddal on [RFC4745] together with the extensionsriestin section
5.2.2.1 against a URI value, the algorithm for obitey the different rules that are applicable SHA¢ as follows:

1. Those rules matching the URI value against the rgmous-request> element SHALL take precedencetbese rules
based on matching it against an <identity> elemEmat is, if there are applicable rules based arorgmous-request>
matches, only those will be used for the evaluatibtihe combined permission

2. Those rules matching the URI value against thentie element SHALL take precedence over thoses'blased on
matching it against an <external-list> or an <otidentity> element. That is, if there are applieahlles based on
<identity> matches, only those will be used for évaluation of the combined permission.

3. Those rules containing an <other-identity> elen®1ALL be used for the evaluation of the combinedpssion only
if there are no other matching rules.

NOTE: The above algorithm for obtaining all the apdhiearules differs from that described in [RFC4745].

After the applicable rules have been derived basetthe above algorithm, the evaluation of the coratbipermission
SHALL be based on [RFC4745] Section 10.2.

5.2.3 Detailed Conflict Reports

Detailed conflict reports provide the means todatk the possible cause of a validation error. Ereybased on the
definition specified in [RFC4825], and extended®WA defined common extensions in order to handidations of
constraints defined by local policy appropriately.

The XDMC SHALL support the types of <error-elemenefined in [RFC4825] and this section. Other typeserror-
element> elements MAY be ignored by the XDMC. Iithes RECOMMENDED that the XDMS does not use otfees of
<error-element> elements than those defined in fR25] and this section.

5.2.3.1 Structure

The <extension> element defined in the xcap-eramnespace in [RFC4825] MAY include the <local-coaistr-failure>
error element.

The <local-constraint-failure> SHALL be used wheooastraint is violated that is defined by the Iqualicy.
The <local-constraint-failure> element:

1) MAY include the “phrase” attribute;

2) MAY include one or more <alt-value> elements whlk mandatory “field” attribute, providing one or rao
alternate values for the element or attribute iatgid by the “field” attribute;

3) MAY include one or more <description> elements véthoptional “lang” attribute, providing one or reor
descriptions documenting the local constraint failypossibly in different languages.

The <local-constraint-failure> SHALL NOT be usedewha constraint is violated that is defined byAlpglication Usage.
The <constraint-failure>, as defined in [RFC48ZF3}ALL be used for this, unless specified otherviigehe Application
Usage.

When the <local-constraint-failure> contains onenare <alt-value> elements, the XDMC MAY repeat X@AP request
in which the indicated field SHOULD be assigned ofhéhe proposed values.
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5.2.3.2 XML Schema

The <local-constraint-failure> element SHALL confoto the XML schema described in [XSD_xcapErr].

5.3 Common Application Usages
5.3.1 XCAP Server Capabilities

The XCAP Server Capabilities Application Usage wan XDMC to determine what extensions, Appliaatitsages, or
namespaces an XDMS supports before making a requesXDMS SHALL support the XCAP Server Capalsiiti
Application Usage, as defined in [RFC482X|[CAP Server Capabiliti€sThe XDMC MAY support the XCAP Server
Capabilities Application Usage.

5.3.2 XML Documents Directory

The XML Documents Directory Application Usage alan XDMC (corresponding to a given XUI) to fetch:
1. thelist of all XCAP managed documents correspapttirthat XUl across all XDMSs, or
2. thelist of all documents for a given AUID corregping to that XUl stored in an XDMS.

The XDMS SHALL support the XML Documents Directoipplication Usage, as defined below. The XDMC MAY
support the XML Documents Directory Application gsa

The XDMS SHALL support an Application Usage namedy:openmobilealliance.xcap-directory” and SHALLimain
one document in the Users Tree per XUl named ¢tbrg.xml”.

The structure of the “directory.xml” document SHAbE as follows: it is a well-formed and valid XMibclment encoded
in UTF-8 that begins with the root element <xcagediory>. It SHALL consist of a number of <foldegtements.

Each <folder> element SHALL have an attribute “4uwhose value corresponds to an AUID that the XDsd®ports and
for which there are documents in the Users Trez=dogresponding to a given XUI.

Every <folder> element SHALL consist of a numbekehtry> elements or an <error-code> element. Eacitry> element
SHALL contain a number of attributes, which are:

1. uri: this attribute SHALL be the Document URI or @mnent Selector for a document corresponding ®“dhid”
attribute value in the parent <folder> element ordhe given XUI.

2. etag: this attribute SHALL contain the server cotepletag value of the current instance of the XMtument
identified by the “uri” attribute value. (This alls the XDMC to determine whether the locally cachegy of a
document is up-to-date.

3. last-modified: this attribute is OPTIONAL. When peat, it SHALL contain the date and time the docotme
identified as above was last modified. (This allahws XDMC to determine if whether a document haangfed
recently or not.)

4. size: this attribute is OPTIONAL. When presen§HALL contain the size, in octets, of the documentdentified
above. (This can help an XDMC determine if it watatsipload the entire document or a fragment, asogpiate
based on any resource limitation such as bandwidth.

The <error-code> element SHALL contain the Statosl€Cand Reason-Phrase retrieved from the Statesdfithe received
HTTP response message returned by an XDMS (seed&I8]).

For an XCAP GET request targeted at the “direckony. document belonging to a user, for example, BRp://[XCAP
Root URI]/ org.openmobilealliance.xcap-directorgérs/sip:joe @example.com/directory.xml, all XDM$$CBJLD return
to the Aggregation Proxy the “directory.xml” documheontaining a <folder> element for each suppoAedD providing a
list of all XML documents associated with the regpe@ AUID for the user identified by sip:joe@exaepom. If an XDMS
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is aware of the XCAP Root URI, it SHALL include tB®cument URI as the value of the “uri” attribugturned to the
Aggregation Proxy; otherwise, it SHALL include tbecument Selector.

The Aggregation Proxy SHALL aggregate responses it XDMSs before sending the composite “directomyl”
document back to the XDMC. The content type ofrétarned “directory.xml” document SHALL be
“application/vnd.oma.xcap-directory+xml” as definedsection 5.3.2.2.

When the Aggregation Proxy receives an HTTP “200 @sponse it SHALL include all returned <foldernements in the
composite “directory.xml” document with the content

The Aggregation Proxy SHALL prepend the XCAP Ro®&IlWb the received “uri” attribute value if it caihs only the
Document Selector.

When an XDMS response is received with an errorsamgs, the Aggregation Proxy SHALL insert one <fotdelement and
containing an <error-code> child element with th@emessage included for every corresponding AUID.

For a XCAP GET request targeted at a specific AdiBpecified by the Node Selector, for a userefample URI
http://[[XCAP Root URI]/org.openmobilealliance.xcdpectory/users/sip:joe@example.com/directory.xmixeap-
directory/folder[@auid="org.openmobilealliance.gpsl], the XDMS serving the AUID SHOULD return toetlAggregation
Proxy a <folder> element containing a list of aMX documents associated with the AUID for the u3dre list in this
example would be a list of all documents for Griejonging to sip:joe@example.com. The content §dALL be
“application/xcap-el+xml”.

The Aggregation Proxy SHALL forward the responserfithe serving XDMS and send it back to the XDMC.
The character escaping SHALL be applied in HTTP kHpresentation according to [RFC4825] Section 6.3.
5.3.2.1 Application Unique ID

The AUID SHALL be “org.openmobilealliance.xcap-ditery” AUID.

5.3.2.2 MIME Type

The MIME type for this document SHALL be “applicativnd.oma.xcap-directory+xml”

5.3.2.3 Default Namespace

The default namespace SHALL be “urn:oma:xml:xdmpxd@ectory”

5.3.24 XML Schema
The XCAP directory document SHALL conform to the Kidlchema described in [XSD_xcapDir].

5.3.25 Additional Constraints
None.

5.3.2.6 Data Semantics

See section 5.3.2.

5.3.2.7 Naming Conventions

There SHALL be only one XCAP directory document JeH in each XDMS. The name of the XCAP directogcdment
SHALL be “directory.xml”.
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5.3.2.8 Data Interdependencies

For every document created/deleted/modified irf'tisers” tree for a particular XUl and Applicatiorséye, the XDMS
SHALL add/delete/update the appropriate <entrytdobliement in the appropriate <folder> elementhef ‘tdirectory.xml”
document corresponding to that XUI.

NOTE 1: This does not imply that the server mustialy store this “directory” document. All thistrequired is that the
XDMS is able to serve an up-to-date version of sudocument when requested.

The XDMS SHOULD NOT generate an etag value for‘thectory” document.

NOTE 2: This implies that conditional operatioms aot supported against the “directory” docum&he XDMC should
always refresh any cached copy.

5.3.2.9 Authorization Policies

The XDMS SHALL be the only Principal allowed to ate and maodify the “directory.xml” document. Thtiee Primary
Principal SHALL only be allowed to retrieve thisalonent.

The authorization policies for retrieving a “diregt.xml” document SHALL conform to those describedection 5.1.5.

5.4 Common Content Types

54.1 Search Document

The XDMC SHALL support the Search document if thBMC supports the search feature as described iclaude 6.1.3
“Searching forData in XML Documefits

The XDMS SHALL support the Search document if tHeNKS supports the search feature as described iclause 6.2.3
“Searching forData in XML Documefits

5411 Mime Type

The MIME type for the Search document SHALL be “&ggiion/vnd.oma.search+xml”.

54.1.2 XML Schema

The Search document SHALL conform to the XML schetascribed in [XSD_search].

54.1.3 Structure

The Search document SHALL conform to the XML schelascribed in subclause 5.4.1ML Schem3 with the
clarifications given in this subclause.

The <search> element:

* SHALL include the “id” attribute with the value uque among the Search Requests generated by thex&ihe.
The Search Request generated by the XDMC SHALLlugtela <request> element. The non-error response
generated by the XDMS SHALL include a <responsemeint. The value of the “id” attribute in case edponse
SHALL be the same as in the request for which gsponse was generated.

* MAY include the “max-results” attribute with the itive integer value indicating the maximum numbgresults
requested by the XDMC.

*  MAY include any other attribute for the purposesgfensibility

The <query> element SHALL include an XQuery expi@s$W3C-XQUERY]. It is RECOMMENDED to include the
XQuery expression into the CDATA section.
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The XQuery expression SHALL include one input fumct- collection. The collection of the data todsarched is created
as a set of all documents stored in the Users dfraa appropriate Application Usage, as a setlaf@uments in the
particular User’'s home directory of an appropriépplication Usage, or as a particular documenhagarticular User's
home directory of an appropriate Application Usagesuch, the parameter of the collection func&ALL be either the
string of “[AUID]/users/”, that of “[AUID]/users/[XJ1]”, or that of “[AUID]/users/[XUl]/<document_name. For example,

collection(“org.openmobilealliance.user-profile/ts=8)

represents all User Profile documents stored irJiers Tree on Shared Profile XDMS to which ther&e&equest is
targeted;

collection(“org.openmobilealliance.groups/usersjsigbloggs@example.com”)

represents all Group documents stored in the hareetdry of “sip:joebloggs@example.com” on Sharadp XDMS
to which the Search Request is targeted;

collection (“resource-lists/users/sip:joebloggs @egke.com/index”)

represents the URI List document with the nameé¥kidtored in the home directory of “sip:joebloggs@mple.com”
on Shared List XDMS to which the Search Requetstrigeted.

The <request> element MAY include any other elenoemtttribute from any other namespace for the pegpf
extensibility.

The <response> element MAY include any other eléroeattribute from any other namespace for thepse of
extensibility.

In addition, each Application Usage that suppdres$earch feature SHALL define one or more basicét@expressions
that are supported by the Application Usage. SwasichXQuery expressions allows the Application Wstgrestrict the data
that can be searched and also restrict the rgmattéded to the XDMC.

5.5 Global Documents

[RFC4825] specifies a Global Tree which is usedlé@e documents applicable to a particular ApglicatUsage but which
are not specific to any particular user. An exangblghis is the "xcap-caps" document (see secti8ri'XCAP Server
Capabilities”) describing the Application Usages supported bXBMS.

If Global Documents are used, each Application @sagALL describe how each Global Document is careséd and
whether there is any associated authorization pttiat controls the access to the Global Document.

Such a definition of a Global Document does notlyntipat the XDMS must actually store this Globalddment. But, this
implies that the XDMS SHALL always be prepared togess the requests against this Global Documehthencontents of
this document at any point in time SHALL always @edely represent the state of all documents (ayitbropriate
restrictions, if defined) in the Users Tree of toeresponding Application Usage.
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6. Description of Procedures at XDM Functional Entities
6.1 Procedures at the XDM Client

An XDM Client (XDMC) is an entity that accessesX@AP Resource in an XML Document Management Se(XBMS).
Such XCAP Resources correspond to elements ariloudis of an XML document. An XCAP Resource is tifead via an
HTTP URI following the conventions for constructibigrls in [RFC4825].

The Untrusted XDMC SHALL support the following seity functions:

1. authentication function described in section 5*Adthentication”;
2. client identity assertion function described intget5.1.2“XDM Client Identity Assertion;

3. HTTP traffic protection function described in seatis.1.4‘Integrity and Confidentiality Protection”

The XDMC SHALL, when generating HTTP requests, ude the User-Agent HTTP header as defined in [REGR®ith
the value set to “XDM-client/OMA2.0" to indicateahthe XDMC is compliant with this specification.

When the SIP/IP Core network corresponds with 3GF® or 3GPP2 MMD networks, the XDMC MAY be implented in
a UE or an AS as defined in [3GPP-TS_23.228] a@PB2-X.S0013-002] respectively.

6.1.1 Document Management

The XDMC SHALL support document management as dasiin this subsection.
6.1.1.1 XDM URI Construction

An XCAP URI represents an XML document , an elenvdgtttin an XML document or an attribute of an elemwith an
XML document stored in an XDMS. The rules for consting such XCAP URIs SHALL follow the rules deibed in
[RFC4825] Section 6 with the clarifications giventhis sub-clause.

NOTE 1: An XCAP URI would be of the form [XCAP RoOdRIJ/[AUID]/users/[XUl]/... (See Appendix C for exaples.)

The XCAP Root URI SHALL include host address of &ggregation Proxy in the XDMC’s home domain. ThBMC that
resides in an UE SHALL use the XCAP Root URI praigd to the XDMC as described in Appendix D “XDMC
Provisioning”. The XDMC that resides in an AS SHALUke the XCAP Root URI as preconfigured. The Tai3tBMC
SHALL have the possibility to address the XDMS dihg without going through the Aggregation Proxy;this case, the
XDMC SHALL be preconfigured per AUID with the hastidress of the XDMS, in addition to the XCAP Ro®&IU

The XDMC SHALL compare whether the XCAP Root URIlasfy XCAP Resource to be accessed is the same xOAP
Root URI that has been provisioned or preconfigulfetthe validation fails, the XDMC SHALL replacké XCAP Root URI
with the provisioned/preconfigured XCAP Root URI.

NOTE 2: The XDMC may become aware of XCAP Resautwving XCAP Root URI that differs from the onattfs
provisioned/preconfigured, e.g., via links.

The path segment corresponding to the XUl SHALbeithe a User Address that is a SIP URI of formsser@domain or
a Tel URI, e.g., tel:+1720-555-1212, identifying tArimary Principal of the document.

NOTE 3: If the User has multiple User Addressedlable, each single User Address constitutes dagendent and
unrelated XUI. For example, if a user has two Uslelksses of sip:user_publicl@example.com and
sip:user_public2@example.com, the XUIs of sip:ugablicl@example.com and sip:user_public2@exampte.co
represent two different XUIs. Any relationship betm User Addresses of a user, allowing e.g. intergbable
XUl usage, is out of the scope of this specifiqatio

If the user has both a Tel URI and its associatedR| then the XDMC SHALL use the SIP URI in preface to the Tel
URI as an XUI. Here the term 'associated' meartghiealel URI can be translated to the SIP URI nd versa, for
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interchangeable usage in the SIP / IP Core. Balirinslation and the interchangeable usage aref ¢t scope of this
specification.

If the Node Selector Separator is used in the XCHR, then:
* The Node Selector Separator SHALL convey the mepaindefined in [RFC4825].

* The Node Selector Separator SHALL appear only case@ URI separator (i.e. in the form of “/~~/").

* The Node Selector Separator SHOULD NOT be percectaed according to the procedures defined in [RFC
3986].

NOTE 4: Using double tilde or the percent-encofibethat as part of a name is still allowed. For egbamn‘/first~~last/”,
“ffirst~~/" and “/~~last/” are valid expressions.

6.1.1.2 XDM Operations

An XDMC manipulates an XML document by invoking t@én HTTP operations (defined in sub-sections bglowthe
XCAP Resource identified in the Request-URI of HIETP header.

The XDMC SHALL construct the Request-URI basedtsrknowledge of the Application Usage governing tislL
document.

An XDMC MAY implement the conditional operations [lXFC4825] section 7.11.

An XDMC MAY support HTTP compression using contentoding. If the XDMC utilizes HTTP compressionSHALL
set the Accept-Encoding header as defined in [REGR6

6.1.1.2.1 Create or Replace a Document

Creating or replacing an XML document SHALL folldatne procedures described in [RFC4825] Section 7.1.
6.1.1.2.2 Delete a Document

Deleting an XML document SHALL follow the procedsaréescribed in [RFC4825] Section 7.2.

6.1.1.2.3 Retrieve a Document

Retrieving an XML document SHALL follow the proceds described in [RFC4825] Section 7.3.

6.1.1.2.4 Create or Replace an Element

Creating or replacing an element in an XML docuntHALL follow the procedures described in [RFC483glction 7.4.
6.1.1.2.5 Delete an Element

Deleting an element in an XML document SHALL folldkae procedures described in [RFC4825] Section 7.5.
6.1.1.2.6 Retrieve an Element

Retrieving an element in an XML document SHALL &l the procedures described in [RFC4825] Sectién 7.

NOTE: When an XML-fragment is received as a resfili retrieve operation, the XML-fragment does @etays contain
all needed namespace bindings. XDMCs that do meady have knowledge about the namespace bindings m
fetch these by doing a separate namespace birelijugst as defined in Section 6.1.1.2.10.

6.1.1.2.7 Create or Replace an Attribute

Creating or replacing an attribute of an elemerarirK ML document SHALL follow the procedures debed in [RFC4825]
Section 7.7.
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6.1.1.2.8 Delete an Attribute
Deleting an attribute of an element in an XML doemSHALL follow the procedures described in [RF28BSection 7.8.
6.1.1.2.9 Retrieve an Attribute

Retrieving an attribute of an element in an XML daent SHALL follow the procedures described in [RBE5] Section
7.9.

6.1.1.2.10 Fetch Namespace Bindings

Fetching namespace bindings of an element or atériim an XML document SHALL follow the proceduresscribed in
[RFC4825] Section 7.10

6.1.2  Subscribing to changes in the XML documents

The XDMC MAY support subscription to changes in XMbcuments as described in this subsection.

6.1.2.1 Initial subscription

If the XDMC subscribes to changes in XML documettien it SHALL be done by sending a SIP SUBSCRIB#uest
according to [RFC3265] and [RFC5875] with the dleations given in the sub-clause 6.1.2.1.1 foifamsted XDMC and
sub-clause 6.1.2.1.2 for an Untrusted XDMC.

The responses to the SUBSCRIBE request SHALL bdlkdrin accordance with [RFC3265], [RFC5875], dmal t
procedures of the SIP/IP Core.

6.1.2.1.1 Trusted XDMC

An Trusted XDMC SHALL subscribe for the notificati@f changes in XML documents either via the Supton Proxy,
when documents from different AUIDs or differenetsare to be subscribed for, or directly to theM® when documents
from a single AUID and user are to be subscribed fo

When the XDMC subscribes for the notification ofinlges in the documents from multiple AUIDs or usérs XDMC:
1. SHALL set the Request-URI to the preconfigured SR identifying the Subscription Proxy;

2. SHALL include all relevant XCAP Resources in thalbof the SIP SUBSCRIBE request as described in
[RFC5875];

3. SHALL include an Accept header to indicate acceptabntent-type for notifications. The Accept haa8EALL
include the value “application/xcap-diff+xml” todicate support for partial XML updates describefRRC5874]
and SHALL include the values “multipart/related d&fapplication/rimi+xml” to indicate support forehevent
notification extension for resource lists describefRFC4662];

4. MAY indicate that it supports that the body of a NBY request is compressed by the GZIP algorithffQR952]
by including an Accept-Encoding header field witle walue “gzip” in the SIP SUBSCRIBE request;

5. SHALL send the SIP SUBSCRIBE request towards tiRIBICore according to the procedures of the SIedke.

When the XDMC subscribes for the notification ofinlges in the documents from a single AUID and asersingle service
instance, the XDMC:

1. SHALL set the Request-URI to either the XUI partlod XCAP URI pointing to the document(s) or to 81 or
TEL URI identifying the service instance (e.g. GuduRI| or Presence List URI), and set the “auid’gmaeter
defined in Appendix F.1AUID URI Parametetto the value of AUID of the requested document(s)

2. SHALL include all relevant XCAP Resources in thelpof the SIP SUBSCRIBE request as described in
[RFC5875];
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3. SHALL include an Accept header to indicate acceptabntent-type for notifications. The Accept haa8EALL
include the value “application/xcap-diff+xml|” todicate support for partial XML updates describefRRC5874];

4. SHALL send the SIP SUBSCRIBE request towards tt®IBICore according to the procedures of the Siedre.

When the SIP/IP Core corresponds with 3GPP IMSGRPB2 MMD an AS acting as the XDMC SHALL use 3GPFSIt
3GPP2 MMD requirements respectively, mechanismspaocedures as defined in chapter 5.7.3 [3GPP-T329}
/[3GPP2-X.S0013-004] with the clarifications giviarthe respective sub clauses.

When the SIP/IP Core corresponds with 3GPP IMSGPB2 MMD, and the XDMC resides in an Applicatiom&e (e.g.
PoC Server) the mechanisms of the “Application 8eacting as originating User Agent” SHALL be apglias defined in
[BGPP-TS_24.229]/[3GPP2-X.S0013-004] section 5and@ setting its Public User Identity or the Puklser Identity of the
user on which the Application Server is acting ehdlf on in the P-Asserted-ldentity header.

6.1.2.1.2 Untrusted XDMC
The Untrusted XDMC:

1. SHALL set the Request-URI to the SIP URI of the Suiption Proxy if that SIP URI was provisionedbe
XDMC as described in Appendix DXDMC Provisioning; or

2. SHALL set the Request URI to the XUI part of the XCURI pointing to the document(s) to be subscrifeedand
set the “auid” parameter defined in Appendix FAUTD URI Parametetto the value of AUID of the requested
document(s), if the SIP URI of the Subscriptiony®raas not provisioned to the XDMC,;

3. SHALL include all relevant XCAP Resources in thalbof the SIP SUBSCRIBE request as described in
[RFC5875]; In case that the SIP URI of the SubsicipProxy was not provisioned to the XDMC, the XEA
Resources subscribed in a single subscription SHBé¢from a single AUID and single user;

NOTE: The mechanism used by the XDMC to retridneeDocument Selector, Node Selector or part of the
Document Selector used to identify the collectisrdascribed in [RFC5875] of the XCAP Resourcesto b
watched is out of scope of the present specifinatio

4. SHALL include an Accept header to indicate acceptabntent-type for notifications. The Accept hea8BIALL
include the value “application/xcap-diff+xml” todicate support for partial XML updates describefRRC5874]
and SHALL, if the Subscription Proxy SIP URI wa®syisioned to the XDMC as described in AppendixXDMC

Provisioning, include the values “multipart/related” and “ajmaltion/rImi+xml” to indicate support for the event

notification extension for resource lists describefRFC4662];

5. MAY indicate that it supports that the body of a NBY request is compressed by the GZIP algorithfRGR952]
by including an Accept-Encoding header field witle alue “gzip” in the SIP SUBSCRIBE request; and

6. SHALL send the SIP SUBSCRIBE request towards tli®IBICore according to the procedures of the Siedre.

When the SIP/IP Core corresponds with 3GPP IMSGRPB2 MMD, a UE acting as the XDMC SHALL use 3GPRSIbt
3GPP2 MMD requirements respectively, mechanismspancedures as defined in chapter 5.1 in [3GPP-4222] /
[3GPP2-X.S0013-004].

6.1.2.2 SIP NOTIFY processing

Upon receiving an incoming SIP NOTIFY request ikgiart of the same dialog as the previously séAtS2JBSCRIBE
request the XDMC
1. SHALL handle the request according to [RFC3265FE(R875], [RFC4662] and the procedures of the SIBORe;

2. SHOULD update the stored XML document based orirtfegmation in the SIP NOTIFY request. The struetof
the information in the body of SIP NOTIFY requestiefined [RFC5875], [RFC4662] and section 6.6.
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An XDMC indicating support for GZIP compression SHA when receiving a NOTIFY request with the CorntEmcoding
header field with the value “gzip”, decompresstbeeived body as defined by [RFC1952] before perfiog processing of
the natification.

When the SIP/IP Core corresponds with 3GPP IMSGI®PRB2 MMD, the XDMC SHALL use 3GPP IMS or 3GPP2 MMD
requirements respectively, mechanisms and procedisrdefined in [3GPP-TS_24.229] / [3GPP2-X.S00048-With the
clarifications given in this sub-clause.

6.1.3  Searching for Data in XML Documents

The XDMC MAY support searching for data in XML dounents using Limited XQuery over HTTP as descrilethis
subsection.

When performing a search operation, the XDMC SHAjdnerate the Search Request by using HTTP POS€Estqu
containing a Search document as defined in ch&pet “Search Documeht

The HTTP Request-URI for the Search Request SHA¢ kcdnstructed as http://[XCAP Root
URI)/org.openmobilealliance.search. For routinggmses, the HTTP Request-URI of the Search ReqisLISinclude
the mandatory query parameter of “target” and whadee is equal to the parameter of the colledtiput function of the
XQuery request in the Search document that idestifie document(s) to be searched as describedtinrs5.4.1'Search
Document” When the search target is the set of all docusngtotred in the Users Tree of an appropriate Apfptia Usage,
there needs to specify which domain is to be searfbr. For the identification of target search @amthe HTTP Request-
URI of the Search Request MAY include the optiaqatry parameter of “domain” and whose value inciutieme’ to
request home domain search, ‘all’ to request t@pdphe search to all possible remote domaingrget domain names to
request the particular domain to be searched. Meltialues are separated using the percent enedu&zspace (i.e.,
“%20") as specified in [RFC3986]. The default iqgetation in the absence of “domain” query param8t¢ALL be home
domain search.

When using the “target” and “domain” query parametee HTTP Request-URI for the Search Request SHid.
constructed as http://[[XCAP Root URI]/org.openmedlliance.search?target=[value of collection input
function]&domain=[home, all, or target domains].

Example: http://xcap.example.com/org.openmobilaatie.search?target=org.openmobilealliance.user-
profile/users/&domain=all

Example: http://xcap.example.com/org.openmobileatie.search?target=org.openmobilealliance.user-
profile/users/&domain=home%20example.com%?20examqbe?

The Search Request SHALL include the XML body @& tlontent type “application/vnd.oma.search +xmltiened in
chapter 5.4.1"MIME Type”.

The XQuery expression in the Search Request SHAIrfarm to the constraints as defined by the tafgtlication Usage
to be searched for.

The XDMC MAY limit the number of Search resultsnggithe optional “max-results” attribute of the <sder element in
the Search document.

6.2 Procedures at the XDM Server

An XDMS is a HTTP origin server that manipulatesXZResources according to the conventions desciibgRiFC4825],
and processes Search Requests.

An XDMS SHALL authorize the requests as descrilvesction 5.1.5Authorization”.

An XDMS receiving an HTTP POST request containingd TP Request-URI of the form http://[XCAP Root /R
org.openmobilealliance.search SHALL be processetkasribed in chapter 6.2.3. All other HTTP POSjuests SHALL
be rejected with an HTTP “405 Method not alloweeSponse.

An XDMS receiving an XCAP Request SHALL processtthguest as described in section 6.Db¢ument Management
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The XDMS MAY, when generating HTTP responses towa(®MC, include the Server HTTP header as defined i
[RFC2616] with the value set to “XDM-serv/OMA2.03 tndicate that the XDMS is compliant with this sifieation.

When the SIP/IP Core network corresponds with 3GF® or 3GPP2 MMD networks, the XDMS SHALL be implented
in an AS as defined in [3GPP-TS_23.228] and [3GRFEB013-002] respectively.

6.2.1 Document Management

The XDMS SHALL support document management as deestin this subsection.
An XDMS SHALL conform to [RFC4825] section 8.5 fire management of Etags.
An XDMS SHALL implement the conditional operatiooE[RFC4825] section 7.11.

If the XDMS implements parallel processing of regfseit SHALL ensure the integrity of the resultiohgcument.
6.2.1.1 PUT handling

HTTP PUT requests targeted at an XCAP Resource $H¥sl processed as described in [RFC4825] Sectibn 8.

Additional validation constraints might be appligtich may result in a HTTP “409 Conflict” error gsmse. An HTTP
“409 Conflict” error response SHALL include a dooemm in the HTTP body that conforms to that defimefRFC4825]
Section 11 and the extensions defined in this fipatibn Section 5.2.3Detailed Conflict Reports

For additional details of the handling of thoses fRFC4825] Section 8.2.5 and this specificatioati®a 5.2.3'Detailed
Conflict Reports” Other specifications MAY define the value of tiphrase” attribute, which contains text for rendegrio a
human user, that is optionally present in an eztement identifying an error condition.

6.2.1.2 GET handling

HTTP GET requests targeted at an XCAP Resource $H¥ processed as described in [RFC4825] Sectidn 8.

6.2.1.3 DELETE handling

HTTP DELETE requests targeted at an XCAP ResourtBLE be processed as described in [RFC4825] Se@idn

6.2.2  Subscriptions to changes in the XML documents

The XDMS MAY support subscription to changes in XMbacuments as described in this subsection. Ifigion to
changes is not supported the XDMS SHALL return appate error response upon reception of a SIP STBBBE request
for the “xcap-diff” event defined in [RFC5875].

6.2.2.1 Initial subscription
Upon receiving a SIP SUBSCRIBE request for the fxddf” event defined in [RFC5875] the XDMS:

1. SHALL perform necessary checks on the XCAP resaulisted in the body of the SUBSCRIBE request.dsec
that any resource is not recognized as resourae dgpropriate Application Usage, the XDMS SHAL Luret the
SIP “404 Not found” error response;

2. SHALL perform the necessary authorization checkgheroriginator. When the SIP/IP Core correspondGPP
IMS or 3GPP2 MMD the XDMS SHALL use the "P-AsseHédeéntity" as defined in [3GPP-TS_24.229]/[3GPP2-
X.S0013-004] to ensure that this particular XDM@ighorized to track the document changes. If thieaization
check fails, the XDMS SHALL return the SIP "403 Biolden" error response;

a. For documents in the Users tree, by default the&m Principal of the document SHALL be authorited
subscribe to the “xcap-diff” event package;
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b. For documents in the Global Tree, other princigalg. XDMCs residing in the UE and Application
Servers) MAY be authorised to subscribe based cal fwolicy or other enabler-specific policy;

c. Additional authorization policy MAY be defined fan Application Usage in the respective application-
specific XDM Technical Specifications.

3. SHALL create a subscription to changes of XML doeuis listed in the body of the SIP SUBSCRIBE retjass
described in [RFC5875];

4. SHALL send a SIP “200 OK” in accordance with [RFGSP [RFC5875], and the procedures of the SIP/IRRCo

5. SHALL generate and send an initial SIP NOTIFY regjuses specified in sub-clause 6.2.2xherating a SIP
NOTIFY request

When a change in the subscribed document occer$BMS SHOULD generate and send a SIP NOTIFY retgaes
specified in sub-clause 6.2.2.&é&nerating a SIP NOTIFY requést

When the SIP/IP Core corresponds with 3GPP IMSGRPB2 MMD, the XDMS SHALL use 3GPP IMS or 3GPP2 MMD
requirements respectively, mechanisms and procedsreefined in [3GPP-TS_24.229] / [3GPP2-X.S00048-With the
clarifications given in this sub-clause.

6.2.2.2 Generating a SIP NOTIFY request

If the “xcap-diff” event is supported the XDMS SHAIlgenerate a SIP NOTIFY request as described ifRR€3265] and
[RFC5875] with the clarifications given in this saolause.

The XDMS
1. SHALL include an “application/xcap-diff+xml” bodysadefined in [RFC5874];
2. SHALL send the SIP NOTIFY request towards the $1RIbre according to the procedures of the SIP/Ife,Co

The responses to the SIP NOTIFY request SHALL bwlleal in accordance with [RFC3265], [RFC5875], el
procedures of the SIP/IP Core.

When the SIP/IP Core corresponds with 3GPP IMSGRPB2 MMD, the XDMS SHALL use 3GPP IMS or 3GPP2 MMD
requirements respectively, mechanisms and procedisrdefined in [3GPP-TS_24.229] / [3GPP2-X.S00048-With the
clarifications given in this sub-clause.

6.2.3  Searching for Data in XML Documents

The XDMS MAY support searching for data in XML doeeants using Limited XQuery over HTTP as descrilvethis
subsection.

The Search Request SHALL contain a Search docuaseti¢fined in chapter 5.4.$éarch Documetit
Upon receiving the Search Request, the XDMS:

1. SHALL verify whether the Search document includethie body of the Search Request conforms to thetste
defined in chapter 5.4.1.38tructure;

2. SHALL get the AUID from the “collection” input funion of the XQuery and based on this AUID validtite
XQuery expression included in the body of the Se&equest against the XQuery restrictions as defiryethe
corresponding target Application Usage of the XDMS.

When the XQuery expression fits to the definedriefins, the XDMS SHALL execute the query overX@@ML documents
stored in the Users Tree of the corresponding Apfibn Usage included in the “collection” input @tion of the XQuery
request. The XDMS SHALL based on the results ofcphery generate a response.

In case that “max-results” attribute is includedhie Search Request, the XDMS SHALL include inrgsponse only the
number of results of the Search up to and incluthegvalue specified in the “max-results” attribute
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The XDMS MAY restrict the number of results of tBearch based on local policy.

In addition, each Application Usage that suppdres$earch feature SHALL define one or more basicét@expressions
that are supported by the Application Usage. SwasichXQuery expressions allows the Application Wstgrestrict the data
that can be searched and also restrict the rgmattéded to the XDMC.

Each request violating defined restrictions SHAld responded with HTTP “409 Conflict” error respomgth the
<constraint-failure> error condition element define [RFC4825]. If the basic XQuery expressionsliefned by the
corresponding Application Usage do not allow:

» the Search operation as requested in the includ@aeXy expression, the “phrase” attribute, if itnsluded,
SHOULD be set to “Search request not allowed”;

» the types of Search Result as requested in thededl XQuery expression, the “phrase” attributé,iff included,
SHOULD be set to “Search result types not allowed”.

6.3 Procedures at the Aggregation Proxy

The Aggregation Proxy is the contact point for Wsted XDMC to access XCAP Resources stored in XDM®.
Aggregation Proxy is also the contact point forstead XDMC to access XCAP resources stored in an %Qi¥la remote
network.

The Aggregation Proxy:
1. SHALL act as an HTTP Proxy defined in [RFC2616] dedconfigured as an HTTP Reverse Proxy [RFC 3040];

2. SHALL, upon receiving an XCAP or HTTP request taegeto the Aggregation Proxy, authenticate theigiting
Untrusted XDMC as specified in the subclause 5'‘Authentication”;

3. SHALL, upon the successful authentication, aseeridentity of the originating XDMC as describedlie
subclause 5.1.2(DM Client Identity Assertion;

4. SHALL forward the requests as described in the lsuise 6.3.IHTTP Request Handling”

6.3.1 HTTP Request Handling

6.3.1.1 General

Upon receiving an XCAP Request targeted to the Agafion Proxy, the Aggregation Proxy:

1) SHALL check whether the domain of the XUl matchethwhe domain of the Aggregation Proxy;
2) SHALL perform one of the following:

a) If the domain of the XUI matches with the domairtted Aggregation Proxy, forward the XCAP requedhi®
corresponding XDMS based on the HTTP Request-URI; o

b) If the domain of the XUl does not match the donwfithe Aggregation Proxy, forward the XCAP requesthe
Cross-Network Proxy.

Upon receiving an HTTP POST request containing @amPRequest-URI of the form http://[XCAP Root URI]/
org.openmobilealliance.search, the Aggregation PBHALL forward the HTTP POST request to the Sedrodxy.

Upon receiving the responses to the XCAP RequestAggregation Proxy SHALL aggregate and forwagposses back to
the XDMC.

Upon receiving the responses to the HTTP POST sgtiee Aggregation Proxy SHALL forward the respemback to the
XDMC.
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The Aggregation Proxy MAY, when generating HTTPp@sses to XDMC (e.g., when challenging the XDMC for
authentication), include the Server HTTP headeiB®16] with the value set to “XDM-proxy/OMA2.0" fadicate that the
Aggregation Proxy is compliant with this specificat

NOTE: It is out of scope of this specification htive Aggregation Proxy to handle the received Sai#rP headers
included in the received HTTP responses, when gagtjreg and forwarding those HTTP responses to XDMC.

The Aggregation Proxy SHALL protect the HTTP traffietween the Untrusted XDMC and the Aggregatiaxyas
specified in section 5.1.4ntegrity and Confidentiality Protection”

6.3.1.2 Error Cases

If the Aggregation Proxy receives an HTTP requasidted at an XCAP Resource whose Application Usaget
recognized or understood, the Aggregation ProxXy[@MS SHALL reject the request with an HTTP “404 Nedund” error
response

Upon receiving an HTTP request containing an HTEURst-URI of the form http://[XCAP Root URI]/
org.openmobilealliance.search where HTTP Methatifisrent from POST, the Aggregation Proxy SHALlje the
request with an HTTP “405 Method not allowed” enmresponse.

Upon receiving an HTTP POST request that doesamthin an HTTP Request-URI of the form http://[XCRBot URI]/
org.openmobilealliance.search, the Aggregation Y&HALL reject the request with an HTTP “405 Methuat allowed”
error response.

6.3.1.3 XCAP Server Capabilities retrieval
Upon receiving an XCAP GET request for the “xcapsiaAUID (described in section 5.3.1), the AggregatProxy:

1. SHALL act as an HTTP Reverse Proxy;

2. SHALL obtain XCAP Server Capabilities from all XDM$hat serve the request originator. To perform thi
operation the Aggregation Proxy SHALL forward thEXP request to all XDMSs that serve the requesjiraitor
and if the target XDMSs respond with HTTP “200 Ot€5ponse, collect the <auid>, <extension> and <spate>
elements.

3. SHALL return the HTTP “200 OK” response with thepfdication/xcap-caps+xml” body including all receds
<auid>, <extension> and <namespace> elements.

Upon receiving any other XCAP requests than XCAF & an “xcap-caps” document, the Aggregation Rr8iALL
respond with an HTTP “405 Method Not Allowed” resge.

6.3.1.4 XCAP Directory retrieval

Upon receiving an XCAP GET request for the “orgrapebilealliance.xcap-directory” AUID (describedsaction 5.3.2),
the Aggregation Proxy:

1. SHALL act as an HTTP Reverse Proxy;
2. SHALL obtain the requested XCAP Directory from tt@responding XDMSs that serve the request origmdto
perform this operation the Aggregation Proxy SHALL:

a. forward the XCAP request either to all XDMSs thatve the request originator if the request is tmdjat
the directory document, or to the XDMS serving $pecific AUID if the request is targeted at a sfieci
AUID as specified by the Node Selector;

b. if the target XDMSs responded with HTTP “200 OK%pense, collect the <folder> elements;

c. prepend the XCAP Root URI to the received “uritibute value if it contains only the Document
Selector.
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3. SHALL return the HTTP “200 OK” response, eitherlwihe “application/vnd.oma.xcap-directory+xml” botifnat
contains xcap-directory document including all reed <folder> elements if the request was targetetie
directory document, or with the “application/xcdpsaml” body that includes the received <folder>rakmt for a
specific AUID if the request was targeted at a g@etNode Selector.

Upon receiving any other XCAP requests for an ‘@pgnmobilealliance.xcap-directory” document thanARGGET, the
Aggregation Proxy SHALL respond with an HTTP “40%tlod Not Allowed” response.

6.3.2 Compression
The Aggregation Proxy MAY support compression usiogtent encoding.

If the Aggregation Proxy supports compression iA&H follow the procedures defined in [RFC2616].

6.4 Procedures at the Search Proxy

The Search Proxy performs request forwarding /aesg aggregation procedure for HTTP traffic cagyBearch Requests /
Search Responses as described in this subclause.

The Search Proxy SHALL share the XDMC authentica#iod its identity assertion provided by the Agatem Proxy as
described in section 5.1"8uthenticated Identity Sharing.”

The Search Proxy SHALL protect the HTTP trafficdascribed in section 5.1%thtegrity and Confidentiality Protection”

When the SIP/IP Core network corresponds with 3GF® or 3GPP2 MMD networks, the Search Proxy MAY be
implemented in an AS as defined in [3GPP-TS_23.228][3GPP2-X.S0013-002] respectively.

6.4.1  Search Request Forwarding

Upon receiving the HTTP Search Request, the Sdznmky:
1. SHALL get the AUID from the “target” query parametecluded in the HTTP URI

2. SHALL get the target search domain information fribra optional “domain” query parameter includedhie HTTP
URI:

a. Ifthe “domain” query parameter does not exist,\thkie of the “domain” parameter is “home” or treue
of the “domain” parameter includes the same taigetain as is the domain of the Search Proxy hagdlin
the Search Request, the Search Proxy SHALL forwedEearch Request to the appropriate XDMS based
on the AUID;

b. If the "domain” query parameter value is “all”, tBearch Proxy SHALL forward the Search Requedteo t
appropriate XDMS based on the AUID and also SHA&twfard the Search Request to the Cross-Network
Proxy for each domain defined by the local poli€yhe Search Proxy if inter-domain search is retpees
and supported. When forwarding the Search RegoeketCross-Network Proxy, the Search Proxy
SHALL set the value of the “domain” query parametethe domain of the targeted remote network; and

c. Ifthe “domain” query parameter includes one or enarget domain names, the Search Proxy SHALL
forward the Search Request to the Cross-NetworkyFimr each target domain different than the domain
of the Search Proxy handling the Search Requégkif-domain search is requested and supportednWhe
forwarding the Search Request to the Cross-Net®Rooky, the Search Proxy SHALL set the value of the
“domain” query parameter to the domain of the tleedeemote network.

6.4.1.1 Error Cases
If the Search Proxy receives an HTTP Search Requleste:

e The HTTP Method is different from POST, the Sed?obxy SHALL reject the request with an HTTP “405 thiesd
Not Allowed” error response.

e The value in “target” query parameter is not reépgth as known Application Usage, the Search Pra#xlS.
reject the request with an HTTP “409 Conflict” erresponse with the <constraint-failure> error dbad element
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defined in [RFC4825]. If included, the “phrase’rdittite SHOULD be set to “Search not supportedtididated
Application Usage”.

6.4.2 Search Response Aggregation

Upon receiving the responses for the Search ResjubstSearch Proxy:

 SHALL forward the response back to the originatocase that the corresponding Search Request weartted to
single XMDS.

» SHALL aggregate and forward responses back to filggnator in case that the corresponding SearcluBgigvas
forwarded to multiple XDMSs in different domains.

When the responses from multiple XDMSs in differdoinains are aggregated, the Search Proxy SHALUrertkat the
total amount of results do not exceed the valugnaix-results” attribute in corresponding Search lrRey if included. The
mechanism of the selection of the subset of resultase that total amount of aggregated resuligizer than requested by
the XDMC is out of scope of this specification.

NOTE: It is out of scope of this specification htive Search Proxy to handle the received Server Hie&@ers included in
the received HTTP responses, when aggregatingaanafding those HTTP responses towards XDMC.

6.5 Procedures at the Cross-Network Proxy
The Cross-Network Proxy SHALL act as an HTTP Prdafined in [RFC2616] with the following clarificatns.

Upon receiving XCAP requests from the Aggregatiooxly or Search Requests from the Search ProxyCthes-Network
Proxy:

1. SHALL be configured as an HTTP Reverse Proxy (§#€7J3040]);

2. SHALL share the XDMC authentication and its idgnéissertion with the Aggregation Proxy and the &e&roxy
as described in section 5. 2X®M Client Identity Sharing’}

3. SHALL verify whether the target remote domain iswsted domain;
4. SHALL forward the request to the Cross-Network Brokremote network;

a. When forwarding an XCAP request, the Cross-Netwndxy SHALL set the XCAP Root URI of the
forwarded XCAP request to the XCAP Root URI of thmote network based on the domain of the XUI.

b. When forwarding a Search Request, the Cross-NetRoky SHALL set the XCAP Root URI of the
forwarded Search Request to the XCAP Root URI efrémote network based on the “domain” query
parameter and SHALL remove the “domain” query patamnfrom the HTTP URI.

5. SHALL protect the HTTP traffic as described in $&ets.1.4Integrity and Confidentiality Protection”
Upon receiving XCAP requests or Search Requests femnote networks, the Cross-Network Proxy:
1. SHALL be configured as an HTTP Reverse Proxy (&&J3040]);

2. SHALL share the XDMC authentication and its idenéissertion with the originating network as desuliin
section 5.1.3XDM Client Identity Sharing”if they are from trusted domains;

3. SHALL verify whether the Cross-Network Proxy ispessible for the target domain of the received XCAP
requests or Search Requests;

4. SHALL forward XCAP requests to the Aggregation Braxd forward Search Requests to the Search Proxy;

5. SHALL protect the HTTP traffic as described in $&ets.1.4"Integrity and Confidentiality Protection”
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6.5.1 Error Cases

If the Cross-Network Proxy receives an XCAP request Search Request for a target domain thanivtisesponsible for,
the Cross-Network Proxy SHALL reject the requeghvein HTTP “404 Not Found” error response.

If it receives an XCAP request or a Search Reduest an untrusted remote network, the Cross-NetviRscky SHALL
reject the request with an HTTP “403 Forbiddenberesponse.

6.6 Procedures at the Subscription Proxy

The Subscription Proxy is the contact point for ¥i2MC to subscribe for notification of changes iMK documents stored
in any XDMS.

The Subscription Proxy SHALL act as a Resource &@&stver as defined in [RFC4662] with the followicigrifications.

Upon receiving the subscription request for theafxcliff” event package, the Subscription Proxy SHAGr each entry in
the resource list included in the body of the SUBSCRIBE request generate a back-end subscriptitimet appropriate
XDMS or Subscription Proxy in remote network. ThéScription Proxy SHALL include XCAP Resources frdm same
AUID and user in a single back-end subscription.

Each back-end subscription SHALL be realized bydgana SIP SUBSCRIBE request according to [RFC3 26
[RFC5875] with the following clarifications:

» The Subscription Proxy SHALL check whether the ugse list entry indicates a collection, a docunfesrn the
Global Tree, or a document from the Users Tree.

o For documents from the Global Tree, the Subscripgfimxy SHALL set the request URI to the SIP URI
obtained from the P-Asserted-ldentity SIP headentiflying the request initiator and set the “auid”
parameter defined in Appendix F.AUID URI Parameterto the value of the AUID of the document.

o0 For documents from the Users Tree, the Subscriftromy SHALL check the domain from the XUl in the
Document Selector.

=  When the domain is the same as the domain of thecBption Proxy, the Subscription Proxy
SHALL set the Request URI to the XUI from the Do@mhSelector and set the “auid” parameter
defined in Appendix F.1AUID URI Parametérto the value of AUID of the document.

=  When the domain is different from the domain of $&dbscription Proxy, the Subscription Proxy
SHALL set the Request URI to the preconfigured 8M identifying the Subscription Proxy in
the remote network. The Subscription Proxy SHALtlule all XCAP Resources in the same
remote domain in one back-end subscription, regasdbf the AUID or XUI of the document. If
no such SIP URI is preconfigured for the SubsaripfProxy in remote network, the Subscription
Proxy SHALL set the Request URI to the XUI from hecument Selector and set the parameter
defined in Appendix F.1AUID URI Parametérto the value of AUID of the document.

o For the collection “/” the Subscription Proxy SHAlgenerate back-end subscription to each precormfityur
XDMS in the same domain for each AUID that supptressubscription for notification of changes in
XML documents and replace the value “/” with théuea/[AUID]/users/[XUI]” where the SIP URI
received in the P-Asserted-ldentity header is @sedn XUl value. The Subscription Proxy SHALL det t
Request URI for each AUID as the SIP URI from thad3erted-ldentity SIP header identifying the
request initiator and set the “auid” parameterrdsdiin Appendix F.XAUID URI Parameter” to the value
of the AUID as preconfigured.

o For the collection “/[AUID]/” or "[[AUID]/users/” he Subscription Proxy SHALL generate back-end
subscription to the appropriate XDMS and replageviddue “/[AUID]/” or “/[AUID]/users/” with the valie
“/[AUID]/users/[XUI}/” where the SIP URI receivedhithe P-Asserted-ldentity header is used as an XUl
value. The Subscription Proxy SHALL set the Requ#Rt for each AUID as the SIP URI from the P-
Asserted-ldentity SIP header identifying the requ@ator and set the “auid” parameter defined in
Appendix F.2'AUID URI Parameter to the value of the AUID from the collection.
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NOTE: This is in contradiction with [RFC5875] buatrfsome Application Usages, the User can havepgsitege also
to documents owned by other users and so usingcaliettion can generate very long notifications.

Upon receiving the SIP NOTIFY from the back-endsaulption, the Subscription Proxy SHALL generatéifioation
according to procedures described in [RFC4662] wiehfollowing clarifications:

*  The “uri” attribute of the <list> element SHALL ihme the domain of the Subscription Proxy geneggttire
notification.

e The value of the “uri” attribute in the <resourcglement SHALL include the XUl and “auid” paramedtiexfined in
Appendix F.1 AUID URI Parametéras was included in the Request URI of related SIBSCRIBE request in
case of documents from the Users Tree.

e The value of the “uri” attribute in the <resourcglement SHALL include the SIP URI obtained from Ehe
Asserted-ldentity header of related SIP SUBSCRI8fuest and “auid” parameter defined in Appendix“AWUID
URI Parametefas was included in the Request URI of related SUBSCRIBE request in case of documents from
the Global Tree in the same domain.

* The value of the “uri” attribute in the <resourcglement SHALL include the domain from the SIP URthe
Subscription Proxy in remote network in case ofudoents from the remote network obtained using as&ition
Proxy in the remote network.

If a received SUBSCRIBE request contains an Ac&qeding header field with the value “gzip”, thebSaription Proxy
SHALL, dependent on local policy, compress the N©Ttequest body using the GZIP algorithm [RFC19%&2] add a
Content-Encoding header field with the value “gzipthe NOTIFY request before sending the NOTIFYuest to the
SIP/IP Core.
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Appendix A. Change History (Informative)
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Appendix B.  Static Conformance Requirements (normative)
The notation used in this appendix is specifiefB@GRRULES].

The SCRs defined in the following tables includeRSGr:

» Aggregation Proxy
« XDMS

« XDMC

» Search Proxy

»  Cross-Network Proxy

The following tags are used in the Function columidentify the relationship of the requirementgshiis enabler release
[XDM_ERELD-V2_0] with the requirements of the preus enabler release [XDM_ERELD-V1_1]:

o XDMvl.1 - Requirement that is the same in this é&rafelease [XDM_ERELD-V2_0], as in the previousbler
release [XDM_ERELD-V1_1].

o XDMv2.0 — Requirement that is new in this enabiease [XDM_ERELD-V2_0].

o XDMvl.1mod — Requirement that exists in the presienabler release [XDM_ERELD-V1_1], but is modifiad
this enabler release [XDM_ERELD-V2_0].

B.1 XDM Client
B.1.1 Untrusted XDMC

Item Function Reference Requirement

XDM_Core-XOP-C-001-M Support rules for constructiM 6.1.1.1
URIs (XDMv1.1)

XDM_Core-XOP-C-002-M Including User-Agent HTTP head | 6.1
with the required value (XDMv2.0)

XDM_Core-XOP-C-003-M Support for XDM Operations 6.1.1.2
(XDMv1.1)

XDM_Core-SUB-C-001-O Initial Subscription using t8& 6.1.2.1 XDM_Core-SUB-C-002-O
SUBSCRIBE message
(XDMv2.0)

XDM_Core-SUB-C-002-O Processing Received SIP NOTIFY]| 6.1.2.2 XDM_Core-SUB-C-001-O

Request (XDMv2.0)

XDM_Core-SEC-C-001-M Support HTTP Digest autheritaa | 6.1, 5.1.1
(XDMv1.1)

XDM_Core-SEC-C-002-M Support HTTP over TLS using th | 6.1,5.1.4
required cipher suite (XDMv1.1)

XDM_Core-SEC-C-003-O Support other cipher suitefingd in | 6.1, 5.1.4
RFC2246 (XDMvl.1)

XDM_Core-HCOM-C-001-O| Support HTTP Compression 6.1.1.2
(XDMv1.1)
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Item Function Reference Requirement
XDM_Core-SRC-C-001-O Searching for XML documents 6.1.3 XDM_Core-SRC-C-002-O
(XDMv2.0)
XDM_Core-SEC-C-004-0O Support GAA (XDMv1.1) 6.1,8.1
XDM_Core-CAPS-C-001-O Support Application Usagedpe 5.3.1
caps” (XDMv1.1)
XDM_Core-DIR-C-001-O Support Application Usage 5.3.2
“org.openmobilealliance.xcap-
directory” (XDMv1.1)
XDM_Core-SRC-C-002-O Support Search document 54.1 XDM_Core -SRC-C-001-O
(XDMv2.0)
XDM_Core-SEC-C-005-M XDM Client Identity Assertion 6.1,5.1.2
(XDMv1.1)
XDM_Core-ERR-C-001-M Support types of <error-eletreas | 5.2.3
required
(XDMv1.1 — SCR item was missing
XDM_Core-EIMS-C-001-O Support Early IMS authentioat 511
B.1.2 Trusted XDMC
Item Function Reference Requirement
XDM_Core-XOP-C-004-M Support rules for constructiigTP | 6.1.1.1
URIs (XDMv1.1)
XDM_Core-XOP-C-005-M Support for XDM Operations 6.1.1.2
(XDMv1.1)
XDM_Core-SUB-C-003-O Initial Subscription using t6&P 6.1.2.1 XDM_Core-SUB-C-004-O
SUBSCRIBE message (XDMv2.0)
XDM_Core-SUB-C-004-O Processing Received SIP NOTIFY 6.1.2.2 XDM_Core-SUB-C-003-O
Request (XDMv2.0)
B.2 XDM Server
Item Function Reference Requirement
XDM_Core-XCAP-S-001-M | Support for XCAP (XDMv1.1) 5 6.2.1 XDM_Core-XOP-S-001-M
XDM_Core-XOP-S-001-M Processing different HTTP resis | 6.2.1.1,
(XDMv1.1) 6.2.1.2,
6.2.1.3
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Item Function Reference Requirement
XDM_Core-SUB-S-001-O Support Initial Subscriptiohen 6.2.2.1 XDM_Core-SUB-S-002-O
SIP SUBSCRIBE message received
(XDMv2.0)
XDM_Core-SUB-S-002-O Generating a SIP NOTIFY reques| 6.2.2.2 XDM_Core-SUB-S-001-O
(XDMv2.0)
XDM_Core-SEC-S-001-M Support XDMC identity access 6.2,5.1.5,
authorization (XDMv1.1) 5.15
XDM_Core- ERR-S-001-M Support Error Handling 5.1.1,5.1.5,
(XDMv1.1) 6.2,6.2.1.1,
6.2.2,
6.3.1.2,
XDM_Core-CAPS-S-001-M Support Application Usagedge 5.3.1
caps” (XDMv1.1)
XDM_Core-DIR-S-001-M Support Application Usage 5.3.2
“org.openmobilealliance.xcap-
directory” (XDMv1.1)
XDM_Core-SRC-S-001-O Support Search document 54.1 XDM_Core -SRC-S-002-O
XDM_Core-SRC-S-002-O Searching for XML documents 6.2.3 XDM_Core-SRC-S-001-O
(XDMv2.0)
XDM_Core-XOP-S-002-O Including Server HTTP headéhw | 6.2
the required value in HTTP response
to XDMC (XDMv2.0)
XDM_Core-ERR-S-002-O Not using other types of <erro 5.2.3
element> than what is recommended.
(XDMv1.1)

B.3 Aggregation Proxy
Item Function Reference Requirement
XDM_Core-XOP-S-003-M Acting as an HTTP Proxy [RFQB§ | 6.3
and configuration as an HTTP
Reverse Proxy [RFC3040]
(XDMv1.1)
XDM_Core-SEC-S-002-M Support HTTP Digest authettiiza | 6.3, 5.1.1
(XDMv1.1)
XDM_Core-SEC-S-003-M Support HTTP over TLS using th | 6.3.1.1, 5.1.4
required cipher suite (XDMv1.1)
XDM_Core-SEC-S-004-O Support other cipher suitdgdd in | 6.3.1.1,
RFC2246 514

(XDMv1.1)
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Item Function Reference Requirement

XDM_Core-SEC-S-005-M Support XDMC Identity Assertio | 6.3, 5.1.2
(XDMv1.1)

XDM_Core-XOP-S-004-M Support XCAP request forwaglin | 6.3, 6.3.1
(XDMv1.1)

XDM_Core-XOP-S-005-M Sending XCAP response back 6.3,6.3.1.1
(XDMv1.1)

XDM_Core-ERR-S-003-M Handling error cases with aympiate | 6.3.1.2
HTTP error response
(XDMv1.1mod)

XDM_Core-HCOM-S-001-O| Support Compression (XDMv1.1) | 6.3.2

XDM_Core-SEC-S-006-O Support for GAA (XDMv1.1) 631.1

XDM_Core-CAPS-S-002-M XCAP Server Capabilities ietal 6.3.1.3,5.3.1] XDM_Core-XRF-S-001-M
(Application Usage “xcap-caps”) AND XDM_Core-XRF-S-
(XDMv1.1 — SCR item was missing 002-M AND XDM_Core-

XRF-S-003-M

XDM_Core-DIR-S-002-M XCAP Directory retrieval 6.3.1.4,5.3.2 XDM_Core-XRF-S-001-M
(Application Usage AND XDM_Core-XRF-S-
“org.openmobilealliance.xcap- 002-M AND XDM_Core-
directory”) (XDMv1.1) XRF-S-003-M

XDM_Core-ERR-S-004-M Support Error Handling (XDM¢). | 5.1.1, 6.3.1.3

XDM_Core-SEC-S-007-M XDM Client identity sharing 5.1.3
(XDMv2.0)

XDM_Core-EIMS-C-001-O Support Early IMS authentioat 5.1.2

XDM_Core-XOP-S-009-M Forwarding XCAP requestto €80 | 6.3, 6.3.1.1
Network Proxy

B.4 Search Proxy

Item Function Reference Requirement

XDM_Core-SRC-S-003-M Forwarding Search Requests 6.4.1 XDM_Core -SEC-S-006-M
(XDMv2.0)

XDM_Core-SRC-S-004-M Aggregating Search resultgnfro 6.4.2 XDM_Core -SEC-S-006-M
XDMSs and forwarding those back
(XDMv2.0)

XDM_Core-ERR-S-005-M Handling error cases (XDMv2.0) | 6.4.1.1

XDM_Core-SEC-S-008-M Integrity and Confidentiality 6.4,5.1.4

Protection support (XDMv2.0)
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Item Function Reference Requirement

XDM_Core -SEC-S-009-M Sharing XDMC authenticatiordats | 6.4, 5.1.3
identity assertion provided by the
Aggregation Proxy (XDMv2.0)

XDM_Core -SEC-S-010-M Integrity and confidentiality 5.1.4
protection
(XDMv2.0)
B.5 Cross-Network Proxy
Item Function Reference Requirement

XDM_Core-XOP-S-006-M Acting as an HTTP Proxy [RFE18] | 6.5
and configuration as an HTTP
Reverse Proxy [RFC3040]
(XDMv2.0)

XDM_Core-XOP-S-007-M Forwarding XCAP and Search 6.5
requests to trusted domains
(XDMv2.0)

XDM_Core-XOP-S-008-M Forwarding responses backusted | 6.5
domains (XDMv2.0)

XDM_Core-SEC-S-011-M Protecting HTTP traffic (XDM¥® | 6.5,5.1.4

XDM_Core-XOP-S-010-M Receiving XCAP and Search esis| 6.5
from trusted domains (XDMv2.0)

XDM_Core-XOP-S-011-M Receiving XCAP and Search esis| 6.5
from Aggregation Proxy and Search
Proxy (XDMv2.0)

XDM_Core -ERR-S-006-M Reject a request from untdst 6.5
remote network with an HTTP “403
Forbidden” error response
(XDMv2.0)

XDM_Core-ERR-S-007-M Reject a request for a tadgehain 6.5
that is not responsible for with an
HTTP “404 Not Found” error
response (XDMv2.0)

XDM_Core -SEC-S-012-M Sharing the XDMC identity ed®on | 6.5, 5.1.3
with the originating Aggregation
Proxy (XDMv2.0)
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Appendix C. Examples (informative)

C.1 Sample XCAP Operation

Figure C.1 describes how an XCAP operation is peréal in 3GPP IMS or 3GPP2 MMD. The “resource-li&gplication
Usage (see [XDM_List]) i.e. the manipulation of RIList is used in this specific example, but thene types of messages
apply for other Application Usages (although theTi®Tbody content would, of course, be different)this example is the
Untrusted XDMC in the same domain as the Sharetdd8vIS. It is also assumed that the address of Aggtion Proxy is
“xcap.example.com” and the XCAP Root URI is “xcaqueple.com/”.

XDM Client Aggregation Shared List
Proxy XDMS

1. HTTP GET——p

4—2. 401 Unauthorized

3. HTTP GET——

4 HTTP GET——»

4—5. 200 OK
4—6. 200 OK

Figure C.1- Sample XCAP operation

The details of the flows are as follows:

1) The user “sip:joebloggs@example.com” wants to obaa XML document. For this purpose the XDMC seanl$1TTP
GET request to the Aggregation Proxy.

GET /resource-lists/users/sip:joebloggs@example.com /index HTTP/1.1
Host: xcap.example.com

User-Agent: XDM-client/OMA2.0

Date: Mon, 08 Jan 2007 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"
Accept-Encoding: gzip

2) Upon receiving an unauthorized HTTP GET the AggtiegaProxy chooses to authenticate the XDMC.

HTTP/1.1 401 Unauthorized

Server: XDM-proxy/OMA2.0

Date: Mon, 08 Jan 2007 10:50:35 GMT

WWW-Authenticate: Digest realm="xcap.example.com"”, nonce="47364c23432d2e131a5fb210812c", gop=auth-
int

Content-Length: 0

3) The XDMC sends a HTTP GET request including thehatization header.

GET /resource-lists/users/sip:joebloggs@example.com /index HTTP/1.1
Host: xcap.example.com

User-Agent: XDM-client/OMA2.0

Date: Mon, 08 Jan 2007 10:50:37 GMT

Authorization: Digest realm="xcap.example.com", non ce="47364c23432d2e131a5fb210812c",
username="sip:joebloggs@example.com"”, qop=auth-int,
uri="/resource-lists/users/sip:joebloggs@example.co m/index",
response="2c8ee200cec7f6e966c932a9242554e4", cnonce ="dcd99agsfgfsa8b7102dd2f0e8b1", nc=00000001
X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"

Accept-Encoding: gzip
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4) Based on the AUID the Aggregation Proxy forwards tbquest to appropriate XDMS.

GET /resource-lists/users/sip:joebloggs@example.com
Host: shared-list-xdms.example.com

Via: HTTP/1.1 proxy.example.com (Apache/1.1)
User-Agent: XDM-client/ OMA2.0

Date: Mon, 08 Jan 2007 10:50:37 GMT
X-3GPP-Intended-Identity: "sip:joebloggs@example.co

/index HTTP/1.1

m"

NOTE: If the “X-3GPP-Intended-Identity” is not ilicled in the message (3), the Aggregation Proxlimélude the X-

3GPP-Asserted-ldentity header.

5) After the XDMS has performed the necessary authtiois checks on the request originator, the XDM&Isean HTTP
“200 OK” response including the requested docunrettie body.

HTTP/1.1 200 OK

Server: XDM-serv/OMA2.0

Date: Mon, 08 Jan 2007 10:50:39 GMT

Etag: "eti87"

Content-Type: application/resource-lists+xml; chars
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<resource-lists xmIns="urn:ietf:params:xml:ns:resou
<list name="oma_buddylist">
<external anchor="http://xcap.example.org/reso
sip:joebloggs@example.com/index/~~/resource-
</external>
</list>
<list name="list-a">
<display-name>My Friends</display-name>
<entry uri="sip:hermione.blossom@example.com"/>
<entry uri="tel:+43012349999"/>
</list>
</resource-lists>

et="utf-8"

rce-lists">

urce-lists/users/
lists/list%5B@name=%22list-a%22%5D">

6) The Aggregation Proxy encodes (optionally) the enhtind routes the response back to the XDMC.

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.0

Via: HTTP/1.1 proxy.example.com (Apache/1.1)

Date: Mon, 08 Jan 2007 10:50:39 GMT
Authentication-Info: nextnonce="e966c32a924255e42c8
Etag: "eti87"

Content-Encoding: gzip

Content-Type: application/resource-lists+xml; chars
Content-Length: (...)

(binary data)

ee20ce7f6"

et="utf-8"
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C.2 Sample XCAP message flow

This example describes the message flows usednguaiate an XML document in an XDMS after autheatiicn.

XDM Client

Aggregation Shared List
o Proxy XDMS
1. HTTP PUT
2. 201 Created
3. HTTP PUT >
4.200 OK
5. HTTP GET >
6. 200 OK
7.HTTPDELETE——————————p
8. 200 OK

Figure C.2 - XDM C manipulating an XML document

NOTE 1: The request messages (1,3,5,7) are shownd diagram for the convenience of the readerthiane is no
implication that all of them have to be performed.

NOTE 2: The Aggregation Proxy is not shown infilbgv diagram as its omission does not affect theteot of the
exchanged messages. The flow diagram also doeshaatthe authentication headers and other HTTPehngambt
necessary to illustrate the XCAP functionality.

1) The XDMC sends an HTTP PUT request to create aWRiist document “index” for the user with a pubBIP URI
of “sip:joebloggs@example.com” in the Shared LifIMS in the example.com domain.

Host: xcap.example.com

Content-Length: (...)

Content-Type: application/resource-lists+xml; chars

PUT /resource-lists/users/sip:joebloggs@example.com /index HTTP/1.1

et="utf-8"

<?xml version="1.0" encoding="UTF-8"?>
<resource-lists xmiIns="urn:ietf:params:xml:ns:resou rce-lists">
<list name="list-c">
<display-name>My friends</display-name>
<entry uri="sip:friend1@example.com">
<display-name>Friend1</display-name>
</entry>
</list>
</resource-lists>
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2) The Shared List XDMS acknowledges the creatiomefihdex document with a HTTP 201 Created messageming
that the XDMC had the necessary authorisation tfopa the operation, and the operation was sucuokssf

HTTP/1.1 201 Created
Etag: "cdcdcdcd”

Content-Length: 0

3) The XDMC sends a HTTP PUT request to the just-edeédhdex” document in “sip:joebloggs @example.cosrtiome
directory to add a new <entry> sub-element to tis><element identified as “list-c”.

PUT /resource-lists/users/sip:joebloggs@example.com /index /~~/resource-lists/list%5B@name=%22list-
Cc%22%5D/entry%5B@uri=%22sip:friend2@example.com%22% 5D HTTP/1.1
Host: xcap.example.com

Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)

<entry uri="sip:friend2@example.com">
<display-name>Friend2</display-name>
</entry>

4) The Shared List XDMS acknowledges the additionef rlements to the list with an HTTP “200 OK” reply

HTTP/1.1 200 OK
Etag: "efefefef"

Content-Length: 0

5) The XDMC sends an HTTP GET request to retrieve:jegbloggs@example.com™s “list-c” list from the &ted List
XDMS.

GET /resource-lists/users/sip:joebloggs@example.com /index/~~/resource-lists/list%5B@name=%22list-
c%22%5D HTTP/1.1
Host xcap.example.com

6) The Shared List XDMS returns the list to the XDMCtlie body of an HTTP “200 OK” message.

HTTP/1.1 200 OK

I.E.iag: "efefefef"
Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)

<list name="list-c">
<display-name>My friends</display-name>
<entry uri="sip:friend1@example.com">
<display-name>Friend1</display-name>
</entry>
<entry uri="sip:friend2@example.com">
<display-name>Friend2</display-name>
</entry>
</list>
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7) The XDMC sends an HTTP DELETE request to deletgertry> identified by the URI “sip:friend2 @exammem”
from sip:joebloggs@example.com's “list-c” list inet Shared List XDMS.

DELETE /resource-lists/users/sip:joebloggs@example. com/index/~~/resource-
lists/list%5B@name=%22list-c%22%5D/entry%5B@uri=%22 sip:friend2@example.com%22%5D HTTP/1.1
Host: xcap.example.com

The Shared List XDMS, after checking the privilegéshe Principal, performs the deletion.

8) The Shared List XDMS acknowledges the deletiorhef‘triend2” element from the list with an HTTP 2Q(K.

HTTP/1.1 200 OK
Etag: "ghghgh”

Content-Length: 0

C.3 Sample XCAP Directory Retrieval Operation of all user
documents

Figure C.3 describes how an XCAP operation is peréal to retrieve all of a user’'s documents foiglplication Usages.
For simplicity, only three XDMSes are shown and dléhentication steps are omitted. In this exarigplee Untrusted
XDMC in the same domain as Shared List XDMS, Sh&ekity XDMS and Shared Group XDMS. It is also ased that
the address of Aggregation Proxy is “xcap.exampla’cand the XCAP Root URI is xcap.example.com/”.

XDM Client Aggregation Shared List Shared Group
Proxy XDMS XDMS

1. HTTP GET—»
2. HTTR GET
< 4. 200 OK:

3. HTTP GET——|

<—5. 200 OK:
4—6. 200 OK:

Figure C.3 - Sample XCAP Directory retrieval operation

The details of the flows are as follows:

1) The user “sip:joebloggs@example.com” wants to ebadist of all his documents stored in all XDMSEsr this
purpose the XDMC sends a HTTP GET request to thgreigation Proxy.

GET /org.openmobilealliance.xcap-directory/users/si p:joebloggs@example.com/directory.xml HTTP/1.1
Host: xcap.example.com

User-Agent: XDM-client/ OMA2.0

Date: Mon, 08 Jan 2007 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"

2) The Aggregation proxy forwards the HTTP GET frompsi) to the Shared Group XDMS.
3) The Aggregation proxy forwards the HTTP GET frompsi) to the Shared Policy XDMS.
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4) The Aggregation proxy forwards the HTTP GET frompsl) to the Shared List XDMS.

5) The Shared Group XDMS returns the “directory.xmdtdment containing a list of all the Group docursérelonging
to sip:joebloggs@example.com in a HTTP 200 OK raspo

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.0

Date: Mon, 08 Jan 2007 10:50:39 GMT
Content-Type: application/vnd.oma.xcap-directory+xm I; charset="utf-8"
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-directory xmIns="urn:oma:xml:xdm:xcap-directo ry">
<folder auid="org.openmobilealliance.groups">
<entry
uri="http://xcap.example.com/org.openmobilealliance
g" etag="abc123"/>
<entry
uri="http://xcap.example.com/org.openmobilealliance
ing" etag="def456"/>
</folder>
</xcap-directory>

.groups/users/sip:joebloggs@example.com/skiin

.groups/users/sip:joebloggs@example.com/shopp

where the folder element identifies the supported®and each <entry> element lists a document cointg one of
sip:joebloggs@example.com’s Groups called “skiiagtl “shopping” in this example.

6) The Shared Policy XDMS returns the “directory.xrdficument containing the User Access Policy docurbelainging
to sip:joebloggs@example.com in a HTTP 200 OK raspo

HTTP/1.1 200 OK

Server: XDM-serv/OMA2.0

Date: Mon, 08 Jan 2007 10:51:12 GMT
Content-Type: application/vnd.oma.xcap-directory+xm
Content-Length: (...)

I; charset="utf-8"

<?xml version="1.0" encoding="UTF-8"?>

<xcap-directory xmins="urn:oma:xml:xdm:xcap-directo
<folder auid="org.openmobilealliance.access-rules
<entry uri="http://xcap.example.com/org.openmob

ry">
"
ilealliance.access-

rules/users/sip:joebloggs@example.com/access-rules" etag="hjk987"/>
</folder>

</xcap-directory>

where the folder element identifies the supportedand <entry> element lists the sip:joebloggs @epke.com’s User
Access Policy document.

7) The Shared List XDMS returns the “directory.xml”adonent containing the URI lists and the Group Udige
documents belonging to sip:joebloggs@example.coaHT TP 200 OK response

HTTP/1.1 200 OK

Server: XDM-serv/OMA2.0

Date: Mon, 08 Jan 2007 10:51:44 GMT

Content-Type: application/vnd.oma.xcap-directory+xm
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-directory xmIns="urn:oma:xml:xdm:xcap-directo
<folder auid="resource-lists">
<entry uri="http://xcap.example.com/resource-li
etag="pqr999"/>
</folder>

<folder auid="org.openmobilealliance.group-usage-li
<entry uri="http://xcap.example.com/org.openmob
list/users/sip:joebloggs@example.com/index" etag="s
</folder>

</xcap-directory>

I; charset="utf-8"

ry">

sts/users/sip:joebloggs@example.com/index"

st">
ilealliance.group-usage-
tx111"/>

where the folder element identifies the supported®and the <entry> element lists documents unkatr AUID.
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8) The Aggregation Proxy returns the consolidatedeiory.xml” document to the user in a HTTP 200 @Kponse.

HTTP/1.1 200 OK

Server: XDM-serv/OMA2.0

Date: Mon, 08 Jan 2007 10:55:39 GMT

Etag: "eti101"

Content-Type: application/vnd.oma.xcap-directory+xm I; charset="utf-8"
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-directory xmIns="urn:oma:xml:xdm:xcap-directo ry">
<folder auid="resource-lists">
<entry uri="http://xcap.example.com/resource-li sts/users/sip:joebloggs@example.com/index"
etag="pqr999"/>
</folder>
<folder auid="org.openmobilealliance.group-usage-li st">
<entry uri="http://xcap.example.com/org.openmob ilealliance.group-usage-
list/users/sip:joebloggs@example.com/index" etag="s tx111"/>
</folder>
<folder auid="groups">
<entry
uri="http://xcap.example.com/org.openmobilealliance .groups/users/sip:joebloggs@example.com/skiin
g" etag="abc123"/>
<entry
uri="http://xcap.example.com/org.openmobilealliance .groups/users/sip:joebloggs@example.com/shopp
ing" etag="def456"/>
</folder>
<folder auid="org.openmobilealliance.access-rules">
<entry uri="http://xcap.example.com/org.openmob ilealliance.access-
rules/users/sip:joebloggs@example.com/access-rules" etag="hjk987"/>
</folder>

</xcap-directory>

C4 Sample XCAP Directory Retrieval Operation of specific
user documents

Figure C.4 describes how an XCAP operation is peréal to retrieve all of a user's documents corredpa to a particular
Application Usage. For simplicity, the authentioatisteps are omitted.

XDM Client Aggregation Shared List
Proxy XDMS

1.HTTP GET—p

2. HTTP GET—p

<4—3. 200 OK

<4+—4. 200 OK

Figure C.4 - Sample XCAP Directory retrieval operation from a particular XDM S

The details of the flows are as follows:

1) The user “sip:joebloggs@example.com” wants to obadist of all his documents (URI lists) storedlie Shared List
XDMS. For this purpose the XDMC sends a HTTP GEjuesst to the Aggregation Proxy.
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GET /org.openmobilealliance.xcap-directory/users/si p:joebloggs@example.com/directory.xml/~~/xcap-
directory/folder%5B@auid=%22resource-lists%22%5D HT TP/1.1

Host: xcap.example.com

User-Agent: XDM-client/ OMA2.0

Date: Mon, 08 Jan 2007 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"

2) The Aggregation proxy forwards the HTTP GET frompsl) to the Shared List XDMS.

3) The Shared List XDMS responds with a HTTP 200 O#luding the <folder> element containing the URItLis
document belonging to sip:joebloggs@example.com

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.0

Date: Mon, 08 Jan 2007 10:55:39 GMT

Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)

<folder auid="resource-lists">
<entry uri="/resource-lists/users/sip:joebloggs @example.com/index" etag="pqr999"/>
<[folder>
where the “uri” attribute contains the Documente8tr as the XCAP Root URI is not known by the 8daXxDMS in this
example.

4) The Aggregation proxy returns the consolidatedectiory.xml” document to the user in a HTTP 200 @Kponse
including the addition of the XCAP Root URI to thei” attribute value.

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.0

Date: Mon, 08 Jan 2007 10:55:59 GMT

Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)

<folder auid="resource-lists">
<entry uri="http://xcap.example.com/resource-li sts/users/sip:joebloggs@example.com/index"
etag="pqr999"/>
</folder>

C.5 Sample Subscribing to Changes in XML Documents

This is an informative section to give illustratiegamples on how the subscription and notificagicocedures happen when
XDMC residing in a UE requests to subscribe to dgearin the Group document. Note the procedureeigtichl no matter an
XDMC is subscribing to an XML belonging to himself others.

C.5.1 Direct Subscription

Figure C.5 is an example that demonstrates howlRM & residing in a UE subscribes to changes in au@document. As
the subscription is targeted to a single AUID arsihgle user, the Subscription Proxy is not usehismiexample.
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XDM Client SIP/IP Core Shared Group
XDMS

—1. SIP SUBSCRIBE—,

——2. SIP SUBSCRIBE—»

[¢—3. 200 OK———

<4+—4. 200 OK———

[¢—5. NOTIFY ———

<4+—6. NOTIFY ————

7.200 OK———p

8. 200 OK——p

—9. NOTIFY ———

<4—10. NOTIFY ———

11. 200 OK——— |

12. 200 OK——— >

Figure C.5- XDM Client subscribesto changesin XML documents.

1) XDMC (XUl=joe.bloggs@example.com) subscribes toG@isup document named as 'joebloggs_friends', thiigh
contact SIP URI ‘sip:joe.bloggs@example.com’, beedue uses multiple devices and wants to keep tipelated.

SUBSCRIBE sip:joe.bloggs@example.com;auid=org.openm obilealliance.groups SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp= sigcomp;branch=z9hG4bKnashds7
Max-Forwards: 70

Route: <sip:pcscfl.visited1.net:7531;Ir;comp=sigcom p>, <sip:orig@scscfl.homel.net;Ir>

From: <sip:joe.bloggs@example.com>;tag=31415

To: <sip:joe.bloggs@example.com>

Event: xcap-diff

Call-ID: b89rjhnedirfiflslj40a222

CSeq: 85 SUBSCRIBE

P-Preferred-ldentity: "Joe Bloggs" <sip:joe.bloggs@ example.com>
Privacy: none

Expires: 600000

Accept: application/xcap-diff+xml

Contact: <sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sig comp>
Content-Type: application/resource-lists+xml; chars et="utf-8"
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>

<resource-list xmIns="urn:ietf:params:xml:ns:resour ce-lists">
<list>
<entry uri="org.openmobilealliance.groups/users /sip:joe.bloggs@example.com/joebloggs_friends"/>
</list>

</resource-list>

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-XDM_Core-V2_0-20101202-C

Page 56 (79)

2) The SIP/IP Core network forwards the SIP SUBSCRI&dtiest to the Shared Group XDMS. When the SIPdR C
network corresponds to 3GPP IMS or 3GPP2 MMD, thessriber's preferred Public User Identity is itesgin P-

Asserted-ldentity header.

SUBSCRIBE sip:joe.bloggs@example.com;auid=org.openm

Via: SIP/2.0/UDP scscfl.homel.net;branch=z29hG4bK351
SIP/2.0/UDP pcscfl.visited1.net:7531 branch=z9hG4bK
SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigco

Max-Forwards: 68

Record-Route: <sip:scscfl.homel.net;Ir> <sip:pcscfl

Route: <sip:sharedgroupxdmsl.homel.netlr>

From: <sip:joe.bloggs@example.com>;tag=31415

To: <sip:joe.bloggs@example.com>

Event: xcap-diff

Call-1D: b89rjhnedirfjflslj40a222

CSeq: 85 SUBSCRIBE

P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e

Privacy: none

Expires: 600000

Accept: application/xcap-diff+xml

Contact: <sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sig

Content-Type: application/resource-lists+xml; chars

Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmIns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.groups/users
</list>
</resource-list>

obilealliance.groups SIP/2.0
g45.1,
240f34.1,
mp;branch=z9hG4bKnashds7

.visited1.net:7531;Ir;comp=sigcomp>

xample.com>

comp>
et="utf-8"

ce-lists">

/sip:joe.bloggs@example.com/joebloggs_friends"/>

3) Upon receiving a SIP SUBSCRIBE request for the fxd#df” event package, the Shared Group XDMS shatform
the necessary authorization checks on the origilsattentity. If the authorization is successeshéill create a
subscription dialog to "xcap-diff* event packageptovide the changes of the data identified bykbdy of

4)

SUBSCRIBE request, and return 200 OK to the subscri

The SIP/IP Core network forwards the 200 OK respdoghe originator of the SIP SUBSCRIBE request, i

sip:joe.bloggs@example.com.

5) The Shared Group XDMS generates and sends ar BIRaNOTIFY containing initial references to XDMbcuments.

NOTIFY sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sigcom
Via: SIP/2.0/UDP sharedgroupxdmsl.homel.net;branch=
Max-Forwards: 70

Route: <sip:scscfl.homel.net;Ir>, <sip:pcscfl.visit

From: <sip:joe.bloggs@example.com>;tag=31415

To: <sip:joe.bloggs@example.com>;tag=151170
Call-ID: b89rjhnedirfiflslj40a222

CSeq: 102 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="u
Contact: <sip:sharedgroupxdmsl1.homel.net>
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-di

xcap-root="http://xcap.example.com/"
<document new-etag="7ahggs"
sel="org.openmobilealliance.groups/users/sip:j

p SIP/2.0
79hG4bK332b23.1

edl.net:7531;Ir;comp=sigcomp>

tf-8"

oe.bloggs@example.com/joebloggs_friends"/>
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</xcap-diff>

6) The SIP/IP Core network forwards the SIP NOTIFYues} to the appropriate XDMC. If the XDMC does yet have
local copies of XDM documents it may retrieve them.

7) The XDMC responds with a 200 OK.
8) The SIP/IP Core network forwards the 200 OK to$hared Group XDMS.

9) After some updates in the XDM document, the Sh&exip XDMS sends the diff part in SIP NOTIFY to tkBMC,
in this example, a new “new-friend@example.com’rentas added to the list.

NOTIFY sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sigcom p SIP/2.0

Via: SIP/2.0/UDP sharedgroupxdms1.homel.net;branch= z9hG4bK332b23.1
Max-Forwards: 70

Route: <sip:scscfl.homel.net;Ir>, <sip:pcscfl.visit edl.net:7531;Ir;comp=sigcomp>

From: <sip:joe.bloggs@example.com>;tag=31415

To: <sip:joe.bloggs@example.com>;tag=151170

Call-1D: b89rjhnedirfjflslj40a222

CSeq: 112 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="u tf-8"
Contact: <sip:sharedgroupxdmsl1.homel.net>

Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-di ff* xmins:I="urn:oma:xml:poc:list-service" xcap-
root="http://xcap.example.com">
<document previous-etag="7ahggs"
sel="org.openmobilealliance.groups/users/sip:joe.bl oggs@example.com/joebloggs_friends"
new-etag="ffds66a">
<change-log>
<add sel="I:group/!:list-service/l:list">
<l:entry l:uri="sip:new-friend@example.com">
</add>
</change-log>
</document>
</xcap-diff>

10) The SIP/IP Core network forwards the SIP NOTIFYuest to the appropriate XDMC.

11) The XDMC responds with a “200 OK” and updates tlteamntent identified with older eTag, if any esisaccording to
[RFC5874].

12) The SIP/IP Core network forwards the 200 OK to$hared Group XDMS.

C.5.2 Subscription Using Subscription Proxy

The precondition for this example is that XDMC vpaevisioned with the SIP URI of the Subscriptio¥®r and that the
Subscription Proxy in domain “example.com” is prefagured with the address of Subscription Proxgdmain
“other_domain.com”.

For simplification, SIP headers not relevant fas gxample (Via, Route, Record-route, ...) are nottio@ed in the example
SIP messages.

C.5.2.1 Initial Subscription

Figure C.6 is an example that demonstrates howlRMQ& residing in a UE subscribes to changes in sfvaviL
documents.
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XDMS
[——1. SUBSCRIBE—®| _, gyBscRIBE—p| Remote petwork
< 4. 200 OK. | 4——3. 200 OK-

€—5. SUBSCRIBE—]
[ €—6. SUBSCRIBE—]
[€—7. SUBSCRIBE—
8. SUBSCRIBE—— I
9. SUBSCRIBE:
10. SUBSCRIBE

[¢——11. 200 Ok

——12. 200 OK—P»|
|———13. NOTIFY-

——14. NOTIFY-
4——15. 200 Ok
—————16.200 OK——— ¢

< 17. 200 OF
|——18. 200 OK—»

il
[——20. NOTIFY—»
[ €——21. 200 OK——

19. NOTIFY

22. 200 Ok

le—24 NOTIFY—| €23 NOTIFY——

——25. 200 OK—p»
[———26. 200 OK——»]
—27. SUBSCRIBE

$f28. SUBSCRIBE—»|

[€——29. 200 OK——

< 31. 200 OF l¢——30. 200 Ok———

[——32. 200 OK—» 44— 33. NOTIFY—
«—35. NOTIFY—| 34200 Ok—

< 36. NOTIFY
| 37. NOTIFY—p|
|€——38. 200 Ok——

[ €——41. NOTIFY—

39. 200 O > 40.200 Ok— P
l—42. NOTIFY——

432000k 4 o0 ok b

Figure C.6 - XDMC subscribesto changesin XML documents.

1) XDMC (XUl=joe.bloggs@example.com) subscribes to:

« his Shared Policy document because he uses mudgpiees and wants to keep it updated;

e Shared Profile of his friends - userl@example.camd, user2@other_domain.com.

XDMC sends SIP SUBSCRIBE request to the Subscriffimxy via the SIP/IP Core. The Request URI ofShe
SUBSCRIPTION request is set to the SIP addredseoStibscription Proxy as obtained using provisignirhe body of
the SIP SUBSCRIBE request contains the resourcwitis three entries:

¢ AUID “org.openmobilealliance.access-rules”

¢ URI pointing to Shared Profile of user userl@exangam

« URI pointing to Shared Profile of user “user2@otltkrmain.com”

Because the request is targeted to the SubscriBtioxy, in addition to the Accept header field witdue “application/xcap-
diff+xml”, the XDMC includes the Accept header fislwith values “multipart/related” and “applicatidmi+xml” as
specified in section 6.1.2.1.2.

SUBSCRIBE sip:subscription_proxy@example.com SIP/2. 0
From: <sip:joe.bloggs@example.com>;tag=31415

To: <sip:subscription_proxy@example.com>

Event: xcap-diff; diff-processing=aggregate

Call-ID: b89rjhnedirfjflslj40a222

CSeq: 1 SUBSCRIBE
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P-Preferred-ldentity: "Joe Bloggs" <sip:joe.bloggs@
Expires: 600000

Accept: application/xcap-diff+xml

Accept: multipart/related

Accept: application/rimi+xml

Content-Type: application/resource-lists+xml; chars
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmlns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.access-rules
<entry uri="org.openmobilealliance.user-profile
<entry uri="org.openmobilealliance.user-profile
profile"/>
</list>
</resource-list>

example.com>

et="UTF-8"

ce-lists">

I"I>
/users/sip:userl@example.com/user-profile"/>
Jusers/sip:user2@other_domain.com/user-

2) The SIP/IP Core network forwards the SIP SUBSCRIi&dtiest to the Subscription Proxy. When the SIE6Re
network corresponds to 3GPP IMS or 3GPP2 MMD, thessriber's preferred Public User Identity is itesgin P-

Asserted-ldentity header.

From: <sip:joe.bloggs@example.com>;tag=31415
To: <sip:subscription_proxy@example.com>
Event: xcap-diff; diff-processing=aggregate

Call-ID: b89rjhnedirfiflslj40a222

CSeq: 1 SUBSCRIBE

P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e
Expires: 600000

Accept: application/xcap-diff+xml

Accept: multipart/related

Accept: application/rimi+xml

Content-Type: application/resource-lists+xml; chars
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmlns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.access-rules
<entry uri="org.openmobilealliance.user-profile
<entry uri="org.openmobilealliance.user-profile
profile"/>
</list>
</resource-list>

SUBSCRIBE sip:subscription_proxy@example.com SIP/2.

xample.com>

et="UTF-8"

ce-lists">

I"I>
/users/sip:userl@example.com/user-profile"/>
Jusers/sip:user2@other_domain.com/user-

3) Upon receiving a SIP SUBSCRIBE request for the fxd#df” event package, the Subscription Proxy cesa
subscription dialog to "xcap-diff* event packageptovide the changes of the data identified bytibdy of

SUBSCRIBE request, and return 200 OK to the subscri

4) The SIP/IP Core network forwards the 200 OK respdaghe originator of the SIP SUBSCRIBE request, i

sip:joe.bloggs@example.com.

5) Based on the received initial subscription, thes8uption Proxy generates SIP SUBSCRIBE requestbdok-end
subscriptions. The first back-end subscriptiorargéted to Shared Policy XDMS. The SubscriptiorxiPreplaces the
entry “org.openmobilealliance.access-rules/” wibihg.openmobilealliance.access-
rules/users/sip:joe.bloggs@example.com/” and set&Rkequest URI to
“sip:joe.bloggs @example.com;auid=org.openmobilaatie.access-rules”. Such SIP SUBSCRIBE requeshis@

Shared Policy XDMS via the SIP/IP Core.

Event: xcap-diff; diff-processing=aggregate

SUBSCRIBE sip:joe.bloggs@example.com;auid=org.openm
From: <sip:subscription_proxy@example.com>;tag=3151
To: <sip:joe.bloggs@example.com;auid=org.openmobile

obilealliance.access-rules SIP/2.0
4
alliance.access-rules>
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Call-1D: b89rjhnedirfiflslj50b333

CSeq: 1 SUBSCRIBE

P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e
Expires: 600000

Accept: application/xcap-diff+xml

Content-Type: application/resource-lists+xml; chars
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmlns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.access-rules
</list>
</resource-list>

xample.com>

et="UTF-8"

ce-lists">

/users/sip:joe.bloggs@example.com/"/>

6) The next back-end subscription is targeted to $hBrefile XDMS. The Subscription Proxy sets the ke URI to the
value “sip:userl@example.com;auid=org.openmobitealk.user-profile”. Such SIP SUBSCRIBE requestist to

Shared Profile XDMS via the SIP/IP Core.

SUBSCRIBE sip:userl@example.com;auid=org.openmobile
From: <sip:subscription_proxy@example.com>;tag=3151
To: <sip:userl@example.com;auid=org.openmobileallia
Event: xcap-diff; diff-processing=aggregate

Call-1D: b89rjhnedirfflslj50b334

CSeq: 1 SUBSCRIBE

P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e
Expires: 600000

Accept: application/xcap-diff+xml

Content-Type: application/resource-lists+xml; chars
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmIns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.user-profile
</list>
</resource-list>

alliance.user-profile SIP/2.0
4
nce.user-profile>

xample.com>

et="UTF-8"

ce-lists">

Jusers/sip:userl@example.com/user-profile"/>

7) The last back-end subscription is targeted to ShBrefile XDMS in the remote network. The SubséoptProxy sets
the Request URI to the preconfigured SIP URI ofsgiption Proxy in the remote network. Such SIP SGRIBE
request is sent to Subscription Proxy in the remetaork via the SIP/IP Core and SIP/IP Core inrtraote network.

Because the request is targeted to the Subscriptioxy, in addition to the Accept header field witdue “application/xcap-
diff+xml”, the XDMC includes the Accept header fislwith values “multipart/related” and “applicatidmi+xml” as

specified in section 6.1.2.1.2.

SUBSCRIBE sip:subscription_proxy@other_domain.com S
From: <sip:subscription_proxy@example.com>;tag=3151
To: <sip:subscription_proxy@other_domain.com>

Event: xcap-diff; diff-processing=aggregate

Call-ID: b89rjhnedlrfjflslj50b335

CSeq: 1 SUBSCRIBE

P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e
Expires: 600000

Accept: application/xcap-diff+xml

Accept: multipart/related

Accept: application/rimi+xml

Content-Type: application/resource-lists+xml; chars
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmIns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.user-profile
profile"/>
</list>
</resource-list>

IP/2.0
4

xample.com>

et="UTF-8"

ce-lists">

Jusers/sip:user2@other_domain.com/user-
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8) The SIP/IP Core network forwards the SIP SUBSCRIBdtiest targeted to
“sip:joe.bloggs@example.com;auid=org.openmobilaatie.access-rules” to the Shared Policy XDMS.

9) The SIP/IP Core network forwards the SIP SUBSCRI8dtest targeted to
“sip:userl@example.com;auid=org.openmobilealliamsxr-profile” to the Shared Profile XDMS.

10) The SIP/IP Core network forwards the SIP SUBSCRI@dtiest targeted to
“sip:subscription_proxy@other_domain.com” to th®/8P Core in the remote network.

11) The Shared Policy XDMS performs the authorizatibaaks and responds the received SIP SUBSCRIBE sequitn
200 OK response sent back to SIP/IP Core.

12) The SIP/IP Core forwards the 200 OK response floen3hared Policy XDMS to the Subscription Proxy.

13) The Shared Policy XDMS generates and sends aalifitiP NOTIFY containing initial reference to XDhMbcument
listed in the body of SIP SUBSCRIBE request.

NOTIFY sip:subscription_proxy@example.com:1357 SIP/ 2.0

From: <sip:joe.bloggs@example.com;auid=org.openmobi lealliance.access-rules>;tag=31415
To: <sip:subscription_proxy@example.com>;tag=151170

Call-1D: b89rjhnedirfiflslj50b333

CSeq: 1 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="U TF-8"

Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>

<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.example.com/">
<document new-etag="7ahggs"
sel="org.openmobilealliance.access-rules/users/ sip:joe.bloggs@example.com/access-rules"/>
</xcap-diff>

14) The SIP/IP Core network forwards the SIP NOTIFYuest to the Subscription Proxy.
15) The Subscription Proxy responds with a 200 OK.
16) The SIP/IP Core network forwards the 200 OK to$hared Policy XDMS.

17) In parallel to messages 11 to 16, the Shared Br¥fiMS performs the authorization checks of recai8¢P
SUBSCRIBE request (message 9) and responds thged®P SUBSCRIBE request with 200 OK response Isack
to SIP/IP Core.

18) The SIP/IP Core forwards the 200 OK response flwenshared Profile XDMS to the Subscription Proxy.

19) The Shared Profile XDMS generates and sends aali8itP NOTIFY containing initial reference to XDdbcument
listed in the body of SIP SUBSCRIBE request.

NOTIFY sip:subscription_proxy@example.com:1357 SIP/ 2.0

From: <sip:userl@example.com;auid=org.openmobileall iance.user-profile>;tag=31415
To: <sip:subscription_proxy@example.com>;tag=151170

Call-ID: b89rjhnedlrfjflslj50b334

CSeq: 1 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="U TF-8"

Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.example.com/">
<document new-etag="8asw5r"
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sel="org.openmobilealliance.user-profile/users/
</xcap-diff>

sip:userl@example.com/user-profile"/>

20) The SIP/IP Core network forwards the SIP NOTIFYuest to the Subscription Proxy.

21) The Subscription Proxy responds with a 200 OK.

22) The SIP/IP Core network forwards the 200 OK to$hared Profile XDMS.

23) In this example, it is assumed that initial noifions from XDMSs in the same domain are receivitdout any
significant delay. The Subscription Proxy, aftez firedefined interval, generates initial notifioatto the XDMC.

Until this state, the initial notifications from &fed Policy XDMS and Shared Profile XDMS in the samtwork were
received and there was no response from the remedterk yet. The initial notification contains thedy indicating this

state. The SIP NOTIFY request is sent to the SIBbORe.

NOTIFY sip:joe.bloggs@example.com:5060 SIP/2.0

From: <sip:subscription_proxy@example.com>;tag=3141

To: <sip:joe.bloggs@example.com>;tag=151170

Call-ID: b89rjhnedirfjflslj40a222

CSeq: 1 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: multipart/related;type="application/r
start="abc@sp.example.com"; boundary="Abcdefgh”

Content-Length: (...)

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: abc@sp.example.com

Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>
<list xmIns="urn:ietf:params:xml:ns:rimi" uri="exam
<resource uri="sip:joe.bloggs@example.com;auid=or
<instance id="juwigmtboe" state="active" cid="1
</resource>
<resource uri="sip:userl@example.com;auid=org.ope
<instance id="hqzsuxtfyq" state="active" cid="6
</resource>
<resource uri="other_domain.com"/>
</list>

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: 12345@sp.example.com

Content-Type: application/xcap-diff+xml;charset="UT

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff"
<document new-etag="7ahggs"
sel="org.openmobilealliance.access-rules/users/
</xcap-diff>

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: 67890@sp.example.com

Content-Type: application/xcap-diff+xml;charset="UT

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff"
<document new-etag="8asw5r"
sel="org.openmobilealliance.user-profile/users/
</xcap-diff>

Imi+xml"; charset="UTF-8";

g.openmobilealliance.access-rules">
2345@sp.example.com"/>

nmobilealliance.user-profile">
7890@sp.example.com"/>

F-8"

xcap-root="http://xcap.example.com/">

sip:joe.bloggs@example.com/access-rules"/>

F-g"

xcap-root="http://xcap.example.com/">

sip:userl@example.com/user-profile"/>

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-XDM_Core-V2_0-20101202-C Page 63 (79)

24) The SIP/IP Core network forwards the SIP NOTIFYuest to the XDMC.
25) XDMC responds with 200 OK response.
26) The SIP/IP Core network forwards the 200 OK to$lubscription Proxy

27) In parallel to previous procedure, the SIP/IP Gorine remote network forwards the SIP SUBSCRIBduest obtained
in message 10 to the Subscription Proxy in the temetwork.

28) Based on the received subscription, the Subscniftioxy in the remote network generates SIP SUBBER&quests
for back-end subscriptions. In this case theranlg one back-end subscription targeted to Sharedl®XDMS in the
remote network. The Subscription Proxy sets theuRsigURI to
“sip:user2@other_domain.com;auid=org.openmobileade.user-profile”. Such SIP SUBSCRIBE requestig &
Shared Profile XDMS in remote network.

Note: The request can be sent via SIP/IP Coredmeémote network or directly. For simplificationirett sending is used in
this example.

SUBSCRIBE sip:user2@other_domain.com;auid=org.openm obilealliance.user-profile SIP/2.0
From: <sip:subscription_proxy@other_domain.com>;tag =31514
To: <sip:user2@other_domain.com;auid=org.openmobile alliance.user-profile>

Event: xcap-diff; diff-processing=aggregate

Call-ID: b89rjhnedlrfjflslj50b3458

CSeq: 1 SUBSCRIBE

P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e xample.com>
Expires: 600000

Accept: application/xcap-diff+xml

Content-Type: application/resource-lists+xml; chars et="UTF-8"
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>

<resource-list xmIns="urn:ietf:params:xml:ns:resour ce-lists">
<list>
<entry uri="org.openmobilealliance.user-profile Jusers/sip:user2@other_domain.com/user-
profile"/>
</list>

</resource-list>

29) The Shared Profile XDMS in remote network perfotims authorization checks of received SIP SUBSCRi&fuest
and responds the received SIP SUBSCRIBE request20d OK response sent back to Subscription Proxgrnote
network.

30) The Subscription proxy in remote network respomgsreceived SIP SUBSCRIBE request obtained in nges®a with
200 OK response sent back to SIP/IP Core in thetemetwork.

31) The SIP/IP Core in the remote network forwards20@ OK response back to the SIP/IP Core in the hoghsork.
32) The SIP/IP Core forwards the 200 OK response tethescription Proxy.

33) Based on the received SIP SUBSCRIBE request, taee8HProfile XDMS in the remote network generabesinitial
SIP NOTIFY containing initial reference to XDM dauent listed in the body of SIP SUBSCRIBE request.

NOTIFY sip:subscription_proxy@other_domain.com:1357 SIP/2.0
From: <sip:user2@other_domain.com;auid=org.openmaobi lealliance.user-profile>;tag=31415
To: <sip:subscription_proxy@other_domain.com>;tag=1 51170

Call-1D: b89rjhnedirfflslj50b3458

CSeq: 1 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="U TF-8"
Content-Length: (...)
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<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.other_domain.com/">
<document new-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/ sip:user2@other_domain.com/user-profile"/>
</xcap-diff>

34) The Subscription Proxy in the remote network resigdhe SIP NOTIFY request with 200 OK response.

35) Based on received SIP NOTIFY from back-end subsonigo Shared Profile XDMS in the remote netwdHhe
Subscription Proxy in the remote network gener8I€&sNOTIFY for the back-end subscription obtainehf the
Subscription Proxy in the home network.

NOTIFY sip:subscription_proxy@example.com:1357 SIP/ 2.0

From: <sip:subscription_proxy@other_domain.com>;tag =31415

To: <sip:subscription_proxy@example.com>;tag=151170

Call-ID: b89rjhnedlrfjflslj50b335

CSeq: 1 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: multipart/related;type="application/r Imi+xml"; charset="UTF-8";
start="def@sp.other_domain.com"; boundary="Ijkimnop "

Content-Length: (...)

--ljkimnop

Content-Transfer-Encoding: binary

Content-ID: def@sp.other_domain.com
Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>

<list xmIns="urn:ietf:params:xml:ns:rimi" uri="othe r_domain.com" version="0" fullState="true">
<resource uri="sip:user2@other_domain.com;auid=or g.openmobilealliance.user-profile">
<instance id="asdweerfd" state="active" cid="09 876@sp.other_domain.com"/>
</resource>
</list>
--ljkimnop

Content-Transfer-Encoding: binary
Content-ID: 09876 @sp.other_domain.com

Content-Type: application/xcap-diff+xml;charset="UT F-8"
<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.other_domain.com/">
<document new-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/ sip:user2@other_domain.com/user-profile"/>
</xcap-diff>

36) The SIP/IP Core in the remote network forwardsSHe NOTIFY request to the SIP/IP Core in the horevork.
37) The SIP/IP Core forwards the SIP NOTIFY requesh®oSubscription Proxy

38) The Subscription Proxy responds the SIP NOTIFY esiwith 200 OK response sent to the SIP/IP Core.
39) The SIP/IP Core forwards the response to the SiBdif¢ in the remote network.

40) SIP/IP Core in the remote network forwards the @B0response to the Subscription Proxy in the remetavork.

41) Based on received SIP NOTIFY request from the amksubscription, the Subscription Proxy gener@tBsNOTIFY
request indicating the new state to the XDMC.

NOTIFY sip:joe.bloggs@example.com:5060 SIP/2.0
From: <sip:subscription_proxy@example.com>;tag=3141 5
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To: <sip:joe.bloggs@example.com>;tag=151170

Call-ID: b89rjhnedirfiflslj40a222

CSeq: 2 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: multipart/related;type="application/r Imi+xml"; charset="UTF-8";
start="abc@sp.example.com"; boundary="Abcdefgh”

Content-Length: (...)

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: abc@sp.example.com

Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>

<list xmIns="urn:ietf:params:xml:ns:rimi" uri="exam ple.com" version="1" fullState="false">
<resource uri="other_domain.com">
<instance id="mnhgtyuiop" state="active" cid="3 4567 @sp.example.com"/>
</resource>
</list>
--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: 34567 @sp.example.com

Content-Type: multipart/related;type="application/r Imi+xml"; charset="UTF-8";
start="def@sp.other_domain.com"; boundary="Ijkimnop "

--ljkimnop

Content-Transfer-Encoding: binary

Content-ID: def@sp.other_domain.com
Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>

<list xmIns="urn:ietf:params:xml:ns:rimi" uri="othe r_domain.com" version="0" fullState="true">
<resource uri="sip:user2@other_domain.com;auid=or g.openmobilealliance.user-profile">
<instance id="asdweerfd" state="active" cid="09 876@sp.other_domain.com"/>
<[resource>
</list>
--ljkimnop

Content-Transfer-Encoding: binary
Content-ID: 09876 @sp.other_domain.com

Content-Type: application/xcap-diff+xml;charset="UT F-8"
<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.other_domain.com/">
<document new-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/ sip:user2@other_domain.com/user-profile"/>
</xcap-diff>

42) The SIP/IP Core forwards the SIP NOTIFY requesheoXDMC.
43) The XDMC responds the SIP NOTIFY request with 200r@sponse sent to the SIP/IP Core.
44) The SIP/IP Core forwards the response to the Sigbiscr Proxy.

C.5.2.2 Subsequent Notifications

Figure C.7 is an informative example that demotssraow the notifications of changes in XML docuitseare provided to
the XDMC.

The precondition for this example is successfuldiEhment of initial subscription as describegiiavious section C.5.1.

The XDMC received the initial notification indicatj that value of the etag of the Shared Profilaidwnt of user
“userl@example com” is “8aswbr”. Base on the furti@ification, the XDMC knows the value of the @taf the Shared
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Profile document of user “user2@other_domain.cdmat is “Orte3w”. The XDMC compared the receivedues with the
values of stored documents, if needed, downlodaedatest versions of these documents. Gettingathst version of a
document using XDM procedures is hot mentionedhig éxample.

XDMC Home SIP/ Home Subs. Sh. Policy Sh. Profile SIP/IP Core Subs. Proxy Sh. Profile
IP Core Proxy XDMS XDMS
XDMS
________________ Remote petwork
1% Update of
Shared
Profile
Doajment
2" Update
of Shared
Profile
Document
< 1. NOTIFY-
——2. NOTIFY—|
4——3. 200 OK-
4. 200 OK- '
<«4——6. NOTIFY- 5. NOTIFY Ugg::gdof i
7. 200 Ok—y 8. 200 OK— ] Profile i
Document __|
—9. NOTIFY-
|11, NOTIFY— | 20- 200 Ok—
< 12. NOTIFY-
——13. NOTIFY—p|
| €4——14. 200 OK——
15. 200 OF »
——16. 200 OK—p»|
18, NOTIFY. | 4—17. NOTIFY—]
——19. 200 OK—P]
[——20. 200 OK—p»|

Figure C.7 - Natification of changesin XML documents.

First action listed in the figure C.6 is updatesStfared Profile document of the user “userl@exacgi€. in the Shared
Profile XDMS.

Note: To keep the example simple, XDM call flownist part of the figure C.6, the boxes “Update ofi®d User Profile
Document” represent update from XDMC of approprigger using XCAP PUT operation. The example of maating
XML document can be found in Appendix C.2.

In the first update, the user “userl@example.copdates his list of hobbies by adding a new elenmghitating a new
hobby “football”. The resulting document has a retag value “23w2er”.

After the first update of the Shared Profile docatraf user “userl@example.com”, the Shared PrafidMS does not
create notification immediately, but waits to aggree more changes to a single SIP NOTIFY if appab@ras was
requested by the XDMC in the SIP SUBSCRIBE request.

In the second update, the user “userl@example.apaétes his communication-tyes by adding a newetindicating a
new communication-type “Push to talk”. The restdocument has a new etag value “87re6q".
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1) The SIP NOTIFY request is generated after the sbopdate of the Shared Profile document of user
“userl@example.com”. The SIP NOTIFY request costaivo updates of the document listed in the bodyef
message. The new-etag value is the one generaeedhref last update of the document.

NOTIFY sip:subscription_proxy@example.com:1357 SIP/
From: <sip:userl@example.com;auid=org.openmobileall
To: <sip:subscription_proxy@example.com>;tag=151170
Call-ID: b89rjhnedlrfjflslj50b334

CSeq: 2 NOTIFY

Subscription-State: active;expires=599372

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="U
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff"
<document previous-etag="8asw5r"
sel="org.openmobilealliance.user-profile/users/
new-etag="87re6q">
<add sel="/user-profiles/user-profile/hobbies">
</add>
<add sel="/user-profiles/user-profile/communica
</add>
</document>
</xcap-diff>

2.0
iance.user-profile>;tag=31415

TF-8"

xcap-root="http://xcap.example.com/">
sip:userl@example.com/user-profile"
<hobby>football</hobby>

tion-types"><comm-type>Push to talk</comm-type>

2) The SIP/IP Core forwards the SIP NOTIFY requesh®oSubscription Proxy

3) The Subscription Proxy responds the SIP NOTIFY esjwith 200 OK response sent to the SIP/IP Core.

4) The SIP/IP Core forwards the response to the SHamafile XDMS.

5) Based on the received notification from the bac#t-subscription, the Subscription Proxy generatésication to the

XDMC.

NOTIFY sip:joe.bloggs@example.com:5060 SIP/2.0

From: <sip:subscription_proxy@example.com>;tag=3141

To: <sip:joe.bloggs@example.com>;tag=151170

Call-1D: b89rjhnedirfjflslj40a222

CSeq: 3 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: multipart/related;type="application/r
start="abc@sp.example.com"; boundary="Abcdefgh”

Content-Length: (...)

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: abc@sp.example.com

Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>
<list xmIns="urn:ietf:params:xml:ns:rimi" uri="exam
<resource uri="sip:userl@example.com;auid=org.ope
<instance id="hqzsuxtfyq" state="active" cid="6
<[resource>
</list>

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: 67890@sp.example.com

Content-Type: application/xcap-diff+xml;charset="UT

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmlns="urn:ietf:params:xml:ns:xcap-diff"

Imi+xml"; charset="UTF-8";

ple.com" version="0" fullState="true">
nmobilealliance.user-profile">
7890@sp.example.com"/>

F-g"

xcap-root="http://xcap.example.com/">
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<document previous-etag="8asw5r"
sel="org.openmobilealliance.user-profile/users/
new-etag="87re6q">
<add sel="/user-profiles/user-profile/hobbies">
</add>
<add sel="/user-profiles/user-profile/communica
</add>

</document>

</xcap-diff>

sip:userl@example.com/user-profile"
<hobby>football</hobby>

tion-types"><comm-type>Push to talk</comm-type>

6) The SIP/IP Core forwards the SIP NOTIFY requesheooXDMC.
7) The XDMC responds the SIP NOTIFY request with 200r@sponse sent to the SIP/IP Core.
8) The SIP/IP Core forwards the response to the Sigbiser Proxy.

In the next step, the user “user2@other_domain.agudates his Shared Profile document stored irstteged Profile
XDMS in the remote network. The resulting docunteed a new etag value “222qsv”.

9)

Based on the update of the Shared Profile docurttenhared Profile XDMS in the remote network gates the SIP
NOTIFY request. Although the Event header paramefténe SIP SUBSCRIBE request establishing the @ifiison
dialog indicated the diff-processing aggregatejefthed in [RFC5875] the notifier may fall backtte simpler
operational mode. In this example, the notifiersute “no-patching” processing, so only the newegalf the etag is
provided. The SIP NOTIFY request is sent to thesstiption Proxy in the remote network.

NOTIFY sip:subscription_proxy@other_domain.com:1357 SIP/2.0

From: <sip:user2@other_domain.com;auid=org.openmaobi lealliance.user-profile>;tag=31415
To: <sip:subscription_proxy@other_domain.com>;tag=1 51170

Call-1D: b89rjhnedirfjflslj50b3458

CSeq: 2 NOTIFY

Subscription-State: active;expires=599235

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="U TF-8"

Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff"
<document previous-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/
new-etag="222qsv"/>
</xcap-diff>

xcap-root="http://xcap.other_domain.com/">

sip:user2@other_domain.com/user-profile"

10) The Subscription Proxy in the remote network resisgdhe SIP NOTIFY request with 200 OK response &xetite
Shared Profile XDMS in the remote network.

11) Based on received SIP NOTIFY from back-end subsorigo Shared Profile XDMS in the remote netwdhe
Subscription Proxy in the remote network gener&i@&NOTIFY for the back-end subscription obtainemhf the
Subscription Proxy in the home network.

NOTIFY sip:subscription_proxy@example.com:1357 SIP/ 2.0

From: <sip:subscription_proxy@other_domain.com>;tag =31415

To: <sip:subscription_proxy@example.com>;tag=151170

Call-ID: b89rjhnedlrfjflslj50b335

CSeq: 2 NOTIFY

Subscription-State: active;expires=599233

Event: xcap-diff

Content-Type: multipart/related;type="application/r
start="def@sp.other_domain.com"; boundary="ljkimnop

Content-Length: (...)

Imi+xml"; charset="UTF-8";

--ljkimnop
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Content-Transfer-Encoding: binary
Content-ID: def@sp.other_domain.com
Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>

<list xmIns="urn:ietf:params:xml:ns:rimi" uri="othe r_domain.com" version="1" fullState="false">
<resource uri="sip:user2@other_domain.com;auid=or g.openmobilealliance.user-profile">
<instance id="asdweerfd" state="active" cid="09 876@sp.other_domain.com"/>
</resource>
</list>
--ljiklmnop

Content-Transfer-Encoding: binary
Content-ID: 09876@sp.other_domain.com
Content-Type: application/xcap-diff+xml;charset="UT F-8"

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.other_domain.com/">
<document previous-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/ sip:user2@other_domain.com/user-profile"
new-etag="222qsv"/>
</xcap-diff>

12) The SIP/IP Core in the remote network forwardsShe NOTIFY request to the SIP/IP Core in the homievork.
13) The SIP/IP Core forwards the SIP NOTIFY requesh®oSubscription Proxy

14) The Subscription Proxy responds the SIP NOTIFY estjwith 200 OK response sent to the SIP/IP Core.
15) The SIP/IP Core forwards the response to the SiBdife in the remote network.

16) SIP/IP Core in the remote network forwards the @B0response to the Subscription Proxy in the remetavork.

17) Based on received SIP NOTIFY request from the lmksubscription, the Subscription Proxy gener&tBsNOTIFY
request indicating the new state to the XDMC.

NOTIFY sip:joe.bloggs@example.com:5060 SIP/2.0

From: <sip:subscription_proxy@example.com>;tag=3141 5

To: <sip:joe.bloggs@example.com>;tag=151170

Call-ID: b89rjhnedirfiflslj40a222

CSeq: 3 NOTIFY

Subscription-State: active;expires=59323

Event: xcap-diff

Content-Type: multipart/related;type="application/r Imi+xml"; charset="UTF-8";
start="abc@sp.example.com"; boundary="Abcdefgh”

Content-Length: (...)

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: abc@sp.example.com

Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>

<list xmIns="urn:ietf:params:xml:ns:rimi" uri="exam ple.com" version="2" fullState="false">
<resource uri="other_domain.com">
<instance id="mnhgtyuiop" state="active" cid="3 4567 @sp.example.com"/>
<[resource>
</list>
--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: 34567 @sp.example.com

Content-Type: multipart/related;type="application/r Imi+xml"; charset="UTF-8";
start="def@sp.other_domain.com"; boundary="ljkimnop "

--ljiklmnop
Content-Transfer-Encoding: binary
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Content-ID: def@sp.other_domain.com
Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>

<list xmIns="urn:ietf:params:xml:ns:rimi" uri="othe r_domain.com" version="1" fullState="false">
<resource uri="sip:user2@other_domain.com;auid=or g.openmobilealliance.user-profile">
<instance id="asdweerfd" state="active" cid="09 876@sp.other_domain.com"/>
<[resource>
</list>
--ljkimnop

Content-Transfer-Encoding: binary
Content-ID: 09876 @sp.other_domain.com
Content-Type: application/xcap-diff+xml;charset="UT F-8"

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.other_domain.com/">
<document previous-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/ sip:user2@other_domain.com/user-profile"
new-etag="222qsv"/>
</xcap-diff>

18) The SIP/IP Core forwards the SIP NOTIFY requesh&oXDMC.
19) The XDMC responds the SIP NOTIFY request with 200@sponse sent to the SIP/IP Core.
20) The SIP/IP Core forwards the response to the Sigbiser Proxy.

C.6 Sample Search Operation

Figure C.6 describes how a Search operation i®peed. The example shows searching user profikeideShared Profile
XDMS [XDM_Profile]; the same type of messages agplysearching in other Application Usages, wheretent of HTTP
body would be different. In this example is the tusted XDMC in the same domain as the Shared Br&fiMS. It is also
assumed that the address of Aggregation Proxycag>example.com” and the XCAP Root URI is “xcapregke.com/”.

For simplicity, search in home domain only is dédsaat in following example.

XDM Client Aggregation Search Shared
Proxy Proxy Profile XDMS

1. HTTP POST—,

4——2. 401 Unauthorized

3. HTTP POST—

4. HTTP POST——»|

5. HTTP POST—p

—6. 200 OK
—7. 200 OK:

<—8. 200 OK:

Figure C.8 - Sample XCAP operation

The details of the flows are as follows:

1) The user “sip:joebloggs@example.com” wants to okitae user profile data with people from Japantattby football.
For this purpose the XDMC sends an HTTP POST redaehe Aggregation Proxy. The search is targeagtie home
domain only.
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POST /org.openmobilealliance.search?target=org.open
Host: xcap.example.com

User-Agent: XDM-client/OMA2.0

Date: Thu, 10 Aug 2006 10:50:33 GMT
X-3GPP-Intended-Identity: "sip:joebloggs@example.co
Accept-Encoding: gzip

Content-Type: application/vnd.oma.search+xml; chars
Content-Length: ...

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmins="urn:oma:xml:xdm:search">

<search id="1234">
<request>
<query>
<I[CDATA[
xquery version "1.0";
declare default element namespace "urn:oma:xm

for $u in collection("org.openmobilealliance.use
profile
where ($u/hobbies/hobby="football")and($u/add
return <user-profile>{$u/@uri}{$u/display-name}<
1>
</query>
</request>
</search>

</search-set>

mobilealliance.user-profile/users/ HTTP/1.1

m"

et="utf-8"

I:xdm:user-profile";
r-profile/users/")/user-profiles/user-

ress/country="JP")
luser-profile>

2) Upon receiving an unauthorized HTTP POST the Agafieg Proxy chooses to authenticate the XDMC.

HTTP/1.1 401 Unauthorized

Server: XDM-proxy/OMA2.0

Date: Thu, 10 Aug 2006 10:50:33 GMT

WWW-Authenticate: Digest realm="xcap.example.com"”,
int

Content-Length: 0

nonce="47364c23432d2e131a5fb210812c", gop=auth-

3) The XDMC sends a HTTP POST request including ththéwization header to the Aggregation Proxy.

POST /org.openmobilealliance.search?target=org.open
Host: xcap.example.com

User-Agent: XDM-client/OMA2.0

Date: Thu, 10 Aug 2006 10:50:33 GMT

Authorization: Digest realm="xcap.example.com", non

uri="/org.openmobilealliance.search?target=org.open

X-3GPP-Intended-Identity: "sip:joebloggs@example.co
Accept-Encoding: gzip

Content-Type: application/vnd.oma.search+xml; chars
Content-Length: ...

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmins="urn:oma:xml:xdm:search">

<search id="1234">
<request>
<query>
<I[CDATA[
xquery version "1.0";
declare default element namespace "urn:oma:xm

for $u in collection("org.openmobilealliance.use
profile
where ($u/hobbies/hobby="football")and($u/add
return <user-profile>{$u/@uri}{$u/display-name}</

username="sip:joebloggs@example.com", qop=auth-int,

response="2c8ee200cec7f6€966c932a9242554e4", cnonce

mobilealliance.user-profile/users/ HTTP/1.1

ce="47364c23432d2e131a5fh210812c",
mobilealliance.user-profile/users/",
="dcd99agsfgfsa8b7102dd2f0e8b1", nc=00000001
m

et="utf-8"

I:xdm:user-profile";
r-profile/users/")/user-profiles/user-

ress/country="JP")
user-profile>
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1>

</query>

</request>
</search>

</search-set>

4) Based on the “org.openmobilealliance.search” AUH®, Aggregation Proxy forwards the Search Requetstet Search
Proxy.

POST /org.openmobilealliance.search?target=org.open mobilealliance.user-profile/users/ HTTP/1.1
Host: xcap.example.com

User-Agent: XDM-client/ OMA2.0

Date: Thu, 10 Aug 2006 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"
Accept-Encoding: gzip
Content-Type: application/vnd.oma.search+xml; chars et="utf-8"

Content-Length: ...

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmiIns="urn:oma:xml:xdm:search">

<search id="1234">
<request>
<query>
<I[CDATA[
xquery version "1.0";
declare default element namespace "urn:oma:xm I:xdm:user-profile";

for $u in collection("org.openmobilealliance.use r-profile/users/")/user-profiles/user-
profile
where ($u/hobbies/hobby="football")and($u/add ress/country="JP")
return <user-profile>{$u/@uri{$u/display-name}< Juser-profile>
>
</query>
</request>
</search>

</search-set>

NOTE 1: If the “X-3GPP-Intended-ldentity” is natdluded in the message (3), the Aggregation Prakynelude the X-
3GPP-Asserted-ldentity header.

5) Because the domain parameter is missing, the S@aoaly recognizes that the search operation igtadgto the home
domain. Based on the target parameter in the Retliisthe Search Proxy forwards the Search Reqodbe
appropriate XDMS.

POST /org.openmobilealliance.search?target=org.open mobilealliance.user-profile/users/ HTTP/1.1
Host: xcap.example.com

User-Agent: XDM-client/ OMA2.0

Date: Thu, 10 Aug 2006 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"
Accept-Encoding: gzip
Content-Type: application/vnd.oma.search+xml; chars et="utf-8"

Content-Length: ...

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmlIns="urn:oma:xml:xdm:search">

<search id="1234">
<request>
<query>
<I[CDATA[
xquery version "1.0";
declare default element namespace "urn:oma:xm I:xdm:user-profile";
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for $u in collection("org.openmobilealliance.use
profile
where ($u/hobbies/hobby="football")and($u/add
return <user-profile>{$u/@uri}{$u/display-name}<
I g
</query>
</request>
</search>

</search-set>

r-profile/users/")/user-profiles/user-

ress/country="JP")
luser-profile>

6) After the XDMS has performed the search operatioem XDMS sends an HTTP “200 OK” response includimg

requested results in the body.

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.0

Date: Thu, 10 Aug 2006 10:50:39 GMT

Content-Type: application/vnd.oma.search+xml; chars
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmIns="urn:oma:xml:xdm:search" xmins:up

<search id="1234">
<response>
<up:user-profile uri="A@example.com"><up:display-
<up:user-profile uri="B@example.com"><up:display-
<up:user-profile uri="C@example.com"><up:display-
<up:user=profile uri="D@example.com"><up:display-
</response>

</search>

</search-set>

et="utf-8"

="urn:oma:xml:xdm:user-profile">

name>Alex</up:display-name></up:user-profile>

name>Brian</up:display-name></up:user-profile>
name>Chris</up:display-name></up:user-profile>
name>David</up:display-name></up:user-profile>

7) The Search Proxy routes the response to the Agipedaroxy.

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.0

Date: Thu, 10 Aug 2006 10:50:39 GMT
Content-Type: application/vnd.oma.search+xml; chars
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmIns="urn:oma:xml:xdm:search" xmins:up

<search id="1234">
<response>
<up:user-profile uri="A@example.com"><up:display-
<up:user-profile uri="B@example.com"><up:display-
<up:user-profile uri="C@example.com"><up:display-
<up:user-profile uri="D@example.com"><up:display-
</response>

</search>

</search-set>

et="utf-8"

="urn:oma:xml:xdm:user-profile">

name>Alex</up:display-name></up:user-profile>

name>Brian</up:display-name></up:user-profile>
name>Chris</up:display-name></up:user-profile>
name>David</up:display-name></up:user-profile>

8) The Aggregation Proxy encodes (optionally) the enhaind routes the response back to the XDMC.

HTTP/1.1 200 OK

Server: XDM-serv/OMA2.0

Date: Thu, 10 Aug 2006 10:50:39 GMT

Content-Type: application/vnd.oma.search+xml; chars
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmIns="urn:oma:xml:xdm:search" xmins:up

<search id="1234">
<response>
<up:user-profile uri="A@example.com"><up:display-
<up:user-profile uri="B@example.com"><up:display-
<up:user-profile uri="C@example.com"><up:display-
<up:user-profile uri="D@example.com"><up:display-

et="utf-8"

="urn:oma:xml:xdm:user-profile">

name>Alex</up:display-name></up:user-profile>

name>Brian</up:display-name></up:user-profile>
name>Chris</up:display-name></up:user-profile>
name>David</up:display-name></up:user-profile>
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</response>
</search>

</search-set>
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Appendix D. XDMC Provisioning (Normative)

This appendix specifies the parameters that aréewefor initiation of XDM service by the XDMC, aseWas continuous
provisioning by the Service Provider. These parametre specified in the Client Provisioning Apation Characteristics
document (AC file) [CP_ProvCont] and Device ManagetrManagement Objects (DM MOs) [DMStdObj]. Exigtin
parameters in [CP_ProvCont] and [DMStdObj] are sedj those without corresponding parameters areadkeéind to be
registered in OMNA through OMA official registratigrocess.

The AC file or DM MOs MAY be used for initial prosioning of parameters as specified in [DM_ERELDId ¢he DM
MOs SHOULD be used for continuous provisioning afgmeters according to [DM_ERELDIf, required by the Service
Provider to update service configurations.

D.1 Provisioned XDMC Parameters

The parameters listed in the table below are netmeXDMC provisioning:

ID Name Description Mandatory
(M) /Optional
0)

1 Application identity| Uniquely identifies the ajpgation M

2 Application name User displayable name for thevKgervice M

3 Provider—ID Identity of the XDM Service Provider (0]

4 Network Access Reference to the connection used for the XCAPitraff M
Definitions

5 XDM reference to | Reference to the SIP/IP Core for accessing an XDisiBg the M
SIP/IP Core referenced SIP/IP Core.

6 XCAP Root URI The root of all XCAP resources (elhpoints to the Aggregation M

Proxy address). This is used when accessing vialXCA

7 XCAP HTTP digest “username”, for accessing an XDMS usirggXCAP (0]
Authentication user| protocol
name

8 XCAP HTTP digest password (0]
Authentication
password

9 XCAP Authentication method for XDMS over XCAP o
Authentication type

10 Conference-URI A template used by the XDMC to propose a ConferéfiRewhen (0]
Template creating a Group document.

11 Subscription Proxy| A SIP URI identifying the Subscription Proxy, uded subscription O
URI for notification of changes in XML documents.

NOTE 1: The parameters “XCAP Authentication useraaand “XCAP Authentication password” are not nedd GAA
is used in a 3GPP IMS or 3GPP2 MMD realization.

NOTE 2: The parameters “XCAP Authentication userag “XCAP Authentication password” and “XCAP Autftecation
type” are not needed for a 3GPP/3GPP2 early IMizegin.

In addition, there may be enabler-specific paramsetdated to the XDMC that are described in sdpapecifications.
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One type of provisioned parameter having a reussthleture is a URI Template. A URI Template isdito describe a
single syntax for a URI (e.g. Conference URI ofra), so that the XDMC can autonomously generdi®hbthat
complies with local policy and uniqueness constgairit is up to separate specifications to defirmvisioned parameters
that make use of a URI Template.

A URI Template SHALL describe a URI as definedRFC3986]. The template contains a sequence, iatey, of:

a. unreserved characters according to [RFC3986],

b. the characters “”,"@" and “;"

C. substitution tags enclosed in “< >"brackets.
The XDMC SHALL support the following substitutioags:

<id>: The XDMC SHALL replace this tag with a unigjidentifier, generated by the XDMC using onlyaserved
characters according to [RFC3986].

<user>: The XDMC SHALL replace this tag with theer part of the XUI if the XUl is a Public SIP URIf the XUI is
a Tel URI [RFC 3966] then the XDMC SHALL replacethuser> tag with the “global-number-digits”/’loaalimber-
digits” part of the Tel URI. Any “visual-separatar “+” SHALL be removed from the “global-numbeigits” before the
replacement takes place.

<xui>: The XDMC SHALL replace this tag with theJX
NOTE 3: the XUl is a Public SIP URI [RFC3261] celTURI [RFC3966].

NOTE 4: usage of the <xui>tag in a URI Templatymesult in the generation of Tel URIs, which nmay be valid for
certain services (e.g. services that require SIFJUR

If multiple Application Usages in a service providiomain use a URI Template, then the URI Tem@&idLL be different
for each Application Usage in order to achieve gatien of unique URIs.

lllustrative examples of URI templates are showiiable 1.

Example URI Template Example URI generated fromplate
sip:<id>@example.com sip:abcl23@example.com
sip:<id>_<user>@example.com sip:abcl123_joe@exantpte.
sip:<id>_<user>@example.com sip:abc123_ 17205551 2K2a@ple.com
<xui>;group=<id> sip:joe@example.com;group=abcl123
<xui>;group=<id> tel:+1720-555-1212;group=abcl123
<xui>;pres-list=<id> sip:joe@example.com;pres-lahs123

Table 1: Example usages of URI Templates

D.2 Application Characteristics

The Application characteristics (AC) file for XDM@service [XDM_ERELD-V2_0] MAY be used for initigrovisioning
of the XDMC.

This chapter describes the provisioning documentstre as described in [CP_ProvCont].

The following table lists the parameters availablan instance of the XDM Application Charactensti

Parameter Name | Req / Opt | Instances | Default
Standard Application Characteristic fields as defined in [CP_ProvCont]
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APPID Required 1 “ap0007”
PROVIDER-ID Optional Oorl None
TO-APPREF Required 1 None
NAME Required 1 None
TO-NAPID Required 1 or more None
URI Required 1 None
AAUTHNAME Optional Oorl None
AAUTHSECRET Optional Oorl None
AAUTHTYPE Optional Oorl None
CONF-URI-TMPLT Optional Oorl None
SUB-PROXY-URI Optional Oorl None

The Application Characteristics file for XDM 2.0rgiee is defined in [XDM_AC].

D.3 Management Objects

The Management Objects (MOs) for XDM 2.0 servic®OM_ERELD-V2_0] MAY be used for initial provisioningf the
XDMC and SHOULD be used for continuous provisionbygService Provider.

The Management Objects (MOs) for XDM 2.0 servicddfined in [XDM_MO].
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Appendix E.  OMA specific extensions to HTTP entity
header fields (Normative)

This section defines the syntax of OMA specificezdion headers to HTTP entity header fields intcedun this document
in Augmented Backus-Naur form as defined in [RFG42

E.1 X-XCAP-Asserted-ldentity Extension-Header

When 3GPP GAA is not present, the X-XCAP-Assertdehtity header is used by Aggregation Proxy toveeline HTTP
Digest authenticated user identity. It containsuber identity surrounded by quotation marks (“prew/ided by the
“username” field in the HTTP Digest Authorizatioaduer. (See section 5.1.2 for details.) The typgbefiser identity
SHALL be either public SIP URI or Tel URI in thi®dument.

The following is ABNF definition for “X-XCAP-Asseed-ldentity”:

X-XCAP-Asserted-Identity = "X-XCAP-Asserted-ldenti ty" ":" DQUOTE identity DQUOTE
identity = *(%x20-21 / %x23-7E)

In the syntax definition the rule 'identity' reféosthe user identity and it is defined as a stahgrintable characters and
spaces but excluding quotation marks.
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Appendix F.  OMA Specific uri-parameters (Normative)

This section defines the syntax of OMA specificparameters.

F.1 AUID uri-parameter

AUID uri-parameter is used to indicate the appratgrXDMS when the client subscribe for changesiixXlocuments.
The AUID uri-parameter takes form of:

auid "=" token

where token represents the AUID of the appropdaiplication Usage.

Example 1:

In this example documents stored on Shared Groulgl&Rre subscribed.

sip:joe.bloggs@example.com;auid=org.openmobikeatie.groups
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