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1. Scope

This document specifies common protocols, datassccenventions, common data application usagefuactional entities
that are needed to provide XDM services to othexgrs. Such Enablers can utilize this specificat@osupport any
required application-specific usages.
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3. Terminology and Conventions

3.1

Conventions

The key words “SHALL”, “SHALL NOT”, “REQUIRED"”, “SHALL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2

Access Permissions

Access Permissions
Document

Active User Preferences
Profile

Alias Principal
Application Server

Application Unique ID

Application Usage

Document Selector

Document Reference

Document URI

Enabler

Entity Tag

Forward XDCP Request

Forwarding Notification
List Document

Global Document
Global Tree

Group

Group Document
Group Identity
Group Usage List
History Information
HTTP URI

Modification History
Information

Modification History
Information Document

Definitions

Use definition from [XDM_RD]
Use definition from [XDM_AD].

Use definition from [XDM_RD].

Use definition from [XDM_RD].
A functional entity that implements the serviceitofpr SIP sessions (e.g. PoC Server or IM Server).

A unique identifier within the namespace of Applioa Unique IDs that differentiates XDM Resources
accessed by one application from XDM Resourcessaeceby another. (Source: [RFC4825]).

Detailed information on the interaction of an apation with an XCAP Server. (Source: [RFC4825)).

A sequence of path segments, with each segmerg beparated by a “/”, that identify the XDM
Document within an XCAP Root that is being selec{&burce: [RFC4825]).

Use definition from [XDM_AD].

The HTTP URI containing the XCAP Root and Docuntgalector, resulting in the selection of a specific
XDM Document. (Source: [RFC4825)).

Use definition from [Dict].

A unique identifier allowing comparison of two oone entities from the same requested resource.
(Source: [RFC2616)).

An XDCP Request to perform an XDM Forward operation
Use definition from [XDM_List].

An XDM Document placed under the Global Tree thmtlies to all users of that Application Usage.

A URI that represents the parent for all Global Dments for a particular Application Usage within a
particular XCAP Root. (Source: [RFC4825]).

Use definition from [XDM_RD].

Use definition from [XDM_RD].

Use definition from [XDM_RD].

Use definition from [XDM_RD].

Use definition from [XDM_AD].

An HTTP Request-URI as defined by [RFC2616].

A subset of History Information containing infornwat about XDM operations that has modified an XDM

Document (i.e., successful create, modify and dalperations).

An XDM Document containing Modification History lafmation.
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Node Selector

Node Selector Separator

Node URI

Primary Principal
Principal

Principal Identity
Assertion

Public User Identity
Push Enabler
Push OTA Message

Quality of Experience

Reference Point
Remote Network

Request History
Information

Request History

Information Document

Request-URI

Restore XDCP Request

Reverse Proxy

Search Document
Search Request
Service Provider
SIP NOTIFY

SIP SUBSCRIBE
SIP URI
Subscription Proxy

Supporting XDM
Document

Tel URI

Trusted Network
URI

URI List

URI List Document
User

User Address

A sequence of path segments, with each segmerg beparated by a “/”, that identify the XML node
(element or attribute) being selected within an XDilcument. (Source: [RFC4825]).

A single path segment equal to two tilde characters that is used to separate the Document Selecto
from the Node Selector within an HTTP URI. (Soul¢&=C4825]).

The HTTP URI containing the XCAP Root, Documente8tdr, Node Selector Separator and Node
Selector, resulting in the selection of a specifidL node. (Source: [RFC4825]).

Use definition from [XDM_RD].
Use definition from [Dict].

An assertion of the identity of the Principal sehay the XDMC or the XDM Agent such as described in
section 5.1.2Principal Identity Assertion"

Use definition from [3GPP-TS_23.003] section 3.P4iblic User Identity”

Use definition from [XDM_AD].

Any of the over-the-air messages of OMA "Push Oieg Air" [Push_ERELD-V2_2].

Use definition from [XDM_RD].

Use definition from [Dict].

Use definition from [XDM_AD].

A subset of History Information containing inforrwat about requests to perform XDM operations relate
to an XDM Document.

An XDM Document containing Request History Inforioat

A part of the start line of a request using the @Btocol as defined by [RFC3261].
An XDCP request to perform an XDM Restore operation

A web server system that is capable of serving pagjes sourced from other web servers (AS), making
these pages look like they originated at the Reverexy. (Source: [3GPP-TS_33.222])

An XML document include as part of a Search Reqaess part of the response to a Search Request.
A request to perform a search operation towardsoomeore XDM Resources.

Use definition from [Dict].

The SIP method NOTIFY as defined by [RFC3265].

The SIP method SUBSCRIBE as defined by [RFC3265].

A communication resource as defined by [RFC3261].

Use definition from [XDM_AD].

An XDM Document that contains the supporting metadeecessary to manage the User Directory and its
content (e.g. Access Permissions Document, ModiifisgHistory Information Document, Request
History Information Document or XDM PreferencescDment).

A globally unique identifier used to describe aotgse identified by a telephone number as defined b
[RFC3966].

Use definition from [XDM_AD].

A Uniform Resource Ildentifier as defined by [RFC8P8
Use definition from [XDM_RD].

Use definition from [XDM_RD].

Use definition from [Dict].

A User Address identifies a User. The User Addoessbe used by one User to request communication
with other Users. If the SIP/IP Core is 3GPP IMSGPP2 MMD realization, the User Address is a
Public User Identity.
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User Directory

User Directory
Document Selector

User Directory Folder
Selector

User Document

User Preferences Profile

User Profile

User Profile Document

Users Tree

XCAP Client

XCAP Root

XCAP Root URI

XCAP Server

XCAP URI
XCAP User Identifier

XDCP Document
XDCP Response
XDCP Request
XDM Agent

XDM Capabilities
Document

XDM Directory
Document

XDM Document
XDM Document Part
XDM Preferences

XDM Preferences
Document

XDM Resource
XDMC
XDMS

A directory that represents all User Documents lieédings to a particular XCAP User Identity of a
particular Users Tree.

A sequence of path segments, with each segmerg beparated by a “/”, that identify a particularts

Document within a particular User Directory(i.eJser Directory Document Selector can be derived by

removing the Users Tree and the XCAP User Identifegts of a Document URI).

A sequence of path segments, with each segmerg beparated by a “/”, that identify a particulaidfr
within a particular User Directory (i.e., a Userdatory Folder Selector can be derived by removitegy
XDM Document name part of a User Directory Docuntgeliector).

An XDM Document that belongs to a particular Uskmitified by an XCAP User Identifier.
Use definition from [XDM_RD].
Use definition from [XDM_RD].
Use definition from [XDM_RD].

A URI that represents the parent for all User Doents for a particular Application Usage within a
particular XCAP Root.

An HTTP client that understands how to follow tfaming and validation constraints defined in
[RFC4825]. (Source: [RFC4825]).

A context that includes all of the XDM Documentsass all Application Usages and users that are
managed by a server. (Source: [RFC4825]) In thesifipation, the XCAP Root means all XDM
Documents in all XDMSs accessible via the Aggregafroxy.

An HTTP URI that represents the XCAP Root. Althowigtalid URI, the XCAP Root URI does not
correspond to an actual resource. (Source:[RFC3825]

An HTTP server that understands how to follow theming and validation constraints defined in
[RFC4825]. (Source: [RFC4825]).

An HTTP URI that represents an XDM Resource.

The XUl is a string, valid as a path element it P URI, that is associated with each user sebyed
the XCAP Server. (Source: [RFC4825]).

An XML document included as part of an XDCP Requesis part of an XDCP Response.
A response to an XDCP Request.

A request to perform an XDCP operation.

Use definition from [XDM_AD].

An XDM Document as described by the Application gksin section 5.3.1XCAP Server Capabiliti€s

An XDM Document containing meta data about the XDbtuments in a User Directory.

Use definition from [XDM_RD].
Use definition from [XDM_RD].

A set of preferences that a User can set per Appdic Usage as described in section 5.8.
An XDM Document containing XDM Preferences.

Use definition from [XDM_RD].
Use definition from [XDM_AD].
Use definition from [XDM_AD].

3.3 Abbreviations

ABNF

Augmented Backus-Naur Form

APD Access Permissions Document
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AS
AUID
E-Tag
GAA
HTTP
IETF
IMS

MIME
MMD
OMA
OMNA
OTA
SCR
SIP
TLS
UE
URI
XCAP
XDCP
XDM
XDMC
XDMS
XML
XUl

Application Server

Application Unique ID

Entity Tag

Generic Authentication Architecture
Hyper Text Transfer Protocol
Internet Engineering Task Force

IP Multimedia Subsystem

Internet Protocol

Multipurpose Internet Mail Extension
MultiMedia Domain

Open Mobile Alliance

OMA Naming Authority
Over-The-Air

Static Conformance Requirement
Session Initiation Protocol
Transport Layer Security

User Equipment

Uniform Resource Identifier

XML Configuration Access Protocol
XDM Command Protocol

XML Document Management

XDM Client

XDM Server

Extensible Markup Language
XCAP User Identifier

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-XDM_Core-V2_1-20101202-C Page 17 (170)

4. Introduction

Various OMA Enablers such as, Presence, Pushik@tar Cellular (PoC), Instant Messaging (IM), eteed support for
access to and manipulation of certain informatfwat tire needed by these Enablers. Such informigtiexpressed as XDM
Documents and stored in various document reposgtani the network where such XDM Documents carobatéd,
accessed and manipulated (created, changed, gebgtadthorised Principals.

This specification defines the common protocoldocess and manipulation of such XDM Documents blyaxized
Principals. This specification reuses the IETF XBanfiguration Access Protocol (XCAP).

Common, reusable as well as Enabler-specific XDMuboent formats and associated XCAP Application Bsage
described in separate specifications that makeuge XCAP protocol specified in this specificatifor their document
management.

4.1 Versionl1l.1

The version 1.1 specifies the core functionalitytef XDM Enabler:

» aconvention for describing elements and attribafen XDM Document as an HTTP resource, i.e., s&ibée via
an HTTP URI,

» atechnique for using HTTP GET, PUT and DELETE rodthfor various XDM Resource manipulation operation
(e.g., retrieving/adding/deleting elements/attrisiitetc.);

» the concept and structure of an Application Usage/thich XDM Documents can be described; and

» adefault authorization policy for accessing anchipaating XDM Resources.

4.2 Version 2.0

The version 2.0 includes the functionality of versilL.1 and in addition specifies:

* how changes to XDM Documents can be conveyed to KBMy reusing an IETF-defined SIP event package;
» basic requirements for handling XDM Documents imo&e domains; and

* away to facilitate finding certain information bgnited search capabilities,

4.3 \Version 2.1

The version 2.1 includes the functionality of versR.0 and in addition specifies:

 an HTTP POST based protocol, XDCP, enabling adtliXDM Resource operations:
XDM Document Reference

XDM Forward

XDM Differential read and write

Subscription to XDM Document Changes

O O O o o

Restore;

e Support for Alias Principal,

» Notification of changes in XDM Documents using P&stabler;
* Access Permissions to XDM Resources;

» XDM Document history and restore; and
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e User preference profiles.

All “Shared xyz XDMS"s defined by the XDM Enablerearenamed to “xyz XDMS”.

NOTE: XDM V2.1 inherits the Shared List XDMS, SkdrGroup XDMS, Shared Profile XDMS and Shared Rolic
XDMS from XDM V2.0, but renames them as the ListMB, Group XDMS, Profile XDMS and Policy
XDMS.
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5. Common Procedures

5.1 Security Procedures
5.1.1 Authentication

The XDM-3 and XDM-5 Reference Points between theMDand the Aggregation Proxy (see [XDM_AD]) SHALL
provide mutual authentication.

For a 3GPP IMS or 3GPP2 MMD realisation, the XDMfl XDM-5 Reference Points correspond to the UtRefce
Point. In this case the authentication betweerkib®MC and the Aggregation Proxy SHALL be performetarding to
[3GPP-TS_33.141]/ [3GPP2-X.P0027-002].

If the Generic Authentication Architecture (GAA) dsfined in [3GPP-TS_33.222] is not used, the XD the
Aggregation Proxy SHALL support the HTTP Digest ima&aism for client authentication and MAY supponteVS
authentication according to [3GPP-TR_33.978] sedhia. If the Aggregation Proxy determines to apgayly IMS
authentication, the X-3GPP-Intended-Identity heaslenissing from the XCAP request and the requek the “users” tree,
then the Aggregation Proxy MAY extract the identfithe Principal from the XUI of the Request-URF iuthentication.

The HTTP Digest authentication by this specificatRHALL conform to [RFC2617] with the following cifications:
1) The HTTP “401 Unauthorized” error response SHAld used,;
2) The “rspauth” parameter MAY be used to provide mUauthentication;

3) The “username” parameter SHALL have the value efXbll (i.e. the SIP URI or Tel URI) identifying the
Principal (the Public User Identity).

NOTE: The “username” can be a part of the Devias/iBioning parameters (see Appendix D). When usingh
provisioned “username” the XDMC must use it exaadyprovisioned.

The XDMC and the Aggregation Proxy SHALL supportHTover Transport Layer Security (TLS) as speciiied
[RFC2818] for server authentication over the XDM+8& XDM-5 Reference Points.

An HTTP "403 Forbiddenérror response SHALL be sent to the XDMC after onmore failed responses to a challenge.
The exact count of challenges is decided by loohty.

5.1.2  Principal Identity Assertion
The XDMC or XDM Agent SHALL provide the identity dfie Principal.

This identity SHALL be asserted and safely shar@gHimthe XDMS infrastructure.

5121 XDMC

For all requests from an XDMC, the Aggregation Br&dALL provide Principal Identity Assertion of th@entity of the
requesting Principal that has been successfullyesticated as described below:

When the 3GPP/3GPP2 GAA is not present the Aggiag&roxy:

1) SHALL insert the X-3GPP-Asserted-ldentity headsrdascribed in [3GPP-TS_24.109] Appendix G, toHA&@P
requests after a successful HTTP Digest Autheiicat

2) SHALL populate the X-3GPP-Asserted-ldentity headith the SIP URI in quotation marks (") provided the
“username” field in the HTTP Digest Authorizatioadder.
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3) SHOULD add the Tel URI as a value of the X-3GPPe#iesi-Identity header, if the Principal has a TBIU
associated with the SIP URI (the term 'associabedins that the Tel URI can be translated to thed JRPand vice
versa, for interchangeable usage in the SIP/IP)Core

When realized with 3GPP IMS or 3GPP2 MMD networkd the GAA is present or in case of an early IMBldgment as
defined in [3GPP-TR_33.978], the procedures deedriBGPP-TS_24.109] SHALL be followed with the &lling
clarifications:

1) The XDMC MAY insert the X-3GPP-Intended-Identitydtker as defined in [3GPP-TS_24.109] to the HTTP
requests to deliver the Principal's preferred itiefdr Principal Identity Assertion.

2) The Aggregation Proxy
a) SHALL act as an Authentication Proxy defined in B&STS 24.109].

b) SHALL check whether an identity of the Principakhmeen inserted in the X-3GPP-Intended-Identity
header of HTTP request;

i. If the X-3GPP-Intended-Identity header is includi, Aggregation Proxy SHALL check if the
value in the header is allowed to be used by thieeaticated identity.

. If it is allowed, the Aggregation Proxy SHALL inser X-3GPP-Asserted-ldentity header
and populate it with the value of the X-3GPP-Intethdidentity header. The Aggregation
Proxy MAY remove the X-3GPP-Intended-ldentity heaade

] If not, the Aggregation Proxy SHALL send an HTTR®4Unauthorized” error response.

ii. Ifthe X-3GPP-Intended-Identity header is not imldd, the Aggregation Proxy SHALL insert the
authenticated identity in the X-3GPP-Asserted-ldgmeader of the HTTP request.

¢) SHOULD add the Tel URI as a value of the X-3GPPe#&si-Identity header, if the Principal has a Tel
URI associated with the SIP URI (the term 'assedianeans that the Tel URI can be translated t&tRe
URI and vice versa, for interchangeable usagearsie/IP Core).

NOTE 1: How the Aggregation Proxy determines tteoamted URIs is outside the scope of this spetibo.

NOTE 2: How the Aggregation Proxy checks if theuweabf the X-3GPP-Intented-ldentity is allowed toused is
outside the scope of this specification.

The SIP/IP Core SHALL provide Principal Identityg&stion. When realized with 3GPP IMS or 3GPP2 MMiDworks, the
XDMC MAY use P-Preferred-Identity SIP header toiekal the Principal's preferred identity for Prinaipdentity Assertion
and the Privacy SIP header to set its privacy peefe, and the SIP/IP Core SHALL use P-AssertedtityeSIP header to
carry the asserted identity of the Principal wittristed networks, as described in [3GPP-TS_24/[BXBPP2-X.S0013-004].

5.1.2.2 XDM Agent

Within Trusted Networks the XDM Agent SHALL providiee Principal Identity Assertion when it generaasHTTP
request to XDMS on behalf of a Principal. In thése, the XDM Agent SHALL use the X-3GPP-Asserteghtidy HTTP
header (see [3GPP-TS_24.109] Appendix G) to caeydentity of the Principal for whom it generaties HTTP request.

If the Principal has both a Tel URI and its asseeleSIP URI (the term 'associated' means that éh&JRI can be translated
to the SIP URI and vice versa, for interchangeabbge in the SIP/IP Core), then the XDM Agent SHOUIse both URIs
as values of the X-3GPP-Asserted-ldentity header.

NOTE: How the XDM Agent determines the associat®IdUs outside the scope of this specification.
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5.1.3  Principal Identity Sharing

The identity of the Principal which has been autitated SHALL be shared, through Principal Idenfigsertion, on the
following Reference Points (see [XDM_AD]) withindsted Networks:

1) the XDM-4 Reference Point between the AggregatimxyPand the XDMSs;

2) the XDM-6 Reference Point between the Aggregatimxyand the Search Proxy;

3) the XDM-7 Reference Point between the Search Paoxythe XDMSs;

4) the XDM-8 Reference Point between the Aggregatimxyand the Cross-Network Proxy;
5) the XDM-9 Reference Point between the Search Paoxlythe Cross-Network Proxy;

6) the XDM-13 Reference Point between the XDM Agert tive Search Proxy;

7) the XDM-14 Reference Point between the XDM Agertt tire XDMSs;

8) the NNI-1 Reference Point between the Cross-Netwwooky and the Remote Network in case of a truReahote
Network.

Further details of the security mechanisms foraiheve listed Reference Points are out of scopkigtpecification.

For a 3GPP/3GPP2 realization, the above listedrBefe Points SHALL use the security mechanismefiset! in the
corresponding 3GPP/3GPP2 specifications.

5.1.4 Integrity and Confidentiality Protection

The integrity and confidentiality protection for X@/HTTP traffics SHALL be provided on the followirReference Points
(see [XDM_AD]):

1) the XDM-3 Reference Point between the XDMC andAbgregation Proxy;
2) the XDM-5 Reference Point between the XDMC andAbgregation Proxy;
3) the NNI-1 Reference Point between the Cross-Netwwooky and the Cross-Network Proxy of Remote Nekwor

The TLS SHALL be supported as specified in [RFCJ24iéh the following clarifications:
TLS_RSA WITH_3DES_EDE_CBC_SHA cipher suite SHALLwpported; other cipher suites defined in [RFC2246
MAY be supported.

When the SIP/IP Core corresponds with 3GPP IMSGRPB2 MMD networks, the XDMC and the Aggregationxyro
SHALL support the TLS version and profile as sgedifin clause 5.3 of [3GPP-TS_33.222].

The XDM-3 and XDM-5 Reference Points SHALL protefXTP requests by enabling TLS transport securitghmaism.
The TLS resumption procedure SHALL be used as §pddn [RFC2818].

The NNI-1 Reference Point SHALL protect HTTP traffiy enabling the TLS transport security mecharosmther inter-
network domain security mechanism. When using Th&,TLS resumption procedure SHALL be used as §pddn
[RFC2818]. When the SIP/IP Core network correspanitts 3GPP IMS or 3GPP2 MMD networks, the protectid the
HTTP traffic between trusted domains MAY be implergel using Network Domain Security as defined iGP®-

TS 33.210] and [3GPP2-S.S0086] respectively.

The integrity and confidentiality protection forPStraffic SHALL be provided per the underlying SFPCore.

5.1.5 Authorization

For the authorization of HTTP requests, the XDMSAEH check that the identity provided through Pripai Identity
Assertion has been granted access rights to petf@mequested operations: The XDMS SHALL use tifigrmation in the
X-3GPP-Asserted-ldentity HTTP header (see [3GPP2#I.09] Appendix G) provided by the Aggregation®rdhe
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XDM Agent or the Remote Network to determine thenidgty of the Principal. For backwards compatiiliéason, the
XDMS SHALL also be able to obtain the identity betrequesting Principal from the X-XCAP-Assertedritity (see
[XDM_Core-V2_0]Appendix E) or the X-3GPP-Intended-Identity HTTRR$3GPP-TS_24.109] Appendix G) headers.

For the authorization of SIP requests, when thélBIore network corresponds with 3GPP IMS or 3GRRID networks,
the XDMS SHALL use the identity information in P-#erted-Identity SIP header as defined in [3GPP-#28] /
[B3GPP2-X.S0013-004] to authorize the identity pded by the requesting XDMC or XDM Agent.

For XDM Resources in the Users Tree, Applicatioadiés MAY define their own authorization policiesic8 authorization
policy MAY make use of the Access Permissions Doenindescribed in sections 5.6 and 6.2.4. In theratgsof an
Application Usage specific authorization policye tthefault SHALL be as follows:

1) The Primary Principal, Admin Principal and assaaibflias Principals SHALL have permission to pemficaill
operations defined in sections 6.10ocument Managementand 6.1.2Subscribing to changes in the XDM
Resourcés and

2) Principals other than the Primary Principal, Admincipal and associated Alias Principals SHALL Nidve
permissions to perform operations defined in sasti®.1.2Document Managementand 6.1.2Subscribing to
changes in the XDM Resources”

NOTE: Local policy may allow trusted applicatidiasbe granted some or all of the permissions ddfinesections
6.1.’'Document Managementand 6.1.2,Subscribing to changes in the XDM Resources”

For XDM Resources in the Global Tree, Applicatiosades defining the use of Global Documents SHALgcHp the
authorization policies associated with their use.

An HTTP “403 Forbidden” error response SHALL betgerthe XDMC or the XDM Agent if the HTTP requdst the
XDMC or the XDM Agent fails to get authorized byetiXDMS per the authorization policy defined by tasget Application
Usage.

5.2 Common Extensions
521 URI Lists defined in List XDMS

Various Application Usages may wish to refer to Wits stored in the List XDMS (see [XDM_List]). €h<external>
element provides the means to make such refereimcasimilar manner across different Applicatiosades.

The attribute “anchor” of the <external> elementA&H contain a Node URI pointing to a <list> elemanithin a
“resource-lists” XDM Document in the List XDMS.

The value of the attribute “anchor” SHALL be percencoded as defined by the procedures in [RFC482&]on 6 before
it is inserted into an XDM Document.

NOTE: There is an <external-list> condition eletn@efined in section 5.2.2. It points to e.g. URdtk in the List
XDMS [XDM_List], against which the authorizationles are specified according to [RFC4745].

Application Usages that utilize the <external> ed@atmSHALL resolve a Node URI only to URIs withiretbpecific <list>
element that is pointed to.

In order to avoid circular referencing when resadva URI List, an <external> element that has dlydseen resolved
SHALL be ignored.

5.2.2  Authorization Rules

Authorization rules (also called authorization pi@s) are based on the common policy frameworkridestin [RFC4745],
and extended by OMA defined common extensionsdermto meet some additional requirements of OMAliagfions.
These include the need to:
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reference identities in external URI Lists, whishan explicit non-goal of [RFC4745];
enable the user to define a default rule that eppti the absence of any other matching rule;

allow rules to be matched based on hierarchicaguatence assigned to the different types of allogeediitions,
prior to combining permissions;

constrain, for predictability in UE design and ersgr expectation, the conditions in a rule to noentban a single
expression or set of expressions.

NOTE 1: Individual Enablers may also define extensito [RFC4745] to meet application-specific ne&igh

extensions must not change or cause to changetmansics of the common extensions defined in sectio
5.2.2.1 or the evaluation algorithm for combiniregrpissions defined in section 5.2.2.4.

NOTE 2: An authorization policy using the extensiatefined in this section must declare the

“urn:ietf:params:xml:ns:common-policy”, “urn:oma:xxdm:common-policy”,

“urn:oma:xml:xdm:extensions” and “urn:oma:xml:xdni:@xtensions” namespace names in the XML schema.

5.2.2.1 Structure

The <conditions> element within a rule in an auidetion policy:

1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)
14)
15)

MAY include the <identity> condition element asidefl in [RFC4745];

MAY include the <external-list> condition elemerst described in section 5.2.2.2 §R€D_commPol]

MAY include the <anonymous-request> condition eletas described in section 5.2.2.2 &@D_commPol]
MAY include the <other-identity> condition elemeat described in section 5.2.2.2 and [XSD_commPol];
MAY include the <media-list> condition element asdribed in section 5.2.2.2 and [XSD_ext];

MAY include the <service-list> condition elementdescribed in section 5.2.2.2 and [XSD_ext];

MAY include the <validity> condition element as ohefd in [RFC4745];

MAY include the <invited-identities> condition elemt as described in section 5.2.2.2 and [XSD_ex];2
MAY include the <activities> condition element assdribed in section 5.2.2.2 and [RFC4480];

MAY include the <qoe-list> condition element asaésed in section 5.2.2.2 and [XSD_ext_2_1];

MAY include the <country-region-list> condition ebent as described in section 5.2.2.2 and [XSD_ex];2
MAY include the <location-list> condition elemerg described in section 5.2.2.2 and [XSD_ext_2_1];
MAY include the <upp-list> condition element as ciésed in section 5.2.2.2 and [XSD_ext_2_1];

MAY include the <expired> element as describedeiction 5.2.2.2 and [XSD_ext_2_1]; and

MAY include the <deferred-messages> element agithescin section 5.2.2.2 and [XSD_ext_2_1].

NOTE: According to [RFC4745], a rule is applicabidea request only if all <conditions> child elensenf the rule

evaluate to TRUE. Therefore, if a rule containgcanditions> child element from a namespace that the
Application Server does not understand or suppioet that rule is not applicable.

The <conditions> element of a rule SHALL containmore than one of the <identity>, <external-listanonymous-
request> or <other-identity> elements, but it MAMtain other elements (e.g. a <media-list> eleraadta <service-list>
element).
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The <external-list> element MAY include the <entstement. If present, the <entry> element SHALLude the “anc”
attribute, whose value SHALL be percent-encodededimed by [RFC4825] section 6 before it is insgiitdo an XDM
Document.

The <media-list> element SHALL include one of:
1) an <all-media-except> element as described in@eéti2.2.2; or

2) alist of one or more media elements selected ftanist of possible media elements below.

List of possible media elements:
1) The <message-session> media element indicatingpadsased messaging as defined in [RFC4975];
2) The <pager-mode-message> media element indicatiggrpnode message requests as defined in [RFC3428];
3) The <file-transfer> media element indicating filartsfer as defined in [IM_TS];
4) The <audio> media element indicating a streamingdiangpe as defined in [RFC3840];
5) The <video> media element indicating a streamindieng/pe as defined in [RFC3840];
6) The <poc-speech> media element indicating a Po€ctpmedia type as defined[foC_CPJ;

7) The <group-advertisement> media element indicaiggoup advertisement as defined in [XDM_Grouptisec
“Extended Group Advertisemehts

8) The <media-streaming-control> media element inttigad PoC media streaming control media type aselfin
[PoC_CP];

9) The <text> media element indicating a discrete méghe as defined ifRFC2046];
10) The <image> media element indicating a discreteiatyge as defined ifRFC2046];

11) The <binary-data> media element indicating a discneedia type of arbitrary binary data (e.g., &ned in
[RFC2046]);

12) The <standalone-message> media element indicastegnadalone message as defined in [CPM ;R
13) Any elements from any other namespaces definingdiarelement.

The <all-media-except> element MAY include a lisbaoe or more media elements selected from theflipbssible media
elements above.

The <audio>, <video> and <message-session> elements

1) MAY include the <full-duplex> element as describedection 5.2.2.2 indicating that media can béharged in
both directions simultaneously; or

2)  MAY include the <half-duplex> element as describredection 5.2.2.2 indicating that media can beharged in
only one direction at a time; or

3) MAY include any element from any other namespacetfe purpose of extensibility; and
4)  MAY include attributes from any other namespaceste purpose of extensibility.

The <pager-mode-message>, <file-transfer>, <poedpe <group-advertisement>, <text>, <image>, <fyiu@ta> and
<standalone-message> elements:

1) MAY include any element from any other namespacéhe purpose of extensibility; and

2) MAY include attributes from any other namespacegsHte purpose of extensibility.
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The <service-list> element SHALL include one of:

1) alist of one or more <service> elements or angnelds from any other namespaces for the purpose of
extensibility; or

2) an <all-services-except> element.

The <all-services-except> element MAY include &disone or more <service> elements or any elenfenits any other
namespaces for the purpose of extensibility.

The <service> element:
1) MAY include an attribute “enabler” including a stg defining an Enabler ;

2) MAY include attributes from any other namespaceste purpose of extensibility to have other sexvic
identification definitions than using the “enablattribute; and

3) MAY include any other elements from any other ngmaegs for the purpose of extensibility to have ofeevice
identification definitions than using attributes.

The <invited-identities> element SHALL include ts@me elements and sub-elements as defined foidbatity> element
in [RFC4745].

The <activities> element SHALL include a list ofeoar more activity-describing elements as defimefdRIFC4480].

The <qoe-list> element SHALL include a list of amemore <gqoe> elements indicating a Quality of Eiqrece profile as
defined in [XDM_Group].

The <country-region-list> element SHALL includeist bf one or more <civicAddress> elements as @effim [RFC4119]
but restricted to include only a subset of the &rhents defined in [RFC4119].

The <civicAddress> element:
1) MAY include a <country> element as specified in {(FRA.19];
2)  MAY include a <Al> element as specified in [RFCA4}t19
3) MAY include a <A2> element as specified in [RFC4]L19
The <location-list> element SHALL include a listafie or more <location-info> elements as defineRirRC4119].
The <upp-list> element SHALL include one of:
1) alist of one or more <upp> elements as describagé¢tion 5.2.2.2; or
2) an <all-upp-except> element as described in se&tipr2.2.
The <all-upp-except> element MAY include a listzefo or more <upp> elements.

The <upp> element SHALL include an attribute “upipincluding a User Preferences Profile identifisrdescribed in
section UPP Directory in [XDM_UPPD].

5.2.2.2 Data Semantics

If present in any rule, the <external-list> elem8RIALL match those identities of the Principalsttage contained in a URI
List [XDM_List] or contained in an XDM Document Ras described by the Application Usage defininguatihorization
policy according to this section. The “anc” attiwf the <entry> elements of an <external-lisenatnt SHALL contain a
Node URI or a Node URI without the XCAP Root URFgaointing to an XDM Document Part containing deneent with
a list of identities in the form of URIs. A URI this list MAY be an identity of a Principal (e.gTal URI) or a reference to
another list of identities (e.g. an element cornitgjra Node URI to a URI List). The “anc” attributéthe <entry> elements
of an <external-list> element SHALL therefore bsaleed in such way that already resolved URIs gmerlied to avoid
circular referencing (i.e. a resolving process tteater ends).
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If present in any rule, the <anonymous-requestmete SHALL match those incoming requests that lmeen identified as
anonymous.

NOTE 1: In certain cases, the <identity> conditiam also match anonymous requests. For exampleniiany/> child
element of the <identity> condition matches anyhanticated identity, either anonymous or not. Heave
any rules matching the <anonymous-request> comditiould have precedence as described in sectio2.5.2
“Combining Permissioris

When the SIP/IP Core corresponds to 3GPP IMS oRZa®MD, an AS SHALL use the procedures as defimeskiction
5.7.1.4 in [3GPP-TS_24.229]/[3GPP2-X.S0013-004¢emtify the source of the anonymous request.

NOTE 2: If the authorization policy document inolsda rule having an <anonymous-request> conditement, an
XDMC should not specify another rule containing<agentity> condition element with a <many/> child
element and the same <actions> and/or <transfaomstielement(s) as the rule with the <anonymous-
request> condition element.

If present in any rule, the <other-identity> elemavhich is empty, SHALL match all identities trete not referenced in
any rule. It allows for specifying a default policy

If present in any rule, the <media-list> elementA&H match incoming requests associated with paldicmedia types. A
<media-list> element with a list of media elemeBKALL be used to specify allowed media types. Aedin-list> element
with an <all-media-except> element SHALL be usedpecify that all media types are allowed aparninfthose listed as
child elements. The <media-list> condition SHALL ¢ensidered TRUE if any of its child media elementaluate to
TRUE, i.e., the results of the individual child rlents are combined using a logical OR. The <mésiia-tondition SHALL
also be considered TRUE if all of the child medengents to an <all-media-except> element evaluafeAl SE.

If neither a <full-duplex> nor <half-duplex> duplepecific sub element is included, it means thatatcess rule is
applicable to both cases (i.e. half-duplex anddulblex).

If a child element of a media element is not knawmot supported, the child element SHALL be igaoaed evaluated as
FALSE.

NOTE 3: How the AS determines the media type ofitlseming request (i.e. in order to evaluate ifach exists for a
rule containing the <media-list> condition) mustdpecified by the individual Enabler.

If present in any rule, the <service-list> elem8RIALL match incoming requests associated with d@adar service. A
<service-list> element with a list of <service>mknt SHALL be used to specify allowed servicess<sarvice-list> element
with an <all-services-except> element SHALL be usespecify that all services are allowed apantfthose listed as child
elements. A <service-list> element with an <alivee-except> element without any child element $HAe used to
specify that all services are allowed. The <senist> element SHALL be evaluated to TRUE if orfét® child <service>
elements evaluates to TRUE. The <service-list> el@SHALL also be evaluated to TRUE if all of tHeld <service>
elements to an <all-services-except> element et@toa=ALSE. The <service-list> element SHALL baleated to TRUE
if it contains an <all-services-except> elementwitt any child elements.

The <service> element SHALL be used to define dicer

The attribute “enabler” SHALL specify the Enablefiding the service. The “enabler” attribute SHAhk used only for
OMA defined Enablers. The Enabler SHALL use the OMMdgistered Enabler XML schema domain token av#hae of
the “enabler” attribute (e.g. “poc” for the Pushtatk over Cellular Enabler and “im” for the IM SRLE Enabler).

NOTE 4: Usage of the <service> element outside QA be done by extending the <service> element.

The individual Enabler specifies how an Applicatlerver can use the information in an incoming estjto recognize a
request for a service. A <service> element SHALlebeluated to TRUE if the incoming request to thplcation Server
contains the information defined and to FALSE if.no

If present in any rule, the <invited-identitieserlent SHALL match identities of Users being invitedcommunications
sessions.

If present in any rule, the <activities> element&kH match invited identities with particular actiigs.
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If present in any rule, the <goe-list> element SHAhatch incoming requests associated with partioQlaality of
Experience profiles.

If present in any rule, the <country-region-listeraent SHALL match invited identities with partianlcountries or regions
of their home network.

If present in any rule, the <location-list> elem&htALL match either inviting or invited identitiegith particular
geographical locations.

If present in any rule, the value of “upp-id” dite of <upp> element SHALL match any of the Usefé&ence Profiles as
described in sectionlJPP Directory in [XDM_UPPD] related to the Primary Principal thfe authorization policy document
where the element is included.

If present in any rule, the <all-upp-except> elememen empty, SHALL match all of the User PrefaenProfiles as
described in sectionJPP Directory in [XDM_UPPD].

If present in any rule, the <expired> element SHAh&atch incoming communication requests that hapéred.

If present in any rule, the <deferred-messagesnaie SHALL match deferred messages.

5.2.2.3 XML Schema

The authorization policy document SHALL confornthe XML schema described in [RFC4745] section 1t wie
extensions described in [XSD_commPol], in [XSD_geX|SD_ext_2_1] and in an Application Usage defimatensions to
[RFC4745].

5.2.2.4 Combining Permissions

When evaluating any authorization policy documeasgdnl on [RFC4745] together with the extensionsrdestin section
5.2.2.1 against a URI value, the algorithm for obtey the different rules that are applicable SHAhé as follows:

1) Those rules matching the URI value against the mamous-request> element SHALL take precedencethese
rules based on matching it against an <identitgmelnt. That is, if there are applicable rules basedanonymous-
request> matches, only those will be used for tzduation of the combined permission.

2) Those rules matching the URI value against thertitjer element SHALL take precedence over thosesblased
on matching it against an <external-list> or arheotidentity> element. That is, if there are apgbie rules based
on <identity> matches, only those will be usedtfar evaluation of the combined permission.

3) Those rules containing an <other-identity> elen®HALL be used for the evaluation of the combinerdpssion
only if there are no other matching rules.

NOTE:  The above algorithm for obtaining all the appbiearules differs from that described in [RFC4745].

After the applicable rules have been derived basetthe above algorithm, the evaluation of the coratipermission
SHALL be based on [RFC4745] section 10.2.

5.2.3 Detailed Conflict Reports

Detailed conflict reports provide the means todatk the possible cause of a validation error. Ereybased on the
definition specified in [RFC4825], and extended®\yA defined common extensions in order to handi¢ations of
constraints defined by local policy appropriately.

The XDMC and the XDM Agent SHALL support the typefs<error-element> defined in [RFC4825] and thistga. Other
types of <error-element> elements MAY be ignoredheyXDMC or the XDM Agent. It is thus RECOMMENDHBDat the
XDMS does not use other types of <error-elementmehts than those defined in [RFC4825] and thissec
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5.23.1 Structure

The <extension> element defined in the xcap-eraonespace in [RFC4825] MAY include the <local-comisit-failure>
error element.

The <local-constraint-failure> SHALL be used wheooastraint is violated that is defined by the Iqualicy.
The <local-constraint-failure> element:
1) MAY include the “phrase” attribute;

2) MAY include one or more <alt-value> elements whie tmandatory “field” attribute, providing one or reo
alternate values for the element or attribute iattid by the “field” attribute;

3) MAY include one or more <description> elements vathoptional “lang” attribute, providing one or raor
descriptions documenting the local constraint failypossibly in different languages.

The <local-constraint-failure> SHALL NOT be usedewha constraint is violated that is defined byAlpglication Usage.
The <constraint-failure>, as defined in [RFC48ZFHALL be used for this, unless specified othervigehe Application
Usage.

When the <local-constraint-failure> contains onenare <alt-value> elements, the XDMC or the XDM AgMAY repeat
the XCAP request in which the indicated field SH@Jhe assigned one of the proposed values.

5.2.3.2 XML Schema

The <local-constraint-failure> element SHALL confoto the XML schema described in [XSD_xcapErr].

5.3 Common Application Usages
5.3.1 XCAP Server Capabilities

The XCAP Server Capabilities Application Usagewcan XDMC or XDM Agent to retrieve an XDM Capatids
Document to determine what extensions, Applicatisages, namespaces, XDM Documents and XDM reqaests
supported by the Service Provider before makin@M request targeting e.g. a particular Applicatldsage.

The XDM Capabilities Document SHALL conform to whsispecified in the section.

5.31.1 Structure

The structure of an XDM Capabilities Document SHAtdnform to the structure of XDM Document as ddditme
[RFC4825] with extensions given in this section.

The <xcap-caps> element MAY include a new childredat <xdm-caps> as described in [XSD_ext_2_1] argkttion
5.3.1.7.

The <xdm-caps> element:

1) MAY include a sequence of <au> elements as destiibpXSD_ext_2 1] and in section 5.3.1.7;
2) MAY include a <subscribe> element as describedk®) _ext 2 1] and in section 5.3.1.7; and
3) MAY include other elements from other namespaceshi® purposes of extensibility.

The <au> element:

1) SHALL include an “auid” attribute as described X§D_ext 2_1] and in section 5.3.1.7;
2) MAY include a <requests> element as described B)Xext_2 1] and in section 5.3.1.7;

3) MAY include a <docs> element as described in [XS2_2 1].and in section 5.3.1.7; and
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4) MAY include other elements from other namespaceshi® purposes of extensibility.

The <requests> element:

1) MAY include a <diff-read> element as describedX$P_ext 2 1] and in section 5.3.1.7;

2) MAY include a <diff-write> element as describedX¥SD_ext_ 2 1] and in section 5.3.1.7;

3) MAY include a <reference> element as describeXiB)_ext 2 1] and in section 5.3.1.7;

4) MAY include a <forward> element as described in P{&xt_2_1] and in section 5.3.1.7;

5) MAY include a <restore> element as described in[pX8xt_2 1] and in section 5.3.1.7;

6) MAY include a <search> element as described in [X&@ 2 1] and in section 5.3.1.7;

7) MAY include a <subscribe> element as describeX®) _ext 2 1] and in section 5.3.1.7; and
8) MAY include other elements from other namespaceshi® purposes of extensibility.

The <docs> element:

1) MAY include an <apd> element as described in [XS&2_2 1] and in section 5.3.1.7;

2) MAY include a <mod-hist> element as described iSP< ext_2_ 1] and in section 5.3.1.7;

3) MAY include a <prefs> element as described in [X8kt_2_1] and in section 5.3.1.7;

4) MAY include a <request-hist> element as descrilpellKED_ext_2_1] and in section 5.3.1.7; and
5) MAY include other elements from other namespaceshf® purposes of extensibility.

The <subscribe> element:
1) MAY include a <sip> element as described in [XSDX_&x1] and in section 5.3.1.7; and
2) MAY include an <xdcp> element as described in [X8&t_2_1] and in section 5.3.1.7.
5.3.1.2 Application Unique ID
The default namespace SHALL be as defined in [RR2G#8ection 12.1Application Unique ID (AUID).
5.3.1.3 XML Schema

The XDM Capabilities Document SHALL conform to tKL Schema define in [RFC4825] section 12XML Schema
and to the XML Schema defined in [XSD_ext_2_1].

5.3.1.4 Default Namespace

The default namespace SHALL be as defined in [RR2G#8ection 12.3Default Document Namespdce
5.3.1.5 MIME Type

The MIME type of the XDM Capabilities Document SHAbe as defined in [RFC4825] section 12MIME Typé.
5.3.1.6 Validation Constraints

There are no additional validation constraints eisged with this application usage.
5.3.1.7 Data Semantics

The data semantics for the elements defined in f826] SHALL be as defined in [RFC4825] section XCAP Server
Capabilities.
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The <xdm-caps> element defines which XDM capabithe Server Provider supports. The <au> elenedimnas the
capabilities that a particular Application Usagemarts. The “auid” attribute SHALL contain the AUKpecified for the
Application Usage.

The <requests> element defines which optional X[2luests the Application Usage supports.

The <forward> element defines that the Applicatisage supports XDM Resource forwarding as desciibsdction
6.2.6.2.

The <restore> element defines that the Applicatisage supports XDM restore as described in se6t@6.5.

The <reference> element defines that the Applicatieage supports Document Reference as descritsetiion 6.2.6.1.
The <search> element defines that the Applicatieadeé supports search as described in section 6.2.3.

The <subscribe> element defines that the Applicatisage supports subscribe to changes as desaribedtion 6.2.2.
The <diff-read> element defines that the Applicatidssage supports Differential Read as describesgdtion 6.2.6.3
The <diff-write> element defines that the ApplicatiUsage supports Differential Write as descrilveskiction 6.2.6.4.
The <docs> element defines which optional XDM Doeuats the Application Usage supports.

The <apd> element defines that the Application @sagpports the Access Permissions Document asloesdan section
5.6.

The <prefs> element defines that the Applicatioagéssupports the XDM Preferences Document as teskim section
5.8.

The <request-hist> element defines that the ApfiindJsage supports the Request History Informaflooument as
described in section 5.7.2.

The <mod-hist> element defines that the Applicatitsage supports the Modification History Documentiascribed in
section 5.7.1.

The <subscribe> element defines subscribe for admngpabilities of Server Provider's Subscriptiooxy.

The <sip> element defines that the SubscriptionxyPsoipports subscribe to changes using a SIP SUBBERquest as
described in section 6.6.2.

The <xdcp> element defines that the Subscriptiaxysupports subscribe to changes using an XDCRé&t@s described
in section 6.6.1.

5.3.1.8 Naming Conventions
The XDM Capabilities Document shall have the nasdefined in [RFC4825] section 12.Rdming Conventioris
5.3.1.9 Global Document
This Application Usage defines one Global Docunardt no XDM Documents in the Users Tree.
5.3.1.10 Resource Interdependencies
As defined in [RFC4825] section 12.Bé&source Interdependencies
5.3.1.11  Authorization Policies
All authenticated Principals SHALL have accesshim XDM Capabilities Document.
5.3.1.12 Subscription to changes
Not applicable.
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5.3.1.13 Search Capabilities
Not applicable.
5.3.1.14 XDM Preferences Document

Not applicable.
5.3.1.15 History Information Documents
Not applicable.
5.3.1.16 Forwarding
Not applicable.
5.3.1.17 Restore
Not applicable.
5.3.1.18 Document Reference
Not applicable.
5.3.1.19  Differential Read and Write

Not applicable.

5.3.2 XML Documents Directory

The XML Documents Directory Application Usage allban XDMC and an XDM Agent (corresponding to a gi%JI) to
fetch:

1) the list of all XCAP managed XDM Documents corrasgiag to that XUl across all Application Usages, or
2) the list of all XDM Documents for a given AUID cesponding to that XUI stored for that AUID.

53.2.1 Structure
The structure of an XDM Directory Document SHALL & follows:
It is a well-formed and valid XML document encodedJTF-8 that begins with the root element <xcapectiory>.
The <xcap-directory> element SHALL include one are<folder> elements.
The <folder> element:

1) SHALL include an “auid” attribute, whose value asponds to an AUID and for which there are XDM Doeats
in the User Directory corresponding to a given Xahg

2) SHALL include either one or more <entry> elementsio <error-code> element.
The <entry> element:

1) SHALL include a “uri” attribute;

2) SHALL include an “etag” attribute;

3) MAY include a “last-modified"attribute;
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4)  MAY include a “size” attribute;
5) MAY include a “reference” attribute; and
6) MAY include a “reference-display-name” attribute.

The character escaping SHALL be applied in HTTP kHpresentation according to [RFC4825] section 6.3.

5.3.2.2 Application Unique ID

The AUID SHALL be “org.openmobilealliance.xcap-ditery”.
5.3.2.3 MIME Type

The MIME type for the XDM Directory Document SHALle “application/vnd.oma.xcap-directory+xml”.

5.3.2.4 Default Namespace

The default namespace SHALL be “urn:oma:xml:xdmpxd@ectory”.

5.3.2.5 XML Schema

The XDM directory XDM Document SHALL conform to tBe&ML schema described in [XSD_xcapDir] and in
[XSD_xcapDirExt].

5.3.2.6 Additional Constraints

None.

5.3.2.7 Data Semantics

The “uri” attribute SHALL contain the Document UBI Document Selector for an XDM Document correspagdo the
“auid” attribute value in the parent <folder> elerhand for the given XUI. The character escapind\BHbe applied in
HTTP URI representation according to [RFC4825]isech.3.

The “etag” attribute SHALL contain either the sereemputed E-Tag value of the current instancédnefXDM Document
identified by the “uri” attribute value or if thealue of the “uri” attribute identifies an XDM Docwnt Reference, the E-Tag
value of the referenced XDM Document. (This alldtvs XDMC or an XDM Agent to determine whether thedlly cached
copy of an XDM Document is up-to-date).

The “last-modified” attribute SHALL contain eithtre date and time the XDM Document identified by tari” attribute
was last modified or if the value of the “uri” alttnte identifies an XDM Document Reference, theedatd time the
referenced XDM Document was last modified. (Thisevas an XDMC or an XDM Agent to determine if whetlam XDM
Document has changed recently or not.)

The “size” attribute SHALL contain either the sizepctets, of the XDM Document as identified abovéf the value of the
“uri” attribute identifies an XDM Document Referenahe size, in octets, of the referenced XDM Doeotn(This can help
an XDMC or an XDM Agent determine if it wants tologd the entire XDM Document or an XDM DocumenttPas
appropriate based on any resource limitation sediaadwidth.)

The “reference” attribute SHALL be a reference noXdM Document. The value SHALL correspond to thieference>
element provided by the XDCP Request with the deetref > child element as described in sectiofisl63.1 and 6.2.6.1.

The “reference-display-name” SHALL be present amhen a “reference” attribute is present. The va&eference-
display-name” attribute SHALL correspond to thespliay-name> element provided by the XDCP Requést tive <set-
doc-ref> child element as described in sectionsl&11 and 6.2.6.1.

The <error-code> child element of a <folder> eletf®#HALL contain the Status-Code and Reason-Phetseved from the
Status-Line of the received HTTP response messdgemed by an XDMS (see [RFC2616]).
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5.3.2.8 Naming Conventions

There SHALL be only one XDM Directory Document p&dl in each XDMS. The name of the XDM Directory Donent
SHALL be “directory.xml”.

5.3.2.9 Data Interdependencies

For every XDM Document created/deleted/modifiethia “users” tree for a particular XUl and ApplicatiUsage, the
XDMS SHALL add/delete/update the appropriate <entrkild element in the appropriate <folder> elemaithe XDM
Directory Document corresponding to that XUI.

NOTE 1: This does not imply that the server musti@ty store this XDM Directory Document. All thist required is
that the XDMS is able to serve an up-to-date varsiosuch an XDM Document when requested.

The XDMS SHOULD NOT generate an E-Tag value forttiee XDM Directory Document.

NOTE 2: This implies that conditional operations apt supported against the XDM Directory Documémt XDMC
or an XDM Agent should always refresh any cachqa/co

5.3.2.10 Authorization Policies

The XDMS SHALL be the only entity allowed to created modify the XDM Directory Document. Thus, thethorized
Principals SHALL only be allowed to retrieve thi®Xl Document.

The authorization policies for retrieving an XDMrB¢tory Document SHALL conform to those describedection 5.1.5.

If an Access Permissions Document exists for a D&exctory, Authenticated Principals that have pisgion to read the
User Directory and its content SHALL be authoritedetrieve the XDM Directory Document informaticglated to the
User Directory. Authenticated Principals that hpeemission to read a single XDM Document or XDM Doent Part
SHALL only be authorized to retrieve informationoalh that XDM Document.

If an Access Permissions Document does not exigttha Primary Principal and an associated Alidadfpal SHALL be
authorized to retrieve the XDM Directory Document.

5.3.2.11  Global Document
This Application Usage defines no Global Documents.
5.3.2.12  Subscription to changes
Not applicable.
5.3.2.13 Search Capabilities
Not applicable.
5.3.2.14  XDM Preferences Document
Not applicable.
5.3.2.15 History Information Documents
Not applicable.
5.3.2.16 Forwarding

Not applicable.
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5.3.2.17 Restore

Not applicable.

5.3.2.18 Document Reference

Not applicable.

5.3.2.19 Differential Read and Write

Not applicable.

5.4 Common Content Types

54.1 Search Document

A Search Document included in a Search RequesSaaach Response SHALL comply with the specificatiefined in this
section.

5.4.1.1 MIME Type
The MIME type for the Search Document SHALL be “bBggtion/vnd.oma.search+xml”.

54.1.2 XML Schema
The Search Document SHALL conform to the XML scheataacribed in [XSD_search].

54.1.3 Structure

The Search Document SHALL conform to the XML scheataacribed in section 5.4.1.XML Schem@g with the
clarifications given in this section.

The <search> element:

1) SHALL include the “id” attribute with the value unie among the Search Requests generated by theX&awe
or the same XDM Agent. The Search Request genebgtdte XDMC or the XDM Agent SHALL include a
<request> element. The non-error response gendmstite XDMS SHALL include a <response> elemente Th
value of the “id” attribute in case of response $HAe the same as in the request for which thearsp was
generated;

2) MAY include the “max-results” attribute with the @itive integer value indicating the maximum numbgresults
requested by the XDMC or the XDM Agent; and

3) MAY include any other attribute for the purposesgfensibility.

The <query> element SHALL include an XQuery expi@sas described in [W3C-XQUERY] arfe/3C-
XQUERY_FullText} It is RECOMMENDED to include the XQuery expressiato the CDATA section.

The XQuery expression SHALL include one input fumet- collection. The collection of the data todsarched is created:

1) as asetof all XDM Documents stored in the Usees Df an appropriate Application Usage excludingrting
XDM Documents;

2) as a set of all XDM Documents in the particular tishome directory of an appropriate Applicationade
excluding Supporting XDM Documents;

3) as a particular XDM Document in the particular Uséiome directory of an appropriate Application gegor,

4) as a set of all XDM Documents stored in the Gldbvake of an appropriate Application Usage.
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As such, the parameter of the collection functibtAEL be either:
1) the string of “[AUID]/users/”;

2) the string of “[AUID]/users/[XUI]";
3) the string of “[AUID]/users/[XUl]/[User Directory Bcument Selector]”; or,
4) the string of “[AUID]/global/”.

For example:

collection(“org.openmobilealliance.user-profile/ts®) represents all User Profile Documents stonetthe Users Tree
on Profile XDMS to which the Search Request isdted;

collection(“org.openmobilealliance.groups/usersjsgbloggs@example.com”) represents all Group Daaumstored
in the home directory of “sip:joebloggs@example.tam Group XDMS to which the Search Request iseted;

collection (“resource-lists/users/sip:joebloggs @egke.com/index”) represents the URI List Documeithwhe name
“index” stored in the home directory of “sip:joebgs @example.com” on List XDMS to which the Searelgest is
targeted.

The <request> element MAY include any other eleneerttribute from any other namespace for the psepf
extensibility.

The <response> element MAY include any other eldéroeattribute from any other namespace for thepse of
extensibility.

In addition, each Application Usage that suppdres$earch feature SHALL define one or more basicét@expressions
that are supported by the Application Usage seadeitten [W3C-XQUERY] and [W3C-XQUERY _FullText]. Sudtasic
XQuery expressions allows the Application Usageettdrict the data that can be searched and als@télke results
provided to the XDMC or the XDM Agent.

54.2 XDCP Document

An XDCP Document SHALL be included both in an XDRBquest and in an XDCP Response. When includedrvéth
XDCP Request the XDCP Document SHALL contain tlipiested operation and data needed to perform plesation.
When included within an XDCP Response the XDCP Duent SHALL contain the result of the requested afien.

5.4.2.1 MIME Type
The MIME type for the XDCP Document SHALL be “apgation/vnd.oma.xdcp+xml”.

5.4.2.2 XML Schema

The XDCP Document SHALL conform to the XML schenesdribed in [XSD_xdcp], the “urn:ietf:params:xmtpetch-
ops-error” XML schema described in [RFC5261] arg ‘thrn:ietf:params:xml:ns:xcap-error”’ describedRiC4825].

5.4.2.3 Structure

The XDCP Document SHALL conform to the XML schenesdribed in section 5.4.2. XML Schemg with the
clarifications given in this section.

The XDCP Document SHALL include an <xdcp-documenmtot element.
The <xdcp-document> element SHALL include eitharequest> element or a <response> element.

The <request> element SHALL include one of theofwlhg elements:
1) a<diff-read> element;

2) a <diff-write> element;

3) a <forward> element;
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4)
5)
6)
7)
8)
9)
10)
11)
12)
13)

a <forward-accept> element;

a <forward-delivery-report> element;
a <forward-reject> element;

a <forward-remote> element;

a <remove-doc-ref> element;

a <restore> element;

a <retrieve-doc-ref> element;

a <set-doc-ref> element;

a <subscribe> element; or,

any element from other namespaces for the purposgensibility.

The <diff-read> element:

1)
2)

MAY include an <etag> element; and,

MAY include a <filter-set> element as describedRirC4661].

The <diff-write> element:

1)

MAY include a <filter-set> element as describedRirC4661].

The <forward> element:

1)

2)
3)
4)
5)
6)
7

SHALL include a < recipients-list> element that:

a) SHALL include a <list> element as described in [RBZ6].

MAY include a <note> element;

MAY include an <expiration-time> element;

MAY include a <filter-set> element as describedRFC4661];
MAY include a <display-name> element;

MAY include a <delivery-report> element; and,

MAY include a <request-id> element.

The <forward-accept> element:

1)
2)

SHALL include a <document-uri> element;
MAY include either:
a) a <do-not-store> element; or

b) a <store> element with a “udds” attribute..

The <forward-delivery-report> element:

1)
2)
3)

SHALL include a <request-id> element;
SHALL include a <recipient-uri> element; and,

SHALL include a <status> element.
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The <forward-reject> element:
1) SHALL include a <document-uri> element.

The <forward-remote> element:
1) SHALL include a <document-uri> element;

2) MAY include a <note> element;
3) MAY include a <size> element;
4)  SHALL include a <sender-identity> element;
5) MAY include a <display-name> element;
6) MAY include an <expiration-time> element;
7) SHALL include an <content-type> element;
8) SHALL include a < recipients-list> element that:
a) SHALL include a <list> element as described in [RBZ6].
9) MAY include a <delivery-report> element; and,

10) MAY include a <request-id> element.

The <restore> element:
1) SHALL include an <back-to-etag> element; and,

2) MAY include a <current-etag> element.

The <set-doc-ref> element:
1) SHALL included a <reference> element; and,

2) MAY include a <display-name> element.

The <subscribe> element:
1) SHALL include a <subscription> element that:

a) SHALL include a <target-documents> element;

b) SHALL include a <duration> element; and,

c) MAY include other elements from other namespaceshi® purpose of extensibility.

2) SHALL include a <notification> element that either:

a) SHALL include either a <push> element; or,

b) SHALL include any element from other namespacestfempurpose of extensibility.

The <target-documents> element:
1) MAY include a <resource-uri> element that:

a) SHALL include on or more <uri> elements; and,
b) MAY include a <filter-set> element as describedRFC4661].

2) MAY include a <resource-list> element that:
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a) SHALL includes one or more <list> elements as dbsdrin [RFC4826]; and,
b) MAY include a <filter-set> element as describedRFC4661].

3) MAY include a <list-uri> element that:
a) SHALL included one or more <uri> elements; and,

b) MAY include a <filter-set> element as describedR+C4661].

The <push> element:
1) SHALL include a <push-address> element;

2) SHALL include a <wap-application-id> element;

3) SHALL include a <user-interaction-level> element;
4)  MAY include a <preferred-notification-type> elemgnt
5) MAY include a <gzip> element; and,

6) MAY include any elements from other namespaceshfempurpose of extensibility.

The <response> element:
1) SHALL include one of the following elements:

a) a<done> element;
b) a<done-new-etag> element;
c) a <forward-result> element that:
i. MAY include a <not-found-recipients-list> elemehtt:
] MAY include a <list> element as described in [RFCEB
ii. MAY include a <not-authorized-recipients-list> elem that:
] MAY include a <list> element as described in [RFE8EB
d) a <remote-forward-result> element that:

i. MAY include a <not-found-recipients-list> elemehat:

] MAY include one or more <list> elements as desdiime[RFC4826].

e) a <retrieve-doc-ref-result> element that:
i. SHALL include a <reference> element; and,
ii. MAY include a <display-name> element.

f) a<new-etag-value> element;

g) an <application-usage-defined-conflict> element:tha

i. SHALL include a “phrase” attribute; and,

ii. MAY include any elements from other namespacesh®mpurpose of extensibility.

h) a <constraint-failure> element;

i) a<doc-ref-active> element;
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j) an <etag-missing> element;
k) a <filter-set-not-allowed> element;
[) an <invalid-recipient> element;
m) an <invalid-request> element;
n) a <no-diff-document> element;
0) a <not-found> element;
p) a <not-latest-etag-value> element;
gq) a <not-supported-request> element;
r) a <restore-version-not-found> element;
S) an <unknown-etag-value> element;
t) a <diff-write-conflict> element that
i. MAY include a <patch-ops-error> element as desdribgdRFC5261];

ii. MAY include an <xcap-error> element as describe[RIRC4825]; or,

iii. MAY include any elements from other namespacestfepurpose of extensibility.
u) an <xcdp-document-structure-not-ok> element;
v) an <other-conflict> element that includes one orer@ements from other namespaces; or,
w) any elements from other namespaces for the puigfasdensibility.

2)  MAY include a <display-text> element.

5.5 Global Documents

[RFC4825] specifies a Global Tree which is usedlé@e XDM Documents applicable to a particular Aggtion Usage but
which are not specific to any particular user. Xaraple of this is the XDM Capabilities Documentgsection 5.3 XCAP
Server Capabilitiesy describing the Application Usages supported bXBiMS.

If Global Documents are used, each Application @sagALL describe how each Global Document is careséd and
whether there is any associated authorization pttiat controls the access to the Global Document.

Such a definition of a Global Document does notlyntipat the XDMS must actually store this Globalddment. But, this
implies that the XDMS SHALL always be prepared togess the requests against this Global Documehthencontents of
this XDM Document at any point in time SHALL alwagscurately represent the state of all XDM Docuraéwith
appropriate restrictions, if defined) in the Us€rse of the corresponding Application Usage.

5.6 Access Permissions Document

Access Permissions Document defined in any Apptindtlsage SHALL comply with the specification defthin this
section.

56.1 Structure

The structure of an Access Permissions Documentl$H% as follows:
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The Access Permissions Document SHALL include ao¢ element <ap-rules>.
The <ap-rules> element:
1) MAY include one <access-permissions-document-relement as described in section 5.6.7;
2) MAY include one <directory-rule> element as desetilin section 5.6.7; and
3) MAY include one or more <document-rule> elementdescribed in section 5.6.7.
The <access-permissions-document-rule> element $SHAdtlude one <rule-set> element conforming to [RFE5].
The <rule-set> element SHALL consist of one or mange> elements conforming to [RFC4745].

The <rule> element SHALL contain one <conditionsie @ane <actions> element but NOT a <transformatia@iement.

The <conditions> element:

1) SHALL include either one <identity> element as dixd in [RFC4745] or one <external-list> elemesit a
described in section 5.2.2.1.

The <actions> element:

1) SHALL include either one <allow-any-operation> etthas described in section 5.6.7 or one <allowenat-own-
data> element as described in section 5.6.7.

The <directory-rule> element SHALL include one <rglet> element conforming to [RFC4745].

The <rule-set> element SHALL consist of one or mange> elements conforming to [RFC4745].

The <rule> element SHALL contain one <conditionsi ane <action> element but NOT a <transformaticgisment.
The <conditions> element in the <rule> element:

1) SHALL include either one <identity> element as ditsd in [RFC4745] or one <external-list> elementdafined
in section 5.2.2.1.

The <actions> element in the <rule> element SHAhtllde either one <allow-any-operation> elemerdescribed in
section 5.6.7 or one or more of the following elatse

1) the <allow-retrieve> element as described in thitien 5.6.7;
2) the <allow-modify> element as described in secidh7;
3) the <allow-create> element as described in seé&ti6r7; and
4) the <allow-delete> element as described in se&i6ry.

The <document-rule> element:

1) SHALL include an attribute named “path” specifyitig User Directory Document Selector of the XDM Daoent
for which the rule applies to; and

2) SHALL include a <rule-set> element conforming td-[B4745].

The <rule-set> element SHALL contain one or monge¥ elements conforming to [RFC4745].

The <conditions> child element of the <rule> eletrf@HALL include one of the following child elements
1) the <identity> element as described in [RFC474%] iansection 5.2.2.2.
2) the <external-list> element as defined in sectighXb1; and

3) the <other-identity> element as defined in secidh?2.1.
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The <actions> child element of the <rule> elemdrAEL include either one <allow-any-operation> elerhas described in
section5.6.7, one <allow-any-operation-own-data> elemerdescribed in section 5.6.7 or one or more ofdhewing
elements:

1) the <allow-retrieve> element as described in sadi6.7;

2) the <allow-modify> element as described in secidh7;

3) the <allow-create> element as described in se&i6ry;

4) the <allow-delete> element as described in se&i6rv;

5) the <allow-forwarding> element as described inisecs.6.7; and

6) the <allow-restore> element as described in se&i6éry.
The <allow-forwarding> element MAY include the <igents-list> element as defined in section 5.6.7.
The <recipients-list> element SHALL either include:

1) the <black-list> element as defined in section/@.the <white-list> element as defined in secBdh 7.

The <black-list> and <white-list> elements:
1) MAY include one or more <one> element(s) as descrin [RFC4745]; and

2) MAY include one <external-list> element as desafibe5.2.2.2.

The <transformations> element MAY be includednifluded it SHALL include one of the following elents:
1) the <filter-set> element as described in [RFC 4664ppendix | ‘Filter ABNF’ and section 5.6.7; and
2) elements from a namespace defined by a particyjptidation Usage.

The <filter-set> element SHALL have a structuraleBned by [RFC 4661] with the following clarifi¢ahs.

1) the <filter-set> element SHALL have a structuret thalude one or more <filter> element and MAY indé a <ns-
bindings> element but SHALL NOT include a “packagétibute; and

2) the <filter> element SHALL include one <what> ekamhand a “id” attribute but SHALL NOT include aigger>
element, a “uri” attribute, a “domain” attributey &enabled” attribute or a “remove” attribute.

The <what> element MAY include one or more <inckiddements and MAY include one or more <excludesrmants. If
an <exclude> element is present then, if any <ohetuelements are present they SHALL include a “tgtribute with the
value set to “namespace”.

5.6.2  Application Unique ID

An Application Usage MAY require the use of an Ass®ermissions Document in order to control acteXPHM
Resources. The Access Permissions Document SHAAteshe Application Unique 1D with the XDM Documestit
controls access to.

5.6.3 Default Namespace
The default namespace SHALL be “urn:oma:xml:xdm:ap”

56.4 XML Schema

The Access Permissions Document SHALL conform &XNL schema defined in [XSD_ap], [RFC4661] and XML
schemas described in section 5.2.2.3.
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5.6.5 MIME Type

The MIME Type for the Access Permissions Documerigpplication/vnd.oma.xdm-apd+xml”.

5.6.6  Validation Constraints

The Access Permissions Document SHALL conform &oXML schema described in section 5.6XML Schemaand the
data semantics described in section 5.B&t& Semanti¢swith the following clarifications:

1) The <document-rule> element attribute “path” SHAddntain the path to an existing XDM Document in the
directory. Only one <document-rule> element per XDitument in the directory SHALL be allowed. Ifghi
constraints is violated, an HTTP “409” Conflict'sfponse SHALL be returned with the error conditidentified by
the <constraint-failure> element. If include, thpdhése” attribute of this element SHOULD be setQoly one
document rule per document is allowed”; and

2) A <filter-set> element SHALL conform to the constita defined in section 5.6.7 and to any constrdgfined in
the documentation for a particular Application Usad any of these constraints is violated, an HT489”
Conflict” response SHALL be returned the error dtind identified in the <constraint-failure> elentet include,
the “phase” attribute of this element SHOULD beteéfThis type of filter is not allowed”.

5.6.7 Data Semantics

The <access-permissions-document-rule> element $Hbdintain the Access Permissions to grant accedgetéccess
Permissions Document itself or its History Inforioatif such exists. An <access-permissions-documaet element
SHALL only grant permissions to perform an XDM ogigon.

If the <access-permissions-document-rule> elensemobi included in the Access Permissions Docuntleatlser
Directory’s Primary Principal or associated Aliagneipal SHALL be the Admin Principal of the Acce8srmissions
Document or its History Information if such exists.

If the <access-permissions-document-rule> elenseimciuded in the Access Permissions Documenttoeess-
permissions-document-rule> element:

1) SHALL contain one <rule> element that grants asieme Principal access to all operations. The &idfibute of
this rule SHALL have the value “ap-admin”. The oaljowed <actions> child element included in thaler
element SHALL be the <allow-any-operations> element

2) MAY contain one <rule> element that allows any Eifial to retrieve an Access Permissions Documettt anly
the requesting Principal’s Access Permissions ariddck particular Principals to retrieve this infaation. The
“id” attribute of this <rule> element SHALL havedlvalue “ap-own-many”. The only allowed <action$#a
element SHALL be the <allow-retrieve-own-data> eden The only allowed <conditions> child elemenitsA&L
be the <identity> element including a <many> elem&n block a particular Principal from retrieviitg Access
Permissions the identity of the Principal SHALLiheluded in an <except> child element to the <maalgment;
and

3) SHALL NOT contain a <rule> element with “id” attrite beginning with the sub-string “ap-" unlesssitirule with
OMA defined data semantics.

The <directory-rule> element SHALL contain the Assdermissions rules to grant access to the Apiplicllsage User
Directory. This element SHALL enumerate Principalswed to create and delete XDM Documents in teerWDirectory
and allowed to perform management operations cstiegiXDM Documents. The element SHALL NOT defirerpissions
for the Access Permissions Document.

This element SHALL be checked on every accessadJger Directory.

A <directory-rule> element SHALL only grant permdss to perform an XDM operation.

If the <directory-rule> element is not includedlire Access Permissions Document, the default Adeessissions as
described by the Application Usage SHALL be appliesl this is the same Access Permissions asideddn section 5.1.3
for a User Directory without an Access PermissiDosument.
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If the <directory-rule> element is included in thecess Permissions Document and the Primary Pahigo be given
more Access Permissions then the default retriemmigsion, a <rule> element with the “id” attribwaue “ap-xui”
SHALL be included in the <rule-set> element. Therditions> element SHALL include an <identity> ekmhwith only
one <one> element with the identity of the PrimRrincipal included.

If the <directory-rule> element is included in thecess Permissions Document, the <directory-rulement SHALL NOT
contain a <rule> element with “id” attribute begimg with the sub-string “ap-“ unless it is a rulémOMA defined data
semantics.

The <document-rule> element SHALL contain the Asdesrmissions for a particular XDM Document in Application
Usage’s User Directory. This element SHALL be cleetlwhen the <directory-rule> element does not gadhtincipal
access to the particular XDM Document for a palticXDM operation. The “path” attribute SHALL indade the User
Directory Document Selector of the XDM Document.

The <document-rule> element SHALL only grant pesiuiss to perform an XDM operation.

If a < document-rule > element is included in theedss Permissions Document, the < document-rulermremt SHALL
NOT contain a <rule> element with “id” attributeddening with the sub-string “ap-“ unless it is dewith OMA defined
data semantics.

Each Application Usage SHALL define how the <ex#ist> element is used and what XDM Document $tris element
is allowed to reference.
One example of such definition can be found in [XD®oup] section Groupg'.

The <allow-any-operation> element SHALL be a cleldment to the <actions> element. This element SH@dant access
to any operation when the <conditions> element oftde> element is evaluated to true.

The <allow-retrieve> element SHALL be a child elern® the <actions> element. This element SHALLngaccess to the

“retrieve”, “search” and “subscribe” operations wttee <conditions> element of a <rule> elemenviwated to true.

The <allow-create> element SHALL be a child elenterthe <actions> element. This element SHALL grotess to the
“create a document” operation and all “documergnezice” operations when the <conditions> elemeat<afule> element
is evaluated to true.

The <allow-modify> element SHALL be a child elemémthe <actions> element. This element SHALL gieetess to
modify an XDM Resource in the directory when therditions> element of a <rule> element is evaluatetiue. The
element SHALL also granted access to the “retrie\@farch’ and “subscribe” operations.

The <allow-delete> element SHALL be a child elenterthe <actions> element. This element SHALL gtess to delete
an XDM Document in the directory when the <conditis element of a <rule> element is evaluated t®. tru

The <allow-forwarding> element SHALL be a childrlent of the <actions> element. This element SHAtANng access to
the “forwarding of a document” operation for an XCRésource in the directory when the <conditiongmaint of a <rule>
element is evaluated to true. The element SHALD glaint access to the “retrieve”, “search” and $uibe” operations.

The <recipients-list> element SHALL be a child etmof the <allow-forwarding> element. This elem8HALL include
either the <black-list> or the <white-list> elemastchild element. The <black-list> element SHAld Used to list a set of
Principals who are restricted to receive the fodegdrXDM Resource. The <white-list> element SHALLUsed to list a set
of Principals who are allowed to receive the forest XDM Resource.

The <allow-restore> element SHALL be a child eletaithe <actions> element. This element SHALL graccess to the
“restore” operation of an XDM Document when the rditions> element of a <rule> element is evaluatetiue.

The <allow-any-operation-own-data> element SHALLabghild element of the <actions> element. Thisnelet SHALL
grant access to XML nodes containing informatidatesl to the requesting Principal when the <coadgP element of a
<rule> element is evaluated to true. Which such Xdldes are and how to determine which elementtidpate that contain
the identity of the requesting Principal is definet Application Usage. An example of the use &f ghement is to allow a
Principal to delete or modify an XML element pouhteut using the Principals own identity in a li§identities. This
element is used to allow authorized Principalsthmiaister data related to themselves in other Ryads’ XDM Documents.
This element for example can be used togethertiéhconditions> child elements <identity> <manyw a&except> to
control that all Principals apart from the oneghie <except> element are allowed to modify datateel to themselves.
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The <allow-retrieve-own-data> element SHALL be ddcblement of the <actions> element. This elen&HALL grant
retrieve access to XDM Documents that only coniteiormation related to the requesting Principal whige <conditions>
element of a <rule> element is evaluated to trysplidation Usage SHALL define rules to determineatvtonstitutes
information related to the requesting Principal archt elements and attributes contain that infoionafThis element is
used to allow authorized Principals to retrieveadatated to themselves in other Principals’ XDMcDments. This element,
for example, can be used together with the <camditr child elements <identity> <many> and <excepteontrol that all
Principals apart from the ones in the <except> elgrare allowed to retrieve data related to thevesel

When this element is used in a <rule> element enait <access-permissions-document-rule> elementetiuesting
Principal, as result of a retrieve request, SHADtain an Access Permissions Document that contailysthe rules that
specify the requesting Principal's Access Permissio the Application Usage’s XDM Resources. Infation related to
other Principals SHALL NOT be included.

The <filter-set> element SHALL be a child elemehtt® <transformations> element. This element SHAleffine which
parts of an XDM Document the Principals identifedthe <conditions> child element have permiss@madcess.

The <filter-set> element has the following usehia tontext of different XDM operations.

1) Retrieve operation: The <filter-set> element defindnich parts of an XDM Document a requesting Rpiads
allowed to retrieve. The filter SHALL be appliedttee XDM Document before the XDM Document is retdrio
the requesting Principal.

2) Subscribe for changes operations: The <filter-eé¢ment defines which parts of an XDM Documentcpuesting
Principal is allowed to get changes about. Theesting Principal SHALL receive notifications onlgaut changes
to the parts of the XDM Document that are defingdhe <filter-set> element.

3) Modification operations: The <filter-set> elemeefides which parts of an XDM Document a requeskEnigcipal
is allowed to modify. The filter SHALL be applied the XDM Document modification information receivia the
modification request before the XDM Document i®akd to be modified. If the modification informaticontains
more XDM Document Parts than the filter defineg, thodification request SHALL be denied else it SHAle
accepted and the XDM Document SHALL be modifiedezpiested.

4) Forwarding operations: The <filter-set> elemenires which parts of an XDM Document the requesBngcipal
is allowed to forward to another Principal. ThesfilSHALL be applied to the XDM Document beforésit
forwarded to the receiving Principal. The <excluabéid elements of the <what> element is used ¢clbl
particular content of an XDM Document to be forwedtdThe <include> elements are used to allow ocaljiqular
content of the XDM Document to be forwarded.

5) Restore operations: The <filter-set> element SHAkLignored when checking access permissions faretitere
operation.

6) Differential Read operations: The <filter-set> etamhdefines which parts of an XDM Document a retjngs
Principal is allowed to retrieve. The <filter-setlement SHALL be applied to the XDM Document befthre
differential information is returned to the requiegtPrincipal.

7) Differential Write operations: The <filter-set> glent defines which parts of an XDM Document a retjng
Principal is allowed to modify. The filter SHALL kapplied to the XDM Document modification informaaii
received in the modification request before the XDbtument is allowed to be modified. If both tleeeived
Differential Write operation and the <transformase element of the <rule> element that grantedehaesting
Principal access to the operations includes aexfiet> element, the request SHALL be rejected.

8) Search operations: The <filter-set> element defimeich XDM Document Parts a requesting Principalliswed
to search and which XDM Document Parts the seastltris allowed to contain.

5.6.8 Naming Conventions

There is only one Access Permissions Document petig¢ation Usage and XUl in each XDMS. The Accessfissions
Document SHALL be addressed using the User Dirgddmcument Selector “/oma_ap/access-permissiores”hie
Document Selector to the Access Permissions DocuBteALL be “[auid]/users/[xui]/loma_ap/access-persioss” and the
XDM Document name SHALL be “access-permissions”.
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5.6.9 Global Documents

No Global Documents are defined.

5.6.10 Resource Interdependencies

None.

5.6.11 Authorization Policies

The <access-permissions-document-rule> elemeheiltcess Permissions Document SHALL be checkeardekecuting
any XDM operation towards an Access Permissionsubant.

If a Modification History Information Document caining information about the Access Permissionsubtent exists,
Access Permissions to this Modification Historydimhation Document SHALL be controlled by the <asepsrmissions-
document> rule element in the Access Permissiortaident and SHALL be checked by the XDMS before etieg any
XDM operation towards the Modification History Imfoation Document.

5.6.12 Subscription to changes

Not applicable.

5.6.13 Search Capabilities

Not applicable.

5.6.14 XDM Preferences Document

An Access Permissions Document MAY support XDM Prefices Document for handling the preferencesectialy to
History Information if History Information is supged.

5.6.15 History Information Documents

An Access Permissions Document MAY support Modtfara History Information Document as describedeotion 5.7.1
“Modification History Information Document

An Access Permissions Document MAY support a Reddessory Information Document as described in isecb.7.2
“Request History Information Documé&nt

5.6.16 Forwarding

Not applicable.
5.6.17 Restore

Restore of an Access Permissions Document as Heddn section 6.2.6.5XDM Restore MAY be supported.

5.6.18 Document Reference

Document References of an Access Permissions Dotduasalescribed in section 6.2.600tument Referent®AY be
supported.

5.6.19 Differential Read and Write

An Access Permissions Document MAY support Difféisdn/Nrite as described in section 6.2.6Bifferential Write”. A
Differential Write request including a <filter-seétement is not supported.

An Access Permissions Document MAY support Difféis@rRead as described in section 6.2 ®Bferential Read”.
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5.7 History Information

The History Information function allows an XDMC an XDM Agent to retrieve information about operatione towards
an XDM Document. The information is divided intoctywarts, Modification History Information contaigisuccessful
operations that modify the XDM Document (i.e. sissfel create, modify and delete operations) anduBstoHistory
Information containing a subset of all other opierat performed on the XDM Document (e.g. unauttegtiretrieve and
subscribe for changes operations).

The Modification History Information is available the form of an XDM Document as defined in secBon 1‘Modification
History Information DocumehtThe Request History Information is availabletfie form of an XDM Document as defined
in section 5.7.2 Request History Information Documént

5.7.1  Modification History Information Document
5711 Structure

The structure of a Modification History Informati@ocument SHALL be as follows:
The Modification History Information Document SHALlave one root element <history-information>.
The <history-information> element MAY include onemore <patch> element as described in sectiol 5.7.
The <patch> element:
1) SHALL include an attribute “id” as described in 8en 5.7.1.7;
2) SHALL include an attribute “operation-requesterdescribed in section 5.7.1.7;
3) SHALL include an attribute “timestamp” as descrilbledection 5.7.1.7,
4) SHALL include an attribute “new-etag” as definedRFC5874];
5) SHALL include an attribute “previous-etag” as defihin [RFC5874];
6) SHALL include an attribute “type” to capture the@é&yof XDM Operation performed,;
7)  MAY include <modified-information> as describedseaction 5.7.1.7,
8) MAY include one of the following elements:
a) an <add> element as defined in [RFC5874]; or
b) a <remove> element as defined in [RFC5874] andriestin section 5.7.1.7; or
c) a <replace> element as defined in [RFC5874] andriesl in section 5.7.1.7; or
d) a <restore> element as described in section 5;0.7
e) a <diff-write> element as described in section 7.
The <remove> and <replace> elements SHALL includatt&ribute “modified-ref” as described in secti.1.7.
The <modified-information> element:
1) SHALL include <change-logs> element as describezkntion 5.7.1.7; and
2) SHALL include an attribute “id”.
The <change-logs> element SHALL include one offtlewing elements:

1) a <previous-element> element as described in sebtib1.7;
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2) a<previous-attribute> element as described in@eét7.1.7.

5.7.1.2 Application Unique ID

An Application Usage MAY requires the use of a Mamdition History Information Document. The Modifit@n History
Information Document SHALL have the same Applicatidnique ID as the XDM Document whose Modificatidistory
Information it contains.

5.7.1.3 Default Namespace

The default namespace SHALL be “urn:oma:xml:xdnt:hied”.
57.1.4 XML Schema

The Modification History Information Document SHALdonform to the XML schema defined in [XSD_modHist]

57.15  MIME Type

The MIME Type for the Document is “application/vatha.xdm-hi+xml”

5.7.1.6 Validation Constraints

The Modification History Information Document SHALdonform to the XML schema described in section1s47 XML
Schema’

57.1.7 Data Semantics

The <history-information> element contains thednginformation of an XDM Document with the samie fname and
folder name.

The <patch> element SHALL be the child of the <dnigtinformation> element which records each histwirthe operation
towards the XDM Document. The operation requesitéhlS_ be indicated by “operation-requester” attribut he
“timestamp” attribute SHALL be used to store threé¢stamp of when the operation towards the XDM Daaninhas been
processed. The “id” attribute in the <patch> elen®HALL be unique among all <patch> elements is tiodification
History Information Document and recorded in asesmdrder.

NOTE: the “id” attribute can be used to addrepawicular <patch> element as the XDMS may rembeedider ones
if the storage reaches the limit based on the 8e®rovider’s policy.

The <add> element as defined in [RFC5874] SHALIltheechild of the <patch> element which recordsdnistnformation
of adding an element or attribute located in cqoesling XDM Document indicated by “sel” attribute defined in [ETF-
RFC5874]. The value of the “sel” attribute SHALL thee same as Request-URI in XCAP PUT request. Tkeetag”
attribute of the <patch> element SHALL be set ®mEiTag of the corresponding XDM Document aftefgrening XCAP
PUT operation. The “previous-etag” attribute of #patch> element SHALL be set to the E-Tag of theesponding XDM
Document before performing XCAP PUT operation.

The <replace> element as defined in [RFC5874] SHAELthe child of the <patch> element which rectridtory
information of replacing an element or attributedted in corresponding XDM Document indicated ™ sittribute as
defined in [RFC5874]. The value of the “sel” attrib SHALL be the same as Request-URI in XCAP PUjliest. The
“new-etag” attribute of the <patch> element SHAL& get to the E-Tag of the corresponding XDM Docunaéter
performing XCAP PUT operation. The “previous-etadftibute of the <patch> element SHALL be set ®EiTag of the
corresponding XDM Document before performing XCAPTPoperation. The “modified-ref’ attribute of theeplace>
element SHALL be set to the same value of the éittifibute of <modified-information> element whiakcords the previous
element or attribute before operating the XCAP Rigé&ration.

The <remove> element as defined in [RFC5874] SHAELthe child of the <patch> element which recoiidhy
information of replacing an element or attributedted in corresponding XDM Document indicated ™ sittribute as
defined in [RFC5874]. The value of the “sel” attrib SHALL be the same as Request-URI in XCAP DELE&duest. The
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“new-etag” attribute of the <patch> element SHAL& get to the E-Tag of the corresponding XDM Docunaéter
performing XCAP DELETE operation. The “previousgtattribute of the <patch> element SHALL be settite E-Tag of
the corresponding XDM Document before performing®CDELETE operation. The “modified-ref” attributé the
<remove> element SHALL be set to the same valubefid” attribute of <modified-information> elemewhich records
the previous element or attribute before operatiegK CAP DELETE operation.

The <diff-write> element SHALL be the child of thkpatch> element which records history informatiéuliferential
writing located in corresponding XDM Document inalied by “sel” attribute as defined in [RFC5874]eRdiff-write>
element SHALL be of type "documentType" [RFC587&f]acting the actual changes made to the target XIdument
The value of the “sel” attribute SHALL be the saaseRequest-URI in Differential Write XDCP Requdste “new-etag”
attribute of the <patch> element SHALL be set ®mEiTag of the corresponding XDM Document aftefgrening
Differential Write XDCP Request. The “previous-€tagtribute of the <patch> element SHALL be sethe E-Tag of the
corresponding XDM Document before performing Diéfetial Write XDCP Request.

The <restore> element SHALL be the child of thetepa element which records history information eftoring located in
corresponding XDM Document indicated by “sel” ditrie as defined in [RFC5874]. The value of the™aé#tibute SHALL
be the same as Request-URI in XDCP restore redliest:new-etag” attribute of the <patch> elementA&H be set to the
E-Tag of the corresponding XDM Document after perimg XDCP restore operation. The “previous-etatyilzute of the
<patch> element SHALL be set to the E-Tag of theesponding XDM Document before performing XDCPtoes
operation.

The <modified-information> element SHALL be theldof the <entry> element which is used to rectw firevious
element or attribute before performing the operatawards to the XDM Document. The value of “idtritute SHALL be
unique in the whole Modification History Informatidocument

The <previous-element> SHALL be the child of thénaege-logs> element which is used to record theique element
before performing the operation towards to the XDbtument.

The <previous-attribute> SHALL be the child of thehange-logs> element which is used to record tbeigus attribute
before performing the operation towards to the XDbtument.

5.7.1.8 Naming Conventions

There is one Modification History Information Docant per XDM Document having Modification Historyfémmation.The
Moadification History Information Document SHALL kadressed using the User Directory Document Selecto
“loma_hist/[XDM-Document-name] i.e. the Documentestor to the Modification History Information Dogent SHALL
be “[auid]/users/[xuil/oma_hist/index” if name d¢fe XDM Document having Modification History Inforiian is “index”.

5.7.1.9 Global Documents

No Global Documents are defined.

5.7.1.10 Resource interdependencies

None.

57.1.11 Authorization Policies

The XDMS is the only entity that is allowed to deear modify elements and attributes in the Modificn History
Information Document.

An authenticated Principal SHALL be able to retéer delete an XDM Document Part (including all}tod Modification
History Information Documentiowever, an authenticated Principal SHALL not bk &b delete the entire Modification
History Information Document. Before allowing acees edit to the Modification History Informationobument, the
XDMS SHALL check the <document-rule> element in Atxess Permissions Document.

If the operation is not allowed, the XDMS SHALL ee} the operation with an HTTP “403 Forbidden” @sse, if it is an
XCAP operation, or with a SIP “403 Forbidden” respe, if it is a SIP operation.

The use of a <filter-set> element in an Access Bsions Document is not applicable to a Modificatidistory Information
Document.
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5.7.1.12 Subscription to changes
Not applicable.

5.7.1.13  Search Capabilities

An Application Usage MAY support search in Modifiicen History Information Document. If the searclatigre is
supported, it SHALL be possible to search accortinte following rules:

The Application Usage SHALL support a collectioAtJID]/users/[XUl]/oma_hist/” and a collection
“[AUID]/users/[XUl}/oma_hist/[XDM-Document-documesitame]”. An example of a collection is as follows:

“org.openmobilealliance.user-profile/users/userk@meple.com/oma_hist”, or;
“org.openmobilealliance.user-profile/users/userk@mple.com/oma_hist/user-profile”.

The basic XQuery expression supported by this Apgibn Usage SHALL be as follows:
Xxquery version "1.0";

declare default element namespace "urn:oma:xml:xdm:hist-mod";

for $g in collection({Data_Source})/history-information/patch/
where [{Condition}]

return <patch>{$g/@operatation-requester} {$g/@timestamp} {$g/patch} {$g/modified-
information}</patch>

where:
{Data_Sourcgrepresents the collection that SHALL be searchedase that the value:

« “[AUID]/users/[XUlJfoma_hist/” is used, the sear&HALL be executed over all Modification History Dovents
stored in the home directory of the User identitigdXUI, in Application Usage identified by AUID.

«  “[AUIDJ/users/[XUl)/oma_hist/[XDM-Document-documentame]” is used, the search SHALL be executed over
the Modification History Documents identified by D¥-Document-document-name]” stored in the home
directory of the User identified by XUI, in Applitan Usage identified by AUID.

{Conditior} SHALL represent a combination of logical and/@ntgparison expressions defined by an XDMC or an XDM
Agent which makes use of one or more of the atteibielements “operation-requestor”, “timestamgm@dd>, <remove>

<replace>, <restore> or <diff-write> . All other XMMelements/attributes referred to as part@bfiditior} SHALL be
forbidden.

An example of a condition is as follows:

$g /add and ($g/@operation-requester= “userl@ebeacgm”) and ($g/@timestamp > “2009-12-
30T00:00:00” and $g/@timestamp < “2010-01-02T0COY:

NOTE: The comparison expression can be used inittomdin the example above, XDMS will return <platcelements
which record all operations requested by “userl@we.com” in the time period from “2009-12-
30T00:00:00” to “2010-01-02T00:00:00"

All Search Requests that do not comply with thedoAQuery expression as defined in this section EHAe responded to
with an HTTP “409 Conflict” error response.

5.7.1.14 XDM Preferences Document

Not applicable.
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5.7.1.15 History Information Documents

Not applicable.
5.7.1.16 Forwarding

Not applicable.

57.1.17 Restore

Not applicable.

5.7.1.18 Document Reference

Not applicable.

5.7.1.19 Differential Read and Write

Not applicable.
5.7.2  Request History Information Document
5.7.2.1 Structure

The structure of a Request History Information Dneat SHALL be as follows:
The Request History Information Document SHALL hawve root element <request-history >.
The <request-history> element:
1) SHALL include zero or more <document> elements.
The <document> element:
1) SHALL include an “udds” attribute; and
2) SHALL include zero or more <requestor> elements.
The <requestor> element:
1) SHALL include an “id” attribute;
2) MAY include a <last-requests> element; and
3) MAY include a <request-log> element;
4)  MAY include other elements from other namespaceshi® purposes of extensibility; and
5) MAY include attributes from any other namespacetii@ purpose of extensibility.
The <last-requests> element
1) SHALL include zero or more <request> elements.
The <request-log> element:
1) SHALL include zero or more <request> elements.
The <request> element:

1) SHALL include a “type” attribute;
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2) SHALL include a “result” attribute;

3) SHALL include a “timestamp” attribute;

4) SHALL include a <details> element;

5) MAY include a “counter” attribute;

6) MAY include a <node-selector> element;

7)  MAY include other elements from other namespacethi® purposes of extensibility; and

8) MAY include attributes from any other namespacetfier purpose of extensibility.
The <details> element:

1) MAY include a <document-reference> element;

2) MAY include a <forward> element;

3) MAY include a <get> element;

4)  MAY include a <modify> element;

5) MAY include a <restore> element;

6) MAY Include a <subscribe> element; and

7) MAY include other elements from other namespaceghi® purposes of extensibility.

5.7.2.2 Application Unique ID

An Application Usage MAY require the use of a Regjugistory Information Document. The Request Higtioiformation
Document SHALL have the same Application Uniqueakbdthe XDM Document whose Request History Infororaii
contains.

5.7.2.3 Default Namespace
The default namespace SHALL be “urn:oma:xml:xdmuesy-history”.
5.7.2.4 XML Schema

The Request History Information Document SHALL camfi to the XML schema defined in [XSD_reqHist].
5.7.2.5 MIME Type

The MIME Type for the Request History Informatiomddment is “application/vnd.oma.xdm-rhi+xml”.
5.7.2.6 Validation Constraints

Not applicable.
5.7.2.7 Data Semantics

The <document> element SHALL contain informatiomahXDM Request targeting a particular XDM Documeétite
“udds” attribute SHALL contain the XDM Document’ssekr Directory Document Selector.

The <requestor> element SHALL contain informatitwat a particular Principal’s XDM Requests targgtihe XDM
Document. The “id” attribute SHALL contain the idity of the requesting Principal as received in XigM request.
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The <last-requests> SHALL contain the last XDM resjufor each type of XDM requests performed byrédggiesting
Principal.

The <request-log> element SHALL contain a list @M requests performed by the requesting Principatal policy
SHALL define the size of the list.

The <request> element SHALL contain information@ttbe performed XDM request:
1) the type of the request in the “type” attribute.olvalues are possible “modify” or “retrieve”;
2) the result of the request in the “result” attribufevo values are possible “authorized” and “unaritteal”;
3) the time the XDM request was performed in the “Staenp” attribute;

4) the Node Selector of XDM Document Part in the <nsdkector> child element if the XDM request was mad
targeting a particular XDM Document Part;

5) the number of repeated identical requests of theesgpe in the “counter” attribute; and
6) details about the request in the child elementh@kdetails> element.

The “result” attribute SHALL have the value “auttasd” if the requesting Principal was allowed tafpem the operation as
described in section 5.1.5.

The “result” attribute SHALL have the value “unaatized” if the requesting Principal was not allowecerform the
operation as described in section 5.1.5. Requleatddiled for other reasons SHALL NOT be recoriethe Request
History Information Document.

The “type” attribute and the child elements of #uetails> element SHALL be combined as the follayin

1) if the request is a “set-doc-ref” or a “remove-de€- XDCP Request as described in section 6.2t684 /type”
attribute value SHALL be “modify” and the <detailshild element SHALL be the <document-referencesmaint;

2) ifthe request is a “retrieve-doc-ref” XDCP Requasidescribed in section 6.2.6.1, the “type” atitebvalue
SHALL be “retrieve” and the <details> child elem&HALL be the <document-reference> element;

3) iftherequestis an “restore” XDCP Request asrilesd in section 6.2.6.5 , the “type” attributewaIlSHALL be
modify” and the <details> child element SHALL bethrestore> element;

4) ifthe request is a “diff-read” XDCP Request asaiéed in section 6.2.6.6.3, the “type” attributdue SHALL be
retrieve” and the <details> child element SHALLthe <get> element;

5) if the request is a “diff-write” XDCP Request asdebed in section 6.2.6.4, the “type” attributéneaSHALL be
modify” and the <details> child element SHALL bethmodify> element;

6) if the requestis a “forward” XDCP Request as désctin section 6.2.6.2, the “type” attribute vabidALL be
“retrieve” and the <details> child element SHALL the <forward> element;

7) ifthe request is an XCAP operation as describesations 6.2.1.1 and 6.2.1.3, the “type” attribwgkie SHALL
be “modify” and the <details> child element SHALE the <modify> element;

8) if the request is an XCAP operation as describegkation 6.2.2, the “type” attribute value SHALL iggrieve” and
the <details> child element SHALL be the <get> edamand

9) if the request is a “subscribe for changes” XDMragien as described in section 6.2.2, the “typé&itaite value
SHALL be” retrieve” and the <details> child elem&HALL be the <subscribe> element.

5.7.2.8 Naming conventions

There is one Request History Information DocumemtXUI in the Users Tree of an Application Usagke Request
History Information Document SHALL be addressedigghe User Directory Document Selector “/oma_retgikistory i.e.
the Document Selector to the Request History Inédiom Document SHALL be “[auid]/users/[xui]/oma_tesgts/history”.
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5.7.2.9 Global Documents
Not applicable.

5.7.2.10 Resource interdependencies

The Request History Information Document SHALL @intinformation about XDM Requests targeting XDMsBerces
residing in the same User Directory as the Reddiesory Information Document.

5.7.2.11 Authorization Policies

The XDMS is the only entity that is allowed to deear modify elements and attributes in the Reghléstbry Information
Document.

An authenticated Principal SHALL be able only ttrieve the whole Request History Information Docuaingr an XDM
Document Part of it and to delete the whole RegHéedbry Information Document or an XDM DocumentRa it. Before
the XDMS accept such request the XDMS SHALL do arifation as described in section 5.1.5 makingaitbe Access
Permissions Document associated the Applicatiorg&lffasuch exists. If such Access Permissions Daurdoes not exist,
the XDMS SHALL apply the default authorization gylias described in section 5.1.5. The use of texfdet> element in
an Access Permissions Document is not applicatdeRequest History Information Document.

5.7.2.12  Subscription to changes

A Request History Information Document SHALL suppsubscription to changes.
5.7.2.13  Search Capabilities

An Application Usage MAY support search in Requdistory Information Document. If the search featisrsupported, it
SHALL be possible to search according to the follmyvules:

The Application Usage SHALL support a collectioAtJID]/users/[XUI)/ oma_requests/history”. An exarepf a
collection is as follows:

“org.openmobilealliance.user-profile/users/userk@mple.com/oma_requests/history”

The basic XQuery expression supported by this Apgibn Usage SHALL be as follows:
Xxquery version "1.0";

declare default element namespace " urn:oma:xml:xdm:request-history ";

for $g in collection({Data_Source})/request-history/
where [{Condition}]

return <document>{$g/@udds} {$g/requestor/@id}</ document >
where:
{Data_Sourcgrepresents the collection that SHALL be searchedase that the value:

« “[AUID]/users/[XUlJ/oma_requests/history” is useithe search SHALL be executed over the Request itisto
Information Document stored in the home directdrthe User identified by XUI, in Application Usaggentified
by AUID.

{Conditior} SHALL represent a combination of logical and/@ntparison expressions defined by an XDMC or an XDM
Agent which makes use of one or more of the attebtid”, “type”, “result” or “timestamp”. All othe XML

elements/attributes referred to as part@bfditiory SHALL be forbidden.

Examples of conditions are as follows:
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$g /document/requestor/request-log/request/@tyee8ve” and $g /document/requestor/request-
log/request/@ result="unauthorized”

$g /document/requestor/request-log/request/ @ trd'smauthorized” and ($g
/document/requestor/request-log/request/@ timestafi@009-12-30T00:00:00” and $g /document/requeértquest-
log/request/@ timestamp <“2010-01-02T00:00:00"

NOTE: The comparison expression can be used inittomdin the example above, XDMS will return <docent>
elements which record unauthorized operationsertithe period from “2009-12-30T00:00:00” to “2010-0
02T00:00:00”

All Search Requests that do not comply with thedoAQuery expression as defined in this section E8HAe responded to
with an HTTP “409 Conflict” error response.

5.7.2.14 XDM Preferences Document

Not applicable.

5.7.2.15 History Information Documents
Not applicable.

5.7.2.16 Forwarding

Not applicable.
5.7.2.17 Restore
Not applicable.
5.7.2.18 Document Reference
Not applicable.
5.7.2.19 Differential Read and Write

A Request History Information Document SHALL suppifferential Read as described in section 6.2:@Bferential
Read".

The Request History Information Document MAY suppifferential Write, as described in section 6.2.®ifferential
Write”. See also section 5.7.2.11 "Authorization Policfes associated details.

5.8 XDM Preferences Document
58.1 Structure

The structure of the XDM Preferences Document SHAELas follows:
The XDM Preferences SHALL include the root elememteferences>. The <preferences> element:
1) MAY include <history-prefs> element as describedéation 5.8.7;
2) MAY include <forward-prefs> element as describedéation 5.8.7;
3) MAY include any other elements from any other ngmaess for the purposes of extensibility; and

4)  MAY include any other attributes from any other rempaces for the purposes of extensibility.
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The <history-prefs> element:
1) SHALL include <history-info> element as describadsection 5.8.7; and
2) MAY include one or more <filter> elements as ddsed in section 5.8.7.
The <history-info> element:
1) SHALL include an attribute “state” as describeddattion 5.8.7; and
2) MAY include <except> element as described in sechi®.7.
The <except> element MAY include one or more <doeatn element.

The <document> element SHALL include an attribygath” which carries a User Directory Document Sele@ User
Directory Folder Selector or a “/” character assitsng value.

The <filter> element:
1) SHALL include <conditions> element as describedention 5.8.7;
2) SHALL include <actions> element as described inise&.8.7;
3) SHALL include an attribute “state” as describedéttion 5.8.7; and
4) SHALL include an attribute “id” as described in 8en 5.8.7.
The <conditions> element SHALL include any of tb#dwing child elements:
1) <operation-type> element as described in secti®r 5.
2) < operation-result> element as described in se&iry;
3) <identity> element as described in section 5.8.7;
4) <external-list> element as described in sectior?522
5) <other-identity> element as described in secti@232;
6) <validity> element as described in section 5.80d4 a
7) <document> element as described in section 5.8.7.
The <operation-type> element SHALL include anyha# following child elements:
1) <modify> element as described in section 5.8.7; and
2) <retrieve> element as described in section 5.8.7.
The <operation-result> element SHALL include anytaf following child elements:
1) <authorized> element as described in section 528\d;
2) <un-authorized> element as described in sectiof 5.8
The <actions> element SHALL include any of theduling child elements:
1) <store-changelog> element as described in sect&ii;5
2) <store-request-log> element as described in sebt®ii.
The <forward-prefs> element:

1) MAY include one or more <rule> element as descrilpeskction 5.8.7
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The <conditions> child element of <rule> element:
1) MAY include <identity> element as described in g@t5.8.7;
2) MAY include <content-type> element as describeddation 5.8.7; and
3) MAY include <max-size> element as described inieach.8.7.
The <actions> child element of <rule> element:
4)  MAY include <accept> element as described in sadhi®.7;
5) MAY include <reject> element as described in secbd.7; and

6) MAY include <confirm> element as described in satt.8.7.

5.8.2  Application Unique ID

An Application Usage MAY require the use of XDM Rrences Document in order to control informatiofioé stored in
Modification History Information Document (see sent5.7.1) and Request History Information Docun{see section
5.7.2) and also to handle the Forward XDCP Requestived from other users. The XDM Preferencesubmmt SHALL
share the Application Unique ID with the XDM Documeto which Forward XDCP Request is targeted dsalthe XDM
Document to which it controls the storage of Higtmformation.

5.8.3 Default Namespace

The default namespace SHALL be “urn:oma:xml:xdm:xgiefs”.

5.8.4 XML Schema

The XDM Preferences Document SHALL conform to thdiXschema defined in [XSD_XDM2_XP].

5.8.5 MIME Type

The MIME Type for the XDM Preferences Documentagplication/vnd.oma.xdm-prefs+xml”.

5.8.6 Validation Constraints

The XDM Preferences Document SHALL conform to thdIXschema described in section 5.8.4 “XML Schema”.

5.8.7 Data Semantics
5.8.7.1 History-Prefs Elements

The <history-info> element SHALL be used to enaieisable the recording of History Informationadf or few XDM
Documents residing under the same AUID as XDM Pesfees Document by setting the “state” attributthef<history-
info> element with the following values:

* “on” - instructs the XDMS to record the History ¢tmmation for particular XDM Documents.
» “offf” - instructs the XDMS not to record the Histolnformation for particular XDM Documents.

When value of “state” attribute of the <historyanfelement is set to “on”, the XDMS SHALL store flodowing
information into the Modification History Informath Document irrespective of the preferences sttarXDM Preferences
Document:
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* Identity of the Principal who performed the XDM Qaton
* Type of the XDM Operation
» E-Tag value of the XDM Document before performihg XDM Operation

» E-Tag value of the XDM Document after performing (kDM Operation.

The XDMS SHALL store the above listed informationthe Modification History Information Document whao <filter>
element is present and the “state” attribute ofthistory-info> element is set to “on”.

If the state attribute of <history-info> elemensit to “off”, the XDMS SHALL NOT record History farmation for any
XDM Documents other than the ones listed undextheept> element.

The <except> element SHALL be used to instruct XDid&xclude some of the XDM Documents when enalding
disabling History Information as instructed by tt@story-info> element. |.e. when “state” attribute<history-info>
element is set to “on” and some XDM Documents isted under <except> element the XDMS has to erthblélistory
Information for all other XDM Documents than listedder <except> element.

The <filter> element specifies the conditions updrich the History Information to be stored and aldwt information need
to be stored in the Modification History Informati®@ocument or in the Request History InformatiorcDment. When no
<filter> element is present and “state” attribuftéhe <history-info> element is set to “on”,the X[BVBHALL store last
XDM request for each type of XDM requests perforrbgdhe requesting Principal in the Request Histofgrmation
Document. The “id” attribute of the <filter> eleme®HALL be unigue within the XDM Preferences Docurhe

The <conditions> element SHALL be the child elemgikfilter> element which includes the conditicet by the User for
storing the History Information into the Historyfémmation Document and conforms to [RFC4745].

The <operation-type> SHALL be the child elementtaf <conditions> element. This element specifias History
Information has to be stored when a particular XBpération is applied to the corresponding XDM Doenin Details of
the History Information to be stored are based actisns>element.

The <operation-type> element element with <modifi#id element instructs the XDMS to store the <iexi> element
with the "type" attribute value "modify" akescribed in section 5.7.2.7.

The <operation-type> element with <retrieve> cleledment instructs the XDMS to store the <requektment with the
"type" attribute value "retrieve" atescribed in section 5.7.2.7.

The <operation-result> specifies that History Infiation has to be stored depending on whether theipal performing the
XDM Operation is authorized or not.

The <operation-result> element with <authorizeditdoblement instructs the XDMS to store the detaflthe XDM
Operation if the Principal performing the XDM Optoa is authorized.

The <operation-result> element with <un-authorizetitd element instructs the XDMS to store the iietaf the XDM
Operation if the Principal performing the XDM Optéoa is not authorized.The <validity> element SHAb& used to
indicate the time period for recording the XDM Hist Information and conforms to [RFC4745]. The XDMSSALL record
the History Information for the time period speeifiby this element. Even if recording of Historformation is enabled the
XDMS SHALL NOT record the History Information if ¢hvalidity period specified by this element is ergi

The <identity> element SHALL be the child elemehth® <conditions> element and conforms to [RFC474Be
<identity> condition is used to indicate that thBMS SHALL record the History Information if the XDK@peration is
performed by the principals identified by this ekarh

The <document> element SHALL be the child elemérihe <conditions> element which can be used tacatd the path of
the XDM Document to which the preferences mentioae@art of the parent <filter> element has togy@iad while storing
the History Information. The “path” attribute casia User Directory Document Selector, a User Birgd-older Selector
or a“/” character as its string value. If the prefnces have to be applied to a particular XDM Dot then the then the
"path” attribute carries a User Directory Docum8etector as its string value. If the preferencesha be applied to all the
XDM Documents in a particular folder then the "gatlktribute carries the User Directory Folder Stdeas its string value.
If the preferences have to be applied to all XDMcDments in the User Directory not located undeargiqular folder then
the “path” attribute carries the “/” character.
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The <actions> element SHALL be the child elementfifer> element and conforms to [RFC4745]. THisneent is used to
instruct the XDMS about what History Information SEH be stored.

The <store-change-log> element SHALL be the cHigsnent of the <actions> element. This element é&lus control
storage of change details in to the Modificatiostblily Document. The value is of a Boolean type:

« “false” - instructs the XDMS not to store changéadls. This is the default value taken in the alosenf the
element.

e “true” - instructs the XDMS to store change details

The <store-request-log> element SHALL be the cei@ment of the <actions> element. This elemensédluo control the
storage of request details in to the Request Hisbmcument. The value is of Boolean type:

« “false” - instructs the XDMS not to store requestails. This is the default value taken in the abseof the
element.

e “true - instructs the XDMS to store the requedtile
5.8.7.2 Forward-Prefs Elements

The <rule> element SHALL be the child element adrafard-prefs> element which includes the conditiand actions set
by the User for handling the Forward XDCP Requeskived from other users. It SHALL conform to theisture of <rule>
element as described in [RFC4745] with the follogvatarifications:

1) The <rule> element SHALL NOT include <transformato element.

2) The <identity> element SHALL be the child elemeh&oonditions> element which is used to instruet KDMS
on how to handle the Forward XDCP Request whenrié¢eived from the users matching its value. IABH
conform to the structure of the <identity> elemasitdescribed in [RFC4745].

3) The <content-type> element SHALL be the child eletrad the <conditions> element which is used tdring the
XDMS on how to handle the Forward XDCP Request wherMIME type of the received content matches with
the value of this element.

4) The <max-size> element SHALL be the child elemédrthe <conditions> element which is used to indtthe
XDMS on how to handle the Forward XDCP Requedtéfgsize of the received content exceeds the sezsfigul
by the value of this element. The value specifgeithibytes.

5) The <actions> element SHALL be the child elemerthef<forward-prefs> element which specifies thioado be
taken by the XDMS on receiving the Forward XDCP & from other user.

6) The <actions> element MAY include any of the follogy child elements:

a) <accept> - instructs the XDMS to behave as if @t heceived aForward Accept XDCP Request from the
receiving Principal automatically.

b) <confirm> - instructs the XDMS to notify the usarout the received Forward XDCP Request and
await user’s disposition.

c) <reject> - instructs the XDMS to behave as if itlmaceived a Forward Reject XDCP Request from the
receiving Principal automatically .

Handling of XDCP ForwardAccept and ForwardRejectCdDRequests is specified in section 6.2'6l@ndling of XDCP
ForwardAccept and ForwardReject Requesist! handling of received Forward XDCP Request base®cipient’s
preferences is specified in section 6.2.6:21&ndling of Received Forward XDCP Request BasedRenipient
Preferences”.
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5.8.8 Naming Conventions

There is only one XDM Preferences Document per ispfibn Usage and XUI in each XDMS. The XDM Prefares
Document SHALL be addressed using the User Dirgddarcument Selector “/oma_xdm_pref/preferences’ the
Document Selector to the XDM Preferences Documetfl3. be “[auid]/users/[xuil/oma_xdm_pref/preferersteand the
document name SHALL be “preferences”.

5.8.9 Global Documents

No Global Documents are defined.

5.8.10 Resource Interdependencies

None.

5.8.11 Authorization Policies

Application Usages supporting XDM Preferences DoenhSHALL apply the authorization policies as désast in section
5.1.5.

If the operation is not allowed the XDMS SHALL refehe operation with a HTTP “403 Forbidden” respmif it is an
XCAP operation or with a SIP “403 Forbidden” respeiif it is a SIP operation.

5.8.12 Subscription to changes

Not applicable.

5.8.13 Search Capabilities

Not applicable.

5.8.14 XDM Preferences Document

An XDM Preferences Document MAY support the XDM férences Document. The XDM Preferences, if anystoeed in
the XDM Preferences Document itself.

5.8.15 History Information Documents

An XDM Preferences Document MAY support Modificatiblistory Document as described in section 5.Kibdification
History Information Documeht

An XDM Preferences Document MAY support a Requéstdtly Information Document as described in secioh2
“Request History Information Documé&nt

5.8.16 Forwarding

Not applicable.
5.8.17 Restore

Restore of an XDM Preferences Document as desciibgegiction 6.2.6.5XDM Restore MAY be supported.

5.8.18 Document Reference

Document Reference of an XDM Preferences Documedeacribed in section 6.2.6.dcument Referent®lAY be
supported.
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5.8.19 Differential Read and Write

Not applicable.
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6. Description of Procedures at XDM Functional Entities
6.1 Procedures at the XDMC and the XDM Agent

An XDMC and an XDM Agent are entities that accessb#/1 Resources in an XDMS. An XDM Resource is idfed via
an HTTP URI following the conventions for constingtURIs in [RFC4825].

The XDMC SHALL support the following security funahs:
1) authentication function described in section 5 Adthentication”;
2) Principal Identity Assertion function describedsigction 5.1.2Principal Identity Assertion’;
3) HTTP traffic protection function described in seati5.1.4'Integrity and Confidentiality Protection”

The XDMC SHALL, when generating HTTP requests, ude the User-Agent HTTP header as defined in [REGR®ith
the value set to “XDM-client/OMA2.1" to indicateahthe XDMC is compliant with this specification.

When the SIP/IP Core network corresponds with 3GFP® or 3GPP2 MMD networks, the XDMC MAY be implented in
a UE as defined in [3GPP-TS_23.228] and [3GPP2-X13802] respectively.

The XDM Agent SHALL support the following securitynction:
1) Principal Identity Assertion function describedsiection 5.1.2 “Principal Identity Assertion”.

The XDM Agent SHALL, when generating HTTP requestslude the User-Agent HTTP header as definedRir2616]
with the value set to “XDM-client/OMAZ2.1” to indita that the XDM Agent is compliant with this spézation.

When the SIP/IP Core network corresponds with 3GFP® or 3GPP2 MMD networks, the XDM Agent MAY be
implemented in an AS as defined in [3GPP-TS_23.228][3GPP2-X.S0013-002] respectively.

6.1.1 Document Management
The XDMC and the XDM Agent SHALL support documeramagement as described in this subsection.
6.1.1.1 XDM URI Construction

An XCAP URI represents an XDM Resource (i.e an Xtiticument, an element within an XML document or tnibaite of
an element with an XML document) stored in an XDM8e rules for constructing such XCAP URIs SHALIldav the
rules described in [RFC4825] section 6 with theifitations given in this section.

NOTE 1: An XCAP URI would be of the form [XCAP RoORI])/[AUID]/users/[XUI]/... (See Appendix C for
examples.)

The XCAP Root URI SHALL include host address of Aggregation Proxy in the XDMC’s home domain. ThBMC that
resides in an UE SHALL use the XCAP Root URI praigd to the XDMC as described in Appendix D “XDMC
Provisioning”.

The XDM Agent SHALL use the XCAP Root URI as prefigured and it SHALL have the possibility to addsébe XDMS
directly without going through the Aggregation Pypin this case, the XDM Agent SHALL be preconfigdrmper AUID
with the host address of the XDMS, in additiontte XCAP Root URI.

The XDMC SHALL compare whether the XCAP Root URIlaofy XDM Resource to be accessed is the same a&AP
Root URI that has been provisioned or preconfigulfetthe validation fails, the XDMC SHALL replacké XCAP Root URI
with the provisioned/preconfigured XCAP Root URI.

NOTE 2: The XDMC may become aware of XDM Resoutwegng XCAP Root URI that differs from the onettisa
provisioned/preconfigured, e.g., via links.
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The path segment corresponding to the XUl SHALbhaitbe a User Address that is a SIP URI of formssgr@domain or
aTel URI, e.g., tel:+1720-555-1212, identifying tArimary Principal of the XDM Document.

NOTE 3: If the User has multiple User Addresseslable, each single User Address constitutes @ependent and
unrelated XUI unless two XUls identify a PrimaryriRipal and an associated Alias Principal. For gxamf
a user has two User Addresses of sip:user_publisa@gle.com and sip:user_public2Z@example.com, the
XUIs of sip:user_publicl@example.com and sip:useblip2 @example.com represent two different XUls
unless the two XUls identify a Primary Principablaan associated Alias Principal.

If the user has both a Tel URI and its associatedUR| then the XDMC SHALL use the SIP URI in preface to the Tel
URI as an XUI. Here the term 'associated' mearighiealel URI can be translated to the SIP URI@nd versa, for
interchangeable usage in the SIP / IP Core e.gwb&Uls identify a Primary Principal and an adabted Alias Principal.
Both the translation and the interchangeable uaegeut of the scope of this specification. The XDMAY use the
Application Usage “Alias Principals List” as defthen [XDM_List] section ‘Alias Principals List to retrieve information
about which Alias Principals that are associatetti @iPrimary Principal.

If the Node Selector Separator is used in the XCHR, then:
1) The Node Selector Separator SHALL convey the megaindefined in [RFC4825].
2) The Node Selector Separator SHALL appear only oase, URI separator (i.e. in the form of “/~~/").

3) The Node Selector Separator SHOULD NOT be percectaed according to the procedures defined in [RFC
3986].

NOTE 4: Using double tilde or the percent-encofibethat as part of a name is still allowed. For egban"/first~~last/”,
“/first~~/" and “/~~last/” are valid expressions.

6.1.1.2 XDM Operations using XCAP

An XDMC or an XDM Agent manipulates an XDM Resoulmeinvoking certain HTTP operations (defined ilsections
below) on the XDM Resource identified in the Reqti¢R| of the HTTP header.

The XDMC and the XDM Agent SHALL construct the RegttURI based on its knowledge of the Applicaticzabe
governing that XDM Document.

The XDMC and the XDM Agent MAY implement the condital operations of [RFC4825] section 7.11.

The XDMC MAY support HTTP compression using contentoding. If the XDMC utilizes HTTP compressianSHALL
set the Accept-Encoding header as defined in [REGR6

6.1.1.2.1 Create or Replace a Document

Creating or replacing an XDM Document SHALL folldine procedures described in [RFC4825] section 7.1.
6.1.1.2.2 Delete a Document

Deleting an XDM Document SHALL follow the procedsrgescribed in [RFC4825] section 7.2.

6.1.1.2.3 Retrieve a Document

Retrieving an XDM Document SHALL follow the procads described in [RFC4825] section 7.3.

6.1.1.2.4 Create or Replace an Element

Creating or replacing an XDM Document Part being<dtl element SHALL follow the procedures descrikiad
[RFC4825] section 7.4.
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6.1.1.2.5 Delete an Element
Deleting an XDM Document Part being an XML elem8RALL follow the procedures described in [RFC4888ttion 7.5.
6.1.1.2.6 Retrieve an Element

Retrieving an XDM Document Part being an XML elet8HIALL follow the procedures described in [RFC4B2é&ction
7.6.

NOTE: When an XDM Document Part is received assallt of a retrieve operation, the XDM Documentt aes not
always contain all needed namespace bindings. XDM@sXDM Agents that do not already have knowledge
about the namespace bindings must fetch theseiby doseparate namespace binding request as défined
section 6.1.1.2.10.

6.1.1.2.7 Create or Replace an Attribute

Creating or replacing an XDM Document Part beingXddl attribute SHALL follow the procedures describim
[RFC4825] section 7.7.

6.1.1.2.8 Delete an Attribute

Deleting an XDM Document Part being an XML attridg@HALL follow the procedures described in [RFC4B2Ection
7.8.

6.1.1.2.9 Retrieve an Attribute

Retrieving an XDM Document Part being an XML atiriéd SHALL follow the procedures described in [RFZ8Bsection
7.9.

6.1.1.2.10 Fetch Namespace Bindings

Fetching namespace bindings of an XDM Document BidALL follow the procedures described in [RFC4888&ttion
7.10.

6.1.1.3 XDM Operations using XDCP
An XDMC or XDM Agent MAY support XDM operations akescribed in this section.

When performing an XDCP operation, the XDMC or XD¥gent SHALL issue an XDCP Request by using a HTTSP
request containing an XDCP Document as defineédtian 5.4.2 XDCP Documerit

The HTTP Request-URI for the XDCP Request SHALLsbewith any of the following values accordingly:

1) “http://[XCAP Root URI)/org.openmobilealliance.xd§¢aUID]/users/[XUl]}/[User Directory Document Selexn{”,
if the XDCP Request is targeting the XDM Documeldritified by the XCAP URI “http://[XCAP Root
URI]J/JAUID]users/[XUI]/[ User Directory Document $ector]”.

2) “http://[[XCAP Root URI]/org.openmobilealliance.xdgp”, if the XDCP Request is targeting the Subsioip
Proxy.

3) “http://[[XCAP Root URI]/org.openmobilealliance.xd¢AUID]”, if the XDCP Request is targeting the XDMS
serving the specific Application Usage.

6.1.1.3.1 Document Reference Operations

When setting or modifying Document Reference infation, the XDMC or XDM Agent SHALL make an XDCP Rexst
containing an XDCP Document as described in seé&idr2 with the following clarifications:

1) SHALL include <set-doc-ref> element as child elebthe <request> element;

2) The <reference> element SHALL contain the Docungsiéctor pointing to the XDM Document to be shaesd
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3) The <display-name> element MAY contain a descretaxt of the reference used e.g. “Alice’s docurhent

When removing all Document Reference informatibie, XDMC or XDM Agent SHALL make an XDCP Request
containing an XDCP Document as described in se&idr2 with the following clarifications:

1) SHALL include a <remove-doc-ref> element as chlizheent of the <request> element.

When retrieving Document Reference information, XMC or XDM Agent SHALL make an XDCP Request cdntag
an XDCP Document as described in section 5.4.2 thitfollowing clarifications:

1) SHALL include a <retrieve-doc-ref> element as claéldment of the <request> element.

As part of a Document Reference operation, the XDdMEDM Agent SHALL set the HTTP Request-URI of tKkBCP
Request to the URI of the XDM Document containing teference.

6.1.1.3.2 XDM Resource Forwarding Operations

When forwarding an XDM Resource, the XDMC or XDM &g SHALL make an XDCP Request containing an XDCP
Document as described in section 5.4.2 with thieviehg clarifications:

1) SHALL include a <forward> element as child elemefithe <request> element;

2) SHALL include the <list> element as child elemehtpecipients-list> which carries the list of reigpts to whom
the XDM Resource has to be forwarded. The <liserant SHALL conform to the structure of <list> elemh
specified in [RFC4826] with the following clarifitans:

a) The “name” attribute of the <list> element is neteded and is ignored by the XDMS even if presemd; a

b) The <entry> element SHALL contain the "uri" attribiset to a valid User Address, e.g. a SIP URI (as
defined in [RFC3261]) or a Tel URI (as defined RFC3966]).

3) MAY include <note> element which carries the infation set by the Principal forwarding the XDM Resmu
wants to send to the recipients;

4)  MAY include <expiration-time> element which canudmed to indicate the time period of keeping thensod
XDCP Request active. The maximum and default tiergogs for keeping a Forward Request active SHAEL b
determined by the Service Providers local policy;

5) MAY include a <filter-set> element containing infieation about filters to be applied to the XDM Reseubefore
forwarding it to the recipients. The <filter-settement SHALL have a structure as defined by [RF6146vith the
following clarifications:

a) The <filter-set> element SHALL have a structure ihalude one or more <filter> element and MAY
include a <ns-bindings> element but SHALL NOT ird#ua “package” attribute;

b) The <filter> element SHALL include one <what> elamand a “id” attribute but SHALL NOT include a
<trigger> element, a “uri” attribute, a “domain’tébute, an “enabled” attribute or a “remove” ditrte;

c) The <what> element MAY include one or more <incli@gdements and MAY include one or more
<exclude> elements. If an <exclude> element isgirethen, if any <include> elements are present the
SHALL include a “type” attribute with the value get“namespace”; and

d) The <include> and <exclude> element including aétyattribute with the value “xpath” SHALL conform
to what is described in Appendix Filter ABNF'.

and;

6) MAY include <display-name> element which carries ttame suggested by the Principal forwarding thé&IXD
Resource to send to the recipients;
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7)  MAY include <delivery-report> element to indicatdether the Principal forwarding the XDM Resourcentsdo
receive delivery report of the Forward XDCP Requiesh each of the recipients. The <delivery-repdttALL
contain one of the following values:

e “true” - if the Principal forwarding the XDM Resag wants to receive the delivery report from edch o
the recipients.

« “false” - if the Principal forwarding the XDM Resme does not want to receive the delivery reparnfr
each of the recipients. This is the default vahlen in the absence of <delivery-report> element.

8) SHALL include <request-id> element which carriesnique identifier for a particular Forward XDCP Rest if
<delivery-report> element value is set to “true”.

6.1.1.3.3 Handling of XDM Resource Forwarding Notifications

When child element of <actions> element of the wind-prefs> element of the XDM Preferences Docundefihed in
section 5.8 is the <confirm> element, the XDMS s$kés<status> element of the <request> elemeiari-brwarding
Noatification List Document to “pending” before nigihg the XDMC or XDM Agent about the received Fama XDCP
Request. Upon receiving that notification, the XDMICXDM Agent SHALL obtain receiving Principal’ssposition for the
Forward XDCP Request and act as follows:

If the disposition is “accept and store forwardddNK Document in a default location”, the XDMC or XDRgent SHALL
make an XDCP Request containing an XDCP Documedéssribed in section 5.4.2 with the following diaations:

1) The HTTP Request-URI for the XDCP Request SHALLsbtto: “http://[XCAP Root
URI]/org.openmobilealliance.xdcp/[AUID]” where tdJID corresponds to the Application Usage of the
forwarded document;

2) SHALL include a < forward-accept > element as celeiment of the <request> element; and

3) SHALL include the <document-uri> element set tovhkie of “document-uri” attribute of the <requestement
contained in the Forwarding Notification List Docemt defined in [XDM_List] section 5.3, and as sfiediin
section 6.2.6.2.4Notifying the Recipients about the Status of tleedtved Forward XDCP Request”.

NOTE: The default location is determined by localigy or by the Application Usage of the forwardé¢BM
Document.

If the disposition is “accept without storing fomdlad XDM Document in the XDMS”, the XDMC or the XDRgent
SHALL make an XDCP Request containing an XDCP Doeninas described in section 5.4.2 and SHALL perfstaps 1-3
of the “accept and store forwarded XDM Documera ieefault location” scenario, along with the foliag clarifications:

1) SHALL include a <do-not-store> element.

If the disposition is “accept and store forwardddNK Document in a location specified by the XDMCXIDM Agent”, the
XDMC or the XDM Agent SHALL make an XDCP Requeshtaining an XDCP Document as described in sectidr25
and SHALL perform steps 1-3 of the “accept andesforwvarded XDM Document in a default location” sago, along with
the following clarifications:

1) SHALL include a <store> element with an “udds” iattite containing the User Directory Document Seletd the
location in the XDMS where the XDMC or XDM Agentgeres the document to be stored.

If the disposition is “reject”, the XDMC or XDM Age SHALL make an XDCP Request containing an XDCRWoent as
described in section 5.4.2 with the following diaations:

1) The HTTP Request-URI for the XDCP Request SHALLsbtto: “http://[XCAP Root
URI]/org.openmobilealliance.xdcp/[AUID]” where tdJID corresponds to the Application Usage of the
forwarded document;

2) SHALL include a < forward-reject > element as ctdldment of the <request> element; and
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3) SHALL include the <document-uri> element set tovhkie of “document-uri” attribute of the <requestement
contained in the Forwarding Notification List Docemt defined in [XDM_List] section 5.3, and as sfiediin
section 6.2.6.2.4Notifying the Recipients about the Status of tleedtved Forward XDCP Request”.

6.1.1.3.4 Subscription to Changes in XDM Resources

When subscribing to changes in XDM Resources, th&& SHALL make an XDCP Request containing an XDCP
Document as described in section 5.4.2 with thieviehg clarifications:

1)
2)

SHALL include a <subscribe> element as child elenoéthe <request> element;

The <target-documents> element of the <subscriptelament SHALL contain a <resource-uri> element
containing XCAP URIs of XDM Resources of interaghich MAY include a <filter-set> element per [RFG&1§
and/or, a <resource-lists> element as specifi§RHC4826] containing a list of XDM Resources ofirdst, which
MAY include a <filter-set> element per [RFC4661hdéor a <list-uri> element containing URIs of abigaxisting
resource lists containing XDM Resources of interidste that the <uri> attribute SHALL be set to hecument
Selector that selects the XDM Document to whichfilber applies.

The <filter-set> element SHALL have a structuraleBned by [RFC 4661] with the following clarifi¢ahs:

a) The <filter-set> element SHALL have a structuret thalude one or more <filter> element, and MAY
include a <ns-bindings> element but SHALL NOT ird#a “package” attribute;

b) The <filter> element SHALL include one <what> elemhand a “id” attribute, but SHALL NOT include a
<trigger> element, a “uri” attribute, a “domain’tiéute, an “enabled” attribute, nor a “remove'tigtte;

c) The <what> element MAY include one or more <incliddements, and MAY include one or more
<exclude> elements. If an <exclude> element isgurethen, if any <include> elements are presest; th
SHALL include a “type” attribute with the value get“namespace”; and

d) The <include> and <exclude> element including pétyattribute with the value “xpath” SHALL conform
to what is described in Appendix [Filter ABNF'.

NOTE: The mechanism used by the XDMC to retrignee@ocument Selector, Node Selector or part oDibeument

3)
4)

5)
6)

7)

8)

9)

Selector used to identify the collection as desttiin [RFC5875] of the XDM Resources to be watdsealit
of scope of the present specification.

The <duration> element of the <subscription> elen8ALL contain the duration of the subscriptiorsieconds;

The <gzip> element of the <subscription> elemen©8I® be included if the XDMC supports the GZIP algon
[RFC1952] processing of push document change oatifins;

The <notification> element of the <subscriptionereent SHALL contain a <push> element;

The <push-address> element of the <push> elemeAt.Bldontain the Tel URI to which the notificatiorf o
changes will be sent;

The <wap-application-id> element of the <push> eleh§HALL contain the OMNA registered application
identifier of the application acting as an XDMC;

The <user-interaction-level> element of the <puslement SHALL contain the level of user interactiequired
for processing notifications. If the value is s®tnone”, which is defined to be the default vabfehis element,
the notifications will be processed in the backgiwithout user interaction. If the value is setlow”,
“medium” or “high” the user will be prompted witlowesponding degrees of urgency (i.e., low, mediomhigh).
The values of this element correspond to the vadfidse “action” attribute associated with the <oation>
element of the “Service Indication” type of the R@TA Message as specified in [Push_ERELD-V2_2#,an

The <preferred-notification-type> element of thausip> element SHALL specify the preferred contefithie Push
OTA Message notifications.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-XDM_Core-V2_1-20101202-C Page 67 (170)

a) |If this element is set to “push”, the XDMC expentgifications containing XDM Document changes ia th
format of “XCAP-Diff” MIME type [RFC5874] as partfdhe Push OTA Message payload.

b) If this element is set to “pull”, the XDMC expeatstifications containing as part of the Push OTA
Message payload the XCAP URI of another documeaitdbntainins document changes in XCAP-Diff
format.

c) If this element is set to “none”, the XDMC expentgifications containing as part of the Push OTA
Message payload the XCAP URI of the changed XDM uboent.

6.1.1.3.5 Differential Read

The XDMC or XDM Agent MAY issue a Differential Rea¢DCP Request to retrieve the difference betweercthrent (i.e.
latest version in XDMS) and the version of the XMMMcument identified by the supplied E-Tag.

When performing the Differential Read, the XDMCXidPM Agent SHALL create and send an XDCP Requegolews:
1) SHALL include the XDCP Document with the followirtarifications:
a) SHALL include a <diff-read> element as child elemefithe <request> element;
b) SHALL either

i. include the <etag> element containing the E-Tagevaff the XDM Document that the XDMC or
XDM Agent currently possesses, if the XDMC or XDMyént seeks the difference between the
version of the E-Tag and the current version onrXb&/S; or,

ii. omitthe <etag> element, if the XDMC or XDM Agerteks to read the entire XDM Document
according to an included <filter-set>;

c) MAY include a <filter-set> element with the strurtias described in [RFC 4661] to perform Differahti
Read on a subset of the target XDM Document wighftiiowing clarifications:

i. The <filter-set> element SHALL have a structure thalude one or more <filter> elements, and
MAY include a <ns-bindings> element, but SHALL N@iclude a “package” attribute;

ii. The <filter> element SHALL include one <what> elathand an “id” attribute, but SHALL NOT
include a <trigger> element, a “uri” attribute,@'main” attribute, an “enabled” attribute, nor a
“remove” attribute;

iii. The <what> element MAY include one or more <inckiddements and MAY include one or
more <exclude> elements. If an <exclude> elemeptasent then, if any <include> element is
also present then the <include> element SHALL idela “type” attribute with the value set to
“namespace”;and

iv. The <include> and <exclude> element including pétyattribute with the value “xpath”
SHALL conform to what is described in AppendixHitter ABNF'.

Once an XDMC or XDM Agent uses a filter-set to resdXDM Document, the XDMC or XDM Agent SHALL usleet
same filter-set until the XDMC or XDM Agent refreshthe entire XDM Document or a new subset of tBéXDocument.

6.1.1.3.6 Differential Write

The XDMC or XDM Agent MAY use the Differential WetXDCP Request to specify changes that need tpied to the
XDM Document identified in the Request URI of thB&P Request.

When performing the Differential Write, the XDMC BDM Agent SHALL create and send an XDCP Requedblows:
1) SHALL include the XDCP Document as the first pdraonultipart MIME body with the following clarifi@tions:

a) SHALL include a <diff-write> element as child elem®f the <request> element;
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b) MAY include a <filter-set> element with the strurtlas described in [RFC 4661] to perform Differahti
Write on a subset of the target XDM Document wité following clarification:

i. The <filter-set> element SHALL have a structure thaludes one or more <filter> elements, and
MAY include a <ns-bindings> element, but SHALL N@iclude a “package” attribute;

ii. The <filter> element SHALL include one <what> elemhand an “id” attribute but SHALL NOT
include a <trigger> element, a “uri” attribute,@'main” attribute, an “enabled” attribute, nor a
“remove” attribute;

iii. The <what> element MAY include one or more <incla@dements and MAY include one or
more <exclude> elements. If an <exclude> elemeptasent then, if any <include> element is
also present then the <include> element SHALL idela “type” attribute with the value set to
“namespace”; and

iv. The <include> and <exclude> element including @étyattribute with the value “xpath”
SHALL conform to what is described in AppendixHitter ABNF'.

2) SHALL include an XCAP Diff document as describedRC5874] as the second part of a multipart MIMigl
with the following clarification:

a) SHALL include a “previous-etag” attribute in a sieg<CAP Diff document <document> element.

Once an XDMC or XDM Agent uses a filter-set, the MD or XDM Agent SHALL use the same <filter-set> ralent until
the XDMC or XDM Agent entirely refreshes the entéPM Document. Furthermore the XDMC or XDM AgentiSLL
perform a Differential Read XDCP Request with tefibefore performing any Differential Write XDCRguest with the
same filter.

6.1.1.3.7 XDM Restore

When restoring an XDM Document, the XDMC or XDM AgeSHALL make an XDCP request containing an XDCP
Document as described in section 5.4.2 with thiefohg clarifications:

1) SHALL include a <restore> element as child elenadrihe <request> element;

2) SHALL include the <back-to-etag> element contairting E-Tag value of XDM Document which is requested
restore to;

3) MAY include the <current-etag> element containihg value of the E-Tag of the XDM Document the XDMIC
XDM Agent currently possesses.

6.1.2  Subscribing to Changes in the XDM Resources

An XDMC and an XDM Agent MAY support subscriptiom thanges in XDM Resources as described in thisesuion.
Two mechanisms for subscription to changes aremtggh SIP and XDCP/Push. While SIP subscriptiorés rotifications
apply to both the XDMC and the XDM Agent, XDCP/Pumtsed subscriptions and notifications apply oalthe XDMC.

6.1.2.1 Initial SIP Subscription

If the XDMC or the XDM Agent subscribes to changeXDM Resources using SIP, then it SHALL be dogesbnding a
SIP SUBSCRIBE request according to [RFC3265] arfdJB875] with the clarifications given in the seati®.1.2.1.1 for an
XDM Agent and section 6.1.2.1.2 for an XDMC.

The responses to the SIP SUBSCRIBE request SHALhabelled in accordance with [RFC3265], [RFC5876§ the
procedures of the SIP/IP Core.
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6.1.2.1.1 XDM Agent

An XDM Agent SHALL subscribe for the notificatiorf changes in XDM Resources either via the Subsongroxy, when
XDM Resources from different AUIDs or different usere to be subscribed for, or directly to the X®Mhen XDM
Resources from a single AUID and user are to beailied for.

When the XDM Agent subscribes for the notificat@frchanges in the XDM Resources from multiple AUIsusers, the
XDM Agent:

1)
2)

SHALL set the Request-URI to the preconfigured SM identifying the Subscription Proxy;

SHALL include in the body of the SIP SUBSCRIBE requa list of XCAP URIs pointing to all XDM Resoescit
is subscribing to. The format of the list is spiedfin [RFC5875], and MAY include a <filter-set>eaient
contained in the MIME type "application/simple-€ift-xml" per [RFC4660] and [RFC4661]. The <uri> iatite of
a <filter> element in the <filter-set> element SHAhe set to the Document Selector that selectX e
Document to which the filter applies;

The <filter-set> element SHALL have a structuraleBned by [RFC 4661] with the following clarifi¢ahs:

a) The <filter-set> element SHALL have a structuret thalude one or more <filter> element and MAY
include a <ns-bindings> element but SHALL NOT ird#ua “package” attribute;

b) The <filter> element SHALL include one <what> elethand an “id” attribute but SHALL NOT include a
<trigger> element, a “uri” attribute, a “domain’tébute, an “enabled” attribute or a “remove” ditrte;

c) The <what> element MAY include one or more <inckiddements and MAY include one or more
<exclude> elements. If an <exclude> element isgmethen, if any <include> elements are present the
SHALL include a “type” attribute with the value get“namespace”; and

d) The <include> and <exclude> element including @étyattribute with the value “xpath” SHALL conform
to what is described in Appendix Filter ABNF’;

NOTE: The mechanism used by the XDM Agent to esgithe Document Selector, Node Selector or paheof

3)

4)

Document Selector used to identify the collectisrdascribed in [RFC5875] of the XDM Resources to be
watched is out of scope of the present specifinatio

SHALL include Accept header fields with the followg values:
a) ‘“application/xcap-diff+xml” to indicate the suppddr partial XML updates as described in [RFC5875];
b) “multipart/related”; and

c) “application/rimi+xml” to indicate the support ftine event notification extension for resourcedist
described in [RFC4662].

MAY indicate that it supports that the body of # NOTIFY request is compressed by the GZIP algarith
[RFC1952] by including an Accept-Encoding headeldfiwith the value “gzip” in the SIP SUBSCRIBE regt;
and

NOTE: If this is a subscription to document changgéfications applicable for a large XCAP elemeats, then

5)

subscribe to the entire XDM Document and use erftlh select the particular XCAP element node tdrist.
This technique prevents XCAP element componenta fseing sent in notifications associated with atiah
or refreshing type subscription request, and isathgeous for purposes of saving network resouvbes the
XDM Agent already has a locally cached copy thafpso-date (i.e., does not need to be conveyetheor
XDM Agent can use XDCP Differential Read operatitmsatch-up via document changes.

SHALL send the SIP SUBSCRIBE request towards ti#1BICore according to the procedures of the SIC4Re.
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When the XDM Agent subscribes for the notificat@frchanges in the XDM Resource(s) from a single Bldhd user or a
single service instance, the XDM Agent:

1)

2)

3)

SHALL set the Request-URI to either the XUI partlod XCAP URI pointing to the XDM Resource(s) oithe
SIP or Tel URI identifying the service instanceg(é€sroup URI), and set the “auid” parameter defimedppendix
E.1 “AUID URI Parametérto the value of AUID of the requested XDM Res@(s);

SHALL include all relevant XDM Resources in the paaf the SIP SUBSCRIBE request as described in
[RFC5875];

SHALL include an Accept header field with the valapplication/xcap-diff+xml” to indicate supportrfpartial
XML updates described in [RFC5875]; and

NOTE: If this is a subscription to document changgfications applicable for a large XCAP elemeatia, then

4)

subscribe to the entire XDM Document and use erfith select the particular XCAP element node terigst.
This technique prevents XCAP element componenta fseing sent in notifications associated with atiahor
refreshing type subscription request, and is acgggedus for purposes of saving network resources wWiee
XDM Agent already has a locally cached copy thatggo-date (i.e., does not need to be conveyetheoXDM
Agent can use XDCP Differential Read operationsatth-up via document changes.

SHALL send the SIP SUBSCRIBE request towards ti¥1BICore according to the procedures of the SIR4Re.

When the SIP/IP Core corresponds with 3GPP IMSGRPB2 MMD an XDM Agent SHALL use 3GPP IMS or 3GPP2
MMD requirements respectively, mechanisms and ghaes as defined in section 5.7.3 [3GPP-TS_24.426PP2-
X.S0013-004] with the clarifications given in thespective sub clauses.

When the SIP/IP Core corresponds with 3GPP IMSGIPRB2 MMD, the XDM Agent SHALL apply the mechanisaighe
“Application Server acting as originating User Atess defined in [3GPP-TS_24.229]/[3GPP2-X.S0013]&&ction 5.7.3
and the XDM Agent SHALL set its Public User Ideptitr the Public User Identity of the Principal ohieh the XDM
Agent is acting on behalf of in the P-Asserted-tidgmeader.

6.1.2.1.2 XDMC
The XDMC:
1) SHALL set the Request-URI to the SIP URI of the Sulption Proxy if that SIP URI was provisionedie
XDMC as described in Appendix DXDMC Provisioning; or
2) SHALL set the Request-URI to the XUI part of the X URI pointing to the XDM Resource(s) to be sulissmt
for and set the “auid” parameter defined in Apperigil “AUID URI Parametétto the value of AUID of the
requested XDM Resouce(s), if the SIP URI of thes8uption Proxy was not provisioned to the XDMC;
3) SHALL include in the body of the SIP SUBSCRIBE reqtia list of XCAP URIs pointing to all XDM Resoexcit

is subscribing to. The format of the list is spietfin [RFC5875], and MAY include a <filter-set>eatent
contained in the MIME type "application/simple-€ift-xml" per [RFC4660] and [RFC4661]; Note that thei>
attribute SHALL be set to the Document Selectot siedects the XDM Document to which the filter appl In case
that the SIP URI of the Subscription Proxy wasprotvisioned to the XDMC, the XDM Resources subsatiin a
single subscription SHALL be from a single AUID asidgle user;

Furthermore: The <filter-set> element SHALL hav&tracture as defined by [RFC 4661] with the follogi
clarifications:

a) The <filter-set> element SHALL have a structuret thalude one or more <filter> element and MAY
include a <ns-bindings> element but SHALL NOT ird#ua “package” attribute;

b) The <filter> element SHALL include one <what> elamand an “id” attribute but SHALL NOT include
a <trigger> element, a “uri” attribute, a “domaiattribute, an “enabled” attribute or a “removeibttite;
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c) The <what> element MAY include one or more <inckiddements and MAY include one or more
<exclude> elements. If an <exclude> element isgmethen, if any <include> elements are present the
SHALL include a “type” attribute with the value get“namespace”; and

d) The <include> and <exclude> element including @étyattribute with the value “xpath” SHALL conform
to what is described in Appendix Filtter ABNF'..

NOTE: The mechanism used by the XDMC to retridvee@ocument Selector, Node Selector or part obitheument
Selector used to identify the collection as desttiimn [RFC5875] of the XDM Resources to be watdsealit
of scope of the present specification.

4) SHALL include an Accept header field with the vatiagplication/xcap-diff+xml” to indicate the suppdor partial
XML updates as described in [RFC5875RFC5874];

5) SHALL include Accept header fields with the followg values if the SIP URI of the Subscription Pravgs
provisioned to the XDMC as described in AppendisXDMC Provisioning”

a) ‘“multipart/related” and

b) “application/rimi+xml” to indicate support for thesent notification extension for resource listsalibed
in [RFC4662].

6) MAY indicate that it supports that the body of @ NOTIFY request is compressed by the GZIP algarith
[RFC1952] by including an Accept-Encoding headeldfiwith the value “gzip” in the SIP SUBSCRIBE regt;
and,

NOTE: If this is a subscription to document changéfications applicable for a large XCAP elemeats, then
subscribe to the entire XDM Document and use erftlh select the particular XCAP element node tdrist.
This technique prevents XCAP element componenta fieing sent in notifications associated with atiah
or refreshing type subscription request, and isathgeous for purposes of saving network resowvbes the
XDMC already has a locally cached copy that isandldte (i.e., does not need to be conveyed) oXBMC
can use XDCP Differential Read operations to cafglvia document changes.

7) SHALL send the SIP SUBSCRIBE request towards ti®IBICore according to the procedures of the SIetke.

When the SIP/IP Core corresponds with 3GPP IMSGIPRB2 MMD, a UE acting as the XDMC SHALL use 3GPRSIbt
3GPP2 MMD requirements respectively, mechanismspancedures as defined in section 5.1 in [3GPP-1228] /
[3GPP2-X.S0013-004].

6.1.2.2 SIP NOTIFY Processing

Upon receiving an incoming SIP NOTIFY request ikgiart of the same dialog as the previously séAtS2JBSCRIBE
request the XDMC and the XDM Agent:

1) SHALL handle the request according to [RFC3265F(R875], [RFC4662] and the procedures of the SIBARe;
and

2) SHOULD update the stored XDM Document based ornrtfoemation in the SIP NOTIFY request. The struetof
the information in the body of SIP NOTIFY requestiefined [RFC5875], [RFC4662] and section 6.6.

An XDMC or an XDM Agent indicating support for GZEdmpression SHALL, when receiving a SIP NOTIFYuest with
the Content-Encoding header field with the valueigty decompress the received body as defined BCIE52] before
performing processing of the notification.

When the SIP/IP Core corresponds with 3GPP IMSGPRB2 MMD, the XDMC and the XDM Agent SHALL use 3GPP
IMS or 3GPP2 MMD requirements respectively, mectasi and procedures as defined in [3GPP-TS_24.230RFP2-
X.S0013-004] with the clarifications given in ttasb-clause.
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6.1.2.3 Initial XDCP Subscription

If the XDMC subscribes to changes in XDM Resouncgiag XDCP, then it SHALL be carried out by sendamgXDCP
Request as specified in section 6.1.1.3 with tHewing clarifications:

1) The XDMC SHALL set the HTTP Request-URI to: “httpXCAP Root URI}/org.openmobilealliance.xdcp.sp”;
and

2) The XDMC SHALL provide as the payload of the redqube XDCP Document as specified in 6.1.1.3.4.

Due to scarce spectrum and potential Push OverAlihklessage size limitations, the XDMC SHOULD retre XDM
Resources prior to creating an XDCP Subscriptiamdése resources. The XDCP Subscription <prefemmgification-type>
element being set to "pull" or "none" will servelitnit the size of the Push OTA Message.

Furthermore, if a subscription to document chargéications for XCAP element nodes is desired, ¥EVC SHOULD
subscribe to the entire XDM Document, and thenuidela filter in the XDCP Subscribe Request to $etecparticular
XCAP element node of interest.

NOTE: This technique prevents XCAP element comptsfom being sent in notifications associated withinitial
or refreshing type subscription request, whichdigaatageous if the XDMC already has a locally cdatapy
that is up-to-date (i.e., does not need to be cged)eor the XDMC can use XDCP Differential Read
operations to catch-up via document changes.

6.1.2.4 PUSH OTA Message Processing

Upon receiving an incoming Push OTA Message, thé/IXD
1) SHALL determine the XDM Resource to which the PQSFA Message applies; and

2) SHALL process the received Push OTA Message basddeo<preferred-naotification-type> set in the XDCP
Subscribe request and update the locally stored XIaldument, if necessary.

NOTE: The structure of the information in the badguest is defined in [RFC5874] and in section%.6.

If an XDMC indicates support for GZIP compressiorthie <gzip> element of the <subscription> elenuéthe XDCP
Documents of the initial XDCP Subscription Requést, XDMC SHALL, when receiving a Push OTA Messagih a
Content-Encoding header field of value “gzip”, deqwess the received body as defined by the GZIgrigign [RFC1952]
before performing processing of the Push OTA Messag

6.1.3  Searching for Data in XML Documents

An XDMC and an XDM Agent MAY support searching fieita in XDM Documents using Limited XQuery over HH &s
described in this subsection.

When performing a search operation, the XDMC arddBM Agent SHALL generate the Search Request lnygudTTP
POST request containing a Search Document as ddfirsection 5.4.1Search Documeht

The HTTP Request-URI for the Search Request SHA¢ kcdnstructed as http://[XCAP Root
URI)/org.openmobilealliance.search. For routinggmses, the HTTP Request-URI of the Search ReqisLISinclude

the mandatory query parameter of “target” and whadee is equal to the parameter of the collediigut function of the
XQuery request in the Search Document that idestithe XDM Document(s) to be searched as descifbsetction 5.4.1
“Search Document’ When the search target is the set of all XDM Doents stored in the Users Tree or in the Globad Tre
of an appropriate Application Usage, the domaibhd®earched needs to be specified. For the id=atitdin of target search
domain, the HTTP Request-URI of the Search Redu@af include the optional query parameter of “doniaamd whose
value includes ‘home’ to request home domain seaatihto request to expand the search to all jesemote domains, or
target domain names to request the particular dotodbe searched. Multiple values are separated) tise percent encoded
whitespace (i.e., “%20") as specified in [RFC398Hje default interpretation in the absence of “diorhquery parameter
SHALL be home domain search.
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When using the “target” and “domain” query parametee HTTP Request-URI for the Search Request SHd.
constructed as http://[[XCAP Root URI]/org.openmedlliance.search?target=[value of collection input
function]&domain=[home, all, or target domains].

Example: http://xcap.example.com/org.openmobilaatie.search?target=org.openmobilealliance.user-
profile/users/&domain=all

Example: http://xcap.example.com/org.openmobilaatie.search?target=org.openmobilealliance.user-
profile/users/&domain=home%20example.com%20exampbe2

The Search Request SHALL include the XML body @& tlontent type “application/vnd.oma.search +xmltiened in
section 5.4.1"MIME Type”.

The XQuery expression in the Search Request SHAIrfarm to the constraints as defined by the tafgtlication Usage
to be searched for.

The XDMC and the XDM Agent MAY limit the number 8earch results using the optional “max-resultgitaite of the
<search> element in the Search Document.

6.1.4  Retrieval of History Information

An XDMC or XDM Agent MAY support retrieval of Histy Information XDM Documents as described in thestson.
6.1.4.1 Modification History Information

An XDMC or an XDM Agent MAY support the retrievaf Modification History Information Documents as debed in
section 5.7.1. If supported the XDMC or the XDM AgSHALL use an XCAP URI of the form
[XCAPRootURIJ/[AUID]/users/[XUl]/oma_hist/[UserDiretory Document Selector] as described in secti@rls to
address the Modification History Document relai@dn XDM Document addressed using an XCAP URI efftdmm
[XCAPRootURIJ/[AUID]/users/[XUl]/[User Directory Doument Selector] and SHALL use the procedures testin
section 6.1.1.

6.1.4.2 Request History Information

An XDMC or an XDM Agent MAY support the retrievaf Request History Information Documents as desdribesection
5.7.2. If supported the XDMC or the XDM Agent SHAlUse an XCAP URI of the form
[XCAPRootURIJ/[AUID]/users/[XUlJ/oma_requests/higtpas described in section 5.7.2.8 to address #upi&st History
Information Document in the User Directory and SHAlse the procedures described in sections 6.0 56dn2

6.1.4.2.1 Reactive authorization using Request History Information

An XDMC or an XDM Agent MAY subscribe to the Requébstory Information Document and use notificasaof
unauthorized XDM Requests targeting an XDM Resourt¢he User Directory to implement reactive auikation. An
example of an implementation is shown in AppendisR&active Authorization of XDM Requests using Reddistory
Informatior?

6.1.5 Management of Access Permissions

An XDMC or an XDM Agent MAY support management of@ess Permissions Documents as described in séc@ol
supported, the XDMC or the XDM Agent SHALL use a@XP URI of the form
[XCAPRootURIJ/[AUID]/users/[XUl]/oma_ap/access-peisgions as described in section 5.6.8 to addresAdtbess
Permissions Document in the User Directory and SHAke the procedures described in sections 6.1 54dn2.

6.1.6 Management of XDM Preferences

An XDMC or an XDM Agent MAY support mangement of XDPreferences Documents as described in sectionf5.8
supported, the XDMC or the XDM Agent SHALL use a@XP URI of the form
[XCAPRootURIJ/[AUID]/users/[XUl)/oma_xdm_pref/prefences as described in section 5.8.8 to addressDive
Preferences Document in the User Directory and SHAde the procedures described in sections 6.0 5dn2
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6.1.7 XCAP Server Capabilities Retrieval

The XDMC MAY support the retrieval of an XDM Caphties Document described in section 5.3.2 usirigeee
operations as described in sections 6.1.1.2.3 dnil.B.6.

6.1.8  XCAP Directory Information Retrieval

The XDMC or XDM Agent MAY support the retrieval ah XDM Directory Document as described in secticghBusing
procedures defined in section 6.1.1.2.3.

The XDMC or XDM Agent MAY support the retrieval tfe XDM Document Part of an XDM Directory Documeéimat
corresponds to a particular Application Usage a&iileed in section 5.2.2 by retrieving a <foldeleneent with the
particular “auid” attribute set to the AUID valuétbe Application Usage using procedures defineseiction 6.1.1.2.6.

6.2 Procedures at the XDM Server

An XDMS is a HTTP origin server that manipulates MResources according to the conventions desciibfRIFC4825],
and processes Search Requests.

An XDMS SHALL authorize the requests as descrilvesiction 5.1.5Authorization”.

An XDMS receiving an HTTP POST request containind TP Request-URI of the form http://[[XCAP Root IR
org.openmobilealliance.search SHALL process thaeestjas described in section 6.2Sg4arching for Data in XML
Documents An XDMS receiving an HTTP POST request containan HTTP Request-URI of the form http://[[XCAP Root
URI)/org.openmobilealliance.xdcp/[AUID]/users/[XU[User Directory Document Selector] or http://[[XCA®ot
URI)/org.openmobilealliance.xdcp/[AUID]” SHALL prass the request as described in section 6Haédling of XDCP
Operations. The XDMS SHALL reject any other HTTP POST reqtsewith an HTTP “405 Method not allowed” response.

An XDMS receiving an XCAP Request SHALL processtthguest as described in section 6. Db¢ument Management

When generating HTTP responses, the XDMS MAY ineladServer HTTP header as defined in [RFC2616] thighvalue
set to “XDM-serv/OMA2.1” to indicate that the XDMS compliant with this specification.

When the SIP/IP Core network corresponds with 3GFP® or 3GPP2 MMD networks, the XDMS SHALL be implented
in an AS as defined in [3GPP-TS_23.228] and [3GRFEB013-002] respectively.

6.2.1 Document Management

The XDMS SHALL support document management as destin this subsection.

An XDMS SHALL conform to [RFC4825] section 8.5 fihre management of E-Tags.

An XDMS SHALL implement the conditional operatioos[RFC4825] section 7.11.

If the XDMS implements parallel processing of regpseit SHALL ensure the integrity of the resultid®M Document.

An XDMS SHALL check if the XUI of an XCAP Requestan identity of an Alias Principal associated veitRrimary
Principal and execute the XCAP Request as if thii&Deceived an XCAP Request with an XUl identifythg Primary
Principal.

6.2.1.1 PUT Handling
HTTP PUT requests targeted at an XDM Resource SHBé processed as described in [RFC4825] section 8.2

Additional validation constraints might be appligdich may result in a HTTP “409 Conflict” error pgmnse. An HTTP
“409 Conflict” error response SHALL include an XMlocument in the HTTP body that conforms to thatraef in
[RFC4825] section 11 and the extensions defingdifnspecification section 5.2'Betailed Conflict Reports

For additional details of the handling of thoses FRFC4825] section 8.2.5 and this specificatiastiea 5.2.3'Detailed

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-XDM_Core-V2_1-20101202-C Page 75 (170)

Conflict Reports” Other specifications MAY define the value of tiplrase” attribute, which contains text for rendgrio a
human user, that is optionally present in an ezfement identifying an error condition.

6.2.1.2 GET Handling

HTTP GET requests targeted at an XDM Resource SHBéd processed as described in [RFC4825] section 8.3

6.2.1.3 DELETE Handling
HTTP DELETE requests targeted at an XDM ResourcAl3He processed as described in [RFC4825] se@&idn

6.2.2  Subscriptions to Changes in XDM Resources

The XDMS MAY support subscription to changes in XRédsources as described in this subsection. Iicsiptisn to
changes is not supported the XDMS SHALL return appate error response upon reception of a SIP STBBBE request
for the “xcap-diff” event defined in [RFC5875].

6.2.2.1 Initial Subscription
Upon receiving a SIP SUBSCRIBE request for the fxddf” event defined in [RFC5875] the XDMS:

1) SHALL perform necessary checks on the XCAP resaulisted in the body of the SUBSCRIBE request.dsec
that any resource is not recognized as resouroe diggpropriate Application Usage, the XDMS SHAL Luret the
SIP “404 Not found” error response;

2) SHALL perform the necessary authorization checkgheroriginator. When the SIP/IP Core correspondGPP
IMS or 3GPP2 MMD the XDMS SHALL use the "P-AsseHdéntity” as defined in [3GPP-TS_24.229]/[3GPP2-
X.S0013-004] to ensure that this particular XDMQ@ighorized to track the XDM Document changeshéf t
authorization check fails, the XDMS SHALL returretBIP "403 Forbidden" error response;

a) For XDM Documents in the Users tree, by defaultPhienary Principal and an associated Alias Prirlicipa
of the XDM Document SHALL be authorized to subserib the “xcap-diff” event package;

b) For XDM Documents in the Global Tree, other primtgp(e.g. XDMCs and XDM Agents) MAY be
authorised to subscribe based on local policy beoEnabler-specific policy;

c) Additional authorization policy MAY be defined fan Application Usage in the respective application-
specific XDM Technical Specifications.

3) SHALL create a subscription to changes of XDM Doeuts listed in the body of the SIP SUBSCRIBE retjass
described in [IETF-XCAP_Diff _Event] with the follang clarification:

a) For the collection “/[AUID)/users/[XUIl]/” the XDMSSHALL create a subscription to all XDM Documents
in the User Directory excluding Supporting XDM Dogents;

4) SHALL send a SIP “200 OK” in accordance with [RF®SP [RFC5875], and the procedures of the SIP/IRRCO

5) SHALL generate and send an initial SIP NOTIFY resjuses specified in section 6.2.2@énerating a SIP NOTIFY
request.

When a change in the subscribed XDM Document o¢tiiesXDMS SHALL generate and send a SIP NOTIFYuest as
specified in section 6.2.2.Z5enerating a SIP NOTIFY requést

When the SIP/IP Core corresponds with 3GPP IMSGRPB2 MMD, the XDMS SHALL use 3GPP IMS or 3GPP2 MMD
requirements respectively, mechanisms and procedwsreefined in [3GPP-TS_24.229] / [3GPP2-X.S00048-With the
clarifications given in this section.
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6.2.2.2 Generating a SIP NOTIFY Request

If the “xcap-diff’ event is supported the XDMS SHAlgenerate a SIP NOTIFY request as described ifRRE€3265] and
[IETF-XCAP_Diff_Event] with the clarifications givein this section.

The XDMS

1) SHALL if the SIP Subscribe contained a body witBME Type apply the filter to the patches of the MD
Document and only keep patches that relates tdoththe filter defined ,XDM Document;

2) SHALL include an “application/xcap-diff+xml” bodysadefined in [RFC5874];

3) SHALL check if a <rule> element that granted acdegbie subscribe operation also included a <fd&tr
element. If a <filter-set> element is included, ¥i@MS SHALL apply the filter and remove all infortian from
the body of the SIP NOTIFY, that the filter prevettie requesting Principal to monitor before caritig the next
step; and

4) SHALL send the SIP NOTIFY request towards the $IRZbre according to the procedures of the SIP/IRe Co

The responses to the SIP NOTIFY request SHALL bwlleal in accordance with [RFC3265], [RFC5875], el
procedures of the SIP/IP Core.

When the SIP/IP Core corresponds with 3GPP IMSGIPRB2 MMD, the XDMS SHALL use 3GPP IMS or 3GPP2 MMD
requirements respectively, mechanisms and procedsreefined in [3GPP-TS_24.229] / [3GPP2-X.S00048-With the
clarifications given in this section.

6.2.3  Searching for Data in XML Documents

The XDMS MAY support searching for data in XDM Dawents using Limited XQuery over HTTP as descrilrethis
section.

The Search Request SHALL contain a Search Docuatedéfined in section 5.4. 8&arch Documeht
Upon receiving the Search Request, the XDMS:

1) SHALL generate an HTTP 400 “Bad Request” responskenat continue with the following steps if the 8da
Request does not contain a body;

2) SHALL generate an HTTP 415 “Unsupported Media Tyaed not continue with the following steps if théME
type indicated in the Search Request is not “apfiia/vnd.oma.search+xml”;

3) SHALL generate an HTTP 400 “Bad Request” and natinoe with the following steps if the Search Do&n
included in the Search Request does not confortimetgtructure defined in section 58earch Documetit

4) SHALL get the AUID from the “collection” input furtion of the XQuery and based on this AUID validte
XQuery expression included in the body of the Se&equest against the XQuery restrictions as defiyethe
corresponding target Application Usage of the XDMS;

5) SHALL generate an HTTP “409 Conflict” error respert®ontaining a <constraint-failure> error conditelament
as defined in [RFC4825] and not continue with tte@ $ if validation in the previous step failsthe basic XQuery
expressions as defined by the corresponding Agjpicdsage do not allow:

a) the Search operation as requested in the includ@aeXy expression, the “phrase” attribute, if itnsluded,
SHOULD be set to “Search request not allowed”;

b) the types of Search Result as requested in thedadl XQuery expression, the “phrase” attributé, i
included, SHOULD be set to “Search result typesatiotved”.

6) SHALL, if the “collection” input of the XQuery coains an XUl and if the XUl is an identity of an Adi Principal
associated with a Primary Principal, act as ieédeaived a Search Request with an XUI identifyireyPimary
Principal;
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7) SHALL, for each XDM Document stored in the Useredor Global Tree of the corresponding Applicatitsage
included in the “collection” input function of th&Query request:

a) execute the query; and

b) verify the search result against corresponding 8sé¢&ermissions Document if such exist and remdve al
XDM Document Parts that the requesting Principaldsauthorized to retrieve as result of a Search
Request as described in sections 5.1.5 and 5.6.

8) SHALL generate a response aggregating the resiuitee @revious step, with the following precisions:

a) In case that “max-results” attribute is includedhie Search Request, the XDMS SHALL include in the
response only the number of results of the Segvdio and including the value specified in the “max-
results” attribute;

b) The XDMS MAY restrict the number of results of tBearch based on local policy.

Each Application Usage that supports the Seardfe&HALL define one or more basic XQuery exprassithat are
supported by the Application Usage. Such basic X@Qerpressions allows the Application Usage torigisthe data that
can be searched and also restrict the resultsgedibd an XDMC or an XDM Agent.

6.2.4  Handling of Access Permissions Documents

6.2.4.1 Creating the Access Permissions Document

If the Application Usage defines an Access PermissDocument, the XDMS SHALL create a single Acdessnissions
Document as described in section 5.6 for the PgrRaincipal when a User Directory is created inltsers Tree. The
Document URI for the Access Permissions DocumerilSHoe “[XCAP Root URI])/[AUID]/users/[XUl]/oma_ap/ecess-
permissions”.

By default the Access Permissions Document SHALAngthe Primary Principal access to all operattomsards the User
Directory including the created Access Permissibasument.

6.2.4.2 Deleting the Access Permissions Document

The XDMS SHALL delete the Access Permissions Doautmadhen the corresponding Primary Principal’s UBeectory is
deleted.

6.2.4.3 Updating the Access Permissions Document

The XDMS SHALL follow the procedures defined in 8ens 6.2.1 and 6.2.2 except that a PUT handlieg &ection
6.2.1.1) with the purpose to create an Access Reranis Document or DELETE handling (see sectiorl@pwith the
purpose to delete an Access Permissions DocumeLISNOT be allowed. If an XDMC performs a PUT or DETE
operation of this kind, the XDMS SHALL reject thequest with a HTTP “403 Forbidden” response.

The XDMS SHALL control access to the Access PerimissDocument by applying the rules specified i tlaccess-
permissions-document-rule> element inside the AcBesmissions Document itself. If access is nattgcathe XDMS
SHALL reject the request with an HTTP “403 Forbidtieesponse if the request is an XCAP request attd StP “403
Forbidden” response if it is a SIP request.

The XDMS SHALL verify that the Access PermissionscDment conforms to what is specified in sectidh 5.

6.2.4.4 Updating the Access Permissions List Document

When updating or deleting the Access Permissiorubent as described in sections 6.2.4.2 and 6.thd. 3DMS SHALL
update the Access Permissions List Documents [XDist] Bssociated with Principals whose Access Peions were
changed. The XDMS SHALL act on behalf of the Priyn@rincipal of the Access Permissions DocumentnasM Agent
as described in section 6.1 and use appropriatatemat delete XDM operations to update the AccesmBsions List
Documents with <entry> elements referencing theeAsdPermissions Documents that correspond to thécapon Usage
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and the Principals for which Access Permission&tmen changed. The XDMS SHALL update an AcceswiBsions List
Document with a new or modified <entry> elementydhthe associated Principal has Access Permisdiometrieve the
referenced Access Permissions Document. The XDMA&LEHet the value of the “etag” attribute to an Bglvalue
generated using an Access Permissions Documerdioomg the same content as if retrieved by thediyal. If a
Principal’'s Access Permissions to retrieve an As¢grmissions Document is removed, the XDMS SHApdtate the
Principal’s Access Permissions List Document byaeimg any <entry> element containing a “referenatfibute with a
reference to the Access Permissions Document.

6.2.5 Enforcing XDM Access Permissions

The XDMS SHALL apply access control to all XDM op#ions described in sections 6 20ocument Management's.1.2
“Subscribing to changes in the XDM Resoutcasd 6.2.6 Handling of XDCP Operatiorigargeting the Primary
Principal’'s User Directory and its contents.

The XDMS SHALL apply access control as it is defire the Application Usage pertaining to the XDMsRarce being
accessed.

6.25.1 Default Access Permissions

If the Application Usage does not specify the us#he Access Permissions Document, the XDMS SHAhQ&use that only
the Primary Principal associated with the XUI, asatiated Alias Principal and Trusted Applicatie@m@r are granted
access to the User Directory and its contents.

6.2.5.2 Using the Access Permissions Document for Access Permission
Control

The Primary Principal associated with the XUl andaasociated Alias Principal SHALL always be petaditto retrieve any
XDM Document and subscribe to receive notificatiohshanges of any XDM Documents in the User Dogct

If the Application Usage specifies the use of acdss Permissions Document as defined in sectigriie XDMS SHALL
apply the rules contained in this Access Permissidocument to control access to XDM Resourceserltber Directory.
Application Usage MAY define rules to prohibit c&irt combinations of Access Permissions in ordentsure the validity
of XDM Documents after applying Access Permissions.

If a Principal requesting an XDM Document has asgaghts only to certain XDM Document Parts as rkddi by child
elements to the <transformations> element (e.g<fiter-set> element) in the Access Permissionsudoent, the XDMS
SHALL generate a subset of the XDM Document antlite all XDM Document Parts required by the XML 8ofa in
order to ensure the validity of the generated dub&andatory XDM Document Parts for which the Pijrat does not have
retrieve rights SHALL be supplied without any vauyéee. blank), or with specially defined valuedigating access
restriction.

If an Application Usage mandates the use of theeBs®ermissions Document, then the XML SchemaéoKDM
Documents specified by the Application Usage SHOUWIdline a mandatory attribute with a unique valresgivery XML
element used in an XML sequence defined in the séifie Schema in order to ensure consistency of secgielement
addressing.

The value of the mandatory unique attribute isgassi by the XDMC or the XDM Agent whenever a neangnt is added
to a sequence. The XDMS SHALL verify that valudha attribute is unique within the sequence. Ifitakie of the attribute
is not unique the update operation SHALL fail ahe KDMS SHALL generate a HTTP 409 “Conflict” respgeras
described in [RFC4825] section 1Métailed Conflict Reportswith a <uniqueness-failure> element with a sugeesinique
value in the <alt-value> element.

Alternatively, if an Application Usage mandates tise of the Access Permissions Document and it mlotedefine a
mandatory attribute with a unique value for eveMIXelement used in an XML sequence, it MAY requtnat all elements
in an XML sequence defined in the XML Schema defibg the Application Usage SHALL have the same Asce
Permissions.
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6.2.6  Handling of XDCP Operations

The XDMS MAY support one or more XDCP operationsiascribed in this section. The Application Usagfrnes which
XDCP operations it requires.

Upon receiving an XDCP Request, the XDMS

1) SHALL generate an HTTP 415 “Unsupported Media Tymsponse and not continue with the following stéps
the XDCP Request does not contain an XDCP Docuprefithe MIME type indicated in the XDCP Requeshot
“application/vnd.oma.xdcp+xml”;

2) SHALL check if the XUI of the XDCP Request is aeintity of an Alias Principal associated with a Raign
Principal, and continue to handle the XDCP Reqasst it had received an XDCP Request with an Xdéitifying
the Primary Principal,

3) SHALL generate an HTTP 404 “Not Found” response @mdot continue with the following steps, if th®M
Document addressed in the Request URI of XDCP Raqglaes not exist;

4) SHALL generate an HTTP 409 “Conflict” response watin XDCP document containing a <response> elemint w
an <xdcp-document-structure-not-ok> child elemertt mot continue with the following steps, if the B
Document included in the body of the XDCP Requestschot conform to the structure defined in sechign2
“XDCP Documerit

5) SHALL generate an HTTP 409 “Conflict” response wath XDCP Document containing a <response> element
with a <not—supported-request> child element ariccantinue with the following steps, if the XDMS eknot
support the requested XDCP operation;

6) SHALL generate an HTTP 409 “Conflict” response waiih XDCP Document containing a <response> element
with an <application-usage-defined-conflict> chélément with “phrase” attribute as defined by thgpkcation
Usage and not continue with the following stepghéf execution of the XDCP Request can not belldfidue to a
reason described in the technical specificatiothefApplication Usage;

7) SHALL generate an HTTP 409 “Conflict” response waiih XDCP Document containing a <response> element
with an <other-conflict> child element and not éoae with the following step, if the XDMS appliesarvice
provider policy resulting in a decision not to futhe XDCP Request; and

8) SHALL continue to handle the requested XDCP openatas described per XDCP Request in the subsedtion
section 6.2.

6.2.6.1 Document Reference

Upon receiving an XDCP Request, the XDMS SHALL dhte child element of the <request> element oiXBEP
Document included in the XDCP Request body.

If the child element is the <set-doc-ref> elemerd the XDMS supports Document Reference OperatibesXDMS:

1) SHALL generate an HTTP 409 “Conflict” response watihn XDCP Document containing a <response> element
with a <not-found> child element and not continuthwhe following steps, if the referenced XDM Daeent in
the <reference> element does not exist or is Hoewable by the requesting Principal,

2) SHALL create the XDM Document reference and maintiauntil the reference is deleted or replaced;

3) SHALL delete any XDM Document associated with thignry Principal having the same name as the XDM
Document addressed in the XDCP Request;

4) SHALL maintain the display name, if received in tleguest, until it is deleted or replaced;

5) SHALL generate an HTTP 201 “Created” response ¢ad¢iguestor with an XDCP Document containing a
<response> element with a <done> element if the XDddument addressed in the XDCP Request did net exi
before the XDCP Request and therefore is createtl; a
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6) SHALL generate an HTTP 200 “OK” response to theuesfor with an XDCP Document containing a <respsnse
element with a <done> element if the XDM Documeddrassed in the XDCP Request did exist before BEKX
Request.

If the child element is the <remove-doc-ref> eletraamd the XDMS supports Document Reference opemstitie XDMS:
1) SHALL remove the XDM Document reference and angiinfation related to it; and

2) SHALL generate an HTTP 200 “OK” to the requestotmXDCP Document containing a <response> elemettt wi
a <done> child element.

If the child element is the <retrieve-doc-ref> elhand the XDMS supports Document Reference dpestthe XDMS:

1) SHALL generate an HTTP 200 “OK” to the requestothwKDCP Document containing a <response> elemettit wi
a <retrieve-doc-ref-result> child element that it#s the XDM Document reference if such exists.

If the XDMS receives any other XDM requests tamggtn XDM Document than Document Reference XDCPuURst3
described in this section and the XDM Documengfgnmencing another XDM Document, the XDMS:

1) SHALL generate an HTTP 409 “Conflict” response watihn XDCP Document containing a <response> element
with a <doc-ref-active> child element and not coaé with the following steps, if the XDM requestig-orward
XDCP Request or a Restore XDCP Request;

2) SHALL generate an HTTP 403 “Forbidden” or a SIP 4B8rbidden” response and not continue the follayin
steps, if the requesting Principal is not permittediescribed in section 5.1.5 to request execofitile XDM
request.

3) SHALL act as an XDM Agent of behalf of the Primdgincipal of the addressed XDM Document and profeaga
the XDM request to the XDMS handling the referen¥&M Document; and

4) SHALL propagate the response, when received, lattet requestor; and
5) SHALL NOT update a Modification History Informatiddocument if such exists.

6.2.6.2 XDM Resource Forwarding Operations

Upon receiving an XDCP request, the XDMS SHALL dh#ee child element of the <request> element ofiXBEP
Document included in the XDCP request body.

If the child element is the <forward> element amel KDMS supports XDM Resource forwarding operatjdhe XDMS:

1) SHALL generate an HTTP 403 “Forbidden” response rmotcdcontinue with the following steps, if the regting
Principal is not allowed to forward the XDM Rescaias described in section 5.1.5;

2) SHALL extract the list of recipients from the XD@quest body;

3) SHALL generate an HTTP 403 “Forbidden” responsemmuiccontinue with the following steps if none thfe
recipients extracted from the XDCP Request arecaizitnd to receive the XDM Resource based on theigients-
list> element based on the Access Permissions Dectuaf the requestor as described in section 5.6.7;

4) SHALL generate an HTTP 404 “Not Found” response rastdcontinue with the following steps if none bét
recipients extracted from the XDCP Request aredpun

5) SHALL check whether <delivery-report> element isg@nt in the XDCP Document. If it is present anitkifalue
is set to “true”, XDMS SHALL add a new element <dety-notification> to the Forwarding Notificatidrist
Document of the requestor as described in the Faoimg Notification List Document (see [List_ XDMS]));

NOTE: Recipients not authorized to receive the XB®bsource or not found are excluded from the Falimgr
Notification List Document
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6)

7

8)

9)

10)

SHALL fetch the XDM Resource to be forwarded sgedifin the Request-URI of the XDCP request andfolthe
procedures as described in the section 6.2.6ddtion of the XDM Document to be forwartied

SHALL check the preferences set by all the recigieasiding in the same domain as the XDMS for hiagdhe
received Forward XDCP Request as described ingbigos 6.2.6.2.3HMandling of received Forward XDCP
Request based on recipients preferefices

SHALL generate the Forward XDCP Request if theeeaany recipients not residing in its domain as diesd in
the section 6.2.6.2.25'eneration of a Forward XDCP Request to remotepieais; and

SHALL follow the procedure as described in the ieec6.2.6.2.4'Notifying the recipients about the status of the
received Forward XDCP Requedtir notifying about the status of the received FanivXDCP Request to all of
the recipients residing in the same domain as DMX; and

SHALL generate an HTTP 200 “OK” response to theusstior with an XDCP Document containing a <respsnse
element with a <forward-result> child element wttie following clarifications:

a) if any recipient could not be found, the <forwasdult> element SHALL contain a <not-found-recipgnt
list> child element containing the list of the y@eints that could not be found; and

b) if any recipient was not authorized, the <forwaeduit> element SHALL contain a <not-authorized-
recipients-list> child element containing the b$the recipients that were not authorized.

If the child element is the <forward-remote> eletremd the XDMS supports XDM Resource forwardingragiens, the

XDMS:
1) SHALL extract the list of recipients from the XD@&®quest body;
2) SHALL check the recipient’s preferences for hangllir the received Forward XDCP Request contentasribed
in the section 6.2.6.2.3Handling of Received Forward XDCP Request basectoipients preferencés
3) SHALL follow the procedure as described in the isec6.2.6.2.4'Notifying the recipients about the status of
received Forward XDCP Requedtir notifying the recipients about the status & thceived Forward XDCP
Request; and
4) SHALL generate an HTTP 200 “OK” response to theuesgior with an XDCP Document containing a <respsnse
element with a <remote-forward-result> child eletrianluding any recipients that can not be found.
6.2.6.2.1 Creation of the XDM Document to be Forwarded

Upon receiving a Forward XDCP Request, the XDMS:

1)

2)

SHALL check if the <rule> element that granted asci® the forwarding operation also included aetfiset>
element. If a <filter-set> element is included, ¥i@MS SHALL apply the filter on the XDM Document tme
forwarded before continuing the next step; and

SHALL check for the presence of <filter> elementhin the XDCP Document included in the XDCP Request
body. If no <filter> element is present, then thBMS SHALL store the XDM Document to be forwardedain
temporary storage. If a <filter> element is prestmn the XDMS SHALL apply the filters to the XDBocument
to be forwarded and store the resulting XDM Docuniea temporary storage. XDM Documents stored iwith
temporary storage SHALL be accessible to the renigi

The XDMS SHALL delete the XDM Document stored i tiemporary storage if all the recipients haveegitbtched it or
rejected it, orafter a time period specified byalogolicy, has elapsed.

6.2.6.2.2 Generation of a Forward XDCP Request to Remote Recipients

The XDMS SHALL create the Forward XDCP Requestxgsained in this section to forward the XDM Resauto the
Users residing in the remote domains. When credlhiisg-orward XDCP Request, the XDMS SHALL act asx&M Agent
as described in section 6.1 “Procedures at the X2€the XDM Agent”.
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The recipients of the forwarded XDM Resource caeklde in several remote domains. To each of timete domain the
XDMS SHALL make an XDCP Request containing the XD@#tument with the following clarifications:

1) SHALL include the <forward-remote> element as clelement of the <request> element;

2) SHALL include the <document-uri> element and sev#lue to the URI of the document to be forwandssiding
in the temporary storage as described in the se6ét®.6.2.1 Creation of an XDM Document to be forwarted

3) SHALL include the <note> element if the <note> edgrnis present in the received Forward XDCP Recardiset
its value with the content of the <note> elemeetspnt in the received Forward XDCP Request;

4)  MAY include the <size> element which carries theesdf the XDM Resource in bytes;

5) SHALL include the <sender-identity> element whoatue is set to the Identity of the Principal fordiag the
XDM Resource;

6) MAY include the <display-name> element if the <dilgpname> element is present in the received FarW&CP
Request and set its value with the content of thisptay-name> element present in the received Far¥K®CP
Request;

7) SHALL include the <expiration-time> element whidcirdes the expiration time of the XDM Resource gein
forwarded;

8) SHALL include the <content-type> element which @githe MIME type of the XDM Resource being forwedd
and

9) SHALL include the <list> element as child elemehtpecipients-list> element which carries the ttecipients
residing in the remote domain to whom the XDM Resehas to be forwarded. The <list> element SHALL
conform to the structure of <list> element spedifie [RFC4826] with the following clarifications:

a) The “name” attribute of the <list> element is notluded; and

b) The <entry> element SHALL contain the "uri" attribiset to a valid User Address, e.g. a SIP URI (as
defined in [RFC3261]) or a Tel URI (as defined RFC3966]).

10) SHALL include <delivery-report> element if the <try-report> element is present in the receivedvMaod
XDCP Request and set its value equal to the confahie <delivery-element> element present in geeived
Forward XDCP Request; and

11) SHALL include the <request-id> element if the <reglid> element is present in the received Forwdd€P
Request and set its value equal to the conteltteoftequest-id> element present in the received&mar XDCP
Request.

NOTE: The procedure of XDMS for determining andugping the recipients belonging to same domaintside the
scope of this specification. If grouping of recipig is not possible the implementation may chooseake
individual XDCP Requests to each of the recipients.

6.2.6.2.3 Handling of Received Forward XDCP Request Based on Recipients Preferences

The XDMS SHALL apply the preferences related todiizng of XDM Resource forwarding operation, if amg described in
the section 5.8XDM Preferences Documérsds follows:

The XDMS SHALL behave as if it had received a Fax#eccept XDCP Request and follow the procedure rilesd in
section 6.2.6.2.THandling of XDCP ForwardAccept and ForwardRejeadriests; if the child element of the <actions>
element of the <forward-prefs> element in the XDMfErences Document (see section 5.8) of the \etijis the <accept>
element; or,

The XDMS SHALL behave as if it had received a FaxiReject XDCP Request and follow the procedure ritesd in
section 6.2.6.2.™Handling of XDCP ForwardAccept and ForwardRejeadiests’if the child element of the <actions>
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element of the <forward-prefs> element in the XDMfErences Document (see section 5.8) of the etlijis the <reject>
element; or,

The XDMS, if the forwarded XDM Resource is not gelied to the recipient within the time period sfiedito keep the
forwarded XDM Resource alive, SHALL:

1) Update the Forwarding Notification List [XDM_ Listf the Principal that initiated the XDM Forward oaton and
set the value of the “status” attribute of the ¥gnielement corresponding to all the Principalg theve neither
accepted nor rejected the forwarded XDM Resourcexpired” if the forwarded XDM Resource residedthie
local XDMS; or

2) Generate the ForwardDeliveryReport XCDP Requedeasribed in section 6.2.6.2Generation of XDM
Forward Delivery Report Requesth behalf of all the Principals that have neithecepted nor rejected the
forwarded XDM Resource and set the <status> eletoéeigxpired” if the forwarded XDM Resource residesa
remote XDMS.

6.2.6.2.4 Notifying the Recipients about the Status of the Received Forward XDCP Request

The XDMS SHALL update the Forwarding Notificatiomst. Document of each of the recipients extractechfthe XDCP
Request body as explained in this section.

The XDMS SHALL update the Forwarding Notificatioist. Document by adding a <request> element as eléichent of
<request-notification-list> element whose “auidtriute value matches with its AUID with the follavg clarifications:

1) MAY include the <timestamp> element with the vaset to the time when XDCP Request was received;

2) SHALL include the <note> element if it is presamthe received XDCP Request and set its value saniee value
of the <note> element present in the received XIReRuest;

3) SHALL include the <status> element with values lblase the receiving Principal’s XDM Preferences esalibed
in section 5.8;

4) If the value of the <request> element receivethenXDCP Request is “forward-remote”, the XDMS:

a) SHALL include the “document-uri” attribute and $etto a URI of a local temporary storage specifyihg
Document Reference. The Document Reference SHAIuht po the XDM Document indicated by the
value of the <document-uri> element received inXBCP Request. This Document Reference allows the
XDMC or XDM Agent to fetch the forwarded XDM Documtebefore determining what to do with it and
allowing the XDMS to monitor if the temporary docant is fetched or not; and

b) SHALL include the following elements with the samaue as received in the XDCP Request:
i. <sender-identity>
ii. <size>
iii. <content-type>
5) If the value of the <request> element receivedhénxXDCP Request is “Forward”, the XDMS:

a) SHALL include the “document-uri” attribute whoselwa is set to the URI of the forwarded XDM
Resource residing in the temporary storage;

b) SHALL include <sender-identity> element whose vahiget to the identity of the Principal forwarditig
XDM Resource;

c) SHALL include <size> element whose value is se¢htosize of the forwarded XDM Resource; and

d) SHALL include <content-type> element whose valugeto the MIME type of the forwarded XDM
Resource.
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6) SHALL include the <display-name> as child elemdntgender-identity> if it is present in the recel\éDCP
Request and set its value same as the value efdibplay-name> element present in the received XBEguest.

6.2.6.2.5 Generation of XDM Forward Delivery Report Request

The XDMS SHALL create a Forward Delivery Report XBRequest as explained in this section to senddligery status
of the received Forward XDCP Request. When credtiirsg-orwardDeliveryReport XDCP Request, the XDBISALL act
as an XDM Agent as described in section 6.1 “Praceslat the XDMC and the XDM Agent”. The XDMS SHAlnclude
the XDCP Document in the ForwardDeliveryReport XDR&juest with the following clarifications:

1) SHALL include the < forward-delivery-report> chidement of the <request> element;

2) SHALL include the <request-id> element and setitiie with the value of the <request-id> elemegtived in
the Forward XDCP Request;

3) SHALL include the <recipient-uri> containing thelwa of the valid User Address, e.g. a SIP URI (gfingd in
[RFC3261]) or a Tel URI (as defined in [RFC3966f)whose behalf the ForwardDeliveryReport XDCP Ratjise
initiated;

4) SHALL include the <status> element with any of tbkkowing values:

a) “delivered” - If the value of the <actions> chiltement of the <forward-prefs> element in the XDM
Preferences Document (see section 5.8) of theiestijs set to “accept”.

b) “rejected” - If the value of the <actions> chilceaient of the <forward-prefs> element in the XDM
Preferences Document (see section 5.8) of theieetifs set to “reject”

c) ‘“expired” - If the forwarded XDM Resource is notligered to the recipient and the time to keep the
forwarded XDM Resource alive is expired,

5) SHALL send the XDCP Request as described in seétibrd.3 to the Application Usage from where thengod
XDCP Request was received using a HTTP Requestf/iRie form http [XCAP Root
URI]/org.openmobilealliance.xdcp/[AUID]/users/[XUI]

6.2.6.2.6 Handling of XDM Forward Delivery Report Request

Upon receiving an XDCP request, the XDMS SHALL dh#te child element of the <request> element oiXBEP
Document included in the XDCP request body.

If the child element is the <forward-delivery-repoelement, the XDMS SHALL act as an XDM Agent armdiate the
Forwarding Notification List Document [XDM_ List] dhe Principal identified by the XUI received iretXDCP Request
with the following clarifications:

1) SHALL check whether any <delivery-notification> elent whose “request-id” attribute is equal to th&ue of the
<request-id> element in the XDCP Document is presetine Forwarding Notification List Document [XDMist].
If not, the XDMS SHALL generate an HTTP 409 “Coafliwith an XDCP Document containing a <response>
element with an <invalid-request> child element anticontinue with the following steps;

2)  SHALL check whether the matching <delivery-notitioa> element in the Forwarding Notification LisbBument
[XDM__List] contains a <entry> child element whose&i” attribute value is equal to the value of <pent-uri>
element of the XDCP Document is present. If na, XIDMS SHALL generate an HTTP 409 “Conflict” witima
XDCP Document containing a <response> element avitkmvalid-recipient> child element and not conérwith
the following steps;

3) SHALL update the “status” attribute of the matchirentry> element in the Forwarding Notification L i3ocument
[XDM_List] with the value of the <status> elemerfitibe XDCP Document; and,

4) SHALL generate an HTTP 200 “OK” response with anCdDocument containing a <response> element with a
<done> element.
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6.2.6.2.7 Handling of XDCP ForwardAccept and ForwardReject Requests

Upon receiving an XDCP request, the XDMS SHALL dh#te child element of the <request> element ofXBEP
Document in the XDCP request body.

If the child element is the <forward-accept> eletrtae XDMS:

1)
2)
3)

4)

5)

6)

SHALL if the request contained a <do-not-store>redat proceed with step 5 below;
SHALL if not already fetched, fetch the XDM Resoaimointed to by the <document-uri> contained inrdpiest;

SHALL if the request contained a <store> elemenh\an “udds” attribute, store the fetched docunietihe User
Directory of the Principal that made the ForwardéucXDCP Request in the location provided in thgkatte and
then proceed with step 5 below;

SHALL store the fetched document in the User Dogcbf the Principal that made the ForwardAcceptCfD
Request in a default location determined by the XM

SHALL update the Forwarding Notification List [XDMList] of the Principal that initiated the XDM Forwéa
operation and set the value of the “status” attalaf the <entry> element corresponding to thedial that made
the ForwardAccept request to “delivered” if thewarded XDM Resource resides in the local XDMS; or

SHALL generate the ForwardDeliveryReport XDCP Rexjaes described in section 6.2.6.Z3neration of XDM
Forward Delivery Report Requestihd set the <status> element to “delivered” ifftrevarded XDM Resource
resides in a remote XDMS.

If the child element is the <forward-reject> elermre XDMS:

1)

2)

SHALL update the Forwarding Notification List [XDMList] of the Principal that initiated the XDM Forwh
operation and set the value of the “status” attalaf the <entry> element corresponding to thedal that made
the ForwardReject XDCP Request to “rejected” if fimevarded XDM Resource resides in the local XDMB;

SHALL generate the ForwardDeliveryReport XDCP Rexjaes described in section 6.2.6.ZFneration of XDM
Forward Delivery Report Requestihd set the <status> element to “rejected” iffthevarded XDM Resource
resides in a remote XDMS.

6.2.6.3 Differential Read

The XDMS MAY support Differential Read. Upon redeig an XDCP Request, the XDMS SHALL check the cleilement
of the <request> element of the XDCP Document ighetliin the XDCP Request body.

If the child element is the <diff-read> element aimel XDMS supports Differential Read, the XDMS:

1)

2)

3)

4)

SHALL generate an HTTP 409 "Conflict" responseughg an XDCP Document containing a <response>ahem
with a <unknown-etag-value> child element, and dbaontinue with the following steps, if the E-Tegue
contained in the <etag> element of the XDCP Docurdeas not correspond to a known version of the XDM
Document;

SHALL generate an HTTP 409 "Conflict" responseughg an XDCP Document containing a <response>ahem
with a <constraint-failure> child element, and di continue with the following steps, if a <filtset> element
included in the XDCP Document is invalid,;

SHALL generate an HTTP 304 "Not Modified" respomsth an empty body and do not continue with the
following steps, if the E-Tag value supplied in KBCP Document matches with the E-Tag value oflditest
version of the XDM Document;

SHALL generate an HTTP 200 "OK" response with cotitgpe header set to “multipart/mixed” ; and
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5)

SHALL include XDCP Document and XCAP Diff documéaee [RFC5874]) in the body of the response with th
following clarifications:

a) The XDCP Document SHALL contain the <response> elemwith the child element <done>;

b) The XCAP Diff document (see [RFC5874]) SHALL comtai single <document> element with the new
and previous E-Tag values and the document charfigeriation between the two XDM Documents
versions, based on the <filter> element, if one eeh included in the request. The “previous-etag”
attribute of the <document> element SHALL contdie E-Tag value received in the XDCP Document and
the “new-etag” attribute SHALL contain the latesTig value of the XDM Document; and,

c) If the <etag> element of the XDCP Document is mespnt, the XCAP Diff document (see [RFC5874])
SHALL contain a <document> element with documerainge information that replaces the root element
of the XDM Document.

6.2.6.4 Differential Write

The XDMS MAY support Differential Write. Upon resilg an XDCP Request, the XDMS SHALL check the ¢lement
of the <request> element of the XDCP Document ighetliin the XDCP Request body.

If the child element is the <diff-write> elementdaiine XDMS supports Differential Write, the XDMS:

1)

2)

3)

4)

5)

6)

7

8)

9)

SHALL generate an HTTP 409 "Conflict" responseudghg an XDCP Document containing a <response>ahm
with <constraint-failure> child element, and do nottinue with these steps, if the filter expressibthe <filter-
set> element included in the XDCP Request is idvatinot in accordance with the constraints ofApelication
Usage specification;

SHALL generate an HTTP 409 "Conflict" response uditig an XDCP Document containing a <response>ahm
with an <etag-missing> child element, and do nattiomie with the following steps, if there is no epious-etag>
element in the XCAP-Diff Document of the XDCP Resje

SHALL generate an HTTP 409 "Conflict" response uditig an XDCP Document containing a <response>ahm
with an <not-latest-etag-value> child element, dadot continue with the following steps, if thduaof the
<etag> element in the XDCP Document does not ntaeliE-Tag of the current document stored in the Y@M

SHALL generate an HTTP 409 "Conflict" response uditig an XDCP Document containing a <response>ahm
with <no-diff-document> child element , and do nontinue with the following steps, if there is rantent in the
XCAP Diff document (see [RFC5874));

SHALL generate an HTTP 409 "Conflict" response uditig an XDCP Document containing a <response>ahm
with an <diff-write-conflict> child element with axpatch-ops-error> child element as described FGB261], and
do not continue with the following steps, if the XE Diff document (see [RFC5874]) is invalid;

SHALL generate an HTTP 409 “Conflict” response utthg an XDCP Document containing a <response>
element with a <diff-write-conflict> child elemewith an <xcap-error> child element as describellRIRC4825],
and do not continue with the following steps, & tKDM Document can not be modified due to a coirstra
described in [RFC4825] or in the technical speatfin for the Application Usage related to the XMMdcument;

SHALL generate an HTTP 409 "Conflict" responseughg an XDCP Document containing a <response>ahem
with a <diff-write-conflict> child element, and dwt continue with the following steps, if the XCARf document
(see [RFC5874]) included in the XDCP Request istisestent with the requested XDM Document;

SHALL apply the differential contained in the XCARff document (see [RFC5874]) as described in secti
6.2.6.4.1 Applying Filters; and

SHALL generate an HTTP 200 "OK" response includaimgKXDCP Document containing a <response> element
with a <done-new-etag> child element that incluthesnew E-Tag value.
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6.2.6.4.1 Applying Filters

The set of XML elements of an XDM Document idemtifiby a <filter-set> is defined as the “Target N&a¢". In addition
to this definition, the set complement of the “Tetrblode Set” of the XDM Document is defined as‘tPeserved Node
Set”.

When a <filter-set> element is present in a Difffitie@d Read XDCP Request, and there is a <filter-gé¢ment in the
<transformation> element of the Access Permissimsument that is used to restrict the informatietumed to the XDMC
or XDM Agent, then the <filter-set> of the <transfaation> element is applied after the <filter-setement of the XDCP
Differential Read Request is applied to the XDM Daoent."

When a <filter-set> element is present in an Défdral Write XDCP Request, the XDMS SHALL edit thHearget Node
Set” of the XDM Document using XCAP Diff documesté [RFC5874]) received in the Differential WritB&P Request
body. That resulting set of XML elements is defiretthe “Edited Node Set”. When processing thisebehtial Write
XDCP Request, the XDMS SHALL replace the XDM Docunneith the “Edited Node Set”, preserving XML elemie of
the “Preserved Node Set”, except where the patentent of a preserved element is deleted in thééBdNode Set”.

If the Access Permissions Document contains aexfiet> element as child element of <transformattoslement
applicable for a particular Differential Write XDRequest (i.e., implying the requesting XDMC or XD¥ent does not
have complete access to the XDM document it seeksodify), and there is a <filter-set> elementtia Differential Write
XDCP Request, the XDMS SHALL reject the Differentfdrite XDCP Request with an HTTP 409 "Conflict'sponse
including an XDCP Document containing a <resporalement with a <filter-set-not-allowed> child elamhe

6.2.6.5 XDM Restore

Upon receiving an XDCP request, the XDMS SHALL dh#ee child element of the <request> element ofiXBEP
Document included in the XDCP request body.

If the child element is the <restore> element dr@dXDMS supports XDM restore XDCP operations, tiaMS:

1) SHALL generate an HTTP 409 "Conflict" responseiithg an XDCP Document containing a <response>&hem
with a <not-latest-etag-value> child element antdaumtinue with the following steps, if the E-Taglwe contained
in the <current-etag> element, if existing, doesaworesponds to the latest version of the XDM Duoent;

2) SHALL generate an HTTP 409 "Conflict" responsetiohg an XDCP Document containing a <response> &hm
with a <restore-version-not-found> child elemend ant continue with the following steps, if the ckdo-etag>
element of the XDCP Request does not identify atMXDocument version restore candidate;

3) SHALL restore the XDM Document to the version idéed by the <back-to-etag> element value;

4) SHALL remove all the change details stored in thedNlcation History Information Document newer thizue E-
Tag value specified by the <back-to-etag> elemétiieeXDCP Document and add an XDM restore XDCP
operation as last XDM operation applied to the XDglcument; and

5) SHALL generate an HTTP 200 "OK" response includingKDCP Document containing a <response> element
with a <new-etag> child element containing the Ig-Value of the restored XDM Document.

6.2.7 Handling of History Information
6.2.7.1 Modification History Information handling

After execution of an XDM management operationééirgy an XDM Document, the XDMS SHALL check if aibXi
Preferences Document as described in section &éx the User Directory. If such XDM Preferen@escument exists,
the XDMS SHALL apply the XDM Preferences relatedHistory Information and update the Modificatiorskiry
Information Document as described in section 5aith information about successful XDM managemergrafions that
creates, modifies or deletes the XDM Document.
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Upon reception of an XDM Request targeting a Madifion History Information Document, the XDMS SHARpply the
authorization policies as described section 5.1.Ibgfore executing the XDM Request.

6.2.7.2 Request History Information handling

After execution of an XDM management operationééirg the content of a User Directory, the XDMS SHAcheck if an
XDM Preferences Document as described in secti®mXists in the User Directory. If such XDM Docurherists, the
XDMS SHALL apply the history XDM Preferences anddafe the Request History Information Document dieedrin
section 5.7.2 with information about the XDM managat operation.

The XDMS SHALL be able to apply a service provigeticy and limit the number of <requestor> or <resgfir elements in
a Request History Information Document.

When modifying a <request> element’s attribute Regjuest History Information Document, the XDMS SHANOT alter
the E-Tag value related to the Request Historyrmfdion Document.

Upon reception of an XDM Request targeting a Regdesory Information Document, the XDMS SHALL apgghe
authorization policies as described section 5.7.Bdfore executing the XDM Request.

Upon handling a subscription to changes operatsotescribed in section 6.2.3 targeting a RequesbHi Information
Document and the XDMS modifies a <request> elersaatttibute, the XDMS SHALL NOT send a SIP NOTIFYwthe
modified attribute. The XDMS SHALL instead incluttés information in the next SIP NOTIFY generatea:do other
XDM Document Part modifications.

6.2.8  XCAP Server Capabilities Retrieval

The XDMS SHALL support the HTTP GET operation asalibed in section 6.2.1.2.for retrieval of an X[Mpabilities
Document described in section 5.3.1.

6.2.9 Directory Information Retrieval

The XDMS SHALL support the XML Documents Directoipplication Usage as described in section 5.3.2.

The XDMS SHALL maintain one XDM Directory Documentthe Users Tree per XUl named “directory.xml"described
in section 5.3.2.8.

The XDMS SHALL maintain one <folder> element pepgarted Application Usage in the XDM Directory Docent.

The XDMS SHALL authorize an authenticated Princifgfieving the XDM Directory Document as descrilbedections
5.1.5 and 5.3.2.10.

For an XCAP Get Request targeting at the XDM DimecDocument belonging to a user, for example, witbocument
Selector “org.openmobilealliance.xcap-directoryefsssip:joe @example.com/directory.xml”, the XDMS@HLD return
an XDM Directory Document containing a <folder>raknt for each supported AUID providing a list dfalthorized
XDM Documents associated with the respective AUdbthe user identified by sip:joe@example.comnlX®DMS is
aware of the XCAP Root URI, the XDMS SHALL incluttee Document URI as the value of the “uri” attribueturned
otherwise, it SHALL include the Document Selector.

For an XCAP GET request targeting at a specific Bldk specified by the Node Selector, for a useretample URI
http://[[XCAP Root URI}/org.openmobilealliance.xcdpectory/users/sip:joe@example.com/directory.xml/~
directory/folder[@auid="org.openmobilealliance.gpsti], the XDMS serving the AUID SHOULD return to<folder>
element containing a list of all authorized XDM Dotents associated with the AUID for the user. Tétan this example
would be a list of all XDM Documents for Group befpng to sip:;joe@example.com. The content type SHA&
“application/xcap-el+xml”.

6.3 Procedures at the Aggregation Proxy

The Aggregation Proxy is the single contact paimtXDMC to access XDM Resources stored in any XDMS.

When acting as a contact point for an XDMC, the reggtion Proxy:

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-XDM_Core-V2_1-20101202-C Page 89 (170)

1) SHALL act as an HTTP Proxy defined in [RFC2616] dedconfigured as an HTTP Reverse Proxy [RFC 3040];

2) SHALL, upon receiving an XCAP or HTTP request taegeto the Aggregation Proxy, authenticate theioaiting
XDMC as specified in the section 5.1Authentication”;

3) SHALL, upon the successful authentication, asseridentity of the Principal served by the origingtXDMC as
described in the section 5.1 Rrincipal Identity Assertion’; and

4) SHALL forward the requests as described in theige&.3.1*HTTP Request Handling”

The Aggregation Proxy is also a contact point f@N\K entites within the Trusted Network (i.e. the XDAjent, the Cross
Network Proxy and the XDMSs) that have a need themese of the Aggregation Proxy HTTP request hagdli

When acting as a contact point for an XDM entityhivi the Trusted Network, the Aggregation Proxy:
1) SHALL act as an HTTP Proxy defined in [RFC2616] &edconfigured as an HTTP Reverse Proxy [RFC 3040];
2) SHALL forward the requests as described in thei@e@.3.1*HTTP Request Handling”

6.3.1 HTTP Request Handling

6.3.1.1 General
Upon receiving an XCAP Request targeted to the Ag@fion Proxy, the Aggregation Proxy:
1) SHALL check whether the domain of the XUI matchethwhe domain of the Aggregation Proxy;
2) SHALL perform one of the following:

a) If the domain of the XUI matches with the domairttug Aggregation Proxy, forward the XCAP request to
the corresponding XDMS based on the HTTP Request-R

b) If the domain of the XUl does not match the donddithe Aggregation Proxy, forward the XCAP request
to the Cross-Network Proxy.

Upon receiving an HTTP POST request containing amMRequest-URI of the form http://[[XCAP Root URI]/
org.openmobilealliance.search, the Aggregation PBHALL forward the HTTP POST request to the Sedrodxy.

Upon receiving an HTTP POST request containing amPMRequest-URI of the form http://[XCAP Root
URI)/org.openmobilealliance.xdcp/[AUID]/users/[XU[User Directory Document Selector] the Aggregatimoxy SHALL
perform one of the following:

1) If the domain of the XUl matches with the domairtled Aggregation Proxy, forward the XDCP Requesh&
corresponding XDMS based on the HTTP Request-URI; o

2) If the domain of the XUI does not match the donwfithe Aggregation Proxy, forward the XDCP Requeshe
Cross-Network Proxy.

Upon receiving an HTTP POST request containing @amPRequest-URI of the form http://[[XCAP Root
URI)/org.openmobilealliance.xdcp.sp, the Aggregatyoxy SHALL forward the HTTP POST request to $ubscription
Proxy.

Upon receiving the responses to the XCAP RequestAggregation Proxy SHALL aggregate and forwaspomses back to
the XDMC or XDM Agent.

Upon receiving the responses to the HTTP POST stgtiee Aggregation Proxy SHALL forward the respemback to the
XDMC or XDM Agent.
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The Aggregation Proxy MAY, when generating HTTPp@sses to XDMC or XDM Agent (e.g., when challengihg
XDMC for authentication), include the Server HTT@lder [RFC2616] with the value set to “XDM-proxy/@RL1" to
indicate that the Aggregation Proxy is compliantwthis specification.

NOTE: Itis out of scope of this specification htive Aggregation Proxy to handle the received SemerP headers
included in the received HTTP responses, when gaggjreg and forwarding those HTTP responses to XDMC
or XDM Agent.

The Aggregation Proxy SHALL protect the HTTP traffietween the XDMC and the Aggregation Proxy asifipd in
section 5.1.4Integrity and Confidentiality Protection”

6.3.1.2 Error Cases

If the Aggregation Proxy receives an HTTP requasidted at an XDM Resource whose Application Usaiget
recognized, the Aggregation Proxy or XDMS SHALLewdjthe request with an HTTP “404 Not Found” eresponse.

Upon receiving an HTTP request containing an HTEguRst-URI of the form http://[XCAP Root URI]/
org.openmobilealliance.search where HTTP methdiiffisrent from POST, the Aggregation Proxy SHALlje& the
request with an HTTP “405 Method not allowed” enresponse.

Upon receiving an HTTP request containing an HTEWRst-URI of the form http://[XCAP Root
URI)/org.openmobilealliance.xdcp/[AUID]/users/[XU]User Directory Document Selector] or http://[[X€ARoot
URI)/org.openmobilealliance.xdcp/[AUID], where HT TRethod is different from POST, the Aggregationx@r8HALL
reject the request with an HTTP “405 Method nahvaéid” error response.

Upon receiving an HTTP POST request not contaiam¢dTTP Request-URI of either the form http://[XCRBot URI]/
org.openmobilealliance.search or http://[[XCAP RO&I]/org.openmobilealliance.xdcp/[AUID]/users/[XUlUser
Directory Document Selector] or http://[XCAP RooRWorg.openmobilealliance.xdcp/[AUID] or http://[XAP Root
URI)/org.openmobilealliance.xdcp.sp, the Aggregativoxy SHALL reject the request with an HTTP “4@8thod not
allowed” error response.

Upon receiving an HTTP POST request containing amPMRequest-URI of the form http://[[XCAP Root
URI)/org.openmobilealliance.xdcp/[AUID]/users/[XU]User Directory Document Selector] where the Apation Usage
described by the [AUID] part of the URI is not rgoized, the Aggregation Proxy SHALL reject the resjuwith an HTTP
“404 Not Found” error response.

6.3.1.3 XCAP Server Capabilities Retrieval

Upon receiving an XCAP GET request for the XDM Caifites Document as described in section 5.3.&,Aggregation
Proxy:

1) SHALL act as an HTTP Reverse Proxy;

2) SHALL obtain XCAP Server Capabilities from all XDM$hat serve the request originator. To perfor thi
operation the Aggregation Proxy SHALL forward th€XP request to all XDMSs that serve the requesiirator
and if the target XDMSs respond with HTTP “200 Oi€$ponse, collect the <auid>, <extension>, <nanuespa
and <au> elements;

3) SHALL add information about the subscribe capdbgibf the domain by updating the <subscribe> etgmith
the subscribe methods supported; and

4)  SHALL return the HTTP “200 OK” response with thepfdication/xcap-caps+xml” body including all reced
<auid>, <extension>, <namespace> and <xdm-capsreeits.

Upon receiving any other XCAP requests than XCAF &it an XDM Capabilities Document, the Aggregat®roxy
SHALL respond with an HTTP “405 Method Not AllowetEsponse.
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6.3.1.4 XCAP Directory Retrieval

Upon receiving an XCAP GET request for the “orgrapebilealliance.xcap-directory” AUID (describedsaction 5.3.2),
the Aggregation Proxy:

1) SHALL act as an HTTP Reverse Proxy;

2) SHALL obtain the requested XCAP Directory from tmresponding XDMSs that serve the Primary Prinaga
indicated in the XUl of the request. To perfornstbperation the Aggregation Proxy:

a) SHALL forward the XCAP request either to all XDM8gt serve the Primary Principal as indicated & th
XUl of the request if the request is targeted atXidM Directory Document, or to the XDMS servingth
specific AUID if the request is targeted at a sfledUID as specified by the Node Selector;

b) SHALL if the target XDMSs responded with HTTP “2QK” response, collect the <folder> elements;

c) SHALL add the XCAP Root URI in front of the recedv&uri” attribute value if it contains only the
Document Selector;

d) SHALL aggregate all received <folder> element fritra different XDMSs responding wih a HTTP “200
OK” into one XDM Directory Document; and

e) SHALL when an XDMS response is received with amemessage, insert one <folder> element per
AUID, that the XDMS serves, containing an <erroden child element with the error message included
for every corresponding AUID.

3) SHALL return an HTTP “200 OK” response, either wite “application/vnd.oma.xcap-directory+xml” boay
defined in section 5.3.2.2 that contains XDM DigegtDocument including all received <folder> elerseifithe
request was targeted at the XDM Directory Documentyith the “application/xcap-el+xml” body thatdludes the
received <folder> element for a specific AUID itthequest was targeted at a specified Node Selector

Upon receiving any other XCAP requests for an XDiebBtory Document than XCAP GET, the Aggregationx§r
SHALL respond with an HTTP “405 Method Not AllowetEsponse.

6.3.2 Compression
The Aggregation Proxy MAY support compression usiogtent encoding.

If the Aggregation Proxy supports compression iA&H follow the procedures defined in [RFC2616].

6.4 Procedures at the Search Proxy

The Search Proxy performs request forwarding /aese aggregation procedure for HTTP traffic cagyBearch Requests /
Search Responses as described in this section.

The Search Proxy SHALL share the Principal Autleation and its identity assertion provided by thggegation Proxy or
the XDM Agent as described in section 5. F8incipal Identity Sharing”.

The Search Proxy SHALL protect the HTTP trafficdascribed in section 5.1%thtegrity and Confidentiality Protection”

When the SIP/IP Core network corresponds with 3GFP® or 3GPP2 MMD networks, the Search Proxy MAY be
implemented in an AS as defined in [3GPP-TS_23.228][3GPP2-X.S0013-002] respectively.

6.4.1  Search Request Forwarding

Upon receiving the HTTP Search Request, the Sdznmky:
1) SHALL get the AUID from the “target” query parametecluded in the HTTP URI,
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2) SHALL get the target search domain information fribra optional “domain” query parameter includedhea
HTTP URI:

a) If the “domain” query parameter does not exist,takie of the “domain” parameter is “home” or traue
of the “domain” parameter includes the same taidgetain as is the domain of the Search Proxy hagdlin
the Search Request, the Search Proxy SHALL forwaedGearch Request to a single or multiple insnce
of the appropriate XDMS based on the AUID;

b) If the "domain” query parameter value is “all”, tBearch Proxy SHALL forward the Search Request to a
single or multiple instances of the appropriate XBlhased on the AUID and also SHALL forward the
Search Request to the Cross-Network Proxy for daahmain defined by the local policy of the Search
Proxy if inter-domain search is requested and sapgoWhen forwarding the Search Request to the
Cross-Network Proxy, the Search Proxy SHALL setwhlee of the “domain” query parameter to the
domain of the targeted Remote Network; and

c) If the “domain” query parameter includes one or entarget domain names, the Search Proxy SHALL
forward the Search Request to the Cross-NetworkyFiar each target domain different than the domain
of the Search Proxy handling the Search Requéskif-domain search is requested and supportednWhe
forwarding the Search Request to the Cross-Net®ooky, the Search Proxy SHALL set the value of the
“domain” query parameter to the domain of the terddRemote Network.

6.4.1.1 Error Cases

If the Search Proxy receives an HTTP Search Regqueste:

1) The HTTP method is different from POST, the Sed&atxy SHALL reject the request with an HTTP “405 thied
Not Allowed” error response.

2) The value in “target” query parameter is not reépgt as known Application Usage, the Search Prax4lS.
reject the request with an HTTP “409 Conflict” erresponse with the <constraint-failure> error dbad element
defined in [RFC4825]. If included, the “phrase’riiitite SHOULD be set to “Search not supportedtididated
Application Usage”.

6.4.2  Search Response Aggregation

Upon receiving the responses for the Search RegjubstSearch Proxy:

1) SHALL forward the response back to the originatocase that the corresponding Search Request waartted to
a single instance of the XDMS.

2) SHALL aggregate and forward responses back tofilggnator in case that the corresponding SearcluBgiqvas
forwarded to multiple instances of the XDMS in Bearch Proxy's domain.

3) SHALL aggregate and forward responses back tofilggnator in case that the corresponding SearcluBgiqvas
forwarded to multiple XDMSs in different domains.

When the responses are aggregated, the Search 8yl ensure that the total amount of results dbexceed the value
of “max-results” attribute in corresponding SeaRdmuest if included. The mechanism of the seleaifdhe subset of
results in case that total amount of aggregatadtseis higher than requested by an XDMC or an XBgent is out of scope
of this specification.

NOTE: Itis out of scope of this specification htive Search Proxy to handle the received ServerfHidaders

included in the received HTTP responses, when ggtjreg and forwarding those HTTP responses towands
XDMC or an XDM Agent.

6.5 Procedures at the Cross-Network Proxy

The Cross-Network Proxy SHALL act as an HTTP Prdafined in [RFC2616] with the following clarificatis.
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6.5.1  Outbound Requests

Upon receiving XCAP or XDCP requests from the Aggitgon Proxy or Search Requests from the SearckyPttee Cross-
Network Proxy:

1) SHALL act as an HTTP Reverse Proxy (see [RFC3040));

2) SHALL share the Principall Identity Assertion witie Aggregation Proxy and the Search Proxy as ithestin
section 5.1.Frincipal Identity Sharing”,

3) SHALL verify whether the target remote domain isusted domain. If not, the Cross-Network Proxy SHA
reject the request with an HTTP “404 Not Foundberesponse. Otherwise, continue with the reshefsteps;

4) SHALL forward the request to the Cross-Network BrokRemote Network;

a) When forwarding an XCAP request, the Cross-Netwrndxy SHALL set the XCAP Root URI of the
forwarded XCAP request to the XCAP Root URI of Remote Network based on the domain of the XUI.

b) When forwarding a Search Request, the Cross-NetRooky SHALL set the XCAP Root URI of the
forwarded Search Request to the XCAP Root URI efRemote Network based on the “domain” query
parameter and SHALL remove the “domain” query patamnfrom the HTTP URI.

¢) When forwarding an XDCP Request, the Cross-NetRrdky SHALL set the XCAP Root URI of the
forwarded XDCP Request to the XCAP Root URI of R@mote Network based on the domain of the XUI.

5) SHALL protect the HTTP traffic as described in $&ets.1.4Integrity and Confidentiality Protection”

NOTE 1: How the Cross-Network Proxy determinesttiiget remote domain is outside the scope of thesification.

NOTE 2: How the Cross-Network Proxy determingéf target remote domain is a trusted domain isideithe scope
of this specification.

6.5.2 Inbound Requests
Upon receiving XCAP requests, XDCP Requests orcBeRequests from Remote Networks, the Cross-Net®ooky:
1) SHALL act as an HTTP Reverse Proxy (see [RFC3040));

2) SHALL share the Principal Identity Assertion witietoriginating network as described in section3'Rrincipal
Identity Sharing”if they are from trusted domains;

3) SHALL verify whether the request comes from a &dstemote domain. If not, the Cross-Network ProkyASL
reject the request with an HTTP “403 Forbiddenberesponse. Otherwise, continue with the reshefsteps;

4)  SHALL verify whether the Cross-Network Proxy ispessible for the target domain of the received XCAP
requests, XDCP requests or Search Requests. Ifheo€ross-Network Proxy SHALL reject the requeshwan
HTTP “404 Not Found” error response. Otherwise ticare with the rest of the steps;

5) SHALL forward XCAP requests or XDCP Requests toAlgregation Proxy and forward Search Requestsdo t
Search Proxy;

6) SHALL protect the HTTP traffic as described in g@tts.1.4“Integrity and Confidentiality Protection”

NOTE: How the Cross-Network Proxy determines & temote domain is a trusted domain is outsidet¢bee of this
specification.
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6.6 Procedures at the Subscription Proxy

The Subscription Proxy is the contact point for ¥i&MC and the XDM Agent to subscribe for notificati of changes in
XDM Resources stored in any XDMS.

6.6.1 Handling of the XDCP Subscribe Command

Upon receiving an XDCP request, the Subscriptiamx{?6HALL check the child element of the <requestement of the
XDCP Document included in the XDCP request body.

If the child element is the <subscribe> elemerd,$lbscription Proxy:
1) SHALL act as an XDMS and execute the steps 1, 2, @,and 7 described in section 6.2.6;

2) SHALL extract XDM Resource URIs from the <resoutse> element of the <target-documents> elemerttif i
present in the request and generate back-end futitsts as described in the section 6.6.2 andfiddrbelow;

3) SHALL extract the resource list from the <resoulists> element of the <target-documents> elemeibisfpresent
in the request and generate back-end subscripg®described in the section 6.6.2 and clarifiedwgl

4) SHALL save the extracted resource list and prouidfe response the URI of the created resourtadispecified
in [RFC5367] (refer to section 6.6.&Stablishing the Mapping between XDCP Subscribe&ifdBack-end
SUBSCRIBB;

5) SHALL extract the URIs of the existing resourcesliBom the <list-uri> element of the <target-do@nts>
element if it is present in the request and thémere those lists and generate back-end subsmmigptis described in
the section 6.6.2 with the following clarifications

a) SIP “Expires” header SHALL be set to the valueha &duration> element of the XDCP Document
included in the body of the XDCP Request;

b) SIP “P-Asserted-ldentity” header SHALL be set te thalue of the “X-XCAP-Asserted-ldentity” header or
“X-3GPP-Asserted-Identity” or “X-3GPP-Intended-Idityi'from the HTTP POST request forwarded by
the Aggregation Proxy.

c) If the<preferred-notification-type> element is &etpush”, the Subscription Proxy SHALL use thdfdi
processing" Event header field parameter set tgréggte” in the back-end subscription;

d) If the <preferred-notification-type> element is st'pull”, the Subscription Proxy SHALL use thdfdi
processing" Event header field parameter set tgréggte” in the back-end subscription;

e) If the <preferred-notification-type> element is tetnone", the Subscription Proxy SHALL use thf-di
processing" Event header field parameter set tgpatohing” in the back-end subscription.

6.6.2 Handling of the SIP SUBSCRIBE Request
The Subscription Proxy SHALL act as a Resource $&tver as defined in [RFC4662] with the followiclgrifications.

Upon receiving the subscription request for theafxcliff” event package, the Subscription Proxy SHAGr each entry in
the resource list included in the body of the SUBSCRIBE request generate a back-end subscriptitimet appropriate
XDMS or Subscription Proxy in Remote Network. ThébScription Proxy SHALL include XDM Resources fréhe same
AUID and user in a single back-end subscription.

Each back-end subscription SHALL be realized bysena SIP SUBSCRIBE request according to [RFC326%] [IETF-
XCAP_Diff_Event] with the following clarifications:

1) The Subscription Proxy SHALL check whether the tese list entry indicates a collection, an XDM Doeent
from the Global Tree, or an XDM Document from thgets Tree.
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a) For XDM Documents from the Global Tree, the Sulporn Proxy SHALL set the request URI to the SIP
URI obtained from the P-Asserted-ldentity SIP headentifying the request initiator and set theitfu
parameter defined in Appendix E.AUID URI Parameterto the value of the AUID of the XDM
Document.

b) For XDM Documents from the Users Tree, the SubsiondProxy SHALL check the domain from the XUl
in the Document Selector.

i. When the domain is the same as the domain of thecBiption Proxy, the Subscription Proxy
SHALL set the Request URI to the XUI from the Do@mhSelector and set the “auid” parameter
defined in Appendix E.1AUID URI Parametérto the value of AUID of the XDM Document.

ii. When the domain is different from the domain of 8ubscription Proxy, the Subscription Proxy
SHALL set the Request URI to the preconfigured BB identifying the Subscription Proxy in
the Remote Network. The Subscription Proxy SHALtlile all XDM Resources in the same
remote domain in one back-end subscription, regasdbf the AUID or XUI of the XDM
Document. If no such SIP URI is preconfigured fog Subscription Proxy in Remote Network,
the Subscription Proxy SHALL set the Request URhi XUl from the Document Selector and
set the parameter defined in Appendix EAUTD URI Parameterto the value of AUID of the
XDM Document.

c) For the collection “/” the Subscription Proxy SHAIgenerate back-end subscription to each precomfigur
XDMS in the same domain for each AUID that supptrssubscription for notification of changes in
XDM Resources and replace the value “/” with thkugd/[AUID]/users/[XUI]” where the SIP URI
received in the P-Asserted-ldentity header is @sedn XUl value. The Subscription Proxy SHALL det t
Request URI for each AUID as the SIP URI from thad3erted-ldentity SIP header identifying the
request initiator and set the “auid” parameterrdediin Appendix E.1AUID URI Parameter” to the value
of the AUID as preconfigured.

d) For the collection “/[AUID]/” or "[[AUID]/users/” he Subscription Proxy SHALL generate back-end
subscription to the appropriate XDMS and replaeeviddue “/[AUID]/” or “/[AUID]/users/” with the valie
“I[AUID]/users/[XUI]/” where the SIP URI receivedithe P-Asserted-ldentity header is used as an XUI
value. The Subscription Proxy SHALL set the Requ#Rt for each AUID as the SIP URI from the P-
Asserted-ldentity SIP header identifying the requ@sator and set the “auid” parameter defined in
Appendix E.1I*'AUID URI Parametef to the value of the AUID from the collection.

2) If the SIP SUBSCRIBE contains a MIME-TYPE “appliceat/simple-filter+xml“ body with a <filter> element
relalated to an XDM Document address in the bacl&RdSubscribe, the Subscription SHALL include anék
TYPE “application/simple-filter+xml* body with rel@nt <filter> elements for the received SIP SUBSEBIRI

NOTE: This is in contradiction with [IETF-XCAP_DifEvent] but for some Application Usages, the Usar have
read privilege also to XDM Documents owned by otlggrs and so using such collection can generaye ve
long notifications.

6.6.3  Establishing the Mapping between XDCP Subscribe and SIP Back-end
SUBSCRIBE

Upon receiving the XDCP “Subscribe” request andegating the back-end subscriptions, the SubscrifRimxy SHALL
wait for the initial back-end SIP NOTIFY, or SIPxXglient Failure response before sending the resptmthe XDMC.

If the SIP 4xx Client Failure response is receigad the response code is in the range 400-415sineluthe Subscription
Proxy SHALL forward the response to the XDMC adHarTP response and terminate the processing of B@X
Subscribe request.

If the SIP 4xx Client Failure response code is gnethan 415, the Subscription Proxy SHALL sendHidP 400 “Bad

Request” response to the XDMC with an XDCP docungentaining a <response> element with an <otheflictn child
element containing the details of the received&dClient Failure response and terminate the msing of the XDCP
Subscribe request.
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If the SIP 5xx Server Failure response is receasdthe response code is in the range 500-504simeltthe Subscription
Proxy SHALL forward the response to the XDMC adHarTP response and terminate the processing of B@X
Subscribe request.

If the SIP 5xx Server Failure response code istgréhan 504, the Subscription Proxy SHALL sendHA@P 500 “Internal
Server Error” response to the XDMC with an XDCP wloent containing a <response> element with an «atbeflict>
child element containing the details of the recei®P 5xx Server Failure response and terminatpriheessing of the
XDCP Subscribe request.

If the initial SIP NOTIFY is not received withinehpredefined period of time, the Subscription PrSALL send the
HTTP 504 “Gateway Timeout” response to the XDMC &erdhinate the processing of the XDCP Subscribaesig

Upon receiving the initial SIP NOTIFY, the Substigp Proxy SHALL store the data contained in theistp> element of
the <notification> element contained in the XDCRjRest and associate the stored data with the @l&gdie used for the
back-end subscription in order to be able to fodsarbsequent SIP NOTIFY messages to appropriate ®DMen, the
Subscription Proxy SHALL send the HTTP 200 “OK”pesse to the XDMC. If the XDCP “Subscribe” requesitained a
resource list, the response SHALL contain the URhe created resource list as described in seétiéri‘Handling of the
XDCP Subscribe Commahd

6.6.4  Handling of the Back-end SIP NOTIFY for SIP Subscriptions

Upon receiving the SIP NOTIFY from the back-endsmulption, the Subscription Proxy SHALL generatéifieation
according to procedures described in [RFC4662] thighfollowing clarifications:

1) The “uri” attribute of the <list> element SHALL ihale the domain of the Subscription Proxy geneggtie
notification.

2) The value of the “uri” attribute in the <resourcglement SHALL include the XUl and “auid” parametiefined in
Appendix E.1 AUID URI Parameteras was included in the Request URI of related SIBSCRIBE request in
case of XDM Documents from the Users Tree.

3) The value of the “uri” attribute in the <resouroglement SHALL include the SIP URI obtained from Ehe
Asserted-ldentity header of related SIP SUBSCRI&dtiest and “auid” parameter defined in Appendix“BWID
URI Parametet as was included in the Request URI of related SIBSCRIBE request in case of XDM
Documents from the Global Tree in the same domain.

4)  The value of the “uri” attribute in the <resourcglement SHALL include the domain from the SIP URtre
Subscription Proxy in Remote Network in case of XDidcuments from the Remote Network obtained using a
Subscription Proxy in the Remote Network.

If a received SUBSCRIBE request contains an Ac&qeding header field with the value “gzip”, thebSaription Proxy
SHALL, dependent on local policy, compress the NlOTtequest body using the GZIP algorithm [RFC19%&2] add a
Content-Encoding header field with the value “gzip'the NOTIFY request before sending the NOTIFjuest to the
SIP/IP Core.

6.6.5 Handling of the Back-end SIP NOTIFY Request for XDCP Subscriptions

Upon receiving the SIP NOTIFY request from the bank subscription created with an XDCP Subscrilvernand, the
Subscription Proxy:

1) SHALL retrieve the subscription related data staftdr the successful XDCP Subscribe request wasepsed
based on the SIP dialog id and,

2) SHALL send a Push Message Request to the Push Brabteyvay acting as a Push Initiator as described in
[Push_ERELD-V2_2] with following clarifications:

a) If the <xcap-diff> element received in the bodytloé SIP NOTIFY request contains changes for metipl
XDM Documents, each XDM Document change SHALL bt $& a separate Push Message Request;
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b)

f)

9)

h)

The X-Wap-Application-ld header of the Push Mesdagquest SHALL be set to the value <wap-
application-id> element contained in the <pushx>nglet of the <notification> element;

The control entity carried in the body SHALL comtaine <pap> element and the Content-Type set to
“application/xml”;

The <address> element of the <push-message> elafd <pap> element SHALL be set to the value of
<push-address> element contained in the <push>eglieaf the <notification> element supplied with the
XDCP Subscribe request;

The content entity carried in the body of the PM&ssage Request SHALL be of the type “Service
Indication”, i.e., it SHALL contain one <si> elemeand the Content-Type set to “text/vnd.wap.si”;

The “action” attribute of the <indication> elemafitthe <si> element SHALL be set to the value &f th
<user-interaction-level> element contained in thash> element of the <notification> element sugplie
with the XDCP Subscribe request;

The “href” attribute of the <indication> elementthe <si> element SHALL contain the XCAP URI of the
changed XDM Resource;

i. For a Push Message Request of an XDCP Subscrigtabiis associated with a new XDCP
Subscription, the <quality-of-service> elementhd kpush-message> element SHALL contain
an attribute "delivery-method" value of "confirmddticating the Subscription Proxy requests a
successful delivery indication of delivery to thBMC. For subsequent Push Message Request,
the <quality-of-service> element of the <push-mgesaelement MAY contain an attribute
"delivery-method" value of "confirmed" indicatinget Subscription Proxy requests a successful
delivery indication of delivery to the XDMC.

Note: Confirmation after the first Push MessageuRstjis per local service provider policy. The rite
element of the <info> element of the <si> element:

i. SHALL contain XCAP-Diff based documents changesdioe document according to the <xcap-
diff> element contained in the body of the SIP NBYlIrequest, if the <preferred-notification-
type> element contained in the <push> elementekiiotification> element is set to “push”. The
“class” attribute of the <item> element SHALL be s&“none”;

ii. SHALL contain an XCAP URI pointing to an XDM Docuntethat contains XCAP-Diff based
documents changes for one document according textep-diff> element contained in the body
of the SIP NOTIFY request, if the <preferred-natifiion-type> element contained in the <push>
element of the <notification> element is set tolI'pdhe creation of this indirect XDM
Document of XCAP-Diff document changes is outstie dcope. The “class” attribute of the
<item> element SHALL be set to “document-uri”;

iii. SHALL be empty if the <preferred-notification-typetement contained in the <push> element of
the <notification> element is set to “none”. Théa&s” attribute of the <item> element SHALL
be set to “none”.

iv. MAY according to local policy compress the bodyngsthe GZIP algorithm [RFC1952] and
include an Accept-Encoding header field with thkigdgzip”, if the XDMC included a <gzip>
element in the <subscription> element of the XDQRWDnent of the initial XDCP Request.

If the Subscription Proxy receives a Push Messagpénhse from the Push Proxy Gateway with a <respawult> element
that possesses a "response-result” attribute ggeevilue other than 100x, and the <quality-of-mexv element of the
<push-message> element SHALL contain an attribdééivery-method" value of "confirmed", then the Satiption Proxy
SHALL cancel the associated back-end subscriptiosemding a SIP SUBSCRIBE Request to the assockidddS on the
associated dialog with an expiration time set toze
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Appendix A. Change History (Informative)

Al Approved Version History
Reference Date Description
n/a n/a No prior version
A.2 Draft/Candidate Version 2.1 History
Document Identifier Date Sections Description
Draft Versions 14 Apr 2009 N/A Baseline (based on OMA-TS-XDM_Caf2-0-20080916-C)
OMA-TS-XDM_Core-V2_1 Application of the 2009 template (section 4).
24 Apr 2009 All Incorporated CR:
OMA-PAG-2009-0128R01
03 Sep 2009 2.1,3.2, Incorporated CRs:
33,51, | OMA-PAG-2009-0121R01
g:g: 2:3" OMA-PAG-2009-0194R01
6.4.B2 | OMA-PAG-2009-0204R01
Cc.7 OMA-PAG-2009-0209
OMA-PAG-2009-0265R01
22 Sep 2009 5.3.2.9, Incorporated CRs:

5.6,6.24, | OMA-PAG-2009-0267R03

6252 OMA-PAG-2009-0289R01
24 Sep 2009 21,32, Incorporated CR:
522 OMA-PAG-2009-0272R02
07 Oct 2009 All Incorporated CRs:
New: OMA-PAG-2009-0300R02
54.2,57, | OMA-PAG-2009-0304R01
6.1.1.3, OMA-PAG-2009-0309R01
6.1.4, OMA-PAG-2009-0327R01
6.2.6,C8,
c9
29 Oct 2009 2.1,3.2,4, | Incorporated CRs:
5.6.7, OMA-PAG-2009-0339R02
6.26.1 OMA-PAG-2009-0362R01
OMA-PAG-2009-0367R02
OMA-PAG-2009-0368R01
30 Oct 2009 2.1, Incorporated CRs:
5.2.2.2, OMA-PAG-2009-0306R04
g:ié: 5.6, | OMAPAG-2009-0307R06
61131 | OMA-PAG-2009-0336R01
6.2.6.2 OMA-PAG-2009-0357R01
(new) OMA-PAG-2009-0358R03
6.1.1.3.2 | OMA-PAG-2009-0371R02
(new)
6.1.2,6.2.4
20 Nov 2009 2.1 Incorporated CR:
OMA-PAG-2009-0388R01
03 Dec 2009 6.1.1.3, Incorporated CRs:

6.1.1.33 | OMA-PAG-2009-0340R03

(new) OMA-PAG-2009-0402
6.1.2.1,

6.1.2.3

(new)

6.6.3 (new)

15 Dec 2009 6.1.1.34 Incorporated CRs:

(new), OMA-PAG-2009-0341R03

?62;1%53-5 OMA-PAG-2009-0344R06
' OMA-PAG-2009-0375R02
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Document Identifier Date Sections Description
6.2.6.2.4, OMA-PAG-2009-0392R02
6.3.1,6.6

Draft Versions 17 Dec 2009 2.1,3.2, Incorporated CRs:
OMA-TS-XDM_Core-V2_1 5.15, OMA-PAG-2009-0403R02
ggg OMA-PAG-2009-0413R02
56.1 OMA-PAG-2009-0414R02
5.6.7, OMA-PAG-2009-0415R02
5.7.2,6.1, | OMA-PAG-2009-0416R02
6.2,6.6.5, | OMA-PAG-2009-0417R02
é'_og i’pp G | OMA-PAG-2009-0418R02
(new) OMA-PAG-2009-0422R02
OMA-PAG-2009-0423R01
OMA-PAG-2009-0426R01
23 Dec 2009 6.1.1.3, Incorporated CRs:
6.26.22 | OMA-PAG-2009-0376R02
6.2.6.3 OMA-PAG-2009-0386R02
(new) Re-application of CR OMA-PAG-2009-0422R02 in 6.3.1.
05 Jan 2010 21,32, Incorporated CR:
5.4.2, OMA-PAG-2009-0431R01
5.6.1,
5.6.7,
5.7.2.7
07 Jan 2010 5.7.1 Incorporated CR:
OMA-PAG-2009-0379R02
18 Jan 2010 All Incorporated CRs:
OMA-PAG-2010-0004
OMA-PAG-2010-0009
19 Jan 2010 6.1.1.3 Incorporated CR:
OMA-PAG-2009-0434R01
26 Jan 2010 6.1.1.3.6 Incorporated CRs:
(new), OMA-PAG-2009-0389R02
6.2.6.3 OMA-PAG-2009-0390R02
(new)
28 Jan 2010 6.2.6.2 Incorporated CR:
OMA-PAG-2010-0005R03
09 Feb 2010 All Incorporated CRs:
OMA-PAG-2010-0020R03
OMA-PAG-2010-0026R02
OMA-PAG-2010-0029R01
OMA-PAG-2010-0032R04
OMA-PAG-2010-0033R01
OMA-PAG-2010-0061
10 Feb 2010 All Incorporated CR:
OMA-PAG-2010-0021R04
Editorial clean-up
02 Mar 2010 All Clean up to address Editorial CO@&nments.
Incorporated CR:
OMA-MWG-XDM-2010-0077
09 Mar 2010 6.1.1.3 Incorporated CR:
OMA-MWG-XDM-2010-0085R02
Deleted blank page after 3.3
10 Mar 2010 32,5 Incorporated CRs:
OMA-MWG-XDM-2010-0105
OMA-MWG-XDM-2010-0112R01
24 Mar 2010 All Incorporated CRs:

OMA-COM-XDM-2010-0097R02
OMA-COM-XDM-2010-0114R01
OMA-COM-XDM-2010-0115R01
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Document Identifier Date

Sections

Description

13 Apr 2010 All

Incorporated CRs:
OMA-COM-XDM-2010-0124-CR_XDM2_1_Core_CONRR_C0121
OMA-COM-XDM-2010-0125-CR_XDM2_1_Core_CONRR_CO0161

OMA-COM-XDM-2010-0126-
CR_XDM2_1_Core_CONRR_C0239_0240
OMA-COM-XDM-2010-0127-
CR_XDM2_1_Core_CONRR_C0243_0244_0245_0246
OMA-COM-XDM-2010-0128-
CR_XDM2.1_Core_TS_Resolving_C258_C259_C261

OMA-COM-XDM-2010-0138-CR_XDM2_1_Core_CONRR_C076

OMA-COM-XDM-2010-0152R01-
CR_XDM2.1_Core_Resolving_C039

23 Apr 2010 5.8.7.1,

6.2.6.2.2

Re-application of change 3 of CR OMA-COM-XDM-201025-
CR_XDM2_1_Core_CONRR_C0161

Re-application of change 1 of CR OMA-COM-XDM-20102B-
CR_XDM2.1_Core_TS_Resolving_C258_C259_C261

26 Apr 2010 All

Incorporated CRs:
OMA-COM-XDM-2010-0086R03-CR_XDM2_1_TS_Resolving_@20

OMA-COM-XDM-2010-0096R02-
CR_XDM2_1_TS_CONRR_C028_C031_C032_C033
OMA-COM-XDM-2010-0135R01-
CR_XDM2.1_Core_C216_C279_to_C282
OMA-COM-XDM-2010-0140-
CR_XDM2_1_Core_CONRR_C0283_C0284_C0285

OMA-COM-XDM-2010-0141R02-
CR_XDM2_1_Core_CONRR_C0230_0231

OMA-COM-XDM-2010-0144R02-CR_XDM2.1_Core_C252

OMA-COM-XDM-2010-0150R02-
CR_XDM2.1_Core_TS_Resolving_C267_C268

OMA-COM-XDM-2010-0159R02-
CR_XDM2.1_Core_C297_C098_C101

OMA-COM-XDM-2010-0169-CR_XDM_2.1_Core_C049_C050

Draft Versions
OMA-TS-XDM_Core-V2_1

29 Apr 2010 All

Incorporated CRs:

OMA-COM-XDM-2010-0137R02-
CR_XDM2_1_Core_CONRR_C078_0237

OMA-COM-XDM-2010-0148R02-
CR_XDM2_1_Core_CONRR_C081_083_086_98_101 132 133 1
153

OMA-COM-XDM-2010-0149R02-
CR_XDM2_1_Core_CONRR_C044_045_046_0289_0316

OMA-COM-XDM-2010-0151R01-
CR_XDM2.1_Core_TS_Resolving_C007_C008_C009_C303

OMA-COM-XDM-2010-0153R01-
CR_XDM2.1_TS_XDM_CO081_differential_rdwr

OMA-COM-XDM-2010-0154R02-CR_XDM2.1_TS_XDM_C323
OMA-COM-XDM-2010-0155R02-CR_XDM2.1_TS_XDM_C313
OMA-COM-XDM-2010-0156R02-CR_XDM2.1_TS_XDM_C324

OMA-COM-XDM-2010-0162R01-
CR_XDM2_1_Core_CONRR_C006_010_041

18 May 2010

Incorporated CRs:
OMA-COM-XDM-2010-0142R01-
CR_XDM2_1_Core_CONRR_C0197_0248_0249_0250_051
OMA-COM-XDM-2010-0163R02-
CR_XDM2_1_Core_CONRR_C0230__appendix
OMA-COM-XDM-2010-0164R02-
CR_XDM2_1_Core_Al_XDM_2010_A003
OMA-COM-XDM-2010-0171-CR_XDM2_1_Core_ CONRR_C034
OMA-COM-XDM-2010-0175-
CR_XDM2.1_Core_TS_Example_Clarification
OMA-COM-XDM-2010-0176-
CR_XDM2_1_Core_CONRR_C77_C229
OMA-COM-XDM-2010-0178R01-
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Document Identifier Date

Sections

Description

CR__XDM2.1_Core_TS_C163_C164_C165_C172_C174_C175

OMA-COM-XDM-2010-0185R02-
CR_CR_XDM2.1_TS_Resolving_C227_C228

OMA-COM-XDM-2010-0188-CR_XDM2.1_TS_Resolving_C242

Draft Versions
OMA-TS-XDM_Core-V2_1

20 May 2010

Incorporated:
OMA-COM-XDM-2010-0161R03-CR_XDM2.1_Core_C134

OMA-COM-XDM-2010-0173R01-
CR_XDM2_1_Core_CONRR_C143 C144 C148 C149_C150_C11
OMA-COM-XDM-2010-0186R01-
CR_XDM2.1_Core_C122_C123_C129_C130
OMA-COM-XDM-2010-0189R01-CR_XDM2.1_TS_Resolving_@&29
OMA-COM-XDM-2010-0190-
CR_XDM_2.1_Core_TS_CONRR_C292
OMA-COM-XDM-2010-0200-
CR_XDM2.1_Core_TS_Resolving_C310_C311

OMA-COM-XDM-2010-0217R01-CR_xdcp_sp_Error

21 May 2010 All

Re-application of CR OMA-COM-XDM-2010-0176-
CR_XDM2_1_Core_CONRR_C77_C229 (fixed misplacedresfee)
OMA-COM-XDM-2010-0172R01-
CR_XDM2_1_Core_CONRR_C48_C56_C57_C59_C60_C290
OMA-COM-XDM-2010-0196R01-
CR_XDM2.1_Core_TS_XDCP_Client_Procedures_Fixes

25 May 2010 All

Incorporated:
OMA-COM-XDM-2010-0168R01-
CR_XDM_2_1 Core_Document_Share

Incorporated:
OMA-COM-XDM-2010-0184R03-
CR_C88_C89_C93_C99_C103_C104
OMA-COM-XDM-2010-0191R01-
CR_XDM_2.1_Core_TS_CONRR_C294
OMA-COM-XDM-2010-0197R02-
CR_XDM2.1_Core_Resolving_C267_C268
OMA-COM-XDM-2010-0205-CR_XDM2.1_Core_TS_C225_C226
OMA-COM-XDM-2010-0206R02-
CR_XDM2.1_Core_TS_XDM_Preferences_Examples
OMA-COM-XDM-2010-0223R02-CR_XDM2.1_TS_Resolving_@R6
OMA-COM-XDM-2010-0224R01-CR_XDM2.1_TS_Resolving_(X6
OMA-COM-XDM-2010-0225R01-CR_XDM2.1_TS_Resolving_@&17
OMA-COM-XDM-2010-0230R01-
CR_XDM2_1_Core_element__name_s_aligning_with_lagetema
OMA-COM-XDM-2010-0231R02-
CR_XDM2.1_Differential_operation_client
OMA-COM-XDM-2010-0232R02-
CR_XDM2.1_Differential_operation_server
OMA-COM-XDM-2010-0234R02-
CR_XDM_2.1_Core_TS_editorial_harmonization
OMA-COM-XDM-2010-0235R01-CR_XDM_Core_XDCP_Operator
OMA-COM-XDM-2010-0236R01-
CR_XDM_2.1_Core_TS_Adding_definition_for_the_Fordigieature

Incorporated:

OMA-COM-XDM-2010-0240-
CR_XDM_2.1_Core_TS_CONRR_C022
OMA-COM-XDM-2010-0247-CR_Differential_Read_exampd@nex
OMA-COM-XDM-2010-0249-
CR_Differential_Write_operation_client_edit

Restored tables and figures numbering in the dontiaved TOC

07 Jun 2010 All

10 Jun 2010 6.1.1.3.6,
6.3.1.2,
6.4.1.1,C.8

17 Jun 2010 All

Incorporated:
OMA-COM-XDM-2010-0244R01-
CR_XDM2_1_Core_Al_XDM_2010_A010_AUID_global
OMA-COM-XDM-2010-0246R01-
CR_Differential_operation_server_edit
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Document Identifier Date

Sections

Description

OMA-COM-XDM-2010-0250R02-
CR_Differential_Write_operation_client_edit
OMA-COM-XDM-2010-0262-
CR_Differential_Write_operation_server_edit
OMA-COM-XDM-2010-0263-
CR_Differential_read_operation_client_edit

Draft Versions 02 Jul 2010 All

OMA-TS-XDM_Core-V2_1

Incorporated:
OMA-COM-XDM-2010-0241R03-
CR_XDM2_1_Core_C080_XDCP_structure
OMA-COM-XDM-2010-0245R01-
CR_XDM2_1_Core_Al_XDM_2010_A010_search_and_APD
OMA-COM-XDM-2010-0252R01-
CR_XDM2.1_Core_TS_Sync_With_XDM_Preferences_SUP
OMA-COM-XDM-2010-0254R02-
CR_XDM2.1_Search_in_Request_History_Al005
OMA-COM-XDM-2010-0264R02-CR_filter_abnf
OMA-COM-XDM-2010-0267-
CR_XDM_2_1_Core_C0302_SCR_table_some_new_items
OMA-COM-XDM-2010-0269-CR_XDM_2.1_Core_C0291
OMA-COM-XDM-2010-0270R01-
CR_XDM_2_1_Core_C0306_doc_ref_examples
OMA-COM-XDM-2010-0271R01-
CR_XDM_2.1_Core_TS_changing_XDMC_identity
OMA-COM-XDM-2010-0277R02-CR_XDCP_Subscription_edit
OMA-COM-XDM-2010-0282-
CR_XDM_2.1Core_TS_identity_assertion_updates
OMA-COM-XDM-2010-0285R02-
CR_XDM_Core_TS_Forward_Examples
OMA-COM-XDM-2010-0288R03-CR_XDM_2_1_Core_minor_edit
OMA-COM-XDM-2010-0289R01-
CR_XDM2.1_Core_TS_Resolving_C026
OMA-COM-XDM-2010-0291R01-
CR_XDM2.1_avoiding_xcap_document_components_infications
OMA-COM-XDM-2010-0297R01-
CR_XDM_2_1_Core_C0302_SCR_table_edit
OMA-COM-XDM-2010-0298R01-
CR_XDM_History_diff_write_correction
OMA-COM-XDM-2010-0300R01-
CR_XDM2_1_Core_XDCP_structure_gzip
OMA-COM-XDM-2010-0301R01-
CR_XDM2_1_Core_conditions_elements_CPM
OMA-COM-XDM-2010-0307-
CR_XDM_2.1_TS_ Modification_History_ Structure_Fixed
OMA-COM-XDM-2010-0315-
CR_XDM2_1_Core_adding_reference_to_appendix_F#tBNF

07 Jul 2010 All

Incorporated:
OMA-COM-XDM-2010-0260R01-
CR_XDM2.1_Core_Fix_etag_AI004
OMA-COM-XDM-2010-0268R01-
CR_differential_read_annex_corrections

Re-application of OMA-COM-XDM-2010-0282 and OMA-CGM
XDM-2010-0288R03

15 Jul 2010 All

Formatting of paragraphs by DSO

Candidate Version
OMA-TS-XDM_Core-V2_1

24 Aug 2010 N/A

Status changed to Candidate by TP
TP ref # OMA-TP-2010-0368-
INP_XDM_V2.1 ERP_and_ETR_for_Candidate_approval

Draft Version
OMA-TS-XDM_Core-V2_1

27 Sep 2010 All

Incorporated:
OMA-COM-XDM-2010-0333R01-CR_XDM_2.1_Core_TS_YAECU
OMA-COM-XDM-2010-0338R01-CR_XDM2_1_Core_5.4.2
OMA-COM-XDM-2010-0339R01-CR_XDM2_1_Core_5.6.1
OMA-COM-XDM-2010-0340-CR_XDM2_1_Core_5.7.1.1
OMA-COM-XDM-2010-0341R01-
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Document Identifier

Date

Sections

Description

CR_XDM2_1_Core_Search_conditions_Request_History
OMA-COM-XDM-2010-0343-
CR_XDM2_1_Core_Aligning_naming_of_XDM_Resource_Fargin
g_requests

OMA-COM-XDM-2010-0344R01-
CR_XDM2_1_Core_ForwardAccept_without_storing
OMA-COM-XDM-2010-0346R01-CR_TS_FWDBugfix

OMA-COM-XDM-2010-0347R03-
CR_XDM_2.1_Core_TS_Adding_Clarifications_on_Forward

Draft Versions
OMA-TS-XDM_Core-V2_1

28 Sep 2010

5.6.1

Re-application of OMA-COM-XDM-2010-0339R01-
CR_XDM2_1_Core_5.6.1

22 Oct 2010

21,5221

Incorporated:

OMA-COM-XDM-2010-0355R01-
CR_TS_XDM_Core_CPM_Preferences

27 Oct 2010

5,6, App G

Incorporated:

OMA-COM-XDM-2010-0362-
CR_XDM2_1_Core_AccessPermissions_Corrections

OMA-COM-XDM-2010-0363-CR_XDM2_1_Core_Minor_Corremtis

28 Oct 2010

6.2.6.2

Re-application of change 9 from CR OMA-COM-XDM-200863-
CR_XDM2_1_Core_Minor_Corrections

Language set to English UK

Candidate Version
OMA-TS-XDM_Core-V2_1

02 Dec 2010

N/A

Status changed to Candidate by TP

TP ref #OMA-TP-2010-0516-
INP_XDM_V2.1_ERP_for_notification
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Appendix B.  Static Conformance Requirements
The notation used in this appendix is specifiefB@RRULES].

The SCRs defined in the following tables includeRSGr:

» Aggregation Proxy
» XDMS

« XDMC

» XDM Agent

» Search Proxy

»  Cross-Network Proxy

e Subscription Proxy

(normative)

The following tags are used in the Function columidentify the relationship of the requirementdhiis Enabler release
[XDM_ERELD-V2_1] with the requirements of the preus Enabler release [XDM_ERELD-V2_0]:

e« XDMvl.1 - Requirement that is the same in this Eeralelease [XDM_ERELD-V2_1], as in the previousabler
release [XDM_ERELD-V1_1].

*  XDMv2.0 — Requirement that is the same in this Beratelease [XDM_ERELD-V2_1], as in the previousaBler
release [XDM_ERELD-V2_Q0].

» XDMv2.lexp — Requirement that exists in one offthevious Enabler releases (i.e., [XDM_ERELD-V1_#an
[XDM_ERELD-V2_0], but is expanded in this Enabletease [XDM_ERELD-V2_1].

B.1 XDMC
ltem Function Reference Requirement
XDM_Core-XOP-C-001-M Support rules for constructiM 6.1.1.1
URIs (XDMv1.1)
XDM_Core-XOP-C-002-M Including User-Agent HTTP head | 6.1
with the required value (XDMv2.0)
XDM_Core-XOP-C-003-M Support for XCAP Operations 6.1.1.2
(XDMv1.1)
XDM_Core-SUB-C-001-O Initial Subscription using t8&° 6.1.2.1 XDM_Core-SUB-C-002-O
SUBSCRIBE message
(XDMv2.0)
XDM_Core-SUB-C-002-O Processing Received SIP NOTIFY]| 6.1.2.2 XDM_Core-SUB-C-001-O
Request (XDMv2.0)
XDM_Core-SEC-C-001-M Support HTTP Digest autheritaa | 6.1, 5.1.1
(XDMv1.1)
XDM_Core-SEC-C-002-M Support HTTP over TLS using th | 6.1, 5.1.4
required cipher suite (XDMv1.1)
XDM_Core-SEC-C-003-O Support other cipher suitdfined in | 6.1, 5.1.4

RFC2246 (XDMv1.1)
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Item Function Reference Requirement

XDM_Core-HCOM-C-001-O| Support HTTP Compression 6.1.1.2
(XDMv1.1)

XDM_Core-SRC-C-001-O Searching for XDM Documents in| 6.1.3 XDM_Core-SRC-C-002-O
Users Tree (XDMv2.0)

XDM_Core-SRC-C-002-O Support Search Document 541 XDM_Core-SRC-C-001-O
(XDMv2.0)

XDM_Core-SRC-C-003-O Searching for XDM Documentsin| 6.1.3,5.4.1.3 XDM_Core-SRC-C-002-O
Global Tree (XDMv2.1)

XDM_Core-SRC-C-004-O Search in Modification History 6.1.3, XDM_Core-SRC-C-001-0O
Information (XDMv2.1) 5.7.1.13

XDM_Core-SRC-C-005-O Search in Request History 6.1.3, XDM_Core-SRC-C-001-0O
Information (XDMv2.1) 5.7.2.13

XDM_Core-SEC-C-005-O Management of Access Permissid 6.1.5 XDM_Core-XOP-C-003-M
(XDMv2.1)

XDM_Core-CAPS-C-001-O Support Application Usagedpe 6.1.7,5.3.1
caps” (XDMv1.1)

XDM_Core-CAPS-C-002-O Support Application Usagedpe 6.1.7,5.3.1 XDM_Core-CAPS-C-001-O
caps” with XDM2.1 extensions
(XDM v2.1)

XDM_Core-DIR-C-001-O Support Application Usage 6.1.8,5.3.2
“org.openmobilealliance.xcap-
directory” (XDMv1.1)

XDM_Core-ERR-C-001-M Support types of <error-eletreas | 5.2.3
required
(XDMv1.1)

XDM_Core-REF-C-001-O Document Reference operations | 6.1.1.3.1
(XDMv2.1)

XDM_Core-FWD-C-001-O XDM Resource Forwarding 6.1.1.3.2
Operations (XDMv2.1)

XDM__ Core-FWD-C-002-O XDM Resource Forwarding 6.1.1.3.3
Notifications (XDMv2.1)

XDM_ Core-SUB-C-003-O Subscription to Changes inMKD 6.1.1.3.4,
Resources using XDCP operations| §.1.2.3
(XDMv2.1)

XDM _ Core-DIFF-C-001-O Differential Read Operatioithout | 6.1.1.3.5
the use of a filter (XDMv2.1)

XDM _ Core-DIFF-C-002-O Differential Read Operatioith the | 6.1.1.3.5 XDM _ Core-DIFF-C-001-O
use of a filter (XDMv2.1)

XDM _ Core-DIFF-C-003-O Differential Write Operatiovithout | 6.1.1.3.6
the use of a filter (XDMv2.1)

XDM _ Core-DIFF-C-004-O Differential Write Operatiovith the | 6.1.1.3.6 XDM _ Core-DIFF-C-003-O
use of a filter (XDMv2.1)

XDM__ Core-RES-C-001-O XDM Restore Operation (XDMiR.| 6.1.1.3.7

XDM_ Core-MHI-C-001-O Modification History Informin 6.1.1.4.1
(XDMv2.1)

XDM__ Core-RHI-C-001-O Request History Information 6.1.1.4.2
(XDMv2.1)

XDM__ Core-RHI-C-002-O Reactive Authorization usiRgquest| 6.1.4.2.1

History Information (XDMv2.1)

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-XDM_Core-V2_1-20101202-C

Page 106 (170)

Item Function Reference Requirement

XDM__ Core-PRF-C-001-O Management of XDM Preferenceqy 6.1.6
(XDMv2.1)

B.2 XDM Agent

ltem Function Reference Requirement

XDM_Core-XOP-A-001-M Support rules for constructiig TP | 6.1.1.1
URIs (XDMv1.1)

XDM_Core-XOP-A-002-M Including User-Agent HTTP head | 6.1
with the required value (XDMv2.0)

XDM_Core-XOP-A-003-M Support for XCAP Operations 6.1.1.2
(XDMv1.1)

XDM_Core-SUB-A-001-O Initial Subscription using tB¢P 6.1.2.1 XDM_Core-SUB-A-002-O
SUBSCRIBE message (XDMv2.0)

XDM_Core-SUB-A-002-O Processing Received SIP NOTIFY 6.1.2.2 XDM_Core-SUB-A-001-O
Request (XDMv2.0)

XDM_ Core-SEC-A-003-M Principal Identity Assertion 6.1
(XDMv1.1)

XDM_ Core-SEC-A-004-O Management of Access Permissi| 6.1.5
(XDMv2.1)

XDM_Core-SRC-A-001-O Searching for XDM Documents in| 6.1.3 XDM_Core-SRC-A-002-O
the Users Tree (XDMv2.0)

XDM_Core-SRC-A-002-O Support Search Document 541 XDM_Core-SRC-A-001-O
(XDMv2.0)

XDM_Core-SRC-A-003-O Searching for XDM Documents in| 6.1.3, 5.4.1.3| XDM_Core-SRC-A-001-O
Global Tree (XDMv2.1)

XDM_Core-SRC-A-004-O Search in Modification History 6.1.3, XDM_Core-SRC-A-001-O
Information (XDMv2.1) 5.7.1.13

XDM_Core-SRC-A-005-0O Search in Request History 6.1.3, XDM_Core-SRC-A-001-O
Information (XDMv2.1) 5.7.2.13

XDM_Core-ERR-A-001-M Support types of <error-elertyeas | 5.2.3
required
(XDMv1.1)

XDM_ Core-DIFF-A-001-O Differential Read Operatiwmithout | 6.1.1.3.5
the use of a filter (XDMv2.1)

XDM_ Core-DIFF-A-002-O Differential Read Operatiwith the | 6.1.1.3.5 XDM_ Core-DIFF-A-001-O
use of a filter (XDMv2.1)

XDM_ Core-DIFF-A-003-O Differential Write Operatiomithout | 6.1.1.3.6
the use of a filter (XDMv2.1)

XDM__ Core-DIFF-A-004-O Differential Write Operatiomith 6.1.1.3.6 XDM__ Core-DIFF-A-003-O
the use of a filter (XDMv2.1)

XDM_ Core-RES-A-001-O Support XDM Restore Operation | 6.1.1.3.7
(XDMv2.1)

XDM__ Core-MHI-A-001-O Modification History Informaan 6.1.1.4.1
(XDMv2.1)

XDM__ Core-RHI-A-001-O Request History Information 6.1.1.4.2

(XDMv2.1)

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-XDM_Core-V2_1-20101202-C

Page 107 (170)

Item Function Reference Requirement
XDM_ Core-RHI-A-002-O Reactive Authorization using 6.1.4.2.1
Request History Information
(XDMv2.1)
XDM_ Core-PRF-A-001-O Management of XDM Preferences 6.1.6
(XDMv2.1)
XDM_ Core-DIR-A-001-O XCAP Directory Information 6.1.8
Retrieval (XDMv1.1)
XDM__ Core-DIFF-A-001-O Differential Read Operatimithout | 6.1.1.3.5
the use of a filter (XDMv2.1)
B.3 XDMS
Item Function Reference Requirement
XDM_Core-XOP-S-001-M Support for XCAP (XDMv1.1) %.6.2.1 XDM_Core-XOP-S-001-M
XDM_Core-XOP-S-002-M Processing different HTTP resis | 6.2.1.1,
(XDMv1.1) 6.2.1.2,
6.2.1.3
XDM_Core-SUB-S-001-O Support Initial Subscriptiohen 6.2.2.1 XDM_Core-SUB-S-002-O

SIP SUBSCRIBE message received
(XDMv2.0)

XDM_Core-SUB-S-002-O Generating a SIP NOTIFY reques| 6.2.2.2 XDM_Core-SUB-S-001-O
(XDMv2.0)
XDM_Core-SEC-S-001-M Support identity of the Pipad 6.2.5.1,5.1.5

access authorization (XDMv1.1)
using the default Access Permissiomn
defined.

S

XDM_Core-SEC-S-002-0O Support Principal identity ess 6.2.5,6.2.5.2
authorization using an Access
Permissions Document. (XDMv2.1)
XDM_Core-SEC-S-003-O Management of an Access 6.2.4.2,
Permissions Document (XDMv2.1) | 6.2.4.3
XDM_Core-SEC-S-004-O Updating of an Access Permissi | 6.2.4.4
List Document (XDMv2.1)
XDM_Core-ERR-S-001-M Support Error Handling 5.1.1,5.1.5,
(XDMv1.1) 6.2,6.2.1.1,
6.2.2,
6.3.1.2,
XDM_Core-CAPS-S-001-M Support Application Usagedge 6.2.8,5.3.1
caps” (XDMv1.1)
XDM_Core-CAPS-S-002-0O XDM Capabilities Document 6.2.8, 5.3.1
Retrieval with XDM 2.1 extensions
(XDMv2.1)
XDM_Core-DIR-S-001-M Support Application Usage 6.2.9,5.3.2
“org.openmobilealliance.xcap-
directory” (XDMv1.1)
XDM_Core-DIR-S-002-O XCAP Directory Information 6.2.9,5.3.2

Retrieval XDM 2.1 extensions
(XDMv2.1)
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Item Function Reference Requirement
XDM_Core-SRC-S-001-O Support Search Document 54.1 XDM_Core-SRC-S-002-O
(XDMv2.0)
XDM_Core-SRC-S-002-O Searching for XDM Documents in| 6.2.3 XDM_Core-SRC-S-001-O
Users Tree (XDMv2.0)
XDM_Core-SRC-S-003-O Search in Global Tree (XDMy2. | 6.2.3
XDM_Core-SRC-S-004-O Search in Modification History 5.7.1.13 XDM_Core-SRC-S-002-O
Information (XDMv2.1)
XDM_Core-SRC-S-005-O Search in Request History 5.7.2.13 XDM_Core-SRC-S-002-O
Information (XDMv2.1)
XDM_Core-XOP-S-003-O Including Server HTTP headéhw | 6.2
the required value in HTTP response
to XDMC/XDM Agent (XDMv2.0)
XDM_Core-ERR-S-002-O Not using other types of <erro 5.2.3
element> than what is recommended.
(XDMv1.1)
XDM_Core-XDCP-S-001-O Handling of XDCP operations 6.2.6
common procedures (XDMv2.1)
XDM_Core-REF-S-001-O Document Reference (XDMv2.1) | .2.6.1
XDM_Core-FWD-S-002-O XDM Resource Forwarding 6.2.6.2,
operations (XDMv2.1) 6.2.6.2.1
XDM_Core-FWD-S-003-O Forward XDCP Request to remoteg 6.2.6.2.2
recipients (XDMv2.1)
XDM_Core-FWD-S-004-0O Handling of received ForwarD&P | 6.2.6.2.3
Request based on XDM Preferences
(XDMv2.1)
XDM_Core-FWD-S-005-O Notifying the recipients ofarward | 6.2.6.2.4
XDCP Request (XDMv2.1)
XDM_Core-FWD-S-006-O Forward Delivery Report gerira | 6.2.6.2.5
(XDMv2.1)
XDM_Core-FWD-S-007-O Forward Delivery Report re¢gept | 6.2.6.2.6
(XDMv2.1)
XDM_Core-FWD-S-008-O Forward Accept and ForwardReje| 6.2.6.2.7
XDCP Requests (XDMv2.1)
XDM_Core-DIFF-S-001-O Differential Read withoutilefr 6.2.6.3
(XDMv2.1)
XDM_Core-DIFF-S-002-O Differential Read with a &t 6.2.6.3.1 XDM_Core-DIFF-S-001-O
(XDMv2.1)
XDM_Core-DIFF-S-003-O Differential Write withoutféter 6.2.6.4
(XDMv2.1)
XDM_Core-DIFF-S-004-O Differential Write with a fér 6.2.6.4.1 XDM_Core-DIFF-S-003-O
(XDMv2.1)
XDM_Core-RES-S-001-O XDM Restore (XDMv2.1) 6.2.6.5
XDM_Core-MHI-S-001-O Modification History Informatn 6.2.7.1
(XDMv2.1)
XDM_Core-MHI-S-001-O Request History Information 6.2.2.7
(XDMv2.1)
XDM_Core-PRF-S-001-O Management of XDM Preferences 6.2.10

(XDMv2.1)
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B.4 Aggregation Proxy
Item Function Reference Requirement

XDM_Core-XOP-S-004-M Acting as an HTTP Proxy [RFQB | 6.3
and configuration as an HTTP
Reverse Proxy [RFC3040]
(XDMv1.1)

XDM_Core-SEC-S-005-M Support HTTP Digest autheniisa | 6.3, 5.1.1
(XDMv1.1)

XDM_Core-SEC-S-006-M Support HTTP over TLS using th | 6.3.1.1, 5.1.4
required cipher suite (XDMv1.1)

XDM_Core-SEC-S-007-O Support other cipher suitdindd in | 6.3.1.1,
RFC2246 5.1.4
(XDMv1.1)

XDM_Core-SEC-S-008-M Support Principal Identity Asson | 6.3, 5.1.2
(XDMv1.1)

XDM_Core-XOP-S-005-M Support XCAP request forwaglin | 6.3, 6.3.1
(XDMv1.1)

XDM_Core-XOP-S-006-M Sending XCAP response back 6.3,6.3.1.1
(XDMv1.1)

XDM_Core-ERR-S-003-M Handling error cases with aypiate | 6.3.1.2
HTTP error response
(XDMv1.1mod)

XDM_Core-HCOM-S-001-O | Support Compression (XDMv1.1) | 6.3.2

XDM_Core-SEC-S-009-O Support for GAA (XDMv1.1) 631.1

XDM_Core-CAPS-S-003-M XCAP Server Capabilities ietal 6.3.1.3,5.3.1
(Application Usage “xcap-caps”)
(XDMv1.1)

XDM_Core-CAPS-S-004-M | XDM Capabilities Document 6.3.1.3, 5.3.1
aggregation of XDM 2.1 extensions
(XDMv2.1)

XDM_Core-DIR-S-003-M XCAP Directory retrieval 6.3.1.4, 5.3.2
(Application Usage
“org.openmobilealliance.xcap-
directory”) (XDMv1.1)

XDM_Core-DIR-S-004-M XCAP Directory Information 6.3.1.4,5.3.2
aggregation of XDM 2.1 extensions
(XDMv2.1)

XDM_Core-ERR-S-004-M Support Error Handling (XDM¢]). | 5.1.1, 6.3.1.3

XDM_Core-SEC-S-010-M Principal identity sharing 5.1.3
(XDMv2.0)

XDM_Core-EIMS-C-001-O Support Early IMS authentioat 51.2
(XDMv1.1)

XDM_Core-XOP-S-007-M Forwarding XCAP request to €30 | 6.3, 6.3.1.1
Network Proxy (XDMv2.0)

XDM_Core-XDCP-S-002-M Forwarding XDCP requestaodl 6.3.1.1 XDM_Core-XDCP-S-002-M
XDMS (XDMv2.1)

XDM_Core-XDCP-S-003-M | Forwarding XDCP request t@€s- | 6.3.1.1 XDM_Core-XDCP-S-003-M

Network Proxy (XDMv2.1)
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Item Function Reference Requirement
XDM_Core-XDCP-S-004-M | Sending XDCP response bagk t | 6.3.1.1 XDM_Core-XDCP-S-004-M
requestor (XDMv2.1)
B.5 Search Proxy
ltem Function Reference Requirement
XDM_Core-SRC-S-004-M Forwarding Search Requests 6.4.1 XDM_Core-SEC-S-006-M
targeting the Users Tree (XDMv2.0
XDM_Core-SRC-S-005-M Aggregating Search resultsifro 6.4.2 XDM_Core -SEC-S-006-M
XDMSs and forwarding those back
(XDMv2.0)
XDM_Core-SRC-S-006-M Forwarding Search Requests 6.4.1
targeting the Global Tree (XDMv2.1
XDM_Core-ERR-S-005-M Handling error cases (XDMv2.0) | 6.4.1.1
XDM_Core-SEC-S-011-M Integrity and Confidentiality 6.4,5.14
Protection support (XDMv2.0)
XDM_Core-SEC-S-012-M Sharing XDMC authenticatiordan | 6.4, 5.1.3
Principal Identity Assertion provideg
by the Aggregation Proxy
(XDMv2.0)
XDM_Core-SEC-S-013-M Integrity and confidentiality 5.1.4
protection
(XDMv2.0)
B.6 Cross-Network Proxy
Item Function Reference Requirement
XDM_Core-XOP-S-086-M Acting as an HTTP Proxy [RFE18] | 6.5
and configuration as an HTTP
Reverse Proxy [RFC3040]
(XDMv2.0)
XDM_Core-XOP-S-009-M Forwarding XCAP requests tgsted | 6.5.1
domains (XDMv2.0)
XDM_Core-XOP-S-010-M Forwarding XCAP responses back 6.5.2
trusted domains (XDMv2.0)
XDM_Core-SEC-S-014-M Protecting HTTP traffic (XDM¥® | 6.5.1, 6.5.2,
5.14
XDM_Core-XOP-S-011-M Receiving XCAP requests/resgemn | 6.5.1
from trusted domains and forwarding
them to the Aggregation Proxy
(XDMv2.0)
XDM_Core-XOP-S-012-M Receiving XCAP requests/regam | 6.5.2
from Aggregation Proxy and
forwarding them to the trusted
domains (XDMv2.0)
XDM_Core-SRC-S-009-M Receiving Search requestsfmesps | 6.5.1
from trusted domains and forwarding
them to the Search Proxy(XDMv2.0)
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Item Function Reference Requirement

XDM_Core-SRC-S-010-M Receiving Search requestsinesgs | 6.5.2
from the Search Proxy and
forwarding them to the trusted
domains (XDMv2.0)

XDM_Core-ERR-S-006-M Reject a request from un-edst 6.5.2
Remote Network with an HTTP “403
Forbidden” error response
(XDMv2.0)

XDM_Core-ERR-S-007-M Reject a request for a tadgehain 6.5.2
that is not responsible for with an
HTTP “404 Not Found” error
response (XDMv2.0)

XDM_Core-XDCP-S-005-M | Receiving XDCP requests/resms | 6.5.1 XDM_Core-XDCP-S-005-M
from trusted domains and forwarding
them to the Aggregation Proxy
(XDMv2.1)

XDM_Core-XDCP-S-006-M | Receiving XDCP requests/resms | 6.5.2 XDM_Core-XDCP-S-006-M
from Aggregation Proxy and
forwarding them to the trusted
domains (XDMv2.1)

B.7 Subscription Proxy

Item Function Reference Requirement

XDM_Core-SUB-S-003-M Handling of subscriptions fdranges 6.6
in XDM Resources (XDMv2.0).

XDM_Core-SUB-S-004-O Handling of a Subscribe XDCP 6.6.1, 6.6.3,
Request (XDMv2.1) 6.6.5

XDM_Core-SUB-S-005-0O Handling of a Subscribe Slguest | 6.6.2, 6.6.3
targeting Multiple Application
Usages (XDMv2.0).

XDM_Core-SEC-S-016-M Sharing the Principal Identity 6.1.6,5.1.3
Assertion with the originating
Aggregation Proxy (XDMv2.0)
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Appendix C. Examples (informative)

C.1 Sample XCAP Operation

Figure C.1 describes how an XCAP operation is peréal in 3GPP IMS or 3GPP2 MMD. The “resource-li&gplication
Usage (see [XDM_List]) i.e. the manipulation of RILList is used in this specific example, but thene types of messages
apply for other Application Usages (although theT®TRequest URI and the HTTP body content wouldoofrse, be
different). In this example is the XDMC in the sadmmain as the List XDMS. It is also assumed thataddress of
Aggregation Proxy is “xcap.example.com” and the XCRoot URI is “xcap.example.com/”.

XDM Client Aggregation List XDMS
Proxy

1. HTTP GET——+~

'«—2. 401 Unauthorized

3. HTTP GET——+~
4. HTTP GET——p|

4—5. 200 OK
—6. 200 OK

Figure C.1 - Sample XCAP operation

The details of the flows are as follows:

1) The user “sip:joebloggs@example.com” wants to obaai XDM Document. For this purpose the XDMC seals
HTTP GET request to the Aggregation Proxy.

GET /resource-lists/users/sip:joebloggs@example.com /index HTTP/1.1
Host: xcap.example.com

User-Agent: XDM-client/OMA2.1

Date: Mon, 08 Jan 2007 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"
Accept-Encoding: gzip

2) Upon receiving an unauthorized HTTP GET the AggtiegaProxy chooses to authenticate the XDMC.

HTTP/1.1 401 Unauthorized

Server: XDM-proxy/OMA2.1

Date: Mon, 08 Jan 2007 10:50:35 GMT

WWW-Authenticate: Digest realm="xcap.example.com", nonce="47364c23432d2e131a5fb210812c", qop=auth-
int

Content-Length: 0

3) The XDMC sends a HTTP GET request including thehAcization header.

GET /resource-lists/users/sip:joebloggs@example.com /index HTTP/1.1
Host: xcap.example.com

User-Agent: XDM-client/OMA2.1

Date: Mon, 08 Jan 2007 10:50:37 GMT

Authorization: Digest realm="xcap.example.com", non ce="47364c23432d2e131a5fb210812c",
username="sip:joebloggs@example.com"”, qop=auth-int,
uri="/resource-lists/users/sip:joebloggs@example.co m/index",
response="2c8ee200cec7f6e966c932a9242554e4", cnonce ="dcd99agsfgfsa8b7102dd2f0e8b1", nc=00000001
X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"
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| Accept-Encoding: gzip

4) Based on the AUID the Aggregation Proxy forwards tbquest to appropriate XDMS.

GET /resource-lists/users/sip:joebloggs@example.com /index HTTP/1.1
Host: shared-list-xdms.example.com

Via: HTTP/1.1 proxy.example.com (Apache/1.1)

User-Agent: XDM-client/ OMA2.1

Date: Mon, 08 Jan 2007 10:50:37 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"

NOTE: If the “X-3GPP-Intended-ldentity” is not ilncled in the message (3), the Aggregation Proxyimglude the

X-3GPP-Asserted-ldentity header.

5) After the XDMS has performed the necessary authtiois checks on the request originator, the XDM&Isean HTTP

“200 OK” response including the requested XDM Doewirin the body.

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.1

Date: Mon, 08 Jan 2007 10:50:39 GMT

Etag: "eti87"

Content-Type: application/resource-lists+xml; chars et="utf-8"
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>

<resource-lists xmiIns="urn:ietf:params:xml:ns:resou rce-lists">
<list name="oma_buddylist">
<external anchor="http://xcap.example.org/reso urce-lists/users/
sip:joebloggs@example.com/index/~~/resource- lists/list%5B@name=%22list-a%22%5D">
</external>
</list>

<list name="list-a">
<display-name>My Friends</display-name>
<entry uri="sip:hermione.blossom@example.com"/>
<entry uri="tel:+43012349999"/>
</list>
</resource-lists>

6) The Aggregation Proxy encodes (optionally) the enhtind routes the response back to the XDMC.

HTTP/1.1 200 OK

Server: XDM-serv/OMA2.1

Via: HTTP/1.1 proxy.example.com (Apache/1.1)
Date: Mon, 08 Jan 2007 10:50:39 GMT

Authentication-Info: nextnonce="e966c32a924255e42c8 ee20ce7f6"
Etag: "eti87"

Content-Encoding: gzip

Content-Type: application/resource-lists+xml; chars et="utf-8"

Content-Length: (...)

(binary data)
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C.2 Sample XCAP Message Flow

This example describes the message flows usedngpuaiate an XDM Document in an XDMS after autheatian.

XDM Client Aggregation List XDMS
Proxy

1. HTTP PUT

\ 4

A

2.201 Created

3. HTTP PUT

A 4

4—— 4. 200 OK

5. HTTP GET

A 4

6. 200 OK

A

7. HTTP DELETE

A 4

8. 200 OK

A

Figure C.2 - XDMC manipulating an XDM Document

NOTE 1: The request messages (1,3,5,7) are shoamea diagram for the convenience of the readérthiaue is no
implication that all of them have to be performed.

NOTE 2: The Aggregation Proxy is not shown infibev diagram as its omission does not affect theteot of the
exchanged messages. The flow diagram also doeshaatthe authentication headers and other HTTPedngad
not necessary to illustrate the XCAP functionality.

1) The XDMC sends an HTTP PUT request to create aWihist XDM Document “index” for the user with auBlic
User ldentity of “sip:joebloggs@example.com” in ttiet XDMS in the example.com domain.

PUT /resource-lists/users/sip:joebloggs@example.com /index HTTP/1.1
Host: xcap.example.com

Content-Type: application/resource-lists+xml; chars et="utf-8"
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<resource-lists xmIns="urn:ietf:params:xml:ns:resou rce-lists">
<list name="list-c">
<display-name>My friends</display-name>
<entry uri="sip:friend1@example.com">
<display-name>Friend1</display-name>
</entry>
</list>
</resource-lists>
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2) The List XDMS acknowledges the creation of the &RUXDM Document with a HTTP 201 Created message,
assuming that the XDMC had the necessary authimistd perform the operation, and the operation suaxessful.

HTTP/1.1 201 Created
Etag: "cdcdcdcd”

Content-Length: 0

3) The XDMC sends a HTTP PUT request to the just-eckéhdex” XDM Document in “sip:joebloggs@examplent”s
home directory to add a new <entry> sub-elemetftec<list> element identified as “list-c”.

PUT /resource-lists/users/sip:joebloggs@example.com /index /~~/resource-lists/list%5B@name=%22list-
Cc%22%5D/entry%5B@uri=%22sip:friend2@example.com%22% 5D HTTP/1.1
Host: xcap.example.com

Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)

<entry uri="sip:friend2@example.com">
<display-name>Friend2</display-name>
</entry>

4) The List XDMS acknowledges the addition of new edeits to the list with an HTTP “200 OK” reply.

HTTP/1.1 200 OK
Etag: "efefefef"

Content-Length: 0

5) The XDMC sends an HTTP GET request to retrieve:j@gbloggs@example.com™s “list-c” list from thedtiXDMS.

GET /resource-lists/users/sip:joebloggs@example.com /index/~~/resource-lists/list%5B@name=%22list-
c%22%5D HTTP/1.1
Host xcap.example.com

6) The List XDMS returns the list to the XDMC in thedy of an HTTP “200 OK” message.

HTTP/1.1 200 OK

I'E'iag: "efefefef"
Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)

<list name="list-c">
<display-name>My friends</display-name>
<entry uri="sip:friend1@example.com">
<display-name>Friend1</display-name>
</entry>
<entry uri="sip:friend2@example.com">
<display-name>Friend2</display-name>
</entry>
</list>
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7) The XDMC sends an HTTP DELETE request to deletgetry> identified by the URI “sip:friend2@exammem”
from sip:joebloggs@example.com's “list-c” list inet List XDMS.

DELETE /resource-lists/users/sip:joebloggs@example. com/index/~~/resource-
lists/list%5B @name=%22list-c%22%5D/entry%5B@uri=%22 sip:friend2@example.com%22%5D HTTP/1.1
Host: xcap.example.com

The List XDMS, after checking the privileges of thgncipal, performs the deletion.

8) The List XDMS acknowledges the deletion of theeéfri2” element from the list with an HTTP “200 OK”.

HTTP/1.1 200 OK
Etag: "ghghgh”

Content-Length: 0

C.3 Sample XCAP Directory Retrieval Operation of all User
XDM Documents

Figure C.3 describes how an XCAP operation is peréal to retrieve all of a user's XDM DocumentsddirApplication
Usages. For simplicity, only three XDMSes are shawd the authentication steps are omitted. Inethésnple is the XDMC
in the same domain as List XDMS, Policy XDMS ana@r XDMS. It is also assumed that the address giégation
Proxy is “xcap.example.com” and the XCAP Root URk¢ap.example.com/”.

XDM Client Aggregation List XDMS Group XDMS
Proxy

1. HTTP GET——b|

2. HTTR GET >
< 4. 200 OK

3. HTTP GET——

¢—5. 200 OK———
4—6. 200 OK

Figure C.3 - Sample XCAP Directory retrieval operaton

The details of the flows are as follows:

1) The user “sip:joebloggs@example.com” wants to obadist of all his XDM Documents stored in all X[Bds. For this
purpose the XDMC sends a HTTP GET request to trgrdgation Proxy.

GET /org.openmobilealliance.xcap-directory/users/si p:joebloggs@example.com/directory.xml HTTP/1.1
Host: xcap.example.com

User-Agent: XDM-client/OMA2.1

Date: Mon, 08 Jan 2007 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"

2) The Aggregation proxy forwards the HTTP GET frompsl) to the Group XDMS.
3) The Aggregation proxy forwards the HTTP GET frompsl) to the Policy XDMS.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-XDM_Core-V2_1-20101202-C

Page 117 (170)

4) The Aggregation proxy forwards the HTTP GET frompsl) to the List XDMS.

5) The Group XDMS returns the XDM Directory Documenhtaining a list of all the Group Usage List Doants
belonging to sip:joebloggs@example.com in a HTTBO'®K” response

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.1

Date: Mon, 08 Jan 2007 10:50:39 GMT
Content-Type: application/vnd.oma.xcap-directory+xm

Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-directory xmIns="urn:oma:xml:xdm:xcap-directo
<folder auid="org.openmobilealliance.groups">
<entry
uri="http://xcap.example.com/org.openmobilealliance
g" etag="abc123"/>
<entry
uri="http://xcap.example.com/org.openmobilealliance
ing" etag="def456"/>
<[folder>
</xcap-directory>

I; charset="utf-8"

ry">

.groups/users/sip:joebloggs@example.com/skiin

.groups/users/sip:joebloggs@example.com/shopp

where the folder element identifies the supportetiAand each <entry> element lists an XDM Docunaonitaining one of
sip:joebloggs@example.com’s Groups called “skiiagtl “shopping” in this example.

6) The Policy XDMS returns the XDM Directory Documerntaining the User Access Policy Document beloggin

sip:joebloggs@example.com in a HTTP “200 OK” resgmn

HTTP/1.1 200 OK

Server: XDM-serv/OMA2.1

Date: Mon, 08 Jan 2007 10:51:12 GMT

Content-Type: application/vnd.oma.xcap-directory+xm
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-directory xmins="urn:oma:xml:xdm:xcap-directo
<folder auid="org.openmobilealliance.access-rules
<entry uri="http://xcap.example.com/org.openmob
rules/users/sip:joebloggs@example.com/access-rules"
</folder>
</xcap-directory>

I; charset="utf-8"

ry">

">

ilealliance.access-
etag="hjk987"/>

where the folder element identifies the supported®and <entry> element lists the sip:joebloggs @epke.com’s User

Access Policy Document.

7) The List XDMS returns the XDM Directory Documentntaining the URI lists and the Group Usage List Doents
belonging to sip:joebloggs@example.com in a HTTEO'®K” response

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.1

Date: Mon, 08 Jan 2007 10:51:44 GMT
Content-Type: application/vnd.oma.xcap-directory+xm
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-directory xmIns="urn:oma:xml:xdm:xcap-directo
<folder auid="resource-lists">
<entry uri="http://xcap.example.com/resource-li
etag="pqr999"/>
</folder>

<folder auid="org.openmobilealliance.group-usage-li
<entry uri="http://xcap.example.com/org.openmob
list/users/sip:joebloggs@example.com/index" etag="s
</folder>

</xcap-directory>

I; charset="utf-8"

ry">

sts/users/sip:joebloggs@example.com/index"

st'>
ilealliance.group-usage-
tx111"/>

where the folder element identifies the supported@and the <entry> element lists XDM Documents emithat AUID.
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8) The Aggregation Proxy returns the consolidated XDixectory Document to the user in a HTTP “200 QiSponse.

HTTP/1.1 200 OK

Server: XDM-serv/JOMA2.1

Date: Mon, 08 Jan 2007 10:55:39 GMT

Etag: "eti101"

Content-Type: application/vnd.oma.xcap-directory+xm
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-directory xmIns="urn:oma:xml:xdm:xcap-directo
<folder auid="resource-lists">
<entry uri="http://xcap.example.com/resource-li
etag="pqr999"/>
</folder>
<folder auid="org.openmobilealliance.group-usage-li
<entry uri="http://xcap.example.com/org.openmob
list/users/sip:joebloggs@example.com/index" etag="s
</folder>
<folder auid="groups">
<entry
uri="http://xcap.example.com/org.openmobilealliance
g" etag="abc123"/>
<entry
uri="http://xcap.example.com/org.openmobilealliance
ing" etag="def456"/>
</folder>
<folder auid="org.openmobilealliance.access-rules">
<entry uri="http://xcap.example.com/org.openmob
rules/users/sip:joebloggs@example.com/access-rules"
</folder>

</xcap-directory>

I; charset="utf-8"

ry">

sts/users/sip:joebloggs@example.com/index"

st">
ilealliance.group-usage-
tx111"/>

.groups/users/sip:joebloggs@example.com/skiin

.groups/users/sip:joebloggs@example.com/shopp

ilealliance.access-
etag="hjk987"/>

C4 Sample XCAP Directory R
User Documents

Figure C.4 describes how an XCAP operation is peréal to
particular Application Usage. For simplicity, thetlenticatio

etrieval Operation of Specific

retrieve all of a user's XDM Documents egponding to a
n steps are omitted.

XDM Client Aggre

Proxy

gation List XDMS

1. HTTP GET——

4—4. 200 OK

2. HTTP GET—

¢—3. 200 OK

Figure C.4 - Sample XCAP Directory retrieval operaton from a particular XDMS

The details of the flows are as follows:
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1) The user “sip:joebloggs@example.com” wants to obadist of all his XDM Documents (URI lists) stadre the List
XDMS. For this purpose the XDMC sends a HTTP GEjuesst to the Aggregation Proxy.

GET /org.openmobilealliance.xcap-directory/users/si p:joebloggs@example.com/directory.xml/~~/xcap-
directory/folder%5B@auid=%22resource-lists%22%5D HT TP/1.1

Host: xcap.example.com

User-Agent: XDM-client/ OMA2.1

Date: Mon, 08 Jan 2007 10:50:33 GMT

X-3GPP-Intended-Identity: "sip:joebloggs@example.co m"

2) The Aggregation proxy forwards the HTTP GET frompsl) to the List XDMS.

3) The List XDMS responds with a HTTP “200 OK” includj the <folder> element containing the URI List Doent
belonging to sip:joebloggs@example.com

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.1

Date: Mon, 08 Jan 2007 10:55:39 GMT

Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)

<folder auid="resource-lists">
<entry uri="/resource-lists/users/sip:joebloggs @example.com/index" etag="pqr999"/>
</folder>

where the “uri” attribute contains the Documente8tdr as the XCAP Root URI is not known by the XDM$his example.

4) The Aggregation proxy returns the consolidated XDivectory Document to the user in a HTTP “200 Ok$ponse
including the addition of the XCAP Root URI to thei” attribute value.

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.1

Date: Mon, 08 Jan 2007 10:55:59 GMT

Content-Type: application/xcap-el+xml; charset="utf -8"
Content-Length: (...)

<folder auid="resource-lists">
<entry uri="http://xcap.example.com/resource-li sts/users/sip:joebloggs@example.com/index"
etag="pqr999"/>
<[folder>

C.5 Sample Subscribing to Changes in XDM Documents

This is an informative section to give illustratisgamples on how the subscription and notificatiomcedures happen when
XDMC requests to subscribe to changes in the GKIDl Document. Note the procedure is identical ndtarean XDMC
is subscribing to an XML belonging to himself ohets.

C.5.1 Direct Subscription

Figure C.5 is an example that demonstrates howlM& subscribes to changes in a Group XDM Documé&stthe
subscription is targeted to a single AUID and @l&ruser, the Subscription Proxy is not used is éxiample.
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XDM Client SIP/IP Core Group XDMS

—1. SIP SUBSCRIBE—p

—2. SIP SUBSCRIBE—»

[¢—3.200 OK————

<+——4. 200 OK——

[¢—5. NOTIFY———

<+—6. NOTIFY———

7. 200 OK——— |

8. 200 OK——— b

4¢—9. NOTIFY————

<+—10. NOTIFY———

11. 200 OK———

12. 200 OK———

Figure C.5 - XDM Client subscribes to changes in XM Documents.

1) XDMC (XUl=joe.bloggs@example.com) subscribes toGisup XDM Document named as ‘joebloggs_friendgh w
the contact SIP URI ‘sip:joe.bloggs@example.comiduse he uses multiple devices and wants to keepupdated.

SUBSCRIBE sip:joe.bloggs@example.com;auid=org.openm obilealliance.groups SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp= sigcomp;branch=z9hG4bKnashds7
Max-Forwards: 70

Route: <sip:pcscfl.visited1.net:7531;Ir;comp=sigcom p>, <sip:orig@scscfl.homel.net;Ir>

From: <sip:joe.bloggs@example.com>;tag=31415

To: <sip:joe.bloggs@example.com>

Event: xcap-diff

Call-ID: b89rjhnedirfiflslj40a222

CSeq: 85 SUBSCRIBE

P-Preferred-ldentity: "Joe Bloggs" <sip:joe.bloggs@ example.com>
Privacy: none

Expires: 600000

Accept: application/xcap-diff+xml

Contact: <sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sig comp>
Content-Type: application/resource-lists+xml; chars et="utf-8"
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>

<resource-list xmIns="urn:ietf:params:xml:ns:resour ce-lists">
<list>
<entry uri="org.openmobilealliance.groups/users /sip:joe.bloggs@example.com/joebloggs_friends"/>
</list>

</resource-list>
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2) The SIP/IP Core network forwards the SIP SUBSCRIi8diest to the Group XDMS. When the SIP/IP Corevask
corresponds to 3GPP IMS or 3GPP2 MMD, the substsilpeeferred Public User Identity is inserted iA$serted-

Identity header.

Via: SIP/2.0/UDP scscfl.homel.net;branch=z9hG4bK351

Max-Forwards: 68

Record-Route: <sip:scscfl.homel.net;Ir> <sip:pcscfl
Route: <sip:sharedgroupxdmsl.homel.netlr>

From: <sip:joe.bloggs@example.com>;tag=31415
To: <sip:joe.bloggs@example.com>

Event: xcap-diff

Call-ID: b89rjhnedirfiflslj40a222

CSeq: 85 SUBSCRIBE

P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e
Privacy: none

Expires: 600000

Accept: application/xcap-diff+xml

Contact: <sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sig
Content-Type: application/resource-lists+xml; chars
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmIns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.groups/users
</list>
</resource-list>

SUBSCRIBE sip:joe.bloggs@example.com;auid=org.openm

SIP/2.0/UDP pcscfl.visited1.net:7531 branch=z9hG4bK
SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigco

obilealliance.groups SIP/2.0
g45.1,
240f34.1,
mp;branch=z9hG4bKnashds7

.visited1.net:7531;Ir;comp=sigcomp>

xample.com>

comp>
et="utf-8"

ce-lists">

/sip:joe.bloggs@example.com/joebloggs_friends"/>

3) Upon receiving a SIP SUBSCRIBE request for the fxddf” event package, the Group XDMS shall perfaima
necessary authorization checks on the originatbelstity. If the authorization is successes, itllstr@ate a subscription
dialog to "xcap-diff* event package to provide thhenges of the data identified by the body of SURERE request,

and return “200 OK” to the subscriber.

4) The SIP/IP Core network forwards the “200 OK” resp®to the originator of the SIP SUBSCRIBE requiest,

sip:joe.bloggs@example.com.

5) The Group XDMS generates and sends an initial SIFINY containing initial references to the XDM Daunent.

NOTIFY sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sigcom
Via: SIP/2.0/UDP sharedgroupxdmsl.homel.net;branch=
Max-Forwards: 70

Route: <sip:scscfl.homel.net;Ir>, <sip:pcscfl.visit

From: <sip:joe.bloggs@example.com>;tag=31415

To: <sip:joe.bloggs@example.com>;tag=151170
Call-ID: b89rjhnedirfiflslj40a222

CSeq: 102 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="u
Contact: <sip:sharedgroupxdmsl.homel.net>
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-di

xcap-root="http://xcap.example.com/"
<document new-etag="7ahggs"
sel="org.openmobilealliance.groups/users/sip:j

p SIP/2.0
Z9hG4bK332b23.1

edl.net:7531;Ir;comp=sigcomp>

tf-8"

oe.bloggs@example.com/joebloggs_friends"/>
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</xcap-diff>

6) The SIP/IP Core network forwards the SIP NOTIFYuest to the appropriate XDMC. If the XDMC does pet have
local copies of XDM Document it may retrieve them.

7) The XDMC responds with a “200 OK”.
8) The SIP/IP Core network forwards the “200 OK” te tBroup XDMS.

9) After some updates in the XDM Document, the GrolMS sends the diff part in SIP NOTIFY to the XDMi@ this
example, a new “new-friend@example.com” entry wadea to the list.

NOTIFY sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sigcom p SIP/2.0

Via: SIP/2.0/UDP sharedgroupxdmsl.homel.net;branch= z9hG4bK332b23.1
Max-Forwards: 70

Route: <sip:scscfl.homel.net;Ir>, <sip:pcscfl.visit edl.net:7531;Ir;comp=sigcomp>

From: <sip:joe.bloggs@example.com>;tag=31415

To: <sip:joe.bloggs@example.com>;tag=151170

Call-1D: b89rjhnedirfjflslj40a222

CSeq: 112 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="u tf-8"
Contact: <sip:sharedgroupxdmsl1.homel.net>

Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-di ff* xmins:I="urn:oma:xml:poc:list-service" xcap-
root="http://xcap.example.com">
<document previous-etag="7ahggs"
sel="org.openmobilealliance.groups/users/sip:joe.bl oggs@example.com/joebloggs_friends"
new-etag="ffds66a">
<change-log>
<add sel="I:group/!:list-service/l:list">
<l:entry l:uri="sip:new-friend@example.com">
</add>
</change-log>
</document>
</xcap-diff>

10) The SIP/IP Core network forwards the SIP NOTIFYuest to the appropriate XDMC.

11) The XDMC responds with a “200 OK” and updates tltkamntent identified with older eTag, if any esisaccording to
[IETF-XCAP_Diff].

12) The SIP/IP Core network forwards the “200 OK” te tBroup XDMS.

C.5.2 Subscription Using Subscription Proxy

The precondition for this example is that XDMC vpaevisioned with the SIP URI of the Subscriptiom¥®r and that the
Subscription Proxy in domain “example.com” is prefdigured with the address of Subscription Proxgdmain
“other_domain.com”.

For simplification, SIP headers not relevant fas #xample (Via, Route, Record-route, ...) are nottio@ed in the example
SIP messages.

C.5.2.1 Initial Subscription

Figure C.6 is an example that demonstrates howlRM & subscribes to changes in several XDM Documents.
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<4—4. 200 OK

[—24. NOTIFY——
——25. 200 OK—p»

«€¢——3. 200 OK-
[ €—5. SUBSCRIBE—
[ €—6. SUBSCRIBE—
[€—7. SUBSCRIBE—]

8. SUBSCRIBE————

[¢——11. 200 OK-

——12. 200 OK—»|

13. NOTIFY-

-«
——14. NOTIFY-
«¢—15. 200 OK

16. 200 OK————— Py

9. SUBSCRIBE:
10. SUBSCRIBE

XDMC Home SIP/ Home Subs. Policy Profile )
1P Core Proxy XDMS XDMS SIP/IP Core Subs. Proxy Profile
XDMS

1. SUBSCRIBE—®| 5 gyBSCRIBE—p] Remote network

[——18. 200 OK—»]

<

17. 200 OK:

[———20. NOTIFY—»
[ €——21. 200 OK——

19. NOTIFY:

€4——23. NOTIFY—

[——26. 200 OK—»]

<
<

22. 200 OK:

31. 200 OK:

|—27. SUBSCRIBE—]

i4——30. 200 OK——

[——32. 200 OK—»]

4#4—35. NOTIFY——

[——28. SUBSCRIBE—p»|
[€——29. 200 OK———

l—33. NOTIFY—|
|——34. 200 OK—p]

< 36. NOTIFY-
——37. NOTIFY—P»|
[ €——38. 200 OK——

39. 200 OK-

[———40. 200 OK——»{
42. NOTIEY- [ €—41. NOTIFY—

+——43. 200 OK—Pp |——44. 200 OK—p]

Figure C.6 - XDMC subscribes to changes in XDM Doguents.

1) XDMC (XUl=joe.bloggs@example.com) subscribes to:

« his User Access Policy XDM Document because he nmdtiple devices and wants to keep it updated;

« User Profile of his friends - userl@example.cond, aser2@other_domain.com.

XDMC sends SIP SUBSCRIBE request to the Subscrigfimxy via the SIP/IP Core. The Request URI ofShe
SUBSCRIPTION request is set to the SIP addredseoStibscription Proxy as obtained using provisignirhe body of
the SIP SUBSCRIBE request contains the resourceilis three entries:

e AUID “org.openmobilealliance.access-rules”

« URI pointing to User Profile of user userl@exanguen

« URI pointing to User Profile of user “user2@othesnthin.com”

Because the request is targeted to the SubscriBtiaxy, in addition to the Accept header field witlue “application/xcap-
diff+xml”, the XDMC includes the Accept header fislwith values “multipart/related” and “applicatidmi+xml” as
specified in section 6.1.2.1.2.

SUBSCRIBE sip:subscription_proxy@example.com SIP/2. 0
From: <sip:joe.bloggs@example.com>;tag=31415

To: <sip:subscription_proxy@example.com>

Event: xcap-diff; diff-processing=aggregate

Call-ID: b89rjhnedirfjflslj40a222

CSeq: 1 SUBSCRIBE
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P-Preferred-ldentity: "Joe Bloggs" <sip:joe.bloggs@
Expires: 600000

Accept: application/xcap-diff+xml

Accept: multipart/related

Accept: application/rimi+xml

Content-Type: application/resource-lists+xml; chars
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmlns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.access-rules
<entry uri="org.openmobilealliance.user-profile
<entry uri="org.openmobilealliance.user-profile
profile"/>
</list>
</resource-list>

example.com>

et="UTF-8"

ce-lists">

I"I>
/users/sip:userl@example.com/user-profile"/>
Jusers/sip:user2@other_domain.com/user-

2) The SIP/IP Core network forwards the SIP SUBSCRIi&ftiest to the Subscription Proxy. When the SIE6Re
network corresponds to 3GPP IMS or 3GPP2 MMD, thzssriber's preferred Public User Identity is itegin P-

Asserted-ldentity header.

From: <sip:joe.bloggs@example.com>;tag=31415
To: <sip:subscription_proxy@example.com>
Event: xcap-diff; diff-processing=aggregate

Call-ID: b89rjhnedirfjflslj40a222

CSeq: 1 SUBSCRIBE

P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e
Expires: 600000

Accept: application/xcap-diff+xml

Accept: multipart/related

Accept: application/rimi+xml

Content-Type: application/resource-lists+xml; chars
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmlns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.access-rules
<entry uri="org.openmobilealliance.user-profile
<entry uri="org.openmobilealliance.user-profile
profile"/>
</list>
</resource-list>

SUBSCRIBE sip:subscription_proxy@example.com SIP/2.

xample.com>

et="UTF-8"

ce-lists">

">
/users/sip:userl@example.com/user-profile"/>
Jusers/sip:user2@other_domain.com/user-

3) Upon receiving a SIP SUBSCRIBE request for the fxd#df” event package, the Subscription Proxy cesa
subscription dialog to "xcap-diff* event packagetovide the changes of the data identified bytibdy of

SUBSCRIBE request, and return “200 OK” to the subec.

4) The SIP/IP Core network forwards the “200 OK” resp®to the originator of the SIP SUBSCRIBE requiest,

sip:joe.bloggs@example.com.

5) Based on the received initial subscription, thes8uption Proxy generates SIP SUBSCRIBE requestbdok-end
subscriptions. The first back-end subscriptiorargéted to Policy XDMS. The Subscription Proxy eggls the entry
“org.openmobilealliance.access-rules/” with “orgeomobilealliance.access-rules/users/sip:joe.bloggs@ple.com/”
and sets the Request URI to “sip:joe.bloggs@exawgie auid=org.openmobilealliance.access-rules’ h&ie
SUBSCRIBE request is sent to Policy XDMS via the/g? Core.

Event: xcap-diff; diff-processing=aggregate
Call-ID: b89rjhnedlrfjflslj50b333
CSeq: 1 SUBSCRIBE

SUBSCRIBE sip:joe.bloggs@example.com;auid=org.openm
From: <sip:subscription_proxy@example.com>;tag=3151
To: <sip:joe.bloggs@example.com;auid=org.openmobile

obilealliance.access-rules SIP/2.0
4
alliance.access-rules>
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P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e
Expires: 600000

Accept: application/xcap-diff+xml

Content-Type: application/resource-lists+xml; chars
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmIns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.access-rules
</list>
</resource-list>

xample.com>

et="UTF-8"

ce-lists">

/users/sip:joe.bloggs@example.com/"/>

6) The next back-end subscription is targeted to RrafiDMS. The Subscription Proxy sets the Requesttdkhe value
“sip:userl@example.com;auid=org.openmobilealliamse-profile”. Such SIP SUBSCRIBE request is serRriofile

7

XDMS via the SIP/IP Core.

SUBSCRIBE sip:userl@example.com;auid=org.openmobile
From: <sip:subscription_proxy@example.com>;tag=3151
To: <sip:userl@example.com;auid=org.openmobileallia
Event: xcap-diff; diff-processing=aggregate

Call-ID: b89rjhnedlrfjflslj50b334

CSeq: 1 SUBSCRIBE

P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e
Expires: 600000

Accept: application/xcap-diff+xml

Content-Type: application/resource-lists+xml; chars
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmlns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.user-profile
</list>
</resource-list>

alliance.user-profile SIP/2.0
4
nce.user-profile>

xample.com>

et="UTF-8"

ce-lists">

/users/sip:userl@example.com/user-profile"/>

The last back-end subscription is targeted to RrofDMS in the Remote Network. The SubscriptionxX@rsets the
Request URI to the preconfigured SIP URI of Sulpgicn Proxy in the Remote Network. Such SIP SUBERRI
request is sent to Subscription Proxy in the Reri@tisvork via the SIP/IP Core and SIP/IP Core inRieenote

Network.

Because the request is targeted to the SubscriBtiaxy, in addition to the Accept header field witlue “application/xcap-
diff+xml”, the XDMC includes the Accept header fislwith values “multipart/related” and “applicatidmi+xml” as
specified in section 6.1.2.1.2.

SUBSCRIBE sip:subscription_proxy@other_domain.com S
From: <sip:subscription_proxy@example.com>;tag=3151
To: <sip:subscription_proxy@other_domain.com>

Event: xcap-diff; diff-processing=aggregate

Call-1D: b89rjhnedirfiflslj50b335

CSeq: 1 SUBSCRIBE

P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e
Expires: 600000

Accept: application/xcap-diff+xml

Accept: multipart/related

Accept: application/rlmi+xml

Content-Type: application/resource-lists+xml; chars
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>
<resource-list xmIns="urn:ietf:params:xml:ns:resour
<list>
<entry uri="org.openmobilealliance.user-profile
profile"/>
</list>
</resource-list>

1P/2.0
4

xample.com>

et="UTF-8"

ce-lists">

Jusers/sip:user2@other_domain.com/user-
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8) The SIP/IP Core network forwards the SIP SUBSCRI8diiest targeted to
“sip:joe.bloggs @example.com;auid=org.openmobilaatie.access-rules” to the Policy XDMS.

9) The SIP/IP Core network forwards the SIP SUBSCRi@flest targeted to
“sip:userl@example.com;auid=org.openmobilealliamsxr-profile” to the Profile XDMS.

10) The SIP/IP Core network forwards the SIP SUBSCRi@diiest targeted to
“sip:subscription_proxy@other_domain.com” to th®/8P Core in the Remote Network.

11) The Policy XDMS performs the authorization checkd sesponds the received SIP SUBSCRIBE request2i0
OK” response sent back to SIP/IP Core.

12) The SIP/IP Core forwards the “200 OK” response ftbmPolicy XDMS to the Subscription Proxy.

13) The Policy XDMS generates and sends an initial BIF'IFY containing initial reference to XDM Documdisted in
the body of SIP SUBSCRIBE request.

NOTIFY sip:subscription_proxy@example.com:1357 SIP/ 2.0

From: <sip:joe.bloggs@example.com;auid=org.openmobi lealliance.access-rules>;tag=31415
To: <sip:subscription_proxy@example.com>;tag=151170

Call-ID: b89rjhnedlrfjflslj50b333

CSeq: 1 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="U TF-8"

Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>

<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.example.com/">
<document new-etag="7ahggs"
sel="org.openmobilealliance.access-rules/users/ sip:joe.bloggs@example.com/access-rules"/>
</xcap-diff>

14) The SIP/IP Core network forwards the SIP NOTIFYues} to the Subscription Proxy.
15) The Subscription Proxy responds with a “200 OK”.
16) The SIP/IP Core network forwards the “200 OK” te fPolicy XDMS.

17) In parallel to messages 11 to 16, the Profile XDpé&orms the authorization checks of received SIBSCRIBE
request (message 9) and responds the received BBERIBE request with “200 OK” response sent backtP/IP
Core.

18) The SIP/IP Core forwards the “200 OK” response ftbmProfile XDMS to the Subscription Proxy.

19) The Profile XDMS generates and sends an initial SOIPTIFY containing initial reference to XDM Docuntdisted in
the body of SIP SUBSCRIBE request.

NOTIFY sip:subscription_proxy@example.com:1357 SIP/ 2.0

From: <sip:userl@example.com;auid=org.openmobileall iance.user-profile>;tag=31415
To: <sip:subscription_proxy@example.com>;tag=151170

Call-ID: b89rjhnedlrfjflslj50b334

CSeq: 1 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="U TF-8"

Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.example.com/">
<document new-etag="8asw5r"
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sel="org.openmobilealliance.user-profile/users/ sip:userl@example.com/user-profile"/>
</xcap-diff>

20) The SIP/IP Core network forwards the SIP NOTIFYues} to the Subscription Proxy.
21) The Subscription Proxy responds with a “200 OK”.
22) The SIP/IP Core network forwards the “200 OK” te frofile XDMS.

23) In this example, it is assumed that initial noéfions from XDMSs in the same domain are receivitdout any
significant delay. The Subscription Proxy, aftez firedefined interval, generates initial notifioatto the XDMC.

Until this state, the initial notifications from Rty XDMS and Profile XDMS in the same network weeeeived and there
was no response from the Remote Network yet. Titialinotification contains the body indicating shstate. The SIP
NOTIFY request is sent to the SIP/IP Core.

NOTIFY sip:joe.bloggs@example.com:5060 SIP/2.0

From: <sip:subscription_proxy@example.com>;tag=3141 5

To: <sip:joe.bloggs@example.com>;tag=151170

Call-1D: b89rjhnedirfjflslj40a222

CSeq: 1 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: multipart/related;type="application/r Imi+xml"; charset="UTF-8";
start="abc@sp.example.com"; boundary="Abcdefgh”

Content-Length: (...)

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: abc@sp.example.com

Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>

<list xmIns="urn:ietf:params:xml:ns:rimi" uri="exam ple.com" version="0" fullState="true">
<resource uri="sip:joe.bloggs@example.com;auid=or g.openmobilealliance.access-rules">
<instance id="juwigmtboe" state="active" cid="1 2345@sp.example.com"/>
<[resource>
<resource uri="sip:userl@example.com;auid=org.ope nmobilealliance.user-profile">
<instance id="hqzsuxtfyq" state="active" cid="6 7890@sp.example.com"/>
</resource>
<resource uri="other_domain.com"/>
</list>
--Abcdefgh

Content-Transfer-Encoding: binary
Content-ID: 12345@sp.example.com

Content-Type: application/xcap-diff+xml;charset="UT F-8"
<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.example.com/">
<document new-etag="7ahggs"
sel="org.openmobilealliance.access-rules/users/ sip:joe.bloggs@example.com/access-rules"/>
</xcap-diff>
--Abcdefgh

Content-Transfer-Encoding: binary
Content-ID: 67890@sp.example.com

Content-Type: application/xcap-diff+xml;charset="UT F-8"
<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.example.com/">
<document new-etag="8asw5r"
sel="org.openmobilealliance.user-profile/users/ sip:userl@example.com/user-profile"/>
</xcap-diff>
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24) The SIP/IP Core network forwards the SIP NOTIFYuest to the XDMC.
25) XDMC responds with “200 OK” response.
26) The SIP/IP Core network forwards the “200 OK” te thubscription Proxy

27) In parallel to previous procedure, the SIP/IP Gorine Remote Network forwards the SIP SUBSCRIBduest
obtained in message 10 to the Subscription ProxlygrRemote Network.

28) Based on the received subscription, the SubscrifRioxy in the Remote Network generates SIP SUBBERéEquests
for back-end subscriptions. In this case therenlg one back-end subscription targeted to Profi@S in the Remote
Network. The Subscription Proxy sets the RequedttoR
“sip:user2@other_domain.com;auid=org.openmobileade.user-profile”. Such SIP SUBSCRIBE requestig &
Profile XDMS in Remote Network.

NOTE: The request can be sent via SIP/IP CorbérRemote Network or directly. For simplificatiatirect sending is
used in this example.

SUBSCRIBE sip:user2@other_domain.com;auid=org.openm
From: <sip:subscription_proxy@other_domain.com>;tag
To: <sip:user2@other_domain.com;auid=org.openmobile

obilealliance.user-profile SIP/2.0
=31514
alliance.user-profile>

Event: xcap-diff; diff-processing=aggregate

Call-1D: b89rjhnedirfflslj50b3458

CSeq: 1 SUBSCRIBE

P-Asserted-Identity: "Joe Bloggs" <sip:joe.bloggs@e
Expires: 600000

Accept: application/xcap-diff+xml

xample.com>

Content-Type: application/resource-lists+xml; chars et="UTF-8"
Content-Length: ..

<?xml version="1.0" encoding="UTF-8"?>

<resource-list xmIns="urn:ietf:params:xml:ns:resour ce-lists">

<list>
<entry uri="org.openmobilealliance.user-profile
profile"/>
</list>
<[resource-list>

Jusers/sip:user2@other_domain.com/user-

29) The Profile XDMS in Remote Network performs thehaurtzation checks of received SIP SUBSCRIBE reqaest
responds the received SIP SUBSCRIBE request wil QK" response sent back to Subscription ProxXgémote
Network.

30) The Subscription proxy in Remote Network respotgsreceived SIP SUBSCRIBE request obtained in nges2a
with “200 OK” response sent back to SIP/IP Coréhim Remote Network.

31) The SIP/IP Core in the Remote Network forwards‘#) OK” response back to the SIP/IP Core in thembmetwork.
32) The SIP/IP Core forwards the “200 OK” responséht $ubscription Proxy.

33) Based on the received SIP SUBSCRIBE request, thiddPXDMS in the Remote Network generates thdahisIP
NOTIFY containing initial reference to XDM documdisted in the body of SIP SUBSCRIBE request.

NOTIFY sip:subscription_proxy@other_domain.com:1357 SIP/2.0

From: <sip:user2@other_domain.com;auid=org.openmaobi lealliance.user-profile>;tag=31415
To: <sip:subscription_proxy@other_domain.com>;tag=1 51170

Call-1D: b89rjhnedirfflslj50b3458

CSeq: 1 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="U TF-8"
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Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>

<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.other_domain.com/">
<document new-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/ sip:user2@other_domain.com/user-profile"/>
</xcap-diff>

34) The Subscription Proxy in the Remote Network resisahe SIP NOTIFY request with “200 OK” response.

35) Based on received SIP NOTIFY from back-end subsorigo Profile XDMS in the Remote Network, the Sabiption
Proxy in the Remote Network generates SIP NOTIRMte back-end subscription obtained from the Stton
Proxy in the home network.

NOTIFY sip:subscription_proxy@example.com:1357 SIP/ 2.0

From: <sip:subscription_proxy@other_domain.com>;tag =31415

To: <sip:subscription_proxy@example.com>;tag=151170

Call-1D: b89rjhnedirfiflslj50b335

CSeq: 1 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: multipart/related;type="application/r Imi+xml"; charset="UTF-8";
start="def@sp.other_domain.com"; boundary="Ijkimnop "

Content-Length: (...)

--ljiklmnop

Content-Transfer-Encoding: binary

Content-ID: def@sp.other_domain.com
Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>

<list xmIns="urn:ietf:params:xml:ns:rimi" uri="othe r_domain.com" version="0" fullState="true">
<resource uri="sip:user2@other_domain.com;auid=or g.openmobilealliance.user-profile">
<instance id="asdweerfd" state="active" cid="09 876@sp.other_domain.com"/>
</resource>
</list>
--ljkimnop

Content-Transfer-Encoding: binary
Content-ID: 09876 @sp.other_domain.com

Content-Type: application/xcap-diff+xml;charset="UT F-8"
<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.other_domain.com/">
<document new-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/ sip:user2@other_domain.com/user-profile"/>
</xcap-diff>

36) The SIP/IP Core in the Remote Network forwardsSte NOTIFY request to the SIP/IP Core in the homvork.
37) The SIP/IP Core forwards the SIP NOTIFY requesh®oSubscription Proxy.

38) The Subscription Proxy responds the SIP NOTIFY esjwith “200 OK” response sent to the SIP/IP Core.

39) The SIP/IP Core forwards the response to the SIBdif¢ in the Remote Network.

40) SIP/IP Core in the Remote Network forwards the “B3Q’ response to the Subscription Proxy in the Renidetwork.

41) Based on received SIP NOTIFY request from the mmksubscription, the Subscription Proxy gener8tBsNOTIFY
request indicating the new state to the XDMC.

| NOTIFY sip:joe.bloggs@example.com:5060 SIP/2.0
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From: <sip:subscription_proxy@example.com>;tag=3141 5

To: <sip:joe.bloggs@example.com>;tag=151170

Call-ID: b89rjhnedirfiflslj40a222

CSeq: 2 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: multipart/related;type="application/r Imi+xml"; charset="UTF-8";
start="abc@sp.example.com"; boundary="Abcdefgh”

Content-Length: (...)

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: abc@sp.example.com

Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>

<list xmIns="urn:ietf:params:xml:ns:rimi" uri="exam ple.com" version="1" fullState="false">
<resource uri="other_domain.com">
<instance id="mnhgtyuiop" state="active" cid="3 4567 @sp.example.com"/>
</resource>
</list>
--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: 34567 @sp.example.com

Content-Type: multipart/related;type="application/r Imi+xml"; charset="UTF-8";
start="def@sp.other_domain.com"; boundary="ljkimnop "

--ljikimnop

Content-Transfer-Encoding: binary

Content-1D: def@sp.other_domain.com
Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>

<list xmIns="urn:ietf:params:xml:ns:rimi" uri="othe r_domain.com" version="0" fullState="true">
<resource uri="sip:user2@other_domain.com;auid=or g.openmobilealliance.user-profile">
<instance id="asdweerfd" state="active" cid="09 876@sp.other_domain.com"/>
<[resource>
</list>
--ljkimnop

Content-Transfer-Encoding: binary
Content-ID: 09876 @sp.other_domain.com

Content-Type: application/xcap-diff+xml;charset="UT F-8"
<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff" xcap-root="http://xcap.other_domain.com/">
<document new-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/ sip:user2@other_domain.com/user-profile"/>
</xcap-diff>

42) The SIP/IP Core forwards the SIP NOTIFY requesheoXDMC.
43) The XDMC responds the SIP NOTIFY request with “ZDKR” response sent to the SIP/IP Core.
44) The SIP/IP Core forwards the response to the Sigbiscr Proxy.

C.5.2.2 Subsequent Notifications

Figure C.7 is an informative example that demotssraow the notifications of changes in XDM Docutseare provided to
the XDMC.

The precondition for this example is successfuldghment of initial subscription as describegiiavious section C.5.1.

The XDMC received the initial notification indicag that value of the etag of the Profile XDM Docurhef user
“userl@example com” is “8aswbr”. Base on the furtiaification, the XDMC knows the value of the @taf the User
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Profile XDM Document of user “user2@other_domaiméahat is “Orte3w”. The XDMC compared the receiwelues
with the values of stored XDM Documents, if needdmlynloaded the latest versions of these XDM Doautmesetting the
latest version of an XDM Document using XDM procegfliis not mentioned in this example.

XDMC Home SIP/ Home Subs. Policy Profile SIP/IP Core Subs. Proxy Profile
IP Core Proxy XDMS XDMS
XDMS
Remote network
1*'Update of
Profile
Document
________ |
2" Update
of Profile
Document
1. NOTIFY:
2. NOTIFY—»]
[ €——3. 200 OK-
4. 200 OK: ,
4—6. NOTIFY- ¢ 5 NOTIFY UpdatAe of |
Profile !
7.2000K 8. 200 OK——» Document !
4——9. NOTIFY:
le—11. NOTIFY—| 10200 OK—
« 12. NOTIFY-
——13. NOTIFY—»
[ €¢——14. 200 OK——|
15. 200 OK
——16. 200 OK—»]
<—18. NOTIFY— [ 417 NOTIFY——
[———19. 200 OK——P»]
———20. 200 OK—»

Figure C.7 - Natification of changes in XDM Documets.

First action listed in the figure C.6 is updatedJsier Profile XDM Document of the user “userl@exasmgmm” in the Profile
XDMS.

NOTE: To keep the example simple, XDM call flowniat part of the figure C.6, the boxes “Update skUProfile
Document” represent update from XDMC of approprisger using XCAP PUT operation. The example of
manipulating XDM Document can be found in Appen@i®.

In the first update, the user “userl@example.copdates his list of hobbies by adding a new elermefitating a new
hobby “football”. The resulting XDM Document hasiew etag value “23w2er”.

After the first update of the User Profile XDM Dauant of user “userl@example.com”, the Profile XDtitfes not create
notification immediately, but waits to aggregaterenohanges to a single SIP NOTIFY if appropriatewas requested by
the XDMC in the SIP SUBSCRIBE request.

In the second update, the user “userl@example.apaétes his communication-tyes by adding a newetindicating a
new communication-type “Push to talk”. The resgtDM Document has a new etag value “87re6q”.
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1) The SIP NOTIFY request is generated after the sbapaate of the Profile XDM Document of user
“userl@example.com”. The SIP NOTIFY request comstaivo updates of the XDM Document listed in theyofithe
message. The new-etag value is the one generaéedied last update of the XDM Document.

NOTIFY sip:subscription_proxy@example.com:1357 SIP/
From: <sip:userl@example.com;auid=org.openmobileall
To: <sip:subscription_proxy@example.com>;tag=151170
Call-ID: b89rjhnedlrfjflslj50b334

CSeq: 2 NOTIFY

Subscription-State: active;expires=599372

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="U
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff"
<document previous-etag="8asw5r"
sel="org.openmobilealliance.user-profile/users/
new-etag="87re6q">
<add sel="/user-profiles/user-profile/hobbies">
</add>
<add sel="/user-profiles/user-profile/communica
</add>
</document>
</xcap-diff>

2.0
iance.user-profile>;tag=31415

TF-8"

xcap-root="http://xcap.example.com/">
sip:userl@example.com/user-profile"
<hobby>football</hobby>

tion-types"><comm-type>Push to talk</comm-type>

2) The SIP/IP Core forwards the SIP NOTIFY requesh®oSubscription Proxy.

3) The Subscription Proxy responds the SIP NOTIFY estjwith “200 OK” response sent to the SIP/IP Core.

4) The SIP/IP Core forwards the response to the rxidMS.

5) Based on the received notification from the bac#t-eubscription, the Subscription Proxy generatésication to the

XDMC.

NOTIFY sip:joe.bloggs@example.com:5060 SIP/2.0

From: <sip:subscription_proxy@example.com>;tag=3141

To: <sip:joe.bloggs@example.com>;tag=151170

Call-ID: b89rjhnedirfiflslj40a222

CSeq: 3 NOTIFY

Subscription-State: active;expires=600000

Event: xcap-diff

Content-Type: multipart/related;type="application/r
start="abc@sp.example.com"; boundary="Abcdefgh”

Content-Length: (...)

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: abc@sp.example.com

Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>
<list xmIns="urn:ietf:params:xml:ns:rimi" uri="exam
<resource uri="sip:userl@example.com;auid=org.ope
<instance id="hqzsuxtfyq" state="active" cid="6
</resource>
</list>

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: 67890@sp.example.com

Content-Type: application/xcap-diff+xml;charset="UT

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmlns="urn:ietf:params:xml:ns:xcap-diff"

Imi+xml"; charset="UTF-8";

ple.com" version="0" fullState="true">
nmobilealliance.user-profile">
7890@sp.example.com"/>

F-8"

xcap-root="http://xcap.example.com/">
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<document previous-etag="8asw5r"
sel="org.openmobilealliance.user-profile/users/
new-etag="87re6q">
<add sel="/user-profiles/user-profile/hobbies">
</add>
<add sel="/user-profiles/user-profile/communica
</add>

</document>

</xcap-diff>

sip:userl@example.com/user-profile"
<hobby>football</hobby>

tion-types"><comm-type>Push to talk</comm-type>

6) The SIP/IP Core forwards the SIP NOTIFY requesheooXDMC.
7) The XDMC responds the SIP NOTIFY request with “ZDK” response sent to the SIP/IP Core.

8) The SIP/IP Core forwards the response to the Sigiser Proxy.

In the next step, the user “user2@other_domain.agudates his User Profile XDM Document stored mRBmofile XDMS

in the Remote Network. The resulting XDM Documeas la new etag value “222qsv”.

9) Based on the update of the User Profile XDM Docuiniéie Profile XDMS in the Remote Network generdtesSIP
NOTIFY request. Although the Event header paramefténe SIP SUBSCRIBE request establishing the gifitson
dialog indicated the diff-processing aggregatedefsed in [IETF-XCAP_Diff_Event] the notifier mégll back to the
simpler operational mode. In this example, thefigotuses the “no-patching” processing, so onlyribes value of the
E-Tag is provided. The SIP NOTIFY request is serthe Subscription Proxy in the Remote Network.

NOTIFY sip:subscription_proxy@other_domain.com:1357
From: <sip:user2@other_domain.com;auid=org.openmobi
To: <sip:subscription_proxy@other_domain.com>;tag=1
Call-1D: b89rjhnedirfjflslj50b3458

CSeq: 2 NOTIFY

Subscription-State: active;expires=599235

Event: xcap-diff

Content-Type: application/xcap-diff+xml; charset="U
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff"
<document previous-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/
new-etag="222qsv"/>
</xcap-diff>

SIP/2.0
lealliance.user-profile>;tag=31415
51170

TF-8"

xcap-root="http://xcap.other_domain.com/">

sip:user2@other_domain.com/user-profile"

10) The Subscription Proxy in the Remote Network resigahe SIP NOTIFY request with “200 OK” responsetde the

Profile XDMS in the Remote Network.

11) Based on received SIP NOTIFY from back-end subsorigo Profile XDMS in the Remote Network, the Sabiption
Proxy in the Remote Network generates SIP NOTIRMte back-end subscription obtained from the Stton

Proxy in the home network.

NOTIFY sip:subscription_proxy@example.com:1357 SIP/
From: <sip:subscription_proxy@other_domain.com>;tag
To: <sip:subscription_proxy@example.com>;tag=151170
Call-1D: b89rjhnedirfiflslj50b335

CSeq: 2 NOTIFY

Subscription-State: active;expires=599233

Event: xcap-diff

Content-Type: multipart/related;type="application/r

Content-Length: (...)

--ljiklmnop

start="def@sp.other_domain.com"; boundary="ljkimnop

2.0
=31415

Imi+xml"; charset="UTF-8";
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Content-Transfer-Encoding: binary
Content-ID: def@sp.other_domain.com
Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>
<list xmIns="urn:ietf:params:xml:ns:rimi" uri="othe
<resource uri="sip:user2@other_domain.com;auid=or
<instance id="asdweerfd" state="active" cid="09
<[resource>
</list>

--ljiklmnop

Content-Transfer-Encoding: binary

Content-ID: 09876@sp.other_domain.com
Content-Type: application/xcap-diff+xml;charset="UT

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff"
<document previous-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/
new-etag="222qsv"/>
</xcap-diff>

r_domain.com" version="1" fullState="false">
g.openmobilealliance.user-profile">
876@sp.other_domain.com"/>

F-g"

xcap-root="http://xcap.other_domain.com/">

sip:user2@other_domain.com/user-profile"

12) The SIP/IP Core in the Remote Network forwards3He NOTIFY request to the SIP/IP Core in the horigvork.

13) The SIP/IP Core forwards the SIP NOTIFY requeshtsSubscription Proxy.

14) The Subscription Proxy responds the SIP NOTIFY estiwith “200 OK” response sent to the SIP/IP Core.

15) The SIP/IP Core forwards the response to the SiBdife¢ in the Remote Network.

16) SIP/IP Core in the Remote Network forwards the “@0' response to the Subscription Proxy in the Renietwork.

17) Based on received SIP NOTIFY request from the laaksubscription, the Subscription Proxy gener@tBsNOTIFY

request indicating the new state to the XDMC.

NOTIFY sip:joe.bloggs@example.com:5060 SIP/2.0

From: <sip:subscription_proxy@example.com>;tag=3141

To: <sip:joe.bloggs@example.com>;tag=151170

Call-1D: b89rjhnedirfjflslj40a222

CSeq: 3 NOTIFY

Subscription-State: active;expires=59323

Event: xcap-diff

Content-Type: multipart/related;type="application/r
start="abc@sp.example.com"; boundary="Abcdefgh”

Content-Length: (...)

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: abc@sp.example.com

Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>
<list xmIns="urn:ietf:params:xml:ns:rimi" uri="exam
<resource uri="other_domain.com">
<instance id="mnhgtyuiop" state="active" cid="3
<[resource>
</list>

--Abcdefgh

Content-Transfer-Encoding: binary

Content-ID: 34567 @sp.example.com

Content-Type: multipart/related;type="application/r
start="def@sp.other_domain.com"; boundary="ljkimnop

--ljiklmnop
Content-Transfer-Encoding: binary

Imi+xml"; charset="UTF-8";

4567 @sp.example.com"/>

Imi+xml"; charset="UTF-8";
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Content-ID: def@sp.other_domain.com
Content-Type: application/rimi+xml;charset="UTF-8"

<?xml version="1.0" encoding="UTF-8"?>
<list xmIns="urn:ietf:params:xml:ns:rimi" uri="othe
<resource uri="sip:user2@other_domain.com;auid=or
<instance id="asdweerfd" state="active" cid="09
<[resource>
</list>

--ljkimnop

Content-Transfer-Encoding: binary

Content-ID: 09876 @sp.other_domain.com
Content-Type: application/xcap-diff+xml;charset="UT

<?xml version="1.0" encoding="UTF-8"?>
<xcap-diff xmIns="urn:ietf:params:xml:ns:xcap-diff"
<document previous-etag="0rte3w"
sel="org.openmobilealliance.user-profile/users/
new-etag="222qsv"/>
</xcap-diff>

r_domain.com" version="1" fullState="false">
g.openmobilealliance.user-profile">
876@sp.other_domain.com"/>

F-g8"

xcap-root="http://xcap.other_domain.com/">

sip:user2@other_domain.com/user-profile"

18) The SIP/IP Core forwards the SIP NOTIFY requesheioXDMC.

19) The XDMC responds the SIP NOTIFY request with a0'ZIK” response sent to the SIP/IP Core.

20) The SIP/IP Core forwards the response to the Sigbiser Proxy.

C.6 Sample Search Operation

Figure C.6 describes how a Search operation i®peed. The example shows searching user profike ida®rofile XDMS
[XDM_Profile]; the same type of messages applyskeirching in other Application Usages, where cdraérTTP body
would be different. In this example is the XDMCtire same domain as the Profile XDMS. It is alsaaed that the
address of Aggregation Proxy is “xcap.example.camd the XCAP Root URI is “xcap.example.com/”.

For simplicity, search in home domain only is désaat in following example.

XDM Client Aggregation
Proxy

1. HTTP POST—»

<¢—2. 401 Unauthorized

3. HTTP POST——»

4—7. 200 OK
<—8. 200 OK

Search Profile XDMS
Proxy

4. HTTP POST——»

5. HTTP POST—p

—6. 200 OK

Figure C.8 - Sample Search operation

The details of the flows are as follows:
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1) The user “sip:joebloggs@example.com” wants to obtia¢ user profile data with people from Japantastaby football.

For this purpose the XDMC sends an HTTP POST redadhe Aggregation Proxy. The search is targedetie home

domain only.

POST /org.openmobilealliance.search?target=org.open
Host: xcap.example.com

User-Agent: XDM-client/OMA2.1

Date: Thu, 10 Aug 2006 10:50:33 GMT
X-3GPP-Intended-Identity: "sip:joebloggs@example.co
Accept-Encoding: gzip

Content-Type: application/vnd.oma.search+xml; chars
Content-Length: ...

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmlns="urn:oma:xml:xdm:search">

<search id="1234">
<request>
<query>
<I[CDATA[
xquery version "1.0";
declare default element namespace "urn:oma:xm

for $u in collection("org.openmobilealliance.use
profile
where ($u/hobbies/hobby="football")and($u/add
return <user-profile>{$u/@uri}{$u/display-name}<
1>
</query>
</request>
</search>

</search-set>

mobilealliance.user-profile/users/ HTTP/1.1

m"

et="utf-8"

I:xdm:user-profile";
r-profile/users/")/user-profiles/user-

ress/country="JP")
luser-profile>

2) Upon receiving an unauthorized HTTP POST the Agafieg Proxy chooses to authenticate the XDMC.

HTTP/1.1 401 Unauthorized

Server: XDM-proxy/OMA2.1

Date: Thu, 10 Aug 2006 10:50:33 GMT

WWW-Authenticate: Digest realm="xcap.example.com",
int

Content-Length: 0

nonce="47364c23432d2e131a5fb210812c", gop=auth-

3) The XDMC sends a HTTP POST request including ththéwization header to the Aggregation Proxy.

POST /org.openmobilealliance.search?target=org.open

Host: xcap.example.com

User-Agent: XDM-client/OMA2.1

Date: Thu, 10 Aug 2006 10:50:33 GMT

Authorization: Digest realm="xcap.example.com", non
username="sip:joebloggs@example.com", qop=auth-int,
uri="/org.openmobilealliance.search?target=org.open
response="2c8ee200cec7f6€966c932a9242554e4", cnonce

X-3GPP-Intended-Identity: "sip:joebloggs@example.co

Accept-Encoding: gzip

Content-Type: application/vnd.oma.search+xml; chars

Content-Length: ...

<?xml version="1.0" encoding="UTF-8"?>

<search-set xmins="urn:oma:xml:xdm:search">
<search id="1234">
<request>
<query>
<I[CDATA[
xquery version "1.0";
declare default element namespace "urn:oma:xm

mobilealliance.user-profile/users/ HTTP/1.1

ce="47364c23432d2e131a5fh210812c",
mobilealliance.user-profile/users/",
="dcd99agsfgfsa8h7102dd2f0e8b1", nc=00000001
m"

et="utf-8"

I:xdm:user-profile";
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for $u in collection("org.openmobilealliance.use
profile
where ($u/hobbies/hobby="football")and($u/add
return <user-profile>{$u/@uri}{$u/display-name}</
1>
</query>
</request>
</search>

</search-set>

r-profile/users/")/user-profiles/user-

ress/country="JP")
user-profile>

4) Based on the “org.openmobilealliance.search” AUH®, Aggregation Proxy forwards the Search Requetstet Search

Proxy.

POST /org.openmobilealliance.search?target=org.open
Host: xcap.example.com

User-Agent: XDM-client/ OMA2.1

Date: Thu, 10 Aug 2006 10:50:33 GMT
X-3GPP-Intended-Identity: "sip:joebloggs@example.co
Accept-Encoding: gzip

Content-Type: application/vnd.oma.search+xml; chars
Content-Length: ...

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmlIns="urn:oma:xml:xdm:search">

<search id="1234">
<request>
<query>
<I[CDATA[
xquery version "1.0";
declare default element namespace "urn:oma:xm

for $u in collection("org.openmobilealliance.use
profile
where ($u/hobbies/hobby="football")and($u/add
return <user-profile>{$u/@uri}{$u/display-name}<
1>
</query>
</request>
</search>

</search-set>

mobilealliance.user-profile/users/ HTTP/1.1

m"

et="utf-8"

I:xdm:user-profile";
r-profile/users/")/user-profiles/user-

ress/country="JP")
luser-profile>

NOTE: If the “X-3GPP-Intended-ldentity” is not ilncled in the message (3), the Aggregation Proxyimélude the

X-3GPP-Asserted-ldentity header.

5) Because the domain parameter is missing, the S@aoaly recognizes that the search operation igtadgo the home
domain. Based on the target parameter in the RetliRisthe Search Proxy forwards the Search Reqodbe

appropriate XDMS.

POST /org.openmobilealliance.search?target=org.open
Host: xcap.example.com

User-Agent: XDM-client/OMA2.1

Date: Thu, 10 Aug 2006 10:50:33 GMT
X-3GPP-Intended-Identity: "sip:joebloggs@example.co
Accept-Encoding: gzip

Content-Type: application/vnd.oma.search+xml; chars
Content-Length: ...

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmins="urn:oma:xml:xdm:search">

<search id="1234">
<request>
<query>

mobilealliance.user-profile/users/ HTTP/1.1

m"

et="utf-8"
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<I[CDATA[
xquery version "1.0";
declare default element namespace "urn:oma:xm

for $u in collection("org.openmobilealliance.use
profile
where ($u/hobbies/hobby="football")and($u/add
return <user-profile>{$u/@uri}{$u/display-name}<
1>
</query>
</request>
</search>

</search-set>

I:xdm:user-profile";
r-profile/users/")/user-profiles/user-

ress/country="JP")
luser-profile>

6) After the XDMS has performed the search operatiom XDMS sends an HTTP “200 OK” response includimg

requested results in the body.

HTTP/1.1 200 OK

Server: XDM-serv/OMA2.1

Date: Thu, 10 Aug 2006 10:50:39 GMT
Content-Type: application/vnd.oma.search+xml; chars
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmIns="urn:oma:xml:xdm:search" xmins:up

<search id="1234">
<response>
<up:user-profile uri="A@example.com"><up:display-
<up:user-profile uri="B@example.com"><up:display-
<up:user-profile uri="C@example.com"><up:display-
<up:user=profile uri="D@example.com"><up:display-
</response>

</search>

</search-set>

et="utf-8"

="urn:oma:xml:xdm:user-profile">

name>Alex</up:display-name></up:user-profile>

name>Brian</up:display-name></up:user-profile>
name>Chris</up:display-name></up:user-profile>
name>David</up:display-name></up:user-profile>

7) The Search Proxy routes the response to the Agtipagaroxy.

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.1

Date: Thu, 10 Aug 2006 10:50:39 GMT

Content-Type: application/vnd.oma.search+xml; chars
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmIns="urn:oma:xml:xdm:search" xmins:up

<search id="1234">
<response>
<up:user-profile uri="A@example.com"><up:display-
<up:user-profile uri="B@example.com"><up:display-
<up:user-profile uri="C@example.com"><up:display-
<up:user-profile uri="D@example.com"><up:display-
</response>

</search>

</search-set>

et="utf-8"

="urn:oma:xml:xdm:user-profile">

name>Alex</up:display-name></up:user-profile>

name>Brian</up:display-name></up:user-profile>
name>Chris</up:display-name></up:user-profile>
name>David</up:display-name></up:user-profile>

8) The Aggregation Proxy encodes (optionally) the enhaind routes the response back to the XDMC.

HTTP/1.1 200 OK

Server: XDM-serv/IOMA2.1

Date: Thu, 10 Aug 2006 10:50:39 GMT
Content-Type: application/vnd.oma.search+xml; chars
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<search-set xmIns="urn:oma:xml:xdm:search" xmins:up

<search id="1234">
<response>

et="utf-8"

="urn:oma:xml:xdm:user-profile">

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-XDM_Core-V2_1-20101202-C

Page 139 (170)

<up:user-profile uri="A@example.com"><up:display-
<up:user-profile uri="B@example.com"><up:display-
<up:user-profile uri="C@example.com"><up:display-
<up:user-profile uri="D@example.com"><up:display-

name>Alex</up:display-name></up:user-profile>

name>Brian</up:display-name></up:user-profile>
name>Chris</up:display-name></up:user-profile>
name>David</up:display-name></up:user-profile>

</response>
</search>

</search-set>

C.7 Examples of Access Permissions Documents

C.7.1 Administrator Controlled Access Permission Document

This example shows an Access Permissions Docuroeatuiser with XUl “sip:joe@example.com”. A usethwihe identity
“sip:bob@example.com” is the administrator of thecéss Permissions in the User Directory. The user
“sip:joe@example.com” is allowed to do any changdss XDM Documents apart from changing the Acdesamissions
Document as a <directory-rule> element is missimgjtherefore the default Access Permissions apfiywing the Primary
Principal access to any XDM operation.

<?xml version="1.0" encoding="UTF-8"?>
<ap-rules xmIns="urn:oma:xml:xdm:ap"
xmins:cp="urn:ietf:params:xml:ns:common-policy"
xmins:ocp="urn:oma:xml:xdm:common-policy">
<access-permissions-document-rule>
<cp:ruleset>
<cp:rule id="ap-admin">
<cp:conditions>
<cp:identity>
<cp:one id="sip:bob@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-any-operation/>
</cp:actions>
</cp:rule>
</cp:ruleset>
</access-permissions-document-rule>
</ap-rules>

C.7.2 Administrator Controlled User Directory

This example shows an Access Permissions Docuroeatudser with XUl “sip:joe@example.com”. The ugéh the
identity “sip:bob@example.com” is the administratdrall XDM Document in this User Directory. Theaussip:joe@
example.com” can read his XDM Documents as a PyifRancipal always has read access to its Userciiirg.

<?xml version="1.0" encoding="UTF-8"?>
<ap-rules xmins="urn:oma:xml:xdm:ap"
xmlins:cp="urn:ietf:params:xml:ns:common-policy"
xmins:ocp="urn:oma:xml:xdm:common-policy">
<access-permissions-document-rule>
<cp:ruleset>
<cp:rule id="ap-admin">
<cp:conditions>
<cp:identity>
<cp:one id="sip:bob@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
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<allow-any-operation/>
</cp:actions>
</cp:rule>
</cp:ruleset>
</access-permissions-document-rule>
<directory-rule>
<cp:ruleset>
<cp:rule id="allow-all">
<cp:conditions>
<cp:identity>
<cp:one id="sip:bob@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-any-operation/>
</cp:actions>
</cp:rule>
</cp:ruleset>
</directory-rule>
</ap-rules>

C.7.3 Granting only a View of the Access Permissions Document to all
users

This example shows an Access Permission Documeatdser with XUl “sip:joe@example.com”. The user
“sip:bob@example.com” is the administrator of aldM Document is this User Directory. The user “sip@domain can
still read his XDM Documents as a Primary Princiglafays has read access to its User Directory. UEkee
“sip:john@example.com” is allowed to retrieve alDM Documents in “sip:;joe@example.com™s User Dimgt When the
user sip:john@example.com is retrieving the Acé&msnission Document he will get an Access Pernmnissidocument
with only the “ap- own-many” rule and the “allowtrieve” rule as the “allow-retrieve-own” rule grarttim and any other
user access to an Access Permissions Document whigltontains rules related to the requesting.u3ée “allow-
retrieve-own” rule controls also that a user’s A&xPermissions List Document is updated by the XDWA8n this user is
granted access to the User Directory.

<?xml version="1.0" encoding="UTF-8"?>
<ap-rules xmIns="urn:oma:xml:xdm:ap"
xmlins:cp="urn:ietf:params:xml:ns:common-policy"
xmlns:ocp="urn:oma:xml:xdm:common-policy">
<access-permissions-document-rule>
<cp:ruleset>
<cp:rule id="ap-admin">
<cp:conditions>
<cp:identity>
<cp:one id="sip:bob@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-any-operation/>
</cp:actions>
</cp:rule>
<cp:rule id="ap-own-many">
<cp:conditions>
<cp:identity>
<cp:many/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-retrieve-own-data/>
</cp:actions>
</cp:rule>
</cp:ruleset>
</access-permissions-document-rule>
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<directory-rule>
<cp:ruleset>
<cp:rule id="allow-all">
<cp:conditions>
<cp:identity>
<cp:one id="sip:bob@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-any-operation/>
</cp:actions>
</cp:rule>
<cp:rule id=" allow-retrieve">
<cp:conditions>
<cp:identity>
<cp:one id="sip:john@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-retrieve/>
</cp:actions>
</cp:rule>
</cp:ruleset>
</directory-rule>
</ap-rules>

C.7.4 Blocking a single User to retrieve the Access Permissions

Document

This example shows an Access Permission Documeantdser with XUl “sip:joe@example.com”. The uséttvthe
identity “sip:bob@example.com” is the administratdrall XDM Document is this User Directory. Theeussip:joe @
example.com” can still read his XDM Documents &ianary Principal always has read access to his Dgectory. The
user “sip:;john@ example.com” is allowed to retrieleXDM Documents in the user “sip:;joe@ examplens User
Directory. The user “sip:alice@example.com” is lied to retrieve any data about her Access Permissmthis User
Directory. If the user “sip:alice@example.com” i@ retrieve the Access Permissions Documentyiihget a

“Forbidden” response.

<?xml version="1.0" encoding="UTF-8"?>
<ap-rules xmIns="urn:oma:xml:xdm:ap"
xmins:cp="urn:ietf:params:xml:ns:common-policy"
xmlns:ocp="urn:oma:xml:xdm:common-policy">
<access-permissions-document-rule>
<cp:ruleset>
<cp:rule cp:id="ap-admin">
<cp:conditions>
<cp:identity>
<cp:one id="sip:bob@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-any-operation/>
</cp:actions>
</cp:rule>
<cp:rule cp:id="ap-many">
<cp:conditions>
<cp:identity>
<cp:many>
<cp:except id="sip:alice@example.com"”
</cp:many>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-retrieve-own-data/>
</cp:actions>
</cp:rule>
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</cp:ruleset>
</access-permissions-document-rule>
<directory-rule>
<cp:ruleset>
<cp:rule cp:id="allow-all">
<cp:conditions>
<cp:identity>
<cp:one id="sip:bob@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-any-operation/>
</cp:actions>
</cp:rule>
<cp:rule cp:id="allow-retrieve">
<cp:conditions>
<cp:identity>
<cp:one id="sip:john@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-retrieve/>
</cp:actions>
</cp:rule>
</cp:ruleset>
</directory-rule>
</ap-rules>

C.7.5 Access Permissions Document with a filter

This example shows an Access Permission Documettiéd'group” Application Usage. The user with ttentity
“sip:bob@example.com” is the administrator of aldM Document is this User Directory. The user

“sip:carl@example.com” is allowed to forward pafrtlee group document “mysoccerteam” as describethéyfilter set>
element below.

<?xml version="1.0" encoding="UTF-8"?>
<ap-rules xmins="urn:oma:xml:xdm:ap"
xmins:cp="urn:ietf:params:xml:ns:common-policy"
xmins:ocp="urn:oma:xml:xdm:common-policy"
xmins:fi="urn:ietf:params:xml:ns:simple-filter" >
<access-permissions-document-rule>
<cp:ruleset>
<cp:rule cp:id="ap-admin">
<cp:conditions>
<cp:identity>
<cp:one id="sip:bob@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-any-operation/>
</cp:actions>
</cp:rule>
</cp:ruleset>
</access-permissions-document-rule>
<directory-rule>
<cp:ruleset>
<cp:rule cp:id="allow-all">
<cp:conditions>
<cp:identity>
<cp:one id="sip:bob@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-any-operation/>
</cp:actions>
</cp:rule>
</cp:ruleset>
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</directory-rule>
<document-rule path="mysoccerteam">
<cp:ruleset>
<cp:rule cp:id=" forward">
<cp:conditions>
<cp:identity>
<cp:one id="sip:carl@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-forward/>
</cp:actions>
<cp:transformations>
<fifilter-set>
<fi:ns-bindings>
<fi:ns-binding prefix="gr" urn="urn:oma:x
</fi:ns-bindings>
<fi:filter id="ap-include">
<fi:what>
<fizinclude type="xpath">//gr:list-serv
<fi:include type="xpath">//gr:list-serv
<fi:include type="xpath">//gr:list-serv
</fi:what>
</fi-filter>
<ffifilter-set>
</cp:transformations>
</cp:rule>
</cp:ruleset>
</document-rule>
</ap-rules>

ml:poc:list-service"/>

ice/gr:display-name</fi:include>
ice/gr:list<ffi:include>
ice/gr:invite-members</fi:include>

C.7.6  Administrator and Primary Principal Controlled User Directory.

This example shows an Access Permissions Docuraeatiser with XUl “sip:joe@example.com”. The usgéth the
identity “sip:bob@example.com” is the administravéall XDM Documents in this User Directory. Theeu
“sip:joe@example.com”, the Primary Principal, cégsoéhandle his own XDM Documents apart from the éssc

Permissions Document.

<?xml version="1.0" encoding="UTF-8"?>
<ap-rules xmins="urn:oma:xml:xdm:ap"

<access-permissions-document-rule>
<cp:ruleset>
<cp:rule id="ap-admin">
<cp:conditions>
<cp:identity>
<cp:one id="sip:bob@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-any-operation/>
</cp:actions>
</cp:rule>
</cp:ruleset>
</access-permissions-document-rule>
<directory-rule>
<cp:ruleset>
<cp:rule id="ap-xui">
<cp:conditions>
<cp:identity>
<cp:one id="sip:joe@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-any-operation/>
</cp:actions>

xmlins:cp="urn:ietf:params:xml:ns:common-policy"
xmins:ocp="urn:oma:xml:xdm:common-policy">

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-XDM_Core-V2_1-20101202-C Page 144 (170)

</cp:rule>
<cp:rule id="allow-all">
<cp:conditions>
<cp:identity>
<cp:one id="sip:bob@example.com"/>
</cp:identity>
</cp:conditions>
<cp:actions>
<allow-any-operation/>
</cp:actions>
</cp:rule>
</cp:ruleset>
</directory-rule>
</ap-rules>

For more examples with the <document-rule> elerireah Access Permissions Documents[Z@&1_Group] and
[XDM_List].

C.8 Examples of XDCP Operations

C.8.1 Differential Read - No Filter

This example uses data similar to that found iné&n€.9.1. In this example flow, the XDMC uses diffietial read "catch-
up" to the current state of the Request Historgrmiation Document of a List XDM Document. This ewae does not use
a <filter-set> element; for an example of diffeiahtead operation using a filter, refer to theseduent section of this annex.

In the first figure below, the XDMC has the histatycument up to requests for Bob and Alice. Theggfihe XDMC has
the E-Tag of the Request History Information Docutra the associated List XDM Document post theussgs from Bob
and Alice (i.e., after the time of "time2"). Afteime2", Ted and Carol make requests againstbéiment, which the
XDMS has recorded in the history document.

<?xml version="1.0" encoding="UTF-8"?>
<request-history xmins="urn:oma:xml:xdm:request-his tory">
<document id="index">
<requestor id="sip:bob@domain">
<last-requests>
<request type="retrieve" result="not-authorize d" timestamp="time1"/>
</last-requests>
</requestor>
<requestor id="sip:alice@domain">
<last-requests>
<request type="delete" result="not-authorized" timestamp="time2" counter="1"/>
</request>
</last-requests>
</requestor>
<requestor id="sip:ted@domain">
<last-requests>
<request type="retrieve" result="authorized" t imestamp="time3" counter="1"/>
</last-requests>
</requestor>
<requestor id="sip:carol@domain">
<last-requests>
<request type="retrieve" result="not-authorize d" timestamp="time4" counter="1"/>
</last-requests>
</requestor>
</document>
</request-history>

Figure C.9 - Example Request History Information D@ument
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XDM Client Aggregation List XDMS
Proxy
1. HTTP POST
< 2.200 OK

Figure C.10 - XDCP Differential Read Request operadn - no filter

The abbreviated flow diagram does not show the Agafion proxy nor authentication headers nor attiEFP headers.
The Differential Read involves an HTTP POST Regaest Response with XDCP Document <request> angpensg>
elements, respectively. The details of the floes@s follows:

1) The XDMC sends an HTTP POST request to retrieveRéiguest History Information Document associated tie
Resource-List Document of the Principal “sip:jogge@example.com™
the value of the E-Tag of the XDM document verdiut the XDMC currently possesses (= "etagl"):

. The <etag> element contairtsregshat is

POST /resource-lists/users/sip:joebloggs@example.co m/oma_requests/history HTTP/1.1
Host xcap.example.com

Content-Type: application/xdcp-document+xml; charse t="utf-8"
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmlns="urn:oma:xml:xdm:xdcp-document ">
<request>
<diff-read>
<etag>etagl</etag>
</diff-read>
</request>
</xdcp-document>

Figure C.11 - XDCP Differential Read Request - No iker

2) The XDMS returns a multipart MIME in an HTTP “20KOresponse. This MIME has two parts. One pagris<DCP

Document containing a <response> element thatheashild element <done> with the value "etag2",chhs the

current E-TAG of the document. The other MIME garan XCAP-Diff MIME containing a <document> chiéddement,
which in turn contains an <add> child element cging the added entries to the history documenthhat a result

attribute equal to "not-authorized".

HTTP/1.1 200 OK

aontent—Type: multipart/mixed boundary="boundaryl
Content-Length: (...)

--boundaryl

Content-Type: application/xdcp-document+xml; charse t="utf-8"

<?xml version="1.0" encoding="UTF-8"?>

<xdcp-document xmlns="urn:oma:xml:xdm:xdcp-document ">
<response><done/></response>

</xdcp-document>

--boundaryl
<?xml version="1.0" encoding="UTF-8"?>
<xd:xcap-diff
xmlins:xd="urn:ietf:params:xml:ns:xcap-diff"
xcap-root="http://xcap.example.com/root">
<xd:document
previous-etag="etag1"
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sel="resource-lists/users/sip:joe@domain/oma_re quests/history”
new-tag="etag2">
<xd:add sel="/request-history/document[@id="ind ex']">
<requestor id="sip:ted@domain">
<last-requests>
<request type="retrieve" result="authorized" timestamp="time3" counter="1"/>
</last-requests>
</requestor>
<requestor id="sip:carol@domain">
<last-requests>
<request type="retrieve" result="not-auth orized" timestamp="time4" counter="1"/>
</last-requests>
</requestor>
</xd:add>
</xd:document>
</xd:xcap-diff>

Figure C.12 - XDCP Differential Read Response - N@ilter

C.8.2 Differential Read - With Filter

In this example, the XDMC uses differential readhva filter to obtain the identities of XDM Userhavhave made a failed
request against an application document, i.e., weta@uthorized. The idea is that an XDM User malybe interested to
see all requests made against the document, ahésapproach reduces the total amount of inforomatieing transmitted,
stored, etc. If the XDMC has not previously rélael Request History Information Document with fiilter, then it must do
so first (the following example of this annex hiais tase). Note: If the XDMC should later needehtre request history,
the XDMC needs to read the entire request documighout the filter.

Based on the differential read response, the XDiCinform the use XDM User, who can then make ard@hation
whether to change the access permissions to alkrwi Gn the case below, to access the List Docamen

XDM Client Aggregation List XDMS
Proxy
1. HTTP POST >
< 2.200 OK

Figure C.13 - XDCP Differential Read Request operabn - with Filter

The details of the flow are as follows:

1) The XDMC sends an HTTP POST Request to retriev&ktmest History Information Document associatdtl thie
Resource-List XDM Document of the Principal “sigidoggs@example.com™. The <etag> element conthiavalue
of the E-Tag of the XDM document version that tHeMC currently possesses (= "etagl"). The <filtet>JRFC4661]
child element contains a <filter> child elementhwéin "id". Similar to use of filters for SIP bdssubscriptions
(referring to section 3.4 of [RFC4661]), the "uaittribute of the <filter> element does not havéedncluded as the
XDCP Request applies to the resource identifigtiénRequest URI of the HTTP POST Request. Theirelarnof the
filter selects "requestor”" elements that contaihitd node "last-requests” that in turn contairregaest> child element
with a "result" attribute equal to "not-authorized"

POST /resource-lists/users/sip:joebloggs@example.co m/oma_requests/history HTTP/1.1
Host xcap.example.com

Content-Type: application/xdcp-document+xml; charse t="utf-8"
Content-Length: (...)
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<?xml version="1.0" encoding="UTF-8"?>
<xdcp:xdcp-document
xmlins:xdcp="urn:oma:xml:xdm:xdcp-document"
xmins:fs="urn:ietf:params:xml:ns:simple-fil ter>
<xdcp:request>
<xdcp:diff-read>
<xdcp:etag>etagl</xdcp:etag>
<fsfilter-set>
<fs:ns-binding prefix="rh" urn="urn:oma: xml:xdm:request-history"/>
<fsfilter id="not-authorized-filter">
<fs:what>
<fs:include type="xpath">
Irh:request-history/rh:documen t{@id="index]/rh:requestor
[/rh:last-requests/rh:request/@result="not- authorized’]
</fs:include>
</fs:what>
<[fsfilter>
</fsfilter-set>
</xdcp:diff-read>
</xdcp:request>
</xdcp:xdcp-document>

Figure C.14 - XDCP Differential Read Request - withFilter

2) The XDMS returns a multipart MIME in an HTTP “200KOResponse. This MIME has two parts. One padris
XDCP Document containing a <response> elementhihsthe child element <done>. The other part X@AP-Diff
MIME containing a <document> child element, whiohtrn contains an <add> child element conveyimgatided
entries to the history document that match therfilt

HTTP/1.1 200 OK

E:bntent-Type: multipart/mixed boundary="boundary1
Content-Length: (...)

--boundaryl

Content-Type: application/xdcp-document+xml; charse t="utf-8"
<?xml version="1.0" encoding="UTF-8"?>

<xdcp-document xmins="urn:oma:xml:xdm:xdcp-document ">

<response><done/></response>
</xdcp-document>

--boundaryl
<?xml version="1.0" encoding="UTF-8"?>
<xd:xcap-diff xmIns:xd="urn:ietf:params:xml:ns:xcap -diff"
xcap-root="http://xcap.example.com/root">
<xd:document
previous-etag="etagl"
sel="resource-lists/users/sip:joe@domain/oma_re guests/history"
new-tag="etag2">
<xd:add sel="/request-history/document[@id="ind exT">
<requestor id="sip:carol@domain">
<last-requests>
<request type="retrieve" result="not-autho rized" timestamp="time4" counter="1"/>
</last-requests>
</requestor>
</xd:add>
</xd:document>
</xd:xcap-diff>

Figure C.15 - XDCP Differential Read Response - whitFilter

C.8.3 "Reactive Authorization" via Differential Read and Write with Filter

In this example, the XDMC uses differential read amite operations to perform some parts of thpsstéescribed in
Appendix H. when handling the Request History Infation Document of a List XDM Document.
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The following figure depicts the Request Historfohmation Document for a List Document involvinglaorized and
unauthorized requests from Bob, Alice, Ted, ancbCar

<?xml version="1.0" encoding="UTF-8"?>
<request-history xmins="urn:oma:xml:xdm:request-his tory">
<document id="index">
<requestor id="sip:bob@domain">
<last-requests>
<request type="retrieve" result="not-authorize d" timestamp="time1"/>
</last-requests>
</requestor>
<requestor id="sip:alice@domain">
<last-requests>
<request type="delete" result="not-authorized" timestamp="time2" counter="1"/>
</request>
</last-requests>
</requestor>
<requestor id="sip:ted@domain">
<last-requests>
<request type="retrieve" result="authorized" t imestamp="time3" counter="1"/>
</last-requests>
</requestor>
<requestor id="sip:carol@domain">
<last-requests>
<request type="retrieve" result="not-authorize d" timestamp="time4" counter="1"/>
</last-requests>
</requestor>
</document>
</request-history>

Figure C.16 - Starting State of Request History Infrmation Document on the XDMS

XDM Client Aggregation List XDMS
Proxy
1. HTTP POST (Diff Ready———»
< 2.200 OK

3. HTTP POST (Diff Write}———————p>
< 4.200 OK

Figure C.17 - "Reactive Authorization" with XDCP Di fferential Read and Write Request

The example assumes the XDMC fetches all "not-aig#bad" entries, e.g., to determine whether to atzleccertain XDM
Users for the particular document. The XDMC tresatine of the non authorized users by updating thg Access
Permissions document (not shown in the sequence).

The XDMC now seeks to delete the unauthorized retogrétries from the request history associated thithList document
that has been treated. The example assumes the XdadE€not maintain a locally stored copy of the st History
Information Document, and so the XDMC first redds tequest history associated with the List Documeimg the filter to
select unauthorized request entries. To caus¥iMS to return all entries matching the filter, tk®OMC SHALL NOT
include an <etag> element in the XDCP documenh®XDCP Request.

The details of the flow are as follows:

1) The XDMC sends an HTTP POST Request to the Redlissiry Information Document associated with thes®&ece-
List XDM Document of the Principal “sip:joebloggs@nple.com™. The <request> element contains tiikel c
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element <diff-read>. The <diff-read> element comsaa <filter-set> [RFC4661] child element contaghan<filter>

child element with the "id" attribute associatedhathe filter. The "uri" attribute of the <filterelement does not have to
be included as the XDCP Request applies to thairesadentified in the Request URI of the HTTP PG&iquest.

The rest of the filter selects "requestor" eleméms contain a child node "last-requests” thatiin contain a <request>
child element with a "result" attribute equal t@tyauthorized".

POST /resource-lists/users/sip:joebloggs@example.co m/oma_requests/history HTTP/1.1
Host xcap.example.com

Content-Type: application/xdcp-document+xml; charse t="utf-8"
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xd:xdcp-document
xmlns:xdcp="urn:oma:xml:xdm:xdcp-document"
xmins:fs="urn:ietf:params:xml:ns:simple-fil ter>
<xdcp:request>
<xdcp:diff-read>
<fsfilter-set>
<fs:ns-binding prefix="rh" urn="urn:oma: xml:xdm:request-history"/>
<fsfilter id="not-authorized-filter">
<fs:what>
<fs:include type="xpath">
Irh:request-history/rh:documen t{@id="index")/rh:requestor
[/rh:last-requests/rh:request/@result="not- authorized']
</fs:include>
</fs:what>
</fs:filter>
</fs:filter-set>
</xdcp:diff-read>
</xdcp:request>
</xdcp:xdcp-document>

Figure C.18 - XDCP Differential Read Request - Fikr & Null E-Tag

2) The XDMS returns a multipart MIME in an HTTP “200KOresponse. This MIME has two parts. One pa#ris
XDCP Document containing a <response> elementihsthe child element <done>. The second MIME ipaah
XCAP-Diff MIME containing a <document> child elentemwhich in turn, contains a <replace> child eletr@mveying
entries in the request history document for thé XBMS document with id="index" that have a "reSulttribute value
of "not-authorized". The current E-TAG of the histalocument is conveyed via the XCAP-Diff MIME "neatag"
attribute.

HTTP/1.1 200 OK

aontent—Type: multipart/mixed boundary="boundaryl
Content-Length: (...)

--boundaryl

Content-Type: application/xdcp-document+xml; charse t="utf-8"
<?xml version="1.0" encoding="UTF-8"?>

<xdcp-document xmlns="urn:oma:xml:xdm:xdcp-document ">

<response><done/></response>
</xdcp-document>

--boundaryl
<?xml version="1.0" encoding="UTF-8"?>
<xd:xcap-diff
xmlins:xd="urn:ietf:params:xml:ns:xcap-diff"
xcap-root="http://xcap.example.com/root">
<xd:document
sel="resource-lists/users/sip:joe@domain/oma_re quests/history”
new-tag="etag2">
<xd:replace> sel="/">
<request-history xmIns="urn:oma:xml:xdm:request -history">
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<document id="index>
<requestor id="sip:bob@domain">
<last-requests>
<request type="retrieve" result="not-author ized" timestamp="time1"/>
</last-requests>
</requestor>
<requestor id="sip:alice@domain">
<last-requests>
<request type="delete" result="not-authoriz ed" timestamp="time2" counter="1"/>
</last-requests>
</requestor>
<requestor id="sip:carol@domain">
<last-requests>
<request type="retrieve" result="not-author ized" timestamp="time4" counter="1"/>
</last-requests>
</requestor>
</request-history>
</document>
</xd:replace>
</xd:xcap-diff>

Figure C.19 - XDCP Differential Read Response - Fér & Null E-Tag

The XDMC now has the following locally stored ReguHistory Information Document:

<?xml version="1.0" encoding="UTF-8"?>
<request-history xmins="urn:oma:xml:xdm:request-his tory">
<document id="index">
<requestor id="sip:bob@domain">
<last-requests>
<request type="retrieve" result="not-authorize d" timestamp="time1"/>
</last-requests>
</requestor>
<requestor id="sip:alice@domain">
<last-requests>
<request type="delete" result="not-authorized" timestamp="time2" counter="1"/>
</request>
</last-requests>
</requestor>
<requestor id="sip:carol@domain">
<last-requests>
<request type="retrieve" result="not-authorize d" timestamp="time4" counter="1"/>
</last-requests>
</requestor>
</document>
</request-history>

Figure C.20 - XDMC Locally Stored Request History hformation Document

The authorized entry is not present because it doesatch the filter.

3) When the XDMC has treated the three non authotizeds by e.g., giving them access to the “indexudoent, the
XDMC sends an HTTP POST Request to the Requestifistformation Document associated with the Resetlrist
XDM Document of the Principal “sip:joebloggs@exampbm” to remove them from the Request History fimfation
Document. The <filter-set> is the same as in tle@ipus step. The XCAP-Diff MIME body part contaipatch-ops
<remove> operation elements that remove the thnées returned in the previous step. The culeehAG value
("etag2") of the history document is conveyed ia ‘threvious-etag" attribute of the XCAP-Diff MIME.

POST /resource-lists/users/sip:joebloggs@example.co m/oma_requests/history HTTP/1.1
Host xcap.example.com
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E:bntent-Type: multipart/mixed boundary="boundary1
Content-Length: (...)

--boundaryl

Content-Type: application/xdcp-document+xml; charse
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xd:xdcp-document
xmlns:xdcp="urn:oma:xml:xdm:xdcp-document"
xmins:fs="urn:ietf:params:xml:ns:simple-fil
<xdcp:request>
<xdcp:diff-write>
<fsfilter-set>
<fs:ns-binding prefix="rh" urn="urn:oma:
<fsfilter id="not-authorized-filter">
<fs:what>
<fs:include type="xpath">
Irh:request-history/rh:documen

</fs:include>
</fs:what>
</fs:filter>
<[fs:filter-set>
</xd:diff-write>
</xdcp:request>
</xdcp:xdcp-document>

--boundaryl
<?xml version="1.0" encoding="UTF-8"?>
<xd:xcap-diff xmIns:xd="urn:ietf:params:xml:ns:xcap
xcap-root="http://xcap.example.com/root">
<xd:document
previous-etag="etag2"
sel="resource-lists/users/sip:joe @domain/oma_re
<xd:remove sel="/request-history/document[@id="
<xd:remove sel="/request-history/document[@id="
<xd:remove sel="/request-history/document[@id="
</xd:document>
</xd:xcap-diff>

[/rh:last-requests/rh:request/@result="not-

t="utf-8"

ter>

xml:xdm:request-history"/>

t{@id="index")/rh:requestor
authorized']

-diff"

guests/history">
index'J/requestor[@id="sip:bob@domain']"/>
index']J/requestor[@id="sip:alice@domain’]"/>
index')/requestor[@id="sip:carol@domain']"/>

Figure C.21 - XDCP Differential Write Request - Fiter

4) The XDMS returns a multipart MIME in an HTTP “200KOResponse with an XDCP Document containing a
<response> element that has the child element <dewneetag> with the new E-Tag value ("etag3") & Request

Information History Document.

HTTP/1.1 200 OK

E:bntent-Type: multipart/mixed boundary="boundary1
Content-Length: (...)

--boundaryl

Content-Type: application/xdcp-document+xml; charse

<?xml version="1.0" encoding="UTF-8"?>

<xdcp-document xmins="urn:oma:xml:xdm:xdcp-document
<response><done-new-etag>etag3</done-new-etag></re

</xdcp-document>

t="utf-8"

"
sponse>

Figure C.22 - XDCP Differential Write Response - Rier

The Request History Information Document as starethe XDMS is:
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<?xml version="1.0" encoding="UTF-8"?>
<request-history xmIns="urn:oma:xml:xdm:request-his tory">
<document id="index">
<requestor id="sip:ted@domain">
<last-requests>
<request type="retrieve" result="authorized" t imestamp="time3" counter="1"/>
</last-requests>
</requestor>
</document>
</request-history>

Figure C.23 - Final State of Request History Infornation Document on the XDMS

C.8.4 Set Document Reference

This example shows an XDCP Documents used to Becament Reference to another XDM Document. The insthis
example has two user identities “sip:alice@exanspla.and alice.swansson@example.com and wants theisame User
Access Policy Document for both identities.

The user has already created a User Access PdticyrBent using the identity “sip:alice.swansson@eptarnom as XUI.
The User Access Policy Document for the identipyalice@example.com does not exist.

The user selects the device that can handle thiédesdity “sip:alice@example.com” and selects tihat User Access Policy
Document for this identity shall be the same adibker Access Policy Document for the user identity
“sip:alice.swansson@example.com”. The XDMC isshesfollowing XDCP Request.

POST / org.openmobilealliance.access-rules/users/si p:alice@example.com/access-rules HTTP/1.1
Host xcap.example.com

Content-Type: application/xdcp-document+xml; charse t="utf-8"
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmins="urn:oma:xml:xdm:xdcp-document ">
<request>
<set-doc-ref>
<reference>org.openmobilealliance.access-
rules/users/sip:alice.swansson@example.com/access-r ules
</reference>
<display-name>Alice Swansson’s User Access Poli cy</display-name>
</set-doc-ref>
</request>
</xdcp-document>

The XDMS receives the XDCP request and check thmege Permissions Document related to the identity
“sip:alice@example.com” to authorize the XDCP rexju€&he XDMS checks also that it is possible taege the User
Access Policy Document referenced in the <referemtement. In this example both checks are poséthathe XDMS
returns the following XDCP Response to the XDMC:

HTTP/1.1 201 Created

Content-Type: application/xdcp-document+xml; charse t="utf-8"
<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmins="urn:oma:xml:xdm:xdcp-document ">
<response>
<done/>
</response>
</xdcp-document>
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C.8.5 Retrieve Document Reference

This example shows how Document Reference infoonatlated to a User Access Policy Document cartoeved.
“sip:alice@example.com” is the XUl of the User AssdPolicy Document in this example. The XDMC issihesfollowing
XDCP Request:

POST / org.openmobilealliance.access-rules/users/si p:alice@example.com/access-rules HTTP/1.1
Host xcap.example.com

Content-Type: application/xdcp-document+xml; charse t="utf-8"
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmIns="urn:oma:xml:xdm:xdcp-document ">
<request>
<retrieve-doc-ref/>
</request>
</xdcp-document>

The XDMS receives the XDCP Request and checks tduegs Permissions corresponding to the identity
“sip:alice@example.com. The requesting user isadtbto retrieve information about the User Accealécl Document and
therefore the XDMS returns the following XDCP respe:

HTTP/1.1 200 OK

Content-Type: application/xdcp-document+xml; charse t="utf-8"
<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmlns="urn:oma:xml:xdm:xdcp-document ">
<response>
<retrieve-doc-ref-result>
<reference>org.openmobilealliance.access-rul es/users/sip:alice.swansson@example.com/access-
rules
</reference>
<display-name>Alice Swansson’s User Access Poli cy</display-name>
</retrieve-doc-ref-result>
</response>
</xdcp-document>

C.8.6 Remove Document Reference

This example shows how Document Reference infoomatan be deleted. Document Reference informaétatied to the
identity “sip:alice@example.com” User Access Pollcument is removed. The XDMC issues the followkigCP
request:

POST / org.openmobilealliance.access-rules/users/si p:alice@example.com/access-rules HTTP/1.1
Host xcap.example.com
Content-Type: application/xdcp-document+xml; charse t="utf-8"
<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmlns="urn:oma:xml:xdm:xdcp-document ">

<request>

<remove-doc-ref/>
</request>

</xdcp-document>
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The XDMS receives the XDCP Request and checks tdue#s Permissions corresponding to the identity
“sip:alice@example.com. The requesting user isnatbto remove Document Reference information atfmut)ser Access
Policy Document and therefore the XDMS returnsftlewing XDCP response:

HTTP/1.1 200 OK

Content-Type: application/xdcp-document+xml; charse t="utf-8"
<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmins="urn:oma:xml:xdm:xdcp-document ">
<response>
<done/>
</response>
</xdcp-document>

C.8.7 Forwarding XDM Resources
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Home Domain

Remote Domain

XDMC Group XDMS List XDMS XDMC Group XDMS List XDMS
1. XDCP - Forward
Request
2. XCAP PUT
—— P
3.200 OK
f—————————————————
4. XDCP - Forward
Remote Request
L.
5.200 OK
6.200 OK et
¢ 7.Check Preferences of the
recipient
8.Fetch the forwarded
document and update the
recipient document
9. XCAP PUT
-
10.200 OK
[t
11. XDMC is notified
about Forward Request
12. XDCP - Forward
Delivery Report T ——— ==
-
13.200 OK
L.
14. XCAP PUT
—— P
15. 200 OK
l———————————————
16.XDMC is notified about the
result of the Forward request.
- ——————— 4 — — — — — — — —
Figure C.24 - XDM Forward Example Flows
NOTE: For the sake of brevity, the abbreviateavfithagram does not show the flows involved with Aggation

Proxy, Cross-network Proxy and also the HTTP heasleown are minimal. The details of the flow &e a

follows:

1) The XDMC of the User "joe@example.com” sends an A PIOST request to forward the group document name
“my_buddies” to the recipient “sip:alice@foo.com”
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POST
/org.openmobilealliance.xdcp/org.openmobilealliance
HTTP/1.1

Host xcap.example.com

Content-Type: application/xdcp-document+xml; charse
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmlns="urn:oma:xml:xdm:xdcp-document
<request>
<forward>
<recipients-list>
<list>
<entry uri="sip:alice@foo.com"/>
</list>
</recipients-list>
<note> Here comes my buddies </note>
<delivery-report>true</delivery-report>
<request-id>fjkl9078</request-id>
</request>
</xdcp-document>

.groups/users/sip:joe@example.com/my_buddies

t="utf-8"

2) The Group XDMS on receiving the above request wgsdite Forwarding Notification List of the User Jaieh the
XCAP PUT. The content carried in the XCAP PUT bdaslgs follows:

3)

4)

<delivery-notification request-id="fjkl9078">
<document-
uri>http://xcap.example.com/org.openmobilealliance.
document-uri>
<recipients-list>
<entry uri="sip:alice@foo.com" status="pending"/
</recipients-list>
</delivery-notification>

groups/users/sip:joe@example.com/my_buddies</

The List XDMS updates the Forwarding Notificatioist by adding the <delivery-notification> entry edeed and sends

200 OK response.

Since the recipient Alice is in different domaire tBroup XDMS creates the XDM Resource to be forediid a
temporary storage and does XDCP Forward Remotest@s follows:

POST /org.openmobilealliance.xdcp/org.openmobileall
Host xcap.foo.com

Content-Type: application/xdcp-document+xml; charse
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmIns="urn:oma:xml:xdm:xdcp-document
<request>
<forward-remote>
<document-uri>http://xcap.example.com/org.openm
</document-uri>
<recipients-list>
<list>
<entry uri="sip:alice@foo.com"/>
</list>
</recipients-list>
<note> Here comes my buddies </note>
<delivery-report>true</delivery-report>
<request-id>fjkI9078</request-id>
<size>800</size>
<expiration-time>Thu, 01 Jul 2010 16:00:00 GMT<
<content-type>application/vhd.oma.poc.groups+xm
</request>
</xdcp-document>

iance.groups/users/sip:alice@foo.com HTTP/1.1

t="utf-8"

obilealliance.groups/temp/mybuddies.xml

/expiration-time>
I</content-type>

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-XDM_Core-V2_1-20101202-C Page 157 (170)

5) The Group XDMS of Alice on receiving the above réenforward request checks whether the recipiestsdiin the
request are in its domain and then creates the&O0Besponse as follows and send to the Group XDiM®e:

HTTP/1.1 200 OK
Content-Type: application/xdcp-document+xml; charse t="utf-8"
<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmlns="urn:oma:xml:xdm:xdcp-document ">
<response>
<remote-forward-result/>

</response>

</xdcp-document>

6) The Group XDMS of Joe on receiving the above rerfatward response creates 200 OK response to thaifd
request received from XDMC of Joe.

HTTP/1.1 200 OK

Content-Type: application/xdcp-document+xml; charse t="utf-8"
<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmins="urn:oma:xml:xdm:xdcp-document ">
<response>
<forward-result/>
</response>
</xdcp-document>

7) The Group XDMS of Alice checks the preferenceshefAlice for handling the Forward request. Heredhge shown is
that Alice wants to accept the XDM Resource reakivem Joe.

8) The Group XDMS fetches the XDM Resource using ti téceived in the Forward Remote request and stbie
Group Document in Alice’s User Tree.

9) The Group XDMS of Alice updates the Forwarding Moétion List of Alice with the details of the réged remote
forward request. The entry added is as follows:

<request-notification-list auid="org.openmobilealli ance.groups">
<request document-uri="http://www.example.com/forw ard-data/mybuddies.xml">
<sender-identity>"sip:joe@example.com"</sender-i dentity>
<status>delivered</status>
<content-type>application/vnd.oma.poc.groups+xml </content-type>
<time-stamp>Tue, 29 Jul 2010 16:00:00 GMT </time stamp>
<note> Here comes my buddies </note>
</request>
</request-notification>

10) The List XDMS of Alice updates the Forwarding Nagiftion List of Alice with the above entry and serD0 OK
response.

11) Alice would be notified about the details of theaiwed forward request provided she has subsctih#te document
changes of the Forwarding Notification List Docurmen

12) Since Joe has requested for the Delivery ReporGtioep XDMS of Alice generates the Forward DelivBgport
request as follows:

POST /org.openmobilealliance.xdcp/org.openmobileall iance.groups HTTP/1.1
Host xcap.example.com

Content-Type: application/xdcp-document+xml; charse t="utf-8"
Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmins="urn:oma:xml:xdm:xdcp-document ">
<request>
<forward-delivery-report>
<request-id>fjkI9078</request-id>
<recipient-uri>"sip:alice@foo.com"</recipient-u ri>
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<status>delivered</status>
</request>
</xdcp-document>

13) The Group XDMS of Alice sends 200 OK response WithXDCP Response containing <done/> element.

14) The Group XDMS of Joe updates the Forwarding Nz#ifon List entry created in the Step 2 of thisMloy changing
the status attribute value to “delivered”.

15) The list XDMS sends 200 OK response.

16) The User Joe would get notified about the delivwagus provided he has the subscription to docucteanriges for his
Forwarding Notification List document.

C.9 Examples of History Information Documents

C.9.1 Request History Information Document Example

This example shows a Request History Informatioudeent for a user with XUI “sip:joe@example.comt foe URI List
Application Usage where the users with the idestitisip:bob@example.com” and “sip:alice@exampla.tbhave made
some XDM operations towards the XDM Document with Document Selector “resource-
lists/users/sip:joe@example.com/index”. “sip:bob@maple.com” has tried to retrieve the whole “ind&OM Document
and “sip:alice@example.com” has tried to deletdist><element with the “name” attribute “list-c” tee. Both requests

failed. The local policy states the XDMS shall stiire any requests in the <request-log> elemerit=ON

<?xml version="1.0" encoding="UTF-8"?>
<request-history xmIns="urn:oma:xml:xdm:request-his tory">
<document id="index">
<requestor id="sip:bob@example.com">
<last-requests>
<request type="retrieve" result="not-authorize d" timestamp="2010-03-28T22:20:00Z"/>
</last-requests>
</requestor>
<requestor id="sip:alice@example.com">
<last-requests>
<request type="delete" result="not-authorized" timestamp="2010-03-28T20:20:00Z" counter="1">
<node-selector>/resource-lists/list%5B@nam e=list-c%5D</node-selector>
</request>
</last-requests>
</requestor>
</document>
</request-history>

C.9.2 Modification History Information Document Examples

|Editors’s Note: Examples of Modification Historyfémmation Documents are to be added.

C.10 XDM Preferences Document Examples

The following table shows sample XDM Preferencesioent of the User “adam@example.com” for manatliegHistory
and Forward related preferences for his Group decsnstored in the Group XDMS.
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Following are the preferences set by the User Adam:

1. Activate History Information Recording for all hizroup Documents except “my_family” Group Document.
2. Record the details of all the Authorized and Untfutzed Modification Requests performed on his @rou

Documents by other Users.

3. Record the details of all the Un-Authorized RetaleRequests towards his Group Documents.
4. Reject all the XDM Forward Requests received framWsers listed in his URI List named “black-listored in the

List XDMS.

5. Confirm all the XDM Forward Requests received fribra Users listed in his URI List named “white-listbred in

the List XDMS.

<?xml version="1.0" encoding="UTF-8"?>

<preferences xmIns="urn:oma:xml:xdm:xdm-prefs"
xmlins:cp="urn:ietf:params:xml:ns:common-policy"
xmlns:ocp="urn:oma:xml:xdm:common-policy">

<history-prefs>

<history-info state="on">
<except>
<document path="/org.openmobilealliance.groups/u
</except>

</history-info>

<filter id="sh99hu" state="on">
<cp:conditions>
<operation-type>
<modify/>
</operation-type>
<operation-result>
<authorized/>
<un-authorized/>
</operation-result>
<cp:identity>
<cp:many>

</cp:many>
</cp:identity>
</cp:conditions>
<cp:actions>
<store-changelog> true </store-changelog>
<store-requestlog> true </store-requestlog>
</cp:actions>
<[filter>

<filter id="kbs78sh" state="on">
<cp:conditions>
<operation-type>
<retrieve/>
<modify/>
</operation-type>
<operation-result>
<un-authorized/>
</operation-result>
</cp:conditions>
<cp:actions>
<store-requestlog> true </store-requestlog>
</cp:actions>
<ffilter>

</history-prefs>
<forward-prefs>
<cp:rule id="sj904j">
<cp:conditions>
<ocp:external-list>
<ocp:entry anc="http://xcap.example.or
list/users/sip:adam@example.com/index/~~/resource-I|
</ocp:external-list>
</cp:conditions>
<cp:actions>

<cp:except id="sip:adam@example.com"/>

sers/sip:adam@example.com/my_family"/>

g/resource-
ists/list%5B@name=%22black-list%22%5D"/>
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<reject/>
</cp:actions>
</cp:rule>

<cp:rule id="fji787">
<cp:conditions>
<ocp:external-list>
<ocp:entry anc="http://xcap.example.or g/resource-
list/users/sip:adam@example.com/index/~~/resource-| ists/list%5B@name=%22white-list%22%5D"/>
</ocp:external-list>
</cp:conditions>
<cp:actions>
<confirm/>
</cp:actions>
</cp:rule>

</forward-prefs>
</preferences>
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Appendix D.

XDMC Provisioning

(Normative)

This appendix specifies the parameters that aréawefor initiation of XDM service by the XDMC, aseWas continuous
provisioning by the Service Provider. These paransedre specified in the Client Provisioning Apgtion Characteristics
document (AC file) [CP_ProvCont] and Device ManagetrManagement Objects (DM MOs) [DMStdObj]. Exigtin
parameters in [CP_ProvCont] and [DMStdObj] are se€) those without corresponding parameters ameetdkeéind to be
registered in OMNA through OMA official registratigrocess.

The AC file or DM MOs MAY be used for initial prosiioning of parameters as specified in [DM_ERELDid ahe DM
MOs SHOULD be used for continuous provisioning afgmeters according to [DM_ERELDIf, required by the Service
Provider to update service configurations.

D.1 Provisioned XDMC Parameters
The parameters listed in the table below are netmteXDMC provisioning:
ID Name Description Mandatory
(M) /Optional
©)

1 Application identity| Uniquely identifies the ajpgation M

2 Application name User displayable name for thevK&ervice M

3 Provider—ID Identity of the XDM Service Provider (0]

4 Network Access Reference to the connection used for the XCAPiItraff M
Definitions

5 XDM reference to | Reference to the SIP/IP Core for accessing an XDBSI&g the M
SIP/IP Core referenced SIP/IP Core.

6 XCAP Root URI The root of all XCAP resources (alhpoints to the Aggregation M

Proxy address). This is used when accessing vialXCA

7 XCAP HTTP digest “username”, for accessing an XDMS usirggXCAP (0]
Authentication user| protocol
name

8 XCAP HTTP digest password (0]
Authentication
password

9 XCAP Authentication method for XDMS over XCAP 0]
Authentication type

10 Conference-URI A template used by the XDMC to propose a ConferésiRewhen (0]
Template creating a Group XDM Document.

11 Subscription Proxy| A SIP URI identifying the Subscription Proxy, used subscription | O
URI for natification of changes in XDM Documents.

NOTE 1: The parameters “XCAP Authentication usereaand “XCAP Authentication password” are not restd
GAA is used in a 3GPP IMS or 3GPP2 MMD realization.
NOTE 2: The parameters “XCAP Authentication usareg “XCAP Authentication password” and “XCAP

Authentication type” are not needed for a 3GPP/35&4ly IMS realization.

In addition, there may be Enabler-specific paramatelated to the XDMC that are described in sdpapecifications.

One type of provisioned parameter having a reussthleture is a URI Template. A URI Template iedito describe a
single syntax for a URI (e.g. Conference URI ofra), so that the XDMC can autonomously generdi®hbthat
complies with local policy and uniqueness constgaiiit is up to separate specifications to defirevisioned parameters
that make use of a URI Template.
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A URI Template SHALL describe a URI as definedRFC3986]. The template contains a sequence, iatey, of:

a. unreserved characters according to [RFC3986],

b. the characters “”, “@” and “;”

C. Ssubstitution tags enclosed in “< >"brackets.
The XDMC SHALL support the following substitutioads:

<id>: The XDMC SHALL replace this tag with a unigjidentifier, generated by the XDMC using onlyaserved
characters according to [RFC3986].

<user>: The XDMC SHALL replace this tag with theer part of the XUI if the XUl is a Public UseeMtity. If the
XUl is a Tel URI [RFC 3966] then the XDMC SHALL rigme the <user> tag with the “global-number-digitstal-
number-digits” part of the Tel URI. Any “visualyzarator” or “+” SHALL be removed from the “globaltmber-digits”
before the replacement takes place.

<xui>: The XDMC SHALL replace this tag with theJX

NOTE 3: the XUl is a Public User Identity (i.e SIRI [RFC3261] or Tel URI [RFC3966]).

NOTE 4: usage of the <xui> tag in a URI Templatgymesult in the generation of Tel URIs, which may be valid for
certain services (e.g. services that require SIFSUR

If multiple Application Usages in a service providiomain use a URI Template, then the URI Tem@&idLL be different
for each Application Usage in order to achieve gatien of unique URIs.

lllustrative examples of URI templates are showiiable 1.

Example URI Template Example URI generated fromplate
sip:<id>@example.com sip:abcl23@example.com
sip:<id>_<user>@example.com sip:abc123_joe@exangte.
sip:<id>_<user>@example.com sip:abc123_ 17205551 2Ka@ple.com
<xui>;group=<id> sip:joe@example.com;group=abcl123
<xui>;group=<id> tel:+1720-555-1212;group=abcl123
<xui>;pres-list=<id> sip:joe@example.com;pres-lehs123

Table 1: Example usages of URI Templates

D.2 Application Characteristics

The Application characteristics (AC) file for XDM@service [XDM_ERELD-V2_0] MAY be used for initigrovisioning
of the XDMC.

This section describes the provisioning documenttire as described in [CP_ProvCont].

The following table lists the parameters availablan instance of the XDM Application Charactenrsti

Parameter Name | Req/ Opt| Instances | Default
Standard Application Characteristic fields as defired in [CP_ProvCont]
APPID Required | 1 “ap0007”
PROVIDER-ID Optional | Oorl None
TO-APPREF Required| 1 None
NAME Required 1 None
TO-NAPID Required 1 or more None
URI Required | 1 None
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AAUTHNAME Optional | Oor1 None
AAUTHSECRET Optional | Oorl None
AAUTHTYPE Optional | Oor1l None
CONF-URI-TMPLT Optional | Oorl None
SUB-PROXY-URI Optional | Oorl None

The Application Characteristics file for XDM 2.0rgiee is defined in [XDM_AC].

D.3 Management Objects

The Management Objects (MOs) for XDM 2.0 servic®M_ERELD-V2_0] MAY be used for initial provisioningf the
XDMC and SHOULD be used for continuous provisionbygService Provider.

The Management Objects (MOs) for XDM 2.0 servicddfined in [XDM_MO].
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Appendix E.  OMA Specific Uri-parameters (Normative)

This section defines the syntax of OMA specificparameters.

E.1l AUID Uri-parameter

AUID uri-parameter is used to indicate the appratgrXDMS when the client subscribe for changesiiMXDocuments.
The AUID uri-parameter takes form of:

auid "=" token

where token represents the AUID of the appropdgdplication Usage.

Example 1:

In this example XDM Documents stored on Group XD&48 subscribed.

sip:joe.bloggs@example.com;auid=org.openmobikeatie.groups
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Appendix F.

OMA XDCP Operations

This section lists the distinct OMA XDCP Operati@argl the value of the <request> element of thesioeiated XDCP
Document (see section 5.4.2).

(Normative)

Operation <request> Reference
Setting a Document Reference set-doc-ref sectibi 8.1,
section 6.2.6.1
Removing a Document Reference remove-doc-ref se6tib.1.3.1,
section 6.2.6.1
Retrieving a Document Reference retrieve-doc-ref ctiee 6.1.1.3.1,

section 6.2.6.1

Forwarding an XDM Resource

forward

section 6.121,.3.
section 6.2.6.2

Forwarding an XDM Resource forward-remote sectidn163.2,
section 6.2.6.2
Forward Delivery Report forward-delivery-report Ben 6.2.6.2.5

Accepting the XDM Resource received in the
Forward XDCP Request

forward-accept

section 6.1.1.3.3

Rejecting the XDM Resource received in the
Forward XDCP Request

forward-reject

section 6.1.1.3.3

Subscribing to changes in XDM Resources subscribe ection 6.1.1.3.4,
section 6.6.3

XDM Differential Read diff-read section 6.1.1.3.5

XDM Differential Write diff-write section 6.1.1.3.6

Restoring of XDM Resource restore section 6.1.1.3.7
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Appendix G.  “Reactive Authorization of XDM Requests using Request
History Information Documents” (Informative)

This appendix contains an implementation exampleosf a UE can use an embedded XDMC to implemeiictiee
authorization” of a requesting User’s Access Pesioisto the User's XDM Documents by combining sotEMC
procedures that the XDM enabler provides. The falhy sequences show a simplified view of the impatation in the
UE.

Activation of the "Reactive Authorizations"

1. The UE prompts the User if she/he wants to actRedttive Authorizations” for access to informattbat is
maintained in one or more Application Usages.

If “Yes” the next steps are executed by the UBN®" the sequence stops here.

3. The UE orders the XDMC to update the XDM Prefersraecument for each Application Usages in such aiat
the Request History Information Documents for e&phlicationUsage are updated with information about
unsuccessful XDM Requests using procedures inae6til.1.2 or in section 6.1.1.3.4.

4. The UE orders the XDMC to subscribe for changebéoRequest History Information Documents. The XDb&D
do this via SIP or via XDCP depending on the cdpgitaf the XDMC and the network. XDCP requires an
embedded PUSH Client and HTTP access to the XDMégmion Proxy in the UE and SIP a SIP access @iPa
network to the Subscription Proxy using proceduaescribed in section 6.1.2.1 or section 6.1.2.3.

Notification processing

1. The XDMC receives the first notification via thePSAccess or via the Push Client using procedurssrited in
section 6.1.2.2 or in [PUSH_ERELD-V2.2].

2. The UE receives the notification from the XDMC.

3. The UE orders the XDMC to use procedures desciitbedction 6.1.1.2.3 to fetch the Request Histafgrimation
Documents indicated in the notification. The UE ateeif the received documents contains old unaitbdrXDM
requests. If that is the case, the UE prompts ter With the list of unauthorized old XDM requesisl asks what
to do with them .The user is given 3 choices bylkeper request, "keep the request and take dediater”,
“authorize the requesting user” or “block new regfse¢o pop up again” and continues in step 9.

4. The UE receives a new notification from the XDMQ@€eTUE checks if it contains a new unauthenticatBdaX
Request and if that is the case, the UE prompits step 5 but with only one XDM request.

5. The UE receives the selected choices per XDM Réguesdoes one the following:

= "keep the request and take decision later”: Thedd&s not have to do anything as the request reimain
Request History Information Document and will bewh next time the list of old unauthorized requests
presented.

= ‘“authorize the requesting user”: The UE ordersXB®C to update the Access Permissions Documentegla
to the Application Usage, by using procedure dbgdrion section 6.1.1.2.4 to grant the User acoethet
requested XDM Document. The UE also order the XDid@se procedures described in section 6.1.1.2.5 to
delete the part in the Request History Documeritdbatained request information about the now aigkd
user. This is done because the UE needs to mag&etmirthe user is not prompted again with old thhanized
requests from e.g. other UEs that the user mighd.ha

= “block new requests to pop up again from this us€&he UE orders the XDMC to use procedures desdiibe
section 6.1.1.2.4 or section 6.1.1.3.4.3 to uptteeXDM Preferences Document in such away thatasigu
from this user are no longer recorded. The UE atder the XDMC to use procedures described incecti
6.1.1.2.5 to delete the part in the Request Hidbmgument that contains request information abloeitiiocked
user. XDM requests from this user will no longerbeorded for this Application Usage and can theeefiot
pop up again.

Alternative procedures:
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1. In step 4 in “Activation of the "Reactive Authortans"” instead of subscribing for notificationBgtUE can
execute step 3 and 5 in “Notification processingfegjular intervals. This method only requires anrR Access to
the Aggregation Proxy. The disadvantage with théshmad is that the user will not be prompted il tieze,
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Appendix H.  “ Access Permissions Change Notifications ”
(Informative)

This appendix describes how the XDM Version 2. lunesment ACP-29 as described in [XDM_RD] has beswesl in this
specification. A UE that needs to implement a otufor the requirement is recommended to useythéelines given in
this appendix.

According to the requirement, it shall be posstbléet a user be notified when any Access Permissio an XDM Resource
changed .The User must also be able to obtainnrdton about which Access Permissions it has taragular XDM
Resource (see [XDM_RD] requirement ACP-025).

The solution for these two requirements in the XDbte is handled through:
e anew Application Usage “Access Permissions List”;
e some new procedures to the XDMS section 6.2.4;
¢ anew <actions> child element to section 5.6; and
e toreuse already existing XDMC and XDM Agent pracess$ in section 6.1.

ACP-025 is solved by giving the Admin Principal thassibility to define a permission rule that grantser limited access to
the Primary Principal’s Access Permissions DocumEme limitation is that a user will be able toriete an Access
Permissions Document that is filtered to contaily éime requesting Principal’s permissions. The ks> child element
used is the <allow-retrieve-own-data> element aerideed in section 5.6. When the XDMS is executhmgprocedures
described in section 6.2.5.2 for a retrieve reqarsithe requested XDM Document is the Access Reranis Document,

the XDMS will check for a rule with the <allow-regve-own-data> element and check if the <conditioglgment is
matching the requesting Principal. This is donelgcking the <identity> and <external-list> elenseit matching occurs,
the XDMS will remove all information in the AcceBgrmissions document that does not relate to theesting user before
sending the Access Permissions Document to hdrelfiser is not granted access to the Access PeomssDocument, the
XDMS will reject the operation with an HTTP “403'0kbidden” response.

ACP-29 is solved by adding the procedure in sedi@".4 and the Application Usage Access Permisdidst see
[XDM_List]. This Application Usage maintains a list references to Access Permissions Documentdder Directories
which the Primary Principal has been granted adwes<. it is a resource list for URIs to Acc&armissions Documents.
By subscribing to changes to the Access Permissimt®ocuments, a UE can be informed about chamg#ss list and
use this information to prompt the user with elgsér A has granted you access to personal infoomatiApplying the
procedures in section 6.2.4.4 the XDMS will aceasXxDM Agent and update a user’s Access Permisdimtdased on two
conditions; the user has been given Access Peoons$d some content in another user’'s User Dirgeod; the user has
Access Permissions to the Access Permissions Daudwhéhis User Directory.

To describe how the functions can be used in UBampntation, an example is shown below:
Assume that the UE needs to implement a featuree'G@icontact access to my personal data and irtfegraontact about
it”.

1. The user reads about the feature in the manuasidevice and activates the feature by requestiedgJE to start it.

2. The UE orders the embedded XDMC to fetch the XDeBtiory Documents using the procedures in section
6.1.1.2.3.

3. The UE renders some information showing what peasiofiormation the user has in stored in his Usiee@ories
based on which Application Usages and existing XDdtument URIs are returned from the XDMC.

The User selects which type personal informatiat ittwants to give a contact access to and infahegJE.

The UE orders the XDMC to fetch the Access PermissDocuments related to this personal informeadiaeh
checks if the user is allowed to administrate W& d\ccess Permissions Document for this type ofqeal
information. If not the use case end here.
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10.

The UE renders a set of Access Permissions typdesasibed in section 5.6 (e.g. allowed to retri@i®wed to
write etc) and the list of contacts that has githese types already and a possibility to sele@vacontact from an
address book or an input field for a contact idgntir a choice to modify an existing contact’'s Ass Permissions..

The user selects to grant a new contact accebg fiaformation and informs the UE.

The UE updates the Access Permissions Documerg tlsgnmodification procedures in section 6.1.1.thaection
6.1.1.3.4.2. The Access Permissions Document iategdn two places; first the rule with the <allogtrieve-own-
data> element is updated with the new contact ietat give this contact access to read what and personal
information can be accessed and second; the uaddéed to the rule that grants this contact regreacess to the
personal information.

When the second rule is update in the XDMS, itgeig the procedures in section 6.2.4.4 and the X@MSan
XDM Agent and updates the Access Permissions lgkiriging to the granted contact before returningsalt back
to the XDMC.

When the Access Permissions List Document is upldatel an UE, via its XDMC, has subscribed to charige
this XDM Document, the UE will be notified with thiek to the contact’'s Access Permissions Documghis link
includes the XUl value and the UE can check iraddress book to map this identity to a known useneand
render this information together with the identtyd a text “You can access this contact’s persof@mation.”
The UE can also fetch the Access Permissions Dosutogive more details about what the user isradlibto do.

Alternative procedures:

1.

In step 5: The user selects a contact identity filoenlist of already granted contacts and infornesWE that its
wants to inform this contact again about his Acd@ssnissions. The UE uses the procedures in segtinl.2.4
and updates the Access Permissions List directlis Will trigger a notification to the XDMC if itdis subscribed to
the changes to the Access Permissions List andatfiact will be informed be UE via the subscribkKigMC.

In step 9: The XDMC has not subscribed to the charg the Access Permissions List Document. Théetthes
instead the Access Permissions List Document aflae@tervals using procedures in section 6.131a2d informs
the user about which contact personal informatemlze accessed.

In step 9: The user does not have any UE conn¢atibe network. The UE will next time when it statthe
subscription to changes again get information abimistatus of the Access Permissions List Docunidre UE
uses the procedure in section 6.2.6.3.2 to fetclt Wwas changed since last connection with the mktewad render
this information to the user.

In step 9: The contact does not want to have argss Permissions updates from a particular userUEhorders
the XDMC to update the Access Permissions Docuffieerthe Access Permissions List Document to exctheée
annoying user from the rule that grant any useessto the Access Permissions List.

In step 7: The user does not want to inform theairabout its new Access Permissions. The UE srither XDMC
not to add this identity to the first rule in stépThis will prevent the XDMS from updating the Ass Permissions
List Document for this contact.

In step 7: The user want to explain more about hdayants to give the contact access to his perstmaiment.
The UE offer the user a suitable communicationiappibn (e.g. a voice or a messaging application) sets up a
communication session from the UE to the contamiifmmunication device using the provided user addres
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Appendix l.  “ Filter ABNF" (Normative)

This appendix describes the ABNF that SHALL be useglace of the ABNF of [RFC4661] section 5 unlassApplication
Usage specifies its own ABNF.

selection = root elem-reference *(("/" elem-refere nce) / ("[" expression "T")
root ="/"

elem-reference = element / "*" / ("/" element)

expression = "[" (elem-expr / attr-expr) *(oper (el em-expr / attr-expr)) "1"
elem-expr = (elem-path / ".") compar value

elem-path = (element / "*") *("/" (element / ("/" e lement)))

attr-expr = [elem-path "/"] attribute compar value

oper = "and"

compar = "="/"<" [ ">t ="

element = [ns] string

attribute = "@" [ns] string

ns = string ":"

string = <any sequence of data supported by XML in names of XML elements, attributes,
or prefixes of namespaces>

value = <any sequence of data supported by XML as a value of the XML element or
attribute>
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