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1. Scope

This specification, together with the other specification comprising the Mobile Broadcast Services Enabler (BCAST 1.0),
define a technological framework and specify globally interoperable technologies for the generation, management and
distribution of mobile broadcast services over different broadcast distribution systems. The complete list of the specifications
for BCAST 1.0 is defined in the Enabler Release Definition of BCAST 1.0 [BCAST10-ERELD)]. This enabler suite includes
specifications for the following functions: Service Guide; Service and Content protection; File and Stream distribution;
Terminal Provisioning; Service Provisioning; Notifications; and; Service Interaction. In addition, a specification is provided
for Roaming, Mobility and Charging. Adaptations to specific broadcast distribution systems (3GPP/MBMS, 3GPP2/BCMCS
and “IP Datacast over DVB-H”) are specified in the Adaptation Specification documents.

Overall, the scope of the BCAST 1.0 enabler is service layer technologies. Thus, all specifications address the protocol layers
on top of the radio bearer level. Furthermore, a common nominator for all the BCAST 1.0 technologies is that they are based
on Internet Protocol (IP) and technologies related to IP. This scoping applies to all features and functionalities specified in
BCAST 1.0.

The following functions are included in this specification: Service Provisioning; Terminal Provisioning; Interaction,
Personalization and Support for User-Based Profiles and Preferences; Security and Privacy; Charging; Mobility; Broadcast
Roaming; Notification; and; Location Information. Further, this document provides mappings between the BCAST 1.0
interfaces as defined in BCAST Architecture [BCAST10-Architecture] and the various BCAST 1.0 Technical Specifications.
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"Enabler Release Definition for Mobile Broadcast Services", Open Mobile Alliance™, OMA-ERELD-
BCAST-V1 0,

URL: http://www.openmobilealliance.org/

"Broadcast Distribution System Adaptation — 3GPP/MBMS", Open Mobile Alliance™, OMA-TS-
BCAST _MBMS_Adaptation-V1_0,

URL: http://www.openmobilealliance.org/

"Mobile Broadcast Services Requirements", Open Mobile Alliance™, OMA-RD-BCAST-V1 0,
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Requirements]

[BCAST10-
ServContProt]

[BCAST10-Services]

[BCAST10-SG]

[BCAST10-
XMLSchema-
InteractivityMedia]

[BCAST10-
XMLSchema-
orderqueries]

[BCAST10-
XMLSchema-Roaming-
backend]

[BCAST10-
XMLSchema-Roaming-
frontend]

[BCAST10-
XMLSchema-
Userpreference]|

[DMBOOT]

[DMDDFDTD]

[DMNOTI]

[DMPRO]

[DMREPU]

[DMSEC]

[DMSTDOBJ]

[DMTND]

[DMTNDS]

[DRM20-Broadcast-

URL: http://www.openmobilealliance.org/

"Service and Content Protection for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-
BCAST_SvcCntProtection-V1_0,

URL: http://www.openmobilealliance.org/

"Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST Services-V1 0,

URL: http://www.openmobilealliance.org/

"Service Guide for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-

BCAST _ServiceGuide-V1_0,

URL: http://www.openmobilealliance.org/

"Mobile Broadcast Services — XML Schema for InteractivityMediaDocument", Open Mobile Alliance™,
OMA-SUP-XSD _bcast_si_interactivitymedia-V1_0,

URL: http://www.openmobilealliance.org/

"Mobile Broadcast Services — XML Schema for Service Provisioning Order Queries", Open Mobile
Alliance™, OMA-SUP-XSD bcast_pr_orderqueries-V1 0,

URL: http://www.openmobilealliance.org/

"Mobile Broadcast Services — XML Schema for Roaming Messages — Backend ", Open Mobile
Alliance™, OMA-SUP-XSD _bcast_roaming_backend-V1_0,

URL: http://www.openmobilealliance.org/

"Mobile Broadcast Services — XML Schema for Roaming Messages — Frontend", Open Mobile
Alliance™, OMA-SUP-XSD _bcast_roaming_frontend-V1 0,

URL: http://www.openmobilealliance.org/

"Mobile Broadcast Services — XML Schema for User Preferences ", Open Mobile Alliance™, OMA-SUP-
XSD bcast pr_userpreference-V1 0,

URL: http://www.openmobilealliance.org/

“OMA Device Management Bootstrap, Version 1.2”. Open Mobile Alliance™, .
OMA-TS-DM_Bootstrap-V1_2.

URL: http://www.openmobilealliance.org/

“OMA DM Device Description Framework DTD, Version 1.2”. Open Mobile Alliance™, .
OMA-SUP-dtd_dm_ddf-vl 2.

URL: http://www.openmobilealliance.org/

“OMA Device Management Notification Initiated Session, Version 1.2”. Open Mobile Alliance™. OMA-
DM_Notification-V1_2..

URL: http://www.openmobilealliance.org/

“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance™, .
OMA-TS-DM_Protocol-V1_2.

URL: http://www.openmobilealliance.org/

“OMA Device Management Representation Protocol, Version 1.2”, .

Open Mobile Alliance™. OMA-TS-DM_RepPro-V1 2.

URL: http://www.openmobilealliance.org/

“OMA Device Management Security, Version 1.2”. Open Mobile Alliance™, .
OMA-TS-DM_Security-V1 2.

URL: http://www.openmobilealliance.org/

“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance™. OMA-TS-
DM_StdObj-V1_2.

URL: http://www.openmobilealliance.org/

“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance™. OMA-TS-
DM_TND-V1 2.

URL: http://www.openmobilealliance.org/

“OMA Device Management Tree and Description Serialization, Version 1.2”. Open Mobile Alliance™.
OMA-TS-DM_TNDS-V1_2.

URL: http://www.openmobilealliance.org/

"OMA DRM v2.0 Extensions for Broadcast Support", Open Mobile Alliance™, OMA-TS-DRM-XBS-
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Extensions]

[DRMDRM-v2.0]

[ERELDSC]

[HTML4.01]

[IOPPROC]

[MMSCONF]

[MMSTEMP]

[OMA Charging AD]

[OMA DM]

[OMA FUMO]

[OMA MLP]

[RFC 1951]

[RFC 1952]

[RFC 2048]

[RFC 2119]

[RFC 2234]

[RFC 2246]

[RFC 2822]

[RFC 2865]

[RFC 3261]

[RFC 3966]

[RFC4234]

V1.0,

URL: http://www.openmobilealliance.org/

“DRM Specification V2.0”, Open Mobile Alliance™, OMA-DRM-DRM-V2 0,

URL: http://www.openmobilealliance.org/

“Enabler Release Definition for SyncML Common Specifications, version 1.2”. Open Mobile Alliance™.
OMA-ERELD-SyncML-Common-V1 2.

URL: http://www.openmobilealliance.org/

“HTML 4.01 Specification”, W3C Recommendation 24 December 1999,
URL: http://www.w3.org/TR/html401/

“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-
VI1_1,

URL: http://www.openmobilealliance.org/

“MMS Conformance Document 1.3”, Open Mobile AllianceOpen Mobile Alliance™, [1. OMA-MMS-
CONF-1_3.doc.

URL: http://www.openmobilealliance.org/

“MMS Message Template Specification 1.3”, Open Mobile Alliance™, Open Mobile Alliancel. OMA-
MMS-TEMP-1_3.doc.

URL: http://www.openmobilealliance.org/

“Charging Architecture”, Open Mobile AllianceOpen Mobile Alliance™, OMA-AD-Charging-V1_0-
20060511-D,

URL: http://www.openmobilealliance.org/

“Enabler Release Definition for OMA Device Management v1.2”, OMA-ERELD-DM-V1 2 0,
URL: http://www.openmobilealliance.org/

"OMA Enabler Release Definition for Firmware Update Management Object v1.0", Open Mobile
Alliance™, OMA-ERELD-FUMO-V1 0,

URL: http://www.openmobilealliance.org/

“Mobile Location Protocol”, Open Mobile AllianceOpen Mobile Alliance™TM, OMA-TS-MLP-V3_2
URL: http://www.openmobilealliance.org/

“DEFLATE Compressed Data Format Specification version 1.3”, P. Deutsch, May 1996,
URL:http://www.ietf.org/rfc/rfc1951.txt

“ZIP file format specification version 4.3”, P. Deutsch, May 1996,
URL:http://www.ietf.org/rfc/rfc1952.txt

“Multipurpose Internet Mail Extensions (MIME) Part Four: Registration Procedures”, N. Freed, J.
Klensin, J. Postel, November 1996,
URL: http://www.ietf.org/rfc/rfc2048.txt

“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL: http://www.ietf.org/rfc/rfc2119.txt

“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997,
URL: http://www.ietf.org/rfc/rfc2234.txt

“The TLS Protocol, Version 1.0”, T. Dierks, C.Allen, January 1999,
URL: http://www.ietf.org/rfc/rfc2246.txt

RFC 2822, “Internet Message Format”, P. Resnick, Ed. April 2001,
URL: http://www.ietf.org/rfc/rfc2822.txt.

“Remote Authentication Dial In User Service (RADIUS)”, The Internet Engineering Task Force RFC
2865,
URL: http:// www.ietf.org/

“SIP: Session Initiation Protocol”, Rosenberg, J. et al, June 2002,
URL: http://www.ietf.org/rfc/rfc3261.txt

“The tel URI for Telephone Numbers”, Schulzrinne, H., December 2004,
URL: http://www.ietf.org/rfc/rfc3966.txt

“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005,
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[SCRRULES]

[SSL30]

[URI-Schemes]

[XHTMLMP11]

[XML]

[XMLSchema]

URL:http://www.ietf.org/rfc/rfc4234.txt

“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules _and Procedures,
URL:http://www.openmobilealliance.org/

“SSL 3.0 Specification”, Netscape Communications, November 1996,
URL: http://wp.netscape.com/eng/ss13/draft302.txt

“URI Schemes for the Mobile Applications Environment”, Version 1.0, Open Mobile Alliance™,

URL: http://www.openmobilealliance.org/

"XHTML Mobile Profile 1.1", Open Mobile AllianceOpen Mobile Alliance™. OMA-WAP-XHTMLMP-
VI1_1.

URL: http://www.openmobilealliance.org/

Extensible Markup Language (XML) 1.1, W3C Recommendation 04 February 2004, edited in place 15

April 2004.
URL: http://www.w3.org/TR/xml11

XML Schema,
URL: http://www.w3.org/XML/Schema

2.2 Informative References

[BCAST10-Architecture]

[BCAST10-ERELD]

[ETSI 102 470]

[OMADICT]

[RFC 4281]

"Mobile Broadcast Services Architecture", Open Mobile Alliance™, OMA-AD- BCAST-V1 0,

URL: http://www.openmobilealliance.org/

"Enabler Release Definition for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-ERELD-
BCAST-V1 0,

URL: http://www.openmobilealliance.org/

ETSI TS 102 470 v1.1.1 (2006-06), “Digital Video Broadcasting (DVB); IP Datacast over DVB-H:
Program Specific Information (PSI)/Service Information (SI)”,

URL: http://portal.etsi.org

“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

“The Codecs Parameter for "Bucket" Media Types”, R. Gellens, D. Singer, P. Frojdh, November 2005,
URL:http://www.ietf.org/rfc/rfc4281.txt
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD?”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

Broadcast Roaming Broadcast Roaming is the ability of a user to receive broadcast services from a Mobile Broadcast Service
Provider different from the Home Mobile Broadcast Service Provider with which the user has a
contractual relationship.

Broadcast Service A Broadcast Service is a “content package” suitable for simultaneous distribution to many recipients
(potentially) without knowing the recipient. Either each receiver has similar receiving devices or the
content package includes information, which allows the client to process the content according to his
current conditions.

Examples of Broadcast Services are:

e pure Broadcast Services:
- mobile TV
- mobile newspaper
- mobile file downloading (clips, games, SW upgrades, other applications, applications)

¢ combined broadcast/interactive Broadcast Services:
- mobile TV for file downloading with voting
- betting Broadcast Services
- auction Broadcast Services
- trading Broadcast Services

Broadcast Service Area The geographical or logical area in which a Broadcast Service is distributed.

CSIM Acronym for ‘cdma2000 Subscriber Identify Module’, corresponding to an application defined in [3GPP2
C.S0065] residing on the UICC to register services provided by 3GPP2 mobile networks with the
appropriate security.

Home Mobile Broadcast The Mobile Broadcast Service Provider with which the user has a subscription. Typically a user has one
Service Provider Home Mobile Broadcast Service Provider. However, the user may also have no Home Mobile Broadcast
Service Provider or several Home Mobile Broadcast Service Providers

IRM (International A form of MIN defined by IFAST (International Forum on ANSI-41 Standards Technology) towards
Roaming MIN) facilitating international roaming by minimizing conflicts with the North American MIN.
ISIM An IP Multimedia Services Identity Module is an application defined in [3GPP TS 31.103] and [3GPP2

C.S0069] residing in the memory of the UICC, providing IP service identification, authentication and
ability to set up Multimedia IP Services.

Long-Term Key Message Collection of keys and possibly, depending on the profile, other information like permissions and/or other
attributes that are linked to items of content or services.

MIN (Mobile Identification =~ MIN is a numeric ID that uniquely identifies a mobile defined by TIA standards for Cellular and PCS

Number) technologies. The MIN may be in the form of an IRM (International Roaming MIN). Note: the MIN may
be in the form of the IRM.
Mobile Broadcast Service Mobile Broadcast Services include a wide range of broadcast services, which jointly leverage both the

unidirectional one-to-many broadcast paradigm and bi-directional unicast paradigm in a mobile
environment, covering one-to-many services ranging from classical broadcast to mobile multicast.
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Mobile Broadcast Service
Provider

Mobility

Purchase Item

Rights Issuer
Rights Object

R-UIM

Short-Term Key Message

Smartcard

Smartcard Profile

User ID

Visited Mobile Broadcast
Service Provider

Typically, Mobile Broadcast Services deliver content suitable for simultaneous one-way distribution to a
potentially large number of recipients without relying on specific addressing information of each recipient.
Associated two-way interactive transactions having contextual relevance to the broadcast programs
typically rely on established unicast delivery methods requiring specific recipient addressing information.

Examples of Mobile Broadcast Services include the following:
e pure Broadcast Services:
o mobile TV
o  mobile newspaper
o  mobile file downloading
e combined broadcast/interactive Broadcast Services:
o mobile TV for file downloading with voting
o  Broadcast Services for betting
o  Broadcast Services for auction
o  Broadcast Services for trading

Business entity that has a role of providing the Mobile Broadcast Services to the user. Mobile Broadcast
Service Provider may operate any set of server side functionalities as outlined in Mobile Broadcast
Services Architecture [BCAST10-Architecture]. Mobile Broadcast Service Provider may have a
subscription with the user. Note: In this specification Mobile Broadcast Service Provider is not technical
or architectural concept

The ability to receive service independent of location or while moving. (from OMA Dictionary)

A purchase item groups one or multiple services or pieces of content that an end-user can purchase or
subscribe to as a whole [BCAST10-SG].

An entity that issues Rights Objects to OMA DRM Conformant Devices [DRMDRM-v2.0].

A collection of Permissions, Constraints, and other attributes which define under what circumstances
access is granted to, and what usages are defined for, DRM Content. All OMA DRM Conformant Devices
must adhere to the Rights Object associated with DRM Content [DRMDRM-v2.0].

Acronym for ‘Removable User Identity Module’, corresponding to a non-UICC platform based module as
defined in [3GPP2 C.S0023] to register services provided by 3GPP2 mobile networks with the appropriate
security.

Message delivered alongside a protected service, carrying key material to decrypt and optionally
authenticate the service, and access rights to delivered content.

A non-UICC secure function platform which may contain the SIM or R-UIM module, or a UICC-based
secure function platform which may contain one or more of the following applications: a 3GPP USIM,
3GPP2 CSIM or 3GPP/3GPP2 ISIM. Note that the set of applications/modules residing on the Smartcard
are typically governed by the affiliation of the Smartcard to 3GPP or 3GPP2 specifications, as indicated by
the definition below for “Smartcard Profile”.

Alias for a set of Smartcard-based technologies and mechanisms which provide key establishment and key
management, as well as permission and token handling for the Service and Content Protection solution for
BCAST Terminals. In particular, subscriber key establishment and both short and long term key
management may be based on GBA mechanisms and a Smartcard with (U)SIM/ISIM as defined by 3GPP,
or based on a pre-provisioned shared secret key and a Smartcard with R-UIM/CSIM/ISIM or a UIM as
defined by 3GPP2.

The Smartcard Profile is described in [BCAST10-ServContProt] Section 6.

A unique ID that can be used to identify the user in the BCAST service areas of both the Home Mobile
Broadcast Service Provider and the Visited Mobile Broadcast Service Provider. An example is the
3GPP/3GPP2 IMSI (International Mobile Subscriber Identity) as specified in 3GPP TS 23.003 and 3GPP2
C.S0005 (for the case the Broadcast Service Provider is a cellular mobile operator).

Any other Mobile Broadcast Service Provider than the user’s Home Mobile Broadcast Service Provider.
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3.3 Abbreviations

3GPP
BCAST
BCMCS
BDS
BSA
BSD/A
BSDA
BSM
BSM
BSP-C
BSP-M
CID
DCF
DRM
DVB
DVB-H
DVB-T
EN
ESG
ETSI
FDT
FEC
FLUTE
GZIpP
HTTP
HTTPS
IC
IMEI
IMS
INT

P
IPDC
IPsec
ISMACryp
KMS
LTKM
MBMS

3rd Generation Partnership Project

Mobile Broadcast Services

Broadcast Multicast Service

Broadcast Distribution System

BCAST Service Application

BCAST service distribution/adaptation
BCAST Service Distribution and Adaptation
BCAST Subscription Management

BCAST Subscription Management
Broadcast service provisioning Client Function
Broadcast service provisioning Management Function
Content ID

DRM Content Format

Digital Rights Management

Digital Video Broadcast

Digital Video Broadcast — Handheld

Digital Video Broadcast — Terrestrial
European Norm

Electronic Service Guide

European Telecommunications Standards Institute
File Delivery Table

Forward Error Correction

File Delivery over Unidirectional Transport
GNU zip

Hyper Text Transfer Protocol

Secure Hyper Text Transfer Protocol
Interaction Channel

International Mobile Equipment Identity

IP Multimedia Subsystem

IP/MAC Notification Table

Internet Protocol

IP DataCast

IP security

Internet Streaming Media Alliance (ISMA) Encryption and Authentication

Key Management System
Long-Term Key Message

Multimedia Broadcast / Multicast Service
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MIKEY
MMS
MPE
MTD
OMA
OSF
PSI/SI
RI

RO
RTCP
SDP
SG
SG-C
SG-D
SGDU
SIP
SMIL
SMS
SRTP
STKM
TCP
TP-C
TP-M
TR

TS
UDP
WAP
XHTML
XML

Multimedia Internet KEYing
Multimedia Messaging System
Multi-Protocol Encapsulation
Message Template Definition
Open Mobile Alliance

Open Security Framework

Program Specific Information/Service Information

Rights Issuer

Rights Object

Real Time Control Protocol

Session Description Protocol

Service Guide

Service Guide-Client

Service Guide-Distribution

Service Guide Delivery Unit

Session Initiation Protocol

Synchronized Media Integration Language
Short Message Service

Secure Real-time Transport Protocol
Short Term Key Message

Transmission Control Protocol

Terminal Provisioning Client Component
Terminal Provisioning Management Component
Technical Report

Technical Specification

User Datagram Protocol

Wireless Application Protocol

Extensible Hypertext Markup Language
Extensible Markup Language
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4. Introduction

The term "Mobile Broadcast Services" refers to a broad range of Broadcast Services, which jointly leverage the
unidirectional one-to-many broadcast paradigm and the bi-directional unicast paradigm in a mobile environment, and covers
one-to-many services ranging from classical broadcast to mobile multicast.

Building on mobile network systems, which provide bi-directional links, and digital broadcast systems, which provide uni-
directional broadcast, Mobile Broadcast Services enable distribution of rich, interactive, and bandwidth consuming media
content to large mobile audiences.

41 Version1.0

In general, the availability of both broadcast channel and interaction channel are assumed for the BCAST 1.0 enabler.
However, both broadcast channel and interaction channel may be temporarily unavailable, for example due to lack of radio
coverage. Further, devices without access to an interaction channel are possible within the BCAST architecture and
specifications. However, such devices may have limited functionality. Optimizations for devices without interaction channel
are optional to implement in devices with interaction channel and are optional to use (for details see the SCR tables). Parts of
the enabler are adaptation specifications for IPDC over DVB-H [BCAST10-DVBH-IPDC-Adaptation], 3GPP MBMS
[BCAST10-MBMS-Adaptation], and 3GPP2 BCMCS [BCAST10-BCMCS-Adaptation].

This specification is structured as follows. Chapter 5 starts by mapping the interfaces as defined in BCAST Architecture
[BCAST10-Architecture] to the various BCAST 1.0 Technical Specifications. Further, chapter 5 specifies the following
BCAST 1.0 functions: Service Provisioning; Terminal Provisioning; Interaction, Personalization and Support for User-Based
Profiles and Preferences; Charging; Mobility; Broadcast Roaming; Notification; and; Location Information. Appendix D
provides informative examples related to service interaction and Appendix E illustrates the roaming related flows.

It is assumed that in BCAST 1.0 the network will make use of the BDS resources in accordance with the capabilities of the
BDS.
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5. Mobile Broadcast Services

Mobile Broadcast Services Architecture [BCAST10-Architecture] defines the Mobile Broadcast Services Enabler as a set of
service-enabling functions. Within the overall architecture, each function has a set of interfaces, each of which forms the
basis for interoperability. Although the architecture as such is not normatively specified, the interfaces provide a useful tool
to map the various parts of BCAST specifications to the context of the overall architecture. The following table outlines how
different parts of the BCAST Enabler are specified in the Technical Specifications.

Service Guide SG-1 Out of scope of BCAST 1.0
SG-2 Out of scope of BCAST 1.0
SG-4 Refer to [BCAST10-SG], section 5.3 and 5.6
SG-5 Refer to [BCAST10-SG], sections 5.3, 5.4.2 and 6.1.1
SG-6 Refer to [BCAST10-SG], sections 5.3, 5.4.3, 6.1.2 and 6.2
SG-B1 Refer to [BCAST10-SG], sections 5.3 and each BDS Adaptation
Specification.
File Distribution FD-1 Refer to [BCAST10-Distribution], section 5.4.1
FD-2 Refer to [BCAST10-Distribution], section 5.4.1
FD-5 Refer to [BCAST10-Distribution], section 5.2
FD-6 Refer to [BCAST10-Distribution], section 5.3 and 5.5
FD-BI1 Refer to [BCAST10-Distribution] section 5.4.2 and each BDS
Adaptation Specification.
Stream Distribution SD-1 Refer to [BCAST10-Distribution], section 6.4.1
SD-2 Refer to [BCAST10-Distribution], section 6.4.1
SD-5 Refer to [BCAST10-Distribution], section 6.2
SD-6 Refer to [BCAST10-Distribution], section 6.3 and 6.5
SD-B1 Refer to [BCAST10-Distribution] section 6.4.2 and each BDS
Adaptation Specification.
Service Protection SP-2 Uses SD-2 and FD-2
SP-4 Refer to [BCAST10-ServContProt] section 13.1
SP-5-1 Refer to [BCAST10-ServContProt] section 5.6.1.1, 5.6.2.1,
6.8.1.1, and 6.8.2.1
SP-5-2 Refer to [BCAST10-ServContProt] section 5.3, 5.4, 5.5, 6.5, 6.6,
and 6.7
SP-7 Refer to [BCAST10-ServContProt] section 5.3, 5.4, 6.5, and 6.6
SP-9 Out of scope (this is a terminal internal interface and is not
standardized within OMA BCAST)
Content Protection CP-2 Uses SD-2 and FD-2
CP-4 Refer to [BCAST10-ServContProt] section 13.2
CP-5-1 Refer to [BCAST10-ServContProt] sections 5.6.1.2, 5.6.2.2,
6.8.1.2,and 6.8.2.2
CP-5-2 Refer to [BCAST10-ServContProt] sections 5.3, 5.4, 5.5, 6.5, 6.6,
and 6.7
CP-7 Refer to [BCAST10-ServContProt] sections 5.3, 5.4, 6.5, and 6.6
CP-9 Out of scope of BCAST 1.0 (this is a terminal internal interface
and is not standardized within OMA BCAST)
Service Interaction SI-8 Refer to this specification, section 5.3
Service Provisioning SPR-7 Refer to this specification, section 5.1
SPR-8 Out of scope (this interface is for out-of-band subscription)
Notification NT-1 Refer to this specification, section 5.14
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NT-3 Refer to this specification, section 5.14
NT-4 Refer to this specification, section 5.14
NT-5 Refer to this specification, section 5.14
NT-6 Refer to this specification, section 5.14
Terminal Provisioning TP-4 Refer to this specification, section 5.2
TP-5 Refer to this specification, section 5.2
TP-7 Refer to this specification, section 5.2

Table 1: BCAST functions, Interfaces and Specifications

In addition to specific functions, the BCAST Enabler defines such horizontal, or universal, features as support for Mobility,
Roaming and Charging. These aspects are in the scope of this specification.

5.1 Service Provisioning

BCAST Terminal SHALL support Service Provisioning messages if it supports the interaction channel and if it supports
service and/or content protection as defined in [BCAST 10-ServContProt]. This section specifies the messages used in Service
Provisioning function over interface SPR-7, between Broadcast Service Provisioning Client (BSP-C) in the Terminal and
Broadcast Service Provisioning Management (BSP-M) in the BSM. The Service Provisioning function supports the following
operations:

=  Requesting pricing information related to Purchaseltem declared in Service Guide

= Requesting / subscribing to service related to a Purchaseltem

= Renewing LTKMs related to already requested Purchaseltem

= Requesting /subscribing to a service that was already purchased (e.g. via out of band means)
=  Cancelling a subscription related to already requested Purchaseltem

= Requesting a token or LTKM

= Inquiring the status of an account

= Subscription and unsubscription to user-specific notifications

To archive the above operations, the Service Provisioning function works with Service Guide function, Service Protection
function, and Content Protection function. The linkage to Service Guide is through the use of Purchaseltem fragment which
provides the identifiers (PurchaseltemID) used in the messages of Service Provisioning function. The linkage to Service and
Content Protection function is through service request and subscription management messages, which requires the
functionality of Service Protection Function and Content Protection Function.

This section has two sub-sections, one for BCAST general Service Provisioning message and one for Service Provisioning
message based on Smartcard profile. BCAST General Provisioning messages supports the various kinds of Service
Protection Function and Content Protection Function with the sub-elements and Smartcard service provisioning message are
specified for Terminal supporting Smartcard profile.
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The following two tables specify under which conditions each message is mandatory or optional to support for the general

Service Provisioning message and Smartcard Service Provisioning message respectively.

Pricing Information Request 5.1.5.1.1
Pricing Information Response 5.1.5.1.2
Service Request 5.1.5.2.1
Service Response 5.1.5.2.2
Service Completion 5.1.5.2.3
LTKM Renewal Request 5.1.5.3.1
LTKM Renewal Response 5.1.5.3.2
LTKM Renewal Completion 5.1.533
Unsubscribe Request 5.1.54.1
Unsubscribe Response 51542
Token Purchase Request 5.1.55.1
Token Purchase Response 5.1.552
Token Purchase Completion 5.1.553
Account Inquiry Request 5.1.5.6.1
Account Inquiry Response 5.1.56.2

OPTIONAL

MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
OPTIONAL

OPTIONAL

OPTIONAL

MANDATORY
MANDATORY

OPTIONAL

MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
OPTIONAL

OPTIONAL

OPTIONAL

MANDATORY
MANDATORY

Table 2: Summary General Service Provisioning messages

Pricing Information Request 5.1.6.1.1
Pricing Information Response 5.1.6.1.2
Service Request 5.1.6.2.1
Service Response 5.1.6.2.1
Service Completion 5.1.6.2.2
LTKM Renewal Request 5.1.6.3
LTKM Renewal Response 5.1.6.3
LTKM Renewal Completion 5.1.63
Unsubscribe Request 5.1.64.1
Unsubscribe Response 5.1.64.1
Token Request 5.1.6.5.1
Token Response 5.1.6.5.1
Account Inquiry Request 5.1.6.6.1
Account Inquiry Response 5.1.6.6.2
Registration Procedure 5.1.6.7
LTKM Request Procedure 5.1.6.8
Deregistration Procedure 5.1.6.9

5.1.1

OPTIONAL

MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY

OPTIONAL

MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY
MANDATORY

Table 3: Summary Smartcard Service Provisioning messages

Transport Protocol for Service Provisioning Messages

Service Provisioning operations are executed by exchanging the Service Provisioning messages over interface SPR-7. All the
Service Provisioning messages specified in the tables in the following sections and instantiated as XML documents.
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All request and reply messages defined below contain a requestID field which MAY be used by a terminal to map a reply
message to the corresponding request message. For this purpose, the network SHALL copy the requestID from a request
message into to the corresponding reply message.

The URL towards which the service provisioning messages are directed is signaled through the PurchaseChannel fragment in
SG as PurchaseURL [BCAST10-SG].

51.1.1 Transport Protocol for General Service Provisioning Messages

The BSP-M in the BSM SHALL support HTTP POST as a delivery method to exchange Service Provisioning messages over
SPR-7.

The BSP-M in the BSM MAY support HTTPS POST as a delivery method to exchange Service Provisioning messages over
SPR-7, where HTTPS SHALL be based on SSL 3.0 [SSL30] and TLS 1.0 [RFC 2246].

The BSP-C in the Terminal SHALL support HTTP POST and MAY support HTTPS POST as a delivery method to exchange
Service Provisioning messages over SPR-7, where HTTPS SHALL be based on .SSL 3.0 [SSL30] and TLS 1.0 [RFC 2246].

For proper operation of Service Provisioning function, the terminal needs to know the URL for HTTP or HTTPS sessions.
This is supported by ‘purchaseURL’ element contained in the PurchaseChannel fragment of Service Guide.

5.1.1.2 Transport Protocol for Smartcard Service Provisioning Messages

Most of the messages used for the Smartcard Profile are specified in [3GPP TS 33.246]. The remaining Service Provisioning
messages are specified in the tables in the following sections and are instantiated as XML documents.

For the Smartcard Profile using (U)SIM or (R-)UIM/CSIM, the BSP-M in the BSM SHALL support HTTP POST and
SHALL support HTTP digest authentication as per [3GPP TS 33.246] or [3GPP2 X.S0022-A], respectively, as a delivery
method to exchange Service Provisioning messages over SPR-7.

For the Smartcard Profile using (U)SIM or (R-)UIM/CSIM, the BRP-C in the Terminal SHALL support HTTP POST and
SHALL support HTTP digest authentication as per [3GPP TS 33.246] or [3GPP2 X.S0022-A], respectively.

For proper operation of Service Provisioning function, the terminal needs to know the URL for HTTP sessions. This is
enabled by the ‘PurchaseURL’ element contained in the PurchaseChannel fragment of the Service Guide.

5.1.2 HTTP Binding
5.1.2.1 HTTP Binding for General Service Provisioning Message

Request messages are sent as HTTP content of type “application/vnd.oma.bcast.sprov+xml”. Responses are always sent as
part of the “200 OK” response to the original request. The content type is “application/vnd.oma.bcast.sprov+xml”

5.1.2.2 HTTP Binding for Smartcard Service Provisioning Messages

HTTP Binding rule specified in [3GPP TS 33.246] SHALL be applied. If error is occurred on the procedure, HTTP response
message SHALL have the error code defined in [3GPP TS 33.246]. If General Provisioning Messages are used, the same
HTTP binding rule defined in the previous section will be applied.

5.1.3 Authentication
5.1.3.1 Message Authentication for General Service Provisioning Messages

For the general Service Provisioning messages, message authentication SHALL be provided using HTTPS that SHALL be
based on SSL 3.0 [SSL30] and TLS 1.0 [RFC 2246].
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5.1.3.2 Subscriber Authentication for Smartcard Profile Service Provisioning
Messages

Subscriber authentication for the Smartcard Profile SHALL be provided using HTTP digest as explained in [3GPP TS
33.246] or [3GPP2 X.S0022-A].

5.1.4 Use of Global Status Codes for Service Provisioning Messages

Table 2 proposes example values from Table 1 for the transaction messages that require the use of Global Status Codes. The
values shown below are for informative purposes and the full range of values of Table 1 are applicable to all messages if
deemed required.

5.1.5.1.2 Pricing Information Response 000, 001, 002, 003, 007, 008, 011, 013, 015,
016,017,018, 019, 020, 021, 023

5.1.6.2.2 Service Response 000, 001, 002, 003, 004, 005, 006, 007, 008,
009,011,013, 014,015,016, 017,018,019
020, 021, 023

5.1.5.3.2 Subscription Long-Term Key 000, 001, 002, 004, 005, 006, 007, 008, 010,

Renewal Response 011,013,015, 016,017,018, 019, 020, 021,
022, 023, 024,

5.1.5.4.2 Unsubscribe Response 000, 001, 002, 007, 008, 010,011,013, 015,
016,017,018, 019, 020, 021, 022, 023

5.1.5.5.2 Token Purchase Response 000, 001, 002, 004, 005, 006, 007, 008, 009,
011,013,015, 016,017,018, 019, 020, 021,
022, 023, 024

5.1.5.6.2 Account Inquiry Response 000, 001, 002, 004, 005, 007, 008, 011, 013,

014,015,017, 018,019, 020, 021, 023
5.7.2.3. Roaming Authorization Response 000, 001, 002, 003, 004, 005, 006, 007, 008,
009, 010,011, 013,014, 015,016,017, 018,
019, 020, 021, 022, 023, 024, 025, 026
5.7.2.5 RoamingServiceResponse 000, 001, 002, 003, 004, 005, 006, 007, 008,
009, 010,011, 013,014, 015, 016,017, 018,
019, 020, 021, 022, 023, 024, 025, 026

Table 4: Cross Reference Table (Informative)

5.1.5 General Service Provisioning Messages

This section specifies the General Service Provisioning Messages. As described, many of the messages in this category
support the Service Provisioning function of both the Smartcard Profile and DRM Profile BCAST Terminals, whereas others
specifically pertain to Service Provisioning for DRM Profile terminals. The XML schema for these messages is defined in
[BCAST10-XMLSchema-orderqueries].

5.1.51 Pricing Information Request Messages
This message is sent by the terminal to the BSM to request the pricing information of a particular purchase item or items. It is
used in the following situations:

— the Service Guide announces Purchase Data elements associated with the Purchase Item, but does not announce any
price for some or all of them, or

— the user wishes to discover whether a different price or additional purchase options are available for his or her
subscriber ID.
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The response message returns information about the price and subscription options for each purchase item, and optionally the
full Service Guide fragments that describe them.

5.1.5.1.1 Pricing Information Request

PricingInfo | E Pricing Information Request Message.
Request

Contains the following attributes:
requestID

Contains the following elements:
UserID
DevicelD
PurchaseltemID

requestID | A o 0..1 Identifier for the Price Information request unsignedInt
message.

UserID El o 0..N The user identity known to the BSM. string

For DRM profile, in case of roaming this
element SHALL be included, otherwise it MAY
be included. If it is missing, the network
SHALL be able to identify the user with other
means.

For Smartcard profile, this element SHALL be
omitted, and the user identity SHALL be
provided by the network with HTTP DIGEST
authentication procedure defined in section 6.6

Contains the following attributes:
type

type A M 1 Specifies the type of User ID. Allowed values unsignedByt

are: e

0 — username defined in [RFC 2865]
1 — IMSI

2 —URI

3 — IMPI

4 — MSISDN

5—-MIN

6-127 reserved for future use

128-255 reserved for proprietary use

DeviceID | El o 0..N A unique device identification known to the string
BSM.

Contains the following attributes:
type

type A M 1 Specifies the type of Device ID. Allowed unsignedByt

values are e

0 - DVB Device ID

1 — 3GPP Device ID (IMEI) [3GPP TS 23.003]
2 — 3GPP2 Device ID (MEID)[3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use
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Purchase | El M 1.N Identifier of the Purchase Item for which the
Item user wants to know the price.
Contains the following attribute:
globalIDRef
globalIDRef | A M 1 The ID of the Purchase Item. A purchase item is | anyURI

identified by the GlobalPurchaseltemID found
in the Purchaseltem fragment.

PurchaseDa | E2 o 0..N Identifier the PurchaseData fragments for which
taReference the user wishes to know the price. If this
element is omitted, the user is asking for the
price of all the Purchase Data fragments
associated with the Purchase Item, and available
to the particular user.

idRef A M 1 Identification of the ‘PurchaseData’ fragment in | anyURI
question.

Table 5: Structure of Pricing Information Request in General Service Provisioning Message
5.1.5.1.2 Pricing Information Response

If the price information request is accepted by BSM, then the message from BSM contains following data:

PricingInfoRes | E Pricing Information Response
ponse Contains the following attributes:
requestID
globalStatusCode

Contains the following elements:

PurchaseltemPrice
PurchaseDataFragment
requestID A O 0..1 Identifier for the corresponding Pricing unsignedInt
Information request message
global A O 0..1 The overall outcome of the request, according to | unsignedByt
Sé?):illes the return codes defined in the section 5.11. e

= [fthis attribute is present and set to value
“0”, the request was completed
successfully. In this case the
‘itemwiseStatusCode’ SHALL NOT be
given per each requested ‘Purchaseltem’.

= [fthis attribute is present and set to some
other value than “0”, there was a generic
error concerning the entire request. In this
case the ‘itemwiseStatusCode’ SHALL
NOT be given per each requested
‘Purchaseltem’.

= [fthis attribute is not present, there was an
error concerning one or more
‘Purchaseltem’ elements associated with
the request. Further, the
‘itemwiseStatusCode’ SHALL be given per
each requested ‘Purchaseltem’.

Purchaseltem | E1 M 1..N Describes the price information of a
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Purchaseltem. It is possible to provide one or
more price of Purchaseltem by currency.

Contains the following attribute:
globallDRef
itemwiseStatusCode

Contains the following element:
PurchaseDataReference

globalIDRef

Identifier of the Purchase Item for which a price
was requested. A purchase item is identified by
the GlobalPurchaseltemID found in the
Purchaseltem fragment.

anyURI

itemwise
Status
Code

0..1

Specifies a status code of each Purchaseltems
using GlobalStatusCode defined in the section
5.11.

unsignedByt
e

PurchaseData
Reference

E2

I.N

Describes the Price and subscription options
available for this user.

Contains the following attribute:
idRef

Contains the following elements:
Price

SubscriptionPeriod

idRef

Identifier of this Purchase Data, to be used by
the terminal when referencing to the purchase
data in a subsequent service request message.

anyURI

Price

E3

1.N

Price information of Purchase Item that a user
wants to know the price.

Contains the following attribute:
validTo
currency

double

validTo

0..1

The last moment when this price information is
valid. If not given, the validity is assumed to
end in undefined time in the future. This field
expressed as the first 32bits integer part of NTP
time stamps.

The validity indicated by this attribute SHALL
be equal to or be within the range of the
fragment validity of the associated
‘PurchaseData’ fragment.

unsignedInt

currency

0..1

Specifies the currency codes defined in ISO
4217 international currency codes. If not given,
value of price is amount of Tokens.

string

SubscriptionPe
riod

E3

0..1

Specifies the subscription period for the option
represented by this PurchaseData. If the
Purchase Item represents a bundle of services,
the SubscriptionPeriod SHALL be returned.
Otherwise it MAY be omitted.

duration

TermsOfUse

El

0..1

Element that declares there are Terms of Use
associated with the ‘Purchaseltem’ this ‘Pricing
Information Response’ relates to.

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-BCAST_Services-V1_0-20080226-C

Page 26 (162)

Contains the textual presentation of Terms of
Use or a reference to Terms of Use
representation through ‘PreviewData’, and
information whether user consent is required for
the Terms of Use.

Multiple occurrences of “TermsOfUse’ are
allowed within this message, but for any two
such occurrences values for elements “Country”
and “Language” SHALL NOT be same at the
same time.

Contains the following attributes:
type
id
userConsentRequired
Contains the following sub-elements:
Country
Language
PreviewDatalDRef
TermsOfUseText

type A M

The way the terminal SHALL interpret the
Terms of Use:

1 — Display before purchasing or subscribing.
If ‘“TermsOfUse’ element of type ‘1’ is present,
terminal SHALL render the Terms of Use prior
to initiating purchase or subscription request
related Purchaseltem associated with this
message.

2 — Display before playout.

If ‘“TermsOfUse’ element of type ‘2’ is present,
terminal SHALL present the Terms of Use prior
to playing out content or service associated this
message.

unsignedByt
e

id A

The URI uniquely identifying the Terms of Use.

anyURI

<L

userConsentRe | A
quired

Signals whether user consent for these Terms of
Use is needed.

true:

User consent is required for these Terms of Use
and needs to be confirmed in the subscription /
purchase request message related to the
Purchaseltem associated with this message.

false:

User consent is not required for the Terms of
Use.

boolean

Country E2 M

I.N

List of countries for which the Terms of Use is
applicable. Each value is a three character string
according to ISO 3166-1 alpha-3

string

Language E2 M

Language in which the Terms of Use is given.
Value is a three character string according to
ISO 639-2 alpha standard for language codes.

string

PreviewDataID | E2 O
Ref

0.N

Reference to the PreviewData fragment which
carries the representation of legal text.

anyURI
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If this element is not present, the
‘TermsOfUseText” SHALL be present.

TermsOfUseTe | E2 O 0..1 Terms of Use text to be rendered. string

= If ‘PreviewDatalDRef” element is present under
the ‘“TermsOfUse’ this element SHALL NOT be
present.
PurchaseDataF | E1 O 0..N Service guide fragments containing information | Complex
ragment for the requested Purchase Data fragments. The | Type

format is specified in [BCAST10-SG]

Table 6: Structure of Pricing Information Response in General Service Provisioning Message

5.1.5.2 Service Request Message

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase
item(s), and is applicable to both the DRM Profile and Smartcard Profile. This message is used strictly for the
subscription/purchase of purchase item(s) which is(are) not associated with token-based payment. The Smartcard Profile also
uses this message to submit a request for a SEK/PEK associated with a specific Key Validity period (range of STKM Time
Stamp values), when the SEK/PEK required to enable play-back of protected recording is not available on the Smartcard
(see Section 6.9.1 of [BCAST10-ServContProt]).

Note that for the Smartcard Profile, (U)SIM Smartcard Profile terminals shall not release the Packet Data Protocol (PDP)
context [3GPP TS 23.060] used by the "Service Request" until a "De-registration" procedure has been performed. This is to
ensure that the BSM is aware of the correct terminal IP address for the purpose of performing LTKM deliveries. The network
may initiate the release of terminal PDP contexts, as defined in [3GPP TS 23.060], in the case that there is a limit on the
number of active PDP contexts that it can maintain.

5.1.5.2.1 Service Request

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item.
If the price is specified in the request message and it differs from the price calculated by the BSM for one or more of the
purchase items included in the request, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2).
Also, if the price is not specified for one or more of the purchase items in the request message, the BSM SHALL respond
with Pricing Information Response message (5.1.5.1.2). Otherwise, the BSM SHALL respond with Service Response
message (5.1.5.2.2).

ServiceReq | E Service Request Message to subscribe or
uest purchase Purchaseltem

Contains the following attributes:
requestID

Contains the following elements:
UserID
DevicelD
ServiceEncryptionProtocol
Purchaseltem

DrmProfileSpecificPart
SmartcardProfileSpecificPart

Note: The Service Request message MAY
contain either the DrmProfileSpecificPart or
SmartcardProfileSpecificPart, but not both.
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Furthermore, in the case of the Smartcard
Profile, the ‘SmartcardProfileSpecificPart’
SHALL be omitted if the message is used for
the purpose of subscription or purchase, and
SHALL be included if the message is used to
request delivery of SEK(s)/PEK(s).

requestID | A 0] 0..1

Identifier for the Service request message.

unsignedInt

UserID El O 0.N

The user identity known to the BSM.

For DRM profile, in case of roaming this
element SHALL be included, otherwise it MAY
be included. If it is missing, the network
SHALL be able to identify the user with other
means.

For Smartcard profile, this element SHALL be
omitted, and the user identity SHALL be
provided by the network with HTTP DIGEST
authentication procedure defined in section 6.6

Contains the following attributes:
type

string

type A M 1

Specifies the type of User ID. Allowed values
are:

0 — username defined in [RFC 2865]
1 — IMSI

2 —-URI

3 —IMPI

4 — MSISDN

5—-MIN

6-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

DeviceID El (@) 0.N

A unique device identification known to the
BSM. This element SHALL be included when
the device supports the DRM profile. In this
case, the device shall not allow the user to
modify the DevicelD.

Contains the following attributes:
type

string

type A M 1

Specifies the type of Device ID. Allowed
values are

0 - DVB Device ID

1 — 3GPP Device ID (IMEID)[3GPP TS 23.003]
2 — 3GPP2 Device ID (MEID)[3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use

unsignedByt
e

ServiceEncr | E1 O 0.N
yptionProto
col

Lists each service encryption protocol supported
by the device, including the mandatory ones.
Defined values: “ipsec”, “srtp”, and
“ISMACryp”. The device is allowed to include
more identifiers, however depending on the
protocols supported by the network they may be

ignored.

Note: This element is only included in the
message if a service is to be delivered over

string
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Interaction channel.

Purchase El M 1.N
Item

Contains the list and price of items the user
wants to order and the list of services the user
wants to subscribe notification.

Contains the following attributes:
globalIDRef

Contains the following elements:
PurchaseDataReference
Service

globallDRef | A M 1

The identifier of the Purchase Item. The
Purchase Item identifier is advertised in the
Purchaseltem fragment of the Service Guide as
GlobalPurchaseltemID and is inserted in this
message in the same format.

anyURI

PurchaseDa | E2 O 0..1
taReference

Contains the price information.

This specifies the PurchaseData fragment in the
Service Guide which is to be used for this
subscription.

Contains the following attribute

idRef

Contains the following Element:
Price

idRef A M 1

References the identifiers of PurchaseData
Fragment advertised in Service Guide.

anyURI

Price E3 O 0..1

The price of the Purchase Item known to the
user from Service Guide. If PurchaseData in the
Service Guide contains multiple price entries by
currency, this element should be specified to
indicate to the BSM the entry desired by the
user. Price is expressed in fractional units (e.g.
Cents).

Contains the following attribute:
currency

double

currency A 0] 0..1

Specifies the currency codes defined in ISO
4217 international currency codes.

string

UserConsen | E2 O 0..1
tAnswer

Signals whether user agreed to the Terms of Use

as represented by id of the related TermsOfUse

element.

true: User agrees the terms of the
Terms of Use.

false: User disagrees the terms of

the Terms of Use.

If this element is not present the interpretation is

that the user has not read or understood the

Terms of Use.

boolean

id A M 1

The URI uniquely identifying the Terms of Use
this ‘UserConsentAnswer’ relates to.

anyURI

Service E2 O 0.N

Reference of the Service. This element is only
used for subscribing service-specific
Notification

Contains the following attributes:
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globallDRef

notification
Note: This element is only used for the purpose
of subscribing to service-specific Notification.
In addition, this element should not be confused
with the MBMS User Service ID (the latter is
the equivalent MBMS designation for the
concatenation of the attributes
‘PurchaseltemID.@goballDRef” and
‘PurchaseData.@idRef” in BCAST.

globalIDRef

Unique ID of the Service, as represented by the
GlobalServicelD. It is used to identify the
Service.

anyURI

notification

Subscription to receive Notification Message
related to the Service over Interaction Channel.
If notification=true, it means Notification over
Interaction Channel is subscribed. If
notification=false, it means Notification over
Interaction Channel should not be delivered.

boolean

DrmProfile
SpecificPart

El

Service & Content Protection DRM-profile
specific part. This part is MANDATORY to
support for DRM Profile, and is not applicable
to the Smartcard Profile.

Contains the following attributes:
rightsIssuerURI

Contains the following element:
BroadcastMode

rightsIssuer
URI

ID of the rights issuer associated with the BSM.

anyURI

Broadcast
Mode

E2

Indicates whether or not the device supports the
optional broadcast mode of operation for rights
acquisition, in addition to the interactive mode
of operation.

boolean

SmartcardP
rofileSpecifi
cPart

El

Service & Content Protection Smartcard Profile
specific part. This part is MANDATORY to
support for the Smartcard Profile, and is not
applicable to the DRM Profile.

Contains the following elements:
ProtectionKeyID

Note: This message is used to submit a request
for SEK(s) or PEK(s) associated with a specific
range of TEK values, due to unavailability of
that key in the BCAST Terminal, necessary to
enable play-back of protected recording.

ProtectionK
eylD

E2

1.N

The 7-byte long concatenation of KeyDomainID
and SEK/PEK ID corresponding to the content
for which the SEK(s) or PEK(s) is requested.

Contains the following attributes:
timestampMin
timestampMax

unsignedLo
ng

timestamp

A

0)

0..1

The lower bound of the range of STKM

hexBinary
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Min timestamp values (4 bytes) for which the SEK
or PEK is requested.
timestamp | A o 0..1 The upper bound of the range of STKM hexBinary
Max timestamp values (4 bytes) for which the SEK
or PEK is requested.
Table 7: Structure of Service Request in General Service Provisioning Message
5.1.5.2.2 Service Response

This message is sent to the terminal from the BSM in response to the request for subscription to the Service Request message.
This message is applicable to both the DRM Profile and Smartcard Profile.

ServiceResp | E
onse

Service Response Message

Contains the following attributes:
requestID
globalStatusCode
adaptationMode

Contains the following elements:
Purchaseltem
DrmProfileSpecificPart

requestID | A 0] 0..1

Identifier for the corresponding Service request
message.

unsignedInt

global A (@) 0..1
Status
Code

The overall outcome of the request, according to
the return codes defined in section 5.11.

= [fthis attribute is present and set to value
“0”, the request was completed
successfully. In this case the
‘itemwiseStatusCode’ SHALL NOT be
given per each requested ‘Purchaseltem’.

= [fthis attribute is present and set to some
other value than “0”, there was a generic
error concerning the entire request. In this
case the ‘itemwiseStatusCode’ SHALL
NOT be given per each requested
‘Purchaseltem’.

= [fthis attribute is not present, there was an
error concerning one or more
‘Purchaseltem’ elements associated with
the request. Further, the
‘itemwiseStatusCode’ SHALL be given per
each requested ‘Purchaseltem’.

unsignedByt
e

adaptation | A (0] 0..1
Mode

Informs the terminal of the operational
adaptation mode: Generic or BDS-specific
adaptation

false— indicates Generic adaptation mode

true — indicates BDS-specific adaptation mode
Note: this attribute SHALL be present only if
the ‘globalStatusCode’ indicates “Success”, and
the underlying BDS is BCMCS.

boolean
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Purchaselte | E1l M 1.N
m

Describes the results of the request message of
subscribing to or purchasing the Purchaseltem.
For the DRM Profile, if subscription or

purchase is successful, rightsValidityEndTime
of Purchaseltem will be present. For either the
DRM Profile or Smartcard Profile, in the case of
subscription/purchase failure,
itemWiseStatusCode will be present to indicate
the reason why the request is not accepted by
BSM.

Contains the following attributes:
globalDRef
itemwiseStatusCode

globallDRef | A M 1

The ID of the Purchase Item. A purchase item is
identified by the GlobalPurchaseltemID found
in the Purchaseltem fragment.

anyURI

itemwiseSta | A (0] 0..1
tusCode

Specifies a status code of each Purchaseltems
using GlobalStatusCode defined in the section
5.11.

unsignedByt
e

Subscriptio | g2 ¢} 0..1
nWindow

The time interval during which the subscription
is valid.

The network SHOULD include this element for
time-based subscriptions and MAY include it
for pay-per-view.

The terminal MAY use this information to
determine the validity period of a subscription.

Contains the following attributes:
startTime
endTime

startTime A M 1

NTP timestamp expressing the start of subscription.

unsignedInt

endTime A 0 0..1

NTP timestamp expressing the end of subscription.
This attribute SHALL NOT be present for open-
ended subscriptions.

unsignedInt

DrmProfile | E1l O 0..1
SpecificPart

Service & Content Protection DRM-profile
specific part. This part is MANDATORY to
support for DRM Profile, and is not applicable
to the Smartcard Profile.

Contains the following attributes:
rightsValidityEndTime

Contains the following elements:
roap Trigger

rights A (0] 0..1
Validity
EndTime

The last time and date of validity of the Long-
Term Key Message, after which it has to be
renewed. This attribute will be present when
BSM accept the request message. This field is
expressed as the first 32bits integer part of NTP
time stamps.

Note: this element is validated if RO is
broadcasted. Otherwise, this element is not

unsignedInt
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necessary.
roap E2 o 0..1 ROAP RO Acquisition Trigger**. The device is | reference to
Trigger expected to use the trigger to initiate one or “roapTrigge
more Long-Term Key Message acquisitions. r”’ element
as defined in
OMA DRM
2.0 XML
namespace

Table 8: Structure of Service Response in General Service Provisioning Message

** These (ROAP Messages) are DRM profile specific. They are defined in [DRMDRM-v2.0].

5.1.5.2.3 Service Completion

Service Completion Message MAY be sent by a terminal after it receives Service Response Message and then retrieves Long
Term Key Message. The network SHALL reply with a HTTP 200 OK response message when this message is received.

ServiceCom | E Service Completion Message for terminal to
pletion send the result receiving Long Term Key
Message.
Contains the following attribute:
requestID

Contains the following element:

LTKMessagelD
requestID | A 0] 0..1 Identifier for the corresponding Service request | unsignedInt
message.
LTK El M 1.N A list containing the IDs of one or more Long- string
MessagelD Term Key Messages received by the device.

Note: RO ID will be used for DRM profile and
MIKEY message ID will be used for Smartcard
Profile.

Table 9: Structure of Service Completion in General Service Provisioning Message

5.1.5.3 LTKM Renewal Messages

The following messages in this section are specific to the DRM Profile. For the Smartcard Profile, the equivalent messages
and procedures pertaining to LTKM renewal are defined in Section 5.1.6.3.

5.1.5.3.1 LTKM Renewal Request (DRM Profile only)

The Long-term Key Message Renewal request message is sent if a terminal needs to renew the LTKM(s) associated to a
certain Purchase Item or group of purchase items. It is only applicable to the DRM Profile.

This message can also be sent by the terminal to the BSM to request the subscription to any purchase items that the end user
has already purchased (e.g. via out of band means), but has not yet received key material for. This could for example be used
the first time the BCAST application is started in order to register the terminal to “free” or “default” channels.
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LTKMRene | E
walRequest

Long Term Key Message Renewal Request
Message

Contains the following attributes:
requestID

Contains the following elements:
UserID
DevicelD
PurchaseltemID

requestID | A (0] 0..1

Identifier for the LTKM renewal request
message.

unsignedInt

UserID El O 0.N

The user identity known to the BSM.

For DRM profile, in case of roaming this
element SHALL be included, otherwise it MAY
be included. If it is missing, the network
SHALL be able to identify the user with other
means.

For Smartcard profile, this element SHALL be
omitted, and the user identity SHALL be
provided by the network with HTTP DIGEST
authentication procedure defined in section 6.6

Contains the following attributes:
type

string

type A M 1

Specifies the type of User ID. Allowed values
are:

0 — username defined in [RFC 2865]
1 — IMSI

2 —-URI

3 — IMPI

4 — MSISDN

5—-MIN

6-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

DeviceID El (@) 0.N

A unique device identification known to the
BSM. This element SHALL be included when
the device supports the DRM profile. In this
case, the device shall not allow the user to
modify the DevicelD

Contains the following attributes:
type

string

type A M 1

Specifies the type of Device ID. Allowed
values are

0 - DVB Device ID

1 — 3GPP Device ID (IMEI)[3GPP TS 23.003]
2 — 3GPP2 Device ID (MEID)[3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use

unsignedByt
e

Purchase El M 1.N
Item

A list of Purchase Items that the user wants to
renew.

Contains the following attribute:
globalIDRef
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If the terminal wants to requests to the BSM the
subscription to any purchase items that the end
user has already purchased (e.g. via out of band
means), but has not yet received key material
for, the terminal has to set the globalIDRef
attribute equal to “oma-bcast-allservices”. This
could for example be used the first time the
BCAST application is started in order to register
the terminal to “free” or “default” channels.

globalIDRef | A M 1

GlobalPurchaseltemID to identify this
Purchaseltem, found in the Purchaseltem
fragment.

anyURI

Table 10: Structure of LTKM renewal request in General Service Provisioning Message

5.1.5.3.2

LTKM Renewal Response

LTKMRene | E Long Term Key Message Renewal Response
walRespons Message
¢ Contains the following attributes:
requestID
globalStatusCode
Contains the following elements:
Purchaseltem
DrmProfileSpecificPart
requestID | A o 0..1 Identifier for the corresponding LTKM request | unsignedInt
message.
global A o 0..1 The overall outcome of the request, according to | unsignedByt
Status the return codes defined in section 5.11. e
Code
= [fthis attribute is present and set to value
“0”, the request was completed
successfully. In this case the
‘itemwiseStatusCode’ SHALL NOT be
given per each requested ‘Purchaseltem’.
= [fthis attribute is present and set to some
other value than “0”, there was a generic
error concerning the entire request. In this
case the ‘itemwiseStatusCode’ SHALL
NOT be given per each requested
‘Purchaseltem’.
= [fthis attribute is not present, there was an
error concerning one or more
‘Purchaseltem’ elements associated with
the request. Further, the
‘itemwiseStatusCode’ SHALL be given per
each requested ‘Purchaseltem’.
Purchaselte | E1 M 1.N Describes the results of the request message of
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LTKM Renewal. If renewal is successful,
LTKValidityEndTime of Purchaseltem will be
present. If not, temWiseStatusCode will be
present to show user the reason why the request
is not accepted by BSM.
Contains the following attributes:

globallDRef

ItkValidityEndTime

itemwiseStatusCode
Contains the following sub-element:

PurchaseDataReference
In case the globallDRef attribute of the
Purchaseltem element has been set equal to
“oma-bcast-allservices” in the corresponding
request message, the reply message SHALL
contain a list of those Purchaseltem elements
which the terminal has already purchased (e.g.
via out of band means), but has not received key
material for.

globalIDRef | A M 1

The ID of the Purchase Item to which the
validity end time is related. A purchase item is
identified by the GlobalPurchaseltemID found
in the Purchaseltem fragment.

anyURI

ItkValidityE | A O 0..1
ndTime

The last time and date of validity of the Long-
Term Key Message, after which it has to be
renewed again. This attribute will be present
when BSM accept the request message. This
field is expressed as the first 32bits integer part
of NTP time stamps.

Note: the information on this element can be
provided in RO.

unsignedInt

itemwiseSta | A (@) 0..1
tusCode

Specifies a status code of each Purchaseltems
using GlobalStatusCode defined in the section
5.11.

unsignedByt
e

Subscriptio | g2 o) 0..1
nWindow

The time interval during which the subscription
is valid.

For time-based subscriptions, the network
SHALL include this element when responding
to an 'oma-bcast-allservices' request and
SHOULD include it otherwise. For pay-per-
view, the network MAY include this element.
The terminal MAY use this information to
determine the validity period of a subscription.

Contains the following attributes:
startTime
endTime

startTime A M 1

NTP timestamp expressing the start of subscription.

unsignedInt

endTime A o) 0..1

NTP timestamp expressing the end of subscription.
This attribute SHALL NOT be present for open-
ended subscriptions.

unsignedInt
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PurchaseDa | E2 M 1 Describes the PurchaseData associated with the
taReference subscription to the Purchase. The device MAY
use this information to update its internal
subscription information concerning the user.

Contains the following attributes:
idRef

Contains the following sub-element:
Price

idRef A M 1 The id of the Purchase Data fragment that is anyURI
being referred to.

Price E3 o 0..N The price currently associated for the use to the | double
subscription, possibly in multiple currencies.

Contains the following attribute:
currency

currency | A o 0..1 Specifies the currency codes defined in ISO string
4217 international currency codes. If not given,
value of price is amount of Tokens.

DrmProfile | E1 o 0..1 Service & Content Protection DRM-profile
SpecificPart specific part. This part is MANDATORY to
support for DRM Profile. Note that as this
message is only applicable for DRM profile,
this element SHALL always be present for
successful responses.

Contains the following elements:

Trigger

Trigger E2 o 0..1 ROAP RO Acquisition Trigger®*. If the RoapTrigger
subscription renewal failed because the device
was unregistered, the response MAY include a
ROAP Registration Trigger**. In that case, the
device is expected to use the trigger to initiate a
registration and repeat the subscription renewal
once it is registered.

Table 11: Structure of LTKM renewal response in General Service Provisioning Message

** These (ROAP Messages) are DRM profile specific
5.1.5.3.3 LTKM Renewal Completion

This message, sent by the terminal to the BSM, represents an acknowledgment of the terminal’s receipt of the LTKM
Renewal Response. The network SHALL reply with a HTTP 200 OK response message when this message is received.

LTKMRene | E Long-Term Key Message Renewal Completion
walComplet Message
lon Contains the following attributes:
requestID

Contains the following elements:

LongTermKeyID
requestID | A 0] 0..1 Identifier for the corresponding LTKM request | unsignedInt
message.
LongTerm | El M 1.N A list containing the IDs of one or more Long- string
KeyID Term Key Messages received by the device.
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Table 12: LTKM renewal completion in General Service Provisioning Message

5154 Unsubscription Messages

These messages pertain to the request and response for cancellation of the existing subscription to the purchase item as
identified by the‘globalIDRef attribute’ of Purchaseltem or the notification as identified by the ‘globallDRef attribute’ of
Service.

When the device unsubscribing supports the smartcard profile, some additional actions need to occur upon successful
completion of the unsubscribe procedure. The device SHALL remove the purchaseltemIDs from which it has unsubscribed
from subsequent MBMS user registration or deregistration messages to the BSM. The BSM MAY also invalidate SEKs
associated with the relevant purchase ID on the unsubscribing device which are not used by any other purchase items to
which the device is subscribed. The BSM invalidates SEKs/PEKs by sending an LTKM with invalid Key Validity data, i.e.
the lower bound is greater than the upper bound, where the bounds define the allowed range of either TEK IDs or TimeStamp
values.

5.1.5.4.1 Unsubscribe Request

Unsubscrib | E Unsubscribe Request Message
eRequest Contains the following attributes:

requestID

keepSubscription

Contains the following elements:
UserID
DevicelD
Purchaseltem

requestID | A 0] 0..1

Identifier for the Unsubscribe request message.

unsignedInt

keepSubscri
ption

0..1

Keep current subscription of Purchaseltem.
When the user wants to unsubscribe from
notification only but keep the subscription to
Purchaseltem, this field is set to true. If this
element is not present or value is false, it means
both Purchaseltem and its relevant notification
will be unsubscribed.

boolean

UserID

El

0.N

The user identity known to the BSM.

For DRM profile, in case of roaming this
element SHALL be included, otherwise it MAY
be included. If it is missing, the network
SHALL be able to identify the user with other
means.

For Smartcard profile, this element SHALL be
omitted, and the user identity SHALL be
provided by the network with HTTP DIGEST
authentication procedure defined in section 6.6.

Contains the following attributes:
type

string

type

Specifies the type of User ID. Allowed values
are:

0 — username defined in [RFC 2865]
1 — IMSI

unsignedByt
e
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2 —URI

3 — IMPI

4 — MSISDN

5—-MIN

6-127 reserved for future use
128-255 reserved for proprietary use

DevicelD

El o 0..N

A unique device identification known to the
BSM.

Note: If User has multiple devices, then this
element indicates a device or a group of devices
that user want to unsubscribe.

contains the following attribute:
type

string

type

Specifies the type of Device ID. Allowed
values are

0 - DVB Device ID

1 — 3GPP Device ID (IMEI)[3GPP TS 23.003]
2 — 3GPP2 Device ID (MEID)[3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use

unsignedByt
e

Purchase
Item

El M I.N

Specifies identifier of the Purchase Item the user
wants to unsubscribe from. Also, contains
ServicelD to unsubscribe service-specific
notification.

Contains the following attribute:
globalIDRef

Contains the following element:
Service

globalIDRef

Identifier of Purchaseltem.
GlobalPurchaseltemID found in the
Purchaseltem fragment will be used.

anyURI

Service

E2 o 0..N

This element is only used for unsubscribing
service-specific Notification. See section
5.144.2.1

Contains the following attributes:
globalIDRef
notification

globalIDRef

GlobalServicelD to identify Service

anyURI

notification

<=

Un-subscription to receive Notification Message
over Interaction Channel. If Notification=true,
it means Notification over Interaction Channel
is unsubscribed. If Notification=false or
element is not present, it means there is no
change in current status of subscription for
notification over Interaction Channel.

boolean

Table 13: Structure of Unsubscribe Request in General Service Provisioning Message

5.1.5.4.2 Unsubscribe Response
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UnsubscribeRe | E
sponse

Unsubscribe Response Message
Contains the following attributes:
requestID
globalStatusCode

Contains the following elements:
Purchaseltem

requestID A O

0.1

Identifier for the corresponding Unsubscribe
request message.

unsignedInt

global A (0)
Status
Code

0..1

The overall outcome of the request, according
to the return codes defined in section 5.11.

= [fthis attribute is present and set to value
“0”, the request was completed
successfully. In this case the
‘itemwiseStatusCode’ SHALL NOT be
given per each requested ‘Purchaseltem’.

= [fthis attribute is present and set to some
other value than “0”, there was a generic
error concerning the entire request. In this
case the ‘itemwiseStatusCode’ SHALL
NOT be given per each requested
‘Purchaseltem’.

= [fthis attribute is not present, there was
an error concerning one or more
‘Purchaseltem’ elements associated with
the request. Further, the
‘itemwiseStatusCode’ SHALL be given
per each requested ‘Purchaseltem’.

unsignedByt
e

Purchase El M
Item

I.N

The ID of the Purchase Item to which the
message is related.

Contains the following attribute:
globalIDRef
itemwiseStatusCode

globalIDRef | A M

Identifier of Purchaseltem.
GlobalPurchaseltemID found in the
Purchaseltem fragment will be used.

anyURI

itemwiseStatus | A M
Code

Indicates the results of the Unsubscribe
Request message. If Value is successful, it
means relevant Purchaseltem is unsubscribed.
GlobalStatusCode specified in section 5.11
will be used for this code.

unsignedByt
e

Table 14: Structure of Unsubscribe Response in General Service Provisioning Message

5.1.5.5
5.1.5.5.1

Token Purchase Request

Token Purchase Request Messages

This message is sent by the terminal to the BSM to request the purchase of tokens, or credits, to enable future consumption of
broadcast services/content. The quantity of which is identified by the requested token amount. This message is applicable to

both the DRM Profile and Smartcard Profile.
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Note that for the Smartcard Profile, (U)SIM Smartcard Profile terminals shall not release the Packet Data Protocol (PDP)
context [3GPP TS 23.060] used by the "Token Purchase Request" until a "De-registration" procedure has been performed.
This is to ensure that the BSM is aware of the correct terminal IP address for the purpose of performing token deliveries. The
network may initiate the release of terminal PDP contexts, as defined in [3GPP TS 23.060], in the case that there is a limit on
the number of active PDP contexts that it can maintain.

TokenPurcha | E Token Purchase Request Message
seRequest Contains the following attributes:

requestID

Contains the following elements:
UserID
DevicelD
PermissionsIssuerURI
TokenRequest
SmartcardProfileSpecificPart
requestID A (0] 0..1 Identifier for the Token Purchase request unsignedInt
message.
UserID El (0] 0..N The user identity known to the BSM. string

For DRM profile, in case of roaming this
element SHALL be included, otherwise it MAY
be included. If it is missing, the network
SHALL be able to identify the user with other
means.

For Smartcard profile, this element SHALL be
omitted, and the user identity SHALL be
provided by the network with HTTP DIGEST
authentication procedure defined in section 6.6

Contains the following attributes:

type
type A M 1 Specifies the type of User ID. Allowed values unsignedByt
are: e
0 — username defined in [RFC 2865]
1 — IMSI
2-URI
3 —IMPI
4 — MSISDN
5—-MIN

6-127 reserved for future use
128-255 reserved for proprietary use

DeviceID El o 0..N A unique device identification known to the string
BSM.
contains the following attribute:
type
type A M 1 Specifies the type of Device ID. Allowed unsignedByt
values are e

0 — DVB Device ID
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1 — 3GPP Device ID (IMEI) [3GPP TS 23.003]

2 — 3GPP2 Device ID (MEID) [3GPP2
C.S0072]

3-127 reserved for future use
128-255 reserved for proprietary use

PermissionsI | E1l (@) 0..1
ssuerURI

The identification of the Permissions Issuer
depending on the Profile.

For the DRM Profile, this element is
MANDATORY. It identifies the Rights Issuer
from which the BSM can retrieve the ROAP
Trigger**.

For the Smartcard Profile, this element is
OPTIONAL. It identifies the Permissions
Issuer, if different from the BSM, which grants
tokens for both live rendering and play-back
requests.

Contains the following attribute:

type

anyURI

type A M 1

The type of the Permissions Issuer identified by
the PermissionsIssuerURI. Allowed values are:

false — DRM Profile
true — Smartcard Profile

boolean

TokensReque | E1l (0] 0..1
sted

Purchase request for tokens
Contains the following attributes:
type
amount
chargingType

type A M 1

Specifies the type of tokens requested
Allowed values are:

0 - unspecified

1 — tokens for the DRM Profile

2 — service tokens for the Smartcard Profile,
added to the live_ppt_purse of the specified
SEK/PEK key group

3 — service tokens for the Smartcard Profile, to
the playback ppt purse of the specified
SEK/PEK key group

4 — user tokens for the Smartcard Profile added
to the user purse associated to the BSM ID

5 - 127 reserved for future use
128-255 reserved for proprietary use

Note: type 1 tokens are applicable only to DRM
Profile, whereas types 2-4 are applicable only to
Smartcard Profile

For a definition of user tokens and service
tokens, see Sections 6.6.2.2 and 6.6.5 of
[BCAST10-ServContProt].

unsignedByt
e

amount A M 1

Specifies the amount of tokens requested.

For types 0 and 1, this value corresponds to the
number of tokens requested

For types 2 and 3, this value corresponds to the

unsignedInt
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requested number of service tokens, valid for
any LTKM using service tokens associated to
the given SEK/PEK key group.

For type 4, this value corresponds to the
requested number of user tokens, valid for any
LTKM using user tokens associated to the ID of
the BSM.

charging A M 1
Type

The type of charging (pre-paid or post-paid) the
user wishes to use. The BSM will verify that the
requested charging type is available for this
user. The following values are defined:

0 — undefined

1 — prepaid

2 — postpaid

3-127 — reserved for future use
128-255 — reserved for proprietary use

unsignedByt
e

SmartcardPr | E1l O 0..1
ofileSpecificP
art

Service & Content Protection Smartcard Profile
specific part. This part is MANDATORY to
support for the Smartcard Profile, and is not
applicable to the DRM Profile.

Contains the following elements:
ProtectionKeyID
Purchaseltem

ProtectionKe | E2 o) 0..1
yID

The 7-byte long concatenation of KeyDomainID
and SEK/PEK ID corresponding to the
SEK/PEK ID for which service tokens are
requested.

Key number part MAY be set to any value as
the service tokens are associated to a key group.
The element is only present when service tokens
are requested AND the Purchaseltem element is
absent.

unsignedLo
ng

Purchaselte | E2 O 0.N
m

Identifier of the content(s); or service(s), or
purchase item(s) to which the type of tokens in
the token purchase request corresponds, if the
information comes from the Service Guide.

This is given by the globalPurchaseltemID as
defined in [BCAST10-SG].

Contains the following attributes:
globallDRef
purchaseDatalDRef
purchaseUnitNum

Note: PurchaseltemID SHALL be present if the
SmartcardProfileSpecificPart is present

globallDRef | A M 1

Identifier of Purchaseltem.
GlobalPurchaseltemID found in the
Purchaseltem fragment will be used.

anyURI

purchaseDat | A (0] 0..1
alDRef

Identifies the associated ‘PurchaseData’
fragment to which the requested credit package
belongs.

anyURI

purchaseUnit | A (0] 0..1

The number of token-based credit packages

unsignedSho
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Num requested by the terminal, where the number of | 1t
tokens in one package is indicated by ‘amount’
attribute above.

In Smartcard Profile, the value of ‘amount’
attribute SHALL be identical to the value of
‘TotalNumberCredits’ element specified in the
associated ‘PurchaseData’ fragment in the SG.
Therefore the actual number of tokens requested
by the terminal is ‘PurchaseUnitNum’ times
‘amount’.

Table 15: Structure of Token Purchase Request in General Service Provisioning Message

** These (ROAP Messages) are DRM profile specific

5.1.5.5.2 Token Purchase Response

This message, sent from the BSM to the terminal, represents a successful outcome, either unconditional or conditional in
nature, in response to the Token Purchase Request. This message is applicable to both the DRM Profile and Smartcard
Profile.

TokenPurcha | E Token Purchase Response
seResponse Contains the following attributes:

requestID

globalStatusCode

Contains the following elements:
DrmProfileSpecificPart
SmartcardProfileSpecificPart

Note: DrmProfileSpecificPart and

SmartcardProfileSpecificPart are mutually

exclusive — TokenPurchaseResponse SHALL

contain either the DrmProfileSpecificPart or

SmartcardProfileSpecificPart.

Identifier for the corresponding Token Purchase | unsignedInt

request message.

requestID A (0] 0..1

globalStatus | A M 1 The outcome of the request, according to the unsignedByt
Code return codes defined in Table 1. e

DrmProfileS | E1 @) 0..1 Service & Content Protection DRM-profile
pecificPart specific part. This part is MANDATORY to

support for DRM Profile, and is not applicable
to the Smartcard Profile..
Contains the following elements:
roap Trigger

roap Trigger | E2 0..1 If the token purchase succeeded, the response reference to
SHALL include a ROAP Trigger** as an “roapTrigge
additional payload. The device is expected to r” element
use the trigger to initiate one or more token as defined in
acquisitions. OMA DRM
If the token purchase failed because the device 2.0 XML
was unregistered, the response includes a ROAP | namespace

Registration Trigger** as an additional payload.
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The device is expected to use the trigger to
initiate a registration and repeat the token
purchase once it is successfully registered.

SmartcardPr | E1l (@) 0..1
ofileSpecificP
art

Service & Content Protection Smartcard Profile
specific part. This part is MANDATORY to
support for the Smartcard Profile, and is not
applicable to the DRM Profile.

Contains the following element:

TokensGranted

TokensGrant | E2 (@) 0..1
ed

Granted tokens in response to the token
purchase request.

It contains the following attributes:

type

amount

chargingType
Note: The element TokensGranted simply
represents the information on the outcome of the

token purchase request. The actual token
delivery is fulfilled by the MIKEY LTKM.

type A M 1

Specifies the type of tokens granted in the token
purchase transaction.

Allowed values are:
0 — reserved
1- tokens for DRM Profile

2 — service tokens for the Smartcard Profile,
added to the live ppt purse of the specified
SEK/PEK key group

3 —service tokens for the Smartcard Profile
added to the playback ppt purse purse of the
specified SEK/PEK key group

4 — user tokens for the Smartcard Profile added
to the user purse associated to the BSM ID

5-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

amount A M 1

Specifies the number of tokens granted in the
token purchase transaction.

For type 0, 1, 2, 3 and 4, the value corresponds
to the number of tokens granted.

unsignedInt

charging A M 1
Type

The type of charging to be associated with the
token purchase transaction. The following
values are defined:

0 — unspecified

1 — prepaid

2 — postpaid

3-127 — reserved for future use
128-255 — reserved for proprietary use

unsignedByt
e

Table 16: Structure of Token Purchase Response in General Service Provisioning Message
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**These (ROAP messages) are OMA DRMv2.0 specific. They are defined in [DRMDRM-v2.0]. Implementation in XML
schema will be done by referenceing the “RoapTrigger element from the OMA DRM2.0 ROAP protocol schema. Other
service protection mechanisms will map their own respective messages to the corresponding fields.

5.1.5.5.3 Token Purchase Completion

Token Purchase Completion Message MAY be sent by a terminal after it receives Token Purchase Response Message.

TokenPurc | E Token Purchase Completion Message for
haseComple terminal to send.
tion Contains the following attributes:
requestID
requestID | A o 0..1 Identifier for the corresponding Token Purchase | unsignedInt

request message.

Table 17: Structure of Token Purchase Completion in General Service Provisioning Message

5.1.5.6 Account Inquiry Messages

Account Inquiry allows the End user to request his/her account information such as active purchase item list, Service Guide
Fragments associated with subscribed Purchaseltem, or Billing Information. The AccountInquiry Element in the Account
Inquiry Request message (5.1.5.6.1) indicates which information the End user wants to receive and the response message can
include GlobalPurchaseltem List or SG Fragments or Billing Information as per the request message.

5.1.5.6.1 Account Inquiry Request

AccountRe | E Account Inquiry Request message
QUGS Contains the following attributes:
requestID

Contains the following elements:
UserID
DevicelD
AccountInquiry

requestID | A o 0..1 Identifier for this request message unsignedInt
UserID El o 0..N The user identity known to the BSM. string

For DRM profile, in case of roaming this
element SHALL be included, otherwise it MAY
be included. If it is missing, the network
SHALL be able to identify the user with other
means.

For Smartcard profile, this element SHALL be
omitted, and the user identity SHALL be
provided by the network with HTTP DIGEST
authentication procedure defined in section 6.6

Contains the following attributes:
type

type A M 1 Specifies the type of User ID. Allowed values unsignedByt

are: e

0 — username defined in [RFC 2865]
1 — IMSI

2 - URI

3 — IMPI
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4 — MSISDN
5—-MIN
6-127 reserved for future use
128-255 reserved for proprietary use
DeviceID | El 0..N A unique device identification known to the string
BSM.
contains the following attribute:
type
type A 1 Specifies the type of Device ID. Allowed unsignedByt
values are e
0 —DVB Device ID
1 —3GPP Device ID (IMEI) [3GPP TS 23.003]
2 — 3GPP2 Device ID (MEID) [3GPP2
C.S0072]
3-127 reserved for future use
128-255 reserved for proprictary use
AccountInq | E1 1.N Specifies the account information which user unsignedByt
uiry want to receive from the BSM. Possible values | e
are:
0 — undefined
1 — Purchaseltem List
2 — Service Guide Fragments
3 — Billing Information
4 ~ 127 — Reserved for future use
128 ~ 255 — Reserved for proprietary use
Note: If value is 0, BSM SHOULD deliver the
default response message which is composed to
provide account information to users.

Table 18: Structure of Account Inquiry Request in General Service Provisioning Message

5.1.5.6.2 Account Inquiry Response

AccountRe | E Account Inquiry Response Message
SEOBSE Contains the following attributes:
requestID
globalStatusCode
Contains the following elements:
BillingInformation
Purchaseltem
requestID | A 0..1 Identifier for the corresponding Account Inquiry | unsignedInt
message
global A 1 The overall outcome of the request, according to | unsignedByt
Status the return codes defined in section 5.11. e
Code
BillingInfor | E1 0.N Describes the total billing information, possibly | string
mation in multiple languages. The language is
expressed using built-in XML attribute xml:lang
with this element.
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Purchaselt | E1 O 0.N
em

Specifies the Purchaseltem or the Service Guide
Fragments which user subscribed or purchased.

Contains the following attributes:
globalIDRef

Contains the following elements:
Description
PurchaseltemFragments

globallDRe | A M 1
f

GlobalPurchaseltemID of Purchase Item which
the End user subscribed or purchased.

anyURI

Description | E2 O 0..N

Describes the subscription information such as
price, period, etc., possibly in multiple
languages. The language is expressed using
built-in XML attribute xml:lang with this
element.

string

Purchaselt | E2 O 0..N
emFragme
nts

Contains the Purchaseltem Fragments related to
the Purchaseltem to which the End user
subscribed or purchased. The format is
specified in [BCAST-SG].

ComplexTyp
e

Table 19: Structure of Account Inquiry Response in General Service Provisioning Message

5.1.6 Smartcard Profile Service Provisioning Messages

This section specifies the Smartcard Service Provisioning Messages. These messages support the Service Provisioning
function of BCAST Terminals with Smartcard Profile capability. The messages in Sections 5.1.6.1, 5.1.6.2 and 5.1.6.4
through 5.1.6.6 below are identical to General Service Provisioning Messages. The messages in Section 5.1.6.3 are somewhat
unique as described in the corresponding section below. The messages in Sections 5.1.6.7 through 5.1.6.9 are unique to the
Smartcard Profile (i.e. no counterparts for these exist in the General Service Provisioning Messages).

The XML schema for these messages is defined in [BCAST10-XMLSchema-orderqueries].

5.1.6.1 Pricing Information Messages

5.1.6.1.1 Pricing Information Request

This message is the same as the general service provisioning message. See section 5.1.5.1.1.

5.1.6.1.2

Pricing Information Response

This message is the same as the general service provisioning message. See section 5.1.5.1.2.

5.1.6.2 Service Request Messages

5.1.6.2.1 Service Request and Response

These messages are the same as those specified in Section 5.1.5.2.

5.1.6.2.2 Service Completion

The Service Completion message corresponds to the MIKEY acknowledgement message as defined in [3GPP TS 33.246].
Specifically, and subject to request by the BSM, this message is sent by the BCAST Terminal to the BSM to confirm,
following the successful reception of the Service Response message, the subsequent reception of the each LTKM sent by

the BSM.
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5.1.6.3 LKTM Renewal, Response and Completion Messages

LTKMs can be explicitly renewed with a Registration Procedure (Section 5.1.6.7), the LTKM Request Procedure (Section
5.1.6.8) or implicitly renewed via MSK delivery procedure as described in [3GPP TS 33.246].

5.1.6.4 Unsubscription Messages

5.1.6.4.1 Unsubscribe Request and Response

These messages are the same as those specified in Section 5.1.5.4.

5.1.6.5 Token Messages
5.1.6.5.1 Token Request and Response

These messages are the same as those specified in Section 5.1.5.5.

5.1.6.6 Account Inquiry Messages

These messages are the same as the General Service Provisioning Account Inquiry messages as specified in Section 5.1.5.6.

This message is the same as the general service provisioning message. See section 5.1.5.6.2

5.1.6.7 Registration Procedure

The Registration procedure is invoked by the terminal when the BCAST Client is started or re-activated and upon re-
establishing connectivity to the interactivity network after having lost coverage or in response to a Smartcard Profile Trigger
Message (see Section 5.1.8.1) or in response to a BSM Solicited Pull Procedure where BM-SC Solicited Pull message is
formatted according to-Section 6.6.2 of [BCAST10-ServContProt].

The Registration procedure is used by the terminal to notify the BSM that it is available to receive LTKMs. The Registration
procedure is not used in OMA BCAST to request any change in the subscription/ purchase status of the terminal. This
functionality is provided by the Service Provisioning messages, e.g. Service Request. For the (U)SIM Smartcard Profile
terminal, this procedure is the MBMS User Service Registration procedure as defined by [3GPP TS 33.246], in which the
MBMS User Service IDs are given by the concatenation of GlobalPurchaseltemID and PurchaseDataReference. This
procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when BCMCS is the underlying BDS.

Note that for the Smartcard Profile, (U)SIM Smartcard Profile terminals shall not release the Packet Data Protocol (PDP)
context [3GPP TS 23.060] used by the "Registration" until a "De-registration" procedure has been performed. This is to
ensure that the BSM is aware of the correct terminal IP address for the purpose of performing LTKM deliveries. The network
may initiate the release of terminal PDP contexts, as defined in [3GPP TS 23.060], in the case that there is a limit on the
number of active PDP contexts that it can maintain.

The terminal MAY include in the registration request one RegistrationRequestExtension in order to:

* indicate the LTKM delivery mechanisms it supports starting from the time of this request. This mechanism is
defined in sections 5.1.6.7.1 and 5.1.6.10.1.

The BSM MAY include in the registration response one RegistrationResponseExtension in order to:

e indicate the LTKM delivery mechanisms it plans to use for further LTKM deliveries to the terminal. This
mechanism is defined in sections 5.1.6.7.2 and 5.1.6.10.1.

The BSM can also include in the registration response one or several RegistrationResponseServiceExtensions in order to:

*  deliver to the terminal the LTKMs corresponding to the Purchaseltem/PurchaseData pairs that the terminal has
successfully registered to. This information MAY be included. The underlying mechanism is defined in sections
5.1.6.7.2 and 5.1.6.10.3.
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e indicate the subscription start and end times of the Purchaseltem/PurchaseData pairs that the terminal has
successfully registered to. For time-based subscriptions, this information SHALL be included when the BSM
responds to an 'oma-bcast-allservices' request and SHOULD be included otherwise. For pay-per-view, this
information MAY be included.

The following is an informative example illustrating the BCAST extensions (printed in boldface) possibly present in a
Registration Response:

<?xml version="1.0" encoding="UTF-8"7?>
<mbmsSecurityRegisterResponse
xmlns="urn:3GPP:metadata:2005:MBMS:securityRegistrationResponse"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:bcast="urn:oma:xml:bcast:pr:orderqueries:1.0">
<Response>
<servicelID>urn:3gpp:mbms:example:service:identification:12345678%abcdef</servicelD>
<ResponseCode>200 OK</ResponseCode>
<bcast:RegistrationResponseServiceExtension>
<LTKM>. . .</LTKM>
<SubscriptionWindow startTime="3408134400" endTime="3410812800"/>
</bcast:RegistrationResponseServiceExtension>
</Response>
<Response>
<servicelID>urn:3gpp:mbms:example:service:identification: fedcba987654321</servicelD>
<ResponseCode>200 OK</ResponseCode>
<bcast:RegistrationResponseServiceExtension>
<LTKM>. . .</LTKM>
<LTKM>. . .</LTKM>
<SubscriptionWindow startTime="3408134400" endTime="3410812800"/>
</bcast:RegistrationResponseServiceExtension>

</Response>
<bcast:RegistrationResponseExtension>
<LTKMDelivery>
<Type>2</Type> <!-- indicates ‘HTTP only’ -->
<LTKMDelivery>

</bcast:RegistrationResponseExtension>
</mbmsSecurityRegisterResponse>

5.1.6.7.1 Registration Request Extension
The Registration Request payload is an “mbmsSecurityRegister” message defined according to XML schema “urn:3GPP:
metadata:2005:MBMS:securityRegistrationRequest” specified in section 11.4.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific information at <mbmsSecurityRegister> level of Registration Request payload, a
RegistrationRequestExtension element is defined in the namespace “urn:oma:xml:bcast:pr:orderqueries:1.0” [BCAST10-
XMLSchema-orderqueries]. When included, this element SHALL be present exactly once, as a child of
<mbmsSecurityRegister> element matching the <xs:any> wildcard defined there.

The RegistrationRequestExtension element is structured as follows:

Registration | E 0..1 Defines a container for the inclusion of BCAST-
RequestExte specific information at the
nsion <mbmsSecurityRegister> level of Registration
Request payload defined in section 11.4.1 of
[3GPP TS 26.346 v7].

Contains the following attributes:
version

Contains the following elements:
LTKMDelivery
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version A NM/ 1 Version of this extension element. unsignedByt
™ 0x00 identifies BCAST 1.0 ¢
Default value: 0x00.
LTKMDelive | E1 NO/ 0..1 This element lists all the LTKM delivery
ry TO mechanisms the terminal will support from this

registration request till next registration request.

Detailed use of this element is further specified in
section 5.1.6.10.1.

Contains the following elements:

Type
Type E2 NM/ I.N Specifies the type of LTKM delivery mechanism. | unsignedByt
™ Allowed values are: e
0—-UDP

1 — SMS as per section 5.1.6.10.2

2 — HTTP as per section 5.1.6.10.3
3-127 reserved for future use
128-255 reserved for proprietary use

Table 20: Structure of RegistrationRequestExtension

5.1.6.7.2 Registration Response Extension
The Registration Response payload is an “mbmsSecurityRegisterResponse” message defined according to XML schema
“urn:3GPP: metadata:2005:MBMS:securityRegistrationResponse” specified in section 11.7.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific information at <mbmsSecurityRegisterResponse> level of Registration Response
payload, a RegistrationResponseExtension element is defined in the namespace “urn:oma:xml:bcast:pr:orderqueries:1.0”
[BCAST10-XMLSchema-orderqueries]. When included, this element SHALL be present once as a child of
<mbmsSecurityRegisterResponse> element matching the <xs:any> wildcard defined there.

This RegistrationResponseExtension element is structured as follows:

Registration | E 0..1 Defines a container for the inclusion of BCAST-
Respor.lseExt specific information at the
CXSIO <mbmsSecurityRegisterResponse> level of

Registration Response payload defined in section
11.7.1 of [3GPP TS 26.346 v7].

Contains the following attributes:
version

Contains the following sub-elements:

LTKMDelivery
version A NM/ 1 Version of this extension element. unsignedByt
™ 0x00 identifies BCAST 1.0 ¢
Default value: 0x00.
LTKMDelive | E1 NO/ 0..1 This element lists all the LTKM delivery
ry TO mechanisms the BSM plans to use from this

registration response (included) till next terminal
registration request occurs.
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Detailed use of this element is further specified in
section 5.1.6.10.1.

Contains the following elements:
Type

Type E2 NM/ 1.N
™

Specifies the type of LTKM delivery mechanism.
Allowed values are:

0-UDP

1 — SMS as per section 5.1.6.10.2

2 — HTTP as per section 5.1.6.10.3
3-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

Table 21: Structure of RegistrationResponseExtension

5.1.6.7.3

Registration Response Service Extension

The Registration Response payload is an “mbmsSecurityRegisterResponse” message defined according to XML schema
“urn:3GPP: metadata:2005:MBMS:securityRegistrationResponse” specified in section 11.7.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific information at <Response> level of Registration Response payload (i.e. at the
level corresponding to one registered Purchaseltem/PurchaseData pair), a RegistrationResponseServiceExtension element is
defined in the namespace “urn:oma:xml:bcast:pr:orderqueries:1.0” [BCAST10-XMLSchema-orderqueries]. This element
MAY be included in each/any <Response> element in the Registration Response. When included in a <Response> element, it
SHALL be present once as a child of <Response> element matching the <xs:any> wildcard defined there.

This RegistrationResponseServiceExtension element is defined below:

Registration | E 0..1
ResponseSer
viceExtension

Defines a container for the inclusion of BCAST-
specific information at the <Response> level of
Registration Response payload defined in section
11.7.1 of [3GPP TS 26.346 v7].

Contains the following attributes:
version

Contains the following elements:
LTKM

version A NM/ 1
™

Version of this extension element.
0x00 identifies BCAST 1.0
Default value: 0x00.

unsignedByt
e

LTKM El NO/ 0.N
TO

Smartcard profile BCAST LTKM (base64-
encoded MIKEY message) associated with the
successfully registered
Purchaseltem/PurchaseData pair identified by
<servicelD> element sibling of
<RegistrationResponseServiceExtension>
element.

This element SHALL NOT be included if
<ResponseCode> element sibling of
<RegistrationResponseServiceExtension> does

base64Binar
y
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not indicate status code “200 OK”.

More details on this element are further specified
in section 5.1.6.10.3.

Subscription | g NO/TM 0.1 The time interval during which the subscription is

Window valid, where the subscription is associated with
the successfully registered
Purchaseltem/PurchaseData pair identified by the
<servicelD> sibling element of the
<RegistrationResponseServiceExtension>
element.

For time-based subscriptions, the network
SHALL include this element when responding to
an 'oma-bcast-allservices' request and SHOULD
include it otherwise. For pay-per-view, the
network MAY include this element.The terminal
MAY use this information to determine the
validity period of a subscription.

Contains the following attributes:

startTime
endTime
startTime A NO/TM 1 NTP timestamp expressing the start of subscription. unsignedInt
endTime A NO/TM 0.1 NTP timf:stamp expressing the end of subscription. unsignedint
This attribute SHALL NOT be present for open-ended

subscriptions.

Table 22: Structure of RegistrationResponseServiceExtension

5.1.6.8 LTKM Request Procedure

Upon the completion of the subscription/purchase transaction (as defined by the Service Request messages in Section
5.1.5.2), or once the lifetime of the current SEK/PEK in the Smartcard has expired, the required new SEK/PEK can be
obtained via the LTKM Request procedure. This can occur:

e When the BCAST Terminal has missed a SEK/PEK key update procedure, due to, for example, being out of
coverage;

* Inresponse to a BM-SC solicited pull procedure.

For the Smartcard Profile, this procedure is the MBMS MSK request procedure as defined by [3GPP TS 33.246], in which
the key identification information comprises a list of one or more Key Domain ID — SEK/PEK ID pairs, subject to the
following clarification. For the (U)SIM Smartcard Profile terminal, the SRK used in the HTTP digest authentication of the
subscriber corresponds to the MBMS Request Key (MRK); for the (R-)UIM/CSIM Smartcard Profile terminal, the SRK is
the BCMCS Authentication Key (Auth-Key).
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The BSM MAY include in the LTKM response one or several LTKM ResponseMSKExtensions in order to:

* include the LTKM(s) carrying the SEK(s)/PEK(s) requested in the LTKM request. This mechanism is defined in
sections 5.1.6.8.1 and 5.1.6.10.3.

5.1.6.8.1 LTKM Response MSK Extension

The LTKM Response payload is an “mbmsMSKResponse” message defined according to XML schema
“urn:3GPP:metadata:2005:MBMS:mskResponse” specified in section 11.8.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific information at <Response> level of LTKM Response payload (i.e. at the level
corresponding to one requested SEK/PEK), an LTKMResponseMSKExtension element is defined in the namespace
“urn:oma:xml:bcast:pr:orderqueries:1.0” [BCAST10-XMLSchema-orderqueries]. This element MAY be included in
each/any <Response> element in the response. When included in a <Response> element, it SHALL be present once as a child
of <Response> element matching the <xs:any> wildcard defined there.

This LTKMResponseMSKExtension element is structured as follows:

LTKMRespo | E 0..1 Defines a container for the inclusion of BCAST-
nseMSKExte specific information at the

nsion <mbmsMSKResponse> level of LTKM Response
payload defined in section 11.8.1 of [3GPP TS
26.346 v7].

Contains the following attributes:
version

Contains the following sub-elements:
LTKM

version

NM/
™

Version of this extension element.
0x00 identifies BCAST 1.0
Default value: 0x00.

unsignedByt
e

LTKM

El

NO/
TO

0.N

Smartcard profile BCAST LTKM (base64-
encoded MIKEY message) carrying the

base64Binar
y

SEK/PEK identified by the <MSK> element
sibling of <LTKMResponseM SKExtension>
element.

This element SHALL NOT be included if
<ResponseCode> element sibling of
<LTKMResponseMSKExtension> does not
indicate status code “200 OK”.

More details on this element are further specified
in section 5.1.6.10.3.

Table 23: Structure of LTKMResponseMSKExtension

5.1.6.9 Deregistration Procedure

The Deregistration procedure is invoked by the terminal upon termination or suspension of the BCAST Client or whenever
the terminal wishes to indicate that it is not anymore available to receive LTKMs. The Deregistration message SHALL
contain the IDs of all the purchase items to which the terminal is currently subscribed. It is not necessary for the terminal to
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perform a Deregistration procedure after an Unsubscribe Response since the Unsubscribe exchange involves an implicit
Deregistration with the BSP-M.

For the Smartcard Profile, this procedure is the MBMS User Service Deregistration procedure as defined by [3GPP TS
33.246], in which the MBMS User Service IDs is given by the concatenation of GlobalPurchaseltemID and the
PurchaseDataReference. This procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when
BCMCS is the underlying BDS.

The BSM MAY include in the deregistration response one or several DeregistrationResponseServiceExtensions, in order to:

* deliver LTKMs corresponding to the services that the terminal has deregistered to. This mechanism is defined in
sections 5.1.6.9.1 and 5.1.6.10.3. The LTKMs contained in the deregistration response MAY be used to invalidate
SEKs/PEKs, e.g. by carrying invalid Key Validity Data.

5.1.6.9.1 Deregistration Response Service Extension

The Deregistration Response payload follows the format of Registration Response payload: it is an
“mbmsSecurityRegisterResponse” message defined according to XML schema “urn:3GPP:
metadata:2005:MBMS:securityRegistrationResponse” specified in section 11.7.1 of [3GPP TS 26.346 v7].

To allow the inclusion of BCAST-specific information at the <Response> level of Deregistration Response payload (i.c. at
the level corresponding to one deregistered service), a DeregistrationResponseServiceExtension element is defined in the
namespace “urn:oma:xml:bcast:pr:orderqueries:1.0” [BCAST10-XMLSchema-orderqueries]. This element MAY be included
in each/any <Response> element in the response. When included in a <Response> element, it SHALL be present once as a
child of <Response> element matching the <xs:any> wildcard defined there.

This DeregistrationResponseServiceExtension element is structured as follows:

Deregistratio | E 0..1 Defines a container for the inclusion of BCAST-
nResponseSe specific information at the <Response> level of
rviceExtensio Deregistration Response payload defined in

n section 11.7.1 of [3GPP TS 26.346 v7].

Contains the following attributes:
version

Contains the following sub-elements:

LTKM
version A NM/ 1 Version of this extension element. unsignedByt
™ 0x00 identifies BCAST 1.0 e
Default value: 0x00.
LTKM El NO/ 0.N Smartcard profile BCAST LTKM (base64- base64Binar
TO encoded MIKEY message) associated to the y

service successfully deregistered to identified by
<serviceID> element sibling of
<DeregistrationResponseServiceExtension>
element.

This element SHALL NOT be included if
<ResponseCode> element sibling of
<DeregistrationResponseServiceExtension> does
not indicate status code “200 OK”.

More details on this element are further specified
in section 5.1.6.10.3.

Table 24: Structure of DeregistrationResponseServiceExtension
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5.1.6.10 LTKM delivery mechanisms

The BSM can send LTKMs over UDP to the terminal following BCAST-specific service provisioning messages (Service
Response, Subscription Long-Term Key Renewal Response, Token Purchase Response, Unsubscribe Response) or MBMS-
based provisioning messages (Registration response, Deregistration response, LTKM response). The BSM can also push to
the terminal unsolicited LTKMs over UDP, to either update SEKs/PEKSs or trigger a BSM solicited pull procedure (in order
to initiate a LTKM request or registration procedure).

The terminal as well as the BSM MUST support LTKM delivery over UDP.
There are however situations where the terminal is temporarily or permanently not reachable by UDP:

* temporarily if for instance the terminal is configured to release its PDP context shortly after an HTTP-based
procedure with the BSM, including the registration procedure.

Note: this configuration must be avoided if the number of maintained PDP contexts is not an issue for the network.
e permanently if for instance the terminal is attached to a private IP network behind a NAT.

To cope with these situations, other LTKM delivery mechanisms than UDP MAY be used, such as the inclusion of LTKMs
in the HTTP response to a service provisioning request.

5.1.6.10.1 Signaling of supported LTKM delivery mechanisms

The terminal MAY indicate in the registration request the complete list of LTKM delivery mechanisms it will support
starting from the time of this registration request till next registration request. This indication applies to all the LTKMs the
BSM will deliver to the terminal during this period, whether these LTKMs are bound to the service(s) specified in the request
or to other registered services, and whether these LTKMs actually carry a SEK/PEK or not (i.e. with KEMAC Encr Data Len
=0).

The BSM SHALL handle this terminal indication as follows:

* In each successfully authenticated registration request it receives, the BSM SHALL check for the presence of
<RegistrationRequestExtension> element and then for the presence of related <LTKMDelivery> sub-element:

o if <RegistrationRequestExtension> element is absent or if it is present but <LTKMDelivery> sub-
element is absent, the BSM SHALL conclude that the terminal will only support LTKM delivery over
UDP, starting from this registration request till next registration request.

o ifthe <LTKMDelivery> sub-element is present and the BSM supports one or more of the delivery
mechanisms listed in this element, the BSM SHALL include in the registration response a
<RegistrationResponseExtension> element, and this element SHALL include an <LTKMDelivery>
sub-element listing the terminal-supported mechanisms which the BSM plans to use for further LTKM
deliveries to this terminal, starting from this registration response. The BSM MAY choose to not return
an <LTKMDelivery> sub-element if it only plans to use LTKM delivery over UDP. For this terminal,
the BSM SHALL NOT later on use LTKM delivery mechanisms other than those listed in the returned
<LTKMDelivery> sub-element.

o ifthe <LTKMDelivery> sub-element is present and the BSM supports none of the listed mechanisms,
the BSM SHALL signal this to the terminal by a “403 Forbidden” in the HTTP status line of the
response, and SHALL NOT register the terminal for the requested services.

<RegistrationRequestExtension> element and related <LTKMDelivery> sub-element are defined in section 5.1.6.7.1.

<RegistrationResponseExtension> element and related <LTKMDelivery> sub-element are defined in section 5.1.6.7.2.
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5.1.6.10.2 LTKM delivery over SMS

In this version of specification, LTKM delivery over SMS designates the delivery of an LTKM initiating a BSM solicited
pull procedure (specified in section 6.6.1 of [BCAST10-ServContProt]) or BSM initiated registration procedure (specified in
section 6.6.2 of [BCAST10-ServContProt].

5.1.6.10.3 LTKM delivery over HTTP
The terminal MAY support LTKM delivery over HTTP as defined in this section.
In this version of specification, LTKM delivery over HTTP designates the delivery of LTKMs:

= in the Registration Response payload, by the inclusion of RegistrationResponseServiceExtension(s) and related
<LTKM> sub-element(s), as defined in section 5.1.6.7.3.

= in the LTKM Response payload, by the inclusion of LTKMResponseMSKExtension(s) and related <LTKM> sub-
element(s), as defined in section 5.1.6.8.1.

= in the Deregistration Response payload, by the inclusion of DeregistrationResponseServiceExtension(s) and related
<LTKM> sub-element(s), as defined in section 5.1.6.9.1.

The following applies for the delivery of LTKMs in any of these HTTP responses:

¢ The BSM SHALL NOT include LTKMs in unsuccessful HTTP responses.

*  The BSM SHALL NOT include LTKMs not carrying a SEK/PEK (i.e. with KEMAC Encr Data Len = 0).
Especially this precludes the inclusion of LTKMs initiating a BSM solicited pull procedure.

5.1.6.10.4 LTKM general processing

Unless otherwise stated, the terminal SHALL process all the LTKMs delivered by the BSM using any of the delivery
mechanisms signaled by the BSM in the registration response, or using UDP if the BSM omitted this signaling in the
registration response. The terminal MAY ignore LTKMs delivered by the BSM using other delivery mechanisms. Note that
as the terminal signals the LTKM delivery mechanisms that it supports in the registration request, the BSM should not deliver
LTKMs using a mechanism that is not supported by the terminal.

In case multiple LTKMs are carried in the same payload, the terminal SHALL process them one by one in order of inclusion
in the payload.

For each processed LTKM with V flag in HDR set, the terminal SHALL send one verification message over UDP to the
BSM IP address resolved from NAF FQDN encoded in IDi payload. In case multiple LTKMs are carried in the same
payload, the verification messages SHALL be sent one by one in order of LTKM processing.

5.1.7 Message Compression

The Service Provisioning messages MAY be compressed during the transport of the messages. In that case, the compression
applies to entire Service Provisioning message which is the payload of HTTP message. If the compression is used, in the
HTTP message delivering the Service Provisioning message the “Content-Encoding” attribute SHALL be present in the
HTTP header and set to MIME value representing the compression scheme.

The BSP-M in the BSM SHALL support the GZIP algorithm for the delivery of Service Provisioning messages. The BSP-C
in the Terminal SHALL support the GZIP algorithm for the delivery of Service Provisioning messages. In case GZIP
compression is used for the delivery of Service Provisioning messages, the “Content-Encoding” attribute SHALL be set to

“gZip”-
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5.1.8

Web-based Service Provisioning

BCAST Terminal and BSM MAY support Service Provisioning over a web-based system. The entry point to web-based
Service Provisioning is supported by PurchaseChannel fragment of Service Guide. In that fragment, element PortalURL
SHALL point to the entry point (URL) of the related web-based system. The PortalURL can be used to support three
purposes:

1.

The PortalURL provides additional information on services available over this PurchaseChannel. This method
SHALL be signalled by setting the attribute supportedService under PortalURL to “0”. In this case the terminal
MAY access the PortalURL to retrieve information on supported services but SHALL NOT purchase or subscribe to
the services by accessing the URL. In this case, the service provisioning functions SHALL be achieved by
addressing Service Provisioning messages to the PurchaseURL as defined in section 5.1.5.

The PortalURL supports full set of service provisioning functionality over web-based system in addition to
providing service related information. This method SHALL be signalled by setting the attribute supportedService
under PortalURL to “1”. The terminal SHALL access the PortalURL and upon accessing the PortalURL the
terminal SHALL expect that the facilities for service provisioning are provided over web-based interface. Further, in
this case, the Service Provisioning messages sent to the PurchaseURL as defined in section 5.1.5 SHALL NOT be
used.

The PortalURL provides additional information on services available over this PurchaseChannel. Further, the
Terminal MAY achieve the service provisioning either over web-based system or by addressing Service
Provisioning messages to the PurchaseURL as defined in section 5.1.5. This method SHALL be signalled by setting
the attribute supportedService under PortalURL to “2”.

Further, in the context of the above two methods, there are two ways the request to Portal URL can be formed.

1.

Request without reference to a specific Purchaseltem. When Terminal accesses the PortalURL without any specific
reference to any Purchaseltem, the Terminal SHALL issue an HTTP POST request to the PortalURL. The request
SHALL follow the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the
"post" method using the "application/x-www-form-urlencoded" encoding type. For example, if PortalURL is
http://server.bsm.org/webshop”.  The = HTTP POST request sent to the BSM would be
"http://server.bsm.org/webshop", not containing any associated data block.

Request with reference to a specific Purchaseltem. When the Terminal accesses the PortalURL with specific
reference to a Purchaseltem or a set of Purchaseltems, the Terminal knows the relevant GlobalPurchaseltem IDs
from the Service Guide. The Terminal SHALL issue an HTTP POST request to the PortalURL. This request
SHALL follow the conventions defined in section 17.13 of [HTMLA4.01] for submitting HTML form data by the
"post" method using the "application/x-www-form-urlencoded" encoding type. The Purchaseltem(s) are identified
using the GlobalPurchaseltem ID(s), each fragment ID SHALL be signalled in a separate name-value pair, using
"globalPurchaseltemID" as the name. For example, if PortalURL is “http://server.bsm.org/webshop” and the
GlobalPurchaseltemIDs are "aaul 7135@bsda.org" and "fhh7982@bsda.org" and "jke132486(@bsda.org", the HTTP
POST request sent to the BSM would be "http:/server.bsm.org/webshop”, containing a data block of the following
structure:

"globalPurchaseltemID=aaul7135@bsda.org&
globalPurchaseltemID=fhh7982@bsda.org&
globalPurchaseltemID =jke132486@bsda.org"

If the service provisioning sequence is about making a purchase or subscription to a Purchaseltem, different server behaviour
will take place depending on the security profile:

= For the DRM Profile, once the web-based subscription/purchase transaction is completed, the web-based
system SHALL send a trigger in the last HTTP response it delivers to the Terminal. . The trigger is
contained in the Service Provisioning response as specified in 5.1.5.2.2 for DRM Profile.

= For the Smartcard Profile, if the server determines that the terminal has a valid SMK (i.e. valid GBA
bootstrapping session has been performed in the case of (U)SIM terminals), it SHALL send the LTKMs
directly to the terminal. However, if the server is unable to determine whether or not the Terminal has a
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valid SMK, it SHALL send the “SmartcardProfileTrigger” message, as specified in Section 5.1.8.1,in the
last HTTP response it delivers to the terminal to tell it to initiate a Registration procedure (this will force
GBA bootstrapping). In the meantime, the subscription/purchase transaction should not be completed (i.e.,
it should be held pending), until the Terminal has properly responded to that trigger.

Afterwards (and assuming the subscription/purchase is successfully completed in the case of the Smartcard Profile) the
LTKM acquisition continues as per the profile.

5.1.8.1

Smartcard Profile Trigger Message

This XML message may be sent to the terminal by the server in the web-based service provisioning scenario, as described
above, in order to trigger the terminal to initiate the Registration procedure defined in section 5.1.6.7.

Name

Type

Category

Cardinality

Description

Data Type

SmartcardPr
ofileTrigger

E

Smartcard Profile Trigger
Contains the following attributes:
version

keyManagementType
permissionsIssuerURI

Contains the following sub-elements:
Purchaseltem
BackOffTiming

version

NM/
™

Version of this message.
0x00 identifies BCAST 1.0

unsignedByt
e

keyManage
mentType

NM/TM

Indicates whether GBA_U is required for the
“Registration” message

true indicates GBA U is required
false indicates GBA_U is not required

boolean

permissionsl
ssuerURI

NM/TM

Identifies the URL to which the “Registration”
message is sent.

anyURI

Purchaselte
m

El

NM/TM

I.N

References the set of Purchaseltems in the
Service Guide to which the Terminal subscribed
over web-based interface

Contains the following attributes:
globallDRef
purchaseDatalDRef

Contains the following sub-elements:
ProtectionKeyID

globallDRef

NM/TM

Identifies the GlobalPurchaseltemID in the
Service Guide to which the requested service
belongs. Used by the terminal to create the
service ID used in the “Registration” message.

anyURI

purchaseDat
alDRef

NM/TM

Identifies the PurchaseDatalD in the Service
Guide to which the terminal subscribed. Used by
the terminal to create the service ID used in the
“Registration” message.

anyURI

ProtectionKe
yID

E2

NM/TM

0.N

Optional list of key identifiers needed to access
protected content. This information allows the

base64Binar
y
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terminal to determine whether or not it has the
correct key material to access services within a
Purchaseltem. How this is used is out of scope
and is left to implementation.

ProtectionKeyID has attribute:
- type

type

NM/TM

Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID
concatenated with SEK/PEK ID, where both
values are as used in the Smartcard Profile
[BCAST10-ServContProt]

1-127 Reserved for future use
128-255 Reserved for proprietary use

unsignedByt
e

BackOffTim
ing

El

NM/TM

0.1

This optional element, specifies default timing
behaviour for the “Registration” message sent by
the terminal. Its purpose is to provide a
mechanisms that ensures distribution over time of
“Registration” message sent from receivers, e.g.
in order to avoid overload in nodes or links.

If present, the “Registration” message SHALL be
sent back in the time interval [OffsetTime,
OffsetTime+RandomTime] after the event
reception of this message. The exact time within
the allowed time window shall be random with
uniform probability.

If this element is not present the terminal can send
the “Registration” message immediately
following reception of this message.

offsetTime

NM/TM

The OffsetTime specifies the minimum time that
a device SHALL wait after reception of this
message before sending the “Registration”
message. The unit is seconds.

decimal

randomTime

NM/TM

The RandomTime refers to the time window
length over which a device SHALL calculate a
random time for the transmission of the
“Registration” message. The method provides for
statistically uniform distribution over a relevant
period of time.

The device SHALL calculate a uniformly
distributed random time out of the interval
between 0 and RandomTime. The unit is seconds.

decimal

5.2 Terminal Provisioning

Table 20: Structure of Smartcard Profile Trigger Message

The Terminal Provisioning function SHALL support OMA Device Management [OMA DM], as specified in this chapter. To
allow firmware upgrades using DM over the interaction channel, the Terminal Provisioning function SHOULD support OMA

FUMO 1.0 [OMA FUMO].

Terminal Provisioning function provides data structures to provision and manage the terminal through the interaction channel
using OMA DM [OMA DM].

The interfaces related to Terminal Provisioning function, as outlined in BCAST Architecture [BCAST10-Architecture] are
normatively specified as follows:
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o  Over interface TP-7, both the network and the terminal SHALL support exchange of terminal provisioning and
management messages as specified in [OMA DM]

5.2.1 Terminal Provisioning of BCAST Client

The Terminal Provisioning Client Component (TP-C) SHALL receive the parameters needed for OMA BCAST service (see
[BCAST10-Services] Appendix F) by the Terminal Provisioning function which manage the terminal configuration
parameters, e.g. data, parameters and applications with the help of OMA DM [OMA DM]. This information would be
delivered through TP-7 as specified in OMA DM [OMA DM].

The Terminal Provisioning Client Component (TP-C) SHALL be able to:

- receive the parameters needed for BCAST service included in the terminal provisioning messages sent over TP-7.
- update the parameters needed for BCAST service included in the terminal provisioning messages sent over TP-7.

- perform firmware upgrades of the BCAST client using the interaction channel over TP-7.

Further, the existence and access description to Terminal Provisioning function MAY be declared through the Service Guide
using the Service, Access and Content fragments of Service Guide or through the process as specified in OMA DM. Both of
the following cases are specified in section 5.2.2:

o Declaration of the existence and access to the OMA DM based exchange over TP-7.
5.2.2 Declaring the existence of and access to Terminal Provisioning

There are two ways to declare the existence of and the access to Terminal Provisioning with Service Guide: Terminal
Provisioning declared as a Service; and; Terminal Provisioning declared as a means for accessing of a Service. The terminal
SHALL support both methods of declaring the Terminal Provisioning within the Service Guide. The following sections
specify both of these ways.

The TP-C MAY also be bootstrapped with the Terminal Provisioning server information to access the Terminal Provisioning
by TP-7.

5.2.2.1 Declaring Terminal Provisioning as a Service within Service Guide

When the Terminal Provisioning is declared as a service, the following applies:

=  There SHALL be at least one Service fragment with the value of attribute “ServiceType” equals “9 - Terminal
Provisioning service”.

=  There SHALL be at least one Access fragment that specifies the access to the above-mentioned Service:

o In case Terminal Provisioning over TP-7 is declared, the AccessType SHALL contain
“UnicastServiceDelivery” element, which defines the access to the respective provisoning server.

= There MAY be one or more Content fragments that specify the Terminal Provisioning messages as files, as defined
in section 5.2.1.

5.2.2.2 Declaring Terminal Provisioning as an Access of a Service within Service
Guide

When the Terminal Provisioning is declared as an access of a service, the following applies:

=  There SHALL be at least one Service fragment that defines a service of arbitrary type.

= There SHALL be at least one Access fragment associated with the above-mentioned Service. The Access fragment
SHALL have “ServiceClass” element present with value “urn:oma:bcast:oma_bsc:tp:1.0”. Further:

o In case Terminal Provisioning over TP-7 is declared, the AccessType SHALL contain
“InteractiveTransmissionScheme” element, which defines the access to the respective OMA DM server.
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5.2.2.3 Declaring Terminal Provisioning through Bootstrap

5.2.2.31 Initiation of Terminal Provisioning by DM server

Terminal Provisioning through bootstrap (e.g. server information or account for such as the Session Description,
Authentication, and/or Connectivity) MAY be supported as specified in [OMA DM]. Bootstrap information comprising DM
server’s Connectivity information, would be delivered to the terminal. Then, the DM server would deliver to the terminal
information for the Terminal Provisioning server such as Session Description, Authentication Information (certificate, OCSP
Response) for secure delivery and/or Connectivity as specified in [OMA DM].

5.2.2.3.2 Initiation of Terminal Provisioning by Smartcard

Terminals with cellular interface and (U)SIM/R-UIM/CSIM that support BCAST and OMA DM [OMA DM] SHALL
support bootstrap from the smartcard as specified in [DMBOOT]. In these terminals DM TND Serialization [DMTNDS]
SHALL also be supported otherwise

The following table shows the DM Client Requirements. The table is based on section 8 of [ERELDSCT].

| Feature/Applicaion [ Statws | References |
DM Client MANDATORY Error! Reference
source not
found. Error!
Reference source
not found.
Error! Reference
source not
found. Error!
Reference source
not found.
Error! Reference
source not
found. Error!
Reference source
not found.Error!
Reference source
not found.

DM Client Bootstrap MANDATORY if Terminal with cellular Error! Reference
radio interface and (U)SIM/(R-)UIM/CSIM source not
found.Error!
Reference source
not found.

DM TND Serialization MANDATORY if Terminal with cellular Error! Reference
radio interface and (U)SIM/(R-)UIM/CSIM source not
found.Error!
Reference source
not found.

Table 21: OMA BCAST Device Management Client Requirements

5.2.3 Carrying OMA DM messages through Interaction Channel

Over interface TP-7, DM provisioning messages SHALL be delivered using DM mechanism. The details follow the OMA
DM procedure.

5.3 Interaction

The BCAST enabler specifies different types of interactions between the end user and their terminal, and the service
provider.
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These are the following:

1. Interactive retrieval of the Service Guide (SG). The terminal requests, and receives, the service guide or changed
parts of the service guide for a service. This type of interaction is described in the [BCAST10-SG], section 5.4.3.

2. Interactive retrieval of additional information related to Service Guide fragments, for example in form of a webpage
presenting additional information. This is enabled using the ExtensionURL which can optionally be included into
some SG fragments for retrieving further information about the fragment by accessing the URL. For details see in
the [BCAST10-SG].

3. Service interaction, i.e. interaction as part of the service (in contrast to the previous two types of interaction, which
are used to receive information about a service). Examples for such interactions within a service are voting about
the service or actor, or the offer to the user to order a ring-tone matching the music that is just played in a show. This
is enabled using interactivity information in the SG as an entry point and interactivity media that are distributed in a
channel associated with the service itself. This is described in more detail in this document in section 5.3.6.

4. Interactive delivery of BCAST services, i.e. delivery over the interaction channel. This is enabled using the
UnicastServiceDelivery in the SG.

In general, the availability of the interaction channel is assumed. However, the interaction channel may be temporarily
unavailable, for example due to lack of radio coverage. Further, devices without access to an interaction channel are possible;
however, such devices may have limited functionality.

5.3.1 Protocols and media codecs for Service Interaction Function

This section describes the protocols which are provided by the Service Interaction Function of the BCAST enabler at the
interface between BSI-G and BSI-C through SI-8 and the media codecs the BCAST application supports.

With respect to the protocols, please note that this section only specifies the protocols to be used for the Service Interaction
Function. The use of the interaction channel by other functions (e.g. Service Guide Function) is defined in the respective
other parts of the BCAST specifications and is not part of this section.

The available interaction protocols for a service are signalled in the Service Guide according to section 5.1.2.4 in the BCAST
Service Guide specification. If a terminal does not support any of the interaction protocols specified here, it SHALL not offer
the interactive parts of the service to the user.

A service making use of the interaction function MAY use any of the following protocols.

Regarding support of the protocols in the terminal for use by the Service Interaction Function, the following rules apply:

. The terminal SHALL support the following protocols: IP, TCP, HTTP.

. The terminal MAY support the following protocols: SMS, IPSEC, UDP, MMS, WAP, HTTPS based on SSL 3.0
[SSL30] and TLS 1.0 [RFC 2246], SIP/IMS.

. If a terminal supports SMS, it SHALL support SMS as an interaction protocol for BCAST services.
. If a terminal supports MMS, it SHALL support MMS as an interaction protocol for BCAST services.

e Furthermore, the terminal MAY offer the user an option to initiate a voice call from the service application of an
interactive broadcast service. In this case, the terminal SHALL prompt the user before actually making the call.

5.3.2 Interactive retrieval of Service Guide

If the Terminal has a capability for interaction, it SHALL support interactive retrieval of Service Guide fragments as
specified in [BCAST10-SG].

5.3.3 Interactive retrieval of Service related information

Within the Service Guide itself, the network MAY include an “ExtensionURL” element with any fragment. The semantics of
this element is to provide a pointer to a web resource providing further information related to the fragment (For example, a
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www page related to the certain content can be reached by following an extension URL in Content fragment). If the Terminal
has a capability for interaction, it SHALL support this element and SHALL be capable of accessing such additional
information by using HTTP.

5.3.4 Interactive service ordering

After receiving Service Guide, Terminal can subscribe or purchase Purchaseltem via Interaction Network. Interactive
service ordering includes service request for subscription or purchase, Subscription LTK Renewal request, Token purchase
request and also unsubscription request specified in the section 5.1.6 of this specification.

5.3.5 Interaction for service and content protection

Service and Content Protection have four layers. Those four layers are the registration layer, the LTKM delivery layer, the
STKM delivery layer and the traffic encryption layer. Terminal executes registration procedure with BSM to acquire
Registration Data. After that Terminal acquires SEK and/or PEK from LTKM delivered from BSM or BSD/A. Terminal can
perform traffic decryption using TEK after receiving STKM from BSD/A.

5.3.6 Service related interaction and feedback

The mechanism described in this section allows the user to interact with the service, for example for voting applications. The
main entry point for interactivity services is the InteractivityData fragment in the SG (see section 5.1.2.10). This
InteractivityData fragment points to one or more interactivity media documents, which contain the actual interactivity media
objects.

5.3.6.1 Interactivity Media Document

An instance of ‘InteractivityMediaDocument’ represents details of an interactive component of a service. This component is
thought as interactive means for a user to consume the service. The interactive component can consist of multiple instances of
‘InteractivityMediaDocument’ and can be associated to both services and individual pieces of services through the
‘InteractivityData’ fragment of the Service Guide. In practice, the contents of an ‘InteractivityMediaDocument’ triggers the
Terminals to render the details of the interaction(s) “interactivity media objects” message onto the GUI which in turn is
thought to prompt the user of the terminal to react on it..

5.3.6.1.1 Media Object Group and Media Object Set

Each instance of ‘InteractivityMediaDocument’ can consist of multiple media object groups, and each media group can
consist of one or more media object sets. A media object set is a bundle of related media objects to be rendered as a unit (e.g.
XHTML pages + external stylesheet + pictures) and clearly identified as pertaining to a specific interactivity technology
(SMS, MMS template, XHTML...). From each media object group only one media object set is rendered at the same time by
the terminal. This is indicated by the media object set with the highest relative priority, expressed by the element
‘RelativePreference’, and that is besides supported by the terminal. If a media object set is not supported by the terminal it is
discarded. If none of the media object sets are supported by the terminal the terminal SHALL display the alternative text.

The media objects of a media object set are packed into one file bundle transported separately from the instances of
’InteractivityMediaDocument’ (except for email and SMS). The element ‘MediaObjectGroup’ of
InteractivityMediaDocument only describes each media set the involved interactivity technology, the type of included
media objects, and the file delivery information needed to retrieve the set of media objects. This decoupled structure allows
the terminal to discard the unsupported media object sets at the very beginning of file bundle reception, and more importantly
to avoid storing them. Content promotion can be enabled by one media object group in the InteractivityMediaDocument . By
referring to this same media object group through the attributeOnActionPointer of the element ‘ActionDescriptor’ the
terminal will always return to the same media object set when the end-user triggered the terminal to send out a message over
the interaction channel. Referring to information on an external web-site can be enabled by declaring one media object group
with an XHTML MP media object set in the InteractivityMediaDocument . By omitting the attribute OnActionPointer of the
element ‘ActionDescriptor’, the XHTML hyperlinks can refer the user to external web-sites. Further, SMS-URIs according to
[URI-Schemes] can also be embedded in XHTML. If the Terminal supports XHTML, it SHALL support SMS URIs [URI-
Schemes].
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Time-dependent behaviour of the interaction can be enabled by defining 3 media object groups in the
InteractivityMediaDocument . The first media group defines the media to start with, e.g. a list of possible answers of a
voting. When the user answers in time (as defined by the attribute InputAllowedTime of the element ‘ActionDescriptor’), the
user is presented the media object set from the second media group (as defined by the OnActionPointer). If the user waits too
long or does not provide any input the media object set from the third media group is presented (as defined by the attribute
OnTimeOutPointer of the element ‘ActionDescriptor’). Setting the Update Flag in turn in an instance of
‘InteractivityMediaDocument’ having group position zero to “true” enables the rendering of the media object set for the next
question. When the amount of time represented by the attribute InputAllowedtime is passed the terminal will start listening to
the file delivery channel for an instance of InteractivityMediaDocument with a higher value of GroupPosition.

Interactivity Media Document can specify that interaction sent back from device to service provider shall be distributed over
time, e.g. to avoid overload in network nodes or links caused by too many simultaneous interactivity messages sent back. The
explicit signaling of the required parameters in Interactivity Media Document prevails, for that interaction, over default
values possibly signaled in the corresponding ‘Interactivity Data’ fragment.

Instances of ‘InteractivityMediaDocument’ and the files declared in the element ‘MediaObjectSet’ are delivered using
BCAST File Distribution Function. The system MAY deliver instances of ‘InteractivityMediaDocuments’ and associated
files over broadcast file distribution or serve those over interactive channel. Terminals supporting the interactive channel
SHALL support reception of the instances of ‘InteractivityMediaDocuments’ and the associated files over broadcast file
distribution.

5.3.6.1.2 Format of Interactivity Media Document

The following table defines the message format of Interactivity Media Documents. . The XML schema for this message
format is defined in [BCAST10-XMLSchema-InteractivityMedia].

Interactivity | E NO/TM The InteractivityMediaDocument defines the
MediaDocum actual InteractivityMedia objects
St Contains the following attributes:

grouplD
groupPosition
id
version
validFrom
validTo

Contains the following sub-elements:

MediaObjectGroup
PrivateExt
grouplID A NM/TM 1 ID of the group of Interactivity Media document, | anyURI
globally unique
groupPositio | A NM/TM 1 Relative position of this document in the group. unsignedSho
n The greater value has higher priority to handle (i.e | rt
2 has higher priority than 1).
id A NM/TM 1 ID of the InteractivityMediaDocument , globally | anyURI
unique.
version A NM/TM 1 Version of this InteractivityMediaDocument. The | unsignedInt

newer version overrides the older one with the
same id as soon as it has been received.

validFrom | A NM/TM 0..1 The first moment when the media object sets in unsignedInt
this document is valid to be rendered. If not
given, the media object sets SHALL be rendered
as soon as they are available. This field expressed
as the first 32bits integer part of NTP time
stamps.
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validTo

NM/TM

0..1

The last moment when the media object set is
valid to be rendered. If not given the rendering is
assumed to end in undefined time in the future.
This field expressed as the first 32bits integer part
of NTP time stamps.

Whenever there is an
InteractivityMediaDocument available with the
same GroupID but with a higher GroupPosition
and the ‘validFrom’ time of that
InteractivityMediaDocument arrives, the terminal
SHALL stop rendering the current document and
render the new InteractivityMediaDocument.

unsignedInt

MediaObject
Group

El

NM/TM

I.N

Grouping of the media object sets, which serve
the same purpose during interactivity, e.g. as a
starting media object set, as a media object set to
be shown after action was taken or to be shown
after time-out was reached.
Has the following attributes:

id

startMediaFlag

Has the following sub-elements:
ActionDescriptor

BackOffTiming

MediaObjectSet
SMSTemplate
EmailTemplate

VoiceCall

Weblink
Alternative text

id

NM/TM

The ID of the media group

anyURI

startMediaF1
ag

NM/TM

The flag indicates, whether the media object sets

in this MediaObject-Group should be started with.

There SHALL only be one MediaObjectGroup
with this flag set to “true” in an
InteractivityMediaDocument

boolean

Action
Descriptor

E2

NM/TM

0..1

The action descriptor describes the behaviour of
the terminal when the media objects enable end-
user input.
Has the following attributes
inputAllowedTime
onTimeOutPointer
updateFlag
onActionPointer

inputAllowed
Time

NM/TM

0.1

The last moment the terminal allows the end-user
to provide end-user input for the active media
object set in this media object group. This field is
expressed as the first 32bits integer part of NTP
time stamps.

unsignedInt

onTimeOutP
ointer

NM/TM

0.1

This pointer refers to the ID of a media object
group in this InteractivityMediaDocument. When
the InputAllowedTime is passed the terminal
SHALL present the appropriate media object set
of the media object group indicated by this

anyURI
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pointer.

The terminal SHALL NOT present this media
object set if the terminal has already presented the
media object set indicated by the
OnActionPointer.

updateFlag

NM/TM

0.1

Whenever this flag is “true” the terminal shall
listen to and fetch the following interactivity
media document and the associated media objects
from the file delivery stream when the
Inputallowedtime is passed. The following inter-
activity media document is identified by the
document with the same group ID and a higher
GroupPosition number.

boolean

onActionPoin
ter

NM/TM

0..1

This pointer refers to the ID of a media object
group in this interactivity media document. When
the end-user undertakes action before the
InputAllowedTime, which triggers the terminal to
send out a message over the interaction channel
(e.g. MMS, SMS or HTTP request), the terminal
SHALL present the appropriate media object set
of the media object group indicated by this
pointer.

If this pointer refers to the same ID as the current
media object group, the terminal SHALL return to
the same media object set after completing the
action. In this case InputallowedTime and
OnTimeOutPointer SHALL NOT be declared.

anyURI

BackOffTimi
ng

E2

NM/TM

0..1

This element specifies timing behaviour of
interaction sent back from the device to the
service provider. Its purpose is to provide a
mechanisms that ensures distribution over time of
feedback sent from receivers, e.g. in order to
avoid overload in nodes or links.

If present, the interaction, if any, SHALL be sent
back in the time interval [OffsetTime,
OffsetTime+RandomTime] after the event that
triggered the interactivity (e.g. user feedback).
The exact time within the allowed time window
shall be random with uniform probability.
Explicit timing behaviour expressed in
Interactivity Media Document prevails over
possible default timing behaviour expressed in
InteractivityData.

offsetTime

NM/TM

The OffsetTime specifies the minimum time that
a device SHALL wait after an event that triggers
interaction (e.g. user input), before sending the
interaction. The unit is seconds (fractions can be
expressed using data type Decimal). OffsetTime
shall be a non-negative number.

decimal

randomTime

NM/TM

The RandomTime refers to the time window
length over which a device SHALL calculate a
random time for the transmission of interaction.
The method provides for statistically uniform
distribution over a relevant period of time.

decimal
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The device SHALL calculate a uniformly
distributed random time out of the interval
between 0 and RandomTime. The unit is seconds
(fractions can be expressed using data type
Decimal). RandomTime shall be a non-negative
number.

MediaObject
Set

E2

NM/TM

0.N

A media object set is defines the media objects
attached to one interactivity technology proposed
in the MediaObjectGroup. These media objects
are related to each other, and form an interactivity
unit to be rendered upon MediaObjectGroup
activation (provided this interactivity technology
is the one selected for rendering).

The set of media objects is not stored in the
MediaObjectGroup itself (i.e. in the
InteractivityMediaDocument ) but as another
external file, where this external file is :

either one uncompressed media file (like a .3GP
video, a .JPEG picture).

or one GZIP archive file containing one or several
compressed media objects (a .GZ file e.g.
containing a compressed SMIL + 3GP video +
text)

The GZIP archive format is the one defined in
[RFC 1951] and [RFC 1952]. In case the archive
contains multiple media objects, it consists of the
plain concatenation of each compressed media
object (i.e. each GZIP member), as specified in
section 2.2 of [RFC 1952].

The optional FNAME field SHOULD be set by
the sender in each GZIP member header, with an
FNAME value in accordance with the ‘Object’
Content-Location one (see below Content-
Location description).

The ‘MediaObjectSet’ element contains the
following attributes:

relativePreference
............ Content-Type
Content-Location
The language of a MediaObjectSet element is
expressed by using the built-in XML attribute
xml:lang with this element.
The ‘MediaObjectSet’ element contains the
following elements:
Description
Object
File

relativePrefe
rence

NM/TM

0.1

This attribute gives the relative preference of this
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than

1).

unsignedInt
(32 bits)
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If multiple media object sets elements are
instantiated in this 'MediaObjectGroup' then all
the media object sets SHALL have mutually
exclusive values of 'relativePreference’.

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all of these
elements SHALL have the 'relativePreference’
attribute instantiated. If only a single media object
set is instantiated in 'MediaObjectGroup' then the
'relativePreference’ attribute MAY be instantiated
for that element.

Content- A NM/TM 1 Gives the media type of the ‘MediaObjectSet’’s string
Type external file :

If this media type is ‘application/x-gzip’, the

external file is a GZIP archive file containing one

or several media objects.

Otherwise (in this version of the specification) the
external file is one uncompressed media file (e.g.
‘video/3gpp’ for a 3GP video file containing a
SMIL presentation).

In case the external file is transported by FLUTE,
this attribute MUST match the ‘File” Content-
Type value provided in the FDT instance(s)
describing this file.

Content- A NM/TM 1 Uniquely identifies the ‘MediaObjectSet’’s anyURI
Location external file within the file delivery session.

In case this external file is transported by FLUTE,
this attribute MUST match the ‘File” Content-
Location value provided by the FDT instance(s)
describing this file.

Description | E3 NM/TM 0..N Description of the Media Object Set, possibly in string
multiple languages. This is used to provide the
end-user extra information regarding the Media
Object Set content.

The language is expressed using built-in XML
attribute xml:lang with this element.

Object E3 NM/TM 0.N Describe each media object contained in the
media object set.

Depending on ‘MediaObjectSet’’s external file
nature:

if a single uncompressed file, this element is not
needed unless it can provide supplemental
information not given by parent ‘MediaObjectSet’
(such as ‘PartType’, etc.).

if a GZIP archive, the sequence order of ‘Object’s
in ‘MediaObjectSet’ MUST be the same as the
sequence of members in the GZIP archive (side-
by-side relationship between ‘Object’ sequence
and GZIP members).

Contains the following attributes:
.......... Content-Location
Content-Type
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Contains the following elements:
PartType

Content- A NM/TM 0..1 If ‘MediaObjectSet’’s external file is an anyURI
Location uncompressed file: useless.

If ‘MediaObjectSet’’s external file is a GZIP
archive:

The external file can be found by decompressing
the n-th member of the GZIP archive, given n is
the position of the ‘Object’ in the
‘MediaObjectSet’.

The Content-Location value SHALL be a
Relative-Path Reference as defined in [RFC 3986]
and SHALL represent the sub-folder(s) + the
filename of the deflated GZIP member to be used
on storage.

This relative storage content location is intended
to be directly pointed by common markup
language references (typically via src=""" and
href””).

If present, the FNAME field of the GZIP member
MAY be verified against the filename part of
Content-Location, ignoring case differences. In
case these two values differ, the terminal MAY
choose to discard the Media Object Set.

When storing the deflated media object, the
terminal MUST create any indicated sub-folder(s)
specified in the Content-Location, and store the
media object in the leaf sub-folder, using the file
name indicated in the Content-Location.The
terminal SHOULD preserve the letter case
specified in the Content-Location value when
deflating the subfolders and the media file locally.
The dot-segment “.” MUST be supported.
Content-Location value SHALL be unique within
the sequence of ‘Object’ elements belonging to
the same ‘MediaObjectSet’ in the following
respect: A folder (including root folder) SHALL
NOT contain two different subfolders or files for
which the names only differ by the letter case.

For security reasons, the terminal SHOULD
discard the Media Object Set in case a naming
conflict is detected.

For security reasons, the terminal SHOULD
discard the Media Object Set if one or several

[T L)

dot-segments “..” are present in the Content-

Location.
Content- A NM/TM 1 If ‘MediaObjectSet’’s external file is an string
Type uncompressed file: useless (information already

given in ‘MediaObjectSet’).
If ‘MediaObjectSet’’s external file is a GZIP
archive:

Gives the media type of the GZIP archive
member mapped to the ‘Object’.
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start A NM/TM 0..1 If ‘MediaObjectSet’’s external file is an boolean
uncompressed file, or else a GZIP archive
containing one media object: useless (implictly
“true”)'
If ‘MediaObjectSet’’s external file is a GZIP
archive containing multiple media objects :
This attribute must be set to “true” for exactly one
‘Object’ and one only in the ‘Object’ sequence,
the “start media object” on which the interactivity
client must be launched.
Default value, and applicable value for the other
‘Object’ elements : false
PartType E4 NM/TM 0.N Indicates the media types that should be string
supported also in order to correctly render an
‘Object’ consisting of several sub-media objects.
E.g. a 3GP “Extended-presentation profile” would
be one ‘Object’ with one “application/smil”
‘PartType’ advertising the presence of a SMIL
presentation in the file.
File E3 NO/TM 0..1 Present in case ALC without FLUTE is used for
the delivery of ‘MediaObjectSet’’s external file.
Structure identical to the ‘File’ child element of
‘FileDescription’ in the Access fragment.
[BCAST10-SG].
Content- A NM/ 1 See RFC 3926, section 3.4.2 anyURI
Location ™
TOI A NM/ 1 See RFC 3926, section 3.4.2 positivelnteg
™ er
Content- A NO/ 0..1 See RFC 3926, section 3.4.2 unsignedLon
Length ™ g
Transfer- A NO/ 0..1 See RFC 3926, section 3.4.2 unsignedLon
Length ™ g
Content- A NO/ 0..1 See RFC 3926, section 3.4.2 string
Type ™
Content- A NO/ 0..1 See RFC 3926, section 3.4.2 string
Encoding ™
Content- A NO/ 0..1 See RFC 3926, section 3.4.2 base64Binar
MD5 ™ y
FEC-OTI- | A NO/TM 0..1 See RFC 3926, section 3.4.2 unsignedByt
FEC- e
Encoding-1D
FEC-OTI- | A NO/ 0..1 See RFC 3926, section 3.4.2 unsignedLon
FEC- ™ g
Instance-ID
FEC-OTI- | A NO/ 0..1 See RFC 3926, section 3.4.2 unsignedLon
Maximum- ™ g
Source-
Block-Length
FEC-OTI- | A NO/ 0..1 See RFC 3926, section 3.4.2 unsignedLon
Encoding- ™ g
Symbol-
Length
FEC-OTI- | A NO/ 0..1 See RFC 3926, section 3.4.2 unsignedLon
Max- ™ g
Number-of-
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Encoding-
Symbols

FEC-OTI-
Scheme-
Specific-Info

NO/TM

0..1

This attribute MAY be used to communicate FEC
information which is not adequately represented
by the other attributes related to FEC.

base64Binar
y

SMSTemplat
e

E2

NM/TM

0..1

Contains the following attributes:
relativePreference

Contains the following elements:
Description

SelectChoice

Note: the SMSTemplate is a media object set,
although not encoded using the ‘MediaObjectSet’
generic structure.

Note: The SMS Template provides information
about the option(s) in an interaction, but does not
contain rendering information. If rendering is to
be specified by the service provider, the
interaction can alternatively be described in an
XHTML document with in-lined SMS URIs.

relativePrefe
rence

NM/TM

0.1

This attribute gives the relative preference of this
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than

1).

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all the media object
sets SHALL have mutually exclusive values of
'relativePreference’'.

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all of these
elements SHALL have the 'relativePreference’
attribute instantiated. If only a single media object
set is instantiated in 'MediaObjectGroup' then the
'relativePreference’ attribute MAY be instantiated
for that element.

unsignedInt

Description

E3

NM/TM

0.N

Text describing the interaction to the end user,
possibly in multiple languages. The language is
expressed using the built-in XML attribute
xml:lang with this element.

This text can e.g. describe the overall scope of the
interaction, valid for all interaction options
described below. It might e.g. also contain
information about the prize of the SMS
interaction.

For an interaction with only one choice (e.g. an
offer to purchase merchandise like a ringtone), the
'Description' element SHOULD be used to
provide information regarding the interaction and
the 'ChoiceText' element MAY be discarded by
the terminal.

string

text

NO/TM

0.1

This attribute can contain a string that can be
inserted into SMS messages specified by SMS-
URI attributes below.

string
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Note: this attribute enables message size savings
for the case where the same text appears in the
SMS bodies of several choices, i.e. if multiple
SelectChoice elements are present

SelectChoice

E3

NM/TM

I.N

Contains the following attributes:

smsURI

Contains the following elements:

ChoiceText

Note: For an interaction with multiple choices
(like a voting between several options), the
SelectChoice elements describe the different
options to the user, and declare the SMS
interaction to be executed when the user selects
this option. For an interaction with one choice
(e.g. an offer to purchase merchandise like a
ringtone), there is only one SelectChoice element.
Rendering of the choice(s) to the user is out of
scope of this specification.

smsURI

NM/TM

SMS receiver address and payload encoded as
“sms:” URI scheme.

Value of this attribute SHALL comply with
“sms:” URI scheme [URI-Schemes], with the
following exceptions:

If the sms-body [URI-Schemes] of the sms URI
scheme contains the string “$userid$”, it shall be
replaced by the user ID.

If the sms-body [URI-Schemes] of the sms URI
scheme contains the string “$deviceid$”, it shall
be replaced by the device ID.

If the sms-body [URI-Schemes] of the sms URI
scheme contains the string “$userinput$”, it
should be replaced by a string that the user can
enter. This may be an empty string. If $Suserinput$
is present in the SMS-URI, the terminal SHALL
open the SMS template in SMS editor (or similar)
to allow user input before sending the SMS. If,
however, the $userinput$ string is not present in
the sms-body, the terminal SHALL not provide
the SMS for the end user to modify. The terminal
SHOULD prompt the end user before sending the
SMS out.

If the sms-body [URI-Schemes] of the sms URI
scheme contains the string “$text$”, it SHALL be
replaced by the string signalled in the attribute
“Text” (if this attribute is present).

anyURI

ChoiceText

E4

NM/TM

0.N

Description of the interaction option, possibly in
multiple languages. This is used to provide the
end-user information on this interaction choice..
The language is expressed using the built-in XML
attribute xml:lang with this element.

For an interaction with one choice (e.g. an offer to
purchase merchandise like a ringtone), the
'Description’ element SHOULD be used to
provide information regarding the interaction and

string
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the 'ChoiceText' element MAY be discarded by
the terminal and the ChoiceText element MAY be
omitted.

For interactivity with multiple choices, the
"ChoiceText” element SHALL be instantiated for
each "SelectChoice .

EmailTempla
te

E2

NO/TM

0..1

Contains attributes:
relativePreference
toHeader
ccHeader
becHeader
subjectHeader

Contains the following elements:
Description
MessageBody

Note: the EmailTemplate is a media object set,
although not encoded using the ‘MediaObjectSet’
generic structure.

relativePrefe
rence

NO/TM

0..1

This attribute gives the relative preference of this
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than

1).

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all the media object
sets SHALL have mutually exclusive values of
'relativePreference’'.

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all of these
elements SHALL have the 'relativePreference’
attribute instantiated. If only a single media object
set is instantiated in 'MediaObjectGroup' then the
'relativePreference’ attribute MAY be instantiated
for that element.

unsignedInt

toHeader

NM/TM

The e-mail recipient(s) as defined in [RFC 2822]

string

ccHeader

NO/TM

The e-mail cc-recipient(s) as defined in [RFC
2822]

string

bccHeader

NO/TM

0.1

The e-mail bee-recipient(s) as defined in [RFC
2822]

string

subjectHeade
r

NO/TM

0..1

The e-mail subject header as defined in [RFC
2822]

string

Description

E3

NO/TM

0.N

Description of the Email Template, possibly in
multiple languages. This is used to provide the
end-user extra information regarding the Email
message.

The language is expressed using the built-in XML
attribute xml:lang with this element.

string

MessageBody

E3

NO/TM

0..1

The e-mail message body (text format defined in
[RFC 2822]

The value of this element SHALL be base64-
encoded.

Note: At least one of Subjectheader and

base64Binar
y
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MessageBody in an EmailTemplate SHOULD be
present

VoiceCall

E2

NM/TM

0..1

Contains the following attributes:
relativePreference

Contains the following elements:
Description

PhoneNumber

Note: the VoiceCalllnteraction is a media object
set, although not encoded using the
‘MediaObjectSet’ generic structure.

It allows for voice call based interaction, by
giving a description to the user and one or more
telephone numbers that the user can call.

relativePrefe
rence

NO/TM

0.1

This attribute gives the relative preference of this
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than

1).

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all the media object
sets SHALL have mutually exclusive values of
'relativePreference’.

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all of these
elements SHALL have the 'relativePreference’
attribute instantiated. If only a single media object
set is instantiated in 'MediaObjectGroup' then the
'relativePreference’ attribute MAY be instantiated
for that element.

unsignedInt

Description

E3

NM/TM

0.N

Text describing the interaction to the end user,
possibly in multiple languages. The language is
expressed using the built-in XML attribute
xml:lang with this element.

This text can e.g. describe the overall scope of the
interaction, valid for all interaction options
described below. It might e.g. also contain
information about the prize of the voice call
interaction.

string

PhoneNumbe
r

E3

NO/TM

I.N

Phone number to which the terminal initiates a
voice call when the interactivity related to this
InteractivityMediaDocument is triggered. The
terminal SHALL prompt the user before actually
making the call. If several phone numbers are
present, the user SHALL be able to select the one
to be used.

A terminal with voice call capabilities MUST
support telephone URI [RFC 3966]. Further, a
terminal with SIP capabilities MUST support SIP
URI [RFC 3261].

anyURI

Weblink

E2

NM/TM

0..1

This provides a reference to an external website.
Contains attributes:
- relativePreference
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- webURL

Contains the following elements:
- Description

Note: the Weblink is a media object set, although
not encoded using the ‘MediaObjectSet’ generic
structure.

relativePrefe
rence

NM/TM

0..1

This attribute gives the relative preference of this
media object set. The greater value has higher
priority to handle (i.e 2 has higher priority than

1).

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all the media object
sets SHALL have mutually exclusive values of
'relativePreference’'.

If multiple media object sets are instantiated in
this 'MediaObjectGroup ' then all of these
elements SHALL have the 'relativePreference’
attribute instantiated. If only a single media object
set is instantiated in 'MediaObjectGroup' then the
'relativePreference’ attribute MAY be instantiated
for that element.

unsignedInt

webURL

NM/TM

URL to an external website.

anyURI

Description

E3

NM/TM

Description of the Weblink, possibly in multiple
languages. This is used to provide the end-user
extra information regarding the Weblink.

The language is expressed using the built-in XML
attribute xml:lang with this element.

string

AlternativeT
ext

E2

NM/TM

0.N

Alternative Text to be displayed if none of the
other media object sets is supported by the
terminal

Possibly in multiple languages. The language is
expressed using the built-in XML attribute
xml:lang with this element.

string

PrivateExt

El

NO/TO

0..1

An element serving as a container for proprietary
or application-specific extensions.

<proprietary
elements>

E2

NO/TO

0.N

Any number of proprietary or application-specific
elements that are not defined in this specification.
These elements may further contain sub-elements
or attributes.

Table 22: Data structure of InteractivityMediaDocument

The legend used in this table:

Type: E=Element, A=Attribute, E1=sub-element, E2=sub-clement’s sub-element, E[n]=sub-clement of element[n-1]

Category: NM = Mandatory for network to support; NO = Optional for network to support; TM = Mandatory for terminal to
support; TO = Optional for terminal to support

Cardinality: i..j = the number of the presented instance of this element/attribute is in the range from i to j. If i=0, this specific
element/attribute is Optional for network to use, otherwise it is Mandatory for network to use.
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5.3.6.1.3 On the rendering

The terminal SHALL render the information contained in the instances of ‘InteractivityMediaDocument’ when these are
completely and successfully retrieved from the file delivery stream and when the interactivity is scheduled to take place, i.e.
one or more InteractivityMediaDocuments are valid and are associated with the service or content that is being rendered at
that moment. When instances of ‘InteractivityMediaDocuments’ with the same GroupID are valid at the same time, the
terminal SHALL render those media objects in the document with the highest GroupPosition.

Furthermore the following applies:

- If multiple media object sets are instantiated in a 'MediaObjectGroup' the BCAST application SHALL render the
media object set with the highest value of the 'relativePreference' attribute among the media object sets it supports.

- If only a single media object sets is instantiated in a MediaObjectGroup' the BCAST application SHALL render that
media object if that media object set is supported..

- If multiple 'MediaObjectGroups' are defined in multiple 'InteractivityMediaDocuments' the BCAST application
SHALL render all the media object sets from the 'MediaObjectGroups' that

o have the highest value of the 'relativePreference’ attribute among the media object sets it supports in their
respective 'MediaObjectGroups'

o are instantiated as a single media object set in the 'MediaObjectGroup' and that media object set is
supported.

The InteractivityMediaDocument defines the actual details, which enable e.g. voting or ringtone ordering. The terminal
SHALL be able to acquire and render the media objects attached to the ‘InteractivityMediaDocument’ without interrupting
the acquisition and rendering of the ‘regular’ broadcast media stream.

5.3.6.1.4 MediaObjectSet parsing for interactivity technology selection

Information provided in the <MediaObjectSet> element is sufficient to determine whether the media object set is supported
or not by the terminal. There is no need to open and parse the external file bundle. The terminal MAY take guidance of the
following rules to determine this support :

* if <MediaObjectSet>’s external file is a single uncompressed file, the media object set SHOULD be seen as
“supported” if :

o the “Content-Type” attribute value of the <MediaObjectSet> is supported, and
o if present, the “xml:lang” attribute value of the <MediaObjectSet> is suitable to the receiver, and
o if present, the <PartType>s values of the <Object> are all supported.
e if <MediaObjectSet>’s external file is an archive file, the media object set SHOULD be seen as “supported” if :
o if present, the “xml:lang” attribute value of the <MediaObjectSet> is suitable to the receiver, and
o the “Content-Type” attribute value of each <Object> is supported, and

o if present, the <PartType>s values in each <Object> are all supported.
5.3.6.1.5 MediaObjectSet definition for some interactivity technologies

A media object set conveying an MMS Message Template conforming to [MMSTEMP] SHALL consist of the following:

* one GZIP archive file containing all the media objects (Message Template Definition, MMS presentation part,
fixed/replaceable media objects).

* one <MediaObjectSet>, with Content-Type attribute set to “application/x-gzip”, and containing :
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o one “MTD” <Object>, with Content-Type attribute set to “application/vnd.omammsg-mtd+xml", and Start
attribute set to “true”.

o zero or one “MMS presentation part” <Object>, with Content-Type attribute set to “application/smil". If
<MediaObjectSet> contains MMS presentation part, the sub-folder(s) SHALL NOT be used in <Content-
Location> since MMS-SMIL cannot support sub-folder(s).

o
o one <Object> per other bundled file, if any (fixed/replaceable media objects).

Note: If the end user decides to interact as triggered by Media Object Set of type MMS Message Template, it implies that
the Terminal SHALL be able to execute any interaction over the Interaction channel by sending the MMS (the filled-in MMS
Template).

A media object set conveying an XHTML MP bundle conforming to [XHTMLMP11] SHALL consist of the following:

e one GZIP archive file containing all the media objects (e.g. XHTML MP page(s), external ECMAScript MP files,
external WAP CSS stylesheets, audio/visual media objects...).

* one <MediaObjectSet>, with Content-Type attribute set to “application/x-gzip”, and containing :

o one “XHTML MP” <Object>, with Content-Type attribute set to “application/vnd.wap.xhtml+xml" and Start
attribute set to “true”.

o one <Object> per other bundled file, if any (that may be additional XHTML MP pages).

Note: If the end user decides to interact as triggered by Media Object Set of type XHTML MP bundle, it implies that the
Terminal SHALL be able to execute any interaction over the Interaction channel by executing HTTP requests (following the
hyperlinks present in XHTML). Further, if the Terminal supports SMS-based messaging, the Terminal SHALL be able to
support “sms:”-URI scheme as defined in section 5.3.6.1 and consequently be able to perform SMS-based interaction over
the Interaction channel.

A media object set conveying a 3GPP PSS SMIL bundle conforming for the presentation part to [3GPP 26.246R6]) SHALL
consist of the following:

* one GZIP archive file containing all the media objects (SMIL presentation, audio/visual media objects...).
* one <MediaObjectSet>, with Content-Type attribute set to “application/x-gzip”, and containing :

o one “3GPP PSS SMIL” <Object>, with Content-Type attribute set to “application/smil" and Start attribute set to

2

“true”.
o one <Object> per other bundled file, if any.

Note: If the end user decides to interact as triggered by Media Object Set of type 3GPP PSS SMIL bundle, it implies that
Terminal SHALL be able to execute any interaction over the Interaction channel by executing HTTP requests (following the
hyperlinks present in SMIL). Further, if the Terminal supports SMS-based messaging, the Terminal SHALL be able to
support “sms:”-URI scheme as defined in section 5.3.6.1 and consequently be able to perform SMS-based interaction over
the Interaction channel.

A media object set conveying a 3GPP2 MSS SMIL bundle conforming for the presentation part to [3GPP2 C.S0050])
SHALL consist of the following:

» one GZIP archive file containing all the media objects (SMIL presentation, audio/visual media
objects...).

* one <MediaObjectSet>, with Content-Type attribute set to “application/x-gzip”, and containing :

* one “3GPP2 MSS SMIL” <Object>, with Content-Type attribute set to “application/smil" and
Start attribute set to “true”.
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e one <Object> per other bundled file, if any.

Note: If the end user decides to interact as triggered by Media Object Set of type 3GPP2 MSS SMIL bundle, it implies that
Terminal SHALL be able to execute any interaction over the Interactive Channel by executing HTTP requests (following the
hyperlinks present in SMIL). Further, if the Terminal supports SMS-based messaging, the Terminal SHALL be able to
support “sms:”-URI scheme as defined in section 5.3.6.1 and consequently be able to perform SMS-based interaction over
the Interactive Channel.

See Appendix C for some informative examples of <MediaObjectSet> elements.

5.3.6.1.6 Using URI scheme “sms:”
Terminals that support SMS-based messaging and/or that support XHTML based Media Object Sets SHALL support the
“sms:” URI scheme as specified in [URI-Schemes] as a valid scheme for hyperlinks.

5.3.6.1.7 Service Interaction using MMS Message Template

This section describes how to retrieve and use MMS Message Template for Service Interaction.

5.3.6.1.7.1. Service Interaction retrieval

The terminal SHALL retrieve MMS Message Template from InteractivityMediaDocument (refer to 5.3.6.1). The terminal
MAY retrieve MMS Message Template from MMS.

The terminal SHOULD store MMS Message Templates in its storage area after retrieval.

The terminal MAY use Application ID described in [MMSCONF] to launch client software, which handles MMS Message
Template (MMS Message Template Client), in the case that the Template is retrieved from MMS.

5.3.6.1.7.2. Service Interaction launch and feedback

The terminal SHALL launch MMS Message Template Client according to the timing described in
InteractivityMediaDocument , in a similar way to the other Service Interaction methods.

MMS Message Template Client SHALL create Multimedia Message (MM) according to the process defined in MMS
Message Template Definition (MTD) [MMSTEMP].

After creating the resulting MM, MMS Message Template SHOULD send the Message to Service Application address
defined in MTD.

5.3.6.2 Broadcast delivery of InteractivityMediaDocuments

The broadcast delivery of the instances ‘InteractivityMediaDocument’ and any associate files has the following
characteristics and constraints. For the delivery the network SHALL

» use FLUTE file delivery session containing at least one FDT Instance,
» list all the delivered files in every instance of FDT,

*  use the string “application/vnd.oma.bcast.imd+xml” as the value of ‘Content-Type’ for every instance of
‘InteractivityMediaDocument’ in every FDT Instance and

* use the following convention for allocating the ‘Content-Location’ values for the instances of the
‘InteractivityMediaDocument’: <GroupID>:<GroupPosition> where the

*  <GroupID> stands for the group identifier and <GroupPosition> for the group position represented by the instance
of ‘InteractivityMediaDocument’.

Furthermore in the case of broadcast delivery the network SHALL use the string “oma:bcastl.0:imd:” as the prefix of the
interactivity media group identifier (GrouplD).
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5.3.6.3 Interactive delivery of InteractivityMediaDocuments

5.3.6.3.1 Transport protocols

There are the two following mechanisms for delivering InteractivityMediaDocuments to the terminal using the interactive
channel:

e using HTTP as the transport the terminal specifically requesting the InteractivityMediaDocuments from the
network and

e using OMA PUSH the network pushing the InteractivityMediaObjects to the terminals.

If the terminal supports the interaction channel, the terminal SHALL support the former and additionally if the terminal
supports OMA PUSH, the terminal SHALL also support the latter.

When the InteractivityMediaDocuments are delivered using OMA PUSH the content type SHALL be set to
“application/vnd.oma.bcast.imd+xml”.

5.3.6.3.2 InteractivityMediaDocument request messages

When the terminal requests InteractivityMediaDocuments from the network, the terminal SHALL use HTTP POST

with the following syntax : “POST <interactivityMediaURL> HTTP/1.1\r\n<InteractivityMediaDocumentRequest>" where
<interactivityMediaURL> denotes the destination for the HTTP requests as signaled in the ‘interactivityMediaURL’ attribute
of the ‘InteractivityData’ fragment representing the interactivity in question, see section 5.1.2.10 of [BCAST10-SG].. Both
the HTTP POST request and the corresponding HTTP response SHALL also contain the following HTTP header fields:

*  ‘Content-Length’,

»  for request message: ‘Content-Type’ which SHALL be set to “text/xml”.

»  for response message: ‘Content-Type’ which SHALL be set to “multipart/mixed” and
e ‘Host’ in case the ‘Request-URI’ is not in the absolute form specified in [RFC 2616].

The XML structure in Table 23 defines the syntax for the ‘InteractivityMediaDocumentRequest’ placed into the payload of
the HTTP POST request.

The HTTP response of the HTTP POST request response message SHALL be of type “multipart/mixed”.
The first body part of the multipart in the response:

e SHALL contain one ‘InteractivityMediaDocumentResponse’ XML document as defined in Table 24.
e SHALL include Content-Type header set to ‘text/xml’
Other body parts may follow the first body part in the response. In that case each body part:

* SHALL contain one file representing the full set of media objects associated to exactly one <MediaObjectSet> of a
MediaObjectGroup of the returned InteractivityMediaDocument. This file SHALL be either one uncompressed
media file (e.g. 3GP file) being the media object itself, or one GZIP archive file containing the compressed media
objects, as described in section 5..3.6.1.2.

e SHALL include Content-Location header set to Content-Location attribute value of <MediaObjectSet> element.

e SHALL include Content-Type header, set to actual MIME type of uncompressed media file (e.g. ‘video/3gpp’) or to
‘application/x-gzip’if the media objects are carried in a GZIP archive.

In case the response message does not contain all the files associated with the 'InteractivityMediaDocuments' contained in the
response message, the terminal MAY use HTTP GET to retrieve these missing files.
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Interactivity | E
MediaDocum
entRequest

The request to be used by the terminal to request
InteractivityMediaDocuments.

Contains the following attributes:
requestID

Contains the following elements:
UserID
DevicelD
GrouplID

requestID A (0] 0..1

Identifier for the InteractivityMediaDocument
request message.

unsignedInt

UserID El O 0.N

The user identity known to the BSM. Contains the
following attributes:

type

string

type A M 1

Specifies the type of User ID. Allowed values
are:

0 — username defined in [RFC 2865]
1 — IMSI

2 —-URI

3 —IMPI

4 — MSISDN

5—-MIN

6-127 reserved for future use
128-255 reserved for proprietary use

unsignedByt
e

DevicelD El O 0.N

A unique device identification known to the
BSM.

Contains the following attributes:
type

string

type A M 1

Specifies the type of Device ID. Allowed values
are

0 - DVB Device ID

1 — 3GPP Device ID (IMEI)[3GPP TS 23.003]
2 — 3GPP2 Device ID (MEID)[3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use

unsignedByt
e

GrouplID El M 1

ID of the requested group of
InteractivityMediaDocument, globally unique
The GrouplID is carried in BCAST SG fragment
called InteractivityData

anyURI

Table 23: Structure of Interactivity Media Document Request

Interactivity | E
MediaDocum
entResponse

The response to the
‘InteractivityMediaDocumentRequest” message.

Contains the following attributes:
requestID
statusCode
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Contains the following elements:
InteractivityMediaDocument
requestID A o 0..1 Identifier for the corresponding unsignedInt
InteractivityMediaDocument request message.
status A M 1 The overall outcome of the request, according to unsignedByt
Code the return codes defined in section 5.11. e
Interactivity | El M 1 The InteractivityMediaDocument as specified in complexTyp
MediaDocum 5.2.6.1 e
ent

Table 24: Structure of Interactivity Media Document Response

5.4 Personalization/Support for User-based Profiles and

Preferences

541 User-based Profiles over Broadcast Channel

The BCAST Enabler enables targeted reception through delivery of user-based profiles over the broadcast channel using the
Service Guide. The “TargetUserProfile” element of Service Guide SHALL be used for that purpose.

Exact terminal behavior for interpreting the “TargetUserProfile” is not specified. However, the terminal MAY be able to

filter the Service Guide based on the “TargetUserProfile”.

5.4.2 Communicating the End User Preferences to Network

The terminal MAY communicate the End User preferences to the network using the scheme defined in this section. Both the
Terminal and the network MAY support the scheme. The behavior of the network and any subsequent actions beyond
providing the End User preferences are not specified in BCAST Enabler.

The data structure for communicating the End User preferences from terminal to network is as follows:

EndUserPref
erences

E

0)

The end user preferences signalled to the Service
Provider

Contains the following elements:
UserID
Preference

UserID

El

User Identity known to the BSM. It describes The
identification of the end user whose preferences
are described here.

Contains the following attribute:

type

string

type

Specifies the type of User ID. Allowed values
are:

0 — username defined in [RFC 2865]

1 —IMSI
2—-URI

3 - IMPI

4 — MSISDN
5-MIN

6-127 reserved for future use

unsignedByt
e
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128-255 reserved for proprietary use

Preference | El M I.N The attribute-value pair describing an individual
preference. NOTE: the exact attribute for
preference shall be defined by service or content
provider.

Contains the following attributes:
attribute
value

attribute A 1 Attribute being described string

g

value A 1 Value of the attribute string

Table 25: Structure of End User Preference Message

The above data structure SHALL be instantiated as XML instance according to XML Schema [BCAST10-XMLSchema-
Userpreference].. The XML instance in turn SHALL be communicated from terminal to network by HTTP POST. For
confidentiality, HTTPS based on SSL 3.0 [SSL30] and TLS 1.0 [RFC 2246] MAY be used.

5.5 Charging

This section specifies the use of OMA Charging Enabler to realize the charging of OMA Mobile Broadcast Services. OMA
Charging Enabler defines a set of interfaces to allow other Enablers to access the charging functionality. The interfaces are
specified in [OMA Charging AD]. This section defines how, when and by whom the charging is triggered and which
functional entity invokes the charging using the interface of OMA Charging Enabler. This section also defines the data that
will be exchanged within the charging event.

5.5.1 Chargeable Events in the Scope of the BCAST Enabler

Chargeable event is a service related event that has taken place, and can be specified and recorded. This section identifies
chargeable events in the scope of the OMA Mobile Broadcast Services technical specification. It should be noted that
chargeable events can also occur for example in a Broadcast Distribution System or in other entities of the OMA BCAST
Architecture to record the usage of the mechanisms that they provide (e.g. distribution and protection mechanisms) but these
chargeable events are not specified in this document.

Not all chargeable events lead necessarily to a charging event, i.e. the sending of charging information to the Charging
Enabler for further processing. The events that are actually charged for can depend on the implementation. Therefore, the list
in this section should be regarded as a list of events that potentially trigger charging events.

Subscription-Based Charging

Subscribe/Purchase Request 5.1.5,5.1.6 BSM
End-user subscribes or purchases a certain service based on information =~ [BCAST10-Architecture]
received through the Service Guide. 5.4.6.1

Subscription Update 5.1.5,5.1.6 BSM
In case of open-ended subscriptions, the BSM may need to generate [BCAST10-Architecture]
charging information from time to time until the subscription is 5.4.6.7

cancelled.

Unsubscribe Request 5.1.6.7 BSM
Open-ended subscriptions, and possibly other subscriptions, are valid [BCAST10-Architecture]

until they are cancelled by the end-user. Depending on the contract, they  5.4.6.8
may also have to be cancelled (and renewed by issuing a new order
request) when the price per subscription period changes.

Consumption-Based Charging
Token Purchase Request 5.1.5,5.1.6 BSM

Token Purchase Request can be used to order tokens that can be used in ~ [BCAST10-Architecture]
consumption-based charging models. As to calls to the Charging
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Enabler, tokens can be used in two ways: 5.4.69
*  Pre-paid tokens: When the BCAST client orders tokens, BSM
calls the Charging Enabler and tokens are charged as they are
ordered before the actual service delivery
*  Post-paid tokens: When the BCAST client orders tokens, if the
subscriber uses online charging, a respective credit reservation
is made. In the offline case, a positive credit response is
assumed implicitly. Used service units are reported to the
Charging Enabler only when the BCAST client reports used
tokens to the BSM.
NOTE! It is important to note here that the prepaid/postpaid distinction
is independent of the type of the subscriber’s account in the Charging
Infrastructure (i.e. pre-paid or post-paid subscription).

Service Interaction
Interactive Service Ordering [BCAST10-Architecture] BSI-G
The end-user reacts to an interaction pointer and requests for an 54.5

additional service, such as voting or related value-added content.
Charging for interactive service ordering is in the BCAST Enabler’s
scope only in simple cases where the additional service can be identified
with a simple combination of a purchase item ID and purchase option or
equivalent. In more complex cases, it is likely that service interaction is
redirected to a separate application the charging of which is outside the
scope the BCAST Enabler.

Table 26: List of chargeable events

5.5.2 When to Trigger Calls to the Charging Enabler

This section identifies when charging information needs to be sent to the Charging Enabler in relation to the different
chargeable events.

In the case of Subscription/Purchase Request, Subscription Update, Unsubscribe, Token Purchase Request, or Interactive
Service Ordering, the high-level charging flow is the following:
*  When the request arrives, before service delivery

o The BCAST Enabler implementation may know based on pre-configured information or through a query to
an external system whether online or offline charging interface should be used towards the Charging
Enabler. It this information is not available, the BCAST Enabler may assume online and make the first
request to the online (CH-2) interface, which may return an error code indicating that offline should be
used.

o Ifonline charging is to be used, send an Initial Request using CH-2 to make a credit reservation
*  During service delivery

o Inthe online case, Interim Requests to CH-2 may be needed if the quota granted in the previous step(s) is
depleted

e After service delivery
o Ifthe online-offline determination outcome was offline, report service usage using CH-1

o Ifthe online-offline determination outcome was online, report the final service usage step using
Termination Request of CH-2

5.5.3 BCAST-related Information in Charging Messages

This section specifies how charging information for BCAST services is mapped to OMA Charging Data Elements of the
Charging Enabler.
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5.5.3.1

Unsubscribe Request

Value:
BCAST@openmobilealliance.org

Values: SUBSCRIBE,
SUBSCRPITION_UPDATE,
UNSUBSCRIBE

(for Subscription-Based Charging)
Field: UserID
Field: type attribute under UserID

Field: PurchaseltemID

Values: depending on context

Field: Price

Field: currency

Field: DevicelD

Field: type attribute under DeviceID
element

String

String

String

unsignedByte

anyURI

String

Double

String

unsignedInt

unsignedByte

Service Context Id

Service Identifier

Subscription Id Data
Subscription Id Type

Service Key

Correlation Id

Unit Value, Value Digits,
Exponent

Currency Code

User Equipment Info Data

User Equipment Info Type

Subscription-Based Charging: Subscribe/Purchase, Subscription Update,

Fixed value to identify the service
specification in the context of
which the charging events must be
interpreted.

Identifies more precisely the type
of service within the context
defined by the Service Context Id.
NOTE: Different from Service ID.

The globally unique identity of the
subscriber

Type of the subscriber identity (e.g.
MSISDN, IMSI, SIP_URI)

The globally unique ID of the
Service Guide fragment that
describes what the end-user has
ordered or cancelled. It should be
noted that a particular Service Item
may be available through several
Purchase Items (e.g. because of
bundling and several order options
or purchase channels).

Depending on the deployment,
different identifiers can be used
here to enable correlation between
the charging events generated by
BCAST service entities and
charging events generated by other
entities (such as distribution
entities or content protection
mechanisms).

Amount to be reserved/debited
from the end-user’s account. In
case of reservation, the listed data
elements must be included in the
requested service units data
element. In case of reporting units
to be debited, the used service units
data element must be used in the
charging interface.

Numeric representation of
Currency Code as specified in
1S04217

A unique device identification
known to the BSM

The type of the unique device
identification (e.g. IMEIL, MEID,
UDN).
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Table 27: Mapping table for Subscription based Charging

5.5.3.2

Consumption-Based Charging: Token Purchase Request

Value:
BCAST@openmobilealliance.org

Values:TOKEN_PURCHASE
(for Consumption-based charging)

Field: UserID

Field: type attribute under UserID

Field: PurchaseltemID

Values: depending on context

Field: currency

Field: Price

String

String

String

unsignedByte

anyURI

String

String

Double

Service Context Id

Service Identifier

Subscription Id Data
Subscription Id Type

Service Key

Correlation Id

Currency Code

Unit Value, Value Digits,
Exponent

Fixed value to identify the service
specification in the context of
which the charging events must be
interpreted.

Identifies more precisely the type
of service within the context
defined by the Service Context Id.
NOTE: Different from Service ID.

The globally unique identity of the
subscriber

Type of the subscriber identity (e.g.
MSISDN)

The globally unique ID of the
Service Guide fragment that
represents the token product.
Depending on the deployment,
different identifiers can be used
here to enable correlation between
the charging events generated by
BCAST service entities and
charging events generated by other
entities (such as distribution
entities or content protection
mechanisms).

Numeric representation of
Currency Code as specified in
1SO4217.

If the Currency Code element is
present, the Unit Value, Value
Digits and Exponent elements
below will be used.

If the CurrencyCode element is not
given, the Service Specific Units
element below will be used.
Amount to be reserved/debited
from the end-user’s account. These
sub-elements of the Money data
element are used in the charging
interface if the BCAST Enabler is
able to determine the price of the
request (either in monetary or non-
monetary terms).

In case of reservation for post-paid
tokens, the listed data elements
must be included in the requested
service units data element. In case
of reporting used post-paid tokens
or ordering pre-paid tokens, the
used service units data element
must be used in the charging
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interface.

Field: Price Double Service Specific Units Amount of tokens to be
reserved/debited from the end-
user’s account. The Service
specific units data element is used
in the charging interface if price
determination is left to the
Charging Enabler.

In case of reservation for post-paid
tokens, the listed data elements
must be included in the requested
service units data element. In case
of reporting used post-paid tokens
or ordering pre-paid tokens, the
used service units data element
must be used in the charging

interface.
Field: DevicelD unsignedInt User Equipment Info Data A unique device identification
known to the BSM
Field: type attribute under DeviceID  unsignedByte User Equipment Info Type The type of the unique device
element identification (e.g. IMEI, MEID,
UDN)

Table 28: Mapping table for Consumption based Charging

5.5.3.3 Service Interaction

Service interaction pointers may lead the end-user to a completely different service from BCAST (e.g. to MMS sending), and
these external services usually have their own charging which is not in the scope of this specification. This specification,
however, caters for cases where the additional interactive service does not have charging specified separately and the price of
the interaction transaction is available to the BCAST Enabler or some part of the BCAST Enabler implementation can
determine the price. Also cases where price determination is delegated to the Charging Enabler but price can be calculated
simply based on the InteractivityDatald accessed can be supported.

Value: string Service Context Id Fixed value to identify the service
BCAST@openmobilealliance.org specification in the context of
which the charging events must be
interpreted.
Value:SERVICE_INTERACTION  string Service Identifier Identifies more precisely the type
(for Service Interaction) of service within the context

defined by the Service Context Id.
NOTE: Different from Service ID.

Field: UserID string Subscription Id Data The globally unique identity of the
subscriber
Field: type attribute under UserID  unsignedByte Subscription Id Type Type of the subscriber identity (e.g.
MSISDN)
Field: InteractivityDataID anyURI Service Key The globally unique ID of the

Service Guide fragment that
describes what the end-user has
accessed.

Values: depending on context string Correlation Id Depending on the deployment,
different identifiers can be used
here to enable correlation between
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the charging events generated by
BCAST service entities and
charging events generated by other
entities (such as distribution
entities or content protection

mechanisms).
Field: Price double Unit Value, Value Digits, Amount to be reserved/debited
Exponent from the end-user’s account. In

case of reservation, the listed data
elements must be included in the
requested service units data
element. In case of reporting units
to be debited, the used service units
data element must be used in the
charging interface.

Field: currency string Currency Code Numeric representation of
Currency Code as specified in
1SO4217

Field: DeviceID unsignedInt User Equipment Info Data A unique device identification
known to the BSM

Field: type attribute under DeviceID  unsignedByte User Equipment Info Type The type of the unique device
element identification (e.g. IMEI, MEID,

UDN)

Table 29: Mapping table for Service Interaction

5.5.4 Exchange of charging data among systems

It can be assumed that entities that are reflected in the BCAST architecture may need to exchange business related data.

However, the BCAST enabler does not specify a defined format for the exchange of charging data between Broadcast Service
Providers, or between a Broadcast Service Provider and a Content Provider.

5.6 Mobility

The location of the Terminal may change over time. Different usage scenarios typically involve different rates of change in
the location of the Terminal. However, what is significant in the change is not the speed of the change but the fact that the
change in the location of Terminal may involve a change in the set of available Mobile Broadcast Services. Along with the
change in the location of Terminal the currently available transmission may become unavailable due to changing radio
reception conditions. Alternatively, the change in Terminal’s location may move the Terminal away from its currently
available Broadcast Service Area. In both cases the current set of available Mobile Broadcast Services may change.

Ther