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1. Scope

This document specifies the service protection ematent protection systems, and affiliated mechasjswhich support
various business models of OMA BCAST enabled mobileadcast services delivery. On behalf of brostdsarvice
providers and content providers, means are providegrotect the access to, and control the consommf, broadcast
content in either streaming or file delivery formaftwo main systems can be used to provide sepriggction or content
protection: the DRM Profile and the Smartcard Reofi

Fundamental components of the service and contemegiion systems consist of various content eri@ypmechanisms,
protection signalling, and key management relategssages which may carry rights objects, other mustption
consumption attributes (such as recording permi$siey material, and parental rating criteria. atfdition to server-client
(i.e., network-to-terminal) interactions, this dowent also normatively specifies the server-siderfates pertaining to
service and content protection.
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3.
3.1

Terminology and Conventions

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED", “SHAL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, arenative, unless they are explicitly indicated taitfermative.

3.2

(U)SIM

Application IDentifier
(AID)

BCAST Permissions
Issuer

BCAST Smartcard

Broadcast Device

Broadcast Rights Object

BSIM
Content Encryption

Content Protection

CSIM

Definitions

A SIM or a USIM application residing in the memafythe UICC.

Data element that identifies an application in ea8oard.

The BCAST Permissions Issuer (BCAST PI, or simply iB a logical entity that issues to BCAST
terminals key material or consumption rules, thtefan the form of permissions and constrainthieSe
rules in turn allow and control a user's consumptaf live or stored content pertaining to broadcast
services. For the DRM Profile, consumption rules defined by Generalized Rights Objects (GRO) as
specified in [XBS DRM extensions-v1.0], and the BER Permissions Issuer is synonymous with the
“Rights Issuer” in OMA DRM. For the Smartcard Ri®f such rules are defined by the contents of the
EXT BCAST payload included in the LTKM, and may icate the number of times the SEK/PEK can be
used to replay content.

Smartcard that supports one of the following sé&pplications:

« 3GPP USIM with support for BCAST processing, asidattd by the presence of Service n°75
(BCAST) in the USIM Service Table (EF_UST definad3GPP TS 31.102 v7]);

» 3GPP USIM with support for BCAST processing and BBTABSIM, where support for BSIM is
indicated by the presence of the BSIM AID in EF_Difhere EF_DIR is defined in [ETSI TS 102
221];

e 3GPP2 (R-) UIM with support for BCAST processing;

» 3GPP2 CSIM with support for BCAST processing;

e 3GPP2 CSIM with support for BCAST processing andABT BSIM, where support for BSIM is
indicated by the presence of the BSIM AID in EF_D#rd where EF_DIR is defined in [ETSI TS
102 221].

A device that does not support an interactive comaation channel and cannot communicate with other
entities except using the broadcast channel.

Note that a Broadcast Device can still have anigitpketurn channel: it may present informationggers
and dialogs to the user who may “implement” therattive channel in various ways (e.g. telephoresy w
portal, service desk).

This is a Rights Object used by DRM Profile of ®ervice and Content Protection for rights delivered
over the broadcast channel. Encoding of the BCRSpésified in [XBS DRM extensions-v1.0].

BCAST application residing on the UICC.
The cipher algorithm is applied on the data bef@eketization for transport or encapsulations accur

This involves the protection of content (files tneams) during the complete lifetime of the coniemtit

is NOT an access control mechanism as it invohast-acquisition rules. Content protection is endble
for encrypted content through the use of appropriates or rights, e.g. using DRM Profile or Smartc
Profile based solution for file and stream disttdalicontent. Content remains protected in the Treahmi

Usage rules are enforced at "consumption time"ebas DRM or Smartcard Profile). In addition to
subscription and pay-per-view, typically associatgth Service Protection, Content Protection ermable
more fine-grained usage rules, such as for dispigygaving in unencrypted form, printing, procegsie-
distributing, etc.

Acronym for ‘cdma2000 Subscriber Identify Modul@roesponding to an application defined in [3GPP2
C.S0065-0] residing on the UICC to register sewipeovided by 3GPP2 mobile networks with the
appropriate security.
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DRM Profile

Generalized Rights
Object

Interactive Device

Long-Term Key Message

MBMS only Smartcard

MIKEY (Multimedia
Internet KEYing)

Program

Rights Object

R-UIM

Secure Storage Entity

Service Protection

Short-Term Key
Message
SIM

Smartcard

Smartcard Profile

The DRM Profile uses the Service and Content Priotesolution for BCAST receivers in which the long
term key management and registration of devicdsmasged on OMA DRM and the broadcast extensions
[XBS DRM extensions-v1.0].

The Service & Content Protection solution for thieND Profile is described in Section 5.

This term is used in this document as a more getemnin whenever an RO or a BCRO is meant.

A device that supports an interactive communicattbannel and can communicate with other entities
without using the broadcast channel for the comeatiin. For example, an Interactive Device can
execute interactive protocols, like the DRM 2.0 ROgrotocol or HTTP towards a Broadcast Permissions
Issuer.

Collection of keys and possibly, depending on thefile, other information like permissions or other
attributes that are linked to items of contentawvies.

Smartcard that does not support any of the combimaif applications required to be classified as a
BCAST Smartcard but does support the processingetefor MBMS [3GPP TS 33.246 v7], as indicated
by the presence of Service n°69 (MBMS Securitythim USIM Service Table (EFUST defined in [3GPP
TS 31.102 v7]).

IETF defined key management protocol to supporttimedia security protocols, as defined in
[RFC3830]

A logical portion of a service or content with atifict start and end time. In the case the progsanot
free-to-air, it can be offered individually for mlvase, such as “Pay-Per-View”, or as part of amare
service (e.g. subscription service).

This is the Rights Object used by the DRM Profifettee Service and Content Protection for rights
delivered over the interactive channel. Encodinghef RO is specified in [DRMDRM-v2.0], and some
extensions are specified in [XBS DRM extension$j1.

Acronym for ‘Removable User Identity Module’ corpesiding to a non-UICC platform based standalone
module as defined in [3GPP2 C.S0023-C] to regis¢evices provided by 3GPP2 mobile networks with
the appropriate security.

The secure storage entity protects sensitive deta as cryptographic keys introduced by eitherDRé
Profile or the Smartcard Profile.

Only an authorized agent is allowed to accessehsitive data.

To ensure that the sensitive data is not manipdilsBudulently, it is integrity protected. The siéne
data are also cryptographically protected to guagits confidentiality.

The secure storage entity can be implemented bardite Smartcard or the terminal.

This involves protection of content (files or streg during its delivery i.e. it is an access cadntro
mechanism only. In the absence of any subsequemtiefit Protection, content is freely available ¢thu
unencrypted) once it is securely delivered.

For the benefit of allowing Content Protection ® firovided for the same service, Service Protedgson
limited to immediate consumption / rendering only.

Message delivered alongside a protected serviceying key material to decrypt and optionally
authenticate the service, and access rights teettetl content.

A Subscriber Identity Module is a standalone modigéned in [3GPP TS 51.011 v4] to register sewice
provided by 2G mobile networks with the approprisgeurity.

A non-UICC secure function platform which may aintthe SIM or R-UIM module, or a UICC-based
secure function platform which may contain one arerof the following applications: a 3GPP USIM, or
3GPP2 CSIM. Note that the set of applications/nesltesiding on the Smartcard are typically goveérne
by the affiliation of the Smartcard to 3GPP or 3@RPpecifications, as indicated by the definitiofole
for “Smartcard Profile”.

Alias for a set of Smartcard-based technologiesraachanisms which provide key establishment and key
management, as well as permission and token hanidlirthe Service and Content Protection solutmm f
BCAST Terminals. In particular, subscriber keyabtishment and both short and long term key
management are based on GBA mechanisms and a Srdantth (U)SIM as defined by 3GPP, or based
on a pre-provisioned shared secret key and a Sandrtgith R-UIM/CSIM or a UIM as defined by
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Transport Encryption
uiCcC

UM

USIM

3GPP2.
The Smartcard Profile is described in Section 6.
The cipher algorithm is applied on the data thaehzeen packetized for transport on a network.

A Universal Integrated Circuit Card is a physicalgmovable secured device as defined in [3GPP TS
31.101 v7] for communication purposes not restdi¢temobile convenience only. It is a platformatb
the resident applications (e.g. USIM, BSIM, or C$IM

Acronym for ‘User Identity Module’, representingstandarddevice orfunctionality which provides
secure procedures in support pégistration authentication and privacy functions in mobile
telecommunications. In the context of BCAST, th&Uefers specifically to the non-removable version
of this standard device or functionality which im@oyed by (some) mobile terminals which operate
according to 3GPP2 specifications. In addition, Bcaad Profile based service and content protection
functionality can be provided on UIM-equipped BCA%@rminals.

A Universal Subscriber Identity Module is an apation defined in [3GPP TS 31.102 v7] residing ia th
memory of the UICC to register services provided 3fyPP mobile networks with the appropriate
security.

3.3 Abbreviations

3GPP 3rd Generation Partnership Project
3GPP2 3rd Generation Partnership Project 2
ADF Application Dedicated File

AES Advanced Encryption Standard

AID Application Identifier

AU Access Unit

AVC Advanced Video Codec

BCD Binary Coded Decimal

BCI Binary Content ID

BCMCS Broadcast and Multicast Services
BCRO Broadcast Rights Object

BDS Broadcast Distribution System
BDS-SD BDS Service Distribution

BM-SC Broadcast-Multicast Service Centre
BSDA BCAST Service Distribution and Adaptation
BSF Bootstrapping Server Functionality
bslbf Bit String, Left Bit First

BSM BCAST Subscription Management
CSIM cdma2000 subscriber Identify Module
DCF DRM Content Format

DF Dedicated File

DK Device Key

EF Elementary File

FCP File Control Parameters

GBA Generic Bootstrapping Architecture
GBA_ME ME-based GBA
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GBA U
GMK
GRO
H-AAA
HMAC
ICC
1IN
IPsec
ISMA
KV

LI

LSB
LTKM
MAC
MBMS
ME
MF
Mil
MIKEY
MJD
mjdutc
MK
MKI
MRK
MS
MSK
MTK
MTU
MUK
NAF
NALu
OMA
OMNA
PAK
PAS
PDCF
PEAK
PEK
PIX
PKI

GBA with UICC-based enhancements
Group Management Key

Generalized Rights Object

Home Authentication, Authorization and Accounting

Hashed Message Authentication Code
Integrated Circuit(s) Card

Issuer Identifier Number

IP Security

Internet Streaming Media Alliance

Key Validity

Language Indication

Least Significant Bit

Long Term Key Message

Message Authentication Code
Multimedia Broadcast Multicast Service
Mobile Equipment

Master File

Major Industry Identifier

Multimedia Internet KEYing

Modified Julian Date

Modified Julian Date Coordinated Universal Time
Master Key

Master Key Index

MBMS Request Key

Master Salt

MBMS Service Key

MBMS Transport Key

Maximum Transmission Unit

MBMS User Key

Network Application Function

Network Abstraction Layer Unit

Open Mobile Alliance

Open Mobile Naming Authority
Program Authentication Key

Program Authentication Seed
Packetized DCF

Program Encryption / Authentication Key
Program Encryption Key

Proprietary application Identifier eXtension

Public Key Infrastructure
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PL
PPT
PPV
PRF
REK
RFC
RIAK
RID
RK
RO
ROAP
RTP
R-UIM
SA
SAC
SAK
SAS
SCK
SDP
SEAK
SEK
SG
SHA-1
SIM
SK
SKI
SM
SMK
SPE
SPI
SRK
SRTP
STKM
TAK
TAS
TBK
TEK
TK
TKM
TOI

Preferred Languages

Pay Per Time

Pay Per View

Pseudo Random Function

Rights Encryption Key

Request For Comments

Right Issuer Authentication Key
Registered application provider IDentifier
Registration Key

Rights Object

Rights Object Acquisition Protocol
Real-time Transport Protocol
Removable User Identity Module
Security Association

Secure Authenticated Channel
Service Authentication Key
Service Authentication Seed
SmartCard Key

Session Description Protocol
Service Encryption / Authentication Key
Service Encryption Key

Service Guide

Secure Hash Algorithm
Subscriber Identity Module

Short-term Key (appears in 3GPP2 BCMCS specifioa)io

Symmetric Key Infrastructure
Subscription Manager
Subscriber Management Key
Security Policy Extension
Security Parameters Index
Subscriber Request Key
Secure Real-time Transport Protocol
Short Term Key Message
Traffic Authentication Key
Traffic Authentication Seed
Terminal Binding Key

Traffic Encryption Key
Temporary Key

Traffic Key Message

Transport Object Identifier
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TS TimeStamp
UDN Unigue Device Number
UE User Equipment
uiccC Universal Integrated Circuit(s) Card
UM User Interface Module
uimsbf Unsigned Integer Most Significant Bit First
URI Uniform Resource Indicator
USIM Universal Subscriber Identity Module
uTC Universal Time, Co-ordinated
XBS Extensions for Broadcast Support
3.4 Symbols
E{K}(M) Encryption of message ‘M’ using key ‘K’
D{K}M) Decryption of message ‘M’ using key ‘K’
Al B Concatenation of A and B
LSBm(X) The bit string consisting of the m leagjrsficant bits of the bit string X.
MSBm(X) The bit string consisting of the m mostrafgcant bits of the bit string X.
HEX(X) The hexadecimal presentation of the parametentaining hexadecimal characters 0-9 and a-f (in

lowercase) with possible preceding zeros. As amgka, for a 16 bit value 2748, HEX() returns "Oabc"
Note that two characters are always generatecdafdr byte.
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4. Introduction

An architectural overview of Service Protection &@whtent Protection appears in [BCAST10-Architegjur

This specification describes the Service Protectioth Content Protection system for OMA BCAST sasid\ot only does
such system enable the restriction of access tacssrto authorised users during broadcast deljvierglso controls the
consumption of the associated content throughsluifétime.

OMA BCAST has requirements to provide both protactior broadcast content and services. Howeverptbeection of
broadcast content and services are required fardift purposes:

» Content Protection: This involves the protectiorcofitent (files or streams) during the completetiliie of the content.
Content providers require securing the contentondy at the present time of broadcasting, but aisthe future. Some
content providers might want to determine post-&iton usage rules or so called digital rightse$é can be obtained
on an individual basis by the end user. Other aunpeoviders have content to offer, for which thaxy not require
technical restrictions but limit it to fair use easand rely on copyright acts.

» Service Protection: This involves protection of o (files or streams) during its delivery. Seevproviders require a
secure access mechanism. They are only concerrleananaging access to the content at the timeaafdwasting. This
is independent of the offered content and indepatnadithe presence of digital rights for certaipag of content. Only
an access/no-access mechanism is required toglistimbetween subscribed and not-subscribed users.

4.1 Version 1.0

In BCAST ERP 1.0, Service Protection and Conteptdetion may be handled by two different securigchmanisms. The
complete protection system consists of Serviceanté€ht Protection. The possible key managemem¢msgsand encryption
are as defined in this document. There are twoilpiitss:

¢ DRM Profile: OMA DRM based solution for managingetkeys. This is described in Section 5. The DRbfiR is
derived from, and almost identical to, DVB-H 18Cryp

o For file download delivered over the broadcast dednthe Service or Content Protection is as perAOM
DRM 2.0 specifications or using DCF or IPsec ax<sjel in this specification. In this case normahge
rules are as defined in the OMA DRM 2.0 Rights ©bje

o For real-time broadcast streaming using RTP, SergicContent Protection is applied using the releva
broadcast extensions and appropriate encryptiose{lPSRTP, ISMACryp). Post delivery usage rules
associated with the service and / or specific @ogcontent are delivered in Rights Objects and STKM
These rules can apply to content recorded in anogpigte file format, as defined in this specifioatfor
broadcast streams, which may be recorded eitheygted or unencrypted.

¢ Smartcard Profile: Smartcard based solutions faragiang the keys. These are described in Section 6.

o For file download delivered over the broadcast deinthe Service or Content Protection uses DCF or
IPsec as specified in this specification. In thise normal usage rules are as defined in the LTEiuWb
STKMs.

o Forreal-time broadcast streaming using RTP, SeridContent Protection is applied using the apjbaitg
encryption (IPsec, SRTP or ISMACryp). Post delivasage rules associated with the service or specifi
program content MAY be delivered in LTKMs and STKM$hese rules can apply to content recorded in
an appropriate file format, as defined in this #fpeation for broadcast streams, which may be rdedr
either encrypted or unencrypted.

In addition to the key management, the encryptauot®n can operate on one of the following ways:

¢ The Internet Protocol (IP) layer based on the IPssmurity standard, in which case it is transpatenf based
receiver applications like video players.
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¢ The transport layer, based on the SRTP securibhdata.
¢  The content level, i.e. by encrypting Access Uh#fore packetization occurs (ISMACryp).

For Service or Content Protection, both IPsec aR@F5allow the solution to be completely independeinthe content

format by protecting content at the transport lev@h the other hand, content encryption is pravidethe content level by
using ISMACryp, allowing the solution to be comgelgtindependent of formats used on the transpedlle Service or

Content Protection may include message authergivatiegrity protection and detecting replay atg&ack

A service provider may use content level encrypfimsiead of transport level encryption for streagnio provide Service
Protection and support Content Protection for thmes encrypted stream. In this case, the serviezeaffdepends on the
nature of implicit or explicit rights delivered @a&ss-only right or post-acquisition rights). Tooallthis scenario, recording
of content-encrypted content shall be allowed iorgpted format only if content encryption is usext the purpose of
providing optional Content Protection.

An OMA BCAST Terminal MAY implement Service Protemt and MAY implement Content Protection, as shanvmable
1.

Table 1: Service Protection and Content Protectiom OMA BCAST Terminals

BCAST
Terminal
Service OPTIONAL
Protection
Content OPTIONAL
Protection

For BCAST Terminals with Service Protection:

Table 2 summarises the possible scenarios. At leas Profile SHALL be implemented. Both ProfilesAM be
implemented.

A BCAST Terminal with a cellular radio interfacecaa Smartcard SHALL implement the Smartcard Profilee DRM
Profile is OPTIONAL. Hence terminals MAY implemdmbth profiles.

* A BCAST Terminal with a cellular radio interfacedano Smartcard SHALL implement the DRM Profile (®martcard
Profile is not applicable).

A BCAST Terminal that does not have a cellular oaiditerface SHALL implement the DRM Profile (the &rcard
Profile is not applicable based on current techgylo

Table 2: OMA BCAST Terminal Profile Support for Service Protection

DRM Profile Smartcard Profile
Terminal without cellular radio MANDATORY N/A
interface or without Smartcard
Terminal with cellular radio interface OPTIONAL MANDATORY
and Smartcard

For BCAST Terminals with Content Protection:

Table 3 summarises the possible scenarios. At leas profile SHALL be implemented. Both profilesAM be
implemented.

A BCAST terminal with a cellular radio interfacecaa Smartcard MAY implement the Smartcard ProfiteMAY
implement the DRM Profile. The Terminal SHALL imptent at least one profile. Hence terminals MAY iempent
both profiles.
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A BCAST terminal with a cellular radio interfacecano Smartcard SHALL implement the DRM Profile (Beartcard
Profile is not applicable).

« A BCAST terminal that does not have a cellular caiterface SHALL implement the DRM Profile (the &rtard
Profile is not applicable).

Note that ‘Terminal Implementation’ of a contenbfaction profile means that the Terminal is capaifl&, but does not
necessarily mandate its use. Decision to usedbtonuse) an implemented content protection mdfilmade at the time of
service deployment.

Table 3: OMA BCAST Terminal Profile Support for Content Protection

DRM Profile Smartcard Profile
Terminal without cellular radio MANDATORY N/A
interface or without Smartcard
Terminal with cellular radio interfaceOPTIONAL OPTIONAL
and Smartcard

Adaptations of the described service and conteateption mechanisms to underlying Broadcast Distiiim Systems
(BDSs) are possible and are described in Secticantl5in the respective adaptation specificatiorg,[BCAST10-MBMS-
Adaptation], [BCAST10-BCMCS-Adaptation], and [BCASJ-DVBH-IPDC-Adaptation].

4.1.1  Selected Technologies

These are the main standards on which the soligibased:

» Advanced Encryption Standard (AES, see [FIPS139vihé Cipher Block Chaining mode with 128 bit kefgs, actual
content encryption. Furthermore, OMA DRM uses AERAP in its Rights Objects and optionally AES CBC-RA
AES-ECB is also used by the terminal binding schem@otect the TEKSs.

e Secure Internet Protocol (IPsec, see [RFC2406]hgushe Encapsulating Security Payload (ESP) prdtofoy
implementing transport encryption and decryptiom &isnction of the IP stack. Only transport modesed.

e Secure Real Time Protocol (SRTP, see [RFC3711]inimementing service protection at the transpayet. SRTP
uses AES-CTR (counter mode).

» Content encryption as specified in [ISMACRYP11]ppkopriate extensions are provided in this spedtifie for codec
agnostic RTP transport of ISMACryp protected stream

» Traffic Encryption Key (TEK) delivery protocol amdanagement is specified in this document.
e Terminal Binding Key (TBK) delivery protocol andeugs specified in this document.

» Open Mobile Alliance (OMA) Digital Rights Managemeversion 2.0 [DRM Enabler-v2.0] for service anchtant
protection, managing rights and the associatedcgeand program encryption keys, and the cryptdycaprotection of
those keys themselves. This specification makesesadaptations to OMA DRMv2 for OMA BCAST, mainlyrfo
devices without interactive channel.

« DRM Rights Object delivery and device registratiover the OMA BCAST channel, without using an intti@n
channel, are also newly specified. They are desdrib this document and [XBS DRM extensions-v1.(@Mevices with
access to the interactive channel do not need peiment those extensions for broadcast-only deyieeshey typically
do registration and Rights Object acquisition aberinteractive channel only.)

e GBA[3GPP TS 33.220 v6] for (U)SIM and pre-provisiog [3GPP2 S.S0083-A] for (R-)UIM/CSIM for estadtling a
shared secret. Their applications for service ptae are as specified in this document.

The reasons for choosing these particular techinesaas the basis of the solution include the falhgw

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-BCAST_SvcCntProtection-V1_0_1-20130109-A Page 29 (271)

 AES is an open standard symmetric encryption dlgoriwhich is widely used in various standards iditig OMA
DRM v2.0.

* |IPsec ESP is the standard way of keeping serviceypiion at receiving devices within the IP starrkyisible to the
receiving applications, which thus remain indepenasd service protection and the carriers of th@#eket streams (of
which IPDC may be only one). IPsec ESP has beeathinserious existing applications.

 SRTP is a standard way of performing service deigpat receiving devices within the transport lay@RTP has been
used to protect all common forms of streaming aunte

* ISMACryp allows encrypted content to be streamdds Theans encrypted content stored in a file castieamed at the
server side and directly recorded in a file attdreninal side, without the need for decryption am@ncryption. Content
encryption may be used to protect content durimgdamplete lifetime, not only during transport.

e TEK management framework and protocol are specifiedthis document. Guidelines are provided on TEK
management based on two different assumptions:

o First, where the terminal is untrusted, the soluiomade robust by using a key delivery protocm management
scheme for frequently changing TEKs to make it espe for a misbehaving terminal to share TEKs with
unauthorized devices.

0 The alternative is to trust the terminals to behaseording to certain rules. In the context of #meartcard Profile,
the terminal is expected to delete TEKs after aaehe TEKs only for authorized use, for exampleetsind and
play content, and never transmit TEKs to externéties.

» GBA is a general architecture that allows to stsmeurely a secret between a server and a cliehgsitalready been
used in 3GPP MBMS. Currently, 3GPP2 uses pre-paniisg to establish shared secret between (R-)UBIKC and
home network.

4.1.2  Overview of Operations for Streaming of Conte  nt

Streaming can be done with content coming eith@nfa live source or from a file. Protection of atreed content can be
done using service protection or content protectwth protection mechanisms use the 4-layer mofieigure 1.
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the STKM Generation.

Figure 1 — Protection via the 4-Layer Model

41.2.1 The 4-Layer Model

As illustrated in Figure 1, the solution is based @ 4-layer model key management architecture, \@ithoptional
optimisation to provide both secure subscriptiod pay-per-view purchase options for a single setvi€raffic Encryption
Keys (TEKSs) are applied to the actual content (kalefollowing different mechanisms depending oa #ttual encryption
method used.

The TEKs are themselves sent encrypted by a Seorié&rogram Encryption Key (SEK/PEK). These messagerying
TEKs are called Short Term Key messages (STKMs)IKNs are distributed over the same channels usedhby
corresponding content. When using the Smartcaotil®rthe TEKs MAY optionally be encrypted withT&rminal Binding
Key (TBK) before being encrypted by the SEK/PEKptovide for terminal binding.

Separate SEK and PEK keys can have different difeti and can be used to provide, for a single snddferent
granularities of purchase periods to different aors. This allows for the efficient implementatimiboth subscription and
pay-per-view business models for the same seriiag-per-view customers are provided with a PEK ithainly valid for a
single program while subscribers would be providétth a SEK, valid for reception of the service fmme longer period.
For the DRM Profile, within the STKM, the TEK is @gpted with a PEK, and the PEK is also carriedhiea STKM,
encrypted with the SEK. Thus, pay-per-view cust@rmn directly decrypt the TEK, while subscriptimesed customers
can decrypt the PEK by using the SEK, which can theused to decrypt the TEK.
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For DRM profile, STKMs contain extension of contéDs for the program or service. Devices use tBigd identify which

Long Term Key Message (LTKM) contains the necesgams to use for decryption of Short Term Key mgssaFor the
Smartcard Profile, STKMs contain the SEK or PEKdiectly to identify the SEK/PEK used to protect tBATKM; LTKMs

also contain a flag indicating whether or not a TBKused. The LTKMs are delivered over the broatica interactive
channel in case of the DRM Profile and over therknttive channel in case of the Smartcard Profile.

Where the service and program functionality difféiaion is not required or supported, the TEK bandirectly encrypted
with the SEK, and the SEK-encrypted PEK can beteahirom the STKM.

For the Smartcard Profile key management, pledse teSection 6.

Depending on the key management profile (DRM Peafit Smartcard Profile), either the Rights Enciyptkey (REK) or

the Subscriber Management Key (SMK) is used togetathe LTKM delivery. The key material (REK or SMEnd meta-

data are delivered as a result of the registrgibase (DRM Profile) / Subscriber Key Establishmphése (Smartcard
Profile).

Cryptographic keys introduced by the 4-layer ma8ldiALL be stored securely within a secure storagéyeto guarantee
the access control, the confidentiality and thegrnity of the sensitive data and SHALL never beosqu outside of the
secure storage.

Only the TEK among cryptographic keys MAY be allavi® be exposed outside the secure storage uparesefrom
authorized applications.

4.1.2.2 Streaming Using Service Protection

For service protection, encryption is carried ositng the AES algorithm with 128 bit symmetric trafkeys. TEKs are
retrieved from the secure storage entity and apieap

* as part of standard IPsec security associations)(SA
* as an SRTP master key, from which the sessionskdgrived as per SRTP specification, or
» directly to encrypt the content, presented as Acthsts (AUs), before packetization for transparturs (ISMACryp).

Depending on the chosen encryption, the keys aré tesperform decryption automatically before pagdhe packets to the
receiving application.

The SEKs or PEKs are transmitted to each receidiedjce within Long Term Key messages (LTKMs) andA&H be
stored within the secure storage entity, and SHAlelver be exposed outside of the secure storag®©MIA DRM 2.0
extensions [XBS DRM extensions-v1.0] are used, ti&Ms are referred to as Generalized Rights Obje8&uach
transmission of LTKMs can be done in two differgrays, depending on whether the receiving devicencake use of an
interactivity channel:

* Via broadcast over OMA BCAST broadcast channel, or
e Via an interactivity channel.
As already mentioned, there are two key managesystems:

* Using OMA DRM 2.0 Extensions [XBS DRM extensions8il When delivering LTKMs over the OMA BCAST
broadcast channel in the form of Rights ObjectsgR®andwidth is a major constraint. This speciftcaaddresses this
problem in two complimentary ways. Firstly, a neindsy form of an RO, called a Broadcast Rights ©b{BCRO), is
defined. Secondly, a method is described for sgcdedivering BCROSs to groups of devices at the sdime. Valuable
portions of ROs are protected by group or unit keysl when necessary, broadcast encryption carsée to allow
messages to be decrypted only by arbitrary setiewites within a larger group. When delivering ROslevices that
have access to an interactive channel, implementatmplexity is a major constraint. Thus, suchices; which are
expected to support OMA DRM 2.0 for interactive tam services, use standard OMA DRM 2.0 mechanasnsuch
as possible, e.g. they acquire ROs for broadcagenbvia the interactive channel using the DRM RM@AP protocol,
as they would do for non-broadcast content as widlis specification defines also an efficient aisér-friendly process
for the registration of devices which do not haveimgteractivity channel. Rights Encryption KeysHRS) are also
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delivered to receive-only devices during a deviegistration process protected using the public dfethe individual
devices. When an interactivity channel is availathle registration process is according to stan@avidh DRM v2.0.

» Using Smartcard Profile. An overview of operatisrgiven in Section 6.

4.1.2.3 Streaming Using Content Protection

For content protection, encryption is carried ootarding to AES using 128 bit symmetric traffic key While service
protection provides protection of the stream ortlyha time of service reception, content protectioovides protection of
the content even after the service reception,coatent remains stored protected in the Terminal.oBe hand, content
protection may be achieved by using TEKSs to enctiyptcontent before packetization for transporvben encapsulation in
a file occurs (ISMACryp). On the other hand, cohtgrotection may also be provided using transpodrgption (SRTP or
IPsec) and appropriate measures in the receivinigeléo protect content inside the device.

4.1.3  Overview of Operation for Download of Content

Protection of files is as defined by OMA DRM 2.0esfjications [DRM Enabler-v2.0] for the DRM ProfileFor the
Smartcard Profile, a modified version of the DAE format is defined in this specification.

The mechanisms supported for the protected dowrdbadntent using file delivery are dependent anftofile used.
For the DRM Profile, the protection of files is &ked by at least one of the following:
» as defined by the OMA DRM 2.0 specifications [DRMabler-v2.0], or

» by using an additional box in the extended heafield of the DCF file format and encryption by TEls defined in
[XBS DRM extensions-v1.0], or

» by using IPsec.
For the Smartcard Profile, the protection of fiegachieved by at least one of the following:

» by using an additional box in the extended heafield of the DCF file format and encryption by TEKs defined in
[XBS DRM extensions-v1.0], or

* by using IPsec.

Note that combining the above methods allows coibitigt with OMA DRMv2 DCF file format and operatiowith both
DRM Profile and Smartcard Profile.

4.1.3.1 Content Download Using Service Protection

Content download by using Service Protection i<#igel in Section 5.6.2.1 for the DRM Profile andc8on 6.8.2.1 for the
Smartcard Profile.

4.1.3.2 Content Download Using Content Protection

Content download by using Content Protection i<iigel in Section 5.6.2.2 for the DRM Profile andcBon 6.8.2.2 for the
Smartcard Profile.

4.1.4 Key Management

The 4-layer model described in [BCAST10-Architeefuallows different key management systems to leel.ugSee also
Section 4.1.2.1.) This section outlines the keywagement profiles defined for BCAST 1.0, namely 8meartcard Profile
and the DRM Profile.

The Smartcard Profile defines a key managemenesybased on the symmetric key model used by ditleeBGPP MBMS
[BGPP TS 33.246 v7] security model based on th&id)or 3GPP2 BCMCS [3GPP2 S.S0083] security modesked on
(R-)UIM/CSIM. An overview of the Smartcard Profile provided in Section 4.1.4.2, while a full dégtion is provided in
Section 6.
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The DRM Profile defines a key management systenedas the Public Key Infrastructure (PKI) offereg ®MA DRM
v2.0 [DRMDRM-v2.0]. An overview of the DRM Profilis provided in Section 4.1.4.1, while a full dégtion is provided
in Section 5.

In order to ensure maximum interoperability, OMA B&T defines a common layer for traffic encryptidrayer 4) and
allows the other layers of key management to béedmented using either the DRM Profile or the Srmaaddrofile.

Adaptation of the 4-layer model used in OMA BCA®TIunderlying BDSes is specified for 3GPP MBMS, 3GBZMCS
and IPDC over DVB-H. This adaptation allows theséirig functionalities provided by the underlying 8o be re-used.
Information on the appropriate adaptation is predith Section 15.

4141 DRM Profile Overview

The DRM Profile is based on public key based meighan It uses the OMA DRMv2.0 Enabler [DRMDRM-v2.@j
support key management. For non-interactive deylmemdcast extensions for OMA DRMv2.0 as specifief[XBS DRM
extensions-v1.0] are used.

The key management for the DRM Profile is basetherBCAST 4-layer model key hierarchy introduced®attion 4.1.2.1.

Layer 1 is for registration purpose and uses thsigprivate key pair stored in the BCAST terminghe public key is used
to secure the delivery of the Rights Encryption KB¥EK), and, with the corresponding private key @eneralized Rights
Objects (GROs) can be processed. The REK may ldeedsd over an interactive or broadcast channetake of delivery
via the broadcast channel the REK may refer to regveeys, which are delivered to the BCAST terminaing the

registration process specified in [XBS DRM extensid.0]. In case of an interactive channel, the RO#gistration

procedure [DRMDRM-v2.0] is applied. Note that tletual provisioning of the public/private key paraut of scope for this
specification.

In Layer 2, the Long Term Key Messages (LTKMs) delivered. The LTKM is a Generalized Rights Objechich may
take two alternative formats. In case LTKM is delwd over a broadcast channel, the format usefldasBooadcast Rights
Object (BCRO) as specified in [XBS DRM extensioris@]. If an interactive channel is used, the GR@ Rights Object
(RO) as specified for OMA DRMv2.0 [DRMDRM-v2.0]. €hLTKM transports the Service or Program EncryptiGey
(SEK/PEK), as well as permissions and attribut&</BEK is encrypted using the keys delivered orldoasted during the
Layer 1 registration procedure.

Layer 3 securely transports short term keys, e Traffic Encryption Keys (TEK), in the Short TeKry Message (STKM)

that are broadcasted over the same network ase¢l&rstreams. Furthermore, data can be protectesbim of streaming and
file delivery respectively for both service and tant protection. In the case where the TEK is guey with a PEK, the

STKM may also carry the SEK-encrypted PEK.

Finally, Layer 4 is responsible for traffic encrigst using the TEK for stream or file delivery respreely for both service
and content protection.

The DRM Profile key management is described inibiet&ection 5.

4.1.4.2 Smartcard Profile Overview

The Smartcard Profile is based on existing secut#gghnologies and standards defined for 3GPP or P2GP
broadcast/multicast services.

In the context of the BCAST 4-layer model key hiehy, the Smartcard Profile provides a key managerselution that
uses a Smartcard and an interactive cellular riatioface. Assuming key provisioning has takercgldhis solution enables
authentication and Subscriber Key Establishmenydtd), LTKM delivery (Layer 2) and STKM delivery.dyer 3), as
specified in Section 6. Access to the protectedesun(Layer 4) is supported irrespective of theetyd encryption used
(SRTP or ISMACryp or IPsec), as specified in Set8o

This specification defines two variants of the Sicend Profile. The two variants are referred tdhes (U)SIM Smartcard
Profile and the (R-)UIM/CSIM Smartcard Profile resfively. The two variants differ in the way thdtet Smartcard
establishes the Layer 1 key(s) but are otherwises#me (Layers 2, 3 and 4).
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The Subscriber Key Establishment layer (Layer 1kesause of a secret key stored on a Smartcard lidsetity module.

This key is referred to as “SmartCard Key” (SCK)tle Smartcard Profile. The SCK is a pre-provisibeecret key that is
shared between the Smartcard and the Smartcarer.idsthe Smartcard issuer is not also the brostdservice provider,
then the SCK is unknown to the broadcast servioeiger.

The SCK is used to create the Layer 1 key, the @iles Management Key (SMK), using the Generic Btrapping
Architecture (GBA) as defined in [3GPP TS 33.22Q f&@ the (U)SIM Smartcard Profile, or using theegghared key
mechanism as defined in [3GPP2 S.S0083] for thgIRYCSIM Smartcard Profile. The SMK is establishieetween the
broadcast service provider and the Smartcard atetimeinal depending on the key management implestient If the smart-
card contains the key management system, the SMKLEHbe established between the broadcast serviceiger and the
smart-card (using GBA-U, or respectively pre-shdeeg mechanism of 3GPP2); otherwise it is estabtishith the terminal
(using GBA-ME or 2G GBA).

The SMK SHALL be stored on the Smartcard or thenieal depending on the variant of the Smartcardfileré&ey
management implemented. For the (U)SIM Smartcaodil®rthe SMK SHALL be stored on a USIM when usiGgA_U,
and on a terminal when using GBA_ME or 2G GBA. fw (R-)UIM/CSIM Smartcard Profile, the SMK SHALHe stored
on a (R-)UIM/CSIM.

The SMK is a user-specific key used to protect ltbeag Term Key Messages (LTKM) that are deliveredLayer 2.

Depending on the service configuration, within tlieKM a Program Encryption Key (PEK) or a ServicecEption Key

(SEK), used respectively for pay per view or suipsion customers, is delivered protected by SMKor Ehe (U)SIM

Smartcard Profile, the SEK or PEK SHALL be stored @ USIM when using GBA_U or on a terminal whenngsi
GBA_ME or 2G GBA. For the (R-)UIM/CSIM Smartcarddfite the SEK or PEK SHALL be stored on a (R-)UINBIBA.

Layer 3 delivers the Short Term Key Message (STKdthin which Traffic Encryption Keys (TEKSs) are pezted using
SEK or PEK, as well as optionally by a Terminal @img Key (TBK).

Layer 4 is for traffic encryption using the TEK fstream or file delivery respectively for both seevand content protection.

Table 4 gives a brief outline of the 4-layer mokiey hierarchy:

Table 4: Smartcard Profile key hierarchy model

N

bn

the broadcast channel. Optionally a
encrypted with TBK. TEK is equivalen

Key layer Key name Key hierarchy Storage location
Key SmartCard SCK Pre-provisioned secret key shared witBmartcard
Provisioning | K ey (SCK) the Smartcard issuer. Provisioning |of
this key is out of the scope of this
specification.
Layer ~ 1:| Subscriber SMK For the (U)SIM Smartcard ProfileSmartcard (for GBA_U or if
igbsc”ber Management SMK is generated as a result of| aecurity is based on registrati
Eséblishmem Key (SMK) successful run of the GBAkey RK) or Terminal (for
bootstrapping procedure. FOIGBA_ME or 2G GBA)
(R-)UIM/CSIM  Smartcard  Profile
SMK is derived from the SCK. SMK is
equivalent to the MBMS User Key
(MUK).
Layer 2:| Service /| SMK[SEK] or | Protected by SMK and sent to thé&martcard (for GBA_U or i
LTKM Program SMK[PEK] Smartcard via the terminal using |@ecurity is based on registrati
Encryption point to point channel (in the case [okey RK) or Terminal (for|
Key GBA_U). SEK/PEK is equivalent to GBA_ME or 2G GBA)
(SEK/PEK) the MBMS Service Key (MSK).
Layer 3:| Traffic SEK[TEK] or | Protected by SEK or PEK ((U)SIMTerminal
STKM Encryption PEK[TEK] variant) or derived from SEK or PEK
Key (TEK) ((R-)UIM/CSIM variant), and sent over

SO
t

to the MBMS Traffic Key (MTK).
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Layer
traffic
encryption

4:

TEK[content]

TEK encrypted content; traff
encryption with SRTP, ISMACryp, 0

o

IPsec

The Smartcard Profile key management is describelétail in Section 6.
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5. DRM Profile

5.1 Introduction

OMA BCAST DRM Profile uses OMA DRMv2.0 specifiedIstitons [DRMDRM-v2.0] for the registrations and hig
management over the interactive channel and spedifiset of protocols for use in broadcast [XBS D&densions-v1.0]
and out-of-band channels.

The following sections describe the four layerghaf 4-layer model key hierarchy, as well as kewisioning required to
access the first layer for DRM Profile. Section biefly describes key provisioning. Section 5.3aées registration.
Section 5.4 describes the LTKM structure, while tBec5.5 describes that of the STKM. Section 5.8 &ection 5.6.2
describe how to protect data in case of streamimd) fde delivery respectively for both service aodntent protection.
Recording aspects are described in Section 5.7e\8® signalling is explained in Section 5.8.

5.2 Key Provisioning

The OMA DRM Profile uses PKl-based mechanism. Asde the registration layer (Layer 1) is impleneeintising a device
key (or public/private key pair) that is storedtlire mobile device. How the device key is provisibiseout of scope for this
specification.

5.3 Layer 1: Registration

The device must first register with the Rights &ssto receive protected broadcast service. Regjistr can be performed
either via an interaction or broadcast channel.

In the case that an interaction channel is usedrehistration protocol is as defined in OMA DRM¥2DRMDRM-v2.0]
and right encryption keys (used to protect Lay&Q®@) are delivered protected with the public keyhaf device. In this case,
the registration procedure is initiated by the deyie.g. on reception of a ROAP Registration Thig¢ypically returned
whenever an unregistered device executes any girtseedures for interactive service provisioningrae in [BCAST10-
Services], or in response to an out-of-band mdshan

For the devices that do not support an interaatltannel, an alternative process for the regismatalefined in [XBS DRM
extension-v1.0] and a set of keys (used to prdtager 2 BCRO) are delivered over the broadcast mblgorotected with the
public key of the device.

OMA DRM Profile supports a notion of Broadcast Dansaand Interactive Domains to facilitate sharirffgcontent and
services among the registered terminals, see [XBS!Bxtensions-v1.0].

5.4 Layer 2: Long Term Key Message — LTKM

For the DRM Profile service encryption key (SEKYgram encryption key (PEK) is packaged in a spdcidM format.
This special format is called Rights Object (ROY an addition to the provided keys, it may conta@rmissions and
attributes linked to the protected content. Thdifa supports the delivery of ROs over interactivel broadcast channel.

Before a device can start receiving LTKMs, it mbst subscribed to the service or pay-per-view progtiaat the LTKs
protect. For devices that support an interactioanckl, this is e.g. done with a “Service Request*LldKM Renewal
Request” message as defined in [BCAST10-Servidam].devices that support only the broadcast chammebut-of-band
procedure is used (see Section 5.4.4.1.2 in [BCASAIthitecture]). The information needed to perfahm subscription is
announced in the Service and various purchasestefaigments of the Service Guide (see Sectiop Sérvices and pay-
per-view programs that are available for purchaseganerically referred to as “purchase items”.

Section 5.4.1 introduces and describes use of B&gion 5.4.2 gives OMA DRMv2.0 extensions for BCR8@ction 5.4.3
describes how ROs are used for service protectiboreg Term Key Delivery layer
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54.1 Use of ROs and BCROs

Service Encryption Keys (SEK) and Program Encrypti@ys (PEK) described in Layer 2 of the Key Hietar for Service

Protection MAY be transmitted to each terminal witbeneralized Rights Objects (GROs). Two fornaats available for
the purpose. One is the format of an OMA DRM 2.H& Object (RO), as specified in [DLRDRM-v2.0].elather format
is Broadcast Rights Object (BCRO) specified in X8&ument [XBS DRM extensions-v1.0], and is used widRO is

delivered over a broadcast channel. In additioBE&s/PEKs, GROs also contain permissions and aitfwéutes linked to
protected service. SEKs would typically be utilizeor subscription services. Each SEK protectsngles subscription

service that can be purchased as a unit. A utfiigisninimum granularity of services that a sengoevider offers to an end
user, and a unit, therefore, MAY correspond torgylsi program channel, to a portion of a channelooa collection of

program channels that are all purchased as a Thi&.SEK is an intermediate key, i.e. it does ni@atly encrypt the content
but instead encrypts a Traffic Encryption Key (TE®) PEK. The SEKs themselves are encrypted by kaysmitted in

Layer 1 of the Key Hierarchy. PEKSs carried in GRiDs encrypted by keys transmitted in Layer 1, ased to decrypt the
TEK. In the context of BCAST Enabler, these GR@saalled Long Term Key Messages (LTKMs).

A terminal periodically receives a set of SEKs/PEKst MUST be encrypted and authenticated. Dependin the
capabilities of underlying transport networks, ripét SEKs/PEKs MAY be combined into one LTKM diredtto a
terminal. There MAY also be multiple such messdbasrelay different sets of SEKs/PEKSs to the séenminal.

SEKs SHOULD be periodically updated so that whemesmne drops a subscription, their access to acsemill be
terminated cryptographically once a SEK changesr dxample, SEKs MAY change once per billing per{edy., on a
monthly basis). PEKs, when provided, SHOULD chaoigee per program.

The transmission of LTKM to a terminal can be dower an interaction channel or over a broadcastreéladepending on
whether the terminal has access to an interactianrel or not.

If the LTKM is transmitted over the broadcast chelpthen the GRO MUST be encoded using a suitablypencoding or
compression. A GRO thus encoded is called a BCR@e syntax for BCRO is introduced in XBS docum(®S DRM
extensions-v1.0].

In addition, if the LTKM is transmitted over thedadcast channel, then digital signatures or MAGar tlve GRO MAY be
verifiable over the BCRO itself without having teabde or de-compress the BCRO.

In addition, if the LTKM is transmitted over thedadcast channel, then all content of the LTKM ottiem the BCRO
MUST be compressed or encoded.

If the LTKM is transmitted over the interaction cim&l, then the LTKM, including the GRO, digital sagures or MACs,
MAY be encoded, compressed, or text-based.

5.4.2 OMA DRM v2.0 Extensions for Broadcast Rights  Objects

Extensions to OMA DRM v2.0 for broadcast rightsemit$ including design and format, appear in the ODRM v2.0
Extensions for Broadcast Support document [XBS D&ténsion-v1.0}

An alternative Content Protection solution to tHapicted in OMA DRM v2.0 Extensions for Broadcaspfort document,
or appropriate modifications thereto, is specifie&ection 6.
5.4.3 GROs in Long Term Key Delivery Layer for serv  ice protection

In case ofsubscription, the Service Encryption and Authentication Key enial (SEAK) associated with the service is
securely delivered to the authorized terminal BRO. Such a GRO is calledsgrvice RQ SEAK consists of 128 bits SEK
(Service Encryption Key) and 128 bits SAS (SerAcghentication Seed). SAS is used as a seed imarigeauthentication

< (Informative Footnote) Where Generalized Rightge®ts (particularly for post-acquisition rights asisted with BCAST
Stream Delivery of protected content) are storedenure removable Smartcards, i.e. (U)SIM/(R )UIBIG in 2G/3G
mobile terminals, an alternative Content Protecioheme to handle such Broadcast Rights Objectsbmayplicable as an
option. Such an alternative is explored in the OBIRM working group.
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function to derive SAK (Service Authentication Key)n general, a Service RO will contain key matkedssociated with
more than one service (when associated with aceehbtindle).

In case ofpay-per-view, the Program Encryption and Authentication Keyerat (PEAK) associated with a pay-per-view
event is securely delivered to the authorized teamdirectly within a GRO. Such a GRO is calleBragram RO. PEAK
consists of 128 bits PEK (Program Encryption Keyjl 428 bits PAS (Program Authentication Seed). BA%ed as a seed
in a generic authentication function to derive P@ogram Authentication Key).

The ID of GROs that contain SEAKs or a PEAK needsbé structured, to allow for the management ofcipase
transactions in the device, or more specificallycteate an association between the purchase iitéheiservice guide and
the successful completion of the purchase trarma¢tihen the GRO related to the purchase hasyibakn received in the
device). This is valid for both connected and elgdor unconnected operation (see [DRMDRM-v2i®] the definition of
“connected” and “unconnected”), where the GRO maydzeived by the device much later than the psel@nsaction is
initiated. A connected device has a direct 2-wagnection to the Rights Issuer (RI) through intéoacchannel. On the
other hand, the unconnected devices do not hawsado the RI through an interaction channel bey tre capable of
making connection via an intermediary interactieside.

Defining a structured ID for GRO will also alloweldevice to check later on whether GROs for alkstibed services are
available (and have been renewed). The rekeyingpdarumber is an increasing number by which theofihe GRO
related to the same purchase item can be madeainiqu

The ID of a GRO linked with subscription (Servic©Ror pay-per-view (Program RO), and bound to aiagewr to a
domain, SHALL be constructed respectively as fodow

deviceRoID = “E” || devicelD || “_.S" || stringtomaditunique || "_I" || purchaseltemIiD | " " ||
HEX(rekeying_period_number)

domainRolID = “O” || domainiD || “_S” || stringtomakitunique || "_I" || purchaseltemID || "_" ||
HEX(rekeying_period_number)

» devicelDis the Ungiue Device Number (UDN) as discussdXBS DRM extensions-v1.0].

« stringtomakeitunique Note that ‘deviceRolD’ and ‘domainRolD’ SHALL beaally unique. Note further that because
of the specification of ‘purchaseltemID’ in the OMBCAST SG, the global uniqueness is already gueeshiand
therefore, ‘stringtomakeitunique’ SHALL be the emptring.

» purchaseltemID is the GlobalPurchaseltemID associated with theelmse item and signalled in the Purchase Item
Fragment of the SG(see Section 5.8). Accordin@®M Enabler-v2.0], Rights Object IDs are of tygmal:id, in which
only a limited character set is allowed as spetifsee grammar of ‘NCName’ in [XMLNames]. As th&ghaseltemID
is of type anyURI according to [BCAST10-SG], someamcters can be present in purchaseltemID whiehnat
allowed in NCName. Those characters, in partictarcolon character (“:”), SHALL be replaced by thnderscore
character (“_") before including the purchaseltenmi» deviceRolD or domainRolD

» rekeying_period_number is a 7-bit counter that is used to differentiatetween different ROs with the same
purchase_item_id (defined in Section 7.2 of [XBSNDBxtensions-v1.0])

In the case of BCROSs, the link with the correspongdiubscription (Service RO) or pay-per-view (PaogrRO) is obtained
by using the BCRO fields purchase_item_id and rieigeyperiod_number ([XBS DRM extensions-v1.0]).

A Service ROSHALL contain at least one (<CID>, <SEAK>) paihd <CID> (Content Identifier) SHALL be constructed
as specified in the paragraph defining the ShomtiTieey Message (see Section 5.5).

The <SEAK> contains SEK and SAS. SEK and SAS htained from a GRO as specified in sections C.14a8d C.14.2.2
of [XBS DRM extensions-v1.0]).

A Program RO SHALL contain at least one (<CID>, <PEAK>) paihd <CID> SHALL be constructed as specified in the
paragraph defining the traffic key message (setd@®eB.5).

The <PEAK> contains PEK and PAS. PEK and PAS btained from a GRO as specified in sections C.14a8d C.14.2.2
of [XBS DRM extensions-v1.0]).
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5.5 Layer 3: Short Term Key Message - STKM

This Section describes the format and role of ST¢Wort Term Key Message) in the transport of stenn traffic keys
(TEKSs) for DRM Profile at the Short Term Key Deliydayer.

Each STKM SHALL be encapsulated in exactly 1 UDEke&
In order to keep access times low for devicessteat accessing a service, a STKM SHALL be trartsahiperiodically.

The STKM SHALL be transported over the same netwaskthe media streams that are protected withrtféictkeys
contained in the STKM. The STKM stream MAY be sparted in an own session, e.g. transported innanlB stream.

If the traffic_protection_protocol equals to TKM_GIO DCF, then the STKM MAY be delivered as a segaoaject inside
a FLUTE session, together with the protected traffaving its own FDT entry.

Table 5: Format of STKM for DRM Profile

Short_Term_Key_Message_Description Length (in bits) Type
short_term_key message() {
selectors_and_flags {
protocol_version 4 uim sbf
protection_after_reception 2 uimsbf
reserved_for_future _use 1 bslbf
access_criteria_flag 1 uimsbf
traffic_protection_protocol 3 uimsbf
traffic_authentication_flag 1 uimsbf
next_traffic_key flag 1 uimsbf
timestamp_flag 1 uimsbf
program_flag 1 uimsbf
service_flag 1 uimsbf
}
if (traffic_protection_protocol == TKM_ALGO _IPSEC) {
security_parameter_index 32 uimsbf
if (next_traffic_key flag == TKM_FLAG_TRUE ) {
next_security parameter_index 32 uimsb
}
}
if (traffic_protection_protocol == TKM_ALGO_SRTP) {
master_key_index_length 8 uimsbf
master_key_index 8*master_key_index_length uimsbf
reserved_for_future_use 5 bslbf
next_master_key index_flag 1 uimsbf
next_master_salt_flag 1 uimsbf
master_salt_flag 1 uimsbf
if (master_salt_flag == TKM_FLAG_TRUE) {
master_salt 112 bslbf
}
if (next_traffic_key flag == TKM_FLAG_TRUE ) {
if (next_master_key index_flag == TKM_FLAG_TRUE) {
next_master_key index 8*master_key_index_length uimsbf
}
if (next_master_salt_flag == TKM_FLAG_TRUE) {
next_master_salt 112 bslbf
}
}
}
if (traffic_protection_protocol == TKM_ALGO_ISMACRYP) {
key_indicator_length 8 uimbf
key_indicator 8*key_indicator_length uimsbf
if (next_traffic_key flag == TKM_FLAG_TRUE) {
key_indicator 8*key_indicator_length uimsbf
}
}
if (traffic_protection_protocol == TKM_ALGO_DCF) {
key identifier_length 8 uimsbf
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key _identifier 8*key_identifier_length bit string
}
encrypted_traffic_key material_length 8 uims bf
encrypted_traffic_key material 8*encrypted_traffic_key material_length bslbf
if (next_traffic_key flag==TKM_FLAG_TRUE) {
next_encrypted_traffic_key material 8*encrypted_traffic_key_material_length bslbf
}
reserved_for_future_use 4 bslbf
traffic_key_lifetime 4 uimsbf
if (timestamp_flag == TKM_FLAG_TRUE) {
Timestamp 40 mjdutc
}
if (access_criteria_flag == TKM_FLAG_TRUE) {
reserved_for_future_use 8 bslbf
number_of access_criteria_descriptors 8 uimsbf
access_criteria_descriptor_loop() {
access_criteria_descriptor()
}
}

if (program_flag == TKM_FLAG_TRUE) {

program_selectors_and_flags {

reserved for_future _use 7 bslbf
permissions_flag 1 uimsbf
}
if (permissions_flag == TKM_FLAG_TRUE) {
permissions_category 8 uimsbf

}
if (service_flag == TKM_FLAG_TRUE) {

encrypted PEK 128 bslbf
program_CID_extension 32 uimsbf
program_MAC 96 bslbf
}
if (service_flag == TKM_FLAG_TRUE) {
service_CID_extension 32 uimsbf
service MAC 96 bslbf
}

}

Reserved_for_future_use- These bits are reserved for future use, and SH#d set to zero when not used.

5.5.1 Coding and Semantics of Attributes

Section 7 introduces the coding and semanticsl éftalbutes common between the DRM Profile and meartcard Profile.
Any DRM Profile specific attributes are introdudaelow.

next_traffic_key_flag — indicates whether or not the Short Term Key Mgsesantains the next traffic key material:

TKM_FLAG_FALSE The Short Term Key Message containly the current traffic key material.

TKM_FLAG_TRUE The Short Term Key Message containthiithe current and the next traffic key material.

The next traffic key material SHALL be includedi@ast 1 second before it becomes current. This énable the devices to
process the traffic key material and put the nemgssecurity associations in place before the mediekets that are
encrypted with the next traffic encryption key stariving.

The above time SHALL be relative to the momentrafismission of the key stream messages.

If PEK is used to protect the traffic key materiflen next traffic key material that protects agoeon different from the
current program SHALL NOT be included.

timestamp_flag— indicates whether or not the STKM contains a sitaep:
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TKM_FLAG_FALSE The STKM does not contain a timesfam

TKM_FLAG_TRUE The STKM contains a timestamp.

program_flag — indicates whether or not the program key lay@résent in the Short Term Key Message:

TKM_FLAG_FALSE The PEK is not present, i.e. theiopal program key layer is not used for the service

TKM_FLAG_TRUE The PEK is present, i.e. the optiopebgram key layer is used for the service.

<program_flag> and <servickkag> SHALL NOT both be 0. All other combinationeeaallowed, indicating that either one
or both of the key layers are present.

service_flag— indicates whether or not the service block isentin the Short Term Key Message:

TKM_FLAG_FALSE The SEK is not present, i.e. theiopal service key layer is not used for the setvice

TKM_FLAG_TRUE The SEK is present, i.e. the optiosatvice key layer is used for the service.

<program_flag> and <servickag> SHALL NOT both be 0. All other combinationseaallowed, indicating that either one
or both of the key layers are present.

security_parameter_index— provides the link to the IPsec ESP header:

Upon reception of a protected IP packet, the temhBHALL use the security parameter index (SPigentify (look up) the
correct security association and thereby find teergption and authentication keys to be used ferrdteived IPsec ESP
packet. The SPI value SHALL be in the range 0x@Q00 — OXFFFFFFFF. An incoming ESP packet comgithe SPI
value specified in this field SHALL use the keymékprovided in the encrypted traffic key mateffield as keymaterial for
the decryption operation.

next_security parameter_index- provides the link to the IPsec ESP header:

This field is present in the packet only if nexffic key flag is set to true. This field then taims the IPsec SPI value
corresponding to the next_encrypted_traffic_key emalfield. The value of the SPI SHALL be in ttenge 0x00000100 —
OxFFFFFFFF. Anincoming ESP packet containing3Révalue specified in this field SHALL use the kegterial provided
in the next encrypted traffic key material fieldkesymaterial for the decryption operation.

master_key_index_length- provides the length of the master_key_indexifiel

This field gives the length of the master_key_infleld in bytes.

master_key_index— provides the link to the SRTP header:

Upon reception of a protected RTP packet, the mah®BHALL use the master key index (MKI) to ident{fook up) the
correct security association and thereby find thergption and authentication keys to be used feicaived SRTP packet.

This field is a sequence of Octets. The sequencsists of master_key index_length bytes. The bgtesn the same order
that they will be in an SRTP packet and SHALL b&RTP [RFC3711] network byte-order when extractmgMKI value.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-BCAST_SvcCntProtection-V1_0_1-20130109-A Page 42 (271)

next_master_key_index_flag- specifies if the master key index (MKI) for thext TEK is explicitly included in the SRTP
parameters (as the next_master_key index fidldthe case that the next_master_key index is restgmt in the message,
the value of current MKI+1 SHALL be assumed. |e ttase when the next_traffic_key flag is falsedaliemo information
related to the next traffic key included in the sage and this parameter does not apply.

next_master_salt_flag- specifies if the next SRTP master salt valueesponding to the next TEK is explicitly included in
the SRTP parameters (as the next_master_salt.fiehdjhe case that the next_master_salt is natemtein the message, the
same value as for the current master salt SHALRdsimed. In the case when the next_traffic_key ifldalse there is no
information related to the next traffic key incluti@ the message and this parameter does not apply.

master_salt_flag— specifies if the master salt is included in tH&T8 parameters. In the case that the masterssaltti
present in the message, a NULL value consistingl&f0-bits SHALL be assumed.

master_salt— SRTP master salt that is used along with the endsty to derive SRTP session keys as defined ByPSR
[RFC3711].

next_master_key_index- provides the link to the SRTP header:

This field is present in the packet only if the nesaffic_key flag and the next_master_key_indeag fare both set to true.
This field then contains the SRTP MKI value cor@sing to the next_encrypted_traffic_key materigdf An incoming
protected RTP packet containing the MKI value dfesttiin this field SHALL use the key material prdeid in the next
encrypted traffic key material field as key matefiom the decryption operation.

next_master_salt— next value of the SRTP master salt that is usmthavith the next master key to derive SRTP sessio
keys as defined by SRTP [RFC3711].

This field is present in the packet only if the nesaffic_key flag and the next_master_salt_flag both set to true. This
field then contains the SRTP master salt valueespwnding to the next_encrypted traffic key matdigdd. An incoming
protected RTP packet containing the next MKI vaBiALL use the next master salt value provided is field during the
SRTP session key derivation.

key_indicator — value of the Keylndicator used to identify thEKT transported in the STKM. This is used to idgntlie
particular TEK key needed to decrypt AUs (as intlidan the ISMACrypContextAU field defined in [ISMZRYP11] and
[ISMACRYP20]).

key_identifier_length — indicates the length in bytes of the key_idéstif For ISMACryp, key_indicator_length is signéle
in SDP. For DRM Profile, the key_indicator_lengshalso signaled in STKM. Note that the Smartcafiler STKM does

not contain such field for ISMACryp. The key_indior_length parameter is part of the Session Dgsmni Protocol (SDP)
and is described in Section 0.

key_identifier — value of the identifier used to identify the TEiansported in the STKM. This is used to identifig
particular TEK needed to decrypt DCF encoded files.
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encrypted_traffic_key material_length— is the length in bytes of the encrypted traffey knaterial.

The length of the traffic key material depends loa éncryption and authentication algorithm, andbitained by adding the
respective key sizes. Encryption MAY require theacttext key material to be padded.

encrypted_traffic_key material — is the key material currently used for encrypteomd optional authentication of the
traffic, encrypted using AES-128-CBC, with fixed 0/ and with O padding in the last block, if needed

If <program flag> == TKM_FLAG_TRUE, the traffic key material encrypted with the Program Encryption Key (PEK).

If <programflag> == TKM_FLAG_FALSE and <serviclag> == TKM_FLAG_TRUE, the traffic key material is
encrypted with the Service Encryption Key (SEK).

After decryption (and discarding any padding), Tmaffic Encryption Key (TEK) and the Traffic Authtoation Key (TAK)
are obtained in a way that depends on the proteszd for traffic protection:

IPsec If no traffic authentication is used, the IPsewryption key is identical to the decrypted taffiey material (16
bytes).

If traffic authentication is used, IPsec encrypti@y and Traffic Authentication Seed (TAS) are aidd by splitting the
decrypted traffic key material into two parts, wiéhne IPsec encryption key is identical to thet fif§ bytes, and the TAS is
identical to the second 16 bytes. The TAK (20 byieslerived from the TAS, as described in Secfidn

SRTP: The master key is identical to the decrypteditrddey material and SHALL always be a 16-byte kidpw the keys
for traffic decryption and authentication are dedrom the master key is defined by SRTP.

ISMACRYP : If no traffic authentication is used, the dedegptraffic key material is identical to the keyedsfor the AES-
CTR decryption and its length is 16 bytes. If antfetion is used, the first 16 bytes of the detagraffic key material are
used as the 128 bit master key (MK) together with112 bit master_salt (MS) to derive encryptiod aathentication keys
as described by STRP.

For the DRM Profile, when traffic authenticationused, the MS, from which the actual salt keysdmeved, SHALL be
signalled via SDP. When traffic authenticatiomid used, the salt keys as such are signaled in SDP

Note that, for the Smartcard Profile, the MK istserthe MIKEY STKM, and the MS is also sent in tMé&KEY STKM.

DCF: If no traffic authentication is used, the endryp key is identical to the decrypted traffic kewterial (16 bytes).

If traffic authentication is used, the encrypticgykand the Traffic Authentication Seed (TAS) ar¢aoted by splitting the
decrypted traffic key material into two parts, wdiehe encryption key is identical to the first 1@ds, and the TAS is
identical to the second 16 bytes. The authentindt&y (20 bytes) is derived from the TAS in the samay as specified for
IPsec (see Section 9.1, Authentication for IPsec).

next_encrypted_traffic_key material— is the encrypted key material used for encrypéind optional authentication of the
traffic after the current crypto period is over ahd next crypto period starts. The structurendf attribute is the same as for
the encrypted_traffic_key_ material attribute.

timestamp — Field containing a timestamp at the point of segpdhe STKM. The timestamp SHALL be used as aabddi
time of reception of the associated media streanpdet-acquisition permissions. The device SHALL auge the timestamp
as a reliable source for DRM time.
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The format of the 40-bit mjdutc field is specified Section 14. This 40-bit field contains the tine@sp of the STKM in
Universal Time, Co-ordinated (UTC) and Modifiedidnl Date (MJD). This field is coded as 16 bits givthe 16 LSBs of
MJD followed by 24 bits coded as 6 digits in 44ibary Coded Decimal (BCD).

As an example, 93/10/13 12:45:00 is coded as "09CPZ500".

permissions_flag- indicates whether or not permissions categodgfied for the program:

TKM_FLAG_FALSE No permissions category is defined.

TKM_FLAG_TRUE Permissions category is defined.

permissions_category- indicates the permissions category for the @nogr

0x00 No permissions category, RO applies as such,

0x01...0x3F Permissions_category is included irpthe&t- acquisition permissions lookup.
0x40...0xEF Reserved for future standardization.

OxFF No post-acquisition content protection (expofplaintext is allowed)

If permissions_category is in the range 0x01...0x3F

* In case of a RO that is not a BCRO, the device SHA&e as service_CID for post-acquisition permissitmokup the
text string

service_CID = "cid:" || "b" || "#S" || baseCID || "@" || HEX(service_CID_extension) || "_" ||
HEX(permissions_category)

and then apply the permissions specified in theie@mRO for this asset. Note that ‘service_CIDalslbe globally unique.
Note further that, because of the specificatiofbaseCID’ in the Service Guide, the global uniquenis guaranteed. (See
Appendix H of [BCAST10-SG].) The baseCID componbBiiST NOT contain characters which are disallowgtes by
[RFC2396] URI syntax or by [RFC2392] cid-url syntaxch as ":".

* In case of BCRO, the device SHALL look up the pessitns specified in the service BCRO for the attsat has a
matching permissions_category field.

If permissions_category is in the (reserved fourfatstandardization) range 0x40...0xEF, and thécdedoes not support it,
the device SHALL drop (i.e. ignore) all post-acdfiae permissions (like play, redistribute etc.jlicated in the service RO,
or if the device cannot do such permissions drappatiow real-time rendering of the streaming cantenly (i.e. refuse to
record the content, or to redistribute it in reale). Permissions_category has no impact on a BnodrO. The permissions
delivered in a Program RO apply as such.

If permissions_category = OxFF, there is no neegrtect the content after service protection hesnbremoved; in other
words, export in plaintext is allowed. This is camgble to setting protection_after_reception to 30x0
If protection_after_reception = 0x03 and permissiarategory value is included in the STKM, the pesiain_category
SHALL be set to OxFF.

encrypted_PEK - is the Program Encryption Key (PEK) used withia turrent STKM to decrypt the traffic key material
encrypted using AES-128-CBC with a fixed IV equabt The PEK is encrypted with the SEK.

program_CID_extension— is the extension of the program_CID, which alldesdentify the program key material that has
been delivered to the device within a LTKM for agram.
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Note that for BCRO, a binary, fixed-size version tbé content ID (CID) is needed. This ID is callB€I in this
specification.

The CID/BCI of the service key is constructed as:
program_CID = "cid:" || "b" || "#P" || baseCID || " @" || HEX(program_CID_extension)
program_BCI = hash("cid:" ||"b" || "#P" || baseCID || "@") || program_CID_extension

The baseCID is a string value announced in thei&e@uide; (see section 5.1.2 of [BCAST10-SG]). bpeception of a
STKM, the terminal can assemble the program_CID/B64# look up the PEK (wrapped inside a LTKM). Nolat
‘program_CID’ shall be globally unique. Note fueththat, because of the specification of ‘baseCiig, global uniqueness
is guaranteed. (See Appendix H of [BCAST10-SGIHe baseCID component MUST NOT contain charactdristware
disallowed either by [RFC2396] URI syntax or by [RE392] cid-url syntax, such as ":".

The HEX() function is a hexadecimal presentationttid parameter containing hexadecimal charactésa@d a-f (in
lowercase) with possible preceding zeros. As amgka, for a 16 bit value 2748, HEX() returns "Oabibte that two
characters are always generated for each byte.

The hash function for the construction of program@l B SHA1-64. It does not depend on the contefth® STKM, and
can thus be pre-computed.

program_MAC - is the HMAC-SHA-1-96 according to [RFC2104] afi[C2404] calculated over all preceding fields of
the Short Term Key Message. It is used to autbatdtithe relevant part of the STKM in case of pasppew, where a PEK
from a LTKM for a program is used to directly dgatryhe traffic key material.

In case the terminal is accessing the STKM withT&M for a program, the terminal SHALL compute thegram MAC,
and drop the message if authentication fails. is thse, <program_MAC> MAY also be used to detedtdrop duplicates
(it can be expected that a particular STKM is répaanultiple times, in order to keep access tinhestsfor terminals that
newly start receiving a broadcast transmission).

In case the terminal is accessing the STKM withT&M for a service, it will not be able to computeetprogram MAC, and
there is no need for it to do so.

service_CID_extension- is the extension of the service CID, which alladentifying the service key material that has
been delivered to the device within a LTKM for avéee.

Note that for BCRO, a binary, fixed-size version tbeé content ID (CID) is needed. This ID is callB€l in this
specification.

The CID/BCI of the service key is constructed as:
service_CID ::="cid:" || "b" || "#S" || baseCID ||"@" || HEX(service_CID_extension)
service_BCI ::= hash("cid:" [|"b" || "#S" || baseCID || "@") || service_CID_extension

The baseCID is a string value announced in theiS@e@uide; (see section 5.1.2 of [BCAST10-SG]). obpeception of a
STKM, the terminal can assemble the service_CID/B@¢ look up the SEK (wrapped inside a LTKM). Nahat
‘service_CID’ shall be globally unique. Note fuetithat, because of the specification of ‘baseCilbg, global uniqueness is
guaranteed. (See Appendix H of [BCAST10-SG].) TaseCID component MUST NOT contain characters hhie
disallowed either by [RFC2396] URI syntax or by [RE392] cid-url syntax, such as ":"

The hash function for the construction of servic€l B SHA1-64. It does not depend on the contehtt®STKM, and can
thus be pre-computed.

If the permissions_category field is present and Aanonzero value, the Service_CID of the servceonstructed as
specified at description of the permissions_catgefd.
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service_MAC - is the HMAC-SHA-1-96 according to [RFC2104] afF[C2404] calculated over all preceding fields & th
Short Term Key Message. It is used to authentitaeSTKM with SAK in case of subscription, wheré&SBK from a
LTKM for a service is used to decrypt the PEK andHer decrypt the traffic key material.

In case the terminal is accessing the STKM withT&M for a service, the terminal SHALL compute thengce MAC, and
drop the message if authentication fails, i.ehd# tomputed MAC doesn’t correspond to <service_ MAG>this case,
<service_MAC> MAY also be used to detect and droplidates (it can be expected that a particuldfitrkey message is
repeated multiple times, in order to keep accesegishort for terminals that newly start receivarigroadcast transmission).

In case the terminal is accessing the STKM witiT&M for a program, it need not compute the seribeC.

55.2 Authentication for STKMs for OMA DRM 2.0 Exte nsions

A STKM can contain two MAC fields: The program MAdDd the service MAC. If only one MAC field woul@ ised, the
authentication key could only be renewed when I8H#K and PEK change at the same time. Having two Mialds and

two authentication keys makes it possible to autbate the message and check for its integrity evbitly having one key
set. The Service Authentication Key (SAK) and thregPam Authentication Key (PAK) will be derived frothe Service
Authentication Seed and the Program AuthenticaBerd respectively which are transmitted togeth#n thie encryption
keys in the LTKMs. (How this is carried in the BCR@d RO is explained in [XBS DRM extensions-v1®gction C.14.2.1
and C.14.2.2, respectively.) A RO for a servich gantain Service Encryption and Authenticationy§€SEAK) and a RO
for a program will contain Program Encryption andgtientication Keys (PEAK).

To obtain the SAS or PAS from the BCRO the encry8&AK/PEAK is decrypted with the Inferred EncryptiKey (IEK,
see Section 4.1 in [XBS DRM-extensions-v1.0]):

SAS = LSB,,.(D{ IEK}( E{IEK}( SEAK))
PAS = LSB,,,(D{IEK}( E{ IEK}( PEAK))

The authentication key is generated from the atittegtion seed:

SAK = f_, { SASH CONSTANT _ SAK)

PAK = f_.{PAS} CONSTANT _PAK)

where :
CONSTANT_SAK = 0x020202020202020202020202020202 Hi®
CONSTANT_PAK =0x010101010101010101010101010100 {i®

The SAK or PAK is used in the MAC generation / fiedtion of the STKM. The algorithm used to caldalthe MAC field
is HMAC-SHA1-96 according to [FIPS198] and [RFC2],asing authentication keys of 160 bit in bothesas

The function £, consists of several steps:

1. Denote by PRF{key}(text) as the AES-XCBC-MAC-PRFthvioutput blocksize 128 bits as defined by IPsec WG
IETF. Please note:

¢ Refer to [RFC3566] for the AES-XCBC-MAC-PRF bas&y kieneration function.
¢ Refer to [RFC3664] for the requirement NOT to tratecthe generated key material.

2. Apply the generated input key according to ideadkdiv2 to generate authentication key. Define a kgeyerator
function f-kg{key}(constant). Keying material witkllways be derived as the output of the negotiateE Rlgorithm..
PRF describes the function that outputs a pseudo-rarstoeeam of n blocks based on the inputs to a RRBllaws:
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T1= AES_XCBC _MAC _PRF{AS} CONSTANT ||0x01)
T2=AES_ XCBC _MAC _PRF{AS}(T 1||CONSTANT ||0x02)

Tn= AES_ XCBC _MAC _ PRF{ AS}(T 1|| CONSTANT || n)

where AS is the appropriate authentication seed (be it TRAS, SAS or RIAK) andCONSTANT is the appropriate
constant as described in this section, Sectiora@d. [XBS DRM extensions-v1.0]. The amount of blotksderive is
defined by the amount of key material neededpiie.the amount of needed key bits divided by Ira8raunded up.

This means that if 160 bits were needed then PR#5(Id be computed as:
T1|T2=PRF{K}S)

3. The 160 bit authentication key is taken from theegated key material as follows:

AK =MSB,, T1|T2)

The generated authentication key is applied asitbestin this section and Section 9.1.

5.5.3  Parental control processing (Informative)

DRM Profile signals parental control informationoalh content via access criteria in STKMs. How tiformation is

provisioned on the Terminal is outside the scopthisfspecificatior(e.g. the rating_type and level_granted informatian

be provided by the parent/user himself). The usHge parental control PINCODE is optional in DRMoftle and when a
PINCODE is used, its storage location and manageriseoutside the scope of this specification.

The rating_value transmitted in the STKM is checkgdinst the level_granted stored in the TermioatHe rating_type.The
Terminal should compare the rating_type receivethnSTKM against all of the rating_type valuegestioin the Terminal.
If there is a level granted, depending on the gatialue and the rating_type, the outcome is sucoedailure. If the

processing of the parental_control access criggris with success, the Terminal proceeds with @l&M processing.

Success If there is a level_granted for the rating_typethie Terminal and if it is an equal or more resivetvalue
than the rating_value received in the STKM, theckivg of rating_value ends with success and the
processing of STKM resumes.

If there is no level_granted for the rating_typetie Terminal , the user is authorized to viewdbetent. The
checking of rating_value ends with success angtbeessing of the STKM resumes.

Failure If there is a level_granted for the rating_typeatie Terminal and if it is less restrictive than théng_value
received in the STKM, the checking of rating_vaeres with failure. The Terminal MAY trigger a regtie
for a parental control PINCODE (if one is used)h@tvise the Terminal should indicate to the usat ke is
not allowed access the content.

Note that the term ‘more restrictive’ means tharéhare more constraints on having access to thieemd This typically
means the user age is higher. Note that actual mcah&alues of rating_value for certain rating_egpdo not always follow
a linear scale, either from less restrictive to enogstrictive or vice-versa. The corresponding dabiorder (from least
restrictive to most restrictive) is based on thaaetics of the individual rating values. An infative example can be found
in Table 130 in Appendix H.
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Note that the value for “not rated” or “undefinestiould be treated by default as “least restrictivailess its semantics is
explicitly stated by the rating scheme.

5.6 Layer 4: Traffic Encryption

Layer 4 corresponds to the BCAST 4-layer key hidrammodel and describes how to protect data. Theces considered
for the BDS delivery are streaming sessions ardddwnloads, for which service and content prodecis described in the
following sections.

5.6.1  Streaming Delivery
5.6.1.1 Service Protection of Streams

Broadcast streams that are signalled as havingcseprotection are securely delivered to authorimedrs. The service
protection mechanism protects streams only at ¢igaty time. The streamed content after the rerhof/aervice protection
can be stored in clear if post delivery contentgtion is not signalled.

For DRM Profile, Layer 4 protection is provideddhgh encryption. The encryption mechanisms areritestin Section 9
of this document.

5.6.1.2 Content Protection of Streams

Broadcast streams that are signalled (through gtiotélype value in Service Guide and protectiorrafeception value in
STKM) as having content protection may be recoraedefined in this specification. However, for netga material having
content protection, appropriate rights need tolitained via Rights Issuer.

For terminals using the DRM Profile, the appro@ikéy material can be requested based on the Pnagr&ervice ID.

As the content encryption key provides access ¢oroed content stored in the terminal, preventinguthorized access to
content encryption key is extremely important. Hoere the exact storage and handling of contentyption key in the
device is specific to an implementation.

5.6.2  File Delivery

5.6.2.1 Service Protection of Files

BCAST terminal and server MAY support download potion using DCF.

The same mechanism can be used to protect PDGFTitgs is optional for both terminal and server.

Service protection of download data uses IPsecGf Bncryption protocol. In case of DCF encryptioatocol, DCF file is
used as a container for ciphered file data. The P@fainer also identifies the keys used in pratgahe data.

Each file is encrypted using a single TEK, as drgldin Section 9.4.

If a file is transmitted in a FLUTE carousel, ttare key value of the TEK SHALL be used during thelg time the file is
transmitted using the same TOI in an ongoing FLI$&ESsion.

The correct TEK for decrypting and verifying theegrity of the download data is indicated by theyKefield in the Key
Info box.

For the DRM Profile, KeylD takes its value as folk

» If SEK is used for protecting STKMs, KeyID is dedih as the base64 encoded concatenation (serviceegtdEnsion ||
"" || TEK ID).
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+ If PEK is used in protectig STKMs and the PEK i¢ pmtected by an SEK, KeyID is defined as the 6dsencoded
concatenation (program_CID_extension || ;" || TBK

» If PEK is used in protecting STKMs and the PEK istpcted by an SEK, KeylD is defined as the basatebded
concatenation (service_CID_extension || ;" || paog CID_extension || ;" || TEK ID).

The RightsissuerURL MAY be indicated within the Kéyfo box in the KeylssuerURL, or MAY be indicatéd the
RightsissuerURL in the OMADRMCommonHeaders box.

5.6.2.2 Content Protection of Files
When using the DRM Profile, Content Protectionffles SHALL follow OMA DRM 2.0 specification [DRMC#2.0].

For audio or video content either the PDCF or ti&FDormats SHALL be used.

5.7 Recording

Please refer to Section 8 for details on recording.

5.8 SG Signalling

SG signalling is described in [BCAST10-SG]. Theexent fragments linking SG signalling to service aontent protection
are the Service, Content, Access, Purchase Iternh&se Data and Purchase Channel Fragments.

The Access Fragment describes how the service masgcbessed during the validity time of the acceagnfent. The
fragment links to Session Description and indicaéibesdelivery method. KeyManagementSystem elenumttifies the type
of KMS that can be used to contact the RI. Theevaltithis element for DRM Profile is oma-bcast-duki- The associated
attributes are ProtectionType and RightsissuerURie ProtectionType attribute specifies the protecttype (service
protection only, content protection only or bothrvége & content protection) offered by the DRM HRief The
RightslssuerURI specifies the URI of Rightsissimat should be contacted to obtain ROs.

The Purchase Channel Fragment represents a sysienwhich access and content rights can be purdiaséhe terminal.
The associated attribute RightsissuerURI specitiesidentity of the rights issuer associated wite BSM. For DRM
Profile, RightslssuerURI SHALL be specified.

For devices that support an interaction channel,RbrchaseURL in the Purchase Channel Fragmenifispebe URL to
which the interactive service provisioning messadefined in [BCAST10-Services] are to be addresggd.interactive
service ordering procedure will result in the detivof a ROAP trigger to the device, which in tuiges the trigger to initiate
a Rights Object Acquisition as specified in [DRMDRH.0].

For broadcast-only devices, the Purchase Chanmghios information on how to initiate an out-of-bapurchase. For an
overview of the purchase message flow, see [BCASAthitecture].

The Purchase Item fragment contains the GlobalRseltemID, used to refer to the services, servigalles or pay-per-
view programs when subscribing via the BSM.

The Purchase Data fragment contains additionalnmétion on how the purchase item can be subsctineDepending on
the chosen purchase data, the resulting LTKM waititain different access rights.

To identify the asset in the RO needed for a servica program, the following parameter is use®&@ baseCID. The
parameter baseCID is announced in the Service #agand Content fragment of the SG.

5.9 Usage Metering for DRM Profile

Extensions to OMA DRM v2.0 for usage metering appeathe OMA DRM v2.0 Extensions for Broadcast Soip
document [XBS DRM extensions-v1.0].
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6. Smartcard Profile

Caution: The term “Smartcard” is used in this doeat in the restricted sense specified in the defimprovided in Section
3.2.

6.1 Introduction

The Smartcard Profile is based on an existing #gcframework for service protection defined forobdcast/multicast
services based on smartcards defined by 3GPP MBBEPIP TS 33.246 v7] and may include the key prowisig

mechanism defined for 3GPP2 BCMCS [3GPP2 S.S0083-Rje solution requires an interactive channebltain key
material.

Two variants of the Smartcard Profile are definethis specification: the (U)SIM Smartcard Profiled the (R-)UIM/CSIM
Smartcard Profile. The two variants differ in thaywthat the Layer 1 key(s) are established (setoBe®.5 but are otherwise
the same (Layers 2, 3 and 4).

The following sections describe the four layershef 4-layer model key hierarchy, as well as thep@yisioning required to
access the first layer.

Section 6.4 briefly describes the provisioning bt tSmartCard Key (SCK). Section 6.5 describes SildescKey

Establishment. Section 6.6 details the structuk dadivery of the LTKM while Section 6.7 describtb®se of the STKM.
Section 6.8.1 and Section 6.8.2 describe how ttepta@ontent in case of streaming and file delivegpectively for both
service and content protection. Recording aspaetsdetailed in Section 6.9 while SG signallingiglained in Section
6.10.

6.2 Relationship between MBMS Security and the Smar  tcard
Profile

Appendix G provides a description of BCAST compifitibwith MBMS Smartcards and clarification of hoRCAST 1.0
enables the use of MBMS only Smartcards. As statme, the Smartcard Profile uses the key managedsdined by
3GPP MBMS [3GPP TS 33.246 v7]. To clarify the riglaship between the two specifications the follogviables provide a
mapping between the keys and key IDs used in [3GBP33.246 v7] and this specification. The remainderthis
specification uses the terminology defined for meartcard Profile.

Table 6: Mapping between MBMS keys and Smartcard Rufile Keys

MBMS key Smartcard Profile key
MBMS User Key (MUK) Subscriber Management Key (SMK)
MBMS Registration Key (MRK) Subscriber Request KBRK)
MBMS Service Key (MSK) Service Encryption Key (SEK)
MBMS Traffic Key (MTK) Traffic Encryption Key (TEK)

! The Smartcard also supports the concept of a Brodincryption Key (PEK); see Section 11.1 for farth
details.

Table 7: Mapping between MBMS key IDs and SmartcardProfile Key IDs

MBMS Smartcard Profile
Key ID Construction Key ID Construction
MUK ID MUK ID is received by combining IDi and IDwhere| SMK ID As for MUK ID

IDi is the identity of the initiator and the IDr ihe
identity of the responder. IDr is Bootstrapping| —
Transaction ID (B-TID) and IDi is the Network
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Application Function ID (without the Ua security
protocol identifier), as defined in [3GPP TS 33.246
V7).

MRK ID The B-TID is used as the username when MRKised| SRK ID As for MRK ID
as the password within HTTP digest and so can be
thought of as the MRK ID (although it is never defil
as such within the MBMS specification). See [3GPP
TS 33.246 v7] for further details.

MSK ID MSK ID is 4 bytes long and with byte 0 and| BEK/PEK ID As for MSK ID.
containing the Key Group part, and byte 2 and 3 Note that for the
containing the Key Number part. Every MSK |is Smartcard Profile,
uniquely identifiable by its Key Domain ID and MSK the Key Group part
ID where Key Domain ID = Mobile Country Code| || value 0x01 is
Mobile Network Code, and is 3 bytes long (see [3GPP reserved (see
TS 33.246 v7] for further details). Section 6.6.3).

MBMS reserves the
Key Group part
0x00 for future use.
This value SHALL
also be reserved for
the Smartcard
Profile.

MTK ID MTK ID is 2 bytes long sequence number asdused| TEK ID As for MTK ID
to distinguish MTKs that have the same Key Domain
ID and MSK ID. Every MTK is uniquely identifiable
by its Key Domain ID, MSK ID and MTK ID (seg
[BGPP TS 33.246 v7] for further details).

The Smartcard Profile BSM provides the functiomwatitat in MBMS is provided by the MBMS Broadcastifltast Service
Centre (BM-SC) security functions. As such the Spzad Profile BSM SHALL support the following MBMBM-SC
security functions:

» Key Management function
o0 Key Request function
o0 Key Distribution function
* Membership function

as defined in [3GPP TS 33.246 v7], with the modificns described in this specification. Note thHa Session and
Transmission functionality is not required to bpported by the BSM as this functionality is provddey the BSDA.

MBMS uses the Generic Bootstrapping Architectur8AF[3GPP TS 32.220] to establish a MUK and MRKvbeen the
BM-SC, an instance of a GBA Network Application Etion (NAF), and the USIM/terminal. GBA requireseth
implementation of a Bootstrapping Server FunctiB8K) to enable the bootstrapping procedure requoeasstablish MUK
and MRK. Within this specification the (U)SIM Srteard Profile BSM is assumed to support BSF fumetidy required to
establish SMK and SRK, which are equivalent to Mi8MS MUK and MRK respectively. However, the BSF yniae
shared between the BSM NAF and NAFs for other sesvi

The (R-)UIM/CSIM Smartcard Profile derives SMK aB@&RK from the SmartCard Key (i.e. RK) pre-provisidnen the
(R-)UIM/CSIM and in the BCMCS Subscription Manag&M) function. Within this specification the (RH)W/CSIM
Smartcard Profile BSM is assumed to support thef@Mtionality requied to establish SMK and SRK.

Smartcard Profile terminals SHALL support the kegnagement functionality specified for MBMS termiyas defined in
[B3GPP TS 33.246 v7], with the modifications desedilin this specification.
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(U)SIM Smartcard Profile Smartcards (i.e. (U)SINMBJALL support all key management functionality sfied for MBMS
capable (U)SIMs, as defined in [3GPP TS 31.102ard] MAY support the additions and modificationsafigsed in this
specification.

(R-)UIM/CSIM Smartcard Profile Smartcards SHALL st the key management functionality specified KBMS
capable (U)SIMs related to the processing of MBMSKvand MTK messages , as defined in [3GPP TS 33af? MAY
support the additions and modifications descrilmettiis specification. (R-)UIM/CSIM Smartcard Prefitsmartcards SHALL
support the functionality defined in [3GPP2 S.S08830 derive the Temporary Key (TK) and Authentica Key (Auth-
Key), which correspond to the SMK and SRK respetyivirom the pre-provisioned Registration Key (RK)

The SEK/PEK ID are mapped to the MSK ID as desdriinethe above table. The SEK/PEK ID SHALL complith the
following rule:

Within a Key Group (i.e. SEKsS/PEKs with the sameyKeroup part of the SEK/PEK ID), the Key Number tpafr the
SEK/PEK ID SHALL increase for every new SEK/PEK digy the BSM. This guarantees that, within a sarag &roup, a
SEK/PEK ID will have a Key Number part greater thiha Key Number part of a SEK/PEK ID belonging tpraviously
delivered SEK/PEK.

6.3 Use of the Smartcard Profile for Various BDS Ar  chitectures
Different BDS architectures can be used with the®oard Profile using MBMS key management. The $caad Profile is

applicable to cellular based BDS architectureschvimatively can use a point-to-multipoint or pdiotpoint bearer, and also
to broadcast-only BDS architectures with the addai support of a cellular interaction channel.

6.3.1  Smartcard Profile using a pure Cellular Based BDS

In the pure cellular based BDS case, both multibestidcast and unicast bearers are available.

OMA BSDA OMA BSM
iy Ui
Encrypted STKM (¥) LTKM Ii?):/\ﬁsciinin & Authentication &
service / delivery deliver Registratior? shared secret
content key establishment
delivery
Cellular based BD$
A 4 A y
Ly Point to multipoint Point to point bearer
bearer (e.g: MBMS) (e.g: 2.5G, 3G)
r s A A
Encrypted service STKM (¥) LTKM . . Authentication &
content delivery delivery deliver Registration shared secret
key establishment
A 4 A 4 A 4 A y

Terminal with (U)SIM or (R-)UIM/CSIM,
and cellular radio interface

(*) Short-term key message may be delivered oveptiint-to-point bearer instead.

Figure 2 — Pure Cellular based BDS Scenario

As a clarifying note for the scenario shown inréhmay exist one or more broadcast service prosjasch represented by a
separate instance of the BSM. One of these brgadeavice providers also serves as the cellulas BBtwork operator,
such that the BDS-SD is functionally integratedwtie BSDA and BSM.

A basic overview of the operations of the Smartd¢mafile in this scenario is as follows:
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* Broadcast Service Discovery: A user selects a predeservice on the BCAST service guide availabier the cellular
based BDS.

» Authentication and Subscriber Key EstablishmentisTéorresponds to Layer 1 of the BCAST 4-layer nhddsy
hierarchy and takes place via the point-to-poirgree See Section 6.5 for details of how Authexttitimn and Subscriber
Key Establishment is handled for the two variarithe Smartcard Profile.

e LTKM Delivery: This corresponds to Layer 2 of th€BST 4-layer model key hierarchy. After Layer 1 &dave been
established between the BSM and the Smartcardftatrand the terminal has subscribed to one or reereices, the
terminal may request the relevant LTKMs from theMBSor alternatively, the BSM may send them autoowly.
LTKMs are delivered by the BSM to the terminal, i@ point-to-point bearer. The construction, dsiyw and
processing of Smartcard Profile LTKMs is explaime&ection 6.6.

» STKM Delivery: This corresponds to Layer 3 of theé&ST 4-layer model key hierarchy. STKMs are useddliver the
TEKs and may be delivered over the point-to-multipdoearer or the point-to-point bearer to the feah The
construction, delivery and processing of Smartéaafile STKMs is explained in Section 6.7.

e Access to protected content: This corresponds Vel 4 of the BCAST 4-layer model key hierarchy. Tedular based
BDS delivers a service, e.g. a file download oceatning session, which may be transmitted over ¢lalar network in
unicast, multicast or broadcast mode.

6.3.2 Smartcard Profile using a broadcast BDS and ¢ ellular interactive
channel

In a mixed or hybrid scenario (e.g. IPDC over DVB+Hellular interaction channel) a pure broadcd38Bs complemented
with an additional interaction channel given bye#ludar network.

OMA BSDA OMA BSM
<« | NAF |<_,| BSF or
| SM
Authentication &

Encrypted STKM ()] LTKM Service shared secret
service / delivery delivery Provisioning & | key establishment
content Registration
delivery

A 4 A 4

Broadcast only BDS Cellular interaction
(e.g: DVB-H) channel (p-t-p bearer
e.g: 2.5G, 3G)

A A A

Authentication &

*
S:ﬁ,%gt/ed STKM *) I&l—llfv helzlry Registration | shared secret
content delivery key establishment
delivery v v v v

Terminal with (U)SIM or (R-)UIM/CSIM,
and DVB-H radio interface

(*) Short-term key message may be delivered ovec#ilular interaction channel instead

Figure 3 — Broadcast-only BDS with Cellular Interadion Channel Scenario, using either GBA or derivatn of Layer
1 Key from RK

The same clarification note as indicated for appliere as well.
A basic overview of the operation of the BCAST Stoard Profile in this scenario can be the following

» Broadcast Service Discovery: As for cellular BD®wbbut available over the broadcast BDS (e.g. [PR& DVB-H).
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« Authentication and Registration: As for cellular 8@bove i.e. via the cellular interaction channel.
e LTKM Delivery: As for cellular BDS above i.e. viae cellular interaction channel

e STKM Delivery: As for cellular BDS above but STKNisay be delivered over the broadcast only BDS (€DC over
DVB-H) or via the cellular interaction channel.

» Access to protected content: As for cellular BD8wabbut available over the broadcast BDS (e.g. |IPR& DVB-H).

6.4 Use of Pre-provisioned Keys

The Smartcard Profile uses a pre-provisioned s&enet the “SmartCard Key” (SCK) - stored on thedstoard to establish
the shared Layer 1 key(s) between the BSM and thart8ard/terminal, as described in Section 6.5e $BK corresponds
to the authentication key “K” stored on 3GPP comuliUSIMs [3GPP TS 31.102 v7], to the authenticatiey “Ki” on
3GPP compliant SIMs [3GPP TS 31.111 v9.1.0], andhw key “RK” on 3GPP2 compliant (R-)UIM/CSIMs [3BGP
C.S0023-C] or CSIM [3GPP2 C.S0065-0].

How the SCK is provisioned is out of scope of 8pegcification.
6.5 Layer 1: Subscriber Key Establishment
6.5.1  Subscriber Key Establishment using a (U)SIM

This layer enables the establishment of two sh&esd to secure communiction between the BSM andetminal: The
Subscriber Management Key (SMK), which is usedrtigrt the delivery of SEK/PEKs within LTKM froméBSM to the
terminal, and the Subscriber Request Key (SRK)ctis used to secure communication between theénatand the BSM.
The SMK corresponds to the MBMS User Key (MUK) vehthe SRK corresponds to the MBMS Request Key (MRK)
where the MBMS keys are as defined in [3GPP TS4B\W].

The (U)SIM Smartcard Profile is based on MBMS siguwand therefore SMK and SRK are derived by rugrtine GBA
bootstrap procedure, as defined in Section 6.1rg<BA for MBMS” of [3GPP TS 33.246 v7]. In pauiar, the Ua
protocol used for this GBA procedure is the Ua @ecot defined for MBMS. The Ua protocol value idided in annex H.3
of [3GPP TS 33.220 v6]: (0x01 0x00 0x00 0x00 0xQ1: security protocols according to [3GPP TS 33246 Appendix
J describes a method to derive the Zn URL (the tRWvhich Zn requests are directed when Zn is owds services) used in
the GBA procedure when a shared NAF and many B&~sised. The relationship of the BSM to the GBAMN#nd BSF
elements is described in Section 4.1.4.2.

6.5.2  Subscriber Key Establishment using a (R-)UIM/ CSIM

BCMCS uses pre-provisioning to establish a uniq@8-lit Registration Key (RK) in the (R)-UIM/CSIM dnthe

Subscription Manager (a functional entity, SM) ptio providing service. This is referred to as 8martCard Key (SCK)
within this specification. The SM performs accangt authentication and authorization for BCMCS.eTBM also
calculates the "Auth-Key", derived from the RK, waihiis used to secure communication between thernefland the BSM.
(The RK is functionally equivalent to the SMK antierefore, the MUK in MBMS. The "Auth-Key" is futionally

equivalent to the SRK and, therefore, the MRK in MiB) The SM may be the subscriber's home AAA (HA)Aor an

independent entity.

6.6 Layer 2: Service Provisioning and LTKM Delivery

To access a protected service a terminal must rotit@ necessary LTKM(s). To receive the LTKM(s) tkeminal must
subscribe to or purchase a BCAST purchase itemscBiption MAY be achieved using one of the follogilservice
Provisioning messages, as defined in [BCAST10-8esli

» “Service Request”

* “Token Purchase Request”
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Alternatively, subscription MAY be achieved via ethchannels, e.g. the user may subscribe to thaecsevia a web
portal/shop (see Section 6.10.3 for more details).

The BSM SHALL authenticate the sender of the SerRcovisioning or Registration message(s) senthbytérminal, by
following the HTTP DIGEST authentication procedaefined in section 6.3.2.1A of [3GPP TS 33.246 é/y. the BSM
shall ensure that a valid SRK is used for in theTHTDIGEST authentication. If authenticated is sestd the request
SHALL be acknowledged using an HTTP 200 OK messhigge that the requirement for a valid SRK alsouees that a
valid SMK has been established.

The Smartcard profile procedures for which this IFTDIGEST authentication applies SHALL be: Pricimgormation,
Service Request, Subscription Renewal, Unsubseniplioken Purchase, Account Inquiry, LTKM Requ&sgistration and
De-registration.

The terminal SHALL authenticate itself to the BSMthe first request of the concerned procedure neter it assumes to
hold the valid authentication credentials for thalm in scope. In this case, the terminal SHOULBP insdigest-response of
Authorization header the nonce provided by “nexti@ndirective in last Authentication-Info responseeived for this
realm, or if “nextnonce" directive not present at supported, SHALL use the nonce provided by “mdrdirective in last
digest-challenge received for this realm.

HTTP DIGEST authentication directives SHALL be sfied as follows:

» the “realm” directive in digest-challenge SHALL ¢aim two parts delimited by the "@" sign. The fipstrt is the
constant string "3GPP-bootstrapping” (when SMK 8RK where established using GBA_ME) or "3GPP-
bootstrapping-uicc" (when SMK and SRK where estiigld using GBA_U), and the latter part shall beRQ®N
of the BSM (NAF).

» the “stale” directive SHALL be included in digedtatlenge and set to “TRUE” to indicate to termittedt the
request digest in digest-response (and consequeatythe username B-TID/NAI and password SRK)giglv but
the nonce used for this digest is stale. The ah8HOULD then retry to send the request usingéndigest-
response the nonce value provided in digest-chgdlen

» the “gop-options” directive SHALL always be speediin digest-challenge, with possible values “auh”auth-
int”. Consequently, “chnonce” and “nonce-count” diiees SHALL always be specified in digest-response

» the “nextnonce” directive MAY be specified in Autitication-Info header.

Following a successful service registration, theKMB corresponding to the services to which the teaiis subscribed
SHALL be delivered by the BSM to the terminal aseault of a push or pull procedure as defined utises 6.3.2.2 and
6.3.2.3 of [3GPP TS 33.246 v7]. This provides supfoy the scenarios described below:

 The BSM MAY push an LTKM to the terminal in order provide a new SEK/PEK to a terminal. Pushing LT&KM
to registered terminals allows the BSM to spreaddélivery of SEKs/PEKs required by a large nundfarsers to
manage network congestion, e.g. the BSM determites the LTKM is pushed to the terminal.

The “Registration” message, as defined in [BCASBHdvices], SHALL be sent by the terminal after the
application is started and the terminal re-esthbisconnectivity to the interactive network asdeciawith its
service provider. In addition, the “Registration’essage SHALL be sent by the terminal in responsae BSM
Solicited Pull Procedure where the BM-SC Solicifadl message is formatted according to Sectior3&@&low.
This message indicates to the BSM that the term@abailable to receive any LTKMs that it may hawessed
while it was unreachable. Note that when a termésshblishes connectivity with an interactive netwbat is not
associated with its service provider, e.g. in tagecof roaming between cellular networks, the teaimAY send
the Registration message.

The sending of the “Registration” message also ressthat the terminal establishes the necessacpiRectivity
required to enable the BSM to push the LTKM(s) oHPP. Note that the “Registration Request” message
corresponds to the MBMS “User Service Registratim@ssage, as defined in [3GPP TS 33.246 v7].
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When the BSM wishes to push an LTKM, if the netwiwlable to retrieve a valid IP address for thenteal, the
LTKM can be pushed over UDP. Otherwise, the BSM ose the BSM Solicited Pull Procedure Initiatioreov
SMS Bearer feature described below to deliver thKM.

e The terminal SHALL request the LTKM associated tpaaticular service when the terminal realises th&ias
missed an LTKM update, e.g. due to being out ofecage. The terminal SHALL use the “LTKM Request”
message, as defined in [BCAST10-Services], to r&qtlee missed LTKM. Note that the “LTKM Request”
message corresponds to the MBMS “MSK Request messagjdefined in [3GPP TS 33.246 v7].

 The BSM MAY trigger the terminal to request theremt LTKM for a particular service. This process/8H be
as defined for the “BM-SC solicited pull proceduie”section 6.3.2.2.4 of [3GPP TS 33.246 v7]. Tbkcied pull
procedure can be used to provide a means to ugfaterminal with a new SEK when:

o the SMK is no longer valid, e.g. the BSM can resptm the “Registration Request” message from the
terminal with an HTTP 401 WWW Authenticate messdlgereby initiating a new run of GBA,

o the terminal is not trusted to provide acknowledgtmef LTKM delivery, e.g. with the solicited pull
procedure the BSM can assume successful delivetiieifterminal does not repeat the “Registartion
Request” message;

o the UE has just registered to a User Service, asdsto initiate the delivery of the SEK/PEK

The BSM SHALL NOT send a BSM solicited pull proceglinitiation message to a terminal deregistereti thiis
BSM, regardless of the bearer in use for this gfomessage (UDP or SMS).

A terminal SHALL ignore a received BSM solicitedligorocedure initiation message if BCAST cliennhist started
or if the terminal is currently not registered withe BSM identified by MIKEY IDi payload (i.e. teimal
deregistered with this BSM, or never registeredhviitis BSM), regardless of the bearer used for thjie of
message (UDP or SMS).

The terminal SHALL send the LKTM request to a RexjtléRI compliant with [3GPP TS 33.246 v7] sectio2 G,
that SHALL be structured as follows:

http:/ADi/keymanagement?requesttype=msk-request

wherelDi is the BSM FQDN carried in the MIKEY IDi payload the LTKM initiating the procedure (for the
(U)SIM Smartcard Profile, IDi payload = NAF_Id wiht the Ua security protocol identifier). As spéaif in
[BGPP TS 33.246 v7], the terminal MAY add additiod®| parameters to the Request-URI.

When a terminal has successfully unsubscribed feoBCAST service using an “Unsubscribe Request’dafined in
[BCAST10-Services], or via other means like a wkbps the BSM MAY invalidate the SEK/PEKs on thenéral that are
associated with the relevant purchaseltemID and dh@ not used by any other purchase items to wtiiehdevice is
subscribed. The BSM invalidates SEKs/PEKs by sandim LTKM with invalid Key Validity data, i.e. thiewer bound is
greater than the upper bound, where the boundsedife allowed range of either TEK or TimeStampuesal

Note that once a purchaseltemID has expired, he.content associated with this purchaseltem|Dlegsn broadcast, the
terminal SHALL remove the purchaseltemID from allbsequent “RegistrationRequest” and “Deregistratiequest”
messages, as defined in [BCAST10-Services], seiet®SM.

Table 8 below shows the MIKEY message format used TKMs in the Smartcard Profile. The messagecttre SHALL
be identical to the MIKEY message used by MBMS ¢bvir the MBMS Service Key (MSK) (defined by [3GHFB 33.246

v7]) apart from the addition of the (optional) EXBICAST payload as defined in [RFC5410]. The EXT BfJApayload is
described in Section 6.6.4.

Table 8: The Logical Structure of the MIKEY Messageused for LTKMs. The use of brackets is accordinga section
1.3 of RFC 3830 (MIKEY)

Common HDR

EXT MBMS
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{EXT BCAST}

*

TS

MIKEY RAND

IDi

IDr

{SP}

KEMAC

* The TS (timestamp) field in the LTKM pertainsistly to the LTKM, for the purpose of LTKM replajetection. It is not the same timestamp
that exists in the STKM (the latter serves for agpletection of STKMs).

The structure of the EXT MBMS payload, depicted able 8 above, is defined in Section 6.4.4 “Genexé&nsion payload”
of [3GPP TS 33.246 v7] and reproduced below forvearrence. For the Smartcard Profile LTKM the EXT MB payload
is the extension payload defined in [3GPP TS 33w46or use with MBMS MIKEY MSK message.

Table 9: The Logical Structure of the EXT MBMS Paybad

Key Domain ID sub-payload

Key Type ID sub-payload (MSK ID)

All fields in the Smartcard Profile LTKM, with thexception of the EXT BCAST payload and the modifmas defined in
this section, SHALL be populated as defined in [BGPS 33.246 v7] for the MBMS MSK message. The nirags
described in Section 6.2 for the Smartcard Prgfdeameters SHALL be used, i.e. SEK/PEK ID is mappedSK ID and
SEK/PEK is mapped to MSK.

All fields in the BCAST MIKEY LTKM SHALL be populad as defined in [3GPP TS 33.246 v7] with the abhoepping
for BCAST parameters. BCAST MIKEY LTKM messages/AH be transported to UDP port number 4359, regéste
with IANA under the name “omabcastltkm”.

The EXT BCAST for LTKMs SHALL be populated as defthin Section 6.6.4. If the LTKM message incluttess EXT
BCAST payload and the security_policy_ext_flagés ® LTK_FLAG_TRUE or the consumption_reportingdlis set to
LTK_FLAG_TRUE, then the Key Validity data subfietif the KEMAC payload in the LTKM defines the Key Nty

interval for the SEK/PEK in terms of a specifieteival of STKM Timestamp values:

From (32-bits): Lower limit of STKM Timestamp (“TiSw")
To (32hits): Upper limit of STKM Timestamp (“TS i)

It should be noted that the use of STKM Timestaitapdefine Key Validity, as described above, is aia®on from the
MBMS Security specification.

It should be noted that [3GPP TS 33.246 v7] omitspecify the ID type of IDr and IDi payloads. F®CAST 1.0, the
following applies:

* The ID type of IDi payload SHALL NOT be interpretbg the terminal and the Smartcard, and

« the ID type of IDr payload SHALL be set to NAI, #3r payload contains a B-TID and B-TID is generated
format of NAI according to [3GPP TS 33.220 v6].

SP is present only when the LTKM addresses a strepservice which uses SRTP (unless empty mapead as defined in
Section 6.7.4). If the LTKM message does not idelthe EXT BCAST payload or when the security polext_flag is set
to LTK_FLAG_FALSE and the consumption_reportinggflset to LTK_FLAG_FALSE, the standard Key Valididgta is
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constructed as per [3GPP TS 33.246 v7], i.e. the Walidity data subfield in the KEMAC payload isfaeed in terms of
sequence number interval (i.e. lower limit of MTB &nd upper limit of MTK ID, where MTK ID is a 16tb identifier).

6.6.1 LTKM Related Terminology
In the sections below, the following terms are ueed. TKM:

Resending checkResending LTKMs with the same key material isvaéd provided the 32-bit counter timestamp in tBe T
field is increased, as mandated by MBMS [3GPP T.343v7].

LTKM replay detection processing or verification: This procedure is used to detect replay attacksLTKMs. This
procedure operates by comparing the TS field inLfiKM with the corresponding LTKM replay detectimounter in the
secure function. Detection of an LTKM replay imegl a replay attack and the secure function SHAIscatd the LTKM
and send an error message as defined in Sectioh%.6

LTKM replay detection (or freshness failure) This occurs when the LTKM contains a TS fielduealwvhich is less than or
equal to the current LTKM replay detection counter.

Message validation The LTKM Message Validation check consists of #eeification of integrity of the LTKM message,
using the SMK. This procedure is equivalent to thedcribed in the section 7.1.1.6 for MSK messaf¢3GPP TS 31.102
v7].

Play-back counter. An internal counter in the secure function thattains the number of play-backs authorized.
SEK/PEK key group: A group of SEK/PEKs that are identified by thengaKey group part of the SEK/PEK ID. The
SEK/PEK key group is uniquely identifiable by iteyKDomain ID and Key group part of the SEK/PEK ID.

6.6.2 BSM Solicited Pull Procedure Initiation over SMS Bearer

The first message in the BSM solicited pull progedieferenced in Section 6.6 is sent over UDP,ireguthe terminal to

have a valid IP address. In networks in which itreat be guaranteed that terminals maintain a uidddress the BSM
MAY trigger a solicited pull procedure by sending BKM over SMS to the terminal. That LTKM SHALL NOihclude an

MSK, but it SHALL be encoded according to this sfieation, with MSK ID Key Number part = 0, KEMACHEr Data Len

=0, and V-bit in HDR not set. The SMS SHALL sayisifie following conditions:

e The SMS carries a WAP connectionless push (WDP/\&f&®ding) as defined in [OMA Push] ;

» The WSP content type header contains the Contepé Tpde registered by OMNA for ‘application/mikeye. the
binary value 0x52;

* The WSP X-Wap-Application-Id header contains theaby code registered by OMNA for the PUSH ApplioatilD
identifying the BCAST Push client, as specifiedBCAST10-Distribution].

The terminal SHALL process this LTKM carried ovevlS exactly as it processes the LTKMs carried ovBPUhat initiate
a BSM solicited pull procedure. That means the agssSHALL trigger the terminal to request the autriglSK for the
specified Key Group over UDP, and the terminal SHAend the LKTM request to the Request-URI spedifie Section
6.6 for the case of BSM solicited pull proceduriéated over UDP.

Support for this BSM solicited pull procedure iatton over SMS bearer is:
» for the BSM: optional;

» for BCAST terminal: mandatory if Smartcard Profilging (U)SIM is supported, optional otherwise.

6.6.3 BSM Solicited Pull Procedure to Initiate the Registration Procedure

If the terminal receives a BSM Solicited Pull megsaormatted as defined in [SGPP TS 33.246 V&t tlontains an MSK
ID Key Group part = 1, the terminal SHALL initiate Registration procedure [BCAST10-Services] wita MBMS User
Service ID = “oma-bcast-allservices” and SHALL send an LTKM Request. Note that according to [3GBFRB3.246 v7]
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the MSK ID Key Number part in a BSM Solicited Polessage SHALL always be set equal to 0. The BSNtigsal Pull
message used to initiate the Registration proce8HLL therefore contain an MSK ID where the Keyo@Gp part set equal
to 1 and Key Number part are set = 0. There ishange in the processing required by the Smartca.dthe message is
processed as a ‘normal’ BSM Solicited Pull message.MSK ID Key Group value ‘1’ SHALL be reserved BCAST and
SHALL not be used for live services.

The BSM SHALL NOT send a BSM Solicited Pull messagen terminal deregistered with this BSM, regasdlef the
bearer in use for this type of message (UDP or SMS)

A terminal SHALL ignore a received BSM Solicited|Pmessage if the BCAST client is not started othié terminal is
currently not registered with the BSM identified BYKEY IDi payload (i.e. terminal deregistered withis BSM, or never
registered with this BSM), regardless of the beased for this type of message (UDP or SMS).

The terminal SHALL send the Registration requesh tRequest-URI compliant with [3GPP TS 33.246 \aftion G.2.1,
that SHALL be structured as follows:

http:/1Di /keymanagement?requesttype=register

wherelDi is the BSM FQDN carried in the MIKEY IDi payload the LTKM initiating the procedure (for the (U)SIM
Smartcard Profile, IDi payload = NAF_Id withoutetla security protocol identifier). As specified[BGPP TS 33.246 v7],
the terminal MAY add additional URI parametershe Request-URI.

Note: the BSM Solicited Pull procedure can onlyused after the keys SMK and SRK have been establibbtween the
terminal and the BSM, i.e. after GBA has been run.

BSM Solicited Pull message delivery over UDP SHAL4 supported by both BSM and BCAST terminal.
Support of BSM Solicited Pull message delivery dsbtS bearer is as follows:

» for BSM: OPTIONAL;

o for BCAST terminal: MANDATORY if Smartcard Profilesing (U)SIM is supported, OPTIONAL otherwise.

When the SMS bearer is used, the BSM Solicited Rissage SHALL be encoded and transported likentessage
initiating a BSM Solicited Pull procedure over SNb8arer, specified in Section 6.6.2. Actually, teeminal can only
distinguish between the two types of messagesdiirg at the value of MSK ID Key Group part (setltor to other value).

6.6.4 EXT BCAST for LTKM

To include Smartcard Profile specific informationliTKMs that can not be supported by the MBMS MSKssage, a new
MIKEY Extension payload MAY be included in the LTKMhis payload is referred to as the EXT BCASTL®KMs. The
EXT BCAST for LTKMs is used to transport additiorialormation governing the use of the SEK/PEK aatnvithin the
LTKM. The EXT BCAST for LTKMs enables the followinfginctionalities:

0 Subscription to live services
o Pay-Per-View access to a live event (PPV)

o Pay-Per-Time (PPT) access to a live service ordetbcontent, whereby the amount of time is govkinethe
number of TEKSs that can be decrypted

0 Unlimited playback of recorded content

o Pay-Per-Play (PPP) access to recorded contentetwhéine maximum number of times the content capldnged
back is possible can be set by the service provider

0 Send tokens to be added to a purse

0 Service/program termination for a user and SEK/PEKey deletion
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Table 10: Smartcard Profile LTKM Extensions and Suported Modes of Operation

Security policy LIVE PLAYBACK  Subscription PPP PPT Tokens support
extension support support !/ PPV support support
support
0x00 X X X (live_ppt_purse)
0x01 X X X
(playback_ppt_purse)
0x02 X X X (user_purse)
0x03 X X X (user_purse)
0x04 X X
0x05 X X
0x06 N/A N/A N/A N/A N/A N/A
0x07 X X
0x08 X X X(user_purse)
0x09 X X X(user_purse)
Ox0A N/A N/A N/A N/A N/A N/A
0x0B N/A N/A N/A N/A N/A N/A
0x0C X X
0x0D X X

The BSM and BSD/A SHALL support the use of the EBTAST for LTKMs. The terminal SHALL support theausf the
EXT BCAST for LTKMs. A BCAST Smartcard SHALL suppahe use of the EXT BCAST for LTKMs and SHALL
support the use of security policy extension 0x04.

As MBMS MIKEY implementations will ignore the EXT®AST payload, if the BSM / BSD/A sends a LTKM td/dMS
only Smartcard, the LTKM MAY include the EXT BCASPpayload, in which case the security_policy ext ,(flag
consumption_reporting_flag, and access_criterig SBALL be set to LTK_FLAG_FALSE. In all casesvitnich the BSM

/ BSD/A sends a LTKM to a MBMS only Smartcard, ¢ data payload SHALL define the Key Validity inte for the
SEK/PEK in terms of a specified interval of 16 BEK ID values.

In all cases in which the BSM / BSD/A sends a LTkdva BCAST Smartcard, the LTKM SHALL include the EBCAST
payload, the security_policy_ext_flag SHALL be 82t TK_FLAG_TRUE and the KV data payload SHALL defithe Key
Validity interval for the SEK/PEK in terms of a gjiféed interval of 32 bit STKM Timestamp values.

How the BSM / BSD/A determines the capabilitiestef Smartcard that it addressing is implementajmecific.

The EXT BCAST payload is an instance of the Genexréénsion Payload for MIKEY defined in section Bdf [RFC3830]
and reproduced below for convenience:

Table 11: Logical Structure of the MIKEY General Extension Payload

Next Payload
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Type

Length

Payload Data

For the EXT BCAST for LTKMs the MIKEY General Exteinn Payload fields SHALL be populated as definelbvy:

Next Payload(8 bits): This field SHALL be populated as definadRFC3830].

Type (8 bits): This field defines a new type for MIKEN addition to the existing types for MIKEY. Thewé¢ype is hamed
“OMA BCAST STKM/LTKM MIKEY General Extension” andsi assigned the value of 5.

Length (16-bits): This field SHALL be populated as defina [RFC3830]. No change is required.

Payload Data (Variable length): The Subtype is equal to 1 arel 8ubtype specific data SHALL be populated with the

Smartcard Profile LTKM Management Data as defimediable 12.

Table 12: Format of Smartcard Profile LTKM Management Data

Smartcard Profile LTKM Management Data Length (bits) Type
LTKM_management_data() {
protocol_version 4 uimsbf
security_policy ext flag 1 bslbf
consumption_reporting_flag 1 bslbf
access_criteria_flag 1 uimsbf
terminal_binding_flag 1 bslbf
if (security_policy _ext flag == LTK_FLAG_TRUE) {
security_policy_extension 8 uimsbf
purse_flag 1 bslbf
reserved_for_future_use 7 uimsbf
if security_policy extension == 0x00 || 0x01 || 0x02 || 0x03|] 0x08 || 0x09) {
cost_value 16 uimsbf
}
if security_policy_extension == 0x0C) {
add_flag 1 bslbf
keep_credit_flag 1 bslbf
number_TEKs 22 uimsbf
}
if security_policy _extension == 0x0D) {
add_flag 1 bslbf
number_TEKs 23 uimsbf
}
if (security_policy _extension == 0x07) {
add_flag 1 bslbf
number_playback 7 Uimsbf
if (purse_flag == LTK_FLAG_TRUE) {
purse_mode 1 bslbf
token_value 31 uimsbf
}
}
if (access_criteria_flag == LTK_FLAG_TRUE) {
reserved_for_future_use 8 bslbf
number_of access_criteria_descriptors 8 uimsbf
access_criteria_descriptor_loop() {
access_criteria_descriptor()
}
}
if (terminal_binding_flag == LTK_FLAG_TRUE) {
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terminalBindingKeyID 32 uimsbf
permissionsissuerURILength 8 uimsbf
permissionsissuerURI 8*permissionsissuerURILength bslbf

}

if (consumption_reporting_flag == LTK_FLAG_TRUE) {
security_policy_extension 8 uimsbf

}

}
6.6.4.1 Constant Values

LTK_FLAG_FALSE 0
LTK_FLAG_TRUE 1

6.6.4.2 Coding and Semantics of Attributes
protocol_version(4 bits): This field indicates the protocol versiof this LTKM.
The terminal SHALL ignore messages that have apabt version number it doesn’t support.

If the protocol version is set to 0x0 the formagafied in this version of the specification SHAbk used. If set to anything
else than 0x0, then the format is beyond the sobgas version of the specification.

security_policy_ext_flag(1 bit): This field indicates whether or not a ety extension payload is carried in this LTKM.

LTK_FLAG_FALSE | Indicates no security extension mead is present and the MBMS security policy in isec6.5.3
“MSK processing” in [3GPP TS 33.246 v7] applies.

LTK_FLAG_TRUE | Indicates a security extension pagas present and that a Smartcard Profile spes#aurity policy
associated with the security_policy_extension aspli

Specifically, if the security_policy_ext_flag is u] to LTK_FLAG_TRUE, the counter in TS field in BWMs is used to
detect replay attacks and facilitate key validisgadcheck (both procedures associated with the Ve the TEK ID field
of the EXT MBMS payload is used to detect the rdsgnof the same TEK.

consumption_reporting_flag (1 bit): This field indicates whether or not a comgption reporting payload is carried in this
LTKM. If the consumption_reporting_flag is equal toTK_FLAG_TRUE, the security policy_ext flag and eth
terminal_binding_flag shall be set to LTK_FLAG_FAESthe V bit in the common header of LTKM SHALL bet equal to
0, and a consumption reporting message (as defingé®.7.8) SHALL be sent by the terminal to theMBS

terminal_binding_flag (1 bit): This field indicates whether or not tenad binding applies for the STKM streams protected
by the SEK or PEK transported in this LTKM. LTK_FGA FALSE indicates it is not used, LTK_FLAG_TRUE icates it
is used.

security_policy_extension(8 bits): This field indicates the security _poliextension (SPE) to associate to the SEK/PEK
contained in the LTKM. The following table descibihe semantics of the different security_policyeagion values. The
processing of the LTKM and STKM related to the si#gupolicy extension is described in Sections B.6nd 6.7.3,
respectively.

In the following descriptions the permission asateil to a SEK/PEK is only granted if the TS valu¢hie received STKM
is within the range of the key validity (KV) datasaciated to an instance of the SPE stored inrtregtSard.

All LTKM security policy extensions giving permissis are valid within a time window defined by th¥ Kata.

A cryptoperiod corresponds to the lifetime of a TEK
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Table 13: security_policy_extension (SPE) Values

ge

Value Description

0x00 Service Token Pay Per Time (PPT) LIVE
Permission to access a live service provided tieetare enough tokens in the live_ppt_purse. Ttoésas are
valid for a specific service. Tokens may be sethenLTKM.
For every cryptoperiod, the purse is decreasedcbygt” value” tokens. If insufficient tokens are &falie, the
user is unable to access the live service untiitiaél! tokens are obtained.

0x01 Service Token Pay Per Time (PPT) PLAYBACK
Permission to access recorded content related ser@ce provided that there are enough tokens @
playback_ppt_purse. These tokens are valid foeaiBp service. Tokens may be sent in the LTKM.
For every cryptoperiod, the purse is decreasedcbygt” value” tokens. If insufficient tokens are &fale, the
user is unable to access the recorded contentadditional tokens are obtained.

0x02 User Token Pay Per Time (PPT) LIVE
Permission to access live services, provided tiratet are enough tokens in the user_purse. Thesadake
valid for all services. Tokens may be sent in thi&M.
For every cryptoperiod, the purse is decreasedcbygt” value” tokens. If insufficient tokens are &fale, the
user is unable to access the live service untiitiatiél tokens are obtained.

0x03 User Token Pay Per Time (PPT) PLAYBACK
Permission to access recorded content relatedtices, provided that there are enough tokenseruter_purse|.
These tokens are valid for all services. Tokens beagent in the LTKM.
For every cryptoperiod, the purse is decreasedcbgt” value” tokens. If insufficient tokens are &falie, the
user is unable to access the recorded contentadditional tokens are obtained.

0x04 Subscription and Pay Per View (PPV) LIVE
Permission to allow access to a live service.

0x05 Unlimited PLAYBACK
Permission to allow the unlimited playback of retamt content related to a channel

0x06 Reserved for future use

0x07 Pay Per Play (PPP) PLAYBACK
Permission to playback a piece of recorded corgtesgtt number of times.
When a user accesses the recorded content theymensne playback "permission”. Playback is no lor
possible when there are no playback permissions lef

0x08 User Token Pay Per View (PPV) LIVE

Permission to access a live PPV event, providetthiese are enough tokens in the user_purse. Ttbkeas are
valid for all services. Tokens may be sent in ti&M.

When a user starts to access the service duringlitved period, he/she consumes a pre-defined aumb
tokens (the cost_value) from the user_purse. liffigent tokens are available the user is unabladcess thg
PPV event.
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0x09 User Token Pay Per Play (PPP) PLAYBACK
Permission to playback a piece of recorded conpeovided that there are enough tokens in the usesep|
These tokens are valid for all services. Tokens beagent in the LTKM.
When a user accesses the piece of recorded comeéstie consumes a pre-defined number of tokens
cost_value) from the user_purse. If insufficierkeios are available the user is unable to accessettteded
content.

Ox0A Service/Program termination
Whatever the KV interval is, the Smartcard deletesstored SEK/PEK and related key material comedmg
to that SEK/PEK ID, for all SPEs and all KVs.

0x0B Reserved for future use

0x0C Pay Per Time (PPT) LIVE
Permission to access a live service provided tt@TEK counter is not zero.
For every cryptoperiod, the TEK counter is decrdasg one. If the TEK counter is equal to zero tlserus
unable to access the live channel.
The initial value of the TEK counter is set by thEKM. The keep_credit_flag allows unused TEK coust®
be kept when the SEK/PEK changes.

0x0D Pay Per Time (PPT) PLAYBACK
Permission to access recorded content relatedéovice, provided that the TEK counter is not zero.
For every cryptoperiod, the TEK counter is decrdasg one. If the TEK counter is equal to zero tlserus
unable to access the live service.
The initial value of the TEK counter is set by thEKM.

OxOE Reserved for future standardization

...Ox8F

0x90 Reserved for proprietary implementation

...OxFF

purse_flag (1 bit): This field indicates whether or not a gaiextension is carried in this LTKM.

LTK_FLAG_TRUE Indicates purse data is present dredSmartcard SHALL perform appropriate update efgghrse

as indicated by the purse_mode value.

LTK_FLAG_FALSE | Indicates no purse data is present.

access_control_flag1bit): This field indicates whether or not an egs_control_descriptor is carried in this LTKM. \&ar
MAY support access_control_descriptor. In caseeyetioes not support access_control_descriptorathess_control_flag
SHALL be setto LTK_FLAG_FALSE.

LTK_FLAG_TRUE Indicates that at least one accesstrob descriptor is present in the LTKM.

LTK_FLAG_FALSE | Indicates that no access_control ctipsor is present.
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cost_value(16 bits): If the security_policy_extension i$ 8&

0x00

Indicates the number of tokens per TEK deegtty the Smartcard to decrement from the live_gppise.

0x01

Indicates the number of tokens per TEK deegptby the Smartcard to decrement from

playback_ppt_purse.

the

0x02 or 0x03

Indicates the number of tokens pdef TEcrypted by the Smartcard to decrement fronude_purse.

0x08 or 0x09

Indicates the number of tokens paylck to decrement from the user_purse.

add_flag (1 bit): This field indicates whether or not numbEEKS / number_playback is to be added to an iegstEK /
playback counter.

LTK_FLAG_TRUE Indicates that the number_TEKs / namlplayback SHOULD be added to an existing TEK /

playback counter.

LTK_FLAG_FALSE | Indicates that the number_TEKs / raen playback replaces an existing TEK / playbaaknter,

keep_credit_flag (1 bit): This field indicates whether or not thalwe of the TEK counter is to be kept by addinpithe

next appropriate TEK counter when the key validityhe current SPE expires.

LTK_FLAG_TRUE Indicates that the value of the TEKunter SHOULD be added
the next appropriate TEK counter, i.e. the crexkept.
LTK_FLAG_FALSE Indicates that the value of the TEKimter SHOULD NOT be

added to the next appropriate TEK counter, i.ectledit is lost.

number_TEKs (22 or 23 bits): Indicates the number of TEKs that can be decryfptpedhe SEK/PEK. The associated

counter is decreased by one for each TEK decrypt&d,the counter reaches zero, when an error agess produced.

number_play_back(7 bits): Indicates the maximum number of timesteat recorded under a SEK/PEK can be played

back.

purse__mode(1 bit): This field indicates the purse update mod

Table 14: Purse Update Mode Indication

0x00

Set mode:

The relevant purse SHALL be set to token_value:

» The user_purse if the security_policy_extensioegigal to 0x02, 0x03, 0x08 or 0x09.
» Thelive_ppt_purse if the security _policy_extensmequal to 0x00.

* The playback_ppt_purse if the security_policy egienis equal to Ox01.

0x01

Add mode:

The token_value SHALL be added to the relevantqurs
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e The user_purse if the security_policy_extensioggisal to 0x02, 0x03, 0x08 or 0x09.

* The live_ppt_purse if the security_policy_extensmequal to 0x00.

» The playback_ppt_purse if the security_policy egienis equal to Ox01.

In order to detect overflow in a purse when an tgdacurs using the Add mode, the following SHAldpby:

If the purse_flag is set equal to LTK_FLAG_TRUE ahd purse_mode is set equal to 0x01, the V kiténcommon header
of LTKM SHALL be set and a verification message tadming the status of the update SHALL be sent ly $ecure
function according to Section 6.6.6.

token_value (31 bits): This field indicates the number of tokdo use in the update procedure toward the purse.

access_criteria_flag(1bit): This field indicates whether or not an @sx criteria_descriptor is carried in this LTKM.
LTK_FLAG_FALSE indicates that no access_criterissalgtor is present, LTK_FLAG_TRUE indicates thatieast one
access_criteria_descriptor is present in the LTKM.

Server MAY support access_criteria_descriptor. lasec server doesn’t support access_criteria_desgriphe
access_criteria_flag SHALL be setto LTK_FLAG_FALSE

number_of_access_criteria_descriptorg8bits): This field indicates the number of accasiteria_descriptors present in
the LTKM.

access_criteria_descriptor_loop

Tag 8 uimsbf
Length 8 uimsbf
Value 8xlength bit string

The access_criteria_descriptor_loop element pravidgs extension mechanism to allow the addition @&wn
access_criteria_descriptor elements carried in LTKMuture versions of this specification. The sectunction SHALL
ignore access_criteria_descriptor elements, whidoeés not support. It is OPTIONAL for the BCASE&rminal to support
access_criteria_descriptor. A single access_daitdescriptor can carry one or more access criteCiarrently no
access_criteria for LTKM is defined in this spewatfion.

TerminalBindingKeyID (32 bits): This field contains the identifiertbe Terminal Binding Key. See Section 12 for furthe
details. This field is ignored by the USIM assitlised only by the terminal.

PermissionslssuerURILength(8 bits): This field specifies the length in bytef the Permission Issuer URI specified below.
This field is ignored by the USIM as it is usedyohy the terminal.

PermissionslssuerURI(Variable Length): This field is the URI of thePission Isssuer that can be contacted to oltain t
Terminal Binding Key. See Section 12 for furthetails. This field is ignored by the USIM as ituised only by the
terminal.

6.6.5 Parental Control Message Structure and Proces  sing

A MIKEY message for parental control is introducé&tie parental control message SHALL be formattededisied below:
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Table 15: Logical Structure of the Parental ControlMessage

Common HDR

EXT BCAST

TS

MIKEY RAND

IDi

IDr

KEMAC

The terminal SHALL forward the parental control s&ge to the secure function. Values in the messagas follows:

In the Common HDR, if the V-bit is set to 1 to regt the secure function SHALL send a verificatinessage, as
described in Section 6.6.6.1.

In the EXT BCAST, the parental_control_managemesiia dre carried as defined in Section 6.6.5.1.

TS, MIKEY RAND, IDi, IDr payloads SHALL be populaieas defined in [SGPP TS 33.246 v7] for the MBMSKUS
message.

In the key sub-payload of the KEMAC, the value loé t'Key data len” field (16 bits) SHALL be reset @oif no
PINCODE is carried in this message, otherwise taleies of the “Key data len” field SHALL be set to.16he
material to be encrypted is a PINCODE (64 bits)deatlto 128 bits with 1 for the 64 least significhits. As a
convention, the most significant bit is on the lledfind side of the string, i.e. the PINCODE parthaf message (64
most significant bits) is constructed as specified PIN and PIN2 in section 7 of [3GPP TS 31.101. vilhe
mechanism for encrypting the PINCODE is the medraniised for encrypting the SEK/PEK in a LTKM. Theyk
used for the AES engine is the key used for enorgpthe SEK/PEK (derived from the SMK key and thaND
carried in the same message). In the Key data aylegd, the type is 2 and there is no KV data. M« (included
in the KEMAC) is computed over the full messagedafined in RFC 3830 [9]. The key used in the MAC
computation is the authentication key derived frBMK as described in RFC 3830 [9]. As an examplacqie
“020579” is decoded as follows:

30| 32| 30| 35| 37| 39 FFR FR FF FF HKF FRF FF FF FF |FF

Bit 0 (MSB) (LSB) Bit 127

6.6.5.1 EXT BCAST Parental Control

The EXT BCAST parental control data payload is astance of the General Extension Payload for MIKdefined in
Section 6.15 of [RFC3830]. The Subtype is equdl & defined in [RFC5410].

The Subtype specific data SHALL be populated dsvi:

Table 16: Format of the Smartcard Profile parental control Management Data

Smartcard Profile Parental Control Management Data| Length (bits) | Type
parental_control_management_data() {
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reserved_for_future_use 2
operation 1
number_of rating_types 5 uimspf

for (i=0; i < number_of _rating_types; i++) {

rating_type 8 uimsbf

level_granted 8 uimsbf

operation (1bit): This field specifies the type of operatiparformed on the list of rating_type/level_graneirs values
stored in the secure function. The following opiera are defined:

. 0x0: Overwrite the list of rating_type/level_gramteairs already stored in the secure function withlist
specified in the parental control message. If thperation is used with number_of _rating_types =llGs@red
rating_type/level_granted pairs SHALL be deleted.

. 0x1: Merge the list of pairs in pairs already stbie the secure function with the list specifiedthe
parental control message. If a specific rating_tigpalready stored in the secure function, its lleyented SHALL

be overwritten with the one specified in the pamentontrol message. If this operation is used with
number_of_rating_types = 0 all stored rating_type#l_granted pairs remain unmodified (which enabjegate of
the PINCODE only).

number_of_rating_types(5bits): This field indicates the number of ratiyges transmitted within the descriptor.

rating_type (8bits): This field indicates the rating_type. Rbksvalues are as specified in the OMA BCAST PtaieRating
System Registry available at [OMNA].

level_granted(8 bits): This field is an integer defining the rmaym authorized value with a coding that is depenhde the
rating_type.

6.6.5.2 Parental Control Message Processing

When receiving the parental control message, isg®ire function supports the enforcement of tlerpal control, it does
the following:

. Compares the received Time Stamp field (TS) with skored Parental Control Message replay detectomter.
This replay detection counter is associated toNA&_ID part of the SMK and then there is one repiigyection
counter per NAF.

. Extracts the list of rating_type/level_granted pairhis list of pairs is a user specific settingl & associated to the
SMK used to protect the parental control messafjee secure function SHALL process the list depegadin the
operation specified in the message. Note: A defetting for rating_type/level_granted pairs sfiedb a service
provider may be possible during the Smartcard nestufe.

. If the encrypted PINCODE is present in the KEMACtbé message, the secure function decrypts the GINE
unblocks the PIN if blocked, and replaces the curRRINCODE value with the received value. The PINIED
SHALL be associated to the BCAST functionality fheés only one parental control PINCODE regardlesshe
BSM).
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If the secure function is located in the Smartcah&, command used to transmit the parental comedsage from the
terminal to the Smartcard is the AUTHENTICATE Conmmdain MBMS security context and MSK update modee Th
response to the AUTHENTICATE command is as desdribéAppendix E.2.2.

. If the enforcement of the parental control is supgmh the Smartcard SHALL return the new list ok th
rating_type/level_granted pairs. Additionally, tBmartcard SHALL include in this response messagestiitus 0x0F, 0x10,
or 0x11, if either PINCODE or rating_type/level_gred pair or both have been successfully changed.t@rminal MAY
then inform the user that the PINCODE has beengdrhand that the old PINCODE is ho more usable.

. If the enforcement of the parental control accegsr@ is not supported, the response messagadeslthe status
OxOE “Parental control not supported”.

6.6.6 LTKM Verification Message and Reporting Messa ge Structure

Two types of messages can be sent by the secuwrtidino the BSM in response to a received LTKM:

1. An LTKM Verification Message sent to confirm sucsfes reception of an LTKM
2. An LTKM Reporting Message sent to do the following:
a. report consumption of permissions in the securetfan (see Section 6.6.7.8),
b. orindicate an overflow of a counter or purse dyiliT KM processing (see Section 6.6.7.9) ,

c. orindicate that a security_policy_extension vatuensupported (see Section 6.6.7.10).

The format of the LTKM Verification message and LNIKReporting message is detailed in Section 6.6a6d Section
6.6.6.2, respectively.

6.6.6.1 LTKM Verification Message

The LTKM verification message SHALL be construceesddefined in section 6.4.5.2 of [3GPP TS 33.246 v7
6.6.6.2 LTKM Reporting Message Format

Table 17: Logical Structure of the LTKM Reporting M essage

Common HDR

EXT BCAST

TS

Idr

V

The MAC included in the verification payload (Vjal be computed over both the initiator's andrégponder's ID as well
as the timestamp in addition to be computed owerésponse message as defined in RFC 3830 [RFC3@89key used in
the MAC computation is the authentication key dedifrom SMK as described in RFC 3830 [RFC3830]e EXT BCAST
payload SHALL be formatted as defined in Sectich@3.

The terminal SHALL forward the LTKM Reporting megea received from the secure function to the BSkiissions
issuer.

6.6.6.3 EXT BCAST Reporting Management Data

The EXT BCAST Reporting Management Data payloaahisnstance of the General Extension Payload fa¢EB¥ defined

in section 6.15 of [RFC3830]. The subtype is eqodé and the SubType specific data SHALL be padedlas in Table 18.
(Note that SubType payload 3 does not currentlgtari RFC 3830 [RFC3830].) The EXT BCAST ReportiMgnagement
Data payload is included in an LTKM Reporting messal he parameters included in the payload arerdigme on why the
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LTKM Reporting message is being sent by the sefuuretion (see Section 6.6.7.8, Section 6.6.7.9 &edttion 6.6.7.10 for
further details).

Table 18: Format of the Smartcard Profile ReportingManagement Data

Smartcard Profile Reporting Management Data Length(bits) Type
Reporting_management_data() {
consumption_reporting_flag 1 bslbf
overflow_flag 1 bslbf
unsupported_extension_flag 1 bslbf
not_found_flag 1 bslbf
reserved_for_future_use 4 uimsbf
if (consumption_reporting flag ==
LTK_FLAG_TRUE) {
security_policy_extension 8 uimsbf
reserved_for_future_use 8 uimsbf
if (security_policy_extension == 0x00 || Ox01 ||
0x02 || 0x03]| 0x08 || 0x09) {
cost_value 16 uimsbf
reserved_for_future_use 1 bslbf
purse_value 31 uimsbf
}
if (security_policy_extension == 0x07) {
reserved_for_future_use 1 bslbf
playback_counter 7 uimsbf
}
if (security_policy extension == 0x0C) {
reserved_for_future_use 1 bslbf
keep_credit_flag 1 bslbf
TEK_counter 22 uimsbf
}
if security_policy_extension == 0x0D) {
reserved_for_future_use 1 bslbf
TEK_counter 23 uimsbf
}
}
}

consumption_reporting_flag Indicates whether or not that the message inslwdmsumption reporting data. If set to
LTK_FLAG_TRUE, the message contains consumptioontépy data. If set to LTK_FLAG_FALSE, the messalpes not
contain consumption reporting data.

overflow_flag: Indicates whether or not that the message insluate indication that an overflow occurred during th
processing of an LTKM..If set to LTK_FLAG_TRUE, thenessage contains overflow information. If set to
LTK_FLAG_FALSE, the message does not contain owerfinformation.

unsupported_extension_flag Indicates that the secure function does not sdpihe SPE sent in the LTKM if set to
LTK_FLAG_TRUE. If set to LTK_FLAG_FALSE the messaiglicates that the SPE is supported by the sdaagtion.

not_found_flag: Indicates whether or not the SEK/PEK ID, SPE Kidtuple contained in the received LTKM exist ireth
secure function. If set to LTKM_FLAG_TRUE, the SB&K ID, SPE and KV tuple does not exist in the sedunction. If
setto LTKM_FLAG_FALSE, the SEK/PEK ID, SPE and Kiple does exist in the secure function.

security_policy_extensionThe SPE value received in the LTKM message thggdred the secure function to send the
LTKM Reporting Message.
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keep_credit_flag: It is the keep_credit_flag value specific to thEeKIM identified by the SEK/PEK ID, KV and the SPE.

cost_value:The cost_value associated to the instance of Bies$ored in the secure function identified by $teK/PEK D,
KV and the SPE in the received LTKM.

TEK_counter: The value of the TEK counter associated to tetaimce of the SPE stored in the secure functiontifoed by
the SEK/PEK ID, KV and the SPE in the received LTKM

playback_counter. The value of the playback counter associatethéoitistance of the SPE stored in the secure functio
identified by the SEK/PEK ID, KV and the SPE in tieeeived LTKM.

purse_value The number of tokens remaining in the relevamseyi.e. the value of the user purse if the SPE is
0x02,0x03,0x08 or 0x09, or the value of the livet_jpoirse if the SPE value is 0x00 or the value efgtayback_ppt_purse if
the SPE value is 0x01.

6.6.7 OMABCAST LTKM Processing

LTKMs are processed by a secure function locateditheer the Smartcard or terminal. Following MBMEIPP TS 33.246
v7], where GBA_U is used the secure function isted on the Smartcard, and where GBA_ME is usedéhere function
is located on the terminal.

The following sections define the processing of IM&in BCAST.

6.6.7.1 LTKM Terminal Processing

When a MIKEY message indicating MSK/SEK deliverg.ian LTKM, arrives at the Terminal, the messag&\l3_ be
processed as described below.

If the secure function is located on the Termitlaé Terminal SHALL perform the the LTKM replay detien check as
described in Section 6.6.7.4. If the check endsuiztess, the Terminal forwards the LTKM to theusedunction for further
processing. The secure function processes the LEKMescribed in the following sections.

If the secure function is located on the Smartcaradyrder to support the use of both MBMS only 8@AST Smartcards,
the Terminal SHALL process a LTKM received over theP port 4359 (i.e. the UDP port defined for BCASE defined
below:

When the Terminal is paired with an MBMS only Sroartl, the following occurs:

= |fthe LTKM does not contain an EXT BCAST paylodlde Terminal SHALL:
o perform the LTKM replay detection check as desdtileSection 6.6.7.4;

o if the LTKM replay detection check ends in succdbgn the Terminal forwards the message to the
Smartcard;

= |f the LTKM contains an EXT BCAST payload and theecsrity policy ext flag and the
consumption_reporting_flag and the access_crifgpare set to LTK_FLAG_FALSE, the Terminal SHALL:

o perform the LTKM replay detection check as desdtileSection 6.6.7.4;

o if the LTKM replay detection check ends in succdbgn the Terminal forwards the message to the
Smartcard — the EXT BCAST payload is being useddiover data only intended for use by the Terminal
(e.g. information relating to the Terminal BindingKkey; the terminalBindingKeylD,
permissionsissuerURILength and permissionsissuerURat will be ignored by the MBMS only
Smartcard;

= |f the LTKM contains an EXT BCAST payload and thezsrity _policy_ext_flag or the consumption_repartifiag
or the access_criteria flag are set to LTK_FLAG_ERlthen the Terminal SHALL NOT forward the mess&me
the Smartcard — this message cannot be processtte BBMS only card and has been incorrectly sgnthe
BSM.

If the Terminal is paired with a BCAST Smartcalttk following occurs:
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= |fthe LTKM does not contain an EXT BCAST payloglden the Terminal SHALL NOT forward the messagthto
Smartcard — this message has been incorrecthybgehe BSM;

= |f the LTKM contains an EXT BCAST payload and tleegrity_policy _ext_flag, consumption_reporting_flagd
access_criteria flag are set to LTK_FLAG_FALSEertlihe Terminal SHALL NOT forward the message #® th
Smartcard — this message has been incorrecthbgehe BSM;

= |f the LTKM contains an EXT BCAST payload and theesrity _policy_ext_flag or the consumption_repartifiag
or access_criteria flag are set to LTK_FLAG_TRUEen the Terminal SHALL forward the message to the
Smartcard.
Note that, unlike MBMS only Smartcards, BCAST Sroartls perform the LTKM replay detection check (S=etion
6.6.7.4). Therefore when a Terminal is paired veitBCAST Smartcard the Terminal does not perforenliiKM replay
detection check.

In all the above cases in which the LTKM is forwedldto the secure function, the Security Policy pagl is stored
temporarily in the Terminal if it was present.

If the secure fucntion indicates to the Terminaittih has successfully processed the LTKM, the menily stored Security
Policy payload is taken into use. Otherwise theugcPolicy payload is deleted.

If the LTKM indicated a BM-SC solicited pull procee or a BSM solicited pull procedure to initiatee tregistration
procedure, the Terminal SHALL behave as describhegeictions 6.6 and 6.6.3 respectively.

The formating rules defined for LTKMs in Sectior68l require that the BSM / BSD/A format the LTKMpappriately for
the type of Smartcard (MBMS only or BCAST) to whittey are sending the LTKM.

The Terminal filtering rules defined above SHALLp&ponly to MIKEY messages received on the UDP peserved for
BCAST, i.e. UDP port 4359. MIKEY messages addressethe MIKEY UDP port 2269 are not subject to Tevah
filtering. This allows a BCAST Smartcard to work gart of an MBMS security solution as defined3GPP TS 33.246 v7].

A secure function SHALL be able to manage diffedlehKMs with the same SEK/PEK ID but with differeey Validity
(KV) intervals or different security_policy_extenss values (SPES).

Details on how parameters relating to the LTKM trébe updated when receiving an STKM are providethe STKM
processing Section 6.7.3.

6.6.7.2 Initial LTKM Processing in the Smartcard

When a BCAST Smartcard receives a MIKEY message,Smartcard SHALL first determine the type of mgssay
examining the MIKEY General Extension payload(g)the MIKEY message contains a General Extensiayigad of Type
3 (Key ID Information), i.e. the EXT MBMS payloacfihed for MBMS in [RFC4563], the Smartcard SHALispect the
contents of this payload. If the payload indicatietivery of an MSK/SEK, the Smartcard SHALL checke MIKEY

message for the presence of a General Extensidoguhpf Type 5, i.e. the EXT BCAST payload defirfed BCAST in

[RFC5410]:

= If the EXT BCAST payload is present, then the falilog occurs:

o If the security_policy extenstion flag or consuroptireporting flag or access_criteria_flag are set t
LTK_FLAG_TRUE, the selected Smartcard applicatiddAEL process the LTKM as defined in the
following sections of this document;

o If the security_policy_extenstion flag, consumpticeporting_flag and access_criteria_flag are set to
LTK_FLAG_FALSE, the selected Smartcard applicat®HALL abort the processing of the MIKEY
message and send an error message to the Ternimalerror message returned by the Smartcard SHALL
take the form of the status word ‘6A80’ (Incorrpetrameters in the data field). This case can ocotroif
the BSM and Terminal are correctly implemented.

= If the EXT BCAST payload is not present, then thiKEIY message is an MBMS MSK message. If the setec
Smartcard application supports MBMS processing) the Smartcard application (e.g. selected apjicas USIM)
SHALL process the message as defined in [3GPP T3483v7]. If the Smartcard application does nqgbpsut
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MBMS processing (e.g. selected application is BSItgn it SHALL abort the processing of the MIKEYessage
and send an error message to the terminal. Thermessage returned by the Smartcard SHALL takéattme of the
status word '9864' (Authentication error, secudpntext not supported ). Note: It is mandatory tloe USIM
application on BCAST Smartcard to support MBMS jgsxing as defined in Section 6.2.
Note: The above processing is required to enswaea8GPP BCAST Smartcard can work in a pure MBIysSesn, i.e.
where Service Protection is implemented accordif@&PP TS 33.246 v7].

6.6.7.3 LTKM Message Validation

The secure function SHALL perform the message waétith using the SMK (MUK) as described in [3GPP 315102 v7]
(including the update of the b and the check of the usage of the last succegsfséid MUK). If the message validation
is successful, then the LTKM replay detection pdure shall be executed.

6.6.7.4 LTKM Replay Detection

The LTKM replay detection check SHALL compare tleeaived Time Stamp field (TS) with the stored LTKieplay
detection counter associated with the given SMK {I'S stored in the record associated to the SMKerEk; ).

The LTKM replay detection check SHALL be performleg the Terminal unless the Terminal is paired vatBCAST
Smartcard, in which case the Smartcard SHALL penftite check.

Success | If the received TS is greater than the stored LTradlay detection counter value, the LTKM replayed¢ibn
check ends in success and the stored LTKM replesctden counter SHALL be set to the received TSigalf
the LTKM replay detection check ends in success,stcure function SHALL check whether it has alyepd
stored the SEK/PEK ID, i.e. whether it has previpussiccessfully processed an LTKM containing theea
SEK ID. If the SEK/PEK ID is not present the secfinection SHALL set the STKM replay detection coamt
associated to the SEK/PEK ID to 0. If the SEK/PEKi$ present the secure function SHALL NOT update|t
STKM replay detection counter.

Failure If the received TS is equal or lower than the stdt@ KM replay counter value, then LTKM replay ddiea
check ends in failure. If the LTKM replay detectioheck is being performed by the secure funciiorhe
case of failure, then the secure function SHALluneta failure message to the terminal. If the séunction
is located on the Smartcard, then the returnedriainessage SHALL take the form of the status @862’
(Authentication error — incorrect MAC).

Note: Less than or equal is to be taken in the ingasf RFC 1982 [RFC1982]. If the less than or dgakation is undefined
in the sense of RFC 1982 [RFC1982], the message &BMe considered as being replayed and shall feadied.

As described for MBMS in [3GPP TS 31.102 v7], th8IM stores the last successfully used MUK alondhité MUK ID
for further use.

6.6.7.5 LTKM Controlled SEK/PEK and SPE Deletion

If the Key Validity data in the LTKM is invalid, é. the lower bound (“TS low”) is greater than thper bound (‘TS High”),
then the following applies:

e If the TS low = OXFFFFFFFF and the TS High = Onthiee secure function SHALL delete all instanceshef SPE and
their associated data (e.g. cost value, TEK coueter) that match the SEK/PEK ID and SPE valuéhim received
LTKM.

e Otherwise, i.e. if the TS low is not OXFFFFFFFFtloe TS High is not 0, then the secure function SHAlelete the
instance (if any) of the SPE having the oppositg Kealidity data (High/Low inversed) and its assdeth data (e.g.
cost_value, TEK_counter, etc.) that match the SEK/FD and SPE value in the received LTKM.

The Smartcard SHALL support both aforementionedhoes. The BSM SHALL support the first method and ¥gupport
the second. Following the deletion of one or m8REs (and associated data), the secure functionLEHi&lete the
SEK/PEK (and related data) if no other SPE arecatsal to the SEK/PEK ID.
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6.6.7.6 LTKM Processing based on security_policy_ex  tension (SPE)
Further details on the parameters used below céoumel in Section 6.6.7.13 and Section 6.6.7.14\Wel
SPE = 0x00 (Token PPT Live)

The secure function SHALL store the received SEWRIE the KEMAC Key Data sub-payload is presentEK3PEK ID,
the KV data, and the SPE and the cost_value. (8ee&torage of SEK/PEK and associated data in tberesgunction
paragraph below.)

live_ppt_purse | If purse_flag is set to LTK_FLAG_TRUE, the secuusadtion SHALL update the live_ppt_purse with the
token_value according to the received purse_molireva

e If the purse_mode is set to LTK_FLAG_FALSE, theelippt purse SHALL be set fo
token_value.

» If the purse_mode is set to LTK_FLAG_TRUE, the tokealue SHALL be added to the
live_ppt_purse.

live_ppt_purse | If an overflow occurs on the live_ppt_purse durinig update (live_ppt_purse > Ox7FFFFFFF), then:
overflow

e execute Section 6.6.7.9.

Details on the LTKM parameters updated when rengigin STKM are given in the STKM processing Sec@iah3.

SPE = 0x01 (Token PPT Playback)

The secure function SHALL store the received SEWRIE the KEMAC Key Data sub-payload is presentje tSEK/PEK
ID, the KV data, and the SPE and the cost_valuee (8e Storage of SEK/PEK and associated dateeisebure function
paragraph below.)

playback_ppt_purse | The token_value is stored in the playback_ppt_passeciated to the SEK/PEK key group and SPE.

If purse_flag is set to LTK_FLAG _TRUE, the securaindtion SHALL update the
playback_ppt_purse with the token_value accordintpé received purse_mode value:

e If the purse_mode is set to LTK_FLAG_FALSE, theyplack ppt_purse SHALL be set to
token_value.

e If the purse_mode is set to LTK_FLAG_TRUE, the tokealue SHALL be added to the
playback ppt_purse.

playback ppt _purse| If an overflow occurs on the playback_ppt_purseindurthis update (playback ppt_purse| >
overflow Ox7FFFFFFF), then:

e execute Section 6.6.7.9.

Details on the LTKM parameters updated when rengigin STKM are given in the STKM processing Sec@iah3.

SPE = 0x02 or 0x03 (User Token PPT)

The secure function SHALL store the received SEKRIE the KEMAC Key Data sub-payload is presenhje tSEK/PEK
ID, the KV data, the SPE and the cost_value. (BeeStorage of SEK/PEK and associated data in theresdunction
paragraph below.)

user_purse| If purse_flag is set to LTK_FLAG_TRUE, the secumendtion SHALL update the user_purse with the
token_value according to the received purse_mollieva

« |fthe purse_mode is setto LTK_FLAG_FALSE, therupeirse SHALL be set to token_value.
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e If the purse_mode is set to LTK_FLAG_TRUE, the tokealue SHALL be added to the user_purg

o

user_purse| If an overflow occurs on the purse during this updaser purse > 0x7FFFFFFF), then:

overflow e execute Section 6.6.7.9.

Details on the LTKM parameters updated when rengian STKM are given in the STKM processing Sec@iagh3.

SPE = 0x04 or 0x05 (Subscription/PPV)

The secure function SHALL store the received SEKRIE the KEMAC Key Data sub-payload is presenhje tSEK/PEK
ID, the KV data and the SPE. (See the Storage BfSEK and associated data in the secure functioagoaph below.)

Details on the LTKM parameters updated when rengian STKM are given in the STKM processing Sec@iah3.

SPE = 00x07 (PPP Playback)

The secure function SHALL store the received SEKRIE the KEMAC Key Data sub-payload is presenhje tSEK/PEK
ID, the KV data and the SPE. (See the Storage BfSEK and associated data in the secure functioagoaph below.)

current_TS counter | The current_TS_counter is initialised to the LTK®lidity "TS high".

playback counter If the same SPE with the same SEK/PEK ID and KVstsxiand the add_flag is set [to
LTK_FLAG_FALSE, the playback counter SHALL be setmtumber_playback.

If the same SPE with the same SEK/PEK ID and KVstsxiand the add_flag is set |to
LTK_FLAG_TRUE, the number_playback SHALL be addedhe playback counter.

If the KV is new for the SEK/PEK ID and SPE, theayback counter SHALL be set fo
number_playback.

playback counter | If an overflow occurs on the playback counter dagitinis update (playback counter > 0x7F), then:
overflow

* execute Section 6.6.7.9.

Details on the LTKM parameters updated when rengian STKM are given in the STKM processing Sec@iagh3.

SPE = 0x08 or 0x09 (User Token PPV / PPP)

The secure function SHALL store the received SEKRIE the KEMAC Key Data sub-payload is presenhje tSEK/PEK
ID, the KV data, the SPE, and the cost_value. (BeeStorage of SEK/PEK and associated data in ¢bare function
paragraph below.)

current_TS_counter | The current_TS_counter is initialised to the LTK&lidity "TS high".

user_purse If purse_flag is set to LTK_FLAG_TRUE, the secuuadtion then updates the user_purse with|the
token_value according to the received purse_moligeva

e |If the purse_mode is set to LTK _FLAG_FALSE, the rupeirse SHALL be set tp

token_value.
e If the purse_mode is set to LTK_FLAG_TRUE, the tokealue SHALL be added to the
user_purse.
user_purse If an overflow occurs on the purse during this updaser_purse > 0x7FFFFFFF), then:
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overflow « execute Section 6.6.7.9.

Details on the LTKM parameters updates when reggign STKM are given in the STKM processing Secioh3.

SPE = 0x0A (Key deletion)

Whatever the KV interval is, the Smartcard SHALLede all the previously stored SEK/PEK with the 8aBEK/PEK ID
and their related key material (i.e, KV data, SRisyback counter, TEK number and cost_value).

No STKM is associated to this LTKM.

SPE = 0x0C (PPT Live)

The secure function SHALL store the received SEKRIE the KEMAC Key Data sub-payload is presentje tSEK/PEK
ID, the KV data, the keep_credit_flag value and 8RE value. (See the Storage of SEK/PEK and asedcifata in the
secure function paragraph below.)

TEK If the same SPE with the same SEK/PEK ID and K\stsxand the add_flag is set to LTK_FLAG_FALSE, the
counter TEK counter SHALL be set to number_TEKSs.

If the same SPE with the same SEK/PEK ID and K\swxand the add_flag is set to LTK_FLAG_TRUE, the
number_TEKs SHALL be added to the TEK counter.

If the KV is new for the SEK/PEK ID and SPE, theKrEounter SHALL be set to number_TEKSs.

TEK If an overflow occurs on the TEK counter duringstbpdate (TEK counter > Ox3FFFFF),
counter
overflow e execute Section 6.6.7.9.

Details on the LTKM parameters updated when rengian STKM are given in the STKM processing Sec@iah3.

SPE = 0x0D (PPT Playback)

The secure function SHALL store the received SEKRE the KEMAC Key Data sub-payload is present)e tKV data,
and the SPE value. (See the Storage of SEK/PEKassutiated data in the secure function paragrdplwvbe

TEK If the same SPE with the same SEK/PEK ID and K\stsxand the add_flag is set to LTK_FLAG_FALSE, the
counter TEK counter SHALL be set to number_TEKs.

If the same SPE with the same SEK/PEK ID and K\swxand the add_flag is set to LTK_FLAG_TRUE, the
number_TEKs SHALL be added to the TEK counter.

If the KV is new for the SEK/PEK ID and SPE, theKrEounter SHALL be set to number_TEKSs.

TEK If an overflow occurs on the TEK counter duringstbpdate (TEK counter > OX7FFFFF),
counter
overflow * execute Section 6.6.7.9.

Details on the LTKM parameters updated when rengigin STKM are given in the STKM processingSec@ah3.
Storage of SEK/PEK and associated data in the seaifunction

The SEK/PEK and any relevant associated data SH#d Istored within the secure function. Where thensefunction is
located on the Smartcard, the number of SEKs/PHids the Smartcard is able to store SHALL be definedhe pre-
issuance of the card by the service provider. Thgimum number of SEKs/PEKSs that the Smartcard lis tbstore with the
UsedForRecording flag set to LTK_FLAG_TRUE, i.eattlare required for access to protected record®g§ULD also be
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defined at the pre-issuance of the card by thaeprovider. This ensures that a certain numb&EKs/PEKs can always
be stored for access to live sevices.

In the case that there is not enough memory aveilabthe secure function to store the informatresulting from the
processing of the LTKM, an error message SHALL eeinned to the terminal. If the secure functiorloisated on the
Smartcard, the secure function SHALL abandon thestfan and return the status word '9866' (Autheitb:m error, no
available memory space) to the terminal. In thisecahe terminal MAY run a SEK/PEK Deletion procerli(see Section
6.6.7.12) to free memory before re-sending the LTtONhe Smartcard.

6.6.7.7 LTKM Verification Message Request

If the V-bit in the HDR field of the received LTKNé set equal to 1, then the secure function SHAkhdpce a LTKM

Verification message with the format as describe&ection 6.6.6.1, unless a LTKM reporting messalgédLL be sent to
report a Counter or Purse Overflow as describe8dntion 6.6.7.9 or to report Unsupported SPE vahasesescribed in
Section 6.6.7.10. In these cases of overflow aordrr the SPE value, the LTKM reporting messagseist instead of the
verification message.

6.6.7.8 Reporting Consumption using the LTKM Report  ing Message

If an LTKM contains a consumption_reporting_flag squal to LTK_FLAG_TRUE, the Verification bit ohé MIKEY
message SHALL be set equal to 0. If the LTKM canption_reporting flag is equal to LTK_FLAG_TRUE etlsecure
function SHOULD try and find a matching SEK/PEK IRY and SPE.

The SEK/PEK ID, KV and the SPE of the received LTk used to identify a previously received LTKMeTstored data
associated to the SEK/PEK ID, KV and the SPE valwessent back in the Reporting Message.

If successful, the secure function SHALL send a MReporting message as described in Section 6,6vétR the
following parameters:

consumption_reporting_flag set to LTK_FLAG_TRUE

overflow_flag setto LTK_FLAG_FALSE

unsupported_extension_flag set to LTK_FLAG_FALSE

not_found_flag set to LTK_FLAG_FALSE

security_policy_extension set to the SPE of the MTIt€questing the message

O O O o o

o relevant SPE-specific parameters
If no matching SEK/PEK ID, KV and SPE is found thecure function SHALL send a LTKM Reporting message

described in Section 6.6.6.2, with the followinggraeters:
0 consumption_reporting_flag set to LTK_FLAG_FALSE
o overflow_flag setto LTK_FLAG_FALSE
0 unsupported_extension_flag setto LTK_FLAG_FALSE

o not_found_flag setto LTK_FLAG_TRUE

This message exchange allows the server to rettleveelevant stored parameters for the given Sitéev(as defined in
Table 18) from the secure function, without updatine SEK/PEK.

6.6.7.9 Reporting a Counter or Purse Overflow durin g LTKM Processing using the
LTKM Reporting Message

During LTKM processing counters or purses can deerfdue to the addition of a value sent in the LTKBg. the
counter/purse value may become larger than thermarivalue that can be stored when the incomingevisladded). When
this arises; the following SHALL apply:

» the counter or purse that has overflowed SHALL ri@nsachanged, and
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* an LTKM Reporting message SHALL be sent with théofeing parameters:

o0 consumption_reporting_flag set to LTK_FLAG_TRUE

o overflow_flag setto LTK_FLAG_TRUE

0 security_policy_extension set to the SPE valudefliTKM that caused the overflow

o relevant SPE-specific parameters (as defined inleTdb Format of the Smartcard Profile Reporting

Management Data), which includes the unchangedvetea for which there was an overflow (e.g. for SPE
0x0C or 0x0D if the TEK counter overflows due toKM processing, the value of the TEK counter prior

to LTKM processing and overflow is sent)
6.6.7.10 Reporting Unsupported SPE Values using the  LTKM Reporting Message

If an LTKM is received for which the SPE is NOT gagpted by the secure function, the secure funcGidALL:

» return the status code ‘security policy extensionsupported’ in the MBMS operation response Daig&
» send a LTKMReporting message as described in Section 6.6v@&2the following parameters:

0 consumption_reporting_flag setto LTK_FLAG_FALSE

o overflow_flag setto LTK_FLAG_FALSE

0 unsupported_extension_flag set to LTK_FLAG_TRUE

o not_found_flag setto LTK_FLAG_FALSE
There SHALL be no further processing of the LTKMhtaining the unsupported SPE.

6.6.7.11 Terminal_binding_flag

After the successful processing of an LTKM by tleewe function (no integrity error due to integréy validation or
bootstrapping failure), if the terminal_binding dlais set to LTK _FLAG_TRUE, the terminal SHALL storthe
TerminalBindingKeylD and the PermissionsissuerURI.

6.6.7.12 SPE Deletion by the Terminal

If the secure function is located on the Smartcard] the Smartcard is an MBMS only Smartcard theypof deleting
SEK/PEK records to free up space in the file iny&FSHALL be controlled by the Terminal using the Aethicate
Command in MSK Deletion Mode defined in [3GPP TS182 v7], e.g. the Terminal SHOULD delete any SE&3(s that
are no longer needed. How the terminal decidesmBEKs/PEKs are no longer needed is implementapewific.

If the secure function is located on the Smartcard] the Smartcard is a BCAST Smartcard, the manage(deletion) of
the SEKs/PEKSs related to recorded content is desdrinere after.

The terminal SHOULD delete any SPE that are nodomgeded in order to free up storage space iSihartcard for new
SEKs/PEKs or SPE. The terminal SHALL control thdetlen of SPE stored on the Smartcard using thehéuticate
command for the MBMS security context in OMA BCAS8peration and in SPE Deletion Mode (AppendixE: ED. This

command is used to delete SPEs that are not useecarding.

The terminal SHALL send the Authenticate commandtfie MBMS security context in OMA BCAST operatiand in
Recording Deletion Mode (AppendixE: E.2.3.2) whearases a piece of a recorded content (receiveddh streaming or
download) protected by one or more SEKs/PEKs onSimartcard. On reception of this command the seéwmction,
SHALL delete the content identifier stored in thmastcard and its association to the flagged SPHEs ramove the
UsedForRecording flag associated to the SPE if ncersontent identifier is linked to this SPE, thmréndicating that the
SPE is no longer required for the playback of rdedrcontent (see Section 8.5).

When the secure function removes the UsedForRewpiftig it SHALL NOT erase the corresponding SPEAPBACK
SPEs with their UsedForRecording flag set to LTKAEL FALSE will be deleted by the secure function wiitedetects that
this SPE is no more valid (see deletion of expRPedYBACK security policy extensions and SEK/PEKSection 6.7.3.10)
or by a new Authenticate command in SPE Deletion&Isent by the terminal to the Smartcard on this. SP
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To discover which SPEs are stored in the Smart¢asdterminal SHALL use the OMA BCAST command inES&udit
mode (AppendixE: E.3.2). The terminal MAY use thturned information, along with other local infortioa, to determine
whether or not any SPEs should be deleted.

6.6.7.13 Association between Parameters and IDs Sto  red in Secure Function

The following table gives the association betweeracard Profile parameters used in the processing KM or STKM
and identifiers stored on the Smartcard, i.e.didates which parameters can be linked to whichi¢testifiers (or identifier
sub-parts).

Table 19: Association between Smartcard Profile Pameters and Key Identifiers

SEK/PEK ID, SEK/PEK ID SEK/PEKID SMKID NAF ID

KV and SPE  key group part part  of
and SPE SMK ID

SMK X
SEK/PEK X
Key validity data (STKM X
TS low & TS high)
SPE X
cost_value 0x00, 0x01,

0x02, 0x03,

0x08, 0x09
playback counter 0x07
kept TEK counter 0x0C
TEK counter 0x0C, 0x0D

LTKM replay detection
counter

STKM replay detection
counter

current_TS_counter 0x07, 0x08,
0x09

user_purse 0x02,
0x03,
0x08,
0x09

live_ppt_purse 0x00

playback ppt_purse 0x01

Parental Control Message X

replay detection counter

If the secure function is located on the termimalthe secure function is located on the Smartead the Smartcard is
BCAST Smartcard, it SHOULD be possible to storeadable number of SEK/PEK per Key Domain ID/Key GpdD pair
in the Smartcard.
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6.6.7.14 Implementation Notes

* The first STKM sent by the network (BSD/A) for tlassociated SEK/PEK SHALL contain a timestamp (T&8ue
equal to or greater than “TS Low” + 1.

*  When the LTKM contains an EXT BCAST payload in whithe SPE flag is set to LTK_FLAG_TRUE, the Key
Validity Data subfield in the KEMAC payload in thdKM SHALL define the Key Validity interval for SERPEK in
terms of STKM TIMESTAMP interval:

From (32-bits): Lower limit of Timestamp (“TS low”)

To (32-bits): Upper limit of Timestamp (“TS high”)

*  When the LTKM does not contain an EXT BCAST paylaadhe LTKM contains an EXT BCAST payload in which
the SPE flag is set to LTK_FLAG_FALSE, the Key \ditly Data subfield in the KEMAC payload in the LTKM
SHALL define the Key Validity interval for SEK/PEK terms of TEK ID interval (i.e. as defined in [B8 TS 33.246
v7)):

From (16-bits): Lower limit of TEK ID

To (16-bits): Upper limit of TEK ID

* Note that the case in which the LTKM contains anTEBCAST payload in which the SPE flag is set to
LTK_FLAG_FALSE is allowed to enable the deliveryinformation relating to the Terminal Binding KeJBK) to a
Terminal paired with an MBMS only Smartcard.

» To enable the use of 32 bit Timestamps within thedéta of the LTKM and 16 bit TEK IDs within STKM#,SHALL
be possible to re-use a TEK ID value within a seS®KMs protected by a specific SEK. TEK ID managem
SHOULD ensure that a Terminal never has two STKbtganing the same TEK ID for the same contenastrat the
same time.

» There is one internal STKM replay detection couptar SEK/PEK ID to support replay detection for 3Tidelivery.

» To avoid security failures during the STKM key ity data and replay detection checks, the Timegtfietd (TS) in
STKM associated with a SEK/PEK key group SHALL ohb/reset when the SEK/PEK is updated.

* The secure function SHALL be able to associate itae one SPE (and associated data) to a SEK/PEKddentify
uniquely the SPE to use during STKM or LTKM prodegsthe secure function SHALL the tuple: SEK/PHK ISPE
value and KV data. Each instance of a SPE is as®olio it its own associated data. Table 3 shohishwstored data
can be associated to which SPE.

* A separate playback counter is used for each SBKMBEKV and SPE (0x07) tuple. The playback couriseused for
PPV without tokens and corresponds to the availabieber of plays left.

» A separate TEK counter is used for each SEK/PEKKND,and SPE (0xOC or 0x0OD) tuple. The TEK counteused for
PPT without tokens and corresponds to the availainheber of TEKs left.

* Akept TEK counter is used for each SEK/PEK ID gegup associated to a SPE OxOC. It is used to allowsed TEKs
to be brought forward.

» A user purse is associated to the NAF ID of the B&&1 the NAF-ID part of an SMK ID stored in thefER,uk. The
user_purse corresponds to the available numbekehs left that can be used by SPE 0x02, 0x03, @x@i80x09.

» Asingle LTKM replay detection counter is used &efg track of the Timestamp (TS) of the latest valitcKM received
for a given SMK. The LTKM replay detection for ea8MK is stored in the file Bl .

e A current_TS_counter is used for SPEs 0x07, Ox@BGx®9 to detect whether or not a "playback" hasuged. This
counter is local to a SEK/PEK ID, KV and a relevaRtE.

6.6.8 Purses

The use of certain values of SPE requires suffiaiesdit to be available in a purse stored on timargcard.
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A purse stores tokens that are consumed when timeigston defined by a SPE is used. The number kéne that are
consumed when the SPE is used is defined by thevadse associated to the instance of the pernmissio

The Smartcard profile defines three different psrse
live_ppt_purse

The live_ppt_purse used by the SPE 0x00. It iscatal to the SEK/PEK key group. There is only oimstance of the
live_ppt_purse per SEK key group. Tokens in the lppt_purse can be consumed by any instances o/&B& equal to
0x00 and belonging to the same SEK key group.

playback_ppt_purse

The playback_ppt_purse is used by the SPE 0xOlreTibeonly once instance of the playback ppt_ppeseSEK/PEK key
group. Tokens in the playback_ppt purse can bewned by any instances of the SPE with value equ&x01 and
belonging to the same SEK key group.

user_purse

The user_purse is used by the SPEs 0x02, 0x03, &x@®x09. It is associated to the NAF Id of thevB&e. the IDi value

transmitted in the LTKM and stored on the Smartdarthe file Efyux as MUK IDi [3GPP TS 31.102 vy/] There is only

one instance of the user_purse per NAF ID. Tokenshe user _purse can be consumed by any instanceof
security_policy_extension with value equal to 0x0203, 0x08 or 0x09 protected by an SMK associttetthe same NAF
ID.

Note: For the live_ppt_purse and the playback puise descriptions above it is assumed that the BEK/key group
belongs to the same SMK, i.e. if the SEK/PEK keyugris the same but the SMK is different the lileypack ppt_purse is
also different.

6.6.8.1 Updating a Purse Balance
Identifying the correct purse to update

If the the purse_flag in the LTKM is set to LTK_FCATRUE, the LTKM contains an update to a purseidemtify the
relevant purse to update the secure function SHALL:

» |dentify the SMK used to protect the LTKM and,;

» If the security_policy_extension is 0x02, 0x03, 8xi¥ 0x09, update the user_purse associated BNh&

» If the security_policy extension is 0x00, update tive_ppt_purse associated to the identified Shid the SEK key
group transmitted in the LTKM;

» If the security_policy extension is 0x01, update ghayback ppt_purse associated to the identifid& &nd the SEK
key group transmitted in the LTKM.

Updating the purse balance
The balance of a purse SHALL be updated when anNlT¥received in which the:
» security_policy_ext_flag is setto LTK_FLAG_TRUE;

« AND the a security-policy-extension is equal to 0x0x01, 0x02, 0x03, 0x08 or 0x09
» AND the purse_flag is setto LTK_FLAG_TRUE;

In this case the relevant purse SHALL be updatedraking to the received purse_mode, i.e. the nurabtokens indicated
in the token_value will be:
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* added to the balance of the relevant purse, ipthise_mode is 0x01;

* OR used to set the purse if the purse_mode is 0x00

6.7 Layer 3: Short Term Key Message - STKM

The table below shows the MIKEY message format uUsedSTKMs in the Smartcard Profile. The messagacstre
SHALL be identical to the MIKEY message used by M8t deliver the MBMS Traffic Key (MTK), as defindyy [3GPP
TS 33.246 v7], with the addition of the EXT BCASayoad. The EXT BCAST payload is described in ac.6.4.

Table 20: Logical Structure of the MIKEY Message Usd

Common HDR

EXT MBMS

EXT BCAST

TS

KEMAC

The EXT MBMS payload, depicted in Table 21, is defl in section 6.4.4 of [3GPP TS 33.246 v7] andadpced below
for convenience.

Table 21: EXT MBMS Used within the MBMS MTK Message

Key Domain ID sub-payload

Key Type ID sub-payload (MSKID)

Key Type ID sub-payload (MTK ID)

All fields within the STKM SHALL be populated asfideed in [3GPP TS 33.246 v7] for the MBMS MTK megsawith the
exception of the EXT BCAST payload. Mappings aralascribed in Section 6.2, i.e. SEK/PEK ID is mappe MSK 1D
and SEK/PEK is mapped to MSK, TEK ID is mapped MIKand TEK is mapped to MTK.

Each STKM stream MUST only be secured using a siSK/PEK. In some cases multiple STKM streamsdsdiver the
same TEKs secured by different SEKs/PEKs. The TeahWMUST use the Service Guide (SG) to locate éhevant STKM
stream for the encrypted traffic stream it needdeterypt.

Each STKM SHALL be encapsulated in exactly 1 UDBkead One UDP packet only contains at most oneN3TK
The EXT BCAST payload SHALL be populated as defime8ection 6.7.2.

6.7.1 STKM Related Terminology

In the sections below, the following terms apply $d KMs:

Resending check: Resending of the same STKM/TEK SHALL be detedigdhe terminal using the TEK_ID (MTK ID)
field of the MBMS EXT payload. See Section 6.7 f2details.

STKM replay detection processing or verification This procedure is used to detect replay atterfgot<STKMs. This
procedure operates by comparing the TS field inS&M with the corresponding STKM replay detectioounter in the
secure function.
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STKM replay detection (or freshness failure) This occurs when the STKM contains a TS fielduealvhich is less than or
equal to the current STKM replay detection counter.

Key Validity Data check The Key Validity Data check verifies that the SBPEK key is still valid. This procedure
compares the STKM Timestamp value against the dtoetevant Key Validity data in the secure functioifhat Key
Validity data stored in the secure function is defl as an interval of STKM timestamps (i.e. Lovisitl of Timestamp (“TS
low”) and Upper limit of Timestamp (“TS high”). KeValidity data check failure corresponds to thaditon that the
timestamp in the STKM received is higher than fh® high’ or lower than the ‘TS low’.

STKM Message validation The STKM Message Validation check consists of whdfication of integrity of the STKM,
using the SEK/PEK. This procedure is equivalerthtt described in Section 7.1.1.8 for MTK messaff¢d8GPP TS 31.102
v7].

Play-back counter. An internal counter in the secure function thattains the number of play-backs authorized.

SEK/PEK key group: A group of SEK/PEKs that are identified by thengaKey group part of the SEK/PEK ID. The
SEK/PEK key group is uniquely identifiable by ite)KDomain ID and Key group part of the SEK/PEK ID.

6.7.2 EXT BCAST for STKMs

To include Smartcard Profile specific informationSTKMs that can not be supported by the MBMS MTEssage, a hew
MIKEY Generic Extension Header payload SHALL beluded in the STKM. This payload is reffered to he EXT
BCAST for STKMs. The EXT BCAST for STKMs is usedttansport information related to the use of th&K$Eontained
within the STKM.

The terminal SHALL support the processing of adds included in the EXT BCAST for STKM with theaption of the
Access Criteria Descriptor. The terminal MAY supgpbe processing of Access Criteria Descriptors.

If the Smartcard supports the use of the EXT BCA&yloads, the Smartcard MAY process and enforcedhess criteria
(if it is transmitted in the EXT BCAST for STKM)Note that MBMS MIKEY implementations [3GPP TS 33%247] ignore
the EXT BCAST for STKMs and therefore do not supploe enforcement of the access criteria.

Table 22: Logical Structure of the MIKEY General Extension Payload

Next Payload

Type

Length

Payload Data

For the EXT BCAST for STKMs the fields of the MIKE®@eneric Extension Header MUST contain the follayvitata:
Next Payload(8 bits): This field SHALL be populated as defiradRFC3830]. No change is required.

Type (8 bits): This field defines a new type for MIKEN addition to the existing types for MIKEY. Thewé¢ype is hamed
“OMA BCAST STKM/LTKM MIKEY General Extension” andsi assigned the value of 5.

Length (16-bits): This field SHALL be populated as defina [RFC3830]. No change is required.

Payload Data(Variable Length): The subtype is equal to 2 amel$ubType specific data SHALL contain Smartcanfiler
STKM Management Data defined below.

Table 23: Format of Smartcard Profile STKM Managemeant Data

Smartcard Profile STKM Management Data Length Type
(in bits)

short_term_key message() {
selectors_and_flags {
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protocol_version 4 Uimsbf
protection_after reception 2 Uimsbf
terminal_binding_flag 1 Uimsbf
access_criteria_flag 1 uimsbf
traffic_protection_protocol 3 uimsbf
traffic_authentication_flag 1 uimsbf

traffic_key_lifetime 4 uimsbf

if (access_criteria_flag == TKM_FLAG_TRUE) {
reserved_for_future_use 7 bslbf
secure_channel_flag 1 bslbf
number_of access_criteria_descriptors 8 uimsbf
access_criteria_descriptor_loop() {

access_criteria_descriptor()

}

}

}

reserved_for_future_use- these bits are reserved for future use, and SH#d set to zero when not used.

6.7.2.1 Coding and Semantics of Attributes

Section 7 introduces the coding and semanticsl @tt@ibutes common between the DRM Profile andSheartcard Profile.
Any Smartcard Profile specific attributes are idtroed below.

terminal_binding_flag — indicates whether or not terminal binding is uieed for the Smartcard Profile.
TKM_FLAG_FALSE indicates it is not required, wheseBKM_FLAG_TRUE indicates it is required.

secure_channel_flag — indicates whether or not a TEK must be trangaiffom the Smartcard to the Terminal inside a
secure channel for the Smartcard Profile. TKM_FLABLSE indicates that a secure channel is not reduir
TKM_FLAG_TRUE indicates that a secure channel isquied. If the access criteria_flagis set
to TKM_FLAG_FALSE, i.e. the secure_channel_flagalsent, then the secure_channel_flag SHALL beidered to be
set to TKM_FLAG_FALSE, thus indicating that thecsee channel is not required.

6.7.3 OMABCAST STKM Processing

STKMs are processed by a secure function locateditber the Smartcard or terminal. Where GBA_U ssedithe secure
function is located on the Smartcandd where GBA_ME is used the secure function iatkxt on the terminal.

The following sections describe the processindhef$TKM peformed in the terminal and the securetion. The terminal
and the secure function SHALL identify a MIKEY mage as a BCAST STKM if the MIKEY message includes EXT
MBMS payload (indicating MTK delievery) and the EXBICAST payload.

It should be noted that MBMS only Smartcards carubed within a BCAST system, in which case the efunction
processing of STKMs is defined in Section 6.5.43@PP TS 33.246]. As MBMS MIKEY implementations Wgnore the
EXT BCAST payload in the STKM, the access_critdtegy in the EXT BCAST payload in any STKM that cdlbe be
received by a MBMS only Smartcard SHOULD be se€fkd1_FLAG_FALSE.

6.7.3.1 Event Information Sent by the Terminal (mov  ed)

Note: This section has been moved to the sectiti3.66.
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6.7.3.2 STKM Resending Check in the Terminal

Resending the same STKM allows faster changing dmtwchannels because the terminal does not hawaitdor the
arrival of a new STKM before being able to accéws pirotected content, e.g. a new STKM/TEK may didysent every
minute, but the STKM/TEK is resent every 500ms niegrhat the terminal has to wait a much shortaiopefor the
required STKM/TEK after a channel change.

The terminal SHALL detect that a STKM has been mesy the BSM if the TEK_ID (MTK ID) field of the BMS EXT
payload is equal to the TEK ID contained in the BEKM sent by the terminal to the secure functidie terminal SHALL
NOT forward resent STKMs to the Smartcard.

This shall not be confused with the STKM replayetéibn check (described in Section 6.7.3.3), whishs the TS field in
the STKM message.

In MBMS for each STKM sent the TS field is incredseven if this STKM carries the same TEK as thevipus STKM
message.

However, in BCAST the server MAY resend the sam&I4T containing the same TEK, without increasing e field.
This avoids the need for generating new STKMs withie same crypto period.

Note: this is an improvement to the MBMS specifizatversion 6 since BM-SC handling needs less paging for building
subsequent authenticated STKM with the same kegnahtncluded.

Filtering at the terminal side keeps the solutiongistent with the MBMS replay protection, sincehe terminal resending
of the STKM/TEK is detected by checking the TEK (WTK ID) field of the MBMS EXT payload.

6.7.3.3 STKM Replay Detection Protection in the Ter minal

If the secure function is located on the Smarteard the Smartcard is an MBMS only Smartcard, thentérminal SHALL
perform the MBMS replay protection check as defimedection 6.4.3 of [3GPP TS 33.246 v7]. If tleewe function is
located on the terminal or the terminal is pairdthva BCAST Smartcard, then the terminal SHALL N@&rform the
MBMS replay protection check. In this case the STK&play detection check is completed by the sefumetion as
explained in Section 6.7.3.6.

6.7.3.4 STKM Processing in a Smartcard Supporting B CAST and MBMS

When a BCAST Smartcard receives a MIKEY message,Smartcard SHALL first determine the type of mgssay
examining the MIKEY General Extension payload(®gent in the message. If the message containmer&d=xtension
payload of Type 3 (Key ID Information), i.e. the EXIBMS payload defined for MBMS in [RFC4563], thére Smartcard
SHALL inspect the contents of this payload. If feyload indicates that the delivery of an TEK (MTken the Smartcard
SHALL check the message for the presence of a @eR&tension payload of Type 5, i.e. the EXT BCASIyload defined
for BCAST in [RFC5410], and the following occurs:

. If the EXT BCAST payload is present, then the Soad SHALL process the STKM as defined in the folleg
sections of this document;
- If the EXT BCAST payload is not present, then thiKEY message is an MBMS MTK message. If the seléct

Smartcard application supports MBMS processing. (8etected application is USIM), then it SHALL pess the
message as defined in [3GPP TS 33.246 v7]. Ifgblected Smartcard application does not support 8BM
processing (e.g. selected application is BSIM)ntheSHALL abort the processing of the MIKEY messamnd send
an error message to the terminal. The error messzigrned by the Smartcard SHALL take the fornthef status
word ‘9864’ (Authentication error, security contaxtt supported). Note: It is mandatory for the MSipplication
on BCAST Smartcard to support MBMS processing dise in Section 6.2.

Note: The above processing is required to enswaea8GPP BCAST Smartcard can work in a pure MBIysSesn, i.e.
where Service Protection is implemented accordif@&PP TS 33.246 v7].
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6.7.3.5 STKM Message Validation in the Secure Funct ion

On reception of the STKM, the secure function fretrieves, from the EXT MBMS payload, the Key DomiD and the
SEK/PEK ID, which it uses to retrieve the SEK/PHittis required to process the STKM.

If the secure function can not retrieve a SEK/PEH&tehing the Key Domain ID and SEK/PEK ID pair coméal in the
STKM, the secure function SHALL return an error sage to the terminal. If the secure function isted on the Smartcard
the message SHALL be the status word "6A88" (refeed data not found).

If the secure function can retrieve a SEK/PEK miatghhe Key Domain ID and SEK/PEK ID pair contairiedhe STKM, ,
the secure function SHALL perform the message wa#iltith according to [RFC3830].

6.7.3.6 STKM Replay Detection in the Secure Functio n

Following a successful STKM message validation kh#ite secure function SHALL perform the STKM regpldetection
check by comparing the received Time Stamp field)(T.e. the STKM TS, with the stored STKM replastettion counter
value of the associated SEK/PEK. The conditionsémrcess and failure are defined in the table helow

Success | If the received TS is greater than the stored STi¢play detection counter value, the replay detactiveck
ends in success.

Failure If the received TS is equal or lower than the std8@KM replay detection counter value, the replatedtion
check ends in failure.

Note: Less than or equal is to be taken in the ingasf RFC 1982 [RFC1982]. If the less than or dgakation is undefined
in the sense of RFC 1982 [RFC1982], the messagddbe considered as being replayed and shalldmaied.

Note: A single STKM replay detection counter isdiper SEK/PEK ID, irrespective of the number ofatiént instances of
security policy extensions that are stored in #muge function for that SEK/PEK ID.

6.7.3.7 Choice of the Security Policy Extension (SP  E) for Processing the STKM

To select the security policy extension to usetlier processing of the STKM the secure function SHAitst perform the
STKM replay detection check, as defined in Secah3.6.

STKM replay detection check succeeds:

If the STKM replay detection check results in ses;d.e. if the STKM TS is greater than the STK\plag detection
counter, the secure function SHALL limit its choiok SPEs to those that allow access to LIVE conteat 0x00, 0x02,
0x04, 0x08 and 0x0C) and SHALL continue to the Kaidity data check.

STKM replay detection check fails:

If the STKM replay detection check results in fadpi.e. if the STKM TS is less than or equal te 8TKM replay detection
counter, the secure function SHALL limit its choiocE SPEs to those that allow the PLAYBACK of receddcontent, i.e.
0x01, 0x03, 0x05, 0x07, 0x09 and 0x0D) and SHALhtiaue to the Key Validity data check.

Key Validity data check:

Once the STKM replay detection check has been cetegpthe secure function SHALL complete the keyditgl data check
by checking the received TS, i.e. the TS fieldhe STKM, against the Key Validity data associateceach applicable
security policy extension, i.e. each LIVE or PLAYBK security policiy extension (dependent on thailtesf the STKM
replay detection check) associated to the SEK/HEIK each applicable security policy extensionhd teceived TS is equal
to or lower than “TS low” or is greater than “TShi the SPE fails the key validity data check amel 8PE is not applicable
to this STKM.

When the secure function has completed the keitxalkilata checks for all applicable SPEs, if no SBREve passed the key
validity data check, the secure function SHALL reta an error message to the terminal. If the sefturction is located on
the Smartcard, the message SHALL be the status V98@b" (Key freshness failure).
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If only one applicable security policy extensiorsped the key validity data check, the secure fannBHALL select that
SPE for the processing of the STKM and SHALL predé® message as defined in Section 6.7.3.8.

If several applicable SPEs passed the key validita check with different SPE values, the followjmiprities SHALL be
used by the secure function to select the SPEadaikandle the incoming STKM:

For LIVE security policy extensions

1. SPE for a subscription mode (0x04)

2. SPE for a pay-per-view (PPV) mode (0x04 or 0x08)

3. SPE for a pay-per-time (PPT) mode (0x00 or 0x0@x@C)
For PLAYBACK security policy extensions

1. SPE for a subscription mode (0x05)

2. SPE for a pay-per-play (PPP) mode (0x07 or 0x09)

3. SPE for a pay-per-time (PPT) mode (0x01 or 0x08x®D)

If a PPV or PPT permission for a given SEK/PEK exigithout tokens and also with tokens, the pyoBHALL be to use
the LTKM without tokens.

Hence the following priority SHALL apply on the pagr-view / pay-per-play and pay-per-time SPE:

* No tokens vs tokens PPT: SPEs 0xOC and 0x0D viidl f|aecedence over 0x00, 0x01, 0x02 and 0x03

* No tokens vs tokens PPV: SPEs 0x04 and 0x07 w faecedence over 0x08 and 0x09

The table below summarises the order of prioritgwlhoosing an LTKM SPE to use.

Table 24: LTKM security_policy_extension Priorities

LIVE PLAYBACK
Highest Priority ~ 0x04 (subscription) 0x05 (unlimdtplayback)
0x04 (PPV) 0x07 (PPP)
0x08 (user token PPV) 0x09 (user token PPP)
0x0C (PPT) 0x0D (PPT)
0x00 (service token PPT) 0x01 (service token PPT)
Lowest Priority ~ 0x02 (user token PPT) 0x03 (usé&etoPPT)

If several applicable SPEs passed the key valdthta check with the same SPE value, the followirigsr SHALL be used
by the secure function to select the SPE to usamnalle the incoming STKM:
= the secure function SHALL select the SPE with thedst “TS Low” value;

= f there is more than one SPE with the same SP&evahd “TS Low” value, the secure function SHALIllest the
SPE with the lowest “TS High” value;
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6.7.3.8 STKM Processing based on the LTKM security_ policy_extension (SPE)

Note that the processing described below is don€ER-having successfully selecting the securitygyoéixtension to use
based on the key validity check, as explained al&eaction 6.7.3.7.

The secure function SHALL NOT send a verificatioegsage as a response to an STKM even in the case e V-bit in
the STKM message is equal to 1.

In the following descriptions, the term “decrypteaterial” is used to denote the TEK and Salt kégéit key is available),
which may be returned in the clear or wrapped kyTBK.

LTKM SPE = 0x00 (Service Token PPT Live)

Success | « If the live_ppt_purse is greater or equal to thet cealue, the secure function SHALL:

» setthe STKM anti-replay counter to the STKM TSuegland
» decrease the live_ppt_purse by the stored coséyalu

* return the decrypted material.

Failure | If the live_ppt_purse is less than the cost_valuen the secure function SHALL:

e execute Section 6.7.3.12.

LTKM SPE = 0x01 (Service Token PPT Playback)

Success | If the playback_ppt_purse is greater or equal ¢octbst_value, the secure function SHALL:

» decrease the playback_ppt_purse by the stored/ahs,

* return the decrypted material.

Failure If the playback_ppt_purse is less than the costievdahen the secure function SHALL:

e execute Section 6.7.3.12.

LTKM SPE = 0x02 (User Token PPT Live)

Success | « If the user_purse is greater or equal to the cedtiey the secure function SHALL:

* setthe STKM anti-replay counter to the STKM TSueland
» decrease the user_purse by the stored cost value,

» return the decrypted material.

Failure | If the user_purse is less than the cost_value, tte secure function SHALL:

e execute Section 6.7.3.12.
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LTKM SPE = 0x03 (User Token PPT Playback)

Success | If the user_purse is greater or equal to the cadtiev, the secure function SHALL:
» decrease the user_purse by the stored cost valde, a
» return the decrypted material.

Failure If the user_purse is less than the cost_value,ttheesecure function SHALL:

e execute Section 6.7.3.12.

LTKM SPE = 0x04 (Subscription and PPV Live)

Success

The secure function SHALL:

» setthe STKM anti-replay counter to the STKM TSuegland

* return the decrypted material.

Failure

* N/A

LTKM SPE = 0x05 (Subscription unlimited playback)

Success

The secure function SHALL:

» return the decrypted material.

Failure

* N/A

LTKM SPE = 0x07 (PPP Playback)

Success

If the playback counter is not equal to zero AN B8ITKM TS is less than or equal to the current_B8nter,
then the secure function SHALL:

e setcurrent_TS_counter to the STKM TS value and,

» decrease the playback counter by one, and

* returns the decrypted material.
If the STKM TS is greater than to the current_TSunter, then the secure function SHALL:

» setcurrent_TS_counter to the STKM TS value, and
* NOT decrease the playback counter, and

» return the decrypted TEK material.

Failure

If the playback counter is equal to zero AND theKSTTS is less than the current_TS_counter, therstmire
function SHALL:

» execute Section 6.7.3.12.
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LTKM SPE = 0x08 (User Token PPV Live)

Success | If the user_purse is greater or equal to the cedtiev AND the STKM TS is equal to or less than the
current_TS_counter, the secure function SHALL.:
» setthe STKM anti-replay counter to the STKM TSuegland
* setcurrent_TS_counter to the STKM TS value and,
» decrease the user_purse by the stored cost vatije an

* return the decrypted material.
If the STKM TS is greater than the current_TS_ceurthen the secure function SHALL:

» setthe STKM anti-replay counter to the STKM TSuegland

* NOT decrease the user_purse, and

» return the decrypted material.

Failure If the STKM TS is equal to or less than the curr@i® counter and the user_purse is less than thevedise,
then the secure function SHALL:

» execute Section 6.7.3.12.

LTKM SPE = 0x09 (User Token PPP Playback)

Success | If the user_purse is greater or equal to the cadtiey AND the STKM TS is less than or equal to the
current_TS_counter, the secure function SHALL:
» setcurrent_TS_counter to the STKM TS value and,
» decrease the user_purse by the stored cost value,
* return the decrypted material.
If the STKM TS is greater than the current_TS_ceurthen the secure function SHALL:
e setcurrent_TS_counter to the STKM TS value, and
* NOT decrease the user_purse, and

» return the decrypted TEK material.

Failure If the STKM TS is less than the current_TS_couatet either the user_purse is less than the cosie vlen the
secure function SHALL:

» execute Section 6.7.3.12

LTKM SPE = 0x0C (PPT Live)

Success | The kept TEK counter value SHALL be added to th&TBunter. If the kept TEK counter is NOT equak&yo,
the kept TEK counter SHALL then be set to zerahéf TEK counter overflows, it SHALL be set to maxdim.

If the TEK counter is greater than zero the sefumetion SHALL:

» setthe STKM anti-replay counter to the STKM TSuegland

» decrease the TEK counter by one and,

» return the decrypted material.
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Failure If the TEK counter is equal to zero, then the sedunction SHALL:

» execute Section 6.7.3.12.

LTKM SPE = 0x0D (PPT Playback)

Success | If the TEK counter is greater than zero the sefwmetion SHALL:

» decrease the TEK counter by one and,

» return the decrypted material.

Failure | If the TEK counter is equal to zero, then the sedunction SHALL:

» execute Section 6.7.3.12.

6.7.3.9 Deletion of Expired LIVE Security Policy Ex  tensions and SEK/PEK

The following text assumes that the STKM Messagkddtion check (see Section 6.7.3.4) has been ga3s$e processing
to support the following functions is implementatispecific.

The secure function SHALL delete all stored datateel to an instance of a LIVE SPE (including tiRESralue itself) if the
instance of the LIVE SPE is associated to the SEK/ID in the received STKM and the TS value congdliin the received
STKM is greater than the "TS high" value of the Idata associated to that instance of the SPE. Suimaorresponds to
the identification and deletion of expired LIVE SPE

Before the secure function deletes an instanceP& &O0C, if the keep_credit_flag associated to ithstance of SPE 0x0C
is set to LTK_FLAG_TRUE, the secure function SHARHd the value of the associated TEK counter tddhbe value of

the kept TEK counter associated to the SEK/PEK deeyp of the SEK associated to the instance ofSfRE 0xOC being

deleted.

When the secure function processes an STKM, ifSRKM is protected by a SEK/PEK belonging to the sa®fEK/PEK
Key Group as one or more SEKs/PEKSs stored in thersgunction, the secure function SHALL deletestdired data related
to instances of LIVE SPEs associated to the ol##¢s#EKs. The secure function SHALL use the Key Kempart of the
SEK/PEK IDs to determine which SEK/PEKSs are oldtantthe SEK/PEK used to protect the current STKM.

Information relating to PLAYBACK security policy éensions SHALL NOT be deleted.

If any of the processes described above resultkere being no valid SPEs associated to a SEK/RgKsecure function
SHALL delete the SEK/PEK and all associated data.

If there are no more SEK/PEK and SPE associatedkey Group the Secure Function SHALL NOT delete $tEK/PEK
ID Key Group part and associated data as pursel dmilassociated to this Key Group. Only the teriid&Y delete the
Key Group and associated data.

6.7.3.10 Deletion of Expired PLAYBACK Security Pol icy Extensions and SEK/PEK

When a SPE for playback stored in the smartcaabsolete (how the secure function determines themlebcence of the
SPE is implementation specific), and this SPE ladeen flagged as SPE used for recorded conteat3sction 8.5), then
the secure function SHALL delete the SPE. If thietilen of this SPE results in there being no vabkdurity policy extension
associated to the SEK/PEK ID, the secure functidAlS. delete the SEK/PEK and associated data.

If there are no more SEK/PEK and SPE associatedkey Group the Secure Function SHALL NOT delete $EK/PEK
ID Key Group part and associated data as pursel dmilassociated to this Key Group. Only the terfiid&Y delete the
Key Group and associated data.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-BCAST_SvcCntProtection-V1_0_1-20130109-A Page 92 (271)

6.7.3.11 Access Criteria

The secure function checks the presence of accigssacin the message and controls that the acoétssia conditions are
met using internal information. This internal infuation depends on the type of the access criteoiathe current version of
the specification, access criteria defined argérental control and location based restriction.

The terminal SHALL implement all necessary proaegsind SHALL support associated messaging to ha&@miartcard
based access criteria enforcement.

6.7.3.11.1 Parental Control

Enforcement of the parental control is done by khlmngrthe level _granted against the rating_valueikexd in the STKM for
the same rating_type.

In the STKM the country_code_flag SHALL be set fokL FLAG_FALSE.

If the parental_control access criteria are trattechiin the STKM and if the secure function is lie tSmartcard, parental
control enforcement SHALL be done by the Smartasdexplained below. Note that MBMS MIKEY implemditas
[BGPP TS 33.246 v7] will ignore the EXT BCAST forIsMs and therefore will not support the enforcemehparental
control as described in this document. In this ctie® Terminal MAY choose to enforce the parentahtiol. Alternatively,
Terminal enforcement MAY be used in parallel witte tSmartcard enforcement mechanism for providingdditional,
locally controlled restriction on access. Note tinathis case the most restricted level from tharsoard or the terminal will

apply.

It is out of scope of the BCAST 1.0 specificatioomhparental control applies to multiple instancépassibly different
services when those have to be simultaneouslyettelay the terminal. The result of the whole paaknbntrol checking
process is as follows:

Failure If the processing of the parental_control accesr@ ends with failure, the secure function SHALL
abort the processing of the STKM.

If the secure function is located on the SmartcardSHALL send an Operation Status code
corresponding to ‘User not authorized’ with thereut rating_value (received in the STKM) and the
level_granted for this rating_type stored in theaBward. These data are sent as a response fo the
terminal for the current AUTHENTICATE command capending to OMA BCAST operation fdg
parental control operation (see Appendix E).

=

If the secure function is located on the SmartcartAY send the proactive command ‘DISPLAY
TEXT' (as described in [3GPP TS 31.111 v9.1.0] 3GPP2 C.S0035-A)) in order to inform the user
that the level_granted stored in the card for #iteng_type received in the STKM does not allow| to
view this service as they are not authorized tov\dervices with the associated rating transmitteithé
STKM.

Success If the processing of the parental_control accesria ends with success, the secure function padd
the checks as defined in previous sections if neetligis will then allow the secure function to sehd
decrypted material to the terminal.

Parental control management in the Smartcard:

If the secure function is in the Smartcard, thenteal SHALL implement PINCODE requested processfdgscribed
below), operation on PINCODE (described below) assbciated messaging to handle parental controhgesment with the
related processing (i.e.: response of AUTHENTICAG&nmand corresponding to OMA BCAST operation forepsal
control operation (as described in Appendix E), MER PIN as defined in [ETSI TS 102.221]). The temali MAY
implement UNBLOCK PIN as defined in [ETSI TS 102122and proactive command DISPLAY TEXT as defined in
[3GPP TS 31.111 V9.1.0] or [3GPP2 C.S0035-A].

The enforcement of the parental control is dividedeveral processing phases:
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Check the rating_value transmitted in the STKM aggihe level_granted stored in the Smartcardhferating_type.

Check if the PINCODE has been verified.

» Request a PINCODE if necessary. A PINCODE provibedhe user is checked against the PINCODE staredd
Smartcard.

» Unblock a locked Parental Control PINCODE, if apalile.

The following gives details on these different step

. Check the rating_value transmitted in the STKM aganst the level_granted stored in the Smartcard for hie
rating_type:

The secure function SHALL first compare the ratitype received in the STKM against all of the ratitype values stored

in the Smartcard. If there is a level granted,eteling on the rating_value and the rating_type,ailteome is success or

failure:

Success If there is a level_granted for the rating_typehe Smartcard and if it is an equal or more retstgcvalue
than the rating_value received in the STKM, theckivg of rating_value ends with success and the
processing of STKM resumes. Requesting the PINCGD®Bt needed.

If there is no level_granted for the rating_typethie Smartcard, the user is authorized to viewcthrdent.
The checking of rating_value ends with successthedprocessing of the STKM resumes. Requesting the

PINCODE is not needed.

Failure If there is a level_granted for the rating_typetia Smartcard and if it is less restrictive tham téiting_value
received in the STKM, the checking of rating_vakrmrds with failure and the secure function triggars
request for the PINCODE. If the PINCODE is not deti in the Smartcard, the Smartcard aborts the

processing of STKM and indicates to the user they fire not allowed to view this content.

Table 25 gives an example of comparison of thegatralue in the STKM against the level_grantedexton the Smartcard.
In this example, the rating_type 9 (as definechem®MA BCAST Parental Rating System Registry atéélat [OMNA]) is
taken as an example. Table 25 uses the followimbsls:

X means that the secure function stops processm&TKM unless a valid PINCODE is provided.
O means that the secure function accepts procefmngTKM without requesting a PINCODE.

Table 25: Example of Comparing STKM rating_value aginst Smartcard level_granted

Smartcard level_granted
none 1 (least| 2 3 4 5 (most
defined restrictive) restrictive)
none defined (0] 0] @] (0] (0] 0]
S |1 (least| O ¢ ¢ o] ¢ o
S | restrictive)
o |2 0 X 0 0 0 0
'E 3 O X X O O 0]
S |4 0 X X X 0 o
b |5 (most| O X X X X o)
restrictive)

Note that the term ‘more restrictive’ means tharéhare more constraints on having access to thieemd This typically

means the user age is higher. Note that actual mcah&alues of rating_value for certain rating_egpdo not always follow
a linear scale, either from less restrictive to enogstrictive or vice-versa. The corresponding dabiorder (from least
restrictive to most restrictive) is based on theaetics of the individual rating values. An infative example can be found

in Table 130 in Appendix H.
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Note that the value for “not rated” or “undefineBHALL be treated by default as “least restrictivefiless its semantics is
explicitly stated by the rating scheme.

. Check if PINCODE has been verified:

A PINCODE is defined in the Smartcard for the p&akoontrol function. For using this PINCODE iret ERIFY PIN and
UNBLOCK PIN commands, a key reference is assigretthea manufacture of the Smartcard. The PINCOD#ction is
optional in the Smartcard for the parental control.

Depending on the result of checking of rating_vahgainst the granted_level value and if a PINCOBHaéfined in the
Smartcard, the Smartcard SHALL check if the PINCOi2E been verified previously for the same confBmis verification
results in the following.

Success

If the PINCODE has been previously verified witltsess the parental control ends with success @&n
processing of STKM resumes.

The Smartcard SHALL NOT request that a PINCODEnteked if the PINCODE has been previou
verified with success for the same content (i.eenvthe SEK/PEK _ID and rating_type/rating_value [

d th

sly
air

is the same in the STKM). Information that the PDIQE has been verified SHALL be stored in the

Smartcard and SHALL be reset if the content chaf§E&/PEK_ID or rating_type/rating_value chan
in the incoming STKM, or reception of an Event Sillimg Mode command (Section E.3.5) when s|
command indicates a content change) if the ternignsvitched off or if the transmission of STKM h

been interrupted. This interruption in the transiois MAY be detected by a gap in the timestampelgilu

in the incoming STKM (width of the gap MAY be adjed by the service provider at the manufac
stage of the Smartcard) against the value storethenreplay counter of the SEK/PEK_ID. As
complement to this usual detection, this interuptMAY be signaled by the terminal with the Eve
Signalling Mode command (Section E.3.5).

ge
ich
as

ure
a
nt

Failure

If the PINCODE has not been verified or the vesdfion process ended with failure the Smartg
proceeds to request the PINCODE.

ard

. Request a PINCODE if necessary. A PINCODE providetby the user is checked against the PINCODE stored
in the Smartcard:

If the Smartcard needs to request a PINCODE, thenwmg applies:

The Smartcard aborts the STKM processing by sendingsponse to the terminal for the current AUTHEDATE
command corresponding to OMA BCAST operation faepgal control operation (see Appendix E) with:

» A status code corresponding to 'PINCODE blocked'the key reference corresponding to the PIN usegdrental
control if the Parental control PIN has been presip blocked or

» A status code corresponding to ‘PINCODE required the key reference corresponding to the PIN @eparental
control in order to request from the terminal a eDDE verification processing.

At the reception of the response with a status cadeesponding to ‘PINCODE required’, the terminaks the user to enter
the PINCODE and sends this PINCODE to the Smartaaidg the APDU command VERIFY PIN defined in [ETES
102.221] on the PIN corresponding to the key refeeevalue transmitted in the response of AUTHENTTEACOmmand.

The result of the VERIFY PIN command is succeskiture:

Success

Failure
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Smartcard for the processing.
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. Unblock a locked Parental Control PINCODE:

When the user has entered the wrong PINCODE tlimeestin the verification process, the PINCODE ischkkd in the
Smartcard. After receiving a response with a statde corresponding to ‘PINCODE blocked’, the ieahMAY ask the
user to unblock the PINCODE.

When unblocking the PINCODE, the terminal MAY reguthe user to input an UNBLOCK PIN value and a mpansonal
PINCODE. The new PINCODE value SHALL be sent to S8martcard using the APDU command UNBLOCK PIN,
together with the UNBLOCK PIN value, as specifiadETSI TS 102.221].

The terminal MAY use the command UNBLOCK PIN definie [ETSI TS 102.221] with the key reference reediin the
response of AUTHENTICATE command.

NOTE: The acquisition of the UNBLOCK PIN value usmg-of-band mechanism, e.g. by post or by caltmgperator's
customer service center.

6.7.3.11.2 Location Restriction

o For Smartcard based location_based_restrictiorresrfeent, the terminal SHALL support the proactisencmand
PROVIDE LOCAL INFORMATION as defined in [3GPP TS.311 v9.1.0] or [3GPP2 C.S0035-A], the proactive
command DISPLAY TEXT as defined in [3GPP TS 31.%911.0] or [3GPP2 C.S0035-A] and the response of
AUTHENTICATE command corresponding to OMA BCAST ogtion for location based restriction operatiore(se

Appendix E).

If the location_based_restriction access critergati@nsmitted in the STKM the following applies:

o If the Smartcard supports the use of EXT BCAST pagk and supports the enforcement of location_bassiiction,
this enforcement SHALL be done by the Smartcarexpained in Section 6.7.3.15. Note that MBMS MIKEY
implementations [3GPP TS 33.246 v7] will ignore EXT BCAST for STKMs and therefore will not supptie
enforcement of the access criteria.

Location control
failure

If the location based restriction ends with thetusteblackout’, then the secure function aborts

processing of the STKM. If the secure functiofoisated on the Smartcard, then it SHALL either s
a response to the terminal for the current AUTHEBIATE command corresponding to OMA BCAS
operation for location based restriction opera(iege Appendix E) with a status code corresponain
‘blackout’, or SHALL send a proactive command ‘DIS®Y TEXT' (as described in [3GPP 31.11
v9.1.0] or [3GPP2 C.S.0035A]) in order to inforne thser that the program can not be displayed &
area. The terminal SHALL support the proactive oand ‘DISPLAY TEXT'.

the
end
T
gt
1
thi

Location control
success

If the location based restriction ends with thetusta'need specific permissions’, then the seg
function checks if a security_policy_extension PPV is available for this content. Two casesltg
from this check:

o If a security_policy_extension for a PPV is avaiafor this content, then the processing
the STKM continues as as we discuss below.

o If a security_policy_extension for a PPV is not ialade for this content, then the secu
function aborts the processing of the STKM. If tbecure function is located on t
Smartcard, then it SHALL either send a responsethie terminal for the curren
AUTHENTICATE command corresponding to OMA BCAST oaton for location base
restriction operation (see Appendix E) with a statede corresponding to ‘need spec
permissions’ or SHALL send a proactive command TBUBY TEXT' (as described in
[B3GPP 31.111 v9.1.0] or [3GPP2 C.S.0035-A)]) in ordeinform the user that the progra
can not be displayed in this area without a spe@é&rmission. The terminal SHALL suppg
the proactive command ‘DISPLAY TEXT'.
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6.7.3.12 Lack of Credit in Purse or Playback Counte r or TEK Counter

For the SPE modes using the live_ppt_purse, pldylmat_purse, user_purse, the play-back counteheoTEK counter (i.e.
0x00, 0x01, 0x02, 0x03, 0x07, 0x08, 0x09, OxOC xPM), the secure function SHALL ignore the nomiopkration in cases
whereby the live_ppt_purse, playback_ppt_purseser wpurse cannot be decreased by the cost_valp&yeback counter
or TEK counter equals zero.

If the secure function is located on the Smartthaedfollowing processing is applicable:

* When the live_ppt_purse cannot be decreased thet@&r SHALL return the response to the terminaltfe current
AUTHENTICATE command corresponding to OMA BCAST oakon for SPE operation (see Appendix E) with atust
code corresponding to ‘lack of credit in the livet purse’.

* When the playback ppt_purse cannot be decrease8niaetcard SHALL return the response to the terhriorathe
current AUTHENTICATE command corresponding to OMEBST operation for SPE operation (see Appendix E) &
status code corresponding to ‘lack of credit inghe/back_ppt_purse’.

* When the user_purse cannot be decreased the Srda8EBALL return the response to the terminal foe turrent
AUTHENTICATE command corresponding to OMA BCAST oakon for SPE operation (see Appendix E) with atust
code corresponding to ‘lack of credit in the usersp’.

» When the play-back counter is invalid or equalozéne Smartcard SHALL return the response to ¢neinal for the
current AUTHENTICATE command corresponding to OMAERST operation for SPE operation (see Appendix E) &
status code corresponding to ‘play_back countealidwor equal to zero'.

* When the TEK counter is invalid or equals zero,3ineartcard SHALL return the response to the terhiorahe current
AUTHENTICATE command corresponding to OMA BCAST ogion for SPE operation (see Appendix E) with atust
code corresponding to ‘TEK counter invalid or ecioatero’.

6.7.3.13 Protection of the TEK after STKM Processin g

When the TEK is returned by the secure functiothéoterminal, the TEK is in the clear unless theuse function is located
on the Smartcard and the Terminal Binding Key (TB¥K)sed, in which case the TEK is wrapped by tB&,Tor the Secure
Channel is used, in which case the return messagining the TEK is protected using the Connect#gnas defined in
[ETSI TS 102 484]. In the case that both the TB¥ &ecure Channel are used, the Secure Channelircobe TEK

wrapped with the TBK.

6.7.3.14 lllustration of Parameters Used (Informati  ve)

This section provides diagrams to illustrate thiéedent parameters used when processing STKMs termee whether or
not the STKM being presented to the secure funa@responds to a LIVE or PLAYBACK situation.

Figure 4 illustrates a scenario in which two LTKKave been sent to the secure function with the d@vhdata (SPE TS
low and TS high). For the purposes of this exantipdeSPESs in the two LTKMs were 0x04 and 0x05 baytbould be any
combination of LIVE and PLAYBACK SPEs with overldpg KVs. The STKM anti-replay counter, associatedthe

SEK/PEK used to protect the STKM, is within the KMta range of both SPEs, i.e. the secure functasnpneviously
processed one or more STKMs corresponding to B/ EK. The figure shows that any STKM processgdhe secure
function, within the KVs of the two SPEs, will beated as part of a PLAYBACK if its TS is less trarequal to the STKM
anti-replay counter and as LIVE if its TS is grietn the STKM anti-replay counter.
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SPE 0x04 KV validity

TS low TS high

SPE 0x05 KV validity

TS low TS high

PLAYBACK LIVE
B I .l o

Any STKM with a TS here triggers a Any STKM with a TS here does not
freshness failure and allows use of trigger a freshness failure and allows
PLAYBACK SPEs use of LIVE SPEs

STKM anti-replay counter

Figure 4 — lllustration of LIVE vs PLAYBACK Relativ e to the STKM Anti-Replay Counter

Figure 5 illustrates the use of a PLAYBACK SPE ths¢s the current_TS_counter to detect whetheotathe STKM is part
of an existing playback or whether the STKM is paraa new playback. The example uses SPE 0x07 inohwthe detection
of a new playback results in the playback couneendp decremented, however, the current_TS_coustesed in a similar
way for SPE 0x09 but the detection of a new plakbegsults in the user_purse being decremented éya#isociated
cost_value.

SPE 0x07 KV validity

TS low TS high
New PLAYBACK | Existing PLAYBACK LIVE
<+ P4t pa—————————»
Any STKM with a TS here Any STKM with a TS here Any STKM with a TS
triggers a freshness failure, triggers a freshness failure, here does not trigger a
allows the use of PLAYBACK allows the use of PLAYBACK freshness failure and

SPEs but does not result in the | allows use of LIVE SPEs
playback counter being
decremented

SPEs and results in the playback
counter being decremented.

|
current_TS_counter STKM anti-replay counter

Figure 5 — lllustration of PLAYBACK and use of Current_TS_Counter to Detect Local Playback

6.7.3.15 Enforcement of location_based_restriction

The enforcement of the location_based_restricBgurocessed as follow:

Beforehand, the secure function has requestedetdgettminal current location information sendingragetive command
‘PROVIDE LOCAL INFORMATION’ as described in [3GPP1311 v9.1.0] or [3GPP2 C.S.0035-A]. To requess th
information the secure function, on a polling oé tierminal returns a status code ‘91XX’ to the tieahto indicate that a
proactive command is pending. The terminal fetchhe pending proactive command ‘PROVIDE LOCAL
INFORMATION’, performs it and sends to the secuwadtion the response of the proactive command ¢ixecu The
terminal SHALL support proactive command ‘PROVIDECAL INFORMATION' as described in [3GPP 31.111 v@]1
or [3GPP2 C.S.0035-A].

The secure function will be able to handle somgetararea_type that relies on information providedthe proactive
command ‘PROVIDE LOCAL INFORMATION'.

If target_area_type is 0x2, then the mobile_courttogle of the current location of the terminal isdignd is compared to
the mobile_country_code specified in the STKM. Thenparison results in the following cases:
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o] If there is a match and if polarity flag in the SNWIKs set to 0 (“normal”) and if the override flag et to O, then the
location_based_restriction ends with the statusckbut’, i.e. the terminal SHALL not render the rigestreams and then the
STKM processing SHALL ends without the processihthe TEK and then is aborted (see Section 6.7.3).

o] If there is no match and if polarity flag in the kWl is set to 1 (“spotbeam”) and if the overridedfls set to 0, the
location_based_restriction ends with the statuackbut’ i.e. the terminal SHALL not render the needireams and then the
STKM processing SHALL ends without the processihthe TEK and then is aborted (see Section 6.7.3).

o] If there is a match and if polarity flag in the SWKs set to 0 (“normal”) and if the override flag $et to 1, the
location_based_restriction ends with the statusdngpecific permissions’, i.e. the restriction nb@yignored if the terminal
is able to obtain the necessary permissions. TherSTKM processing resume to check if a PPV fa fhibgram is active
(see Section 6.7.3).

o] If there is no match and if polarity flag in the |9Vl is set to 1 (“spotbeam”) and if the overridedls set to 1, the
location_based_restriction ends with the statusdngpecific permissions’, i.e. the restriction nis@yignored if the terminal
is able to obtain the necessary permissions. TherSTKM processing resume to check if a PPV fa gribgram is active
(see Section 6.7.3).

o} Otherwise the location_based_restriction enforcéneenls without blackout, i.e. the terminal MAY rendhe
media streams and then the STKM processing SHAEuUmMe.

If target_area_type is Ox5, then depending of tbk target_area_type, the Cell Global Identifiertbe location Area
Identifier or the SID, or the SID+NID...of the curtdocation of the terminal is used and comparethéocell_area_values
received in the STKM. The comparison results mftillowing cases:

o} If there is a match and if polarity flag in the SWIKs set to 0 (“normal”) and if the override flag $et to 0, then the
location_based_restriction ends with the statusclbut’, i.e. the terminal SHALL not render the rizestreams and then the
STKM processing SHALL ends without the processihthe TEK and then is aborted (see Section 6.7.3).

o} If there is no match and if polarity flag in the kST is set to 1 (“spotbeam”) and if the overridegfls set to 0, the
location_based_restriction ends with the statuackbut’ i.e. the terminal SHALL not render the needireams and then the
STKM processing SHALL ends without the processihthe TEK and then is aborted (see Section 6.7.3).

o} If there is a match and if polarity flag in the SWKs set to 0 (“normal”) and if the override flag $et to 1, the
location_based_restriction ends with the statusdngpecific permissions’, i.e. the restriction nb@yignored if the terminal
is able to obtain the necessary permissions. TherSTKM processing resume to check if a PPV fa gibgram is active
(see Section 6.7.3).

o] If there is no match and if polarity flag in the l9Wl is set to 1 (“spotbeam”) and if the overridedls set to 1, the
location_based_restriction ends with the statusdngpecific permissions’, i.e. the restriction nb@yignored if the terminal
is able to obtain the necessary permissions. TherSTKM processing resume to check if a PPV fa fhibgram is active
(see Section 6.7.3).

o] Otherwise the location_based_restriction enforcaraerds with the status ‘without blackout’, i.e. teeminal MAY
render the media streams and then the STKM prompS$ALL resume.

BCAST 1.0 provides above a basic signalling framdwior how to override location based restrictidmg does not specify
how the terminal and Smartcard determine if thetrid®n can be ignored when the override flag dfe t
location_based_restriction Access Criteria Deserijg set to 1. Therefore, BCAST 1.0 terminals &mdartcards SHALL
always interpret the override flag as if it werétee0.

6.7.3.16 Event Information Sent by the Terminal

When the parental control function is located an$martcard, the Smartcard has some means (e.gPEEKD change, TS
gap detection) to determine e.g. whether to reghegparental control PINCODE again.

The Terminal MAY send an "Event Signalling Mode'nuomand to inform the Smartcard of an event thatiogpact the
parental control decision process to specificaiiec for deployment scenarios where the Smartcaed diot have all the
information necessary to perform such decision®own.
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The "Event Signalling Mode" command as specifiedention E.3.5.2 is a generic command that alltwesstgnalling of an
event that MAY be used by the Smartcard for thepia control function. The command MAY be senthte Smartcard as
soon as possible, latest prior submitting an STKMich "number_of _access_criteria_descriptors" vidumot equal to zero.

Note: in BCAST 1.0, the event Zapping '0x00' isrently the only specified event (see Table 127hwelver, Table 127 is
designed so that other extensions can be speaifiaduture release of this specification in ortteaddress local regulatory
requirements for other event signalling (e.qg. lasignal, terminal OMA BCAST application switch#sfwitch-on).

6.7.4  STKMs and traffic encryption protocols

STKM can be sent over UDP. It is possible to mlgtpSTKM/UDP with FLUTE packets (on the same Imhgport address
but on a separate IP port — refer to Section 10.&iaw this is signaled)

If the traffic_protection_protocol equals to TKM_&IO DCF, then the STKM MAY be delivered as a segaosiject inside
a FLUTE session, together with the protected traffaving its own FDT entry.

SRTP

3GPP MBMS security [3GPP TS 33.246 v7], on which 8martcard Profile is based, is designed for usie 3RTP. It
follows that the STKM defined in Section 6.7 is qmatible with SRTP. SRTP encryption SHALL be indedhtby the
traffic_protection_protocol value in the STKM. d&ISRTP Master Key (MK, 128 bits) and Master SalS(M.12 bits)
SHALL be sent within the STKM. For compatibilityity the DRM Profile a NULL MS MAY be sent.

The correct TEK to use to decrypt the data is iatdid using the MKI (Master Key identifier) field,hieh SHALL be
included in the SRTP packets as defined in [RFCLR7lhe MKI SHALL be the TEK ID, unless compatilyliwith MBMS
terminals is required in which case the MKI SHAL¢& & concatenation of SEK/PEK ID and TEK ID, i.e. MK(SEK/PEK
ID || TEK ID). See Section 11.3.2 for further distan the requirements related to sharing protettfic streams

The key derivation rate MAY be zero.

The CS ID map type subfield in the LTKM message MB& set to value '1' (empty map) as defined in [#5863], which
indicates that SP is absent. In this case, the SRolRy corresponding to the Smartcard Profile @a®&M Profile
interoperability case shall be assumed as desciib8dction 9.2:

 AES 128 CTR Encryption algorithm

« HMAC-SHA-1-80 Authentication algorithm

A NULL 112 byte Master Salt (MS)

» A key derivation rate of 0
Note: [BCAST10-MBMS-Adaptation] sets restrictionghwegards to usage of the CS ID map type.
ISMACryp

The Smartcard Profile STKM, defined in Section és7gcompatible with ISMACryp. For content encryptj the usage of
ISMACryp SHALL be signalled by traffic_protectionrgtocol value in the STKM. The Smartcard Profil&KT ID
corresponds to the key_indicator in the DRM Pro#l€KM. The key_indicator sent in the ISMACrypCortte field
(defined in [ISMACRYP11] and [ISMACRYP20]) as part the encrypted stream SHALL correspond to the TIEK(2
bytes) sent in the EXT MBMS payload of the STKMot8l that, unlike for SRTP, there is no requirenfentcompatibility
with MBMS only terminals and therefore the key_wator is never required to be a concatenation ¢/BEK ID and TEK
ID, i.e. SEK/PEK ID || TEK ID. The 128 bit TEK SHA be transported, as for SRTP, in the KEMAC fiefthe STKM.

The CS ID map type subfield in both LTKM and STkKivessage SHALL be set to value '1' (empty map) &isedkin
[RFC4563], regardless of SRTP authentication islusenot. The MIKEY inner key derivation followRFC3830] section
4.1.4.
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If no SRTP authentication is used, the 128 bit yotoon key SHALL be sent instead of the MK. The M3t used. Salt
keys SHALL be signalled in SDP. No SRTP key derorais done in ISMACryp.

If SRTP authentication is used, MK (128 bits) an® 112 bits) SHALL be sent within the STKM and ugedderive
encryption and authentication keys as per SRTP BREC].

IPsec

IPsec encryption SHALL be signaled by traffic_poiten_protocol value in the BCAST STKM. The 4-by&®| sent in
IPsec packets SHALL consist of constant prefix @D@llowed by the 2-byte MTK ID. In other wordsPB= (0x0001 ||
MTK ID).

The security policy information is as specifiedtiis document, and the CS ID map type subfieldathb. TKM and STKM
MIKEY message SHALL be set to value '1' (empty mag)defined in [RFC4563]. Consequently cs_id SHAId set to
0x00000000 within the IPsec key derivation of sec#.1.3 in [RFC3830].

The MTK SHALL be transported in the KEMAC field. &hl6-byte IPsec encryption key (the key for ESPrygtion)

SHALL be derived from the MTK as specified by MIKEYRFC3830], Section 4.1.3) using the "encrypti@ykconstant.
If traffic authentication is used, the 16-byte TiafAuthentication Seed (TAS) SHALL be derived frothe MTK as
specified by MIKEY using the "authentication keydnstant. The IPsec authentication key (TAK, 20 gyte derived from
the TAS, as described in Section 9.1. No salt éslus

6.8 Layer 4: Traffic Encryption

Layer 4 corresponds to the BCAST 4-layer model lkieyarchy. The protection of data in case of stiegrand file delivery
respectively for both service and content protecitsodescribed for the Smartcard Profile.

6.8.1  Streaming Delivery
6.8.1.1 Service Protection of Streams

Broadcast streams that are signalled as havingcsepvotection by the SG via the protectionTypédfieith the value = 1
are associated with STKM stream(s). The broadsteesams are encrypted by TEKs using IPsec, SRT8BMACryp, or not
encrypted at all in case no encryption type is igelcin service guide.

How to obtain the relevant information from the 8Grequest the appropriate SEK or PEK (used for FE#tection) to
access with the TEK the protected stream is expthin Section 6.10. If the LTKM extension payldadabsent, and the
“protection_after_reception” value in the STKM =03 (i.e. “Service Protection”), then upon obtainihg TEK from the
Smartcard, the terminal can either store the TEKeoord the content in the clear or do both.

BCAST related communication between the Smartcad the Terminal MAY be protected using a Securen@bhas
described in Section 6.13. Using a Secure Chasmmires that the TEKs are not exposed in the olearthe Smartcard —
Terminal interface.

6.8.1.2 Content Protection of Streams

Broadcast streams that are signaled as havingrdopttetection may be recorded as defined in thecigation. However,
for recorded material having content protectiomrapriate rights need to be obtained via a Broadeasmissions Issuer.

For terminals using the Smartcard Profile, the appate key material can be requested based dRrtsggram or Service ID.

The Permissions Issuer can provide content protedtir the Smartcard Profile allowing an impliclap once right. Once
the server issues the appropriate SEK or PEK tdetminal / Smartcard, the terminal SHALL interptie¢ obtained keys
relating to the recorded stream as being "play 'onotess otherwise indicated by a a security podigtension contained in
the EXT BCAST payload in the LTKM (see Section 8)61f the EXT BCAST payload is not present in thHEKM or does
not contain a security policy extension, it SHALbtbe possible to use the SEK/PEK to access the samtent more than
once. This is achieved through the processing ihextin Section 6.6.7.
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As the key material provides access to recordeteabistored in the terminal, preventing unauthatiaecess to these keys
is extremely important. It is therefore recommenttet they are stored in a secure storage arearabected appropriately
during their limited lifetime. For an implementatizising GBA_U, the Smartcard can deliver TEKs te términal if the
adapted PDCF is used to record a TEK key streamcéiatent protection, the Smartcard-terminal irsteef SHOULD be
secured.

The protection of the Smartcard-terminal interfagken supported, SHALL be implemented as describh&kction 6.13.

6.8.1.3 Permissions Management using the Smartcard Profile for Content Protection
of Streams

If the EXT BCAST payload is not present in the LTKie SEK/PEK in Smartcard Profile is based onraplicit "play
once" permission. This “play once” functionalitgrcbe used by the BSM to enable more complex aintdrrelating to the
use of a SEK/PEK, e.g. unlimited access to the gpjate SEK/PEK for a given time period or contedllaccess to the
SEK/PEK for a given number of times. In all casebere the EXT BCAST payload is not present in tH&M, the
Smartcard Profile terminals are forced to requestva SEK/PEK for every access to content.

If the EXT BCAST payload is also present in the LMKthe security policy_extension value definesrifjats applicable to
the LTKM. The security_policy_ext enables the psimn of extended rights such as Pay Per View (Ri?)Pay Per Time.
The types of extended rights that can be offereddascribed in Section 6.6.4. In order to requiesttokens and / or
consumption rules required to provide PPT and PBkttfonality, the "Token Purchase Request’ messhfmed in
BCAST in [BCAST10-Services] SHALL be used.

If broadcast streams are protected and need copteteiction consumption rules, this is signaled RiatectionType in the
SG and via the protection_after_reception valuethénSTKM. Before the delivery of the related LTKMis means there
SHALL be mutual terminal-server authentication #mefe SHALL be the standard Smartcard BSM authatitic.

The following steps SHOULD be followed when requegskey material for content protected streams:

1. Identify the Permissions Issuer URI and SEK/PEK ID

2. Initiate mutual terminal BSM authentication (seetia 6.5)

3. Initiate mutual Smartcard BSM authentication (seeti®n 6.11.2)

4. Establish / enable the secure channel betweemtizet&rd and terminal (see Section6.13)

5. Request the appropriate SEK or PEK using the "TdReguest" message in [BCAST10-Services] (see Je@i6).

The requested key identifier is the SEK / PEK ID.

6.8.2  File Delivery
6.8.2.1 Service Protection of Download Data usingD CF

This section contains material from MBMS text irGBP TS 33.246 v7]. The mechanism described ingbtion was
adopted from [3GPP TS 33.246 v7] and adapted to BTAeeds.

BCAST terminals SHALL support download protectiosing DCF. BCAST servers MAY support download prtitec
using DCF.

The same mechanism can be used to protect PDGFTitgs is optional for both terminal and server.

Service protection of download data uses IPsec@F Bncryption protocol. In case of DCF encryptioatpcol, DCF file is
used as a container for ciphered file data. The P&Hainer also identifies the keys used in pratgdhe data. Use of IPsec
for Service Protection of download data is Optional

Each file is encrypted using a single TEK, as drgldin Section 9.4.

If a file is transmitted in a FLUTE carousel, ttare key value of the TEK SHALL be used during thelg time the file is
transmitted using the same TOI in an ongoing FLI$EESion.
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For the Smartcard Profile, KeylD takes its valug$adlows:

» KeylD is defined as the base64 encoded concatenafitSEK or PEK ID || TEK ID) (i.e. equivalent keey Domain ID
|| SEK/PEK ID || TEK ID).

Keys can be acquired by using the Permissionslsfiendicated via the KeylssuerURL in the Key Irfox.

6.8.2.2 Content Protection of Download Data using D  CF for Smartcard Profile

BCAST terminals SHALL support download protectiosing DCF. BCAST servers MAY support download prtitec
using DCF.

The same mechanism can be used to protect PDGFTitgs is optional for both terminal and server.

The DCF format defined in Section 6.8.2.1 above alan be used for content protection for the Sraatt®rofile. Content
protection rules are identified to the terminaltbg protection_after_reception value in the STKM &0 the Smartcard by
the security_policy_extension value in the LTKM.

Keys can be acquired by using the Permissionslefiendicated via the KeylssuerURL in the Key Irifox.

OMA DRM v2.0 MAY be used for download content prditen together with the Smartcard Profile.

6.9 Recording

Please refer to Section 8 for details on recording.

6.9.1 Playback of Content Protected Recorded Stream s

The mechanisms described in this sub-section SHOUeDmplemented for terminals using content pratectvith the
Smartcard Profile.

This section describes how streamed content erexyat the content level using ISMACryp and recorofethe adapted
PDCF together with STKM track can be played baokally. Content protection is indicated to the tivah by the
protection_after_reception value in the STKM.

1. Read the first STKM from the STKM track and sentbithe Secure Function.

2. If the TEK is returned then decrypt the encryptedtent. Otherwise, go to step 4. Note: This cohmdliindicates that
the SEK/PEK corresponding to the desired TEK is anailable at the Secure Function, such that thaital must
request its delivery from the BSM.

3. Repeat 1 to 2 until the end of the file or unti fhEK is not returned; (this is indicated by adedl message sent by the
Secure Function). If the end of file is reachéentthis procedure terminates

Read the PermissionsissuerURI in the Rightslssukri#id of the OMADRMCommon HeadersBox.
Identify the SEK/PEK from the recorded STKM track.

Identify the Timestamp field (TS) from the curr&iKM in the STKM track.

Identify the Timestamp (TS) from the last STKM hetSTKM track.

© N o 0 &

If terminal is not in a registered state with th8NB identified by PermissionsissuerURI, then perfanRegistration
procedure with this BSM. The Request-URI is thixarded PermissionsissuerURI, appended by “regpestt
parameter set to “register”.

9. In case of BCAST Smartcard, request a Playback ®Pte BSM via a Service Provisioning procedureryigse
Request, Token Purchase Request, Web portal). thatein the current version of this specificatitihe purchase
information needed to perform this Service Provigig procedure (GlobalPurchaseltemID, PurchaseDatal
PurchaseURL, PortalURL,...) is not recorded in thepteéd PDCF. As such, it is the responsibilityled terminal, at
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the time of content recording, to make sure it lzaar on be able to retrieve this purchase infoiomaat the time of
playback. How the storage of this purchase inftionas achieved by the terminal is out of the seopthis version of
the specification.

10. Receive the LTKM with the requested SEK/PEK (andrgwvally the playback SPE) from the BSM. go tpste

In case the mechanism described in this subseigtisapported, the Secure Function is located omartgard, i.e.as in the
case of the GBA_U variant of the Smartcard Profiled the STKM message is for playback of recordedent (i.e. SPE
used for the processing of the STKM has one offtewing value: SPE = 0x01 or SPE = 0x03 or SPBx85 or SPE=

0x07 or SPE= 0x09 or SPE = 0x0D), then the comeding TEK SHALL only be returned by the Smartcdrt has been

secured by at least one of the following methods:

* By using the mechanism for Secure Channel desciib8ection 6.13, or

* By using the Terminal Binding Key (TBK) mechanismas (described in Section 12 and indicated through th
terminal_binding_flag, described in Section 6.7.2.1

If the Secure Channel is supported, then it SHAELubed.
The following must be noted when using the aboveharism:

* The MBMS replay protection mechanisms mean any ifrédiMforces a new SEK/PEK request unless TEKs aféebed
in the terminal. Hence buffering is recommendedl enid of play.

» The security policies extensions described in 8a08i.6.4.2 permit the playback of content accordirggcurity policy
associated to the SEK/PEK.

* The Timestamp (TS) lower and upper limits allowireef management of rights on the server side ratier basing
charging on the full duration of the program deity the TEK ID.

* The Permissions Issuer (BSM) must keep a histo§EK/PEKs.

» The delivery of the STKM must only be done througtSecure Channel to ensure TEKs are returned giecare
channel and not in the clear, unless the TermiiadiBg Key is used in which case the SAC is optiona

6.10 SG Signalling (Description of Service Access)

6.10.1 SG Signalling for SEK/PEK Acquisition

The Service Guide (SG) provided by OMA BCAST pradgdnformation regarding available services anovala user to
subscribe to or acquire purchase items. For exgnifiermation regarding available services is daled via the Service
fragments, and information regarding available pase items is delivered via the Purchaseltem fratsrend PurchaseData
fragments. Each fragment contains its own unigqeatifler. GlobalPurchaseltemlID is defined in thedhaseltem fragment
and PurchaseDatalD is defined in the PurchaseDeigment. The concatenation of GlobalPurchaselteralial
PurchaseDatalD results in a parameter equivalenh¢éoMBMS User Service ID defined in MBMS. The MBM$ser
Service ID can be created as follows:

MBMS User Service ID = Base64Enc(GlobalPurchasd®drfj “#” || Base64Enc(PurchaseDatalD)
Where Base64Enc(id) represents Base64 encoding.

Having completed subscription/purchase of a purhiiem/broadcast service, to subsequently enabhelerang of
service/content, the appropriate SEK/PEK must logiiaed by the BCAST Terminal. The Access fragnwearly identifies
the type of protection offered (service protectimrcontent protection or both) and the supportedrkanagement systems,
e.g. the DRM Profile or the Smartcard Profile. e tase of the Smartcard Profile two possible meaiss$ for acquiring the
appropriate SEK/PEK, via the LTKM:
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* viathe MBMS USD contained in the Session Desaipfragment (Section 6.10.1.1) or

* via session description information extended tduile BCAST protection-specific information; thesayrbe provided
directly in the Access fragment or in the Sessi@s®iption fragment (Section 6.10.1.2).

The PurchaseChannel fragment can be linked to ehBseltem fragment to provide further informatioa the PortalURL
or indicate to the terminal that it must contaa fortalURL for any subscription (see Section &1 ather than send a
Service Request directly to the PurchaseURL.

The association between the protected servicesrdents and the corresponding keys (SEK/PEK) nacgs$s access them
is done via the “ProtectionKeylD” element, whicmdae present in the Service, Content or Purchase fitagments. This
allows the mapping of keys with a specific servicentent or group of services/contents, respegtivad that the terminal
can determine whether it already has valid accegs &r not.

6.10.1.1 MBMS USD Method for Acquiring SEK/PEK

As specified in [BCAST10-SG], the SessionDescriptiragment, referenced by the Access fragment, coayain MBMS
User Service Description (USD), the latter spedifiy [3GPP TS 26.346 v7]. If the MBMS USD is usadthe entry point,
it SHALL contain the relevant service informaticeguired by the terminal to register to for the gmy that it is advertising.
For convenience these steps are summarised below:

1. During the MBMS announcement procedure, the terhmeweives the full domain name of the BSM (BM-S@m
which it can deduce the IP address to send theiSRagion Request” and “LTKM Request” messagesjefmed in
[BCAST10-Services]. Note that the Smartcard PeofiRegistration Request” and “LTKM Request” message
correspond to the MBMS “User Service Registratiantl “MSK Request” messages respectively.

2. The terminal sends a “Registration Request” messagthe BSM (BM-SC) for the services to which it is
subscribed. As defined in [BCAST10-Services], thkofving information SHALL be included in the “Regjration
Request” message:

* Indication that the UE requests to register toMiBMS User Service;

* One or more MBMS User Service ID(s), where each MBWker Service ID corresponds to the generatingodet
(See Section 6.10.1), or one MBMS User ServicedBesponding to the value “oma-bcast-allservices”.

In this situation the PermissionsissuerURI contdiie the Access fragment and the BaseCID containetthe Service
fragment are to be ignored as the relevant paramate provided in the MBMS USD fragments. Thistisnmarised in the
table below.

Table 26: Parameters used when using MBMS USD

Parameter Value / Description
Session Description Fragment contents MBMS USD.

PermissionsissuerURI (in Access fragment)  Not dsgdored.

MBMS USD contains a Service Protection Descriptipn,
which identifies the key management server which (th
terminal should register with, and request SEK/REin.

BaseCID (in Service or Content fragment Not usigghéred as this applies to DRM Profile only.

Note: Equivalent identifier in Smartcard Profilepsovided
in two possible ways:

1) in the MBMS USD (represented by the servicelD
attribute of userServiceDescription element in theer
Service Description; this servicelD is equivalentthe
MBMS User Service ID);

2) in the Purchaseltem and PurchaseData fragmentseof t
BCAST Service Guide [BCAST10-SG].
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6.10.1.2  Session Description Method for Acquiring S  EK/PEK

In this scenario, session description informatiither embedded in the Access fragment or providedstandalone Session
Description fragment, and containing Smartcard iRradpecific protection information (in addition twominal session
information) is used. The session descriptionoignfatted according to the syntax of Session DetsonigProtocol (SDP).
The BCAST Service Guide provides the global purehiam identifier §lobal PurchaseltemlD of Purchase Item fragment)
and purchase data identified @ttribute of Purchase Data fragment). These twatiflers are used to create the MBMS User
Service ID by using the method (See Section 6.10.1)

In this method, the SDP file provides information the data and STKM streams, as well as other cemiotection
parameters equivalent to those found in MBMS USEBsvice Protection Description. This would typigdike the case for a
non-MBMS bearer used to deliver the data, withititeractive communication channel being used toideLTKMs. The
TEK delivery could be done in-band with the datapBnding on the bearer, this could be an MBMS ar-M8MS
network.

Registration to the service is achieved by sentlieg'Service Registration” message as explainegdeboSection 6.10.1.1.
The relevant parameters are summarised in the elbey.

Table 27: Parameters used when using Session Deption

Parameter Value / Description

Session Description information type SDP in Accigagment, or SDP-formatted data in Session
Description fragment referenced by Access fragment.

PermissionsissuerURI (in Access fragment) Usecefierence the key management server, i.e. the BSM,
which the terminal should register with and to resy
SEK/PEK from.

BaseCID Not used / ignored as applies to DRM Reafilly.

Note: Equivalent identifier is provided in the Poaseltem
and PurchaseData fragments of the BCAST Servicel&3ui
[BCAST10-SG].

6.10.2 Description of Service Access for Smartcard Profile using BCMCS
Information Acquisition

Section 5 of BCMCS specification [3GPP2 X.S0022d&kcribes BCMCS service discovery, subscription ragistration

procedures using BCMCS information acquisition psst For terminals with (R)-UIM smartcards, thpsecedures are
used for OMA BCAST application information and setyuparameters, including keys. The PermissiaggisURI may be
pre-provisioned or acquired via BCMCS Informatioogfiisition exchange(s).

When using BCMCS Information Acquisition, the PessidbnsissuerURI contained in the Access fragmentiag BaseCID
contained in the Service fragment are to be ign@&dhe relevant parameters are provided in the 8ENhformation
Acquisition elements. This is summarised in theetdoelow.

Table 28: Parameters used when using BCMCS Informan Acquisition

Parameter Value / Description
Session Description Reference Type BCMCS Infornmafioquisition
PermissionsissuerURI Not used / ignored.
Such information is provided by BCMCS Securjty
Parameters.
BaseCID Not used / ignored.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-BCAST_SvcCntProtection-V1_0_1-20130109-A Page 106 (271)

BCMCS Application Information and BCMCS Security
Parameters are linked.

6.10.3 Web Portal used as Entry Point

While the Service Guide can provide all the infotimra to obtain information on available servicesvadl as information
relating to acquisition of LTKMs, as explained abpwanother possibility for terminals having accessan interaction
channel is to use a Web Portal.

If the PortalURL in the PurchaseChannel fragmetkdd to a Purchaseltem indicates that the Portalkhiriuld be contacted
to obtain further information and subscribe to &mw, the terminal SHOULD contact the PortalURLheBupportedService
value under PortalURL element of the PurchaseCHdragament indicates the expected behaviour oté¢nminal regarding
service provisioning. Furthermore, while initiginhe access to the Portal, provided that theovielig information is
available to the terminal (e.g from the Servicedgi the terminal MAY send the GlobalPurchaseltenadidd MAY include
the idRef of the PurchaseData fragment, to the pettal associated with the PortalURL to indicatethe portal the
Purchaseltem (or PurchaseData) of interest. Tpioftal) sending of the PurchaseData idRef enahlesiser to identify a
specific pricing option for the purchase item deest, obtained from the Service Guide. For exanpat could represent
the lowest among different price offers from muifproadcast service providers with which the usaintains business
relationships.

When the user attempts to subscribe to a serviaethé portal, the portal is unable to determine tiwreor not the
Smartcard/Terminal has established a valid SMK 8R& with the BSM (e.g. whether or not the bootgbiag procedure
has been run in the case of (U)SIM, or whether K Auth-Key have been derived from the pre-provistbRK in the case
of (R-)UIM/CSIM). Once the terminal has completbd web-based purchase, the portal informs the BStfle completed
transaction (via means that are outside the scbffesospecification), and the BSM then sends thariinal a BSM solicited
pull messag as defined in section 5.1.8 of [BCASEg@vices] to force the terminal to run the Regiibin procedure, which
in turn requires that the bootstrapping proceda= lbeen run in the case of (U)SIM. The message ffbo this scenario is
described in section 5.4.7.3.2 of [BCAST10-Architee].

6.11 BCAST Client ID for Smartcard Profile

This section describes how a BCAST Client identifibAY be sent by the Terminal or MAY be requestedthe BSM
(Permissions Issuer) during MBMS User Service Regfisn.

This MAY allow the BSM (Permissions Issuer) to ckhaoftware / firmware versions and make a decisi®o whether or
not access can be granted to the terminal reqgetstinservice.

The mechanisms described in this section are OPAIOfdr the network to use and MANDATORY for the teinal to
support if they have a BCAST client ID, a terminaltificate and if they support the Smartcard Fedfir service protection.
The mechanisms are MANDATORY for the terminal t@port for the Smartcard Profile for content pratatt i.e. the
BCAST client ID and terminal certificate are MANDORY.

Security: Message integrity and authentication is guarantegdising certificate-based mutual authenticatiotwben
Terminal and Application Server for access to NAding HTTPS as specified in [3GPP TS 33.222 v6], ehdTTPS
SHALL be based on .SSL3.0 [SSL30] and TLS 1.0 [REG.

6.11.1 BCAST Client Identifier
The format defined below SHALL be used as a unlBGAST client identifier for the Smartcard Profile.

The BCAST_Client_ID SHOULD be stored in the BCASTahhgement Object (BCAST MO) as specified in [BCAGT1
Services]. Note that the BCAST_Client_ID may beetcelsewhere in the device.

Note that it is NOT mandatory for every terminal have a BCAST Client Identifier for service protent it is only
MANDATORY for content protection.
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Table 29: BCAST Client ID

BCAST_Client_ID Length Type
TerminalldentifierType 1 byte
Terminalldentifier 16 byte
TerminalFirmwareVersionNo 2 byte
ClientManufacturerCode 2 byte
ClientModelNo 2 byte
ClientSerialNo 3 byte
ClientSoftwareVersionNo 2 byte

Coding and Semantics of Attributes:

The Terminal identifiers are specific to the actdalice used to receive mobile broadcast servindsase defined in the
Table below:

Table 30: Terminal Identifiers

Parameter Definition
Value Type
0 IMEI (International Mobile Equipment Identity) akefined in [3GPP T$
23.003 v6].
1 MEID (Mobile Station Equipment Identifier) as gefd in [SGPP2
TerminalldentifierType C.S0072-0]
2 Globally Unique Identifier (GUID)
3 Media Access Control (MAC) address in EUI-48 a4 format
4-127 for future use
128-255 | for private use
Terminalldentifier The identifier of the terminah the format specified through TerminalldentifigpE.

Identifiers that occupy less space than 16 bytegpadded with leading zeros to fill 16
bytes after padding.

TerminalFirmwareVersion Version number indicatihg firmware version of the terminal.
This version number is assigned by the Terminalufaturer.
This version number SHALL be increased followingezure firmware upgrade.

The Client identifiers are specific to the BCASTeat installed in the Terminal allowing accesstie BCAST services and
are indicated in the Table below:

Table 31: BCAST Client Identifiers

Parameter Definition
ClientManufacturerCode Indicates the BCAST clienanufacturer. Values for ClientManufacturerCode |are
available in an OMNA [OMNA] registry.
ClientModelNo Model number for a specific manufaetucode. Numbering assignment is left to the
manufacturer.
ClientSerialNo Unique serial number specific to tBEAST client manufacturer code and model
number. Serial number assignment is left to theufeaturer.
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Note that this is unique for a given ClientManutaetCode and ClientModelNo pair

ClientSoftwareVersion Version number indicating tbeftware (or firmware) version of the terminal.igh
version number is assigned by the BCAST client rfesturer.

This version number SHALL be increased followingecure software (or firmware)
upgrade.

6.11.2 Signalling Protocols used for Smartcard Prof ile

This section explains how the BCAST_Client_ID preed above MAY be sent or requested for the Smattaofile
during the BCAST service provisioning message secgier Registration procedure as defined in [BCABSB&rvices]. The
Figures below summarise the possible messages rg@thaltalics are used to indicate the parameteressages related to
the BCAST_Client_ID. The first Figure illustratehet case where the BSM/Permissions Issuer requdms t
BCAST _Client_ID. The second Figure illustrates tba@se where the Terminal sends its BCAST_Client_¢Dthe
BSM/Permissions Issuer.

Terminal BSM/Permissions Issuer
(ME) (NAF Server)

HTTP POST (Service provisioning or >
Registration request)

HTTP 401 WWW-Authenticate

A

HTTP POST Authorization request
(Service provisioning or Registration request)

HTTP 403 Not acceptable (send BCAST _ Client_ID)

Establishment of HTTPS tunnel between the
_ ME and the NAF

»
»

HTTP GET (BCAST_ Client_ID)(optional)

HTTP 200 OK Authentication-Info (Service
provisioning or registration response)

OR
HTTP 403 Forbidden

A

A

HTTPS tunnel closed

Figure 6 — Mutual Authentication and BCAST ServiceProvisioning or Registration Messages when BSM/Perissions
Issuer requests BCAST_Client_ID
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Terminal BSM/Permissions Issuer
(ME) (NAF Server)

Establishment of HTTPS tunnel between the
. ME and the NAF

»
»

HTTP POST (Service provisioning or >
Registration request, BCAST_Client_ID)

HTTP 401 WWW-Authenticate

A

HTTP POST Authorization request
(Service provisioning or Registration request)

HTTP 200 OK Authentication-Info (Service
< provisioning or registration response)
OR
HTTP 403 Forbidden

A

HTTPS tunnel closed

Figure 7 — Mutual Authentication and BCAST ServiceProvisioning or Registration Messages when Terminaends
BCAST _Client_ID

The following sections describe the messages irerdetail.

6.11.2.1 Certificate-based Mutual Authentication be  tween Terminal and
BSM/Permissions Issuer

Before initiating a BCAST Service Provisioning ma&gs or Registration request, the Terminal and t8&M®ermissions
Issuer MAY establish a HTTPS tunnel with certifedtased mutual authentication between the Terraimdilthe application
server as described in TS [3GPP TS 33.222 v6] @e&i5 “Certificate based mutual authenticatiomleetn Terminal and
application server” for Release 6. This SHALL beneaf the Terminal intends to send a BCAST Clidbtdt the start of
BCAST Service Provisioning message or Registratimuest as described below.

6.11.2.2  Terminal Sending BCAST_Client_ID at start of BCAST Service Provisioning
Message or Registration Request

The BCAST_Client_ID identifier MAY be sent autoneily by the Terminal in the initial HTTP Post Regtiduring the
start of the BCAST Service Provisioning messag&egistration request as defined in [BCAST10-Seslicdf it sends a
BCAST_Client_ID it SHALL do so through an HTTPS twh, as described above in Section 6.11.2.

The BCAST_Client_ID SHALL be sent using the folloginotation:

User-Agent:BCAST_Client_IDBCAST Client_ID

Where:

"BCAST_Client_ID=" is text allowing the server tdentify the BCAST client ID anBCAST_Client_|ID is the actual value.
BCAST _Client_ID is Base64 encoded.

If the Terminal does not send the BCAST_Client_i0he HTTP Post Request, then the BSM/Permissemgel MAY ask
for it as described below in Section 6.11.2.
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6.11.2.3 BSM/Permissions Issuer Requesting BCAST_CI  ient_ID

If the Terminal has NOT sent the BCAST_Client_IDile HTTP Post Request, the BSM/Permissions Idglidef request
the BCAST client identifier using the following neest:

Table 32: BSM/Permissions Issuer Requesting BCAST liént_ID

HTTP/1.1 403 Not acceptable

Server: BCAST BSM

Date: Thu, 08 Jan 2004 10:13:18 GMT
send_BCAST_Client_ID

where send_BCAST_Client_ID is text.

6.11.2.4  Terminal Sending BCAST_Client_ID to BSM/Pe rmissions Issuer following
Request

Upon reception of the request for the BCAST_Cliéidt the terminal MAY be incapable of sending thiemtifier (as it is
optional).

If the terminal recognizes the request for a BCASIent_ID (as defined in Section 6.11.1), it SHOUIld3tablish an
HTTPS tunnel between the Terminal and BSM/Permmssitssuer as described in Section 6.11.2 and teed the
BCAST_Client_ID using the following response:

Table 33: Terminal Sending BCAST_Client_ID to BSM/Rermissions Issuer

GET /HTTP/1.1
User-Agent: BCAST_Client_ID= BCAST Cient _ID
Date: Thu, 08 Jan 2004 10:13:18 GMT

Where "BCAST_Client_ID="is text allowing the servi® identify the BCAST_Client_ID an8CAST _Client_ID is the
actual value.

BCAST _Client_ID is Base64 encoded.

If the BCAST Client does not have a BCAST_Client_itlis recommended that the above message is sérg an empty
User-Agent entry without establishing an HTTPS tiniNote that this may result in the BSM/Permissitssuer refusing
registration.

6.11.2.5 BSM/Permissions Issuer Accepting BCAST_Cli  ent_ID

If the BCAST_Client_ID provided by the terminal toe BSM/Permissions Issuer is deemed acceptalsa, ttie normal
BCAST Service Provisioning or Registration Responsessage is sent, i.e. HTTP 200 OK as defined @ABT10-
Services].

6.11.2.6 BSM/Permissions Issuer Refusing Accessto  Terminal

If the Terminal does not send a BCAST_Client_IDdwaing the request from the BSM/Permissions IssitevlAY refuse
access to the Terminal by sending an HTTP 403 Bdén message.

If the BSM/Permissions Issuer refuses access td ehminal after receiving its BCAST_Client_ID, iHBLL send an HTTP
403 Forbidden message.

6.11.3 Security Requirements on BCAST_Client ID and  Terminal Private
Key

The BCAST_Client_ID SHALL be stored securely andlated accordingly following secure upgrades.
The Terminal private key SHALL also be stored sebur

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-BCAST_SvcCntProtection-V1_0_1-20130109-A Page 111 (271)

If the BCAST_Client_ID is used by the BSM/Permissiolssuer to check the BCAST client version, thexarty the
information provided by the terminal must be trdstdhe BCAST_Client ID SHALL be transported oversecure,
authenticated channel between the terminal an8&M/Permissions Issuer, as described in [3GPP T&23/6].

6.12 Terminal-Smartcard Interface

The interface between the Terminal and the 3GPBIW)smartcard SHALL comply with the specificatioms[3GPP TS
31.101 v7], [3GPP TS 31.102 v7], [ETSI TS 102.284¢ [3GPP TS 31.111 v9.1.0]. Specific commandmeédffor OMA
BCAST and OMA BCAST extensions to MBMS commandsdetned in Appendix E of this specification.

6.12.1 Use of the Secure Channel between the Smartc ard and the
Terminal

The text in this section only applies when the sedunction is located in the Smartcard.

Support for the secure channel, as defined in @e@&il2, is optional for both the terminal and Scend. Support of the
BSIM, as defined in Appendix E.5, is a pre-condit@f support of the Secure Channel as specifi¢hisndocument.

If the terminal and the Smartcard support the s=channel, the secure channel SHALL be establibeéate any BCAST
messages, as defined in Appendix E.3 and AppendixdEe sent or received by the Terminal. OnceSthaure Channel is
established, all BCAST commands SHALL be transpgbtiteough mechanism defined in [ETSI TS 102.484].

If either the terminal or Smartcard do not supploet Secure Channel, then it SHALL be possibleHerterminal to send and
receive BCAST messages without establishing a 8e@ivannel provided that the signalling in STKM neges allows

communication of the TEK in the clear. To provitiés capability the terminal and Smartcard SHALIbgess STKMs as
follows:

 If a secure channel has not been set up and ¢itbesecure_channel_ flag in the STKM is set to TRMAG_TRUE, or
the STKM message is for PLAYBACK of recorded caonitdi.e. SPE used for the processing of the STkad bne of
the following value: SPE = 0x01 or SPE = 0x03 oESPO0x05 or SPE= 0x07 or SPE= 0x09 or SPE = OxOIf)) athe
terminal_binding_flag set to TKM_FLAG_FALSE, the 8rtcard SHALL return the operation status code O$E8urity
policy not satisfied; Secure Channel is requiredthe response of the AUTHENTICATE command contgjnthe
STKM.
To avoid unnecessary communication and process$i8J KMs, if the terminal receives the status cosl#3in response
to an STKM and the secure_channel_flag in subsequ&fKMs protected by the same SEK is set to
TKM_FLAG_TRUE, the terminal SHOULD not send the Ko the Smartcard.

» If a secure channel has not been set up and thees@hannel_flag in the STKM is set to TKM_FLAG_F3l, andthe
STKM message is not for PLAYBACK of recorded cmntt(i.e. SPE used for the processing of the STHigl tne of
the following value: SPE=0x00 or SPE=0x02 or SPE0&r SPE=0x08 or SPE=0x0C), the Smartcard SHAldc@ss
the STKM based on the relevant LTKM security_polieytension.

6.13 Secure Channel between the Smartcard and the T  erminal

The text in this section only applies when the sedunction is located in the Smartcard.

The following text describes how the ETSI “Smartrd3 Secure channel between a UICC and an end-fiminal”, as
defined in [ETSI TS 102 484], can be used by thex$card Profile to secure the communication of TH€$ween the
Smartcard and the terminal. The protection of TEKer of the Smartcard — terminal interface is e&lg relevant in the
context of content protection (see Section 6.8.1.2)

[ETSI TS 102 484] specifies the architecture, fioral capabilities and characteristics of a Sedtihannel protocol for
securing communication between an end-point onethminal and an end-point on a Smartcard.

The Secured APDU — Application to Application sexlidata transport protocol, as defined in [ETSIIOR 484], is
OPTIONAL for the Smartcard and Terminal to implernen
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Terminal and Smartcard implementations that supihetSecure Channel SHALL use the Secured APDU pli¢gdion to
Application secured data transport protocol, aineefin [ETSI TS 102 484].

The Terminal SHALL determine Smartcard supporttf@ Secure Channel as defined in [ETSI TS 102 221].

If a logical channel has not been set up betweerT étminal and the BSIM, then a new logical char8t¢ALL be set up for
the Secure Channel. Once a Secure Channel hasbtdatished, all communication between the Terh@nd the BSIM
SHALL take place over the Secure Channel.

The Terminal SHALL use the “Manage Secure ChanneDRl — Retrieve UICC Endpoints” command to discotrex
endpoint on the UICC. The terminal SHALL only atfg to use the Secure Channel to secure the treafipa of
Smartcard Profile messages if an endpoint withitl&C_appli_ID set to the OMA BCAST AID is indicatéudl the response
to the “Manage Secure Channel APDU — Retrieve UEI@points” command. For the (U)SIM Smartcard Feofihe
Strong Pre-shared Keys — GBA mechanism, as defm@@TSI TS 102 484], SHALL be used to setup theusity context
of the secured data transport protocol. The Strgshared Keys — GBA mechanism uses the key ragréeprocedures
defined in [3GPP TS 33.110 v7] to establish a sh#ey between the UICC and the Terminal. For tis#MCSmartcard
Profile, the mechanism to setup the security cardéshe secured data transport protocol is todfendd in a future, relevant
3GPP2 specification.

The following values SHALL be used for the parametesed in the setup of the security context:

UICC_ID: Content of Elcip under the MF, as defined in [ETSI TS 102 221];
UICC_appli_ID: BSIM Application Identifier (AID) sedefined in Appendix E.5.1;
Terminal_ID: The IMEI of the Terminal in case bkt(U)SIM Smartcard Profile, and MEID of the Teridiin

case of the CSIM Smartcard Profile;

Terminal_appli_ID:

Byte Content / Description Value

Specification_Reference

1-2 Tag and length of SpecificationReference 06 04

3-6 SpecificationReference:= OID { 67 2B 08 01
joint-isu-itu-t (2)
identified-organizations (23)
wap (43)

oma-bcast (8)

oma-bcast-spcp(1)

}
Terminal_appli_ID
7-8 Tag and length of BCAST Terminal_appli_ID 04 08
9 BCAST Terminal_appli_ID coding scheme 01
10 BCAST version 1.0 01

(Incremented for each major and minor specificatiersion change.)

11-12 BCAST client manufacturer code as allocat§@®&NA] defined by OMNA
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13-14 Client manufacturer extension defined by client]
manufacturer

15-16 Client version defined by client]
manufacturer

For the (U)SIM Smartcard Profile, the Key Lifetirard Counter Limit parameters are set during thebéishment of the key
Ks_local, as described in [3GPP TS 33.110 v7]. tRerCSIM Smartcard Profile, the Key Lifetime andyKCounter Limit

parameter values will be defined in a future, rale\8GPP2 specification. The Counter Limit paran8HALL be used, as
defined in [ETSI TS 102 484], to determine the maxin number of Master Sas that can be derived flmrkey Ks_local,

the maximum number of Connection Sas that can bgedefrom a Master SA, and the maximum numberrafgactions
that can be handled within a Connection SA.
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7. Short Term Key Message — Common Attributes

STKMs of the DRM Profile and the Smartcard Profleare a set of common attributes. These commoibuids are
introduced below.

Section 7.1 introduces the descriptors for accegeria_descriptor_loop. Section 7.2 introducesdusenstant values.
Section 7.3 introduces coding and semantics ofdnemon STKM attributes.

7.1 Descriptors for access_criteria_descriptor _loop

Tag 8 uimsbf
Length 8 uimsbf
Value 8xlength bit string

The Access Criteria Descriptor loop is an extensiwchanism to allow the addition of new acces®Gatin the future
versions of this specification. The device SHALLnage Access Criteria Descriptors that it doesn’ppst. It is
OPTIONAL for the BCAST Terminal to support Accesst€ria Descriptors.

A single Access Criteria Descriptor can carry onenore access criteria.

The following Access Criteria Descriptors have bdefined:

» Parental_rating

» Location_based_restriction

Note:
In case of Smartcard Profile, STKM can not contadre than one Parental_rating Access Criteria i#sc

For both profiles, STKM can not contain more thae docation_based_restriction Access Criteria Dpsar

7.1.1  Parental_rating Descriptor

This descriptor is for the parental rating of thhegram. The descriptor tag for this descriptod.is The value for this
descriptor is encoded as follows:

Table 34: parental_rating Access Criteria Descripto

parental_rating descriptor Length Type
(in bits)
rating_type 7 uimsbf
country code_flag 1 uimsbf
rating_value 8 uimsbf
if (country_code_flag == TKM_FLAG_TRUE) {
number_of country codes 8 uimsbf
for (1=0; i <number_of country codes; i++) {
country_code 16 uimsbf
}
}

The optional list ofountry_codespecifies that the rating is for a specific lisbae or more countries, which is analogous to
the MPEG-7 definition of the ParentalGuidanceTyjach country code consists of two uppercase ASIpHa characters
and MUST be compliant with [ISO-3166].
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Therating_type designates the content rating systems, andatiimey_value is an integer with a meaning that is dependent
on the rating_type. The rating values and ratypgs$ are registered in the OMA BCAST Parental Ra8gstem Registry.
The registry is available at [OMNA].

A special BCAST rating_type is specified in the ®CAST Parental Rating System Registry to allow itthplementation
of non-registered parental rating schemes. Thierse is called “BCAST-generic parental rating” &defined as follows:

. the rating_type is 10

. the rating_value field can assume the values fram Z65, where 0 means “Not rated”, and the degfee
restrictiveness is growing monotonically betweeantl 255, i.e. 1 is the least restrictive value 258 is the most
restrictive value according to Section 6.7.3.11.1.

7.1.2 Location_based_restriction Descriptor
This descriptor is for the location-based reswiasi on the rendering of content based on [BCASTGN-S

An alternative service can be specified in theiserguide [BCAST10-SG]. It is possible to specifyaternative service as
a blank screen with a burnt-in text notifying theenof the blackout. In this case, the burnt-irt a0 be conveyed as a
subtitle in 3GPP Timed Text format as describe@AST10-Services].

If a terminal supporting a location_based_restictiescriptor receives an STKM with this descrigtod the terminal is not
able to obtain its current location or is not alolgorocess the STKM, then the terminal MUST NOTrgetthe Traffic Key
and possible Program Key contained in this STKM BitWST NOT decrypt the corresponding content. Antieal MAY be
capable of determining at least its cell ID usingative bearer signalling mechanism. A terminal ¥ii& addition utilize a
suitable position location protocol to determirsegbsition. Examples are SUPL [OMA SUPL] or MLPM& MLP]. In the
case that a terminal is not capable of determifoegtion information other than a cell ID, additédrocation information
(other than a list of blacked out cell IDs) prowddim the location_based_restriction Access Crit&&scriptor MAY be
ignored. In the case that the terminal is abldetect multiple cell IDs using native bearer siinglmechanisms, for the
purpose of checking against a possible blackoMAl select the same cell ID that is being usedédceive the protected
service.

The descriptor tag for this descriptor is 2. Théue for this descriptor is encoded as follows:

Table 35: location_based_restriction Access Criteai Descriptor

location_based_restriction descriptor Length Type
version 32 Uimsbf
polarity 1 Uimsbf
override 1 Uimsbf
reserved for future use 6 Bslbf
lev_conf 8 uimsbf
number_of target_areas 8 uimsbf
for (i=0; i < number_of target_areas; i++) {
target_area_type 4 bslbf
reserved for future use 4 bslbf
if (target_area_type == 0x1) {
shape()
}
if (target_area_type == 0x2) {
mobile_country_code 24 uimsbf
}
if (target_area_type == 0x3) {
name_area_length 8 uimsbf
name_area 8*name_area_length bslbf
}
if (target_area_type == 0x4) {
zip_code_length 8 uimsbf
zip_code 8*zip_code_length bslbf
}
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if (target_area_type == 0x5) {
cell_target_area()

}

}

version — tells the terminal if the contents of this dgstar have changed since the last STKM. When #sion number is
the same as in previous STKMs and the terminalalr@ady processed a descriptor with this samea@rsimber, it MAY
ignore the contents of this descriptor and assumaegeographical restrictions are the same asevigurs STKMs with this
same descriptor version number.

polarity — flag specifying how the restriction is interg@@t If set to 0 (“normal”), a terminal residingthin the defined area
may not render the associated media streamst i de(“spotbeam”), a terminal located outsidehs defined area may not
render the associated media streams.

override — flag specifying whether the location-based retstin may be ignored by a properly authorized feah If set to
0, the restriction must be obeyed. If set to &, ristriction may be ignored if the terminal iseatd obtain the necessary
permissions (e.g., PPV Rights Object for the cpweasling Program Key).

The override option allows the service providesignal to the terminal that it may render restdatentent regardless of its
physical location, as long as the terminal has lprerauthorized to do so. This could also be ueeubtify unauthorized
terminals of the ability to purchase rights to airovent the restriction.

BCAST 1.0 does not specify how the terminal and i$taed determine if the restriction can be ignondten the override
flag is set to 1. Therefore, BCAST 1.0 terminaid &martcards SHALL always interpret the overridg &s if it were set to
0.

lev_conf— the target level of confidence that the termisdhdeed located within the indicated ‘TargetAras defined in
[OMA MLP]. Valid values are from 0 to 100, and 255he value 255 indicates that lev_conf is undsfin

number_of_target_areas— the number of TargetAreas that define the gemgcal area. TargetArea is specified in OMA
Service Guide for Mobile Broadcast Services [BCAGEIG] as an XML element. It is adapted here witldifiwations such
that it can be used for blackout restrictions.

target_area_type— specifies the type of area as specified in [BCABSG]. The following values are possible:
0x1 = shapes used to represent a geographic adedimsd by the shape descriptor below
0x2 = mobile country code, 3 ASCII digits, e.g. Z@6Albania as specified in [ITU-MCC]
0x3 = geopolitical name of area such as “SeouBpEzified in [OMA MLP]
0x4 = zip code
0x5 = aset of “cell_area_values” as defined leyaéll_target_area descriptor below.

shape— adapted from shapes used to represent a gedzgbhptea specified in [OMA MLP]. The value for $hilescriptor is
encoded as follows:

Table 36: shape Descriptor

shape descriptor Length Type
shape_type 4 bslbf
reserved for future use 4 bslbf

if (shape_type == 0x3) {
shape polygon()
}

if (shape type == 0x5) {
shape_circular_area()
}

if (shape type == 0x7) {
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shape_elliptical_area()

}

shape_type-- specifies the type of shape as specified in [OMI&P]. The following values are possible:

0x3 = a polygon
0x5 = acircular area
0x7 = an elliptical area

Note: Some shape types defined in [OMA MLP] are notuded as they are not as applicable for use inkblatc
restriction.

shape_polygon- a polygon, which is a connected surface deflmedn outer boundary and zero or more inner boueslar
The value for this descriptor is encoded as foltows

Table 37: shape_polygon Descriptor

shape_polygon descriptor Length Type

outerBoundarys shape_linear_ring
number_of innerBoundarys 8 uimsbf
for (i=0; i < number_of innerBoundarys; i++) {

innerBoundarys shape_linear_ring
}
Note: The shape_polygon, adapted from [OMA MLP], isupexr-set of the polygon definition in [3GPP TS 320
Ve].

outerBoundarys — the outer boundary of the polygon, defined leygshape_linear_ring type.
number_of_innerBoundarys— the number of inner boundaries, has to be lalgar or equal to O.
innerBoundarys — an inner boundary of the polygon, defined bytiipe shape_linear_ring.

shape_linear_ring— a closed, simple piece-wise linear path whictiefined by a list of coordinates that are assutodak
connected by straight line segment. The valuehisrdescriptor is encoded as follows:

Table 38: shape_linear_ring Descriptor

shape_linear_ring descriptor Length Type
number_of _coords 8 uimsbf
for (i=0; i < number_of coords; i++) {
coord()
}

number_of_coords— the number of coordinate points that definelitear ring. The number has to be larger than orakq
to 3.

coord — a geographical coordinate. In [OMA MLP], a cdaede is specified by the tuple (x, y, z). The ‘@mponent
(specifying the altitude, if present) is not inakadas it is not applicable for blackout restrictigse. For simplicity, the “x”
and “y” components are represented as latitude langitude as defined in [3GPP TS 23.032 V6]. Théuedor this
descriptor is encoded as follows.

Table 39: coord Descriptor

coord descriptor Length Type
latitude 24 bslbf
longitude 24 bslbf

latitude — latitude coordinate, encoded as defined in [3GBR3.032 V6].
longitude — longitude coordinate, encoded as defined in [3G8R3.032 V6].

The definitions of latitude and longitude in [3GP8 23.032 V6] are quoted below for completeness:
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o The latitude is coded with 24 bits: 1 bit of signdaa number between 0 antf-2 coded in binary on 23
bits. The relation between the coded number N aedrange of (absolute) latitudes X it encodes és th
following (X in degrees):

223
N<—X<N+1
9C

except for N=2-1, for which the range is extended to include N+1.

o The longitude, expressed in the range -180°, +1i80%ded as a number betweef? ¢hd 2°1, coded in
2’'s complement binary on 24 bits. The relation twthe coded number N and the range of longitude X
it encodes is the following (X in degrees):

24

NS2—X<N+1
36C

shape_circular_area— a set of points on the ellipsoid which are distance from the point of origin less than or édaa
the radius. The value for this descriptor is endoakefollows:

Table 40: shape_circular_area Descriptor

shape_circular_area descriptor Length Type
origin coord
radius 16 uimsbf
distance_unit 2 uimsbf
reserved for future use 6 bslbf
Note: shape_circular_area corresponds to the typepselid point with uncertainty circle” specified iBGPP TS

23.032 V6].
origin — specifies the coordinate of the origin.
radius — specifies the length of radius of the circulegaa
distance_unit— specifies the distance unit used. The followialyies are possible:
0x0 = meter
0x1 = kilometer
0x2 = yard

0x3 = mile

shape_elliptical_area— a set of points on the ellipsoid, which fall viittor on the boundary of an ellipse. The valuetlfis
descriptor is encoded as follows:

Table 41: shape_elliptical_area Descriptor

shape_elliptical_area descriptor Length Type
origin coord
angle 10 uimsbf
semi_major 16 uimsbf
semi_minor 16 uimsbf
angular_unit 2 uimsbf
distance unit 2 uimsbf
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| reserved_for future use [ 2 | bslbf |
Note: shape_elliptical_area corresponds to the typigselid point with uncertainty ellipse” specified [3GPP TS
23.032 V6].

origin — specifies the coordinate of the origin.

angle— specifies the angle of the ellipse.

semi_major — specifies the length of the semi major.

semi_minor — specifies the length of the semi minor.

angular_unit — specifies the angular unit used. The followiatues are possible:
0x0 = degree
0x1 = grad

mobile_country_code— mobile country code, 3 ASCII digits, e.g. 276 Adbania as specified in [ITU-MCC].
name_area_length- number of bytes used to encode the name_alda fie

name_area— a geopolitical name of area as specified in [OMI&P].

zip_code_length- number of bytes used to encode the zip_codz fiel

zip_code- zip code represented by a character string.

cell_target_area— the target area defined by a set of cell IDtwer area identifiers. The value for this desorigs
encoded as follows:

Table 42: cell_target_area Descriptor

cell_target_area descriptor Length Type
cell_target_area_type 8 uimsbf
descriptor_length 20 uimsbf
reserved for future use 4 bslbf
number of cell area values 16 uimsbf
for (i=0; i < number_of cell_area_values; i++) {
if (cell_target_area_type == 0x0) {
cell_area_value_length 8 uimsbf
cell _area value 8*cell_area value length | bslbf
}
if (cell_target area type == 0x1) {
3gpp_mcc 12 bslbf
3gpp_mnc 12 bslbf
3gpp_lac 16 bslbf
3gpp_ci 16 bslbf
}
if (cell_target_area_type == 0x2) {
3gpp_mcc 12 bslbf
3gpp_mnc 12 bslbf
3gpp_lac 16 bslbf
3gpp_rac 8 bslbf
}
if (cell_target area type == 0x3) {
3gpp_mcc 12 bslbf
3gpp_mnc 12 bslbf
3gpp_lac 16 bslbf
}
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if (cell_target area_type == 0x4) {

3gpp_mcc 12 bslbf
3gpp_mnc 12 bslbf
3gpp_lac 16 bslbf
3gpp_sac 16 bslbf
}
if (cell_target_area_type == 0x5) {
mbms_sai 16 uimsbf
}
if (cell_target _area_type == 0x6) {
3gpp2_subnet_id_length 8 uimsbf
3gpp2_subnet_id 1*3gpp2_subnet_length bslbf
padding_bits (see definition below)
}
if (cell_target _area_type == 0x7) {
reserved for future use 1 bslbf
3gpp2_sid 15 bslbf
}
if (cell_target_area_type == 0x8) {
reserved for future use 1 bslbf
3gpp2_sid 15 bslbf
3gpp2_nid 16 bslbf
}
if (cell_target_area_type == 0x9) {
reserved for future use 1 bslbf
3gpp2_sid 15 bslbf
3gpp2_nid 16 bslbf
3gpp2_pzid 8 bslbf
}
if (cell_target_area_type == OxA) {
reserved for future use 1 bslbf
3gpp2_sid 15 bslbf
3gpp2_pzid 8 bslbf
if (cell_target_area_type == OxB) {
dvbh_network id 16 uimsbf
dvbh_cell id 16 uimsbf
dvbh_hierarchy 2 bslbf
reserved for future use 6 bslbf
number_of subcell 8 uimsbf
for (j=0; j < number_of subcell_id; j++) {
dvbh_cell id_extension 8 uimsbf
}
}
if (cell_target _area_type == 0x6) {
number_of 3gpp2_cell_ids 16 uimsbf
for (j=0; j < number_of 3gpp2_cell_ids; j++) {
3gpp2_cell_id 32 uimsbf
}
}
if (cell_target_area_type == Ox7 || 0x8 || 0x9 || OxA) {
number_of _3gpp2_cell_ids 16 uimsbf
for (j=0; j < number_of 3gpp2_cell_ids; j++) {
3gpp2_cell_id 16 bslbf
}
}

}

cell_target_area_type- specifies the cell_target_area type as defingBCAST10-SG]. The following values are possible:
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0x0 = Unspecified

0x1 = 3GPP Cell Global Identifier as defined in R&STS 23.003 v6]

0x2 = 3GPP Routing Area Identifier as defineddGPP TS 23.003 v6]

0x3 = 3GPP Location Area ldentifier as definef@BGPP TS 23.003 v6]

0x4 = 3GPP Service Area Identifier (SAI) as defimefBGPP TS 23.003 v6]

0x5 = 3GPP MBMS Service Area Identity (MBMS SAl)defined in [3GPP TS 23.003 v6]

0x6 = 3GPP2 Subnet ID as defined in [3GPP2 X.SO8R2-

0x7 = 3GPP2 SID as defined in [3GPP2 C.S0005-D]

0x8 = 3GPP2 SID+NID as defined in [3GPP2 C.S0005-D]

0x9 — 3GPP2 SID+NID+PZID as defined in [3GPP2 C(HD]

OxA = 3GPP2 SID+PZID as defined in [3GPP2 C.S0005-D

0xB = DVB-H Cell ID (specified in section 6.3.401 [BCAST10-DVBH-IPDC-Adaptation] )
descriptor_length— the length of the descriptor, in bytes.
number_of_cell_area_values- specifies the number of cell_area_value includedtie target area.
cell_area value_length- specifies the length (in bytes) of the cell_axedue field.

cell_area_value— identifies a generic cell area used when the teefjet_area_type is 0x0. The format of this vatuaot
defined.

3gpp_mcc— Mobile Country Code used for 3GPP networks ittextitifies the country in which the GSM PLMN is &ted as
defined in [3GPP TS 23.003 v6]. Coding of thddiis defined in [3GPP TS 23.003 v6].

3gpp_mnc— Mobile Network Code used for 3GPP networks ithantifies the GSM PLMN in the country defined &ypp-
mcc as defined in [3GPP TS 23.003 v6]. Codinghix field is defined in [3GPP TS 23.003 v6].

3gpp_lac— Location Area Code used for 3GPP networksitattifies a location area within a PLMN as deéirie [3GPP
TS 23.003 v6].

3gpp_ci— Cell Identity used for 3GPP networks as defime [3GPP TS 23.003 v6].
3gpp_rac— Routing Area Code used for 3GPP networks aaetkfn [3GPP TS 23.003 v6].
3gpp_sac- Service Area Code used for 3GPP networks asetein [3GPP TS 23.003 v6].

mbms_sai— MBMS Service Area Identities used for 3GPP rmeks that identifies a group of cells within a PLNViS
defined in [3GPP TS 23.003 v6].

3gpp2_subnet_id_length- number of bit of the 3gpp2_subnet _id field.

3gpp2_subnet_id— binary representation of the subnet value tier gubnet. This field is 128 bits at most as @efim
[3GPP2 X.S0022-A].

padding_bits — these bits ensure the descriptor is byte-aligmatiare set to 0. Length of this field, in bissgiven by the
formula “8— mod(3gpp2_subnet_id_length, 8)", wherad(@,b) gives the remainder on the divisionaoby b.

3gpp2_sid— System Identification; number that uniquelyntiiy the 3GPP2 wireless system as defined in [3&PP
C.S00005-D].
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3gpp2_nid — Network Identification; uniquely identifies a&twork which is subset of base stations within Wieeless
system as defined in [3GPP2 C.S00005-D].

3gpp2_pzid— Packet data services zone identifier of the Btst@n as defined in [3GPP2 C.S00005-D].

dvbh_network_id — Network Identifier of the DVB-H system as de&fthin [ETSI EN 300 468 V1.6.1]. This Network
Identifier is transmitted in the Network Informatidable (NIT) according to [ETSI EN 300 468 V1.6.1]

dvbh_cell_id — Cell Identifier of the DVB-H system as defined [ETSI EN 300 468 V1.6.1]. This Cell Identifies i
transmitted in the TPS bits of the DVB-H signal @cling to [ETSI EN 302 304 V1.1.1].

dvbh_hierarchy — defines the logical channel (“Ip” for “low prity” or “hp” for “high priority”) that is selectedfor
reception when hierarchical modulation is used.i@pdf Hierarchy field is:

0x0 = Not defined
0x1= low priority
0x2= high priority

dvbh_cell_id_extension- Cell Identifier extension defined in [ETSI EN 3@68 V1.6.1] and transmitted in the Network
Information Table (NIT) according to [ETSI EN 300681V1.6.1].

number_of_3gpp2_cell_ids- specifies the number of 3gpp2_cell_id fieldduded in the following loop.

3gpp2_cell_id — If cell_target_area_type = 6, then the valueSector ID as defined in [3GPP2 C.S0024-A]. If
cell_target_area_type =7, 8, 9, or A, then theed BASE ID as defined in [3GPP2 C.S0002-0].

7.2 Constant Values

TKM_ALGO_IPSEC 0

TKM_ALGO_SRTP 1

TKM_ALGO_ISMACRYP 2

TKM_ALGO_DCF 3

TKM_FLAG_FALSE 0

TKM_FLAG_TRUE 1

7.3 Coding and Semantics of Attributes

protocol_version— indicates the protocol version of this STKM.

The device SHALL ignore messages that have a pobteersion number it doesn't support. The value tbé
protocol_version of this message is set to 0x0 tfie original format).

Note: If set to 0x0 the format specified in thigsien of the specification is used. If set to amghelse than 0x0, then the
format is beyond the scope of this version of {hecffication.

protection_after_reception — 2-bit field defining the required protection eaftthe removal of the service protection,
according to the following table:

Table 43: Protection_after_Reception Values

Value Description Description
DRM Profile Smartcard Profile
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0x00

Content Protection

Content only available to terminals with the

Content Protection function.

Device has to protect all content against ac
in the clear, unless such access is explig

permitted by the GRO / permissions_category.

Only the explicitly allowed types g
consumption as defined in Generalized Rig
Objects (GROs) that the device has for f{
service or program are permitted (taking a
into account the impact of permissions_cated
value, if included in the STKM).

An example permission in GROs is"Acces” f
the immediate rendering of the service
program.

If a GRO has explicit permissions / constrair
then these SHALL be respected, without tak
into account the protection_after_recept
value.

same as 0x01 described below

tess
itly

f
hts
his
Iso
ory

or
or

ts,

ng
on

0x01

Content Protection with
Rendering Permission

Content only available to terminals with t
Content Protection function.

Implicit Direct

Device has to protect all content against ac
in the clear, unless such access is explig
permitted by the GRO / permissions_categq
but:

« Direct rendering is implicitly allowed.

No Generalized Rights Obiject is required in
device for direct rendering; a GRO with only t
service or program key but without a
permissions is sufficient.

The device needs to have an GRO with
appropriate permissions (and possi

constraints) for any other type of consumption.

If a GRO has explicit permissions / constrain
then these SHALL be respected, without tak
into account the protection_after_recept
value.

Content Protection with Direct

Permission

h&ontent only available to terminals with the Comt
Protection function.

Implicit Rendering

re3svice has to protect all content against acceghenclear,
ithut:

Y. Direct rendering is implicitly allowed.

LTKMs provide keys for access to live content, locest files
and recordings.

N%hese SHALL be sent to the Smartcard for procesguring
Mhlayback.

the
bly

ts,

ng
on

D

hf/hen using GBA_U, recordings SHALL include STKMs.

0x02

Content Protection with Implicit Direct
Rendering Permission and Playback of
Protected Recording

Content only available to terminals with t
Content Protection function.

Device has to protect all content against acc
in the clear, unless such access is explig

Content Protection with Implicit Direct Rendering
Permission and Playback of Protected Recording

Content only available to terminals with the Comt
hérotection function.

Device has to protect all content against accedbenclear,
remst implicitly, two types of consumption are allodve

ity Direct rendering, and

D

permitted by the GRO / permissions_categq

ry,
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but implicitly, two types of consumption are  yplimited playback of protected recordings of thésvice

allowed:

< Direct rendering, and

of this service or program or protected file

The above two types of consumption may 4
be made available over appropriately proteg
digital output links (see Appendix D fg
examples).

If the protection_after_reception flags are
available for a protected recording, the dev
SHALL assume that they have the value 0x1
that recording.

If a GRO has explicit permissions / constrain
then these SHALL be respected, without tak
into account the protection_after_recept
value.

or program or protected files.

sAppendix D for examples).

|4 KMs provide keys for access to live content, loicest files
téfd recordings.

'When using GBA_U, recordings SHALL include STKM
These SHALL be sent to the Smartcard for procesginghg
hdtlayback.

ice

for

ts,

ng
on

0x03

Service Protection

Content available to terminals with the Serv
Protection or Content Protection function.

This specification does not impose &
protection measures for the content after
removal of service protection.

If a permissions_category value is included
the STKM, it SHALL be set to OxFF to allo
exporting in plaintext.

Note that for e.g. legal or other reasons,
device still might have to protect the content
some way.

GROs provide keys for access to live cont
and broadcast files.

Service Protection

cEontent available to terminals with the Servicet&ston or
Content Protection function.

nyhis specification does not impose any protectiogasures
tiier the content after the removal of service pribec

Note that for e.g. legal or other reasons, the adestill might
inave to protect the content in some way.

NLTKMs provide keys for access to live content amdallcast
files.

the

n

ent

Note: the creation of protected recordings, exéepthe protected format specified by the SAVE pission for the DRM
Profile, is always allowed, because the play-baxkafiy consumption in general) is governed by GROSTKMSs, or by
the implicit play-back of protected recordings tigthen the protection_after_reception field hasvilele 0x02.

traffic_protection_protocol — defines the protocol used for the encryption antthentication of traffic:

TKM_ALGO_IPSEC

IPsec ESP (transport m

ode; encryptidES-128-CBC [key length 128]; authenticatign:
HMAC-SHA1-96 [key length 160] or NULL).

TKM_ALGO_SRTP

length 160] or NULL).

SRTP (encryption: AES_128_CTR [kendeh 128]; authentication: HMAC-SHA1-80 [ke

TKM_ALGO_ISMACRYP

AU encryption (encryptio
extensions-v1.0] for deta
NULL).

n: AES_&2BYTE_CTR [key length 128] (refer to [XBS DRI
ils); SRTP authenticatiBiMAC-SHA1-80 [key length 160] o

TKM_ALGO_DCF

DCF encryption (encryption: AES-128-CB[key length 128]; authentication: HMACQ
SHA1-80 [key length 160])

The above two types of consumption may also be made
«  Unlimited play back of protected recordinggvailable over appropriately protected digital autitfinks (see
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Other values Reserved for future use

Whether or not authentication is used depends affict authentication_flag>.

traffic_authentication_flag — defines whether or not the traffic is authengdat

TKM_FLAG_FALSE Traffic authentication is not used.

TKM_FLAG_TRUE Traffic authentication is used, amtalgorithm depends on <traffic_protection_proteco

access_criteria_flag- indicates whether or not access criteria arenddffor the program:

TKM_FLAG_FALSE No access criteria are defined, iyipy that the terminal is allowed to access progfam
without further restrictions (provided the necegdaays are available to the terminal).

TKM_FLAG_TRUE Access criteria are defined, implyitizat the terminal is allowed to access the progvain
if the specified access criteria are met.

Access criteria cannot change during a programaséong a PEK is valid.

traffic_key_lifetime — is the lifetime of the Traffic Encryption Key,lagive to the first occurrence of an SPI or MKI.
If <traffic_key lifetime> isn, then the actual lifetime is' 3econds.

Note: Although the allowed values for the traffieyklifetime span from seconds to hours, serviceigess should not use
TKM key material to realize long term key functidiha The TKM messages should be considered and gsctly for
short-term key signalling. Also, the lifetime oéffic keys should be considerably shorter thanlifieéme of service keys
and program keys, to avoid users receiving theieeir PPV event (encrypted with traffic keys) eedter their service key
or current program key has expired.

The following scenario may help in explaining theten The field "next_encrypted_traffic_key matémaaybe present in
the STKM. The field is encrypted with the curr&@drvice Key or current Program Key. If someonesstibes to a service,
or someone purchases a PPV event, then the petdaim® both the current TEK and the next TEK. ¢ £nd of the
service period, or the end of a PPV event, thismae¢hat the person has also a TEK for the nexticeperiod or the next
PPV event. If the person stops subscription attiteof the current service period or the end efdlwrent PPV event, then
the person still has access to the first TEK ofttbet service period or next PPV event. When thgimum TEK lifetime is
1.5 minutes, a subscriber can at most have 1.5tesraf unauthorized content, which may not be dmred to be excessive.
If the traffic_key_lifetime becomes 2 hours, thdre tsubscriber may have excessive access to unigithocontent,
especially in the case of PPV events, becauseetts®p now may have 2 hours of unauthorized content.

The TEK can be changed frequently to mitigate thle of end-users posting the key via the interactiiannel so that non-
members can download that key. The cost of theelatti.e., extracting the key, and uploading andrdoading the key
should be made to be more expensive than the ¢dBCAST service/content. The frequency of changpeshds on the
value of the BCAST service/content. For high-vaRRV content, the TEK SHOULD be changed frequewthgreas for
low-value content, the TEK MAY be changed infregiien The exact frequency is a configurable valad does not have
impact on interoperability. The option to includéwo consecutive keys into one STKM, using
next_encrypted_traffic_key material, should be aked with care, since it allows the end user in @age to access service
for 2*traffic_key_lifetime.

In the case when a Program Event is available reftireugh subscription or as a PPV event, a STKMtaiaing the next
TEK at the end of a PPV program would allow a PR¥ruo view part of the next PPV event that commesg to the next
TEK. In this case, if next_encrypted_traffic_keyaterial is used, it SHOULD be utilized with sufaitly short Traffic Key
lifetimes so as not to provide PPV users with fieeess to a PPV event that has not yet been pecthas

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-BCAST_SvcCntProtection-V1_0_1-20130109-A Page 126 (271)

The actual duration of the crypto period SHALL ldcHly shorter than the defined lifetime of theffic key material.
Typically, an SPI or MKI appears for the first tirmaplicitly, when the “next” traffic key materiakiincluded in a STKM.
Any safety margins to cope with network and trarssioin delays SHALL be added by the network. A tgpialue for the
lifetime could be three times the crypto period.

The maximal value for the crypto period duratioinigractice slightly shorter than the TEK lifetintieecause the TKM will
include the “current” and “next” traffic key matetibefore a change of crypto period, to allow tlewices to set up the
security associations.

After the lifetime has expired, the security asation containing the TEK can be safely deletedHzyterminal. This may
help managing the security association databageiterminal or enable other optimizations.

The maximum value for the TEK lifetime is definedimly in order to have a strict upper bound for dffilect of the “sneak
post view” problem: the next traffic key materigldistributed under the current PEK, and allowsveies to view a program
during the next crypto period. Should this posgip#till be of a concern, the network MAY choossterter crypto period
than the maximum value, or, during the crypto pesichere the current program ends and a new progtarts, choose to
distribute the current and the next traffic key enetl in separate STKMs, encrypted with their resipe PEKSs.

number_of_access_criteria_descriptors- indicates the number of Access Criteria Descripto
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8. Recording

8.1 Recording of Protected Streams

Service protection, whether it is provided using DRM Profile or the Smartcard Profile, is an asessntrol mechanism
only, i.e. once the SEK or PEK has been deliveoetie¢ user, access to a given broadcast stregmically unrestricted.

However, certain broadcast content may have premvialoe and recording may be allowed only in praédorm. This is
achieved by using the protection_after_receptiorampater of the STKM, as explained in Section 7.8thBcases are
explained below.

Recording can be governed by different flags. Ddpenon the profile, not all flags are consideredtow recording.

* The permissions associated with broadcast RTPmsgedefined in the OMA DRM v2.0 Extensions for Bioast
Support document [XBS DRM extensions-v1.0], ard §enOs for the DRM Profile. The value of the
permissions_flag and the permissions_category i@et0.1.5 of [XBS DRM extensions-v1.0]) for a pramme
that is part of the STKM must also be considered.

* Protection_after_reception values in the STKM detime type of protection provided for the recordedtent.
These are applicable to both DRM and SmartcardIBsof

Depending on the above, content may be record#tkinlear or in protected form, as explained below.

8.2 Recording in the Clear

If recording in the clear is allowed, this SHALL bsgnalled in the Short Term Key Messages by sgttine
protection_after_reception to 0x03.

In this case, recording of content (unencrypted JA¥possible in the clear, using appropriate fiilenats (provided by the
BDS specifications, from other standards bodieasimg proprietary formats). For BCAST, the existibGF or PDCF file
formats as defined in OMA DRM 2.0 [XBS DRM extenssev1.0] MAY be used for recording in the clear [@RF-v2.0].
Other similar formats such as ISO or 3GPP can bd.us

8.3 Recording in Protected Form Only

If recording in protected form only is allowed,sf8HALL be signalled by setting protection_afteception to 0x00, 0x01
or 0x02. In such cases, recording MUST be proteagainst access in the clear. This MAY be done rgyrygting the

content and protecting the decryption key(s) adadcsess in the clear. This MAY be done using otheans to protect
content against access in the clear.

Access to the recorded content depends on the vélhe protection_after_reception parameter. Szxmi@ 7.3.

The broadcast stream can be encrypted at trankpa@tt (IPsec or SRTP) or content level (ISMACry®) @described in
Section 9.

If the broadcast stream in encrypted at conterglleging ISMACryp, recording in encrypted formatyrtze achieved by
recording the encrypted AUs without decryptionhie fidapted PDCF file format together with the THi€am as explained
in [XBS DRM extensions-v1.0]. Other methods ane fibrmats may also be used. Note that recordingnafypted
broadcast streams is possible without having therogpiate service protection rights (i.e. SEK orKPBvhen using
ISMACryp. These can be acquired at a later stagegube information stored in the Keylnfo box. Thikows automatic
recording of programmes based on user profiles,ef@mple, or pricing models based on the time attlwhights are
acquired for service protection, i.e. the valuesafrded content reduces as time goes by.

If the broadcast stream is encrypted at transpw#llusing IPsec or SRTP, then the recording mauire first decryption of
the content and then re-encryption in an appropfil format. This method is only applicable irttase of DRM Profile.

Recommendations for dealing with changes in righésgiven in Section 8.4.
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8.3.1  Recording of Streamed Content using (P)DCF Fi  le Format

Streamed protected content MAY be stored usingDieé file format [DRMCF-v2.0]. If the PDCF file forat is used
instead, the protected file MAY be stored using file format. Both file formats are defined in OM2RM 2.0 [DRMCF-
v2.0].

Recording of super-distributable OMA assets coimagia recording of broadcast content that is siétédr standard DRMv2
devices is described in section 7.4 of [XBS DRMeasions-v1.0]. This involves re-encryption withilmgée key and hence
does not require recording of the key stream.

8.3.2 Recording of ISMACryp Protected Streamed Cont  ent using
Adapted PDCF File Format

When recording content from a real-time delivemvig® using ISMACTryp, the file MAY be created acdiog to a modified
version of OMA DRM PDCF 2.0 that allows usage ofltipie encryption keys (TEKSs) for content encryptim a single file
[XBS DRM extensions-v1.0]. This is achieved by wgsthe Access Unit header OMABCASTAUHeader, whianais AU
encryption and provides storage for the Key Indicand IV. The Key Indicator identifies the TEK keged to encrypt
Access Unit and the IV is used for the Counter moflAES. The elements of the ISMACrypContextAl @efined in
[ISMACRYP11] and [ISMACRYP20]) are mapped to the ABBICASTAUHeader defined in [XBS DRM extensions-v1.0]
as follows:

Table 44: Mapping of Elements of ISMACrypContextAUto OMABCASTAUHeader

ISMACrypContextAU field |OMABCASTAUHeader field
AU_is_encrypted EncryptedAU

initial_IV, delta_IV v

key_indicator Keylndicator

Note: The IV is computed for each AU from thiitial IV and delta IV as specified in [ISMACRYP11] and
[ISMACRYP20].

The STKMs are recorded in a STKM track. Note tlegetated STKMs can be ignored i.e. if the same ST&Mceived as
one already recorded, it SHOULD not be recordeke flype of STKM is indicated in the adapted PDCF.

The Table below shows the appropriate locatiorpyameters that need to be stored in the adapt&iFFil2.

Table 45: Mapping of Broadcast Parameters to PDCF &ameters

Parameter Source Location Destination Location

PermissionsissuerURI SG Access Fragment Rightald&lein CommonHeadersBox or
KeylssuerURL in KeylnfoBox

Service_BCl or Service CID arSG Access Fragment andContentID in CommonHeadersBox
Program_BCI or Program_CID STKM

STKMs STKM stream OMAKeySample in STKM track

STKM type indication SDP sample_type in OMAKeySaeipéscriptionEntry
TerminalBindingKeyID (if TBK is| SG Access Fragment entry in TerminalBindingFlagIiSiTand KeylnfoBox
used)

tbkPermissionslssuerURI SG Access Fragment enffgiminalBindingFlaginSTKM and KeylnfoBax

This applies to both DRM and Smartcard profiles.

The Table below shows the content of the Commonekls&bx fields when using the adapted PDCF. Thevetgiit table
when using re-encryption with a single key for aNDR2 format can be obtained from section 7.4 in [XBBM extensions-
v1.0]. The Table shows which parameters are usedRM and Smartcard Profiles.
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Table 46: CommonHeaders Box Fields for Adapted PDCF

Field Contents DRM Profile Content Smartcard Profile

EncryptionMethod NULL (0x00) if no encryption. same

AES_128 BYTE_CTR (0x03) for
ISMACryp encryption with TEKs.

PaddingScheme Determined by the recording device. ames

PlaintextLength Determined by the length of theorded| same
asset, calculated by the recording device.

ContentIDLength N/A N/A

ContentlD[]

RightsissuerURLLength | RightsissuerURI if KeylssuerURL not usedN/A

RightsissuerURL]] in KeylnfoBox.

TextualHeadersLength | Determined by context information (originalN/A

TextualHeaders][] asset, service guide, session description
protocol).

ExtendedHeaders|[] Empty. same

In the definition of these fields, the base64()rafien is defined by [RFC2045].

The Table below shows the content of the KeylDB@®idé when using the adapted PDCF. The Table shehish
parameters are used for DRM and Smartcard Profiles.

Table 47: KeylInfo Box Fields for Adapted PDCF

Field Contents DRM Profile Content Smartcard Profile

KeylID Type 0x00 0x01

KeylD base64Binary(Service_BCI) for recording |obase64Binary(Key Domain ID|MSK ID)
stream protected by SEK

base64Binary(Program_BCI) for recording
of stream protected by PEK

KeylssuerURL RightsissuerURI PermissionsissuerURI
TBK_ID N/A TerminalBindingKeylD
TBKIssuerURL N/A tbkPermissionsissuerURI
STKM[] N/A as have STKM track same

The following section provides recommendationshfow change of rights is handled when recording.

8.4 Change of Rights and Recommendations for Record ing

The following rules SHALL be observed when recogdgtreamed content in a PDCF:

1. If the user has a valid Rights and the end of aam / event is reached, a new track MAY be creédedhe new
program / event. Alternatively, a new file MAY beeated for the new program / event, rather thanguigie same file.

2. If the user has a valid Service Rights and PEKsuaeal to protect TEKs, then new tracks or files MB¢rcreated when
PEKSs change, rather than using the same track.

3. If a program / event is being recorded for which tiser has the appropriate Rights and a new progesent starts for
which the user has NO valid Rights, a new traci new file SHOULD be created, rather than usingstirae track.
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4. |If a program / event is being recorded for which tiser has no Rights, a new track or file MAY beated for a new
program / event, rather than using the same trbttie user still has no valid Rights for the nemgram / event.

5. If the user has valid Rights for the new prograevént, a new track or file SHOULD be created, nathan using the
same track.

6. In all cases, if different rights or a different GRs required, a different track or file SHALL bead.

8.5 Signalling of Recording to the Smartcard in Sma  rtcard
Profile

In order to allow the efficient management of tliEKS/PEKs and SPE stored on the Smartcard, theriah8HALL signal
to the Smartcard the recording of streamed cordestorage of downloaded content accessible withuse of a specific
SEK/PEK or SPE to the Smartcard using the OMA BCA®Mmmand in Record Signalling mode (AppendixE: $.3The
terminal SHALL send this OMA BCAST command durimg trecording for each SEK/PEK Key number part ingdlin the
protection of the recorded content.

The terminal introduces in the command the termihetifier (specified by its terminal identifieyge) and a Content_ID, as
a unique identifier of the content. This contergritifier is terminal specific and then its codirsgimplementation specific.
This Content_ID could be for example the hash ef $#fK ID, TEK ID and TS value of the first STKM the key track
along with some other unique identifier from thertemt file. Alternatively the terminal could simptyeate its own unique
identifier. The terminal MAY send the same Contédtfor several Record Signalling command if thesenmands concern
the same recorded content but for different SEK/RE¢ number part. This is the case when the recbobmtent covers
several SEK/PEK IDs.

At the reception of the OMA BCAST Command in Rec8ignalling mode, the SPE used to access the dostéagged as
being required for the playback of recorded (oredd protected content. This flag (UsedForRecordiag) MAY then be
used to inform key deletion/management policies Section 6.7.3.10). In addition, the flag MAY tmed to enforce a limit
on the number of SEKs/PEKs and SPE that can bedston the Smartcard to allow access to recordedfstoontent,
thereby ensuring that a certain number of SEKs/P&aii{sSPE can be stored for access to live confémt. Smartcard stores
the terminal identifier and the Content_ID receiviedhe command and associates them to the SPESfaisthe protection
of the content and flagged internally in the Smandaduring the execution of this command. A desion of this command
may be found in AppendixE: E.3.3.

In the response of the Record Signalling commaralterminal discovers the number of remaining S®Bnds available for
SPEs instance required for the playback of recdsteed content after the execution of this commartte terminal
receives also the description of SPEs flaggednatbrin the Smartcard.

In case the recorded content or a part of the decbicontent described in the input parameters efctmmand is not
covered by an SPE in the Smartcard, the commals] flaé status word ‘6A88’ (Referenced data nonfhus returned, and
none of the SPE is flagged as a SPE Used For Ragaad described in E.2.3. In this case the terhiitfgY ask the user if
she wants to acquire the rights for the part ofcivetent covered by the failed Record Signallirgd then a LTKM request
SHOULD be sent to the BSM if applicable. The terahiSHOULD then re-send the Record Signalling conunafter

reception of associated LTKM message until the Rksignalling command ends successfully.

The terminal MAY use the OMA BCAST command in Refing Audit mode, to retrieve all content identifewith the
associated flagged SPEs stored in the Smartcad@sgription of this command may be found in AppgRdE.3.4.

When a content is erased by the user in the tetrtima Terminal MAY use the Authenticate command tltee MBMS
security context in OMA BCAST operation and in Refing Deletion Mode (AppendixE: E.2.3.2) to del¢e content
identifier in the Smartcard and its associatiotheflagged SPEs.

NOTE: This signalling of recording is applicable f@corded contents only and not for time-shiftedtents. In this latter
case On-Live SPEs are used and not PLAYBACK SPEs.
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9.

Encryption Protocols

This section deals with the “Traffic Encryption leay (Layer 4) in the 4-layer model. The encryptimmotocols discussed
below are optional on the Network (server) side.

9.1 IPsec

IPsec [RFC4301] fulfills both the criterion to bedrer-agnostic and to be universally usable fortygles of IP-based
services. The Broadcast System MAY use IPsec tiegr@roadcast Services. Broadcast Terminals MAMpsut IPsec.

The IPsec implementation in the device can be shghit does not interfere with the usage of IPfeemther applications
than OMA BCAST. This implies that the SPI allocatiand security association lookups can be impleeteint such a way
that they interoperate with existing IPsec impletatans.

An IPsec Security Association (SA) consists offaétof the following parameters.

Selectors (IP protocol version, source IP addesstjination IP address, protocol, source port astirtation port)
SPI

Destination IP address

Security protocol, security protocol mode and siéggprotocol parameters

Algorithms and algorithm parameters

Key material

An IPsec SA is uniquely identified by a destinatiBraddress and SPI pair.

Long Term
Key > OMA DRM Profile / Smartcard
Message Profile agent
(LTKM)
Encrypted Decrypted
Fields from Fields from
STKM STKM
Short Term
Key .
‘>
Message Short Term Key Delivery Layer
(STKM) ‘ ‘
Security Security
Association 1 Association n
Encrypted Data — Decrypted Data
IPSec )

Figure 8 — IPsec Security Association Elements
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Figure 8 shows the different objects and elememntslved in instantiating IPsec security associaiohe instantiation of
security associations is performed by Layer 2 amagek 3 messages. Given a Layer 3 message, Layetracts the

encrypted fields from the message. Layer 3 paskeset and other relevant fields (service-CID_extensand

program_CID_extension) for Layer 2 message idesatiion to Layer 2. For all Layer 2 messages ondiénce, Layer 2
examines them to see if one would be able to déthgpfields in the Layer 3 message. If Layer 2gdfired suitable Layer 2
messages, then it uses Layer 2 keys (SEK or PEK)ese messages to decrypt Layer 3 message fi¢ldsdecrypted fields
are provided back to Layer 3, which based on thget8 message and the decrypted fields instantatest of security
associations. If Layer 2 does not find a suitdtdger 2 messages in the device, then the Layer Ssage SHOULD be
silently dropped.

Selectors

Selectors are provided by the Layer 3 messagessélbetors can contain wildcards, ranges or paihtes, but all the other
parameters SHALL be exactly defined. For transpartle all address selectors SHALL be point valuestha destination
address selector SHALL match the destination |IRestdof the SA.

Encapsulation Protocol and Mode

If IPsec is used for encryption of broadcast sesjthe protocol and mode SHALL be ESP in Tranddoade, according to
[RFC2401] and [RFC2406]. Other IPsec encapsulatiotocols or modes SHALL NOT be used.

Encryption Algorithm

The encryption algorithm for IPsec ESP SHALL be AESB-CBC with explicit IV in each IP packet, as idefl in
[RFC2451] and [RFC3602]. Other encryption algorighon key sizes or chaining modes SHALL NOT be used.

Authentication Algorithm

The authentication algorithm for IPsec ESP SHALLHMMAC-SHA-1-96, as defined in [RFC2104] and [RFC2100Other
authentication algorithms or truncations SHALL NO& used.

Support for the authentication algorithm as spedifibove is MANDATORY for both the terminal and tireadcast system.
If no authentication is desired, the NULL autheatiicn algorithm SHALL be specified. In this caseplay protection
SHALL NOT be performed by the terminal.

The traffic_authentication_flag field in STKM indites whether security transform includes integritytection.
SA Management

The STKM Layer defines how often the IPsec encoypkieys are rekeyed. This sets the following regménts:
* The IPsec encryption key SHALL be used as the keyhfe ESP encryption.

» The IPsec encryption key SHALL be derived from kieg material contained within the STKM as follows:

o In case of DRM Profile, the IPsec encryption keyARH be the first 128 bits of the decrypted trafkiey material.
See Section 5.5.1.

0 In case of Smartcard Profile, the IPsec encryptenSHALL be obtained as described in Section 6.7.4

o NOTE: In Smartcard Profile, the MBMS MTK is call@&K, from which the actual encryption and autheatimn
keys for IPsec are derived. To avoid confusion kiiyefor the ESP encryption is called “IPsec entioypkey”.

* The IPsec authentication key TAK, which is derieain the key material in the STKM, refer to “Authiation for
IPsec” below, SHALL be used as the key for the B&Rsage integrity code if authentication is used.

 The IPsec implementation SHALL be able to manageur#ty associations relating to the key stream mgss
separately from those managed manually or by ahgroprotocol such as IKE. This implies the ability identify
whether an SA is relating to key stream messages.
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e Security associations relating to STKMs SHALL bejgtized lower than those security associatiorat trave a locally
defined policy or a policy that is provided by asiworthy party.

e Security associations relating to STKMs are simglea SHALL be applied only to inbound traffic oretrecipient side.

* Animplementation SHALL be able to keep alive tleewgity associations for at least two crypto pesi¢chypto period
is the time span during which a specific traffig ke authorized) of the key stream.

The rekeying of existing IPsec sAs by Layer 3 SHOUbe managed on a resource basis by the Trafficyfation Layer
according to the following recommendations:

* The IPsec implementation SHOULD be able to keepeadit least the two most recently instantiated dPsscurity
associations for a specified set of selectors.

* The IPsec implementation SHOULD provide a leasendg-instantiated mechanism for destroying segw@#sociations
as resources reserved for OMA BCAST IPsec secasitpciations are exhausted.

» The amount of IPsec sAs required to exhaust thmuress such that the cleanup mechanism is triggeH@ULD be 3
per SEK per set of IP selectors.

Authentication for IPsec

IPsec can be used with authentication. In casautifeatication with IPsec the authentication datsABHcarry the TAS.
The authentication mechanism SHALL create the TAdGTthe TAS.

For the DRM Profile, to obtain the encrypted traifiey material from the STKM the encrypted trakey material SHALL
be decrypted with the SEK or PEK:

TAS = D{SEK}(traffic_key material)

or

TAS = D{ PEK}(traffic_key _material)

For Smartcard Profile, the authentication seed BARB\LL be obtained as described in Section 6.7.4.
The authentication key SHALL be generated fromahientication seed as follows:

TAK = f,,{TAS}(CONSTANT _KSM)

where:

CONSTANT_KSM = 0x0404040404040404040404040404024 (it)

Refer to Section 5.5.2 for details qpuf
The TAK SHALL be used in the MAC generation / verdgtion of the IPsec data. Refer to [RFC 2406]detalls.

9.2 SRTP

The Broadcast System MAY use SRTP [RFC3711] togmtoBroadcast Services. Broadcast Terminals SHAlpert
SRTP.

An SRTP session is defined as a cryptographic gbimehe terminology of SRTP. A cryptographic cexttfor SRTP, when
used for service protection in OMA BCAST, consistshe following elements:

* Roll-over counter (ROC)
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» Receiving sequence number

e Cipher and mode definition

*  MAC method definition

» List of received packets

* MKl indicator bit

e Length of the MKI field

» Value of currently active MKI

» Array of secret master keys (MK)

* Array of counter of processed packets for each en&sty
* Length of encryption and authentication keys
* Master salt

+ Contextid

A cryptographic context is uniquely identified kg icontext id. The context id consists of the SSBe&Xtination network
address and destination transport port numberefased in [RFC3711].

Figure 9 shows a general case of key manageme®R®P. Figure 10 shows a special case where L&ajgomitted and
the necessary data is received from MKI to deri& Tsee [3GPP2 X.S0022-A] and [3GPP2 S.S0083-A)).

The instantiation of a cryptographic context isfpened via the STKM and is driven by STKM and LTKMa the case of
SRTP, an STKM includes an MKI (Master Key Index)déh and MKI that is necessary to identify an SRT{ptographic
context. STKMs may also carry Master Salt (MS) cejireg upon the underlying BDS (See below under ‘tkeynagement”
for further discussions). The ROC (Roll-Over-Couhtelues are carried in band in SRTP packets. STd{dd carries the
length of the encrypted key material (Master Ke{Mor SRTP).

The SRTP Master Key is extracted from the STKM. Thadfic encryption layer then creates an SRTP iepswith
decryption and (optionally) authentication keystthi@ derived from the Master Key as required by BR

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-BCAST_SvcCntProtection-V1_0_1-20130109-A Page 135 (271)

Figure 9 — SRTP Cryptographic Context Management (@neral Case)

Figure 10 — SRTP Cryptographic Context ManagementNo Short Term Key Delivery Layer)
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Key Management

The OMA BCAST SRTP application SHALL use the MKllwa for looking up decryption keys. This means that
cryptographic context SHALL have the MKI indicatoit set to 1. The <From, To> value method of kegklgp SHALL
NOT be used.

The Master Salt (MS) MAY be used. The MS SHALL N®4& longer than 112 bits.

For the DRM Profile used independently, a NULL MsSuised. A non-NULL 112 bit MS may be used for ioparability
with the underlying BDS or the Smartcard Profileg$Section 11.3 for further details).

For the (U)SIM, a NULL 112 bit MS may be used foteroperability with the DRM Profile. Otherwise amNULL 112 bit
MS is used. For interoperability with the (R-)UIMBOM Smartcard Profile, the 112 bit MS may correspom the 32 bit
SK_RAND with zero bit padding for the remaining [@i6s. See Section 11.3 for further details.

For the (R-)UIM/CSIM, the MS SHALL be the 32 bit SRAND value with zero bit padding for the remaini®@ bits. A
NULL MS SHALL NOT be used as this results in a fixencryption key for the lifetime of the SEK or PE#ee Section
11.3 for further details).

The TEK contained in the STKM SHALL be used as$RTP master key.

The key derivation rate SHALL be 0 except for ingerability with 3GPP MBMS terminals, where the kigyrivation rate
MAY be zero (see Section 11.3 and [BCAST10-MBMS-pi@dion]).

Layer 3 SHALL provide and update the cryptograpgtootexts to the SRTP implementation (excludingRI&C). Note that
some fields are initialized or managed internadlych as the list of received packets used in reptatection, receiving
sequence number, and the ROC.

The ROC SHALL be transferred in every R-th pacletoading to [RFC4771].

Because the SRTP key-deriviation rate is not usedtlze <From,To> values are also not used, the SIRjJfRo context will
be rekeyed by Layer 3.

Encryption Algorithm

The encryption algorithm for SRTP packets SHALL AES 128 CTR, as defined in [RFC3711]. Other endoypt
algorithms or key sizes or chaining modes SHALL Ni@Tused.

Authentication Algorithm

The authentication algorithm for SRTP SHALL be adined in [RFC4771], based on HMAC-SHA-1-80 as nefi in
[RFC2104] and [RFC3711]. Other authentication athms or truncations SHALL NOT be used.

Support of the authentication algorithm for SRTPspecified above shall be OPTIONAL for both thentgral and the
broadcast system. If no authentication is desiteel NULL authentication algorithm SHALL be speedi In this case, also
replay protection SHALL NOT be performed by thentaral.

Note that there must be a secure way of notifyimgthver a security transform includes integrity patiobn. This should be
handled as part of the mechanism for negotiatingFS&ecurity parameters e.g. MIKEY.

For the DRM Profile, the traffic_authentication gléield in STKM indicates whether security transfoincludes integrity
protection. For the Smartcard Profile, this carhbadled by the corresponding Layer 3 messageroe sther mechanism
for negotiating SRTP security parameters.

Some specific points of the implementation neebtldcpecified to be able to share protected strgdm(sieen operators.
Section 11.3 introduces how to be able to sharediarstream among operators that implement diffdtep management
mechanisms, Section 11.3.1 with respect to 3GPP-EBMarer features using SRTP, and Section 11.8<d=ying access
limited to BCAST terminals.
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9.3 ISMACryp

For content encryption of RTP streams, content thgpart of a real-time delivery service MAY be f@tted using
ISMACryp as explained in this specification, i.g. déncrypting elementary audio video samples callecess Units (AUs).
Individual AUs are encrypted using AES_128 BYTE_CMBde. Each encrypted AU has an ISMACrypContext/Atfingd
in ISMACRYP11] and [ISMACRYP20].

BCAST terminals MAY support content encryption siSMACryp as specified in this section.

9.3.1  Encryption Algorithm

The encryption algorithm SHALL be AES_128 BYTE_CTRefer to [ISMACRYP11], [XBS DRM extensions-v1.@r
[ISMACRYP20] for further details. Other encryptialgorithms or key sizes or chaining modes SHALLTNG2 used.

The TEK is sent in STKMs, the IV is in the ISMACI@pntextAU preceding the encrypted data, the saltkkes is signalled
in the SDP file and the use of the counter is diesdrin [ISMACRYP11] or [ISMACRYP20].

The Table below shows BCAST parameters and equit&éMACryp parameters.

Table 48: Equivalent BCAST and ISMACryp parameter names

OMA BCAST parameters Equivalent ISMACryp parameters [ISMACRYP11, ISMACRYP20]
TEK key_k (encryption key)
v \%
k s k_s (salt key)

9.3.2  Authentication Algorithm

The default authentication algorithm is SRTP withHIMAC-SHA1 with an 80-bit output tag and a 16048ty [RFC3711].
Other authentication algorithms or truncations SHAIOT be used. Support of the authentication aigor for ISMACryp
shall be OPTIONAL. The authentication key to bedusederived as per SRTP using the 128 bit MK ah2i Bit MS sent in
STKMs. SRTP authentication is signalled using SRPusty descriptions [RFC4568]. ROC is signalled per SRTP
described in Section 9.2, key indicator (see Sedi®) is used as MKI for DRM Profile and MTK ID issed as MKI for
Smartcard Profile. MKI and Authentication tag ididered over SRTP packet according to [RFC3711].

9.3.3 RTP Transport of Encrypted AUs (ISMACryp)

Content encryption modifies data before packetiratif RTP packets, thus the various RFCs definiagsato encapsulate
audio and video data do not apply. In addition, saignalling is necessary in the SDP in order @mbénthe decryption of
the data. ISMACryp 1.1 [ISMACRYP11] has defineada@psulation for some MPEG-4 codecs [ISO-14496-0-18496-3,
ISO-14496-10]. For these codecs, the encapsula®omlefined in [ISMACRYP11] SHALL be used. For aother
encrypted media that has a defined mapping toSkeNMedia File Format ([ISO-14496-12]), the encagsoh as defined in
section 7 of [ISMACRYP20] SHALL be used.

9.4 (P)DCF Encryption with TEK

This section describes how (P)DCF files can beegted over the broadcast channel by encryptingricha@l files with
individual TEKs. This technique is based on matdrian MBMS text in [3GPP TS 33.246 v7]. The menotsan described
in this section was adopted from [3GPP TS 33.24Gwd adapted to BCAST needs.

Protection of download data uses DCF as a contén@iphered file data. The DCF container alsoifies the key used in
protecting the data. In this case the encryptionige single TEK. Usage of DCF is independentefKMS type. The same
principle applies to the PDCF format for audio \ddfata.
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Data that belongs to a download Service is decdypie soon as possible by the terminal, if the SEREK needed to
provide the relevant TEK are already available tom terminal or Smartcard. Storage of the STKM dointg the TEK is
also allowed in BCAST.

The following method is compatible with the OMA DRRIDCEF file format as defined by [DRMCF-v2.0] asges the Key
Info box defined in [XBS DRM extensions-v1.0] inettExtended Headers field, which is ignored by ONMRMv2
terminals.

Access to the file SHALL respect the protectioneafteception values defined in the STKM message.

9.4.1 Integrity Protection using OMADRMSignature Bo  x

When it is required to protect BCAST download d@&A DRM V2.0 DCF as defined in reference [DRMCFARshall be
used. However, encryption and authentication keys generated from TEK. For integrity protection, an
OMADRMSignature as specified below MAY be attaclireside the optional Mutable DRM information box dnt) of the
(P)DCF.

The OMADRMSignature Box is an extension to OMA DRR.0 DCF for use by OMA BAC BCAST, and is defineg b
3GPP as follows:

Table 49: OMA DRM Signature Box

aligned(8) class OMADRMSignature extends Fullbox(‘o dfs’, version, flags) {
Unsigned int(8)  SignatureMethod; /l Signature Meth od
Char Signature[]; /I Actual Signature

}

SignatureMethod Field:
NULL 0x00
HMAC-SHA1 0x01

The range of data for the HMAC calculation shalldgeording to section 5.3 of reference [DRMCF-v2.0]

9.4.2 Use of OMABCAST Key Info Box

BCAST has defined a specific box [XBS DRM extension.0] to provide key management information fothbDRM
Profile and Smartcard Profile.

The OMABCASTKeylInfo box allows the following inforation to be stored for the DRM Profile and / or &iwerd Profile:

» KeylD: SEK/PEK ID & TEK ID used for decryptingehP)DCF

» KeylssuerURL: Permissionsissuer URL used to acghgeappropriate permissions
« TBK_ID: TerminalBindingKey ID and URL if used

* STKM containing the TEK used to decrypt the content

In order to ensure key material can be acquirezlKibylssuerURL in the Key Info box MAY be usedthe Terminal does
not have the SEK or PEK required to decrypt the Mkhin the STKM, it may request it by sending tBervice request
described in [BCAST10-Services] to the KeylssuerURth the corresponding SEK or PEK ID. If the KesdgrURL is not
present, the RightsissuerURL in the OMADRMCommontitgadbox MAY be used instead.

The STKM containing the TEK used to decrypt the D@RY be stored inside the OMABCASTKeyInfo box inetisTKM

field. Note that as the OMABCASTKeyInfo box is paftthe HMAC calculation, if the OMADRMSignature Y@ included
but the STKM is not delivered within the OMABCASTHafo box, subsequently adding the STKM to the (€D
invalidates the hash. A terminal doing this woulpi¢ally remove the OMADRMSignature box.
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9.4.3 FDT Protection within DCF

In case the FDT of the FLUTE protocol needs to betguted, the FDT MAY also be wrapped in a différ&CF.
Confidentiality or integrity protection of FDT cdue provided this way.

9.4.4  Support of OMA DRM v2 Boxes
The OMA BCAST DCF format SHALL support the follovgrboxes specified in OMA DRM V2.0 DCF [DRMCF-v2.0]:

* Fixed DCF header;
* Mutable DRM information Box;

« OMA DRM Container Box.
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10. Signalling

Access to key streams is provided in SDP.

10.1 Protection Signalling in SDP

10.1.1 Description

SDP information is used to specify streaming sessazcording to [RFC4566].

Additional information is required to identify panaters relative to key management: STKM streamsSKhrsions, etc.
These are defined below and SHALL be used to desancrypted media streams and key streams (STKIM.@KM).
Note that, in the case of MBMS, such informatiom d¢ee signalled in the MBMS security descriptionpas [3GPP TS

26.346 V7).

The table below defines the <field values> to bedufor signal protection information. These partarseare used for the
signalling of media, short-term key message (STKYl long-term key message (LTKM) streams. Theiges@r the
different streams will be explained in the follogirsections. A media stream can be protected byoon@ore STKM
streams. Some other optional and stream specifanpeters are introduced in the relevant sections.

Table 50: Protection Signalling in SDP

Field name

Category

Type

Purpose

kmstype

NM/TM

String

Identifies the Key Managemegpstem (KMS) used.
(See Table 51 for supported KMSs)

bcastversion

NM/TM

Decimal x.y

Identifies the BCASTVersion as defined i
[RFC5159]. Although [RFC5159]
bcastversion attribute for session level only,
OMA BCAST SPCP specification [BCASTL(
ServContProt] also makes use of this attribute
media level. Both the Network and Terminal SHA
support the attribute bcastversion both at sessh
media level in SDP. (See also informative Appen
I.) It is possible to associate different BCAS
versions to different STKM streams.

h

defines the

the

at
| L
dix
5T

serviceproviders

NM/TM

String

Identifies the sewviproviders using the key strea
by referencing one or more BSMSelectors
declared in the SGDD in the SG [BCAST10_SG]
by referencing one or mor
<X>/ServiceProviders/<X>/ID nodes as specified
[BCAST10-Services].

(See Table 53 for the syntax and semantics.)

m,
as
or

in

streamid

NM/TM

UnsignedShort

Unique positive integdentifying a particular key
stream. Numbers are unique within a particular §
session i.e. no global numbering is required.
Used to indicate which media stream is protecteq
the actual STKM stream.

DP

| by

baseCID

NO/TO

AnyURI

For the DRM Profile, part bt Service or Progran

n

CID used to identify the corresponding asset within

an OMA DRM 2.0 Rights Object. The Service

Program CID is obtained from the BaseCID

described in Section 5.5.1.

The network and terminal SHALL support this fig
in case the DRM Profile is supported.

or
as

Id
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srvCIDExt

NO/TO

unsignedByte

For the DRM Profile, part of the Service CID used t

identify the corresponding asset within an ONA

DRM 2.0 Rights Object. The Service is obtained

from the service CID_extension as described
Section 5.5.1.

This parameter SHALL be provided if the protec

media stream has multiple DRM Profile STKM
streams for a service provider with different vallie

of service_CID_extension.
Within each service provider, for each protec

n

ed

ted

service or media stream, the value of this pararmrete

SHALL be unique for each STKM stream.
The Terminal SHOULD use the STKM stream w

the matching srvCIDExt. The Terminal MAY use

th

any STKM stream for which it has the correct SEK,
as indicated by matching srvCIDEXxt in the GRO and

the STKM.

The network and terminal SHALL support this figld

in case the DRM Profile is supported.

prgCIDEXxt

NO/TO

unsignedByte

For the DRM Profile, part of the Program CID uged
to identify the corresponding asset within an OMA

DRM 2.0 Rights Object. The Program CID
obtained from the program_CID_extension
described in Section 5.5.1.

This parameter SHALL be provided if the protec
media stream has multiple DRM Profile STK

streams for a service provider with different vallie

of program_CID_extension.
Within each service provider, for each protec

is
as

ed
M

ted

service or media stream, the value of this pararmjete

SHALL be unigue for each STKM stream.
The Terminal SHOULD use the STKM stream wj

the matching prgCIDExt. The Terminal MAY use

th

any STKM stream for which it has the correct PEK,
as indicated by matching prgCIDEXxt in the GRO and

the STKM.

The network and terminal SHALL support this figld

in case the DRM Profile is supported.

srvKEYList

NO/TO

See Table 58

For the Smartcard Profile, the srvKEYList is a bt

so-called srvKEY values. Each srvKEY value is a

concatenation of the Key Domain ID with the K

2

Group part of a SEK/PEK associated to the related

STKM stream.

This parameter SHALL be provided if the protec
media stream has multiple Smartcard Profile ST

streams for a service provider with different valie

of srvKEYList.

Within each service provider, for each protec
service or media stream, the value of this paranmr
SHALL be unique for each STKM stream.

Within each service provider, for each protec
service or media stream, there SHALL NOT
identical srvKEY value(s) between STKM strea
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having the same "bcastversion" parameter value.

The Terminal SHOULD use the STKM stream w|
one matching srvKEY.

In the case there are more than one matching ST
streams, the Terminal MAY use any of those ST
streams: it's out of the scope of the curr
specification to further detail rules regarding 1
selection process on the terminal side. Hence
avoid heterogeneous behaviors on the Terminal §
the basic assumption is that the Terminal
provisioned with SEKs so that there is only g
STKM stream to match at a given time, and the B

is RECOMMENDED to enforce such provisioning

policy.
The network and terminal SHALL support this fig
in case the Smartcard Profile is supported.

th

KM
M
ent
he
, to
side,
is
ne
SM

Id

where, NM=Mandatory for network to support; NO=@ptl for network to support; TM=Mandatory for temai to

support; TO=0Optional for terminal to support.

The tables below shows the corresponding <fieldest# for the <field names>:

Table 51: kmstype Values

Value (String) Semantics
oma-bcast-drm-pki DRM Profile Key Management System
oma-bcast-gba_u-mbms Smartcard Profile Key ManageBystem, using 3GPP GBA_U to establish Layerys ke
oma-bcast-gba_me-mbmsg Smartcard Profile Key Manage®ystem, using either 3GPP GBA_ME or 3GPP GBA U
to establish Layer 1 keys
oma-bcast-prov-bcmcs Smartcard Profile Key ManagerBgstem, using provisioned 3GPP2 BCMCS Symmetric

Key Infrastructure

Table 52: bcastversion Values

Value (Decimal x.y)

Semantics

1.0 Current version in this specification is 1.0

Table 53: serviceproviders Syntax and Semantics

Semantics

The value of the ‘serviceproviders’ SDP paramedea list of URIs that reference the terminal’slafed BSM or service
providers.

The syntax of the ‘serviceproviders’ value is defiras follows: "<uri>("|"<uri>)*" , where uri is fileed as in [RFC3986].

The terminal’'s affiliated BSM(s) are representedhimi the terminal as Management Objects with idiemti‘<X>/
BSMFilterCode’ or as codes on the Smartcard asndéfby [3GPP TS 22.022], [3GPP2 C.S0068-0], [3GBRBI.102 v7],
[BGPP2 C.S0023-C], or [3GPP2 C.S0065-0]. The teamininaffiliated service provider(s) are representeithin the
terminal as Management Objects with identifier ‘<>ServiceProvider’.

Either all or none of the STKM streams SHALL havsexviceproviders’ parameter instantiated in tlePS
Either all or none of the LTKM streams SHALL have tserviceproviders’ parameter instantiated in$id.
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If all of the STKM streams or LTKM streams have therviceproviders’ parameter instantiated in tliPSthe termina
SHALL only use STKM or LTKM streams for which eithe
- the ‘serviceproviders’ parameter contains a URenmeficing to the identifier of a BSMSelector as desd within
the"BSMLis" of the SGDD of the SG [BCAST10_SG]tlvia BSMFilterCode that does match to any of the
‘<X>/BSMFilterCode’ entries within the terminal any of the codes on the Smartcard
- orthe 'serviceproviders’ parameter contains a Wit does match with any of the <X>/Serviceprovidex>/ID
entries within the terminal.

If none of the STKM streams or LTKM streams haveeaviceproviders' parameter instantiated in thePSEhe termina
MAY use any of the streams.

The network SHALL ensure that the sets of BSMSelelf2s and <X>/ServiceProviders/<X>/ID values argaint.

Table 54: streamid Values

Value (Decimal)

Semantics

1, 2, 3, etc.

Provides identification of media atns which can be used to associate an encrypteth med

stream with the corresponding STKM.

Each stream declared in the SDP will be uniquelynibered. Only positive integers are
acceptable. It is RECOMMENDED that streams are renexb in increasing order. Duplicate

streamids SHALL be ignored, i.e. only the first BtdALL be used.

Table 55: BaseCID Values

Value (String)

Semantics

<BaseCID>

<BaseCID> is part of the Service or PaogiCID used to identify the corresponding agset

within an OMA DRM 2.0 Rights Object. Upon receptiofi a STKM, the terminal cal

assemble the service_CID/program_CID/BCI and lopkhe SEK or PEK (wrapped inside a

LTKM) as described in Section 5.5.1.

Table 56: srvCIDExt Values

Value (unsignedByte)

Semantics

<srvCIDExt>

service_CID_extension is part of thev8= CID used to identify the corresponding agset

within an OMA DRM 2.0 Rights Object. Upon receptiofi a STKM, the terminal cal

assemble the service_CID/BCI and look up the SEragped inside a LTKM) as described

in Section 5.5.1.

This parameter provides the value of the most Bagmit byte of the service_CID_extensi
in the corresponding STKM stream.

DN

Table 57: prgCIDExt Values

Value (unsignedByte)

Semantics

<prgCIDExt>

program_CID_extension is part of thedgam CID used to identify the corresponding asset

within an OMA DRM 2.0 Rights Object. Upon receptiofi a STKM, the terminal cal

assemble the program_CID/BCI and look up the PErwed inside a LTKM) as described

in Section 5.5.1.

This parameter provides the value of the most Bagnit byte of the program_CID_extensi
in the corresponding STKM stream.

h

DN
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Table 58: srvKEYList Values

Value (unsignedByte) Semantics

The value of the ‘srvKEYList’ parametis a list of so-called ‘srvKEY’ Base64 encodedada
Each of those ‘'srvKEY’ value corresponds to thecat@nation of the Key Domain ID wit
the Key Group part of a SEK/PEK which applies te telated Smartcard Profile STK
stream.

The syntax of the ‘srvKEYList’ value is defined #asllows: "<base64>("|"<base64>)*,
where base64 is defined as in [RFC3548].

<srvKEYList>

=)

10.1.2 Short-Term Key Message Streams (STKM)

This section specifies descriptions of short-teay knessage (STKM) streams using SDP.

10.1.2.1

To support efficient STKM carriage, each STKM Sireds carried in its own UDP stream. The MIME type
application/vnd.oma.bcast stkm is defined to sigmaETKM Stream.

Description

The location of an STKM stream is signaled wittie SDP file used to describe the delivery paramdtara given service.
The SDP file describing the service typically caméaa media announcement entry for the video ardfonthe audio. In
addition, to signal the associated STKM streams,@mrtwo additional stream announcements are added.

An STKM stream is signaled in the following way:
m= application <port> udp vnd.oma.bcast.stkm.

MIME type parameters are signaled in the “a=fmtmé. MIME type parameters for STKM as definedliable 59 SHALL
be supported.

Table 59: Parameters of the MIME Type application/ind.oma.bcast.stkm

Parameter Terminal support Server support Purpose
streamid Mandatory Mandatory See Table 50
kmstype Mandatory Mandatory See Table 50
serviceproviders Mandatory Mandatory See Table 50
baseCID Optional Optional See Table 50
srvCIDEXxt Optional Optional See Table 50
prgCIDEXxt Optional Optional See Table 50
srvKEYList Optional Optional See Table 50
10.1.2.2 SDP Example for Short —-Term Key Message St reams

This Section gives an example of SDP descriptidrshort term key streams:
m= application 49230 udp vnd.oma.bcast.stkm
c=1P4 224.2.17.12/127

a=fmtp:vnd.oma.bcast.stkm streamid=10; servicepi@wiDiscountBcast; kmstype=oma-bcast-drm-pki

10.1.3 Short-Term Key Message (STKM) Streams Bindin g

The signalling described below allows the termitaklearly identify which STKM streams are relevdot each media
stream. Several media streams may reference the S&KM stream, thereby sharing the same Traffiorfton Keys, but
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each media stream may also reference a differeKivVS3tream. An encrypted media stream must referemse or more
STKM streams, each providing secure delivery ofstme Traffic Encryption Keys (TEKS):

¢ In the case of the Smartcard Profile, one or mdn€hd streams carry the STKM as specified in Sectoh

* Inthe case of the DRM Profile, one or more STKkains carry the STKM as specified in Section 5.5.

AES in counter mode requires that the same kewrstiis never reused. In the case that the same S3ikddm is shared
among several media streams — a distinct IV musprbeided for each such media stream. This isadlyehe case for
SRTP-based encryption (where each IV is based®S8RC value in the RTP header).

In the case of IPsec, only AES in CBC mode is aulyesupported.

In the case of ISMACryp the effective IV value iased on the salting key k_s that can be made eliifféor each media
stream. To ensure that ISMACryp can safely allbarig of the same STKM stream between multipleienetteams, each
such media stream MUST have a unique salting keyskecified in the SDP file.

Example: A service comprising a video stream andwdio stream, both encrypted with the same Tr&ficryption Keys,
and protected by two different KMSs will make udfe4 streams: one for the video, one for the audi® for KMS#1
(supporting DRM Profile) STKM stream and one for B¥R (supporting Smartcard Profile) STKM stream.

This way, the terminal will only listen to and pess the STKM stream coming on the relevant IP occtiore SDP

[RFC4566] is used to describe the STKM stream(sd@ated with each media stream. The followinghatte is defined for

mapping STKM streams to media streams in the SDP:

Table 60: Definition of STKM Stream SDP Attribute

Attribute

Terminal support

Server support

Type

Purpose

stkmstream

Mandatory

Mandatory

Stream Reference

erBete to the ID of the STKN
stream (assigned by the parame
“streamid”) indicating which STKM
stream applies to this media stream .

ter

The attribute can be at session level, in whicle éaapplies to all media streams, or the attritnste be at media level, in
which case it only applies to the specified medid would override possible session level attributes

The SDP attribute stkmstream as defined in TabISISALL be supported.

(See also informative Appehd

Each session or media stream can have multiplessteam attributes. Using this attribute the tertnicen lookup the

corresponding STKM stream announcements and figutevhich one to listen to and process. We nadétthis attribute is

optional and hence would not be there for unenexyptedia streams.

10.1.3.1

STKM Streams Binding Example

Below is an example where two STKM streams (10 Hhdare associated on session level with the nsttBams, however
two other STKM streams (13 and 14) are associated second audio track. The stkmstream attributenedia level

overrides the stkmstream attribute on session lievahat particular media stream. In this exampbeglecrypt the Spanish
audio track, STKM stream 13 or 14 can be used.

v=0

0=BCAST 2890844526 2890842807 IN IP4 126.16.64.4
s=A protected Bcast stream
c=IN IP4 224.2.17.12/127

t=2873397496 2873404696

a=recvonly

a=stkmstream:10
a=stkmstream:11
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m=audio 49170 RTP/AVP 0
a=lang:en

m=audio 52002 RTP/AVP 0
a=lang:ES
a=stkmstream:13
a=stkmstream:14

In the case of English language audio track, tilgaadling announces that to gain access to theigingludio stream, the
terminal may use either the STKM with streamid=@0the one with streamid=11. The terminals can tloek up in the

same SDP file for both two STKM streams (identifledtheir streamid), and to identify the KMS ane thperator each is
associated with. Similarly Spanish language augioktcan be decrypted using STKM streams with i34 in the same
SDP file. Then, on the basis of this informationl a@epending on which KMS it is supporting, the tiexahcan decide which
stream it needs to listen to in order to get thartsterm key message (STKM) stream it requires.

10.1.4 Long-Term Key management Message (LTKM) Stre am

This section defines the description of LTKM streasing SDP. The signalling specified in this sebt®on SHALL be used
for LTKM streams carried over the broadcast charfb&M Profile BCROs), and it SHALL NOT be used fofKMs
carried over interactive channel. (DRM Profile r@&l Smartcard Profile LTKMs).

10.1.4.1 Description

The MIMEe type for long-term key management mesg¢a@&M) streams (e.g. stream carrying rights olgéettitlements)
is application/vnd.oma.bcast.ltkm.

A long term key management message stream is sigjirathe following way:
m=application <port> udp vnd.oma.bcast.ltkm.

The actual format of the key management messagarstis given by the kmstype in the “a=fmtp” lineeBEy such line may
contain a parameter streamid which identifies thiqular LTKM stream.

MIME type parameters are signalled in the “a=fmtp&. MIME type parameters for LTKM as defined iatle 61 SHALL
be supported.

Table 61: Parameters of the MIME Type bcast-ltkm

Parameter Terminal support Server support Purpose
kmstype Mandatory Mandatory See Table 50
serviceproviders | Mandatory Mandatory See Table 50

10.1.4.2 SDP Example for LTKM Stream
m=application 49230 udp vnd.oma.bcast.ltkm
c=IN IP4 224.2.17.12/127

a=fmtp:vnd.oma.bcast.ltkm kmstype=oma-bcast-drm-glkirviceprovider=SOMEID

10.1.5 SDP Entry Examples (Informative)

This section provides several examples illustratiog the parameters defined above are signalleahiS8DP file. Note that
these are simplified example i.e. lots of paranseéee missing, but these have been omitted foityclar

Example 1: This example shows a video and audaast protected by both Long Term and Short Term Kegsage
streams using DRM Profile.
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m=video 49168 RTP/AVP 96i=video
c=IN IP6 FF15:0:0:0:0:0:81:1BC
a=rtpmap:96 H264/90000
a=fmtp:96 <rtp_param>
a=stkmstream:3

m=audio 49170 RTP/AVP 97
i=audio

c=IN IP6 FF15:0:0:0:0:0:81:1BC
a=rtpmap:97 mpeg4-generic/32000
a=fmtp:97 <rtp_param>
a=stkmstream:3

m=application 49172 udp vnd.oma.bcast.stkm

c=IN IP6 FF15:0:0:0:0:0:81:1BC

a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=3; kmstype=oma-b cast-drm-pki; ad
serviceproviders=DiscountBCAST

m=application 49173 udp vnd.oma.bcast.ltkm

c=IN FF15:0:0:0:0:0:81:1BC

a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.ltkm kmstype=oma-bcast-drm-pki ;O
serviceproviders=DiscountBCAST

Example 2: This example shows a video and audé&ast protected by Short Term Key Message streaing GBA_ ME
MBMS.

m=video 49168 RTP/AVP 96
i=video

c=INIP4 224.2.1.1
a=rtpmap:96 H264/90000
a=fmtp:96 <rtp_param>
a=stkmstream:3

m=audio 49170 RTP/AVP 97
i=audio

c=IN P4 224.2.1.1

a=rtpmap:97 mpeg4-generic/32000
a=fmtp:97 <rtp_param>
a=stkmstream:3

m=application 49172 udp vnd.oma.bcast.stkm

c=INIP4 224.2.1.1

a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=3; kmstype=oma-b cast-gha_me-mbms; O
serviceproviders=DiscountBCAST

Example 3. This example shows two audio streaaxs) protected by a different key stream

m=audio 49170 RTP/AVP 96
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i=audio_english protected by stkm with id 3
c=IN1P4224.2.1.1

a=rtpmap:96 mpeg4-generic/32000
a=fmtp:96 <rtp_param>

a=stkmstream:3

m=audio 49172 RTP/AVP 97
i=audio_spanish protected by stkm with id 3
c=IN1P4224.2.1.1

a=rtpmap:97 mpeg4-generic/32000
a=fmtp:97 <rtp_param>

a=stkmstream:4

m= application 49174 udp vnd.oma.bcast.stkm
i=short term key messages

c=IN1P4224.2.1.1

a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=3; kmstype=oma-b cast-drm-pki; ad
serviceproviders=DiscountBCAST1|supertv.tv

m=application 49175 udp vnd.oma.bcast.stkm

c=IN P4 224.2.1.1

a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=4; kmstype=oma-b cast-gba_u-mbms; ad
serviceproviders=DiscountBCAST2|supertv.tv

Example 4: This example shows how two separateigieos can use different key streams to give acttiefise same video
stream (audio stream left out for brevity). Thefatiént key streams carry the same keys. The sesmemvite provider uses
two key streams with different service_CID_extensialues.

m=video 49168 RTP/AVP 96
i=video

c=INIP4 224.2.1.1
a=rtpmap:96 H264/90000
a=fmtp:96 <rtp_param>
a=stkmstream:2
a=stkmstream:3
a=stkmstream:4

m=application 49171 udp vnd.oma.bcast.stkm
c=IN P4 224.2.1.1
a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=2; kmstype=oma-b cast-gbha_me-mbms; O
serviceproviders=supertv.tv

m=application 49190 udp vnd.oma.bcast.stkm
i=short term key messages

c=INIP4 224.2.1.1

a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=3; kmstype=oma-b cast-drm-pki; a
serviceproviders=bargain.tv; srvCIDExt=2
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m=application 49191 udp vnd.oma.bcast.stkm
i=short term key messages
c=IN1P4224.2.1.1

a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=4; kmstype=oma-b cast-drm-pki; ad
serviceproviders=bargain.tv; srvCIDExt=8

Example 5: This example shows how a service peyidsing the Smartcard profile, can be associttatifferent key
streams that give access to the same video straadlio(stream left out for brevity). The differemykstreams carry the same
keys. The service provider uses two key streants different "srvKEYLis" values.

m=video 49168 RTP/AVP 96
i=video

c=IN1P4224.2.1.1
a=rtpmap:96 H264/90000
a=fmtp:96 <rtp_param>
a=stkmstream:3
a=stkmstream:4

m=application 49190 udp vnd.oma.bcast.stkm
i=short term key messages

c=IN P4 224.2.1.1

a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=3; kmstype=oma-b cast-gba_u-mbms; ad
serviceproviders=bargain.mo; srvKEY List=ggABAAIl=|g gABAAJ=

m=application 49191 udp vnd.oma.bcast.stkm
i=short term key messages

c=INIP4 224.2.1.1

a=bcastversion:1.0

a=fmtp:vnd.oma.bcast.stkm streamid=4; kmstype=oma-b cast-gha_u-mbms; a
serviceproviders=bargain.mo; srvKEYList=ggABAAQ=

10.2 SDP Signalling of ISMACryp

SDP signalling of streams encrypted with ISMACrydARL be done as described in [ISMACRYP11] or seati® of
[ISMACRYP20], as applicable. Terminals that supd®VIACryp SHALL also support this signalling withe following
extension for the DRM profile:

MasterSaltKey

For the DRM Profile, when SRTP authentication isdyghe 112-bit Master Salt (MS) MAY be signalledfallows in the
"a=fmtp" line of the SDP, if it is not sent in 8T KM:

MasterSaltKey=MS where MS is the 112-bit master kesd for the derivation, base64 encoded.

10.3 Service Guide Signalling

Session Description information is contained oereficed in Access fragment of the Service GuideA[BTLO-SG].
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10.4 SDP Signalling of SRTP

When SRTP is used, the following specific paransaBHlALL be included into the SDP; (see also infaimeaAppendix I):
. a=SRTPAuthentication:n

where n is the SRTP authentication algorithm véhrethe authentication algorithm to use. Only eauspecified in
[RFC4771] are allowed, i.e. values 0 and 1 reprasgMNULL and HMAC-SHA-1-160 are not allowed.

. a=SRTPROCTxRate:R

where R is the value of the ROC transmission ra@ameter, an integer between 1 and 65535 inclusivespecified in
[RFC4771].
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11. Common Keys / Sharing Streams for DRM Profilea nd
Smartcard Profile

This section explains how different keys are mapipetiveen the DRM Profile and the Smartcard Proftl@lso explains
how a protected data stream can be shared betviféenent operators using both DRM and Smartcardileso

11.1 Service and Program Encryption Keys

For the DRM Profile, Service Encryption Keys (SEksd Program Encryption Keys (PEKS) are as destiib&ection 5.4.

For the Smartcard profile the PEK and SEK map togame key and the differentiation is based orKie Validity data,
e.g. the PEK Key Validity data will define a shortalidity period than the SEK Key Validity datahi§ enables the same
key to be used for both subscription and Pay-Pemr\dervice offerings.

The mapping between Smartcard Profile keys and MBS is described in Section 6.2.

11.1.1 Mapping of Encryption and Authentication Key s

The SEK/PEK used within the Smartcard Profile i$ aused directly to secure the delivery of TraffindEyption Keys
(TEKS). Instead the MIKEY protocol [RFC3830] usbe SEK/PEK to derive an integrity key (auth_keg}l @&ncryption
key (encr_key).

The DRM Profile similarly utilizes separate encigpt and authentication keys to encrypt the Traffieys and to
authenticate STKMs. However, in the case of theVDRrofile the Service Encryption Key (SEK) and tBervice
Authentication Key (SAK) are not derived from then®e key. Likewise, the PEK and the PAK are notveerfrom the
same key.

A more detailed mapping of the encryption and antibaetion keys between the DRM and Smartcard msfis provided in
the following table:

Table 62: BCAST Encryption and Authentication Key Mapping

Purpose of Key Service or Program Key DRM Profile ky Smartcard Profile Key

Encryption of STM Service SEK (128 bits) MIKEY enkey (128 bits
derived from SEK)

Athentication of STKM Service SAK (160 bits deriveedm | MIKEY auth_key (160 bits
128 bit SAS) derived from SEK)

Encryption of STM Program PEK (128 bits) MIKEY enkey (128 bits
derived from PEK)

Athentication of STKM Program PAK (160 bits deriviedm | MIKEY auth_key (160 bits
128 bit PAS) derived from PEK)

11.2 SEK, PEK and TEK Key IDs in STKM

The table below decribes the mapping between katifiers used in the Smartcard Profile and DRMfifgo

Table 63: Mapping between Key Identifiers Used intte Smartcard Profile and DRM Profile

Kev to Smartcard Profile
| y DRM Profile Identifier (contained in STKM) Identifier (contained in
ocate
STKM)
SEK service_CID_extension (32 hit) Key Domain ID || SEK
ID (3+4=7 bytes)
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PEK program_CID_extension (32 bit) Key Domain ID || PEK
ID (3+4=7 bytes)

TEK  for | SPI (32 bits) SPI (32 bits) = 0x0001 ||

IPsec MTK ID (2 bytes)

TEK  for | MKI (8*key_indicator_length bits) MKI = TEK ID (2 bytes)

SRTP Note that if compatibility with the Smartcard Ptefis required MKI must be 2 for SRTP

bytes long implemenations aimed

only at BCAST
terminals.

MKI = (SEK/PEK ID) ||
TEK ID (6 bytes) for for
SRTP implemenation
that are MBMS
compatibile

TEK  for | key_indicator (8*key_indicator_length bits) TEK R bytes)
ISMACryp

"2

The terminal MUST use the SDP to locate the rele@aikKM stream for the encrypted traffic streametds to decrypt.

For information on how the parameteres in the altate should be specified for the case where B&tM Profile and
Smartcard Profile provide access to the same ti&tans, please refer to Section 11.3 below.

11.3 Sharing SRTP Protected Data Streams

This section describes how a protected data stozemntre shared between different operators usirtigBBM and Smartcard
Profiles. Two solutions for sharing protected didtaams are described below:

e Section 11.3.1 introduces a solution that is coibfeatvith the 3GPP MBMS key management specificatio
e Section 11.3.2 introduces a solution aimed at BCASminals only.

Section 11.3.3 discusses the properties of thdagmts.

11.3.1 Sharing 3GPP-MBMS Compatible SRTP Protected Media Streams

The way in which key identifiers are used by theTBRmplementation is based on the MBMS specificaticf. SRTP).
Specification details related to this section agsadibed in [BCAST10-MBMS-Adaptation] in the sedtititled “Sharing
3GPP-MBMS compatible SRTP protected media streams”.

11.3.2 Sharing a Protected Media Stream where Conte ntis Aimed only at
BCAST Terminals

Compared with Section 11.3.1, this section outlihesv to handle the sharing protected stream(s) dmtwdifferent
broadcast service providers none of which are USIBYIS service protection.

The management and use of key identifiers for théepted media stream is based on the BCAST spatidi. It simplifies
the way in which the MKI is constructed allowingethse of SRTP and ISMACryp at the content encrypdaéger. Note that
the solution is not compatible with the 3GPP MBMS knanagement solution.

A shared TEK ID enables the retrieval of the cdriE#eEK required to decrypt the protected media sire@his necessitates
that:

A single TEK ID SHALL be used to enable accesshe torresponding shared protected stream amonegretitf
broadcast service providers.

* The TEK ID SHALL be synchronised for all broadcsastvice providers.
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* The same TEK material SHALL be used by all broatlsessice providers. This means:
0 the same 128 bit Master Key (MK) SHALL be used.
o the same 112 bit Master Salt (MS) SHALL be used M5 MAY be NULL.

o the key derivation rate SHALL be zero for the DRkbfe. For the Smartcard Profile the key derivatiate may
be zero or non-null.

SRTP key management parameters used when an SRBm St to be shared between DRM Profile and Smaatterofile
Terminals are summarised in the table below.

Table 64: SRTP Parameters — to Enable Sharing CommadStream

SRTP Parameter DRM Profile value Smartcard Profilevalue
MKI same as Smartcard TEK ID (2 bytes)

MK same as Smartcard TEK (random 128 bits)
MS same as Smartcard random 112 bits or NULL

The figures and section below explain the MKI fotnuged to allow DRM Profile and Smartcard Profitelie shared
between different broadcast service providers.

Broadcast Service Broadcast Service Broadcast Service
Provider Provider Provider

Specific parameters regarding the implementaticth@fkey management profile
either DRM Profile or Smartcard profile

MKI = TEK ID
BSD/A #/ Protected stream: MKI = BCAST TEK ID = 12 34
Broadcast
Content
Customers

Figure 11 — Sharing a Single Protected Media Strealmetween Several Broadcast Service Providers usitige
Smartcard Profile and the DRM Profile, where thereis no Requirement to also Share the Protected Streawith
MBMS only Terminals

Figure 11 illustrates how a single broadcast cdndéstributed by the Service Provider (BSD/A) isasdd between three
broadcast service providers A, B and C. Broadsastice providers A, B and C implement either tHeMDProfile or the
Smartcard Profile.

The TEK material and the corresponding TEK ID mbstshared among broadcast service providers. Bagadervice
providers A, B and C generate and use their own/BEK material to protect the shared TEKs. Each dicast service
provider constructs and broadcasts their own STKdtheir subscribers, containing the common TEKtguted with the
service provider specific SEK/PEK. There is no neeslynchronise any key material or key identifigh®ve the TEK level.
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The service provider can then broadcast the comteertypted with this common TEK by using SRTP. Upeception the
terminal retrieves the TEK based on the MKI where:

MKI = TEK ID (2bytes)

Each BCAST terminal can then retrieve the TEK ndddedecrypt the shared protected stream from THeVEprovided by
their broadcast service provider.

The following can then be considered:
e A subscriber from broadcast service provider Adasess to media streams 1, 2 and 3, using

¢ SEK ID = SEK _IDA, key material = SEK A, and hakey validity period = 1 week. SEK A is transmittbg
broadcast service provider A.

¢ TEKID = TEK _ID, key material = TEK, and has a keglidity period = TEK _period, transmitted withdadcasted
content.

* A subscriber from broadcast service provider Bdwaess to media streams 1, 2 and 4, using

¢ SEK ID = SEK _IDB, key material = SEK B, and ha&ey validity period = 1 month. SEK B is transmittby
broadcast service provider B.

¢ TEKID = TEK _ID, key material = TEK, and has a keglidity period = TEK_period, transmitted with ladcasted
content.

The value of the SEK/PEK ID is not shared and ec#jz to each broadcast service provider. Thguesncy of the update
of SEK is up to each broadcast service provider.

In contrast, the value for TEK ID and TEK materi@ve to be synchronised and coordinated for aladecast service
providers.

Summary:

In summary, for the Smartcard Profile to share guiad media streams with DRM profile terminals, wilee broadcast
media is protected using SRTP, it must deviate ftoedMBMS specifications [TS 3GPP 33.246]. As diésd in Section
11.3.1, when SRTP is used in MBMS the MKI valueadsistructed as a concatenation of MSK ID (SEK/PBEKdnd MTK
ID (TEK ID):

MKI = (MSK ID || MTK ID)
where MSK ID is 4 bytes long and MTK ID is 2 bylesg resulting in an MKI length of 6 bytes.

In contrast, when following the scheme describedhis section, the MKI value is constructed usingyothe TEK ID
(equivalent to the MTK ID in MBMS):

MKI = TEK ID = MTK ID
where TEK ID is 2 bytes long.

Restructuring the way that the MKI is formatted tyitting the SEK/PEK ID (equivalent to the MSK 1D MBMS)
removes the need for broadcast service providesyrcohronise the SEK/PEK ID and SEK update peridescribed in
Section 11.3.1. The deviation from the MBMS speaifion means that it is not possible for a medieash protected in the
manner described in this section to also be sHayedBMS only terminals.

It is also necessary for terminals implementing$heartcard Profile to recognise whether the MKihia SRTP stream they
are trying to decrypt is constructed in the waycdiégd in Section 11.3.1 or 11.3.2 in order to fihd required TEK. This is
achieved by looking at the MKI length: if it is 3itles long then the MKI corresponds to the TEK IBnsported in the
STKM; if the MKI length is 6 bytes long, the MKI o@sponds to the SEK/PEK ID || TEK ID, both of whire transported
in the STKM. Note that in the first case the MKgsalled in SRTP does not contain the SEK/PEK IQ,the SEK needed to
decrypt the STKMs is still signalled in the STKMg in the EXT MBMS payload.
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11.3.3 Properties of the above Solutions
For the solution that is compatible with [3GPP 135236 v7] the following can be stated:

¢ It is possible to share a protected media streamdss a broadcast service provider using MBMS ahdoadcast
service provider using another broadcast beardr gifher the Smartcard or DRM Profile.

¢ The requirement for all broadcast service provideegt are sharing the same protected stream, egardf the
profile that they are using, is to use the same/8BEK ID. Using the same SEK/PEK ID further necexdsi that the
update frequency of the SEK and SEK/PEK ID musi bbks coordinated.

For the solution that aims protected media stretzamisg at BCAST terminals only, the following cam stated:

¢ There is no need for broadcast service providesymghronise key identifiers or key update periadeve the TEK
layer

¢ Broadcast service providers using MBMS servicegmioon (following [3GPP TS 33.246 v7]) cannot shsit@ams
with broadcast service providers using the OMA BCTA®rvice protection not relying on SRTP encryptootocol.

In summary, both solutions are possible, and sligigainformation within the STKM might be necessary

11.4 Sharing Streams using ISMACryp

This section explains how a single protected mettzam encrypted using ISMACryp can be accessaetifteyent broadcast
service providers.

As explained in Section 9.3, the ISMACrypContextiidicates the Keylndicator (TEK ID) in the protetteontent stream.
This Keylndicator is used to find the relevant TEEKed to decrypt the content in the STKM streanthi head-end, the
TEK and TEK ID are used during STKM generation i\B/ BSDA so that broadcast service providers aamegate their
own STKM streams (using DRM Profile or Smartcardfik). These are broadcast together with the ptetk content
stream.

The Keylndicator can be found in the STKMs for BM Profile and for the Smartcard Profile. SDP siding provides
information on the relevant STKM streams (see $acti0.1) indicating whether the STKM stream is aMDRrofile stream
or a Smartcard Profile stream. Furthermore, theviseprovider" string allows individual broadcastg@ce providers to use
their own STKM stream.

Once the correct STKM stream has been identified,terminal can obtain the correct TEK and Keylattic, and hence
match it to the TEK needed to decrypt the content.

To summarise:

» Content is encrypted using a key identified by Keljtator (TEK ID) in ISMACrypContextAU
* STKMs are identified in SDP

» STKMs contain the TEK and associated TEK ID (Keytadior)

» The correct TEK is used to decrypt protected cdnten

11.5 Sharing (P)DCF File Delivery Protection using  TEK
(Informative)
Section 9.4 explains how (P)DCF files can be ptetkty individual TEKs during file delivery.

This section highlights how the OMABCASTKeyInfo baean be used to allow both DRM Profile and Smaddarofile
signalling to be provided, allowing both to operatgarallel. Indeed, the Key Info box allows mplé "Keylnfo" entries to
be present.
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11.5.1 Use of OMABCASTKeyInfo Box
For the DRM Profile, the KeylDType would indicateat information on KeylD corresponds to the DRMfieo

For the Smartcard Profile, the KeylDType would gate information on KeylD corresponds to the SnaaddProfile. If
multiple service providers are using the Smart€afile, multiple Keylnfo entries can be provident multiple KeylDs.

Note also that the use of the OMABCASTKeyInfo bdbowas OMA DRMv2 compatibility to be maintained, puitially
allowing a (P)DCF to be provided that is compatifie OMA DRMv2, OMA BCAST DRM Profile and OMA BCAST

Smartcard Profile.

Note also that 3GPP MBMS also uses the same appreadhat 3GPP MBMS signalling can also be pravitheparallel.
This allows interoperability across OMA DRM, OMA BST and 3GPP MBMS domains.

The OMABCASTKeylInfo box allows the STKM used to pide the TEK for decryption of DCF files to be stdror
delivered within the DCF. Again, as this is contal within a single "Keylnfo" entry, STKMs for déffent key management
systems can be provided in parallel.
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12. Terminal Binding Key

In case of Smartcard Profile, a Permissions IsM&Y elect to bind some or all of the content belmpadcasted to valid
terminals by the use of a Terminal Binding Key (TBRhis binding is in addition to the UICC bindimgovided by the
Smartcard Profile. The binding is signalled in 8@ and in the STKM and LTKM for the Smartcard Heofi TBK is not

applicable for the DRM profile.

The following section and subsections are MANDATORYsupport for Terminals with the Smartcard Peofibr content
protection. In all other cases, the sections &&lONAL for both server and terminal to support.

12.1 TBK Generation

If Terminal Binding is desired for any of the comtédeing broadcasted, the Permissions Issuer @ilhd the TBK to be a
randomly, or pseudo-randomly, generated key ofldiZ8 This key will be shared by all compliant nevoked devices. For
each TBK generated, the PI will issue a uniqueiB8ZédrminalBindingKeyID.

The TBK can be changed by the PI at will, such kemdevices need to be revoked. The TBK chang®ceur as seldom
as never once it was set, or as frequently asatksir

A single TBK can be set for the PI to use withtaliminal-bounded content, or a separate TBK magdiefor contents
related to each SG entry. The scope and lifetinteefTBK are implementation specific.

12.2 Encrypting of TEKs with TBK

The TBK used to protect TEKs is used as follows:

Upon generation of each TEK, the PI determines wauld like to bind the TEK also to the terminHlnot, the TEK is
processed as usual (encrypted by SEK/PEK). If temhtinding is desired, a TBK has already been igead, given an ID
(TerminalBindingKeylD), and this ID was added t@ t8G entry. For each TEK generated while termiivaihg is on, an
Encrypted TEK is computed as follows:

Encrypted_TEK = AES-ECBgy(TEK)

WhereTBK is fed as the 128-bit key that is used (referceasKEK in AES-ECB), andlEK is fed as the key to be encrypted
(referred to agplaintext in AES-ECB). The resultingncrypted_TEK is processed from that point onwards instead ef th
original, plaintext,TEK.

12.3 Decrypting of TEKs with TBK

When content is selected to be processed from @l terminal will note the ID of the TBK thatleing used with that
content, if at all. If a TBK of the specified ID i®t available in the terminal cache, the termMAlY attempt to obtain it, as
described in Section 12.4.

When processing a STKM, if the terminal bindinggflait is set, the terminal will fetch from its cackhe correct TBK,
according to the TerminalBindingKeyID specifiedtie SG. This fetch may occur once when processiad. TKM to avoid
repeatedly retrieving the same value from the cathe terminal will use this TBK to decrypt, usiAgS-ECB, encrypted
TEKSs that are received from the UICC, before thegeused for content decryption.

The effect of this additional decryption, that équired when terminal binding is on, is that anppmaved terminal, which
does not possess the correct TBK, is unable tieitthe output of the UICC to deduce meaningful Ti&Mdues. It is
perceived as infeasible to obtain the correct TBKies from AES-ECR(TEK) without knowledge of TBK.

12.4 TBK Acquisition

The Pl SHALL deliver any requested TBK value to aeguesting Terminal, as long as the Terminal wasessfully
authenticated and was positively identified as anlieal that has not been revoked.
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The protocol by which TBK values are delivered nigtiated by the Terminal at any time, typically whan SG entry
indicates the requirement for a TBK that is notheatby the device.

To obtain a TBK value, the Terminal starts an HTT$&Ssion with the Pl server (see Section 6.11.2herSmartcard
Profile). The HTTPS session SHALL be based on muuthentication using both client and server tiedies. The server
SHALL verify the authenticity and the validity die client certificate and SHALL consider the identf the Terminal to be
the one indicated by the certificate.

Following the HTTPS session establishment, the Teh8HALL send theBCAST_Client_ID (see Section 6.11.2). The PI
server MAY use this ID information, but if doing #0SHALL assure that the identity of the termirea reflected in the
BCAST _Client_ID matches the identity indicated by the client fieate mentioned above.

If the terminal ID that is supplied in tH&CAST_Client_ID does not match the ID indicated by the clientifieate, or if the
ID reflects a device that has been revoked, onéfitlentification failed, or if the HTTPS sessi@iléd, then the Pl server
SHALL close the connection without providing thguested TBK but while returning &6rbidden” error instead.

If the version number sent in tHRRCAST Client_ID reflects an inadequately old version, the Pl seBIdALL close the
connection without delivering the requested TBKd &MAY indicate the URI at which an update or furtirformation can
be found (see response table).

If none of the above conditions was met, then theePver SHALL return the required TBK over the wecconnection and
close the connection.

Upon reception of the requested TBK, the termin@Ycache it. The policy and size of this cacherigpliementation
specific.

The Figure below illustrates the steps explainem/ab

Terminal Permissions
Issuer
Establishment of HTTPS tunnel between the
Termlnal and the Permissions Issuer >

HTTP POST (BCAST_Client_ID, TBK reqyest)
HTTP 200 OK (TBK)

A

OR
HTTP 403 Forbidden

A

HTTPS tunnel closed

Figure 12 — Mutual Authentication, sending BCAST_Cient_ID and TBK Exchange

The BCAST_Client_ID and TBK request SHALL be sesing the following notation:

POST /HTTP/1.1
User-Agent:BCAST_Client_ID= BCAST Client _ID
TBK _request= Ter ni nal Bi ndi ngKeyl D

Where: "BCAST_Client_ID" is text allowing the servte identify the BCAST client ID anBCAST_Client_ID is the actual
value.

BCAST Client_ID is Base64 encoded. "TBK request" is text allowihg server to identify the TBK request and
TerminalBindingKeyID is the ID of the TBK key beimgquested.

TerminalBindingKeyID is Base64 encoded.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-BCAST_SvcCntProtection-V1_0_1-20130109-A Page 159 (271)

The Permissions Issuer response, if successful $Halsent using the following notation:

HTTP/1.1 200 OK

Server: BCAST Permissions Issuer
Date: Thu, 08 Jan 2004 10:13:18 GMT
TBK=TBK

Where: "TBK" is text indicating the TBK follows.
TBK is the actual Terminal Binding Key
TBK is Base64 encoded.

If the Permissions Issuer refuses to issue the TEBKALL send the following response:

HTTP/1.1 403 Not acceptable
Server: BCAST Permissions Issuer
Date: Thu, 08 Jan 2004 10:13: GMT

Or:

HTTP/1.1 403 Not acceptable

Server: BCAST Permissions Issuer
Date: Thu, 08 Jan 2004 10:13:18 GMT
Update_URI=Update_URI

Where: "Update_URI" is text indicating that the URthere update or further information can be obidjfelows.
Update URI is the URI where an update or further informattan be obtained.

Update URI is Base64 encoded.
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13. Server Side Interfaces and Messages

Message flows can be found in the OMA BCAST AD [BERLO-Architecture].

13.1 Interface SP-4

Interface SP-4 has three functions:

1) To deliver Service and Program key material fiSR+M in the BSM to the SP-KD in the BSD/A for thervice and
content protection.

2) To deliver the LTKM or Registration key materiabm SP-M in the BSM to SP-KD in the BSD/A, forbmequent
broadcast distribution of these data..

3) To deliver of the STKM'’s from the BSM to the B8D

A BSM that support service or content protectionA&H support Interface SP-4. A BSD/A that suppontvéee or content
protection SHALL support Interface SP-4.

Two options are given for Interface SP-4:

* Using DVB Simulcrypt based interfaces

» Using BCAST specific interfaces

Interface SP-4 MAY support DVB Simulcrypt as spexfin Section 13.1.1.

Interface SP-4 MAY support OMA BCAST specific sifiimy as specified in Section 13.1.2.

Interface SP-4 SHALL support either DVB Simulcrgs specified in Section 13.1.1 or OMA BCAST specdiignalling as
specified in Section 13.1.2.

13.1.1 Interface SP-4. Adaptation of DVB Simulcryp t Head-End Interfaces
to the OMA BCAST Environment

This section defines the use of a DVB Simulcrygeiface for SP-4. All normative text in this Seati@3.1.1 and sub-
sections) applies if DVB-H Simulcrypt is supporteder interface SP-4. In this case, support ofitierfaces defined in
Section 13.1.1.2 is MANDATORY.

Simulcrypting, from a device perspective, means $ignalling is available that allows the deviceatmjuire the necessary
information based on the supported Key Managemgstegs (KMS), either the DRM Profile or the SmamticBrofile. Such
signalling is obtained from the Service Guide digsars or the SDP. It also allows multiple Serviemviders to generate
STKMs and LTKMs i.e. multiple BSMs in the BCAST Aitecture.

At head-end side, supporting both profiles has iicagion on the architecture. The final data-castishclude all necessary
information and some data, such as the TEK, haveetshared among the various KMS to ensure wethéor STKM.
Simulcrypt also defines interfaces between varent#ties in the head-end. The original Simulcryp¢dfications have been
extended by DVB to allow a full support of broadcaser IP. This section describes how the DVB Sorypt head-end
interfaces are adapted to the OMA BCAST environmeniere the system is considering IP transporteamatyption with
IPsec, SRTP or ISMACryp.

13.1.1.1 Reference DVB Head-end Architecture

Figure 13 (extracted from [SIMULCRYPT]) illustratethe DVB Head-end reference architecture as destriim
[SIMULCRYPT]. For further information on the Simauypt system in a DVB environment, refer to thisdfication.
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Figure 13 — Reference DVB Head-end Architecture

13.1.1.2 OMA BCAST Head-end Architecture and Interf aces

From Figure 13, the elements to take into accomrthé OMA BCAST head-end system architecture asedéscribed in
[SIMULCRYPT]). Note that an STKM corresponds tolB@M in Simulcrypt:

* SCS (SimulCrypt Synchroniser). The role of the Sarypt Synchronizer is to:
o Establish TCP connections with ECMGs (STKM gene)adad setup one channel per connection;
0 Setup streams within channels as needed and al&€¥_stream_id values;
0 Get the Control Words (TEK) from the CWG (TEK geater);

0 Supply the CWs to the relevant ECMGs on the relesarams, as well as any KMS specific information,
if any.

0 Acquire ECMs (STKM) from the ECMGs;
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0 Synchronize the ECMs (STKMs) with their associgfegpto periods according to channel parameters;

0 Submit these ECMs (STKMs) to the multiplexer anduest their repetition according to the channel
parameters;

0 Supply the CW (TEK) to the scrambler for use ingpecified Crypto period.

« CWG (Control Word Generator— TEK generator). Tetisnponent is responsible for generating controldsarsed in
scrambler initialization stream. The exact funcéility of the Scrambler is implementer specific. T8entrol Word
Generator shall be able to provide the SCS withrobwords.

+ ECMG (Entitlement Control Message Generator) or BCATKM Generator (STKMG). The ECMG shall receiww/€
in a CW provision message as well as access eriéexd shall reply with an ECM or an error mess@ge. ECMG does not
support ECM repetition. This corresponds to STKMeation in BCAST.

« EMMG (Entitlement Management Message GeneratorBGAST LTKM Generator (LTKMG). This component,
supplied by the KMS system provider shall interfaser a specified interface to the multiplexer. TEMG initiates
connections to the multiplexer. This correspondsTtiM generation in BCAST.

Mapping on the OMA BCAST head-end architecture wligsse elements is shown in Figure 14. For SPb&tapplicable in
this diagram, the entity containing the ECMG/STKMtBst be the BSM.

LTKMs

R

SP-4 for LTKMs MUX

Scrambler,
SP-4 for STKMs

L — —STKM——p

|

BSM or BSD/A

Figure 14 — OMA BCAST Head-end Architecture

The interfaces between the different elementstare &s follows. The reference architecture can éyeped to BCAST head-
end architecture as follows:

1. Interface ECMG/STKMG = SCS SHALL be implemented according to [SIMULCRYPTHection 5 and the
modifications in this specification, Section 13.8.1.
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2. Interface EMMG/LTKMG = Multiplex MAY be implemented according to [SIMULOMRT], Section 6 and the
modifications in this specification, Section 13.3.2.

Any other interface is out of the scope of thiscéfi@ation and may be proprietary.

Encryption parameters for IPsec, ISMACryp or SRTe generated by the TEK generator and sent to @& $he SCS
transfers them to the STKMG as defined in [SIMULORIY, allowing the STKMG to generate the appropri@i&kMs for
DRM Profile and / or Smartcard Profile.

13.1.1.3  Adaptation of Simulcrypt Interfaces to OMA BCAST

13.1.1.3.1 Interfface ECMG/STKMG < SCS

This interface allows a KMS system to provide a St ECMs/STKMs under the control of this SCS. Tiodowing
provides adaptations of some parameters on tresfate. The combination Super_CAS _id + ECM_id idiexst uniquely an
STKM stream in the whole system. On this interfabhe, SCS sends TEKs to an ECMG to allow it to gatee5TKMs. The
SCS knows which ECMG it contacts by using the SUBAS _id. The SCS indicates to the ECMG for whictK®Tstream
the TEKs are used for STKM generation by usingEf#_id, which links to the stkmstream value (alsediin the SDP).
This allows the ECMG to make the link with the SeevGuide information related to the protectedastre

The Super_CAS id is a 4-byte identifier that unigudentifies a KMS system provider and BSM. Thestfi2 bytes of the
Super_CAS _id for the DRM Profile are 0x01. Thetfsoytes of the Super_CAS id for the Smartcardilerare 0x02. The
last 2 bytes are defined by the user (as an exartgg can allow to identify the “serviceprovider” BSM)

The ECM_id is a 2-byte identifier internal to a giwvECMG. It is used by the MUX to map the ECM te torrect IP
address and port. It is equal to the stkmstreammeyals defined in Section 10.1.3 (in this casestkmvalue has to be unique
across all SDP for a given KMS in a BSM) or it is I® valid in the head-end only that allows bothitées to uniquely
identify STKM streams.

The ECM_datagram format is extended for BCAST amd also be formatted as STKM. As a consequence, the
section_TSpkt_flag is equal to:

0x02 The ECMs carried on the interface are in binag STKM format as defined for the DRM Profile or the
Smartcard Profile.

All other values are DVB reserved and SHALL notused.

The ECM_datagram is the actual STKM to be sentiySCS to the MUX. Depending of the value of thpeBuCAS id, it
is either a DRM Profile STKM as defined in Sectmb or a Smartcard Profile STKM as defined in S#c6.7.

The CP_CW_combination is the concatenation of thg@ period number, the Key System Information (K&d the
Traffic Key Material (TKM) from which the TEK anché optional Traffic Authentication Key (TAK) are rileed. The
meaning and length of the KSI and TEK are defimethe Simulcrypt specification for IPsec, ISMACrgpd SRTP. BCAST
has extended these for IPsec and for DCF_algd@grsbelow:

IPsec Option 1, (as specified in [SIMULCRYPT], daused with DRM Profile):

IPsec:

e The KSI = SPI, and KSI length = 4 bytes
» IPsec (no auth): TKM = TEK, TKM length = 16 bytes
- Note: TEK = IPsec encryption key (see Section 5ahd Section 9.1)

* |IPsec (auth): TKM = TEK || TAS, TKM length 32 bytes
- Note: TEK = IPsec encryption key, TAS = IPsec antlwation seed (see Section 5.5.1 and Section 9.1)

IPsec Option 2 (can be used with Smartcard Profile)

* The KSI = SPI, and KSI length = 4 bytes
 TKM = TEK, TKM length = 16 bytes
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- Note: IPsec encryption key and authentication seedlerived from TEK using MIKEY PRF (see Section
6.7.4 and Section 9.1).

- Note: The Scrambler derives the encryption key@ossible the authentication key from TEK,
using RAND and CSB ID. How RAND and CSB ID are rgtabetween STKMG and scrambler is outside
of the scope of the current specification.

DCF_algo for DRM Prdfile:
* The KSl is the Key Identifier, and 1<= KSI length 255 bytes.

* The TKM is identical to the TEK, and the TKM lengthl6 bytes.

DCF_algo for Smartcard Profile:
* The KSlis the TEK ID, and KSI length = 2 bytes.

* The TKM is identical to the TEK, and the TKM lengthl6 bytes.

13.1.1.3.2 Error messages on ECMG/STKMG < SCS

Errors messages defined in section 5.6 of [SIMULEGHY are supported. Errors messages defined in @lacesupported
and are in the range 0x8000 to OXFFFF, i.e., fangle, error message 000 defined in 0 is codect&300.

13.1.1.3.3 Using ECMG/STKMG < SCS in BCAST (Informative)

This section shows a possible method to use the ®SWKMG = SCS interface in the scope of BCAST. This is pited
as an example only.

There is one instantiation of the SCS for each ygrted service in the BSDA. The connection betweeBCS and an
ECMG/STKM is established in three steps:

* A TCP connection is established as described itioseb.1.2 of [SIMULCRYPT].

* A “Channel” is set-up on top of this TCP connectidhe SCS connects to an ECMG/STKMG in the BSM @av@iCP
connection and assigns to this connection an ECkhmo#l_id value. This value allows the SCS to urligiaentify the
channel to the ECMG/STKMG. This first message cdostéhe super_CAS _id that states which KSM and wisiervice
provider are considered. The ECMG/STKMG replieshvét status message that contains some informatioluding its
optimal crypto-period, the maximum number of STKiveams it can concurrently create, and the seciiBpkt_flag that
defines the format of the STKM it will generatel(fdetail of this message is given in the chanrtakus message of section
5.4.3in [SIMULCRYPT]). It can also reply with a@hnel_error message.

* On top of this Channel, for each STKM stream thed to be created for the service, a “Stream” istertk The SCS
sends a set-up message to the ECMG/STKMG that iognthe effective crypto-period duration to use flois STKM
stream, the ECM_stream_id equivalent to the ECMngobhid, and the ECM_id equal to the stkmstreame Th
ECMG/STKMG replies with a stream_status messagestream_error message.

Once these three steps are completed, the ECMG/SI K&h provision the SCS with STKMs on the establisktream.
The CW_provision message allows the SCS to setttet&§ CMG/STKMG the necessary material (dependintherselected
scrambling algorithm, i.e. IPsec, SRTP, or ISMAQryp create STKMs that are send back in ECM_messagjgonse.
Sending of TEKs in the CW_provision message caogbienally encrypted with a selectable algorithm.

13.1.1.3.4 Interface EMMG/LTMKG = Multiplex

This interface allows a BSM to provide a Multiplesth EMMs (LTKMs) under the control of the BSM. FEhinterface
applies only if the BSM is creating LTKMs as debed for the DRM Profile. LTKMs created for the Stheard Profile are
not broadcasted, but sent over the unicast linkdice. The combination {data_type + client_id atad id} identifies
uniquely this new LTKM data stream in the wholetsys.

The data_type is equal to 0x00, i.e. for EMM/LTKdtd which is equivalent to LTKM in OMA BCAST.
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The client_id is a 4-byte identifier uniquely idiéying a BSM. The first 2 bytes of the client_ideadx01 (value for the DRM
Profile). The last 2 bytes are defined by the (asran example, they can allow to identify the Vamprovider” or BSM).

The data_id is a 2-byte identifier correspond t® BCM_id for the ECMG/STKMG, i.e. it is an interndentifier to the
EMMG/LTKMG allowing the MUX to map the EMM/LTKM ta@ given IP address and port.

The datagram format is extended and can also beafted as LTKM. As a consequence, the section_T3pRtis equal to:

0x02 The EMMs carried on the interface are in binay LTKM format as defined for the DRM Profile.

All other values are DVB reserved and SHALL notused.

The datagram is the actual LTKM sent to the MUX.

13.1.1.35 Error messages on EMMG/LTMKG < Multiplex

Errors messages defined in [SIMULCRYPT], sectioh@.are supported. Errors messages defined ie @lao supported
and are in the range 0x8000 to OXFFFF, i.e., fangle, error message 000 defined in 0 is codect&300.

13.1.1.3.6 Using EMMG/LTMKG < Multiplex in BCAST

This section shows a possible method to use the EMIWKMG < Multiplex interface in the scope of BCAST. This is
provided as an example only.

A channel and then a stream are created over acb@Rection. This follows the same principle thae time presented in
Section 13.1.1.3.3 for the ECMG/STKM& SCS. Each creation level allows negotiating patarseelated to this LTKM
exchange, parameters are, among others, the KMSeawide provider, the format of data (LTKM in tluiase).

A first difference appears in the optional posgipilto negotiate bandwidth allocation for the LKTBtream. The
EMMG/LTKMG can request a specific bandwidth, theltiflex replies with the effective allocated banditi.

A second difference is that the LTKM stream camptmvided to the Multiplex over UDP instead of TCP.

13.1.2 BCAST Specific Interface

This section defines a BCAST specific interface ihanot compatible with the DVB Simulcrypt intectadescribed above.
All normative text below applies if interface SHeflows this section.

13.1.2.1 Protocol Stacks

The following protocol stack SHALL be used for magss between the BSD/A and the BSM connected teédgate SP-4.

SP-E in BSD/A SP-M in BSM

HTTP/HTTPS HTTP/HTTPS
TCP TCP
IP P

Figure 15 — Protocol Stack for SP-4-1

HTTPS that SHALL be based on .SSL3.0 [SSL30] an® TLO [RFC2246] SHALL be used to secure the interfaetween
the BSD/A the BSM. All the messages defined over3P-4 interface are XML documents. The XML scheiefnition is
specified in [BCAST10-XMLSchema-SPCP-Backend].
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13.1.2.2  Service and Program key material delivery
For the DRM Profile, SEAK or PEAK is sent from tB&M to the BSD/A.
For the Smartcard Profile, SEK or PEK is sent ftbe BSM to the BSD/A.

As these messages allow the delivery of high-l&egl material from BSM to BSD/A, the BSM MAY decidet to do so.
This means the BSM MAY decide not to send Key_Dmivmessages or MAY send an empty Key Delivery @maftion
message with Status code 011 "Operation not Pedhitif the BSD/A receives such a reply then theKBITDelivery
section applies (see Section 13.1.2.4).

13.1.2.2.1 Message flows

Tags are defined in the following table to identifig type of each message. There are two casésefalelivery of SEAK or
SEK or PEAK or PEK.

1. Inthe first case the BSD/A sends a Key Requessagesto the BSM. The BSM then sends a
Key_ Request_Response message to the BSD/A.

BSD/A BSM
SP Key Distribution Key Request
N SP Management
(SP-KD) e
Key Request Response

Figure 16 — Message Flow Between BSD/A and BSM fbelivery of Service and Program Key Material

2. Inthe second case the BSM sends a Key_Delivergagesto the BSD/A. The BSD/A then sends a
Key_Delivery_Confirmation message to the BSM.

BSD/A BSM
istributi Key Deliver
SP Ke{SIIgI-sKtB?UtIon & y Y SP Management
- (SP-M)
Key Delivery Confirmation

Figure 17 — Alternative Message Flow Between BSD/@nd BSM for Delivery of Service and Program Key

Tag Message Type Key

1 Key Request SEAK/PEAK or SEK/PEK

2 Key Request Response SEAK/PEAK or SEK/PEK

3 Key Delivery (same as Key Requést SEAK/PEAK or SEK/PEK
Response)

4 Key Delivery Confirmation SEAK/PEAK or SEK/PEK
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13.1.2.2.1.1. Key Request

This message is sent from the BSD/A to the BSMtlier acquisition of SEAK/PEAK or SEK/PEK, which iarfi enables
BSD/A to generate Short Term Key Messages (STKMs)

Name Type Category Cardinality Description Data Type
Key Request Message
Contains the following attributes
- tag
- version
- messagelD
- destination
KeyRequest| E - source
- time
Contains the following elements
- GlobalServicelD
- GlobalContentID
- SchedulelD
- KeyStartTime
- KeyEndTime
tag A M 1 Identifier for the message type gnsignedByt
version A 0] 0.1 BCAST enabler version supported by this message | unsignedint
messagelD | A M 1 This message 1D string
BSM ID (Note: To be independent of the underlying
destination A M 1 network protocols, Destination is included in thetring
message.)
BSD/A ID (Note: To be independent of the underlying .
source A M 1 network protocols, Source is included in the mesgag | >N9
. The time when this message is sent. This fieldaina .
time A O 0.1 the 32bits integer part of an NTP time stamp. unsignedint
GlobalServic s :
elD E1l M 1 Identifier of the service to be encrypted anyURI
Identifier of the content that is protected. Uskseirvice
GlobalConte | -, o 0.1 protection is program based. Only GlobalContent | IghyURI
ntlD which is related to the GlobalService ID is allowed
Identieifer of the schedule that is protected. Usled
SchedulelD E1l e) 0.1 service protection is program based. Only SchetiDl¢ anyURI
which is related to the GlobalService ID is allowed
KeyStartTim E1l M 1 Provides the start time of the period for which :I&?nsignedlnt

BSD/A requires a SEAK or SEK and/or PEAK or PEH
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e for creating secured STKMs

This field expressed as the first 32bits integent d

NTP timestamps.

Provides the end time of the period for which tI&DBA

requires a SEAK or SEK and/or PEAK or PEK for
KevEndTi creating secured STKMs.
eey natim | g9 M 1 unsignedIint

This field expressed as the first 32bits integert jé

NTP timestamps.

13.1.2.2.1.2. Key Request Response

After the reception of the Key_Request messageB8id sends this message to the BSD/A for the delioé SEAK/PEAK
or SEK/PEK. In case a SEAK or SEK is used for SenRrotection, the use of the SEAK or SEK is bobwndts start and
end-times. During the lifetime of the Service, BIEAK can be changed periodically. In case a PEAKsisd for Service
Protection, the PEAK is used throughout the taofetime of the Program. If both PEAK and SEAK ased in parallel, then
the TEK encrypted with the PEK and the PEK encryptéth the SEK SHALL be present in the STKM. Whemyothe
PEAK is provided, the STKM should only include fhEK encrypted with the PEK.

Name

Type

Category

Cardinality

Description

Data Type

KeyRequest
Response

Response to the Key Request message

Contains the following attributes:

tag

version
messagelD
destination
source
status

time

secureChannelFlag

Contains the following elements:

GlobalServicelD
GlobalContentID
SchedulelD
SPPType
ServiceKey

ProgramKey

AccessCriteriaDescriptor

ProtectionAfterReceptionFlag
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TerminalBindingKey

tag A 1 Identifier for the message type gnsignedByt
version A 0..1 BCAST enabler version supported by this message | unsignedint
message ID | A 1 Key Request Message ID string
BSD/A ID (Note: To be independent of the underlying
destination A 1 network protocols, Destination is included in thetring
message.)
BSM ID (Note: To be independent of the underlying .
source A 1 network protocols, Source is included in the mesgag | SN9
Indication of the reception status of Key RequeghsignedByt
status A 1 Message. Global Status codes are used as spduified | e
. The time when this message is sent. This fieldaina .
time A 0.1 the 32bits integer part of an NTP time stamp. unsignedint
Indicates whether SAC should be used when trarnisgort
secureChanr| 0.1 TEKs between the SIM and terminal. The absenchisftboolean
elFlag attribute indicates that no SAC is used.
Sll%baIServic E1 1 Identifier of the service to be encrypted anyURI
Identifier of the content that is protected. Thisld is
GlobalConte | -, 0.1 mandatory if GlobalContent ID was provided in treyk anyURI
ntiD request message.
Identifier of the schedule that is protected. Thésd is
SchedulelD El 0..1 mandatory if schedule ID was provided in the keshyURI
request message.
This specifies the type of the Service protectioofife
used by the BSM.
SPPType E1 1 0 if service protection profile == DRM Profile gnsignedByt
1 if service protection profile == Smartcard Prefil
2-127 reserved for future use
128-255 reserved for proprietary use
It specifies the SEAK or SEK
Contains the following attribute:
keyldentifier
ServiceKey | E1 0..N value
rand

Contains the following elements:

ServiceKeyStart
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ServiceKeyEnd
ServiceKeyMTKStart
ServiceKeyMTKENd

Provides the identifier of the SEAK/SEK. The

SEAK/SEK identifier is the same as the one provitte
the terminal the LTKM and is included with the STK
generated by the BSDA

)
M

keyldentifier | A 1 hexBinary
The SEAK/SEK identifiers are as defined for each
profile in this specification.
This field contains the SEAK if SPP type ==
value A 1 L ) ) hexBinary
This field contains the SEK if SPP type ==
This field contains the RAND of the LTKM, used for
rand A 1 calculating the STKM encryption and authenticat|/ofexBinary
keys.
Provides the start time of the period in which 8tAK
or SEK provided can be used by the BSD/A in cregtin
ServiceKevs secured STKMs.
EIVICEREYS| o 1 unsignedIint
tart
This field expressed as the first 32bits integent d
NTP timestamps.
Provides the end time of the period in which theARE
_ or SEK provided can be used by the BSD/A in cregtin
rslgrwce}(eyE E2 1 secured STKMs unsignedint
This field expressed as the first 32bits integent d
NTP timestamps.
TEK ID start value for SEK/PEK validity
ServiceKey .
MTKStart E2 0.1 hexBinary
This field is mandatory if SDPP type ==
TEK ID end value for SEK/PEK validity
ServiceKey .
MTKEnd E2 0.1 hexBinary
This field is mandatory if SPP type ==
This field contains the PEAK if SPP_type == 0 asd i
only applicable to the DRM Profile.
This field SHALL NOT be used for the Smartcard
Profile. In the Smartcard Profile there is no segvkey /
ProgramKey| E1 0.1 program key hierarchy available. For the SmartcaidxBinary
Profile the PEK is send using Service Kery fields| a
described above.
Note: Either Service Key, Program Key or both SHALL
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be included for the DRM Profile.

Contains attribute:

- keyldentifier
- value
Provides the identifier of the PEAK/PEK. The
keyldentifier | A M 1 PEAK/PEK identifier is the same as the one provitted hexBinary
the terminal with the LTKM.
This field contains the PEAK if SPP type ==
value A M 1 hexBinar
This field contains the PEK if SPP type == y
The Access Criteria Descriptor to be included ie fth
. STKM. Whenever access criteria are defined forexe
AccessCriter| —, o 0.N of Content, then these access criteria take precered hexBinary
la Descriptor over the access criteria which where defined fa |th
service to which the content item is related.
ProtectionAf 2 bit field defining the required protection aftdre ianed
terReception| E1 M 1 removal of the service protection, as specifiecageaph| UNSignedByt
Flag 6.3.1 e
An element indicating that a terminal binding keysn
i i be used. It contains the following attributes:
'(Ij'.ernznalBln El 0] 0.1 d hexBinary
INgKey - keyldentifier
- value
keyldentifier | A M 1 Number identifying the Terminal Binding Key ID (TBKpexBinary
ID) that is needed to access the service. This ahernis
only present if the TerminalBindingKey is present.
value A M 1 The value of the terminal binding key hexBinary

13.1.2.2.1.3. Key Delivery Message

This message is sent from the BSM to the BSD/Atlier delivery of SEAK/PEAK or SEK/pEk without a rezgi from the

BSD/A. If the BSD/A receives this message, thenBB®/A replies to the BSM with Key Delivery Confiation message.
In case a SEK is used for Service Protection, #eaf the SEAK or SEK is bound by its start and-tames. During the
lifetime of the Service, the SEK can be changedbgarally. In case a PEK is used for Service Pritec the PEK is used
throughout the total lifetime of the program. Iftbd®EAK and SEAK are used in parallel, then the T&iKrypted with the
PEK and the PEK encrypted with the SEK SHALL bespre in the STKM. When only the PEAK or PEK is pdad, the

STKM should only include the TEK encrypted with fREK.

The message is the same as the Key Request Respessage defined above in Section 13.1.2.2.1.2 rddteclement of
the associated XML schema for this message SHALe lthe name “KeyDelivery” instead of “KeyRequestRusse”.
Status can be set to any value and SHALL be ignbyeBISD/A

13.1.2.2.1.4. Key Delivery Confirmation

This message is sent from the BSD/A to the BSMctmawledge the reception of Key Delivery Message.

Name Type Category Cardinality Description Data Type
) Confirmation to the Key Delivery
KeyDelivery E
Confirmatio
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n Contains the following attributes:
tag
version
messagelD
destination
source
status
time
Contains the following elements:
GlobalServicelD
GlobalContentID
SchedulelD
tag A 1 Identifier for the message type gnsignedByt
version A 0.1 BCAST enabler version supported by this message | unsignedint
messagelD | A 1 Key Delivery Message ID string
BSM ID (Note: To be independent of the underlying
destination A 1 network protocols, Destination is included in thetring
message.)
BSD/A ID (Note: To be independent of the underlying .
source A 1 network protocols, Source is included in the mesgag | >N9
Indication of the reception status of Key DelivarynsignedByt
status A 1 Message. Global Status codes are used as spduified | e
. The time when this message is sent. This fieldaina .
time A 0.1 the 32bits integer part of an NTP time stamp. unsignedint
SllgbaIServic E1 1 Identifier of the service to be encrypted anyURI
Identifier of the content that is protected.. Tfigdd is
GlobalConte | -, 0.1 mandatory if GlobalContent ID was provided in treyk anyURI
ntiD delivery message
Identifier of the schedule that is protected. Thedd is
SchedulelID | E1 0.1 mandatory if schedule ID was provided in the keshyURI
delivery message.
13.1.2.3 LTKM and Registration Key Material Deliver vy

This paragraph describes the delivery of the LTKMRmgistration key material are from the BSM to 88D/A over
interface SP-4, for subsequent broadcast distdhutiNote that delivery of LTKM or registration keyaterial applies to the

DRM Profile only.
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13.1.2.3.1 Message Flows

Tags are defined in the following table to identifgch message. There are two cases for delivebyidM material for
broadcast distribution of LTKM’s or Registration X®aterial for subsequent broadcast distribution.

1. Inthe first case the BSD/A sends a Key Requessagesto the BSM. the BSM then sends a
Key_Request_Response message to the BSD/A. Th&Egyest Response should contain all LTKMs or
registration key material that needs to be broadnabe requested time period.

BSD/A BSM

SP Key Distribution Key Request

(SP—KD)

J SP Management
< (SP-M)

Key Request Response

Figure 18 — Message Flow Between BSD/A and BSM fbelivery of LTKM and Registration Key Material

2. Inthe second case the BSM sends a Key_Delivergagesto the BSD/A. The BSD/A then sends a
Key_Delivery_Confirmation message to the BSM.

BSD/A BSM
Key Delivery
SP Key Distribution [« SP Management
(SP-KD) > (SP-M)
Key Delivery Confirmation

Figure 19 — Alternative Message Flow Between BSD/@nd BSM for Delivery of LTKM and Registration Key

Material
Tag Message Type Key
5 Key_Request Long-Term Key Message
6 Key_Request_Response Long-Term Key Message
7 Key Delivery (same ad.ong-Term Key Message
Key_Request_Response)
8 Key_Delivery_Confirmation Long-Term Key Message
9 Key_ Request Key Material for Registration
10 Key Request _Response Key Material for Registrati
11 Key Delivery (same as Key RequeKey Material for Registration
Response)
12 Key_Delivery_Confirmation Key Material for Regetion
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13.1.2.3.1.1. LTKM or Registration Key Material Req

uest

This message is sent from the BSD/A to the BSMtlierrequest for the delivery of LTKM or Registratikey material for
broadcast distribution of LTKM’s or Registration K®laterial.

Name Type Category Cardinality Description Data Type
Key Request Message
Contains the following attributes:
tag
version
messagelD
destination
LTKMorReg source
Request time
Contains the following elements:
GlobalServicelD
GlobalContentID
SchedulelD
DistributionStart
DistributionEnd
tag A M 1 Identifier for the message type gnsignedByt
version A e) 0.1 BCAST enabler version supported by this message | unsignedint
messagelD | A M 1 This message 1D string
BSM ID (Note: To be independent of the underlying
destination A M 1 network protocols, Destination is included in thetring
message.)
BSD/A ID (Note: To be independent of underlyh% .
sourcelD A M 1 network protocols, Source is included in the mesgag | >N9
. The time when this message is sent. This fieldaioa ianed
time A O 0.1 the 32bits integer part of an NTP time stamp. unsignedint
SllgbaIServic E1 M 1 Identifier of the target service anyURI
Identifier of the content that is protected. Only
GlobalConte i
E1l o) 0.1 GlobalContent ID which is related to the Global$esV| anyURI
ntiD ID is allowed.
Identifier of the schedule that is protected. Only
SchedulelD | E1 0 0.1 Schedule ID which is related to the GlobalServidbeid | anyURI
allowed.
E1 M 1 This field is mandatory if LTKM or Registration Keyunsignedlnt

material is provided. Provides the start time &f pleriod
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Distribution in which the LTKM or Registration Key material shoy

Start be distributed by the BSD/A.
This field expressed as the first 32bits integert jé
NTP timestamps.
This field is mandatory if LTKM or Registration Key
material is provided. Provides the end time of glkeiod
in which the LTKM or Registration Key material shdu

istributi be distributed by the BSD/A.
[E):]S(;I’Ibutlon El M 1 y unsignedint

This field expressed as the first 32bits integent d
NTP timestamps.

13.1.2.3.1.2. LTKM or Registration Key Material Req

uest Response

After the reception of the Key Request Message B sends this message to the BSD/A for the delieé LTKM or
Registration Key material for broadcast distribntaf LTKM'’s or Registration Key Material.

Name

Type

Category

Cardinality

Description

Data Type

LTKMorReg
RequestResy
onse

Key Request Response

Contains the following attributes:
tag
version
messagelD
destination
source
status

time

Contains the following elements:
GlobalServicelD
GlobalContentID
SchedulelD
Data
DistributionStart
DistributionEnd

tag

Identifier for the message type

unsignedByt
e

version

0.1

BCAST enabler version supported by this message

unsignedIint

messagelD

Key Request Message ID

string
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destination

BSD/A ID (Note: To be independent of the underly:|
network protocols, Destination is included in
message.)

ng
hetring

source

BSM ID (Note: To be independent of underlyi
network protocols, Source is included in the mesgag

1%tring

status

Indication of the reception status of Key Requ
Message. Global Status codes are used as spenifled

eghsignedByt
e

time

0.1

The time when this message is sent. This fieldaioa
the 32bits integer part of an NTP time stamp.

unsignedint

GlobalServic
elD

El

Identifier of the target service

anyURI

GlobalConte
ntID

El

0.1

Identifier of the content that is protected. Thisld is
mandatory if GlobalContent ID was provided in theyK
request message.

anyURI

SchedulelD

El

0.1

Identifier of the schedule that is protected. Thédd is
mandatory if schedule ID was provided in the K
request message.

exnyURI

Data

El

0..N

LTKM material for broadcast distribution of LTKM'sr
Registration Key Material for subsequent broad
distribution.

For LTKM material a single data element carrietngle
BCRO.

» For Registration Key material a single data elem
carries a single message of either one of
messages below:

- device_registration_response(),

- update_ri_certificate_msg(),

- update_drmtime_msg(),

- update_contact_number_msg(),
- re_register_msg(),

- token_delivery_response(),

- domain_registration_response(),
- domain_update_response(),

- join_domain_msg(),

- leave_domain_msg(),

as specified in section 7 of [XBS DRM extensionsoy1

ast

ent
the

hexBinary

Distribution
Start

El

0.1

This field is mandatory if LTKM or Registration Ke
material is provided. Provides the start time @f pleriod
in which the LTKM or Registration Key material shdu
be distributed by the BSD/A.

This field expressed as the first 32bits integent d
NTP timestamps.

<

unsignedint

Distribution
End

El

0.1

This field is mandatory if LTKM or Registration Ke
material is provided. Provides the end time of glbeiod
in which the LTKM or Registration Key material shdu
be distributed by the BSD/A.

y

unsignedIint
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This field expressed as the first 32bits integent jd
NTP timestamps.

13.1.2.3.1.3. LTKM or Registration Key Material Del ivery

This message is sent from the BSM to the BSD/AHerdelivery of LTKM material for broadcast diswiipn of LTKM'’s or
Registration Key Material without a request frore 8SD/A. If the BSD/A receives this message, thienBSD/A replies to
the BSM with Key_Delivery_Confirmation message.

This message is the same as the LTKM or Registrd&igy Material Request Response message definag abdSection
13.1.2.3.1.2. The root element of the associated LXBchema for this message SHALL have the name
“LTKMorRegDelivery” instead of “LTKMorRegRequestRasnse”. Status can be set to any value and SHALIghered

by BSD/A.

13.1.2.3.1.4. LTKM or Registration Key Material Key Delivery
Confirmation

This message is sent from the BSD/A to the BSMdknawledge the receipt of the LTKM or Registratiday Material
Delivery message.

This message is the same as the Key Delivery Goafion message defined above in Section 13.1.2.2.1.
13.1.2.4  STKM Delivery

This paragraph describes the delivery of STKM’srfrihe BSM to the BSD/A or from the BSD/A to the BSMer interface
SP-4. The STKM delivered from the BSM to the BSDJ&an be sent to Terminal using broadcast channed. STKM
delivered from the BSD/A to the BSM can be sentgéominal using interaction channel.

13.1.24.1 Message Flows from BSM to BSD/A

Tags are defined in the following table to identifyype of each message. There are two caseslieergeof STKM to the
BSD/A when STKM generation is done by BSM.

1. The first case consists of the STKM Request messagiee BSDA and the Response with the Deliverthef
STKM data by the BSM, i.e. BSD/A initiated STKM ngzpt.

BSD/A BSM
- STKM Request SP Management
SP Key Distribution (SP-M)

(SP-KD)

a

STKM Response

Figure 20 — Message Flow between BSD/A and BSM fBelivery STKMs

2. The second case is BSM initiated. In this casdBtBl! requests a set of TEK'’s from the BSDA whictvill use
during a specific time period to encrypt the sesvdc program. In response, the BSDA delivers thES &nd the
associated security protocol parameters. Withdhta, the BSM can send an STKM delivery messaggeto
BSD/A. The BSD/A confirms this delivery message.
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SR Partial STKM Request ERliy

A

SP Key Distribution Partial STKM Response SP Manegement
{SP-KD) . (SP-M)
STKM Delivery

a

\ 4

STKM Delivery Confirmation

Figure 21 — Alternative Message Flow Between BSD/@nd BSM for Delivery STKMs

Services can be shared between multiple BSM’s, evleaich BSM uses it's own SEK and it's own SEK \wbfidime.
Furthermore the validity of the SEK is coupled lhe fTEK ID for anti-replaySo when the TEK ID is wpegal around, the
TEK has to be encrypted with the new SEK. . E.ghicase of protection at the RTSP layer withShwrtcard Profile the
amount of TEK ID’s are limited to 16 bits. Therefanrap around time and wrap around indicatorsraskeided as attributes
of each TEK. These TEK wrap around times cannothmsen randomly, but should be coordinated withstligscription
periods of the BSM, e.g. at the end of each monthezk

Tag Message Type Key
23 STKM_Request TEK
24 STKM_Response STKM
25 Partial_STKM_Request Partial STKM including TEK
26 Partial_STKM_Response Partial STKM including TEK
27 STKM_Delivery (same as STKM
STKM_Response)
28 STKM_Delivery_Confirmation STKM

13.1.2.4.1.1. STKM Request

This message is sent from the BSD/A to the BSMHeracquisition of the Short Term Key Messages.

Name

Type Category Cardinality Description

Data Type

STKMRequ

est

Request message for STKMs

Contains the following attributes
tag
version
messagelD
destination
source

time
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Contains the following elements:
GlobalServicelD
GlobalContentID

SchedulelD
SPPType
KeyMaterial
tag A 1 Identifier for the message type gnsignedByt
version A 0.1 BCAST enabler version supported by this message | unsignedint
messagelD | A 1 This message 1D string
BSM ID (Note: To be independent of the underlying
destination A 1 network protocols, Destination is included in thetring
message.)
BSD/A ID (Note: To be independent of the underlying .
source A 1 network protocols, Source is included in the mesgag tring
. The time when this message is sent. This fieldaina .
time A 0.1 the 32bits integer part of an NTP time stamp. unsignedint
glgbalServic E1l 1 Identifier of the service to be encrypted anyURI
lobal Identifier of the content that is protected. Uskskervice
GlobalConte E1l 0.1 protection is program based. Only GlobalContent| IghyURI
ntlD which is related to the GlobalService ID is allowed
Identifier of the schedule that is protected. Only
SchedulelD E1l 0.1 Schedule ID which is related to the GlobalServideid | anyURI
allowed.
This specifies the type of the Service protectioofife
used by the BSM.
SPPType E1 1 0 if service protection profile == DRM Profile gnsignedByt
1 if service protection profile == Smartcard Prefil
2-127 reserved for future use
128-255 reserved for proprietary use
The key material used to encrypt the service ogiaim
Contains the following attributes:
KeyMaterial | E1 1..N masterkey
masterSalt
type

traffic_authentication_flag
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validityTime
cryptoPeriod

wrapAroundTime

wraAaroundInidcator

Contains the following element
TrafficProtectionProtocolParameters

NextTrafficKey

masterKey

The master key used for traffic and content encoypt

hexBinary

masterSalt

The master Salt used for traffic and content ertagp

hexBinary

type

The traffic protection protocol used. This attributan
have the following values, as specified in the STKM
Section 7.2. Allowed values are:

0 if traffic_protection_protocol =3
TKM_ALGO_IPSEC

1 if traffic_protection_protocol == TKM_ALGO_SRTH
2 if traffic_protection_protocol ==
TKM_ALGO_AUENCRYP

3 if traffic_protection_protocol == TKM_ALGO_DCF
4-127 reserved for future use

128-255 reserved for proprietary use

unsignedByt
e

traffic_authe
ntication_fla

g

True if the traffic_authentication_flag in the STK
should be set to TKM_FLAG_TRUE (authentication w
be used). False otherwise.

M
ilboolean

validityTime

NTP time when the traffic encryption key is used
encrypt the service or program. This value indisdte
the BSM which Service Key it needs to use to erc
the traffic encryption key.

This field expressed as the first 32bits integent d
NTP timestamps.

to

'yp

unsignedIint

cryptoPeriod

The crypto period used for service protection. T
Validity-Time of the next TEK SHOULD be 1 crypt
period later than the Validity Time of this TEK.

'he
OounsignedIint

wrapAround
Time

This indicates the wrap around time of the T
sequence to which this TEK belongs. After the T
wrap around time the TEK key indicator, master

index or security parameter index is reset. Thaidfis
used to indicate that the first TEK after the Weaipund
time SHOULD be encrypted with a new SEK.

This field expressed as the first 32bits integent d
NTP timestamps.

EK
EK
ey

unsignedIint
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wrapAround
lindicator

This field is set to “true” for the first TEK aft¢he Wrap
around time has passed. It is used to indicatethimand
subsequent TEKs SHOULD be encrypted with a 1
SEK.

Molean

TrafficProte
ctionProtoco
IParameters

E2

This specifies the data related to the traffic @ctibn
protocol for the STKM, as defined in the STKM
Section 5.5.

Contains the following elements:
SPI
MKI
KeylIndicator

Keyldentifier

Note the following:

e SPlI is mandatory in case ‘type’
‘KeyMaterial’ is 0

« MKI is mandatory in case ‘type’ o
‘KeyMaterial’ is 1

» Keylndicator is mandatory in case ‘type’
‘KeyMaterial’ is 2

» Keyldentifier is mandatory in case ‘type’
‘KeyMaterial’ is 3

* SynchronisationSource is mandatory in c

‘type’ of ‘KeyMaterial’ is 1 and is optional in

other cases
This constraint is expressed by using the <choi
element in XML Schema

in

ase

ce>

SPI

E3

0.1

Security Parameter Index.

Contains the following attributes:

spi
nextSpi

spi

security_parameter_index

unsignedint

nextSpi

next_security _parameter_index

unsignedint

MKI

E3

0.1

Master Key Index

Contains the following attributes:
mkilength
mki

mediaFlows

mkiLength

master_key_index_length

unsignedint
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mki A M 1 master_key_index unsignedint
mediaFlows | A M 1 number_of _media_flows int
Key Indicator
Keylndicator| E3 0 0.1 Contains the following attributes:
keylndicatorLength
keylndicator
key_indicator_length
Ilfeylnt(ri]lcator A M 1 unsignedIint
eng This field is mandatory in case ‘Type’ of ‘Key metd
is 2
keylndicator | A M 1 key_indicator unsignedint
Key Identifier
rKeyIdentifie E3 o 0.1 Contains the following attributes:
keyldentifierLength
keyldentifier
keyldentfier key_identifier_length i
Length A M 1 y_| _leng unsignedint
keyldentifier | A M 1 The key identifier hexBinary
Flag for indication of the next traffic key in aleM. If
true, the STKM SHALL also include the next encrypte
traffic key.
Note that this field is only relevant to DRM prefi
' STKMs.
EextTrafﬂc E2 0] 0.1 boolean
ey Next traffic key has the following attributes, orifyNext
traffic key is set to “true”™
masterkKey
masterSalt
The next master key used to encrypt the service or
masterKey A 0 0.1 program. This field is mandatory if next traffic kés | hexBinary
“true”
The next Master Salt used to encrypt the service or
masterSalt A 0] 0.1 program. This field is mandatory if next traffic kés | hexBinary
“true”

13.1.2.4.1.2. STKM Response
After the reception of the STKM Request messageB8BM sends this message to the BSD/A for the elgliof STKM.
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Name Type Category Cardinality Description Data Type
This message is the response to the STKM Request
message.

Contains the following attributes
tag
version
messagelD
destination
STKMRespo E source
nse
status
time
Contains the following elements:
GlobalServicelD
GlobalContentID
SchedulelD
STKM
tag A M 1 Identifier for the message type gnsignedByt
version A (e) 0.1 BCAST enabler version supported by this message | unsignedint
messagelD | A M 1 Key Request Message ID string
BSD/A ID (Note: To be independent of the underlying
destination A M 1 network protocols, Destination is included in thetring
message.)
BSM ID (Note: To be independent of the underlying .
source A M 1 network protocols, Source is included in the mesgag | >N9
Indication of the reception status of STKM RequeghsignedByt
status A M 1 Message. Global Status codes are used as spéuified | e
. The time when this message is sent. This fieldaioa ianed
time A O 0.1 the 32bits integer part of an NTP time stamp. unsignedint
SlllgbaIServic E1l M 1 Identifier of the service to be encrypted anyURI
lobal Identifier of the content that is protected. Thisld is
GlobalConte| -, o 0.1 mandatory if GlobalContent ID was provided in thanyURI
ntlD STKM request message.
Identifier of the schedule that is protected. Thédd is
SchedulelD | E1 0O 0.1 mandatory if schedule ID was provided in the STKMnyURI
request message.
The STKM
STKM El M 1..N hexBinary
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STKM has the following attribute:

- validityTime

validityTime

This validityTime attribute is used to associate stkm
with the TEK. The validityTime of the STKM SHAL
be the same as the validityTime of the TEK to whilik
stkm is associated.

This field is expressed as the first 32bits integert of
NTP timestamps.

L

unsignedint

13.1.2.4.1.3. Partial STKM Request Message

The Partial STKM Request message is used by the BSfquest a set of TEK’s from the BSD/A to deligeset of TEK'’s
to be used for the encryption of the service ogpam. The set of TEK'’s to be delivered are indiddig a start time and an

end time in the request message.

Name

Type

Category

Cardinality

Description

Data Type

PartialSTK
MRequest

Partial STKM Request Message

Contains the following attributes
tag
version
messagelD
destination
source

time

Contains the following elements:
GlobalServicelD
GlobalContentID
SchedulelD

TEKStartTime
TEKENndTime

tag

Identifier for the message type

unsignedByt
e

version

0.1

BCAST enabler version supported by this message

unsignedIint

messagelD

This message ID

string

destination

BSD/A ID (Note: To be independent of the underlyi
network protocols, Destination is included in f
message.)

ng
hétring

source

A

M

BSM ID (Note: To be independent of the underlyi
network protocols, Source is included in the mesgag

ngtring
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. The time when this message is sent. This fieldaina .
time A O 0.1 the 32bits integer part of an NTP time stamp. unsignedint
SlllgbaIServic E1 M 1 Identifier of the service to be encrypted anyURI
Identifier of the content that is protected. Uskseirvice
GlobalConte| -, o 0.1 protection is program based. Only GlobalContent | IghyURI
ntiD which is related to the GlobalService ID is allowed
Identifier of the schedule that is protected. Only
SchedulelD | E1 0 0.1 Schedule ID which are related to the GlobalSerlités | anyURI
allowed.
This is the start time of the TEKs that are usedtfie
encryption of the service or program.
::ZKStartT' El M 1 unsignedint
This field expressed as the first 32bits integert jé
NTP timestamps.
This is the end time of the TEK that are used fuor |t
encryption of the service or program.
ZEKEndTlm El M 1 unsignedIint
This field expressed as the first 32bits integent d
NTP timestamps..

13.1.2.4.1.4. Partial STKM Response Message

The Partial STKM Response message is used by tie//B® deliver the TEK’s and the associated traffimtection
protocol parameters to the BSM.

Name

Type

Category

Cardinality

Description

Data Type

PartialSTK
MResponse

Partial STKM Response Message

Contains the following attributes
tag
version
messagelD
destination
source
status

time

Contains the following elements:
GlobalServicelD
GlobalContentID
SchedulelD
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SPPType
KeyMaterial
tag A 1 Identifier for the message type gnsignedByt
version A 0.1 BCAST enabler version supported by this message | unsignedint
messagelD | A 1 This message 1D string
BSM ID (Note: To be independent of the underlying
destination A 1 network protocols, Destination is included in thetring
message.)
BSD/A ID (Note: To be independent of the underlyin(s; .
source A 1 network protocols, Source is included in the mesgag | >t"N9
Indication of the reception status of TEK RequeghsignedByt
status A 1 Message. Global Status codes are used as spduified | e
. The time when this message is sent. This fieldaioa .
time A 0.1 the 32bits integer part o