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1. Scope (Informative)

The scope of the CPNS (Converged Personal Netwemkc®) architecture document is to define the itecture for the
CPNS v1.0 Enabler. This document provides the fanat capabilities needed to support the Enableteasribed in CPNS
requirements document [CPNS-RD].

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections are normative, unless they are expliondicated to be informative.

3.2 Definitions

Entity-User Key
Group Key

Group Key
M anagement

Keyword

M etadata Directory

Service Consumer

Service Description

Service Offerer

A security key assigned to each PNE(s) and PN GW(®nsuring security of communication through
CPNS interfaces

A security key which all member entities in thengaService Group share and is used for secure
communication in the Service Group

The process of managing keys for groups

A term that captures the essence of an applicati@ontent service accessible in CPNS, and is
intended for use in Service Discovery to searchtercorresponding service description.
Keywords maybe stored in a centralized or distediuashion in CPNS.

In the context of Service Publication and Discoyerjogical repository of service metadata
comprising keywords and/or service description doents. Those metadata are published on
the Metadata Directory by the Service Offerer, disdovered by the Service Consumer. A
Metadata Directory may be stored centrally, or tistributed manner, on the CPNS Server(s).

A PNE that consumes service(s) provided by Sem@iterer(s), upon performing Service
Discovery.

A document that contains service metadata, angkisified using a description language.
A PNE or external Application/Content Server thiéiers a service for consumption by other

PNEs acting as Service Consumers, and which p@slistetadata about that service on a
Metadata Directory.

3.3 Abbreviations

3GPP 3rd Generation Partnership Project
DLNA Digital Living Network Alliance
DRM Digital Rights Management
DPE Device Profile Evolution

PNE Personal Network Element

PN GW Personal Network Gateway
OMA Open Mobile Alliance

SSL Secure Socket Layer

TLS Transport Layer Security

uiCcC Universal Integrated Circuit Card
UPNP Universal Plug and Play

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-CPNS-V1_0-20110503-C

4.

Introduction

CPNS requirements defined in [CPNS-RD].

This Architecture Document will define the functainterfaces between the CPNS entities themsalwddetween CPNS

entities and other External entities.

This document will also describe and define thiofeing functions and capabilities:

4.1

Functions of CPNS Server

Functions of PN GWs

Functions of PNEs

Interactivity between services and entities inPleesonal Network and/ AN/Cellular networks
Content and Service delivery

Service Discovery and Publication

CPNS entity Discovery and PN registration

Statistics collection and reporting of data andiserusage

Device capabilities of CPNS entities

Management of PN

Security related function

Version 1.0

The Architecture Document of CPNS Enabler 1.0 sgkire the requirements targeted for this releasatbaolved by
architecture design.

However, this release of the AD does not addressdtuirements that were deferred for future relgasuch as
requirements on peer-to-peer implementation, chgrtfiird parties for delivering the informationttem and etc.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Architectural Model

The architecture model is based on the requirenuiiised in [CPNS-RD].

5.1 Dependencies

The CPNS Enabler will be dependent on the following

5.1.1 Interaction with Device Management Enabler
NOTE: This dependency with OMA DM is optional.

CPNS entities can interact with DM Enabler for @evinanagement. For those CPNS entities which hagligit can be
managed by DM server. The DM management coulditiated by DM client on CPNS entities or DM server.

PN GW may forward DM messages between DM servePaE or may convert DM messages between DM Sengtr a
PNE.

In this case, CPNS entities SHALL conform to thediionality and interfaces as described in [DM-AD].
5.1.2 Dependency on DPE

The CPNS Enabler is dependent on the OMA DPE Enabltés dependency is optional.
CPNS entities can interact with DPE Enabler to gleiobtain device capabilities.

CPNS entities (e.g. PNE, PN GW) can act as DPhtslito notify the DPE Server on device capabilitée®NEs and PN
GWs respectively. Thus, entities, e.g. CPNS Setivatr would be interested in CPNS device capahslitieuld subscribe to
the DPE Server and would be notified every timeetveould be a device capability change.

In this case, CPNS entities will comply with furectalities and interfaces as described in [OMA-ADH)P
5.1.3 Dependency on DRM

The CPNS Enabler is dependent on the OMA DRM Emablds dependency is optional.
CPNS entities can interact with DRM Enabler to papiCPNS content.

When CPNS content is required to be protected, Déice is invoked through the CPNS server or thinoaxternal
entities, e.g. Content server.

In this case, CPNS entities will comply with furestalities and interfaces as describeflOMA-DRM-AD].

5.2 Architectural Diagram

Figure 1 shows the architectural diagram of OMA GRN..0.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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Application i Non CPNS i Application
E /p(?ontent 5 i devices (e.g., ! i/ Content i
E : E UPnP, Bluetooth) E Server E
CPNS-5 P T CPNS-4
CPNS-1 Ya CPNS-2
PNE - PN GW > CPNS Server
< -
CPNS-6 CPNS-7 1
CPNS-8 CPNS-3 §
PNE PN GW CPNS Server
Legend
components specified by this enabler
E____] components not specified by this enabler

Interface nams interface specified by this enabler

——————— » interface not specified by this enabler

Figure 1. CPNS Architecture Diagram

5.2.1 Architecture principle

CPNS architecture consists of logical entities ,(FNE, PN GW, and CPNS Server). From the architatperspective, the

physical deployments are not restricted as faiapalaility of physical devices allow.

CPNS Enabler is agnostic to underlying network qeots.

5.3 Functional Components and Interfaces definition

5.3.1 Functional Components

This section describes the OMA CPNS v1.0 functimoshponents.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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53.1.1 CPNS Server

The CPNS Server is a CPNS Enabler component thiatein the core network performs the followingdiions:

» Device Capabilities

» Usage Statistics Collection & Reporting

» Service Publication & Discovery

e CPNS Entity Discovery & PN Registration
» Service and Content Delivery

* PN Management

» Service Group Management

» Security-related functions

e Status Management

5.3.1.2 PN GW
The PN GW is a CPNS Enabler component that perfohe$ollowing functions:

» Device Capabilities

* Status Management

» Usage Statistics Collection & Reporting

e CPNS Entity Discovery & PN Registration
» Service and Content Delivery

PN Management

e Service Group Management

»  Security-related functions

5.3.1.3 PNE

The PNE is a CPNS Enabler component that residéiseopersonal network and performs the followingctions:

» Device Capabilities

e Status Management

» Usage Statistics Collection & Reporting

» CPNS Entity Discovery & PN Registration
» Service and Content Delivery

* PN Management

e Service Group Management

e Security-related functions
NOTE: Please refer the section 5.5. for the detdiksach functions.

5.3.2 Functional Interfaces

This section describes the OMA CPNS v1.0 functiontrfaces.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5.3.2.1 CPNS-1

This interface exposed by the PN GW supports theviing functions.

» Device Capabilities

» Device Management

e  Status Management

e Service Publication and Discovery

e Usage Statistics Collection and Reporting

» CPNS Entity Discovery and PN Registration
» Service / Content Delivery

* PN Management

» Service Group Management

e Security

5.3.2.2 CPNS-2

This interface exposed by CPNS Server supportfottmving functions.

» Device Capabilities

e  Status Management

e Service Publication and Discovery

e Usage Statistics Collection and Reporting

* CPNS Entity Discovery and PN Registration
e Service / Content Delivery

* PN Management

» Service Group Management

*  Security

5.3.2.3 CPNS-3

This interface exposed by PN GW supports the fahgvwiunctions.

» Service / Content Delivery
» Service Group Management
*  Security

Note: this interface will be standardized in thaufe release after CPNS1.0

5.3.2.4 CPNS-4

This interface exposed by CPNS Server supportéotlmving functions.

» Device Capabilities
e Usage Statistics Collection and Reporting

e Service Publication and Discovery

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5.3.2.5

Charging
Service / Content Delivery

CPNS-5

This interface exposed by PNE supports the follgwiimctions.

5.3.2.6

Service Publication and Discovery
Service / Content Delivery

Device Capabilities

Status Management

Usage Statistics Collection and Reporting
PN Management

Service Group Management

CPNS-6

This interface exposed by PNE supports the follgwimctions.

5.3.2.7

Device Capabilities

Device Management

Status Management

Service Publication and Discovery

Usage Statistics Collection and Reporting
CPNS Entity Discovery and PN Registration
Service / Content Delivery

PN Management

Service Group Management

Security
CPNS-7

This interface exposed by PN GW supports the fahgvwiunctions.

Device Capabilities

Status Management

Service Publication and Discovery

Usage Statistics Collection and Reporting
CPNS Entity Discovery and PN Registration
Service / Content Delivery

PN Management

Service Group Management

Security

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5.3.2.8 CPNS-8

This interface exposed by PNE supports the follgwimctions.

* CPNS Entity Discovery and PN Registration
Note: only the Entity Discovery within the same Pi\performed through this interface.

5.4 Security Considerations

The Converged Personal Network Service Enablepth@ides the means to ensure security in CPNSdlivodu
authentication, authorization, data integrity aathdconfidentiality.

If security mechanism is provided by the underlyiegwork infrastructure (e.g., a cellular systemq #és security level of
the underlying network infrastructure is sufficigtite security function can utilize the securityamanism from the
infrastructure. Otherwise, the security functioizes CPNS Enabler's own security mechanism fer@PNS Service.

The CPNS Enabler 1.0 supports:

» Authentication/authorization of CPNS Users/CPNSttest by Entity User Key
» Protection of data integrity and confidentiality
e Security-key (i.e. Entity User Key and Group Keyamagement

»  Secure content/service sharing inside Service GroypGroup Key

As for the first two bullets, there is a suitablechanism specified in OMA SEC_CF [SEC_CF AD]. Idliidn, OMA
SEC_CF can be a solution for the third bullet whecurity-key is assigned to PN GW with pre-confegucredential (e.g.,
UICC).

The security function is described in 5.5.7.2.

5.5 Functional Modules

5.5.1 Device Capabilities
55.1.1 Definition/role

This function is used for delivering and managing information of CPNS device capabilities, e.gdhere and software
characteristics of each device in the PN.

5.5.1.2 Description

This function permits the collection and delivefyirdormation about the static or rarely changethpseters of the device as
shown below.
» Device type, e.g. 3G handset, MP3 player, Settop.Bo

« Hardware characteristics of a device, e.g. thedizlee screen, the size of the battery, the typepoocessor, the
size of the memory, the type of chipset (main aftipaccelerator chipset, network chipset...)

» Software characteristics of a device, e.g. Ingdadieplications, the version of the applications, dhivers for the
hardware components, the versions of the drivers...

This function also permits the collection and detivof information about dynamic parameters ofdbeice as shown
below.

»  Current networks that the device connects to,WMTS network, CDMA, GSM, WIFI, Bluetooth, NFC...

» Current hardware status, e.g. currently availaldenory, current estimated remaining battery time, et
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» Current software status, e.g. currently runnindiapfions, currently active drivers, etc.
In addition, this function collects, updates anchages the device capabilities in the way suitadriéHfe CPNS service

OMA DPE Enabler facilitates the delivery of devi@pabilities, both static and dynamic device infation to the CPNS
server.

CPNS Enabler when appropriate may use DPE Enablaeke available the static and dynamic deviceriétion. If and
when implemented OMA DPE Enabler can interact withCPNS Enabler via the interfaces defined byt DPE
Enabler.

5.5.2 Device Management
55.2.1 Definition/Role

This function enables device management for PN GWRNE.

5.5.2.2 Description

This function allows PNE and PN GW to be managethtgraction with device management (DM) servere Tievice
management of PNE is performed through PN GW. PNESWMdeploy DM client for the device management. N
interacts with DM server. For the purpose of devimmagement, PN GW may forward DM messages betd&taerver
and PNE or may convert DM messages between DM BangePNE. The examples of device managementranevfire
update, software update, device capability confijan and so on.

NOTE 1: How to Interact with Device Management seiig out of CPNS scope.
5.5.3 Status management
5531 Definition/role
This function provides a means for CPNS entitiegublish, collect, subscribe to and notify the statf the CPNS entities.
5.5.3.2 Description
This function allows following status managememtdtons.

e  Status information report

o Inresponse to status information retrieval requesatus information can be reported to requester.

o Under certain circumstances triggered by a speeifent (threshold hit, etc.), status information ba
reported to target CPNS entity.

= |n occurrence of the event, status informatioreorted to the CPNS entity who requests the
policy based status information report

This function provides information about:

e Status of PNE and PN GW(e.g. Online, Offline, Buety)
5.5.4 Usage Statistics Collection & Reporting

5541 Definition/role

This function is used to collect, summarise, anqubre

e The use of the services in the CPNS entity

* The device capabilities applied when the servicesansumed.
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5542 Description

This function allows:
» The collection of all the information from the dees about the service usage and the device casbidind status
during the service usage

» Applying user preferences for usage statisticsntempof each service consumption (e.g. IPTV viegvisi not
allowed to be reported, but game play is)

* Reporting to the CPNS server(s) and external estdccording to the user preferences as required.
5.5.5 Service Publication & Discovery

555.1 Definition/role

The Service Publication and Discovery function [deg the means by which service description isiphet by external
entities and PNEs and subsequently can be disabbgr®NEs through the CPNS server.

5.5.5.2 Description

This function performs following sub-functions:

* Publish service description

» Discover and retrieve service description

» Deliver and receive the service description to/ftta relevant entity
» Advertise service description

»  Store service description in the CPNS Server offétnePNESs and/or External entities

The service descriptions of service offered by RIExternal entities (e.g., an application/contartzer owned by the
service provider or a 3rd party provider) mainlytan information such as;

* what services are available to CPNS user

» source of the service (i.e., CPNS entity iderdiiicn, service identification, service requirementapability of
device hosting the service )

5.5.6 CPNS Entity Discovery & PN Registration
5.5.6.1 Definition/Role

This function enables discovery of the current afienal CPNS Mode (PNE or PN GW) in a device amisteation of the
Personal Network for CPNS Services.

5.5.6.2 Description

This function facilitates discovery of CPNS enstigy other CPNS entities and PN to be register&PidS Server. With the
discovery function, a CPNS entity knows the roletifer CPNS entities.

The PN GW when used for Zone Based Service perfthmperiodic searching for discovering PNE(s)
NOTE: in the case of discovery, CPNS server ismduded in the CPNS entities.

This function facilitates registration of informaiti of PNE(s) and PN GW in PN Inventory stored irNSPServer.
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5.5.7  Security
55.7.1 Definition/role

The function provides the means to ensure sedariBPNS such as authentication, authorization, imhégrity and data
confidentiality. If security mechanism is provideg underlying network infrastructure (e.g., celggstem) and its security
level is sufficient, the function can utilize seicpmechanism provided by underlying network infrasture.

5.5.7.2 Description

The function in each CPNS entity performs the folltg security operations. Depending on security mecsms provided
by underlying network, part of the following opéoats can be achieved by underlying network.
» Each CPNS entity authenticates and authorizes GRNy connecting through CPNS interface.

« Each CPNS entity ensures data authenticity, irtiegrid confidentiality of the communication throuitle
interface. This can be done by establishing sesegsion (e.g. SSL/TLS session) between CPNS eantitie

 CPNS Server or PN GW provisions an Entity-User Ke€PNS entity. For secure key provisioning, keguision
signalling is intermediated by PN GW connectedecuse underlying network.

» CPNS Server or PN GW creates, deletes and upd&@esup Key when Service Group is created, deletekita
membership is updated, respectively. It also distds the Group Key to group members by eitheushpr pull
based method in a secure manner.

5.5.8 Service/Content Delivery
5.5.8.1 Definition/role

The Service/Content Delivery function facilitatée telivery of service/content to/from the CPNS Emrtkrnal entities,
Between the PNEs and PN GWs:

 Between PN GWs and CPNS server

» Between CPNS Server and External entities

 Between PN GW and External entities

Service/Content Delivery function also facilitatee content forwarding from one serviced PNE totla@oPNE

5.5.8.2 Description

Service /Content Delivery Function Features thkoéahg:

* Invoking Services based on device capability
» Service Control (e.g. start, stop)
» Two Service/Content delivery modes: Push/ Pull
»  Supporting single/ multiple services
» Aggregation and distribution fonultiple PNEs,
0 Aggregation of common and specific data for multiple PNEs
o Distribution of common and specific data to the respective PNE(s)

*  Non-CPNS Device Proxy

This is a proxy that allows the user to use suitaldvices, e.g. devices supporting UPnP [UPnP HeiDbhNA [DLNA] and
Bluetooth, to consume provided CPNS services.
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The proxy is implemented in the PN Gateway. Thepse of the proxy is to make the devices look GRNS PNEs when
viewed from the CPNS Enabler. In the case of UPLRI/ this is done by mapping the required CPNS fiomality to the
relevant UPnP/DLNA functions.

5.5.9 Service Group Management
5.5.9.1 Definition/role

This function provides the means to manage a Se@roup.

5.5.9.2 Description

This function does the following:

» Handles requests regarding Service Group management
» Manages Service Group membership
 Enables PNE and PN GW to request following:

o Create and delete a Service Group

o Invite and expel PNE(s) to/from a Service Group

o Join and leave a Service Group

5.5.10 PN Management
5.5.10.1 Definition/role

This function provides the means to manage a Pafrsatwork, and to update PN Inventory.

5.5.10.2 Description
This function manages PN and PN Inventory.

PN Management functionality in CPNS Server perfofoliewing operations:

 Manage and store PN Inventory
* Handle request(s) from PNE for PN Inventory of Idel or remote PN
« Handle request(s) from PNE to join, leave and resr®M

* Handle request(s) from PNE to add and expel othi&sP
PN Management functionality in PN GW performs fallnog operations:

* Manage and store PN Inventory of PN that belongdtsélf
* Requestto remove a PN

* Request to add /expel PNE(s) to/from the PN
PN Management functionality in PNE performs follogyioperations:

* Request for PN Inventory
 Requestto add / expel PNE(s) to/from PN
* Request to join / leave PN

* Requestto remove a PN

The PN Inventory may include list of PN(s) and itifermation of PNE(s) and PN GW(s) belonging toNx Fhe
information of PNE(s) contains device capabilitglanformation of service / content. The PN Invegtor CPNS Server can
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contain the information about PNs from multiple BWs, while the PN Inventory in a PN GW can conthminformation
of PN(s) belonging to the PN GW itself.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
Approved Version 23 Oct 2012 Status changed to Approved by TP:
OMA-AD-CPNS-V1_0 TP ref#: OMA-TP-2012-0390-INP_CPNS_1_0_ERP_ for fiuatiion.zip
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Appendix B. CPNS Logical Entities and Physical Entities(Informative)
B.1 Terminology

In the figures in this appendix, interior boxesresgent logical entities, and exterior boxes repreghysical entities. The
terms ‘Mobile Phone’, ‘PMP’ and ‘Server’ refer thysical entities. The logical CPNS Server entityeiferred to as ‘CS’,
and “Application/Content Entity” (ACE) refers toelentities (external to CPNS) that use CPNS towmoesand offer
services.

Logical
Entity

Physical Entity

Figure 2: CPNS Logical Entitiesand Physical Entities

B.2 Client-Server Deployment Examples

B.2.1 Basic Client-Server Deployment

The first deployment example shows a basic clienter deployment with a CPNS logical entity in MeldPhone A, Mobile
Phone B and Server 1.
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Mobile Phone A Mobile Phone B Server 1 Server 2

PNE

Content

PN GW CS i Application/

Content

(existing
non-CPNS device)

Figure 3: Basic Client-Server Deployment

B.2.2 Client-Server Deployment with Combined PNE & PN GW

The second deployment example shows the same-skewtr deployment as in the first example, extsgitMobile Phone
B is a smart phone that can also offer and consDR¢S services in addition to the PN GW role.

To enable this, Mobile Phone B on the next slideiages the additional role of a PNE so that it oégrface with the
ACE(s) on Mobile Phone B that offer and consumeises

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-CPNS-V1_0-20110503-C Page 24 (31)

Mobile Phone A Mobile Phone B _Server 1 Server 2
PNE ! Application/ !
1 PN GW CS 1 Content i
5 ' Entity i
_______ |
| Application/ H '
L _ Content Entity_ _ _ !
. PNE
i n :
i K ]
1 : Po--o-- Jo o __ ,
i ! 1 Application/ i
| i 1 Content |
i i ' Entity i
PMP
(existing,

non-CPNS device)
Figure 4: Client-Server Deployment with Combined PNE & PN GW

B.3 Peer-to-Peer Deployment Example

B.3.1 Peer-to-Peer Deployment with Dedicated
Authentication/Authorisation Server

A CPNS deployment in which the CS Service Publicaind Discovery is implemented on the Devices@P&IS network,
while the CS AUC/AUZ function is performed by a @ar
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cS
(AUC/

PMP A Mobile Phone A
CS (Svc
PNE PN GW Pub &
Disc)
| Application/ |
' Content '
L_Entity ______1
PNE PN GW Sf’b(z"c
Disc)
| Application/ | Mobile Phone B
' Content i
L_Entity _____1
PMP B

AUZ)

Enrollment Server

Figure5: Peer-to-Peer Deployment with Dedicated Authentication/Authorisation Server
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Appendix C. Functional Diagram (Informative)
This figure shows the functional diagram of OMA CFML.0

Device Capabilities

Device Capabilities

Device Management

Device Capabilities

Device Management

Status Management

Device Management

Status Management

Usage Statistics
Collection & Reporting

Status Management

Usage Statistics
Collection & Reporting

Service Publication &
Discovery

Usage Statistics
Collection & Reporting

Service Publication &
Discovery

PN Management

Service Publication &
Discovery

PN Management

Service Group

PN Management

Service Group

Service Group

Service/Content Delivery

Service/Content Delivery

PNE (CPNS-Enabled)

Service/Content Delivery

PN GW

CPNS Server

Mangement Mangement Mangement
CPNS Entity Discovery CPNS Entity Discovery CPNS Entity Discovery Apg(l)l;taet;?n/
& PN Registration & PN Registration & PN Registration
Server
“Applicati |
on/ | Non-CPNS Device proxy
L Service |
Securty Securty Securty
Charging Charging Charging

Figure 6: Functional diagram
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Appendix D.  Feasibility study of security of CPNS interfaces when
utilizing underlying network security mechanisms
(Informative)

As described in section 5.3.1.9, CPNS Enabler tifineusecurity mechanisms provided by underlyirgwork
infrastructures to ensure communication securitgiNS. This section shows an example scenario wbieNS Enabler
ensures security by utilizing security mechanisfsnalerlying network infrastructures.

D.1 System Assumption

Figure 15 shows an example of the proposed seqlatform. Underlying network infrastructures assahn this example
are as follows.

«  WAN

As the underlying WAN infrastructure, IMS (IP Mutiedia Subsystem) is deployed. Since IMS providesrig
mechanisms, which will be described later in thetiseb section, WAN in this example is a secure WAN

CPNS Servers and PN GWs connect to IMS as IMS egijpih servers (ASs) and subscribers, respectively.

« PN

It is assumed that PN technologies with securitglmaisms are used. Examples of such PN technologiesle WiFi
and Bluetooth [IEEE802.11i, Bluetooth Security Véhiaper].

PN GWs and PNEs are connected by using those tkecfies.
Communication of each CPNS interface is conductethe following network infrastructures.
* CPNS-1,6: PN technologies with security mechanisms

« CPNS-2, 3and 7: IMS (secure WAN)
* CPNS-4: The Internet (non-secure WAN)
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Secure connection
(Agreement is established)

App/Content
Server

A
= OSA (Open Service Access) API

h IPsec SA
TS 33.203

Secured by PN technologies
(WiFi, Bluetooth etc.)

Figure 7: System assumption

D.2 Security of CPNS Interfaces

D.2.1 CPNS-1,6

When using WiFi as the PN technology, one of tyjpicays to ensure security of CPNS-1,6 is to prefigomne a shared
secret key like a WEP key in both PN GW and PNBieestarting communication. By doing this, PN G\ &NE can
authenticate with each other and data confidettiahd integrity can be also ensured.

When using Bluetooth as the PN technology, PN GWRINE can establish a secure connection by meahe dfitial
pairing process. During this process, a user eat®N code to one or both of them, which is usegenerate a secure key,
which is then used for authentication and ensuilieig confidentiality and integrity.

D.2.2 CPNS-2,3and 7

Security of CPNS-2, 3 and 7 can be ensured by 1&t8rity mechanisms. Two different scenarios caadseimed: (1)
Messages of the CPNS interfaces are exchanged i gignalling channel (i.e. C-plane) and (2) Magss of the CPNS
interfaces are exchanged using IMS media chaneelliplane). The following sub sections explaimtszcurity is ensured
in those scenarios.

D.2.2.1 Using IMS signaling channel

When PN GWs registers with IMS, PN GWs and IMS antitate each other and establish secure connediiolPSec
[BGPP TS 33.203]. By using the secure connectieNsGWSs can securely send or receive SIP messafiestdMS. When
CPNS Servers connect with IMS via OSA (Open Sericeess) APl [S3GPP TS 22.127, 3GPP TS23.198], desi of
CPNS Servers need to establish service agreeméht8W® providers. The service agreements reqlieeé €PNS Servers
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and SCS (Service Capability Server) on IMS autloat#i each other and establish secure connectiolf®S&g or SSL. As a
result, since SIP messages between PN GWs and GBNErs are passed through the IPSec connectioledetPrN GWs
and IMS and the secure connection between IMS &1dSCServers, data confidentiality and integrityC®NS signalling
messages can be ensured.

D.2.2.2 Using IMS media channel

IMS media channel security between UEs has beeosdlstandardized in 3GPP [3GPP TS 33.328]. Inpleeification,
there are two solutions, including solutions basedey Management Service (KMS) and Session Desanifrotocol
Security Descriptions (SDES). By applying thesaiohs, communication in the CPNS-3 can be secured.

D.2.3 CPNS-4

In the system assumption described in B.1, CPN8eB&and application/content servers connects @dtih other through
the Internet (non-secure WAN) In order to providelwge content/service delivery services over thesecure WAN,
providers of CPNS Servers and application/contentess conclude security agreements. In such agocesecure
connection can be based on IPSec or SSL betweeis@@Ners and application/content servers. Duliegestablishment
of secure connection, CPNS Servers and applicatotént servers can authenticate with each otHesr the
establishment, data confidentiality and integriip de also ensured.
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Appendix E.  Service Publication & Discovery overview (informative)

E.1 Introduction

This clause provides supplemental description ofiSe Publication & Discover function.

E.2 Description

There are three functional entities in Service Ralibn and Discovery: a) a metadata directory Whsitores service
descriptions and/or keywords, b) a publisher, usethe service offerer to publish information abseitvices to the metadata
directory, and c) a discoverer, used by the semiresumer to discover information about servicemfthe metadata
directory.

An example of a metadata directory is one thatamtained on the network- based CPNS Server oxtamreal entity. An
illustration of the above functions, and associdtéeractions, is shown in Figure x as below:

3. Consum e

A
4

Service Offerer Service Consumer
Publisher

Figure8: High level architecture of Service Publication and Discovery functionality and operations

L. Publizh ; 2. Discover
Directory

Discoverer

h 4
F 3

E.3 DHT and Overlay Routing

In the deployment of distributed metadata directoryorder for either the service offerer to publgervice information to, or
the service consumer to discover service informeafiom, the peer node responsible for the affilatesource, overlay
routing is performed. This operates by each resipt;mnode (starting with the service offerer fabjication, or service
consumer for discovery) on the overlay routingrtessage to the finger closest to the destinatide.nén example of an
8-node DHT (Distributed Hash Table — see [P2PStérhet-Draft]) is shown in Fig. Y below, wherebydgol100 is assumed
to be either the service offerer or the servicesaomer, and node 800 contains the metadata directorthis example, three
hops are required to route the Service PublicairoDiscovery message from node 100 to node 80i3. alssumed that each
node in the diagram contains an integrated PN GWtion that supports the overlay routing.

3-hop routing from node 100 to 800
{100 has 200, 300 and 500 as its fingers):

Figure 9: Example 8-node DHT and related overlay routing for Service Publication or Discovery

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-CPNS-V1_0-20110503-C Page 31 (31)

Appendix F.  Zone Based Service (Informative)
F.1 Zone

The Zone in the CPNS service represents the spggfigraphic area which is determined by usery thédsignalling
capacities of bearer used. The Zone provides speaeifvice/contents using a certain allocated PN. GW

In case of many CPNS users with their PNE(s) avatéd in the same Zone, the PNE(S) respectivelgtnaets the Personal
Network with the allocated Zone PN GW. The Zone®W may belong to the numerous PN(s).

F.2 Push service using the Zone PN GW

The Zone Based Service facilitates the content pas¥ice with CPNS enabler.

When the PNE comes to the Zone, with the CPNSEDicovery & PN Registration function, the PNEliscovered by
the PN GW and registered in the PN inventory ofGfNS server without receiving the request from RXEBput from the
user.

Only by setting to reply on the PN GW'’s periodias#, a PNE can be pushed the contents or thecsatescription
information.

This service needs several preconditions deschbbmiv:
» The target PNE(s) should be subscribed and audbfar the service beforehand.
» The target PNE(S) can be discovered, connectedemited, only when allowed by the user(s).
« The PN GW should check if the PNE is availablegieshing content.
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