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1. Scope (Informative)

The scope of the CPNS (Converged Personal Netwemkc®) architecture document is to define the itecture for the
CPNS v1.1 Enabler. This document provides the fanat capabilities needed to support the Enableteasribed in CPNS
requirements document [CPNS-RD].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections are normative, unless they are expliondicated to be informative.

3.2 Definitions

Adminee

CPNS Server
CPNS Functionality

Entity-User Key
(EUKey)

External Entity

Group Key

Keyword

M etadata Directory

Per sonal Network
(PN)

Per sonal Network
Element (PNE)

Per sonal Network
Gateway (PN GW)

PN Inventory

Service Consumer

Service Description
Service Group (SG)
Service Offerer

A PNE or PN GW whose information in PN Inventorydze changed initiated by PN Admin
in the same PN.

See [CPNS-RD]

Functionality (e.g. CPNS Entity Discovery, PN Maaamnt) performed by CPNS Enabler to support the
CPNS Service(s). Some of the CPNS functionalitégshoe implemented on the Non-CPNS Device(s).

A security key assigned to each PNE(s) and PN G¥W(®nsuring security of communication
through CPNS interfaces

See [CPNS-RD]

A security key which all member entities in the sa®ervice Group share and is used for secure
communication in the Service Group

A term that captures the essence of an applicati@ontent service accessible in CPNS, and is
intended for use in Service Discovery to searchtercorresponding service description.
Keywords maybe stored in a centralized or distediuashion in CPNS.

In the context of Service Publication and Discoyeriogical repository of service metadata
comprising keywords and/or service description doents. Those metadata are published on
the Metadata Directory by the Service Offerer, disdovered by the Service Consumer. A
Metadata Directory may be stored centrally, or distributed manner, on the CPNS Server(s).

See [CPNS-RD]

See [CPNS-RD]

See [CPNS-RD]

See [CPNS-RD]

A PNE that consumes service(s) provided by Sem@iterer(s), upon performing Service
Discovery.

A document that contains service metadata, angkisified using a description language.
See [CPNS-RD]

A PNE or external Application/Content Server thiéies a service for consumption by other
PNEs acting as Service Consumers, and which p@slistetadata about that service on a
Metadata Directory.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
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3.3 Abbreviations

3GPP 3rd Generation Partnership Project
DLNA Digital Living Network Alliance
DRM Digital Rights Management
DPE Device Profile Evolution

PNE Personal Network Element

PN GW Personal Network Gateway
OMA Open Mobile Alliance

SSL Secure Socket Layer

TLS Transport Layer Security

uiCcC Universal Integrated Circuit Card
UPNnP Universal Plug and Play
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4. Introduction (Informative)

This Architecture Document defines the architectfrf€PNS (Converged Personal Network Service) Edidsed on the
CPNS requirements defined in [CPNS-RD].

This Architecture Document defines the functiomaéifaces between the CPNS entities themselvebetmgen CPNS
entities and other External entities.

This document also describes and defines the foligfunctions and capabilities:

* Functions of CPNS Server

* Functions of PN GWs

* Functions of PNEs

» Interactivity between services and entities inReesonal Network ardd/ AN/Cellular networks
» Content and Service delivery

» Service Discovery and Publication

» CPNS entity Discovery and PN registration

» Usage Statistics collection and reporting (e.g.dbarging purpose)

» Device capabilities of CPNS entities

* PN Management

»  Security-related function

4.1 Version 1.0

The Architecture Document of CPNS Enabler 1.0 agkire the requirements targeted for this releasatbaolved by
architecture design.

However, this release of the AD does not addressduirements that were deferred for future relgasuch as
requirements on peer-to-peer implementation, tleeifip case on charging third parties for delivgrthe information to
them etc.

4.2 \Version1l.1

The Architecture Document of CPNS Enabler 1.1 sgkire the requirements targeted for this releasatbaolved by
architecture design.

However, this release of the AD does not addressatuirements that were deferred for future releas

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Architectural Model

The CPNS 1.1 architecture model is based on thérmgents defined in [CPNS-RD].

5.1 Dependencies

The CPNS Enabler will be dependent on the following

5.1.1 Dependency on Device Management Enabler
NOTE: This dependency with OMA DM is optional.

CPNS entities can interact with DM Enabler for fugpose of managing CPNS Entities, e.g. firmwardatgp, software
update, device capability configuration on CPNSiti&st and so on. In order to achieve this, the DM€ is required to be
deployed on CPNS Entities. For those CPNS entitleish have DM clients DM management can be initatiher by DM
client or DM Server.

In this case, CPNS entities SHALL comply with tiiadtionalities and interfaces as described in [DBI}A

5.1.2 Dependency on DPE

The CPNS Enabler is dependent on the OMA DPE Enabltés dependency is optional.
CPNS entities can interact with DPE Enabler to mletobtain device capabilities.

CPNS entities (e.g. PNE, PN GW) can act as DPhtslito notify the DPE Server on device capabilitée®NEs and PN
GWs respectively. Thus, entities, e.g. CPNS Setivatr would be interested in CPNS device capahilitieuld subscribe to
the DPE Server and would be notified every timeedheould be a device capability change.

In this case, CPNS entities will comply with furmctalities and interfaces as described in [OMA-ADH)P

5.1.3 Dependency on DRM

The CPNS Enabler is dependent on the OMA DRM Emablds dependency is optional.
CPNS entities can interact with DRM Enabler to ecpiCPNS content.

When CPNS content is required to be protected, Déice is invoked through the CPNS server or thinoaxternal
entities, e.g. Content server.

In this case, CPNS entities will comply with furmctalities and interfaces as describefMA-DRM-AD].

5.2 Architectural Diagram

Figure 1 shows the architectural diagram of OMA GRN..1.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
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Application i Non CPNS i Application
E /p(?ontent 5 i devices (e.g., ! i/ Content i
E : E UPnP, Bluetooth) E Server E
CPNS-5 CPNS-9 . CPNS-4
CPNS—1 A CPNS-2
PNE - PN GW > CPNS Server
< -
CPNS-6 CPNS-7
A
CPNS-8 CPNS-3 §
PNE PN GW CPNS Server
Legend
components specified by this enabler
E____] components not specified by this enabler

Interface nams interface specified by this enabler

——————— » interface not specified by this enabler

Figure 1. CPNS Architecture Diagram

5.2.1 Architecture principle

CPNS architecture consists of logical entities ,(FNE, PN GW, and CPNS Server). From the architatperspective, the
physical deployments are not restricted as faapalaility of physical devices allow.

CPNS Enabler is agnostic to underlying network geots.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
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5.3 Functional Components and Interfaces definition

5.3.1 Functional Components

This section describes the OMA CPNS v1.1 functimoshponents.

NOTE: Please refer the section 5.5. for the detdisach functions mentioned below.

53.1.1 CPNS Server

The CPNS Server is a CPNS Enabler component thiateein the core network performs the followingdtions:

» Device Capabilities

» Usage Statistics Collection and Reporting

» Service Publication & Discovery

» CPNS Entity Discovery and PN Registration
» Service and Content Delivery

PN Management

« SG Management

e Security-related functions

e  Status Management

» Charging Management

5.3.1.2 PN GW

The PN GW is a CPNS Enabler component that perfolm$ollowing functions:

» Device Capabilities

e  Status Management

» Usage Statistics Collection and Reporting

» Service Publication & Discovery

* CPNS Entity Discovery and PN Registration
*  Non-CPNS Proxy

» Service and Content Delivery

PN Management

* SG Management

»  Security-related functions

5.3.1.3 PNE

The PNE is a CPNS Enabler component that residéiseopersonal network and performs the followingctions:

» Device Capabilities
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» Status Management

e Usage Statistics Collection and Reporting

» Service Publication & Discovery

» CPNS Entity Discovery and PN Registration
» Service and Content Delivery

* PN Management

« SG Management

e Security-related functions

5.3.2 Functional Interfaces

This section describes the OMA CPNS v1.1 functiontrfaces.

5.3.21 CPNS-1

This interface exposed by the PN GW supports theviing functions.

» Device Capabilities

e  Status Management

e Service Publication and Discovery

e Usage Statistics Collection and Reporting

» CPNS Entity Discovery and PN Registration
» Service / Content Delivery

* PN Management

 SG Management

e Security

5.3.2.2 CPNS-2

This interface exposed by CPNS Server supportfottmving functions.

» Device Capabilities

* Status Management

e Service Publication and Discovery

e Usage Statistics Collection and Reporting

* CPNS Entity Discovery and PN Registration
» Service / Content Delivery

* PN Management

* SG Management

*  Security

* Interaction with M2M
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5.3.2.3

CPNS-3

This interface exposed by PN GW supports the fahgvfunctions.

5.3.24

CPNS Entity Discovery

PN Management

Service / Content Delivery
Service Group Management

Security

CPNS-4

This interface exposed by CPNS Server supportéotlmving functions.

5.3.2.5

Device Capabilities

Usage Statistics Collection and Reporting
Service Publication and Discovery
Charging Function

Service / Content Delivery

Status Management

CPNS-5

This interface exposed by PNE supports the follgwiimctions.

5.3.2.6

Service Publication and Discovery
Service / Content Delivery

Device Capabilities

Status Management

Usage Statistics Collection and Reporting
PN Management

SG Management

CPNS-6

This interface exposed by PNE supports the follgwimctions.

Device CapabilitiesStatus Management
Service Publication and Discovery

Usage Statistics Collection and Reporting
CPNS Entity Discovery and PN Registration

Service / Content Delivery
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PN Management
« SG Management

*  Security

5.3.2.7 CPNS-7

This interface exposed by PN GW supports the fahgvwunctions.

» Device Capabilities

e Status Management

» Service Publication and Discovery

» Usage Statistics Collection and Reporting

» CPNS Entity Discovery and PN Registration
e Service / Content Delivery

PN Management

« SG Management

e Security

* Interaction with M2M

5.3.2.8 CPNS-8
This interface exposed by PNE supports the follgwimctions.

* CPNS Entity Discovery and PN Registration

* PN Management

5.3.29 CPNS-9
This interface exposed by PN GW supports the fahgviunction.

*  Non-CPNS proxy

5.4 Security Considerations

The Converged Personal Network Service Enableprhiides the means to ensure security in CPNSdimaiu
authentication, authorization, data integrity aathdconfidentiality.

If security mechanism is provided by the underlyiregwork infrastructure (e.g., a cellular systemd &@s security level of
the underlying network infrastructure is sufficigtite security function can utilize the securityamanism from the
infrastructure. Otherwise, the security functioizés CPNS Enabler's own security mechanism fer@PNS Service.

The CPNS Enabler 1.1 supports:

» Authentication/authorization of CPNS Users/CPNSittest by Entity User Key

» Protection of data integrity and confidentiality
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e Security-key management (i.e. Entity User Key managnt, Group Key management and simplified Group Ke
management

e Secure content/service sharing inside Service Gbyuproup Key

As for the first two bullets, there is a suitablechanism specified in OMA SEC_CF [SEC_CF AD]. Idliidn, OMA
SEC_CF can be a solution for the third bullet whecurity-key is assigned to PN GW with pre-confeglcredential (e.g.,
UICC).

The security function is described in 5.5.7.2.

5.5 Charging Considerations
The CPNS service must generate information thabegorocessed for charging purposes.

The charging of CPNS service may be realized byrtteeaction with the OMA Charging Enabler [CHRG-AD

55.1 Definition/role

This function facilitates offline and online chargifor the CPNS service and specifies chargindtferperiodic delivery of personalised or
customized content. The interface between the C§&r and the OMA Charging Enabler is utilizedtfos charging function.

5.5.2 Description

The CPNS server generates charging informatioreXample, according to the user charging infornmetiiat it obtains from the usage
statistic collections & reporting function.

5.6 Functional Modules

5.6.1 Device Capabilities
5.6.1.1 Definition/role

This function is used for delivering and managing information of CPNS device capabilities, e.gdiare and software
characteristics of each device in the PN.

5.6.1.2 Description

This function permits the collection and delivefyirdormation about the static or rarely changethpseters of the device as
shown below.
» Device type, e.g. 3G handset, MP3 player, Settop.Bo

» Hardware characteristics of a device, e.g. thedfitee screen, the size of the battery, the ty¥pepoocessor, the
size of the memory, the type of chipset (main aftipaccelerator chipset, network chipset...)

» Software characteristics of a device, e.g. Ingiadigplications, the version of the applications, dnivers for the
hardware components, the versions of the drivers...

This function also permits the collection and detivof information about dynamic parameters ofdbeice as shown
below.

e Current networks that the device connects to,#&MTS network, CDMA, GSM, WIFI, Bluetooth, NFC...
« Current hardware status, e.g. currently availal#enory, current estimated remaining battery time, et

» Current software status, e.g. currently runningdiapfions, currently active drivers, etc.
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In addition, this function collects, updates anchages the device capabilities in the way suitadriéHfe CPNS service

OMA DPE Enabler facilitates the delivery of deviapabilities, both static and dynamic device infation to the CPNS
server.

CPNS Enabler when appropriate may use DPE Enablaeke available the static and dynamic deviceriétion. If and
when implemented OMA DPE Enabler can interact WithCPNS Enabler via the interfaces defined by DPE
Enabler.

5.6.2 Status Management
5.6.2.1 Definition/role
This function provides a means for CPNS entitiegublish, collect, subscribe to and notify the statf the CPNS entities.

5.6.2.2 Description

This function allows following status managememtdtons.
»  Status information report
o Inresponse to status information retrieval requesatus information can be reported to requester.

o Under certain circumstances triggered by a speeifent (threshold hit, etc.), status information ba
reported to target CPNS entity.

= In occurrence of the event, status informatioreforted to the CPNS entity who requests the
policy based status information report

This function provides information about:

e Status of PNE and PN GW(e.g. Online, Offline, Buety)

5.6.3 Usage Statistics Collection and Reporting
5.6.3.1 Definition/role

This function is used to collect, summarise, anqubre

* The service usage in the CPNS entity
* The device capabilities applied when the servicesansumed.
5.6.3.2 Description

This function performs the following:
» The collection of all the information from the dees about the service usage and the device cambidind status
during the service usage

» Applying user preferences for usage statisticsntempof each service consumption (e.g. IPTV viegvisi not
allowed to be reported, but game play is)

* Reporting to the CPNS server(s) and external estdccording to the user preferences as required.
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5.6.4  Service Publication & Discovery
5.6.4.1 Definition/role

The Service publication and Discovery function pdeg the means by which service description isiphbt by external
entities and PNEs. The service description wildlszovered by PNEs with the help of CPNS server.

5.6.4.2 Description

This function performs the following:

» Publish service description

» Discover and retrieve service description

» Deliver and receive the service description to/ftttva relevant entity
» Advertise service description

e Store service description in the CPNS Server offéinePNEs and/or External entities

The service descriptions of service offered by RIExternal entities (e.g., an application/contartzer owned by the
service provider or a 3rd party provider) mainlytan information such as;

» what services are available to CPNS user and entity

» source of the service (i.e., CPNS entity iderdiiicn, service identification, service requirementapability of
device hosting the service)

5.6.5 CPNS Entity Discovery and PN Registration
5.6.5.1 Definition/Role

This function enables discovery of the current afenal CPNS Mode (PNE or PN GW) in a device amisteation of the
Personal Network for CPNS Services.

5.6.5.2 Description

This function facilitates discovery of CPNS enstigy other CPNS entities and enables PN to betezgisto CPNS Server.
With the Entity Discovery function, a CPNS entitydws the Mode of other CPNS entities.

NOTE: In the case of Entity Discovery, CPNS Seiigarot included in the CPNS entities.
The PN GW when used for Zone Based Service perftmperiodic searching for discovering PNE(s)

This function facilitates registration of informari of PNE(s) and PN GW in PN Inventory stored irNSFServer.

5.6.6  Security
5.6.6.1 Definition/role

The function provides the means to ensure sedariBPNS such as authentication, authorization, iségrity and data
confidentiality. If security mechanism is provideg underlying network infrastructure (e.g., celggstem) and its security
level is sufficient, the function can utilize seit(pmechanism provided by underlying network infrasture.
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5.6.6.2 Description

The function in each CPNS entity performs the folltg security operations. Depending on securitymeéms provided
by underlying network, part of the following opéoats can be achieved by underlying network.
» Each CPNS entity authenticates and authorizes G connecting through CPNS interface.

« Each CPNS entity ensures data authenticity, intiegrid confidentiality of the communication throuitle
interface. This can be done by establishing sesession (e.g. SSL/TLS session) between CPNS antitie

* CPNS Server or PN GW provisions an Entity-User Ke€PNS entity. For secure key provisioning, kegvision
signalling is intermediated by PN GW connectedeicuse underlying network.

* CPNS Server or PN GW creates, deletes and upd&@esup Key when Service Group is created, deletekita
membership is updated, respectively. It also distds the Group Key to group members by eitheushpr pull
based method in a secure manner.

5.6.7  Service/Content Delivery
5.6.7.1 Definition/role

The Service/Content Delivery function facilitatée telivery of service/content to/from the CPNS Bnternal entities,
Between the PNEs and PN GWs:

 Between PN GWs and CPNS server

 Between CPNS Server and External entities

 Between PN GW and External entities

Service/Content Delivery function also facilitathe content forwarding from one serviced PNE totla@oPNE

5.6.7.2 Description

This Function performs the following:

* Invoking Services based on device capability
» Control of Service (e.g. start, stop)
*  Managing the transmission of content
» Two Service/Content delivery modes: Push/ Pull
e Supporting single/ multiple services
e Aggregation and distribution for multiple PNEs,
0 Aggregation of common and specific data for mldtipNEs
o Distribution of common and specific data to thepexdive PNE(S)

*  Non-CPNS Device Proxy

5.6.8 Service Group Management
5.6.8.1 Definition/role

This function provides the means to manage a SeGroup.
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5.6.8.2 Description

This function performs the following:

» Handles requests regarding Service Group management
* Manages Service Group membership
* Enables PNE and PN GW to request following:

o Create and delete a Service Group

o Invite and expel PNE(s) to/from a Service Group

o Join and leave a Service Group

5.6.9 PN Management
5.6.9.1 Definition/role

This function provides the means to manage a Pafrsatwork, and to update PN Inventory.

5.6.9.2 Description
This function manages PN and PN Inventory.

PN Management functionality in CPNS Server perfofoliswing operations:

* Manage PN Inventory

* Handle request(s) from PNE for PN Inventory of Idel or remote PN
« Handle request(s) from PNE to join, leave estaldisth release PN

» Handle request(s) from PNE to invite and expel oBES

* Handle request(s) from PN GW to invite and expeEPN

» Handle request(s) from PN GW to establish and sel&N

* Handle request(s) from PNE or PN GW to be PN Adimia PN

* Handle request(s) from PN Admin to change Admined@mation in PN Inventory
» Handle request(s) from PNE to switch current PNBtteer PNE

» Handle request(s) from PNE or PN GW to change teides

» Handle request(s) from PN GW to switch to other®N

» Handle request(s) from PNE or PN GW to merge PNsphira PN

PN Management functionality in PN GW performs fallog operations:

* Manage a local PN Inventory

« Handle / Initiate request(s) to establish and sseaPN

* Handle/ Initiate request(s) to invite /expel PNE¢from the PN
* Handle / Initiate request(s) to be PN Admin in a PN

* Handle / Initiate request(s) from PN Admin to chadgiminee’s information in PN Inventory
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* Request to change its Mode
* Request to switch current PN GW to other PN GW
» Handle/lnitiate Request to merge PNs or split a PN

* Match PNE and PN capabilities in order to facibtéte delivery of services

PN Management functionality in PNE performs follagioperations:

* Manage a local PN Inventory

* Request to invite / expel PNE(s) to/from PN

* Request to join / leave PN

» Request to establish and release PN

* Request to be PN Adminin a PN

* Request to change Adminee’s information in PN Integgnas PN Admin
* Request to switch current PNE to other PNE

* Request to change its Mode

» Request to merge PNs or splita PN

The PN Inventory may include list of PN(s) and itfermation of PNE(s) and PN GW(s) belonging toNx Phe
information of PNE(s) contains device capabilitglanformation of service / content. The PN Invegtor CPNS Server can
contain the information about PNs from multiple BWs, while the PN Inventory in a PN GW can conthminformation
of PN(s) belonging to the PN GW itself.

PN Admin can change Adminee’s configurations reiggy&N information.

5.6.10 Non-CPNS Proxy
5.6.10.1 Definition/role

This function provides the means to support Non-SEMvice to enable CPNS Services

5.6.10.2 Description

This document defines a proxy for non-CPNS Devibas enables them to consume services providedghr€PNS, but
which can’t communicate using the protocols defihbgdCPNS Enabler. This is a proxy that allows teerdo use suitable
devices, for instance those supporting UPnP, DLN& Bluetooth, to consume services provided by CEN&bler.

The proxy is implemented in the PN GW. The mairppse of the proxy is to make the devices look RR&ES when viewed
from the CPNS Enabler. For example, in the casé¢RyifP/DLNA, this can be done by mapping the requEBINS
functionality to the relevant UPnP/DLNA functions.

During the process of Non-CPNS Device Registratilois, proxy function also facilitates to identityet available CPNS
functionalities, which are deployed in the non-CPDEYices. With the help of this function, the CPR&vice can
communicate with the non-CPNS Device using sonteage CPNS functionalities detected.

This function also helps when two CPNS entitiespdrgsically connected /paired through a non-CPN&®ay, such as a
legacy WiFi AP. Though, there is a non-CPNS Gateivadlie middle of two CPNS entities, the transnoesif messages,
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creation of PN, provision of services, and addgigorocess such as routing can be also possittle tié help of this proxy
function.

This function performs the following:
* Non-CPNS Device registration/de-registration

e Service Publication and Discovery

» Service / Content Delivery
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Appendix B. CPNS Logical Entities and Physical Entities(Informative)
B.1 Terminology

In the figures in this appendix, interior boxesresent logical entities, and exterior boxes repreghysical entities. The
terms ‘Mobile Phone’, ‘PMP’ and ‘Server’ refer thysical entities. The logical CPNS Server entityeiferred to as ‘CS’,
and “Application/Content Entity” (ACE) refers toelentities (external to CPNS) that use CPNS towmoesand offer
services.

Logical
Entity

Physical Entity

Figure 2: CPNS Logical Entitiesand Physical Entities

B.2 Client-Server Deployment Examples

B.2.1 Basic Client-Server Deployment

The first deployment example shows a basic clienter deployment with a CPNS logical entity in MeldPhone A, Mobile
Phone B and Server 1.
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Mobile Phone A Mobile Phone B Server 1 Server 2

Content

PNE PN GW cS i Application/

Content

(existing
non-CPNS device)

Figure 3: Basic Client-Server Deployment

B.2.2 Client-Server Deployment with Combined PNE & PN GW

The second deployment example shows the same-skewtr deployment as in the first example, extsgtMobile Phone
B is a smart phone that can also offer and con<DR1eS services in addition to the PN GW role.

To enable this, Mobile Phone B on the next slideiages the additional role of a PNE so that it oégrface with the
ACE(s) on Mobile Phone B that offer and consumeises
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i ! 1 Application/ i
| i 1 Content |
i i ' Entity i
PMP
(existing,

non-CPNS device)
Figure 4: Client-Server Deployment with Combined PNE & PN GW

B.2.3 Client-Server Deployment using Non-CPNS gateway (e.g. WiFi AP)

The third deployment example shows the same ctienter deployment as in the first example, exdegttivo CPNS
Devices are connected via Non-CPNS gateway phygiddie PN GW in the Device A and the PNE in thevidbe B can be
logically connected with the help of Non-CPNS Préuyction.

To enable this, Device A has both the PNE and thé&W and Device B has the PNE entity. The PN GWwhaDevice A
will be connected to the CPNS Server.
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Figure5: Client-Server Deployment using non-CPNS Gateway (e.g. L egacy WiFi Access Paint)

B.3 Peer-to-Peer Deployment Example (Deferred for future
release)

B.3.1 Peer-to-Peer Deployment with Dedicated

Authentication/Authorisation Server

A CPNS deployment in which the CS Service Publacatind Discovery is implemented on the Devices@P&IS network,
while the CS AUC/AUZ function is performed by a @ar
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PMP A Mobile Phone A
CS (Svc
PNE PN GW Pub &
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| Application/ |
' Content '
L_Entity ______1
PNE PN GW Sf’b(z"c
Disc)
| Application/ | Mobile Phone B
' Content i
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PMP B

AUZ)

Enrollment Server

Figure 6: Peer-to-Peer Deployment with Dedicated Authentication/Authorisation Server
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Appendix C. Functional Diagram (Informative)
This figure shows the functional diagram of OMA CPML.1

Device Capabilities

Device Capabilities

Device Management

Device Management

Device Capabilities

Status Management

Status Management

Device Management

Usage Statistics
Collection & Reporting

Usage Statistics
Collection & Reporting

Status Management

Service Publication &
Discovery

Service Publication &
Discovery

Usage Statistics
Collection & Reporting

PN Management

PN Management

Service Publication &
Discovery

Service Group

Service Group

PN Management

Service Group

Mangement Mangement Mangement
CPNS Entity Discovery CPNS Entity Discovery CPNS Entity Discovery A;)(;:)(ilrlcta;t;?n/
& PN Registration & PN Registration & PN Registration Server

| Application/ | non-CPNS
Device

' Non-CPNS proxy

Securty

Securty

Charging

Charging

Securty

Service/Content Delivery

Service/Content Delivery

Charging

PNE

PN GW

Service/Content Delivery
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Figure 7: Functional diagram
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Appendix D.  Feasibility study of security of CPNS interfaces when
utilizing underlying network security mechanisms
(Informative)

As described in section 5.3.1.9, CPNS Enabler tifineusecurity mechanisms provided by underlyirgwork
infrastructures to ensure communication securitgiNS. This section shows an example scenario wbieNS Enabler
ensures security by utilizing security mechanisfsnalerlying network infrastructures.

D.1 System Assumption

Figure 15 shows an example of the proposed seqlatform. Underlying network infrastructures assahn this example
are as follows.

«  WAN

As the underlying WAN infrastructure, IMS (IP Mutiedia Subsystem) is deployed. Since IMS providesritg
mechanisms, which will be described later in thetiseb section, WAN in this example is a secure WAN

CPNS Servers and PN GWs connect to IMS as IMS egijph servers (ASs) and subscribers, respectively.

« PN

It is assumed that PN technologies with securitglmaisms are used. Examples of such PN technologiesle WiFi
and Bluetooth [IEEE802.11i, Bluetooth Security Véhiaper].

PN GWs and PNEs are connected by using those tkecfies.
Communication of each CPNS interface is conductethe following network infrastructures.
* CPNS-1,6: PN technologies with security mechanisms

« CPNS-2, 3and 7: IMS (secure WAN)
* CPNS-4: The Internet (non-secure WAN)
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Secure connection
(Agreement is established)

App/Content
CPNS Server Server
|

A
= OSA (Open Service Access) API

Secured by PN technologies
(WiFi, Bluetooth etc.)

Figure 8: System assumption

D.2 Security of CPNS Interfaces

D.2.1 CPNS-1,6

When using WiFi as the PN technology, one of tylpigays to ensure security of CPNS-1,6 is to prefigome a shared
secret key like a WEP key in both PN GW and PNBieestarting communication. By doing this, PN G\ &NE can
authenticate with each other and data confidettiahd integrity can be also ensured.

When using Bluetooth as the PN technology, PN GWRINE can establish a secure connection by meahe dfitial
pairing process. During this process, a user eat®N code to one or both of them, which is ugegenerate a secure key,
which is then used for authentication and ensutaig confidentiality and integrity.

D.2.2 CPNS-2,3and 7

Security of CPNS-2, 3 and 7 can be ensured by 1&t8rity mechanisms. Two different scenarios caadseimed: (1)
Messages of the CPNS interfaces are exchanged i gignalling channel (i.e. C-plane) and (2) Magss of the CPNS
interfaces are exchanged using IMS media chaneelliplane). The following sub sections explaimtsecurity is ensured
in those scenarios.

D.2.2.1 Using IMS signaling channel

When PN GWs registers with IMS, PN GWs and IMS antitate each other and establish secure connediiolPSec
[BGPP TS 33.203]. By using the secure connectidNsGWSs can securely send or receive SIP messaffiestdMS. When
CPNS Servers connect with IMS via OSA (Open Seriiceess) API [3GPP TS 22.127, 3GPP TS23.198], daysiof
CPNS Servers need to establish service agreeméht8Ws providers. The service agreements reqtieeé €PNS Servers
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and SCS (Service Capability Server) on IMS autloat#i each other and establish secure connectiolf®S&g or SSL. As a
result, since SIP messages between PN GWs and GBNErs are passed through the IPSec connectioledetPrN GWs
and IMS and the secure connection between IMS &1dSCServers, data confidentiality and integrityC®NS signalling
messages can be ensured.

D.2.2.2 Using IMS media channel

IMS media channel security between UEs has beeosdlstandardized in 3GPP [3GPP TS 33.328]. Inpleeification,
there are two solutions, including solutions basedey Management Service (KMS) and Session Desanifrotocol
Security Descriptions (SDES). By applying thesaiohs, communication in the CPNS-3 can be secured.

D.2.3 CPNS-4

In the system assumption described in B.1, CPN8eB&and application/content servers connects @dtih other through
the Internet (non-secure WAN). In order to provégeure content/service delivery services over thresecure WAN,
providers of CPNS Servers and application/contentess conclude security agreements. In such agocesecure
connection can be based on IPSec or SSL betweeis@@Ners and application/content servers. Duliegestablishment
of secure connection, CPNS Servers and applicatotént servers can authenticate with each otHesr the
establishment, data confidentiality and integriip de also ensured.
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Appendix E.  Service Publication & Discovery overview (informative)

E.1 Introduction

This clause provides supplemental description ofiSe Publication & Discover function.

E.2 Description

There are three functional entities in Service Ralibn and Discovery: a) a metadata directory Whsitores service
descriptions and/or keywords, b) a publisher, usethe service offerer to publish information abseitvices to the metadata
directory, and c) a discoverer, used by the semaresumer to discover information about servicemfthe metadata
directory.

An example of a metadata directory is one thatamtained on the network- based CPNS Server oxtamreal entity. An
illustration of the above functions, and associdméeractions, is shown in Figure 8 as below:

3. Consum e

A
4

Service Offerer Service Consumer
Publisher

Figure9: High level architecture of Service Publication and Discovery functionality and operations

L. Publizh ; 2. Discover
Directory

Discoverer

h 4
F 3

E.3 DHT and Overlay Routing

In the deployment of distributed metadata directoryorder for either the service offerer to publgervice information to, or
the service consumer to discover service informeafiom, the peer node responsible for the affilatesource, overlay
routing is performed. This operates by each resipt;mnode (starting with the service offerer fabjication, or service
consumer for discovery) on the overlay routingrfessage to the finger closest to the destinatide.nén example of an
8-node DHT (Distributed Hash Table — see [P2PStérhet-Draft]) is shown in Fig. Y below, wherebydgol100 is assumed
to be either the service offerer or the servicesaomer, and node 800 contains the metadata directorthis example, three
hops are required to route the Service PublicairoDiscovery message from node 100 to node 80i3. alssumed that each
node in the diagram contains an integrated PN GWtion that supports the overlay routing.

3-hop routing from node 100 to 800
{100 has 200, 300 and 500 as its fingers):

Figure 10: Example 8-node DHT and related overlay routing for Service Publication or Discovery
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Appendix F.  Zone Based Service (Informative)
F.1 Zone

The Zone in the CPNS service represents the spggfigraphic area which is determined by usery tiéd signalling
capacities of bearer used. The Zone provides speaeifvice/contents using a certain allocated PN. GW

In case of many CPNS users with their PNE(s) avatéd in the same Zone, the PNE(S) respectivelgtnaets the Personal
Network with the allocated Zone PN GW. The Zone®W may belong to the numerous PN(s).

F.2 Push service using the Zone PN GW

The Zone Based Service facilitates the content pas¥ice with CPNS enabler.

When the PNE comes to the Zone, with the CPNS EDigcovery and PN Registration function, the PNHEiscovered by
the PN GW and registered in the PN inventory ofGfNS server without receiving the request from RXEBput from the
user.

Only by setting to reply on the PN GW'’s periodiass, a PNE can be pushed the contents or thecsatescription
information.

This service needs several preconditions deschbbaiv:
» The target PNE(s) should be subscribed and audbfar the service beforehand.
» The target PNE(s) can be discovered, connectedemited, only when allowed by the user(s).
« The PN GW should check if the PNE is availablegieshing content.
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Appendix G. Typical Flow (Informative)
G.1 CPNS Typical Flow

The CPNS typical flow shows general sequences dfERinctions to perform CPNS Service as generas fitw includes
CPNS Entity Discovery and PN Registration, SerRablication & Discovery, Service/Content DeliverittwDevice
Capability and Usage Statistics Collecting & Rejpayt

Service Content

PNE PNGW CPNS Server Provider | Application

0. Possible Service / Content Publication

|
1. PN GW Authentication

|
2. CPNS Entity Discovery
| |
3. PN Establishment & Registration
| | |
4. Service Advertisement & Discovery
| | |
5. Service / Content Invoke
| | | |
6. Device Capability
| | | |
7. Service / Content Delivery
| | | |
8. Usage Statistics Collection & Reporting
| | |

9. PN Disconnection & De-Registration

| | !
Figure 11: CPNStypical flow

A physical connection (pairing) with PAN technolegibetween the PNE and the PN GW should be establizefore
CPNS message is sent. It assumes that the PNE abthve diagram and text below is the first PNEcWIgiarticipates in the
PN.

0. The Service/Content Provider or application puldsthe Service Description to the CPNS Server wiesrtbe service
and content is available.

1. The PN GW is authenticated by the CPNS Server. fitisess can be done before or after the pairihgdsn PN GW
and PNE.

2. The PNE or the PN GW initiates CPNS Entity Discgvéihis enables discovery of the current operati@RNS Mode
(PNE or PN GW) in a CPNS device.

3. PNE and PN GW connect to each other through a RE.PN GW creates the information about the cormedipg PN
that is sent to the CPNS Server and stored inNténWentory.. Part of this PN information is segt®@PNS Server to the
associated PN GW
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4. The CPNS Server advertises Service Descriptiohdd®NE or the PNE queries Service Description@cQRNS Server.
5. The PNE invokes service based on the Service OQmgeriprovided by the CPNS Server.

6. The information of device capability of the PNE,ielhconsumes service or content, may be sharedthétiCPNS
Server and/or Service/Content Provider for delivargervice and content.

7. The service or content is delivered to the PNEfthe Service/Content Provider.

8. The PNE reports all the information on the servisage from the CPNS device based on user prefecer@perator
Policy. The CPNS Server collects the report fromPINE(s) with the related user information.

9. The PNE or the PN GW requests disconnection wighN. Then, the PN GW de-registers to the CPNSegernv
behalf of the PNE.
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