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1. Scope

This document defines the Device Capability Managein®bject employed in a Device Capability managerpeocess that
leverages OMA DM protocol [DMPRO]. It also defingdient and server-side behaviour associated wittideeCapability
Management Object necessary to manage the Devjgabilities.

The DCMO enabler is based on OMA DM enabler andesalse of the functionalities provided by OMA DM 1
[DMPRO] protocol to remotely manage the device béljies.

The mechanisms defined in this document fulfilsftivectional capabilities needed to support DCMOldeiaas described in
the DCMO Requirements document [DCMO-RD] and contplthe architecture defined in DCMO Architectumgedment
[DCMO-AD].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

DCMO Alert DCMO specific alerts which convey the result of DOMDperations or report the discovery of new device
capability via DM Generic Alert mechanism [DMPRO].

DCMO Operations Operations (e.g. enable, disable) which may bekedmn a Device Capability MO.
Device see [OMADICT]
Device Capability Physical characteristics and related parameteisostgnl by a device.
M anagement Object A data model for information which is a logical paf the interfaces exposed by DM components.
Primitive Operation that transfers Device Capability to &edént state.
3.3 Abbreviations
CDMA Code Division Multiple Access
DCMO Device Capability Management Object
DM Device Management
DPE Device Profile Evolution
EDGE Enhanced Data Rate for GSM Evolution
GNSS Global Navigation Satellite System
GPRS General Packet Radio Service
GPS Global Positioning System
LTE Long Term Evolution
MO Management Object
MOI Management Object Identifier
NFC Near Field Communication
OMA Open Mobile Alliance
TD-SCDMA Time Division-Synchronous Code Division Multiple éess
uUsSB Universal Serial Bus
WCDMA Wideband Code Division Multiple Access
WLAN Wireless Local Area Network
WiMAX Worldwide Interoperability for Microwave Access
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4. Introduction

Mobile devices are becoming more and more advawithdnany features, such as Cameras, Bluetooth,, U&#oard,
peripheral and more. In many circumstances Ensspriregulations and others have policies agdiasisage of some
features but allow the use of other features abtgilan mobile devices. Therefore there is a needdtectively enabling and
disabling device capabilities.

The DCMO enabler targets to specify the mechanreasired for the remote management of device céipebi In
particular it will address the ability of remoteadabement and disablement of device capabilitieg. ddvice capability
information will be exposed by DCMO to facilitateamagement of the Device Capabilities. The DCMO kratiso
specifies the mechanisms to convey the result diD@perations or report the discovery of new dewgapability via DM
Generic Alert mechanism [DMPRO].

The objective of this document is to define the iDexCapability Management Object and associateshichnd server-side
behaviour for managing device capabilities.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Device Capability Management Framework

5.1 Device Capability

In the context of DCMO, the Device Capabilities physical characteristics and related parametgusasted by a Device,
which MAY include camera, memory, display screezybdoard, USB port, Bluetooth, WLAN, etc.

The metadata associated with a Device Capabilitgists of property, group and description. The eslof the metadata
SHOULD be provided by the DPE Vocabulary [DPE-TS].

5.1.1 Device Capability State Machine and Primitives

Primitives trigger transition of a Device Capalilitom one state to another. The Device internarafions and state
transitions MUST appear to be atomic. If a staegition fails the DCMO Client MUST reverse the igti®on and makes
sure the Device Capability remains in the previstase.

The Device Capability MUST be in one of the follogistates:
a) Enabled State
b) Disabled State

The Enable/Disable Primitives which can be execbiethe authorized DCMO Client or DCMO Server agsdibed below:

Primitive Description Applicable states Post-Primitive state | Primitive support

Enable This Primitive is used to Disabled Enabled MUST be
enable a Device Capability supported
within the Device.

Disable This Primitive is used to Enabled Disabled MUST be
disable a Device Capability supported

within the Device.

The following state diagram shows the transitions:

Disable—>f
Enabled Disabled
«——Enable———

Figure 1: Device Capability State Machine

5111 Enabled state

In the Enabled State the Device Capability is &lded. In this state the Device Capability is akboMio work when it is
attached to the Device.

The DCMO Client MUST support this state.

5.1.1.2 Disabled State
In the Disabled State the Device Capability is lolisd. In this state the Device Capability is nddwakd to work.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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The DCMO Client MUST support this state.

6. Standardized Device Capability Management Object

6.1 Introduction to Management Objects (Informative)

Management objects are the entities that can béulated by management actions carried over the @WAprotocol. A
Management Object can be as small as an intedarge and complex like a background picture, scesser, or security
certificate. The OMA DM protocol is neutral abohetcontents, or values, of the Management Objectdraats the node
values as opaque data.

6.1.1  Definition and description of Management Objects

OMA DM Management Objects are defined using the OMA Device Description Framework [DMTND], or DDFh€&
use of this description framework produces detdidégkmation about the device in question. Howewdeie to the high level
of detail in these descriptions, they are sometineed for humans to digest and it can be a timswming task to get an
overview of a particular object’s structure.

In order to make it easier to quickly get an ovewiof how a Management Object is organized anidtiénded use, a
simplified graphical notation in the shape of ackldiagram is used in this document. Even thougmtitation is graphical,
it still uses some printable characters, e.g. tmtethe number of occurrences of a node. Thesmairdy borrowed from
the syntax of DTDs for XML. The characters and itieganing are defined in the following table.

Character Meaning

+ one or many occurrences
* Zero or more occurrences
? Z€ero or one occurrences

If none of these characters is used the defauliroecce is exactly once.

There is one more feature of the DDF that neett&t® a corresponding graphical notation, the unedhibhock. These are
blocks that act as placeholders in the descrigimhare instantiated with information when the mogl® used at run-time.
Un-named blocks in the description are represenyeallower case character in italics, e.g.

Each block in the graphical notation corresponds described node, and the text is the name ofdble. If a block contains
anx, it means that the name is not known in the desorifnd that it will be assigned at run-time. Tlaenes of all ancestral
nodes are used to construct the URI for each notteei Management Object. It is not possible totkeectual parameters,
or data, stored in the nodes by looking at the lyjcah notation of a Management Object.

For a further introduction to this graphical natati please refer to [DMStdODbj].

6.2 DDF compliance

The Management Object descriptions in this docuraemnhormative. However, the descriptions alsoaard number of
informative aspects that could be included to enbaradability or serve as examples. Other infameaatspects are, for
instance, the ZeroOrMore and OneOreMore elemerfisfarimplementations may introduce restrictionsiifdse
exceptions are listed here:

e All XML comments, e.g. “<!-- some text -->", arefarmative.

* The descriptions do not contain an RTPropertiemetd, or any of its child elements, but a desaiptf an actual
implementation of this object MAY include these.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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» If adefault value for a leaf node is specifiedidescription, by the DefaultValue element, an en@ntation
MUST supply its own appropriate value for this etgn If the DefaultValue element is present indescription of
a node, it MUST be present in the implementatiot, \MAY have a different value.

* The value of all Man, Mod, Description and DFTiélements are informative and included only as exasap
» Below the interior nodes Ext and BearerParamspgabeimentation may add further nodes at will.
* The contents of the AccessType element MAY be addrby an implementation.

» If any of the following AccessType values are sfiedj they MUST NOT be removed in an implementatiGopy,
Delete, Exec, Get, and Replace.

» If the AccessType value Add is specified it MAY t@noved in an implementation if the implementatoty
supports a fixed number of child nodes.

* An implementation MAY replace the ZeroOrMore or @meMore elements with ZeroOrN or OneOrN
respectively. An appropriate value fdmust also be given with the QrN elements.

6.2.1 Conformance Definitions

The status definition in the node definitions iradé&s if the client supports that node or not. éf skatus is “Required” then
the client MUST support that node in the case tiemicsupports the parent node.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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7. Device Capability Management Object

7.1 Figure of the Management Object (Informative)
Property

Group ?

Description ?
Attached ?

Enabled

=
&
<
3
Q
g
=
1

—{ DenyUserEnable ? ‘

—{ NotifyUser ? ‘
—{ Operations {——' Enable ‘

Ext ?

Figure 2: Device Capability Management Object

7.2 Device Capability Management Object Parameters

Device Capability Management Object consists dbfeing parameters:

<X>
Status Tree Occurrence Format Min. Access Types
Required ZeroOrMore node Get
This interior node groups together the parameteas@CMO for a particular Device Capability. Thecastor
elements of this node define the position in the & of this MO. For each Device Capability thsagjoing to be
managed, a corresponding DCMO instance will belalvks to make it capable to be managed by the DGé@er.
The type of this node MUST be the DCMO MOI ‘urn:ama:oma-dcmo:1.0’.
<x>/Property
Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies the property name, wisatkeifined in section 6.2 “DPE vocabulary List” BHE-TS], for
a Device Capability.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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<x>/Group

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This node specifies the group name, defined iri@eét1 “Grouping of properties” of [DPE-TS],forcallection of
Device Capabilities.

<x>/ Description

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get
This leaf node specifies the description for thevide Capability.
<x>/Attached
Status Tree Occurrence Format Min. Access Types
Required ZeroOrOne bool Get

This leaf node indicates whether the Device Cajiglisl removable and whether it is currently atedio the
device. If the leaf exists then the Device Cajpghis removable. If the value of this node is “€fithe Device
Capability is currently attached to the deviceh# value of this node is “False” the Device Caliglis currently
detached from the device;

<x>/Enabled

Status Tree Occurrence Format Min. Access Types
Required One bool Get

This leaf node indicates whether the Device Cajiglidl enabled regardless whether the Device Céipalsi
attached or not. If the value of this node is “Trihee Device Capability is in Enabled State. If tradue of is
“False” the Device Capability is in Disabled State;

The ‘Attached’ property is independent of ‘Enablpddperty. A Device Capability MAY have ‘True’ aalue for
‘Enabled’ node while having ‘False’ as value foe tAttached’ node. That means the Device Capabditstill not
available and can't be used until it is attachethtoDevice, but will be useable once the Devicpabdity is

attached.
<x>/DCMOConfig
Status Tree Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node groups together the configurapiarameters for the DCMO.
<x>/DCM OConfig/DenyUser Enable

Status Tree Occurrence Format Min. Access Types
Required ZeroOrOne bool Get

This leaf node specifies whether the user is abenable a Device Capability. If the node is mespnt or the
value is False, the user is allowed to enable #ndde Capability. If the node is present and tHee/és True, the
user is not allowed to enable the Device Capability

<x>/DCM OConfig/NotifyUser
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne bool Get

This leaf node specifies whether the user is reatifvith the DCMO Operation result when enable/des&imitive
is executed. If the node is not present or theev&d ‘False’, the user will not be notified abthu¢ result of the
operation. If the node is present and the valti€rige’, the user will be notified about the resoiithe operation.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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<x>/Operations

Status

Tree Occurrence

Format

Min. Access Types

Required

One

node

Get

<x>/OperationgEnable

This node is a parent node for Operation

s thabeamxecuted for Device Capability

in the device.

Status

Tree Occurrence

Format

Min. Access Types

Required

One

null

Exec

This node is used with Exec command to enable thade Capability to transfer the Device Capabiligm
Disabled State to Enabled state.

<x>/Operations/Disable

Status

Tree Occurrence

Format

Min. Access Types

Required

One

null

Exec

This node is used with Exec command to disabléindce Capability to transfer the Device Capabilitym
Enabled State to Disabled State.

<x>/Oper ationg/Ext

Status

Tree Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

node

Get

This node designates a branch of the Operationsreabinto which vendor extensions MAY be addedmamently
or dynamically. Ext sub trees, such as this orejrarluded at various places in the Device CapgtMianagement
Object to provide flexible points of extension f@ndor-specific parameters. However, vendor exteissMUST

NOT be defined outside of one of these Ext substree

<x>/Ext

Status

Tree Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

chr

Get

This node designates a branch of the <x> sub-titeenthich vendor extensions MAY be added, permdpent

dynamically. Ext sub trees, such as this one,radl@ded at various places in the Device Capaliignagement
Object to provide flexible points of extension f@ndor-specific parameters. However, vendor exteissMUST
NOT be defined outside of one of these Ext substree
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8. Groups and Device Capabilities from DPE Vocabulary

Device properties are classified into four group®PE Vocabulary [DPE-TS] as follow:
* Hardware

« /O

e Connectivity

»  Software

The DCMO Enabler will be responsible to managelbegice Capabilities fall into the first three graupn particular those
Device Capabilities need to support Primitives migdi in section 5.1.1. The following Device Capaiedi defined in DPE
Vocabulary [DPE-TS] are able to be managed by DC&f@bler.

Group Name Device Capability Name Description

Hardware ExternalMemory Used to enable/disabled¢h®vable card memory or storage disk.
Display Used to enable/disable the display screen.
Camera Used to enable/disable the camera.
Speaker Used to enable/disable the speaker.

/0 Tethering Used to enable/disable the devideetattached to other devices.
AudiolnputEncoder Used to enable/disable the aumgtiat encoder.
AttachedDevice Used to enable/disable the capgbitt allow other devices to be

attached to this device.

Keyboard Used to enable/disable the keyboard
InputPeripheral Used to enable/disable the inpapperal.
OutputPeripheral Used to enable/disable the ouygpripheral.
USB Used to enable/disable the USB port.
SerialPort Used to enable/disable the serial port.
ParallelPort Used to enable/disable the Parallgl po
GPS Used to enable/disable GPS capability
GNSS Used to enable/disable GNSS capability

Connectivity Bluetooth Used to enable/disable theeBoth connectivity.
WLAN Used to enable/disable the WLAN connectivity.
Infrared Used to enable/disable the Infrared cotiviec
WCDMA Used to enable/disable the WCDMA connectivity
GPRS Used to enable/disable the GPRS connectivity
EDGE Used to enable/disable the EDGE connectivity
CDMA Used to enable/disable the CDMA connectivity
WiMAX Used to enable/disable the WiIMAX connectivity
LTE Used to enable/disable the LTE connectivity
NFC Used to enable/disable the NFC connectivity
TD-SCDMA

Used to enable/disable the TD-SCDMA connectivity

Table 1: Groups and Device Capabilities
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9. Behaviour associated with the Management Object

9.1 Exec command semantics

In the DCMO tree the Exec command is only allonetarget Primitives under Operations nodes. AfteEgec command
to one of the Primitives under Operations node8&O Client MUST send response to the DCMO Seiveither of the
following ways:

1. Asynchronously if the Exec command is acceptabteveiti be executed asynchronously.

 The DCMO Client MUST return status code 202 (“Amteel for processing”) for Exec command defined in
[DMREPROQ]

* Upon completion of the asynchronous operationx8&0O Client MUST send an alert back to the serweusing
the Generic Alert defined in [DMPRO].

2. Synchronously: If the Exec command is acceptabieeecuted synchronously.

» If the Exec command is performed, the DCMO Clietd ®T return appropriate DCMO Result Code in
<Status>/<Data> element defined in section 9.5.

Before receiving the Exec command, the following-Bondition needs to be satisfied:

* <X>/Operations... (at least one Operation sub-nodé¢hi® Primitive to be executed)

The Exec command targeting a child node of an Qipaisanode starts the execution of a chosen Prienifror example:

<Exec>
<CmdID>3</CmdID>
<ltem>
<Target>
<LocURI>./DCMO/Capabilityl/Operations/Enable<dléR|>
</Target>
</ltem>

</Exec>

There are two scenarios that a DCMO Server disabfgeecific Device Capability:

» The DCMO Server disables the Device Capability alfmlvs other entities, e.g. user or other DM Setoee-
enable it.

 The DCMO Server disables the Device Capability disdllows other entities, e.g. user or other DMvBeto re-
enable it.

The DCMO Server MUST set the ‘DenyUserEnable’ vatu&rue’ under the <x> node of a specific Devicapability if it
does not allow the user to enable the Device Cépabif the value is set to ‘True’ and Exec iscsessfully executed
targeting Disable Primitive, the DCMO Client MUSHseire the user is not able to re-enable the canepg Device
Capability.

The DCMO Server MUST assign the appropriate Exemjssion on ‘Enable’ /'Disable’ node to control viher other DM
Server is allowed to enable/disable a Device Cdipabi
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The DCMO Server MUST set the ‘NotifyUser’ valuetoue’ under the <x> node of a specific Device Qaipity if it wants
the user to be notified with the DCMO Operatiorutesif the value is set to ‘True’ and Exec is sessfully executed
targeting Enable/Disable Primitive, the DCMO ClidfitST ensure the user is notified with the restithe DCMO
Operation.

9.2 Expose Device Capability in Management Tree

The dynamic node <x> together with its child nodgwesents a specific Device Capability exposethbydevice to the
DCMO Server. The DCMO Client MUST reflect the staféhe Device Capability in the values of ‘Attacheode and/or
‘Enabled’ node whenever the state changes as Heddvielow:

» For a non-removable Device Capability, the ‘Attastheode MUST NOT be present.

» For aremovable Device Capability, the ‘Attachedda MUST be present. The DCMO Client MUST update th
value of ‘Attached’ node depends on whether theit@eCapability is attached to the device. The DCRI@&nt
MUST detect the changed Device Capability. OnlyBiEMO Client MUST update the value of ‘Attached’'d®so
The DCMO Server MUST NOT update the value of ‘Attad’ node.

* The DCMO Client MUST update the value of ‘Enabladde after the successful execution of Enable salile
operation. The ‘Enabled’ node MAY be updated biaithe DCMO Client or DCMO Server.

If there are no existing nodes for an attached &e@apability that is supported by the Device,DI@MO Client MUST
create the nodes and assign appropriate valugisdd@evice Capability.

9.3 Synchronous Result Reporting

If the Exec command is executed synchronously andeeds, the DCMO Client MUST send result for Bs@mmand as
described below:

* The <Data> element MUST contain a valid DCMO Re8ulte defined in section 9.5

» The URI of the Primitive node on which the Exec coamd was invoked — Used to identify the source MBST
included in the <Source>/<LocURI> of <Status>/<Iteriement.

The following is the example message:

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Exec</Cmd>
<Data>1200</Data> <1--DCMO Result status €ock
<ltem>
<Source>
<LocURI>./DCMO/Capabilityl123/Operations/Enable</ILiRI>
</Source>
</ltem>
</Status>

9.4 Asynchronous Result Reporting Using Generic Alert

If the Exec command is executed asynchronouslydévice MUST send a DCMO Alert to the DCMO Serveouat the
result of the operation via a Generic Alert mess&gader can refer to [DMPRO] for detail informati@bout Generic Alert
mechanism. The alert message includes the follodiatg:

* The URI of the Primitive node on which the Exec coamd was invoked MUST be included in the
<Source>/<LocURI> element
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* An integer Result Code — Used to report resulhefdperation. The appropriate DCMO Result Codenddfin
section 9.5 MUST be included in an Item/Data elemen

* The alert type MUST be included in <Meta>/<Typeenaént.

The following is the example message:

<Alert>
<CmdID>2</CmdID>
<Data>1226</Data> <l-- Alert Code for GeneXiert -->
<ltem>
<Source>
<LocURI>./DCMO/Capabilityl23/Operations/Enable</ILiRI>
</Source>
<Meta>
<Type xmins="syncml:metinf">urn:oma:atla: 1.0:OperationComplete</Type>
<Format xmiIns="syncml:metinf">int</Forrrat
<Mark xmiIns="syncml:metinf">warning</Mark
</Meta>
<Data>1401</Data> <!-- DCMO Result Code
</ltem>
</Alert>

9.5 DCMO Result Code

The DCMO Result Code MUST be sent as an integereval <ltem>/<Data> element of the DCMO Alert megsar in
response to an Exec command in case of synchraa@esition. The Result Code MUST be one of theestiefined
below:

Result Code | Result M essage Informative Description of Status Code Usage
1200 Operation Succeeds Operation is performecdesafdly
1201 Device Capability is enabled angd Enable operation is performed successfully and the
attached Device Capability is currently attached.
1202 Device Capability is enabled ang Enable operation is performed successfully but the
detached Device Capability is currently detached.
1203 Device Capability is disabled andDevice Capability is disabled and User is not
User is not allowed to re-enable|itallowed to re-enable it
1204 Device Capability is disabled andDevice Capability is disabled and User is allowed
User is allowed to re-enable it | to re-enable it
1400 Client Error Client error — based on User evibe behaviour
1401 User cancelled User chose not to accept tbeatipn when
prompted
1402 Operation Failed The DCMO Operation failed
1450-499 Client Error — Vendor Specific Client&rencountered for Operation with
Vendor Specified Result Code

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DCMO-V1_0-20110704-C Page 18 (21)

9.6 Alert Types for DCMO

The following alert types MUST be used in a Genéiert [ DMPRO] message originating from a Devicep@hility
Management Object. The alert type is used to ifletite operation that was performed on the Device.

e “urn:oma:at:dcmo:1.0:OperationComplete”: This atgpte is used to claim that the alert message g@e result
of DCMO Operation(s) that was performed on the cevi
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B.2

B.3

Appendix B.  Static Conformance Requirements (Normative)
The notation used in this appendix is specifiefB@RRULES].
B.1 SCR for DCMO Tree Structure
Item Function Reference Requirement
DCMO-T-001-M Use of appropriate management object| Section
identifier for the DCMO root node 7.2
DCMO-T-002-M Support for Required nodes under root | Section
node 7.2
DCMO-T-003-0O Support for Optional nodes Section
7.2
DCMO-T-004-M Support for Required nodes under an Section
Optional node if the Optional node is 7.2
supported
SCR for DCMO Client
Item Function Reference Requirement
DCMO-C-001-M Support for Enable Operation Section
7.2
DCMO-C-002-M Support for Disable Operation Section
7.2
DCMO-C-003-O Support for Add of Section
<x>/DCMOConfig/DenyUserEnable 7.2
DCMO-C-004-O Support for Replace of Section
<x>/DCMOConfig/DenyUserEnable 7,2
DCMO-C-005-O Support to deny user enable operation | Section
when ‘DenyUserEnable’ node’s value is | 7.2
‘True’
DCMO-C-006-M Support synchronous result reporting Section
9.3
DCMO-C-007-M Support asynchronous result reporting | Section
9.4
DCMO-C-008-M Support update the status of Device Section
Capability in <x>/Enabled node 9.2
DCMO-C-009-M Support update the status of Device Section
Capability in <x>/Attached node 9.2
DCMO-C-010-M Support adding DCMO for a Device Section
Capability to expose it to DM Server 9.2
SCR for DCMO Server
Item Function Reference Requirement
DCMO-S-001-M Support for the Device | Section 7.2
Capability Management
Object
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