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1. Scope

This document defines the Bootstrap Process, theeps of provisioning the DM Client to a state vehieis able to initiate a
management session to a new DM Server. DM Clidratishtave already been bootstrapped can be furtdotstbapped to
enable the DM Client to initiate a Management Q868 hew DM Servers or may be rebootstrapped tatepexisting
accounts.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAILL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as describefRFC2119]

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Kindly consultfDMDICT] for all definitions used in this document.

3.3 Abbreviations

Kindly consultfDMDICT] for all abbreviations used in this document.
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4. Introduction

Other OMA DM specifications define how a managensassion is established and maintained. Howeverder for a DM
Client to be able to initiate a management ses#iom)st be provisioned with OMA DM settings.

Bootstrap is the process of provisioning the DMe@lito a state where it is able to initiate a managnt session to a new
DM Server. DM Clients that have already been boapgted can be further bootstrapped to enable theCldt to initiate a
Management Session to new DM Servers or may betsfrapped to update existing accounts.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Bootstrapping

5.1 Bootstrap scenarios

OMA DM Clients need to be able to operate in défgrnetwork environments and using a large setaibpols. This makes
it hard to find a ‘one size fits all’ solution the bootstrap problem. This section starts withntlest basic requirements for
bootstrap and continues to define three differentgsses for bootstrap

5.1.1 Requirements

An OMA DM solution capable of transforming an empthean DM Client into a state where it is ablénitiate a
management session needs to address these requseme

* Re-use technology (WAP Push, HTTP Push)

« Tightly standardized and simpte Highly interoperable
» Self sufficient and complete

» Secure (signed and authenticated)

» Data format should be XML based

» Content mappable to OMA DM management objects

e Transport encoding should pg#BXML1.1], or [WBXML1.2], or [WBXML1.3]

5.1.2  Solutions
This document defines the following ways to perfaha bootstrap process.

» Customized bootstrap
Devices are loaded with OMA DM account and connégtinformation at manufacture. Also referred sfactory
bootstrap.

» Bootstrap from smartcard
The smartcard is inserted in the Device and the@idnt is bootstrapped from the smartcard.

» Server initiated bootstrap
DM Server sends out Bootstrap Message via somerpashanism, e.g. WAP Push or OBEX. DM Server néeds
receive the Device address/phone number beforehand.

» Client initiated bootstrap
DM Client retrieves the Bootstrap Message from a Bdbtstrap Server, whose URL is known to the Dewice
priori.

The DM Client MUST support at least one of thesmpsses for each of the supported profiles (sé®Bdcr3).

5.1.2.1 Customized bootstrap

This is a convenient way to bootstrap a DM Cligatf an end user perspective because the user dbbave to do
anything. In this scenario, an operator orderdtéeices pre-configured from a device manufactukéirthe information
about the operator’s network and device managemgastructure is already in the Devices when tleaye the factory.
Another advantage of this method is that it is \&gure. There is no need to transport sensitire@nds and information,
e.g. shared secrets, over the air. The methodwsVer not very flexible and not all device manudiaets may provide this
service. Not all Devices are sourced via the operan this scenario, either the DM Server orEié Client initiates an
OMA DM Management Session after user personalindsaotstraps the DM Client.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Figure 1 gives an overview of this scenario.
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Figure 1: Customized bootstrap
5.1.2.2 Bootstrap from smartcard

This is a convenient way to bootstrap a DM Cligatf an end user perspective because the user dbbave to do
anything. In this scenario the DM Client is ableotiiain the Bootstrap Message from the smartcardrelis no need to
transport sensitive bootstrap commands and infoomag.g. shared secrets, over the air. The smidrisaecure, ensuring
that the Bootstrap Message is authorized. A Destiggporting the smartcard can be bootstrapped fomiithbut necessarily
being purchased from the operator. In this scenaitber the DM Server or the DM Client initiateManagement Session
after DM Client bootstraps.

Figure 2 gives an overview of this scenario.
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Device + DM Client User Network DM Server
T T T T
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Figure 2: Bootstrap from smartcard

5.1.2.3 Server initiated bootstrap

In this scenario, the Devices leave the asseminyili a clean and empty state. Once a user acqubDewvice and
personalizes it, e.g. by inserting a SIM, the pyaisites for this process are in place. The probfenow to inform the DM
Server of the identity, address or phone numbéhefievice and this can be achieved in many ways.

» It could be done at the point-of-sales where asssystem ties in with the management system aiedekhe
information.

* It could be done through a self-service web sitenatthe user enters her own phone number.

e It could be done by the network the first time Device registers to the network. When this hapgemigger could
be sent from the core network to the DM Server whthnumber used by the Device.

» It could be done with a voice prompt system whbeeuser is prompted to key in her phone number.

Regardless of how the phone number or Device asldeashes the DM Server, the DM Server is nowposition where it
can send out a Bootstrap Message. This messageewtracture and content are defined in this doatynaentains enough
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information for the DM Client to be able to initlah management session with the device managesr@et shat sent out
the Bootstrap Message.

The DM Clients SHOULD accept Bootstrap Messagey fsrom authorized servefpMSecurity].

Figure 3 gives an overview of this scenario.

Device + DM Client LUser MNetwork DM Server

T
|
|
|
|
|
|
|
|

Network

| Detect
[Register i{zﬂdio Network]
Request

T
I
|
|
|
|
|
|
|
|
|
|
|
—Il Device bvailable

I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
-

Bootstrap

Bootstrap

Bootstrap

Management session

Figure 3: Server initiated bootstrap

5.1.2.4 Client initiated bootstrap

In this scenario, the DM Client retrieves the btays package from a DM Bootstrap Server, whose i#Rdnown to the
Device a priori, as shown in Figure 4; in Appenlia method to discovery Bootstrap Server is desdriBfter the bootstrap
package gets installed successfully, the DM Clatggmpts to initiate a management session wittbttieServer.
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Device DM Bootstrap Server DM Server

HTTPS Get

DM bootstrap data

> Perform DM
bootstrapping

T

delssjoog

Managgment
session >
Figure 4: Client initiated bootstrap
5.2 OTA Bootstrap Package Delivery (Informative)

OTA (Over-the-air) delivery of the DM bootstrap page is based on OMA Push
[PushOTA][PushOTA][PushOTA][PushOTA][PushOTAThe policy that the Device consults to decida ffootstrap package will
be accepted is outside the scope of this spedditatOne approach is for a Device to support thehAManagement Object
[PushMO] which maintains a “White List” of entities thakaauthorized to send OMA Push messages to the®elm this
case the Device will process the Push messagdfantyriginates from an authorized entity.

5.3 Bootstrap profiles

OMA DM has been designed to meet the managemeuireegents of many different types of devices. Fame of these
device types there already exists a bootstrapavigioning mechanism. In these cases OMA DM levesde existing
mechanisms so that backwards compatibility and lgrdeployment can be achieved. To define how diffekinds of
devices can be bootstrapped and to specify how @WKWeverages existing standards this documentdhtces the concept
of bootstrap profiles. Each profile defines its asaturity, transport and data format.

Currently two profiles are planned, but as intene$DMA DM grows and usage of it increases mordif@®can be added.

The Device Management Profile MUST be supported; dther particular profile MAY be supported.

OMA Client Provisioning

This profile specifies alignment of two existingadtters — OMA Client ProvisioningRELDCP]and OMA Device
ManagemenfERELDDM]. This profile defines how the information proviser using OMA Client Provisioning can be
transferred to the management tree specified itOdé& Device Management. In this profile at least thapping of w7
(DM account) information to the management treelage be supported, but other provisioning infoforatan also be
mapped to the management tree.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Bootstrap-V1_3-20120306-C Page 15 (36)

OMA Device Management
This profile defines how the OMA Device Managemi@&RELDDM)] can be used for bootstrapping.

5.4 OMA Client Provisioning Profile

OMA Client Provisioning enabl¢ERELDCP]is designed to provision the initial configuratimfiormation to Devices, and
can be used to enable a device to be managed by D&d&e Management enab[&@RELDDM]. The chapter specifies the
mapping of the Client Provisioning information teetDevice’'s management tree in a way that lateragement for the
provisioned parameters is possible in case bo#nCRrovisioning and Device Management enablersugsported by the
Device.

The content of the provisioning message is baseal@®MA Provisioning Content Specificati’!ROVCONT] In order to
enable the usage of the OMA Provisioning Contemtc8igation within the OMA Device Management franaw, the DM
application registration document WACw7DM] is released by DM group to provide information hitne APPLICATION
characteristic in OMA Provisioning contdRROVCONT]is used to provision OMA Device Management enabler
[ERELDDM] parameters.

5.4.1 Transports

Bootstrapping using OMA Client Provisioning profitedone as defined in the OMA Client ProvisionBaptstrap
specificatiofPROVBOOT].

5.4.2  Mapping Characteristic Data to the Management Tree

When Device receives Client Provisioning documtr@,DM Client creates a management object for eaglication
characteristic in the DM management tree. Managémigect can have two different types of name spaestifiers
(Property Name described[DMTND]) - One where the name is already given in the DMFTND] and another where the
name is dynamic separating the instances of tHd pbiles (see Figure 5).

Name ldentifier Name ldentifier

g I

— Named —(Dynami(} Named —(Dynamita Leaf
ﬂ — Leaf [ Leaf

Management Object Root r— Link

Figure 5: Example Management Object and Name Identfiiers

The name identifiers for named nodes are alreaghngin the management object DDF. Also, the paranteapping
between Client Provisioning parameters and Manage@Bbject parameters MAY be specified in the Mamaget Object
specification. In addition a general rule that SHDbe followed to map named information betweere@iProvisioning
APPLICATION characteristic and standardized ConinéggtManagement Object template structure is gireAppendix C.

The DM Client gives the name identifiers for dynemodes that are separating the instances of flkrddes. Though the
format of name identifiers for these dynamic nodemplementation specific, a client MAY assign renu identifiers
starting from ‘1’ and increasing by one every tirrethis case and when there is priority specifiethe Provisioning
Content document the rank SHOULD reflect that.
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5.4.3 Management Object Location in the Management Tree

Newly created management object location in theagament tree is decided by the DM Client. Howeit@dUST be
placed following the published DDF of the managentee so that the server is able to know whefetbthe provisioned
information.

5.4.4 Management Object Access Rights

All provisioning information mapped from the Praeising ContenfPROVCONT]document to management tree MUST be
granted Get, Replace and Delete ACL rights to #we1D specified in the w7 APPLICATION charactéidgprovisioned
inside Provisioning Content message. The managesuémority owning the ServerlD may modify this A@La

subsequent DM session.

In case w7 APPLICATION characteristic is not pdrthe provisioning message the Device receivingniessage and
mapping the information to the DM management tré¢SW NOT give the access rights to these paramgidlre improper
management authority.

5.4.5 Special Behaviors - Smart Card Provisioning

In case Smart Card contains the provisioning infdrom as specified in t{EROVSC] the Device SHOULD detect the
removal and/or change of the Smart Card. When th&SCard is removed and/or changed, the DM CE#®ULD
remove all the provisioned management object infdion (originated from the Smartcard) from the DMmagement tree.

5.4.6  Device Management, Access Point and Proxy Information

Devices supporting both Client Provisioning and ibesManagement MUST be able to map w7 (Device Mamsmt
account) and NAPDEF (if supported) and PROXY (igorted) characteristics information to the DM ngeraent tree.

The mapping of the named nodes is specifigdMSTDOBJ]. An explicit mapping of w7 to DMAcc is provided in
Appendix C of DMSTDOBJ), a general mapping of application characteristass be found in Appendix C of this document.

The DM Client MUST give the names for the dynanmicdes as described in Section 5.4.2.

5.4.7  Other Client Provisioning information

Devices supporting both Client Provisioning and ibeWManagement MAY decide to map other informatioovisioned in
the Client Provisioning message to the DM managémnee. In case a specific mechanism is describbéde Management
Object document that mapping MUST be followed.

5.5 OMA Device Management Profile

The OMA DM Bootstrap Profile includes proceduresadyich a DM Client installs or updates the DMABMSTDOBJ]
MO, upon receiving a TNDBPMTNDS] encoded Bootstrap Message. Additionally other M@y also be installed or
updated.

The content of the Bootstrap Message is a starditd DM message. DM Clients MUST support embeddediVIR
encoded TNDS objects and normal TNDS objects ané&MBupport the Inbox. In order to be bootstrappedassfully, the
DM client requires both DM account information az@hnectivity information. It is RECOMMENDED to ustandardized
connectivity MOs to represent the connectivity infiation.

5.5.1 Transport

See the security document for transport and sgdafibormation[DMSecurity].
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5.5.2 Management tree ACL and bootstrap

The policy that the Device consults to decide Bamtstrap Message will be accepted is outsidetbpesof this
specification. If a Bootstrap Message is accept®tlIST be processed according to the conditionsritesd in section
5.5.5.

5.5.3 Management Object Access Rights

When a Bootstrap Message adds new TNDS objectsh@hyvalues that are to be set for these objectsSMUe included
in the TNDS data as ACL property data for the aggtile nodes.

5.5.4  Bootstrap Message Content

The content of a Bootstrap Message is a normal Déd9dge. However, it is a special package in mapg siace it is not
part of an ongoing OMA DM session but rather a tmee message. Hence, many of the elements neededrtage the
session are superfluous in this context, but thagtrstill be included so that the message may deessed by the normal
DM Client.

A Bootstrap Message MUST set the values for the BMikanagement object defined@MSTDOBJ]. Other values (such
as connectivity settings) MAY also be set.

The value of the SyncHDR/Source/LocURI elementaf@ootstrap Message MUST match the value of orkeeof
AppAddr/<x>/Addr nodes of a DMAcc object in that @strap Message.

DM Bootstrap Message MUST p&BXML1.1], or[WBXML1.2], or[WBXML1.3] encoded.

DM Servers MUST NOT expect any response message Baootstrap Message. An implicit acknowledgemésiuacessful
processing of a Bootstrap Message can be conclubed the client connects to the server for the fitanagement Session.

See the DM Security documgimMSecurity] for information on security and encryption.

5.5.5 Processing of the Bootstrap
A Bootstrap Message is processed just like a nobivaMessage, except that a response message MUSThE@ent back.

The DM Client MAY rename a new MO. In the caseha Connectivity MO the DM Client SHOULD also renathe
values of the corresponding connectivity refereriodhe new name for all MO’s encoded within thmmealNDS object.

When a TNDS object contains a MO where connectigafgrences are linked to a Connectivity or Proxy tat also are
included in the same TNDS object, then the valdd¢base connectivity references MAY contain a URdttstarts with
“/Inbox”. In that case the URI MUST have the vabfé'./Inbox/” plus the URI of that Connectivity M®location in the
same TNDS object.

This is an example of a TNDS object where only pathe TNDS object is shown:

<Mgmnt Tr ee>
<Ver DTD>1. 2</ Ver DTD>
<Node>
<NodeNanme>Qper at or X</ NodeNane> <!-- DM Account MO -->
<RTPr operties>
<For mat >
<node/ >
</ For nat >
<Type><DDFNane>or g. opennobi | eal | i ance/ 1. 0/ w7</ DDFNanme></ Type>

</ RTProperties>
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<Node>
<NodeNane>Pr ef ConRef </ NodeNane>
<RTPr operties>
<For mat >
<chr/>
</ For nat >
<Type><M MeE>t ext/ pl ai n</ M ME></ Type>
</ RTProperti es>
<Val ue>. /| nbox/ | nt er net </ Val ue>
</ Node>

<NodeNane>| nt er net </ NodeNane> <l-- Connectivity MO -->
<RTPr operties>
<For mat >
<node/ >
</ For nat >
<Type><DDFNane>or g. opennobi | eal | i ance/ 1. 0/ ConnMO</ DDFNane></ Type>

</ RTProperties>

</ Node>
</ Mgnt Tr ee>

If a DM Client encounters an item with an URI oftBEXT sub-tree that it is not prepared to handie,@M Client MAY
ignore that item so that the message may succeed.

After successfully processing the Bootstrap MesstgeDM Client SHOULD automatically initiate a Magement Session
to any DM Server configured in the Bootstrap Messaigthe next practical opportunity, subject tdrretsons and
configuration in the DMAcc of each bootstrappedsee(i.e., when network connectivity and other éastwould allow such
a connection).

If the Bootstrap Message contains a MO that the Clldnt does not support, the DM Client MAY ignohést MO, so that
the message may succeed.

If the Bootstrap Message contains multiple versioins MO, the DM Client SHOULD use the latest vensof that MO that
it supports and ignore the other versions, sottfetmessage may succeed.

5.5.6 Smartcard

If the Device supports a smartcard, the DM Clietd$T support detection, retrieval, and processinBaftstrap Message
from the smartcard as described in Appendix D. DMeClient MAY include configurable security polidg disable
smartcard bootstrap functions. If the smartcarddicap function is enabled (i.e. no security poliymplemented or
security policy does not disable smartcard boqt¥taad the smartcard has not been rejected byeieal(for example,
because of a SIM-locking mechanism), the DM CIeHALL retrieve the Bootstrap Message from the so@ad when the
device is switched on and apply it to the devicefiguration.

The DM Client SHOULD check that the bootstrap dataall DM Servers previously bootstrapped from sineartcard are
still available from the smartcard when the devscgwitched on; if not, the information for any DB&rvers that were
previously bootstrapped from the smartcard buharnger stored on the smartcard SHOULD be reméned the Device
Management tree.
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5.5.7 Bootstrap via HTTPS Get

If the Device supports the HTTPS protocol, it MAatrieve a Bootstrap Message from a URL by followtingse steps:

1. The device performs a HTTPS Get to a Bootstrapederv

2. The Bootstrap returns the Bootstrap Message t@#wce or indicates the Bootstrap Message is nailae (e.g.

returns error code 404).

3. If the Bootstrap Message is returned to the dewiég handed off to the DM Client.
4. Upon successful verification of the Bootstrap Mggsdahe DM Client processes the Bootstrap Messagemmal.

If the Device supports HTTPS protocol g8€WS], it MAY retrieve a bootstrap message by followthg above steps and
using the following absolute URL.: “https:/{SCWS@WA/DM/Bootstrap.xml”, where {SCWS@} depends on the

transport and IP version supported as shown ifidl@ving table:

Transport IP version {SCWs@}
BIP IPv4 127.0.0.1:4116
(Note 1)

IPv6 [::1]:4116
TCP/IP IPv4 localuicc:443
IPv6 localuicc:443

(Note 1) The Device MAY use “localhost” host namstead of loopback address “127.0.0.1” for IPv4[:ot]” for IPv6.
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6. Bootstrap Config MO

6.1 Introduction

The Bootstrap Config MO provides the ability to rage the bootstrap functionality on a Device. Thi® MUST NOT be
used to manage the initial access rights of theS#wer unless the DM Client is bootstrapped teast one other DM
Server.

Support for this MO is OPTIONAL.

6.2 Graphical Representation (Informative)

Figure 6 gives the graphical representation of2betstrap Config MO.

—i <x>? }— BootSrvDiscovery | ( Interior Node |
— BootSrvInfo?  <xe* URL | [Leatf Node |
)—Ij;Ext? } {Optional Node |
— InitialiRInfo?  }—{ <x>+ SubtreeURI | |Required Node |

)—[: LocessCode |

L{ Ext? ]
.

Figure 6: Bootstrap Config MO

6.3 Node Descriptions

This section provides the description of the vagioodes within the Bootstrap Config MO.

x>

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This placeholder node is the root node for the Bwap Config MO. The parent node of this noderdefithe
location of this MO in the Management Tree.

The Management Object Identifier for the Bootst€amfig MO MUST be: “urn:oma:mo:oma-dm-
bootstrapcfg:1.0".
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<x>/BootSrvDiscovery

Status Occurrence Format Min. Access Types
Required One int Get, Replace

This leaf | The Device is inhibited from discovering the DM Bstoap
node Server.

indicates
whether
or not the
Device is
allowed
to
discover
a DM
Bootstrap
Server.
The
permitted
values
for this
node are
shown in
the
following
table.O

1 The Device is allowed to discover the DM Bootstra
Server.

The default value for this node is left to implenaions.

<x>/BootSrvinfo

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node is the parent node of the sbthat stores the DM Bootstrap Server URLS, aloitly the
pertinent credential and access rights information.

<x>/BootSrviInfo/<x>

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This placeholder node is the root node for allittiermation pertaining to one DM Bootstrap Server.

<x>/BootSrvinfo/<x>/URL

Status Occurrence Format Min. Access Types
Required One chr Get, Replace

The value of this leaf node is the URL of a DM Bsitdp Server.
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<x>/BootSrvinfo/<x>/Ext

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node is for vendor specific extensidor managing DM Bootstrap Server URLs on the Bevi

<x>/InitialARInfo

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node is the root node for all theiadiaccess rights information. If this node i poesent, the initial
ACL access rights are assumed to be as per theedpulicy.

<x>/InitialARInfo/<x>

Status Occurrence Format Min. Access Types
Required OneOrMore node Get, Add, Delete

This placeholder node is the root node for théahéccess rights information for one subtree witthie
Management Tree.

<x>/InitialARInfo/<x>/SubtreeURI

Status Occurrence Format Min. Access Types
Required One chr Get, Replace

This value of this leaf node is the URI of the robt subtree within the Management Tree.
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<x>/InitialARInfo/<x>/AccessCode

Status Occurrence

Format

Min. Access Types

Required One

int

Get, Replace

This node specifies initial access rights thatié Server is granted on the subtree, whose rogpésified by the
value of SubtreeURI node, upon successful compiaifdhe Bootstrap procedure. The valid value &f tlode is
any Access Type value from the following tableany value obtained from the bit-wise ORing of thecéss Type

values:

Access Type Value

Get 1 (i.e. Ox1)
Replace 2 (i.e. 0x2)
Exec 4 (i.e. 0x4)
Copy 8 (i.e. 0x8)
Add 16 (i.e. 0x10)
Delete 32 (i.e. 0x20)

For example, if the ACL rights are only Get, théueaof this node is 1. If the ACL rights are Ga&tid and Delete,

the value of this node is 49.

If the value of the SubtreeURI node does not cpord to a node in the Management Tree then the\althis
node MUST be ignored.

<x>/Ext

Status

Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

node

Get

This interior node is for vendor specific extensidor managing the client initiated bootstrap fimmlity on a

Device.
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Appendix B.

The notation used in this appendix is specifie(StRRULES].

B.1 SCR for Bootstrap Client

Static Conformance Requirements

(Normative)

Item Function Reference Requirement
DM-BOOT-C-001-M Support for at least one Section 5.1.2
bootstrap mechanism
DM-BOOT-C-002-O Support for OMA Client Section 5.3 ProvBoot:ProvBoot-B-C-001 AND
Provisioning Profile DM-BOOT-C-004
DM-BOOT-C-003-M Support for OMA Device Section 5.3

Management Profile

DM-BOOT-C-004-O

Provisioning Content grante

Get, Replace and Delete ACL

rights to ServerlID in w7

1 Section 5.4.4

DM-BOOT-C-005-O

Support for OMA Client
Provisioning Profile AND
OMA Device Management

Section 5.4.6

DM-BOOT-C-006-O

DM-BOOT-C-006-O

Map w7, NAPDEF (if
supported) and PROXY (if
supported) to management tr

Section 5.4.6

ee

DM-BOOT-C-007-O

Device supports a Smartcard

Sedi@nt

DM-BOOT-C-008-O

DM-BOOT-C-008-O

DM Client is capable of
detecting, retrieving, and
processing DM Profile
bootstrap data from the
Smartcard

Section 5.5.6

DM-BOOT-C-009-O

Smartcard bootstrap functior
is enabled by DM client and
the smartcard has not been
rejected by the device

Section 5.5.6

DM-BOOT-C-010-O AND DM-
BOOT-C-013-O

DM-BOOT-C-010-O

Device retrieves bootstrap d
from the Smartcard and
applies it to the device
configuration

atdection 5.5.6

DM-BOOT-C-011-M

Support for embedded
WBXML encoded TNDS
objects and normal TNDS
objects

Section 5.5

DM-BOOT-C-012-M

Support for Inbox

Section 5.5

DM-BOOT-C-013-O

DM Client removes the DM
Server's information from the
Device Management Tree if
they are no longer stored on
the smartcard when the devig
is switched on

Section 5.5.6

DM-BOOT-C-014-O

Device supports SCWS and

Sectin7b.

DM-BOOT-C-015-O
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Item Function Reference Requirement
HTTPS
DM-BOOT-C-015-O Device retrieves Bootstrap | Section 5.5.7
Message from Smartcard URL
using HTTPS Get
DM-BOOT-C-016-M Support for WBXML encoded Section 5.5
DM Bootstrap Messages
B.2 SCR for Bootstrap Server
Item Function Reference Requirement
DM-BOOT-S-001-O Support for OMA Client Section 5.3
Provisioning Profile
DM-BOOT-S-002-M Support for OMA Device Section 5.3
Management Profile
DM-BOOT-S-003-M Encode DM Bootstrap Section 5.5
Message into WBXML
DM-BOOT-S-004-M Support for embedded Section 5.5

WBXML encoded TNDS

objects and normal (non-
WBXML-encoded) TNDS
objects.

B.3 SCR for Bootstrap Config MO

B.3.1

SCR for Bootstrap Config MO tree structure

under an Optional node if the
Optional node is supported

Item Function Reference Requirement
BOOTCFGMO-T-001-O Use of appropriate Section 6.3 BOOTCFGMO-T-002-O AND
Management Object identifie BOOTCFGMO-T-004-O
BOOTCFGMO-T-002-O Support for Required nodes| Section 6.3
under root node
BOOTCFGMO-T-003-0O Support for Optional nodes Seatha3 BOOTCFGMO-T-001-O
BOOTCFGMO-T-004-O Support for Required nodes| Section 6.3

B.3.2

SCR for Bootstrap Config MO functionality

Item

Function

Reference

Requirement

BOOTCFGMO-C-001-M

Support to allow discovery gf Section 6.3

DM Bootstrap Server
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Item Function Reference Requirement
BOOTCFGMO-C-002-M Support to inhibit discovery pfSection 6.3
DM Bootstrap Server
BOOTCFGMO-C-003-M Support a smartcard to Section 6.3
retrieve the Bootstrap Server|
URL from the smartcard.
BOOTCFGMO-S-001-M Support for the Bootstrap | Section 6.3
Config Management Object
B.3.3 SCR for DM System
Item Function Reference Requirement
BOOTCFGMO-001-M Provide value for URL of a | Section 6.3
DM Bootstrap Server
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Appendix C.  General Mapping

In the below table the Provisioning Content APPLIT@N characteristic correspondence is shown tdtinecture

Template for Application Connectivity Managementj&ai.

APPLICATION CHARACTERISTIC

STRUCTURE TEMPLATE FOR APPLICATION

INFORMATION CONNECTIVITY MANAGEMENT OBJECT

APPI D Appl D

PROVI DER- | D ProviderI D

NAVE Nane

AACCEPT AAccept

APROTOCOL APr ot ocol

TO PROXY Pref ConDef, if nmultiple
ToConRef / <X>/ ConRef

TO NAPI D Pref ConDef, if nmultiple
ToConRef / <X>/ ConRef

ADDR Pr ef Addr

APPADDR/ ADDR AppAddr / <X>/ Addr

APPADDR/ ADDRTYPE AppAddr / <X>/ Addr Type

APPADDR/ PORT/ PORTNBR

AppAddr / <X>/ Port / <X>/ Por t Nor

APPADDR/ PORT/ SERVI CE

AppAddr / <X>/ Port / <X>/ Ser vi cel <X>/ Servi ce

APPAUTH AAUTHLEVEL AppAut h/ <X>/ AAut hLevel
APPAUTH AAUTHTYPE AppAut h/ <X>/ AAut hType
APPAUTH/ AAUTHNANME AppAut h/ <X>/ AAut hName
APPAUTH AAUTHSECRET AppAut h/ <X>/ AAut hSecr et
APPAUTH/ AAUTHDATA AppAut h/ <X>/ AAut hDat a
RESOURCE/ URI Resour ce/ <X>/ UR

RESOURCE/ NAME

Resour ce/ <X>/ Nanme

RESOURCE/ AACCEPT Resour ce/ <X>/ AAccept
RESOURCE/ AAUTHTYPE Resour ce/ <X>/ AAut hType
RESOURCE/ AAUTHNAME Resour ce/ <X>/ AAut hNane
RESOURCE/ AAUTHSECRET Resour ce/ <X>/ AAut hSecr et
RESOURCE/ AAUTHDATA Resour ce/ <X>/ AAut hDat a

RESCOURCE/ STARTPAGE

N A

Table 1: General Mapping
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Appendix D.  Storage of DM Bootstrap Message on the Smartcard
(Normative)

We can sort out three main types of smartcards fasedireless telecom networks, characterised keyrtbhysical and
logical characteristics:

e SIM smartcards platforms [TS151.011]

» UICC smartcards platforn{$5102.221]

* R-UIM smartcards platform [C.S0023-B_v1.0]
This section aims at specifying the storage mechawif Bootstrap Message on such smartcard plattfgpen

For the purposes of this document the R-UIM isedreated according to the rules defined for thé. Sl

D.1 File structure

The information format is based (PKCS#15]specification. The Bootstrap Message is locatatbuthe PKCS#15 directory
allowing the card issuer to decide the identifeengl the file locations. The smartcard operations éine relevant include:

» Application selection
e Cardholder verification

» File access (select file, read, write)

The [PKCS#15]specification defines a set of files. Within th€@S#15 application, the starting point to accessétfiles is
the Object Directory File (ODF). The EF(ODF) congipointers to other directory files. These directfiles contain

information on different types of objects (autheation objects (PIN), data objects, etc). For plepose of Bootstrap
Message, EF (ODF) MUST contain the EF Record deisgyithe DODF-bootstrap. The EF(ODF) is describedeaction

D.4.1 andPKCS#15]

EF(ODF) contains pointers to one or more Data Qlijgectory Files (DODF) in priority order (i.e.aHirst DODF has the
highest priority). Each DODF is regarded as theedory of data objects known to the PKCS#15 apiitina For the
purposes of DM bootstrapping, EF(DODF-bootstrapjtaims pointer to the Bootstrap Message, namely Bdbtstrap File.
The EF(DODF-bootstrap) is described in section Dahd[PKCS#15]

The provisioning files are stored as PKCS#15 opataie objects.

The support of smartcard Bootstrap Message wilindecated to the ME's user agent, by the presendbé EF DIR (see
[TS102.221) of an application template as defined here after.

The RECOMMENDED format of EF(DIR) is a linear fixeglcord in order to be in line witfrS102.221]

EF (DIR) MUST contain the application template uded a PKCS#15 application as defined[RKCS#15] Application
template MUST consist of Application identifier §tGx4F) and Path (tag 0x51) information.

The EF(ODF) and EF(DODF-bootstrap) MUST be usethbyME to determine the path of the DM_Bootstrég fi

UICC smartcard platforms can support two modescatifation: 2G and 3G. UICC smartcard platform aatéd in a 2G
mode has the logical characteristics of the SIMrsraed platform [TS151.011]. In that case, smadcaperations for
accessing the Bootstrap Message conform to thedefaeed for the SIM as specified in section D.2.

UICC smartcard platform activated in a 3G modethagphysical and logical characteristics accord@gS102.221] In that
case, smartcard operations for accessing the Baptstessage are specified in section D.3.
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D.2 Bootstrap Message on SIM or UICC activated in 2G mode

D.2.1 Access to the file structure

To select the PKCS15 application, the Device MUSalgate the PKCS#15 application template presettienEF (DIR),
then the Device MUST use the indirect selectionhmétas defined in [TS151.011] to select the aptitioa

D.2.2 Files Overview

The file structure for the Bootstrap Message withie SIM smartcard is described below.

MF ‘3F00’
|
[ I I 1
DF-Telecom DF-GSM EFDIR DF
‘TF10° ‘TF20° ‘2F00’ PKCS#15

—— EF ODF

— 1 EF DODFbootstrap

| EFDM_Bootstra

Figure 7: File structure for Bootstrap Message on 1 smartcard or 2G UICC

D.2.3 Access Method
SIM Commands Read Binary and Update Binary, aniddfin [TS151.011], are used to access the BoptMessage.

D.2.4 Access Conditions

The Device is informed of the access conditionthefBootstrap Message by evaluating the “privatef ‘anodifiable” flags
in the corresponding DODF-bootstrap files structW#en one of these flags is set cardholder vetifio is required. The
CHV1 MUST be verified as defined in [TS151.011] whbe "private” or "modifiable” flags are set.

Access conditions for files are proposed in théised.4.

D.2.5 Requirements on the SIM or 2G UICC

To retrieve the Bootstrap Message from the SIM@RACC, the Device MUST perform the following steps

- Read EF (DIR) to evaluate the PKCS#15 applicationpiate and find the file identifier (and DF Pafitie PKCS#15
DF),

- Select PKCS#15 DF (indirect selection), as defimgddS151.011],

- Read ODF,

- Read DODF-bootstrap to locate the DM_Bootstrap file

- Read the DM_Bootstrap file.
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D.3 Bootstrap Message on UICC Activated in 3G Mode

D.3.1 Access to the file structure
To select the PKCS#15 application, the Device:

MUST evaluate the PKCS#15 application template -HKCS#15 AID - present in the EF (DIR),
MUST open a logical channel using UICC Command MARRACHANNEL as specified ifTS102.221]

»  MUST select the PKCS#15 ADF using the PKCS#15 A#lparameter of the UICC Command SELECT, using tirec
application selection as defined[if§102.221]

DM_Bootstrap file will be located under the PKCS#ABF.

D.3.2 Files Overview

MF
‘3FO0’

I I
DF-Telecom EFDIR
‘7F10° ‘2F00’

ADF
USIM EF ODF

EF DODFMbpootstrap

ADF
PKCS#15

EF DM_Bootstrap

Figure 8: File structure for Bootstrap Message on G UICC

D.3.3 Access Method

UICC Commands Read Binary and Update Binary, ase@in[TS102.221] are used to access bootstrap data.

D.3.4 Access Conditions

The Device is informed of the access conditiongroivisioning files by evaluating the “private” afwhodifiable” flags in
the corresponding DODF-bootstrap files structure.

In the case where one of the above mentioned $lagt, cardholder verification is required. The iDevmust evaluate the
PIN references that must be verified as defind@$102.221]i.e. evaluate the FCP.

Access conditions for files are proposed in sechoh

D.3.5 Requirements on the 3G UICC

To retrieve the Bootstrap Message from the 3G UKBE Device MUST perform the following steps:
- Select PKCS#15 file structure as specified in D.3.1

- Read ODF to locate the DODF-bootstrap,

- Read DODF-bootstrap to locate the DM_Bootstrap file
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- Read the DM_Bootstrap file

D.4 Files Description

All files defined are binary files as defined[iF5102.221] These files are read and updated using SIM olSSICommands
related to the application they belong to.

D.4.1 Object Directory File, EF ODF

The mandatory Object Directory File (ODFPKCS#15] section 5.5.1) contains pointers to other EFsh @me containing a
directory of PKCS#15 objects of a particular clésg. DODF-bootstrap). The File ID is specified®KCS#15] The card
issuer decides the file size. The EF (ODF) carebd but it MUST NOT be modifiable by the user.

In the case of SIM or UICC, the EF (ODF) is desetilbelow:

Identifier: default 0x5031, s§EKCS#15] | Structure: Binary Mandatory

File size: decided by the card issuer Update iagtivow

Access Conditions:

READ ALW
UPDATE ADM
INVALIDATE ADM

REHABILITATE ADM

Description

See[PKCS#15]

D.4.2 Bootstrap Data Object Directory File, EF DODF-bootstrap

This Data Object Directory File provisioning comtsidirectories of provisioning data objed®KCS#15] section 6.7) known
to the PKCS#15 application.

The File ID is described in the EF (ODF). The §lee depends on the number of provisioning objgcted in the
smartcard. Thus, the card issuer decides theifite s

Identifier: 0x6420, See ODF Structure: Binary Matoda

File size: decided by the card issuer Update iagtiow
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Access Conditions:
READ ALW
or CHYSIM, See section D.2)

UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

or Universal / application / Local PIN (UICC, Ssection D.3)

Description

See hereafter affBKCS#15]

The EF (DODF-bootstrap) MUST contain informationgmovisioning objects:

* Readable label describing the provisioning documg@bnmonChj ect Attri butes. | abel). The ME could

display this label to the user.

* Flags indicating whether the provisioning docunismtrivate (i.e., is protected with a PIN) and/ardifiable
(ConmonCbj ect At tri but es. fl ags) . The card issuer decides whether or not a fileiigape (it does not need to

be if it does not contain any sensitive information

* Object identifier indicating a DMboostrap objectighe type of the provisioning object
(CommonDat aObj ect Attri butes. applicati onO D)

» Pointer to the contents of the provisioning docuntBath.path)

The EF(DODF-bootstrap) MUST contain the types @vigioning documents (indicated using object id@s) to be used

by the ME. The Bootstrap type is described hereafte
A dedicated OID is required and defined for eadvisioning file:

e Bootstrap OD = {joint-isu-itu-t(2) international-organizations(23) wap(43) oma-

dm(7) dm bootstrap(1l)}

The ME MUST use the OID to distinguish the DODF-tsti@p from any other DODF. The EF(DODF-bootstregn) be

read but it MUST NOT be modifiable by the user.
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D.4.3 EF DM_Bootstrap
Only the card issuer can modify EF DM_Bootstrap

Setting all bytes to ‘FF’ initialises EF DM_Bootsfr.

Identifier: See DODF Structure: Binary

Optional

File size: decided by the card issuer Update agtilow

Access Conditions:
READ ALW

or CHV1 (SIM, See section D.2)

UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

or Universal / application / Local PIN (UICC, Ssection D.3)

Description

Contains a Bootstrap Message
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Appendix E. DM Bootstrap Server discovery (Informative)

Discovery of the DM Bootstrap Server by the Devgan optional feature of OMA-DM. This technicaksffication
specifies the following alternatives for the Deviocaededuce the FQDN (Fully Qualified Domain Namg&)he DM Bootstrap
Server.

1. The Device first obtains its domain name from tgponse that it receives for a DHCP query thattes the
"Client FQDN" option, with an empty Domain Nameldieas specified in [RFC4702] and [RFC4704]. Hrh
prefixes the domain name with fixed string “OMADMBtSrv”’ and issues a DNS Resource Record query, as
specified in [RFC2782]. The structure of the quiergs follows:

_omadm-bootstrap._tcp.<Domain>
2. The Device first obtains its domain nhame from #gponse that it receives for a DHCP query thattes the
"Access Network Domain Name" option, as specifiefRFC5986]. It then prefixes the domain name iithd
string “OMADM-BootSrv” and issues a DNS Resource®d query, as specified in [RFC2782]. The striectf
the query is as follows:

_omadm-bootstrap._tcp.<Domain>

The “omadm-bootstrap” service is registered wittNbAand more information of this registration canfoend at the
following: http://www.iana.org/assignments/servitames-port-numbers/service-names-port-numbers.xml.

It needs to be noted that other alternatives ar@maluded.
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