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1. Scope

This document defines how an OMA DM message magel¢ to a DM Client for continuous management sessionless
manner.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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2. References
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[DMBootstrap]
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[DMSTDOBJ]
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“OMA Device Management Dictionary, Version 1.0". @pMobile Alliancé] .
OMA-SUP-DM_Dictionary-v1l_0.
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“OMA Device Management Bootstrap, Version 1.3". @pdobile Alliance] .

OMA-TS-DM_Bootstrap-V1_3.
URL:http://www.openmobilealliance.org

“OMA Device Management Protocol, Version 1.3". Opéabile Alliance] .
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OMA-TS-DM_Security-V1_3.

URL:http://www.openmobilealliance.org
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DM_StdObj-V1_3.
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“OMA Device Management Tree and Description, Varsia3”. Open Mobile Alliance . OMA-TS-
DM_TND-V1_3.
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“OMA Device Management Tree and Description Sex@lon, Version 1.3”. Open Mobile Alliance
OMA-TS-DM_TNDS-V1_3.
URL:http://www.openmobilealliance.org

“OMA Device Management Meta Information”, Open MebAlliancel, OMA-TS-DM_DM_Metalnfo-
V1 3,
URL :http://www.openmobilealliance.org/

“Key words for use in RFCs to Indicate Requiremnlesvels”, S. Bradner, March 1997,
URL :http://www.ietf.org/rfc/rfc2119.txt

“SCR Rules and Procedures”, Open Mobile Allianc®@MA-ORG-SCR_Rules_and_Procedures,
URL:http://www.openmobilealliance.org/

“WAP Binary XML Content Format Specification”, WAPoruni] . SPEC-WBXML-19990616.pdf.
URL :http://www.openmobilealliance.org

“WAP Binary XML Content Format Specification”, WAForunil . WAP-154-WBXML.
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“WAP Binary XML Content Format Specification”, WAPoruni] . WAP-192-WBXML.
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“XML Encryption Syntax and Processing”. W3C.
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“XML-Signature Syntax and Processing”. W3C.
URL.:http://www.w3.0rg/TR/2002/REC-xmldsig-core-2@212/

2.2 Informative References

None.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAILL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as describefRFC2119]

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgiiéghdicated to be
informative.

3.2 Definitions

Kindly consultfDMDICT] for all definitions used in this document.

3.3 Abbreviations

Kindly consultfDMDICT] for all abbreviations used in this document.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

Other OMA DM specifications define how a DM Cligatbootstrapped, or how a DM management sessiestablished
and maintained. This specification defines the iBatsss Command Message and Sessionless Procadsig/an
alternative to session-based DM mechanism. Sess®Rirocess can be performed by sending a Sessi@denmand
Message to a DM Client using a push technology.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-Spec-20120101-1]



OMA-TS-DM_Sessionless-V1_3-20120306-C Page 8 (15)

5. Sessionless Management

5.1 Sessionless Management Scenario

OMA DM devices need to be able to function in dsgenetwork environments and use a large set obgutst. This makes it
hard to find a ‘one size fits all’ solution to teessionless management problem. This sectionrdhgstthe requirements and
processes for Sessionless Process.

5.1.1 Requirements
An OMA DM solution capable of continuous managenmirtside a normal DM session needs to address thgagements:
* Re-use technology (WAP Push, SIP Push, HTTP Pust BCAST, etc),
» Highly interoperable,
e Secure (signed and authenticated),
e Transport encoding [$VBXML1.1], or[WBXMLL1.2], or [WBXMLL1.3],

* Previously bootstrapped DM Client.

5.1.2 Solutions

This document defines how to perform the Sessisrifeecess. A DM Server sends out a Sessionless @odiMessage via
some push mechanisms or broadcast mechanismsdifseshia section 5.3.

Regardless of how the device has been configuhed)M Server is now in a position where it can seata Sessionless
Command Message. This Sessionless Command Messatgéns management commands to the device as define
section 5.2.

It is critical that DM Clients accept Sessionlesandgement messages only from DM Servers that hasg@sponding
DMAcc on the device. Furthermore, each Sessiofessmand Message MUST be signed. The DM Client MUST
authenticate every Sessionless Command Message.

Figure 1 gives an overview of this scenario.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Figure 1. Sessionless M anagement

5.2 Sessionless Command Message Content

Sessionless Command Message is a standalone DNValygesent from a DM Server to a DM Client, outsiddaamagement
Session. The content of a Sessionless Command leeissan OMA DM message. However, this messagsjeeaial
package in many ways since it is not part of aroomggOMA DM session but rather a one-time messkgece, many of

the elements needed to manage the session ardsopgin this context, but they must still be méd so that the message
can be processed by the normal DM client.

In terms of structure and method of delivery toEié Client, the Sessionless DM Message is somesihatar to the DM
Bootstrap messagPMBootstrap] although the two are used for completely diffeqgurposes. It is, however, quite easy to
distinguish between these two types of messag&Vi/Bootstrap message contains TNDS data pertainirrgDMAcc
Management Object whereas a Sessionless DM Medsagenot.

This is the list of requirements for Sessionlesm@@and Message.

o Within theSyncHdr element:

The value of th&/er DTD element MUST be '1.2".

The value of th&/er Pr ot o element MUST be ‘DM/1.3'.

Sessi onl DMAY be ignored by the DM Client.

Msgl D MAY be ignored by the DM Client.

TheTar get element MUST be used to identify the target device

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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* The Source element MUST match the value of thee8Hdwode in one of the previously bootstrapped
DMAcc MO instances.

* Cred element MUST be used to include DM Server’s auibation information according to the rules
described in Section 5.4.

o Within the SyncBody:
* Cndl Dis REQUIRED.
* Sour ce MUST be used if URI is needed to further addrsssburce dataset.
» Target MUST be used if URI is needed to further addresstérget dataset.

* TheDat a element insidé t emis used to include the data itself unless the candrdoes not requirelat a
element.

 TheMet a element inside an operation or insidel armMUST be used when thg/pe or For mat are not
the default valuepMETA].

0 The Final element MUST be used in the SyncBodytiermessage.
0 The GET command MUST NOT be included.

The Sessionless Command Messages MUSWB&ML1.1], or[WBXML1.2], or[WBXML1.3] encoded. The DM servers
MUST NOT expect any response to a Sessionless Conhivlassage.

A DM Server MUST use the XML-signatupgMLSIGN] mechanism on the entire Sessionless Command Messag

A DM Server SHOULD use the XML-encryptiggkMLENC] mechanism on part or entire Sessionless Commarssdde
when the message contains confidential information.

A DM Client MUST support WBXML encoded TNDS obje@sd normal TNDS objecfpMTNDS] and MUST support the
Inbox.

5.3 Transport

The Sessionless Command Message can be deliveeedlifferent transports as shown below:

«  WAP Push
«  SIP Push
« HTTP Push

¢ OMABCAST
Other transport MAY also be used to send the Selesies Command Message to the DM Client.

The Sessionless Command Message MUST be sent RiMH@lient via secure transport. Transport neusedurity MAY
also be applied to the Sessionless Command Message.

See the security document for further informafidkiSecurity].

5.4 Authentication and Management Object Access Rights

When the transport to send the Sessionless ComMassage is unable to provide authentication aredyiityy, HMAC-
SHA256 authentication mechanism, which is defimefDiM-Security], MUST be used as transport neutragrity.When a
Sessionless Command Message adds new TNDS ofg)¢tTsIDS] - any ACL values that are to be set for theseatbje
MUST be included in the TNDS data as ACL propedyjadfor the applicable nodes.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5.5 Processing of the Sessionless Command Message

The DM Client MUST have previously bootstrappedwiiie DMAcc[DMSTDOBJ] for the DM Server sending the
Sessionless Command Message.

A Sessionless Command Message is processed jest librmal DM message, except:

e« The DM Client MUST NOT send response messageet®@t Server; (Note that this does not precludediénvdce
from initiating a new DM session as a consequelfitkeoSessionless Command Message if supporteleby t
relevant Management Object specifications);

e The ServerlD in the SyncHdr/Source/LocURI MUST nha&cServerID in only one of the DMAcc in the DM &re

* The DM Client MUST authenticate the Sessionless @and Message based on the authentication informatio
the matching DMAcc;

» The DM Client MUST use the ServerID from the matchDMAcc for all ACL decisions for the Sessionless
Command Message;

e The DM Client MUST reject the Sessionless Commarmdddge if there is no matching DMAcc for this Sdive
* The DM Client MUST reject the Sessionless Commamsddge if there is transport neutral security afalls.

The DM Client MAY rename a new Management Objedtig delivered within a Sessionless Command Mgsskn the
case of the Connectivity or Proxy Management OlfgmtnMO] the DM Client SHOULD also rename the values of the
corresponding connectivity references to the nemventor all MO’s encoded within the same TNDS ohject

When a TNDS object contains a MO where connegtigferences are linked to a Connectivity or Priky that also are
included in the same TNDS object, then the vabfé¢hose connectivity references MAY contain a Wit starts with
“./Inbox”. In that case the URI MUST have the vahfe'./Inbox/” plus the URI of that Connectivity &roxy MQO’s location
in the same TNDS obiject.

If a DM Client encounters an item with a URI of tB¥T sub-tree that it is not prepared to handle,M Client MAY
ignore that item so that the overall message megesd.

If the Sessionless Command Message contains a k@i DM Client does not support, the DM Client M#&ynore this
MO, so that the overall message may succeed.

If the Sessionless Command Message contains naultggkions of a MO, the DM Client SHOULD use thedaversion of
that MO that it supports and ignore the other warsiso that the overall message may succeed.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Sessionless Command Message Usage

There are two major usages for Sessionless Comiasdage:

* Adding new Management Objects into the managemeef t

» Managing exiting Management Objects using Add, Bepl Delete and Exec commands.
Sessionless Command Message MUST NOT be used\isiorothe DM Account MO to the devices. The baatst
mechanism defined in DM BootstréipMBootstrap]is used for provisioning DM Account MO to the dess.

6.1 Add New MO using Sessionless Command Message

There are two ways to provision the new Manager@ject into the devices as shown below.

6.1.1 Inbox + TNDS

The new Management Object can be transformed imicox whxml file using the TNDS mechanism specifiedDMTNDS].
In case the DM Server wants the DM Client to chagBere to create a management object in the maragdnee, the DM
Server can send the TNDS encoded Management Qbjdw device with the URI “./Inbox” as defined[dMSTDOBJ].
The DM Client MUST add this Management Object itite DM tree using a location of DM Client’s choice.

It is not possible to add new Management Objecermdnode against the URI “./Inbox” since no chitztles are allowed
for “./Inbox” and Inbox mechanism has to be usagktber with TNDS mechanism.

6.1.2 Absolute URI or Relative URI

In case the DM Server knows exactly where the neema@gement Object is located, the DM Server can 8en@iNDS
encoded Management Object to the device using alitecAmmand with the absolute URI or relative YRWPRO].
Alternatively the DM Server can send the new Mamnaget using multiple Add commands without TNDS ericgd

6.2 Managing existing MO using Sessionless Command
Message

Since no child nodes are allowed for “./Inbox” axdy Add command is allowed to be used on “./Inbmé&chanism as
described ifDMSTDOBJ], it is not possible to send Sessionless Commarssdige using “./Inbox” as the target URI for
managing existing MOs. In order to manage exishiti@s using Sessionless Command Message, the DM 1Sdly8T
either knows absolute URI or relative URMPRO] of each node to be manipulated in advance orhes¥ittual URI
mechanism defined in section 7.2[DMTND] .

6.2.1 Absolute URI or Relative URI

In order to manage existing MOs using Sessionlessr@and Message, if the DM Server knows in advaneekact
location of nodes to be manipulated, nodes’ AbsollRI or relative UR[DMPRO] can be included in Add, Replace, Delete
or Exec commands.

6.2.2 Virtual URI

If the DM Server does not know the exact locatibnades to be manipulated, Virtual URI mechanism loa used with Add,
Replace, Delete or Exec commands as specifiedeirstction 7.2 ofbMTND]. The DM Client and the DM Server MUST
support Virtual URI mechanism if Sessionless Conuirdessage is supported.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Document I dentifier Date Sections Description

23 Feb 2012 41,6.1,6.2 Applied
OMA-DM-DM13-2011-0101-CR_Virtual_URI_Sessionless
DMPRO added to normative references

Header removed by DSO according to Action Item DBA-2-A030
Candidate Version 06 Mar 2012 N/A Status changed to Candidate by TP
OMA-TS-DM_Sessionless-V1_3 Ref #OMA-TP-2012-0084-
INP_DM_V1_3_ERP_and_ETR_for_Candidate_re_approval
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Appendix B.  Static Conformance Requirements (Normative)
The notation used in this appendix is specifieliinor! Reference source not found. .
B.1 SCR for DM Client
Item Function Reference Requirement
DM-SM-C-001-M Support for OMA Sessionless Managetnen | Section 5.2
DM-SM-C-002-M Support for embedded WBXML encoded Section 5.2
TNDS objects and normal TNDS objects.
DM-SM-C-003-M Support for Inbox. Section 5.2
DM-SM-C-004-M ServerlD in SyncHdr/Source/LocURI nius | Section 5.5
match the ServerID in only one DMAcc
DM-SM-C-005-M ServerlID in SyncHdr/Source/LocURIused Section 5.5
for all ACL calculations
DM-SM-C-006-M Support for Virtual URI Addressing Section 6.2
Mechanism
DM-SM-C-007-M Not send response message to Session| Section 5.2
Command Message
B.2 SCR for DM Server
Item Function Reference Requirement
DM-SM-S-001-M Support for OMA Sessionless Managemen | Section 5.2
DM-SM-S-002-M Encode DM message into WBXML if DM Section 5.2
Message.
DM-SM-S-003-M Write ServerlID in SyncHdr/Source/LoRU Section 5.2
DM-SM-S-004-M Transport specific security is empdy Section 5.3
DM-SM-S-005-M ACL properties for new objects arelirded Section 5.4
with TNDS data.
DM-SM-S-006-M Support for Virtual URI Addressing Section 6.2
Mechanism
DM-SM-S-007-M Cred in SyncHdr is used to include DM Section 5.2
Server’s authentication information
DM-SM-S-008-M Not include Get command within Ses$#éss | Section 5.2

Command Message
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