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or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
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1. Scope

This document defines a set of management objgotae of these are mandatory for all OMA DM complidevices and
others are optional. The objects are defined usiagoMA DM Device Description Framework.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAILL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as describefRFC2119]

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

Any reference to components of the DTD's or XMLpgits is specified in thiypeface

3.2 Definitions

Kindly consult [DMDICT] for all definitions used ithis document.

3.3 Abbreviations

Kindly consult [DMDICT] for all abbreviations used this document.
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4. Introduction

Other OMA DM specifications define the syntax arthantics of the OMA DM protocol. However, the usedéss of such a
protocol would be limited if the managed entitieslevices required different data formats and diggd different behaviors.
To avoid this situation this specification defireaumber of mandatory management objects for variges in devices.
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5. Standardized Objects
5.1 Management Objects

This specification uses the graphical notationefdd in [DMTND]. All the MO defined in this spdimation uses the
extended syntax in the DDF Files as defined in [DND.

5.2 Management objects standardized by other organizations

OMA DM has been designed so that existing manageoigacts can be managed. These existing managernguts have
typically already been standardized by other statsdarganizations.

5.3 The OMA DM management objects

Clients implementing OMA DM MUST support DM Accoumianagement object, Devinfo management object, B&aiD
management object and Inbox management object. OMAservers MUST support all four management objastsvell.

M anagement Client Support Server Support Description

Object

DMAcc MUST MUST Settings for the DM client in a meged device.

Devinfo MUST MUST Device information for the OMA DIgerver. Sent
from the client to the server.

DevDetail MUST MUST General device information thanefits from
standardization.

Inbox MUST MUST Reserved URI where the device SHOUIse the
management object identifier to identify the abs®lu
URI.

The difference between Devinfo and DevDetail i tha Devinfo parameters are needed by the manadesaeser for
problem free operation of the OMA DM protocol. Thevinfo object is sent from client to server in theginning of every
session.

DevDetail contains other device specific parameteas benefits from being standardized and mangaldre only
difference is that these parameters are not semt €tient to server automatically. Instead, them@ameters are managed by
servers as any other parameters and can be maseipuising OMA DM commands.

5.3.1 The DM Account management object

The management object is used to manage settin@Ma# DM protocol.

Management object identifier: urn:oma:mo:oma-dm-dmacc:1.1

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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(Interior Node )

—{<x>+}——{hppID

—{ServerID

|Leaf Node |

—{Name? | Optional Node !

—{PrefCDnRef? |Required Node I

—{TDCDnRef? }——{<x>+ }—4 ConFkef |

I AppAddrPref? i

H Appiddr —{ <ur+ addr ]
AddrType |
Port? +—{<x>+}—{ Portlbr |

H RAuthPref? ]

H appiuch? o <xr+ hiuthLevel |
LiuchType |
LiuchName? |
ALhuthSecret? |
LiuthData ]

—{NDAutDInitialSessiDn? |

I Notifyaddr ] PreferredRef
;[1<x>* Transport |
hddress |
Porc? |
L{Ext? ]

Figure1l: The DM Account Management Object

Parameters are also described in Device Managefypatication Characteristic registration documen?]wvhich is used as
a part of OMA Client Provisioning specificatiofgRELDCP] General mapping rules of OMA Client Provisioning
parameters are described in [DMBOOT]. When the Ddt¢dunt parameters are derived from OMA Client Fsioviing w7
document, see more information about parameter imgp Appendix C.

The complete DDF description of this managementahgjan be found in [DMAccDDF].

The DM Account Managed Object shown in Figure 1 fm@yocated anywhere in the DM Tree. While therg bmbusiness
cases for locating the DM Account Managed Object lacation other than at the root of the DM Tifee most device
management scenarios locating the DM Account Mash&jgect at the root of the DM Tree will meet theeds of the
industry. Therefore it is recommended the DM Acdddanaged Object be located in the DM Tree as tRé ‘DMAcc’.

An example for DM account URI under a fixed locatie ‘DMAcc/<x>/.....".

The optional DMAcc node is an interior node acta gdaceholder for one or more DM Accounts as @efinelow:
*  Occurrence: ZeroOrOne
* Format: Node

e Access Types: Get

* Values: N/A

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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<>
Status Occurrence Format Min. Access Types
Required OneOrMore node Get
This interior node acts as a placeholder for amaare accounts or for a fixed node. ManagemeneQbgentifier
for the DMAcc MO MUST be: “urn:oma:mo:oma-dm-dméaka.”.
ApplD
Status Occurrence Format Min. Access Types
Optional One chr Get
This optional node specifies the application IDdevice management account object. The valuei®htide, if
present, MUST be ‘w7’
ServerID
Status Occurrence Format Min. Access Types
Required One chr Get
This node specifies a server identifier for managi@nserver used in the management session.
Name
Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get
This node specifies user displayable name for theagement server.
Pref ConRef
Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get
This node specifies a reference to preferred cdivityc It is expected that either a URI to proxiyMAP MO is
specified, but other, implementation-specific cartoils MAY be referenced.
ToConRef
Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get
This interior node is used to allow applicationrééer to a collection of connectivity definitiorSeveral
connectoids MAY be listed for a given applicatiarder this interior node.
ToConRef/<x>
Status Occurrence Format Min. Access Types
Required OneOrMore node Get

This interior node acts as a placeholder for onmare connectivity parameters.

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.

Page 10 (31)




OMA-TS-DM_StdObj-V1_3-20120306-C.doc Page 11 (31)

ToConRef/<x>/ConRef
Status Occurrence Format Min. Access Types
Required One chr Get

This node indicates the linkage to connectivitygpaeters, specified either as an URI to an MO @mas
implementation-specific identifier.

AppAddr Pref
Status Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This node specifies a reference to preferred Manage Server address. The preferred ManagementrServe
address is specified as a “AppAddr/<X>/Addr’ URItire node. The DM Client SHOULD connect to the
address referenced from this node, but the DM CNéAY access to another Management Server address
which is specified in the “AppAddr/<X>" in case tife preferred Management Server address is ingalid

not available.
AppAddr
Status Occurrence Format Min. Access Types
Required One node Get

This interior node is used to specify multiple Mgement Server addresses.

AppAddr/<x>
Status Occurrence Format Min. Access Types
Required OneOrMore node Get

This interior node acts as a placeholder for séjmgrane or more Server Addresses.

AppAddr/<x>/Addr
Status Occurrence Format Min. Access Types
Required One chr Get

This node specifies a Management Server addressnidept upon AddrType.

AppAddr/<x>/AddrType
Status Occurrence Format Min. Access Types
Required One chr Get

This node specifies a Management Server address\glid values are: “URI”, “IPv4” or “IPv6”.

AppAddr/<x>/Port
Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node acts as a placeholder for aggiieg one or more Port settings.

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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AppAddr/<x>/Port/<x>
Status Occurrence Format Min. Access Types
Required OneOrMore node Get

This interior node acts as a placeholder for aggiieg one or more Port settings.

AppAddr/<x>/Port/<x>/PortNbr

Status Occurrence Format Min. Access Types
Required One chr Get

This node specifies port number. The port numbelSWbe a decimal number and must fit within the eaofja 16
bit unsigned integer.

AAuthPref

Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This is a string-valued node whose possible valexactly one of the names of the various possitifleentication
types (AAuthType values). E.g. "DIGEST". If thisd®is present, the client SHOULD use this authatitio type
when connecting to the server. The use of this i®deended to reduce the number of round triga/éen client
and server that would be caused by authenticatiatienges. If the value is empty, the default béhais to
indicate the authentication mechanism negotiatélérprevious session if one exists.

See <x>/AppAuth/<x>/AAuthTypes in this section farssible values of this node.

AppAuth

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This node specifies authentication information.

AppAuth/<x>
Status Occurrence Format Min. Access Types
Required OneOrMore node Get

This interior node acts as a placeholder for onmare authentication settings.

To ensure against misalignment of credentials thigir correct Authentication Level
(<X>/AppAuth/<X>/AAuthLevel) and avoid unnecessampcessing within Device, the nhode name used fer th
node SHOULD be the value of AAuthLevel node under i

For example:
<NodeName>AppAuth</NodeName>
<NodeName>CLCRED</NodeName>
<NodeName>AAuthLevel</NodeName>
<Value>CLCRED</Value>

Note that this interior node SHOULDdgpeared only once for each same AAuthLevel value.

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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AppAuth/<x>/AAuthL evel
Status Occurrence Format Min. Access Types
Required One chr Get

This node specifies the authentication level.

Values:

Status

Interpretation

CLCRED

Optional

Credentials DM Client uses to
authenticate itself to the OMA DM
Server at the DM protocol level.

SRVCRED

Optional

Credentials DM Server uses to
authenticate itself to the OMA DM
Client at the DM protocol level.

NOTICRED

Optional

Credentials DM Server uses to
authenticate itself to the OMA DM
Client at the DM Notification
message level

MACCRED

Optional

Credentials for MAC authentication

See ‘Transport Neutral Integrity’
section of DMSE(Q for more detailed
information.

NOTE: If this AAuthLevel is
selected, only HMAC is valid value
for AAuthType.

OBEX

Optional

Credentials for OBEX authentication.

NOTE: If this AAuthLevel is selected
only HTTP-BASIC, HTTP-DIGEST
and TRANSPORT are valid values
for AAuthType.

HTTP

Optional

Credentials for HTTP (/WSP)
authentication.

NOTE: If this AAuthLevel is selected
only HTTP-BASIC, HTTP-DIGEST
and TRANSPORT are valid values
for AAuthType.

Table 1: AAuthLevel Values

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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AppAuth/<x>/AAuthType

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

This node specifies the authentication type.

Values:

Status

Interpretation

HTTP-BASIC

Optional

according to RFC 2617.

HTTP basic authentication done

HTTP-DIGEST

Optional

according to RFC 2617.

HTTP digest authentication done

BASIC

Optional

as specified in [DMSEC].

DM 'syncml:auth-basic' authentication

DIGEST

Optional

as specified in [DMSEC].

DM 'syncml:auth-md5' authentication

DIGEST-SHA256

Optional

DM’syncml:auth-sha256’

DM Notification as specifi
[DMNOT]I] if AuthLevel is
‘NOTICRED’

authentication as specified in
[DMSEC], or digest calculation on

edin

HMAC

Optional

DM 'syncml:auth-MAC'

[DMSEC].

authentication as specified in

TRANSPORT

Optional

Security.

Secure Transport authentication is
used. Transport layer authentication|is
beyond the scope of OMA DM

AppAuth/<x>/AAuthName

Table2: AAuthTypeValues

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrOne

chr

Get

This node specifies the authentication name.

AppAuth/<x>/AAuthSecr et
Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This node specifies the authentication secret.

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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AppAuth/<x>/AAuthData

Status

Occurrence

Format

Min. Access Types

Required

One

bin

No Get

This node specifies the authentication data rejatirnthe AAuthType.

NoAutol nitial Session

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrOne

bool

Get

If the NoAutolnitialSession leaf node is set toetréollowing completion of the DM Bootstrap opecetj the DM
Client MUST NOT attempt an untriggered connectiothe DM Server. If set to false or omitted, the @ient
MUST conform to the normal bootstrap connectiow rul

NotifyAddr

Status

Occurrence

Format

Min. Access Types

Optional

One

node

Get

This interior node is to store contact addressrin&dion for receiving DM Notification.

NotifyAddr/PreferredRef

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

This node indicates the URI to locate the prefeo@utact address for receiving DM Notification.

NotifyAddr/<x>

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrMore

node

Get

This interior node is an interior node to storetachaddress information for receiving DM Notifiicat.

NotifyAddr/<x>/Transport

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

Indicates the transport service to deliver the Dbtifitation message. The DM Client MUST support ofi¢he

following values. But the possible value for Tramgpnode is not limited to pre-defined values.

Value Description
OMA-Push OMA-Push transport is used.
UDP UDP transport is used.
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NotifyAddr/<x>/Address

Status
Required

Format
chr

Occurrence
One

Min. Access Types
Get

Indicates the address to reach the DM Client fodsgy DM Notification message.

NotifyAddr/<x>/Port

Status
Required

Occurrence Min. Access Types
ZeroOrOne Get

Indicates the port number to reach the DM Cliensiending DM Notification message if it is necegdar the
transport.

Format
int

Ext

Format
node

Status
Optional

Occurrence Min. Access Types
ZeroOrOne Get

This interior node is where child nodes pertairtimgpecialized DM Server behaviour and the vengdecigic
information about device management applicatiomtaeed (vendor meaning application vendor, devaaor,
OS vendor etc.). Use of this sub tree can be ntaddey other enablers or external standards.

Vendor specific information MUST be identified byendor specific name. The tree structure undevémelor
identified is not defined and can therefore incladeon-standard sub-tree.

5.3.2 The Devinfo management object

Management object identifier: urn:oma:mo:oma-dm-devinfo:1.1
Devinfo MO MUST be associated with the followingdd URI: "./Devinfo".

The following figure shows an overview of the Defeiimmanagement object.

—(DevInfD :l— \

[Interic\r Node :|

H DevIid | |[Leaf Node |
—| Man | | Optional Node I
—| Mod | | Fequired Node |

Figure 2. The Devlnfo management object
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The nodes making up Devinfo have the following niegst

Devinfo

Status Occurrence Format Min. Access Types
Required One node Get

This required interior node specifies the uniqugatid of the Devinfo management object. Managdn@dject
Identifier for the Devinfo MO MUST be: “urn:oma:nmna-dm-devinfo:1.1".

Devlnfo/Bearer

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

An optional, interior node in which items relatedihe bearer (CDMA, etc.) are stored. Use of thlstsee can be
mandated by other standards.

Devinfo/Devld
Status Occurrence Format Min. Access Types
Required One chr Get

A unique identifier for the device. This value SHOWbe globally unique and MUST be formatted as aN.H®
specified for the <LocURI> element in [DMREPPRO].

Devinfo/M an
Status Occurrence Format Min. Access Types
Required One chr Get

The manufacturer identifier.

Devlnfo/M od
Status Occurrence Format Min. Access Types
Required One chr Get

A model identifier (manufacturer specified string).

Devinfo/DmV
Status Occurrence Format Min. Access Types
Required One chr Get

OMA device management client version identifier fmfacturer specified string).
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Devinfo/Lang

Status Occurrence Format Min. Access Types
Required One chr Get

The current language setting of the device. Théasyof the language tags and their use are defingRIFC1766.
Language codes are defined by ISO in the stan@&D639-2.

DevInfo/Roaming

Status Occurrence Format Min. Access Types
Required One int Get

This node indicated the current roaming statushfercurrent DM session.

The following values are valid:

Value Description

0 Current DM session is not over a roaming conoacti
1 Current DM session is over a roaming connection
2 It is unknown if the current DM Session is over a

roaming connection.
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Devinfo/CBT
Status Occurrence Format Min. Access Types
Required One int Get

This node provides bearer type information overclwihe DM session is currently being carried. Ttvetent of
this node is an integer with the value in rangenffdto 255, and currently the following values altecated for
different bearer types. For the bearer types ne¢ied in this version of specification the value(Other Bearer
Type) MUST be used.

Bearer Technology Value
Other Bearer Type 0
3GPP Circuit Switched Bearer 1
3GPP Packet Switched Bearer GERAN 2
UTRAN / HSPA 3
LTE 4
LTE-Advanced 5

I-WLAN 3GPP IP Access 6

Other 7
3GPP2 CDMA Packet Data Beargr 1X/HRPD 8

UMB 9

Other 10
WLAN 11
DSL 12
WIMAX 13
Bluetooth 14
Ethernet 15
IrDA 16
LOCAL DM Server on Smart Card 17

DevInfo/Ext

Status Occurrence Format Min. Access Types
Optional One node Get

An optional, interior node, designating the onlgfech of the Devinfo sub tree into which extensioms be added,
permanently or dynamically.

The complete DDF description of this managementalgan be found ifpevinfoDDF].
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5.3.3 The DevDetail management object

Management object identifier: urn:oma:mo:oma-dm-devdetail:1.1
DevDetail MO MUST be associated with the followifiged URI: "./DevDetail".

The following figure shows an overview of the Dev&iemanagement object.

—(DevDetail ]——ilBearer (Interic\r Node ]

T

— URI MaxDepth | [Leatf Node |

MaxTotLen | !oOptional Node |

MaxSegLen | [Reguired Node |

H DevType

— OEM

— Fuv

|
|
|
H Suv |
|
|
|

— HuV

H Lrgob]

—| SessionlessEpt

—( UszerlInteraction )——| T=zerInput

—| Display

|
|
H Confirm |
|
|

—| Choice

—| ProgressNotify

L{Ext? ]
.

Figure 3: The DevDetail management obj ect

The nodes making up DevDetail have the followingmegs:

DevDetail

Status Occurrence Format Min. Access Types
Required One node Get

This interior node specifies the unique objectfithe DevDetail management object. Management @bjec
Identifier for the DevDetail MO MUST be: “urn:omamoma-dm-devdetail:1.1".
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DevDetail/Bearer

Status Occurrence Format Min. Access Types
Optional One node Get

An optional, interior node, designating a brancthef DevDetail sub tree into which items relateth bearer
(CDMA, etc.) are stored. Use of this sub tree camandated by other standards.

DevDetail/URI
Status Occurrence Format Min. Access Types
Required One node Get

This interior node holds URI related information.

DevDetail/URI/MaxDepth

Status Occurrence Format Min. Access Types
Required One chr Get

Specifies the maximum depth of the managementstupported by the device. The maximum depth ofrie is
defined as the maximum number of URI segmentsthigatievice supports. The value is a 16 bit, unsigniger
encoded as a numerical string. The value ‘0’ méfaaisthe device supports a tree of ‘unlimited’ dept

DevDetail/URI/M axTotLen

Status Occurrence Format Min. Access Types
Required One chr Get

Specifies the maximum total length of any URI utedddress a node or node property. The maximuahltotgth
of a URI is defined as the largest total numbestaracters making up the URI which the device cgupsrt. Note
that depending on the character set this mighbadhe same as the number of bytes. The valu&6sbit,
unsigned integer encoded as a numerical stringv@he ‘0’ means that the device supports URI ofinited’
length.

DevDetail/URI/MaxSegL en

Status Occurrence Format Min. Access Types
Required One chr Get

Specifies the maximum total length of any URI seghie a URI used to address a node or node praperty

The maximum total length of a URI segment is defias the largest number of characters which thedean
support in a single URI segment. Note that dependimthe used character set this might not beghesas the
number of bytes. The value is a 16 bit, unsignéebier encoded as a numerical string. The valum&ans that the
device supports URI segments of ‘unlimited’ length.

DevDetail/DevType

Status Occurrence Format Min. Access Types
Required One chr Get

Device type, for example PDA, pager, or phone.
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DevDetail/ OEM

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

Original Equipment Manufacturer of the device.

DevDetail/[FwV

DevDetail/SwV

DevDetail/HWV

Status Occurrence Format Min. Access Types
Required One chr Get
Firmware version of the device.
Status Occurrence Format Min. Access Types
Required One chr Get
Software version of the device.
Status Occurrence Format Min. Access Types
Required One chr Get
Hardware version of the device.
DevDetail/LrgObj
Status Occurrence Format Min. Access Types
Required One bool Get

Indicates whether the device supports the OMA DigkaObject Handling specification, as defined iMIPRO].

DevDetail/SessionlessRpt

Status

Occurrence

Format

Min. Access Types

Required

One

bool

Get

This node indicates whether or not the DM Clienqgpmrts the sessionless reporting feature.

DevDetail/User I nter action

Status

Occurrence

Format

Min. Access Types

Required

One

node

Get

This interior node is a placeholder for the uséegriaction leaf nodes.
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DevDetail/User | nter action/User | nput

Status Occurrence Format Min. Access Types
Required One bool Get

Indicates whether the device supports the UsertlAfart, as defined in [DMPRO].

DevDetail/User | nteraction/Display

Status Occurrence Format Min. Access Types
Required One bool Get

Indicates whether the device supports the DispleytAas defined in [DMPRO].

DevDetail/User I nter action/Confirm

Status Occurrence Format Min. Access Types
Required One bool Get

Indicates whether the device supports the Confiomailert, as defined in [DMPRO].

DevDetail/User I nter action/Choice

Status Occurrence Format Min. Access Types
Required One bool Get

Indicates whether the device supports the ChoiegtAds defined in [DMPRO].

DevDetail/User | nteraction/Progr essNotify

Status Occurrence Format Min. Access Types
Required One bool Get

Indicates whether the device supports the Prodtesfication Alert, as defined in [DMPRO].

DevDetail/Ext
Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

An optional, interior node, designating the onlgfech of the DevDetail sub tree into which extensican be
added, permanently or dynamically.

Itis RECOMMENDED that the combination of HwV, SwWwV, Man, Mod, and OEM provide a unique signature
identifying the specific version of software, thueviding a means for other implementations to nmgecial provisions
based on that identification.

The complete DDF description of this managementahgjan be found ifpevDetailDDF]

5.34 Inbox

Management object identifier: urn:oma:mo:oma-dm-inbox:1.0
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Inbox is designed to be used when the DM Servetsvtie DM Client to choose where to create a manageobject in the
management tree. To have the DM Client performabtsn, the DM Server will add a MO using TNDShe ‘Inbox’ URI,
and the DM Client MUST add this MO into the DM tnesing a location of DM Client’s choice.

For example, an operator would put a DMAcc and soammectivity MO into a single TNDS object, whighturn would be
the data for an Add operation in a Bootstrap Messalthis Bootstrap Message could then be proviie®AP Push or via
a smartcard to a device for the DM Client to prgceSince the DM Server may not know precisely whbe DMAcc needs
to reside, it will use the Inbox for the destinatiof the Add. How the DM Client will decide the ki®on of the MO in the
DM Tree is up to the DM Client, but might be chosgrthe MOID of the new MO.

Inbox MUST be associated with the following fixe®RL "./Inbox"
Inbox MUST be supported by the DM Client.

DM Clients MUST only permit th&dd operation on “Inbox”. A DM Client MUST return tletatus code “Command not
allowed” (405) in response to any command othem thadd with targets “Inbox”.

Inbox MUST support the ACL Runtime Property. Thbdr ACL property MUST be used to set access righi3M
Servers that are allowed to use this feature.

Inbox MUST only be used with TNDS obje¢EVTNDS] - non-TNDS objects MUST be rejected with "Unsupedmedia
type or format." (415).

Inbox MUST NOT support any child nodes. Commaids address child nodes of Inbox MUST be rejectigd w
"Forbidden" (403).

The DM Client MUST copy the location of the new Nif@o the TargetRef element [DMREPPROQ] in the redarStatus
command.

An example that illustrates the usage of the Infamctionality is provided below

<Add>
<CmdID>4</CmdID>
<ltem>
<Target>
<LocURI>Inbox</LocURI>
</Target>
<Meta>
<Format xmIns="syncml:metinf’>xml</Format>
<Type xmiIns="syncml:metinf’>
application/vnd.syncml.dmtnds+xml
</Type>
</Meta>
<Data>
... TNDS encoded Object ...
</Data>
</lItem>
</Add>
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Appendix A. (Informative)
A.1 Approved Version History
Reference Date Description
N/A N/A No prior 1.3 version
A.2 Draft/Candidate Version 1.3 History
Document I dentifier Date Sections Description
Draft versions 15 Oct 2008 All Baseline to v1.3., using OMA-TS-DStdObj-V1_2_1-20080617-A
OMA-TS-DM_StdObj-V1_3 13 Apr 2009 5.3 Applied
OMA-DM-DM13-2009-0005-CR_Bootstrap_Connect
06 Jul 2009 5.3.1.8 Applied
OMA-DM-DM13-2009-0036R02-
CR_DMAcc_Authentication_Node_Naming
OMA-DM-DM13-2009-0040-CR_DMAcc_Diagram
09 Sep 2009 All Applied
OMA-DM-DM13-2009-0059R02-CR_Enhance_DevDetail
28 Oct 2009 All Applied
OMA-DM-DM13-2009-0105R01-CR_Inbox_Only_Add
OMA-DM-DM13-2009-0092-CR_Inbox_Not_Optional
OMA-DM-DM13-2009-0074R02-CR_Add_StdObj_Tables
17 Nov 2009 All Applied
OMA-DM-DM13-2009-0047R04-CR_DMAcc_Node_Name_Rooting
OMA-DM-DM13-2009-0088R01-CR_StdObj_Bug_Fixes,
OMA-DM-DM13-2009-0109R01-CR_StdObj_Cleanup
02 Dec 2009 All Corrected tables for node desanisti
28 Dec 2009 All Applied
OMA-DM-DM13-2009-0129-CR_StdObj_Missing_Nodes
29 Dec 2009 Moved the URI text to the correct sfddevDetail.
13 Jan 2010 All Applied
OMA-DM-DM13-2009-0140R01-CR_StdObj_Diagrams
DSO editorial clean-up
14 Jan 2010 5.3.3 Applied
OMA-DM-DM13-2010-0003-CR_DevDetail_Missing_Nodes
04 Feb 2010 5.3.3 Applied
OMA-DM-DM13-2010-0007R05-CR_Bearer_Type
OMA-DM-DM13-2010-0005-CR_StdObj_SCR_Version_Fix
OMA-DM-DM13-2009-0124R01-CR_Roaminginfo
OMA-DM-DM13-2009-0120R02-CR_Inbox_Usage_ Clarificatidoc
OMA-DM-DM13-2010-0032R01-CR_Inbox_Fixes.doc
OMA-DM-DM13-2010-0019-
CR_Correct_Description_For_Inbox_Mandatory.zip
11 Feb 2010 All Editorial clean-up of formatting BO
15 Apr 2010 All Applied
OMA-DM-DM13-2010-0041-CR_StdObj_Cleanup
OMA-DM-DM13-2010-0058-CR_Improve_Inbox_in_StdObj
16 Apr 2010 All Really applied OMA-DM-DM13-2010-0058-
CR_Improve_Inbox_in_StdObj.
26 Apr 2010 2.1 Formatting of one hyperlink
04 May 2010 All Applied
OMA-DM-DM13-2010-0073-CR_Remove_Nonce_Resync
Formatting of a few tables borders, double quobtesiged to single
quotes
Candidate version 25 May 2010 N/A Status changed to Candidate by TP

OMA-TS-DM_StdObj-V1_3

Ref # OMA-TP-2010-0221-
INP_DM_V1.3_ERP_and_ETR_for_Candidate_approval
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Document I dentifier Date Sections Description
Draft version 25 Aug 2010 5.3.3 Applied
OMA-TS-DM_StdObj-V1_3 OMA-DM-DM13-2010-0052R02-CR_BearerTypeTable
Candidate version 07 Dec 2010 N/A Status changed to Candidate by TP
OMA-TS-DM_StdObj-V1_3 Ref #OMA-TP-2010-0502-
INP_DM_V1_3_ERP_and_ETR_for_Candidate_re_approval
Draft versions 18 Jul 2011 5.3.3 Applied
OMA-TS-DM_StdObj-V1_3 OMA-DM-DM13-2011-0065-CR_Remove_Obex_bearer
Editorial: 2011 template
20 Jul 2011 5.3.1 Applied
5.3.3 OMA-DM-DM13-2011-0064-CR_AuthLevelForNotification
As per Al DM-2011-A034: BlueTooth changed to Bluzto
15 Sep 2011 5.3.1 Applied
OMA-DM-DM13-2011-0077-CR_Name_Case_Cleanup
OMA-DM-DM13-2011-0078R01-
CR__Bug_fix_for_DM_Account_MO
21 Oct 2011 5.3,App C Applied
OMA-DM-DM13-2011-0097-CR_Sec5_3_Fix
OMA-DM-DM13-2011-0079R02-CR_Preferred_Connectiondrebss
28 Nov 2011 | 2.1,5.3.2, Applied
533 OMA-DM-DM13-2011-0103R02-CR_Deleting_Roaming_and TCB
Sorting of references in alphabetical and numecodér
23 Dec 20111| 5.3.3 Applied
OMA-DM-DM13-2011-0123-
CR_Sessionless_Reporting_Support_in_DevDetail
17 Jan 2012 2,3,53 Applied
OMA-DM-DM13-2011-0138R03-CR_CONR_StdObj
Feb 31 Jan All Applied OMA-DM-DM13-2012-0016-
2012 CR_CONR_Add_MACCRED_AAuthLevel
Applied 2012 TS template according to Al DM-2012080+ added
reference to SCRRULES and deleted reference to RORP
accordingly
Restored cross-references in the whole document.
Applied 2012 template to introduction section.
Removed unused reference according toAction ItemZD2-A015.
07 Feb 2012 5.1 Applied
OMA-DM-DM13-2012-0023R01-CR_StdObj_DDFNotation_Ghap
08 Feb 2012 5.1 Applied
OMA-DM-DM13-2012-0032R01-CR_DMStdObj_Move DDFNotati
15 Feb 2012 All Applied
OMA-DM-DM13-2012-0005R04-CR_ReformatbM13StdObjs
(according to comment made in the DM R&A)
OMA-DM-DM13-2012-0064-CR_CBT_node_Devinfo__bugFix
Modified the blue background color of the exampe n 5.3.3
22 Feb 2012 5.3.2 Applied
OMA-DM-DM13-2012-0082-CR_StdObj_Editorials
OMA-DM-DM13-2012-0083R01-CR_TS_StdObj_URI
OMA-DM-DM13-2012-0090-
CR_Updated_definition_for_DMAcc_Ext
23 and 24 Feb| All Changes made online and agreed during the DM F2fimgein
2012 Barcelona
25 Feb All Changes made online and agreed during the DM F2ffimgein
Barcelona
Section 4.1 header removed by DSO according taAdtem DM-
2012-A030
26 Feb 2012 5.3.1 Applied

OMA-DM-DM13-2012-0010R03-CR_NotifyAddrinStdObj
Diagram updated accordingly, using the dedicateH to

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-DM_StdObj-V1_3-20120306-C.doc

Page 27 (31)

OMA-TS-DM_StdObj-V1_3

Document I dentifier Date Sections Description
27 Feb 2012 5.3.1 Re-application of CR
OMA-DM-DM13-2012-0010R03-CR_NotifyAddrinStdObj
Figure 1 updated accordingly
Candidate version 06 Mar 2012 N/A Status changed to Candidate by TP

Ref #OMA-TP-2012-0084-
INP_DM_V1_3_ERP_and_ETR_for_Candidate_re_approval
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Appendix B. Static Conformance Requirements (Normative)
The notation used in this appendix is specifie(BtRRULES]
B.1 SCR for DM Client
Item Function Reference Requirement
SCR-DM-STDOBJ-C-0014 Support of Devinfo object Section 5.3.2
M
SCR-DM-STDOBJ-C-0024 Support of DevDetail Object Section 5.3.3
M
SCR-DM-STDOBJ-C-0034 Support of DM Account Section 5.3.1
M Object
SCR-DM-STDOBJ-C-004- Support of Inbox Object Section 5.3.4
M
B.2 SCR for DM Server
Item Function Reference Requirement
SCR-DM-STDOBJ-S-001- Support of Devinfo object Section 5.3.2

M

SCR-DM-STDOBJ-S- Support of DevDetail Object Section 5.3.3
002-M

SCR-DM-STDOBJ-S- Support of DM Account Section 5.3.1
003-M Object

SCR-DM-STDOBJ-S- Support of Inbox Object Section 5.3.4
004-M
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Appendix C. Mapping of Device Management parameters

In the below table the Device Management Accounbdfgment Object and Device Management ProvisioGomgent
Application characteristic (w7) parameter corresjmice is shown.

DEVICE MANAGEMENT ACCOUNT DM PROVISIONING CONTENT

MANAGEMENT OBJECT APPLICATION
CHARACTERISTIC (w7)

AppID APPID

ServerlD PROVIDER-ID

Name NAME

PrefConRef, if multiple ToConRef/<X>/ConRef TO-PROX Y

PrefConRef, if multiple ToConRef/<X>/ConRef TO-NAPI D

AppAddrPref N/A

AppAddr/<X>/Addr APPADDR/ADDR

AppAddr/<X>/AddrType APPADDR/ADDRTYPE

AppAddr/<X>/Port/<X>/PortNbr APPADDR/PORT/PORTNBR

AAuthPref N/A

AppAuth/<X>/AAuthLevel APPAUTH/AAUTHLEVEL

AppAuth/<X>/AAuthType ARPAUTH/AAUTHTYPE

AppAuth/<X>/AAuthName APPAUTH/AAUTHNAME

AppAuth/<X>/AAuthSecret APPAUTH/AAUTHSECRET

AppAuth/<X>/AAuthData ARPAUTH/AAUTHDATA

The following diagram shows how information frone throvisioning content and the w7 characteristicraapped to the

management tree.
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<7 Tlienl” ™+
assigned  ———  ApplD=APPLICATION/ADDR
<. hame _/

— ProviderlD = APPLICATIOMNPROVIDER-ID
— Mame = APPLICATIONMAME

— PrefConRef = Client assigned reference to connecioid

Cheant e . ;
|| ToConRef ke ConRef = Client assignad name, MO pointer or empty o use
fric PROVCONT

Clherl
—  AppAddr 4( assigned Addr = APPLICATIONAPPADDR/ADDR
name

AddrTypa = APPLICATION/APPADDR/ADDRTYPE

Client PostMbr =
Port —( assigned APPLICATION!
name APPADDRFPORT!
PORTMER
Chent "\,I
1 Apphuth {aﬁsigﬁed -) AduthLevel = APPLICATION APPAUTH/AALTHLEVEL
name

— AduthType = APPLICATION/APPALITHAAUTHTYPE

— AfuthMName = APFLICATIONAPPAUTHIAAUTHNAME

— AduthSecret = APPLICATION APPAUTH/AALUTHSECRET

L—  AsuthData = APPLICATION/APPALTH/AAUTHDATA

Requirements for DM client when it converts the AFPLICATION characteristic to the management tree:

e DM Client MUST assign a unique name for the <X> (Bd¢ Interior node) as specified in Section 5.3.2 in
[DMBOOT]. Management server can modify this nodeaan some subsequent DM session.

» The DM Client MUST grant Get, Replace and Deletd Aights to the specified Serverld for the <X> (D&
Interior node) as specified in Section 5.3.4 in [BO®IOT]. The provisioning server MAY modify this AGb
provide broader or narrower access in a subseddrgession.

The values of each leaf in the DMAcc object is dedlifrom a w7 APPLICATION characteristic as follaws
»  ApplD - takes the value of the APPLICATION/APPID = w?7.
e ServerlD —takes the value of APPLICATION/PROVIDER-ID
* Name - takes the value of APPLICATION/NAME
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» PrefConRef — client assigned reference to connectoid, e.gn€ctivity MO or connection information maintained
outside of the management tree, for example asfggbwithin PXLOGICAL and NAPDEF.

* ToConRef/<X>/ConRef - client assigned name, MO pointer or may bedefpty by the DM client to use
connection information maintained outside of thenagement tree, for example as specified within PRLOAL

and NAPDEF.

* AppAddr/<X>/Addr — takes the value of APPLICATION/APPADDR/ADDR

e AppAddr/<X>/AddrType - takes the value of APPLICATION/APPADDR/ADDRTYPE
*  AppAddr/<X>/Port/<X>/PortNbr — takes the value of APPLICATION/APPADDR/PORT/PONBR

* AppAuth/<X>/AAuthLevel — correspondence to APPLICATION/APPAUTH/AAUTHLEVE/alues is as

follows:
w7 APPLICATION/APPAUTH/AAUTHLEVEL DMAcc AppAuth/<x>/AAuthLevel
APPSRV CLCRED
CLIENT SRVCRED
OBEX OBEX

o AppAuth/<X>/AAuthType — takes the value of APPLICATION/APPAUTH/AAUTHTYPE

*  AppAuth/<X>/AAuthName — takes the value of APPLICATION/APPAUTH/AAUTHNAME

*  AppAuth/<X>/AAuthSecret — takes the value of APPLICATION/APPAUTH/AAUTHSECRE
* AppAuth/<X>/AAuthData — takes the value of APPLICATION/APPAUTH/AAUTHDATA
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