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1. Scope

This document defines the management tree anddddes\on which the OMA DM protocol acts. A standzediway to
describe these Nodes is also specified.
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2.2 Informative References

None.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

Any reference to components of the DTD's or XMLpgeits is specified in this typeface.

3.2 Definitions

Kindly consult [DMDICT] for all definitions used ithis document.

3.3 Abbreviations

Kindly consult [DMDICT] for all abbreviations used this document.
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4. Introduction

Other OMA DM specifications define the syntax arthantics of the OMA DM protocol. However, the usedéss of such a
protocol would be limited if the managed entitieslevices required different data formats and diggd different behaviors.

Since device manufacturers will always develop favetions in their devices and since these funetioften are
proprietary, no standardized Management Objectt &4 them. To make these functions managealleeimevices that
have them, a device description framework is nedldaidcan provide servers with the necessary irdition they need to
manage the new functions. The intention with thesrfework is that device manufacturers will publiigscriptions of their
devices as they enter the market. Organizationsatipg DM Servers should then only have to feednthe description to
their servers for them to automatically recogniad manage the new functions in the devices.
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5. The Management Tree

Each device that supports OMA DM MUST contain a Elggment Tree. The Management Tree organizes alablea
Management Objects in the device as a hierarchiealstructure where all Nodes can be uniquelyessdd with a URI.
The following figure shows an example ManagemeeeTr

P
The Root
H./'n
%\
DMAcc OSGi Vendor Operator
Ring
sighals
Screer
saver

MyMgmServer

Figure 1. Example Management Tree

To access the xyzInc Node in the Management Treeegala server MAY for example present the addré®81Acc/xyzinc,
or DMAcc/xyziInc.

URI used in OMA DM MAY be treated and interpretedicase sensitive. Node names SHOULD be chosertlsaich
resulting URI strings differ in more than just #eese of individual letters. Implementations, evidneiating and interpreting
URIs as case insensitive, SHALL preserve the casgmbols in the names of dynamically created Nodes

Client device SHOULD indicate the Node name cassitieity in the DDF using the CaseSense elemespasified in
Section 10.5.3.

URI used in OMA DM MUST use the UTF-8 character. set
The following restrictions on URI syntax are inteddo simplify the parsing of URIs.

A URI MUST NOT end with the delimiter "/". Note ththis implies that the root Node MUST be denoted.aand
not "./".

A URI MUST NOT be constructed using the characeguence "../". The character sequence "./* MUST MOT
used anywhere else but in the beginning of a URI.

Section 7 explains the different ways which camged in order to address a node inside the Managemee.
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6. Nodes

6.1 Common Characteristics of Nodes

Nodes are the entities that can be manipulateddnagement actions carried over the OMA DM proto&dNode can be as
small as an integer or large and complex like &dpazind picture or screen saver. The OMA DM protée@agnostic about
the contents, or values, of the Nodes and treatte¢laf Node values as opaque data.

An Interior Node can have an unlimited number afdcNodes linked to it in such a way that the coatelcollection of all
Nodes in a management database forms a tree sguBfach Node in a tree MUST have a unique URI.

Each Node has properties associated with it; thesgerties are defined in Section 8.1. All propestiexcept the ACL, are
valid only for the Node to which they are assodlate

6.2 Details of the Management Tree

As mentioned before, the complete structure olatlies and the root (the device itself) forms a.tBdd Servers can
explore the structure of the tree by using the @&fmand. If the accessed Node is an Interior Nadist of all child Node
names for which the requesting DM Server has theaGeess is returned. If the Interior Node hashilmien, an empty list
of child Node names is returned, e.g., <Data/thdfNode is a Leaf Node it MUST have a value, witictld be null, and
this value is returned. A DM Server MAY maintairidrmation about its current position in the ManagefTree.

Nodes with the Format property set to node arenddfas Interior Nodes. Nodes that are not Inté&tmies are defined as
Leaf Nodes. Interior Nodes can have 0 or more ahildLeaf Nodes cannot have children.

The Management Tree can be extended at run-time.i§ done with the Add or Replace command and heth Interior
Nodes and new Leaf Nodes can be created. The pafrany new Node MUST be an Interior Node. The devfself can
also extend the Management Tree. This could happenresult of user input or by attaching some kiraccessory to the
device.

6.2.1  Addressing Object Values

Node values are addressed by presenting a reldRVdor the requested Node. The base URI [RFC2B88FT be the root
of the Management Tree in the device. If a valid i$Fbresented along with a command for which thieent Server
Identifier has sufficient access rights, the comtheMUST be executed. The DM Client MUST respond withappropriate
status code. If the command results in a valueishtatbe sent back to the DM Server, then this@MUST be part of the
response. The value type is returned as part ahttta information as specified in [AMT].

Example:
The following Get command:

<Get>
<CmdID>4</CmdID>
<ltem>
<Target>
<LocURI>Vendor/Ring_signals/Default_ring</ LocURI>
</Target>
</ltem>
</Get>

could receive a response like this:

<Results>
<CmdRef>4</CmdRef>
<CmdID>7</CmdID>
<|tem>
<Data>MyOwnRing</Data>
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</ltem>
</Results>

6.2.2  Addressing Interior Node Child Lists

Interior Node child lists are addressed in the saagas Node values. The list of children is reégras an unordered list of
names. The individual names in the list are sepdray the character “/”. A returned child list e format node in the
meta information of the result. Note that the ‘fiacacter MUST NOT be part of any Node names acogridi [RFC2396].

Example:
The following Get command:

<Get>
<CmdID>4</CmdID>
<ltem>
<Target>
<LocURI>Vendor/Ring_signals</LocURI>
</Target>
</lItem>
</Get>

could receive a response like this:

<Results>
<CmdRef>4</CmdRef>
<CmdID>7</CmdID>
<ltem>
<Meta>
<Format xmiIns="syncml:metinf’>node</Format >
<Type xmins="syncml:metinf’>text/plain</Ty pe>
</Meta>
<Data>Default_ring/Ring1/Ring2/Ring3/Ring4</ Data>
</lItem>
</Results>

If a Get command is issued on an Interior Node dloas not have any children, the client MUST retamrempty child list,
e.g., <Data/>, and the status code (200) OK.

6.2.3 Permanent and Dynamic Nodes
Nodes in the Management Tree can be either perrhanegynamic.

Permanent Nodes are typically built in at devicennfacture. Permanent Nodes can also be tempoeatilgd to a device
by, for instance, connecting new accessory hardvw#we/ever, a DM Server cannot create or delete peemt Nodes at run-
time. An attempt by a DM Server to delete a permah®de will return status (405) Command not alldw&he same
status code will also be returned for all attentptsrodify the Name property of a permanent Node.

Dynamic Nodes can be created and deleted at rumkynDM Servers. The Add command is used to createNodes. The
Delete command is used to delete Dynamic Nodesktigeir properties. If a deleted Node has chifdliiee., is an Interior
Node, the children MUST also be deleted.

Note that a permanent node MAY be the child ofegithh dynamic or a permanent node. In such casepettmanent child
node is created at the same time its parent nocteded.

The complete layout of the permanent Nodes in taeddement Tree is reflected in the device deseripti
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6.2.4  Adding Dynamic Nodes

As stated in the previous section, the Add commanged to create new Nodes. The definition ofAtld command in
[DMPRO] states that the Node addressed MUST NO#3t éxithe tree. The name of the newly created N&idALL be the
last segment of the URI presented in the Targetete of the Add command. Note that devices mighthaarious
constraints as to the lengths of the URI used tivess$ the Management Tree. These constraints Ml@S&dorded in the
./DevDetail Management Object as specified in [DMSTDOBJ].

Example:
The following Add command:

<Add>
<CmdID>5</CmdID>
<ltem>
<Meta>
<Format xmIns="syncml:metinf’>b64</Format>
<Type xmins="syncml:metinf’>audio/myMelody Type</Type>
</Meta>
<Target>
<LocURI>Vendor/Ring_signals/My_beep</LocUR >
</Target>
<Data>jkhdsfKJhdsf89374h</Data>
</lItem>
</Add>

would create a previously non-existing Node calad beep as a child Node to the Interior Node
Vendor/Ring_signals

When a Node is created, all the properties thatNlude supports are automatically created by fleatclThose property
values that depend on information present in thé &dReplace command, e.g., Name, are assigneg vhéses. Properties
with a default value (e.g., Name) or a value thattitomatically updated by the client (e.g., S&e)also assigned an
appropriate value at Node creation. Other propewtid have no value.

Interior Nodes are created in the same way. THerdiiice is that the server MUST explicitly say ttiet new Node is an
Interior Node by including a Meta element with arRat value of node.

Example:

<Add>
<CmdID>5</CmdID>
<ltem>
<Target>
<LocURI>Vendor/Ring_signals/MyOwnSongs</Lo cURI>
</Target>
<Meta>
<Format xmiIns="syncml:metinf’>node</Format >
</Meta>
</lItem>
</Add>

6.2.5 Protecting Dynamic Nodes

Some Dynamic Nodes can be part of a larger comateckionly have meaning in this context. Alternatyy¢he context (a
Management Object) might become useless if a dsthitt, e.g., by the deletion of a dynamic Leafld. This could, for
instance, be the address of an SMTP server formaaileManagement Object. To protect this kind ofdddrom deletion and
thus maintain the integrity of the context, the DXBpertyAccessType can be set so that the Delete command is
excluded. This means that a Delete command willfdh status(405) Command not allowed
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Note that this is not the same thing as a permaxede. A Node protected by thecessType property can still be
deleted if it is part of a sub-tree that is beimtetked. The Delete command acts strictly on theeNbid addressed at; if that
Node is a dynamic Interior Node, it will be deletddng with its child Nodes. If any of these chiNddes have the
AccessType property set to exclude Delete, they will be deletayway. The following table summarizes the pridec
mechanisms for Dynamic Nodes.

How the Node is addressed
Directly by URI in a Indirectly, as a child of a Node
Delete command being deleted
What Delete Deleted Deleted
AccessType allowed
specifies for the ["pgjete not Not Deleted Deleted
Node allowed

Table 1: Protection M echanismsfor Dynamic Nodes

Note that this mechanism is completely independétiie ACL.

See chapter 10 for more information on DDF propstti
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7. Node addressing

Each node MUST be addressed by a unique Full Dé¥iRle The Full Device URI supports three formats:

* An absolute URI start from the device root node. &ample ‘./Vendor/A1/E/G'.
* A URI relative to the device root node. For exaniplendor/AL/E/G’.

* A URI relative to the parent node of the managernobject which starts with [x]. The [x] represertte wirtual root of
the management object. For example ‘[XJ/E/G’.

URIs MUST follow requirements specified in UnifofResource Identifiers (UR[RFC2396]with the restrictions as
specified in OMA Device Management Tree and Desionig Error! Reference source not found.. Node addressing is
defined inError! Reference source not found..

DM supports three types of node addressing

e Absolute URI addressing
* Relative URI addressing

e  Virtual URI Addressing.
Both DM Client and DM Server MUST support theseethtJRI addressing mechanisms.

7.1 Absolute URI Addressing and Relative URI Addressing

In absolute URI addressing, the URI specified s $ource and Target element MUST be an absoluteniRh start from
the device root. In relative URI addressing, thd Bjpecified in the Source and Target element MUSR IJRI relative to
the device root.

7.2 Virtual URI Addressing

In case when the DM Server does not specify thelatesURI or relative URI, the possibility is todréss the node using
virtual URI addressing mechanism defined below.rélaee two URIs used in this mechanism.

. URI A: This URI is specified in the TargetParergraknt and is used to identify the location of thenislgement
Object that is to be managed.

. URI B: This URI is specified in the Target elemant is used to indicate the node to be manipulatédte DM
Session. This URI MUST be a URI relative to thegmamnode of the management object which starts [wjtiThe
[X] represents the virtual root of the managemdupeat.

The DM Client MUST resolve the URI A into the ahgt@ URI of the targeted MO node. This absolute $Rlonstructed
by starting at the device root and, as tree isstsad down to the root node of the targeted MO.DMeClient MUST
resolve the URI B into the relative URI of the tated node. This relative URI is constructed bytistgrat the root node of
the MO, as tree is traversed down to the targebe n

The DM Server SHOULD specify enough parametersit A in order for the DM Client to find uniqgue Magement
Object instance to be managed. In case multipleagement Object instances were found, the DM CNEUST perform
the DM commands on all targeted nodes.

When the DM Client successfully resolved the URAmd URI B, the DM Client MUST concatenate the resdlURI A and
resolved URI B to get the absolute URI of the ntolbe managed.

The syntax definition for URI A is 4RI >?MOI D=<m-value>& <attribute>=<a-value> as described below:
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. <URI>: The start point for the DM Client is to fitde MO occurrences in the whole sub-tree
which begins from 'URI’. This element SHOULD be inded in the virtual URI
addressing.

. ?: This is the separator between the ‘URI’ and MOIDis element MUST be included in

the virtual URI addressing only when URI is present

. MOID=<m-value>: This element is used to specify M@ identifier which identifies the MO that is teb
managed. This element MUST be included in the &irtdRIl addressing. The character
“” MUST be percent encoded as “%3A” within the <alue>.

. &: This is the separator between the MOID and titribaite condition and between
consecutive attribute conditions. This element MU&Tincluded in the virtual URI
addressing if the ‘<attribute>=<a-value>’ part regent and when multiple
<attribute>=<a-value> pairs are specified

. <attribute>=<a-value>: This is only used when thié Berver anticipates that multiple MO occurrencékhbe
found. The <attribute> identifies the specific leafle's URI relative to the root of the
MO. The <a-value> identifies the value of this leafle. This part is used by the DM
Client to find the unique MO occurrence that ibéomanaged. This element MAY be
included in the virtual URI addressing. If thisralent is specified, the preceding ‘&'’
MUST be specified as well. Reserved characterd€fined in the section 3.4 “Query
Component” ofRFC2396) MUST be percent encoded appropriately. If the Baéfver
needs more attribute conditions to specify a uni@® “<attribute>=<a-value>" can
occur multiple times with different attributes.

The URI A MUST be included in the <TargetParent>dcURI> element. The URI B of virtual URI MUST beclnded in
the <Target>/<LocURI> element if it is present. Pald, Replace and Exec commands, the <TargetPasemtthe
<Target> elements MUST be included in the DM Mess&®@r Delete command, the <TargetParent> elemé&t™Mboe
included in the DM Message and the <Target> elerivY be included in the DM Message.

The DM Client MUST resolve the virtual URI to actadsolute URI if it supports virtual URI addresgiifhe DM Client
MUST find all MO occurrences in the whole sub-teeeording to the specified MO identifier. In célsere are multiple
MO occurrences found and “<attribute>=<a-value>tpare specified in the request, the DM Client MUSe the
“<attribute>=<a-value>" pairs to resolve the rodRLbf the unique MO occurrence that is to be madage

In case the DM Server wishes to delete the wholedd€urrence(s), the URI B is not needed. Then tReAJwill be
enough to resolve the root URI(s) of the MO ocaueeds) to be removed from the Device. In this cse<Target>
element will not be included in the <Delete> comohahthe DM Message.

There are two scenarios about how to address dailur
. Within normal DM Session:

0] If the DM Client failed to resolve the virtual URJ actual absolute URI, the DM Client MUST retutatss
code 400 (“Bad Request”).

o If the DM Client failed to find the unique MO oceance when <attribute>=<-a-value> pairs were syakif
the DM Client MUST return status code 404 (“Not Rdt).

. Within Sessionless or Bootstrap Session:

0  Since the response is not expected by the DM semeestatus code will be returned. If the DM Cli&aited
to resolve the URI to absolute URI, or failed tadfithe unigue MO occurrence, the DM Client MUST NOT
perform the command that targeted the virtual URI.

The virtual URI concept is illustrated in the follimg diagram:
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Figure 2: Virtual URI Concept

In this example the DM Server wants to manipulatgen’./Vendor/A1/E/G’. The URI A sent by the DM Ser is
“.Vendor?MOID=urn:oma:mo:oma_example:1.0&F=Camera ”. The URI B sent by the DM Server is “[X]/E/G”.
The example message sent by the DM Server is shelow:

<Exec>
<CmdID>4</CmdID>
<ltem>
<TargetParent>
<LocURI>./Vendor?MOID=urn%3Aoma%3Amo%3Aoma_ex ample%3A1.0&F=Camera</LocURI>
</TargetParent>
<Target>
<LocURI>[X]/E/G</LocURI>
</Target>
</ltem>
</Exec>

The resolved URI from the URI A is “./Vendor/Al1” duthe resolved URI from the URI B is “A1/E/G". Tiedore the actual
absolute URI of the node G is “./Vendor/A1/E/G".efhthe DM Client is able to execute the node ‘.A@M1/E/G as
expected by the DM Server.

The more complete virtual URI concept is illustchibe the following diagram:

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_TND-V1_3-20120306-C Page 19 (62)

Vendor Operator
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Value= Value= Value=
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G | Value G1 | Value G2 | Value
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Figure 3: Virtual URI Concept

In this example, the DM Server wants to manipufetde ‘./\Vendor/A1/E/H’. The URI A sent by the D\NeiSer is
“.NVendor?MOID=urn:oma:mo:oma_example:1.0&F=Camera&E /G=Foo ". The URI B sent by the DM Server is
“IXVE/H". The example message sent by the DM Seiseshown below:

<Exec>
<CmdID>4</CmdID>
<ltem>
<TargetParent>

<LocURI>./Vendor?MOID=urn%3Aoma%3Amo%3Aoma_example% 3A1l.0&F=Camera&E/G=Foo</LocURI>
</TargetParent>
<Target>
<LocURI>[xX]/E/H</LocURI>
</Target>
</ltem>
</Exec>

The resolved URI from the URI A is “./Vendor/Al1” @athe resolved URI from the URI B is “A1/E/H". Tlefore the actual
absolute URI of the node G is “./Vendor/A1/E/H".&hthe DM Client is able to execute the node ‘.A@MA1/E/H as
expected by the DM Server.
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8. Properties of Nodes

8.1 Definition

Properties of Nodes are used to provide meta irdtiom about the Node in question. All propertieshis section are run-
time properties, e.g., they are available durirglifietime of their associated Node. Section 10de8Is with the properties
used in the context of device descriptions, whiegh@mpletely separate from the run-time propedesdt with here.

Property Explanation

ACL Access Control List.

Format Specifies how Node values should be intezdre

Name The name of the Node in the tree.

Size Size of the Node value in bytes.

Title Human readable name.

TStamp Time stamp, date, and time of last change.

Type The MIME type of a Leaf Node’s value or a URNresenting the Management Object
identifier for Interior Nodes that root a Managein@ject sub-tree.

VerNo Version number, automatically incrementedath modification.

Table 2: Run-time properties
It MUST NOT be possible to create new propertiearirexisting device.

8.2 Supported Properties

DM Client MAY support different sets of properti€dome properties are OPTIONAL for a DM Client tqpiement, but all
are REQUIRED for DM Servers. The following tabldides property support for devices.

Property Device Support

ACL MUST

Format MUST

Name MUST

Size MAY for Leaf Nodes; MUST NOT for Interior Nosle
Title MAY

TStamp MAY

Type MUST

VerNo MAY

Table 3: Property Support for Devices

8.3 Property Addressing

The properties of a Node are addressed by appefgiog=<property_name> to the Node’s URI. For instance, to
access the ACL of an OMA DM account, a DM Servarldase one of these URIs:

./DMAcc/xyzInc?prop=ACL
DMAcc/xyzinc?prop=ACL

If a DM Server addresses an unsupported propedyDiV Client, an error is returned in the form of(406) Optional
feature not supported status.
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8.4 Property Values

Property values MUST be transported by OMA DM ad=t8Tencoded strings. Numerical property values MG8T
converted to numerical strings, expressed in ddcitnia NOT RECOMMENDED to use a <Meta> element pooperty
values.

It is unnecessary to use a <Meta> element for ptppalues because they are all strings. This méaatsthey would all
have the same <Meta>, like this:

<Meta>
<Format xmIns="syncml:metinf’>chr</Format>
<Type xmiIns="syncml:metinf'>text/plain</Type>
</Meta>

8.5 Operations on Properties

The following table defines the allowed operatiforseach property. An operation on a property igiegjent to an OMA
DM command that is performed by a server on the &fRlhe property.

Property Applicable Commands Comment

ACL Get, Replace Get and Replace are the only waidmands for
ACL manipulation. Note that Replace always
replaces the complete ACL.

Format Get Automatically updated by Add and Replace
commands on the associated Node.

Name Get, Replace A Replace is equivalent to ameraf the Node.

Size Get Automatically updated by the DM Client.

Title Get, Replace Only updated by DM Server adionsoftware
version changes.

TStamp Get Automatically updated by the device.

Type Get Automatically updated by Add and Replace
commands on the associated Leaf Node.

VerNo Get Automatically updated by the device.

Table 4: Allowed Operations on Properties

Properties do not support the Add command. All nadmiy properties—and those optional properties ahdgvice
implements—MUST be automatically created when a Nede is created. The values of the newly createdeNproperties
are all empty, e.g.<Data/> . However, Node properties that have a defaultevaluare automatically updated by the
device MUST be assigned appropriate values by ¢hécd.

Use of an unsupported command on a property vgliitén an error and the stat(#05) Command not allowed is
returned.

Property values MAY also change for reasons ot tirect server operations. For instance, somedeht MAY allow
the user to modify the ACL. If this occurs and tlevice supports the TStamp or VerNo propertiese¢hdUST be updated.

8.5.1  Properties of Permanent Nodes

The semantics of most properties are independehegiermanent/dynamic status of the Node to withiel are associated.
The exception is the Name, Format, and Type prigsenvhich MUST NOT be changed for permanent Nodey.attempt
to perform such a change SHALL fail.
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8.6 Scope of Properties

With the exception of the ACL property, all propestare only applicable to the Node with which they associated.
Properties are individual characteristics of eacklél There SHALL be no inheritance of property eal-implied or
specified—other than for the ACL property.

8.7 Detailed Description of Properties
8.71 ACL

The ACL property has some unique characteristiosnadompared to the other properties.

The access rights granted by an ACL are grant&kteer Identifiers and not to the URI, IP addresgertificate of a DM
Server. The Server Identifier is an OMA DM specifame for a server. A Management Session is asedaidth a DM
Server Identifier through OMA DM authentication [[(B&C]. All management commands received in one@esse
assumed to originate from the same DM Server.

87.11 ACL and Inheritance

Every Node MUST implement the ACL property, butrthean be no guarantee that the ACL of every Nedeshvalue
assigned to it. However, the root Node MUST alwiagge an ACL value. If a DM Server performs a manag@ operation
on a Node with no value set on the ACL, the DM @iIUST look at the ACL of the parent Node for duea If the parent
does not have a value for the ACL, the DM Client 8MUlook at the ACL of the parent’s parent and saiotil an ACL
value is found. This search will always result ifoand value since the root Node MUST have an assigACL value. This
way, Nodes can inherit ACL settings from one ofrtla@cestors.

Inheritance only takes place if there is no valssigned to the complete ACL property, i.e., theeereo commands present.
As soon as any value for an ACL property is pregéig value is the only valid one for the currblitde. ACL values
MUST NOT be constructed by concatenation of vafum® the current Node and its ancestors.

If an ACL does not contain any Server Identifiar &oparticular command, then this command MUST Ni@present in the
ACL. Inheritance does not take place on a per-conthiiasis. Whenever an ACL is changed by a serviy tite client
itself, care needs to be taken so that command sanitieout Server Identifiers are not stored intlegv ACL, resulting in an
improperly formatted ACL.

If the ACL for a Node has no value, when a Get camdhis performed to get the ACL property of thisieathe client
MUST check its parent node and return the inhe®€d to the server. If the parent does not havelae/for the ACL, the
device MUST look at the ACL of the parent’s parantl so on until an ACL value is found, then theiMUST return the
status cod€217) OK with Inherited ACL to the server.

8.7.1.2 Initial Access Right to Management Tree

The root Node is special — it is owned by the devilt is also the only Node that MUST have a valssigned to the ACL.
The default value for the root ACL, for a Devicetlis not bootstrapped, SHOULD Add=*&Get=*. Any attempt by a
DM Server to modify the ACL value of the root SHOD [fail with the status cod@05) Command not allowed

The initial access rights to the Management Tregaed to the DM Server SHOULD be based on Devidieyor it MAY
be controlled by the Bootstrap Config MO [DMBOOT].

8.7.1.3 Changing the ACL
The rules for changing the ACL of a Node are défgrfor Interior Nodes and Leaf Nodes.

* Interior Nodes
The ACL is valid for the Node and all propertieattthe Node may have, i.e., the right to accesa@leis
controlled by the ACL itself. If a Server Identifieas Replace access rights according to the N&le then this
Server Identifier can change the ACL value.
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* Leaf Nodes
The ACL is valid for the Node value and all projestthat the Node may have, except the ACL proptsgif. If a
Server ldentifier has Replace access rights aacugitdi the Node ACL, then this Server Identifier cange the
Node value and all property values, but not the A@lue.

However, for both types of Nodes the right to cheatige ACL of the Node is also controlled by the Adflthe parent Node.
Note that any parent Node is by definition an listeNode. This makes it possible for a Server Idiemtwith sufficient
access to a parent Node to take control of a tfdlde. This is a two-step process where the seing¢rchanges the ACL of
the child Node and then accesses the Node vasti®fIchildren, or other Node properties. Notd theen if a DM Server
has total access to the parent Node accordingetpdrent’s ACL, this does not imply direct accesthe child Node value.
To change a child Node value the child ACL value $UWbe changed first.

The ability for a Server Identifier with accessatparent Node to take control of a child Node ieplhat any Server
Identifier with control of the root Node can takentrol of the complete Management Tree. Doing solaborious process
that involves many separate management commanulg issued by the DM Server. To avoid such a lalsrizrocess, once
the DM Client received the command to change thé #&lue of a Node, the DM Client MUST allow the DB&rver to
change the ACL of this node in case the servethi@Replace right of its parent or ancestor Ndtlelso implies that unless
two Server Identifiers agree about passing authbetween them, transition of authority cannot tplkeee. This also makes
"hostile takeovers” of devices impossible. To pd®vithe end user with the ability to change whictv&eldentifier controls
the root Node, some devices MAY implement a Ultfos purpose.

DM Servers can explicitly set ACL values by perfangha Replace operation on the ACL property of givgn Node. A
successful completion of such an operation is mtdit by an{200) OK status code. If the operation fails due to lack of
device memory, status co(#20) Device full is returned. In addition, if the reason for fagus access violation, the
status cod€425) Permission denied is returned.

If a DM Server successfully creates a new Node thighAdd command, the value of the Node’s ACL propis initially set
to no value, e.gsData/>.  This means that the value is inherited from thepeNode. However, there is one exception
to this rule. If a DM Server is adding an Intedode and does not have Replace access rights gratlet of the new
Node, the Node MUST not inherit the ACL value frdgmparent Node. Instead, the ACL of the new Nod¢SW be
automatically set so that the creating server hha€cess rights on the new Node.

In cases where the above rule does not applyREEOMMENDED that the current Server Identifier keifly set the new
Node ACL. This is achieved by using a Replace condran the ACL URI of the new Node. The current seiSHOULD
set the ACL value so that it has Delete, Get, aapl&te access.

Note that since the only command available to chaargACL is Replace, all existing Server Identffiand access rights are
overwritten. If a server wishes to keep the exgtntries in an ACL, it MUST read the ACL, perfothe needed changes,
and then Replace the existing ACL with the new one.

8.7.14 Deletion of DM Account

When a DM Account is to be deleted from the deuice,Management Tree MUST be scanned for NodesA@ths held
by the soon-to-be-deleted Server Identifier comesiing to the DM account. All the references ta tBerver Identifier
MUST be deleted. In the event that this procesovamthe only Server Identifier for a particulangoand on a particular
Node, then this command is removed from the ACLtliig Node. Note that if all commands are removethfan ACL in
this process—resulting in an ACL with no value—#&@L becomes inherited (see Section 8.7.1.1).

In the event that this process removes the Sedesttifier for Replace and Delete commands on acuéeit Node, the DM
Client MUST scan all of its ancestor Nodes to cheblkether any of them has Replace or Delete rigtggyaed to any DM
Server. If no DM Server has Replace or Delete acrghts to all of the ancestor Nodes of this or@diNode, then the
‘Replace=*" access rights MUST be added into theLA@r this Node.

In the event that this process removes the onlye8eédentifier for a command in the root ACL, th€A for that command
MUST become "*" or a suitable factory default. Trigo comply with the restriction on the root AGpecified in Section
8.7.1.2 in this document.
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8.7.1.5 ACL Syntax

The ACL structure is a list of Server Identifienswhich each identifier is associated with a lisSOMA DM command
names [DMPRO]. The right to perform a command antgd if an identifier is associated with the narhthe command
that is to be performed.

The Server Identifier can also have a wildcard ealssigned to it. This means that any Server liilemtised to access the
Node and/or its properties is granted access.

ACLs are carried over OMA DM as a string. The grMiUST be formatted according to the following slengrammar.
<acl> ::= <acl-value> | "No value”
<acl-value> ::= <acl-entry> | <acl-value> & <acl-en try>
<acl-entry> ::= <command> = <server-identifiers>

<server-identifiers> ::= <server-identifier> | <ser ver-identifier> +
<server-identifiers>

<server-identifier> ::= * | “All printable characte rs except ‘=, ‘&,
* '+’ or white-space characters.”

<command> ::= Add | Delete | Exec | Get | Replace

For unigueness, itis RECOMMENDED that the Serdentifier contains the domain name of the server.gfficiency
reasons, it is also RECOMMENDED that it is kepshert as possible. The wild card value for a Seldentifier is
character ‘**'. If a<server-identifier> has the value *’, then there SHOULD NOT be anyesthserver-

identifier > values associated with this command in the cui&it. If an ACL entry contains both a wild card;,"and

a <server-identifier >, the access right granted by thserver-identifier> is overridden by the wild card.

Example ACL value:

Add=www.sonera.fi-8765&Delete=www.sonera.fi-
8765&Replace=www.sonera.fi-8765+321_ibm.com&Get=*

There is no ACL representation for the Copy comma@dpy exists as a command on its own mainly fiiciency reasons.
Any result of a Copy command can always be crelayeal sequence of other commands. To successfudlyues a Copy
command, a server needs to have the correct adghssfor the equivalent Add, Delete, Get, and IRep commands.

8.7.1.6 ACL Example

Consider the following Management Tree:
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I
Add=*EGet=*,

ModeB.,
Modes . Get=Servera& .
Get=ServerCa 4 Replace=Servera., MNodeC +
Replace=Server., Get=Serverad .
Replace=ServerA.,

/ ~~~~~~~

Mode2 + Mode3d+
ACL=, Get=ServerB&Replace=ServerB&Delete=ServerB.,
Nodel s / \
Get=*,
Moded + Modeb i+
ACL=., Get=ServerA&Replace=Server

AfGet=ServerB.,

Figure 4: Example Management Treewith ACLs

The following statements about this Management @redrue:

* Any server can Get the value .éflodeA/Nodel |, but only ServerC can modifiNodeA/Nodel?prop=ACL
in one operation.

* No server can directly Delete or Replace the vafuéNodeA/Nodel
* A Get request ofNodeA/Nodel?prop=ACL will return Get=* .

* A Getrequest otfNodeB/Node3/Node4?prop=ACL will return
Get=ServerB&Replace=ServerB&Delete=ServerB, and wit h the status code (217) OK

with Inherited ACL

* A Replace request afNodeB/Node3/Node5 by ServerA will be successful.

8.7.2 Format

The Format property always maintains informationwtihe data format of the current Nodedue. Allowed formats are
defined in [META].

The entity setting value MUST supply the formabimfiation in the same command that is used to setdlue. The format
information is carried (in the DM message) by tloerfat tag within the Meta element [META] of therftehat has the data
to be set. The property value is represented lgragsSee section 8.7.7.1 for an example.

Note that Interior Nodes MUST hawede as the Format value.

When a Node’s native value is B64-encoded bin&ey vialueb64 is used as the node Format property and a Metadtor
[META] value of “b64” MAY be used when sent over DMotocol. When data has a binary form (as inditétethe MIME
Type in the Meta Type) and the data is sent ovetXillen the Meta Format MUST 4. The recipient of this data then
decodes the data and associates the node Formpatiyloin ~ with the data so that any time a Get command offrtihmat
property of this Node is executed, the response Wh&hin.
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In effect, the binary data exists as binary oniMe Server and is processed as binary on the DMhClié MAY be only
temporarily encoded in Base64 if it needs to be sear XML.

When binary data is sent over WBXML:
* The Meta Format MUST bigin if the Base64 encoding is not used.
* The Meta Format MUST hie64 if the Base64 encoding is used.

In either case, the Base64 encoding is used omlggitransport. The Management Tree property FoHaST bebin for
this data.

8.7.3 Name

This property reflects the name of the Node to Wwiitidelongs. This is the name by which the Nodaddressed in the
Management Tree. The Name property is a string avitieximum length that is defined in ./DevDetailliNaxSeglLen as
described in [DMSTDOBJ].

When a new Node is created, the value of the Nawepty MUST be assigned with the value of the s$agfiment in the
Target URI.

This property supports the Replace command. WHeepdace command for this property is received leyDM Client, it
MUST first check that the result of the commandgoet lead to an inconsistent tree, e.g., duplititge names, before the
command is executed. Since it is only the last sggraf the current Node’s URI that is changed sisarch for possible
duplicate names can be limited to the siblinghefdurrent Node.

8.7.4 Size

The Size property is used for the current sizénefNode value. The property value is a 32-bit uresiginteger.

The value of the Size property MUST be equal tosilae of the Node value in bytes and the DM Clismesponsible for
doing that.

Note that the Size property of a binary data v&lléST indicate the size in bytes of the actual (woeled) value and NOT
the length of a Base64 encoded string that mayay mot have been used to convey the data over XML.

Also note that the Meta Size tag used in conveglatg always indicates the size of the data in tbssage. If the message is
in XML and the data is binary, then the data willéncoded. Consequently, the Meta Size of datastiestcoded as64 is
the length of the Base64 encoded string.

8.7.5 Title

The Title property is used to store a human reagaphanumeric string that provides some inforomasibout the Node to
which this property belongs. The Title propertgistring with a maximum length of 255 bytes.

8.7.6  TStamp

This property is a record of the date and timeheflast change in value of the Node which hasptiperty. The value is
represented by a string containing a UTC-base@§E®1] basic format, complete representation aita dnd time value,
e.g., 20010711T163817Z means July 11, 2001 at @6h88 minutes and 17 seconds.

8.7.7 Type

The Type property is inspired by the concept obtypata in programming languages. For leaf objdutsType property
describes the kind of data stored as the objeatisev For interior objects, the Type property tifess the collection rooted
at that Interior Node.
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8.7.7.1 Leaf Objects

The Type property of a leaf object is always théiItype of the current object value. Allowed ty@ee defined in [AMT].
The entity setting value MUST supply the type imfi@ation in the same command that is used to setdlue. The Type tag
in the Meta information carries the MIME type infoation for the Item. The property value is représeiby a string.

An object’s description MAY specify that the objeetn store more than one MIME type. Consequentigraer that
modifies an object’s value MUST supply the MIME ¢ypf the data when the object value is set.

Example:
The following Add command illustrates how the Tyge Format properties are set:

<Add>
<CmdID>4</CmdID>
<ltem>
<Target>
<LocURI>Vendor/ISP/lyyy/GWName</LocURI>
</Target>
<Meta>
<Format xmIns="syncml:metinf’>chr</Format>
<Type xmins="syncml:metinf’>text/plain</Ty pe>
</Meta>
<Data>www.yyy.se</Data>
</ltem>
</Add>

8.7.7.2 Interior Objects

The Type property of an interior object is repreéedrby a string. The property MAY have no value.aiWlthe property does
have a value, it MUST represent the Managementdédhjentifier of the collection of objects rooteittlae current object.

The version information in the Management Objeentdier MUST be updated whenever the managemgatbbefinition
changes due to:

* Moadification of the management object structurg.(eadd new nodes, rename nodes, remove nodegechade
locations etc.).

* Modification of node data definition (e.g., moddgfinition for status, occurrence, format, or minimaccess
type).

Changes to the Ext nodes or in the Ext sub-tregmticequire updating of the Management Objecttifien

The Management Object Identifier SHOULD be a URha#iv the Management Object Identifier is registdrgthe Open
Mobile Naming Authority [OMNA], the identifier wilmost likely be a URN. Some examples are: urn:ornama-
fumo:1.0, or urn:oma:mo:oma-imps:1.0.

Management Object Identifiers not registered by@pen Mobile Naming Authority MAY use the followingversed
domain name scheme:

Reversed Domain Management Object Identifiers

A reversed domain Management Object Identifieorsned by combining the reversed domain name obttger with the
name and version of the object, e.g., “com.compéngiroductY”. The syntax is as follows:

<management_object_name> ::= <reversed-
domain>/<major>.<minor>/<name>[/<name>]*

<reversed-domain> ::= “reversed internet domain nam e
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<major> ::=[1-9][0-9]*

<minor> ::= 0 | [1-9][0-9]*

<name> ::= alphanum
NOTES:

1. The reversed domain is used in some programmirgukeges to name classes uniquely and MAY include sub
domains, e.g., “com.companyx.producty” (a fictioaghmple).

2. The major and minor elements of the version aresid@ned unsigned integer counters, without leadergs.

3. For simplicity and portability, each name elementurrently restricted to alphanumeric charactéfdphanum is
defined in [RFC2396].)

The domain name of the object owner specifies aaspace. In that namespace, the Management Obgetttfiedr MUST be
unique. A DM Server that wishes to obtain the D¢ dorresponding to the object does so in an imgl&ation-specific
way. The DM Server MAY maintain a local repositafyDDF files describing objects that are managethieyserver. tis
RECOMMENDED that manufacturers and standards orgdinins maintain Web-accessible repositories afeélteocuments.
Then DM Servers could be implemented to obtain Bil2E automatically (as needed) by maintaining alkmapping from
the organization (domain) to the Web location (URE}he DDF file, given the Management Object ldfet Alternatively,
another technique could be specified in a futursive of OMA DM specifications.

Note that a client may store DDF files internallidanagement Object could be designed to provicenaistent location
within the Management Tree for these descriptions.

When an object has a DDF description and an ancektbat object also has a DDF description, the tlescriptions
SHOULD be consistent. For example, the OMA DM Aaubinformation is described by a specific DDF. Amagacturer
MAY supply a DDF file for an entire device, whicbreesponds to the DDF of the root. The informatiothe root DDF that
describes the OMA DM Account information SHOULD mspond to the description in the Management Olbjiettifier of
the DMAcc object. In the case of a conflict, therenlmcal Management Object Identifier MUST be used.

The DM Server provides the Management Object Iflenin the Type property when creating interiojeatts (see the
example below). Device manufacturers would typycatovide it for permanent objects.

Example:
The following Add command illustrates how the Typeperty might be set when an interior object &ated:

<Add>
<CmdID>3</CmdID>
<ltem>
<Target>
<LocURI>Vendor/ISP/yyy/Profile</LocURI>
</Target>
<Meta>
<Format xmIns="syncml:metinf’>node</Format >
<Type xmins="syncml:metinf'>se.yyy.dm/2.10 /Profile/Class1</Type>
</Meta>
</ltem>
</Add>

Note that in the example above, a sub-domain id (dm.yyy.se), the major version is 2 (two), theamiversion is 10 (ten),
and the name is “Profile/Class1”.

The Management Object Identifier is intended taibeful under the following circumstances. A DM S#rMAY use DDF
definition files from different devices to identifyhich positions the different devices store Mamaget Objects. A DM
Server that examines the Management Tree in a@ewic use the Management Object Identifier to nl#taiescription of
an object that was previously unknown to this serVhis situation could arise in many ways, forrexde:
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» A different DM Server in the same organization rhaye created the collection of objects in the devic
A DM Server from a different organization may haveated the collection of objects in the device.

» The collection of objects could have been addetealevice’s Management Tree by software in thécadtself,
perhaps in response to the addition of a piecaafare to the device (e.g., a card inserted intexgansion slot).

8.7.8 VerNo

VerNo is a 16-bit unsigned integer. Each time a&with this property changes value—through a mamage operation or
other event—this value SHALL be incremented. If pineperty value has reached FigRnd then is incremented, it
SHALL return to 000.
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9. Device Management Tree Exchange

The Management Tree is a hierarchical arrangenfenanaged objects in a device that defines the gemant view of the
device. To effectively manage a device, the DM 8eBHOULD be able to manage relevant parts of theaddement Tree
in the device. Without knowing the Management Tthe,DM Server would not be able to access a dpendinaged object
in the device and hence, effectively manage thécdev

The method for exchanging Management Tree infoondtetween a DM Client and a DM Server involves:
* Representing the wanted information from the twéthout loss of information about its hierarchis#lucture.
» Sendingitin an OMA DM command to the recipient.
Management Tree information can be representedialiered by using an XML representation as describ section 10.

The OMA DM specifications allow the DM Server todadeplace, and delete parts of a Management Trassingle
package, but to get the information from the clieM Server requires multiple round trips. The faling section specifies a
way toGet a part of a Management Tree in a single package.

9.1 Requesting a Part of a Management Tree

The DM Server uses tHeet command with an attribute “Struct”, “StructDat&TNDS”, “MORoot”, or “MORootData” in
the <URI> to retrieve the Management Tree infororatdentified by the attribute. The syntax for tastructural queries is
as follows:

GET <URI>?list=<attribute>

The attribute is addressed by appendhgst =<at t ri but e> to the retrieved Node’s URI. The attributes ardeabito
the URI specified in théem element inside th&et command.

When the 'list=<attribute>' element is specifiedUST contain exactly one attribute.

The DM Client MUST send all the requested informiatdf the sub-tree that begins at the <URI> nodesp&cified in the
table below. Sub-trees rooted at nodes for whiehrélgiuesting DM Server does not have the Get a&iéatL NOT be
included in the response.

The valid values for <attribute> are:

Attribute Description

Struct The structure of a Management Tree is retlmithout any data.
StructData The structure of the Management Treetisned with the Leaf Nodes data.
TNDS The returned data is a serialized sub-tredefised in [DMTNDS].

MORoot The roots of all MO occurrences correspogdinthe specified MO

identifier for which the requesting DM Server hlas Get access are
returned. If this attribute is used, the MO idaatiMUST be specified in
the Item/Data element within the GET command.

MORootData The roots of all MO occurrences corresiing to the specified MO
identifier for which the requesting DM Server hias Get access, along wit
the requested Leaf Node’s data and URI, are retulhéhis attribute is
used, the MO identifier appended with “?” and tequested Leaf Node's
URI relative to the MO Root MUST be specified ir them/Data element
within the GET command. Only one Leaf Node candmpiested.

>
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Table5: Possible Attributesfor M anagement Tree Information Retrieval

The DM Client SHOULD support all the values listadable 5 above.

In case an attribute value is not supported, tleatctMUST return status cod®6 (Optional Feature Not
Supported)

The DM Server uses t8et command with the attribute “MORoot” in the <URIz ietrieve the roots of MO occurrences
identified by the MO identifier. The DM Client MUSEturn the requested information for all MOs wtie specified MO
identifier that were found in the whole sub-tredjeh begins at the <URI> node.

The DM Server uses teéet command with the attribute “MORootData” in the <IJRo retrieve the roots of MO
occurrences identified by the MO identifier, alomigh the requested Leaf Nodes’ data and URI. The Cildnt MUST
return the requested information for all MOs witle specified MO identifier that were found in thbole sub-tree,
which begins at the <URI> node.

The attributes are added to the URI specified élt@m element inside th&et command. Th&et command and the
URI in it have the format as shown in various exsjn Appendix C.

9.2 Representation Response of the Management Tree

Representing the tree using multipiem elements inside the OMA DRResult command is the simplest approach.
Requested information from the Node (URI in the Gahmand with attribute) is embedded intdt@m inside aResult
command with the following requirements (see ah@dxamples in Appendix C):

« Structattribute:Meta MUST be used to indicate tiigype andFormat of the Node, unless tfieype and
Format have the default valug¢®IETA]. LocURI inside theSource MUST indicate the URI of the Node.

» StructDataattribute:Meta MUST be used to indicate tigpe andFormat of the Node, unless thigype and
Format have the default values [METAJocURI inside theSource MUST indicate the URI of the Node. Leaf
Node data MUST be included to tbata element.

*  TNDSattribute:METAMUST be used to indicate tAggpe andFormat as defined in [DMTNDS]LocURI inside
theSource MUST indicate the URI of the starting Node. If extra attributes are included after “TNDS”, the DM
Client SHOULD include all valid properties that tfM Server has access rights to receive. Optigntde DM
Server MAY request the properties that only SHOWincluded in the Serialized management sub-tyee b
adding “+” and the property name. More than ongprty name is allowed in the list. The DM Server WAlso
exclude some properties from the default, all prigpkest, by adding a “-“character followed by tpeoperty name.
It is also possible to add multiple “-PropertyNanader each other. This include property “+” anthose property
“-" cannot be combined in the same Get commandidWRdoperty names are all properties defined irptdre6.1 in
[DMTNDS], which are inside “RTProperties” and “\&l” property. The DM Client MUST return Status Code
“406 Optional feature not supported” if the DM Cliedoes not support TNDS or any one of the presmpyerties
in the presented list.

Example on valid property list: “?list=TNDS+Value€A” for only data and ACL or “?list=TNDS-Format” fall
supported properties except the Format Property.

*  MORootattribute:Meta MUST be used to indicate tAgpe andFormat of the Node, unless thigype and
Format have the default values [METAlocURI inside theSource MUST indicate the MO occurrence’s root.

* MORootDataattribute: Meta MUST be used to indicate the Typeé Bormat of the Node, unless the Type and
Format have the default values [META]. The DM Cti®étlUST return two Items for each instance of MOrfdun
the DM Tree—one Item for the URI of the instancd ane Item for the Leaf Node data of the instafoe.the
Item containing the URI, the Source/LocURI MUSTigate the MO occurrence’s root. For the Item canitej the
Leaf Node data, the requested Leaf Node’s URI MWE&Btored in the Source/LocURI; the Leaf Node'sadat
MUST be stored in the Data element.

For StructandStructData this information from the requested Nodes MAYithduded in multipldtem elements inside a
Result command or there MAY be multipResult commands within a singléeem .
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10.Device Description Framework

10.1 Rationale for a Device Description Framework

In an ideal world, all devices would display thengestructure and behavior to a management systetsiie different
vendors are competing with each other on the méoketarious kinds of devices, it seems very uriikbat this would ever
happen. But management systems still need to uagereach individual device even though they deeapfo have
different internal structures and behaviors.

To address this issue, the concept of a devicaigiso framework is introduced. In short, thisrfrawork prescribes a way
for device vendors to describe their devices sbalhmanagement system can understand how to mémagevice. The
following figure illustrates this principle.

DTD % f
lStructure
| e Content
Device <=
model
(XML) -
Structure
Configuration Content
document —
(XML)
&
@

Managed device
Figure 5: Conceptual View of How a Device Description Framework I's Used

By using a device description framework, we als&ensure that the total management system based/#n@M is

flexible, easily extendible, and that it can accardate not only the demands we put on it todayalsda the ones we might
have tomorrow. We also avoid a situation in whittfiudure management needs would have to be stdimtat before they
could be used in devices to simplify the use o$éheevices.

It is important to note that the device descripfiamework needs to co-exist with the existing deadized Management
Objects, and that the borderline between the stdimtal Management Objects and Management Objestsided by the
framework will change over time. This will mainlgppen when a standards body decides to creatdisatons on how
their technology should be managed. It is in therest of the OMA Device Management committee woerage and
support such initiatives from standard bodies adtivwireless standardization so that the setasfdardized Management
Obijects increases.
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10.2 The OMA DM Device Description Framework

Today there exist a number of different device dpson frameworks, but none of these seem totheitpurposes of OMA
DM. There are also activities in other standarddidmthat aim to develop new frameworks specificfall the wireless
industry. With this in mind, OMA DM does not curtBnspecify the use of any particular framework.

However, the need for a device description framé&wemains and therefore OMA DM RECOMMENDS using the
following simple framework as an interim solutidrhis proposed device description framework is dafiby an XML DTD.
Descriptions of Management Objects, or complete ddement Trees, are valid XML documents. Device rfeanturers
using the device description framework MUST maledbvice descriptions available to DM Servers. fieehanism for
this is currently not being standardized.

The OMA DM Device Description Framework DTD is defd in [DMDDFDTD].

10.3 XML Usage

The OMA DM DDF information XML documents are spéetf using well-formed XML; however, they MAY not balid
XML as they do not need to specify the XML prolbgy only need to specify properly identified narpace element types
from the OMA DM DDF information DTD. This restrictn allows for the OMA DM DDF information to be sjiféed with
greater terseness than would be possible if afeetted, valid XML document was REQUIRED.

This DTD makes heavy use of XML name spaces. Ngraees MUST be declared on the first element typeubkes an
element type from the name space.

Names in XML are case sensitive. The element tipdse OMA DM DDF information DTD are defined in MDDFDTD]
or the URN syncml:dmddf.

OMA DM also makes use of XML standard attributesstsas xml:lang. Any XML standard attribute canuged in an XML
document conforming to this DTD.

A document complying with [DMDDFDTD] and which i®ha [DMTNDS] document MUST use a specific MIME-&/D
indicate it. The two MIME-types, one for XML andeifor WBXML, are specified in Appendix D.

10.4 Management Objects

Management Objects are logical collections of eslatodes that enable the targeting of managemenatigns, using OMA
DM Commands. Each node in a MO can be as smal ageger or large and complex like a backgrourtiupé or screen
saver. The OMA DM protocol is agnostic about theteats, or values, of the MO and treats the notieesaas opaque data.

10.4.1 DDF description and graphical representation of MO

OMA DM MO are described using the OMA DM DDF Fil&he use of this description framework producesitizt
information about the device in question. The DDIE I5 a machine readable file describing a MO @wta DM Client has
implemented the DM Tree.

In order to make it easier to quickly get an ovewiof how a MO is organized and its intended usemplified graphical
notation in the shape of a block diagram is usdtértechnical specification documents. Even thahgmotation is
graphical, it still uses some printable characters,.. to denote the number of occurrences of a.rffuEse are mainly
borrowed from the syntax of DTDs for XML. The chetexrs and their meaning are defined in the follgntable.

Char acter M eaning
+ one or many occurrences
* Zero or more occurrences
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? Zero or one occurrences

If none of these characters is used the defauliroecce is exactly once.

Another feature of the DDF that needs to have eesponding graphical notation is the un-named blbcknamed are
nodes which act as placeholders in the descrigtiwhare instantiated with information when the soale used at run-time.
Un-named blocks in the description are represemyddss than (“<”) and a greater than (“>") chaeactontaining a lower
case character, e.g. (“<x>").

Each block in the graphical notation corresponds described node, and the text is the name ofdte. If a block contains
an <x> it means that the name is not known in the deori@and that it will be assigned at run-time. Ttaenes of all
ancestral nodes are used to construct the URlafdt aode in the MO. It is not possible to see ttiead parameters, or data,
stored in the nodes by looking at the graphicahatian of a MO.

Some MOs specify explicit names of nodes but theens still assigned at run-time. These nodes MAYhe described as
<x> in the DDF Fileand it is possible to use thetay [NodeName] where “NodeName” is a logical ndorehe node. In
this case the graphical representation and the Bil@Fwill contain the logical name of the node itapirove the readability.

The nodes which the DM Client is required to suppoe drawn in the graphical notation with solitelj while nodes whose
support is not mandatory for the DM Client are dnamith a dotted line.

Leaf nodes are drawn as rectangle while interialescare drawn as rectangle with rounded corners.

The following is an example of what a MO can loiide Iwhen it is expressed using the graphical noati

—(<x>]——| Leafl | [Interic\r Node :|

[Leat Waae

I Leaf3 | Optional Node i

| Eequired Node I

— Interiord b <x>* Leafl |
)—D LeafE |
{ Ext? )—{ [TniqueVendorMame] * ]
— InteriorE b <x>+ )—|:{ LeafC |
i LeafD |
H Ext? +— [UnigueVendorName] * |
— Auth +— [AuthLevel] |
H Ext? i [UnigqueVendorName] © ]

Figure 6: Example of a MO pictured using the graphical notation

Naturally, this graphical overview does not sholndatails of the full description, but it providagyood map of the
description so that it is easier to find the indivél node. Although the figure only provides anralleview of the
description, there are still some things worth ¢iog.

All blocks with names in place occur exactly oneecept Leaf2, InteriorA/<x>, InteriorB/<x>, all Erbdes and their
children.

Leaf3, InteriorB, all Ext and their children node® optional to be supported by the DM Client.

All nodes whose name starts with “Leaf” and theenfdAuthLevel]” areleaf nodes. They MAY contain data but cannot
contain child nodes; all other nodes eterior nodes, they cannot contain data but can contdlic cbdes.
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The un-named leaf nodes are marked with * or +s Tiltans that although the description only conta@snode
description at this position in the tree, there barany number of instantiated nodes at run-timguding none in the first
case, at least one in the second. The only lintfias the node names MUST be unique and the DMhCNWBJST have
sufficient memory to store the nodes.

The next figure shows an example of what the dewifigmation MO could look like at run-time.

—{ Settings 001 ]

— Interiord

— Childoo1

Leafh
LeafEb

— Child00z

Leafh
LeafE

H{ Ext

|
|
|
|
+— MyCompany +— MyExtention |

— Auth +— HighLevel

StandardizationForum A )—I::StandardPara.m 1|

StandardParam 2z |

Standardizationforum B }— CDMA Param |

Figure 7: Example of an instance of thisMO

The difference between this figure and the previmesis that now the un-named blocks have beearitiated and some
optional nodes are not shown.

Note that none of the stored data in the leaf naglssown in the figure: only the node names asiblg.

10.4.2 DDF compliance

The MO descriptions are normative. However, thep alontain a number of informative aspects thaldcbe included to
enhance readability or to serve as examples. @if@mative aspects are, for instance, ZileoOrMore andOneOrMore
elements, where implementations MAY introduce retstins. All these exceptions are listed here:

All XML comments, e.g. &!--

The descriptions do not contain Rt Properties

some text -->

" are informative.

actual implementation of this object MAY includeffe.

element, or any of its child elements, but a dpion of an

If a default value for a leaf node is specifiechidescription, by thBefaultvValue  element, an implementation
MUST supply its own appropriate value for this etgrn If theDefaultValue  element is present in the
description of a node, it MUST be present in thplementation, but MAY have a different value.

The value of alMan, Mod, Description

examples.

andDFTitle

elements are informative and included only as

Below the interiorExt node, an implementation MAY add further nodes iéit w

The contents of thAccessType element MAY be extended by an implementation.
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» If any of the followingAccessType values are specified, they MUST NOT be removeahinmmplementation:
Copy, Delete, Exec, Get, andReplace

» Ifthe AccessType value ofAdd is specified, the nodeMAY be removed in an impletaton if the
implementation only supports a fixed number ofaibdes.

* An implementation MAY replace théeroOrMore or OneOreMore elements witlZeroOrN or OneOrN
respectively. An appropriate value fdMUST also be given with the.OrNelements.

* Path element is informative.

» All nodes are included but the specification MAYoal an implementation to not require that all nodesto be
supported.

10.4.2.1 Standardized DDF Files

Since the standardized DDF Files contain machiadalle information, the DM Client vendor MAY usarstlardized DDF
Files to verify the implementation compliance te 8tandard specifications. The standardized DD&EMAY contain
additional information compared to what is vali¢acling to the DTD of the DDF Files: for instaneestandardized DDF
File contains both mandatory and optional nodesremttts which occurrence canderoOrMore , while an
implementation DDF File reports strictly the nodeieh are implemented.

The rules defined by the [DMDDFDTD] define how DIMUST be handled by the DM Client and the DM Server;
addition to these rules, other information can éipful for the DM Client vendors in order to creatglementation DDF
Files that define the DM Tree supported by a DMe@i These DDF Files MAY also be used as inputfeating the
diagram of the MO Tree structure. For this reasioa following information MAY be included in standézed DDF Files:

» The node status is defined by a XML Comment as sibkihg to the node “NodeName”; if the value Required”
then the DM Client MUST support the node (if thegrd node is supported); if the value @ptional”, then the
node is not unconditional mandatory to supporhmitnplementation.

The syntax for this is: “<!-- Status: Required -o1"“<!-- Status: Optional -->".

If an interior node <x> i©ptionaland its child ChildA ifRequired then DM Client MUST support ChildA only if
<x> is supported.

If the support of a node depends from conditiortereal to the MO (for instance, if the device supophysical
feature, then MO MUST include the specific nodle¢n the node occurrence SHOULD®ptional

» The Path Element is used to define the locatiath®MO in the DM Tree. If the standard specificatdoes not
define a fixed location into the DM Tree, then &ahf the Path Element is “...”; if the specificatichsfines an
unconditional fixed location into the DM Tree, thitre Path Element contains this exact location.

* In addition to specifying the minimum set of DM Corands which the node MUST support, standard spatidin
can specify explicitly the DM Commands which are TN@lowed for that node. This is achieved by addingML
Comment for each allowed DM Command as child ef‘thccessType” Element.

The valid syntax is to use the word “No” plus tipace character plus the unallowed DM Command,Xamgple
“<I-- No Get -->".

10.5 Framework Elements

This section explains the elements used in therig¢isn framework DTD.

10.5.1 Structural Elements

These elements provide various kinds of structufarmation of the described Management Object.
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10.5.1.1 MgmtTree

Usage: Container for one or more described Manage@bjects.
Parent Elements: None.

Restrictions: This MUST be the root element ofda@écriptions.

Content Model(VerDTD, Man?, Mod?, Node+)

10.5.1.2 VerDTD

Usage: Specifies the major and minor version idientof the OMA DM Device Description Framework gifecation used
to represent the OMA DM description.

Parent ElementdigmtTree

Restrictions: Major revisions of the specificaticneate incompatible changes that will generallyunega new parser. Minor
revisions involve changes that do not impact besiopatibility of the parser. When the XML documeathforms to this
revision of the OMA DM Device Description Framewptke value MUST bé&.2 and the element type MUST be included
in theMgmtTree .

Content Model(#PCDATA)

10.5.1.3 Man

Usage: Specifies the manufacturer of the device.
Parent ElementdigmtTree

Restrictions: This element is OPTIONAL.
Content Model(#PCDATA)

10.5.1.4 Mod

Usage: Specifies the model number of the device.
Parent ElementsvigmtTree

Restrictions: This element is OPTIONAL.
Content Model(#PCDATA)

10.5.1.5 Node

Usage: Specifies a Node.

Parent ElementdigmtTree

Restrictions: This element is recursive. A NodehveitValue element MUST always terminate the reourdt is possible for
a Node to omit both the next recursive Node anailai&/ which means that the hierarchy of Nodes naes elsewhere. This
can be used to increase readability of very desgstrin the continuation, the Path element MUSTatora full URI that
specifies the insertion point in the tree.

Content Model(NodeName, Path?, RTProperties?, DFProperties?, (No de*|Value?))

Example: The following XML is a description of amber of Nodes that form the URendor/ISP/GWInfo/GWName
Note that all of the details of DFProperties arkbdeately left out.
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<MgmtTree>
<Node>
<NodeName>Vendor</NodeName>
<DFProperties>...</DFProperties>
<Node>
<NodeName>ISP</NodeName>
<DFProperties>...</DFProperties>
<Node>
<NodeName>GWInfo</NodeName>
<DFProperties>...</DFProperties>
<Node>
<NodeName>GWName</NodeName>
<DFProperties>...</DFProperties>
<Value>gw.yyy.se</Value>
</Node>
</Node>
</Node>
</Node>
</MgmtTree>

10.5.1.6 NodeName
Usage: Specifies the name of the described Node.
Parent ElementdNode

Restrictions: See [RFC2396] for general restriction URI. The NodeName element MAY be empty. If gmihis means
that the name of the Node MUST be assigned wheNtlle is created. When the Node name is assign€dds creation
time, the value for the name is set to the lastneey of the URI specified as Target for the commiduadi results in the Node
being created. See also section 8.7.3.

Content Model(#PCDATA)

10.5.1.7 Path
Usage: Specifies the URI up to, but not includihg, described Node.
Parent Elementddode

Restrictions: The Path element is OPTIONAL and itised in standardized DDFs to indicate whetheaiobthe location of
the MO in the Management Tree is fixed. It is NOEGOMMENDED for use by device vendors. If omitteae tNode
element MUST be described as the child elemertsgiarent 's Node element. This concatenated WAW®T be valid path
from the parent node.

Content Model(#PCDATA)

Example: The following XML is an alternative waydescribe the same Management Objects as in tmept&an section
10.5.1.5. This description specifies the same URha other exampl&endor/ISP/GWInfo/GWName.  Note that all
the details of DFProperties are deliberately lett o

<MgmtTree>

<Node>
<NodeName>Vendor</NodeName>
<DFProperties>...</DFProperties>

</Node>

<Node>
<NodeName>ISP</NodeName>
<Path>Vendor</Path>
<DFProperties>...</DFProperties>
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</Node>

<Node>
<NodeName>GW!Info</NodeName>
<Path>Vendor/ISP</Path>
<DFProperties>...</DFProperties>

</Node>

<Node>
<NodeName>GWName</NodeName>
<Path>Vendor/ISP/GWInfo</Path>
<DFProperties>...</DFProperties>
<Value>gw.yyy.se</Value>

</Node>

</MgmtTree>

10.5.1.8  Value
Usage: Specifies a default value for Nodes thatrestantiated using the current description.
Parent ElementdJode

Restrictions: OPTIONAL element. If omitted, the Modescription does not specify any default valugtfe Node. In this
case, the initial value of new Nodes is undefined.

Content Model(#PCDATA)

10.5.1.9 RTProperties

Usage: Aggregating element for run-time properiies, properties that the Nodes have in a deviceratime. Used to
specify which properties the described Node supmadrtun-time. Can also be used to supply defalltes for supported
run-time properties.

Parent ElementdNode

Restrictions: OPTIONAL element. If omitted, the NoBIUST only support the mandatory run-time progsrtACL,
Format, Name, and Type. If any optional properiessupported, they MUST be specified by usingalément.

Content Model{ACL?, Format?, Name?, Size?, Title?, TStamp?, Typ e, VerNo?)
10.5.1.10 DFProperties

Usage: Aggregating element for device descripttamework properties, i.e., properties that Nodes lia the device
description framework and that are not explicittggent at run-time.

Parent Elementd\lode
Restrictions: This is a REQUIRED element.

Content Model{AccessType, DefaultValue?, Description?, DFFormat, Occurrence?, Scope?,
DFTitle?, DFType, CaseSense?)

10.5.2 Run-time Property Elements

The usage of the run-time properties in the degt&seription framework reflects the mandatory/opicstatus of the
corresponding run-time property. These elementsatsmbe used to describe default values for thpatied properties.
Since these properties can change at run-timejaiues of these properties in the description aradrieal device will differ.

TheRTProperties element, which encapsulates the run-time propeitegSPTIONAL within its parent elemeflode .
The purpose of this is to make it possible to dh®tRTProperties element if only the mandatory properties are
supported and there is no need to specify any tefalues. If theRTProperties element is used in a description, all the
mandatory run-time properties MUST be specified.
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10.5.2.1 ACL

Usage: Specifies support for the ACL property. MB¥ used to specify a default value for the property
Parent Element®RTProperties

Restrictions: If a value is specified it MUST berfatted according to section 8.7.1.5.

Content Model(#PCDATA)

10.5.2.2 Format

Usage: Specifies support for the Format propert&YMbe used to specify a default value for the prope
Parent ElementRTProperties

Restrictions: If a default value is specified foetdescribed Node, the Format property MUST spehiycorrect format of
the Node value.

Content Model{b64 | bin | bool | chr | int | node | null | xml | date |time [float)

10.5.2.3 Name

Usage: Specifies support for the Name property. M¥&Yused to specify a default value for the progp&éarent Elements:
RTProperties

Restrictions: See [RFC2396]. If a default propediue is specified, it SHOULD be the same as ttheevaf theNodeName
element.

Content Model(#PCDATA)
10.5.2.4 Size

Usage: Specifies support for the Size property. M#Yused to specify a default value for the propé&iithin its parent
element, th&ize element is defined as optional. Size MUST NOT sedufor Interior Nodes. In Node elements describing
Leaf Nodes, th&ize element MAY be used withiRTProperties

Parent ElementRTProperties

Restrictions: If a value is specified, it MUST loerhatted according to section 8.4.

Content Model(#PCDATA)

10.5.2.5 Title

Usage: Specifies support for the Title property. ¥lBe used to specify a default value for the proper
Parent ElementRTProperties

Restrictions: If a value is specified, it MUST lmerhatted according to section 8.4.

Content Model(#PCDATA)

10.5.2.6 TStamp

Usage: Specifies support for the TStamp proper&YNbe used to specify a default value for the prope
Parent Element®RTProperties

Restrictions: If a value is specified, it MUST lmerhatted according to section 8.4.
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Content Model(#PCDATA)

10.5.2.7 Type

Usage: Specifies support for the Type property. M#erused to specify a default value for the prgpert

Parent ElementRTProperties

Restrictions: For Leaf Nodes, if a default valuspecified for the described Node, the Type progpdt/ ST be used to
specify the correct MIME type of the Node's preseditie using a single MIME element. For Interiordés, a DDFName
element MUST be present and specify a valid Managei@bject identifier, which MAY be empty.

Content Model(MIME | DDFName)

10.5.2.8  VerNo

Usage: Specifies support for the VerNo property.Y¥i#e used to specify a default value for the proper

Parent ElementRTProperties

Restrictions: If a value is specified, it MUST lmerhatted according to section 8.4.

Content Model(#PCDATA)

10.5.2.9 b64

Usage: OMA DM format description. Specifies tHat Node value is Base64 encoded string.

Parent Element$ormat, DFFormat

Restrictions: None.

Content ModelEMPTY

10.5.2.10 bin

Usage: OMA DM format description. Specifies tHa Node value is binary data. The value MAY be eedowith base64
transport encoding.

Parent Element$:ormat, DFFormat

Restrictions: None.

Content ModelEMPTY

10.5.2.11 bool

Usage: OMA DM format description. Specifies that tiode value is a Boolean.
Parent Element$:ormat, DFFormat

Restrictions: None.

Content ModelEMPTY

10.5.2.12 chr

Usage: OMA DM format description. Specifies tha thode value is text.

Parent Element$ormat, DFFormat
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Restrictions: The character set used is speciftbereby the transport protocol, MIME content typeader, or XML
prologue.

Content ModelEMPTY

10.5.2.13 int

Usage: OMA DM format description. Specifies tha tode value is a 32-bit signed integer.
Parent Element$:ormat, DFFormat

Restrictions: None.

Content ModelEMPTY

10.5.2.14 node

Usage: OMA DM format description. Specifies that tfiode is an Interior Node.
Parent Element$:ormat, DFFormat

Restrictions: This Format MUST only be used foetidr Nodes.

Content ModelEMPTY

10.5.2.15 null

Usage: OMA DM format description. Specifies that tiiode value is null.
Parent Element$:ormat, DFFormat

Restrictions: None.

Content ModelEMPTY

10.5.2.16 xml

Usage: OMA DM format description. Specifies that tiiode value is XML data.
Parent Element$:ormat, DFFormat

Restrictions: None.

Content ModelEMPTY

10.5.2.17 date

Usage: OMA DM format description. Specifies that tiode value is a date in ISO 8601 format withadetury being
included in the year [ISO8601].

Parent Element$:ormat, DFFormat
Restrictions: None.
Content ModelEMPTY

10.5.2.18 time

Usage: OMA DM format description. Specifies tha thode value is a time in 1ISO 8601 format [ISO8601]
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Parent Element$ormat, DFFormat
Restrictions: None.

Content ModelEMPTY

10.5.2.19 float

Usage: OMA DM format description. Specifies that tiiode value is a real number corresponding toglesprecision 32-
bit floating point type as defined in XML Schem@ &s thdloat  primitive type [XMLSCHEMADT].

Parent Element$ormat, DFFormat
Restrictions: None.

Content ModelEMPTY

10.5.2.20 MIME

Usage: Specifies the MIME type of the current Nudkie.

Parent ElementSype, DFType

Restrictions: MUST only contain valid MIME type idtfiers. See [META].

Content Model(#PCDATA)

10.5.2.21 DDFName

Usage: Specifies the Management Object Identifi¢he Management Object rooted at this Node, enipty.
Parent ElementSype, DFType

Restrictions: MUST only contain a valid Managem®bject Identifier or be empty. See 8.7.7.2.

Content Model(#PCDATA)

10.5.3 Framework Property Elements

The properties that described Nodes in the devéseription framework are specified with frameworkgerty elements.
These are not the same as the run-time propeftess iostantiated Node in a device. These propeeig@ress other
information about Nodes that DM Servers might nddak framework properties MUST NOT change at rametas such a
change might introduce discrepancies between thdime Node and the corresponding description. fbHewing table
defines the framework Node properties.

Element/Property Explanation Usage

AccessType Specifies which commands are allowetth@Node. MUST

DefaultValue The Node value used in a device urdpssifically settoa | MAY
different value.

Description The human readable description of thde\ MAY

DFFormat The data format of the described Node. wus

Occurrence Specifies the number of instances thet Ficcur of the MAY
Node.

Scope Specifies whether this is a Permanent or i ode. MAY

DFTitle The human readable name of the Node. MAY

DFType For Leaf Nodes, the MIME type of the Nodéuea MUST
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For Interior Nodes, a Management Object Identifieempty.
CaseSense Specifies whether the Node name and paoescendant | MAY
Nodes in the tree below should be treated as easitive or
case insensitive.

Table 6: Framework Property Elements

10.5.3.1  AccessType

Usage: Specifies which commands are supportedhéodéscribed Node. This property is independetit@fACL run-time
property.

Parent Element®FProperties

Restrictions: The value of this property MUST beuaordered list of the valid OMA DM commands.

Content Model{Add?, Copy?, Delete?, Exec?, Get?, Replace?)

10.5.3.2  DefaultValue

Usage: Specifies the “factory default” value of thede, if such a value exists.

Parent Element®FProperties

Restrictions: The MIME type of the value MUST capend with the MIME type specified by the DFTypemerty.
Content Model(#PCDATA)

10.5.3.3 Description

Usage: A human readable description of the destflmele. This is used to convey any relevant infdionaregarding the
Node that is not explicitly given by the other pegjes.

Parent Element®FProperties

Restrictions: Descriptions SHOULD be kept as sherpossible.

Content Model(#PCDATA)

10.5.3.4 DFFormat

Usage: Specifies the data format of the describedieN

Parent Element®FProperties

Restrictions: For Interior Nodes the Format MUSThbee .

Content Model(b64 | bin | bool | chr | int | node | null | xml | date | time | float)
10.5.3.5 Occurrence

Usage: Specifies the potential number of instatitaisMAY occur of the described Node.
Parent Element®FProperties

Restrictions: If the property is omitted, the Naeurrence is exactly one.

Content Model(One | ZeroOrOne | ZeroOrMore | OneOrMore | ZeroOrN | OneOrN)
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10.5.3.6 Scope
Usage: Specifies whether the described Node is &ent or Dynamic.
Parent Element®FProperties

Restrictions: The value is indicated by the tBgsmanent andDynamic in the device description framework. This
property is OPTIONAL; if omitted, the described NoigDynamic .

Content Model{Permanent | Dynamic)

10.5.3.7 DFTitle

Usage: A human readable name for the Node desmripti

Parent Element®FProperties

Restrictions: Titles SHOULD be kept as short arfdrimative as possible.
Content Model(#PCDATA)

10.5.3.8 DFType

Usage: For Leaf Nodes, one or more elements spiafiviiME types the described Node supports. Farior Nodes, a
single MIME element MUST be present and specifaiédMManagement Object Identifier, which MAY be demp

Parent Element®FProperties

Restrictions: Note that a Leaf Node can supportipial MIME types, e.g., a ring signal Node mighppaort both
audio/mpeg and audio/MP4-LATM. The values of BH€Type property MUST be registered MIME types.

Content Model{MIME+ | DDFName)

10.5.3.9 Add

Usage: Specifies support for the OMA DM Add command
Parent Element#ccessType .

Restrictions: None.

Content ModelEMPTY

10.5.3.10 Copy

Usage: Specifies support for the OMA DM Copy comthan
Parent Element#ccessType .

Restrictions: Copy command is deprecated in DM 1.3.
Content ModelEMPTY

10.5.3.11 Delete

Usage: Specifies support for the OMA DM Delete caanch
Parent Element#ccessType .

Restrictions: None.
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Content ModelEMPTY

10.5.3.12 Exec

Usage: Specifies support for the OMA DM Exec comchan

Parent Element#ccessType .

Restrictions: None.

Content ModelEMPTY

10.5.3.13 Get

Usage: Specifies support for the OMA DM Get command

Parent Element#ccessType .

Restrictions: None.

Content ModelEMPTY

10.5.3.14 Replace

Usage: Specifies support for the OMA DM Replace ig@md.

Parent Element#ccessType .

Restrictions: None.

Content ModelEMPTY

10.5.3.15 One

Usage: Specifies that the described Node can @@atly one (1) time.
Parent Element®ccurrence

Restrictions: None.

Content ModelEMPTY

10.5.3.16 ZeroOrOne

Usage: Specifies that the described Node can @ithar one (1) time or not at all.
Parent Element®ccurrence

Restrictions: None.

Content ModelEMPTY

10.5.3.17 ZeroOrMore

Usage: Specifies that the described Node can @tunspecified number of times, or not occur at all
Parent Element$ccurrence

Restrictions: None.
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Content ModelEMPTY

10.5.3.18 ZeroOrN

Usage: Specifies that the described Node can @gunumber of times up to N times, or not occlallat

Parent Element$ccurrence

Restrictions: N MUST be specified as a charactangtepresenting a positive integer value betw2and 65536.
Content Model(#PCDATA)

10.5.3.19 OneOrMore

Usage: Specifies that the described Node can @stunspecified number of times, but MUST occueast once.
Parent Element$ccurrence

Restrictions: None.

Content ModelEMPTY

10.5.3.20 OneOrN

Usage: Specifies that the described Node can @ounumber of times up to N times, but MUST ocdueast once.
Parent Element$ccurrence

Restrictions: N MUST be specified as a charactangtepresenting a positive integer value betw2and 65536.
Content Model(#PCDATA)

10.5.3.21 Dynamic

Usage: Specifies that the described Node is Dynamic

Parent ElementsScope .

Restrictions: None.

Content ModelEMPTY

10.5.3.22 Permanent

Usage: Specifies that the described Node is Permhane

Parent ElementsSScope .

Restrictions: None.

Content ModelEMPTY

10.5.3.23 CaseSense

Usage: Specifies whether the Node name and namiEsoéndant Nodes in the tree below SHOULD bedteas$ case
sensitive or case insensitive.

Parent Element®FProperties

Restrictions: MUST only contain value CS or CIS.
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Content Model(CS | CIS)

10.5.3.24 CS

Usage: Case sensitivity declaration. Specifies¢hddl Node nhames MUST be treated as case sensitive
Parent Element£aseSense .

Restrictions: None.

Content ModelEMPTY

10.5.3.25 CIS

Usage: Case insensitivity declaration. Specifias thild Node names MUST be treated as case ins@nsi
Parent Element£aseSense .

Restrictions: None.

Content ModelEMPTY

10.6 Shortcomings of the OMA DM Device Description
Framework

It is not possible to specify that only one Nodenfallowed set can be instantiated at a time. Goegpwith the DTD
construct (A | B), this is currently described bgkimg both A and B optional, but there is no waydpresent that they are
mutually exclusive. However, this is mostly a perhlthat occurs when mapping existing Managemengéd@bpnto the
device description framework. When new Managemdne@s are designed for the framework, this situatian be
avoided.
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11.WB XML Definition

The following tables define the token assignmeoighe mapping of the DMDDF-related DTDs and elentgpes into
WBXML as defined by [WBXML1.1], [WBXML1.2], [WBXML13].

11.1 Code Page Definitions

The following code page tokens represent DM DDHiputlentifiers. This version of the DM protocolexgification utilizes
the WBXML code page tokens for identifying DTDs.

DTD Name WBXML Code Page Formal Public | dentifier
Token (Hex Value)
DMDDF 02 -//OMA//DTD-DM-DDF 1.2//[EN

Table 7: Code Page Tokens

11.2 Token Definitions

The following WBXML token codes represent elemeppiess (i.e., tags) from code page x02 (two).

Element Type Name WBXML Tag Token (Hex Value)
AccessType 05
ACL 06
Add 07
b64 08
bin 09
bool 0A
chr 0B
CaseSense ocC
CIS 0D
Copy OE
CS OF
date 10
DDFName 11
DefaultValue 12
Delete 13
Description 14
DFFormat 15
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DFProperties 16
DFTitle 17
DFType 18
Dynamic 19
Exec 1A
float 1B
Format 1C
Get 1D

int 1E

Man 1F
MgmtTree 20
MIME 21
Mod 22
Name 23
Node 24
node 25
NodeName 26
null 27
Occurrence 28
One 29
OneOrMore 2A
OneOrN 2B
Path 2C
Permanent 2D
Replace 2E
RTProperties 2F
Scope 30
Size 31
time 32
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Title 33
TStamp 34
Type 35
Value 36
VerDTD 37
VerNo 38
xml 39
ZeroOrMore 3A
ZeroOrN 3B
ZeroOrOne 3C

Table 8: Token Definitions
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Appendix A. History (Informative)
A.1 Approved Version History

Reference Date Description
N/A N/A No prior version 1.3
A.2 Draft/Candidate Version 1.3 History
Document I dentifier Date Sections Description
Draft Versions 15 Oct 2008 All Baseline to v1.3. using OMA-TS-DMND-V1_2_1-20080617-A
OMA-TS-DM_TND-V1_3 12 Jan 2009 7.7.1.4 Applied
OMA-DM-DM13-2008-0001R01-CR_Server_Deletion_ACL_Fix
29 Jan 2009 6.2.3 Applied
OMA-DM-2008-0088R02-CR_Clarify_Permanent_Nodes.
08 Sep 2009 All Applied

OMA-DM-DM13-2009-0067-CR_TND_ACL_Bug_Fix, OMA_DM-
DM13-2009-0053R01-CR_TND_MORoot_Query
OMA-DM-DM13-2009-0042R01-CR_TND_MORoot_Query

09 Sep 2009 7.7.7.1 Applied
OM-DM-DM13-2009-005601-CR_ACL_Enhance_Empty_Right.
28 Oct 2009 All Applied

OMA-DM-DM13-2009-0055-
CR_ACL_Enhance_Replace_RightOMA-DM-DM13-2009-
CR_TND_SCR_Entries

18 Nov 2009 All Applied

OMA-DM-DM13-2009-0079-CR_Revising_the ACL_Exampl&/@-
DM-DM13-2009-0110R01-CR_TND_Cleanup

OMA-DM-DM13-2009-0113R01-CR_TND_MORoot_Clarificatie

14 Jan 2010 All Applied
OMA-DM-DM13-2009-0136-CR_TND_ACL_Bug_Fix
Editorial clean-up by DSO

19 Jan 2010 App C Inserted title and number torégt

Renumbering of the sequence of figures in the decum
03 May 2010 All Editorial clean-up
04 May 2010 7.7.1 Applied

OMA-DM-DM13-2010-0077R01-
CR_Error_Status_Code_for_Get_Empty ACL_in_TND

Language set to English UK in the whole document

05 May 2010 All Changed snippets font from Courier to Courier Nevese relevant to
harmonize them in the document
Candidate Version 25 May 2010 N/A Status changed to Candidate by TP
OMA-TS-DM_TND-V1_3 Ref # OMA-TP-2010-0221-
INP_DM_V1.3_ERP_and_ETR_for_Candidate_approval
Draft Versions 25 Aug 2010 | 7.7.1.3, Applied
OMA-TS-DM_TND-V1_3 7.7.7.2,10.2 | OMA-DM-DM13-2010-0068R01-CR_ACL_Clarification

OMA-DM-DM13-2010-0078R01-CR_TND_Minor_Fixes
OMA-DM-DM13-2010-0100R03-CR_MOID_Unigueness

01 Oct 2010 7.5.1 Applied
OMA-DM-DM13-2010-0111-CR_RepPro_vs_TND_mismatch
04 Nov 2010 8.1 Applied

OMA-DM-DM13-2010-0117-CR_TND_Bug_Fixes

Candidate Version 07 Dec 2010 N/A Status changed to Candidate by TP

OMA-TS-DM_TND-V1_3 Ref #OMA-TP-2010-0502-
INP_DM_V1_3_ERP_and_ETR_for_Candidate_re_approval

Draft Versions 17 Feb 2011 6.2,8.1 Applied
OMA-TS-DM_TND-V1_3 OMA-DM-DM13-2011-0008-CR_Get_Response_Bugfix
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Document | dentifier Date

Sections

Description

21 Nov 2011 All

Applied
OMA-DM-DM13-2011-0089R03-CR_ACL_value_for_the_root
OMA-DM-DM13-2011-0104-CR_TechWriter_Review_Update

Draft Versions 16 Jan 2012 All

OMA-TS-DM_TND-V1_3

Applied
OMA-DM-DM13-2011-0139R02-CR_CONR_TND

02 Feb 2012

2,4, App B

Applied 2012 TS template to SCR tables accordingdtion Item
DM-2012-A008 + added reference to SCRRULES

Restored cross references in the whole documedéatemf references
to DM 1.3 versions and change of DMBOOT referem¢e & normative
ref according to Action Item DM-2012-A016

Applied 2012 template to introduction section.

07 Feb 2012
7 (new)
App B

10.4 (new)

Applied
OMA-DM-DM13-2012-0033R01-CR_DMTND_Move_DDFNotation

OMA-DM-DM13-2012-0054R02-
CR_Node_addressing_introduced_in_TND

Updated all the cross-reference fields accordirggtions re-
numbering

16 Feb 2012 10.5.2.9
10.5.2.10

10.5.3.10

Applied
OMA-DM-DM13-2012-0059R01-CR_TND_CONRR_DDF_Path

22 Feb 2012 8.7.1.6
10.3
10.4

7.2

Applied
OMA-DM-DM13-2012-0068R02-CR_TND_Mime_Type

OMA-DM-DM13-2012-0069R01-
CR_TND_Standardized_Object_A027

OMA-DM-DM13-2012-0080R01-CR_TND_Management_Tree
OMA-DM-DM13-2012-0084-CR_TND_Virtal_URI
OMA-DM-DM13-2012-0091-CR_Reference_for_CONRR_K012

23 Feb 2012 All

Revision made online and agreethduhe Barcelona F2F meeting

24 Feb 2012 4.1

Header removed by DSO accordiAgtion Item DM-2012-A030

Candidate Version 06 Mar 2012 N/A

OMA-TS-DM_TND-V1_3

Status changed to Candidate by TP

Ref #OMA-TP-2012-0084-
INP_DM_V1_3 ERP_and_ETR_for_Candidate_re_approval
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Appendix B. Static Conformance Requirements (Normative)
The notation used in this appendix is specifiefB@RRULES].
B.1 SCR for DM Client
Item Function Reference Requirement
DMTND-Prop-C-001- | Support for the ACL Section 8.2
M property
DMTND-Prop-C-002- | Support for the Format | Section 8.2
M property
DMTND-Prop-C-003- | Support for the Name | Section 8.2
M property
DMTND-Prop-C-004-O| Support for the Size Section 8.2
property in Leaf Nodes
DMTND-Prop-C-005- | No support for the Size | Section 8.2
M property in Interior
Nodes
DMTND-Prop-C-006-O| Support for the Title Section 8.2
property
DMTND-Prop-C-007-O| Support for the TStamp Section 8.2
property
DMTND-Prop-C-008- | Support for the Type Section 8.2
M property
DMTND-Prop-C-009-O| Support for the VerNo | Section 8.2
property
DMTND-Prop-C-010-O| Support Get?list=Struc Sectéoh
DMTND-Prop-C-011-O| Support Section 9.1
Get?list=StructData
DMTND-Prop-C-012-O| Support Get?list=TND$  Sectioh 9.
DMTND-Prop-C-013-O| Support Section 9.1
Get?list=MORoot
DMTND-Prop-C-014-O| Support Section 9.1
Get?list=MORootData
DMTND-Prop-C-015- | Support Relative URI Section 7.2
M Addressing Mechanism
B.2 SCR for DM Server
Item Function Reference Requirement
DMTND-Prop-S-001- | Support for the ACL Section 8.2
M property
DMTND-Prop-S-002- | Support for the Format | Section 8.2
M property
DMTND-Prop-S-003- | Support for the Name | Section 8.2
M property
DMTND-Prop-S-004- | Support for the Size Section 8.2
M property in Leaf Nodes
DMTND-Prop-S-005- | No support for the Size | Section 8.2
M property in Interior
Nodes
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Item Function Reference Requirement
DMTND-Prop-S-006- | Support for the Title Section 8.2
M property
DMTND-Prop-S-007- | Support for the TStamp | Section 8.2
M property
DMTND-Prop-S-008- | Support for the Type Section 8.2
M property
DMTND-Prop-S-009- | Support for the VerNo | Section 8.2
M property
DMTND-Prop-S-010-O| Support Get?list=Struct Sectoh
DMTND-Prop-S-011-O| Support Section 9.1

Get?list=StructData
DMTND-Prop-S-012-O| Support Get?list=TND$  Sectioh 9.

DMTND-Prop-S-013-O| Support Section 9.1
Get?list=MORoot
DMTND-Prop-S-014-O| Support Section 9.1

Get?list=MORootData

DMTND-Prop-S-015- | Support Relative URI Section 7.2
M Addressing Mechanism
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Appendix C. Tree Exchange Examples (Informative)

In the examples below, the DM Client has the follgpwManagement Tree.

! .
X Root 1 Properties
! . i Interior node
N ,'
Properties B Properties
A Interior node Leaf node
Integer
Properties Properties
C Interior node D Interior node

Properties
F Leaf node
XML document

Properties
E Interior node

Properties
G Leaf node
String

Properties
H Leaf node
Binary data

Figure 8: Example Management Tree

C.1 Example of a Get with Attribute Struct

In the example below, the DM Server requests a gamant Tree structure from a client.

<Get>
<CmdID>4</CmdID>
<|tem>
<Target>
<LocURI>./A ?list=Struct </LocURI>
</Target>
</ltem>
</Get>

Client response usirigesult and multipleltem elements.

<Results>

<CmdRef>4</CmdRef>

<CmdID>7</CmdID>

<ltem>
<Meta>

<Format xmIns="syncml:metinf’>node</Format>

</Meta>
<Source>
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<LocURI>./A</LocURI>
</Source>
</ltem>
<|tem>
<Meta>
<Format xmIns="syncml:metinf’>node</Format>
</Meta>
<Source>
<LocURI>./A/C</LocURI>
</Source>
</ltem>
<ltem>
<Meta>
<Format xmIns="syncml:metinf’>node</Format>
</Meta>
<Source>
<LocURI>./A/D</LocURI>
</Source>
</ltem>
<|tem>
<Meta>
<Format xmIns="syncml:metinf’>node</Format>
</Meta>
<Source>
<LocURI>./A/D/E</LocURI>
</Source>
</ltem>
<|tem>
<Meta>
<Format xmIns="syncml:metinf’>xml</Format>
</Meta>
<Source>
<LocURI>./A/D/F</LocURI>
</Source>
</ltem>
<|tem>
<Source>
<LocURI>./A/D/E/G</LocURI>
</Source>
</ltem>
<|tem>
<Meta>
<Format xmiIns="syncml:metinf’>b64</Format>
</Meta>
<Source>
<LocURI>./A/D/E/H</LocURI>
</Source>
</ltem>
</Results>

C.2 Example of a Get with Attribute StructData

In the example below, the DM Server requests a gament Tree structure and the data from a client.

<Get>
<CmdID>4</CmdID>
<|tem>
<Target>
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<LocURI>./A/D ?1 i st =St ruct Dat a</LocURI>
</Target>
</ltem>
</Get>

Client response usir@esult and multipleltem elements.

<Results>
<CmdRef>4</CmdRef>
<CmdID>7</CmdID>
<ltem>
<Meta>
<Format xmIns="syncml:metinf’>node</Format>
</Meta>
<Source>
<LocURI>./A/D</LocURI>
</Source>
</ltem>
<ltem>
<Meta>
<Format xmIns="syncml:metinf’>node</Format>
</Meta>
<Source>
<LocURI>./A/D/E</LocURI>
</Source>
</ltem>
<ltem>
<Meta>
<Format xmIns="syncml:metinf’>xml</Format>
</Meta>
<Source>
<LocURI>./A/D/F</LocURI>
</Source>
<Data>'XML document’'</Data>
</ltem>
<ltem>
<Source>
<LocURI>./A/D/E/G</LocURI>
</Source>
<Data>leaf node data</Data>
</ltem>
<ltem>
<Meta>
<Format xmIns="syncml:metinf’>b64</Format>
<Type xmins="syncml:metinf'’>image/jpeg</Type>
</Meta>
<Source>
<LocURI>./A/D/E/H</LocURI>
</Source>
<Data>JSCNMDTUVWXYZcuokcdghfidjssatu</Data>
</ltem>
</Results>

C.3 Example of a Get with Attribute MORoot

In the examples below, the DM Client has the follgpwManagement Tree.
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\

Root | Properties
: Interior node
1

A Properties B | Properties
Interior node Leaf node
Integer
Properties Properties
C Interior node D | Interior node
Type: urn:oma:mo:oma-example:1.0 Type: urn:oma:mo:oma-example:1.0
E Properties E Properties E Properties = Properties
Interior node Leaf no Interior node Leaf node
String String
G Properties G Properties
Leaf node Leaf node
String String
H Properties H Properties
Leaf node Leaf node

Figure 9: Example of Get with Attribute M ORoot

In the example below DM server requests roots of ddC@urrences from a client.

<Get>
<CmdID>4</CmdID>
<|tem>
<Target>
<LocURI>. ?1'i st =MORoot </LocURI>
</Target>

<Data>urn:oma:mo:oma-example:1.0</Data>
</ltem>
</Get>

Client response usirgesult and multipleltem elements.

<Results>
<CmdRef>4</CmdRef>
<CmdID>7</CmdID>
<ltem>
<Meta>
<Format xmIns="syncml:metinf’>node</Format>
</Meta>
<Source>
<LocURI>./A/C</LocURI>
</Source>
</ltem>
<ltem>
<Meta>
<Format xmIns="syncml:metinf’>node</Format>
</Meta>
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<Source>
<LocURI>./A/D</LocURI>
</Source>
</ltem>
</Results>

C.4 Example of a Get with Attribute MORootData

In the example below, the DM Server requests robMO occurrences of DCMO with specified Leaf Nederoperty’
data from a client. The assumption is that nod®€.And ./A/D in the diagram in section C.3 ardygfe ‘urn:oma:mo:oma-
dcmo:1.0" and nodes ./A/C/F and ./A/D/F are aciutde ‘Property’ Leaf Nodes of DCMO.

<Get>
<CmdID>4</CmdID>
<|tem>
<Target>
<LocURI>. ?1 i st =MORoot Dat a</LocURI>
</Target>

<Data>urn:oma:mo:oma-dcmo:1.0?/Property</Data>
</ltem>
</Get>

Client response usirigesult and multipleltem elements.

<Results>
<CmdRef>4</CmdRef>
<CmdID>7</CmdID>
<ltem>
<Meta>
<Format xmIns="syncml:metinf’>node</Format>
</Meta>
<Source>
<LocURI>./A/C</LocURI>
</Source>
</ltem>
<ltem>
<Meta>
<Format xmIns="syncml:metinf’>chr</Format>
</Meta>
<Source>
<LocURI>./A/C/Property</LocURI>
</Source>

<Data>Camera</Data> <!-- this is camera -->
</ltem>
<ltem>
<Meta>
<Format xmIns="syncml:metinf’>node</Format>
</Meta>
<Source>
<LocURI>./A/D</LocURI>
</Source>
</ltem>
<ltem>
<Meta>
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<Format xmIns="syncml:metinf’>chr</Format>
</Meta>
<Source>

<LocURI>./A/D/Property</LocURI>
</Source>

<Data>Bluetooth</Data> <!-- this is Bluetoot h-->
</ltem>
</Results>
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Appendix D. Type Definitions (Normative)
D.1 MIME Media Type Definition

MIME Type Description

application/vnd.syncml.dmddf+xml XML encoded DDFcdonent complying to this specification.

application/vnd.syncml.dmddf+wbxml WBXML encoded Bldocument complying to this specification.
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