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1. Scope (Informative)

The scope of the Device Management architecturardeat is to define the architecture for the DeW=zmnagement v2.0
enabler. This document fulfils the functional calaés and information flows needed to supporstinabler as described in

the Device Management requirements document [DM:RD]
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2. References

2.1 Normative References

[DM-RD] “Device Management Requirements”, Open Mobile Alia™, OMA-RD-DM-V2_0,
URL:http://www.openmobilealliance.org/
[RFC2119] “Key words for use in RFCs to Indicate Requiremes¥els”, S. Bradner, March 1997,

URL:http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

[ARCH-PRINC] “OMA Architecture Principles”, OMA-ArchitecturePraiples-V1_2,,
URL:http://www.openmobilealliance.org/
[DM-DICT] “Device Management Dictionary”, Version 1.0, Opeolile Alliance™, OMA-SUP-DM-

DM_Dictionary-V2_0, URLhttp://www.openmobilealliance.org/

[OMADICT] “Dictionary for OMA Specifications”, Version 2.7,@n Mobile Alliance™,
OMA-ORG-Dictionary-V2_7, URLhttp://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Device See [OMA-DICT]
Device Management See [DM-DICT].
Client

Device M anagement See [DM-DICT].
Server

Interface See [OMADICT].
M anagement Object See [OMA-DICT].

3.3 Abbreviations

DM Device Management
MO Management Object
OMA Open Mobile Alliance
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4. Introduction (Informative)

Device Management refers to the management of Bexdofiguration and other managed objects of Daviicem the point
of view of the Management Authorities. Device Magagnt includes, but is not restricted to settirigainconfiguration
information in Devices, subsequent updates of pexnsi information in Devices, retrieval of managatrieformation from
Devices, execute primitives on Devices, and prangssvents and alarms generated by Devices. litiaddhe Device
Management v2.0 enabler brings Multiple Managendenhority mechanisms.

Device management allows wireless operators, seprigviders or corporate information managemenadegents to carry
out the procedures of configuring devices on betiafie end user (customer).

4.1 Version 1.3

OMA DM Version 1.3 makes no change to the architecfrom OMA DM 1.2, but does introduce new nottion and
transport protocols.

4.2 \Version 2.0

The OMA DM Version 2.0 architecture is based on OB 1.3. It introduces a new DM Server to DM Seriveerface
and two optional DM Client to application interfacelt also removes the CP-1 interface betweelCth&nabler and the
DM Client for the CP Bootstrap Profile.

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Architectural Model

5.1 Dependencies

DM 2.0 has the same dependencies as the Devicegdamnt v1.3 enabler.

5.2 Architectural Diagram
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Figure 1. Device Management Architecture using interfaces

Ihclicates that enabler uses functions of other component
Indicatesinterfaces outside scope of DIV enabler

5.3 Functional Components and Interfaces/reference points

definition

5.3.1 Protocol Endpoints

53.1.1 DM Client

The DM Client is the abstract software componeat tonforms to the requirements for DM Clients #jegtin the OMA

Device Management Enabler.
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53.1.2 DM Server

The DM Server is the abstract software componettabnforms to the requirements for DM Servers ifigedn the OMA
Device Management Enabler.

5.3.2 Interfaces
5321 DM-1 Client-Server Notification

This provides an interface over which DM Servery send device management notification to DM Clieffitss is an
interface that is bearer neutral and can operate many protocols such as WAP Push and SIP Push.

5.3.2.2 DM-2 Device Management Client-Server Protocol

This provides an interface over which DM Servery send device management commands to DM Client©ahlients
may return status and alerts to DM Servers. Thismigiterface that is bearer neutral and offersynséandardized bindings
including HTTP and HTTPS. This interface MAY be egpd over an airlink-based data bearer protoogl GPRS) to
provide over-the-air device management capability.

5.3.2.3 DM-3 DM Bootstrap Profile via Smart Card

The DM Client may be initially provisioned via #efion a Smart Card. This file contains a serieBMfCommands to set or
replace configuration settings in the DM ClientisTis a one-way interface with no feedback fromEmé Client. The only
expected result is the DM Client connecting toiM Server at the next practical opportunity.

5.3.24 DM-4 DM Bootstrap Profile OTA

The DM Client may be initially provisioned via #efisent by some push protocol. This file contaissrées of DM
Commands to set or replace configuration settingeé DM Client. This is a one-way interface withfieedback from the
DM Client. The only expected result is the DM Ctiennnecting to the DM Server at the next practiggiortunity.

5.3.25 DM-6 Server-Server Interface

This provides an interface over which DM Servery send management commands to other DM Serversearive
responses from other DM Servers. This is an interfhat is bearer neutral and offers many stanziedddindings including
HTTP and HTTPS.

Note: The DM-5 interface is an interface descrilvethe appendix B.

5.4 Security Considerations

Since the enabler supports one or more ManagemghbAties that communicate with a single DM Cliesgcurity aspects
are very important as described in [DM-RD].

The Device Management enabler v2.0 supports DMe®éovDM Client and DM Server to DM Server mutual
authentications.

The Management Authority’s data access requirgsoaizaition and protection.

The DM messages and data will have integrity veaitfion and confidentiality protection mechanisms.
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Appendix B. Management Authority Diagram and Text (informative)

B.1 Architectural Diagram
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Figure 2: Device Management Architecture using interfaces

B.2 Additional Interfaces

B.2.1 DM-5 DM Exposes Management Objects
The MO schemas are exposed by the DM Client thrasgievice management tree.

B.2.2 DM-Func DM Functions

The Standard Management Objects represent interfadbe Device’s DM Client configuration and thevixe's DM-
related information which may be targeted by a Dewlanagement Authority to perform Device Managenfemctions.
The functions available depend upon the DM Stan@djéct specifications, the access rights assigmsegecific parameters
for a given Device Management Authority, and ondpecific device implementation.

B.2.3 DMA-DMS Interface

The interfaces between a Device Management Aughetihe-of-business systems and a Device Manage®@erver are out
of scope. For purposes of illustration, this iraed allows the Device Management Authority to sulol@vice management
requests to the DM Server and to be apprised ofteeand device-generated alerts received by theSeMer from the DM
Client. For purposes of this reference architectie®cription, readers should assume that an impittien-specific
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interface to the DM Server is used by the Devicendggement Authority to submit DM commands and areafgsults
returned by the DM Client.

B.2.4 DM Bootstrapping Request

The Device Management Authority sets the initi@visioning information into the DM Bootstrapping dRest that can then
be used by the DM Client. The details of the DM Binapping Request are decided by the Device ManageAuthority
and typically relate to information necessary fog DM Client to connect to the DM Server.

B.2.5 DM-7 Client-App Registration

This provides an interface over which the devidetal applications may send Management Object tredisn or
deregistration commands to the DM Client. The de'gilocal application may issue a Management @bggeval request.

B.2.6 DM-8 Client-App Notification

This provides an interface over which the DM Clierdly send Management Object update notificatidheéaegistered
device’s local application.

B.2.7 DM-9 Client-App Interaction

This provides an interface over which the devidetal applications may send Management Object nudetipn and
retrieval commands.

B.2.8 DM-10 Exposes Standards MOs

The Standard Management Objects’ schemas are ekpgshe DM Client through its Device ManagemergelrThose
Management Objects are DMAcc, Devinfo, DevDetad arbox.
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