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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2010 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ERELD-DM-V2_0-20100720-C Page 3 (13)

Contents
S O @ ] = T 4
2. REFERENGCES ...t oottt e ettt e e e s et et e e s heee et eabee e e bae s e sbeesesasaeesasbeesanbaeesansbeesnssesansbeesesbeeeesseeesantaeesnrees 5
2.1 NORMATIVE REFERENCES......ciititttettiieiiiiteeessesiasssssessssssassssessessasasssssssessasssssssssessssssssessssssssssssssssssssessessessssseseessensne 5
2.2 INFORMATIVE REFERENCES.....uutiiiiiiiiiittiieeisiiistsseessesiasssseesssssisssssssssssssstssesssssissstessessssasssssssssssssssssesesssassssesesssssssssnens 5
3. TERMINOLOGY AND CONVENTIONS. .. .ottt ettt sttt s sat s e s b e s bt e s st be s sabb e s s s sbaeessbeessanbaessnrenas 6
31 (070] N1Y7 = N T 0] N TSSO PRUPR 6
3.2 [T N I 0] N TN 6
33 AABBREVIATIONS ..teiiitteeieitteteiittees ittt ssaseseassseestastessaataessasesesissssssastesssasssssaassssssssssssassesssssessssnssessanssessnssesssssnessssssessnnses 6
4, RELEASE VERSION OVERVIEW ..ottt ettt ettt e ettt e s abae e atae s saates s esbeaessbbeesnbaeesnbaessnnneessansesenntes 7
4.1 VERSION L2 cooiiiitiiiictie e eitie e e ettt e ettt e e et ee e e sbaee et eabeeeeabae s s aseeeeshseeesasbeseanbaessansee e e sbaessanseseebeeeaansbeesantseesnssessennneessanenesnnren 7
4.2 VA= 2T o] 0 TN 7
4.3 VA= TS o 2 O IS 7
5. DOCUMENT LISTING FOR DEVICE MANAGEMENT 2.0 ...ttt sttt ettt stree s v s st sann s 8
6. OMNA CONSIDERATIONS ... .ottt sttt ettt e et et e e e bae e sabaeseasaeeseabeeseabaeesasbeesanbsessnsreesesbseeesaseeesantaeesanrenes 9
7. CONFORMANCE REQUIREMENTSNOTATION DETAILS ..ottt rtee et ee e e e e 10
8. ERDEF FOR DM 2.0- CLIENT REQUIREMENTS......cctie ittt ste et ste e stee e te e saee st e e e s enteennaeenteesnneenneeenneenns 11
9. ERDEF FOR DM 2.0- SERVER REQUIREMENTS......coii ettt ettt e snee e sne e ente e enneeenne e 12
APPENDIX A. (INFORMATIVE) et eteteeeietereeeetesee st et et ass e ses e s e e s e esaeses e esesses e et ensesseasessessensesaessesessessensessessnnsenses 13
A1l APPROVED VERSION HISTORY iiiiiiiiiiiiiiiiitiiiitirateeesssisbaseesssssssssssessssssassssssssssssasssssssessasasssssssessassssssssssssassssesessssnsssnns 13
A.2  DRAFT/CANDIDATE VERSION 2.0 HISTORY ..ooiotieiiiiiteeictie et e eteeesteeestessaesesaeesstesssesssessstessssesssessssessnsessssssssessnsessrenes 13
Figures
Tables
Table 1: Listing of DocumentSin DM V2.0 ENGDIEN ........ccoiiiiiiiicesece ettt sttt st e snaesne s nnes 8
Table2: ERDEF for DM 2.0 Client-Side ReQUITEMENTS......cccoiiiiiieiesisesese s e see e e see et ssesae e ssestessessessessesssssessessessenes 11
Table 3: ERDEF for DM 2.0 Server-side REQUITEMENTS........cciiiiiiieieeie et see e a e e sseesaeseestesaesteessesseessesssessanas 12

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ERELD-DM-V2_0-20100720-C Page 4 (13)

1. Scope

The scope of this document is limited to the EnaBlelease Definition of OMA Device Management vadgording to
OMA Release process and the Enabler Release syaicifi baseline listed in section 5.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

The formal notation convention used in sectiona@@to formally express the structure and intedegdlendencies between
specifications in the Enabler Release specificdb@seline is detailed in [SCRRULES].

3.2 Definitions

Device M anagement Management of the Device configuration and othemagad objects of Devices from the point of view of
the various Management Authorities. Device Managermeludes, but is not restricted to setting aliti
configuration information in Devices, subsequerdatps of persistent information in Devices, retlef
management information from Devices and processuegits and alarms generated by Devices.

Enabler Release Collection of specifications that combined togetftem an enabler for a service area, e.g. a dowhloa
enabler, a browsing enabler, a messaging enaleration enabler, etc. The specifications that ar
forming an enabler should combined fulfill a numbérelated market requirements.

Minimum Functionality =~ Description of the guaranteed features and funatitynthat will be enabled by implementing the

Description minimum mandatory part of the Enabler Release.
3.3 Abbreviations

DM Device Management

DTD Document Type Definition

ERDEF Enabler Requirement Definition

ERELD Enabler Release Definition

OMA Open Mobile Alliance

RD Requirements Document

SCR Static Conformance Requirements
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4. Release Version Overview

The Device Management (DM) Enabler provides a ptatfneutral protocol to allow servers to remotegnage devices.
DM is intended to operate over a variety of tramspad notification protocols in a platform neutf@mat.

4.1

Version 1.2

The DM V1.2 Enabler added or improved the followfagctionalities:

4.2

Enhanced security
DM Profile bootstrap
TNDS

Inbox

DM Account

XML Encryption
Generic Alert

Excluded "Con" object which provided rudimentaonnectivity configuration and which as since besplaced by
the ConnMO Reference Release [ConnMO)]

Nonce Resynchronization

Version 1.3

The DM V1.3 Enabler supports the following addigbfunctionalities:

4.3

Support for SIP Push for sending notification mgssa
Specify for mandatory support for bootstrap/TNDS
Support for rich information in notification messgeaigcluding expiration, reason for session, etc.

Improved discovery of optional DM functionalitiespgported by the DM Client.

Version 2.0

The DM V2.0 Enabler supports the following additbfunctionalities:

Improved mechanism for multiple management autiesridealing with a single client.

Support for management of devices that lie outdidemanagement domain of the service providers,
Support application interaction with the DM clismthanagement objects.

Support DM functionality on devices with more thame access technology/operating system/environment.

Improved protocol and representation.
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5. Document Listing for Device Management 2.0

This section is normative.

Doc Ref | Permanent Document Reference | Description

Requirement Document

[DMRD] OMA-RD-DM-V2_0-20100309-C Requirement Docuntdor DM 2.0 Enabler
[DMRD] OMA-RD-DM-V1_3-20100525-C Requirement Docuntdor DM 1.3 Enabler
Architecture Document

[DMAD] OMA-AD-DM-V2_0-20100720-C Architecture Docuent for DM 2.0 Enabler
[DMAD] OMA-AD-DM-V1_3-20100525-C Architecture Docuent for DM 1.3 Enabler

Technical Specifications

Supporting Files

Table 1: Listing of Documentsin DM V2.0 Enabler
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6. OMNA Considerations
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7. Conformance Requirements Notation Details

This section is informative

The tables in following chapters use the followmaation:
Item: Entry in this column MUST be a valid Scritem acdéogdto [SCRRULES].
Feature/Application: Entry in this column SHOULD be a short descriptiaiel to thd tem in question.

Requirement: Expression in the column MUST be a valid Terminglission according to [SCRRULES] and it
MUST accurately reflect the architectural requirete theltem in question.
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8. ERDEF for DM 2.0 - Client Requirements

This section is normative.

Item

Feature/ Application

Requirement

OMA-ERDEF-<<ENABLER>>-C-001-<<M/O>>| <<ENABLER>> Gint

Table 2: ERDEF for DM 2.0 Client-side Requirements
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9. ERDEF for DM 2.0 - Server Requirements

This section is normative.

Item

Feature/ Application

Requirement

OMA-ERDEF-<<ENABLER>>-5-001-<<M/O>>| <<ENABLER>> Sesr

Table3: ERDEF for DM 2.0 Server-side Requirements
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Appendix A.
A.1 Approved Version History

(Informative)

Reference Date Description
N/A N/A No prior version
A.2 Draft/Candidate Version 2.0 History
Document I dentifier Date Sections Description

Draft Versions 16 Nov 2009 All

OMA-ERELD-DM-V2_0

Baseline to v2.0. (agreed in OMA-EDM20-2009-0051)

Added OMA-RD-DM-V1_3-20090901-C to the list of dooents for
RD formal review by REQ

08 Feb 2010 5

Changes to OMA-RD-DM-V2.0
Section 5 updated to reflect this

Candidate Version 09 Mar 2010 N/A

OMA-ERELD-DM-V2_0

Status changed to Candidate by TP

TP ref#: OMA-TP-2010-0100-
INP_DM_V2_0_RD_for_Candidate_Approval

Draft Versions 12 May 2010 5

Added AD to list of documents

OMA-ERELD-DM-V2_0
- 31 May2010 | 5

Updated list of documents

25 Jun 2010 5

Updated list of documents

Candidate Version 20 Jul 2010 N/A

OMA-ERELD-DM-V2_0

Status changed to Candidate by TP

TP ref#: OMA-TP-2010-0283-
INP_DM_V2_0_AD_for_Candidate_Approval
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