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1. Scope (Informative)

The scope of the Device Profile Evolution archiseetdocument is to define the architecture forQkeice Profile Evolution
enabler.

This document details the functional descriptiod architecture for properties on the devices witAMA specifications.

This document fulfils the functional capabilitiesdainformation flows needed to support this serg@nabler as described in
the Device Profile Evolution Requirements docuniBRE-RD].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

3.2 Definitions

Service Provider An entity that manages and distributes softwarethagrvices and content to the end user.

Device Property / A hardware, software, or network characteristic¢ tepresents a capability of a device at a givantpo

Capability time. Throughout the document, the words "propeaityd "capability” can be used indistinctly. A devic
property can be either static or dynamic.

Dynamic Device A device property that may change its value e.@ @sult of hardware, software or configuration

Property / Capability changes.

Static Device

Property/Capability A device property that does not change its valxantples are display resolution, processor type, etc

3.3 Abbreviations

DPE Device Profile Evolution
OMA Open Mobile Alliance
OTA Over The Air

SP Service Provider
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4. Introduction (Informative)

Mobile applications and services are required twfion in varying network environments with useaving devices with a
wide range of capabilities. The device capabiliied network conditions can vary dynamically angliaations and
services need to be able to respond to these chagerdingly.

The Device Profile Evolution enabler is intendegbtovide a standardized solution to convey inforarabn the device
capabilities. While other enablers such as UAPU#ARProf] can only convey information on static devicapabilities, the
DPE enabler can convey information either on stédizice capabilities or on dynamic device capaeditthe dynamic
aspect being the main added-value of the DPE endlifiies information, in the form of property naneesd values, directly
comes from the device and is communicated to ai@eRrovider (SP), allowing an enhancement of taity of the
services provided to the device. This enhancemmnitide, for example, a better content adaptatioservices matching to
the maximum extent the device capabilities, resgltit the end on a better user experience.

DPE architecture follows a client-server model. rEffigre, in the existing OMA architecture two newites will be created:
a DPE Server and a DPE Client.

Any SP willing to get information on the device a@pities of a given user using the DPE enablertbaubmit its requests
to the DPE Server managing the DPE Client of thagrguser. An SP can also transmit policies to [¥eEver. The policies
will be applied at the DPE Client level to the asated device capabilities (see §5.4.2.3 for mofermation on the
policies). The use of policies will be further digd in the DPE Technical Specifications document.

The DPE Server's main tasks will be to:

» parse and verify the validity of the requests $gnthe SP

» verify the coherence of the policies wanted to fiygliad by the SP
« transmit the validated requests and policies taXR& Clients

* manage the Authentication and Authorization of HRE Clients

* manage all the policies assigned to the DPE Clients

» cache the device property values previously reddein order to minimize the impact of the DPE camminations
on the over the air interface

e communicate the responses to the SP at the origireaequest

The DPE Client, installed on the device, will penfothe following tasks:

» retrieve the device’s internal information aboud tbevice capabilities, and communicate the vallen needed
and/or requested

» accept and apply the policies transmitted by th& Berver

The creation of the Core Vocabulary of device bijtees will take place in the DPE Technical Sgetion Document.
Each device capability will be associated withaéidity period, which will be used by the DPE Serf@ its caching
functionality. An infinite validity period meansdhthe device capability is a static device cajigbil

It is not within the scope of the DPE to provideaided interfaces to other existing or future Devigescription solutions.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4.1 Planned Phases

The specification that is going to be derived frdms architecture is DPE 1.0. Therefore, this is finst version of the
architecture, and there are no additional phasasnpld beyond this architecture to cover the remeérdgs described in the
DPE 1.0 RD [DPE-RD].

4.2  Security Considerations

This section provides a brief high level descriptad the DPE Security functions, the details of athivill be described in
the Technical Specifications document.

4.2.1 Authentication and authorization

A DPE Client must be able to authenticate a DPEe3drased on credentials that are provisionedérDRE Client. These
credentials may be just limited to the IP addrdsh@ DPE Server. Once a DPE Server is authentidayea DPE Client, it
gets full authorization to send any DPE requeshab DPE Client.

A DPE Server must also be able to authenticateldly Client it is communicating with. The credergtiain which this
authentication is based includes at least the DR&nCId assigned by the DPE Server to the DPE r€liguring the
registration process (see 8§85.4.1). Once autheatichy a DPE Server, a DPE Client is only authoriredadvertise
information pertaining to its device properties.

4.2.2 Confidentiality, data integrity and protectio n against security threats

No data encryption is required for DPE communicajothough the DPE enabler provides some mechanfsms
confidentiality and data integrity. In additionetPE enabler includes mechanisms to protect dgséuasirity threats such
as denial-of-service attacks.

These mechanisms will be detailed in the Techr8gaicifications document.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. Architectural Model (NORMATIVE)

5.1 Dependencies

OMA CP [OMA-CP] or OMA DM [OMA-DM] MAY be used to pvision the connectivity information for the DPHeDt.

It is foreseen, however, that the OMA Security Camrfrunctions [SEC_CF] might be a source of deperideiin the TS
phase.

5.2  Architectural Diagram

DPE Server
. Service
* Cache : Provider
» Policy Manager
« ID Manager DPE-3 E
DPE-2 DPE-1
Smart Card
DPE Client T
: OTA
« Policy Agent T T T T T T T T T T T T T T T Provisioning
* Registration : Server
* Group Manager e Alternative
Bootstrap
Source

In scope
------- Out of scope

Figure 1: Diagram of DPE Architecture
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5.3 Functional Components and Interfaces
5.3.1 Components

5.3.1.1 Internal Components

53.1.11 The Device Profile Evolution Server

The DPE Server is the entity that communicates waith DPE Client for the purpose of:
- assigning a unique identifier (using Interface DBE-
- requesting the value(s) of a single (or a groupdsgyice property (ies) (using Interface DPE-2)
- transmitting one or several policies (using Inteef®PE-2)

The DPE Server also communicates with any DPE eda®P for the purpose of:

- processing any request concerning the retrievahefvalue(s) of a single (or a group of) deviceperty (ies)
(using Interface DPE-3)

- advertising these values depending on their avifitlahnd on the policies applied, if any (usinddrface DPE-3)
The DPE Server includes three main functions:

- the ID Manager in charge of assigning a uniquetiiento a DPE Client during the registration pbas

- the Policy Manager in charge of managing the capeticies associated with the DPE Clients

- the Cache, in charge of caching the values ofdbeice properties, according to the predefined tthmaf validity
of each device property (these durations are défin the DPE Core Vocabulary)

5.3.1.1.2 The Device Profile Evolution Client

At first the DPE Client has to get the necessafgrination to be able to initiate a connection watlbPE Server (from a
Smart Card, an OTA Provisioning Server or any aliive bootstrap solution).

Then, the DPE Client communicates with the DPE &eirvorder to:

- ask for a unique identifier;

- provide the value(s) of a single (or a group oévide property (ies) according to the potentiaigies applied.
The DPE Client includes three main functions:

- the Registration function in charge of retrievingraque identifier;

- the Policy Agent, in charge of handling the pokcapplied to the device properties in order toegtise their values
accordingly;

- the Group Manager, in charge of managing the labigjroups of device properties.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.3.1.2 External components
5.3.1.21 The Service Provider

The SP is an entity that distributes services aglivels content to the end-user. In order to prewige end-user with the
content best suited to its device capabilities,3Recommunicates to a DPE Server the list of dgwioperties it is interested
in and the policy to be followed to advertise tladues of these device properties and their chatigesgh time.

Any alternative device description entity wishirm retrieve information on the device capabilitefsa given terminal
through the DPE enabler would be considered lik8Rridrom a DPE Server's point of view.

5.3.1.3 Smart Card, OTA Provisioning Server, and Al  ternative Bootstrap Solution

These components are the potential sources fromhvthe DPE Client initially retrieves the necesdafgrmation to be able
to initiate a connection with a DPE Server.

53.2 Interfaces
5321 The DPE-1 Interface

The DPE-1 interface allows the DPE Server to asaignique identifier to each registering requestais unique identifier
will be used afterwards for all the subsequent @BEBEmMunications..

5.3.2.2 The DPE-2 Interface

The DPE-2 interface allows to request the value{s) single (or a group of) device property (i¢e)iransmit policies and
to respond to those requests and policies.

5.3.2.3 The DPE-3 Interface

The DPE-3 interface is used to request a DPE Séovahe value(s) of a single (or a group of) @evproperty (ies) of a
given DPE Client. The DPE-3 interface is also usetlansmit policies associated to the device @rigs it is asking for.

Any entity wishing to retrieve the value(s) of agle (or a group of) device property (ies) of aegi DPE Client and to
transmit policies must use the DPE-3 interface.

5.4 Flows

5.4.1 Registration process

After the first boot of the device where the DPEe@t is installed, the DPE Client needs to getribeessary information to
be able to initiate a connection to a DPE Servéie Tetrieval of this information can be issued frdifferent sources:
through factory configuration of the DPE Clientfammation provisioned via a smartcard, informatisent by an OTA
Provisioning Server, etc. OMA CP [OMA-CP] or OMA DMMA-DM] MAY be used for the provisioning purpose.

Once the DPE Client is able to initiate a commutimeawith a DPE Server, the Registration functi@ksathe ID Manager
function of the DPE Server for the allocation dfirique identifier. This unique identifier will b@mmunicated afterwards
by the DPE Client to the ASPs, which will use ita&ey to retrieve, through the DPE Server, theieglof the device
properties of the associated DPE Client.

During the registration process, the DPE Cliensimr is communicated to the DPE Server, so thaDIPE Server is aware
of the list of device properties supported by tfilen DPE Client.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.4.2 Retrieval of the device capabilities

5421 Retrieval of a single device property valu e

This flow describes how an SP retrieves the curvahie of a device property from a DPE Client bdsbn the end-user's
device:

1. A User Agent (e.g. a browser) hosted on the endsuidevice sends a request for content or for dcseto an SP.
This request includes the address of the DPE Semamiaging the DPE Client and the DPE Client IDgresil by
the DPE Server during the registration process.

2. Upon receiving this information, the SP sends aiestjto the DPE Server containing the DPE Clientatid the
specific device property whose value is needed.

After a verification of its validity, the DPE Semvfrwards the request to the DPE Client.
If the requested device property is supportedXR& Client sends its value to the DPE Server.
The DPE Server forwards the DPE Client's answér¢cASP.

o g > W

The SP delivers its content or service to the Wggmt based on the response received from the EPES

end-user's
device

DPE Client

DPE Server

Original content/service request (@DPE Server, DPE Client Id)

Query Value (Property A, DPE Client Id) ?

‘Query Value (Property A, DPE Client Id) ?

Response (Property A = Valuel)

Response (Property A = Valuel)

Content/service delivery basgd on the DPE Server Response

Figure 2: Retrieval of a single device property Viae
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5.4.2.2 Retrieval of an unsupported device propert y's value

In case an SP requests a device property thaitisupported by the version of the DPE Client itesthon the end-user's
device, the DPE enabler prevents to unnecessamdsiaad the OTA interface between the DPE Servedrtha DPE Client
with this pointless request. Indeed, as the DPEeBaes aware through the registration process §&e.1) of the version of
DPE Client installed on the end user's devicendvks the list of device properties supported gy tdrgeted DPE Client.
Therefore, it can directly answer to the SP with éldequate error message, as illustrated by thebibow.

This flow describes the DPE messages exchanged amé&P tries to retrieve the value of an unsupgodevice property
from a DPE Client hosted on the end-user's device:

1. A User-Agent (e.g. a browser) hosted on the endsidevice sends a request for content or fordceto an SP.
This request includes the address of the DPE Sasssriciated with the DPE Client and the DPE CliBraissigned
by the DPE Server during the registration process.

2. Upon receiving this information, the SP sends aiestjto the DPE Server containing the DPE Clientafid the
specific device property whose value is needed.

3. The DPE Server sends an error message to the 8Btifg it that the targeted DPE Client doesn't supghe
requested device property.

4. The ASP delivers the content or service to the ggmt, with no possible adaptation based on tlpiested
device property.

end-user's
device

DPE Client

Browser DPE Server

Original content/service request (@DPE Server, DPE Client 1d)

€

Query Value (Property A, DPE Client Id) ?

orted
Clien

Property A not supq
by the targeted DPE

Error message (Unsupported property)

Content/service delivery

Figure 3: Retrieval of an unsupported device propey value
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5.4.2.3 Use of the cache functionality of the DPE S  erver

In order to improve performance and also limit bostver-the-air communications between the DPE r@lend the DPE
Server, a cache function must be implemented witierDPE Server.

Each attribute of the DPE Core Vocabulary that éldefined in the DPE Technical Specificationd & associated with a
predefined cache lifetime. Based on that durattbe, DPE Server will store through its cache functibe value of any

device property previously requested by a SP. Hamgesubsequent request of a cached device pyoparting from the
same or from another ASP will not require furthemenunication between the DPE Server and the t&&& Client, as
illustrated in the flow described below.

1. A User Agent (e.g. a browser) hosted on the endsudevice sends a request for content or for dceto a SP.
This request includes the address of the DPE Semasmaging the DPE Client and the DPE Client IDgrs=il by
the DPE Server during the registration process.

2. Upon receiving this information, the SP sends aiestjto the DPE Server containing the DPE Clientafid the
specific device property whose value is needed.

3. The DPE Server verifies the validity of the request
4. If the value of the device property requestedaished, the DPE Server answers directly to the ASP.

5. The ASP delivers its content or service to the Wggnt based on the response received from the S¥per.

end-user's
device

DPE Client

Browser DPE Server

Original content/service requedt (@DPE Server, DPE Client 1d)

€

Query Value (Property A, DPE Client Id) ?

Response (Property A = Valuel)

Content/service delivery basgd on the DPE Server Response

Figure 4: Use of the cache functionality of DPE Seer
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Remark: The cache functionality is illustrated him®ugh the simplest example, but it can be amiyavhenever useful, be
the request complex (use of several policies, luéllad groups of device properties, etc) or not.

5.4.2.4 Retrieval of a single device property valu e according to a policy

A policy represents, broadly speaking, the mannewlich information is required by a SP. IndeedsR may want to
retrieve device capabilities information only undeertain circumstances: triggered by a specifiené\(timer expiry,
threshold hit, etc.) or periodically. The followipgopositions further define the use of policies:

A policy can be assigned for each one of the depioperties requested by an SP to a DPE Clienaritalso be
assigned to a labelled group of properties (se€.2%5. for more information on the labelled groups).

A given SP may also assign several policies tcsttrae property, as long as the policies are notadictory. An
example of contradictory policies would be to ask the advertisement of the battery status only fiélls under
10% of the maximum charge andly if it goes over 50% of the maximum chargee3d two conditions cannot be
true at the same time. The Policy Manager funatibthe DPE Server is in charge of verifying the e@ncy of the
policies submitted by the SP.

Several SP can assign policies to the same devigeerty on the same DPE Client. The Policy Agamicfion of
the DPE Client handles the policies for each ASassely.

The use of a policy makes sense only for the camatif a service or a content being delivered byadan end
user. The policies assigned by the SP should lkeagetl at the end of the service or content delieprevent the
DPE Client's Policy Agent and the DPE Server'sdydilanager from having to manage needless polidibs is
achieved either through a release-policy messagebsethe SP to the DPE Server, and then forwatdd¢tle DPE
Client, or through a predefined timer at the DPE/&es Policy Manager which releases the policynagr expiry.

This flow illustrates the use of policies.

1.

A User Agent (e.g. a browser) hosted on the endaidevice sends a request for content or for @c®eto a SP.
This request includes the address of the DPE Sema@aging the DPE Client and the DPE Client IDgrssil by
the DPE Server during the registration process.

Upon receiving this information, the SP assign®licp via the DPE Server to a specific device @by and starts
delivering content or service in parallel with @ssng policy via the DPE Server to a specific devicoperty.

After a verification of the syntax and the curremythe policy, the DPE Server forwards the requeshe DPE
Client.

The policy requested by the SP is handled by thieyPAgent function of the DPE Client.
The DPE Client sends an acknowledgment of the kstt&l policy back to the SP via the DPE Server.

If the established policy conditions are met, tlodidy Agent function of the DPE Client notifies tiePE Server,
which forwards the notification to the SP.

The SP adjusts the content or service deliverypsopriate based on the received policy notifigatio
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end-user's
device

DPE Client

Browser

DPE Server

Original content or service request (@DPE Server, DPE Client Id)

Content/service| delivery

>
<

Set Policy (Property A, DPE Client Id, Policy
Set Policy (Property A, DPE Client Id, Policy "Threshold>Valuel")
"Threshold>Valuel")

Policy Ack
Policy Ack

alue of Property A
goes over Value

M

Policy Response (Property A > Valuel) N
Policy Response (Property A > Valuel)

Content/service delivery based on the DPE Server Response

Figure 5: Retrieval of a single device property viae according to a policy

Remark: The policy illustrated in this flow is vesimple ("if-changed" based), but the policies barmuch more complex,
based on a periodicity, based on a thresholdBetsides, each device property requested can beiates] with a distinct
policy.

5.4.2.5 Retrieval of a labelled group of device pr  operty's values

The ASP can group several device properties arelaabel to the group. This flow illustrates thee of labelled groups of
device properties.

1. A User Agent (e.g. a browser) hosted on the endsudevice sends a request for content or for dceeto a SP.
This request includes the address of the DPE Semamiaging the DPE Client and the DPE Client 1D gresil by
the DPE Server during the registration process.

2. Upon receiving this information, the SP sends aiestjabout several device properties’ valuese¢dXRE Server.
The SP also groups all these device propertiedadreds the group.

3. After a verification of its validity, the DPE Semviorwards the request to the DPE Client.
4. |If the requested device properties are suppottedDPE Client sends their values to the DPE Server
5. The DPE Server forwards the DPE Client's answéng®sP.
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6. The SP delivers its content or service to the Wggmt based on the response received from the [EPES

7. After a while, the SP needs to retrieve the curvaiites of the same device properties groupedaralled under
one name.

8. The SP sends a request to the DPE Server incltbdenglentifier of the DPE Client and the group ladee defined
previously.

9. After a verification of its validity, the DPE Semviarwards the request to the DPE Client.

10. Upon receiving this request, DPE Client recognibesgroup label and sends the current values dahall device
properties pertaining to that group.

11. The DPE Server forwards the DPE Client's answéngdsP.

12. The SP continues to deliver its content or sertodde User Agent based on the up-to-date propeityes retrieved
through the DPE Server.

end-user's
device

DPE Client

Browser DPE Servel’

Original content/service requept (@DPE Server, DPE Client I1d)

Query Value (Properties (A, B, ..., Z), DPE Client Id) ?
Set Group (Properties (A, B, ..., Z), Labell)

Query Value (Properties (A, B, ..., Z), DPE Client Id) ?
Set Group (Properties (A, B, ..., Z), Labell)

Response (A = Valuel, B = Value2, ..., Z = Value26)

Response (A = Valuel, B = Value2, ..., Z = Value26)

| Content/service delivery based on the DPE Server Response

Query Value (Labell, DPE Client Id) ?

Query Value (Labell, DPE Client Id) ?

Response (A = Valuel, B = Value2, ..., Z = Value26)

Response (A = Valuel, B = Value2, ..., Z = Value26)

Content/service delivery based on the DPE Server Response

Figure 6: Retrieval of a labelled group of devicgroperty’s values

Remark: Policies can be associated to a labelledpgand/or to the device properties forming theugro
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Appendix A.  Security assessment (Informative)

A.1 System assets

Asset Description Asset importance|
DPE server acts as proxy between ASP and DPE client Critical
DPE client manage capability High

Responses to the checklist of the Security Risledasient Guide (OMA-ORG-SRAG-V1_0-20070613-D):

- Components installation

Other than the Provisioning of the DPE Client, éhisrno component installation as such.

- Components execution

(o]

(o]

(o]

Is the component validated before each executiamhile running?
= To be defined further in the Technical Specificasio
Does the component rely upon any external compsfient
= DPE Client may rely on external component for thavisioning phase.
Does the component provide data input checking@nfekide or server-side)
= DPE Server checks requests for syntax, currency, et
Does the component accept partial data? sanitidela@a?

= No.
Have very large data input been taken into account?
= No.

Does the component support multiple input formatg.(Unicode representations) or extended chasitter
(e.g. NUL byte injection)?

= To be defined further in the Technical Specificasio
Can error management reveal internal componentrirgtion?

= NA

- Authentication sessions

(0]

How authentication credentials are originally sigxbko the client?
= During provisioning, DPE Client gets DPE ServePsatidress. Other credentials might be
supplied during the registration phase.
Can the credentials be changed, updated?
= The credentials are fixed and can not be changdtbutiincurring a re-Provisioning step and/or
re-Registration step.
Which party initiates the session?
= Registration : DPE Client
=  Query: DPE Server
= Policy Set : DPE Server
Is authentication information stored on the client?
= Yes
Is there a client lockout procedure?
= To be defined further in the Technical Specificasio
Are there some timeouts defined (after a periodhadtivity, to force re-authenticating...)?
=  To be defined further in the Technical Specificat
Can the client initiate a logout procedure?
= No.
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o Isit possible to deduce other client credentiedsifa known set of credentials?
= No.

0 Are confidential authentication details displayedsareen if the user needs typing them in?
= No. No user typing of anything.

- Data exchange
o Is the communication channel encrypted end-to-padially?
= Encryption might be needed during registration phas
0 Isit possible to hijack the communication channel?
= |t might be possible.
0 lIsit possible to DoS the communications channel?
= Yes. Rate limiting logic would be needed on the [#&Ever and possibly on the DPE Client.
o Caninput data be obfuscated, and then be useattpattack payloads?
= Yes. But response would go to “true” DPE Served, atovery possible.
0 Are cached content or transfer files stored lo@ally
= Yes. For DPE Server.

- Cryptography
o0 Are known cryptographic algorithms used to:
= encrypt local data storage?
» Out of scope. Implementation choice.
= encrypt communications?
» Forregistration phase if required.
0 Are selected standardized cryptographic algorithefesring to their most recent specification?
= To be defined further in the Technical Specificasio
o Does the system allow several cryptographic lefala given asset? Is it possible to select ordahe
level of cryptography to an insecure level?
= To be defined further in the Technical Specificasio
o If digital certificates are used, what are thezesi? Are they unique per entity or can they bestraried
between hosts?
= Not decided yet.
0 Are checksums or hashes available for verifyingitibegrity of the application components?
= Out of scope. It is an implementation choice.

- Operational constraints
o0 What type of network domain relations exist betwteninvolved entities (mode of deployment)?
= Client-Server deployment model.
= All requests/responses are centralized througDte Server.
= Transport protocol decision hasn’'t been made yatghould be over IP)
0 Are critical operations logged?
= components installation
« N/A
= software failures and errors
» DPE Server might log these but not DPE Client
= authentication at both client and server hosts
» DPE Server might log these but not DPE Client
o Is it possible to retrieve confidential authenticatinformation from logs?
= Possibly, depending on what is logged.
o Isthere any privacy concern related to DPE cliefarmation?

= To be defined further in the Technical Specificas
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A.2 Threats analysis
The table below lists the potential threats thay taaget the DPE enabler.

Risk #

Assets

Threat category / Descriptio

Attack

Prerequisites

Expertise/Cost/Diffusion

DPE Server

Availability: Service disruption|

DoS, TCP/IP floadj

Needs to know server IP
address

Script kiddies

DPE Server

Availability: Service,
disruption, Cache saturation

DoS

Needs to know server IP
address

Valid DPE requests

Hackers

DPE Server

Data integrity: fake
associations MSISDN-DPE
Client ID pushed to the DPE
Server, possible deletion of th
real user data

DoS

D

Valid DPE registration requeg

(radio) network access

télackers

DPE Server

Data integrity: Request (or
responses) sent to (or from) th
DPE Server are modified,

resulting in a degraded servic
or content delivered to the eng
user (since it is based on fake
device capability information)

Man-in-the-middle
e

b

Valid DPE requests

Hackers

DPE Client

Data integrity: fake policy
update to force permanent
battery-consuming OTA
connection

Software-based IP
spoofing at IP stack leve

SW upload

Script kiddies

DPE Client

Same, but attack coming from
the radio network

IP spoofing at network
level

(radio) network access

Hackers

DPE Server/DPE
Client

Privacy violation: interception
of the information exchanged
between the DPE Client and t
DPE Server

Man-in-the-middle

he

(radio) network access

Hackers

A3

Impact analysis and risk mitigation

The tables below characterize the potential thiidatstified in section B.2.

Risk # | Likelihood of Occurencey| Impact severity | Risk level
1 High Major High
2 Low Major Moderate
3 Medium Critical High
4 Low Major Moderate|
5 Medium Major High
6 Low Major Moderate|
7 Medium Minor Low
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Risk # Resolution Observations

1 assumption Security of underneath network infrastme is out of the scope of OMA DPE.

2 limitation

3 avoidance Security of underneath network infrastmecis out of the scope of OMA DPE.

4 limitation

5 assumption Security of the terminal is out of thepe of OMA DPE. Though the specification shoulhcly emphasize on th
need to have certified software installation iefrtinal.

6 assumption Network access security is out of tpsof DPE, and OMA enablers are typically deplogedecured access
networks.

7 assumption Network access security is out of tepesof DPE, and OMA enablers are typically deplogedecured access

networks. In addition, device capabilities inforioatis not considered as sensitive data.

A.4  Security recommendations
The SEC Group provided a list of recommendatioas ¢buld help to resolve potential security thréatDPE.

1. Mutual authentication of the DPE Client and the DFfver. Credentials are detailed in the Techr8palcifications.

2. Link User-Agent request to DPE Client in ordertioe DPE Server to authenticate the validity of iRE request
coming from the Service Provider and for the DPE@Ito validate the request coming from the DPE/&e

Possible ways to do that:

shared key between DPE server and DPE client teeatitate the request (key derivation based on &iegt ID,
provisioned at bootstrapping phase)
token based: challenge AND response sent by the Algent to allow the DPE Server to avoid DoS attack

replay protection

Drawbacks:

pre-provisioning DPE Client ID and DPE Server IRr@gs may not be sufficient

necessity to define an API for challenge/respoesigeval from the DPE client by the User-Agent
all User-Agents targeted (browser, email client, must implement the API

management of replay protection at server level

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-DPE-V1_0-20110705-A.doc Page 22 (22)

Appendix B. Change History (Informative)
B.1 Approved Version History

Reference Date Description

OMA-AD-DPE-V1_0-20110705-A 05 Jul 2011 Status chethtp Approved by TP:
OMA-TP-2011-0225-INP_DPE_V1_0_ERP_for_Final_Apmb

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



