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approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.
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that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
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However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentltatsare deployed over wireless communication aeksv

The scope of OMA “Digital Rights Management” [DRN2Juis to enable the consumption of digital contierdé controlled
manner. The content is consumed on authenticatédedeper the usage rights expressed by the cootergrs. The OMA
DRM work addresses the various technical aspedtsi®tystem by providing appropriate specificagiéor content formats,
protocols, and the rights expression language.

The scope for this specification is to define tighits expression language used to describe thesrayler DRM Content.

It addresses requirements such as enabling prevewest-driving, of Content, possibly priorgorchasing, expressing a
range of different permissions and constraintgrdvides a concise mechanism for expressing rigées DRM Content. It is
independent of the Content being distributed, tleelmnism used for distributing the Content, ancttieag mechanism
used to handle the payments.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be
informative.

3.2 Definitions

Constraint A restriction on the Permission over DRM Content.

Composite Object ﬁ Media Object that contains one ore more Mediae®isjby means of inclusion e.g. DRM messages, zip
iles.

Content One or more Media Objects.

DRM Agent The entity in the Device that manages Permissionbledia Objects on the Device.

DRM Content Media Objects that are consumed according to afg@ermissions in a Rights Object.

DRM Time A secure, non-user changeable time source. The DRM is measured in the UTC time scale.

Media Object A digital work e.g. a ringing tone, a screen sasefava game or a Composite Object.

Permission Actual usage or activities allowed (by the Rigtssuler) over DRM Content.

Rights Issuer An entity that issues Rights Objects to OMA DRM @&wmant Devices.

Rights Object A collection of Permissions, Constraints, and otiteibutes which define under what circumstances

access is granted to, and what usages are debnddRM Content. All OMA DRM Conformant Devices
must adhere to the Rights Object associated witMFntent.

3.3 Abbreviations

AES Advanced Encryption Standard
CEK Content Encryption Key

DCF DRM Content Format

DRM Digital Rights Management
DTD Document Type Definition
MIME Multipurpose Internet Mail Extensions
OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority
ODRL Open Digital Rights Language
REL Rights Expression Language
REK Rights Encryption Key

SHA-1 Secure Hash Algorithm

SMS Short Message Service

WAP Wireless Application Protocol
XML Extensible Markup Language
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4. Introduction

Digital Rights Management [DRM-v2] defines the maaisms to deliver DRM Content and Rights Objecta tmnsuming
device. Rights are used to specify the accesssuoting device is granted to DRM Content. The Rigixgression
Language (REL) defined in this document specifiesdyntax and semantics of rights governing thgaisd DRM Content
based on the Open Digital Rights Language [ODRL].

This specification defines
1. A subset, i.e., a mobile profile, of ODRL, and
2. A data dictionary defining additional permissiomsl @onstraints beyond those provided by ODRL.

DRM Content is consumed according to the speciigduts. Therefore, the value is in the rights antlin the Content itself.
Rights Objects are specified so that they only bexasable on authorized devices.

Goals

The goal of this specification is to define a RBkihg into account the special requirements andacieristics of the mobile
domain to express consumption rights over DRM Quant®ome of the specific goals include

» Light-weight and simple way of expressing rights

» Lowering the entrance barrier for content providerd other players to adopt DRM technologies
» Suitable for specifying rights independently of tlomtent type

» Suitable for specifying rights independently of thensport mechanism

» Enable specification of right to preview, i.e.,ttdsve, DRM Content enabling users to experiemee@ontent first
hand, possibly prior to purchasing it

» Enable specification of constraints to restrictnpissions to the number of times Content can besaeck and time
limits and intervals during which Content can beessed.

Non-goals

OMA Digital Rights Management release 2.0 [DRM-d2fines a more comprehensive DRM system than eeleés The
following are not goals of the REL:

e To govern the distribution of DRM Content is naj@al of the REL. Since DRM Content is encrypted itseless
without the corresponding Rights Object, and tinesd is no need for the REL to explicitly goveratdbution.

» To govern device management permissions such stallin‘uninstall’, ‘delete’, etc. Freeing memocgpacity on
the device is an intrinsic right that every uses twhis/her device.

4.1 Version 2.0.1

The following table summarizes the main changes fiRM2.0 introduced in this DRM 2.0.1

Title Section Summary

Further specifies the semantics of parent and child assets and
5.6 provides additional rules to ensure correct formation of parent and
child assets along with valid inheritance relationships.

Inherit element in parent
rights asset

Specifies that the <uid> element in the <rights> element must match

<uid>in <rights> element | 5.3.3 the “id” attribute of the ROPayload.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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DRMv2.0 Bugfix party
element

5.8

Corrects a recommendation to ignore unsupported <party> elements
to indicate such element may be located within an <agreement>
element, and not in the <asset> element. This is the ODRL specified
location for <party> elements.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. Structure

This section describes the structure of the righfgression language. The REL is defined as a mphile of ODRL v1.1
[ODRL]. Rights are the collection of permissionsl aonstraints defining under which circumstanceess is granted to
DRM Content. The structure of the rights expressmguage enables the following functionality:

1. Metadata such as version and content ID

2. The actual rights specification consisting of
a. Linking to and providing protection information ftite content, and
b. Specification of usage rights and constraints

Models are used to group rights elements accotditigeir functionality, and thus enable conciserdébn of elements and
their semantics. The following models are usedughout this specification:

* Foundation model
* Agreement model
* Context model

* Permission model
» Constraint model
* Inheritance model
»  Security model

The rights expression language is defined as alepbifile, i.e., a subset, of ODRL. Section 5.8dfies how to handle
ODRL models and elements that are not used irstfgsification.

5.1 Foundation Model

The foundation model constitutes the basis fortsigh contains the <rights> element bringing tbgetMeta information
and agreement information. The foundation modeleseas the starting point for incorporating thesagrent model and the
context model.

5.1.1 Element <rights>

Element <IELEMENT o-ex:rights (0-ex:context, o-eyr@ement)>

Semantics The <rights> element is the root elerakall Rights Objects defined according to
this specification. It contains the mandatory <eat#, and <agreement> elements
linking assets to corresponding permissions.

51.1.1 Attribute “id”

Attribute <IATTLIST o-ex:rights o-ex:id ID #REQUIRE>

Semantics | The o-ex:id attribute of the <rights> element idfézd the <rights> element in the
context of a protected rights object (see [DRM-v2])

The value of the o-ex:id attribute MAY be usedhe &kds:Reference> element of the
<signature> of the <roap:ROPayload> element.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.2 Agreement Model

The agreement model expresses the Rights thatameed over a DRM Content. It consists of the <agrent> element
connecting a set of Rights with the correspondifivDContent specified with the <asset> element. dgreement model
incorporates the permission model and the secuontyel.

5.2.1 Element <agreement>

Element <IELEMENT o-ex:agreement (o-ex:asset+, @exnission*)>

Semantics The <agreement> element specifies thesrgganted over the corresponding DRM
Content. It contains one or more <asset> elememtzaro or more <permission>
elements.

5.2.2 Element <asset>

Element <IELEMENT o-ex:asset (0-ex:context?, ofgheirit?, o-ex:digest?, ds:Keylnfo?)>

Semantics The <asset> element specifies the igaitthe DRM Content governed by the
containing <agreement> element via the <contexitel éhement.

The optional <inherit> element instructs the DRMeAgto apply the rights from the
inherited Rights Object, specified in the <inhedlement context, to this asset. Ndte
that the <Keylnfo> element SHOULD be omitted if fRights Object functions as g
parent Rights Object in the inheritance case.

The optional <digest> element provides integritgtpction for the reference to the
DRM Content.

The optional <Keylnfo> element provides the funatitity to access the DRM
content if granted the rights to do so.

The <asset> element enables expression linkings/f&d” and “idref” attributes.
This enables reuse of Permissions defined for esetafor other assets inside the
same Rights Object. When the <asset> element imio@a in a <permission>
element, it MUST contain an “idref” attribute, aRlUST be empty, i.e., all its
optional child elements MUST be omitted.

5.2.2.1 Attribute “id”

Attribute <IATTLIST asset o-ex:id ID #IMPLIED>

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Semantics The “id” attribute is the identifier bet<asset> element. It uniquely identifies each
<asset>.

The “id” attribute MUST only be used if the <assetement is a child element of the
<agreement> element. It MUST NOT be used if thesetzselement is child element
of the <permission> element.

It SHOULD be omitted if there is no reference te gasset> element from elsewhere
in the same Rights Object.

The “id” attribute MUST be unique within the Righ®bject, and it MUST NOT be
the same as the Content ID specified in the <uldment.

5222 Attribute “idref”

Attribute <IATTLIST asset o-ex:idref IDREF #IMPLIED

Semantics The “idref” attribute refers to the idfeert of the <asset> element.

The “idref” attribute MUST only be used if the <ats element is a child element pf
the <permission> element. It MUST NOT be used & #tasset> element is child
element of the <agreement> element.

It SHOULD be omitted if it does not reference amothasset> element inside the
same Rights Object.

5.3 Context Model

The context model provides Meta information abbetrights. It augments the foundation model, thre@ment model, and
the constraint model by expressing additional imfation.

The <context> element is used in the <rights> eldin the <asset> element, in the <individual>neat, in the <system>
element, and in the <inherit> element. As the medeime already indicates, the semantics of itisl @ements depend on
the context in which it occurs in the rights object

53.1 Element <context>

Element <IELEMENT o-ex:context (o-dd:version?, atdd*)>

D

Semantics The <context> element contains the ogitioversion>, and <uid> elements. As th
name already indicates, it provides context semsitiformation for use within the
context of its parent element.

The semantics of its child elements depend on &énenp element in which the
<context> element is used. These are differetteftcontext> element is a child
element of the <rights>, <asset>, <individual>,steyn>, or <inherit> element.
Please see the corresponding descriptions of theidiial child elements.

A <context> element MUST NOT contain more than en&> element unless the
<context> element is contained in the <individualement.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.3.2 Element <version>

Element <IELEMENT o-dd:version (#PCDATA)>

Semantics The <version> element SHOULD only be ifséslparent <context> element is
included in the <rights> element or the <systenerant.

If its parent <context> element is included in #rghts> element, it then specifies
the version of the Rights Object. For this speatfien its content MUST then be
“2.0” (without quotes).

If its parent <context> element is included in #system> element, it then specifie
the version of the other DRM system or contentgmitidn scheme to which the
DRM Content and the Rights Objects will be exparted

[

5.3.3 Element <uid>

Element <I[ELEMENT o-dd:uid (#PCDATA)>

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Semantics If its parent <context> element is inetlith the <rights> element, the <uid> element
constitutes the Rights Object’s identifier. ThewueaMUST match the “id” attribute
of the <ro> element of type ROPayload (see [DRM-g2Ltion 5.3.9).

If its parent <context> element is included in #asset> element, the <uid> element
specifies the content identifier of the correspagdDRM Content. It contains the
ContentID value of the DCF [DRMCF-v2]. In case ofemon group Rights Object
the <uid> element specifies the GroupID for theregponding group of DRM
Contents. The format used for the value MUST canfto [RFC2396]. If the
<asset> element is part of a parent Rights Obgea §ection 5.6) it SHOULD NOT
contain the content identifier of an actual DCR, éantain a “virtual” UID denoting,
for example, a subscription.

If its parent <context> element is included in #iedividual> element, the <uid>
element(s) specifies the individual to which thateat is constrained. A <uid>
element can contain an IMSI related to the end'sisebscription or a WIM
identifier, thus effectively binding the consumptiof content to the individual.

In the case of IMSI binding, the format of its valMUST be “IMSI:x” (without the
quotes) where x is replaced by the IMSI to whichteat is bound. If content is
bound to multiple IMSI values, then multiple <uidlfements MUST be used.

In the case of WIM binding, the format of its valM&ST be “WIM:x” (without the
quotes) where x is replaced by the PKC_Id of th&M#& which content is bound.

If its parent <context> element is included in #system> element, the <uid>
element specifies the target system to which tge#dly integral unit of DRM
Content and the Rights Object(s) are allowed texported / transiently rendered t
Its value MUST be the name of the target systeagsjefined by OMNA.

=4

If the <export> permission is granted to more thaa target system, then these arg
enumerated by using multiple <uid> elements. Ia taise, the <count> constraint
applies to the combined export transactions dbafjet systems.

The only instances when a <context> element MAYtaiormore than one <uid>
element is when the <context> element is containesh <individual> element.

If its parent <context> element is included in #ieherit> element, the <uid>
element specifies the UID of the <asset> elemetitérparent Rights Object from
where to inherit Permissions and Constraints (sega 5.6).

5.4 Permission Model

The permission model augments the agreement mibétilitates the expression of permissions osseds by specifying
the access granted to a device. The permissionIrmmeporates the constraint model allowing fireiged consumption
control of DRM Content.

The set of permissions comprises <play>, <displagxecute>, <print>, and <export>. Usage of the DBdhtent MUST
only be granted according to the permissions eitiylispecified by the corresponding Rights Objectfs permission that
does not contain a <constraint> child element oustrained and access according to the respgmivaission element(s)
MUST be granted.

Note that the REL only specifies consumption angbeixrights and not management rights, e.g., ihstainstall, delete, or
distribution rights. This is made possible by tbparation of DRM Content and Rights Objects (algioDRM Content and
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Rights Objects may be delivered together) freeigREL from unnecessary complexity and overheadteé®d can be

stored; however, it can only be accessed if a spaeding Rights Object is available.

Similarly, encrypted content can be super-disteduvithout unnecessarily complicating the REL; apasate distribution

permissions are necessary, since DRM Content witi@udecryption key is of no value.

The DRM Agent MUST ignore unknown or unsupportedmission elements. The DRM Agent MUST NOT grant
alternative, not explicitly specified rights to ass Content instead. Known and supported permigsgonents defined by
the same Rights Object MUST remain unaffected kedRM Agent MUST grant access according to thAdeermission
that is not granted due to unknown or unsupportetraints (section 5.5) MUST NOT affect the gragtof other

permissions.

5.4.1 Element <permission>

Element

<IELEMENT o-ex:permission (o-ex:constrajrt®ex:asset*, o-dd:play?, o-
dd:display?, o-dd:execute?, o-dd:print?, oma-dae)>
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Semantics The <permission> element contains apmgitkconstraint> element, zero or more
<asset> elements and a set of optional permissipesfying the rights over a piece
of Content, such as <play>, <display>, <executg¥int>, and <export> permissior
elements.

The <constraint> element is the top-level constradis a sibling element to other
permission elements such as <play>, <display>ptiap to all sibling permission
elements inside the same <permission> elementDRi Agent MUST honour the
top level constraint in addition to honouring pbssiconstraints specified as a chilg
element to a permission element, e.g., <play>, vgranting access to content
according to such a permission. The <asset> elenspeicified within the
<permission> element enable expression linkingnafig its sibling permission
elements in the same <permission> element to dpdRM Content referenced by|
<asset> elements contained in an <agreement> etdimeenoutside a <permission>
element). The link is established through the dgbe“id” and “idref” attributes
specified in sections 5.2.2.1 and 5.2.2.2.

Note that the DRM Agent MUST respect both, conatsspecified as child elements
to a permission element and those specified atet@l-constraints in the same
Rights Object. l.e., the stricter of two constraiof the same type prevails for a given
permission element. Of course, Rights Objects adthtradictory constraints should
not be issued in the first place.

When there is a top-level constraint that is otligewmot allowed as a child constraint
to a permission, e.g., <count> and <export mode~&fre, the child constraint takes
precedence over the top-level constraint as appdi¢iois permission. For example,
in the move scenario, Content and Rights Objectidvba moved, and the <count>
constraint would accordingly be removed, too.

A DRM Agent MUST grant access to DRM Content refiesd by an <asset>
element in the agreement model according to peiomsspecified inside a
<permission> element that is as sibling elementmtgasset> element in the
permission model, where the <asset> element refergithe DRM Content and the
<asset> element inside the <permission> elemenirded by matching “id” and
“idref” attributes.

If no <asset> element is present in a <permiss@ament, then the permission
applies to all <asset> sibling elements in the sRigats Object.

The <export> permission is associated with alhef DRM Content referenced by
<asset> elements within the same Rights Objecingles Rights Object has at most
one <export> element within a given <permissiorensint.

5.4.2 Element <play>

Element <IELEMENT o-dd:play (o0-ex:constraint?)>
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Semantics The <play> element grants the permigeigreate a transient representation of
audio or video Content. It contains an optionalrgtint> element. If the
<constraint> element is specified the DRM Agent MUgant play rights according
to the <constraint> child element and the top-les@instraint> element if any. If ng
child <constraint> element is specified, the DRMeAgMUST grant play rights
according to the top-level <constraint> elememing.. If neither child nor top-level
<constraint> element is specified, the DRM Agent #Ugrant unlimited play
rights.

A <system> element contained in a <constraint>dchiément to <play> is used to
specify target system that may be used for creatitngnsient rendering of DRM
Content.

The <play> element has the semantics of rendehi@dRM Content into transient
audio/video form, for example, audio/midi, videdfdime. The DRM Agent MUST|
NOT grant access according to <play> to Conterttd¢hanot be rendered in this
way.

Note that the DRM Agent MUST NOT grant access tm@aontent, e.g., JaVh
games, based on the <play> permission. In ordspéeify rights for Javd' games,
the <execute> element MUST be utilized insteadtices.4.4).

5.4.3 Element <display>

Element <IELEMENT o-dd:display (o-ex:constraint?)>

Semantics The <display> element grants the peromgsi make a transient visible rendering pf
the Content. It contains an optional <constrainerment. If the <constraint> element
is specified the DRM Agent MUST grant display riglaiccording to the <constraint>
child element and the top-level <constraint> elenifegmny. If no child <constraint>
element is specified, the DRM Agent MUST grant thgpights according to the
top-level <constraint> element if any. If neith&ild nor top-level <constraint>
element is specified, the DRM Agent MUST grant onitéd display rights.

The <display> element has the semantics of rengl¢hiea DRM Content onto a
visual device, for example, image/gif or image/jp€ge DRM Agent MUST NOT
grant access according to <display> to Contentdhanot be rendered in this way.

A <system> element contained in a <constraint>dohliément to <display> is used
to specify target system that may be used for icrgat transient rendering of DRM
Content.

544 Element <execute>

Element <IELEMENT o-dd:execute (o-ex:constraint?)>
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Semantics The <execute> element grants permissig@rsthe primitive computing element
execute. It contains an optional <constraint> el@miéthe <constraint> element is
specified the DRM Agent MUST grant execution rigatgording to the <constraint
child element and the top-level <constraint> elenifegny. If no child <constraint>
element is specified, the DRM Agent MUST grant est&mn rights according to the
top-level <constraint> element if any. If neith&ild nor top-level<constraint>
element is specified, the DRM Agent MUST grant onileéd execution rights.

\

The <execute> element has the semantics of exgeutn, invoking, DRM Content
e.g., Javll" games or other applications. Thus, the DRM AgebtSW NOT grant
access according to <execute> to Content that ¢do@eendered in this way.

5.45 Element <print>

Element <IELEMENT o-dd:print (0-ex:constraint?)>

Semantics The <print> element grants the permidsi@neate a fixed (i.e., static), directly
perceivable representation of Content. It contam®ptional <constraint> element.
the <print> element is specified the DRM Agent MU&@&nt print rights according
to the <constraint> child element and the top-lesanstraint> element if any. If ng
child <constraint> element is specified, the DRMeAgMUST grant print rights
according to the top-level <constraint> elememiny. If neither child nor top-level
<constraint> element is specified, the DRM Agent $MUgrant unlimited print
rights.

=

The <print> element has the semantics of printileg, creating a hardcopy of, the
DRM Content, for example, image/jpeg. The DRM AgeitdST NOT grant access
according to <print> to Content that cannot be ezed in this way.

5.4.6 Element <export>

Element <IELEMENT oma-dd:export (0-ex:constraint)>

Semantics The <export> element grants export rigies DRM Content and corresponding
Rights Objects. It contains a mandatory <constra@thément. The DRM Agent
MUST grant export rights according to the <constraichild element and the top
level <constraint> element if any.

The <export> element has the semantics of expottiadpRM Content and
corresponding Rights Objects to a target systerardttan the OMA DRM system|.

The <export> element contains a mandatory <comstralement, which then
contains a mandatory <system> element specifyinghich target system(s) the
DRM Content and Rights Objects are allowed to hmoeted.

The semantics of the <export> element are defiseahaoperation in which the
complete Rights Object and DRM Content are expoegter together or
separately, to create a logically integral unit.

546.1 Attribute “mode”

Attribute <IATTLIST oma-dd:export oma-dd:mode (mdveopy) #REQUIRED>
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Semantics move:

When the mode attribute is equal to “move”, thenstmint> element within the
<export> element MAY have the <datetime> element)SW NOT have the
<interval> element, MUST NOT have the <count> eletBIUST NOT have the
<accumulated> element, and MUST NOT have <individ@dement.

When exporting the Rights Object and the modetaite is equal to “move”, the
DRM agent MUST export the original Rights Objectlexling <export> element
with state information if it is a stateful Rights Olijeend MUST make the original
Rights Object including the <export> permissionmanently unusable on the
original device, after exporting is conducted.

copy:

When the mode attribute is equal to “copy”, thenrgtoaint> element within the
<export> element MAY have the <count> element, MA&ve the <datetime>
element, MAY have the <interval> element, MUST Nfdve the <accumulated>
element, and MUST NOT have <individual> element.

Note that if the <count> element is not specifieddn <export> permission whose
mode attribute is set to “copy”, the correspondRights Object would grant
unlimited export to other DRM systems without rerimgvthe original Rights Object|
from the exporting device. If the original Rightbjéct is a stateful RO, this will
result in consuming the content unlimitedlyo avoid the risk, the <constraint>
element within the <export> element in a statefOl hould have the <count>
element, or the <datetime> element, or the <interefement.

When the mode attribute is equal to “copy”, the DBR§nt MUST export the
original Rights Object excluding <export> elemerithwwut state information if it is a|
stateful Rights Object, and MUST leave the origiRghts Object including the
<export> permission unchanged on the original de\adter exporting is conducted
Note that, of course, the state needs to be updatéiae device from which it is
exported.

Note that state information refers to the statenta&iied by the device when
consuming rights and not to the value originallfired in the rights object.

5.5 Constraint Model

The constraint model enhances the permission nipdetoviding fine-grained consumption control ohtent.

Constraints are associated with one permissionezieat a time. For a permission to be grantedsaianstraints MUST be
fulfilled. If a constraint is not understood or cat be enforced by the consuming device the paemhission is invalid and
MUST NOT be granted. If present, a <constraint¥naet SHOULD contain at least one of its child elataelf a
<constraint> element does not contain any consfraunch as <count>, <datetime>, etc. it is uncairgd, and a DRM
Agent MUST grant unconstrained access accorditige@ermission containing such an unconstrainedstcaint> element.

55.1 Element <constraint>

Element <IELEMENT o-ex:constraint (o-dd:count?, edtatimed-count?, o-dd:datetime?, 0
dd:interval?, o-dd:accumulated?, o-dd:individualda-dd:system*)>
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Semantics

The <constraint> element is the top elestent in the constraint model. It contains
the optional <count>, <timed-count>, <datetimexteival>, <accumulated>,
<individual>, and <system> elements.

The <constraint> element contains <system> elenwmswhen its parent
<permission> element contains the <export>, <play>display> element.

55.2 Element <count>

Element

<IELEMENT o-dd:count (#PCDATA)>

Semantics

The <count> element specifies the nuwoifiténes a permission may be granted
over an asset. It contains a positive integer vdfues parent <constraint> element
included in the <export> element, the <count> elenspecifies the number of time
an <export> permission may be granted over the ORtent and the Rights Object
itself.

7

The DRM Agent MUST NOT grant the corresponding pesion to the DRM
Content more often than specified by the contairsde. Similarly, the DRM Agent|
MUST NOT grant the corresponding permission tolRM Content if the
contained value is non-positive.

When used to constrain the <play> permission, tumtMUST be decremented
immediately upon play.

When used to constrain the <display> permissiancthunt MUST be decremented
immediately upon display.

When used to constrain the <print> permissioncthunt MUST be decremented
immediately upon commencement of printing.

When used to constrain the <execute> permissienctlint MUST be decremented
upon commencement of execution.

When used to constrain the <export> permissionctiumt MUST be decremented
upon commencement of an export process.

Note that when using a stateful constraint suckcasint> in a Rights Object that is
bound to a domain of Devices, every Device in tbmain will be able to access
Content according to the containing PermissionfEesas specified by the value of
the <count> element. Note that this might be caereid particularly severe in the
case that export rights with the copy mode aretghthrough a Rights Object bound
to a domain.

55.3 Element <timed-count>

Element

<IELEMENT oma-dd:timed-count (#PCDATA)>
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Semantics The semantics of the <timed-count> elearemas for the <count> element (5.5.2
with the addition of an optional timer attribute¢ton 5.5.3.1).

If the timer attribute is omitted or contains amahd value, or if the device is not
able to measure the time passed as required tsethantics of this element, then the
device MUST reduce the state value of the <timaghte immediately upon
beginning to access the content in which caseahmatics of the <timed-count >
element are identical to those of the <count> efeme

The <timed-count> element MUST NOT occur as a gaitgtto a <print> or
<export> permission.

55.3.1 Attribute “timer”

Attribute <IATTLIST oma-dd:timed-count oma-dd:timEDATA #IMPLIED>

Semantics The attribute contains a positive integére. It specifies the number of seconds
after which the count state specified by the valighe <timed-count> element
(section 5.5.3) is reduced starting from begintmgender the Content.

For example, if the timer value is set to “30” (wiut the quotes) and the <timed-
count> constraint value is set to “5” (without tipgotes), a corresponding Media
Object, may be rendered 5 times, while the numbegroaining accesses is
decremented after the Content has been render&@ feeconds. In other words, if
rendering of the Content stops after less thare80rgds, the state value of the
<timed-count> element is not reduced.

55.4 Element <datetime>

Element <IELEMENT o-dd:datetime (o-dd:start?, oeatt?)>

Semantics The <datetime> element specifies thetamge, respectively the time limit, for a
containing permission. It contains the optionabstst and <end> elements.

If the <start> element is present, its semantiesrast before’ the specified
time/date.

If the <end> element is present, its semanticsrateafter’ the specified time/date.

If both are present, the value of the <start> eldrMUST be smaller than the value
of the <end> element. If the value of the <stalement is greater than the value of
the <end> element then the DRM Agent MUST NOT geartiess to the DRM
Content according to the containing permission.

If both are absent, the datetime element doesans b meaning and MUST be
ignored, i.e., it does not add to the constraimtadcess the DRM Content according
to its parent permission element.

The DRM Agent of a consuming device without DRM EBMUST NOT grant
access to DRM Content according to permissionsaoing the <datetime> element.
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5541 Element <start>
Element <IELEMENT o-dd:start (#PCDATA)>
Semantics The <start> element specifies the staefdate. Its semantics are ‘not before’. The

general format used for specifying time/date valsaegefined in [ISO8601].

To increase interoperability and facilitate easergflementation values MUST
conform to a single lexical representation defiiregection 3.2.7 of [XMLSchema].
This lexical representation is the extended for8@yY-MM-DDThh:mm:ssZ
where CC denotes the century, YY denotes the \slrdenotes the month, DD
denotes the day, T is the date/time separatomhi, ss represent the hour, minute,
and second respectively, and Z is the mandatory Wi@li€ator. For example, 2002-
12-31T23:59:597 represents Decembe¥, 2002, 23:59:59 UTC.

The DRM Agent MUST NOT grant the corresponding fssion to the DRM
Content before the time/date specified by the vafube <start> element.

5542 Element <end>

Element <IELEMENT o-dd:end (#PCDATA)>

Semantics The <end> element specifies the enddate/Its semantics are ‘not after’. The
general format used for specifying time/date valsagefined in [ISO8601].

To increase interoperability and facilitate easergflementation values MUST
conform to a single lexical representation defiireglection 3.2.7 of [XMLSchema].
This lexical representation is the extended for@@yYY-MM-DDThh:mm:ssZ
where CC denotes the century, YY denotes the isirdenotes the month, DD
denotes the day, T is the date/time separatomhi, ss represent the hour, minute,
and second respectively, and Z is the mandatory W@iicator. For example, 2002-
12-31T23:59:597 represents Decembe¥, 2002, 23:59:59 UTC.

The DRM Agent MUST NOT grant the corresponding fssion to the DRM
Content after the time/date specified by the valithe <end> element. Also, the
DRM Agent MUST NOT allow execution of the permissito continue beyond the
specified time/date with the following exception:

If DRM Content is rendered with the purpose of diirey the user’s attention to an
incoming phone call or message, or to a calendathar alarm event, the DRM
Agent MAY allow access to the DRM Content to congruntil the user has taken
notice of the event, for example, by answeringegeating the phone call, or
dismissing the calendar or other alarm event.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM_REL-V2_0_1-20080226-A Page 23 (55)

555 Element <interval>

Element <IELEMENT o-dd:interval (#PCDATA)>

Semantics The <interval> element specifies a pesfdome during which the permissions can
be exercised over the DRM Content. The <intervarga MUST begin when the
associated permission is first exercised. The p=ionm can then be exercised any
number of times within the <interval> period. ThRR& Agent MUST NOT grant
the corresponding permission to the DRM Conterrdfte period specified by the
value of the <interval> element has elapsed. Als® DRM Agent MUST stop the
execution of the permission as soon as possilde tfé value of the <interval>
element has elapsed. This SHOULD happen immedjatétly the following
exception:

If DRM Content is rendered with the purpose of diirey the user’s attention to an
incoming phone call or message, or to a calendathar alarm event, the DRM
Agent MAY allow access to the DRM Content to congruntil the user has taken
notice of the event, for example, by answeringeggating the phone call, or
dismissing the calendar or other alarm event.

The general format used for specifying intervalieal is defined in [ISO8601].

To increase interoperability and facilitate easérgdlementation values MUST
conform to a single lexical representation defiireglection 3.2.6 of [XMLSchema].
Further, the lexical representation MUST use tis¢ricted duration format
PnDTnHNMnNS or any reduced precision and truncapdesentation version thereg
as specified in [XMLSchema]. For example, P15DT10M30S represents a
duration of 15 days, 10 hours, 30 minutes and 20rsis.

=%

The specified period SHOULD be greater than zdnid specified period is equal {o
zero, then the permission MUST NOT be granted.

[XMLSchema] allows the number of seconds in theqaketo include decimal digits
to arbitrary precision. However, to ensure interapéity, ROs MUST NOT contain
fractional seconds in the period.

The DRM Agent of a consuming device without a tisperce MUST NOT grant
access to DRM Content according to permissionsaioing the <interval> element,
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55.6 Element <accumulated>

Element <IELEMENT o-dd:accumulated (#PCDATA)>

Semantics The <accumulated> element specifies txémum period of metered usage time
during which the rights can be exercised over tRMIXContent. The general format
used for specifying the period is defined in [ISO8p

To increase interoperability and facilitate easergflementation values MUST
conform to a single lexical representation defiireglection 3.2.6 of [XMLSchema].
Further, the lexical representation MUST use tis¢ricted duration format
PnDTnHNMnNS or any reduced version thereof as de€difi [XMLSchema]. For
example, P15DT10H30M20S represents a duration afays, 10 hours, 30 minutes
and 20 seconds.

The specified period SHOULD be greater than zdnid specified period is equal {0
zero, then the permission MUST NOT be granted.

[XMLSchema] allows the number of seconds in théqukto include decimal digits
to arbitrary precision. However, to ensure interapdity, ROs MUST NOT contain
fractional seconds in the period.

The <accumulated> period MUST begin when the aasettipermission is first

exercised. The period defined by the <accumulatddment MUST only be metere
when rendering the Content, i.e., the <accumulapetiod is only consumed / useq
up while the Content is being rendered. The DRMmiAddUST NOT grant access to
the DRM Content after the accumulative period Himetby the value of the
<accumulated> element has elapsed. Also, the DREhARIUST stop the executign
of the permission as soon as possible after theevall the <accumulated> element
has elapsed. This SHOULD happen immediately, wighfbllowing exception:

o

If DRM Content is rendered with the purpose of diirey the user’s attention to an
incoming phone call or message, or to a calendathar alarm event, the DRM
Agent MAY allow access to the DRM Content to congruntil the user has taken
notice of the event, for example, by answeringegeating the phone call, or
dismissing the calendar or other alarm event.

The DRM Agent of a consuming device without a tisoerce MUST NOT grant
access to DRM Content according to permissionsatoing the <accumulated>
element.

The <accumulated> element MUST NOT occur as a tainsto a <print> or
<export> permission.

557 Element <individual>

Element <IELEMENT o-dd:individual (0-ex:context)>

Semantics The <individual> element specifies thividual to which content is bound. It doe$
so by binding content to the user identity spedifiea its <context> child element.

The DRM Agent MUST NOT grant access to the DRM @abhtinless one of the
user identity(s) to which the use of Content isst@ined matches the user identity
associated with the device.
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5.5.8 Element <system>

Element <IELEMENT oma-dd:system (o-ex:context+)>

Semantics The <system> element specifies the taygégms to which DRM Content and
Rights Objects can be exported. The target syséemdescribed in the
mandatory <context> element(s). If multiple contebdments occur these shall
be treated exclusively, thereby allowing consumptia anyone of those
systems.

The <system> element MUST only occur as a consttaian <export>, <play>,
or <display> permission.

In the case of <export>, it specifies the targstey to which DRM Content is
copied or moved to. In the case of <play> and <dispit specifies the target
system to which DRM Content may be transiently exad.

5.6 Inheritance Model

This section describes how a parent Rights Obgettspecify Permissions and Constraints for onearerpieces of DRM
Content each governed by a child Rights Objechgiailimited subset of the ODRL inheritance modeke DRM Agent
MUST NOT accept parent child Rights Objects cotatieihs with more than one level of inheritance.(parent-child). In
other words, a parent Rights Object MUST NOT inthieeérmissions and Constraints from another Rigijgc.

56.1 Element <inherit>

Element <IELEMENT o-ex:inherit (0-ex:context)>
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Semantics The <inherit> element specifies the itdrare of Permissions and Constraints from
one Rights Object to another in order to allow pdohild relationships to be
defined. This enables Rights Issuers to efficiestigport, for example, subscription
business models.

A parent Rights Object defines Permissions and €ainss for DRM Content which
can be inherited by child Rights Objects. ChildiR&gObjects usually reference
DRM Content whereas parent Rights Objects do rfeteace DRM Content
themselves.

When exercising permissions, Child Rights Objeckeiit from a single
corresponding parent Rights Object by including tinherit> element. The <uid>
element of the <context> element in the <inherlerment MUST match the value of
the <uid> element of the <context> element of theset> element of the
corresponding parent Rights Object. If the parégh®® Object referenced by a chil
Rights Object does not exist, the DRM Agent MUSTTN@ant access to the DRM
Content according to this child Rights Object itk are no applicable <permission>
elements within the child Rights Object itself. Witthe child refers to multiple
parent Rights Objects, the DRM Agent MUST seleetotly one of these from which
the child is allowed to inherit permissions andstaaints. This selection SHALL be
done in accordance with the Rights Objects selectigorithm as defined in section
5.9.

o

For each consumption of the DRM Content, the aly8d8T select exactly one
<permission> element from installed rights objeats;ording to which access will be
grantedNote that it is allowed that the Child Rights Olbjepecifies no
<permission> elements. In that case, the <peramissélements inherited from the
Parent Rights Object still apply.

When granting access to DRM Content accordingdpezific permission element,
e.g.,<play> of a <permission> element, the DRM AddbiST enforce the top-level
constraints of that <permission> element as wefiassible constraints of the
specific permission element according to which aség being granted.

Child Rights Objects reference DRM Content as Lisiga, via the <uid> element in
the <context> element of the <asset> element. Hsset> element of a Parent
Rights Objects may not reference an actual DCF¢butain a “virtual” UID
denoting, for example, the subscription itself.

Child Rights Objects MUST NOT inherit from more thane parent Rights Object
simultaneously, the DRM Agent MUST always selea parent Rights Object from
which the Child Rights Object may inherit permissi@nd constraints. A parent
Rights Object MUST NOT be a child Rights Objecthat same time.

Figure 5.1 depicts the above described relatiosshgiween parent Rights Object, child Rights Obpnt DRM Content
with the example of a subscription model.
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<rights> <rights>
<agreement> <agreement>
<asset> <asset>
<context> <context>
<ui d>Subscri ptionGUI D</ ui d> | <ui d>Cont ent 1</ ui d>
</context> \ </context>
</asset> . - <inherit>
<permission> 'nhermNzontexb
<play> from <ui d>Subscri pti onGUI D</ ui d>
<constraint> </context>
<interval>24</interval> </inherit>
</constraint> </asset>
</play> </agreement>
</permission> </rights>
</agreement>
<Jrights> Child Rights Object

Parent Rights Object

Figure 5.1. Inheritance.

Note that the other instances of DRM Content (Qui2téhrough ContentN) would be referenced by se¢pantaild Rights
Obijects each inheriting from the parent Rights ©tjest like the child Rights Object shown for Cemitl. Also note that the

subscription as well as content references MUSGlblgally unique.

Access to DRM Content through a child <asset>lthatan <inherit> child element requires selectioancappropriate
<permission> element from the Child Rights Objacselection of an appropriate <permission> elenreatParent Rights
Object. The DRM Agent SHALL use exactly one <pesita> element that contains a permission elemetitish
appropriate for the type of requested access.da bath the Child Rights Object as well as the mdReghts Object contain
suitable <permission> elements, then the DRM A§&dBT select the most appropriate <permission> efgneuse, this
selection SHALL be done in accordance with seciién

Note that a parent <asset> is not allowed to infpetimissions and constraints from other parensetaselements and
therefore it SHOULD NOT contain an <inherit> chdtment. An <asset> element with an <inherit> chlEment but
without a <ds:Keylnfo> child element is semantigdlllegal and SHALL NOT be used by the DRM agengtant access to
DRM Content. Such an illegal asset SHALL NOT inhparmissions and constraints, and permissionsanstraints

SHALL NOT be inherited from it by child <asset> elents.

Note further that a parent <asset> can be distafgaal from a child <asset> as the former does ndtdheds:Keylnfo>
element, whereas the latter holds a <ds:Keylnfemeht and an <inherit> element.

5.7 Security Model

Security constitutes an important part of a DRMeays OMA DRM 2.0 provides
1. Confidentiality for the CEK of Rights Objects
2. Integrity of the association between Rights Objectd DRM Content

3. Rights Object integrity and authenticity

The former two are specified in sections 5.7.1 A of this specification. The latter is spedlfiea [DRM-v2]. Rights
Obijects defined in this specification MUST be camed in a <ProtectedRO> element as defined in [D¥}ito protect

against unauthorized Rights Issuers, or Rights ©bgplay.
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The ODRL security model, which forms the basistfa security model of this specification, is basadXMLENC] and
[XMLSIG].

5.7.1  Content Confidentiality

Protecting the confidentiality of Content is anezdfl part of enforcing consumption control of DRIMntent. Enabling an
authorized party to consume DRM Content is sintidbagranting this party access to the confidentiaht@€nt. In other words,
a party authorized to consume DRM Content is liet the exclusive circle of parties deemed trustiwpenough to access
the Content.

This concept is realized in [DRM-v2] by i) encrymjithe Content thus transforming it into DRM Conf@RMCF-v2], and
i) sharing the key(s) required to decrypt the DRMiIntent only with those parties that are authorteecbnsume the
Content.

DRM Content is protected by a symmetric algoritk&g), i.e., the key used for decryption can bewtgtifrom the key
used for encryption. Thus, henceforth, the key béllreferred to asontent encryption keypr shortCEK.

Note that the CEK may contain an (intermediate)tkey in turn encrypts the Content. . If the Cotifercontained in the
<asset> element matches the ContentID stored i@tinemon Headers Box associated with the contemt(see [DRMCF-
v2]), then the CEK contained in the Rights Objeaswsed to encrypt the content direcifiyhe ContentlD matches the
GrouplD value stored in the OMADRMGroupID box, thtte CEK in the Rights Object was used to enciyptdontent
item’s encryption key.

Encrypting the Content defers Content confidenttiab controlling the confidentiality of the CEK.aW, the security of the
DRM system relies on the control of the CEK thatstrie kept secret from all unauthorized partieg CTEK necessary to
decrypt the DRM Content is contained in the Rigbkgect in encrypted form.

A CEK, Kcek, is a randomly generated 128-bit AES key. It iapged using a REKgex, by use of AES-WRAPKgek keys
derived as specified in section 7.2 of [DRM-v2] lkba used as the key-wrapping keys:

C = AES-WRAPKRrek Kcew)
After receivingC, the DRM Agent decrypt€ usingKgex:
Kcex = AES-UNWRAPKgex, C)
The following URI shall be used to identify thisykigansport scheme in <EncryptionMethod> elements:

http://www.w3.0rg/2001/04/xmlenc#kw-aes128

The corresponding XML security elements are desdrifiext.

5.71.1 Element <KeyInfo>

Element <IELEMENT ds:Keylnfo (xenc:EncryptedKey?®;RetrievalMethod?)>
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5.7.1.2

5.7.1.3

5.7.1.31

5.7.1.4

5.7.1.5

Semantics

The <KeyInfo> element has a dual purpasgsending on its parent element.

1) When it is contained in an <asset> elemenpntains the <EncryptedKey>
element, making it the starting point for all comgation control, i.e., Content

encryption, functionality. Note that the <Keylnfetement SHOULD NOT be
included in the <asset> element if the Rights Qljees not reference DRM Conte|
but is used as a parent Rights Object in the itdrare case.

2) When it is contained in the <EncryptedKey> eleté contains the
<RetrievalMethod> element which references theussd to encrypt the CEK, i.e.,
the REK (see [DRM-v2]).

Element <EncryptedKey>

Element <IELEMENT xenc:EncryptedKey (xenc:Encrypfibethod, ds:Keylnfo?,
xenc:CipherData)>

Semantics The <EncryptedKey> element contains piiertal <Keylnfo> element, the
<EncryptionMethod> element, and the <CipherDatarmeint.

Element <xenc:EncryptionMethod>

Element

<IELEMENT xenc:EncryptionMethod (#PCDATA)>

Semantics

The <EncryptionMethod> element is enifgyattribute identifies the encryption
method algorithm used to encrypt the CEK.

Attribute “Algorithm”

Attribute <IATTLIST xenc:EncryptionMethod Algorithr@DATA #FIXED
"http://www.w3.0rg/2001/04/xmlenc#kw-aes128">
Semantics The “Algorithm” attribute identifies thacryption algorithm used to encrypt the

CEK contained in encrypted form in the <CipherVawement.
The algorithm MUST be AES128 Key Wrap.

Element <CipherData>

Element

<IELEMENT xenc:CipherData (xenc:CipherVatue

Semantics

The <CipherValue> element contains thiphetValue> element.

Element <CipherValue>

Element

<IELEMENT xenc:CipherValue (#PCDATA)>

Semantics

The <CipherValue> element contains tse@¥aencoded value of the encrypted
CEK.
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5.7.1.6 Element <RetrievalMethod>

Element <IELEMENT ds:RetrievalMethod (#PCDATA)>

Semantics The <RetrievalMethod> element providefexence to the key used to encrypt th
CEK, i.e., the REK, via its attribute.

[}

5.7.16.1 Attribute “URI”

Attribute <IATTLIST ds:RetrievalMethod URI CDATA #RQUIRED>

Semantics The “URI” attribute provides a referetocthe REK, i.e., the key used to encrypt the
CEK (see [DRM-v2]).

Its value MUST match the value of the “Id” attribudf the <encKey> element. The
<encKey> element is a sibling element to the <gghbot element of a Rights

Object as defined in this specification. These él@ments are both child elements |to
the <ro> element of type ROPayload as specifi§®@RM-v2].

5.7.2 Rights Object DRM Content Association Integrity

The ability to replace the DRM Content governedibiits amounts to the ability of changing the rigit$elf. Thus, the
integrity of the association between a Rights Oiged the corresponding DRM Content must be preteas much as the
specified Rights Object itself.

A reference to a piece of DRM Content is estabtiskia the <uid> element contained in the <contestement of the
<asset> element. Enforcing the integrity of theoasgion between Rights Object and DRM Contentaisdied similarly to
enforcing the integrity of Rights Objects, i.e.,signing Rights Objects utilizing functionality fro[ XMLSIG]. This
prevents tampering with the content identifiertie Rights Objects. It does not, however, prevemwhfmodifying the
corresponding identifier in the DRM Content [DRMGE}

It is possible to provide a way of securing theteatrend of the Rights Object - DRM Content asgamiawithout having to
sign the DRM Content. Instead, a hash of the DRMt@&ut is included in the Rights Object. Since ttash value is part of
the signed Rights Object, it is as safe from bédmgpered with, as is the <uid> element in the Rigbibject referencing the
DRM Content. The integrity of the content-end isu@nteed by the very characteristics of the hagffitany modifications
to the DRM Content automatically invalidate thethaalue inside the Rights Object. The hash valud®DRM Content in
the Rights Object ensures the integrity of the Righbject DRM Content association as the integritthe Rights Object is
protected also, i.e.,, by signing it.

5.7.2.1 Element <digest>

Element <IELEMENT o-ex:digest (ds:DigestMethod,RigestValue)>

Semantics The <digest> element provides the irttefyni the association of the Rights Objec
with the DRM Content referenced by the <uid> elenierthe <context> of the samg
<asset> element. It contains the <DigestMethodmetd and the <DigestValue>
element.

The <digest> element SHOULD NOT be present if tigh® Object is a parent
Rights Object referencing a ‘virtual’ resource sasha subscription (see section 5.5)
or if the Rights Object is a group Rights Object..
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5.7.2.2 Element <DigestMethod>

Element <IELEMENT ds:DigestMethod (#PCDATA)>

Semantics The <DigestMethod> element indicateslperithm used to calculate the digest
value contained in the <DigestValue> element \gattribute element. The element
itself is empty.

5.7.2.2.1 Attribute “Algorithm”

Attribute <IATTLIST ds:DigestMethod Algorithm CDATAFIXED
"http://www.w3.0rg/2000/09/xmldsig#shal">

Semantics The “Algorithm” attribute identifies tHigest algorithm. It MUST identify the
algorithm SHA-1.

5.7.2.3 Element <DigestValue>

Element <IELEMENT ds:DigestValue (#PCDATA)>

Semantics The <DigestValue> element contains tee@aencoded value of the digest.

It contains the base64 encoded hash value of thd DBntent referenced by the
<uid> element in the <context> of the same <asekiment.

5.7.3 Rights Object Integrity and Authenticity

Integrity protection prevents illegitimately modifig the Rights Object specified for DRM Contentliding but not limited
to, adding, deleting, and modifying permissions eodstraints for DRM Content, and references to D&bhtent itself
included in the Rights Object.

Authenticity provides for authentication of thegin of Rights Objects. It enables a DRM Agent tafyehe Rights Issuer
identity before accepting a Rights Objects.

The functionality employed to provide Rights Objettegrity and authenticity are specified in [DRN}v

5.8 ODRL Compatibility

This specification defines a mobile profile of ODRL.1 [ODRL]. This specification takes precedentease there is any
divergence from [ODRL].

The DRM Agent of a device encountering any ODRL [RIpelements not defined within this specificatigJST proceed
as follows:

* Unsupported permissions MUST be ignored. Suppgréethissions MUST still be granted.
» Permissions containing one or more unsupportedti@nts MUST NOT be granted.

» Rights objects containing <requirement> elementsSNIBOT be granted.
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» Rights objects containing <condition> elements MUSDT be granted.

e Unsupported <rightsholder> elements SHOULD be igdor

e Unsupported <context> elements SHOULD be ignored.

»  Unsupported <offer> elements SHOULD be ignored.

«  Unsupported <party> elements within an <agreemelgment SHOULD be ignoréd
* Unsupported <revoke> elements SHOULD be ignored.

» Unsupported elements of the ODRL security model BHD be ignored.

Rights Objects SHOULD NOT contain any elements #énatnot defined in the specification.

5.9 Order of Rights Object Evaluation

In order to achieve a uniform user experience actifferent implementations, the DRM Agent MUST bhe following
rules when automatically selecting which rightapply when accessing content, in case there argpheulights for this
content. This also applies to automatically selgcbetween multiple applicable Parent Rights Oijédahe content is
accessed via a Child Rights Object. In this sectiomterm ‘rights’ is to be understood to refeatoombination of an
<asset> element and an associated <permissioneetem

1. Onlyrights valid at the time of requesting contaatess can be considered, for example, thoseawittatetime>
constraint whose <begin> date still lies in theifatcannot be considered.

2. Any rights with no constraints should be used first

3. Any rights containing a <datetime> constraint (@otentially other constraints) should be used tmpaccess to
content before using rights that do not contairdatetime> constraint.

4. If multiple rights exist that contain <datetime>nstraints (and potentially other constraints), ttierse should be
used in the order of ascending <end> dates fiest,those that expire first should be utilizegtfir

5. If multiple rights exist that do not contain a <elithe> constraint (and potentially other constsgirthen those

containing an <interval> constraint should be usegrant access to content before using rightsctbjdat do not

contain an <interval> constraint.

Any rights containing a <timed-count> should bedisefore rights containing <count>.

There is no priority between <accumulated> and qteut is up to the agent to consume one prigh&other

according to its internal consumption rules.

No

Note that the user MAY be allowed to select rigbtapply manually when accessing DRM Content, thuewriting the
DRM Agent's choice.

! This is a change from the previous DRM 2.0 relemisere the <party> element was incorrectly assutndx a sub-
element of the <asset> element; the use of theypatement within the <agreement> element withirRD can cause
undesirable behaviour in existing DRM 2.0 Agentghsas rejecting the RO.
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6. Syntax

As described in section 4, this specification defin
3. Asubset, i.e., a mobile profile, of ODRL, and
4. A data dictionary defining additional permissiomsl a&onstraints beyond those provided by ODRL.

The OMA data dictionary is defined in an XML Scheut#izing the extension mechanisms provided bydhginal ODRL
expression language and data dictionary schemasdd¢ument type definition (DTD) defines the sepefmissible Rights
Objects for DRM Agents. Rights Objects generatemating to the DTD validate against the combinatibthe original
ODRL expression language schema and data dictiaudugma as well as the OMA data dictionary schemd those
utilized by those, e.g., [XMLSIG] and [XMLENC]).

The subset is contained in section 6.1 and se6t@nefines the OMA data dictionary utilized in ditoh to the ODRL data
dictionary.

6.1 ODRL Subset

Figure 6.1 depicts the syntax of the ODRL mobilefipg using XML document type definition [XML]. Theocument type
definition has the public identifier '-//OMA//DTD RMREL 2.0//EN’ and is located at
"http://www.openmobilealliance.org/tech/DTD/drmréldtd’.

A DRM Agent MUST be able to parse all elementsmdiin the DRM REL DTD. Proprietary elements MAY dded in
new namespaces. DRM Agents MAY ignore any elementefined in the DRM REL DTD. This DTD defines thalid
subset of Rights Objects for OMA DRM 2.0 that cangenerated as jointly defined by the ODRL expmskinguage XML
schema, the ODRL data dictionary XML schema andIN®A data dictionary XML schema.

Rights Issuer servers MUST be able to generatet®i@hject according to the below DTD.

<IELEMENT o-ex:rights (0-ex:context, o-ex:agreement )>

<IATTLIST o-ex:rights
xmins:0-ex CDATA #FIXED “http://odrl.net/1.1/ODRL- EX”
xmins:o-dd CDATA #FIXED “http://odrl.net/1.1/ODRL- DD”
xmins:oma-dd CDATA #FIXED “http://www.openmobileal liance.com/oma-dd”
xmins:ds CDATA #FIXED “http://www.w3.0rg/2000/09/x mldsig#”
xmins:xenc CDATA #FIXED “http://www.w3.0rg/2001/04 /xmlenc#”

o-ex:id ID #REQUIRED
>
<IELEMENT o-ex:context (0-dd:version?, o-dd:uid*)>
<IELEMENT o-dd:version (#PCDATA)>
<IELEMENT o-dd:uid (#PCDATA)>
<IELEMENT o-ex:agreement (o-ex:asset+, 0-ex:permiss ion*)>
<IELEMENT o-ex:asset (0-ex:context?, o-ex:inherit?, o-ex:digest?, ds:KeyInfo?)>
<IATTLIST o-ex:asset
o-ex:id ID #IMPLIED
o-ex:idref IDREF #IMPLIED
>
<IELEMENT o-ex:inherit (o-ex:context)>
<IELEMENT o-ex:digest(ds:DigestMethod, ds:DigestVal ue)>
<IELEMENT ds:DigestMethod (#PCDATA)>
<IATTLIST ds:DigestMethod
Algorithm CDATA #FIXED "http://www.w3.0rg/2000/09/ xmldsig#shal"
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>
<IELEMENT ds:DigestValue (#PCDATA)>
<IELEMENT ds:KeylInfo (xenc:EncryptedKey?, ds:Retrie
<IELEMENT xenc:EncryptedKey (xenc:EncryptionMethod,
<IELEMENT xenc:EncryptionMethod (#PCDATA)>
<IATTLIST xenc:EncryptionMethod

Algorithm CDATA #FIXED "http://www.w3.0rg/2001/04/
>
<IELEMENT xenc:CipherData (xenc:CipherValue)>
<IELEMENT xenc:CipherValue (#PCDATA)>
<IELEMENT ds:RetrievalMethod (#PCDATA)>
<IATTLIST ds:RetrievalMethod

URI CDATA #REQUIRED
>

<IELEMENT o-ex:permission (o-ex:constraint?, o-ex:a
dd:execute?, o-dd:print?, oma-dd:export?)>

<IELEMENT o-dd:play (o-ex:constraint?)>
<IELEMENT o-dd:display (o-ex:constraint?)>
<IELEMENT o-dd:execute (0-ex:constraint?)>
<IELEMENT o-dd:print (0-ex:constraint?)>

<IELEMENT o-ex:constraint (0-dd:count?, oma-dd:time
dd:interval?, o-dd:accumulated?, o-dd:individual?,

<!IELEMENT o-dd:count (#PCDATA)>
<IELEMENT oma-dd:timed-count (#PCDATA)>
<IATTLIST oma-dd:timed-count

oma-dd:timer CDATA #IMPLIED
>
<IELEMENT o-dd:datetime (o-dd:start?, o-dd:end?)>
<IELEMENT o-dd:start (#PCDATA)>
<I[ELEMENT o-dd:end (#PCDATA)>
<IELEMENT o-dd:interval (#PCDATA)>
<IELEMENT o-dd:accumulated (#PCDATA)>
<IELEMENT o-dd:individual (o-ex:context)>
<IELEMENT oma-dd:export (0-ex:constraint)>
<IATTLIST oma-dd:export

oma-dd:mode (move | copy) #REQUIRED
>

<IELEMENT oma-dd:system (o-ex:context+)>

valMethod?)>
ds:KeylInfo?, xenc:CipherData)>

xmlenc#kw-aes128"

sset*, o-dd:play?, o-dd:display?, o-

d-count?, o-dd:datetime?, o-
oma-dd:system*)>

Figure 6.1. Syntax.

6.2 OMA Data Dictionary

A DRM Agent MUST be able to parse all elementsmdiin the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://www.openmobilea
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

liance.com/oma-dd"
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xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/
elementFormDefault="qualified" attributeFormDefa
>
<xsd:import namespace="http://odrl.net/1.1/ODRL-
schemalocation="http://odrl.net/1.1/ODRL-EX-11.xsd"
<xsd:element name="export" substitutionGroup="o-
<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="0-ex:permissionTyp
<xsd:attribute name="mode" use="requ
<xsd:simpleType>
<xsd:restriction base="xsd:NMT
<xsd:enumeration value="mov
<xsd:enumeration value="cop
</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="system" type="0-ex:constraint
substitutionGroup="o-ex:constraintElement"/>
<xsd:element name="timed-count" substitutionGrou
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:positivelntege
<xsd:attribute name="timer" type="xs
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
</xsd:schema>

oma-dd"
ult="qualified"

EX"

/>

ex:permissionElement">
o>

ired">

OKEN">

e"/>
y'l>

Type*

p="0-ex:constraintElement">

>

d:positivelnteger" use="required"/>

Figure 6.2. OMA Data Dictionary schema

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM_REL-V2_0_1-20080226-A

Appendix A.  Static Conformance Requirements (Normative)

A.1 Client Conformance Requirements

Item Function Reference Status Requirement
DRM_REL-GEN-C-001 <rights> element 5.1.1 M
DRM_REL-GEN-C-002 <agreement> element 521 M
DRM_REL-GEN-C-003 <asset> element 5.2.2 M
DRM_REL-GEN-C-004 Expression linking 5.2.2.1,5.2.2 M
DRM_REL-GEN-C-005 <context> element 5.3.1 M
DRM_REL-GEN-C-006 <version> element 5.3.2 M
DRM_REL-GEN-C-007 <uid> element 5.3.3 M
DRM_REL-GEN-C-008 Permission Model 5.4 M
DRM_REL-GEN-C-009 <permission> element 5.4.1 M
DRM_REL-GEN-C-010 <play> element 5.4.2 M
DRM_REL-GEN-C-011 <display> element 5.4.3 M
DRM_REL-GEN-C-012 <execute> element 544 M
DRM_REL-GEN-C-013 <print> element 5.45 M
DRM_REL-GEN-C-014 <export> element 5.4.6,54.6.1 M
DRM_REL-GEN-C-015 Constraint Model 5.5 M
DRM_REL-GEN-C-016 <constraint> element 5.5.1 M
DRM_REL-GEN-C-017 <count> element 55.2 M
DRM_REL-GEN-C-018 <timed-count> element 5.5.3,53.5. O
DRM_REL-GEN-C-019 <datetime> element 554 (0] DRMLREEN-C-020 AND
DRM_REL-GEN-C-021
DRM_REL-GEN-C-020 <start> element 554.1 (0]
DRM_REL-GEN-C-021 <end> element 55.4.2 O
DRM_REL-GEN-C-022 <interval> element 5.55 (0]
DRM_REL-GEN-C-023 <accumulated> element 5.5.6 (0]
DRM_REL-GEN-C-024 <individual> element 5.5.7 (@]
DRM_REL-GEN-C-025 <system> element 5.5.8 M
DRM_REL-GEN-C-026 Inheritance model 5.6,5.6.1 M
DRM_REL-GEN-C-027 <Keylnfo> element 5.7.11 M
DRM_REL-GEN-C-028 <EncryptedKey> element 5.7.1.2 M
DRM_REL-GEN-C-029 <EncryptionMethod> elemen 53,5.7.1.3.1 M
DRM_REL-GEN-C-030 <CipherData> element 5.7.1.4 M
DRM_REL-GEN-C-031 <CipherValue> element 5.7.15 M
DRM_REL-GEN-C-032 <RetrievalMethod> element 5.7.56.1.6.1 M
DRM_REL-GEN-C-033 <digest> element 5.7.21 M
DRM_REL-GEN-C-034 <DigestMethod> element 57212521 M
DRM_REL-GEN-C-035 <DigestValue> element 5.7.2.3 M
DRM_REL-GEN-C-036 ODRL compatibility 5.8 M
DRM_REL-GEN-C-037 Syntax Parsing 6 M
DRM_REL-GEN-C-038 Rights Object evaluation order 9 5. M

A.2 Server Conformance Requirements

Item Function Reference Status Requirement
DRM_REL-GEN-S-001 Expression linking 5.2.2.1,5.2.2 M
DRM_REL-GEN-S-002 <version> element 5.3.2 M
DRM_REL-GEN-S-003 <uid> element 5.3.3 M
DRM_REL-GEN-S-004 <play> element 5.4.2 M
DRM_REL-GEN-S-005 <export> element 546,546.1 M
DRM_REL-GEN-S-006 <datetime> element 554 M
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Item Function Reference Status Requirement
DRM_REL-GEN-S-007 <start> element 554.1 M
DRM_REL-GEN-S-008 <end> element 554.2 M
DRM_REL-GEN-S-009 <interval> element 5.5.5 M
DRM_REL-GEN-S-010 <accumulated> element 5.5.6 M
DRM_REL-GEN-S-011 <system> element 5538 M
DRM_REL-GEN-S-012 Inheritance model 5.6,5.6.1 M
DRM_REL-GEN-S-013 Security model 5.7 M
DRM_REL-GEN-S-014 <EncryptedKey> element 5.7.1.2 M
DRM_REL-GEN-S-015 Encryption algorithm 5.7.1.3.1 M
DRM_REL-GEN-S-016 REK referencing 5.7.16,5.716. | M
DRM_REL-GEN-S-017 Hash algorithm 5.7.2.2.1 M
DRM_REL-GEN-S-018 ODRL compatibility 5.8 M
DRM_REL-GEN-S-019 Syntax Generation 6 M
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Appendix B. Change History (Informative)
B.1 Approved Version 2.0.1 History

Reference Date Description
OMA-TS-DRM-REL-V2_0 03 Mar 2006 | Status changed to Approved by TP
TP Doc ref#t OMA-TP-2006-0084R02-INP_DRM_V2_0_fimal_approval
OMA-TS-DRM_REL-V2_0_1 10 Jan 2007 2007 template

Updated with agreed CRs:
OMA-DLDRM-2006-0144
OMA-DLDRM-2006-0153
OMA-DLDRM-2006-0171
OMA-DLDRM-2006-0187R01
OMA-DLDRM-2006-0264R01
OMA-DLDRM-2006-0350

31 Jul 2007 Incorporated agreed CRs:
OMA-DRM-2007-0102
OMA-DRM-2007-0103
OMA-DRM-2007-0111
OMA-DRM-2007-0162R01
OMA-DRM-2007-0179

26 Oct 2007 Incorporated the following agreed c@2Rs
OMA-DRM-2007-0379R01
Updated to current TS template

18 Jan 2008 General editorial clean-up
Updated to the 2008 template
Approved Version 26 Feb 2008 | Status changed to Approved by TP
OMA-TS-DRM REL-V2 0 1 TP Doc ref#OMA-TP-2008-0082-

INP_Digital_Rights_Management_V2_0_1 ERP_for_Ncdifion.zip
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Appendix C. Examples (Informative)

This appendix contains a number of examples tetiliie the use of Rights Objects.

C.1 Unlimited Play

The rights depicted in this example grant uncoirgdhpermission to play the corresponding DRM Conte

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmIns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlins:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.1">
<o-ex:context>
<o-dd:version>2.0</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:play/>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

Note that the CEK inside the <CipherValue> elenieiiase64 encoded.
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C.2 Preview

The rights depicted in this example grant the righdisplay the corresponding Content once, thygementing the
functionality to test-drive, i.e., preview, Content

Note that in this example preview functionalityrigplemented as displaying the Content once. Ibissjble to implement
any kind of preview through the use of appropr@iestraints, e.g., limiting the time range duringieth Content can be
displayed through the use of the <datetime> orefiratl> constraints (sections 5.5.4 and 5.5.5).

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.2">
<o-ex:context>
<o-dd:version>2.0</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:display>
<o-ex:constraint>
<o-dd:count>1</o-dd:count>
</o-ex:constraint>
</o-dd:display>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>
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Note that the CEK inside the <CipherValue> elenieitase64 encoded.

C.3 Multiple permissions for a Multipart DCF

This example describes an example of multiple pssions within a single Rights Object for a multtdd€F where each
Media Object is assigned an individual Content-TBe Rights Object contains two permissions. Trat fne is an
unconstrained permission to display both Media €ibjen the DCF, and the second one is an unconstigiermission to
print the Media Object. The Rights Object refergdch of the two Media Objects in the multipart D&§Rheir Content-IDs.

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.3">
<o-ex:context>
<o-dd:version>2.0</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset o-ex:id="Asset-1">
<o-ex:context>
<o-dd:uid>ContentID1</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:asset o-ex:id="Asset-2">
<o-ex:context>
<o-dd:uid>ContentID2</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0org/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
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</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-1"/>
<o-ex:asset o-ex:idref="Asset-2"/>
<o-dd:display/>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-2"/>
<o-dd:print/>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

C.4 Subscription Scenario

The example shown below illustrates the use ofrarftaand child Rights Object to implement a sulpgion scenario by
which a Rights Issuer can extend the validity alianber of Rights Objects and corresponding DRM €Ewinthrough issuing

a single new Rights Object rather than having tssae all Rights Objects.

The parent Rights Object specifies the <play> Pssion with a <datetime> constraint that ends oril 8. The child
Rights Object specifies that the Permissions ams€aints should be inherited from the identifieset> referencing the
parent Rights Object. Once the subscribed DRM Curnigeabout to expire, the Rights Issuer can effity extend the
subscription by issuing a single, new parent Rightgect with the same subscription URN and an wgntigtatetime>
Constraint, this time set to, e.g., October 31.cNange is required to the child Rights Object;iit iwherit the <play>

Permission with the updated end date.

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlins:oma-dd="http://www.openmobilealliance.com/om
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

a-dd"

o-ex:id="C.4p">

<o-ex:context>
<o-dd:version>2.0</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
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</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<0-dd:uid>SubscriptionGUID</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o0-dd:end>2004-04-30T23:59:59Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

Parent Rights Object referencing DRM Content

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.4c">
<o-ex:context>
<o-dd:version>2.0</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</0-dd:uid>
</o-ex:context>
<o-ex:inherit>
<o-ex:context>
<o-dd:uid>SubscriptionGUID</o-dd:uid>
</o-ex:context>
</o-ex:inherit>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>

000/09/xmldsig#shal"/>

<ds:KeylInfo>
<xenc:EncryptedKey>

<xenc:EncryptionMethod Algorithm="http://mww.w

3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
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<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
</o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Mject

C.5 Inheritance Scenario

This scenario shows how the inheritance relatiorke/avhen the Parent RO and the Child RO both havépte applicable
<permission> elements.

The Parent Rights Object has one ‘virtual assd€niified by its <uid> which is equal to “ParentagsID". There are two
permissions applicable to that <asset> elementfil$tegives 10 <display> or <play> rights, whehe play> is further
constrained to the time interval of Januaty 2006, 00:00:00 UTC to Februar, 2006, 00:00:00 UTC. The second
permission contains 3 <play> rights and a dispiglytrboth constrained in the time interval Februkty2006, 00:00:00
UTC to March ', 2006, 00:00:00 UTC.

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5p">
<o-ex:context>
<o-dd:version>2.0</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset id="1">
<o-ex:context>
<o-dd:uid>ParentAssetUID</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-ex:constraint>
<o-dd:count>10</o-dd:count>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<o0-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>
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</o-ex:constraint>
</o-dd:play>
<o-dd:display>
</o-dd:display>
</o-ex:permission>
<o-ex:permission>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2006-02-01T00:00:00Z</o-dd:start>
<o0-dd:end>2006-03-01T00:00:00Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:count>3</o-dd:count>
</o-ex:constraint>
</o-dd:play>
<o-dd:display>
</o-dd:display>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

Parent Rights Object (not referencing DRM Content)

The Child Rights Object has two ‘asset’s, thatlismeed to the DRM Content with Contentl2it:medial23@oma.cdn
The asset with ‘id’ equal to 1 inherits from a RarRights Object’s asset, identified by “ParentAs$B”. The asset with

‘id" equal to 2, does not inherit from a Parent iRgObject.

The Child Rights Object specifies two separate jEsions for its asset with ‘id’ equal to 1. Thesfipermission allows

‘play’ between January 152006, 00:00:00 UTC and February™2006, 00:00:00 UTC and ‘print’ between April"18006,
00:00:00 UTC and May 152006, 00:00:00 UTC, but with the total of ‘plagad ‘print's constrained to 20. The second
permission allows 5 ‘play’s, 8 ‘print’s and 30 ‘glay’s in the period between February"106, 00:00:00 UTC and March

15" 2006, 00:00:00 UTC.

For the asset with ‘id’ equal to 2, it specifieplay’ that is constrained to a total accumulatieaetof 2 hours.

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/om
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5c">
<o-ex:context>
<o-dd:version>2.0</o-dd:version>
<0-dd:uid>RightsObjectIiD</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset id="1">
<o-ex:context>
<o-dd:uid> cid:medial23@oma.com </o-dd:uid>
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</o-ex:context>
<o-ex:inherit>
<o-ex:context>
<o-dd:uid>ParentAssetUID</o-dd:uid>
</o-ex:context>
</o-ex:inherit>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>

000/09/xmldsig#shal"/>

<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>

lue>

<o-ex:asset id="2">
<o-ex:context>
<o0-dd:uid>
</o-ex:context>
<o-ex:digest>

cid:medial23@oma.com </o-dd:uid>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2

<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>

000/09/xmldsig#shal"/>

<ds:KeyInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>

lue>

</o-ex:asset>

<0-ex:permission>

<o-ex:constraint>
<o-dd:count>20</o0-dd:count>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>

<0-dd:start>2006-01-15T00:00:00Z</o-dd:start>
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<o-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
<o-dd:print>
<o-ex:constraint>
<o-dd:start>2006-04-15T00:00:00Z</o0-dd:start>
<o0-dd:end>2006-05-15T00:00:00Z</o-dd:end>
</o-ex:constraint>
</o-dd:print>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset idref="1"></0-ex:asset>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2006-02-15T00:00:00Z</o0-dd:start>
<o0-dd:end>2006-03-15T00:00:00Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:count>5</o-dd:count>
</o-ex:constraint>
</o-dd:play>
<o-dd:print>
<o-ex:constraint>
<o-dd:count>8</o-dd:count>
</o-ex:constraint>
</o-dd:print>
<o-dd:display>
<o-ex:constraint>
<o-dd:count>30</0-dd:count>
</o-ex:constraint>
</o-dd:display>
</o-ex:permission>
<0-ex:permission>
<o-dd:play>
<o-ex:constraint>
<o-dd:accumulated>PODT2HOMO0S</0-dd:accumulate d>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

Child Rights Object referencing the Parent Rights Mject

In this constellation, when the DRM Agent is askadaccess to the DRM Content identified by its @otID equal to
“ContentID”, it will compute the following list gpossible permissions and permission combinations:
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RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)

C5.c/1 ‘play’ | <o-dd:count>20</o-dd:count>

and

<o-dd:datetime>
<o0-dd:start>2006-01-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

C5.c/1 ‘print’ <0-dd:count>20</o-dd:count>

and

<o-dd:datetime>
<o0-dd:start>2006-04-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-05-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

Cs5.cl/1 ‘play’ <o-dd:datetime>
<0-dd:start>2006-02-15T00:00:00Z</o-dd:start>

<0-dd:end>2006-03-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

and

<0-dd:count>5</o-dd:count>

Cs5.cl/1 ‘print’ <o-dd:datetime>
<0-dd:start>2006-02-15T00:00:00Z</o-dd:start>

<0-dd:end>2006-03-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

and

<0-dd:count>8</o-dd:count>

Cs.c/1 ‘display’ <o-dd:datetime>
<0-dd:start>2006-02-15T00:00:00Z</o-dd:start>

<0-dd:end>2006-03-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

and

<0-dd:count>30</o-dd:count>

<0-dd:accumulated>PODT2HOMO00S</o-dd:accumulated>

C5.c/2 ‘play’
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C5p/1 ‘play’ <o0-dd:count>10</o-dd:count>

and

<o-dd:datetime>
<o0-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

C5.p /1 ‘display’ <0-dd:count>10</o-dd:count>

C5p/1 ‘play’ <o-dd:datetime>
<0-dd:start>2006-02-01T00:00:00Z</o-dd:start>

<0-dd:end>2006-03-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

and

<0-dd:count>3</o-dd:count>

C5p/1 ‘display’ <o-dd:datetime>
<0-dd:start>2006-02-01T00:00:00Z</o-dd:start>

<0-dd:end>2006-03-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

Following the steps from the algorithm defined éetion 5.9, the DRM Agent then evaluates thesdtsegufind the proper
order in which to consider using these permissions.

1. Only valid rights can be considered.

2. Unconstrained rights first.

3. Rights containing a <datetime> constraint are todesidered first.

4. Rights containing a <datetime> constraint shouldised first in order of expiration.

For this discussion, suppose the DRM Time in théageis January 18 2006, 13:00:00 UTC. Then a number of
possibilities for <permission> elements cannotdtésBed, because of <datetime> constraints thenat valid at that time.
These are filtered during step 1 of the evaluafidms leaves the following list:

RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)

C5.c/1 ‘play’ | <o-dd:count>20</o-dd:count>

and

<o-dd:datetime>
<o-dd:start>2006-01-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>
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<0-dd:accumulated>PODT2HOMO00S</o-dd:accumulated>

C5.c/2 ‘play’

<0-dd:count>10</o-dd:count>

C5p/1 ‘play’

and

<o-dd:datetime>
<o-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

c5p/1 display’ | <o-dd:count>10</o-dd:count>

Since there are no unconstrained rights, step & doeeliminate any <permission> elements. Stefeds out any
<permission> elements that do not have <datetino@stcaints, if any of the <permission> elementshanlist has such a
constraint. This leaves the following list:

RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)

C5.c/1 ‘play’ | <o-dd:count>20</o-dd:count>

and

<o-dd:datetime>
<o-dd:start>2006-01-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

C5p/1 ‘play’ <o-dd:count>10</o-dd:count>

and

<o-dd:datetime>
<o-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

Step 4 of the evaluation algorithm now favours tsghiith the earliest expiration date. That leavesdnly <permission>
element that is valid and applicable:

RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)

C5p/1 ‘play’ | <o-dd:count>10</o-dd:count>

and

<0-dd:datetime>
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<0-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

When actually consumed, the count state of thddwegl constraint of this <permission> element (ir& in the Parent
Rights Object) is decremented by one.

C.6 Exporting OMA DRM Content

The examples in this section describe export paionisfor DRM Content and Rights Object in differsnenarios.

C.6.1 Move

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/oma -dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5.1">
<o-ex:context>
<o-dd:version>2.0</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w
<ds:KeylInfo>

3.0rg/2001/04/xmlenc#kw-aes128"/>

<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:display/>
<o-dd:print/>
<oma-dd:export oma-dd:mode="move">
<o-ex:constraint>
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<oma-dd:system>
<o-ex:context>
<o-dd:version>1.0</o-dd:version>
<o-dd:uid>XYZ</o-dd:uid>
</o-ex:context>
</oma-dd:system>
</o-ex:constraint>
</oma-dd:export>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

C.6.2 Multiple Permissions for Multiple Content Obj  ects

<o-ex:rights
xmins:o0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"

xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5.2">
<o-ex:context>
<o-dd:version>2.0</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset o-ex:id="Asset-1">
<o-ex:context>
<o-dd:uid>ContentID1</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<o-ex:asset o-ex:id="Asset-2">
<o-ex:context>
<o-dd:uid>ContentID2</o-dd:uid>
</o-ex:context>

xmins:oma-dd="http://www.openmobilealliance.com/oma

000/09/xmldsig#shal"/>

3.0rg/2001/04/xmlenc#kw-aes128"/>

lue>
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<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<oma-dd:export oma-dd:mode="copy">
<o-ex:constraint>
<o-dd:count>1</o-dd:count>
<o-dd:datetime>
<o-dd:start>2004-01-01T00:00:00Z</o-dd:start>
<o-dd:end>2004-12-31T23:59:59Z</o-dd:end>
</o-dd:datetime>
<oma-dd:system>
<o-ex:context>
<o-dd:version>1.0</o-dd:version>
<o-dd:uid>XYZ</o-dd:uid>
</o-ex:context>
</oma-dd:system>
</o-ex:constraint>
</oma-dd:export>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-1"/>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2004-01-01T00:00:00Z</o-dd:start>
<o-dd:end>2004-12-31T23:59:59Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-2"/>
<o-dd:print>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2004-01-01T00:00:00Z</o-dd:start>
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<o-dd:end>2004-12-31T23:59:59Z</o-dd:end>
</o-dd:datetime>

</o-ex:constraint>

</o-dd:print>

</o-ex:permission>

</o-ex:agreement>

</o-ex:rights>

C.7 Example — Combinations of Constraint Elements

The rights depicted in this example shows combamatiof constraints to play DRM Content.

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"

xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">

<o-ex:context>
<o0-dd:version>2.0</o-dd:version>

<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset o-ex:id="Asset-1">
<o-ex:context>
<o-dd:uid>ContentID1</o-dd:uid>
</o-ex:context>

<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2

<ds:DigestValue>DCFHash</ds:DigestValue>

000/09/xmldsig#shal"/>

</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>

<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
3.0rg/2001/04/xmlenc#kw-aes128"/>

</ds:KeylInfo>
<xenc:EncryptionMethod Algorithm="http://mww.w

<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>

</xenc:EncryptedKey>

</ds:KeyInfo>

</o-ex:asset>

<o-ex:permission>

timed-count>

<o-ex:constraint>
<oma-dd:timed-count oma-dd:timer=30>10</oma-dd

<o0-dd:datetime>
<0-dd:start>2004-01-01T00:00:00Z</o-dd:start>

<0-dd:end>2004-04-30T23:59:59Z</o-dd:end>

</o-dd:datetime>
</o-ex:constraint>

<o-dd:play>
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<o-ex:constraint>
<oma-dd:timed-count oma-dd:timer=1800>2<oma-d d:timed-count/>
<o-dd:datetime>
<o-dd:start>2004-03-01T00:00:00Z</o-dd:start>
<o-dd:end>2004-06-01T23:59:59Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
<o-dd:play/>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

The example contains two constraint elements, bbthich have to be satisfied in order for the DRglent to grant the
given permission to the user. This paragraph lyriefplains what the spec means bye*stricter of two constraints of the
same type prevails for a given permission element”.

In the example there are four constraints that e applied to the <permission>: two <timed-dowonstraints and two
<datetime> constraints. All constraints need teditisfied. This means that access to the contenbly be granted during
the time when both <datetime> constraints arefedisas well as the specific semantics of botretisount constraints.

Here the first <datetime> constraint specifies @ogebetween January'12004, 00:00:00 UTC and April 302004,
23:55:59 UTC. The second <datetime> constraintifps@ period between March, 12004, 00:00:00 UTC and Jun® 1
2004, 23:59:59 UTC. The period of overlap is betwitarch £, 2004, 00:00:00 UTC and April 802004, 23:59:59 UTC.

During this overlapping period, if ‘play’ accessth® content is requested, it is granted, and imers start simultaneously.
The first timer is set to expire in 30 seconds,lavttie second timer is set to expire in 1800 sesovthen any of these
timers expires, and the 'play’ access to the cdngestill in effect, then the counter of the <tidheount> element of which
the timer has expired is decreased, and the ‘glagéss remains in effect..

The resulting access can be described as:
+ no access before Marcf,2004, 00:00:00 UTC
« no access after April 802004, 23:59:59 UTC
« during the period of overlap, Marcf{,22004, 00:00:00 UTC to April 3) 2004, 23:59:59 UTC
0 ‘play’ access for a period greater than 1800 seésd granted at most 2 times.
o0 ‘play’ access for a period greater than 30 secisdsanted at most 10 times,

o ‘play access for a period of less than 30 secamdsanted without limit.
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