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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentltatsare deployed over wireless communication aeksv

The scope of OMA “Digital Rights Management” (DRM)to enable the distribution and consumption gftel content in a
controlled manner. The content is distributed amasamed on authenticated Devices per the usages eghressed by the
content owners. OMA DRM work addresses the varteabnical aspects of this system by providing appate
specifications for content formats, protocols, anibhts expression language.

A number of DRM specifications have already beefindd within the OMA. SeeHrror! Reference source not found],
[DRMDCF] and Error! Reference source not found]. These existing specifications are referred ithiw this document
as “release 1”.

This specification defines the mechanisms and pod$onecessary to implement the OMA DRM releasesgstem. The
specification addresses specific requirements eratewtin the Release 2.1 Requirements docufent! Reference
source not found.

Note: This specification relies on the existenca &fublic Key Infrastructure (PKI) facilitating tain security services. With
a few exceptions, it is however out of scope fig #pecification to define the specifics of sudpid.
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Masinter, P. Leach, T. Berners-Lee. June 1999,
URL:http://www.ietf.org/rfc/rfc2616.txt

"OMA Interoperability Policy and Process", Versibrl, Open Mobile Alliance™, OMA-IOP-
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ISO/IEC 18033-2, Information technology — Secuté@ghniques — Encryption algorithms — Part
2: Asymmetric ciphers. CD3, January 2004.

IrDA Object Exchange Protocol (OBEX), Version 1January 2003.

Myers, M., Ankney, R., Malpani, A., Galperin, Sda@. Adams, "Internet X.509 Public Key
Infrastructure: Online Certificate Status Protoc@ICSP" RFC 2560 June 1999.
URL:http://www.ietf.org/rfc/rfc2560.txt

OMA Online Certificate Status Protocol (profile[@CSP]) V 1.0, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

“Open Digital Rights Language (ODRL)”, Version 18LAugust 2002, Open Mobile Alliance™
URL:http://odrl.net/1.1/ODRL-11.pdr URL:http://www.w3.0rg/TR/odrl/

“PKCS #1 v2.1: RSA Cryptography Standard”, RSA Laories. June 2002.
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“Multipurpose Internet Mail Extensions (MIME) Pa@ine: Format of Internet Message Bodies”,
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“Augmented BNF for Syntax Specifications : ABNF”, Drocker, Ed., P. Overell, November
1997,
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“The MIME Multipart/Related Content-type”, E. Lewdan, 1998,
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“Uniform Resource Identifiers (URI): Generic SynitaX. Berners-Lee, R. Fielding, L. Masinter.
August 1998,
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(TLS) Extensions”. June 2003.
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“Binary XML Content Format Specification”. WAP Fanil . WAP-192-WBXML.
URL.: http://www.openmobilealliance.org

“Wireless Identity Module Version 1.1. Part: SetyltiOMA-WAP-WIM-v1_1, Open Mobile
Alliance™,
URL:http://www.openmobilealliance.org

ANSI X9.42 Public Key Cryptography For The Finahn@arvices Industry: Agreement of
Symmetric Keys Using Discrete Logarithm Cryptogngf2003.

Draft ANSI X9.44, Public Key Cryptography for theénBncial Services Industry — Key
Establishment Using Integer Factorization Cryptpbsa Draft 6, 2003.

ANSI X9.63 Public Key Cryptography for the Financservices Industry: Key Agreement and
Key Transport Using Elliptic Curve Cryptography,040

Exclusive XML Canonicalization: Version 1.0, Johny@r, Donald E. Eastlaké’and Joseph
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XML Encryption Syntax and Processing. D. Eastlake & Reagle. W3C Recommendation,
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Internet”, Bundesamt fir die Sicherheit in der tnfationstechnik, 2000.
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[MMSENC] “Multimedia Messaging Service, Encapsulation Protg€®pen Mobile Alliance™. OMA-TS-

MMS- ENC-V1_3.
URL:http://www.openmobilealliance.org

[MTP] Media Transfer Protocol v.1.0 Spec and MTP v.1.0@tdrs Agreement, URL:
http://www.usb.org/developers/devclass_docs/MTP.zih0

URL:http://www.usb.org/developers/devclass docs#aprove

[PUSHOTA] “Push OTA Protocol Specification.” Open Mobile idlhce™ ™. WAP-235-PushOTA.
URL:http://www.openmobilealliance.org
[TS26.244] “Transparent end-to-end Packet-switched Streamémgi& (PSS); File Format”, Version 1.2.0,

The Third Generation Partnership Project, TS-24,24
URL:http://www.3gpp.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be

informative.

This specification uses schema documents conforimiMg3C XML Schema [XML-Schema] and normative textescribe
the syntax and semantics of XML-encoded ROAP messag

Listing of Rights Object Acquisition Protocol (ROAP

) schemas appear like this.

The following typographical conventions are usethimbody of the texkXML Element> , XMLAttribute, XMLType,

ASN.1ValueOrType

3.2 Definitions

Backup/Remote Storage

Billing Service Provider

Combined Delivery

Composite Object
Confidentiality

Connected Device

Content
Content Issuer
Content Provider

Content subscription

Device

Device Revocation
Device Rights Object
Disabled Rights Object

Domain

Domain baselD

Domain Consume Expiry

Time

Transferring Rights Objects and Content Objectnwther location with the intention of transferrthgm
back to the original Device.

The entity responsible for collecting payment frardser.

A Release 1 method for delivering DRM Content aighEs Object. The Rights Object and DRM Conteet ar
delivered together in a single entity, the DRM Mags

A content object that contains one or more Medige€lib by means of inclusion.

The property that information is not made availabl€isclosed to unauthorised individuals, entites
processes. (From [ISO 7498-2])

A Connected Device is a Device that is capablerettly connecting to a Rights Issuer using an appate
protocol over an appropriate transport/network tagterface. E,g, HTTP over TCP-IP.

One or more Media Objects
The entity making content available to the DRM Agena Device.
An entity that is either a Content Issuer or a Righsuer.

A subscription that a User has with a Content Rienvfor the purposes of paying for DRM Content pased
from that Content Provider and played on a Usergdee

A Device is the entity (hardware/software or conaltion thereof) within a user-equipment that implateea
DRM Agent. The Device is also conformant to the OBRM specifications.

In the case where functionality is specific to eftiConnected Devices or Unconnected Devices thécéxp
terminology (i.e. Unconnected Device or Connectedife) will be used, in all other cases the termite
generically applies to both Connected Devices andodnected Devices.

The process of an Rl indicating that a Device isomger trusted to acquire ROs.
An RO dedicated for a particular Device by meanthefDevice Public Key.
A Rights Object that is indicated as unusable.

A set of Devices, which are able to share Domagh®i Objects. Devices in a Domain share a Domain Ke
A Domain is defined and managed by an RI.

The first (leading) characters that precede the &ior@eneration Counter in the Domain Identifier.

An absolute time after which the Device is notwabla to consume ROs for this Domain.
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Domain Context

Domain Context Expiry
Time

Domain Generation

Domain Identifier
Domain Key

Domain Revocation
Domain Rights Object
DRM Agent

DRM Content

DRM Message

DRM Time

Enabled Rights Object
Forward Lock

Hash Chains

Integrity

Join Domain

Leave (De-Join) Domain
Media Object

Metered Content

Metering

Metering Information

Metering Report

Permission

Play
Raw Metering Report

Restore

Revoke

RI Context

Rights Issuer
Rights Object

Rights Object Acquisition

The Domain Context consists of information necesgarthe Device to install Domain Rights Objecsch
as Domain Key, Domain Identifier and Expiry Time.

An absolute time after which the Device is notwakd to install ROs for this Domain. Usage of RCsalied
before the expiry time are not affected by the Bxpi

A Counter reflecting the number of times the Domtaas been upgraded. The Domain Generation is @part
the Domain Identifier (the last three digits).

A unique string identifier of the Domain Key

A 128 bit symmetric cipher key

The process of an Rl indicating that a Domain Kegoat trusted for protection of Domain ROs.
An RO that is dedicated to Devices in a partic@lamain by means of a Domain Key.

The entity in the Device that manages PermissionMedia Objects on the Device.

Media Objects that are consumed according to afgéermissions in a Rights Object.

An OMA DRM Release 1 term defined i&fror! Reference source not found]

A secure, non user-changeable time source. The DRM is measured in the UTC time scale.
A Rights Object that is indicated as usable

An OMA DRM Release 1 term defined i&fror! Reference source not found]

A Method of derivation of Domain Keys of differedbmain Generations.

The property that data has not been altered orayest in an unauthorised manner. (ISO 7498-2 )
The process of an Rl including a Device in a Domain

The process of an RI excluding a non-revoked Devima a Domain.

A digital work e.g. a ringing tone, a screen samefava game or a Composite Ohjec

When DRM Content is accessed via an RO that canthiextracked> element, the content is said to be
Metered Content.

Recording of usage information (the number of tinthes the associated DRM Content has been consumed
and the accumulated usage time) upon consumptian BfO which contains the <tracked> elembfatering
enables a Rights Issuer to collect usimfiermation from Devices for the purpose of royattflection.

The information that is recorded for purposes ofdviag

A generic term used to refer to the report contejriiggregated Metering Information. This may bedus
refer to the Raw Metering Report or the XML encodedtent of thecmeteringReport> element of a ROAP-
MeteringReportSubmit message.

Actual usages or activities allowed (by the Rightuer) over DRM Content (FroError! Reference source
not found.)

To create a transient, perceivable rendition @smurce (From [MPEG21 RDD])
Metering Information in the ABNF format as definieadsection 11.4.

Transferring the DRM Content and/or Rights Objéaisn an external location back to the Device frofick
they were backed up.

Process of declaring a Device or Rights Issueffipatie as invalid.

RI Context (Rights Issuer Context) consists of infation that was negotiated with a given Rightadss
during the 4-pass Registration Protocol such d®RRI certificate chain, version, algorithms arttier
information. This RI Context is necessary for a iDevo successfully participate in all the proteocof the
ROAP suite, except the Registration Protocol.

An entity that issues Rights Objects to OMA DRM @&wmant Devices.
A collection of Permissions and other attributeschtare linked to DRM Content.

A protocol defined within this specification. Thasotocol enables Devices to request and acquiret&
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Protocol (ROAP) Objects from a Rights Issuer.

Rights Object Installation Installation Confirmation occurs when the Devicims the Rl from whom it received ROs of the sssoar

Confirmation failure of its attempts to install those ROs.

ROAP Trigger An XML document including a URL that, when receivedthe Device, initiates the ROAP.

ROAP URL A URL according to [RFC2396] that is specificallyad by a Device for exchanging ROAP PDU'’s with a
Rights Issuer.

Separate Delivery A Release 1 term defined iEfror! Reference source not found].

Stateful Rights Stateful Rights are Rights Objects for which theibe has to explicitly maintain state informatiso, that the

constraints and permissions expressed in the R@ea&nforced correctly. An RO containing any of the
following constraints is considered Stateful Rigktisiterval>, <count>, <timed-count>, or <accumedtit.
Additionally an RO with <export> permission and reattribute of "move" is Stateful Rights.

Stateless Rights Stateless Rights are Rights Objects for which thei€® does not have to maintain state information.

Superdistribution A mechanism that (1) allows a User to distributeMDRontent to other Devices through potentially mge
channels and (2) enables the User of that Deviobti@in a Rights Object for the superdistributedVDR
Content.

Unconnected Device An Unconnected Device is a Device that is capabt®onecting to a Rights Issuer via a Connecteddgev

using an appropriate protocol over a local conmtgtiechnology. E.g. OBEX over IrDA, Bluetooth DISB.
An Unconnected Device may support DRM Time.

User The human user of a Device. The User does noseadly own the Device.

Well-intentioned Attempt A “well-intentioned attempt” means that a Deviceeatpted to send a message under circumstances thkere
network connection is known (to the extent possitdeéoe present. If there is no network connecimsent
then an attempt to send a message should not aeleztjas well-intentioned.

3.3 Abbreviations

3GPP 3 Generation Partnership Project
3GPP PSS 3" Generation Partnership Project Packet-switcheehBting Service
CA Certification Authority

CBC Cipher Block Chaining

CEK Content Encryption Key

Cl Content Issuer

DCF DRM Content Format

DD Download Descriptor

DER Distinguished Encoding Rules

DRM Digital Rights Management

GUID Globally Unique Identifier

HTTP HyperText Transfer Protocol

IMSI International Mobile Subscriber Identity
ISO International Standards Organisation
LAN Local Area Network

MAC Message Authentication Code

ME Mobile Equipment

MMS Multimedia Messaging Service

MPEG Moving Picture Expert Group
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OCsP Online Certificate Status Protocol

OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority (sd#tp://www.openmobilealliance.org/tech/omna/indéxh
OTA Over The Air (i.e. transfer over a wireless conioegt
PC Personal Computer

PDA Personal Digital Assistant

PDCF Packetised DRM Content Format

PDU Protocol Data Unit

PKC Public Key Certificate

PKC-ID PKC Identifier: the hash of the Public Key Certifie
PKI Public Key Infrastructure

PSS Packet-Switched Streaming Service (see [3GPP PSS])
REK Rights Object Encryption Key

REL Rights Expression Language

RFC Request For Comments

RI Rights Issuer

RO Rights Object

ROAP Rights Object Acquisition Protocol

RSA Rivest-Shamir-Adelman public key algorithm
RSA-PSS RSA Probabilistic Signature Scheme (see [PKCS-1])
SCR Static Conformance Requirement

SHA-1 Secure Hash Algorithm

SIM Subscriber Identity Module

SMIL Synchronised Multimedia Integration Language
SMS Short Messaging Service

TLS Transport Layer Security

UA User Agent

URI Uniform Resource Indicator

URL Uniform Resource Locator

USIM Universal Subscriber Identity Module

uTC Coordinated Universal Time

WIM Wireless Identity Module

WLAN Wireless Local Area Network
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4. Introduction

OMA “Digital Rights Management” (DRM) enables thistdbution and consumption of digital content isantrolled
manner by enabling

Content Issuers to distribute DRM Content and Ridésuers to issue Rights Objects for the DRM Qunte

The OMA DRM system is independent of media objeatnfats, operating systems, and runtime environm@ustent
protected by the DRM can be of a wide variety: gamieg tones, photos, music clips, video clipgeating media, etc. A
content provider can grant appropriate permissiornke user for each of these media objects.

The DRM Content can be delivered to the Devicerbyraeans (over the air, LAN/WLAN, local connectyit
removable media, etc.). It is possible to deliv&NDContent and the associated Rights Object togelbig it is
also possible to send them separately. The sysbes bt imply any order or “bundling” of these talgjects.

It is not within the scope of the DRM system to r&da the specific payment methods employed by ifiet®R
Issuers.

This specification is one part of a set of speaifiens developed by OMA to address the need fatadligghts management.
For a detailed discussion of the overall systerhigecture, please refer &rror! Reference source not found. For a
detailed discussion of the Rights Expression Lagguhat is used to construct the Rights Objeceagd refer t&rror!
Reference source not found. The DRM Content Format is specified in theor! Reference source not found.
specification.

This specification defines an end-to-end systenbDieM Content distribution. Section 5 specifies gliRs Object
Acquisition Protocol (ROAP). Section 7 describes key management schemes utilised in this spetifitaSection 8
describes the Domains functionality — sharing afteat and rights among a set of Devices enrollemlarDomain. Section
10 through 19 deals with various other aspecthisfdystem: super distribution, transport mappiiogfROAP, etc. Finally,
the appendices describe related normative as wélifarmative topics.

4.1 Version 1.0

The OMA DRM v1.0 specification provides some fumantal building blocks for a DRM system without
addressing the complete security necessary fopastpend-to-end DRM system that takes into accthunheed
for secure distribution, authentication of Deviaesjocation and other aspects.

The most important OMA DRM v1.0 functionality istéd below:

Forward Lock to prevent forwarding of content ifidered in a DRM Message,;

Support for the “Content-Transfer-Encoding” andt@ent-ID” headers in the DRM Message;
Support for the combined delivery of rights andteoi

Support for separate delivery of rights and contectuding superdistribution of said content;
Control of content usage based on the specifiddgignd constraints.

AN N NN

4.2 Version 2.0

The main differences between OMA DRM v1.0 and OMRND V2.0 are significantly improved security and
functionality. Improved security is for example asted by providing bilateral authorization betwdights
Issuer and Device, based on PKI certificates ancolofidentiality and integrity protecting Rights tts.
Improved functionality and usability is for examglehieved by providing preview functions, mecharssor
sharing of content within a registered communitygle¥ices, called a domain, and by enabling deviédsut a
wide-area network connection (unconnected devioegarticipate in the system, and consume DRM Gunte
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The OMA DRM v2.0 specification enables content [ulevs to grant permissions for media objects tlefind
how they should be consumed. A content providergrant appropriate permissions to the user for ethese
media objects. A Rights Object is bound to a Deyviry protecting it with the device public key,torsmall
domains of devices, by protecting it with a domiay. The content is distributed with cryptograpbiiotection;
hence, the DRM Content is not usable without tl®eiated Rights Object on a Device. Given this,fact
fundamentally, the users are purchasing permisgmisodied in Rights Objects and the Rights Objeetd to
be handled in a secure and un-compromising manner.

421 Version 2.0.1

The most important DRM changes introduced in DRM)WR compared with DRM v2.0 are summarized in
section 4.2.1 of the DRM Specification [DRMDRM VvRit the DRM 2.0.1 ERP. These changes are congidere
to require special consideration in implementatidany of the identified changes are bug fixes whigiot
implemented correctly may result in interoperapifitoblems between conformant and non-conformavitds.
Companies with existing DRM 2.0 implementationsigtidake careful consideration of these changes.

4.3 \Version 2.1

OMA DRM v2.1 has been developed as a result of stddedback. The main differences between OMA DRM
v2.0 and OMA DRM v2.1 are the addition of sevegsdtlires on top of OMA DRM v2.0, including:

- Metering, primarily intended for information gathrg. By means of metering, actual content usage
information can be provided to Rights Issuers,aghgrenabling royalty collection based on actuagasa
of content.

- Content differentiation, defining a mechanism tatcol how content can be consumed. For example,
this mechanism can prevent that a music tracked as ringtone.

- RO installation confirmation.

- Additional metadata, such as artist, title and genr

- Support for user editable metadata, in additiooaitent issuer defined metadata.

- Abinary format for ROAP triggers to improve comnation efficiency.

- New domain property (noConsumeAfter) to simplifgrtiporary sharing” business models

- RO upload functionality to enable users to uplo&ghi from their old device to a Rights Issuerisat t
these Rights can be downloaded to their new device.
- Improved extensibility for future versions.

The DRM 2.1 features have minimum impact on the DRMarchitecture and are defined in a DRM 2.0 bhach
compatible manner.
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5. The Rights Object Acquisition Protocol (ROAP) Su ite

5.1 Overview

The Rights Object Acquisition Protocol (ROAP) i ttommon name for a suite of DRM security protobelsveen a
Rights Issuer (RI) and a DRM Agent in a Device. phatocol suite contains a 4-pass protocol forstegtion of a Device
with an RI, a simple 2-pass variant of this towallan Rl and Device to exchange DRM IDs and twogirols by which the
Device requests and acquires Rights Objects (R@par protocol by which the Device may requestioad ROs.The 2-
pass RO acquisition protocol encompasses requéstedivery of an RO whereas the 1-pass RO acquisfirotocol is only
a delivery of an RO from an RI to a Device (e.gssaging/push). The RO acquisition protocols caogtienally extended
to allow a Device to confirm to the RI whether détshsuccessfully installed the ROs delivered. Th&R®uite also includes
2-pass protocols for Devices joining and leavirigcanain; the Join Domain protocol and the Leave Diarpeotocol. The
ROAP suite also includes a 2-pass protocol for Bevto submit Metering Reports to Rls for the pagoof royalty
collection.

For Rls, execution of a ROAP protocol may involateraction with one or more OCSP responders, ierdaretrieve a
valid set of OCSP responses. This interaction isaiveays needed, and is illustrated in the follggvilow diagrams with
dotted lined.

5.1.1  The 4-pass Registration Protocol

The Registration protocol is a complete securifgimation exchange and handshake between the Rharidevice and is
generally only executed at first contact, but miap e executed when there is a need to updaextttenged security
information, or when DRM Time in the Device is demhinaccurate by the Rights Issuer. This protaudlides negotiation
of protocol parameters and protocol version, crgpphic algorithms, exchange of certificate prefess, optional exchange
of certificates, mutual authentication of Devic@ &, integrity protection of protocol messages aptional Device DRM
Time synchronisation.

Successful completion of the Registration protgesllts in the establishment of an Rl Context enEtevice containing RI-
specific security related information such as agjy@®tocol parameters, protocol version, and ¢egtié preferences. An RI
Context is necessary for execution of the othetggals in the ROAP suite.
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Figure 1: The 4-pass Registration Protocol

As indicated in the figure above, the RI may opgibnperform a nonce-based OCSP request for its aavtificate (using a
nonce supplied by the Device) during the registrafirotocol, and then provide the Device with tii@imed OCSP
response. The RI will perform this nonce-based O&SgjBest if it determines that the Device’'s DRM €&iim inaccurate. A
Device will then be able to adjust its DRM Time &a®n the time in the OCSP response. The Device Mtd&intain one
DRM Time per trust model. During ROAP communicatéord Rights Object evaluation, the Device needwlect the
correct DRM Time depending on the trust model dusrently working with. Further usages of the té¢iRM Time” imply
this. If the Device is an Unconnected Device thmsinot support DRM Time, the RI must always penfarnonce-based
OCSP request for its own certificate (using a nawgeplied by the Device) during the registratioatpcol.

5.1.2  The 2-pass Identification Protocol

The 2-pass Device Identification Protocol allowsRirand Device to exchange DRM IDs. This varidithe protocol can
be used by Rights Issuers and Content Issuerde¢ondi@e the DRM ID of a Device in order to custoenisesentation logic
and therefore improve the user experience. Thiswgof the protocol does not include any mutudghantication or
integrity protection and therefore the DRM IDs eaxxcbed as part of the protocol SHOULD be verified ktter point in
time using one of the other variants of the protoco
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Device Rights Issuer
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| |
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Identification Request

Identification Response

Figure 2: The 2-pass Identification Protocol

5.1.3 The 2-pass Rights Object Acquisition Protocol

The 2-pass RO acquisition protocol is the protdgolvhich the Device acquires Rights Objects. Thitqrol includes
mutual authentication of Device and RI, integritpected request and delivery of ROs, and the sdcansfer of
cryptographic keying material necessary to protes$R0. The successful execution of this protosslienes the Device to
have a pre-established RI Context with the RI.
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Figure 3: The 2-pass Rights Object Acquisition Praicol

5.1.4  The 4-pass Confirmed Rights Object Acquisition Protocol

If the RI requires the Device to confirm the inkttbn of ROs delivered via the 2-pass RO acquisiprotocol, then the
Rights Object Acquisition protocol is extended wito additional messages which allow the instaltastatus to be
communicated the Rl as shown in Figure 4. Thisresita is optional. The successful execution of ghétocol assumes the
Device to have a pre-established Rl Context withRh

—

Device Rights Issuer OCSP Respondsd
o RORequest i 0CSp

————— Request_ _
ROResponse 0 « —————————— ‘:|: :|
-« | OCSP

ROConfirmResponse

Figure 4: 4-pass confirmed Rights Object Acquisitia Protocol
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5.1.5 The 1-pass Rights Object Acquisition Protocol

The 1-pass RO acquisition protocol is designedéetrthe messaging/push use case. Its successtuitiexeassumes the
Device to have an existing RI Context with the $egdRl. In contrast to the 2-pass RO acquisitiost@eol, it is initiated
unilaterally by the RI and requires no messagdmetsent by the Device. One use case is distribatidtights Objects at
regular intervals, e.g. supporting a content stipson. The 1-pass protocol is essentially the tasssage of the 2-pass
variant.

Rghts P

' ssluer Responder
|

Devi ce

e P

Request
ol —.

Figure 5: The 1-pass Rights Object Acquisition Praicol

o -« — Response

— L
I
I

Res ponse

-

5.1.6  The 3-pass Confirmed Rights Object Acquisition Protocol

If the RI requires the Device to confirm the instalation of ROs delivered via the 1-pass RO acquisdh protocol, then
the Rights Object Acquisition protocol is extendedvith two additional messages which allow the insthdtion status to
be communicated the RI as shown in
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Figure 6. This extension is optional. The succéssfacution of this protocol assumes the Deviceawee a pre-established
RI Context with the RI.

}______

‘ —————————
@ &l
‘ - >

® ‘/+

®

Figure 6: 3-pass Confirmed RO Acquisition Protocol

5.1.7  The 2-pass Join Domain Protocol

The Join Domain protocol is the protocol by whicbBevice joins a Domain. The protocol assumes astiagi Rl Context
with the RI administering the Domain.

Successful completion of the Join Domain protoeslits in the establishment of a Domain ContexténDevice containing
Domain-specific security related information indlugla Domain Key. A Domain Context is necessanytfier Device to be
able to install and utilize Domain ROs.
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Figure 7: The 2-pass Join Domain Protocol

5.1.8 The 2-pass Leave Domain Protocol

The Leave Domain protocol is the protocol by whicBevice leaves a Domain. The protocol assumesisting R
Context with the RI administering the Domain.

Device Rights Issuer

o LeaveDomainRequest

LeaveDomainResponse

Figure 8: The 2-pass Leave Domain Protocol

5.1.9 The 2-pass Metering Report Protocol

The Metering Report protocol is the protocol by etha Device submits Metering Reports to the RI. piedocol assumes
an existing Rl Context with the RI that issued R@s for which the associated Metering Informatiath be reported.
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o MeteringReportSubmit
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Figure 9: The 2-pass Metering Report Protocol

5.1.10 The 2-pass Rights Object Upload Protocol

The Rights Object Upload protocol is the protocplahich a Device submits a Rights Object Upload desf to the RI.
Rights Objects MAY only be uploaded to the saméht originally issued the RO. The protocol assuthedevice has a
valid RI context for the associated RI.

Devic Rights OCsP
© dasuer Responder

———— ROUpload

|
|
|
Request — :
|
|

Request . ~ =~ ]
OCSP —_——

<« — — - Response

ROU |o|oad/o

e -« Response

-]

Figure 10: The 2-pass Rights Object Upload Protocol

5.1.11 The ROAP Trigger

All protocols included in the ROAP suite except fhpass RO acquisition protocol may be initiateidgiss ROAP Trigger.
The Device MAY also initiate them unilaterally asesult of user interactions. The Rights Issueegates and sends the
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ROAP Trigger to the Device to trigger a ROAP prafoexchange. Alternatively, the Rights Issuer rdalegate ROAP
Trigger generation to other systems by providingeseary information (such as Rights Object idesr8fand Domain
identifiers) to these systems. A ROAP Trigger (Weetgenerated directly or indirectly by the RI) nadso be transmitted to
the Device by other systems (e.g. by a Contentt3su

When the Device receives the ROAP Trigger, it &és the ROAP protocol exchange as soon as pasBifbe to initiating
a ROAP protocol exchange a Device may have to mhisgér consent, section 5.1.13 defines when ekpbker consent is
required.Since the ROAP comprises several protptiesROAP Trigger includes an indication of thauatprotocol
(Registration, Identification, RO acquisition, J&omain, Leave Domain, Metering Report or RO Up)dadoe started by
the Device.
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Figure 11: ROAP Trigger

5.1.12 ROAP URL's

The value of ROAP URLs MUST be a URL accordingR&{2396], and MUST be an absolute identifier. A DeWUST
use the URL without modification, and SHOULD nat to interpret the URL in anyway except for gehemeand
authority components as defined in [RFC2396].

A Rights Issuer MAY add additional arguments to R@AP URL. Such arguments could for instance be tsenatch an
incoming ROAP request with a transaction knowrh®RI. What data can be passed is outside the sfdpis
specification.

ROAP URL'’s from ROAP triggers take precedence mtber ROAP URL'’s, and MUST be used for all explicand
implicitly triggered ROAP protocols. The lifetimd ihe ROAP trigger is defined to end as soon asxpdicitly triggered
ROAP PDU is send and a Response is received. xtplkcitly triggered ROAP PDU is send again duragetry, the
lifetime of the ROAP trigger is extended to inclutie Request and Response of the explicitly trigdg&@OAP PDU of such
retry.

Which protocols might be implicitly triggered byRDAP trigger is summarised in the next table. Setien 5.2.1.

ROAP Protocol Possible implicit ROAP protocols
4 pass Registration -
2 pass ldentification -

2 pass RORequest 4 pass Registration if Rl coigextavailable or
invalid, or in case of a DeviceTime or NotRegister
Error.

2 pass JoinDomain if Domain Context is unavailal
not of correct generation, or invalid.

1 pass ROResponse -

2 Pass JoinDomain 4 pass Registration if RI corngedhavailable or
invalid, or in case of a DeviceTime or NotRegister
Error.

2 Pass LeaveDomain 4 pass Registration if Rl congexnavailable or
invalid, or in case of a DeviceTime or NotRegister
Error.

2 Pass Metering Report 4 pass Registration if Rtexd is unavailable or
invalid, or in case of a DeviceTime or NotRegister
Error

2 Pass ROUpload 4 pass Registration if Rl contektvalid, or in case
of a DeviceTime or NotRegistered Error

1%

e’

1%

1%

1%

Table 1: Protocols implicitly triggered by a ROAP tigger

When a ROAP trigger is unavailable thieéRL from the RI Context MUST be used. By using suchtertriURL a Device
is able to perform unsolicited ROAP protocols tw,ihstance, leave a Domain.

5.1.13 Rules for Obtaining User Consent

There are various points within the execution ofdRQthe processing of DCFs and the process ofllimggdomain and
Device ROs that a Device may have to obtain usesemt. This section defines when explicit user eohs required. Some
explicit user interactions may not be necessattyefDevice implements a User Confirmation Whitelistt contains the
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Fully Qualified Domain Name of authorised Rls ahd torresponding rilD. Devices SHOULD implementsel
Confirmation Whitelist.

* A Device MUST obtain the user’s consent beforgatiitg a request to the (P)DCF RightsissuerURL. DR
Agent MUST NOT attempt to acquire an RO for the OfRe user does not provide consent.

« If the DCF includes a Silent header with a spedifident rights URL or a Preview header with methoebview-
rights” and a specified preview rights URL, the DR¥gent MUST compare the domain name of the silent o
preview URL with the list of authorised domain nanadready stored by the DRM Agent for that RI. THeM
Agent MUST be capable of extracting a fully qualfidomain name from URLSs that follow the formatinked in
[RFC2396]. For the purpose of domain name compayithe DRM Agent MUST use the mechanism described
Section 1 of [RFC 2965]. If the domain name ing$pecified URL is in the list of authorised domaanres already
stored by the DRM Agent for that RI, the DRM AgdST attempt to silently acquire the RO for the DCF

« Before initiating the 4-pass Registration protca@®evice MUST obtain user consent before contadtingRl;
however, if the FQDN (Fully Qualified Domain Nanmgrt of the roapURL element of the ROAP Trigger
corresponds to an entry in the User Consent Whittile Device MAY contact the RI without obtainiexgplicit
user consent.

» Before initiating the 2-pass Identification protbadDevice MUST obtain user consent before contgdtie RI;
however, if the FQDN (Fully Qualified Domain Nanpgrt of the roapURL element of the ROAP Trigger
corresponds to an entry in the User Consent Whittlle Device MAY contact the RI without obtainiexgplicit
user consent.

» For implied ROAP exchanges as specified in sediarl2 a Device MUST obtain user consent in ordeontact
the RI if it does not have a valid RI Context, hoee if the FQDN part of the roapURL element of R@AP
Trigger corresponds to an entry in the User Congéritelist the Device MAY contact the RI withouttaining
explicit user consent. If a valid Rl Context hasestablished the Device SHOULD NOT obtain expliser
consent for any further implied ROAP exchanges.

» If a Device receives a ROAP response with the statjual to “NotRegistered” or “DeviceTimeError” tBevice
SHOULD NOT obtain explicit user consent before gauihg as specified in section 5.3.6.

» If a Device receives a JoinDomain ROAP Triggerdddomain that it is not a member of i.e. it doeshave a
corresponding Domain Context, the Device MAY obtaser consent prior to attempting to join the Damai

« If a Device receives a JoinDomain ROAP Triggerdddomain that it is a member of, i.e. it has aegponding
Domain Context, but the Domain Generation is grefi@n that stored in the corresponding Domain &dnthe
Device SHOULD NOT obtain explicit user consent ptmattempting to upgrade the Domain.

» If a Device receives a LeaveDomain ROAP Triggerddomain that it is not a member of i.e. it doeslrave a
corresponding Domain Context, the Device MUST abteier consent prior to initiating ROAP, howevéthe
FQDN part of the roapURL element of the ROAP Triggerresponds to an entry in the User Consent \4titbe
Device MAY initiate ROAP without obtaining expliditser consent.

« If a Device receives dbxtended Leave DomaiROAP Trigger (see section 5.2.1.1) that doe<aoptain any
<devicelD>element, the Device MUST acquire user consentrbéfitiating 2-pass Leave Domain protocol. If the
Extended Leave Domairigger does contain<devicelD>element then the Device MUST NOT ask for user
consent before initiating the 2-pass Leave Domeadtogol,.

» If a Device is attempting to install a Device RQlandetermines that it does not have a valid Rht€xgt for the RI
as identified by the <rilD> element in the roap:R®PBad of a Device RO, the Device MUST obtain usersent
prior to contacting the RI, this applies to bothADand non-ROAP communications e.g. HTTP GET refgugsge
section 10.3.1.3), however, if the FQDN part of thepURL element of the ROAP Trigger or the riURtribute of
the roap:protectedRO corresponds to an entry itJdex Consent Whitelist the Device MAY contact Riewithout
obtaining explicit user consent.

« If a Device is attempting to install a Domain RQldindetermines that it is not a member of the Dionfiar which
the Domain RO is issued, i.e. it does not havereesponding Domain Context, the Device MUST obtaiar
consent prior to attempting to join the Domainstapplies to both ROAP and non-ROAP communicatégs
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HTTP GET requests (see section 8.7.2.1), howelvlre iFQDN part of the roapURL element of the RORRyger
or the riURL attribute of the roap:protectedRO esponds to an entry in the User Consent WhitélsTtevice
MAY attempt to join the Domain without obtainingmicit user consent.

» If a Device is attempting to install a Domain RQladindetermines that it is a member of the Domamwhich the
Domain RO is issued, but the Domain Generatiomaatgr than that stored in the corresponding DorGaimtext,
the Device SHOULD NOT obtain explicit user congembr to attempting to upgrade the Domain, thisligspo
both ROAP and non-ROAP communications e.g. HTTP @Gkjliests (see section 8.7.2.1).

 The DRM Agent MUST obtain user consent for theaxdibn of Metering Information on a per Rl basis:

(o]

The exception to this rule is when a Device consuareRO that contains tké¢racked> element and the
rilD of the ROAP:ROPayload corresponds to an eime User Consent Whitelist, in this case the
Device MUST NOT obtain explicit user consent fog ttollection of Metering Information generated when
DRM Content is accessed via the RO. Note: RIstiage entries in the User Consent Whitelist musaiabt
the appropriate user consent via means that asgdeutf the scope of this specification e.g. as @iaa
purchase/subscription.process.

If a Device consumes an RO that containsinacked> element and the rilD of the ROAP:ROPayload
does not correspond to an entry in the User Condiitelist the Device MUST obtain explicit user
consent for the collection of Metering Informatitanthe RI identified by the rilD. If available tizevice
MUST use the riAlias when asking the User for cotise

If a User has given or denied consent for the ctiie of Metering Information for a particular Rig

Device MUST NOT request user consent every time R8sged by that Rl are consumed. However, users
SHOULD be given an opportunity to retract theiridemn. If user consent was denied and an RO with a
<tracked> element is consumed and ttententAccessGrantedtribute is "false" then user consent MAY
be re-requested. Otherwise it is recommended thaicBs include a configuration option to periodigal
offer the user the option to revise their decigifon example once a month the metering confirmatorn
each RI can be revised).

If a Device receives a MeteringReport ROAP Trigged Metering Information has been collected, the
Device DMUST NOT obtain explicit user consent ptioisending the Metering Report.

» Before initiating the 2-pass RO Upload protocol Erevice MUST obtain user consent. RO upload camibiated
by ROAP Trigger or by user interaction with the @ev

The means for provisioning and management of the Gsnsent Whitelist implemented for the purposdeiérmining if
explicit user confirmation is required are outdide scope of this specification.

For the purpose of comparing FQDNs and User Conastitelist entries, the DRM Agent MUST use the meetkm
described in Section 1 of [RFC 2965].

5.2 Initiating the ROAP
5.2.1  The ROAP Trigger

TheROAPTTrigger type is a sequence of a chosen ROAP trigger (@esvlh an optional signature on the ROAP trigged a
an optionakencKey>element containing a wrapped MAC key. The purpiise ROAP trigger is to initiate a particular

ROAP protocol.

<complexType name="BasicRoapTrigger">

<sequence>

<element name="rilD" type="roap:ldentifier"/>

<element name="riAlias" type="roap:String80" minOccurs="0"/>
<element name="nonce" type="roap:Nonce" minOc curs="0"/>
<element name="roapURL" type="anyURI"/>

</sequence>
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<attribute name="id" type="ID"/>
</complexType>

<complexType name="DomainTrigger">
<complexContent>
<extension base="roap:BasicRoapTrigger">
<sequence>
<element name="domainID" type="roap:Domainl
<element name="domainAlias" type="roap:Stri
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="ROAcquisitionTrigger">
<complexContent>
<extension base="roap: BasicRoapTrigger">
<sequence>
<element name="domainID" type="roap:Domainl
<element name="domainAlias" type="string" m
<sequence maxOccurs="unbounded">
<element name="rolD" type="ID"/>
<element name="roAlias" type="roap:String
<element name="contentID" type="anyURI" m
</sequence>
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="ExtendedRoapTrigger">
<complexContent>
<extension base="roap:BasicRoapTrigger">
<sequence>
<any minOccurs="0" maxOccurs="unbounded"
</sequence>
<attribute name="type" type="roap:String80"
</extension>
</complexContent>
</complexType>

<I-- ROAP trigger -->

<element name="roapTrigger" type="roap:RoapTrigger"

<complexType name="RoapTrigger">
<annotation>
<documentation xml:lang="en">
Message used to trigger the Device to initiat
</documentation>
</annotation>
<sequence>
<choice>
<element name="registrationRequest" type="roa
<element name="roAcquisition" type="roap:ROAc

<element name="joinDomain" type="roap:DomainT

dentifier"/>

ng80" minOccurs="0"/>

dentifier" minOccurs="0"/>
inOccurs="0"/>

80" minOccurs="0"/>

inOccurs="0" maxOccurs="unbounded"/>

processContents="lax"/>

use="required"/>

/>

e a Rights Object Acquisition Protocol.

p:BasicRoapTrigger"/>
quisitionTrigger"/>
rigger'/>
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<element name="leaveDomain" type="roap:Domain  Trigger"/>
<element name="extendedTrigger" type="roap:Ex tendedRoapTrigger"'/>
</choice>
<element name="signature" type="ds:SignatureTyp e" minOccurs="0"/>
<element name="encKey" type="xenc:EncryptedKeyT  ype" minOccurs="0"/>
</sequence>
<attribute name="version" type="roap:Version"/>
<attribute name="proxy” type="boolean"/>
</complexType>

<simpleType name="String80">
<restriction base="string">
<maxLength value="80"/>
<[restriction>
</simpleType>

The<rilD> element identifies the RI as specified in Seciah2.2.1. For triggers besides #registrationRequest>and
the <identificationRequest> the DRM Agent MUST use this value to verify tltatas a valid Rl Context with the Rights
Issuer. If the DRM Agent does not have a validdghtext with the identified Rights Issuer then BigRM Agent MUST
initiate the Registration Protocol before initigtithe protocol indicated in theoapTrigger> element. If the implicitly
triggered Registration Protocol does not leadvalal Rl Context, then the DRM Agent MUST discane trigger.

The<riAlias> element SHOULD contain a String value that SHAld used by the DRM Agent whenever it refers to the
Rights Issuer in a dialog with the user and it SHAle saved in the RI Context for future use. Anmegke for such a dialog
would be the question whether or not the user wikidto register with a certain Rl after receiviR@AP Trigger. The
maximum length of this element SHALL be 80 bytes.

In order to prevent name-spoofing attacks, the D&Rjdnt SHALL also display a fully qualified domaiame of a URL (as
defined in [RFC 2396]) along with thaiAlias>, if present. In case of an existing valid Rl Comteith the Rl identified by
the<rilD> value, the URL whose domain name is to be showrsWMbe the Rl URL found in the RI Context. If théseno
existing valid Rl Context, theroapURL> MUST be used instead.

The<nonce>element provides a way to couple ROAP triggers ROAP requests. RIs MUST includeaonce>element
in "LeaveDomain" triggers. If the value of ttreggerNonce attribute in the subsequent Leave Domain Requesitisqual
to the<nonce>element in the "LeaveDomain" trigger, the RI MU&3$card the received Leave Domain Request. RIs
MUST follow the guidelines for nonces as expreseefection 5.3.12.

If the ROAP trigger holds a <nonce> element, a PeWUST include the <nonce> value as a triggerNattréoute in all
subsequent ROAP request PDUs.

The DRM Agent MUST use the URL specified by #treapURL> element when initiating the ROAP transaction. The
<roapURL> is used in conjunction with the protocol indicatedhe<roapTrigger> element ThecroapURL> is also used
in conjunction with any other implicitly triggerdRIOAP protocol (See 5.1.12). The bulleted list bettegcribes which
ROAP PDU is explicitly selected by tkeoapTrigger> element.

Future versions of OMA DRM MAY define additional R® triggers that can be received by implementatafrthis

version of OMA DRM. In this case the@oapTrigger> element carries avextendedTrigger>element, containing details of
the requested protocol. TkextendedTrigger>element SHALL validate against tkatendedRoapTriggertype defined

in this specification. It SHALL containtstpe attribute signalling the protocol that is triggetey the<extendedTrigger>
element. Theype attribute is used to determine whether or nottifiggier is known. Unknown triggers MUST be
disregarded.

The ExtendedRoapTriggertype provides a forward-compatible structure faufe ROAP triggers. Theany> wildcard in
this structure defines the location for all futesgensions by additional elements. To signal titeation of a new protocol,
future specifications may introduce new extendedR@iggers. For such future triggers, either tkisteng
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ExtendedRoapTriggertype contains all the needed information, or saxditional elements are needed to be included. In
the former case, the currently defirextendedRoapTriggertype can be re-used by defining a new fixed vébu¢hetype
attribute to signal the triggered protocol. In thier case, it is advised to derive a new typg. (@ extending the
BasicRoapTriggertype), adding the needed elements and defintgpaattribute with a fixed value to signal the trigger
protocol.

If the <roapTrigger> element carries dregistrationRequest>element, the PDU MUST be a ROAP-DeviceHello PDU.

The XML representation of the Identification Requegyger is defined by re-using tl&tendedRoapTriggertype and
assigning the fixed valuadentificationRequest’ for the type attribute. It SHALL be signalled as aextendedTrigger>
element. Consequently, if tkgoapTrigger> element carries arextendedTrigger >element as defined above with the
type attribute set toitlentificationRequest’, the PDU MUST be a ROAIRIentificationRequest PDU.

If the <roapTrigger> element carries afroAcquisition> element, the PDU MUST be a ROAP-RORequest PDU.
If the <roapTrigger> element carries gjoinDomain> element, the PDU MUST be a ROAP-JoinDomain PDU.
If the <roapTrigger> element carries eleaveDomain>element, the PDU MUST be a ROAP-LeaveDomain PDU.

The XML representation of the RO Upload requegtr is defined by re-using tletendedRoapTriggertype and
assigning the fixed valugdUploadRequest for the type attribute. It SHALL be signalled as aextendedTrigger>
element. Consequently, if tekeoapTrigger> element carries arextendedTrigger>elementas defined above with the
type attribute set tdroUploadRequest”, the PDU MUST be a ROAP-ROUploadRequest PDU.

The XML representation of the Metering Report tegg defined by re-using thextendedRoapTriggertype and assigning
the fixed value theteringReport” for the type attribute. It SHALL be signalled as aextendedTrigger>element.
Consequently, if the <roapTrigger> element carsiesextendedTrigger> element as defined above with tigpe attribute
set to ‘meteringReport’, the PDU MUST be a ROAP-MeteringReportSubmit PDdhe ROAP trigger holds a <nonce>
element, a Device MUST include the <nonce> valua &gygerNonce attribute in the ROAP-MeteringRepabmit PDU. If
the ROAP trigger holds a <nonce> element, and a R@wtocol is implicitly triggered (See 5.1.12 foptocols), a Device
MUST include the <nonce> value as a triggerNontrébate in the first ROAP request PDU of the imjtlictriggered
protocol and also the subsequent explicitly triggeROAP PDU.

The<domainID> element MAY be included in certain ROAP triggelkincluded, the Device MUST incorporate the
<domainID> in the ROAP PDU that is sent in response to tiggér. If the<roapTrigger> element carries an
<roAcquisition> element that includes<alomainID> element and the Device does not have a valid Do@antext for the
Domain indicated by that domain identifier, the @evSHOULD initiate the 2-pass Join Domain Protdmefiore initiating
the RO acquisition protocol. If tretatus attribute of the ROAP-JoinDomainResponse messatje amplicitly triggered
Join Domain Protocol is not equal to “Success™ntttee DRM agent MUST discard the trigger, and wpessible, the
Device SHOULD present an appropriate error mestage user, using the value of the Status ateitthieerrorMessage
attribute (if present) and/or tleerorRedirectURL (if present). See section 5.3.5.

Before a Device performs this implicitly trigger@édinDomain ROAP exchange, it may have to obtain csesent, section
5.1.13 defines when explicit user consent is reglir

The<domainAlias>element SHOULD be included in Triggers that cangDomainID> element. ThedomainAlias>
element contains a String value that SHALL be usethe DRM Agent whenever it refers to the Domaiadfied by
<domainlD> in a message to the user. The content ofktlmmainAlias> element SHALL be saved in the Domain Context.
The maximum length of this element SHALL be 80 byte

One or severatrolD> elements MUST be included in tkeoAcquisition> trigger to identify the ROs to be acquired. The
RI MAY specify more than onerolD> element to initiate download of multiple ROs. WM Agent MUST include all
received «olD > elements in therolnfo> portion of the subsequent ROAP-RORequest PDU.
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The<roAlias> element SHOULD be included #roAcquisition> triggers if the<rolD> refers to a group, parent or multi-
asset RO. TheroAlias> contains a String value that SHALL be used byDRM Agent whenever it refers to the RO
specified by<rolD> in a message to the user. The alias could for plabe used when the DRM Agent displays the usage
permissions granted by an RO to the user.Jrodlias> enables that DRM Agent to avoid displaying compgREd

semantics to the user; instead the DRM Agent csplaly a simple alias like “July Subscription”. Timaximum length of

this element SHALL be 80 bytes.

A <contentID> element MAY be included in theroAcquisition> trigger for each DCF explicitly referenced by R@, i.e.
not for group or parent elements of the RO. Inl#iiter case, no <contentlD> element needs to baded as specific DCFs
are not referenced and therefore DCF hashes amghttion IDs cannot be used. In the case whemg&edRO applies to
several specific DCFs the <roAcquisition> triggetUBIT include a <contentlD> element for each DCRhicase where an
RO applies to one or more Content Objects (in atijglatt DCF or Multi-track PDCF), the trigger SHALhclude the
<contentID> element of the first Content Object Toack) in the Multipart DCF (or PDCF). Th&ontentID> elements
MUST contain the ContentID as specified in the @atiD field in the Common Header of the Contenté@bjnside the
associated (P)DCError! Reference source not found.

In case aleaveDomain>element is present, the Rl MUST includesignature>element and, with one exception (see
below), Devices MUST verify this signature. If tBevice cannot verify the signature, the Device SHOUnhform the user
and MUST discard the ROAP Trigger.

The only exception to the verification requiremisnivhen the Device is not a member of the idemtibmmain, and the
trigger has been integrity protected with a MACdzhen the Domain Key. In this case the Device naseho obtain user
consent before initiating ROAP, section 5.1.13mkegiwhen explicit user consent is required. A Deiggpart of the
identified Domain if it has a Domain Context foatibomain and has access to the Domain Key ofdetified Domain
Generation.

The<ds:Reference>element of thetds:Signedinfo>child element of thesignature> shall reference theleaveDomain>
element by using the same value forthel attribute as the value for tkéeaveDomain>element'sd attribute. The
<ds:Keylnfo> child element of thesignature>element shall use itdRI attribute of the<ds:RetrievalMethod> element
to reference a wrapped MAC key in thencKey>element, and the signature algorithm (express#ukiAlgorithm
attribute of the<ds:SignatureMethod>element) MUST behttp://www.w3.0rg/2000/09/xmldsig#hmac-sHalh
compliance to the rules of canonicalisation spedifn Section 5.3.3, theds:Reference>element MUST contain a
<ds:Transforms> element, that contains a singlds:Transform> element that signals the use of the exclusive
canonicalisation algorithm without comments.

The<encKey>element shall in the case of a “LeaveDomain” &igge present and shall contain a MAC key wrappigd w
the current Domain key. The value of tdeattribute of this element shall equal the valuéhefURI attribute of the
<ds:RetrievalMethod> child element of thesignature>element as specified above.

Theversion attribute is a <major.minor> representation of R@AP trigger. For this version of the specificativersion
SHALL be set to 1.1". Minor version upgrades must always be backwaaispatible.

If present, theroxy attribute indicates that the ROAP Trigger is nattfe Connected Device but is intended for an
Unconnected Device. Upon receipt of a ROAP Triggertaining theroxy attribute with the value set tértie” a
Connected Device that supports the functionalitgrimvide connectivity for Unconnected Devices (ascified in section
18) MUST start the procedures specified in sectii6.4. If theproxy attribute is present but the value is setfedsg’ then
Connected Devices MUST treat the ROAP Trigger &difd not contain th@roxy attribute.

The MIME type for the ROAP Trigger is “applicationtd.oma.drm.roap-trigger+xml”. The file extensifon the ROAP
trigger is “.ort” for the ROAP Trigger when the R®ATrigger is stored on the Device as a file. Tileeextension for the
ROAP PDU is “.oru” for the PDU when the ROAP PDUWsiered on the Device as a file.

A binary/compact form of the ROAP Trigger is defingsing WBXML encoding in section 16.
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52.1.1 Extended Leave Domain Trigger

An Extended Leave Domatrigger enables the initiation of the ROAP 2-plasave Domain protocol. THextended Leave
Domaintrigger enables additional security compared éolthsic <leaveDomain> trigger type; with the indasf a
<devicelD> element.

The XML representation of tHextended Leave Domairigger is arckextendedTrigger>element of type
roap:ExtendedRoapTrigger and of which the type-attribute SHALL be assigtieslfixed valueleaveDomain”. A
<trgLeaveDomain>element MUST be included in tkextendedTrigger>element after theroapURL> element.

<element name="trgLeaveDomain">
<complexType>
<sequence>
<element name="devicelD" type="roap:ldentifie  r" minOccurs="0"/>
<element name="domainAlias" type="roap:String 80" minOccurs="0"/>
<element name="domainID" type="roap:Domainide  ntifier"/>
<any processContents="lax" minOccurs="0" maxO ccurs="unbounded"/>
</sequence>
</complexType>
</element>

The elements in thetrgLeaveDomain>element have the following meaning:

» The<devicelD>element MAY be present in tk@rgLeaveDomain>element. If the<devicelD>is present the
DRM Agent MUST verify whether the value of thdevicelD>matches the hash of the Device's public key iaso,
it appears in one of the Device’s certificates the hash of the complete DER-encodeliectPublicKeyinfo
component). If thecdevicelD>does not match the hash of the Device’s publicikéythen the DRM Agent MUST
discard the trigger. The presence of fidevicelD> element affects the User Consent requirementesmited in
section 5.1.13.

* The<domainAlias>and<domainld> elements are as per section 5.2.1.

» Devices MUST ignore any unknown elements followihg<domainlD> element.

In the case of akxtended Leave Domathe elements within theextendedTrigger>have the following meaning and
restrictions:

e The<rilD> and<riAlias> elements are as per section 5.2.1.
* The<nonce>is as per section 5.2.1. RIs MUST includermnce>element irExtended Leave Domairiggers.

 The<roapURL> element is as per section 5.2.1. When initiatinrgROAP transaction the message sent to the
<roapURL> MUST be a ROAP-LeaveDomain PDU.

In the case of akxtended Leave Domathe elements within theroapTrigger> element have the following meaning and
restrictions:

» The<signature>and<keylnfo> elements MUST be present in ta@apTrigger> element. The processing of
these elements is as described for the <leaveDoniisection 5.2.1.

5.2.2 Initiating ROAP from a (P)DCF

This section applies ONLY to Connected Devices.
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(P)DCFs may be delivered to a Device without arlidvaghts already existing on the terminal. Additally rights already
issued for a P(DCF) may expire. There are numemeethods defined within the OMA DRM 2.x specificatifor a DRM
Agent to initiate communication with a Rights Issteeobtain valid rights for content. This sect&pecifies precise
processing rules that MUST be implemented all Desid@hese processing rules ensure consistentxseience across all
Devices.

When DRM content is received on a Device the DRM#AtgSHOULD check if there are already valid rightstalled for the
Content. If there are no valid rights availabletfue content the DRM Agent SHOULD attempt to obtaifid rights
according to the following sequence:

1. Tryto install any Rights Objects from the P(DCHRylRs Object Box (see [DRMCF-v2]). During the
installation of an embedded rights objects the DRi¢nt MAY register to a Rights Issuer (Device ROS)
or join a Domain (Domain ROs). The RI registrat@rDomain join may be implicit or initiated by send
a HTTP GET to theilURL attribute of theoap:ROPayload as specified in section 8.7.2.1 and 10.3.1.2.

2. If the (P)DCF contains a Silent Header with metbbtin-advance” then send a HTTP GET request to the
silent-rights-url unless a previous request to the URL has retuartd@dTP 404 error code (as
specified in [DRMCF-v2]) .

When the Device initiates consumption of DRM Cohtee DRM Agent MUST check if there are alreadyidiaights
installed for the Content. If there are no valights available for the content the DRM Agent MUS{Empt to obtain valid
rights according to the following sequence (abloetsequence if valid rights are obtained):

1. Tryto install any Rights Objects from the P(DCHyRs Object Box (see [DRMCF-v2]). During the
installation of an embedded rights objects the DRjé¢nt MAY register to a Rights Issuer (Device ROs)
or join a Domain (Domain ROs). The RI registrat@rDomain join may be implicit or initiated by send
a HTTP GET to theiURL attribute of theoap:ROPayload as specified in section 8.7.2.1 and 10.3.1.2.

2. If the (P)DCF contains a Silent Header with methbtin-advance” then send a HTTP GET request to the
silent-rights-url unless a previous request to the URL has retuartd@TP 404 error code (as
specified in [DRMCF-v2]).

3. If the (P)DCF contains a Silent Header with metbbtbn-demand” or a Preview Header with method of
“preview-rights” then send a HTTP GET request tbesi thepreview-rights-url or thesilent-
rights-url unless a previous request to the URL has retuartd@TP 404 error code (as specified in
[DRMCF-v2]). If both headers exist in the DCF titte DRM Agent MUST give priority to the header
that appears first in the (P)DCF. If a requeshtofirst header does not provide valid rights tthenDRM
Agent SHOULD make a request to the second header.

4. If the (P)DCF contains a Preview Header with metbbtinstant” the DRM Agent MAY allow the user to
use the preview element without any rights. NOT& the preview element MAY be used at any time.

5. If the (P)DCF contains RightsissuerURIthen the DRM Agent MUST send a HTTP GET requesii¢o
URL and MUST be prepared to receive either an (XY Tpage, or ROAP Trigger from the RI

At each of the above steps the DRM Agent MUST obtaer consent as defined in section 5.1.13. Ififes denies user
consent for one operation the DRM Agent SHOULD peatto the next step. If user consent is requmedhilltiple of the
above options the DRM Agent MAY combine the usersemt requests into a single request to the ussléat their
preferred option. For example the DRM Agent may bivra the user consent requirements into a singjeest as to whether
the user wants to try to join a Domain to installaaailable Domain RO or to visit the Rightsissugtlto obtain completely
new rights.

5.2.2.1 (P)DCF Silent and Preview Header

The Silent and Preview Headers are intended tovallontent and Rights Issuers to easily providetsigh target Devices
after download or superdistribution. These URLs loamused effectively to enable subscription scesaand a wide variety
of other use cases.
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Upon reception of a HTTP GET request to a a (P)p&view-rights-url or silent-rights-url the RI MUST
respond with either:

= An HTTP response with the status equal 200 OK aittaltive HTTP body containing either:
0 a ROAP-Trigger;
o a Download Descriptor that points to a ROAP Trigger
o a multipart response containing a bundled DownbDascriptor and ROAP Trigger.

= Or a HTTP response with status not equal to 200 OK:

o0 Rights Issuers MAY stop Devices from making futtequests to thpreview-rights-url or
silent-rights-url by responding to DRM Agent requests with errorecé@4 Not Found
[RFC2616].

Rights Issuers MUST only issue a Download Descrifgia Device that indicates for support [DLOTA]either UAProf or
Accept Headers.

Additionally Rights Issuers MAY stop Devices fromaking further requests to these URLSs by first isgia ROAP-
ROAcqusition trigger and responding to the subseguep:RORequest withRightsExpiredROAP status code

On any occasion where the DRM Agent successfuthienees and installs an RO acquired as a reswt®ifent header or
Preview header (with method preview-rights) in ¥D@F, the DRM Agent MUST add the domain name ofditent or
preview URL to the list of authorised domain narfeeghat R, if the domain hame is not already presAs specified in
section 5.4.2.4.1, a DRM Agent must be capabléasfrey a minimum of 5 domain names for each Rl @gntln the case
where a new domain name is to be added to tharisthe list of domain names is full, then the tashain name SHOULD
be deleted. Each remaining domain name at positi@HOULD be moved to position n+1 and the new @iomame
SHOULD be stored in the first position.

5.2.2.2 (P)DCF Rights Issuer URL

The (P)DCRRightsissuerURIs intended to be an online location where a aaarpurchase or otherwise obtain rights for
the P(DCF). Typically th®ightslssuerURIpoints to an online WEB or WAP portal that enaldaser to download
previously purchased rights or initiate purchaaadactions for new rights.

Requests to thRightslssuerURIMUST return either:
= An (X)HTML page;
= A ROAP Trigger;
= A Download Descriptor that points to a ROAP Triggar

= A multipart response containing a bundled Downlbadcriptor and ROAP Trigger.

Rights Issuers MUST only issue a Download Descrifiia Device that indicates for support [DLOTA]either UAProf or
Accept Headers.

5.3 ROAP XML Schema Basics
531 Introduction

Core parts of the XML schema for ROAP, found in Apdix A, are explained in this section. Specifiotpcol message
elements are defined in the Section 5.4. Exampke$oand in Appendix H.1.
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The XML format for ROAP messages have been desigmbd extensible. However, it is possible thatube of extensions
will harm interoperability and therefore any useegfensions should be carefully considered.

XML Types defined in this sub-section are not ROAPssages; rather they provide building blocksdhatused by ROAP
messages.

5.3.2  General XML Schema Requirements

Some ROAP exchanges rely on the parties beingtaldempare received values with stored values. $$nb¢herwise noted,
all elements in this document that have the XMLe&SBah "string” type, or a type derived from it, MUB& compared using
an exact binary comparison. In particular, ROAPlanmentations MUST NOT depend on case-insensitivegst
comparisons, normalisation or trimming of white egeor conversion of locale-specific formats susmambers.

The ROAP specification does not define a collabosorting order for attributes or element vallR®AP implementations
MUST NOT depend on specific sorting orders for ealu

Values of typalatetime MUST conform to a single lexical representatiofirde in section 3.2.7 of [XML-Schema]. This
lexical representation is the extended format COMM-DDThh:mm:ssZ where CC denotes the century, Y Yiates the
year, MM denotes the month, DD denotes the dag,tie date/time separator, hh, mm, ss represehbtire minute, and
second respectively, and Z is the mandatory UT@aidr. For example, 2002-12-31T23:59:59Z represBetcember 31st,
2002, 23:59:59 UTC.

Devices MUST support at least 256 byte long vafaesttributes or elements of typayURI in the schemas specified in
this specification. Rights Issuers are RECOMMEND#ise values that are less than 256 bytes inHeiogsuch elements
or attributes.

5.3.3 Canonicalisation & Digital Signatures

This specification makes use of digital signatuned message authentication codes (MACSs) to enstegrity and
authenticity of exchanged information. DRM Agentsl&Is MUST support RSA-PSS [PKCS-1] as defaulitdigignature
scheme but MAY agree to use a different one (s€2.3). DRM Agents and RIs MUST send all ROAP mgesand
triggers in canonicalised form. After canonicalisat DRM Agents and RIs MUST NOT employ any subsstju
transformations or modifications to a ROAP message.

Note that all ROAP messages and triggers are XN)Ldata. ROAP messages and triggers MUST validamstthe ROAP
scheméError! Reference source not found.and MUST NOT use namespace prefixes other thasethsed in that ROAP
schema.

All canonicalisation steps required by this speaiion MUST be Exclusive Canonicalisation withoatrenents, as
specified in [XC14N]. The InclusiveNamespaces Rtafit of this algorithm MUST be empty. This alsqpéips to any
canonicalisation step required by any of the spmttibns that are normatively referred to by thpedfication, unless such a
referred specification explicitly requires a diffet canonicalisation algorithm.

In case canonicalisation is to be performed on ki Xocument as a whole or part of a XML documein¢ éffect SHALL
be functionally equivalent to the process of parshre XML document into an XPath node set, applyiRath expression
evaluation to select the proper nodes from thierset, and subsequently applying Exclusive Canbisateon without
comments to produce the octet-string that is stilbpefurther processing.

Note that this specification does not require anglementation to explicitly implement XPath prodaegsan
implementation MAY utilise the fact that receive@RP PDUs are in Exclusive Canonical Form to impletfanctional
equivalences of XPath based processing.

Where applicable in the ROAP messages and trigtiesjse of Exclusive Canonicalisation without caenis SHALL be
signalled explicitly.
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5.3.4  The Request type

All ROAP requests are defined as extensions t@bstract Request type. The elements oRb&guesttype therefore apply
to all ROAP requests. A ROAP requests MAY contairiggerNonce attribute. See further Section 5.2.1.

<complexType name="Request" abstract="true">
<attribute name="triggerNonce" type="roap:Nonce" />
</complexType>

5.3.5 The Response type

All ROAP responses are defined as extensions taltkracResponsdype. The elements of tliesponsedype therefore
apply to all ROAP responses. All responses corgaiatus attribute that indicates whether the precedingiestjwas
successful or not.

<complexType name="Response" abstract="true">
<attribute name="status" type="roap:String80" u se="required"/>
<attribute name="errorMessage” type="roap:Strin gl1024"/>
<attribute name="errorRedirectURL" type="anyURI ">
</complexType >

<simpleType name="String1024">
<restriction base="string">
<maxLength value="1024"/>
<[restriction>
</simpleType>

The generation and delivery of any kindRdsponsemessage is conditioned by the RI and its polidiée RI MAY deny
access to its resources. If this happens, the REMtlose the protocol gracefully by sending theibethe corresponding
Responsanessage by including an appropriate error codg fe&cessDenied). Implementation details of potidig a given
RI are out of the scope of this specification.

In case thestatus attribute is not equal to “Success”, the Rl MAYdah additionaérrorMessageattribute containing a RI
defined description of the error. The maximum léngftthis attribute SHALL be 1024 bytes. Also, ise thestatus
attribute is not equal to “Success”, the Rl MAY aiterrorRedirectURL attribute that points to a support web site
enabling the User to recover from the error. WhenRI adds aerrorRedirectURL attribute it MUST also add an
errorMessageattribute. A Device SHOULD use the value of greorMessageattribute as part of the error message
presented to the User. A Device SHOULD also eithaude the value of therrorRedirectURL as part of the error
message to the user, or provide the User with &iorofo be redirected to th@rorRedirectURL using a browser.

The OMA DRM 2.1 XML schema allows for any stringthestatusattribute, to enable future extention. The cursentl
specified status messages are defined ilstatustype.

5.3.6  The Status type

The Statussimple type enumerates all possible error messages

<simpleType name="Status">
<restriction base="string">

<enumeration value="Success"/>
<enumeration value="Abort"/>
<enumeration value="NotSupported"/>
<enumeration value="AccessDenied"/>
<enumeration value="NotFound"/>
<enumeration value="MalformedRequest"/>
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<enumeration value="UnknownCriticalExtension"/>
<enumeration value="UnsupportedVersion"/>
<enumeration value="UnsupportedAlgorithm"/>
<enumeration value="NoCertificateChain"/>
<enumeration value="InvalidCertificateChain"/>
<enumeration value="TrustedRootCertificateNotPres ent"/>
<enumeration value="SignatureError”/>
<enumeration value="DeviceTimeError"/>
<enumeration value="NotRegistered"/>
<enumeration value="InvalidDCFHash"/>
<enumeration value="InvalidDomain"/>
<enumeration value="DomainFull"/>
<enumeration value="DomainAccessDenied"/>
<enumeration value="RightsExpired"/>
<enumeration value="TriggerExpiredOrInvalid”/>
<enumeration value="UnableToDecryptMeteringRe  port"/>
<enumeration value="UnableToValidateMeteringRepo  rtMAC"/>
<enumeration value="MalformedMeteringReport"/ >
<enumeration value="UnknownUploadedRQO"/>
<enumeration value="Inv alidUploadedRO"/>
</restriction>
</simpleType>

Upon transmission or receipt of a message for wBtettus is not "Success", the default behaviougssrexplicitly stated
otherwise below, is that both the RI and the De@ERALL immediately close the connection and terrtertae protocol. Rl
systems and Devices are required to delete anipgesientifiers, nonces, keys, and/or secrets aatatwith a failed run of
the ROAP protocol.

When possible, the Device SHOULD present an apateperror message to the user, using the valtieedbtatus attribute,
theerrorMessageattribute (if present) and/or tleerorRedirectURL (if present). See section 5.3.5.

These error messages are valid in all ROAP-Respoessages unless explicitly stated otherwise.

Abortindicates that the RI rejected the Device’s regf@sunspecified reasons.

NotSupportedndicates that the Device made a request fortaife@urrently not supported by the RI.
AccessDeniethdicates that the Device is not authorised tdadrthis RI.

NotFoundindicates that the requested object was not fothid. error is only valid in the ROAP-ROResponsessage.
MalformedRequeshdicates that the RI failed to parse the Devicetgiest.

UnknownCiriticalExtensiomdicates that a critical ROAP extension usedhgy@evice was not supported or recognised by
the RI.

UnsupportedVersioimdicates that the Device used a ROAP protocdigarnot supported by the RI. This error is onliid/a
in the ROAP-RIHello message and ROAP-Identificaleaponse message.

UnsupportedAlgorithnindicates that the Device suggested algorithmisateanot supported by the RI (this error should no
occur as long as all Devices and all RIs implentieatmandatory algorithms, since any negotiatioh suitcessfully fall
back on these). This error is only valid in the RORIHello message.

NoCertificateChairindicates that the RI could not verify the sigmatan a Device request due to not having accetsgeto
Device's certificate chain. This error is only dail the following messages: ROAP-RegistrationRasppROAP-

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C Page 45 (220)

ROResponse, ROAP-JoinDomainResponse, ROAP-LeaveiDBesponse, ROAP-MeteringReportResponse and ROAP-
ROUploadResponse.

InvalidCertificateChainindicates that the RI could not verify the sigmatan a Device request due to the certificate chain
being invalid in some way (other than the abseri@etrusted root certificate which could be usededfy the chain). This
error is only valid in the following messages: RORBEgistrationResponse, ROAP-ROResponse, ROAP-
JoinDomainResponse, ROAP-LeaveDomainResponse, RO&APBringReportResponse and ROAP-ROUploadResponse.

TrustedRootCertificateNotPresanticates that the RI could not verify the sigmatan a Device request due to the absence
of a trusted root certificate which could be use#drify the chain. This error is only valid in tf@lowing messages:
ROAP-RegistrationResponse, ROAP-ROResponse, ROABPdmainResponse, ROAP-LeaveDomainResponse, ROAP-
MeteringReportResponse and ROAP-ROUploadResponse.

SignatureErrorindicates that the RI could not verify the Devscgignature. This error is only valid in the folliogy
messages: ROAP-RegistrationResponse, ROAP-ROResRROAP-JoinDomainResponse, ROAP-LeaveDomainRespons
ROAP-MeteringReportResponse and ROAP-ROUploadR&spon

DeviceTimeErrotindicates that a Device request was invalid dubeddevice’s DRM Time being inaccurate as asselsged
the Rights Issuer. This error is only valid in thBowing messages: ROAP-ROResponse, ROAP-JoinDaResponse,
ROAP-LeaveDomainResponse, ROAP-MeteringReportRespand ROAP-ROUploadResponse. The Device SHOULD
NOT perform the default error handling. Instea@, Bevice SHOULD initiate the 4-pass Registratiootg@eol, using the
same ROAP URL as from the ROAP Request that resiritthe error response. See also section 5.1.4@n Juccessful
completion of the 4-pass Registration protocolDesice SHOULD create and send a new instance dfigeal request
(ROAP-RORequest, ROAP-JoinDomainRequest, ROAP-LRare@inRequest, ROAP-MeteringReponse or ROAP-
ROUploadResponse) including the Device’s updateOmne, with all other parameters remaining the sams for the
original request. If th®esponsemessage received after the resend of the origdgalest contains status attribute equal to
“DeviceTimeErrot or “NotRegisteret] the Device MUST handle this repeated error ushreggdefault error handling and
MUST NOT again start a 4-pass Registration. Iflle¥ice is unable to successfully re-register whi R| then it SHOULD
NOT resend the original request. The Device maghawbtain user consent to contact the RI, se&ibri3 defines when
explicit user consent is required.

NotRegisteredndicates that the Device tried to contact an Ricl does not have any registration informatiomestdor the
Device. This error is only valid in the followingassages: ROAP-IdentificationResponse, ROAP-RIHRDAP-
ROResponse, ROAP-ROConfirmResponse, ROAP-JoinDdResajponse, ROAP-LeaveDomainResponse , ROAP-
MeteringReportResponse and ROAP-ROUploadRespamsiee icase of ROAP-ROResponse and ROAP-
JoinDomainRespone the Device SHOULD NOT performdéiault error handling.

If as part of responding to an Identification Teg@ Device receives an ldentificationResponse ageswith thestatus
attribute equal toNotRegistered’the Device SHOULD NOT initiate a 4-pass Registragprotocol.

For all other cases, the Device SHOULD initiate4hgass Registration protocol, using the same RORP as from the
ROAP Request that resulted in the error resporeseatso section 5.1.12. Upon successful completidine 4-pass
Registration protocol the Device SHOULD create sedd a new instance of the original request (ROARBguest,
ROAP-JoinDomainRequest, ROAP-LeaveDomainRequesgtteihgReportResponse or ROAP-ROUploadResponse)
including the Device’s updated DRM Time, with alher parameters remaining the same as for thenatigequest. If the
Responsanessage received after the resend of the origagalest contains status attribute equal toDeviceTimeErrot or
“NotRegisteret the Device MUST handle this repeated error usirggdefault error handling and MUST NOT againtstar
4-pass Registration.The Device may have to obtsén consent to contact the RI, section 5.1.13 defimhen explicit user
consent is required.

InvalidDCFHashis sent when the RI detects an incorrect DCF kagle in a ROAP-RORequest message. This errorys on
valid in the ROAP- ROResponse message.

InvalidDomainindicates that the request was invalid due toraeeognised Domain Identifier. This error is ondfigt in the
following messages: ROAP-ROResponse, ROAP-JoinDaResponse, and ROAP-LeaveDomainResponse.
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DomainFullindicates that no more Devices are allowed to fls@Domain. This error is only valid in the ROAP-
JoinDomainResponse message.

DomainAccessDenidddicates that the Rights Issuer does not allevDbvice access to the Domain, or the Device
identifier can not be authorised without more infation. This error is only valid in the ROAP-JoinDainResponse
message.

RightsExpiredndicates that the requested rights are no loagailable (for this Device). It is only valid inROAP-RO-
Response message. This response code indicates Device that it SHOULD NOT make further attentptacquire these
rights. If the session was initiated by a HTTP GBR DCF Preview rights URL or a DCF Silent rightRL the DRM
Agent SHOULD NOT attempt further requests to thdting URL (for the current media object). Theués of any
implicit ROAP transactions MUST remain in effechélDevice MAY ignore this status code.

TriggerExpiredOrInvalidindicates that the ROAP Trigger, from which a RO#sion is initiated by the Device, is Expired
or Invalid. When a ROAP session is initiated byevide using a (stored) ROAP Trigger, Rl may chétké ROAP Trigger
is expired or modified. When a Device gets thidi&t@ode, the Device SHOULD delete the stored ROAger file on the
Device. The Device may also show an error messatfeetuser and indicate that the user needs tihgd®OAP Trigger
again.

UnableToDecryptMeteringRepartdicates that the Rl was unable to decrypt théekitey Report. This error is only valid in
the ROAP-MeteringReportResponse message.

UnableToValidateMeteringReportMA@dicates that the RI was unable to validate tHeOwWn the Metering Report. This
error is only valid in the ROAP-MeteringReportRespge message.

MalformedMeteringRepoihdicates that the Metering Report was not forawafiroperly. This error is only valid in the
ROAP-MeteringReportResponse message.

UnknownUploadedR@hdicates that at least one RO being uploadednetissued by this RI. This error is only validtire
ROAP-ROUploadResponse message.

InvalidUploadedRQndicates that at least one RO being uploadedtigligible for backup. For example the RO may be a
expired RO, or a Domain RO. This error is only dafi the ROAP-ROUploadResponse message.

5.3.7 The Extensions type

TheExtensionstype is a list of type-value pairs that defineiopal ROAP features supported by a Device or an RI.
Extensions may be sent with any ROAP message.d$egsSection 5.4 in this document for applicakiersions. Unless
an extension is marked as critical, a receivingypa@ed not be able to interpret it, and a recegiyarty is always free to
disregard any (non-critical) extensions.

<complexType name="Extensions">
<sequence maxOccurs="unbounded">
<element name="extension" type="roap:Extension" />
</sequence>
</complexType>

<complexType name="Extension" abstract="true">
<attribute name="critical" type="boolean"/>
</complexType>

5.3.8  The ExtensionContainer type

TheExtensionContainertype inherits from th&xtensiontype and MAY be sent as an extension with any R@##8sage,
potentially next to other extensions (includingestExtensionContainers). An ExtensionContainer M#yitain as child
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elements any currently optional or currently unkndivecause defined in a subsequent versions of ORKM) ROAP
features supported by a Device or an RI.

The extensions inside atfextensionContainer>MAY be a mixture of supported, unsupported andnowkn extensions to
the receiving party. If theExtensionContainer>is marked ason-critical, then the receiving party MUST disregard any
unsupported or unknown children. Extensions ingid@n-critical ExtensionContainer that are suppbbiethe receiving
party MUST be handled as specified in this document

If the ExtensionContainer is markeda@gical and it contains an unknown or unsupported chidnelnt, then:

. a receiving Rl MUST respond with an UnknownCritlEglension-status to the Device

. a receiving Device MUST discard the ROAP PDU
<complexType name="ExtensionContainer">
<complexContent>
<extension base="roap:Extension">
<sequence>
<any namespace="##any" processContents="lax " maxOccurs="unbounded"/>
</sequence>
</extension>
</complexContent>
</complexType>

5.3.9 The Protected Rights Object type

TheProtectedROtype is a sequence of &> element of typeoap:ROPayload and a<mac> element carrying a MAC
value over thecro> element. ProtectedRO can be sent separately lodedt in a ROAP-ROResponse message or a DCF.

<element name="protectedRO" type="roap:ProtectedRO" form="qualified"/>

<complexType name="ProtectedRO">

<sequence>
<element name="ro" type="roap:ROPayload" form=" qualified"/>
<element name="mac" type="ds:SignatureType"/>

</sequence>

</complexType>

The<ro> element is described in the next section.

The<mac>element provides integrity of tkgo> element and key confirmation and is of tgfseSignatureTypefrom
[XML-DSIG]. In compliance to the rules of canoniisation specified in Section 5.3.3, thds:Reference>element MUST
contain a<ds:Transforms> element, that contains a singlds:Transform> element that signals the use of the exclusive
canonicalisation algorithm without comments.

TheURI attribute of the<ds:Reference>element of thecds:Signedinfo>child element of themac>SHALL reference the
<ro> element by having the same value asidhattribute of the<ro> element. Th&JRI attribute of the
<ds:RetrievalMethod> element of thexds:KeyInfo> child element of the&mac>SHALL reference a wrapped MAC key in
the<ro> element’'scencKey>child element by having the same value addhattribute of thecencKey>element.

Both the<protectedRO> element and its childro> element in a ROAP message MUST appear in qualified, so it
MUST be prefixed with the roap namespace prefix.

The MIME type for the Protected Rights Objecaplication/vnd.oma.drm.ro+xml.

The file extension for the Protected Rights ObMttST be“.oro”
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5.3.10 The Rights Object Payload type

Values of theROPayloadtype carries (protected) rights and wrapped kiegis ¢an be used to decrypt encrypted portions of
the rights.

<!-- Rights Object Definitions -->
<complexType name="ROPayload">
<sequence>

<element name="riID" type="roap:ldentifier"/>
<element name="rights" type="o0-ex:rightsType"/>
<element name="signature" type="ds:SignatureTyp e" minOccurs="0"/>
<element name="timeStamp" type="dateTime" minOc  curs="0"/>
<element name="encKey" type="xenc:EncryptedKeyT  ype"/>

<element ref="roap:roPayloadAliases" minOccurs= "0"/>

<any processContents="lax" minOccurs="0" maxOcc urs="unbounded"/>
</sequence>
<attribute name="version" type="roap:Version" use ="required" />

<attribute name="id" type="ID" use="required" />

<attribute name="stateful" type="boolean"/>

<attribute name="domainRO" type="boolean"/>

<attribute name="riURL" type="anyURI"/>
</complexType>

The<rilD> element is of typeoap:ldentifier and SHALL identify the issuing RI.

The<rights> element is of type-ex:rightsType and MUST be conformant witrror! Reference source not found. The
o-ex:id attribute of this type SHALL be present.

The<signature>element is of types:SignatureTypefrom [XML-DSIG] and MUST be present when the RGiBomain
RO. If the<signature>is included in a Device RO it enables distributadrDevice ROs without the use of the RO
Acquisition protocol. Thesignature>element SHOULD NOT be present when the RO is dadeeRO and it is delivered
using the RO Acquisition protocol. TR attribute of axds:Reference>element of theds:Signedinfo>child element of
the<signature>SHALL reference the&rights> element by having the same value asoHes:id attribute of the<rights>
element (i.e., when present, the signature SHALImbee at least over theights> element). In compliance to the rules of
canonicalisation specified in Section 5.3.3, tlds:Reference>element MUST contain «ds: Transforms> element, that
contains a singleds:Transform> element that signals the use of the exclusive miaatisation algorithm without
comments. Theds:Keylnfo> child element of thesignature>element SHALL identify the signing key. The Device
MUST verify that the signing key is associated wvttik Rl identified in therilD> element.

The<timeStamp>value MUST be given in Universal Coordinated Tifbd C). The time-stamp provides replay protection,
see further in section 10.4. RIs MUST include aet8tamp for all Device ROs.

The<encKey>element is of typeenc:EncryptedKeyTypefrom [XML-Enc]. It consists of a wrapped concattoa of a
MAC key, Kuyac and an RO encryption keygK«. If the <rights> element does not contain a <dgtKi®> element (for
example if the <rights> element is used as paight;rsee REL, section 5.2.2), the RO encryption k&g, is still required
in the <encKey> element but, it is not used. Tchattribute of this element SHALL be present and $HAave the same
value as the value of thdRI attribute of the<ds:RetrievalMethod> element in thexds:KeylInfo> elements (if present)
inside the<rights> element. Theds:Keylnfo> child element of theencKey>element SHALL identify the wrapping key.
In the case of a Rights Object intended for a Deuige child of thetds:Keylnfo> element SHALL be the
<roap:X509SPKIHash>element, identifying a particular DRM Agent's peliiey through the (SHA-1) hash of the DER-
encodedsubjectPublicKeyInfovalue in its certificate. In the case of a Rigbtgject intended for a Domain, it will be of the
type <oap:domainiD> element, identifying the correct Domain key.

Note that the encrypted key material consistsvofkeys - a MAC key and a Rights Object Encryptiog. ke Rights Object
Encryption key MUST be present, even if it is urdisecases where the <rights> object does not ooatads:Keylnfo>

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C Page 49 (220)

element. For further information on packaging th&@®/key and the Rights Object Encryption key, seeKky Management
discussion in section 7.

Further elements MAY be included into the ROPaylafidr the<encKey>element. Devices MUST disregard any unknown
elements. A <roPayloadAliases> element SHOULIbkided in the ROPayload.

Theversion attribute indicates the version of the ROPaylgge t For this version of the OMA DRM specificatighe value
SHALL be “1.1". Future versions of OMA DRM may deé minor upgrades of the ROPayload and define iaddit
elements to follow theencKey>element. However, minor version upgrades mustysvba backwards compatible. The
ROPayload version must not be confused with the QMM version, which is independently set. The rea®o having
different versions is to enable Domain ROs to lareth between Devices with different OMA DRM protbeersions.

Theid attribute of the(ROPayloadtype identifies the RO and MUST correspond teesiD> value in the previous ROAP-
RORequest, if there was one. Tilaattribute is also used as a reference point ®MAC as described in the previous
section. This Rights Object identifier MUST unigu@entify a rights object; i.e. any two ROs shgrthe same RO-id
MUST be equivalent (have identical Exclusive Canahforms).

Thestateful attribute, when present and set taé&”, indicates that the RO contains stateful rights. heeds replay
protection). Thed attribute MUST be globally unique when this atiitibis present and set to true, in order to enable
Device to correctly enforce replay protection (Natee way for an Rl to generate globally uniquentifiers is to combine

an RI-unigue and freshly generated nonce with tshlof the RI's public key). If ttetateful attribute is not present, or is set
to "false’, then the RI does not regard the RO as stateful.

ThedomainRO attribute, when present and settimé", indicates that the RO is for a Domain. If themainRO attribute is
not present, or is set téalse’, then the RO is for a particular Device.

TheriURL attribute, if present, SHALL contain a URL that thevice can use to contact the RI. In case of a&omRO, a
HTTP GET on this URL SHOULD return either a JoinDBmROAP Trigger or a (X)HTML page that starts ateraction
with the User which may eventually lead to a Joinfaon ROAP Trigger. In case of Device RO, an HTTPTGéqguest to
this URL SHOULD return either a RegistrationRequR&AP Trigger or a (X)HTML page that starts an iatgion with the
User which may eventually lead to a Registrationiesti ROAP Trigger.The value of thHRL MUST be a URL according
to [RFC2396], and MUST be an absolute identifier.

5.3.11 The <roPayloadAliases> element

An <roPayloadAliases>element SHOULD be included in the ROPayload dafiexkencKey>element.

<element name="roPayloadAliases">
<complexType>
<sequence>
<element name="roAlias" type="roap:String80" minOccurs="0"/>
<element name="domainAlias" type="roap:String 80" minOccurs="0"/>
<element name="riAlias" type="roap:String80"/ >
<any processContents="lax" minOccurs="0" maxO ccurs="unbounded"/>
</sequence>
</complexType>
</element>

The<riAlias>, <roAlias> and<domainAlias> elements are as described for ROAP Triggers iticseb.2.1. The<riAlias>
SHOULD always be specified. If thgiAlias> does not exist in the Rl Context, it SHALL be sduethe Rl Context for
future use. TharoAlias> MAY be specified for any RO, but it SHOULD be sjied for Group, Parent or multi-asset ROs.
The<domainAlias> SHOULD be specified for Domain ROs. If taidomainAlias> does not exist in the Domain Context, it
SHALL be saved in the Domain Context for future.use

Future versions of OMA DRM MAY define additionalades to be located in tkeoPayloadAliases>element after the
<riAlias> element (validating against tkany/> element). Unknown elements MUST be disregarded
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5.3.12 The Nonce type

TheNoncetype is used to carry arbitrary values in the R(Qpdétocol messages. A nonce, as the name implies, lbe used
only once. For each ROAP message that requireseerelement to be sent, a fresh nonce SHALL bergtterandomly
each time. Nonce values MUST be at least 14 oldets Devices MUST at least support nonce valuesctdts long.

<simpleType name="Nonce">
<restriction base="base64Binary">
<minLength value="14"/>
</restriction>
</simpleType>

5.4 ROAP Messages

In this section, ROAP protocol suite messagesuydinl their parameters, encodings and semanticdedireed. The ROAP
protocol messages are divided into five categoRegjistration, Identification, RO Acquisition, Doinananagement and
Metering.

5.4.1 Notation
In the message parameter tables below, "M" staordSrfandatory presence” and "O" stands for "optipnasence”.

5.4.2 Registration Protocol
54.2.1 Device Hello

The ROAP-DeviceHello message is sent from the Retdche Rights Issuer to initiate the 4-pass Regien protocol. This
message expresses Device information and prefesence

54.21.1 Message description
Parameter ROAP-DeviceHello
Version M
Device ID M
Supported Algorithms (0]
Extensions (0]

Table 2: Device Hello Message Parameters

Versionis a <major.minor> representation of the higheSAR version number supported by the Device. DeBST
support all versions prior to the one they sugdest.this version of the protocol, Version SHALL &et to 1.1". Minor
version upgrades must always be backwards comeatibl

Device IDidentifies the Device to the RI. The only idergifcurrently defined is the hash of the Devicelslipikkey info, as

it appears in the certificate (i.e. the hash ofdbmplete DER-encodedibjectPublicKeylnfo component in the Device's
certificate). The default hash algorithm is SHAFhe Device MUST send at least one Device ID. Ire@®evice holds
multiple public keys, the Device MAY select onenoore of these public keys and send the correspgridiavice IDs. Other
identifiers are allowed but interoperability whesing them is not guaranteed.

Supported Algorithmilentifies the cryptographic algorithms (hash alfpons, MAC algorithms, signature algorithms, key
transport algorithms and key wrap algorithms) Hratsupported by the Device. Algorithms are iderdifising common
URIs. The following algorithms and associated URISST be supported by all Devices and RIs:

Hash algorithms:
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SHA-1: http://www.w3.0rg/2000/09/xmldsig#shal

MAC algorithms:
HMAC-SHA-1: http://www.w3.0rg/2000/09/xmldsig#hmac-shal

Signature algorithms:

RSA-PSS-Defaulthttp://www.rsasecurity.com/rsalabs/pkcs/schemashikrsa-pss-default

Key transport algorithms:
RSAES-KEM-KDF2-KW-AES128:

http://www.rsasecurity.com/rsalabs/pkcs/schemasiiktsaes-kem-kdf2-kw-aes128

Key wrapping algorithms:

AES-WRAP: http://www.w3.0rg/2001/04/xmlenc#kw-aes128

Canonicalisation algorithms:
Exclusive Canonicalisation: http://www.w3.0rg/2000/xml-exc-c14n#

SHA-1 is defined in [SHA-1]. HMAC-SHA-1 is definéd [HMAC]. RSA-PSS-Default is RSASSA-PSS with all
parameters having default values (see [PKCS-1] AgpeC). AES-WRAP is defined in [AES-WRAP]. RSA-KEM
KDF2-KW-AES128 is defined in Section 7, Key Managem Exclusive Canonicalisation is defined in [XGd4its
use is further explained in Section 5.3.3 of tlosuient.

Use of other algorithm URIs is optional. Sinceldivices and all Rls must support the algorithmsrabthey need
not be sent. Only URIs for algorithms not in thgt heeds to be sent in a ROAP-DeviceHello message.

ExtensionsThere are no extensions defined for the ROAP-Eello message.

54.21.2 Message syntax

The<deviceHello>element specifies the ROAP-DeviceHello messagestwilithe first message sent in the 4-pass ROAP
Registration protocol. It has complex typap:DeviceHello, which extends the basicap:Requesttype.

<element name="deviceHello" type="roap:DeviceHello" />

<complexType name="DeviceHello">
<annotation>
<documentation xml:lang="en">
Message sent from Device to RI to establish a n RI Context.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="version" type="roap:Version" />
<element name="devicelD" type="roap:ldentif ier"
maxOccurs="unbounded"/>
<element name="supportedAlgorithm" type="an yURI"
minOccurs="0" maxOccurs="unbounded  "/>
<element name="extensions" type="roap:Exten  sions"
minOccurs="0"/>
</sequence>
</extension>
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</complexContent>
</complexType>

The following schema fragment defines Wersion type. As noted above, for this version of ROAP vialue shall bel'1".

<simpleType name="Version">
<restriction base="string">
<pattern value="\d{1,2\.\d{1,3}"/>
<[restriction>
</simpleType>

The following schema fragment defines ttentifier type and its alternatives. Any non-standard idientvalue must be
expressed in well-formed XML.

<complexType name="Identifier">
<choice>
<element name="keyldentifier" type="roap:Keylde ntifier"/>
<any namespace="##other" processContents="stric t"/>
</choice>
</complexType>

<complexType name="Keyldentifier" abstract="true"/>

A key can be defined by use of a hash of the kbg. ffash shall in this case be made over the DEBdexic
subjectPublicKeylnfo value from the applicable certificate.

<complexType name="X509SPKIHash">
<complexContent>
<extension base="roap:Keyldentifier">
<sequence>
<element name="hash" type="base64Binary"/>
</sequence>
<attribute name="algorithm" type="anyURI" def ault=" http://www.w3.0rg/2000/09/xmldsig#shal "/>
</extension>
</complexContent>
</complexType>

<I-- The corresponding ds:KeyInfo element -->
<element name="X509SPKIHash" type="roap:X509SPKIHas h"/>

54272 RI Hello

The ROAP-RIHello message is the second messagigeoRegistration protocol and is sent from the Ridbsuer to the
Device in response to a ROAP-DeviceHello messalge.message expresses Rl preferences and decisses in the
values supplied by the Device.

54.2.2.1 Message description

Parameter ROAP-RIHello
Status = “Success” Status# “Success”
M

Status

Session ID
Selected Version
RI'ID

Selected Algorithms @] -
RI Nonce M -

Y
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Trusted Device Authorities (@] -
Server Info (@] -
Extensions (@] -

Table 3: Rl Hello Message Parameters

Statusindicates if the ROAP-DeviceHello request was sgstully (Status = Success) handled or not. Indtter case an
error code as specified in Section 5.3.6 is sent.

Session I0s a protocol session identifier set by the RlisTdllows for several, concurrent, RI-Device sassio

Selected Versiois the selected ROAP version. The selected vemsitbive min(Device suggested version, highest ioers
supported by RI). This information is part of theGdntext.

RI ID identifies the RI to the Device. The only idergifcurrently defined is the hash of the Rightségsupublic key info,
as it appears in the certificate (i.e. the hasthefcomplete DER-encodedbjectPublicKeylInfo component in the
Rights Issuer’s certificate). The default hash athm is SHA-1. This information is part of the Rbntext.

Selected Algorithmspecifies the cryptographic algorithms (hash éiigor, signature algorithm, MAC algorithm and key
transport algorithm) to use in subsequent ROAR-&ctens. If the Device indicated support of onlgnmdatory algorithms
(i.e. left out the<supportedAlgorithms> element), or the RI only supports the mandataggrthms, then the Rl need not
send this field. Otherwise, the RI MUST providestharameter and MUST identify one algorithm of etyple. This
information is part of the RI context.

RI Noncels a random nonce sent by the RI. Nonces are ge&tkand used in this message as specified iroaeeB.12.

Trusted Device Authoritids a list of Device trust anchors recognised leyRh. This parameter is optional. The parameter is
not sent if the RI already has the Device's cegté or otherwise is able to verify a signature enayglthe Device. If the
parameter is present but empty, it indicates theievice is free to choose any Device certifitatauthenticate itself.
Otherwise the Device MUST choose a certificate mhgi back to one of the recognised trust ancharsstfanchors are
identified in the same manner as Devices and Rls.

Server Infocontains server-specific information that the Beunust return unmodified, in the ROAP-Registrafiequest.
The Device must not attempt to interpret the valiihnis parameter. Devices MUST support the Selnvder element being
of length 512 bytes and MAY support Server Infovedats of length greater than 512 bytes. Rls SHOW&Ep Server Info
length to 512 bytes or less.

ExtensionsThe following extensions are defined for the RGRMello message:

Peer Key IdentifierAn identifier for a Device public key stored byetRI. If the identifier matches one of the Device
ID’s in the preceeding DeviceHello message, it sgar RI has already stored that Device ID ana:¢ineesponding
Device certificate chain, and the Device need eatisthat certificate chain in a later request mgssThe RI may
choose exactly one of the Device ID’s from the peting DeviceHello message to be included in thieRd
message. Keys are identified in the same way agcBeare (a hash of the DER-encodebiectPublicKeylnfo
component of the Device's certificate). If the RbIstored the Device public key the RI MUST usg éxitension in

the ROAP-RIHello. This extension also informs thevige that the RI has the capability to store imfation about
Device certificates.

Certificate CachingWhen present, this extension indicates to the é&ethat the RI has the capability to store
information about the Device certificate and thavige certificate chain sending is not necessasubsequent
protocol instances once the Rl has received thecBeertificate chain. This extension is not neefidlte Peer Key
Identifier is used, since the latter contains eweme specific information.
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Device DetailsBy including this extension, the RI requests th&ibeto return Device-specific information such as
manufacturer and model in a subsequent ROAP-Rati@iRequest message. When present, the DevicéDetai
extension SHALL be empty (i.eextension xsi:type="roap:DeviceDetails"/>".

If the RI has capabilities to store Device certfis, then the Rl MUST send either Beer Key Identifieor theCertificate
Cachingextension in its ROAP-RIHello message. If the RGRIPiello contains deer Key Identifieextension, it
SHOULD NOT contain &ertificate Cachingextension.

The Device SHOULD note in the RI Context whether Bi has a correct public key for the Device staed/or whether
the RI has the capability to store information atibe Device’s certificate.

5.4.2.2.2 Message syntax

The<riHello> element specifies the ROAP-RIHello message, wisigent in response to the ROAP-DeviceHealhessage.
It has complex typeoap:RIHello.

<element name="riHello" type="roap:RIHello"/>

<complexType name="RIHello">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a deviceHello message.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="selectedVersion" type="roap:  Version"/>
<element name="rilD" type="roap:ldentifier" />
<element name="selectedAlgorithm" type="any = URI" maxOccurs="unbounded"
minOccurs="0"/>
<element name="riNonce" type="roap:Nonce"/>
<element name="trustedAuthorities" type="ro ap:Keyldentifiers" minOccurs="0"/>
<element name="serverinfo" type="base64Bina  ry" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
</sequence>
<attribute name="sessionld" type="roap:String 64"/>
</extension>
</complexContent>
</complexType>

<complexType name="Keyldentifiers">
<sequence minOccurs="0" maxOccurs="unbounded">
<element name="keyldentifier" type="roap:Keylde ntifier"/>
</sequence>
</complexType>

<simpleType name="String64">
<restriction base="string">
<maxLength value="64"/>
<[restriction>
</simpleType>

The maximum length of the sessionld attribute SHAIE 64 bytes.
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The following schema fragment defines the Peer Identifier extension:

<complexType name="PeerKeyldentifier">
<complexContent>
<extension base="roap:Extension"/>
<element name="identifier" type="roap:Keylde  ntifier"/>
</extension>
</complexContent>
</complexType>

The following schema fragment defines tertificate Cachingextension:

<complexType name="CertificateCaching">
<complexContent>
<extension base="roap:Extension"/>
</complexContent>
</complexType>

The following schema fragment defines evice Detailextension:

<complexType name="DeviceDetails">
<complexContent>
<extension base="roap:Extension">
<sequence minOccurs="0">
<element name="manufacturer" type="roap:Stri  ng64"/>
<element name="model" type="roap: String64"/>
<element name="version" type="roap:String64" />
</sequence>
</extension>
</complexContent>
</complexType>

The maximum length of the <manufacturer> SHALL Heb§tes. The maximum length of the <model> SHAL L6debytes.
The maximum length of the <version> SHALL be 64dsyt

5.4.2.3 Registration Request

A Device sends the ROAP-RegistrationRequest medsame RI to request registration with the RI. Thessage is sent as
the third message in the 4-pass Registration pobtoc

5.4.2.3.1 Message description
Parameter ROAP-RegistrationRequest
Session ID M
Device Nonce M
Request Time M
Certificate Chain (@)
Trusted RI Authorities (0]
Server Info (@)
Extensions (@)
Signature M

Table 4: Registration Request Message Parameters
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Session IDBHALL be identical to the Session ID parametethefpreceding ROAP-RIHello message, otherwise the R
SHALL terminate the Registration protocol.

Device Noncés a nonce chosen by the Device. Nonces are gedesad used in this message as specified in sextfol2.

Request Times the current DRM Time as measured by the De@omnected Devices and Unconnected Devices that
support DRM Time MUST insert their current DRM Tintethe DRM Agent is not previously registered lwihe Rights
Issuer, then the Rights Issuer’s trust model ismnomkn; therefore the DRM Agent is free to choose avsilable time to send
as theRequestTimdf the DRM Agent has previously registered witle Rl the DRM Agent MUST choose the DRM Time
which corresponds to the trust model previoushdusethe RI. Unconnected Devices that do not sudpBM Time MUST
use the valueUndefined'.

Certificate Chain This parameter MUST be present unless the pregdRIDAP-RIHello message contained Beer Key
Identifier extension and its value identified the key inDre¥ice's current certificate. When present, theealf aCertificate
Chainparameter shall be a certificate chain includhmgDevice's certificate. The chain SHALL not incutie root
certificate. The Device certificate must come firsthe list. Each following certificate must ditlgccertify the one
preceding it. If the RI indicated trust anchor prehces in the previous ROAP-RIHello message, théde MUST select a
Device certificate and chain which chains backrie of the trust anchors indicated by the RI. Thisies the features of
[RFC3546]. The RI may need to update this infororatiased on the receiv&rtificate Chain

Trusted RI Authoritiess a list of RI trust anchors recognised by theibe If the parameter is empty, it indicates tinet RI
is free to choose any certificate. Trust anchoesd@dentified in the same way as Devices and Rls.

Server Info As discussed above, this parameter will only tesent if aServer Infgparameter was present in the preceding
ROAP-RIHello message. In that case, Swever Infoparameter MUST be present and MUST be identicdiédServer Info
parameter received in the preceding ROAP-RIHellgsage.

ExtensionsThe following extensions are defined for the ROGREyistrationRequest message:

Peer Key IdentifierAn identifier for an RI public key stored in theefice. If the identifier matches the RI ID in the
preceding RI Hello message, it means the RI needara down its certificate chain in its respongssage. Keys
are identified in the same way as Devices and RIs.

No OCSP ResponsBresence of this extension indicates to the Rithiee is no need to send any OCSP responses
since the Device has cached a complete set of @UiEP responses for this RI.

OCSP Responder Key Identifidthis extension identifies a trusted OCSP respokegistored in the Device and is
used to save bandwidth. If the identifier matcliesKkey in the certificate used by the RI's OCSPoeder, the RI
MAY remove the OCSP Responder certificate chaimfthe OCSP response before providing the OCSP msspo
the Device.

Device DetailsThis extension defines three fields: manufacturedel and version. The manufacturer field
identifies the Device’ manufacturer, the modeldiglentifies the Device's model and the versiol fidentifies the
Device's version as defined by its manufactureis €ktension MUST be supported and MUST be sest Dgvice
that receives an empBevice Details extension in a ROAP-RIHello message.

The Device MUST send tHeeer Key Identifieextension if, and only if, it has stored the Rbjicikey corresponding to the
RI ID in the preceding Rl Hello message. The DeWltéST send thiéNo OCSP Responsxtension if, and only if, it has a
complete set of valid OCSP responses for the Rificate chain. The Device MUST send t®€SP Responder Key
Identifier extension if, and only if, it has stored an OCSRponder key for this RI.

Signatureis a signature on data sent so far in the protdde signature is made using the Device's prikayeon the two
previous messages (ROAP-DeviceHello, ROAP-RIHel) the current message (besidesSiigaatureelement itself). The
signature method is as follows:

- The previous messages and the current one exapighatureelement is canonicalised according to Sectior85.3.
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- The three messages are concatenated in their ¢bgiced order, starting with the ROAP-DeviceHell@essage. The
resulting datal is considered as input to the signature operalibe.signature is calculated drin accordance with the
rules of the negotiated signature scheme.

The RI MUST verify the signature on the ROAP-ReagitithnRequest message.

5.4.2.3.2 Message syntax

The<registrationRequest>element specifies the ROAP-RegistrationRequessages which is the third message in the
ROAP Registration protocol. It has complex typap:RegistrationRequest which extends the basicap:Requesttype.

<element name="registrationRequest" type="roap:Reqi strationRequest"/>

<complexType name="RegistrationRequest">
<annotation>
<documentation xml:lang="en">
Message sent from Device to RI to request reg istration.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="nonce" type="roap:Nonce"/>
<element name="time" type="roap:dateTimeOrU  ndefined"/>
<element name="certificateChain" type="roap :CertificateChain"
minOccurs="0"/>
<element name="trustedAuthorities" type="ro ap:Keyldentifiers"
minOccurs="0"/>
<element name="serverInfo" type="base64Bina  ry" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
</sequence>
<attribute name="sessionld" type="roap:String 64" use="required"/>
</extension>
</complexContent>
</complexType>

The maximum length of the sessionld attribute SHAIE 64 bytes.

The<time> element expresses, in UTC, the current DRM Timmeasured by the Device. The valluntiefined’ is used
by Unconnected Devices that do not support DRM Time

<simpleType name="dateTimeOrUndefined">
<union memberTypes="dateTime roap:UndefinedString ">
</simpleType>

<simpleType name="UndefinedString">
<restriction base="string">
<enumeration value="Undefined"/>
</restriction>

</simpleType>

The following schema fragment defines tertificateChain type, containing a sequence of one or more baseédded
X.509 certificates in DER-encoded form.

<complexType name="CertificateChain">
<sequence maxOccurs="unbounded">
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<element name="certificate" type="base64Binary" />
</sequence>
</complexType>

The following schema fragment defines the extersitefined for the ROAP-RegistrationRequest mes@aggdes the Peer
Key Identifier and Device Details extensions alieddfined earlier in this document):

<complexType name="NoOCSPResponse">
<complexContent>
<extension base="roap:Extension"/>
</complexContent>
</complexType>

<complexType name="OCSPResponderKeyldentifier'>
<complexContent>
<extension base="roap:Extension">
<sequence>
<element name="identifier" type="roap:Key Identifier"/>
</sequence>
</extension>
</complexContent>
</complexType>

5.4.2.4 Registration Response

The ROAP-RegistrationResponse message is sentfioiRights Issuer to the Device in response to ARO
RegistrationRequest message. This message comtietBegistration protocol, and if successful, éemthe Device to
establish an RI Context for this RI.

54.24.1 Message description
Parameter ROAP-RegistrationResponse
Status = “Success” Status # “Success”
Status M M
Session ID M o
Rl URL M -
Certificate Chain (0] -
OCSP Response O -
Extensions (@) -
Signature M -

Table 5: Registration Response Message Parameters

Statusindicates if the ROAP-RegistrationRequest messagesuccessfully (Status = Success) handled otmtite latter
case an error code as specified in Section 5.%6érits

Session ICBHALL be identical to the Session ID of the prangdROAP-RegistrationRequest (and ROAP-RIHello)
message. If the Session ID of the ROAP-RegistrR&sponse does not equal the Session ID of thespameing ROAP-
RIHello, the Device MUST terminate the protocol eT®ession ID can be present only if the Rightselssould detect the
session identifier in the registration request.

RI URL if the ROAP-RegistrationRequest message was sefidg Status=Success) then the Rl URL parameticates
the ROAP URL that SHOULD be stored in the Rl Conht&kis URL can be used by the Device in laterrettons with the
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RI to send ROAP requests. Section 5.1.12 defiresules for ROAP URL selection. The value of theapgeter MUST be a
URL according to [RFC2396], and MUST be an absadldeatifier.

Certificate chain This parameter MUST be present unless the pregdRDAP-RegistrationRequest message contained the
Peer Key Identifieextension, the extension was not ignored by theRl its value identified the RI's current key.&tth
present, the value of@ertificate Chainparameter shall be a certificate chain includimgRI's certificate. The chain MUST
NOT include the root certificate. The RI certifieahust come first in the list. Each following ckctite must directly certify
the one preceding it. If the Device indicated tausthor preferences in its ROAP-RegistrationRequesisage, the RI
SHOULD select a certificate and chain which ch&iask to one of the trust anchors in the Devicsts Tihis mimics the
features of [RFC3546}or security reasons the Device MUST discard thgisRation Response if the hash of the complete
DER-encodedubjectPublickeylnfecomponent in the received RI certificate does naticimthe value of the RI ID from the
preceding RI Hello message.

The Device MAY store RI certificate verificationtdaindicating that an RI certificate chain has beerified. The purpose
of this is to avoid repeated verification of thergacertificate chain. The RI certificate verificatidata stored in this way
MUST uniquely identify the RI certificate and MU®E integrity protected. The Device SHOULD checthi RI certificate
chain received in this parameter corresponds tetibred certificate verification data for this Rlso, the Device need not
verify the RI certificate chain again, otherwise tevice MUST verify the RI certificate chain aadiog to Section 6.2.

If an RI certificate is received that is not in &tered certificate verification data for this Bhd if the Device can determine
(in the case of Connected Devices and UnconnecteitBs that support DRM Time) that the expiry tiofiehe received RI
certificate is later than the Rl Context for thik &1d the certificate status of the RI certificateindicated in the OCSP
response igood (see [OCSP-MP]) then the Device MUST verify the ptete chain according to Section 6.2 and
SHOULD replace the stored RI certificate verifioatidata with the received RI certificate data agtdlse RI context expiry
time to that of the received RI certificate exgime.

However, if the Device does store RI certificatéfi@ation data in this way, it MUST store the expiime of the RI's
certificate (as indicated by the notAfter field kit the certificate) in the Rl Context and MUST quare the Device's
current DRM Time with the stored RI certificate @ydime whenever verifying the signature on sigmeglssages from the
RI. If the Device's current DRM Time is after thered RI certificate expiry time, then the Devic&JBIT abandon
processing the Rl message and MUST initiate thistragjon protocol.

OCSP Respons&his parameter, when present, SHALL be a com@etef valid OCSP responses for the RI's certdica
chain. The Device MUST NOT fail due to the presesicemore than one OCSP response element. This géeamill not be
sent if the Device sent the Extension No OCSP Respm the preceding ROAP-RegistrationRequest faadR| did not
ignore that extension). An exception to this is wkige Rl deems that the Device's DRM Time is ineat&u For the
processing of this parameter, see further in Se@&io

ExtensionsThe following extensions are defined for the ROR&gistrationResponse message.

Domain Name WhitelisfThis extension allows an RI to specify a listaifyf qualified domain names (as defined in
[RFC 2396]) that are to be regarded as trustethiopurposes of Silent and Preview headers. ThacB&UST
store the domain names in the Rl Context for thisThe Device MUST be able to use these domainasaior
processing DCFs containing the Silent header aegi®v header with method “preview-rights” and adfied
preview URL, as defined in section 5.2.2 of thisgment. The Device MUST treat each domain namewedén the
Domain Name Whitelist as if it were a fully quadifi domain name that had been extracted from arRRl U
according to the conditions defined in sectionbd.this document. The Device MUST be capableairsy a
minimum of 5 fully qualified domain names for edRhContext supported on the Device.

Signatureis a signature on data sent in the protocol. Téreasure is made using the RI's private key ompitfeious message
(ROAP-RegistrationRequest) and the current mesdzagides th&ignatureelement itself). The signature method is as
follows:

- The previous message as received (that is, inguti@Signatureelement) and the current one except the Signature
element is canonicalised according to Section 5.3.3
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- The two messages are concatenated in their chigicalerder, starting with the ROAP-RegistrationRest message.
The resulting datd is considered as input to the signature operalfibe.signature is calculated drin accordance with
the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUSIOT accept the Registration protocol as succéssiess the
signature verifies, the RI certificate chain hasrbsuccessfully verified, and the OCSP respondéeates that the RI
certificate status igood . If the registration failed the Device MUST NODrd the RI Context for this RI, otherwise the
Device SHOULD store the RI Context for this RI.

The stored RI Context SHALL at a minimum contairvize ID, riURL, RI ID, Selected Version, Selec#@lgorithms, a
Certificate Caching indication if the RI has stothd Device certificate or not , and a referencénéoDRM Time for the
trust model of the RI. The Rl Context MAY also caintRI certificate validation data, OCSP resporagrand the current
set of OCSP responses. The Rl Context SHALL alswaio an RI Context Expiry Time, which is definedde the RI
certificate expiry time. If the registration prosdsas started with a Registration Trigger that @ioed the<riAlias>
element, the RI Context SHALL also contain the i@8l For Unconnected Devices that do not suppoiORne, the RI
Context is infinite i.e., it does not have an eypime. If the Rl Context has expired, the Device 8T NOT execute any
other protocol than the 4-pass Registration prdtaith this RI, and upon detection of Rl Contexpiy the Device
SHOULD initiate the Registration protocol using thBL as defined by the selection mechanism in sedil.1210. The
Device SHALL have at most one Rl Context with eRthAn existing Rl Context SHALL be replaced witmawly
established RI Context after successful re-redistravith the same RI.

Note that any cached OCSP responses have theivalidity period, which normally will be much shortdan the validity
period of the RI Context. Per [OCSP-MP], if an OG88ponse does not have the nextUpdate presentiitdRM Agent
MUST not cache the OCSP response.

Devices and Rights Issuers MUST store the Devicarl® RI ID that have been negotiated after theessfal registration
protocol run.

5.4.2.4.2 Message syntax

The<registrationResponse>element specifies the ROAP-RegistrationResponssage, and constitutes the last message
in the Registration protocol. It has complex typep:RegistrationResponsewhich extends the basioap:Responseype.

<element name="registrationResponse" type="roap:Reg istrationResponse”/>

<complexType name="RegistrationResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a registrationRequest message.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="riURL" type="anyURI"/>
<element name="certificateChain" type="roap  :CertificateChain"
minOccurs="0"/>
<element name="ocspResponse" type="base64Bi  nary" minOccurs="0"
maxOccurs="unbounded"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
</sequence>
<attribute name="sessionld" type="roap:String 64"/>
</extension>
</complexContent>
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</complexType>
The maximum length of the sessionld attribute SHAIE 64 bytes.

The following schema fragment defines the DomaimiaVhitelist extension:

<complexType name="DomainNameWhiteList">
<complexContent>
<extension base="roap:Extension">
<sequence maxOccurs="5">
<element name="dn" type="roap:String80"/>
</sequence>
</extension>
</complexContent>
</complexType>

The maximum length of the <dn> SHALL be 80 bytes.

54.3 Identification Protocol

If a Device receives an Identification Trigger thevice MUST respond with an IdentificationRequesssage and the RI
MUST respond to this message with an Identific&iesponse message. If the Rl determines that & oehave any
registration information for the Device it SHOULBr&l an IdentificationResponse message withsthisattribute equal to
“NotRegistered”

54.3.1 Identification Request

The ROAP-Identification message is sent from theieto the Rights Issuer to initiate the 2-pasntdication protocol.
This message contains Device specific information.

543.1.1 Message description
Parameter ROAP-IdentificationRequest
Version M
Device ID M
Extensions O

Table 6: Identification Request Message Parameters

VersionSHALL be identical to th&ersionparameter as described in Device Hello message.
Device IDSHALL be identical to th®evice IDparameter as described in Device Hello message.

ExtensionsThere are no extensions defined for the ROAP-IfleationRequest message.

54.3.1.2 Message syntax

The ddentificationRequest> element specifies the ROAP-IdentificationRequesssage. It has complex type
roap:ldentificationRequest, which extends the basioap:Requesttype.

<element name="identificationRequest" type="roap:ld entificationRequest"/>

<complexType name="ldentificationRequest">
<annotation>
<documentation xml:lang="en">
Message sent from Device to RI to identify th e Device.
</documentation>
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</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="version" type="roap:Version" />
<element name="devicelD" type="roap:ldentif ier"
maxOccurs="unbounded"/>
<element name="extensions" type="roap:Exten  sions"
minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

5.4.3.2 Identification Response

The ROAP-IdentificationResponse message is semt fih@ Rights Issuer to the Device in responseROQAP-
IdentificationRequest message.

5.4.3.2.1 Message description

Parameter ROAP-IdentificationResponse
Status M

Table 7: Identification Response Message Parameters

Statusindicates if the ROAP-IdentificationRequest messags successfully (StatusSaccesshandled or not. In the latter
case an error code as specified in Section 5.%éris

5.43.2.2 Message syntax

The <ddentificationResponse element specifies the ROAP-IdentificationRespansssage. It has complex type
roap:ldentificationResponse

<element name="identificationResponse" type="roap:| dentificationResponse"/>

<complexType name="ldentificationResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  an IdentificationRequest message.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
</extension>
</complexContent>
</complexType>

5.4.4 RO Acquisition
5441 RO Request

The ROAP-RORequest message is sent from a Devime R to request Rights Objects. This messadeifitst message
of the 2-pass RO Acquisition protocol.
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544.1.1 Message description

ROAP-RORequest
Parameter Mandatory/Optional

Device ID

Domain ID
RI'ID

Device Nonce

Request Time
RO Info

Certificate Chain

oo | Z[Z[ 5101 L

Extensions

<

Signature

Table 8: RO Request Message Parameters

Device IDidentifies the requesting Device. The value MU§Ta& the stored Device ID as specified in SectignZ4.1.
Domain ID, when present, identifies the Domain for which tbguested ROs shall be issued.

RI ID identifies the authorizing RI. The value MUST elgihe@ stored RI ID as specified in Section 5.42.4.

Device Noncés a nonce chosen by the Device. Nonces are gedesad used in this message as specified in ses#0l2.
Request Timis the current DRM Time, as seen by the Device.

RO Infoidentifies the requested Rights Object(s). Theupgter consists of a (non-empty) set of Rights Qbjkentifiers
identifying the requested Rights Objects, and &mheRO identifier an optional hash of the DCF aisded with the
requested RO. The DCF hash SHOULD be included wheevice is in possession of the associated DGIESS its
inclusion, as determined by some vendor-specifiorithm, would be impractical (e.g. due to the sitéhe DCF). If the 2-
pass protocol is initiated by a ROAP Trigger, thevide SHOULD use thecontentID> elements of the ROAP Trigger to
identify the associated DCF(s) over which a DCFh&iwuld be calculated. The DCF hash, if compWadST be
computed as specified in section 5.Fofor! Reference source not found.using the SHA-1 algorithm.

If the RO refers to more than one (P)DCF, the DRyk#At MAY send multiple DCF Hashes (one per (P)D&femred by the
RO) by duplicating the <rolD> in the <rolnfo> elemieRefer to Annex G.1.6 for an example of the ipldtDCF Hashes
case.

Certificate Chain This parameter is sent unless it is indicatetth&éR|1 Context that this Rl has stored necessaxydee
certificate information. When present, the paramestue SHALL be as described for tBertificate Chainparameter in the
ROAP-RegistrationRequest message.

ExtensionsThe following extensions are defined for the ROR®Request message:

Peer Key IdentifierAn identifier for an RI public key stored in theefice. If the identifier matches the stored RI ID
as specified in Section 5.4.2.4.1, it means theiddvas already stored the RI ID and the correspgridl certificate
chain, and the RI need not send down its certdiciin in its response message.

No OCSP ResponsBresence of this extension indicates to the Rithiee is no need to send any OCSP responses
since the Device has cached a complete set of @lifP responses for this RI.
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OCSP Responder Key Identifidihis extension identifies an OCSP responder kagdtm the Device. If the
identifier matches the key in the certificate ubgdhe RI's OCSP responder, the RI MAY remove tixS©
Responder certificate chain from the OCSP respbagse providing the OCSP response to the Device.

Transaction IdentifierAllows a Device to provide the RI with informatidor tracking of transactions, for example
relating to loyalty programs (an example of thisilddoe reward scheme information from the DCF sahjeifhe
Device SHOULD use thecontentID> elements of the ROAP Trigger, when present, tatiflethe associated
DCF(s) from which the TransactionID should be estied. If no<contentlD> elements have been included in the
trigger, then the Transaction Identifier SHOULD betused.

The Device MUST send tHeeer Key Identifieextension if, and only if, it has stored the Rbjicikey corresponding to the
stored RI ID as specified in Section 5.4.2.4.1. Deeice MUST send tho OCSP Responsgatension if, and only if, it has
a complete set of valid OCSP responses for theefificate chain. The Device MUST send tBESP Responder Key
Identifier extension if, and only if, it has stored an OCSBf®ader key for this RI.

Signatureis a signature on this message (besideSitpeatureelement itself). The signature method is as falow

- The message except tBgnatureelement is canonicalised according to Sectior85.3.

- The result of the canonicalisatiah,is considered as input to the signature operalibe signature is calculated din
accordance with the rules of the negotiated sigaetoheme

The RI MUST verify the signature on the ROAP-RORexfunessage.

54.4.1.2 Message syntax

The<roRequest>element specifies the ROAP-RORequest messagas ikdmplex typeoap:RORequest which extends
the basicdoap:Requesttype.

<element name="roRequest" type="roap:RORequest"/>

<complexType name="RORequest">
<annotation>
<documentation xml:lang="en">
Message sent from Device to RI to request an  RO.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="devicelD" type="roap:ldentif  ier"/>
<element name="domainID" type="roap:Domainl  dentifier"
minOccurs="0"/>
<element name="riID" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name="time" type="dateTime"/>
<element name="rolnfo">
<complexType>
<sequence maxOccurs="unbounded">
<element name ="rolD" type="ID"/>
<element name="dcfHash" minOccurs="0" >
<complexType>

<sequence>

<element name="hash" type="base 64Binary"/>
</sequence>
<attribute name="algorithm" type=  "anyURI”

default="http://www.w3.0rg/2000/09/xmldsig#s  hal"/>
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</complexType>
</element>
</sequence>
</complexType>
</element>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar  y"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the Traneadilentifier extension:

<complexType name="Transactionldentifier">
<complexContent>
<extension base="roap:Extension">
<sequence maxOccurs="unbounded”>
<element name="contentID" type="anyURI"/>
<element name="id">
<simpleType>
<restriction base="string">
<length value="16"/>
</restriction>
</simpleType>
</element>
</sequence>
</extension>
</complexContent>
</complexType>

5.4.4.2 RO Response

The ROAP-ROResponse message is sent from thetRé tDevice either in response to a ROAP-RORequessage (two-
pass variant) or by Rl initiative (one-pass vanialttcarries the protected ROs.

54421 Message description
Parameter ROAP-ROResponse
2-pass 2-pass 1-pass
Status = Success| Status# Success

Status M M M
Device ID M - M
RI'ID M - M
Device Nonce M - -
Protected ROs M - M
Certificate Chain O - (0]
OCSP Response @] - M
Extensions (0] - 0]
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Signature M - M

Table 9: RO Response Message Parameters

Statusindicates if the request was successfully handtetbt. In the latter case an error code specifigsection 5.3.6 is
sent.

Device IDidentifies the requesting Device, in the same reaas in the ROAP-DeviceHello message as spedifisdction
5.4.2.1.1. The value returned here MUST equal tbeid2 ID sent by the Device in the ROAP-RORequestgage that
triggered this response in the 2-pass ROAP. Irithass ROAP, the value MUST equal the stored Ddidaaf the recipient
Device as defined in Section 5.4.2.4.1. If the DeuD is incorrect, the ROAP-ROResponse processithdail and the
Device MUST discard the received ROResponse PDU.

RI ID identifies the RI. In the 2-pass protocol, theueaMUST equal the RI ID sent by the Device in thecpding ROAP-
RORequest message. In the 1-pass protocol, the VWHUST equal the stored RI ID as specified in $ech.4.2.4.1.

Device NonceThis parameter, if present (2-pass), MUST havestiee value as the corresponding parameter vathe in
preceding ROAP-RORequest. If the Device Noncedsrirect, the ROAP-ROResponse processing will fail the Device
MUST discard the received ROResponse PDU.

Protected RO(sare the Rights Objects (in the form<®rotectedRO>elements), in which sensitive information (such as
content encryption keys, CEKSs) is encrypted.

Certificate Chain This parameter MUST be present unless a prec&RIDWP-RORequest message contained the Peer Key
Identifier extension, the extension was not igndrgdhe RI, and its value identified the RI's catrkey. When present, the
value of aCertificate Chainparameter shall be as described forGeetificate Chainparameter of the ROAP-
RegistrationResponse message. An Rl MUST includeptrameter in a 1-pass ROAP if the Rl has natived an

indication that the Device has cached the RI'sfagate chain.

The Device SHOULD check if the RI certificate cha&teived in this parameter corresponds to stoeeificate verification
data for this RI. If so, the Device need not vetifg RI certificate chain again, otherwise the De\WUST verify the RI
certificate chain and MUST compare the hash ottirapleteDER-encodedubjectPublickeyinfeomponent in the received
RI certificate with the RI ID from the requestalf RI certificate is received that is not in theretl certificate verification
data for this RI, and if the expiry time of theea®d RI certificate is later than the Rl Context this RI, and the certificate
status of the RI certificate as indicated in theSPCGesponse ood, then the Device MUST verify the complete chain and
SHOULD replace the stored RI certificate verifioatidata with the received RI certificate data agtdlse RI context expiry
time to that of the received RI certificate exgime.

OCSP Respons&his parameter, when present, SHALL be a com@etef valid OCSP responses for the RI's certdica
chain. The Device MUST NOT fail due to the preseofcmore than one OCSP response element. This paéeamill not be
sent if the Device sent the Extension No OCSP Respin a preceding ROAP-RORequest (and the Rlaiignore that
extension). For the processing of this parameésr ferther Section 6.

ExtensionsThe following extensions are defined for the ROR®Response message:

Transaction IdentifierAllows an Rl to provide a Device with informatifor tracking of transactions, for example
relating to loyalty programs (an example of thisilddoe reward scheme information from the DCF). RhWéAUST
NOT include a Transactionldentifier ROAP extensiothe ROResponse when the ROResponse contains a RO
bound to a GrouplD as specified in section 10.74 parent ID as defined in section 10.5. Upon recempf a
ROResponse containing a Transactionldentifier R@Atlension and a RO bound to a GrouplD a Device MUST
ignore the Transactionldentifier ROAP extension.

ConfirmROlnstallationIndicates to the DRM Agent that it must confimstallation of the ROs contained in this
message by sending a ROAP-ROConfirmRequest PDiiet®L RO Confirmation is a critical extension.
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Signatureis a signature on data sent in the protocol. Teasure is computed using the RI's private keytedcurrent
message (besides tBeggnatureelement itself). The signature method is as fodlow

- All elements except thBignatureelement are canonicalised according to Sectio35.3

- The resulting datd is considered as input to the signature operalibe.signature is calculated dmn accordance with
the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUSIOT accept the RO acquisition as successful arites signature
verifies, the RI certificate chain has been sudodigsserified, and the OCSP response indicatesttma RI certificate status
is good . If the acquisition protocol failed, the Device 80U NOT install the received ROs.

Before installing any received ROs that are stat@fdicated by thestateful attribute of the<ro> element), the Device
MUST apply the RO Replay protection described mRleplay Protection Section

5.4.4.2.2 Message syntax

The<roResponse>element specifies the ROAP-ROResponse messdugs ttomplex typeoap:ROResponse which
extends the basioap:Responsetype.

<element name="roResponse" type="roap:ROResponse"/>

<complexType name="ROResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a roRequest message.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="devicelD" type="roap:ldentif ier"/>
<element name="rilID" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce" min  Occurs="0"/>
<element name="protectedRO" type="roap:Prot  ectedRO" maxOccurs="unbounded"/>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="ocspResponse" type="base64Bi  nary" minOccurs="0" maxOccurs="unbounded"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar  y"/>
</sequence>
</extension>
</complexContent>
</complexType>

Theroap:ProtectedRO type is defined in section 5.3.9.

The following schema fragment defines tbenfirmROInstallatiorextension:

<complexType name="ConfirmROlInstallation">
<complexContent>
<extension base="roap:Extension">
<attribute name="sessionld" type="roap:String64" u se="required"/>
</extension>
</complexContent>
</complexType>

Session ID is a protocol session identifier sethgyRI. This allows for several, concurrent confition sessions. The
maximum length of this attribute SHALL be 64 bytes.

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C Page 68 (220)

Thecritical attribute of theConfirmROlnstallatiortype SHALL be present and the value of the attel&Bi#lALL be “true”.

5.4.4.3 RO Confirm Request

The ROAP-ROConfirmRequest message is sent fromvic®& an Rl to confirm installation of one or madRights Objects
delivered in the preceding ROAP-RORResponse. Teissage SHALL only be sent if t@mnfirmROlnstallatiorextension
was included in the preceding ROAP-ROResponse.

54431 Message description
ROAP-ROConfirmRequest
Parameter 4-pass 3-pass
Session ID M M
Device ID M M
RIID M M
Device Nonce M M
Request Time M M
RO Confirm Info M M
Certificate Chain - o
Extensions o 0]
Signature M M

Table 10: RO Confirm Request Message Parameters

Session IDBHALL be identical to the Session ID attributetlod “ConfirmROlnstallation” extension parametetthod
preceding ROAP-ROResponse message, otherwise tBEIRILL terminate the confirmation protocol.

Device IDidentifies the requesting Device. The value MUSTadhe stored Device ID.
RI ID identifies the authorizing RI. The value MUST elgh@ stored RI ID.
Device Noncés a nonce chosen by the Device. Nonces are gedesad used in this message as specified in sextdol2.

Request Timis the current DRM Time as measured by the De@omnected Devices and Unconnected Devices that
support DRM Time MUST insert their current DRM Tinténconnected Devices that do not support DRM TMuST use
the value Undefined'.

RO Confirm Infddentifies the Rights Object(s) which were presglgussued to the Device and their installationustaThe
parameter consists of a (non-empty) set of Riglie identifiers and for each RO identifier whetbe not the RO was
successfully installed by the DRM agent. The statlge will be true if the corresponding RO wascassfully installed and
false if the RO was not installed for whatever ogas

Certificate Chain:This parameter is sent in the 3-pass ConfirmedARquisition Protocol unless it is indicated in RE
Context that this RI has stored necessary Devid#icate information. When present, the paramgtdue SHALL be as
described for th€ertificate Chainparameter in the ROAP-RegistrationRequest mes3ge parameter SHALL be omitted
for 4-pass Confirmed RO Acquisition Protocol.

ExtensionsThere are no extensions defined for the ROAP-R@G@omessage.

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C Page 69 (220)

Signatureis a signature on data sent so far in the protdde signature is made using the Device's prikayeon the
preceding ROAP-ROResponse and the current mesapgs from theSignatureelement itself). The signature method is as
follows:

- The previous messages and the current one exapighatureelement are canonicalised according to Sectio35.3

- The two messages are concatenated in their chigical@mrder, starting with the ROAP-ROResponse emgssThe
resulting datal is considered as input to the signature operalibe.signature is calculated dnn accordance with the
rules of the negotiated signature scheme.

The RI MUST verify the signature on the ROAP-ROGoNmRequest message, see section 9.2.
5.4.4.3.2 Message syntax

The<roConfirmRequest> element specifies the ROAP-ROConfirmRequest mesdabas complex type
roap:ROConfirmRequest, which extends the basicap:Requesttype.

<element name="roConfirmRequest" type="roap:ROConfi rmRequest"/>
<complexType name="ROConfirmRequest">
<annotation>
<documentation xml:lang="en">
Message sent from Device to Rl to communi  cate RO installation status.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="devicelD" type="roap:lde ntifier"/>
<element name="rilD" type="roap:ldentif  ier"/>
<element name="nonce" type="roap:Nonce" />
<element name="time" type="roap:dateTim  eOrUndefined"/>
<element name="roConfirmInfo" type="roa  p:roConfirminfo"/>
<element name="certificateChain" type="  roap:CertificateChain" minOccurs="0"/>
<element name="extensions" type="roap:E  xtensions" minOccurs="0"/>
<element name="signature" type="base64B inary"/>
</sequence>
<attribute name="sessionld" type="roap:St  ring64" use="required"/>
</extension>
</complexContent>
</complexType>

The maximum length of the sessionld attribute SHAIE 64 bytes.

The following schema fragment defines &@Confirminfoelement:

<complexType name="roConfirmInfo">
<sequence maxOccurs="unbounded" >
<element name ="rolD" type="ID"/>
<element name="installStatus" type="boolean"/>
</sequence>
</complexType>

5.44.4 RO Confirm Response

The ROAP-ROConfirmResponse message is sent fromRlItteethe Device in response to a ROAP-ROConfirgurRsst and
completes the confirmation process.
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5.444.1 Message description
Parameter ROAP-ROConfirmResponse
Status = Success Status# Success

Status M M

Session ID M @]

Device Nonce M -

RI'ID M -

Extensions 0] -

Signature M -

Table 11: RO Confirm Response Message Parameters

Statusindicates if the request was successfully handtetbt. In the latter case an error code specifi€section 5.3.6 is
sent.

Session ICBHALL be identical to th&ession 1Dof the preceding ROAP-ROConfirmRequest (and ROAMRBsponse)
message. If the Session ID of the ROAP-ROConfirpBese does not equal the Session ID of the comelspg ROAP-
ROConfirmRequest, the Device MUST terminate thequal. . The Session ID can be present only ifRights Issuer could
detect the session identifier in the ROAP-ROConRequest.

Device Noncés the nonce sent by the Device. This parameteSWVbave the same value as the corresponding paamet
value in the preceding ROAP-ROConfirmRequest. éf Brevice Nonce is incorrect, the ROAP-RoConfirmRese
processing will fail and the Device MUST discareé tleceived RO Confirm Response PDU.

RI ID identifies the RI. The value MUST equal the RI iEhsby the Device in the preceding ROAP-ROConfiriopirest
message.

ExtensionsNo extensions are defined for the ROAP-ROConfiespbnse message.

Signatureis a signature on data sent in the protocol. Theature is made using the RI's private key on timeeat message
(besides th&ignatureelement itself). The signature method is as faliow

- The current one except tiségnatureelement is canonicalised according to Sectior85.3.
- The signature is calculated on the canonicalisessage in accordance with the rules of the negdt&ithature scheme

The Device MUST verify this signature. A Device MUSIOT accept the confirmed RO Acquisition protoaslsuccessful
unless the signature verifies.

5.4.4.4.2 Message syntax

The<roConfirmResponse>element specifies the ROAP-ROConfirmResponse rges#iahas complex type
roap:ROConfirmResponse which extends the basiocap:Responsetype.

<element name="roConfirmResponse" type="roap:ROConf irmResponse"/>

<complexType name="ROConfirmResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a roConfirmRequest message.
</documentation>
</annotation>
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<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">

<element name="nonce" type="roap:Nonce"/>
<element name="rilID" type="roap:ldentifier" />

<element name="extensions" type="roap:Exten

<element name="signature" type="base64Binar y"/>

</sequence>

<attribute name="sessionld" type="roap:String 64" />

</extension>
</complexContent>
</complexType>

The maximum length of the sessionld attribute SHAIE 64 bytes.

5.4.5 Domain Management

54.5.1 Join Domain Request

sions" minOccurs="0"/>

The ROAP-JoinDomainRequest message is sent froevec®to an Rl and is a request to join a Domalris Thessage is

the first of the 2-pass Join Domain protocol.

545.1.1 Message description
ROAP-JoinDomainRequest
Parameter Mandatory/Optional
DevicelD M
RI ID M
Device Nonce M
Request Time M
Domain Identifier M
Certificate Chain 0]
Extensions o
Signature M

Table 12: Join Domain Request Message Parameters

Device IDidentifies the requesting Device. The value MU§Ta the stored Device ID as specified in Secti@gnZ4.1.

RI ID identifies the authorizing RI. The value MUST elgih@ stored RI ID as specified in Section 5.42.4.

Device Noncés a nonce chosen by the Device. Nonces are gedesad used in this message as specified in ses#0l2.

Request Timis the current DRM Time, as seen by the Devicenr@ated Devices and Unconnected Devices that suppor
DRM Time MUST insert their current DRM Time. Uncauted Devices that do not support DRM Time MUST thge

value ‘Undefined’.

Domain Identifiershall identify the Domain the Device wishes tajoi
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Certificate Chain This parameter is sent unleéSsrtificate Cachings indicated in the Rl Context with this RI. When
present, the parameter value shall be as desdbdide Certificate Chain parameter in the ROAP-RgtionRequest
message.

ExtensionsThe following extensions are defined for the RQ&IMDomainRequest message:

Peer Key IdentifierAn identifier for an RI public key stored in tlvice. If the identifier matches the stored RI ID
as specified in Section 5.4.2.4.1 or if it is emjityneans the Device has already stored the Rin®the
corresponding RI certificate chain, and the RI neeidsend down its certificate chain in its resgomessage.

No OCSP Responskresence of this extension indicates to the &tittiere is no need to send any OCSP responses
since the Device has cached a complete set of @UiEP responses for this RI.

OCSP Responder Key Identifidrhis extension identifies an OCSP responder kanedtin the Device. If the
identifier matches the key in the certificate ubgdhe RI's OCSP responder, the RI MAY remove tiS©
Responder certificate chain from the OCSP respbafee providing the OCSP response to the Device.

Hash Chain Supporthen this extension is present, it signals thatdient supports a technique of generating
Domain Keys through hash chains, see section 8.8.1.

The Device MUST send tHeeer Key Identifieextension if, and only if, it has stored the Rblicikey corresponding to the
stored RI ID as specified in Section 5.4.2.4.1. Deeice MUST send thdo OCSP Respongatension if, and only if, it has
a complete set of valid OCSP responses for thedgrsficate chain. The Device MUST send MESP Responder Key
Identifier extension if, and only if, it has stored an OCSRpdnder key for this Rl. The Device MUST sendHlagh Chain
Supportextension if, and only if, it supports hash-chdi®main keys.

Signatureis a signature on this message (excludingSigaatureelement itself). The signature method is as fadlow

- The message except tBgnatureelement is canonicalised according to Sectior85.3.

- The result of the canonicalisatial,is considered as input to the signature operalibe signature is calculated din
accordance with the rules of the negotiated sigeadlgorithm.

The RI MUST verify the signature on the ROAP-JoinfizinRequest message.

545.1.2 Message syntax

The<joinDomainRequest>element specifies the ROAP-JoinDomainRequest rges$izhas complex typ@ap:
DomainRequest which extends the basioap:Requesttype. Note that this type is used both for joid éeave Domain
request messages.

<element name="joinDomainRequest" type="roap:Domain Request"/>

<complexType name="DomainRequest">
<annotation>
<documentation xml:lang="en">
General PDU for sending Domain-related reques ts from a Device to an RI.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="devicelD" type="roap:ldentif  ier"/>
<element name="rilID" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name="time" type="roap:dateTimeOrU  ndefined"/>
<element name="domainID" type="roap:Domainl  dentifier"/>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
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<element name="signature" type="base64Binar y"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines tbhap:Domainldentifier type. The last three characters (digits) reprethent
Domain Generation (see section 8.8 for furtherrimi@ion). The other, preceding characters reprakenbomain baselD.
RIs will always respond with the Domain Key corresging to the most recent Domain Generation arttgsh chains are
not supported, all earlier Domain Keys for this omtoo.

<simpleType name="Domainldentifier">
<restriction base="string">
<pattern value=".{1,17}\d{3}"/>
<[restriction>
</simpleType>

The following schema fragment defines the Hash i€Baipport extension:

<complexType name="HashChainSupport">
<complexContent>
<extension base="roap:Extension"/>
</complexContent>
</complexType>

5.4.5.2 Join Domain Response

The ROAP-JoinDomainResponse message is sent bi/taraRDevice in response to a ROAP-JoinDomainRsigumessage.
This message is the second message in the 2-passg@rto join a Device to a Domain.

5.45.2.1 Message description

Parameter ROAP-JoinDomainResponse

Status = “Success” Status # “Success”
M

Status

Device ID
RI ID

Device Nonce

L= 2L

Domain Info

Certificate chain O -
OCSP Response @] -

Extensions (0] -

Signature M -

Table 13: Join Domain Response Message Parameters

Statusindicates if the request was successfully handiatbt. In the latter case an error code as sgecifi Section 5.3.6 is
sent.

Device IDidentifies the requesting Device. The value retdrhere MUST equal the Device ID sent by the Deindbe
ROAP-JoinDomainRequest message that triggereddsjsnse.
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RI ID identifies the RI. The value returned here MUSTiadhe RI ID sent by the Device in the precedi@AR-
JoinDomainRequest message.

Device NonceThis parameter MUST have the same value as thiesponding parameter value in the preceding ROAP-
JoinDomainRequest. If the Device Nonce is incorrda ROAP-Join Domain Response processing wiliafad the Device
MUST discard the received Join Domain Response PDU.

Domain Info This parameter carries Domain keys (encryptedguBievice’s public key) as well as information abtihe
maximum lifetime of the Domain. Devices MAY usehmger lifetime than suggested by the RI.

Certificate Chain This parameter MUST be present unless a precd&ID@P-JoinDomainRequest message contained the
Peer Key ldentifier extension, the extension wadgmored by the RI, and its value identified thsRurrent key. When
present, the value of@ertificate Chainparameter shall be as described forGleetificate Chainparameter of the ROAP-
RegistrationResponse message.

The Device SHOULD check if the RI certificate cha&teived in this parameter corresponds to stoedificate verification
data for this RI. If so, the Device need not vetifg RI certificate chain again, otherwise the De\WWUST verify the RI
certificate chain and MUST compare the hash ottivapleteDER-encodedubjectPublickeyinfeomponent in the received
RI certificate with the RI ID from the requestalf RI certificate is received that is not in theretl certificate verification
data for this RI, and if the expiry time of theea®d RI certificate is later than the RI Contextthis RI, and the certificate
status of the RI certificate as indicated in theSPGQesponse is "good," then the Device MUST vehié/complete chain and
SHOULD replace the stored RI certificate verifioatidata with the received RI certificate data agtdlse RI context expiry
time to that of the received RI certificate exgime.

OCSP Responsg&his parameter, when present, SHALL be a com@etef valid OCSP responses for the RI's certdica
chain. The Device MUST NOT fail due to the pregeatmore than one OCSP response element. Thimptgawill not
be sent if the Device sent the Extension No OCSsp&ese in the preceding ROAP-JoinDomainRequestttenRI did not
ignore that extension). For the processing ofphismeter, see further Section 6.

ExtensionsThe following extension is currently defined fbe ROAP-JoinDomainResponse message:

Hash Chain SuppartVhen this extension is present it indicates thatRI is using the technique of generating
Domain Keys through hash chains described in thmdhas Section. The Rl MUST NOT include this extensin
the ROAP-JoinDomainResponse unless the same extenas received in the preceding ROAP-JoinDomainiReq
If the Device receives the Hash Chains Supportnsioa then it needs only store the latest Domaipnfidea given
Domain.

Signatureis a signature on this message (besideSitpeatureelement itself). The signature method is as fadlow

- The message except tBgnatureelement is canonicalised according to Sectior85.3.

- The result of the canonicalisatial,is considered as input to the signature operattensignature is calculated drin
accordance with the rules of the negotiated sigradlgorithm.

The Device MUST verify this signature. A Device MUSIOT accept the Join Domain protocol as successfigss the
signature verifies, the RI certificate chain hasrbsuccessfully verified, and the OCSP respongdedtes that the Rl
certificate status igood . If the Join Domain protocol failed the Device MUSIOT store a Domain Context, otherwise the
Device MUST store the resulting Domain Context.

The stored Domain Context SHALL at a minimum camtdihe Domain ID (which includes the Domain Geriergt the
Domain Context Expiry Time, and, if applicable,indication that the RI supports hash-chained DorKaiys. . If the
process of joining a Domain has started with a Dariagger that contained thedomainAlias> element, the Domain
Context SHALL also contain the Domain Alias. If thevice and RI both support hash chains, the Dor@aimtext SHALL
contain the Domain Key corresponding to the higkastvn generation, otherwise the Domain Context SHA&ontain all
Domain Keys of all Domain Generations. As DomainsRie signed the DRM Agent needs to have the Ridkiby to
validate distributed Domain ROs. Devices supporbragnains MUST store the RI Public Key in either B@main Context
or the RI Context.
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A Device MUST NOT install any Domain ROs for a Damerhose Domain Context has expired. In the case of
Unconnected Devices that do not support DRM Tie,Romain Context does not expire and hence hatua that is
infinite, as indicated in thBomaininfo:NotAfter element.

NOTE: Rights Issuers should carefully considergbeurity implications of using the value “Infinité&r Devices that
support DRM Time.

A Device MAY have several Domain Contexts with dn R
5.45.2.2 Message syntax

The<joinDomainResponse>element specifies the ROAP-JoinDomainResponseages#t has complex type
roap:JoinDomainResponsewhich extends the basioap:Responsetype.

<element name="joinDomainResponse" type="roap:JoinD omainResponse"/>

<complexType name="JoinDomainResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a joinDomainRequest.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="devicelD" type="roap:ldentif ier"/>
<element name="rilD" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name="domainInfo" type="roap:Domai  ninfo"/>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="ocspResponse" type="base64Bi  nary" minOccurs="0" maxOccurs="unbounded"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines themaininfo type and <extendedDomaininfo> element::

<complexType name="DomainInfo">
<sequence>
<element name="notAfter" type="roap:dateTimeOrl nfinite"/>
<element name="domainKey" type="roap:Protec  tedDomainKey" maxOccurs="unbounded"
form="qualified"/>
</sequence>
</complexType>

<element name="extendedDomainInfo">
<complexType>
<sequence>
<element name="noConsumeAfter" type="roap:dat  eTimeOrInfinite"/>
<any processContents="lax" minOccurs="0"ma  xOccurs="unbounded"/>
</sequence>
</complexType>
</element>
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<simpleType name="date TimeOrInfinite">
<union memberTypes="dateTime roap:InfiniteString" />
</simpleType>

<simpleType name="InfiniteString">
<restriction base="string">
<enumeration value="Infinite"/>
</restriction>

</simpleType>

The<notAfter> element expresses, in UTC, the expiry time of@benain Context. The valu#nfinite” indicates infinite
lifetime of the Domain Context.

The<extendedDomainIinfo>element MAY be used to express additional chariatites of the Domain. If used, then the
<extendedDomaininfo>MUST be located inside an extension of tgpeensionContainerin the<extensions>element of
the<joinDomainResponse>.

The<noConsumeAfter>element expresses, in UTC, a time after which tR&DAgent MUST NOT grant any permissions
from Rights Objects that have been issued forloisain. The valuéinfinite” indicates that normal evaluation of installed
Rights Objects is always allowed.

Future versions of OMA DRM MAY define additional Brain related information to be located in the
<extendedDomaininfo>element after thenoConsumeAfter>element (validating against tkany/> element). Unknown
elements MUST be disregarded.

The<domainKey> element contains the wrapped Domain key and ackejirming MAC key, see below.

<complexType name="ProtectedDomainKey">
<sequence>
<element name="encKey" type="xenc:EncryptedKeyT  ype"/>
<element name="riID" type="roap:Identifier"/>
<element name="mac" type="base64Binary"/>
</sequence>
</complexType>

The<encKey>element contains a MAC key e, and a Domain Key, i wrapped as specified in the Key Management
section 7. The value of theencKey>element'dd attribute must equal the value of tsdomainlD> element in the
preceding ROAP-JoinDomainRequest message, satieef@omain Generation part. If Hash Chains are sdpg by both
the Device and the RI, only the Domain Key corresjiog to the most recent Domain Generation SHOUEDngluded,
otherwise all Domain Keys for all Domain GeneraiddUST be included (including their domain iderei add

attributes). The child of theds:Keylnfo> element inside theencKey>element SHALL be thereap:X509SPKIHash>
element, identifying a particular DRM Agent's paliiey through the hash of thebjectPublickeylnfo value in its
certificate.

The<rilD> element is necessary for key confirmation purpo&d3evice MUST verify that it has the same valsdlze
<rilD> element of the ROAP-JoinDomainResponse messade its

The<mac> element provides key-confirmation through a MACthe canonical version according to Section 5.81B®
<domainKey> element (excluding themac> element itself) using the MAC keysc wrapped in theencKey>element.
The MAC algorithm to use is defined by the RI Comit®evices MUST NOT install Domain keys where MAC is
invalid.
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5.4.5.3 Leave Domain Request

The ROAP-LeaveDomainRequest message is sent freDekice to the RI. This message is the first ngsgathe 2-pass
protocol for removing a Device from a Domain.

5.453.1 Message description

ROAP-LeaveDomainRequest

Parameter Mandatory/Optional
DevicelD M

RI'ID M

Device Nonce

Request Time

Domain ldentifier

Certificate Chain

Oo|lo|l Z| =z =

Extensions

Signature M

Table 14: Leave Domain Request Message Parameters

Device IDidentifies the requesting Device. The value MUSTia&dhe stored Device ID as specified in Sectigh%4.1.
RI ID identifies the authorizing RI. The value MUST elgihe@ stored RI ID as specified in Section 5.42.4.
Device Noncés a nonce chosen by the Device. Nonces are gedesad used in this message as specified in ses#0l2.

Request Timis the current DRM Time, as seen by the Devicenr@ated Devices and Unconnected Devices that suppor
DRM Time MUST insert their current DRM Time. Uncauted Devices that do not support DRM Time MUST thee
value ‘Undefined’.

Domain ldentifieridentifies the Domain.

Certificate Chain This parameter is sent unleéSsrtificate Cachings indicated in the Rl Context with this RI. When
present, the parameter value shall be as desdobdide Certificate Chainparameter in the ROAP-RegistrationRequest
message.

ExtensionsThe following extension is currently defined foe ROAP-LeaveDomainRequest message:

Not a Domain MembePresence of this extension indicates to the &lttie Device does not consider itself a
member of this Domain (even though it is sendimgcaest for the RI to remove it from the DomairdisTcould
happen, for example, if the Device already hastlheftDomain, but receives a new trigger to leaypethaps because
the RI never received the previous ROAP-LeaveDoReguest). This extension MUST be included in tlpiest if
the Device is not a member of the identified Domain

Signatureis a signature on this message (excludingSigaatureelement itself). The signature method is as fadlow

- The message except tBgnatureelement is canonicalised according to Sectior85.3.

- The result of the canonicalisatial,is considered as input to the signature operalibe signature is calculated din
accordance with the rules of the negotiated sigeadlgorithm.

The RI MUST verify the signature on the ROAP-LeaweiainRequest message.
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The Device MUST ensure that the Domain Contexhefdorresponding Domain is deletasfore sending the ROAP-
LeaveDomainRequest to the RI.

5.45.3.2 Message syntax

The<leaveDomainRequestxlement specifies the ROAP-LeaveDomainRequestages#t has complex type
roap:DomainRequest which extends the basicap:Requesttype.

<element name="leaveDomainRequest" type="roap:Domai nRequest"/>

The following schema fragment defines the Not a BionMember extension:

<complexType name="NotDomainMember">
<complexContent>
<extension base="roap:Extension"/>
</complexContent>
</complexType>

5454 Leave Domain Response

The ROAP-LeaveDomainResponse message is sentRltara Device in response to a ROAP-LeaveDomainRsq
message. This message is the second message2ipéiss protocol for removing a Device from a Domain

5.45.4.1 Message description
ROAP-LeaveDomainResponse
Parameter Mandatory/Optional
Status = "Success" Status# " Success"
Status M M
Device Nonce M -
Domain Identifier M -
Extensions o -

Table 15: Leave Domain Response Message Parameters

Statusindicates if the request was successfully handiatbt. In the latter case an error code definezkittion 5.3.6 is sent.
Device Noncés the nonce sent by the Device. This parameteEMbave the same value as the corresponding paamet
value in the preceding ROAP-LeaveDomainRequeshelDevice Nonce is incorrect, the ROAP-Leave Donfesponse
processing will fail and the Device MUST discard tieceived Leave Domain Response PDU.

Domain ldentifieridentifies the Domain from which the Rl removed hevice. The Domain Generation part of the Domain
Identifier SHALL be ignored.

ExtensionsNo extensions are currently defined for the RQARveDomainResponse message.

The RI sends the ROAP-LeaveDomainResponse afténdndeleted the association of this Device to tlen@in (i.e.
updated the Domain membership status).

5.45.4.2 Message Syntax

The<leaveDomainResponseelement specifies the ROAP-LeaveDomainResponseageslit has complex type
roap:LeaveDomainResponsewhich extends the basicap:Responsédype.
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<element name="leaveDomainResponse" type="roap:Leav = eDomainResponse"/>

<complexType name="LeaveDomainResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a leaveDomainRequest
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="nonce" type="roap:Nonce"/>
<element name="domainID" type="roap:Domainl  dentifier'/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

5.4.6  Metering Report
5.4.6.1 MeteringReportSubmit

The ROAP-MeteringReportSubmit message is sent &device to an Rl to send a Metering Report. Thessage is the
first message of the 2-pass Metering Report prétoco

54.6.1.1 Message description
ROAP-MeteringReportSubmit
Parameter Mandatory/Optional
Device ID M
RI'ID M
Device Nonce M
Report Time M
MeteringReport M
Certificate Chain (0]
Extensions (@)
Signature M

Table 16: Metering Report Submit Message Parameters

Device IDidentifies the requesting Device. The value MU§Ta& the stored Device ID as specified in SectignZ4.1.

RI ID identifies the RI. The value MUST equal the stoRédD as specified in Section 5.4.2.4.1.

Device Noncés a nonce chosen by the Device. Nonces are gedesad used in this message as specified in ses#0l2.
Report Times the current DRM Time, as seen by the Device.

MeteringReportcontains the encrypted Metering Report.
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Certificate Chain This parameter is sent unless it is indicatetth&éR1 Context that this Rl has stored necessaxydee
certificate information.

Extensions:

Peer Key IdentifierAn identifier for an Rl public key stored in thestdce. If the identifier matches the stored RI ID
as specified in Section 5.4.2.4.1, it means thed2dvas already stored the RI ID and the correspgridl certificate
chain, and the RI need not send down its certdicaiain in its response message.

No OCSP ResponsBresence of this extension indicates to the Rithiee is no need to send any OCSP responses
since the Device has cached a complete set of @lifP responses for this RI.

OCSP Responder Key Identifidihis extension identifies an OCSP responder kaydtm the Device. If the
identifier matches the key in the certificate ubgdhe RI's OCSP responder, the RI MAY remove tixS©
Responder certificate chain from the OCSP respbagse providing the OCSP response to the Device.

Signatureis a signature on this message (besideSitpeatureelement itself). The signature method is as fallow

- The message except tBgnatureelement is canonicalised according to Sectior85.3.
- The result of the canonicalisatiah,is considered as input to the signature operation

The RI MUST verify the signature on the ROAP-MatgiRReportSubmit message. A Rl MUST NOT accept tieéeking
Information stored in a Metering Report if it caot werify the signature,

5.4.6.1.2 Message syntax

The<meteringReportSubmit> element specifies the ROAP-MeteringReportSubmisage. It has complex type
roap:MeteringReportSubmit, which extends the basioap:Requesttype.

<element name="meteringReportSubmit" type="roap:Met eringReportSubmit"/>
<complexType name="MeteringReportSubmit">
<annotation>
<documentation xml:lang="en">
Message sent from Device to Rl to submit a me  tering Report.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="devicelD" type="roap:ldentif ier"/>
<element name="riID" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name="time" type="dateTime"/>
<element name="meteringReport">
<complexType>
<sequence>
<element name="encryptedMeteringRepor t" type="xenc:EncryptedDataType"/>
<element name="encKey" type="xenc:Enc  ryptedKeyType"/>
<element name="mac" type="base64Binar y"/>
<sequence>
</complexType>
</element>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
</sequence>
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</extension>
</complexContent>
</complexType>

The<devicelD> element is of typeoap:ldentifier and SHALL identify the issuing Device.

The<encKey>element of themeteringReport> element is of typaenc:EncryptedKeyType from [XML-Enc]. It consists
of a wrapped concatenation of a MAC key;K and a Metering Encryption Keyyx. Theld attribute of this element
SHALL be present and SHALL have the same valudawvalue of th&JRI attribute of the<ds:RetrievalMethod> element
in the<ds:KeylInfo> element inside theencryptedMeteringReport> element. Theds:Keylnfo> child element of the
<encKey>element SHALL identify the wrapping key. For fugttinformation on packaging the MAC key and the éfieig
Encryption key, see the Key Management discussi@ection 7. Theds:Keylnfo> element SHALL be the
<roap:X509SPKIHash>element, identifying the RIs Public Key through {8¢1A-1) hash of the DER-encoded
subjectPublicKeylnforalue in the Rls Certificate

The<mac>element MUST be present. Thmac>element provides key-confirmation through a MACtla canonical
version according to Section 5.3.3 of #raeteringReport>element (excluding themac> element) using the MAC key
Kmac Wrapped in thecencKey>element, the MAC algorithm SHALL be the same alfpon that was negotiated as part of
the registration with the Rl i.e. the MAC algorittstored in the RI Context.

The following schema fragment defines theteringReportType, which holds the Full Metering Report (formattedd a
defined in section 11.4) and SHALL be encryptesdgi$XML-Enc], the resultant encrypted data will peesent in the
<encryptedMeteringReport> element of the MeteringReportSubmit message.

<complexType name="meteringReportType">
<sequence>
<element name="rawMeteringReportData" type="str  ing"/>
<any processContents="lax" minOccurs="0" maxOcc urs="unbounded"/>
<sequence>
</complexType>

Future versions of OMA DRM MAY define additional teeing information to be located in the <metering®&Type> after
the<rawMeteringReportData> element (validating against tkany/> element). Unknown elements MUST be
disregarded.

5.4.6.2 MeteringReportResponse

The ROAP-MeteringReportResponse message is senttlfre Rl to the Device in response to a ROAP-
MeteringReportSubmit message.

5.4.6.2.1 Message description
Parameter ROAP-
MeteringReportR
esponse

Status M

Device ID M

RI ID M

Device Nonce M
Certificate Chain 0]

OCSP Response 0]
Extensions 0]
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Signature M

Table 17: Metering Report Response Message Paramete

Statusindicates if the request was successfully handtetbt. In the latter case an error code specifi€section 5.3.6 is
sent.

Device IDidentifies the requesting Device, in the same reaas in the ROAP-DeviceHello message as spedifisdction
5.4.2.1.1. The value returned here MUST equal theid2 ID sent by the Device in the ROAP-Metering&¢pubmit
message that triggered this response.

RI ID identifies the RI. The value MUST equal the RIdént by the Device in the preceding ROAP-MeterinmiReSubmit
message.

Device NonceThis parameter MUST have the same value as tliesponding parameter value in the preceding ROAP-
MeteringReportSubmit. If the Device Nonce is ineatf the ROAP-MeteringReportResponse processindasibnd the
Device MUST discard the received MeteringReportiRasp PDU.

Certificate Chain This parameter MUST be present unless a prec&RID@P-MeteringReportSubmit message contained the
Peer Key Identifier extension, the extension wasgrored by the RI, and its value identified thsRurrent key. When
present, the value of@ertificate Chainparameter shall be as described forGeetificate Chainparameter of the ROAP-
RegistrationResponse message.

OCSP Responsg&his parameter, when present, SHALL be a com@etef valid OCSP responses for the RI's certdica
chain. The Device MUST NOT fail due to the pregatmore than one OCSP response element. Thimptgawill not
be sent if the Device sent the Extension No OCS$p&ese in the preceding ROAP-MeteringReportSubemitl the RI did
not ignore that extension). For the processindnisfparameter, see further Section 6.

Extensions: The following extensions are curred#fined for the ROAP-MeteringReportResponse message

Post Response URLhis allows an RI to bind a subsequent RO actjoiisor other ROAP session to the execution of
the Metering Report protocol.

Signatureis a signature on this message (besideSitpeatureelement itself). The signature method is as fadlow

- The message except tBgnatureelement is canonicalised according to Sectior85.3.

- The result of the canonicalisatiah,is considered as input to the signature operalibe signature is calculated din
accordance with the rules of the negotiated sigradlgorithm.

The Device MUST verify this signature. A Device MUSIOT accept the Metering Report protocol as swsfoésinless the
signature verifies, the RI certificate chain hasrbsuccessfully verified, and the OCSP respondedtes that the Rl
certificate status igood .

5.4.6.2.2 Message syntax

The<MeteringReportResponse>element specifies the ROAP-MeteringReportResporessage. It has complex type
roap:MeteringReportResponse which extends the basicap:Responsetype.

<element name="meteringReportResponse" type="roap:M eteringReportResponse"/>

<complexType name="MeteringReportResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a meteringReportSubmit message.
</documentation>
</annotation>
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<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="devicelD" type="roap:ldentif ier"/>
<element name="rilID" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name="certificateChain" type="roap:Certif icateChain" minOccurs="0"/>
<element name="ocspResponse" type="base64Binary" m inOccurs="0" maxOccurs="unbounded"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binary"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines thast Response URdxtension:

<complexType name="postResponseURL">
<complexContent>
<extension base="roap:Extension">
<sequence>
<element name="prURL" type="anyURI"/>
<sequence>
</extension>
</complexContent>
</complexType>

prURL specifies a URL. The value of tiprURL> element MUST be a URL according to [RFC2396]. uacessful
request to the URL MUST return a ROAP Trigger, aMdimad Descriptor or a bundled Download Descriptod ROAP
Trigger. The processing of the <prURL> elementislescribed in section 11.3.

Thecritical attribute SHALL be present and the value of thelatte SHALL be “true” and this extension MUST be
supported by the Device.

5.4.7 RO Upload

54.7.1 RO Upload Request

The ROAP-ROUploadRequest message is sent from @®&van Rl to upload Rights Objects. If the R@hbgeauploaded is
stateful the Device MUST report the current stafermation to the RI. Before sending this mess#geDevice MUST
disable the ROs being uploaded..

54.7.1.1 Message description

ROAP-RO UploadRequest
Parameter Mandatory/Optional

Device ID
RI ID

Device Nonce

Request Time
RO Info

O] B4 - I I =

Certificate Chain
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Extensions (@]

Signature M

Table 18: RO Network Backup Request Message Paranest

Device IDidentifies the requesting Device. The value MUSTi&dhe stored Device ID as specified in Sectigh%4.1.

RI ID identifies the authorizing RI. The value MUST elgh@ stored RI ID as specified in Section 5.42.4.

Device Noncés a nonce chosen by the Device. Nonces are gedesad used in this message as specified in ses#0l2.
Request Timis the current DRM Time, as seen by the Device.

RO Infoidentifies the ROs being uploaded and their curs&te information.

Certificate Chain:This parameter is sent unleéSsrtificate Cachings indicated in the Rl Context with this Rl. When
present, the parameter value shall be as desdbdide Certificate Chainparameter in the ROAP-RegistrationRequest
message.

ExtensionsThe following extensions are defined for the ROR®UploadRequest message:

Peer Key IdentifierAn identifier for an RI public key stored in theetdce. If the identifier matches the stored RI ID
as specified in Section 5.4.2.4.1 or if it is emjityneans the Device has already stored the Riri@®the
corresponding RI certificate chain, and the RI neeidsend down its certificate chain in its resgomessage.

No OCSP Responskresence of this extension indicates to the &t ttiere is no need to send any OCSP responses
since the Device has cached a complete set of @lifP responses for this RI.

OCSP Responder Key Identifi@ithis extension identifies an OCSP responder kaned in the Device. If the
identifier matches the key in the certificate ubgdhe RI's OCSP responder, the RI MAY remove tiS©
Responder certificate chain from the OCSP respbagse providing the OCSP response to the Device.

The Device MUST send tHeeer Key Identifieextension if, and only if, it has stored the Rblicikey corresponding to the
stored RI ID as specified in Section 5.4.2.4.1. Deeice MUST send tho OCSP Responsgatension if, and only if, it has
a complete set of valid OCSP responses for thedefficate chain. The Device MUST send MESP Responder Key
Identifier extension if, and only if, it has stored an OCSRponder key for this RI.

Signatureis a signature on this message (besideSitpeatureelement itself). The signature method is as fadlow

- The message except tBgnatureelement is canonicalised according to Sectior85.3.
- The result of the canonicalisatiah,is considered as input to the signature operation

The RI MUST verify the signature on the ROAP-ROUmIRequest message.

54.7.1.2 Message syntax

The<roUploadRequest>element specifies the ROAP-ROUploadRequest meskages complex type
roap:ROUploadRequest which extends the basicap:Requesttype.

<element name="roUploadRequest" type="roap:ROUpload Request"/>
<complexType name="ROUploadRequest">
<annotation>
<documentation xml:lang="en">
Message sent from Device to RI to upload ROs.
</documentation>
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</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="devicelD" type="roap:ldentif ier"/>
<element name="rilD" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name="time" type="dateTime"/>
<element name="rolnfo">
<complexType>
<sequence maxOccurs="unbounded">
<element name="rolD" type="ID"/>
<element name="statelnfo" type="0-ex:c  onstraintType" minOccurs="0"
maxOccurs="unbounded"/>
</ sequence >
</complexType>
</element>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
</sequence>
</extension>
</complexContent>
</complexType>

The <rolD> element identifies the original RO isduy the RI. The value equals the “id” attributetlod <ro> element in the
<protectedRO> element issued by the RI.

The <statelnfo> element is of type o-ex:constraip8Error! Reference source not found.and used to express the current
state information of the RO to be uploaded . Thatetnfo> MUST be repeated for every <constraintthie original <ro>
element that contains an "id” attribute. Only <cimamt> elements with an “id” attribute are repaokté the Rl supports the
Rights Object Upload protocol, then it MUST add tt# attribute to any of the stateful constraifts all ROs it issues, see
[DRMREL-v2.1]. A stateful constraint is a <constrai element that contains one of the following edets: <count>,
<timed-count>, <interval> or <accumulated>. For ¢fteunt> and <timed-count> elements, the valueainstthe remaining
count value. For the <accumulated> element, theevebntains the remaining duration that the Cortentbe rendered (in
the format of the <accumulated> element). The wuatle element is handled differently. If the Corttbas not been
rendered, i.e. the interval has not started, tlothimg is placed in the <statelnfo> element. If @@ntent has been rendered,
i.e. the interval has been started, then the <iateris transformed into a <datetime><erg/end></datetime>, whepeis
the end date/time of after which the Content carbeaendered.

5.4.7.2 RO Upload Response

The ROAP-ROUploadResponse message is sent froRl tteethe Device in response to a ROAP-ROUploadRsqu
message. This message is the second message2ipéiss protocol to upload RO.

54.7.2.1 Message description

Parameter ROAP-RO UploadResponse

Status

Device ID
RI ID

|1 L5 L

Device Nonce

Certificate chain O
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OCSP Response @]
Extensions 0]
Signature M

Table 19: RO UploadResponse Message Parameters

Statusindicates if the request was successfully handiatbt. In the latter case an error code as sgeifi Section 5.3.6 is
sent.

Device IDidentifies the requesting Device. The value retdrhere MUST equal the Device ID sent by the Deiidbe
ROAP-ROUploadRequest message that triggered thimnse.

RI ID identifies the RI. The value returned here MUSTadlie RI ID sent by the Device in the precedingdRo
ROUploadRequest message.

Device NonceThis parameter MUST have the same value as thiesponding parameter value in the preceding ROAP-
ROUploadRequest. If the Device Nonce is incorrda, ROAP-RO UploadResponse processing will fail tiedDevice
MUST discard the received RO UploadResponse PDU.

Certificate Chain This parameter MUST be present unless a prec&®RIDBP-ROUploadRequest message contained the
Peer Key Identifieextension, the extension was not ignored by theRl its value identified the RI's current key.&tth
present, the value of@ertificate Chainparameter shall be as described forGleetificate Chainparameter of the ROAP-
ROUploadResponse message.

The Device SHOULD check if the RI certificate cha&teived in this parameter corresponds to stoedificate verification
data for this RI. If so, the Device need not vetifg RI certificate chain again, otherwise the BeWUST verify the RI
certificate chain. If an RI certificate is receivibat is not in the stored certificate verificatidata for this RI, and if the
expiry time of the received RI certificate is latean the Rl Context for this RI, and the certifecatatus of the RI certificate
as indicated in the OCSP response is "good," the®evice MUST verify the complete chain and SHOUkeplace the
stored RI certificate verification data with theeesed RI certificate data and set the RI contggirg time to that of the
received RI certificate expiry time.

OCSP Responsé&his parameter, when present, SHALL be a comglet®f valid OCSP responses for the RI's certificat
chain. The Device MUST NOT fail due to the preseatmore than one OCSP response element. Thimptgawill not
be sent if the Device sent the ExtenddmOCSP Responsethe preceding ROAP-ROUploadRequest (and thaidRhot
ignore that extensionlor the processing of this parameter, see furthetiéh 6.

ExtensionsThe current extensions are defined for ROAP-R@d@Response message.

Fail: The presence of this extension indicates thatoomeore ROs failed to be uploaded. If presentgetttension
will list one or more RO IDs from the original RQpldad Request which failed to upload, and optignaie RO IDs
can be accompanied with a corresponding reasoonatedi why the RO(s) failed to be uploaded.. Thisreston only
exists when the status equals to "InvalidUploaded®OUnknownUploadedRO".

Signatureis a signature on this message (besideSitpeatureelement itself). The signature method is as falow

- The message except tBgnatureelement is canonicalised according to Sectior85.3.
- The result of the canonicalisatiah,is considered as input to the signature operation

The Device MUST verify this signature. A Device MUSIOT accept the RO Upload protocol as successfigss the
signature verifies, the RI certificate chain hasrbsuccessfully verified, and the OCSP respondedtes that the Rl
certificate status igood. If the RO Upload protocol failed the Device MU8Mable the ROs that it was attempting to
upload, otherwise the Device MUST permanently reeniine ROs that it was attempting to upload .
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5.4.7.2.2 Message syntax

The<roUploadResponse>element specifies the ROAP-ROUploadResponse meskdws complex type
roap:ROUploadResponsewhich extends the basicap:Responsetype.

<element name="roUploadResponse" type="roap:ROUploa dResponse"/>

<complexType name="ROUploadResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a ROUploadRequest.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="devicelD" type="roap:ldentif ier"/>
<element name="rilD" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="ocspResponse" type="base64Bi  nary" minOccurs="0" maxOccurs="unbounded"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar  y"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines fadlextension:

<complexType name="Fail">
<complexContent>
<extension base="roap:Extension"/>
<sequence minOccurs="0">
<element name="rolD" type="ID" maxOccurs=  "unbounded"/>
<element name="reason" minOccurs="0">
<simpleType>
<restriction base="string">
<maxLength value="256"/><!--the uni tis ‘byte’-->
</restriction>
</simpleType>
</element>
</sequence>
</extension>
</complexContent>
</complexType>
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6. Certificate Status Checking & Device Time
Synchronisation

6.1 Certificate status checking by RI

For each request signed by the Device that reqtlieeRI to perform substantial or security-relgbedcessing, the Rl MUST
check the signature, expiry date (validity), anel tbvocation status of all certificates in the @ewertificate chain.

6.2 Certificate status checking by DRM Agents

A Device MUST verify signed RI responses and RO 3ignature verification MUST include a checkled validity of all
the certificates in the RI certificate chain, aridh@ revocation status of all revocable certifésain the RI certificate chain,
with the exception that in the Domain RO instatiatprocess, revocation status check MAY be omitedpecified in
8.7.2.1. To allow the Device to do the certificatatus check, the Rl MUST include OCSP respongedlfeevocable
certificates in the RI certificate chain when seigdsigned responses to the Device. The only exaepi this is when the
Device has sent the No OCSP Response extensibe irequest that triggered the RI response. InabadROAP-
RegistrationResponse containing a nonce-based @&pBnse the Device MUST first process the OCSbore as
specified in 6.3. The determination of which céctifes in an RI certificate chain are revocablgeiemed to be part of the
trust model of the root of trust of that chainchlse the root of trust does not specify such apdbevices SHALL assume
a default model. In the default model only the Bitificate is revocable and requires an OCSP resptmprove its status.

A Device which did not send the No OCSP Respongmsion in its ROAP-Request message MUST checlath@CSP
response is present in the received ROAP-Respoassage. If no OCSP response is present then tHeeDdWST abort
the protocol.

When providing OCSP responses to Devices that dpastiDRM time, the Rl MAY disregard whether a nems present in
an OCSP response or not. The exception to thihiewhe RI deems the Device's time to be out of glyming Registration,
see further Section 6.3.

To reduce the load on OCSP responders, RIs SHOWeDacally cached OCSP responses to the extenbfmddowever,
per [OCSP-MP], if an OCSP response does not havagktUpdate present, then the Rl MUST NOT cacaéx@SP
response.

Unconnected Devices that do not support DRM Tinleneit be able to use time-based OCSP responsesuBe of this,
RIs SHOULD only use nonce-based OCSP responsds tfwgtnonce supplied by the Device) when commuinigatith
Unconnected Devices that do not support DRM Time.

The Device MUST verify that the OCSP-provided staifiall revocable certificates in the RI certife&hain iggood. A
Device MUST be able to detect that an OCSP resparattficate is non-revocable through the usehefid-pkix-
ocsp-nocheck extension (see further Appendix E).

DRM Agents MUST support all client requirementg@CSP-MP] with the following exceptions:

DRM Agents need not be able to generate OCSP reqques

DRM Agents need only be able to handle OCSP regsongh oneSingleResponse  value

DRM Agents need not support thathoritylnfoAccess certificate extension (as they will not contact&FC
responders directly)

DRM Agents need not support OCSP over HTTP/1.1h@g will not contact OCSP responders directly)
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Devices MUST be able to match a nonce sent for O@Bposes in the ROAP protocol with a nonce inrdeeived OCSP
response.

6.3 Device DRM Time Synchronisation

An RI, which receives a ROAP-RORequest or a ROAIREJomainRequest or a ROAP-MeteringReportSubmit, deteécts
that the Device's DRM Time as specified in the esfjis inaccurate, SHALL respond with the statudeddeviceTimeError.
A Device receiving this status code SHOULD attetopte-register with the RI by initiating the Regaton protocol.

An RI, which receives a ROAP-RegistrationRequesd, @etects that the Device's time as specifiedanréquest is
inaccurate, MUST send an OCSP request to its relgppand include the nonce sent by the DeviceerQ8SP request. The
nonce-based OCSP response returned from the OGB&nier MUST be included in the RegistrationRespomsssage
sent back to the Device.

To ensure DRM time synchronisation interoperahiRights Issuers MUST place the value of the naurgained within
the ROAP-RegistrationRequest into the OCSP extrd/situcture as a DER encoded OCTET STRING.

For example, if the octet representation of theealf the nonce contained within the ROAP-Registn&equest is “9C ED
FO 3F 24 D7 72 8D 57 C6 C7 44 D1 07 72 F8”, thengtfoper encoding of this value into the OCSP eata¥ structure is
as described in the following table.

» ASN.1 » DER Encoding (HEX)
» SEQUENCE { > 30 1F
OBJECT IDENTIFIER 06 09
ocspNonce (1 3 6 1 5 5 7 48 1 2 2B 06 01 05 05 07 30 01 02
OCTET STRING, encapsulates { 04 12
OCTET STRING 04 10
9C ED FO 3F 24 D7 72 8D 57 C6 C7 44 D1 07 9C ED FO 3F 24 D7 72 8D 57 C6 C7 44 D1
72 F8 07 72 F8

1
1

A Device, which receives a ROAP-RegistrationRespansssage containing a nonce-based OCSP respoase tiva nonce
in the OCSP response matches the nonce sent Detriee's ROAP-RegistrationRequest, MUST validaee@CSP
response and the expiry time of all certificatesrfithe OCSP responders certificate chain usingjinttein theproducedAt
component of the OCSP response. Assuming this waessful, the Device MUST adjust the DRM Timetfar current
trust model to the time in the producedAt compadrdithe OCSP response. The validation of the RegisnResponse (and
of the Rights Issuers certificate expiry times)lsbha performed afterwards by using this DRM Tirbkconnected Devices
that do not support DRM Time SHALL also use thisdito validate the RegistrationResponse and magfdtr afterwards.
Barring network latency and response times, theqatore described here will synchronize the DevibddM Time with the
OCSP responder's.

To avoid excessive re-registrations and a high ma®CSP responders,

Rights Issuers MUST use the time obtained fromQIISP responders as its reference time in ordedigej the inaccuracies
in the Device’s DRM Time.

Rights Issuers SHOULD allow for a reasonable dhithe Device’s DRM Time.

Connected Devices and Unconnected Devices thabsupRM Time should maintain DRM Time to an accyra€
120ppm (this equates to approximately 60 minuteygar).

Connected Devices MUST support DRM Time.
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Unconnected Devices are RECOMMENDED to support DRMe. An Unconnected Device might not support DRivh@
because it is considered too onerous for a linfitedtionality Device, but, in order to maximize thecurity of the overall
OMA DRM Version 2 system, implementers are encoedag implement Unconnected Devices supporting DRide
whenever possible.
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7. Key Management

7.1  Cryptographic Components
7.1.1 RSAES-KEM-KWS

RSA-KEM-KWS is an asymmetric encryption schemermdiin [X9.44] and based on the "generic hybridheip) in
[ISO/IEC 18033]. In this scheme, the sender usesdbipient's public key to securely transfer syrmimdcey material to the
recipient. Specifically, given the recipient's gatiRSA keyP=(m,e), consisting of a modulus and a public exponeset the
sender generates a vali@s a statistically uniform random integer in thival [0,...m-1]. The valueZ is then converted
to a key-encryption kel EK as follows:

KEK = KDF(120SPZ,mLen NULL, kekLen
where KDF is defined below, I20SP converts a noatieg integer to an octet string of a specifiedyterand is defined in
[PKCS-1],mLenis the length of the modulus in octets NULL is the empty string, arkkkLenshall be set to the desired
length ofKEK (in octets).

GivenKEK, a key-wrapping scheme WRAP and the symmetricnkaterialK to be transported, the sender wrkp® get
ciphertextC,:

C, = WRAPKEK, K)
After this, the sender encrypfsusing the recipient's public RSA keyto yieldCy:
¢, = RSA.ENCRYPTP,2)
C, = I20SP¢;, mLen
Where RSA.ENCRYPT is the cryptographic primitive AR in [PKCS-1] defined by
RSA.ENCRYPTP,2) = Z° modm
The scheme output 8= C, | C, (C, concatenated witl,) which is transmitted to the recipient. The decryptdperation

follows straightforwardly: the recipient recovet$rom C,; using the recipient’s private key, conveftto KEK, and then
unwrapsC, to recoveK.

7.1.2 KDF

KDF is equivalent to the key derivation function KD defined in [X9.44] (and KDF in [X9.42], [X9.63])t is defined as a
simple key derivation function based on a hashtfancFor the purposes of this specification, thsthfunction shall be
SHA-1.

KDF takes three parameters: the shared secret ¥ahreoctet string of (essentially) arbitrary lengitherinfa other
information for key derivation, an octet string(esentially) arbitrary length (may be the empting), andkLen intended
length in octets of the keying materiklLenshall be an integer, at mosf{2 1)hLen wheréLenis the length of the hash
function output in octets. The output from KDFlig tkey materiak, an octet string of lengtkLen The operation of KDF is
as follows (note thaf h | below denotes the smallest integer larger thaegoal ton):

1) Let T be the empty string.

2) For counter from 1 to[ kLen / hLen 1, do the following:
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Let D = 4-byte, unsigned big-endian representation of counter’
Let T =T | Hash (Z | D | otherInfo).

3) Output the first kLen octets of T as the derived key K.

7.1.3 AES-WRAP

AES-WRAP is the symmetric-key wrapping scheme baseAES and defined in [AES-WRAP]. It takes as inglkey-
encryption keyKEK and key materiaK to be wrapped. The scheme outputs the ré&saftthe wrapping operation:

C = AES-WRAPKEK, K)

7.2 Key Transport Mechanisms
7.2.1  Distributing Kyac and Kgex under a Device Public Key
This section applies when protecting a Rights Gldfaca Device.
Kmac andKgek are each 128-bit long keys generated randomihesendeKgex ("Rights Object Encryption Key") is the
wrapping key for the content-encryption Key:in Rights ObjectsKyac is used for key confirmation of the message
carryingKgrek.
The asymmetric encryption scheme RSAES-KEM-KWSIdimlused with the AES-WRAP symmetric-key wrapping
scheme to securely transriiac andKgek to a recipient Device using the Device's RSA pukdy. An independent random
valueZ as described in section 7.1.1 shall be choseedon encryption operation. For the AES-WRAP schéng; and
Krex are concatenated to fory i.e.:
KEK = KDF(120SPZ, mLen), NULL, kekLen)
C2 = AES'WRAPKEK, KMAC | KREK)
C; = I20SP(RSA.ENCRYPRuUbKeyeyice Z), mLen
C= Cl |Cz

wherekekLenshall be set to 16 (128 bits) amdLenis the length of the modulus of the Device’s RSl key in octets. In
this way, AES-WRAP is used to wrap 256 bits of Heya Kuac | Krex) With a 128-bit key-encryption ke)KEK).

After receivingC, the DRM Agent splits it int€, andC, and decrypt€; using its private key (consisting of a private
exponend and the modulum), yieldingZ:

Cl |C2: C
¢, = OS2IPCy, mLen

Z = RSA.DECRYPTPrivKeybevics 1) = ¢.* modm

! Example: Ifcounter= 946,D will be 00 00 03 b2

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C Page 93 (220)

where OS2IP converts an octet string to a nonnegyaiteger and is defined in [PKCS-1].
UsingZ, the Device can deriy€EK, and fromKEK unwrapC, to yield Kyac andKgex:
KEK = KDF(I20SPZ, mLen), NULL, kekLen
Kwac | Krex = AES-UNWRAPKEK, Cy)
The following URI shall be used to identify thisykigeansport scheme kxenc:EncryptionMethod> elements:

http://www.rsasecurity.com/rsalabs/pkcs/schemasiiktsaes-kem-kdf2-kw-aes128

7.2.2  Distributing Kp and Kyac under a Device Public Key

This section applies when provisioning a DevicénvaitDomain keyKp.

Kp is the symmetric key-wrapping key used when ptotgdrex andKyac in a Rights Object issued to a DomainK is a
128-bit long AES key generated randomly by the seadd shall be unique for each DomBirKyac is used for key

confirmation of the message carryig.

In this case, exactly the same procedure as ipringous section shall be used, the only differdyeiag the replacement of
KREK W|th KD.

7.2.3  Distributing Kyac and Kgrex under a Domain Key Kp
This section applies when protecting a Rights QHfjaca Domain.

The key-wrapping scheme AES-WRAP SHALL be us€aK in AES-WRAP SHALL be set t&p andK to the
concatenation dfyacandKgey, i.€.:

C = AES-WRAPKGp, Kyac | Kre)
After receivingC, the DRM Agent decrypt€ usingKp:
Kuac | Krex = AES-UNWRAPKp, C)
The following URI shall be used to identify thisykigeansport scheme kxenc:EncryptionMethod> elements:

http://www.w3.0rg/2001/04/xmlenc#kw-aes128

7.2.4  Distributing Kyac and Kyex under an RI Public Key
This section applies when protecting a MeteringdRefor an RI.

Kmac andKyex are each 128-bit long keys generated randomiyéysénderky ek (“Metering Encryption Key") is the
encryption key used to encrypt Metering Repdfig: is a 128-bit long AES key generated randomly keyBievice and
shall be unique for each Metering Rep&iiac is used for key confirmation of the message cagifyex.

The asymmetric encryption scheme RSAES-KEM-KWSIdimlused with the AES-WRAP symmetric-key wrapping
scheme to securely transriiianc andKyex to an Rl using a RSA public key. An independentian valueZ as described in
section 7.1.1 shall be chosen for each encrypti@mnation. For the AES-WRAP schenig,ac andKyex are concatenated to
formK, i.e.:

KEK = KDF(120SPZ, mLen), NULL, kekLer)
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Cz = AES-WRAPKEK, KMAC | KMEK)
C, = I20SP(RSA.ENCRYPRubKey, Z), mLen)
C=G1C

wherekekLenshall be set to 16 (128 bits) amd.enis the length of the modulus of the RIs RSA PuKlgy, in octets. In this
way, AES-WRAP is used to wrap 256 bits of key d#taac | Kmex) with a 128-bit key-encryption keyKEK).

After receivingC, the recipient split€ it into C; andC, and decrypt€; using its private key (consisting of a private
exponend and the modulum), yieldingZ:

C.|C,=C
c; = OS2IPCy, mLen

Z = RSA.DECRYPTPrivKeyk, ¢;) = ¢, modm
where OS2IP converts an octet string to a nonnegyaiteger and is defined in [PKCS-1].
UsingZ, the recipient can deriw€EK, and fromKEK unwrapC; to yield Kyac andKyex.:

KEK = KDF(I20SPZ, mLen), NULL, kekLen

Kwac | Kvex = AES-UNWRAPKEK, Cy)

The following URI shall be used to identify thisykigeansport scheme kxenc:EncryptionMethod> elements:

http://www.rsasecurity.com/rsalabs/pkcs/schemasiiktrsaes-kem-kdf2-kw-aes128

7.3 Use of Hash Chains for Domain Key Generation

To simplify Domain Key management when several gaiens of a Domain are expected (see section Biformation on
Domains), an Rl may elect to make use of hash shaimd derive later Domain Keys from earlier ofiéee procedure to do
this is as follows: When creating the Domain, th@&nerates a master Domain key,.Rhe Rl then applies KDF onKat
least as many times n as the RI believes therebwitienerations of the Domain:

DK, = Ky

DK.1 = KDF(DK,, NULL, kekLen

DKy.» = KDF(DKy4, NULL, kekLen)

DKy = KDF(DK3, NULL, kekLen
wherekekLen= 16 andDK; represents the Domain key with generation number j

The resultDK,, is then distributed as described in section 524a5 the first key (generation number 0) for Dantai When
a Device in a Domain has been revoked, or the lRdretise decides to create a new Domain generalift Domain key),
the RI computes and distributB&;. Devices supporting this mechanism therefore orld to stor®K;, for the latest
received Domain generationsince for any earlier generatip(j <i), DK; can be computed as:
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DK;.. = KDF(DK;, NULL, 16)

DKi.» = KDF(DK;.1;, NULL, 16)
... (i —] applications of KDF)
DK; = KDF(DK;1, NULL, 16)

RIs supporting this mechanism only need to stoeecthirent generation numbethe maximum number of generatians
and the Domain master ké&y;.

Support for this mechanism is optional, both fog Rhd Devices. As described in sections 5.4.51d15a4.5.2.1, the Device
and RI negotiate the use of this mechanism dutie@tpass Domain join protocol.
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8. Domains

8.1 Overview

A Domain is a set of Devices that possess a conbaonain Key provisioned by a Rights Issuer. Devices Domain may
share Domain Rights Objects and are able to consunthshare any DCFs controlled by Domain Righte€ibj

The OMA DRM Domain concept is network centric. Ahdefines the Domains, manages the Domain Keyscanttols
which and how many Devices are included and excldden the Domain. A user may request to add Devioea Domain
before acquiring Domain-bound content, or makedhieguests incrementally after receiving DomaindAsbcontent.

A Domain is associated with a unique Domain Idéatifwhich includes a Domain Generation counted, @me or more
Domain Keys. Multiple Domain Keys are a result afain upgrades performed by the Rights Issuemtiaaiages the
Domain. Each Domain Key corresponds to a specifimBin Generation. The value of the Domain Generat@unter
indicates the number of upgrades performed on thradin.

Devices may join multiple Domains managed by onmore RIs.

8.2 Device Joins Domain

To join a Domain, a Device must have an Rl Congskablished with the Rl administering the DomairDévice joining a
Domain is the process of an Rl authorizing a paldicDevice to be able to use all ROs for this Dom#hen a Device
joins a Domain it receives the necessary Domaiorimétion to be able to install Domain ROs.

A Device executes the Join Domain protocol (seebbié join a given Domain. The result of a sucfidssxecution is the
establishment in the Device of a Domain Contextliergiven Domain. The Domain Context includes Dionikaey(s),
Domain ldentifier(s) and a Domain Expiry Time.

A Device MAY join multiple Domains managed by orrenaore RIs.
The Join Domain protocol is triggered by #jeinDomain> ROAP trigger.

If a Device joins a Domain with multiple Domain Gxeations (i.e. a Domain where more than one Dordays have been
issued), the Rl SHOULD issue to the Device the Darkays of all previous generations of the Doma&inallow use of all
ROs bound to this Domain. But, if both the Deviod &1 are using the hash chain mechanism, the RIr@eds to supply
the most recent generation Domain key.

8.3 Domain RO Acquisition & Consumption

Domain ROs can be acquired by the same mechanifevase ROs, using the 2-pass RO Request/Respoopl or the
1-pass RO Response protocol. The Device specifeBomain Identifier in the RO Request. Domain R&s also be
acquired without being wrapped in a ROAP PDU, d@dglivered to Devices as a result of a browsingisass

In order to consume a Domain RO, a Device MUST leald®main Context for the Domain that the RO refersA Device
MAY continue to consume Domain ROs that belong Boanain where the Domain Context has expired. Ai€&eSHALL
NOT continue to consume Domain ROs that belongDomain where the Domain Consume Time has expir8de section
8.7.2.1 for the procedures for installing DomaindRO

8.4 Device Leaves a Domain

In order for a Device to leave a Domain, it mustuas the RI that it has deleted all informationwttibe Domain that
enables it to use any ROs for the Domain. Whenihgaa Domain a Device MUST delete the associatemh&io Context,
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without a Domain Context ROs issued for that Donvélhno longer be consumable. When leaving a DanaabDevice
MAY, but is not required to, remove the correspagdDomain ROs and associated Content. The Dewica % D obtain
user confirmation before deleting Domain ROs armbeisted Content.

A Device MUST execute the Leave Domain protocoé (5€1.5) to leave a Domain. A Device may do thiséyding a
LeaveDomainRequest message to the riURL as storéd iRl Context associated with the Domain Conbexs a result of
receiving a<leaveDomain>ROAP Trigger. The riURL from aleaveDomain> ROAP trigger MUST be used if the
LeaveDomain is triggered by a ROAP trigger (Sed¢ices.1.12).

Prior to sending a Leave Domain Request, the DeMldST ensure that the corresponding Domain Corigedéleted.

8.5 Domain Context Expiry

The<notAfter> element in theoap:JoinDomainResponsespecifies the Domain context expiry. After the Dam@ontext
has expired the DRM Agent MAY continue to consumisteng Domain ROs (as per section 8.3). Instaltatf new
Domain ROs is not permitted for an expired Domaitheut domain renewal (as per section 8.7.2.1).

8.6  Support for Multiple Domains per Rights Issuer

To provide flexibility in Domain management, thessgm supports multiple Domains per Rights Issuke Device SHALL
support the ability to join multiple Domains forabaR| Context it establishes.

To ensure that each DRM Agent is able to provid@ardamum level of functionality, a Device SHALL supp at least 6
Domains, distributed among the established Rl Gasi@ any proportion.

The Device MAY optionally support more than 6 DongiThese additional Domains may also be distritbateong the
established RI Contexts in any proportion.

8.7 Domain RO Processing Rules

8.7.1  Overview

As a general principle, the processing rules fooimd Domain ROs are agnostic to the origin of@benain RO i.e. it does
not matter whether the Domain RO was delivered @b/ an Rl or copied from another Device. Theredsbinding to a
specific transport mechanism or protocol.

Domain ROs MAY be delivered to the Device eithethia course of the RO acquisition protocol, inadeCF file, as a

separate standalone MIME object, or as part of iMmultipart/related message [RFC2387]. As pathefinstallation of
an RO, the Device must perform integrity and auibiéyn checks and replay attack related checkseassribed below.

8.7.2 Inbound Domain RO

The Device MUST support receiving a Domain RO R@AP-ROResponse message.
The Device MUST support receiving a Domain RO asarate object.
The Device MUST support receiving a Domain RO iashdDCF.

Before installing and using a Domain RO to renierrnedia objects inside the associated DCF thecBeWlUST process
the Domain RO as defined in chapter 8.7.2.1.
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8.7.2.1 Installing a Domain RO

When a Device receives a Domain RO, it MUST deteenili it has a valid Rl Context with the RI thasugd the RO, by
comparing the value of threap:ROPayloads <rilD> element with the RI Identifiers in all valid Rl Cexts stored in the
Device. If the value of therilD> element does not match that of an RI Identifies walid Rl Context, the Device SHALL
NOT install the Domain RO. In this case the DeWtgY keep the Domain RO and MAY send an HTTP GEThe URL
specified in theiURL attribute of theoap:ROPayload. An HTTP GET on this URL SHOULD return either anIdomain
ROAP Trigger or a (X)HTML page that starts an iatgion with the User which may eventually lead titbenDomain
ROAP Trigger. It should be noted that in the exbat a JoinDomain ROAP Trigger is returned anddbeice does not
have a valid RI context then the Device MUST auticadly register with the RI (as specified in secti5.2.1) prior to
sending a JoinDomainRequest message.

The Device MUST verify the signature of the DomRi@ using the RI's Public Key. If the verificatical§ the Device
SHALL NOT install the Domain RO. In this case thevixe MAY request a new Rights Object by sendit§TdP GET to
the RightslssuerURL in the relevant DCF.

After the Device verifies the signature of the DamRRO, it MUST compare thedomainlD> field within the Domain RO
with the Domain identifiers for any valid Domain @@exts already established with the RI that isshedDomain RO, as
identified by the<rilD> field. There are three possible outcomes of tbimgarison:

1. The<domainID> field matches a Domain identifier in a valid Dom&ontext already established with the RI.
The Device MAY install the Domain RO.

2. The Domain baselD of th@lomainID> field matches the Domain baselD of a stored Dorig#ntifier in a valid
Domain Context already established with the RI,thatDomain Generation of the RO is greater than th
Generation of the stored domain ID. The Device Ma&t¥mpt to upgrade the Domain by sending a ROAP-
JoinDomainRequest to the riURL in the RI Contexoasated with the Domain Context. The Device maxetta
obtain user consent to contact the RI, sectior18.defines when explicit user consent is required.

If the Domain upgrade is successful, the Device MA3all the Domain RO. Otherwise the Device SHALOT
install the Domain RO.

3. The Domain baselD of th@lomainID> field does not match a Domain baselD in any vBlidgnain Context
already established with the RI. The Device MAeatpt to join the Domain by sending an HTTP GET esfjtio
the URL specified in thdURL attribute of theoap:ROPayload. The Device may have to acquire the user’'s
consent prior to sending the HTTP GET requestj@eét1.13 defines when explicit user consent dglired.

At the point where the Device sends an HTTP GETiestto the URL specified in tm®JRL attribute of the
roap:ROPayloadthe RO installation process as specified withis ggction is effectively aborted, however, thedlhstion
process may be restarted as a result of subsegseninteraction, by some other Device specificmadhat is outside the
scope of this specification or as a direct resutesponding to a subsequent ROAP Trigger. Asaltef an HTTP GET to
this URL the RI can choose (using its own critevidether to allow the Device to join the Domaimot and SHOULD
return either a JoinDomain ROAP Trigger or a (X)HI bhge that starts an interaction with the Userciwimay eventually
lead to a JoinDomain ROAP Trigger. In the event tha Rl chooses not to allow the Device to joia Bomain the RI
MAY offer the user the opportunity to acquire a 2evRO.

Before installing a Domain RO, the Device MUST asgsfully verify the MAC (using themac>element of the
roap:ProtectedRO). If this verification fails, the Device SHALL NOihstall the Domain RO. In this case the Device MAY
initiate the process of acquiring a new Rights ©bfes described in section 5.2.2.

If the Domain RO is statefuthen the Device MUST perform the replay protectielated checks defined in Section 10.4.

If the Domain Context has expired (indicated byEroenain Context Expiry Time) the Device MUST NOBtall ROs for
this Domain.
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In the case where the Domain RO is received wahiDCF, if the Device cannot verify the signaturéhaf Domain RO, the
Device MAY leave the Domain RO as is within the DOFRe Device MAY request a valid RO for the DCFdascribed in
section 5.2.2.

8.7.2.2 Postprocessing after installing the Domain RO

There are cases where a Device installs a DomaithRiOt received separately from the DCF to whialefers. In these
cases, the Device SHOULD insert a copy of the DarR into the corresponding D&tror! Reference source not
found. as soon as possible after installation.

The Device MAY insert the Domain RO into the DCFadater stage, for example when the user reqteesender the DCF
or send it out of the Device. The Device MAY insaxdre than one Domain RO into a single DCF, as gl of the
inserted RO’s are valid and correspond to a Dontfehit is a member of.

When the Device inserts a Domain RO into a DCBEHOULD remove from the DCF all Domain RO’s corresgiog to
Domains that the Device is not a member of.

The Device SHOULD NOT insert a copy of the Domai@ Rto the corresponding DCF if it concludes, usamgalgorithm
not defined in this specification, that sendingitietalled Domain RO to other Devices does not\adde for the end user,
for example if the Domain RO has expired.

If the Device finds multiple DCF instances boundtte installed Domain RO, it SHOULD insert a cofpytee Domain RO
into each one of them.

8.8 Domain Upgrade

A Rights Issuer may upgrade a Domain if, for examplDomain Key has been compromised or if a Danitlke Domain
has been revoked. This will probably be a rare g\mit may be necessary as a last resort to stdy DBntent from leaking
out of the system in the clear.

In order to upgrade a Domain, an Rl MUST changeDibmmain Key and MUST increment the Domain Generaltip one. If
the Domain Generation value reaches 999 the Dobreiomes obsolete. An RI MUST NOT issue ROs fontzsvlete
Domain and MUST NOT allow new Devices to join arsallete Domain.

A Domain upgrade does not result in any Domain €xirtteing deleted in any Device. After an upgr&tenain ROs
issued before the upgrade may still be used amgdhahis applies to all Devices (revoked and uoked) previously in the
Domain, and to any new Devices added to the Domidém the upgrade.

A Rights Issuer performs a Domain upgrade usingltiie Domain protocol (see sections 8.2 and 5.A5RI MAY initiate
this protocol for the purposes of Domain upgradediyding a ROAP trigger to a Device whose Domaimbeship it
wishes to upgrade. If a Device receives a Join DOMOAP trigger, it SHOULD compare tk@lomainlD> field with the
domain ID for any Domains already established withRI that sent the ROAP trigger, with the send®@s identified by
the<rilD> field. There are two possible outcomes of this parison:

1. The Domain baselD of thedomainID> field matches Domain baselD of a stored domairbild the value of the
Domain Generation in the trigger is greater thanvélue stored by the Device. The incoming triggpresents a
Domain upgrade, as described in this section. Ténade@ SHOULD in this case silently upgrade the Dionuising
the Join Domain protocol.

2. If the Domain baselD of thedomainID> field does not match Domain baselD of a storedalonD, then the
Device is not a member of the Domain. The DeviceSMéxecute the Join Domain protocol (see 5.4.5});38 if it
was joining the Domain for the first time (see &&t8.2).
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8.8.1 Use of hash chains for Domain key management
To avoid storage of multiple keys per Domain in Bevice and in the RI (for the purpose of usingahdl new Domain ROs
after Domain upgrade) it is possible to have aimiebetween the Domain Keys using Hash Chainsgeeton 7.3), as
illustrated in the example below. The Device MAYpport Hash Chains and the RI MAY support Hash Ghain
Example 1. Without hash chains
When generating a new Domain, the RI generates:

e aunigue Domain Identifier DI, the Domain Genenati® set to 000.

e arandom secret Domain K&K,
At Domain upgrade the Domain Generation g is insedeby 1, which is reflected in the Domain Ideatifiand a new
Domain Key Dk, is generated. The old Domain Key(s) must be storét and Device to allow use of ROs issued before

the upgrade. When Devices join a Domain, all Donkags of this Domain are sent in the Protected Dartrdo of ROAP-
JoinDomainResponse (sBOAP protocol suite

Example 2. With Hash Chains (optional)
When generating a new Domain, the RI
e generates a unique Domain Identifier DI, the Donta@meration is set to 000
e generates an initial master ki€y, for the Domain
» selects the maximum number of generatiofigr this Domain (not larger than 999)
o defines a sequence of Domain Keys using the medhedribed in Section 7.3
Since old Domain Keys (with low generation value) possible to efficiently derive from new Domaieys§ (with higher

generation value), it is only necessary to stoeentewest Domain Key in the Device (and correspanBiomain Identifier so
the Domain Generation is known). For the RI ituffisient to storeDK,, (=Ky, ) and the current Domain Identifier.
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9. Confirming RO Installation

All Connected Devices SHALL support RO install domfation. Information about the status of RO itlateons can be
used by the RI for purposes such as customer cdiling. The Rl SHALL use the ROAP-ROResponse sage to indicate
that he wishes to receive installation informationeach RO contained therein.

9.1 Sending ROConfirmRequest

When the DRM Agent receives a ROAP-ROResponse weighires confirmation, it SHALL attempt to install ROs
contained in the ROAP-ROResponse. It SHALL thearrea ROAP-ROConfirmRequest message containingtallation
status of all ROs to the relevant RI. The requiestikl be sent to the ROAP URL in the original R@Qusition trigger.

If a Well-intentioned Attempt to send the ROAP-R@@omRequest is not successful, i.e. a valid ROAP-
ROConfirmResponse is not received within a reasertiine, DRM Agent SHOULD continue to make Wellentioned
Attempts to send the message until a responsees/eal.

9.2 Processing ROConfirmRequest

If the RI receives a ROAP-ROConfirmRequest messiagie the Rl MUST respond with an appropriate ROAP-
ROConfirmResponse message.

If the RI receives a ROAP-ROConfirmRequest mes#age)ST first check that it has a valid Device Cexttwith the
Device sending the message by checking the valgdaficelD> element of the ROAP-ROConfirmRequest message.

If the RI does not have a valid Device ContextRieMUST return a ROAP-ROConfirmResponse message tvé value of
the <status>element equal tblotRegistered.

If the device ID is valid, the RI must verify thitie session ID in the ROAP-ROConfirmRequest messagesponds to the
session ID in a previous ROAP-ROResponse delivieyeatlis RI to the Device. If the session IDs do mattch, the R
SHALL terminate the RO Confirmation installatiorogwcol

If the RI has a valid Device Context and sessioiit MUST validate the signature on the ROAP-ROConRequest.
o If the RI cannot validate the Device signature lee ROAP-ROConfirmRequest message the Rl MUST:

= Return a ROAP-ROConfirmResponse with the statutosat appropriate value i.e.
‘SignatureError’,” NoCertificateChain’,
‘InvalidCertificateChain’,'TrustedRootCertificateXieresent’.

If the signature is valid, then the RI should wethat the RO IDs in the ROAP-ROConfirmRequestwala. If any of the
IDs are not valid, the Rl MUST return a ROAP-ROGonResponse message with the value ofttatus>element equal
to NotFound.

9.3 Processing ROConfirmResponse

If the DRM Agent receives a ROAP-ROConfirmRespamessage it MUST check the value of #r®nce>element, and
the“sessionlID” attribute. If this nonce value does not matchvidleie of the<nonce>element sent in the preceding ROAP-
ROConfirmRequest message or the session IDs dmatwh the Device MUST:

» Discard the ROAP-ROConfirmResponse,

Otherwise the Device MUST next check the signatdithe ROAP-ROConfirmResponse message. If the sigaé wrong,
the Device MUST Discard the ROAP-ROConfirmResponse.

If the signature is correct, the Device MUST nextak the value of thestatus>element.
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» If the value of the<status>element is equal t&Successthe DRM Agent can consider the RO confirmation
protocol to have been successful.

» If the value of thesstatus>element is not equal t&ticcessthe DRM Agent MUST
o Follow the rules specified in section 5.3.6

o Consider the attempt to send the ROAP-ROConfirmRsigas successful.
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10.Protection of Content and Rights
10.1 Protection of Content Objects

The Content Objects are protected by symmetricgkeyyption. The details of the content format goectfied inError!
Reference source not founddocument. Protecting content confidentiality iseg part of the DRM system. Only the
intended Devices must be able to decrypt the contenaccomplish this content protection, the Rigesuer MUST
encapsulate the Content Encryption Key (CEK) inighi® Object. This Rights Object, in turn, is paital as described in
Section 7.2 to ensure that only the intended Dewuicay access the CEK and therefore the DRM Content.

For integrity protection of the DCF, a cryptographash value of the DCF SHOULD BE (if the Devicénipossession of
the DCF) generated and sent to the Rights Issuefmation during RO acquisition (see Section4.4.1). Also the DCF
Hash MAY BE inserted into a Rights Object by th@lRs Issuer. This hash value MUST BE generatedrdicgpto the
DCF hash calculation procedure specified in sectiod. If the Rights Object contains a DCF hasli@aDRM Agents in
client Devices MUST verify once that this hash eaisiidentical to the hash value calculated byOR&M Agent over the
DCEF. If the hash values are not identical, the DR#§&nt MUST prohibit the DCF from being decryptediarsed.

To summarize Devices are expected to calculate fa B&sh:
— Once when initiating 2-pass RO Acquisition if th€Pis available on the Device; and

— Once before allowing access to the content fofiteetime after a new RO is received if the RQidivered via
another method than 2-pass RO Acquisition or if@i@¥ is not available on the Device at the timeeriding the
RO Request.

In a progressive download scenario, the DRM Agentaomplete hash verification only after the corg@CF has been
received and possibly after DCF decryption hagesfaThe DRM Agent MUST discontinue DCF decryptand use, if the
hash verification fails.

To improve user experience (by reducing waitingetishie to verification of the DCF integrity), the BGash may be
calculated by the Device in advance, possibly dudownload or as soon as the DCF is received, andba cached by the
Device for later use. In order to verify the intiggof the DCF a Device may compare the cached kakle to that in a
corresponding RO. When acquiring an RO, the Dewiag also report the cached hash value to the RieiRO-Request.
The location for the cached hash value is not §ipdcand therefore is implementation specific.

10.2 Composite Content Objects and Associated Right s Objects
10.2.1 Multiple Rights for Composite Objects

A Rights Object can contain one or more PermissammsConstraints (i.e. multiple rights). Eachaf@®ermissions and
Constraints is identified by a unique identifiendauniquely associated with a Media Object by temntifier. One Rights
Object may contain Permissions that are assocwitedViedia Objects contained in separate DRM Comia (DCFs).
Some example use cases include:

» Multiple DCFs delivered at different times (e.gbsaription-based MMS where several MMS messageseateto
a user)

» Multiple DCFs delivered at the same time but natagsulated in a single package (e.g. streamingar{addio
stream and video stream)).

* Multiple DCFs delivered at the same time and iimgle package that is not a DCF (e.g. an MMS messag
containing several pictures, each encapsulated own DCF)
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The Rights Objects can also specify permissionscandtraints for each of the individual Media Olgewithin a Multipart
DCEF. In this case, the individual Media Objects barreferenced separately by the Rights Objectcéed with the
Multipart DCF.

10.2.1.1 Multiple Rights for Multipart DCFs

A Multipart DCF contains multiple separate Mediajéts, e.g., a theme consisting of a ringing tamt@logo. Each
Media Object in a Multipart DCF is realised as pagate DCF Container with its own unique ContentiEery usage-
permission, that is granted to the user in a Rightfect, refers to one or many of these DCF CostairiThey are called
“assets” in the REL specification, and contain @untent-ID of the correspondent DCF Containers ltiportant to note
that permissions do not refer to entire DCFs bid@¥ Containers.

An example shall clarify this: when a Multipart D€Bntains an audio file and two images, a ConteotiBer can grant a
user the permissions to play the audio data, digpkeatwo images, and print the second image ttimees. The
corresponding Rights Object would contain threemssion elements (<play>, <display>, and <printongl with the
respective <constraint> elements), each of whichleveefer to the Multipart DCF Container it affects

Note that if a Content Provider wants to set threespermissions for all Media Objects in a Multip€F, there are two
possibilities to do so:

Each <permission> element contains a list of refege (<asset> elements) to every Multipart DCF &ioet.
The <permission> element does not contain any tastements. The REL specification states thahis ¢ase the
permission elements <play>, <display> and <primtferrto all assets defined in the RO’s <agreemetement (for details

seeError! Reference source not found).

=rig hts=
element

Print X I—

Jtimes Reference by
—_— Content-100

<permission= g
elements

Figure 12: Multiple Rights for Multipart DCFs

Another case is where a Media Object is a Comp@Hifect, i.e. it contains other Media Objects byameof inclusion.
Such a Composite Object can have assigned onhgéesContent-ID which can be referenced by a Righigect.
Permission and Constraints expressed referringe@bmposite Object MUST be applied to all indidbiMedia Objects
contained in the Composite Object (e.g. the imagesaudio files contained in a zip archive).

10.3 Protection of Rights Objects

In the OMA DRM Architecture, a given Content Objecassociated with one or more Rights Objects. Higats Object is
made up of the required header information, secetéments, and the rights information for the agged Content Object.
The Rights Objects are acquired by the Devicerasuat of a successful completion of the RightsgdbAcquisition
Protocol or through sharing in a Domain.

Integrity protection prevents un-authorised moditfion of the rights information within the Rightbj@ct. The syntax and
semantics of the Rights Object is specified inEn®r! Reference source not found.document, while this specification
defines the use of [XML-DSIG] to create a diggajnature over the set of elements that need iitygotection. The DRM
Agent MUST verify the digital signature, when awaaie, within the Rights Object, before the assedatontent is made
available to the user. Use of the digital signapnevides the client the ability to verify the aeittticity & integrity of the
information. The Rights Issuer MUST provide thetifieate chain necessary to validate the signagitieer during the
ROAP session or by use of “out-of-band” methods.
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The Rights Object MUST be assigned a unique identify the Rights Issuer.

10.3.1 Device RO Processing Rules
10.3.1.1  Overview
A Device can acquire ROs through use of the Rightfect Acquisition protocol, or through their inslan in DCFs. Before

installation of a received RO, the Device must makeimber of checks, including integrity, authdttjand replay attack
related checks as described below.

This section defines processing rules for Rightge€ib specific to an individual Device. The prodgegsules for Domain
ROs are found in section 8.7.

10.3.1.2 Receiving a Device RO
The Device MUST support receiving a Device RO R@AP-ROResponse message.

Before installing and using a RO to render any medijects inside the associated DCF(s), the DeMIdST process the RO
as defined in section 10.3.1.3.

10.3.1.3 Installing a Device RO
The Device MUST support receiving a Device RO R@AP-ROResponse message.

When a Device receives a Device RO through a sefidesxecution of the RO Acquisition protocol, itMsT proceed as
follows:

— Verifications:

o If the Device RO was signed (i.e. thsignature>element is present in theap:ROPayload), the Device
MUST verify the signature using the RI's Public Key

0 The Device MUST verify the MAC on the Device ROngsthe<mac>element of the
roap:ProtectedRO.

0 The Device MUST verify that therilD> element of theoap:ROPayload identifies the same RI as signed
theroap:ROResponsemessage.

— The Device MUST inform the user and MUST NOT iristia¢ Device RO if any of the above verificationad.f
Likewise, Device ROs received in unsuccessful etiens of the RO Acquisition protocol MUST NOT besialled.

- Ifthe RO is stateful (indicated by tlséateful attribute of thecro> element)then the Device MUST perform the
replay protection related checks defined in Sectiod.

The Device MAY support receiving a Device RO inetlways than through a successful execution oRfeAcquisition
protocol. In this case, the Device MUST proceetbisws:

— Verifications:

o The Device MUST verify that the signature (i.e. #ségnature>element in theoap:ROPayload) is
present

0 The Device MUST verify the signature using the Risblic Key.

0 The Device MUST verify the MAC on the Device ROngsthe<mac>element of the
roap:ProtectedRO.
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0 The Device MUST verify that therilD> element of theoap:ROPayload matches the RI Identifier in any
valid RI context

— The Device MUST inform the user and MUST NOT iristia¢ Device RO if any of the above verificationad.f

— If the Device RO is received within a DCF and ifyari the above verifications fail the Device MAYale the
Device RO as is within the DCF. The Device MAY reqtia Rights Object for the DCF as described itiaec
5.2.2.

- Ifthe<rilD> element in theoap:ROPayload of a Device RO does not match the RI Identifieaity valid RI
context the Device MAY send an HTTP GET to the Wsplecified in theiURL attribute of theoap:ROPayload.
The Device may have to acquire the user’s cong@mt o sending the HTTP GET request, section 3. Hdfines
when explicit user consent is required. At the paihere the Device sends an HTTP GET to the URLkifipd in
theriURL attribute of theoap:ROPayloadthe RO installation process as specified withis g@ction is
effectively aborted, however, the installation e may be restarted as a result of subsequernihtexaction, by
some other Device specific means that is outsidetiope of this specification or as a direct resfulesponding to
a subsequent ROAP Trigger. An HTTP GET on the Updctfied in the riURL attribute of the roap:ROPagdo
SHOULD return either a RegistrationRequest ROARdet or a (X)HTML page that starts an interactiathuhe
User which may eventually lead to a RegistrationiRsti ROAP Trigger.

- Ifthe RO is stateful (indicated by tlséateful attribute of the<ro> element)then the Device MUST perform the
replay protection related checks defined in Sectio#d.

10.4 Replay Protection of Rights Objects
10.4.1 Introduction

Rights Objects containing permissions with conatralements such as <count>, <interval>, or <acdated> requires the
current state of the usage permissions to be niagttan the DRM Agent. In contrast with stateleghts, there has to be a
mechanism to protect against an attacker replayiageception of such stateful ROs to the Deviddackwcould cause an
unauthorised extension of the permissions. Butiose stateless ROs which have been uploaded (EeRIksection 12), the
Device MUST remove them and can’t consume themlamger. So there also has to be a mechanism teqiragainst an
attacker replaying the reception of such statdRe3s to the Device

In certain variants of RO acquisition describethis specification such a replay protection mecsm@nis inherent in the
protocol. In particular, the 2-pass RO Acquisitiotocol contains a Device nonce, sent in the RfDest and sent back and
signed in the RO response. The DRM Agent comparéscaming correctly signed RO Response with thecedn a sent
RO Request and unless there is a match, the Répeisted and replay of the RO Response is not des§tbauthentication
provided by the 2-pass protocol can thus be usedntrol replay.

In contrast, the 1-pass RO Acquisition protocdlhar sharing of ROs in a Domain does not offer dlehge/response
mechanism. 1-pass ROAP offers a limited replaygmtin through the time-based RI authentication jttda not optimal in
that the synchronisation between Rl and Device aaba guaranteed.

To accommodate for this, a local replay cache lvglkept in the Device. Logically, the replay caiha table where each
entry contains a Globally Unique RO Identity (GUHDJ a received, stateful RO, and the RI Time Stédonphe RO. The

GUID MUST be unique for each instance of the ROglse a user who legitimately twice in a row buys $ame stateful

RO could be seen as mounting a replay attack).

When stateful ROs with GUIDs and time stamps aceived, they will be compared with previously reeg stateful ROs
in the replay cache. If there is a match with aistag entry, the newly received RO will not betalked. When the replay
cache is full, ROs with newer (later) time stamgslaice entries with older time stamps and ROs tivite stamps older than
the oldest time stamp in the cache are rejecteid.mbchanism provides a secure replay protectipprdpriate sizing of the
replay cache minimizes the risk that a long delitane of one stateful RO in combination with mdsstribution of other
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stateful ROs with later time stamps causes theyddlRO to be rejected (in situations of mass distron of stateful ROs,
the RI could use the 2-pass ROAP protocol sincettaa an inherent replay protection mechanismdbas not interfere
with the mechanism described here.).

A limitation of the method described above is ttairing of Domain ROs with very old time stamps rhayaffected by the
finiteness of the replay cache. A second mechaisgherefore included to eliminate this limitatidrhis second mechanism
defines a separate replay cache for ROs with a Gbibwithout a timestamp. GUIDs of new ROs withtetestamps will
then be compared to GUIDs in the GUID-only replaghe. If there is a match, the RO is rejected;rotise it is accepted
and the replay cache is updated. If the GUID-oaplay cache is full, a previous entry is removedit@ room for the

GUID of the new RO. This mechanism does not liéaring of ROs but is possible to circumvent, siihég possible to
replay stateful ROs with GUIDs that has been ddlétm the cache.

The reason for having separate replay cachestithtagecure mechanism based on timestamps and S3biduld not be
affected by the latter, more limited, replay preéiteec mechanism. A separate replay cache for GUIQ-entries still
provides a certain degree of protection for comesiing ROs, allowing Rls to balance security id&se@gainst the risk of
unintentional rejection of "old" Domain ROs.

To provide replay protection for stateless Righkge®©ts after they have been uploaded to an RI,d@evWWUST maintain a
separate local replay cache for stateless ROschbgi the replay cache is a table where each emnyains a Globally
Unique RO Identity (GUID) for an uploaded statelB$3, and the RI Time Stamp for the RO. The GUID MU unique
for each instance of the RO.

10.4.2 Replay Protection Mechanisms
This section defines two mechanisms enabling ptiote@gainst Device RO as well as Domain RO reptsgcks.

The OMA DRM Release 2 replay protection mechaniaresntended to support the use case of statefuitB&Os or
Domain ROs that are delivered without a prior R@rest, i.e. in the 1-pass ROAP, or Domain ROs dedit outside of
ROAP. In the case of Domain ROs, the statefulregsri Devicein the Domain. E.g. if a Domain RO with a count 3
constraint is successfully shared between Deviaash Device is allowed 3 uses. It is the originahfain RO that SHALL
be shared between Devices within a Domain. Anestdbrmation about how many times a constraintieen consumed,
SHALL NOT be shared between the Devices.

Theroap:ROPayload type contains two components for stateful RO ngplatection management: the Globally Unique ID
attributeid and the RI Time Stamp elemesitmeStamp>. In addition, the RI indicates that an RO is dtdtky setting the
stateful attribute toTrue. The <timeStamp>element is optional for Domain ROs and providesRhwith two different
methods for replay protection: Replay protectiothveind without RI-assigned timestamps (RITS). Thesthods are
described in the following.

A Device MUST have two (logical) replay caches: evith <GUID, RITS> entries for stateful ROs with @& and RITS,
and one with <GUID> entries for stateful ROs withli®s only. If the Device supports Rights Object bkl (see section
12), it MUST have an additional replay cache wiD, RITS> entries for such stateless ROs thathsen uploaded to
the RI. The Device MUST protect the integrity &f replay caches. It is RECOMMENDED that each repkghe for
stateful RO is able to store at least 100 enthiesthe size of the replay cache for stateless iRfDld be as large as is
practical.

104.2.1 Stateful ROs with Rl Time Stamps

This replay protection mechanism is applicabledthtbevice ROs and Domain ROs and is securet icani guarantee
protection against replay attacks. However, inRbenain case, subsequent sharing may be restrigtdtelreplay protection
mechanism and cannot be guaranteed. In parti@il@ceiving Device may reject Domain ROs that hezed long after
they have been received from the RIl. The mechaaisumes at least loosely synchronised time adnesset of Rls and
OCSP responders that may be accessed by a Device.
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a) When receiving a stateful RO with<éimestamp> element (RITS), the Device MUST perform the foliog
procedure: If the RITS is more than 24 hours inftitere when compared to the Device’s DRM Time ttien
Device MUST reject the RO. The user MUST be infadroéthe event and of the present Device DRM Tiame
SHOULD be asked if the Device’s DRM Time is corrdtthe DRM Time is not correct the Device SHOULD
initiate Device DRM Time synchronisation by re-igtgring with the Rl using the Registration protocol

b) Failing a), if the GUID for the RO is already iretkGUID, RITS> replay cache then the Device MUS&akthe
RO.

c) Failing b), if the <GUID, RITS> replay cache is rioli, the Device MUST accept the RO and insert®@s GUID
and RITS values as an entry in the replay cach&e:Nde GUID value is thiel attribute of theoap:ROPayload
value.

d) |If the replay cache is full, and the RITS is beftire earliest Rl Time Stamp in the replay cacheXteeice MUST
reject the RO.

e) Otherwise — if the replay cache is full, and th& Kis after the earliest Rl Time Stamp in the rgplache the
Device MUST accept the RO and insert the correspgndGUID, RITS> values as an entry in the replagte, by
deleting the cache entry with the earliest RITSigal

10.4.2.2 Stateful ROs without RI Time Stamps

This replay protection mechanism is intended fomam ROs. It does not restrict subsequent shaimsggallation or usage
of Domain ROs but it is less secure than the mashaim Section 10.4.2.1 and it does not guarargpkay protection.
Hence, if protection from replay of a stateful RQmportant, the RI should include an RI Time Stamghe RO payload. If
indefinite sharing of stateful Domain ROs in a Damia important and it is acceptable that, with sosffort from an
attacker, this stateful RO may be replayed, therRhshould not include an Rl Time Stamp in the ®load.

When receiving a stateful RO withouktimestamp>element, the Device MUST perform the following gedure:

a) Ifthe RO's GUID is in the GUID-only replay cacheen the Device MUST reject the RO.

b) Failing a), if the GUID-only replay cache is notl fthe Device MUST accept the RO and insert thésR&JID
value as an entry in the cache.

c) Otherwise — if the GUID-only replay cache is filie Device MUST accept the RO and insert the RQDGralue
as an entry in the GUID-only replay cache by detgtin existing entry in the cache. The Device MA¥ &IFO in
the GUID-only replay cache or MAY select a randamrefor deletion.

10.4.2.3 Stateless ROs uploaded to RI
This replay protection mechanism is mainly intenftedsuch stateless ROs that have been uploadgtl tbcan guarantee
protection against replay attackss stated in section 5.3.10 all Device ROs congdiimestamp. This timestamp is used for
replay protection.
When receiving a stateless RO witktanestamp> element (RITS), the Device MUST perform the follog/procedure:

a) If the GUID for the RO is already in the <GUID, R8¥ replay cache then the Device MUST reject the RO.

b) Failing a), if the <GUID, RITS> replay cache is figit, the Device MUST accept the RO

c) Failing b), if the replay cache is full, and thelBlis before the earliest Rl Time Stamp in theagglache the
Device MUST reject the RO.

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C Page 109 (220)

d) Otherwise — if the replay cache is full, and th& Kis after the earliest Rl Time Stamp in the replache the
Device MUST accept the RO.

When uploading a stateless RO to RI successfliéy[evice MUST perform the following procedure:

a) If the replay cache is not full, the Device MUSEent the corresponding <GUID, RITS> values as dry émthe
replay cache.

b) Otherwise — if the replay cache is full, the DevidgST insert the corresponding <GUID, RITS> valassan entry
in the replay cache, by deleting the cache enttly thie earliest RITS value. However, if the RITShe# RO to be
inserted is before the earliest RITS value in #y@ay cache, there’s no need to insert it.

10.5 Parent Rights Object

A Rights Object may inherit Permissions from anofRights Object, using the <inherit> syntax as #sztin Error!
Reference source not found.This mechanism can be used, for example, to fspeghts for content acquired as part of a
subscription.

In this section, the Rights Object that inheritenpissions is referred to as a Child Rights Obj€eR0O). The Rights Object
that contains the Permissions that are inheriteefésred to as a Parent Rights Object (P-RO).

Client Devices MUST verify that the Child Rights j@tt and its related Parent Rights Object weresiddwy the same Rights
Issuer before the associated content is made blatathe user.

A Parent Rights Object MUST NOT contain any DCFhhealue, as described in Section 10.1 since a PRights Object
does not reference any DRM Content directly.

10.5.1 Parent Rights Objects and Domains

A Rights Issuer MAY bind Child Rights Objects anaként Rights Objects to a Device or to a Domaire pérmission
inheritance mechanism described in this sectiamdspendent of the cryptographic binding of ther&gObjects.

10.5.2 Semantics of stateful constraints

The DRM Agent MUST maintain the state of any statebnstraint relative to the Rights Object in whibe constraint
appears, and not relative to any single Media Qbjeonly one Media Object references a Rights€dhjthe DRM Agent
will interpret the stateful constraints in the RiglObject as applying to that one Media Objeatndire than one Media
Object references a Rights Object, directly orreritance (see section 10.5 above), the DRM ANBIST interpret the
stateful constraints as applying collectively toMédia Objects that reference that Rights Object.

The figure below illustrates these semantics incthrext of a Parent Rights Object. Two Child RigBbjects inherit
permissions from a single Parent Rights Objectti@reft side, each C-RO specifies a <play> perimiswith a count
constraint. The constraint applies individuallythe content item linked to the C-RO. The user msgyDCF-1 up to 5 times,
and DCF-2 twice. On the right side, the P-RO sjeithe constrained <play> permissions. In thie ctee user may use
either DCF up to a total of 7 times. This may hesés of DCF-1 and 3 uses of DCF-2, or even noafSBeE€F-2 and 7 uses
of DCF-1.
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P-RO P-RO
<plays
<O tEr S ocounts
fxf’//fxgr‘hahhh“akx ,sz;f;iz&éfi&xhhamx
C-RO C-RO C-RO C-RO
<play> <plays
<CC0URTE S focount <O tEAL foounts
</plays </plays
DCF-1 DCF-2 DCF-1 DCF-2
b AN A S -
use 5 times use 2 times 7 total uses of any DCF

Figure 13: Parent ROs and Associated Semantics

10.5.3 Selection of Parent Rights Object

The issuing of a new Parent Rights Object may teaisituation in which a DRM Agent has two valigrént Rights
Objects with the same value of the <uid> elemerthef<context> element of the <asset> elementAppendix C.4 of
Error! Reference source not found).

At any given moment, a Child Rights Object is alkalto inherit permissions and constraints from amlg single Parent
Rights Object. Therefore, in case the DRM Agentihaalled two or more valid Parent Rights Objetith the same value
of the <uid> element of the <context> element ef dasset> element, and a permission is exercisaddrChild Rights
Obiject that refers to this <uid> value, the DRM AgMUST select exactly one of these Parent Rightie&s from which
the Child Rights Object is allowed to inherit pessibns and constraints.

The selection of a Parent Rights Object is doneraltg to the Rights Object evaluation order (ssstien 5.10 oError!
Reference source not foung.

10.6 Off-Device Storage of Content and Rights Objec ts

Because Devices have a limited amount of storageesim which to store DRM Content and Rights Olsjegsers may
desire to move DRM Content and Rights ObjectsladfDevice, e.g. to removable memory, a personapaben, or a
network store to make room for new DRM Content Rights Objects. A given Rights Object can be iteskinto the
corresponding DCF for purposes of storage and &itypin managing the objects. At some later pdaintime, they may
want to retrieve said DRM Content and Rights Olgjéaim the remote storage back onto the Devicestor

As explained in earlier sections of this specifmat both the DRM Content and Rights Objects acgguted and bound to a
specific Device or a Domain. For this reason, DRbhtent and Rights Objects MAY be allowed to letheDevice
provided the following condition is met:

The DRM Content and the Rights Objects MUST be jmadected form, meaning they cannot be accessediyppther
Device/Domain than the original intended Device/2dmto which the rights were issued.
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10.7 Group ID Mechanism

A content object (DCF) MAY contain an OMADRMGroupBbx that defines the group identity of the DCFspscified in
Error! Reference source not found.

For any DCF that contains a Group ID, a Rightsds8lAY issue Rights bound to the DCF Content Ibound to the DCF
Group ID. The ROAP assumes that the client wilspre the correct RO identifier in the RO Info fielfithe RO Request
message.

When a DRM Agent locates a Rights Object boundhéoGrouplD of any DCF in a group, it MUST obtaie tACF-specific
key by decrypting the value of the GroupKey figidhie DCF with the Content Encryption Key storedhia Rights Object.

When searching for a valid Rights Object for a &t includes an OMADRMGroupID Box, the DRM Agenaytfind
Rights Objects bound both to the DCF GrouplD anth&individual ContentID of the DCF. In this cdke DRM Agent
MUST process the Right Objects as specified inice&.10 ofError! Reference source not found.

A Rights Object bound to a DCF Group ID MUST NOTIlirde any DCF hash values, as described in Setfidn This
allows a Rights Issuer to issue group Rights Objexth client before delivery of content, and withspecific knowledge of
the group content that a client may acquire.

The Group ID mechanism described in this sectiondependent of the cryptographic binding of thgh& Object to a
Device or a Domain. A Rights Issuer MAY bind a grdrights Object to a Device or to a Domain.

10.8 Semantics of Stateful Constraints

The DRM Agent MUST maintain the state of any statebnstraint relative to the Rights Object in whibe constraint
appears, and not relative to any single Media Qbfjeonly one Media Object references a Rights€dhjthe DRM Agent
will interpret the stateful constraints in the RiglObject as applying to that one Media Objeatndire than one Media
Object references a Rights Object, the DRM AgentIMUnterpret the stateful constraints as applyisitectively to all
Media Objects that reference that Rights Object.

The figure below illustrates these semantics incthtext of a Group Rights Object. Two DCFs ref@raup Rights Object
which specifies the constrained <play> permissitmshis case, the user may use either DCF uptdtehof 7 times. This
may be 4 uses of DCF-1 and 3 uses of DCF-2, or pearses of DCF-2 and 7 uses of DCF-1.

Group-RO
<p|ay>

<count>7</count>

N

DCF-1 DCF-2

y
7 total uses of any DCF

Figure 14: Group RO and Associated Semantics
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11.Metering

Connected Devices MUST support Metering. Uncotetebevices that support DRM Time SHOULD supportéieg.
All normative statements apply to both Connectedl ldnconnected Devices that support DRM Time urdgexifically
stated otherwise. RIls MUST support Metering.

The OMA DRM metering solution can be summarisetblsws:

- It allows an RI to define that Metering Informatiotust be collected by the DRM agent when a padicRIO is
consumed through the inclusion of the <trackedmel& in the RO as defined Hrror! Reference source not
found..

- It allows an RI to request the Device to reportexikd information through a Metering Report bydieg a
“Metering Report” ROAP Trigger.

Devices MAY have to obtain user consent beforeectihg Metering Information, section 5.1.13 defimdgen explicit user
consent is required. User consent is obtainedmer-&l basis. If user consent has been given tead\letering Information
for a particular Rl then it is considered that miegis enabled for all ROs issued by that Rl.déuconsent has not been
given or if user consent has been retracted fdectrhg Metering information for a particular Rlettn metering is disabled.

When an RO contains tRgracked> element the DRM Agent must collect Metering Infotioaif Metering is enabled. If
Metering is not enabled, the DRM Agent does noecvMetering Information, however, it depends loa presence and the
value of thecontentAccessGrantedtribute to determine whether or not the consionptf the associated DRM content is
allowed. The detailed behaviour of the DRM AgentNtetering is described in Section 5.5.1kwfor! Reference source

not found..

Upon reception of ROs that contain #teacked> element the Device MUST store the value of the fitidn the
roap:ROPayload so that it can identify the RI fhatied the RO.

11.1 Sending Metering Reports

The DRM Agent SHALL use the ROAP-MeteringReportSitmessage to send Metering Reports to the Ris Wil be
triggered if an RI sends a Metering Report ROARyJer to the Device.

If a DRM agent receives a MeteringReport ROAP Teigigom a given RI, and the DRM agent has colledfietering
Information for this RI (that has not yet been népd) then DRM Agent SHALL send the ROAP-MeteringBeSubmit
message. In the case that a User has previoustentsd to consume an RO that contains the <trackledrent from a
particular RI, and Metering Information has beeheabed, but subsequently the user has retractesert to collect further
Metering Information for this RI, then the DRM AgeBHOULD send the Metering Report when a MeterimgiReROAP
trigger is received. After user consent is den@dcbllection of Metering Information then only preusly collected usage
information is reported to the RI

If in the process of evaluating the RO for the msgof consuming the associated DRM Content the [2igkht determines
that a permission has expired and if tm&ExpiredURL attribute is present within the corresponding pesion the DRM
Agent MUST send a HTTP GET request to the URL d@ekLin the value of thenExpiredURL attribute at the first
opportunity. A successful request to the URL MU8Turn a ROAP Trigger, a Download Descriptor ouadied

Download Descriptor and ROAP Trigger. If the vabfeheonExpiredURL attribute is a HTTP URL and the request fails
with error codet04 Not Found [RFC2616], the Device SHOULD NOT make further resgs to the URL. If the request
fails with some other error, the Device MAY rethetrequest at a later time.

It should be noted that the functionality associatéth theonExpiredURL is not specific to Metering.

If at any point a Well-intentioned Attempt is neicsessful, the DRM Agent SHOULD continue to makelWeentioned
Attempts to send the Metering Report at the eveajlable opportunity.
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11.2 Processing of ROAP-MeteringReportSubmit Messag e

If the RI receives a ROAP-MeteringReportSubmit ragesthen the Rl MUST respond with an appropriat&A RO
MeteringReportResponse message.

If the RI receives a ROAP-MeteringReportSubmit ragesit MUST first check that it has a valid Devicentext with the
Device sending the Metering Report by checkingviddee of DevicelD element of the ROAP-MeteringRefabmit
message.

If the RI does not have a valid Device ContextRhéMUST:
* Return a ROAP-MeteringReportResponse message lathalue of thestatus>element equal thlotRegistered
If the RI has a valid Device Context it MUST:

» Check the Device Time as sent in #iane> element of the ROAP-MeteringReportSubmit messafjhe Rl does
not consider this to accurate the RI MUST:

0 Return a ROAP-MeteringReportResponse with the stsetito an appropriate value i.e.
‘DeviceTimeError

» If the RI considers the Devices DRM Time to be aataithe RI MUST Validate the signature on the
MeteringReport.

o If the RI can not validate the Device signaturelem ROAP-MeteringReportSubmit message the Rl
MUST:

= Return a ROAP-MeteringReportResponse with the stsgtito an appropriate value i.e.
‘SignatureError’,” NoCertificateChain’,
‘InvalidCertificateChain’,' TrustedRootCertificateNleresent’.

o If the RI can validate the Device signature thévRIST validate the MAC on the Metering Report.

= If the RI successfully validates the MAC the Rl MU8ecrypt the contents of the Metering
Report as specified in section 11.4.2. In this ¢heevalue of th&status>element MUST be
‘Success’ If the RI can not decrypt the Metering Repoe Bl MUST return a ROAP-
MeteringReportResponse with the value of¢kstatus>element set to
UnableToDecryptMeteringReport

= |f the Rl is unable to validate the MAC on the Maig Report the RI MUST return a ROAP-
MeteringReportResponse with the value of¢ktatus>element set to
UnableToValdiateMeteringReportMAC
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[No] ROAP-MeteringReportResponse:
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Valid Device Context

[No] ROAP-MeteringReportResponse:
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Is Device Time Accuratez

[No] ROAP-MeteringReportReponse:
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Figure 15: Rl Processing of ROAP-MeteringReportSubrit Messages

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C Page 115 (220)

11.3 Processing of ROAP-MeteringReportResponse Mess  age

If DRM Agent receives a ROAP-MeteringReportRespansssage it MUST check the value of #monce>element, if this
nonce value does not match the value okthence>element sent in the preceeding ROAP-MeteringR&udmtnit message
the Device MUST:

» Discard the ROAP-MeteringReportResponse and MUSifiree to record Metering Information.

If the value matches the value of thieonce>element sent in the preceeding ROAP-MeteringR&udminit message the
Device MUST verify signature of the ROAP-MeteringiRetResponse message. If the verification of theature was not
successful the Device MUST:

» Discard the ROAP-MeteringReportResponse and MUSifirmee to record Metering Information.
If the signature verification was successful theyibe MUST check the value of thastatus>element.
» If the value of the<status>element is equal t&Successthe DRM Agent MUST
= Delete any existing Metering Information that cegends to the data sent in the Metering Report.
= Consider the attempt to send the Metering Repostiasessful.

» If the value is equal tdNoCertficateChainand the DRM Agent did not include its Certific&bkain in the
corresponding ROAP-MeteringReportSubmit messag®mig Agent MUST resend the ROAP-
MeteringReportSubmit message but include the apiatepDevice Certificate Chain.

» If the value is not equal t&uccessor ‘NoCertficateChain, the DRM Agent MUST
= Follow the rules specified in section 5.3.6
= Consider the attempt to send the Metering Repostiasessful.

= NOT delete any existing Metering Information thatresponds to the data sent in the Metering
Report and the DRM Agent MUST continue to recorddvieg Information.

If the signature verification was successful arelRbst Response URdxtension is present, the DRM Agent MUST send an
HTTP GET request to the URL specified in the vafithe<prURL> element of this extension at the first available
opportunity. If the request fails with error cotie4d Not Found [RFC2616], the Device SHOULD NOT make further
requests to the URL. If the request fails with sastteer error, the Device MAY retry the request &itar time.

If the signature verification was not successtu, DRM Agent SHOULD NOT send HTTP GET request ®thRL given
by the<prURL> element.

If the DRM Agent does not receive a ROAP-Metering&¢Response message in response to sending a ROAP-
MeteringReportSubmit message the DRM Agent MUST NOT

= consider the attempt to send the Metering Repastiasessful.

= delete any existing Metering Information that cepends to the data sent in the Metering Report
and the DRM Agent MUST continue to record Meterinfprmation until it receives a Metering
Report ROAP Trigger.

The following figure shows this diagramtically.
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Figure 16: Processing of ROAP-MeteringReportResporsMessages

11.4 Metering Report Formatting

The Raw Metering Report MUST be formatted accordinthe ABNF syntax defined in this section. TheM{Bnotation
used is defined in [RFC4234]. The terminals <DIGI®WSP> and <CRLF> are also defined in [RFC4234].

rawMeteringReportData = *(CRLF perContentMeterirfgtmation) [ CRLF ]

perContentMeteringinformation= (contentID %d58 JFé&(mission %d58 consumptionCount %d58
accumulatedConsumptionTime)

permission = play / display / execute / print / @etp

contentID = *(VCHAR)

consumptionCount=*(DIGIT)
accumulatedConsumptionTime=*(DIGIT) %d58 seconds
seconds=%x30-35 %x30-39

Where:
= contentID depends on the RO type used to consueneathtent :
o if the content is authorised to be consumed byamRO, contentID is the concatenation of :
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= the value of thecUID> element of theicontext>element of arasset>element and specifies the
Groupld associated to the content

= a separator (a semicolon)

= the ContentID field in DCF's Common Header box specifies the content identifier of the
Metered Content to which the Metering Informatiqplkes

o if the content is authorised to be consumed thr@ughrent RO, contentlD is the concatenation of :

= the value of the <UID> element of the <context>mabat of an <asset> element and specifies the
Parent RO ID associated to the content

= aseparator (a semicolon)

= the ContentID field in DCF's Common Header box specifies the content identifier of the
Metered Content to which the Metering Informatiqplkes

o Otherwise, contentlD is the value of thkID> element of theccontext> element of arkasset>element
and specifies the content identifier of the MetdBahtent to which the Metering Information applies.

permission depends on the value of the <permissitement as defined in section §85.4.1 of [REL].

AccumulatedConsumptionTime is the accumulated aopsion time in minutes and seconds (separatedéy:'th
for a given permission

consumptionCount is the number of consumption fgivan permission

The DRM Agent MUST list for a dedicated contentta# recorded metering information of all the pessions granted to
this content.

In order to send the Metering Report to the RIDRM Agent MUST insert the Raw Metering Report ithe
<rawMeteringReportData> element of an XML fragment of typaneteringReportType>.

11.4.1 Encryption of Metering Reports

To encrypt a Metering Report the DRM Agent MUST:

Insert the value of a Raw Metering Report into<h@wvMeteringReportData> element of a xml fragment of type
meteringReportType.

Randomly generate a 128-bit long AES Metering Repacryption KeyKyex.
Randomly generate a 128-bit long AES Initialisatitector.
Randomly generate a 128-bit long MAC Ké&ac.
Set the value of theEncryptionMethod> of the<EncryptedData> element equal to:
0 http://www.w3c.org/2001/04/xmlenc#aes128-cbc
Set the value of th&ype attribute of thecEncryptedData> element equal to:
o http://www.w3.0rg/2001/04/xmlenc#Content

Use XML Encryption to encrypt the XML fragment gpe meteringReportType using AES-128 in CBC mode
and using the padding scheme defined in [RFC2688]randomly generated Initialisation Vector shdugd
prefixed to the encrypted data and then the condbivieand encrypted data should be inserted into the
<encryptedMeteringReport> element of the ROAP-MeteringReportSubmit message.

The Device MUST encrypt the Metering Encryption Ky MAC Key using the RI's Public Key as specified
section 7.2.4.

Include the encrypted Metering Encryption Key and®/key in the MeteringReportSubmit mesage as sieekif
section 5.4.6.1.2.

Calculate a MAC on the canonical version according§ection 5.3.3 of themeteringReport> element (excluding
the<mac>element) using the MAC kelac. using MAC algorithm from the Rl Context.

Set the value of themac> element of the&meteringReport> element equal to this value.
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Figure 17: Encryption Process
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11.4.2 Decryption of Metering Reports

In order to decrypt the contents of thmeteringReport> element of theencryptedMeteringReportData> element of the
ROAP-MeteringReportSubmit message the Rl MUST:

» Check that the MeteringReportSubmit message iecthyrformed, if it is not correctly formed the RIUST
respond with a ROAP-MeteringReportResponse withvttiee of the <status> element equal to
‘MalformedMeteringReport’

» Unwrap the Metering Report Encryption Ké§exand MAC Key,Kyac (see section 7.2.4).

e Calculate a MAC on the canonical version accordin§ection 5.3.3 of themeteringReport>element (excluding
the<mac>element) using the MAC keliwac. The MAC algorithm to use is defined in the Devicen@xt.

* Check this value against tkenac> element of themeteringReport> element of th&ROAP-
MeteringReportSubmit message.

o If the calculated value is not equal to value @f¢mac>element of themeteringReport> element the
RI MUST respond with a ROAP-MeteringReportRespomik the value of thestatus>element equal to
‘UnableToVerifyMeteringReportMAC’

o If the calculated value is equal to value of #meac>element of themeteringReport> element the RI
MUST:

= Extract the IV which is prefixed to the encryptextal

= Extract the Metering Report Encryption Key and itise decrypt the contents of the
<EncryptedData> element of themeteringReport> element of the
<encryptedMeteringReport> using the algorithm specified in tkencryptionMethod>
element

= Decrypt the contents of theencryptedMeteringReport>element; this should result in a XML
fragment of typaneteringReportType.

» If this does not result in an XML fragment of typeeteringReportTypethe RI MUST
respond with a ROAP-MeteringReportResponse withvttiee of the<status>element
equal to'UnableToDecryptMeteringReport.’
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Figure 18: Metering Report Decryption Process

11.5 Unconnected Device Support

By their definition Unconnected Devices have noevéglea connection and rely on the “help” of Cone®evices in order
to connect to Ris to send ROAP Messages. Conn&aeides SHOULD support the functionality descrilirethis section
(this functionality is henceforth refered to as ‘teténg for Unconnected Devices” functionality) .

In terms of the functionality described within sent11 there is no reliable way for an Rl to sendumconnected Device a
Metering Report ROAP Trigger, however, an Unconegd®evice can attempt to initiate the sending aekiieg Report (via
a Connected Device). As specified in sectioror! Reference source not found.a Device may initiate the sending of
Metering Reports as a result of determining thag¢ranission has expired. If the RI wishes the Deticattempt to send a
Metering Report in this event the RI MUST inclunigExpiredURL attribute in a permission element of the RO.

When an Unconnected Device determines that a pgionisvhich contains thenExpiredURL attribute expires the
Unconnected Device MUST ask the User to initiabermnection with the Unconnected Device from a CateteDevice. In
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order to ensure that Users attempt this, the Unaxted Device MUST NOT allow any new ROs to be ifedauntil it has
made at least one Well Intentioned Attempt to senelquest to the onExpiredURL.

A Connected Device that supports the Metering focahnected Device functionality MUST provide a able mechanism
to allow the user to indicate that they want t@blksh a connection with an Unconnected Device. & gpitable menu item.
Once a connection with a Unconnected Device idatai for this purpose the Connected Device MUSTdgbe

Unconnected Device a cdHello message. For thEamiof the specification theersionattribute of the cdHello message
MUST be setto1.0'.

Upon receiving a cdHello message:

1. The Unconnected Device MUST Check the versionbattei of the cdHello message. If the Unconnecteddeev
does not support this version then it MUST respoitd a ucdHello message with the stathgsrsionNotSupported”
and with theversion attribute of the ucdHello message equal to thbedsgversion supported by the Unconnected
Device. If the Unconnected Device has a Meteriegdit to send then the Unconnected Device MUSTudethe
<httpURL> element with the value equal to value of tim&ExpiredURL attribute from the expired permission.

2. If the Unconnected Device does not have any pendietgring Reports to send the Unconnected Device&SMU
respond with an ucdHello message with the statualéq“NothingToSend”.Upon receiving this status the
Connected Device MUST close the connection and M#¥rm the User.

3. If the Unconnected Device has an outstanding attéomgend Well-intentioned Attempt to an onExpir@&llxhen
the Unconnected Device MUST respond with a ucdHakssage with the status equdlSaccess”and with the
<httpURL> element present and the value equal to valuesainExpiredURL attribute from the expired
permission

Upon reception of a ucdHello message which costashttpURL> element a Connected Device MUST:
- Maintain the connection with the Unconnected Devind

=  Attempt to send a HTTP GET Request to the URL enubdHello message. The Connected Device MUST
append the following HTTP header to the HTTP GETjursst:

| X-Oma-Drm-ucdcdRequest: “X-Oma-Drm-ucdcdReqyest"

Upon reception of a HTTP GET request to a URL thas$ defined in thenExpiredURL attribute of an permission that it
issued, the Rl MUST Respond with either:

= An HTTP response with the status equal 200 OK aittdltive HTTP body containing either:
o aROAP-Trigger;
o a Download Descriptor that points to a ROAP Trigger
0 a ROAP Trigger bundled with a Download Descriptor.;

= Or a HTTP response with status not equal to 200 OK:

o0 In this case the Connected Device MUST send a cdRl message to the Unconnected Device and
include the numerical part of the HTTP status dodbe httpStatusCode attribute.

If an Unconnected Device receives a cdURLError mgsafter sending a ucdHello message and the attys&tode
attribute is equal td04 (i.e. 404 Not Found [RFC2616]), the Unconnected Device MUST not makefarther
requests to the URL that was sent in the ucdHe#lesage and can consider the attempt to send tlezidpReport as
successful. If the request fails with some otlesrethe Unconnected Device MUST NOT treat theratit to send the
Metering Report as successful and MAY make furtitegmpts to send a Metering Report to this URL.

If a ROAP Trigger is returned theoxy attribute MUST be present and MUST be set to ‘True
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Upon reception of this ROAP Trigger the Connectedibe MUST behave as described in sections 14.6 &rahd forward
this to the Unconnected Device.

The cdHello, ucdHello and cdURLError messages aienple XML messages, the schema fragment beloimeethese
messages.

<simpleType name="ucdHelloStatus">
<restriction base="string">
<enumeration value="Success"/ >
<enumeration value="NothingTo Send"/>
<enumeration value="VersionNo tSupported"/>
</restriction>
</simpleType>

<element name="cdHello">
<complexType>
<attribute name="version" typ e="roap:Version" use="required"/>
</complexType>
</element>

<element name="ucdHello">
<complexType>
<sequence>
<element name="httpURL " type="anyURI" minOccurs="0"/>
</sequence>
<attribute name="status" type ="roap:ucdHelloStatus" use="required"/>
<attribute name="version" typ e="roap:Version" use="required"/>
</complexType>
</element>

<element name="cdURLError">
<complexType>
<attribute name="version" typ e="roap:Version" use="required"/>
<attribute name="httpStatusCo de" type="positivelnteger" use="required"/>
</complexType>
</element>

Theversion attribute is a <major.minor> representation oftledHello and cdHello messages that the Devicemtgd-or
this version of the specificatiomersion SHALL be set to 1.0'. Minor version upgrades must always be backwards
compatible.

Thestatus attribute is returned in an ucdHello message aditates the status of the request. Valid valuesarfollows:
SuccessThe Unconnected Device successfully received titelld message and has responded appropriately

Nothing To Send: The Unconnected Device does nat hgpending Metering Report to Send

VersionNotSupported: The Unconnected Device doesuqgport the version of the cdHello message sent.

The <httpURL> element MUST contain a URL equal to the value sjgecin theonExpiredURL attribute (as defined in
[OMAREL-v2.1]) of the expired permission which tggred the sending of a Metering Report.

The file extension for the cdHello, ucdHello andJ&LError messages MUST beuc”

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C Page 123 (220)

12. Uploading Rights Objects

The Rights Object Upload (RO Upload) capabilitpjional for both Devices and Rights Issuers Issaed applicable only
to Device Rights Objects and not to Domain Righltge@ts. During an RO Upload the Device sends tdthiaformation
about one or more Device Rights Objects (each ifilmhtoy their ROID) including the current statédrmation (for Stateful
Rights Objects). After successfully uploading an,R@ RI is able to re-issue the RO to a new Delblenging to the same
User. How the RI determines that a new Device lgddno the same User as an old Device is out ofesobfhis
specification. If a Device supports RO Upload, WBIT provide a means for the User to initiate the Bfload. For example
the Device MAY offer a menu option that enableslifser to select one or more Rights Objects to beadled to an RI. If
an RI supports RO Upload, it MUST record all issievice ROs and SHOULD record the correspondingdeNDs for
which the ROs were issued.

12.1 Sending ROUploadRequest

In the case of a Device initiated RO Upload BiRM Agent SHALL initiate the ROAP-ROUploadRequestlie riURL in the RI
Context when the user wants to upload RO(s) tdRihe

The RO Upload can be initiatég a ROAP roUpload trigger. In this case the ROAPtRIoadRequest MUST be sent to the
<roapURL> in the trigger as described in sectich®b.In case where ROUploadRequest is initiatethbyoUpload trigger, the
DRM Agent MUST include all valid ROs which wereussl from the RI, in the ROUploadRequest message.

Before sending the ROAP-ROUploadRequest, the DRMM$IUST disable the RO(s) to be uploaded. If tie Bpload
was initiated by a trigger, the DRM Agent MUST dskuser consent, before disabling the Rights.

The DRM Agent MUST send the current state infororathf the RO(s) to be uploaded to the RI if anthef ROs are
stateful.

12.2 Processing ROUploadRequest

This section is applicable only to Rights Issubet support RO Upload. If a Rights Issuer that da#ssupport RO Upload
receives a ROAP-ROUploadRequest message, it SHAtrm a ROAP-ROUploadResponse with sketus attribute set to
“NotSupported

If the RI receives a ROAP-ROUploadRequest messdgeST first check that it has a valid Device Coxtteith the
Device sending the message by checking the valgdaficelD> element of the ROAP-ROUploadRequest message.

If the RI does not have a valid Device Context@eMUST return a ROAP-ROUploadResponse messagethatstatus
attribute set toNotRegistered”.

If the Device ID is valid, the Rl MUST validate teBgnature on the ROAP-ROUploadRequest messatiee Hignature does
not match, the RI MUST return a ROAP-ROUploadRespanessage with tietatus attribute set to an appropriate value
i.e. ‘SignatureError’,” NoCertificateChain’, ‘InvalidCefficateChain’,’TrustedRootCertificateNotPresent’

If all the verifications above are valid, then ReSHOULD verify that the ROID to be uploaded wssuied by itself and
that the corresponding RO is a Device RO. If thel&kermines that the ROID to be uploaded was saeis by itself or that
the corresponding RO is not a Device RO, the Rl Mu&urn a ROAP-ROUploadResponse message withtttes
attribute set toUnknownUploadedRO

Upon successful verification by the RI that the R@b be uploaded was issued by itself, the Rl SHOWkrify that the RO
was issued to the Device that signed the ROAP-RG&iRequest message. If upon such checking, tdetBfmines that
the RO was issued to a different Device, the Rl MW&ect the ROUploadRequest as invalid and MUSirnea ROAP-
ROUploadResponse message withgtagus attribute set toUnknownUploadedRO
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If all the verifications are valid, then the Rl SHOD save the current state information for the apled RO.

12.3 Processing ROUploadResponse

If the DRM Agent receives a ROAP-ROUploadResponsssage it MUST check the value of #r@nce>element. If this
nonce value does not match the value okthence>element sent in the preceding ROAP-ROUploadRequestage, the
Device MUST discard the ROAP-ROUploadResponse.

Otherwise the Device MUST next check the signatfithe ROAP-ROUploadResponse message. If the sigma wrong,
the Device MUST discard the ROAP-ROUploadRespondea@enable all of the ROs which were uploaded.

If the signature is correct, the DRM Agent MUST nelteck the value of thestatus>element.

» If the value of the<status>element isSuccessthe DRM Agent can consider the RO(s) have beeoessfully
uploaded and MUST remove the local RO(s) which Haen successfully uploaded to the RI. In ordexviaid
replay attack as specified in section 10.4, theié@eshould keep track of the stateless RO’s uptaatistory as
specified in section 10.4.2.3.

» If the value of the<status>element isUnknownUploadedRO’ or ‘InvalidUploadedR@ie DRM Agent MUST
enable the RO(s) whose ROID has been indicatdtkirextensior> element of the ROAP-ROUploadResponse.

» If the value of the status> element is any other value the DRM MUST reen#ideROs which were attempted to
be uploaded.

In the case that no valid ROAP-ROUploadResponsdéas received, the Device MAY resend exactly traessROAP-
ROUploadRequest. Additionally, until a valid ROARRploadResponse has been received, the Device Mlaw the
user to resend exactly the same ROAP-ROUploadReditess Device SHALL NOT generate a fresh ROAP-
ROUploadRequest containing ROs that are still deshtue to an earlier ROAP-ROUploadRequest. Hoenoéind when
the ROAP-ROUploadRequest is resent is left to n@émentation.

The RI MUST ensure that each ROAP-ROUploadRequessage is processed only once. Therefore, it MUshe
identifications of received ROAP-ROUploadRequesssages (e.g. device ID and message nonce) fotarcperiod of
time, defined by the trust model. This period oféiis called theache periodThe cache period is an interval moving over
time, with its upper bound being the current tirud its lower bound a time in the past, at a fidistance from the current
time.

» The RI SHALL discard ROAP-ROUploadRequest messagdesh have been created before the cache periad. Th
avoids the RI having to maintain an infinite caclvbereas old ROAP-ROUploadRequest messages caanusen
for a replay attack.

» If the RI receives an already processed ROAP-RO&aiRequest which has been created during the cachoal [it
MUST answer with a ROAP-ROUploadResponse. It is REMMENDED that the Rl sends the same status in the
ROAP-ROUploadResponse as it sent after the reoétbe original RO. If the Rl sends another stahas it
originally sent, the ROAP-ROUploadResponse is shahduplication of rights is not possible: if tRésent a
‘Success' status in the original ROAP-ROUploadRespahe Rl SHALL NOT send any other status thanc8ss'
in the new ROAP-ROUploadResponse, even if the needgived message is invalid (e.g. has a falsetigs).

12.4 Restoring uploaded RO

When the user wants to restore the ROs, the RI SHIDk&rify first that the user of the restoring Dewiis the same user
with the uploading Device. The method of userfigation is beyond the scope of this specificatiafter this user
verification is completed successfully, the Rl send ROAP-ROAcquisition trigger to the restoring/ie. Then the RI can
issue new RO(s) to the restoring Device accordirtfpe¢ information of the ROID and state saved. Sthée information
saved will be used as the original state inforomefor the new RO(s). After issuing the new RGH{g¢cessfully, the RI
SHOULD delete the uploaded RO info, and record ¢imtyinformation for the newly issued RO.

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C Page 125 (220)

13.Capability Signaling

13.1 Overview

When Devices contact Content Issuers and Righiissthe Devices need to advertise their capisilitThis allows
Content Issuers and Rights Issuers to customizeerpurchase options, and so forth based upofe#teres and
functionalities of the Device, thereby improvingthverall user experience. OMA DRM relies upoo tmechanisms for
advertising Device capabilities: HTTP headers [IRTa&nd User Agent Profile [UAProf].

13.2 HTTP Headers

When a Device uses HTTP to communicate with Corissuters and Rights Issuers, the Device MUST aideestipport for
the following media types using the HTTP Acceptdera

application/vnd.oma.drm.ro+xml (DRM Rights Object

application/vnd.oma.drm.dcf (DRM Content Format)

application/vnd.oma.drm.roap-pdu+xml (DRM ROAP PDUs
application/vnd.oma.drm.roap-trigger+xml (DRM ROARgger)
application/vnd.oma.drm.roap-trigger+wbxmi (DRM RBATigger — WBXML format)

In addition to the supported media types, Devic&sSVWl advertise the DRM version using the “<major>iron>" format

defined as BNF according to [RFC2234] below. Thesion number advertised by OMA DRM v2 Devices MUS8atch
the DRM Enabler Release version that the Devicpaitp.

| DRM Version = “DRM-Version” “:” 1*DIGIT “.” 1*DIGIT |

13.3 User Agent Profile

OMA DRM v2 Devices SHOULD advertise supported DRMthods, permissions, constraints, media typessjoreand if
supported, its external DRM capabilities using [Uafp. "External DRM" refers to a DRM system to whithe Device is
able to export OMA DRM Content, for example, a DRitem used on a memory card. See Appendix H.&f@xample.

If the Device supports [UAProf], then the Device BlUadvertise the attributes in the table belowndgated in the
“MUST Advertise” column.

The attributes pertaining to an external DRM sysMbiST be included if the Device is capable of eximgr OMA DRM
Content to such a system. The attributes MUST N®inbluded if the Device is incapable thereof.

UAProf Attribute Description Example Values MUST Advertise

DrmClass DRM v1 Conformance "ForwardLock", “ForwardLock” plus other
Classes as defined ikfror! = "CombinedDelivery", supported DRM v1 methods
Reference source not "SeparateDelivery"
found.]

DrmPermissions Optional DRM permissions “play”, “display”, “execute”, | Supported permissions using
that are supported as defined'print” the same syntax as defined in
in [Error! Reference source the REL specification.

not found.] or Error!
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DrmConstraint

DrmMediaTypes

DrmVersion

ExtDrmName

DrmMetering

Reference source not
found.

Optional DRM permission | "datetime", "interval",
constraints as defined in “accumulated”
[Error! Reference source
not found.] or Error!

Reference source not
found.

Media types the Device "image/gif", "audio/midi",

supports inside a DCF "video/3gpp"
DRM Enabler Release “2.0”
version supported by the

client

“urn:oma:drmsae
drms:secure-card-v1”

Name of the external DRM

Indicates if the DRM Agent “True”, “False”
supports Metering.

Table 20: User Agent Profile Attributes

13.4 Issuer Responsibilities

Supported constraints using
the same syntax as defined in
the REL specification.

Media types supported insice
a DCF, expressed as MIME
media types [RFC2045].

Supported DRM Enabler
Release version in
“<major>.<minor>" format.

A textual name of the
external DRM system
expressed as a URN. Names
for external DRM systems
are managed by OMNA.

“True” if the DRM Agent
supports Metering.

When a Content Issuer or Rights Issuer receivesj@est from a Device indicating that the Devicepsuts OMA DRM
version 2.x (any minor version of the DRM v2 ena}lthe:

Content Issuer MAY issue DRM v1.0 Forward Lockech@mt.

Content Issuer MAY issue DRM v1.0 Combined Deliv@gntent and the Rights Object within the DRM Megsa
is DRM v1.0 Rights Object, only if the Device adisgs support for Combined Delivery.

Content Issuer MAY issue DRM v1.0 Separate Deliv@oytent only if the Device advertises supportSeparate
Delivery.

Content Issuer MAY issue DRM v1.0 Separate Deliv@ontent encapsulated in a DRM Message, only if the
Device advertises support for Separate Delivery.

Rights Issuer MAY issue a DRM v1.0 Rights Object@iRM v1.0 Separate Delivery Content, only if tHieiat
advertises support for Separate Delivery.

Content Issuer SHOULD issue DRM v2.1 content.

Content Issuer MAY issue DRM v2.x Content encafsdlén a DRM Message.

Rights Issuer SHOULD send the ROAP Trigger to aéithe ROAP protocol (see section 5.2.1).
Rights Issuer SHOULD NOT send thextendedTrigger>ROAP Trigger to DRM 2.0 Devices.

Rights Issuer MUST NOT issue any DRM v2.x Rightgg@bfor DRM v1.0 Combined Delivery Content, evén i
the Device advertises support for Combined Delivery
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* Rights Issuer MUST NOT issue any DRM v2.x Rightgeobfor DRM v1.0 Separate Delivery Content, evighé
Device advertises support for Separate Delivery.

* Rights Issuer MUST NOT issue any DRM v1.0 Rightgeobfor DRM v2.x Content.
* When issuing Rights Objects for DRM 2.x (P)DCFs:
o Ifissuing a Domain bound Rights Object, the Righssiers SHOULD issue DRM 2.1 Rights Objects.

o Ifissuing a Device bound Rights Object to a DRM Revice, the Rights Issuer SHOULD issue a DRM 2.0
Rights Object.

o Ifissuing a Device bound Rights Object, to a DRM Revice the Rights Issuer SHOULD issue a DRM 2.1
Rights Object.

NOTE: When issuing DRM 2.1 Domain Rights Objedte Rights Issuer SHOULD consider how that Rightge€thwill be
handled by DRM 2.0 Devices, as is discussed in [[R&EU-v2.0].
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14.Transport Mappings
14.1 Introduction

The following sections describe how ROAP PDUs alevdred using typical delivery protocols, the mosinmon being
HTTP. Examples are provided in Appendix H.1.

A Connected Device MUST support HTTP for transpgrtROAP PDUs as described in section 14.2.

Connected Devices MAY support other ROAP transpwappings. Additionally Connected Devices MAY suppbe
functionality to provide connectivity for an Uncamted Device as described in section 18.

An Unconnected Device SHALL support the functiotyaldo use connectivity provided by a Connected Deyas described
in section 18.

14.2 HTTP Transport Mapping

The following sections describe how ROAP PDUs alevdred using typical delivery protocols, the mosinmon being
HTTP. Examples are illustrated in Appendix H.2.

14.2.1 General

Connected Devices and Rights Issuers MUST supg@AfRover HTTP, and HTTP MUST be supported accortiing
[HTTP]. Note that the HTTP transport mapping alpplis to [WSP].

14.2.2 HTTP Headers

Connected Devices and Rights Issuers MUST suppentfT TPContent-Typédieader. This header describes the media type
that is present in the body part of the HTR&juest/Response

The DRM Agent MUST include an HTTRcceptheader when sending a ROAP request over HTTPA€beptheader
specifies the media types the DRM Agent will acdeptsponse to the request.

Implementations MAY support other HTTP headers theise specified herein. The presence of HTTP healker than
those specified here when a ROAP message is receisr HTTP SHOULD NOT by itself cause terminata@frihe ROAP
session.

14.2.3 ROAP Requests
— The DRM Agent MUST send ROAP request PDUs as tly bd HTTP POST requests. Example:

POST /ro.cgi?rolD=qw683hgew7d HTTP/1.1
Host: ri.example.com

Content-Type: application/vnd.oma.drm.roap-pdu+xml

...[ROAP PDU] ...

In the above example the DRM Agent is usingReguest-URfield for specifying the path component. The absolURI of
the Rights Issuer is specified using the HTH®stheader.

— The DRM Agent SHOULD use persistent connectionsmgending ROAP requests over HTTP.
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The DRM Agent SHALL indicate to the RI that the mage is a ROAP PDU using the HTTBntent-Typédieader
with valueapplication/vnd.oma.drm.roap-pdu+xnithe following is an example of such a headedfiel

Content-Type: application/vnd.oma.drm.roap-pdubxm

The DRM Agent SHALL use the HTTRcceptheader to indicate acceptable media types in ressptm ROAP
requests sent over HTTP. The DRM Agent MUST aceefsast the following media types:

0 application/vnd.oma.drm.roap-pdu+xml
0 multipart/related

Example:
Accept: application/vnd.oma.drm.roap-pdu+xml, multipart/related

HTTP requests from the DRM Agent MUST NOT contaiorenthan one ROAP request message.

14.2.4 ROAP Responses

The Rights issuer MUST send ROAP response PDUsedsady of HTTP responses.

The HTTPContent-Typdeader MUST be set application/vnd.oma.drm.roap-pdu+xmhen a ROAP PDU
constitutes the message-body of a response. Example

Content-Type: application/vnd.oma.drm.roap-pdubxm
The Rights Issuer MAY send a ROAP response PDUhaart of a multipart message-body. In this ctee,
HTTP Content-Typdneader MUST be set toultipart/related(and include boundary information), and the body-
part containing the ROAP response PDU MUST ha@emtent-Typédieader set tapplication/vnd.oma.drm.roap-
pdu+xml The following is an example of the former header:

Content-Type: multipart/related; boundary="XX-XX

In case the HTTEontent-Typdieader value in the ROAP Response does not maychfaheAccepttypes in the
corresponding ROAP Request, the Device SHALL teaterthe ROAP session.

The Rights Issuer MUST NOT include more than onéAR®@esponse PDU in an HTTP response.
The Rights Issuer MUST include an HTTRche-Controheader with the valueo-transformwhen sending an
integrity-protected ROAP PDU. The-transformdirective prohibits network caches from doing aoptent

transformations. The following is an example of shene:

Cache-Control: no-transform

14.2.5 HTTP Response Codes

A Rights Issuer that refuses to perform a ROAP ags&xchange with a DRM Agent SHOULD return a 48&1jidden)
response. In the case of an HTTP error while msiog an HTTP request, the Rights Issuer MUST nedt800 (Internal
Server Error) response. This type of error SHOUleDréturned for HTTP-related errors detected beforgrol is passed to
the ROAP engine, or when the ROAP engine reportatamal error (for example, the ROAP schema cabedocated). If
the type of a ROAP request cannot be determinedRights Issuer MUST return a 400 (Bad requespaese code.

In these cases (i.e. when the HTTP response cabeisr 5xx), the content of the HTTP body is ngngficant.
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In all other cases, the Rights Issuer MUST respwitid 200 (OK) and a suitable ROAP message (possiiily ROAP-
related error information) in the HTTP body.

DRM Agents MUST be able to handle HTTP responsesagecified here (200, 400, 403, and 500).

14.3 OMA Download OTA

A Rights Issuer MAY use OMA Download OTA 1.0 [DLOT#vhen delivering Content and Rights Objects ineorid take
advantage of managed download features such am#trtapability negotiation and installation natétion. For example, a
Rights Issuer may use the OMA Download OTA 1.0dlstion notification as a billing trigger. The rhetl described in this
section MUST NOT be used for OMA Download OTA Z0r OMA Download OTA 2.0 thkcense  attribute shall be
used to deliver Rights in combination with Contagtoutlined in [DLOTAZ20].

Depending on specific deployment and business siosn®MA Download OTA can be used in different wary the
context of delivering DRM Content and Rights Obge@&ppendix H.3 illustrates this with the help dieav examples, but is
not meant to be an exhaustive collection of deplaynscenarios.

14.3.1 Download Agent and DRM Agent Interaction

The Download Agent must collaborate with the DRMeAgwhen OMA Download OTA is used to deliver comtamd/or
Rights Objects. In general, the DRM Agent will fig@pate in the “Installation” phase of the Downtb@TA protocol.

The Download OTA protocol utilizes a Download Déstr (DD) to provide information to the user ame tDevice prior to

initiating the content object download. The foliog sections describe how the Download Agent aniD&gent should
behave when the Download Descriptor is used for DRIposes.

14.3.1.1 Downloading DRM Content

When using Download OTA to download a DRM proteatedtent object (that is, an encrypted contentatljackaged in
the DRM content format), the Download Descriptor:

— MUST includetypeattribute indicating the MIME type for each of thigject(s) to be downloaded.

— MUST include asizeattribute indicating the size of the entire DRMn@nt Format object (which includes the
encrypted content object)

- MUST include arobjectURIattribute pointing to the protected content object

MAY include other optional attributes.

The Download Agent will process the Download Dgstori and perform the content object download améddfin
[DLOTA].

The Download Agent SHOULD support thextURLattribute of the Download Descriptor since twaymre download
transactions may be concatenated byngsdURL For instance, theextURLattribute of the Download Descriptor of a first
download transaction for a DCF may point to the Dlmaid Descriptor of a second download transactorhife download of
a ROAP Trigger.

14.3.1.2 Downloading ROAP Trigger or Rights Objects

A Device supporting OMA Download OTA for the dowatbof a ROAP Trigger or a Rights Object, MUST supfize co-
delivery method. For the co-delivery method, asnaefin the [DLOTA] the Download Descriptor MUST thee first entity
in the multipart, and the ROAP Trigger, or the Rgg®bject MUST be the second entity of the multipar
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If Download OTA separate delivery method is ushdobjectUR in the Download Descriptor will provide the URarf
retrieving the ROAP Trigger. The Download Agermgpn receiving the Download Descriptor, will retriethe ROAP
Trigger and deliver it to the DRM Agent for instlbn as defined in the Download OTA specification.

When using OMA Download OTA for delivery of the R®GATrigger or the Rights Object, the Download Destor
— MUST includetypeattribute(s) indicating the MIME type(s) of thejett(s) being downloaded.

— MUST include arobjectURIattribute containing the Content-ID of the ROARgger in the multipart if the ROAP
Trigger is co-delivered with the Download Destwip Otherwise, this attribute MUST contain the lURith
which the Device may retrieve the ROAP Trigger

— MUST include asizeattribute indicating the size of the object(s)lgedownloaded. If the Rights Object is co-
delivered with the Download Descriptor, the sizeA&H be calculated to be the size of the Protect&t i the
ROAP RO Response PDU as defined in section 5.40tHerwise, this attribute MUST contain the sizehaf
ROAP Trigger.

— MAY include other optional attributes.

When the Download Agent receives the ROAP Triggéhér via co-delivery or separate delivery), trmabload Agent
MUST send the ROAP Trigger to the DRM Agent afteygessing the Download Descriptor as defined inQDA].

[DLOTA] requires that the Download Agent should tise information in the Download Descriptor to gihe user a chance
to confirm that they want to install the media abjén order to provide the desired end user expesr, there is one
exception:

Where the value of typeattribute in the Download Descriptor indicates BMME type of the ROAP Trigger or of
the Rights Object then the Download Agent SHOULDTN®esent the user with a user confirmation.

Upon receiving the ROAP Trigger, the DRM Agent MURBitiate the ROAP as defined in section 5.1.9he DRM Agent
MUST notify the Download Agent of installation sess or failure (including an appropriate error cas@efined in
[DLOTA])).

As defined in OMA Download OTA, the Download AgeMUST make a best effort attempt to send an instatisstatus
report to the Rights Issuer provided thstallNotifyURIis present in the DD.

In case the download OTA is used for downloadirggRiights Object using 1-pass delivery without tii@AR Trigger itself
then the Rights Object (instead of the ROAP Trigjiggeco-delivered with the Download Descriptor.

14.3.1.3 Downloading DRM Content and Rights Object = Together

When using OMA Download OTA to download a Rightge&ah the Download Descriptor MUST be co-delivevath the
ROAP Trigger to download DRM Content and Rightsé&abjogether. If OMA Download OTA is used to dowad the
Rights Object and DRM Content in a single multipagssage, the Download Descriptor:

MUST includetypeattribute(s) indicating the MIME type(s) of thejett(s) being downloaded.

— MUST include arobjectURIattribute containing the Content-ID of the ROARgger in the multipart.

— MUST include asizeattribute indicating the size of the Rights Objglcis the size of the DRM Content. The size of
the Rights Object SHOULD be calculated to be tke sif the Protected ROs in the ROAP RO Response #DU
defined in section 5.4.4.2. If the size of the Betdd ROs is not known at the time when the DowhIdescriptor is
created, the server MAY use an estimate of theagpesize of the Protected ROs.

— MUST include one or more type attributes with tbatent type of the protected content objects
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— MAY include other optional attributes.
When the Download Agent receives a Download Degarignd the ROAP Trigger, the Download Agent MU®hdthe
ROAP Trigger to the DRM Agent after processing Blmvnload Descriptor as defined in [DLOTA]. Uportetving the
ROAP Trigger, the DRM Agent MUST initiate the ROAB defined in section 5.1.11. The Rights Issuer Mg®vide the
RO Response PDU and DRM Content in a multipartedianedia type [RFC2387]. The RO Response PDU MbiSthe
first entry in the multipart and the DRM Content I[9U be the second entry in the multipart. The DRie#At MUST
extract the RO Response PDU and DRM Content framthltipart and process both entities. The DRMmitddUST

notify the Download Agent of installation succesdgailure. As defined in [DLOTA], the Download AgeMUST make a
best effort attempt to send this installation statuthe Rights Issuer provided the installNotifyUfkpresent in the DD.

14.4 WAP Push
14.4.1 Push Application ID

The well-known value for the Push Application IDtbé DRM User Agent Push remains unchanged from &M 1.0:
- URN: x-wap-application:drm.ua
- Number: 0x08

Rights Issuers and Content Issuers MUST use ttgh Rpplication ID when using WAP Push to deliver DR ontent or
Rights Objects to the DRM Agent.

14.4.2 Content Push
A ROAP-ROResponse PDU MAY be delivered using WABHIPUSHOTA].

The DRM Agent MUST be able to receive and proceROAP PDU that is pushed using the Push Applicatibdefined
above.

A ROAP Trigger MAY be delivered using WAP Push [RUSTA].

The DRM Agent MUST be able to receive and proce®4R Triggers that are pushed to the DRM Agent utiiegPush
Application ID defined above.

14.5 MMS

The Multimedia Messaging Service (MMS) may be usetilansfer DRM Content in MMS Protocol Data UlBDUs) as
defined in [MMSENC]. In regard to DRM two use casegd to be distinguished:

a) The DRM Content is referenced from within the Shpilesentation description of the multimedia mesgageit
can be rendered as part of a multimedia presenjatio

b) The DRM Content is not referenced from within théIS presentation description of the multimedia nags This
content can be handled by the Device independéotty MMS.

If a multipart DCF is referenced from within the 8Mpresentation description the first object istamed to be the
referenced Content Object. The reference for thet€® Object is the header field “Content-Location™Content-1D”
which is associated with the body part of the MM&ssage. This must not be confused with the Cotilemside the DCF,
which is used as a reference for the Rights Object.

An Example is provided in Appendix H.4.
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14.6 ROAP over OBEX
14.6.1 Overview

OBEX is a protocol for exchanging objects. It canused with Bluetooth, infrared, USB and RS232athdr bearers. The
requirements of this document refer to [OBEX] versi.3.

OBEX is a session-oriented protocol, which allowstiple request/response exchanges in one segsinOBEX session is
initiated by an OBEX CONNECT request, and is essaleld when the other Device returns a successmesp®he
connection is terminated by sending a OBEX DISCONEequest.

In this specification a Connected Device that suggpihe functionality to provide connectivity fomdonnected Devices (as
specified in section 18) MUST contain an OBEX diand an Unconnected Device MUST contain an OBHEX}ese

When a session has been established, ROAP mess@girating from the RI MUST be transferred frone tBonnected
Device to the Unconnected Device using the OBEX Ptéfhod. The Unconnected Device acknowledges ttze bg
sending a response with a status code, and posdgdycontaining some ROAP data.

ROAP requires that an OBEX connection is estabiis@®nnectionless OBEX cannot be used with ROAP.

Example messages are provided in Appendix H.5.

14.6.2 OBEX Server ldentification

The ROAP-OBEX server is identified by the followibigJID (to be used as a value for the "Target" head©BEX
CONNECT operations):

1d29f667-3236-374a-bf63-3c7a023bb17d

14.6.3 OBEX Profile

14.6.3.1  OBEX operations

The table below shows the OBEX operations thatiaesl by the ROAP OBEX profile. Connected Devices slupport the

functionality to provide connectivity for UnconnedtDevices (as specified in section 18) and Uneotad Devices MUST
support these OBEX operations.

OBEX Operation Opcode
Connect 0x80
Disconnect 0x81
Put 0x02

(0x82)
Get 0x83
Abort OxFF

14.6.3.2 OBEX headers

The table below shows the OBEX headers that are insthe ROAP OBEX profile. Connected Devices thgtport the
functionality to provide connectivity for UnconnedtDevices (as specified in section 18) and UncctedeDevices MUST
support these OBEX headers.

OBEX Header Header Identifier Comment
Type 0x42 application/vnd.oma.roap-pdu+xml
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OBEX Header Header Identifier Comment

Length 0xC3

Target 0x46 Required in CONNECT requests.

Who Ox4A Identifies responding server in responees
CONNECT requests

Connection Id | 0OxCB Value is set by the Unconne@edice in response to
the CONNECT operation

Body 0x48 Carries ROAP PDUs; present if therenged to send
the PDU in several chunks.

End of Body 0x49 Carries ROAP PDUs.

14.6.3.3 OBEX Connect

The OBEX CONNECT operation SHALL contain the folliog OBEX fields and headers:

Field/Header Name Explanation/Value
Field Opcode for CONNECT 0x80
Field Packet length Varies
Field OBEX version 0x10 (for version 1.0 of the OBRrotocol)
Field Flags Varies; normally all zero
Field Maximum packet length Varies
Header Target 1d29f667-3236-374a-bf63-3c7a023bb17d

The response code to a successful OBEX CONNECTatiparSHALL be 0xAO0. The following fields and heaslSHALL

be present in the response:

Field/Header Name Explanation/Value
Field Response code 0xAO for success
Field Packet length Varies
Field OBEX version 0x10 (for version 1.0 of the OBRrotocol)
Field Flags Varies; normally all zero
Field Maximum packet length Varies
Header Who Shall have same value as the precetiargét’ heade
Header Connection ID Identifies the connection
14.6.3.4 OBEX Disconnect

An OBEX DISCONNECT request SHALL contain the follmg fields and headers:

Field/Header Name Explanation/Value
Field Opcode for DISCONNECT| 0x81
Field Packet length Varies
Header Connection ID As established in the resptmtiee CONNECT
operation

The response code to a successful OBEX DISCONNHg&Fadion SHALL be 0xAOQ. The following fields andauers
SHALL be present in the response:

Field/Header Name Explanation/Value
Field Response code O0xAO for success
Field Packet length Varies
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14.6.3.5 OBEX Abort
Note: The OBEX ABORT operation MAY be used to almrhulti-packet operation before it would normaihd.

The OBEX ABORT operation SHALL, when requested,tagnthe following fields and headers:

Field/Header Name Explanation/Value
Field Opcode for ABORT OxFF
Field Packet length Varies
Header Connection ID As established in the resptmtiee CONNECT
operation

The response code to a successful OBEX ABORT dper&HALL be 0xAO (or else the client will simplystonnect the
OBEX connection). The following fields and head8HALL be present in the response:

Field/Header Name Explanation/Value
Field Response code 0xAO for success; otherwiselidat will disconnect
with a failure indication
Field Packet length Varies

14.6.3.6 OBEX PUT

The OBEX PUT operation SHALL contain the followi@BEX fields and headers:

Field/Header Name Explanation/Value
Field Opcode for PUT 0x02 or 0x82 (0x02 is usednfon-terminal chunked
messages, 0x82 is used for the terminal packet in a
chunked message)

Field Packet length Varies

Header Connection ID Varies

Header Type application/vnd.oma.roap-pdu+xml or
application/vnd.oma.roap-trigger+xmi

Header Body, End of Body End of Body identifies the last chunk of an objéet;other chunks

the Body header shall be used.

In addition to these headers, the Length header MAYised to indicate the complete length of anabjkee response code
to a successful OBEX PUT operation SHALL be OxA®r®0, depending on whether the PUT operation weasfimal
(0x02) or final (0x82). The following fields anddmers SHALL be present in the response:

Field/Header Name Explanation/Value
Field Response code 0x90 (Continue) or OxAO (Sw)des success
Field Packet length Varies

In addition, the following headers SHALL be presehten the result of the OBEX PUT operation trigglestransmission
of a ROAP message from the unconnected Deviceet®RMDAP server (through the Connected Device):

Field/Header Name Explanation/Value
Header Type application/vnd.oma.roap-pdu+xml
Header Body, End of Body End of Body is used fst Ehunk of an object, for

other chunks the Body header shall be used.

The response code shall be 0x90 when the sized®@®AP message in the response requires "chun{geg"'[OBEX]). In
this case, and in order to retrieve remaining pénes Connected Device shall issue OBEX GET reguatdtl it receives a
response with response code 0xAO (see below).
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14.6.3.7 OBEX GET

The OBEX GET operation SHALL contain the followi@BEX fields and headers:

Field/Header Name Explanation/Value
Field Opcode for GET 0x83
Field Packet length Varies
Header Connection ID Varies
Header Type application/vnd.oma.roap-pdu+xml

The response code to a successful OBEX GET opar8HtALL be 0xAO or 0x90, depending on whether tressage
contains the complete (final part) of the objechot. The following fields and headers SHALL begenet in the response:

Field/Header Name Explanation/Value
Field Response code 0x90 (Continue) or OxAO (Sw)des success
Field Packet length Varies
Header Body, End of Body End of Body is used fst Ehunk of an object, for

other chunks the Body header shall be used.

The response code shall be 0x90 when the sizeeaflifect requires "chunking." In this case, andriter to retrieve
remaining data, the Connected Device SHALL contitmuiissue OBEX GET requests until it receives aoase with
response code 0xAO.

14.6.4 Exchanging ROAP messages over OBEX

ROAP messages originating from the RI are sent tteerConnected Device to the Unconnected Devigggubie OBEX
PUT operation. When receiving a ROAP Trigger thmattains the proxy attribute and which is therefooeintended for the
Connected Device the Connected Device SHALL mairita¢ connection to the Rl and attempt to estalalis®@BEX
connection to the Unconnected Device's OBEX sefiffene does not already exist) and send the ROAgye&r in an
OBEX PUT operation. The Connected Device MUST etiiae roapURL from the ROAP Trigger and storeléber use.
The Connected Device searches for available OBEYes®through service discovery, see Section 14l6.the case where
the Connected Device detects multiple OBEX ser{iezsUnconnected Devices) the Connected Device 3HDat this
time prompt the user to determine which UnconneBtedce to connect to.

When receiving a ROAP message in the body of anXO@Sponse message from the Unconnected Devic€dheected
Device SHALL forward the message to tlo@pURL as specified in the ROAP Trigger, possibly re-gdime maintained
connection to the RI. The Connected Device SHALdselthe connection to the Rl when the OBEX sesmiais. The
Connected Device MAY close the connection to thevRén receiving a response to a PUT request wihorese code 0xAO0
and no Body (or End of Body) header.

Sending a ROAP message can take one or more OB&etsa The OBEX server on Unconnected Devices Mb&able
to receive multiple sequential PUT requests.

ROAP messages originating from the Unconnected deesie received by the Connected Device in resporBe)T
operations or by use of the OBEX GET operation (wte response is larger than the maximum OBEX gtdekgth). A
Connected Device that has sent a PUT request igtfirial bit set, and receives a response witharesp code 0x90 MUST
issue GET requests until the complete ROAP medsag®een received (response code 0xAO0).

Each ROAP message MUST be transferred as a ROAPBMilddia type within the body of the OBEX requestesponse.
However in order to transfer the message it may th@d message into several PUT requests (or GEJoreses), followed by
a PUT Final request (or a final GET response).
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14.6.4.1 13.6.4.1 OBEX Response Codes
The OBEX response code contains the HTTP status @8 digit ASCIl encoded positive integer) enabitethe low order
7 bits as an unsigned integer as defined in [OBBXJ.onnected Device shall therefore simply trareslT TP status codes

in messages received from a Rights Issuer to OBS}anse codes before responding to outstandingsegfrom an
Unconnected Device.

14.6.5 Service Discovery

14.6.5.1 IrDA

To enable an OBEX connection over IrDA, the OBEXtpcol stack needs to provide IAS setting inforimratio the IAS
protocol stack. The Unconnected Device SHOULD usefdllowing IAS entry settings for ROAP communioatvia
OBEX over IrDA:

Class OBEX:ROAP-client

Attribute Name: IrDA:TinyTP:LsapSel

Attribute Type: Integer

Attribute Description: IrLMP LSAP selector for ROARer IrOBEX, legal values from 0x01 to Ox6F

14.6.5.2 Bluetooth

Service discovery can enhance the user experignaatbmating selection procedures. This sectiottiaios a definition of
the corresponding service records and SDP PDUsexde enable a Connected Device to automatidaityuitable

Unconnected Devices to connect to when using thetBbth protocol stack.

To enable ROAP over the Bluetooth protocol staek,Wnconnected Device SHOULD advertise servicerdsgavhich can
be retrieved by a Connected Device using the Baikt8ervice Discovery Protocol (SDP).

In the case of the Unconnected Device, the follgwiriormation, i.e., service records, SHOULD be ipt the SDDB
(Service Discovery Database):

Item Definition Type/ Size Value AttrID Status Default
Value
Service Class ID List N/A 0x0001** MUST
Service Class #0 | ROAP uUuID 1d29f667- N/A MUST
unconnected 3236-374a-
Device bf63-
3c7a023bb17d
Protocol Descriptor N/A 0x0004** MUST
list
Protocol ID #0 L2CAP UuID 0x0100** N/A MUST
Protocol ID #1 RFCOMM uuID 0x0003** N/A MUST
| Param #0 CHANNEL uint8 Varies N/A MUST
| Protocol ID #2 OBEX uuID 0x0008** N/A MUST
Service name Displayable String Varies 0x0000+b*** | MAY “ROAP
Text name client”

Table 21: ROAP Client Service Records
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** The value or the attribute ID is specified iretBluetooth Assigned Numbers specification.

***’hy" in this table represents a base offset ageg by the LanguageBaseAttributelDList attribuer the principal
language b must be equal to 0x0100 as describie ifBluetooth SDP] specification.

Table 22 shows the specified SDP PDUs (Protocch Ditits), which are required.

PDU SDP PDU Ability to Send Ability to Retrieve
no.
ROAP Connected ROAP ROAP Connected ROAP
Device unconnected Device unconnected
Device Device
1 SdpErrorResponse N/A MUST MUST N/A
2 SdpServiceSearchAttri MUST N/A N/A MUST
bute-Request
3 SdpServiceSearchAttri N/A MUST MUST N/A
bute-Response

Table 22: SDP PDUs

14.6.6 Bluetooth Considerations

14.6.6.1 Use of Bluetooth security

Bluetooth authentication and link encryption mayused when running ROAP over OBEX (over BluetooBefore these
services are available the Connected Device andticennected Device must have gone through amlisiition procedure,
i.e. be paired. The initialisation procedure cookda part of the first ROAP session or it couldibae in advance if the

Connected Device and the Unconnected Device azadjrpaired for other services.

It is expected that Devices in the user's envirartraee paired once to enable several services.
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15.Super Distribution

15.1 Overview

OMA DRM v2 provides two mechanisms for superdisitibn:

DRM Content, in the form of a DCF, can be distrézlfrom one Device to another over any physicalorahle media,
wired or wireless network connection without anstrietions.

If the ContentURL header is present within a gild€@F (as defined in OMA DCF Specificati&rror! Reference source
not found.), this URL MAY be distributed from one Device toaher without any restrictions.

15.2 Preview

If a super-distributed DCF has headers indicatirag it supports previews, then the receiving DeligeY use the
information provided to generate a preview forulser. This preview may be provided in the formioktant preview”,
where the DCF itself has a preview element thatosansed without a Rights Object. In addition, BfgF headers may also
indicate a preview method where the Device wouleldrte acquire a preview Rights Object before priogiciny preview
capabilities. See therror! Reference source not foundfor further details on the appropriate DCF headers

15.3 Transaction Tracking

A DCF may contain a TransactionID as an informagtement inside an OMADRMTransactionTracking bogaading to
Error! Reference source not found. A TransactionID refers to an RO acquisition foe@r more OMA DRM Containers
within a DCF. The TransactionID may be used tokthe content flow from one user to another viagsufstribution from
an RI perspective.

The Device MUST ensure the consent of the userelated operations performed by the Device to enthe privacy issues
of the user. This can be done by general settingjsei Device, by individual settings per Rightsikssor on a case by case
basis and is implementation specific.

To enable transaction tracking a DCF or PDCF mostain an OMADRMTransactionTracking box when itéseived by
the Device.

If a DRM Agent receives an RO Response containmB@ and a TransactionID it MUST ask the user trsent to
replace the TransactionID in the DCF/PDCF. Thislwamlone in general or on a case-by-case basisn @dmsent is given,
the DRM Agent MUST replace the TransactionID camtdiin the OMADRMTransactionTracking box of theresponding
DCF or PDCF with the received TransactionID. OtliseA(no consent given) the DRM Agent MUST NOT chatige
DCF/PDCF. Note: a Device neither needs to gena@@®MADRMTransactionTracking box nor needs to clesihg size of
the DCF/PDCF.

If a Device submits an RO Request based on a DED@F that contains an OMADRMTransactionTracking hdVUST
insert the TransactionID of the corresponding DEPBCF into the RO Request as the Transactionl@bia the case
where the ROAP trigger does not contain a <coribentiecause the RO to be delivered is a group @amp&O. The DRM
Agent normally SHOULD identify the appropriate DB¥ the<contentID> element of the ROAP Trigger.

Connected Devices MUST support Transaction Trackingtionality as described above, Unconnected @syMAY
support this feature.

Transaction tracking might not work if

the first user decides to super distribute only@loatentURL instead of the DCF or PDCF or
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the Rights Object is received prior to the DCF BiCH-.

Informative Note: The transaction tracking featunay be used by a Rights Issuer to implement a kwchanism by
which a first user may obtain a benefit from sugistributing DRM Content to another user which fhases an RO to
obtain access to the super distributed contentn3aation tracking comprises the following steps:

a) The RI provides a TransactionID in an RO Resporsssage to the Device of the first user.

b) The Device of the first user replaces the Transath in the DCF or PDCF already on the Device witie
received TransactionID.

c) The first user super distributes the DCF or PDCFatsecond user.

d) The second user sends an RO Request messagerngdiueiTransactionID of the received DCF or PDCRhe
RI.

e) The RI maps the received TransactionID to the s@raesactionID related to the initial transactiontiithe first
user.

The kind of benefit the first and/or second usey et from the Rl is out of scope of this spedifica

15.4 DCF Integrity

Content in an encrypted DCF/PDCF is immutable. H@xea Device MAY add, remove or edit a MutableDRfdrmation
box in a DCF/PDCEF, but in this case the MutableDRidtmation box MUST be located after the last OMADRontainer
box in the DCF or after the movie box in PDCF. [@eg MAY add or remove Rights Objects in the
MutableDRMInformation box and also edit the OMADRMKsactionTracking box if it is present in the tepel
MutableDRMInformation box. The integrity check dretDCF/PDCF MUST be carried out from the beginningl the end
of the last OMADRMContainer in the DCF (ignoringetMutableDRMInformation box at the end), i.e. thegrity check is
always excluding the MutableDRMInformation box, emiMAY be present in the DCF/PDCF. If a DCF or POEF
modified somewhere outside the ignored structinejritegrity check will fail. This applies to allds whether it is a DCF
with one or more DRM Container elements withinrisd®DCF with media tracks.
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16.Compact Encoding

16.1 Introduction [Informative]

WBXML 1.3 [WBXML] is a simple method that allows sgpacting XML documents in a loss-less manner. A WRBX
decoder processes a WBXML encoded document bypirgieng it byte-by-byte. Some bytes represent diegpicistructions,
some represent XML element start tags, attributeasaor attribute values. The decoding processisfsl. The decoder
maintains one global state, which determines whetl® processing elements, or attributes. Withéich state, the decoder
maintains an independent notion of a selected pade.

16.1.1 Code Pages

Code pages in WBXML have 256 entries. There ares2p@rate tag code pages for element processic@Snhseparate
attribute code pages for attribute processing.

Tag code pages are divided into 4 blocks of 64engach. The first 5 entries of each block arerxesl for processing
instructions. These allow, for example, to switeltveen tag code pages, signal the literal encaafiag element tag
unknown to the WBXML encoder, etc. The remainingeb®ies in each block are associated with a paaticKML element
tag.

The four blocks each have a specific interpretafidre tag entries in the first block have codes 63 (inclusive). A code
from this range is used to signal an XML elemernhuait child elements (i.e. no content), and natattes. For example:
<tag></tag>.

The tag entries in the second block have codes 21 (inclusive). A code from this range sighalS@IL element with
children elements, but no attributes. For examptigg><child></child></tag>

The tag entries in the third block have codes 3Bl (inclusive). A code from this range signalsIL element without
children elements, but with an attribute list. Egsample<tag attribute=value</tag>

Finally, tag entries in the fourth block have cod83 to 255 (inclusive). A code from this rangensilg an XML element
with children elements as well as an attribute kstr examplestag attribute=value<child></child></tag>

The attribute code pages are divided in four blasksvell. As with tag code pages, the first 5 estof each block represent
processing instructions. The codes from the fikst blocks, with codes 5 to 63 and 69 to 127 alfespnt attribute names.
The codes from the last two blocks, with codesth3B91 and 197 to 255 represent attribute values.

16.1.2 String Table

In contexts that use many fixed valued charactargsg, the WBXML string table is useful. It allowsferencing a certain
fixed valued string with two bytes. In the OMA DRédntext, fixed valued strings are not often usedept as attribute
values. Because attribute values have a dedicepgdsentation, the string table is not used.

WBXML Document Format

A WBXML starts with a header signaling:

« the version of the WBXML specification used,
e adocument type identifier
« the character set used to encode strings

e astring table.
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For this specification, WBXML 1.3 is used. Thissignaled by the version byte value 0x03. The docurygpe identifier is
different from the one used in OMA DRM v1.0. Therdifier “-//OMA/DRM 2.1//EN" is registered by OMNA, and is
signaled as the single byte value 0x13.

The character set to be used is UTF-8, signal¢deasne byte value Ox6a.
The string table is always empty, this is signaedour byte values 0x00 (representing a strintptiemgth of 0).

Following the header, there is a body. This isqueace of codes from the code pages, signalingepsatg instructions,
element tags, attribute names and values. The destatts with tag code page 0, and attribute pade O.

16.2 Attribute Code Pages

There is one attribute code page defined. Thisshattlibute names and attribute values.

“-//[OMA/DRM 2.1//EN” — Attribute Code Page O
Attribute Name WBXML Attribute Value WBXML
Attribute Attribute
Code Value Code

xsi:type 5 "urn:oma:bac:dldrm:roap-1.0" 85
xmins:roap 6 "http://odrl.net/1.1/ODRL-EX" 86
XmIns:xsi 7 "http://odrl.net/1.1/ODRL-DD" 87
xmlns:xenc 8 "http://www.openmobilealliance.comésad” 88
xmins:ds 9 "http://www.w3.0rg/2000/09/xmldsig#" 89
xmlIns:o-ex A "http://www.w3.0rg/2001/04/xmlenc#" 8A
xmins:o-dd B "http://lwww.w3.0rg/2001/XMLSchema-iarsce" | 8B
xmins:oma-dd C "roap:X509SPKIHash" 8C
version D "http://www.w3.0rg/2000/09/xmldsig#shal” 8D
proxy E "http://lwww.w3.0rg/2001/10/xml-exc-c14n#" 8E
id F "http://www.w3.0rg/2000/09/xmldsig#hmac-shall" 8F
Id 10 "1.1" 90
algorithm 11 "2.0" 91
Algorithm 12 "2.1" 92
URI 13 “identificationRequest” 93
type 14 “roUploadRequest” 94

“meteringReport” 95

“leaveDomain” 96

All attribute code pages 1 to 127 in the contexthef public identifier “-//OMA//DRM 2.1//[EN” are eerved for future use
by OMA. Within that same context, and within attrié code page 0, attribute name codes from thesrah¢3F and 45-7F
as well as attribute value codes from the rangeBBAand C5-FF are reserved for future use by OMA.

16.3 Tag Code Pages
16.3.1 ROAP Trigger Context

The element tag code page defined in this sectiom be used together with attribute code pageebitode and decode
ROAP Triggers. Since decoding starts with tag quafge 0, this means that for ROAP Triggers, no $wgaequired to its
specific code page.
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“-//OMA/DRM 2.1//[EN” — Tag Code Page 0
WBXML Tag Codes
Tag Name No content Content No Content
No No Content | Attributes
attributes attributes Attributes
roap:roapTrigger 5 45 85 C5
registrationRequest 6 46 86 C6
roAcquisition 7 47 87 Cc7
joinDomain 8 48 88 cs8
leaveDomain 9 49 89 C9
signature A 4A 8A CA
encKey B 4B 8B CB
rilD C 4C 8C CcC
riAlias D 4D 8D CD
nonce E 4E 8E CE
roapURL F 4F 8F CF
domainiD 10 50 90 DO
domainAlias 11 51 91 D1
roap:domainiD 12 52 92 D2
rolD 13 53 93 D3
roAlias 14 54 94 D4
contentlD 15 55 95 D5
roap:X509SPKIHash 16 56 96 D6
keyldentifier 17 57 97 D7
hash 18 58 98 D8
ds:Signedinfo 19 59 99 D9
ds:SignatureValue 1A 5A 9A DA
ds:Keylinfo 1B 5B 9B DB
ds:CanonicalizationMethod 1C 5C 9C DC
ds:SignatureMethod 1D 5D 9D DD
ds:Reference 1E 5E 9E DE
ds:RetrievalMethod 1F 5F 9F DF
ds:Transforms 20 60 A0 EO
ds:DigestMethod 21 61 Al El
ds:DigestValue 22 62 A2 E2
ds:Transform 23 63 A3 E3
xenc:EncryptionMethod 24 64 A4 E4
xenc:CipherData 25 65 A5 E5
xenc:CipherValue 26 66 A6 E6
extendedTrigger 27 67 A7 E7
trgLeaveDomain 28 68 A8 E8
devicelD 29 69 A9 E9

In the context of the public identifier “-//OMA//DR 2.1//EN”, within tag code page 0, tag codes frithva range 27-3F, 67-
7F, A7-BF and E7-FF are reserved for future us®©mA.
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16.4 Processing
16.4.1 MIME Type

ROAP Triggers encoded in WBXML format are identifi@ith the following mime type:
application/vnd.oma.drm.roap-trigger+wbxml (DRM RBPATigger)

16.4.2 Binary Data Representation

Binary data is not used in Exclusive Canonical ROA#ggers. However Rights Issuers MAY use opague ttarepresent
whitespace in the canonical XML

16.4.3 base64Binary Representation

Some elements in Exclusive Canonical ROAP Trighetd base64Binary data. Such data is encoded iWBXML form
directly as a literal string. This does not achieweximum efficiency but intended to simplify theopessing of the WBXML
decoder.

16.4.4 Rights Issuer
Rights Issuers MAY support WBXML encoding of ROAHdgers.

Rights Issuers are recommended not to embed whitedpetween elements in ROAP Triggers that are MWBXML
encoded.

16.4.5 Device
Devices MUST support WBXML decoding of ROAP Trigger

If a Device supports WBXML decoding of ROAP PDUsniust signal this in the HTTP Accept header of ahis requests
by including the applicable mime type (applicatiod.oma.drm.roap-trigger+wbxml).

16.4.6 Normal Processing and Transcoding

After receiving a message in WBXML format, andh&t message in WBXML format is supported by thépieat, that
recipient MUST decode the message into Exclusiveo8igal XML format before any other processingpglad.
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17.Export
17.1 Introduction

After downloading OMA DRM Content, the User may wi® consume that content on another Device thaaldifferent
DRM protection format. Export is an operationhich the DRM Content and corresponding rightsteaesferred to a
DRM system or content protection scheme other thatODMA DRM system. The Rights Issuer controls thleeor not to
allow the export.

The Rights Issuer must explicitly grant permissjaith the <export> element irror! Reference source not found)
before the content and Rights Object can be exporide Rights Issuer also specifies to which DR#Stem or content
protection scheme the DRM content is allowed teX@morted. The Rights Issuer MAY permit export torenthan one
system.

Only the basic concept of export from OMA DRM tm#rer DRM system or content protection schemeésiipd in this
document. OMA does not specify the exact rulegrmrscribing Rights Objects to the other protettitechanisms. It is
the responsibility of appropriate bodies goverritmg use of those protection systems to define éoessary mechanisms for
transcribing OMA DRM Rights Objects. Figure belowpkains the principle.

Secure Environment

OMA Compliant Device/Module Other DRM Compliant Device/Module
Trust Assured by OMA DRM CA Trust Assured by Other DRM CA
OMA DRM Agent Other DRM Agent
Should be transcribed

Rights

Rights securely & consistently

Should be transferred
securely

Content Content

Secrets Secrets

Figure 19: Exporting from OMA DRM

17.2 Export Modes

The Rights Issuer can specify if the DRM contertt Rights Object are available on the original De\after the export
(“copy”) or are permanently removed following theert (“move”).

In the case of “copy”, the DRM Content and Rightge@t remain on the original Device and are avééldtr consumption
following the export. The Rights Issuer MAY spgdifie number of times the “copy” export is perndtteThe original
Rights Object is exported without state informatifihis a stateful Rights Object, it MUST remainchanged on the
original Device after the export.

In the case of “move”, the original Rights ObjectUSIT become permanently unusable on the originald@ewafter
exporting is conducted. The Rights Object MUSTekported with the current state information attthee of the export if it
is a stateful Rights Object. That is, if a state&fyht has been partially consumed, only the rerimgj portion is exported.
The Content Object MAY remain on the original Dexic
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In either mode, the <export> permission MAY be s@ibed into target DRM system or content protectioheme as
indicated by the “transcribe” attribute of the <erp element.

17.3 Compatibility with Other DRM Systems

The targeted DRM system may not support all ofcdgeabilities of OMA DRM. Some potential areasnmompatibility
include:

= Content Types

= OMA REL usage permissions and constraints

= Multiple Rights Objects for a single content

= Rights for multiple content objects in a single RgObject

This section defines some general rules to mininmizempatibilities when exporting to non-OMA DRMsigms. The
detailed rules for the transcription of OMA Riglbjects to those of another DRM system are spetcifibe target system
and, therefore, are not part this document.

During discovery and download of content for futexport, the best possible content and rights shoelprovided to the
Device according to device capability, the capgbdf the other DRM system, and user preferenddss information MAY
be indicated to the Content Issuer using [UAPrefgpecified in section 13.3.

When creating a Rights Object for Export (kexport- permission is included), the Rights Issuer SHOWdDstruct the
Rights Object so that all the permissions and caimgts within it are supported by the other DRMteys. All permissions
and constraints in the original Rights Object MU&Ttranscribed provided they are supported indrget DRM system.
The <export> with mode “move” MUST NOT be presentiparent RO or a group RO.

As described in section 10.2, a single Rights Qlgan contain rights for multiple content objedther within a multipart
DCF or separate (P)DCFs. The <export> permiss@pplied to the entire Rights Object so that wheh a Rights Object
is exported, each associated content object MUST tz¢ exported except when <export> with mode “Copgurs in a
parent RO or a group RO. For a parent RO, the ¢xppy enables export of any content object refezdrby a related child
RO and for a group RO, export copy enables exgahy content object within the group. In the cabmulti-asset RO then
all content objects references by that multi-aB@tMUST be exported. When exporting multi-track FA3®@r multi-part
DCFs then, all tracks and content objects withsrttultipart MUST be exported if permitted by theasated RO.

A single content object may have more than oneesponding Rights Object. If the user wishes taexis content
object, all Rights Objects with permission to exgorthe targeted DRM system MUST also be exportéthe target DRM
system supports multiple rights for a single contdsject, multiple rights in the original Rights @bt MUST be transcribed.
If the target DRM system does not support multiyéts for a single content object, the multipights MAY be merged
into one Rights Object and then transcribed.

17.4 Streaming to Other Devices

Another form of export allows the user to streamMDEbntent from the original Device to a renderingvize (i.e.
headphones) for immediate playback. The contenEMUe streamed over a copy protected medium whergansmission
protocol between the Devices ensures that the DBMent cannot be copied in an unauthorised manner.

The general rules above in terms of transcribimgabntent and rights SHOULD be followed when stiegnover protected
links for rendering purposes.

When <export> permissions are granted and thettaygéem is a link protection scheme, it is underdtthat a transient
copy is made to facilitate rendering on the taietice. The appropriate signalling MUST be usehtlicate to the target
DRM/protection system, that the streamed conteasésl only for rendering purposes.
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18.Unconnected Device Support

The following section identifies how a Connectediide can act as an intermediary to assist an Urestied Device to
purchase and download content and Rights Objebts.Hunctionality enables, for example, a portahtile Device that
does not have inherent network connectivity to aegeontent and associated rights. This functiey&liilds on the Domain
concept as described in section 7.

An Unconnected Device SHALL be capable of connectina Rights Issuer via a Connected Device usingppropriate
protocol over a local connectivity technology. EOBEX over IrDA, Bluetooth or USB as specified gcton 8.

Unconnected Devices MUST support the 4-pass Ragjmtrprotocol as specified in section 5.4.2.
Unconnected Device MUST support Domain Join and &arheave protocols as specified in section 5.4.5.

Unconnected Devices that do not support DRM TimABHNOT send RO Acquisition Request messages asifspein
section 5.4.4.1.

A Connected Device MAY also implement Unconnectedibe functionality.

Connected Devices SHALL be capable of directly @atimg to a Rights Issuer using an appropriateogamtover an
appropriate wide area transport/network layer fater (e.g. HTTP over TCP-IP).
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Figure 20: Unconnected Device Registration and DonraEstablishment

The above diagram shows how an Unconnected Destebleshes an RI Context (Registration) and is dddehe Domain:
XYZ. Inthe above diagram it is assumed that tber@cted Device has already performed the regstegus in order to join
the Domain: XYZ.

The user initiates a browsing session from the €otad Device to an RI. The user indicates to thih#& they would like
to add an Unconnected Device to the Domain: XY ZA\(ttinis is achieved is outside of the scope of spiscification).

The RI returns a ROAP Trigger of type joinDomairtlie Connected Device and includes the proxy aiilwith the value
set to “True”.

Upon receipt of the ROAP Trigger, the Connectedi@edetermines that the ROAP Trigger is intendedifoUnconnected
Device (through examination of the proxy attribut@} this point the Connected Device SHALL maint#tie connection to
the RI and attempt to establish an OBEX connedtidhe Unconnected Device's OBEX server. OncéBEX connection
is established the Connected Device MUST send @&MRTrigger in an OBEX PUT operation. The Conneédevice
MUST extract the roapURL from the ROAP Trigger atate for later use.

If it is not clear to the Connected Device whichconnected Device should receive the ROAP trigger. iecause the
Connected Device is already in communication witirerthan one Unconnected Device) then the Conn&xgite
SHOULD display a list of the Unconnected Devicesthi® user (using user friendly identifiers for theconnected Devices)
and request the user to select the Unconnectedc®#vat the user wishes to be joined to the Domaimy Connected
Device MUST attempt to establish an OBEX connectinthe OBEX server of the user-selected Uncondeb&vice.
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Upon reception of the joinDomain ROAP Trigger thecdnnected Device MUST determine whether it haRlacontext
with the Rl or not. If the Unconnected Device doeshave an RI context with the Rl indicated ia BROAP trigger the
Unconnected Device MUST send a ROAP-DeviceHellosags in the OBEX response to the Connected Devibe.
Connected Device SHALL forward the message toth@WURL as specified in the ROAP Trigger, re-usimgaintained
connection if possible. If the Unconnected Devias Bn Rl Context then steps 5-7 do not apply.

The RI MUST respond with a ROAP-RIHello messagecivlihe Connected Device MUST send to the Uncondecte
Device’'s OBEX server in an OBEX PUT operation

The Unconnected Device MUST respond with a ROAPiRegionRequest message in the OBEX responseto th
Connected Device. The Connected Device SHALL foditae message to the roapURL as specified in thaRTrigger
re-using the maintained connection.

The RI MUST respond with a ROAP-RegistrationRespangssage which the Connected Device will senldeto t
Unconnected Device's OBEX server in an OBEX PUTrapen

Upon successfully establishing an RI context, thedfhnected Device MUST send a ROAP-JoinDomainRé¢cuessage in
the OBEX response to the Connected Device. The €dad Device SHALL forward the message to the rdRipls
specified in the ROAP Trigger, re-using the maimeai connection.

The RI MUST respond with a ROAP-JoinDomainRespansssage which the Connected Device MUST send to the
Unconnected Device’s OBEX server in an OBEX PUTrapen.

The Unconnected Device MAY respond with an OBEXddimect or MAY respond with an OBEX message coirtgithe
code 0xA0 and no Body (or End of Body) header. Upsmeption of the OBEX Disconnect operation, therm@ted Device
SHALL close the connection to the RI. The Conngddevice MAY close the connection to the Rl wheteieing a
response to a PUT request with response code Omd@@ Body (or End of Body) header.

In the above diagram and text it is assumed th&@AP specific errors occur during the ROAP sessiéiROAP specific
errors occur during the ROAP session then the Umected Device SHOULD use the value of the statuampeter as
defined in section 5.3.6 and act accordingly.

Once an Unconnected Device has successfully registnd joined the same Domain as the Connecteit®then the
Connected Device can acquire content and rightsebalf of the Unconnected Device. RO acquisit®shown below.

In the case of Unconnected Device, for silent DeRegistration or silent Domain Join (include Uplga the Unconnected

Device MAY need to indicate to user that he/shalsde use a Connected Device to initiate a Deviegigtration or
Domain Join (i.e. silent Device Registration oestlDomain Join is not allowed for Unconnected Deyi

Domain:XYZ

Connected

- Rights Issue
Device 9

e

RO Request (Domain RO)

RO Response (Domain RO)

Figure 21: RO Acquisition
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Once the Connected Device has received the Dom@jntFSHOULD insert the Domain RO in the associdd€&r as
specified in section 8.7.2.2. This enables the B6&# embedded RO to be transferred to the Uncoeth@&xtvice using a
simple file transfer operation over OBEX as showthie following diagram.

Note: As an Unconnected Device may not supporatiggiisition of rights, a Connected Device shoukspnt a suitable
warning to the user, if the user attempts to trenafDCF without an embedded Domain ROs to an Umexied Device.

Domain:XYZ

Unconnected| Connected

Device Device

DCF (with Domain RO)

9 File Transfer over OBEX

Figure 22: Content Acquisition

In the case where a user wishes to remove an UectathDevice from a Domain, this is achieved ds\d:
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LeaveDomainRequest T .
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4,,,-LeaveDomaunResponse

n LeaveDomainResponse ™ | |

ROAP over OBEX ROAP over HTTP

Q 99

Figure 23: Unconnected Device leaving a Domain

The user initiates a browsing session from the €otad Device to an RI. The user indicates to thih# they would like
to remove an Unconnected Device from the DomainZXYow this is achieved is outside of the scopthisf specification).
The RI returns a ROAP Trigger of type leaveDomaithie Connected Device and includes the proxybaitiei with the value
set to “True”.

Upon receipt of the ROAP Trigger the Connected Bedetermines that the ROAP Trigger is intende@fot/nconnected
Device (through examination of the proxy attribut@} this point the Connected Device SHALL maint#fie connection to
the RI and attempt to establish an OBEX connedtiche Unconnected Device's OBEX server and sdr@lROAP Trigger
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in an OBEX PUT operation. The Connected Device MéRffact the roapURL from the ROAP Trigger and estfor later
use.

Upon reception of the leaveDomain ROAP Trigger after performing the steps specified in sectiontBetUnconnected
Device MUST send a ROAP-LeaveDomainRequest messahe OBEX response to the Connected Device. The
Connected Device SHALL forward the message todb@WURL as specified in the ROAP Trigger re-usirgytraintained
connection.

The RI will respond with a ROAP-LeaveDomainRespamgssage, which the Connected Device will sentdo t
Unconnected Device’s OBEX server in an OBEX PUTrapen.

The Unconnected Device MAY respond with an OBEXddimect or MAY respond with an OBEX message cointgithe
code 0xAO0 and no Body (or End of Body) header. Upameption of the OBEX Disconnect operation the iizmted Device
SHALL close the connection to the RI. The Connédevice MAY close the connection to the Rl wheteieing a
response to a PUT request with response code Ond@@ Body (or End of Body) header.
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19.Binding Rights to User Identities
19.1 IMSI uid

If the Device supports a SIM/USIM/R-UIM and the grielement of a child <context> element of an <titiial> element
within a Rights Object specifies an IMSI, the DRMéekxt MUST observe the following behaviour.

When the associated content is selected for ramgléne DRM Agent MUST check that the IMSI on therently installed
SIM/USIM/R-UIM (as stored within ERys, elementary file, which is defined in [3GPP TS 31 [3GPP TS 31.102] and
[BGPP2 C.S0023-B]) matches the IMSI specified witthie <uid> element or in the case where the Ridismd to multiple
IMSIs one of the IMSI's specified within the <uidtement.

If the IMSI of the currently installed SIM/USIM/R4M matches the value (or in the case when the Riisd to multiple
IMSIs one of the values) specified in the <uid>neéat, as specified iBrror! Reference source not found, then the
<permission> SHOULD be exercised if all other coaists are fulfilled.

If the IMSI of the currently installed SIM/USIM/R4M does not match the value (or in the case wheeeRO is bound to
multiple IMSI's any of the values) specified in theid> element then the <permission> MUST NOT bereised.

19.2 WIM uid

If the Device or SIM, UICC in the Device supportg/éM and if the Device supports binding to WIM aiifithe <uid>
element of a child <context> element of an <indidl> element within a Rights Object specifies a PKI; the DRM
Agent MUST observe the following behaviour.

For signature verification, the Device attemptsetivieve the user certificate from the WIM [WIMilentified by PKC_ID,
i.e. checking if the value of PKC_ID matches witle tvalue of CommoncCertificateAttributes.certHagtdfifrom the user
certificate CDF entry,

Compute a hash (e.g. thumbprint) over the useificate. The hash is calculated over the DER entpdif the complete
certificate and SHAL hashing algorithm MUST be ysed

Check that the hash (e.g. thumbprint) matches @ghewof the PKC_ID,

Go to step 4 if the result of the check is sucegsHfunsuccessful, the permission MUST NOT bereised.
Generate a 20 bytes challenge value,

Ensure that the rights to access the WIM signdtayeare granted,

Request the WIM to sign the challenge using theapei key associated with the identified user desié,
Verify the signature using the user certificate.

If the verification of the signature is successhdn the <permission> SHOULD be exercised if dlleotconstraints are
fulfilled. If the verification of the signature fadd then the <permission> MUST NOT be exercised.

19.2.1 Support for WIM uid

If the Device or SIM, UICC in the Device supportg/éM and if the Device supports binding to WIM thére DRM Agent
SHOULD support User certificate for authenticateendefined in Appendix E.
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The said user certificate has to be stored logaltiie WIM. The logical record of the WIM CDF thatovides information
for that certificate thus makes use of the pathtitier reference choice. In addition, it has totzin the optional field
CommonCertificateAttributes.certHash. The use efglivate key associated to the said user cettfioas to be protected
by the PIN-G i.e., the logical record of the WIMKEYF that corresponds to that key provides a
commonObjectAttributes.authld field that identifibe PIN-G authentication object.

To optimise (i.e. save certificate hashing opergttbe next procedures that make use of the saidoestificate, it is
RECOMMENDED that once the DRM Agent successfullgged the step 3 it stores the trusted couple (estficate, user
certificate hash (e.g. thumbprint)) in its localrsige area. Thus, the DRM Agent MAY resume the eecg, starting from
step 4 and making use of the user certificate ftertocal storage area to perform step 7 i.e.,cseteby PKC_ID == user
certificate hash (e.g. thumbprint).

Interactions between the DRM Agent and the WIMdescribed in Appendix F.
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20.Security Considerations (Informative)
20.1 Background

DRM solutions in general need to meet a numbeeofisty requirements. In particular, two requiremseany DRM solution
must fulfill are:

DRM Content must only be accessed by properly atiteted and authorised DRM Agents
Permissions on DRM Content must be honoured bRNM Agents

This specification along with its accompanying doeumts Error! Reference source not found, Error! Reference source
not found., andError! Reference source not found) establishes the OMA DRM system. The OMA DRM sysi@ovides
the means for the secure distribution and manageaié€@RM Content in the OMA environment, and mebts
requirements specified above andeimor! Reference source not found.

20.2 Trust Model

The OMA DRM trust model is built on a PKI. A Rightsuer trusts a DRM Agent to behave correctihéf DPRM Agent's
certificate is verifiable by the Rights Issuer arod revoked. Similarly, a DRM Agent trusts a Righssuer to behave
correctly if the Rights Issuer's certificate isifiable by the DRM Agent and not revoked.

Devices and Rights Issuers may support multiplesPKhis means that Devices and Rights Issuers @ag imultiple
certificate chains and/ or multiple trusted roatifieates installed.

20.2.1 RIs supporting multiple PKIs

If Rights Issuers are using multiple certificataicts signed by different PKls the same privateliplidey pair MUST be
used for each of those PKiIs. This leads to oneugnigj ID for the Rights Issuer.

Rights Issuers may have additional trusted rodtfwates from other PKls installed without haviadey pair signed by one
of those PKIls. Such a trusted root certificate lmamised to validate Device certificate chains idsueler that root of trust.
For this scenario it is required that the Deviests one of the roots the server has certificasénstor.

To support multiple RI IDs and multiple public kayss suggested to setup multiple RIs using dédfgrRl URLs with
different Fully Qualified Domain Names. This cas@be useful to control under which trust modeltenhmay be
distributed.

20.2.2 Devices supporting multiple PKIs

Devices may have multiple and different key paigeed by multiple PKls, what means that they mayehaultiple Device
IDs.

Devices may have additional trusted root certiisdtom other PKIs installed without having a keyrsigned by one of
those PKIs. Such a trusted root certificate candesl to validate RI certificate chains issued umigigr root of trust. For this
scenario it is required that the RI trusts onehefroots the Device has certificate chains for.
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20.3 Security Mechanisms in the OMA DRM
20.3.1 Confidentiality

Confidentiality ensures that data is not accesdiplan unauthorised party. As stated above, DRMt&@dmmust only be
accessible by properly authenticated and authobBg&dl Agents. To achieve this goal, DRM Contentrisrgpted.
Encryption keys are unique to each Media Objed,Rights Objects carry the encryption keys wrappddys only
accessible by the intended recipients.

20.3.2 Authentication

Authentication is the process by which a party tdies itself to another party. In the OMA DRM, nuatlt DRM Agent and
Rights Issuer authentication is achieved in thedsRegistration Protocol, the 2-pass RO Acquispimtocol, the 2-pass
Join Domain protoco, the 2-pass Metering Reportgoal, and the 2-pass RO Upload protocol |. Depsmain protocol and
message, the authentication is achieved eitheungifrdigital signatures on nonces or time stamps.IFpass RO
Acquisition protocol achieves Rights Issuer auttoation through the digital signature on a timergtalt does not
authenticate the DRM Agent to the Rights Issuetr due to the DRM Content being wrapped with thépieat's public key,
the initial requirement of Section 20.1 is stilltmi@ the 3 or 4-pass confirmed RO Acquisition pratls, authentication is
achieved in the confirmation part of the prototbk(last two messages) via a signature on a noneach message. The 2-
pass Leave Domain Protocol authenticates the DRBhAW the Rights Issuer through the digital sigrabn a time stamp.
It does not authenticate the Rights Issuer to tRMDAgent.

20.3.3 Integrity Protection

Data integrity protection ensures the ability téede unauthorised modification of data. In the OMRM, data integrity
protection, when applicable, is achieved througfitali signatures on ROAP messages and Rights Gbject

20.3.4 Key Confirmation

Key confirmation ensures the recipient of a messag¢aining a protected key that the sender ofriteesage knows the key
value. In the context of DRM, this property proteagainst unauthorised re-issuance of Rights Gbjemth one Rights
Issuer by another. In the OMA DRM system, key conéition is achieved through a MAC over the proteédétey and the
sending party's identity, using parts of the prietédey as the MAC key.

20.3.5 Other Characteristics

20.35.1 DRM Time

The OMA DRM system assumes the presence of DRM Tiintike DRM Agent. Since users are not able to ghddRM
Time, this specification defines a mechanism byclwhihe DRM Time can be synchronised with the tirale iy an OCSP
responder.

Devices supporting multiple trust models MUST maiimtone DRM time per trust model. This is to mirdmthe effect of a
“fake” or compromised trust model on other trustdaig.

20.3.5.2 Transport Layer Security

The OMA DRM system provides application-layer s@guhrough the use of the security mechanismedish Section 20.3.
Hence, it does not rely on, or assume, transpgéerlsecurity

20.3.5.3 Pseudorandom Number Generators

The use of nonces in the OMA DRM system requiredDRyents and RIs to have pseudorandom number geng e
good quality.
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20.4 Threat Analysis
20.4.1 Threat Model

Any DRM system must protect against the threatoofigromise of a DRM entity (Rights Issuer, DRM Agebontent
Issuer, CA, or OCSP responder), leading to unaighdbehaviour. In particular, since it may behe interest of the user of
the DRM agent to bypass the security, the DRM Ageuast be robust against the "reversed" threat m&#slides protecting
against the threat of a DRM entity compromise,@fRM system must protect against passive as welttge attacks.

In the following, it is assumed that an attackeabte to:

Listen to the communication channel between a DR and a Rights Issuer, and
Read, modify, remove, generate and inject messaghs channel.

When applicable, the case of a compromised DRMyeistalso discussed.

20.4.2 Active Attacks

20.4.2.1 Message Removal

An attacker may remove any message sent betwe&iaAyent and an RI. In general, this constitut&eaial of Service
attack.

For the Registration protocol, message removalredlllt in a failed protocol run and no establishtreé an Rl Context in
the Device.

For the RO Acquisition protocol, message removélmesult in the non-delivery of the requested RigBbject(s) to the
DRM Agent. To ensure correct billing in such a attan, the mechanisms outlined in Section 14.3 beysed (although it
is important to note that the suppression of th©DA InstallNotify message may reverse the threia¢ ~cause the RI to
believe that the Rights Object did not get insth@en though it was). In the confirmed RO acdqwisiprotocol, message
removal can also result in the non-delivery ofafistion confirmation information to the RI. Eaclh iRust determine
suitable billing behaviour in this situation, espme RIs may resend the ROAP-ROResponse if thecB@ained therein are
stateless while others will assume that the coriiom message was removed and bill regardless.

Whenever a ROAP trigger is sent from an RI to ai@&\he RI can insert a nonce in the trigger whiehDevice must

insert in theroap:Requestas a response from the Device to the RI. Thanallcoupling of triggers and their corresponding
roap:Requestby the RI but also allows the RI, if they choameresend the trigger if they do not receive theesponding
roap:Requestwithin a certain time period. This allows defe&hon-persistent message removal attacks.

For the Join Domain protocol, if an attacker rensotree ROAP-JoinDomainResponse message, a Deviceowtbecome a
member of the requested Domain even though thedylthink it has. Again, mechanisms outlined in Beci4.3 may
ensure delivery but suppression of DLOTA InstaliNotessages may reverse the threat.

For the Leave Domain protocol, if an attacker reasothe ROAP-LeaveDomainRequest message from theooioation
channel before it has reached the RI, the RI mlwigw the DRM Agent as a member of the Domatrislimportant to
note the consequences this may have for any bilalmgme based on Domain membership.

For the Metering Report protocol, if an attackenowes the ROAP-MeteringReportSubmit message, thwlRhot receive
the Metering Report.

For the RO Upload protocol, message removal walliliein a failed protocol run and no RO uploadeth®RI.

Removal of a ROAP trigger before it reaches thei@ewill stop the intended ROAP protocol from begcuted.
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20.4.2.2 Message Modification

An attacker may modify any message sent betweeRM Bgent and an RI.

For the Registration protocol, the RO Acquisitigntpcols, the Join Domain protocol, the Meteringp & protocol, and the
RO Upload protocol, message modification will béedéed through the use of digital signatures.

For the Leave Domain protocol, modification of ROAP-LeaveDomainRequest message will be detectellebiR|
through the Device's digital signature on the mgss@ihe DRM Agent, however, may not detect modificeof the ROAP-
LeaveDomainResponse message since the messageligitatly signed. This may result in a DRM Agexgsuming the RI
has removed it from the requested Domain whendhifdias not or vice versa (the DRM agent assurthiegR| has not
removed it from the requested Domain when in fielss). The former attack's possible implicatiarshilling schemes
should be noted. The latter will result in re-tissthe DRM Agent or the DRM Agent notifying theens

For the various ROAP triggers, message modificatidinbe detected if the message was signed. Itiquéar, the RI must
sign the<leaveDomain>trigger. For other triggers, the Device may ndedemessage modifications.

20.4.2.3 Message Insertion

An attacker may at any point insert messages m@dommunication channel between an Rl and a DREhAQI he attacker
may also record messages and try to replay thentaer point in time.

The Registration protocol protects against repttgcs through the use of nonces, ensuring to patties that the other
party is "live".

The 2-pass RO Acquisition protocol assures the DRJjdnt that the Rl is live through the use of thevibe nonce. It
assures the RI that the DRM Agent is live throughDRM Agent's signature on the DRM time.

The 1-pass RO Acquisition protocol assures the DRJjdnt that the Rl is live through the signaturetlom RI's current time.

The 3 or 4-pass confirmed RO Acquisition protocsdaes the DRM Agent that the Rl is live through tise of the Device
nonce. It assures the RI that the DRM Agent istiveugh the DRM Agent's signature on the DRM time.

The Join Domain protocol protects against repléacis in the same way as the 2-pass RO Acquigitiotocol.

The Leave Domain protocol assures the RI that tR&Agent is live through the DRM Agent's signatorethe DRM time.
It does protect against replay attacks throughufeeof the Device Nonce (it does not protect agairessage insertion,
however and as noted above).

The Metering Report protocol and the RO Uploaddgarok protect against replay attacks in the sameasae 2-pass RO
Acquisition protocol.

ROAP triggers may be sent to any Device at any.tivi¢h the exception of theleaveDomair> andExtended Leave
Domain(see section 5.2.1.1) triggers, ROAP triggersnateprotected against replay attacks. Devices cateqt against
replay of<leaveDomain>or Extended Leave Domairiggers due to the use of a mandatonpnce>element. However
even with the<nonce>a leave domain trigger can be distributed to "a@dtDevice and that will force the target Devioe t
remove its Domain Context. Prevention againstdtteck is provided in thExtended Leave Domairigger which includes
a<devicelD> element; thus ensuring the trigger is bound tpegific Device.

All ROAP triggers sent from an RI to a Device cadliide a nonce within the trigger which the Deviwast insert in the
roap:Requestsent in response to the trigger. This stops aim#me middle from recordingr@ap:Requestsent in
response to one ROAP trigger and replaying it agésponse to another ROAP trigger.
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Protection against replay of stateful ROs and aga@play of stateless ROs that have been upldadaul Rl is achieved by
means of the method specified in Section 10.4. ithportant to note that the replay cache MUSTnibegirity-protected by
the DRM Agent.

20.4.2.4 Denial-of-Service Attacks

Denial-of-Service (DoS) attacks are attacks agdivestivailability of a system and include attadiat tonsume resources
(bandwidth, storage) and/or the destruction of weses (e.g. software or hardware components, dstaugttion and physical
destruction). Such attacks can result in signifidass of revenue and intellectual property.

As an example, an attacker could send multiple R&®&HRequest messages to the RI, whether authentiatoThese
messages may bind significant resources at thédR{esg. signature verifications), rendering tHaiRable to respond to
other requests.

RIs need to implement standard DoS precautionsaieqt against these attacks, see e.g. [DDOS].

20.4.2.5 Entity Compromise

An attacker may attempt to, physically or otherwismmpromise an entity of the DRM system.
A compromised DRM Agent may result in the discl@saf any of the following:
* The DRM Agent's private key
» Domain keys for any Domain the DRM Agent is a mendie
» Rights Object Encryption Keys
» Content Encryption Keys
» DRM Content
It may also result in loss of integrity protectiohthe DRM Agent's replay cache and/or loss ofgutivn of Rights stored
internally in the DRM Agent. Further it may resuitioss of DRM Time, potentially allowing permise®to be overridden

or compromised RIs to pose as uncompromised.

Failure of DRM Agent implementations to protect #imve assets may seriously compromise the seatfiihe OMA DRM
system and their protection is therefore critical.

A compromised DRM Agent may be able to modify a De\RO in such a way that the Rights Object caredesued and
accepted by an uncompromised DRM Agent. This ttoeeurs only if the Rights Object contains trségnature> element
in theroap:ROPayload. A suggested method to limit this threat is tdude an ndividual > constraint in Device Rights
Objects containing asignature> element in theoap:ROPayload.
In addition, a compromised rendering applicatiothen DRM Agent may also result in the loss of DREh@&nt. The DRM
Agent implementation must therefore be robust arsiee that it only provides unprotected DRM Conterttusted
rendering applications.
A compromised Rights Issuer may result in the dimate of any of the following:

» The Rights Issuer's private key

» Domain keys for any Domain administered by the RI

» Rights Object Encryption Keys
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» Content Encryption Keys

* DRM Content
Again, the protection of these assets in Rl impletaitons is crucial to the correct functioning loé tOMA DRM.
The effects on a PKI of a compromised CA or OCSBpReder is discussed, e.g., in [RFC3280] and [OCSP]

The OMA DRM system relies on certificate revocationminimizing the damages of a compromised enbtgM Agents
and RIs must always verify that the entity they@mmunicating with has not been compromised bygkihg the entity's
certificate status. Further, in Domain settings Rhay protect against undetected DRM agent comgmby regularly
upgrading Domain Generations.

20.4.3 Passive Attacks

An attacker may eavesdrop on and record any coatienscarried out between an Rl and a DRM AgenthSu
eavesdropping may allow the attacker to trace lbsleaviour and, to some extent, interests. Duedaadcurity features of
the OMA DRM system, it will however not allow thagsive attacker to perform later off-line attacgaiast DRM Content,
wrapped keys, or Rights Objects exchanged in seobrded messages.

20.5 Privacy

Privacy is the right of an individual to controliofluence the amount of information about herectiéd by others. The data
that should be protected can be divided into petlstata and interest data. As an example, a coist&r collecting content
download data can adapt its offers to the downldagudety according to perceived demands. On one tiasdnay achieve
user convenience, but on the other hand it linhiésright of self-determination of the individuaurhermore, the keeping of
log files that store information, such as who hasedwhat at which time, reveals user behaviourmaigiht not be in the
interests of the system's users.

The ROAP protocol has no explicit measures to amizgy the association between DRM Agent, downloddei Content
and associated RO, since the Rl and ClI are eitlraimgstered by one organisation or might exchanggrination freely.
Also, the messages that are sent do not proteadéndities of the communicating patrties.

In addition, the Transaction Id mechanism to tragger distribution behaviour, e.g. for reward psgx might be perceived
as privacy intruding. For instance, a Cl insertiagues in the Transaction Tracking box of a DCHwtlite purpose of
rewarding customers for super distributing contpatentially learns a great deal of information athasers’ forwarding
behaviour. In this case, however, the OMA DRM systioes allow user policies to determine whethersmthe
Transaction ID mechanism or not. The Metering repagchanism which is used to collect Metering Infation might also
affect users’ privacy, since such Metering Inforimatreflects users’ consuming behaviour. OMA DRMvders should
consider user's privacy demands to the extentlplessind whether anonymity mechanisms can be dephitain the
bounds of the OMA DRM system.

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C

Page 160 (220)

Appendix A. Change History
A.1 Approved Version History

(Informative)

Reference Date Description
n/a n/a No prior version —or- No previous version wit@MA
OMA-xxyyz-V1_0-20021001-A 01 Oct 2002 Initial docent to address the basic starting point
Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval
OMA-xxyyz-V1_1-20030405-A 05 Apr 2003 descriptiohahanged
Ref TP Doc# OMA-TP-2003-0321-xxyyzV1_1forApprbva

A.2 Draft/Candidate Version 2.1 History

Reference Date Section Description
Draft versions 23 May 2006 1st Draft
OMA-TS-DRM-DRM-V2_1 15 Sep 2006 2nd Draft incorporating Metering (0311R04), Device
Identification (0307), Usage of DomainROs after zam
Expiry(0203) and Cached Hash CRs (0333R02).
6 Oct 2006 3rd Draft incorporating (0376R01), 0333, 0327R(0R4R07,
0204R02
30 Nov 2006 4th Draft incorporating (0131, 0434, 0449, 0484511204,
0507)
23 Dec 2006 Incorporated:
OMA-DLDRM-2006-0511-
CR_Fix_WBXML_encoding_example
OMA-DLDRM-2006-0516-CR_DRM_2.0_Status_Codes
OMA-DLDRM-2006-0535-
CR_Update_ ROAP_Schema_Fragments_in_DRM_Spec
OMA-DLDRM-2006-0548R01-
CR_Fix_Export_function_in_TS_DRM2.1_DRM
OMA-DLDRM-2006-0550R01-
CR_Madifications_for_Forward_Compatibility_for_ OMARR
M_2.1
03 Jan 2007 6.3 Minor updates:
5.2.1 2007 Copyright, styles and cross-references (edifor
5.4.3 OMA-DLDRM-2006-0060R01-CR-OCSP-Nonce-Encoding-
5.4.2 Clarification
G.1 OMA-DLDRM-2006-0063R01-CR-triggernonce-clarificat
51.12 OMA-DLDRM-2006-0132R01-Certificate-Caching-Exgon
5.4.5 OMA-DLDRM-2006-0237R01-PR0020 DCF Hash
8.4 clarification.
8.7.2.1 OMA-DLDRM-2006-0255-Registration-Trigger-Handling
OMA-DLDRM-2006-0256-CR-DRM20-Domain-Context-RI-
5.1.1
5.4.2 URL
L OMA-DLDRM-2006-0258R05-
6.2 CR_Device_ DRM_Time_Clarification
6.3 OMA-DLDRM-2006-0263-Domain-Generation-Mismatch
2.1 OMA-DLDRM-2006-0273R01-
5.3 CR_DRM_V2_OCSP_nextUpdate_Clarification
5.4.4 OMA-DLDRM-2006-0282-Fix Reference XML-Enc
20.2 OMA-DLDRM-2006-0288R01-
2.2 CR_Support_for_multiple_PKls
7.1 OMA-DLDRM-2006-0300R01-
App 2 CR_MMSENC_Reference_Clarification
10.1 OMA-DLDRM-2006-0301R01-
18 CR_PKCS_Reference_Unification
85 OMA-DLDRM-2006-0302R01-
’ CR_ROAP_Schema_Definition_Correction
14.3.1
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D5

Reference Date Section Description
App H OMA-DLDRM-2006-0321-LeaveDomain-Trigger-Exception
App | Clarification-CR-for-DRM2.0
OMA-DLDRM-2006-0338R02-
CR_DRM_v2_DCF_Hash_Validation_Clarification
OMA-DLDRM-2006-0351-
CR_DRM_V2_0_Reference_Correction
OMA-DLDRM-2006-0386R01-CR-Silent-Device-
Registration-for-Unconnected Device
OMA-DLDRM-2006-0421R01-
CR_RI_Public_Key_in_Domain_Context
OMA-DLDRM-2006-0450-
CR_DRM_2.0_Domain_Context_Expiry
OMA-DLDfRM-2006-0460R02-CR-Combinded-Download-
DRM20
OMA-DLDRM-2006-0377R02-
CR_Import_clarification_for_ OMA_DRM_20
OMA-DLDRM-2006-0406R01-CR_Clarification on Forvaar
Compatibility for OMA DRM 2.0
OMA-DLDRM-2006-0406R01-
CR_Clarification_on_Forward_Compatibility_for OMARM_
2.0
17 Apr 2007 546 OMA-DRM-2007-0019R01-CR_DRM2.1_MeteringReport
5.1.11,12 OMA-DRM-2007-0020R04-CR_DRM2.1_ROUpload
20.3 OMA-DRM-2007-0034R02-
CR_DRM2.1_Updates_on_Security_Considerations
11.4 OMA-DRM-2007-0132-CR_Metering_Report
5.4.3 OMA-DRM-2007-0135R01-
CR_Identification_Protocol_Messages_v2.1
C1l1 OMA-DRM-2007-0136-
CR_Reintroduce_points_A_to_F_in_Appendix_C
54431 OMA-DRM-2007-0142R01-
CR_RO_Confirm_Request_B061_v2.1
54231 OMA-DRM-2007-0144-CR_DRM_Time_Clarification
5472 OMA-DRM-2007-0146R02-CR_Add_Reason_In_Fail_V2.1
G.1.7,G.1.9, 1.1| OMA-DRM-2007-0149-CR_TS_CONRR_Resolution_for_BO
20.5 OMA-DRM-2007-0151-
CR_Privacy_lssue_regarding_Metering_B052_V2.1
5.2.1,54.2.1.1 | OMA-DRM-2007-0192-
CR_Version_numbers_for_ OMA_DRM_v2.1
all Other consistency review comments
04 May 2007 3.2,5.4.7.2.1 | OMA-DRM-2007-0145R02-
CR_Define_Disable_Enable_Delete_RO_V2.1
5.2.1 OMA-DRM-2007-0147R02-
CR_Fixes_to_ROAP_Extensibility DRM21
54421 OMA-DRM-2007-0153R01-CR_ROResponse_B066_v2.1
3.2,5.1.13,11 | OMA-DRM-2007-0157R03-
CR_DRM2.1_Metering_Enablement_Disablement_Clatifice
5.1.13,5.2.1.1, | OMA-DRM-2007-0170-
20.4.2.3 CR_Fix_to_LeaveDomainTrigger_B009_B051_V2.1
5.21 OMA-DRM-2007-0171-
CR_Identification_of_Multi_Track_PDCF
5.1.13,5.2.2 OMA-DRM-2007-0174R01-
CR_Initiating_Rights_Acquisition_from_a_DCF
F.1,F.2 OMA-DRM-2007-0188-CR_DRM_2.1_SCR_Table_updates
5.35,1 OMA-DRM-2007-0191-
CR_Clarification_on_Forward_Compatibility_for OMARM_
2.1
52.1,5.3.5, OMA-DRM-2007-0193R03-CR_Max_Length_for_Strings
5.3.11
521 OMA-DRM-2007-0195-CR_DRM2.1_Trigger_Extensibility
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Reference Date

Section

Description

11.5
5.4.6.2.2,11.3

OMA-DRM-2007-0196-CR_DRM_2.1_Schema_Fix_G001
OMA-DRM-2007-0198R01-CR_prURL_Clarification_B044

25 May 2007

13.3

OMA-DRM-2007-0217-CR_Clarificatimi_ExtDrmName

19 Jun 2007

12
G.1.18, G.1.19,

G.1.20

17

521

3.3

G.1.15
G.1.9
16.2,16.3.1

54.6.2.2,93
13.4

5.4.7.1.2

OMA-DRM-2007-0222R05-CR_Fix_bugs_in_RO_Upload
OMA-DRM-2007-0238-
CR_DRM2.1_Extended_ROAP_Trigger_examples
OMA-DRM-2007-0243R03-

CR_DRM_2_1 TS_Export_Clarification
OMA-DRM-2007-0254-
CR_Fix_to_RO_Acquisition_Trigger_DRM2.1_B105
OMA-DRM-2007-0264R02-
CR_An_Update_on_DRM_Abbreviation
OMA-DRM-2007-0268R01-
CR_DRM2.1_MeteringReportSubmit_example_correction
OMA-DRM-2007-0269R01-
CR_DRM2.1_ROConfirmResponse_example
OMA-DRM-2007-0270R01-CR_DRM2.1_WBXML_correctiol
OMA-DRM-2007-0287-CR_DRM2_1_DeviceNonce_correcti
OMA-DRM-2007-0288-
CR_DRM2.1_Updates_to_lssuer_Responsibilities
OMA-DRM-2007-0285R01-
CR_CR_DRM_2.1_Statelnfo_Clarification

25 Jun 2007

5.3.10, 20.4.2.5

OMA-DRM-2007-0289R02-
CR_Security_Enhancement_for_2.1

27 Jun 2007

All

Cleanup in preparation for ApproaaiCandidate

Candidate version 24 Jul 2007

OMA-TS-DRM-DRM-V2_1

n/a

Status changed to Candidate by TP
TP ref#t OMA-TP-2007-0273-
INP_DRM_V2_1 ERP_for_Candidate_approval

19 Sep 2007

16.2,G.1,G.2,
11,111

Incorporated the following agreed CRs:
OMA-DRM-2007-0335-
CR_DRM2.1_BugFix_WBXML_attribute
OMA-DRM-2007-0373-
CR_Recover_all_SCR_item_numbers_in_TS_DRM_DRM_V,
OMA-DRM-2007-0302R02-
CR_Metering_Collection_Reporting_ OMADRMv21

Draft version 04 Jul 2008

OMA-TS-DRM-DRM-V2_1

All

Incorporated the following agre@gs:
OMA-DRM-2007-0400R01-
CR_DRM2.1_BugFix_MeteringReport_XMLEnc
OMA-DRM-2007-0412-
CR_DRM_2.1_bugfix_MeteringReport_formatting
OMA-DRM-2007-0443-CR_Metering_Specific_Permission
OMA-DRM-2007-0455R01-
CR_BugFix_Figure_33_Device_ldentification_Downlo&@TA
_Examples_Appendix
OMA-DRM-2007-0456R02-
CR_FixBug_Figure_6_The_3_pass_Confirmed_Rights_eDbje
Acquisition_Protocol
OMA-DRM-2007-0486R01-
CR_References_Clarification_and_Unification
OMA-DRM-2007-0523-
CR_DRM21_WBXMLTrigger_Correction
OMA-DRM-2007-0568-CR_DRM_2.1_WBXML_Fix
OMA-DRM-2007-0316R02-
CR_RO_Upload_Security_Vulnerability
2008 Template
OMA-DRM-2008-0094R01-

CR_V2_1 PR34_35 36_40_41 Corrections.doc
OMA-DRM-2007-0205R04-
CR_DRM_2.1 Transfer_of OMA_DRM_V2_through_MTP

bn

R.1

OMA-DRM-2008-0255R01-
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Reference Date Section Description

CR_DRM_2_1 New_DRM_TS_Section_on_Versions.doc
OMA-DRM-2008-0268-
CR_Missing_DRM_2.0.1_CR_in_DRM_2.1_DRM_TS.doc
OMA-DRM-2008-0293-

CR_DRM_2 1 DRM_TS_REK_Acronym_Change.doc
OMA-DRM-2008-0308-
CR_Fix_reference_in_DRM_v2.1_DRM_TS.doc

Candidate version 05 Aug 2008 n/a Status changed to Candidate by TP

OMA-TS-DRM-DRM-V2_1 TP ref#t OMA-TP-2008-0291-
INP_DRM_V2_1 ERP_for_Candidate_re_approval
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Appendix B. ROAP Schema

The ROAP and ROAP trigger XML schema is definedanmativeError! Reference source not found.
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Appendix C. Backward Compatibility with Release 1.0

Devices that support OMA DRM v2 MUST support thenaiaory features of OMA DRM VIHrror! Reference source
not found.]. To ensure consistent, interoperable behavioMA DRM v2 Devices MUST behave in the following nmeam
when receiving OMA DRM v1 Content.

DRM v2 Client receives the following DRM v1 method not supported DRM v1 method is supported

DRM v1 content type

Forward Lock content n/a (DRM v1 Forward Lock is Handle content as defined iGrfor!
mandatory) Reference source not found.

Combined Delivery content Handle content as defind®DRM] Handle content as defined iErfror!

Reference source not found.

Separate Delivery Content MAY notify the user Handle content as defined iGrfor!
Reference source not found;, Upon
contacting the CI/RI the Device MUST
advertise DRM version and supported
media types as defined in section 11.

Table 23: Backward Compatibility with Release 1.0
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Appendix D.  Application to Services (Informative)

D.1 Application to Streaming Services

The main scope of OMA DRM is protection of downlahtk objects, which can by their nature be embedaedCFs and
be delivered under DRM control. This is not immeeliapossible with streaming media, since streamireglia are
transported using protocols and mechanisms thabtlallow embedding into download DCFs, and alsgeesstreams are
not per se limited in time and size. Thus, thegxntad transport of streams and some associateaisigimas to be defined
separately for streaming media. On the other hahtis DRM ROs can be used for streaming servicestierdefinition and
transport of rights/permissions, and of contenrg&@n keys.

Thus, the basic concept for the application of OBRM to streaming services is that OMA DRM ROs, #mel ROAP, are
used in the same way as for downloadable objects#DThis is specified in this standard. The exaxt @f protecting
streams, storing streams at a streaming servettramsporting streams to a Device (including asgedi signaling) are not
specified in this specification. It is the respduilgy of streaming standardisation bodies to defappropriate mechanisms
that work seamlessly together with the conceptdaitlin the DRM specification, especially with tR® concept and format.
Figure 24 explains the principle.

. streamin
rights 9
X content
issuer

server

protected streams
rights object (RO) (transport format and
(RO format defined protection mechanisms
in OMA DRM specification) specified by streaming
standardization body;
compatible with OMA
RO specification)

Figure 24: Generic principle of application of OMA DRM to streaming services

D.1.1  Application to the 3GPP Packet-Switched Strea  ming Service

For the special case of the 3GPP Packet-SwitchredrBing Service (PSS) Release 6, i.e., the 3GRmsing standard
[BGPP PSS], OMA and 3GPP have been working togétheefine DRM protection of PSS media. The basiaciple is
the one shown in Figure 24, but there are somensixtes that consider special features and propesfithe PSS standard,
namely

PSS sessions can consist of a mixture of disceege, JPEG images) and continuous (e.g., H.263Vyiaedia
There are 3 different methods to initiate a PSSiseausing different streaming tokens: either a ISpHesentation

description, or an SDP session description, or BBAFRURL. A streaming token can get to a Device @svenload from a
server, or by super-distribution from other Devjaasby other means like user input of an RTSP WRlthe keyboard.
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Time-continuous protected media like audio and wittacks that are stored on a PSS server in thefiB&Brmat defined
by 3GPP can either be downloaded by (progressw@hbbad of the whole 3GP file, or streamed by esttom of protected
media tracks from the 3GP file format and transpeihg real-time transport protocols. OMA has addphe 3GP file
format for protected packetised content as a spb€i&, the Packetised DCF (PDCEijror! Reference source not found.
It should thus be understood that a 3GP file hgldincrypted tracks as defined in [TS26.244] is matiically a valid OMA
DRM PDCFError! Reference source not found.

Figure 25 gives an overview of the involved ensittand data flows for DRM protection of 3GPP PSSises and media.

backend connection (out of scope for this specification)

v v v v

3GPP PSS
. download .
content portal/ rights streaming
. content
storefront issuer content
server
server

/
(2) one or (3) discrete media
several RO(s) Objects embedded

[OMA DRM]
(1a) streaming (4a) download of PDCF
token [3GPP PSS][OMA DRM]
[3GPP PSS] or

or (4b) real-time streaming

of protected

(1b) streaming media streams
token [3GPP PSS]

T [3GPP PSS]
super-distribution

from other device

v

Figure 25: Application of OMA DRM to the 3GPP Packé-Switched Streaming Service (Release 6).

(References in brackets indicate where the resedtta format or protocol is specified)

For a protected PSS presentation, the contentgepeian confidentiality protect and integrity piadtdiscrete media (images
etc.) by embedding them into OMA DCFs. Furthercae confidentiality protect and integrity proteohtinuous media
using the mechanisms defined by 3GPP, and stdniem tn a file in the 3GP file format [TS26.244¢&.i.in a PDCF. The
DCFs are stored on a content download server,rtitegied 3GP files = PDCFs on a 3GPP PSS servée.tNat the PDCF
can later be used for download or streaming ofrtbleided tracks/streams ((4a) or (4b) in Figure 25)

All information needed to generate ROs for the D&RGE PDCFs must be conveyed to the Rights Issoerihis is done is
outside the scope of this specification. This infation includes the used content encryption keyshfe discrete and
continuous media, and usage rights/permissions.

The required steps to initiate, set up, receivd,render a protected 3GPP PSS session are théolltveing:

A streaming session is initiated via a streamirkgnoi.e. a SMIL presentation, SDP file, or RTSPLUBGPP PSS]. The
streaming token can arrive to the Device by dowlivam a server/content portal/content storefreee((1a) in Figure 25),
or by super-distribution (see (1b) in Figure 25) nbessaging (MMS), or by other means (e.g. an RURP can be
manually entered by the user). The streaming takenoptionally be embedded into a DCF.

If the streaming token has been acquired direoti;nfa server or portal, the server can initiateddlévery of one or several
ROs to the Device that contain the keys and rifgtthe media referenced by the token (see (2jgnre 25). In all other
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cases, the ROs for protected streams are requiistied) session setup to the streaming server,l@®0Os for protected
discrete objects after download of the respecti@8& see (D)

When the user decides to start the PSS streamssgeeshe or he executes/launches the streankag twhich is delivered
to the streaming player. The streaming player etakithe streaming token.

Depending on the type of streaming token, the ¥ahg applies:

a. SMIL presentation: Referenced discrete objectslavenloaded from the respective download servers (3)
and (4a) in Figure 25). If ROs are not on the Devijet they can be acquired at this point, usindRheRL in
the DCFs . Referenced streams are set up anddstesiteg PSS streaming protocols [3GPP PSS] (sgen4b
Figure 25). If ROs are not on the Device yet thaty be acquired at this point, using the Rl URL.eNN&MIL
allows to download objects / start streams duripgesentation. In this case it may be an implentiemta
optimisation to fetch all ROs before starting theggntation.

b. RTSP URL: Referenced streams are set up and stssiegl PSS streaming protocols [3GPP PSS] (sedr(4b)
Figure 25). If ROs are not on the Device yet thaty be acquired at this point, using the Rl URL.

c. SDP: Referenced streams are set up and starteglRSi® streaming protocols [3GPP PSS] (see (4hpuré-
25). If ROs are not on the Device yet they candzpimed at this point, using the Rl URL.

Discrete objects (DCFs), downloaded PSS contenC@), and PSS streams are decrypted and renddsjedtsio the terms
and permissions of the respective ROs.

The streaming token can be super-distributed tthandevice. To be able to receive and renderdferenced PSS media
content, the receiving Device must acquire thegetye RO(S).

D.1.2 DCF Packaging of Streaming Session Descriptor s

The section describes an optional variation ofatasic architecture and method for protection afastrs using OMA DRM.
In this variation, the streaming token / streansegsion description is itself packaged into a D#s is illustrated in
Figure 26.
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download 3GPP PSS
content portal/ rights content streaming
storefront issuer content
server
server
/
(2) one or (3) discrete media
several RO(s) obJects embedded
[OMA DRM]
(1) streaming token (4a) download of PDCF
B&ijsgg‘]?%"\:/?g';m [3GPP PSS][OMA DRM]
or (4b) real tlme streaming
of protected
(1b) streaming token media streams
embedded in DCF [3GPP PSS]

[3GPP PSS][OMA DRM

super-distribution >
from other device

Figure 26: Application of OMA DRM to the 3GPP Packé-Switched Streaming Service (Release 6) with stredng
token packaged into DCF.

(Underlined text denotes differences to Figure 25.)

With this method, the typical steps to initiate;, 5, receive, and render a protected 3GPP PSkBiess similar as
described in section D.1.1, with a few differencHse differences are outlined below.

(A) Unchanged, see section D.1.1

(B) If the streaming token has been acquired direotijnfa server or portal, the server can initiatectblévery of one or
several ROs to the Device that contain the keysrigihdis for the media referenced by the token (8@ Figure
26). Otherwise, the Device can use the Rl URL engtieaming token DCF to request Rights ObjectheliRO or
ROs delivered in response to this request conterkéys and rights for all media elements and istsdaeing part
of the PSS session associated with the token, nlwefuRO requests are necessary.

(C) Unchanged, see section D.1.1
(D) Depending on the type of streaming token, the falg applies:

a. SMIL presentation: Referenced discrete objectslavenloaded from the respective download servess (se
(3) and (4a) in Figure 26). Referenced streamsetrep and started using PSS streaming protocGIBIP3
PSS] (see (4b) in Figure 26).

b. RTSP URL: Referenced streams are set up and stssiegl PSS streaming protocols [3GPP PSS] (see (4b)
in Figure 26). Please note that an RTSP URL peaseot be packaged into a DCF, because there is no
MIME type for RTSP URLs. However, a workaroundagackage the RTSP URL into a helper file (e.g. a
minimal SMIL file), and package the helper fileara DCF.

c. SDP: Referenced streams are set up and starteglRSi& streaming protocols [3GPP PSS] (see (4b) in
Figure 26).

(E) Unchanged, see section D.1.1
(F) Unchanged, see section D.1.1
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A difference using the optional method is the painime when ROs are requested/acquired: it imgbyincluding the
super-distribution case) possible to request rigitsn the DCF containing the streaming token islai@ on the Device,
and before streaming of content is initiated. & RO (or ROs) delivered in response contain rightskeys for all media
objects and streams used in the respective PS&npagisn, no further RO requests are necessary.

Also, the RI can associate permissions or conssraiith the streaming token, in addition to coristsaon the referenced
media objects or streams. For example, for dateiased restrictions on streams, the same restrictiald be imposed on
the token. If the user tries to use the streanokgn after expiry, this is then recognised whentfen is executed, and
before any communication with the streaming seisset up.

All DCF-associated functionality is applicable tgsteeaming token packaged into a DCF (e.g., intygrotection of DCF,
preview rights URL, etc.).

The described optional method of packaging stregrakens into DCFs has no implications on the sgcar protection of
the referenced media objects and streams.
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Appendix E.  Certificate Profiles and Requirements
E.1 DRM Agent Certificates

The profile for DRM Agent certificates follows tipeofile for "User Certificates for Authenticationt [CertProf] with the
following modifications:

Version 3

Signature MUST be RSA with SHA-1

Serial Number MUST be less than, or equal to, 28%in length

Issuer Name MUST be present and MUST use a subtat following naming attributes from

[CertProf] — countryName, organisationName, orgaiosialUnitName, commonName,
and stateOrProvinceName.

Subject Name MUST be present and MUST use a sob#fe¢ following naming attributes from
[CertProf] — countryName, organisationName, orgaimsalUnitName, commonName,
and serialNumber.

The structure and contents of a Device subject redrakt be as follows:
[countryName=<Country of manufacturer>]

[organisationName=<Manufacturer company name>]
[organisationalUnitName=<Manufacturing location>]

[commonName=<Model hame>]

serialNumber=<Unique identifier for Device, as gasid by the Certificate Issuer. Does
not have to be the same as the IMEI>

The serialNumber attribute MUST be present. Thenttgidame, organisationName,
organisationalUnitName, and commonName may be pte®¢her attributes are not
allowed and must not be included. For all namingtattes of type DirectoryString, the
PrintableString or the UTF8String choice must bedus

Note that the maximum length (in octets) for valakthese attributes is as follows:
countryName — 2 (country code in accordance wit®/IEC 3166), organisationName,
organisationalUnitName, commonName, and serialNumigz!.

Example:

C="US";0="DRM Devices 'R Us"; CN="DRM Device Mark"'VSN="1234567890"

Extensions The extKeyUsage extension SHALL be present, antbgofat least) thema- kp-
dr mAgent key purpose object identifier:

oma-kp-drmAgent OBJECT IDENTIFIER ::= {oma-kp 2}
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The oma-kp object identifier is defined as follows:
oma-kp OBJECT IDENTIFIER :={oma 1}
oma OBJECT IDENTIFIER ::= {joint-iso-itu-t(2)

identified-organisations(23)
wap(43) oma(6)}

CAs are recommended to set this extension to akitic

If CAs include the keyUsage extension (recommendééh both the digitalSignature bit
and the keyEncipherment bit must be set, if theesponding private key is to be used b
for authentication and decryption. Otherwise ohky &pplicable bit shall be set. When
present, this extension shall be set to critical.

CAs may include the certificatePolicy extensiomli¢ating the policy the certificate has
been issued under, and possibly containing a Ugtititying a source of more informatio
about the policy.

CAs are recommended to not include any other extessbut may, for compliance with
[RFC3280], include the authorityKeyldentifier exséon. CAs may also include the
authoritylnfoAccess extension from [RFC3280] for 8responder navigation purposes
and the cRLDistributionPoints extension to identifyw CRL information is obtained.

CAs MUST NOT include any other critical extensions.

pDth

RI implementations MUST meet all requirements otities processing user certificates defined in {2ef]. In addition,

Rls:

MUST be able to process DRM Agent certificates ws#hial numbers up to 20 bytes long;

MUST recognize and require the presence obthe kp- dr mAgent object identifier defined above in the extKeyUsage
extension in DRM Agent certificates; and

MUST support the cRLDistributionPoints extension.

E.2 Rights Issuer Certificates

The profile for RI certificates follows the profifer "X.509-compliant server certificate" in [Certf] with the following

modifications:

Signature

MUST be RSA with SHA-1

Serial Number

MUST be less than, or equal to, 28din length

Issuer Name

MUST be present and MUST use a sub#wst éollowing naming attributes from
[CertProf] — countryName, organisationName, orgatmsalUnitName,
commonName, and stateOrProvinceName.

Subject Name

MUST be present and MUST use a sobsie® following naming attributes from
[CertProf] — countryName, stateOrProvinceName,llpddame, organisationName,
organisationalUnitName, and commonName.
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The structure and contents of a Rights Issuer stibpame shall be as follows:
countryName=<Country of operation>
[stateOrProvinceName=<State/Province>]

[localityName=<City>]

organisationName=<RI| company name>

[organisationalUnitName=<RI subsidiary/location>]

commonName=<RI| company name> "OMA Rights Issues&fNo>]

(For the commonName attribute, the <serNo> stsrgpiecified when a given
organisation has several RIs.)

The countryName, organisationName, and commonNameny attributes must be
present. The stateOrProvinceName, localityName/oarmiganisationalUnitName

naming attributes may be present. Other attribatesiot allowed and must not be
included. For all naming attributes of type Diregttring, the PrintableString or the
UTF8String choice must be used.

Note that the maximum length (in octets) for valaBthese attributes is as follows:
countryName — 2, stateOrProvinceName and locality®la 128, organisationName,
organisationalUnitName, and commonName — 64.

Example:

C="US";0="ROs for everyone"; CN="ROs for everyon®® Rights Issuer"

Extensions The extKeyUsage extension shall be pteaed contain (at least) thena-kp-
rightsissuer key purpose object identifier:

oma-kp-rightsissuer OBJECT IDENTIFIER ::= {oma-kp
1}

CAs are recommended to set this extension to akitic

If the keyUsage extension is present (recommendeet), the digitalSignature bit
shall be set. When present, this extension shalkbeo critical.

CAs may include the certificatePolicy extensiomidating the policy the certificate
has been issued under, and possibly containingladgRtifying a source of more
information about the policy.

CAs are recommended to not include any other eixtessbut may, for compliance
with [RFC3280], include the authorityKeyldentifiextension. CAs may also include
the authoritylnfoAccess extension from [RFC3280]@LCSP responder navigation
purposes.

CAs MUST NOT include any other critical extensions.

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C Page 174 (220)

DRM Agents processing Rights Issuer certificatesSMUneet the requirements on clients processing0%éompliant
server certificates" defined in [CertProf]. In attuti, DRM Agents:

MUST be able to process RI certificates up to 15@@s long;
MUST be able to process RI certificates with seriainbers 20 bytes long; and

MUST recognize and require the presence obthe kp- ri ght sl ssuer object identifier defined above in the
extKeyUsage extension in RI certificates.

E.3 CA Certificates

The profile for OMA DRM CA certificates follows tharofile for "Authority Certificates" in [CertProfjith the following
modifications:

Signature MUST be RSA with SHA-1

Serial Number MUST be less than, or equal to, 28din length

RIs and DRM Agents MUST meet the requirements tying parties defined in [CertProf]. Note that tinisplies, among
other things, a requirement on RIs and DRM Agemi@$o recognize the basicConstraints and the clidggldentifier
extensions. In addition, DRM Agents:

MUST be able to process authority certificatesaf300 bytes long; and

MUST be able to process authority certificates withial numbers 20 bytes long.

E.4 OCSP Responder Certificates

The profile for OCSP responder certificates in [(Pa8P] applies. Rls and DRM Agents MUST meet thaunesments on
"Authority Certificate" relying parties defined j@ertProf]. In addition, Rls and DRM Agents:

MUST be able to process OCSP responder certifiegide 1500 bytes long;
MUST be able to process OCSP responder certifizgitbsserial numbers 20 bytes long;

MUST recognize the extKeyUsage extension anddtkp- OCSPSi gni ng object identifier (i.e. support OCSP responder
delegation): and

MUST recognize thed- pki x- ocsp- noCheck certificate extension defined in [OCSP], indicgtthat the certificate is
non-revocable (i.e. no certificate status informativill be provided for it).

E.5 User Certificates for Authentication

The profile specified in [CertProf] MUST be useflalDevice supports WIM and binding to the WIM, theote that this
implies a requirement on DRM Agents to also recogrihekeyUsage, extkeyUsage, certificatePolicies, subjectAltName, and
basicConstraints extensions.
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Appendix F. Interactions between the DRM Agent and the WIM(Informative)

F.1 WIM Operations in Exercising “permission” to bi nd Rights
Objects to the User Identity

This appendix describes messages sent betweerRikeadent and the WIM when the DRM agent needs tifywine
presence of a WIM bound to an RO. The messagelieiween the DRM Agent and the WIM is described fainational
level, using service primitives.

The preliminary exchanges based on device contiharification related primitives c.f., [WIM] aiatentionally omitted
from this flowchart but MAY be required.

The DRM Agent must set the WIM_GENERIC_RSA Secultywironment to perform the signature operations.

DRM Agent WIM

Read Configuration

A 4

A

Read User Certificate

\ 4

A

Sign Randor

A 4

A

Figure 27: DRM Agent and WIM Interaction

Read configuration

Before starting the procedure, the DRM Agent neéedsiow which algorithms the WIM supports and imi@tion on keys
and certificates stored in the WIM.

To read the configuration the DRM Agent uses datess primitives: WIM-OpenFile, WIM-ReadBinary etc.
Read user certificate

The DRM Agent may read the user certificate stametie WIM and identified by PKCS _iD.

To read the user certificate the DRM Agent usea datess primitives: WIM-OpenFile, WIM-ReadBinaty.e
Sign random

The WIM has to sign the challenge number sent ByIRM Agent and return the signature. The DRM Agenay
successfully verify the signature prior to exerdtse permission.

To get the signature the DRM Agent uses the WIM-@otaDigitalSignature primitive. The primitive retsrthe signature.
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F.2 PIN Management

Said user private key is protected by a PIN-G (@létN), thus the procedure may require PIN-G ieatfon i.e., the DRM
Agent may have to send the WIM-Perform-Verificatipimitive one time per WIM session. Once PIN-Chtigs granted,
the procedure does not require PIN-G verificatiopnaore for the current WIM session.

Note: in case the WIM application is present onl@@smart card platform [UICC] together with a US[BGPP TS
31.102] application, the WIM PIN-G can be mappedt@USIM PIN.
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Appendix G.  Static Conformance Requirements (Normative)
The notation used in this appendix is specifiegd@PPROC].

G.1 Client Conformance Requirements

The table below enumerates the client conformaageirements on all Devices — Connected, as weéllrm®nnected
Devices. The Enabler Release Definition for DRM2Exror! Reference source not found.defines the mandatory features
to be supported by the Connected and Unconnectedd For further information, please see se@iofiError!

Reference source not found.

Item Function Reference Status Requirements
DRM-CLI-CMN-001 ROAP Schema parsing and processing5.3 M
support.
DRM-CLI-CMN-002 General XML Schema Requirements B.3 M
DRM-CLI-CMN-003 Nonce values in ROAP messages 231 | M
DRM-CLI-CMN-004 Processing and responding to status | 5.3.6,5.4.2| M
codes during ROAP protocol runs
DRM-CLI-CMN-005 ROAP Trigger parsing and processing 5.2.1 M
DRM-CLI-CMN-006 ProtectedRO support 5.3.9,5.3|IM
0
DRM-CLI-CMN-007 XML Canonicalisation 5.3.10,54 M
DRM-CLI-CMN-008 4-pass ROAP-Reqgistration protocol 42 M
DRM-CLI-CMN-009 ROAP Extensions 5425480
5.4.5
DRM-CLI-CMN-010 Hash Algorithms: SHA-1 and assoeidt| 5.4.2.1.1
URI
DRM-CLI-CMN-011 MAC Algorithms: HMAC-SHA-1 and | 5.4.2.1.1 M
associated URI
DRM-CLI-CMN-012 Signature Algorithms: RSA-PSS-Defiau5.4.2.1.1 M
and associated URI
DRM-CLI-CMN-013 Key Transport Algorithms: RSAES- 54.2.1.1 M

KEM-KDF2-KW-AES128 and
associated URI

DRM-CLI-CMN-014 Key Wrap Algorithms: AES-WRAP anfl5.4.2.1.1 M
associated URI
DRM-CLI-CMN-015 Domains Functionality 5.1.7,5.1.80 0,0,0,0,0,0,
5.4.5,7.2.3, AND O, O
7.3,8 ORO,0
DRM-CLI-CMN-016 Hash Chains for Domain Key 5.45.1.1,7| O
Management 3,8.8.1
DRM-CLI-CMN-017 DRM Agent Certificates E.l M
DRM-CLI-CMN-018 User Certificates for WIM Binding B 6]
DRM-CLI-CMN-019 RI Certificate Processing and Cictite | 5.4.2.4,5.4.| M
Chain Validation 42,5452,
6.2
DRM-CLI-CMN-020 RI Signature Validation 5.4.2.454M
425452
DRM-CLI-CMN-021 OCSP Response Validation 5.4.24.3.M OCSP-C-006,
4.2,5.45.2, OCSP-C-007,
6.2,6.3 OCSP-C-009,
OCSP-C-011,
OCSP-C-012,
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OCSP-C-013,
OCSP-C-015,
OCSP-C-0186,
OCSP-C-017,
OCSP-C-019,
OCSP-C-020,
OCSP-C-021,
OCSP-C-022,
OCSP-C-022a,
OCSP-C-022b,
OCSP-C-022c,
OCSP-C-023,
OCSP-C-024,
OCSP-C-028

DRM-CLI-CMN-022 IMSI Binding 19.1 O

DRM-CLI-CMN-023 WIM Binding 19.2 (0] 0

DRM-CLI-CMN-024 Transaction Tracking 15.3, (0]

5.4.4.1,
54421
DRM-CLI-CMN-025 User Consent for ROAP Triggers and | 5.2.1 M
associated processing
DRM-CLI-CMN-026 User Consent for Silent and Preview | 5.2.2 M
Headers
DRM-CLI-CMN-027 RI Certificate Caching 54211

DRM-CLI-CMN-028 RI Certificate Verification datastage | 5.4.2.4.1 (0]
in the Rl Context
DRM-CLI-CMN-029 Replay Protection for Stateful Righ 10.4,5.3.10] M
Objects
DRM-CLI-CMN-030 Maintaining state information for 104.1 M
Stateful Rights Objects
DRM-CLI-CMN-031 Domain Name Whitelists 54.24.1
DRM-CLI-CMN-032 Multiple Domain Contexts 8.2 0]
DRM-CLI-CMN-033 Domain Context 5.45.2.1,8.0
2
DRM-CLI-CMN-034 Domain Context Expiry processing 41%.2.1 O
DRM-CLI-CMN-035 Installing Domain ROs 8721, |O
8.7,5.4.5.2
DRM-CLI-CMN-036 Multiple RI Contexts 5.4.2.4.1
DRM-CLI-CMN-037 RI Context 5.4.2.4.1 M
DRM-CLI-CMN-038 Use of rilD as identifiers for Rldhtexts| 5.4.2.4.1,5.| M
stored in the Device 3.95.2.1
DRM-CLI-CMN-039 RI Context Expiry processing 5.42 M
DRM-CLI-CMN-040 DCF Hash verification; usage in RBA| 5.4.4.1.1 0]
DRM-CLI-CMN-041 Device RO Processing 10.3.1
DRM-CLI-CMN-042 Domain RO Processing 8.7
DRM-CLI-CMN-043 MIME Types for ROAP PDU, Trigger,| 5.3.9,13.2 | M
ProtectedRO, and Rights Objects
DRM-CLI-CMN-044 Exporting to other DRMs and Protedt | 16 0]
Links
DRM-CLI-CMN-045 Super Distribution of the DCF 15
DRM-CLI-CMN-046 Super Distribution of the ContentUR | 15 0
DRM-CLI-CMN-047 Parent Rights Object 10.5
DRM-CLI-CMN-048 Off-device storage of content an@jiRs | 10.6 (0]
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Objects
DRM-CLI-CMN-049 Capability signaling to Content leys | 11 M
and Rights Issuers
DRM-CLI-CMN-050 Processing Content Objects, Rights | 14.4 M
Objects and ROAP Triggers received Yia
WAP PUSH
DRM-CLI-CMN-051 DCF Integrity protection after theCFs | 15.4 M
are downloaded to the Device
DRM-CLI-CMN-052 Backwards Compatibility to OMA DRM Appendix | M
vl C
DRM-CLI-CMN-053 DRM Time 6.3,5.4 O
DRM-CLI-CMN-054 DRM Time Synchronisation 6.3,5.4 O
DRM-CLI-CMN-055 Connectivity for Unconnected Device | 14.6 (0]
via ROAP over OBEX
DRM-CLI-CMN-056 -Connectivity-to-Rightstssuers-over 186 o
appropriate-transportconnections
DRM-CLI-CMN-057 2-pass ROAP-ROAcquisition protocol| 5.4.3 0]
DRM-CLI-CMN-058 1-pass ROAP-ROAcquisition protocol| 5.4.4.2.1 (6]
DRM-CLI-CMN-059 2-pass ROAP-JoinDomain protocol 54 O
DRM-CLI-CMN-060 2-pass ROAP-LeaveDomain protocol | 4.5.3 o]
DRM-CLI-CMN-061 HTTP Transport Mapping 14.2 O
DRM-CLI-CMN-062 Capability Signalling 13 O
DRM-CLI-CMN-063 Silent and Preview header procegsm | 5.2.2 o]
DCFs
DRM-CLI-CMN-064 Download OTA support for delivering | 14.3
Content , ROAP Triggers, and Rights
Objects
DRM-CLI-CMN-065 Utilize the connectivity providedylihe | 18 0]
Connected Device to conduct ROAP
protocols
DRM-CLI-CMN-066 ROAP-OBEX Server 18,14.6 O
DRM-CLI-CMN-067 2-pass ROAP JoinDomain protocol 54 (6]
DRM-CLI-CMN-068 2-pass ROAP LeaveDomain protocol 4.5.3 ©)
DRM-CLI-CMN-069 Metering 5.4.6,11 0]
DRM-CLI-CMN-070 2-pass ROAP RO Upload protocol 3,42 0]
DRM-CLI-CMN-071 WBXML ROAP Trigger 16.2 (6]
DRM-CLI-CMN-072 4-pass confirmed ROAP-ROAcquisitign5.1.4, (0]
Protocol 5.4.43,
5.4.4.4
DRM-CLI-CMN-073 3-pass confirmed ROAP-ROResponsg 5.1.6, (0]
Protocol 5.4.43,
5.4.4.4
DRM-CLI-CMN-074 2-pass Identification Protocol 21. 0]
G.2 Server Conformance Requirements
Item Function Reference Status Requirements
DRM-SERVER-001 [ ROAP schema parsing and messagegsing | 5.3 M
DRM-SERVER-002 | General XML Schema Requirements 25.3. M
DRM-SERVER-003 | Nonce values in ROAP messages 5.3.12| M
DRM-SERVER-004 | Indicating the status parameteheruns of 5.3.6,542| M
the ROAP protocols as defined
DRM-SERVER-005 | XML Canonicalisation 5.3.10,5.4 M
DRM-SERVER-006 | RI Certificates E.2 M
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DRM-SERVER-007 | DRM Agent Certificate processing and 54231 M
Certificate Chain Validation
DRM-SERVER-008 | Unique rilD in ROAP Protocols. 5.4
DRM-SERVER-009 | Support for OCSP Requests; includiogce 54241 M OCSP-C-001,
extensions. OCSP-C-002,
OCSP-C-004,
OCSP-C-006,
OCSP-C-007,
OCSP-C-025,
OCSP-C-027,
OCSP-C-031
OCSP-C-033,
OCSP-C-034,
OCSP-C-035,
OCSP-C-037
See Noté
DRM-SERVER-010 | Providing the most recent OCSP Resp®o 54241 O
Devices in ROAP protocol runs
DRM-SERVER-011 | ROAP Trigger support and initiatthg ROAP | 5.2.1 M
protocol using ROAP Triggers
DRM-SERVER-012 | Domain ID element in ROAP Triggers 2.5 O
DRM-SERVER-013 | More than one rolD elements in a 5.2.1 o
roAcquisition trigger
DRM-SERVER-014 | Use of MAC in leaveDomain ROAP Tiegg 5.2.1 M
DRM-SERVER-015 | 4-pass ROAP-Registration Protocol 4.5. M
DRM-SERVER-016 | 2-pass ROAP-ROAcquisition Protocol 4.3 M
DRM-SERVER-017 | 1-pass ROAP-ROResponse Protocol 424, M
DRM-SERVER-018 | 2-pass ROAP-JoinDomain Protocol BN, M
DRM-SERVER-019 | 2-pass ROAP-LeaveDomain Protocol 56534 M
DRM-SERVER-020 | Hash Chain support for Domain Key 8.8.1 @)
Generation
DRM-SERVER-021 | ProtectedRO support 5.3.9
DRM-SERVER-022 | Signature on Domain RO 5.4.4.2.1,8
3.10
DRM-SERVER-023 | Signature on Device RO 5.3.10,5(40
42.1
DRM-SERVER-024 | domainRO and riURL attributes in 5.3.10 M
ProtectedRO for Domain ROs
DRM-SERVER-025 | Hash Algorithms: SHA-1 and associai&| 54.2.1.1 M
DRM-SERVER-026 | MAC Algorithms: HMAC-SHA-1 and 54.21.1 M
associated URI
DRM-SERVER-027 | Signature Algorithms: RSA-PSS-Defamld 54.21.1 M
associated URI
DRM-SERVER-028 | Key Transport Algorithms: RSAES-KEM- | 5.4.2.1.1 M

2 Note: The Rl is used primarily as a proxy betwtsnDRM agent and the OCSP responder and thusndoescessarily
need to process the OCSP response. However, tmininclient side processing and to reduce bandwidhsumption, this
specification highly recommends that Rights Issdersis much processing and validation of OCSP resgmit receives
from the responder as possible before sending tbelre DRM agent and thus also support OCSP-C-OC%EP-C-011,

OCSP-C-012, OCSP-C-013, OCSP-C-015, OCSP-C-016Pa&817, OCSP-C-019, OCSP-C-021, OCSP-C-022h, OCSP-

C-022c, OCSP-C-029, OCSP-C-030.
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KDF2-KW-AES128 and associated URI

DRM-SERVER-029

Key Wrap Algorithms: AES-WRAP and
associated URI

54.21.1

DRM-SERVER-030

Unique identifier for Rights Issuers

5.3.10

DRM-SERVER-031

Parent Rights Object

10.5

DRM-SERVER-032

Issuer Responsibilities

13.4

DRM-SERVER-033

Download OTA support for deliveri@gntent,
ROAP Triggers, and Rights Objects

14.3

DRM-SERVER-034

Use of WAP PUSH to deliver Conté&®QAP
Triggers, and Rights Objects

14.4

DRM-SERVER-035

Transaction Tracking

15.3,
5441,
54421

DRM-SERVER-036

Metering

54.6,11

DRM-SERVER-037

2-pass ROAP RO Upload protocol

5.4%

DRM-SERVER-038

WBXML ROAP Trigger

16.2

DRM-SERVER-039

4-pass confirmed ROAP-ROAcquisition
Protocol

5.1.4,
5.4.4.3,
54.4.4

DRM-SERVER-040

3-pass confirmed ROAP-ROResponstoBub

5.1.6,
5.4.4.3,
54.4.4

DRM-SERVER-041

2-pass ldentification Protocol

5.1.2
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Appendix H.  Examples (Informative)
H.1 ROAP Examples

All examples are syntactically correct. Signatlé\C, cipher and digest values are fictitious howeve

According to 5.3.3, these messages must be catigeité®efore being sent by the Rl or the DRM Agent.

H.1.1 Device hello

<roap:deviceHello
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<version>1.1</version>
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
</roap:deviceHello>

H.1.2 Rl Hello

<roap:riHello
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce"
status="Success" sessionld="433211">
<selectedVersion>1.1</selectedVersion>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riID>
<riNonce>dsaiuiure9sdwerfqwer</riNonce>
<trustedAuthorities>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>bew3e3320ihde9dwiHDLaErKOfk=</has h>
</keyldentifier>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>3lkpoi9fceoiuoift45epokifcOpoiss<  /hash>
</keyldentifier>
</trustedAuthorities>
<extensions>
<extension xsi:type="roap:CertificateCachin  g"/>
</extensions>
</roap:riHello>

H.1.3 Registration Request

<roap:registrationRequest
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce"
sessionld="433211">
<nonce>32efd34de39sdwefqwer</nonce>
<time>2004-03-17T14:20:00Z</time>

<certificateChain>
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<certificate>miib123121234567</certificate>
<certificate>miib234124312431</certificate>
</certificateChain>
<trustedAuthorities>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>432098mhj987fdlkj98Ikj098Ikjr409< /hash>
</keyldentifier>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>432098ewew5jy6532fewfew4f43f3409< /hash>
</keyldentifier>
</trustedAuthorities>
<signature>321ue3ue3uelOue2109uelueoidwoijdwe30 9u09ueqijdwqijdwg09uwqwqi009</signature>
</roap:registrationRequest>

H.1.4 Registration Response

<roap:registrationResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce
status="Success" sessionld="433211" >
<riURL>http://ri.example.com/roap.cgi</riURL>
<certificateChain>

<certificate>miib123121234567</certificate>

<certificate>miib234124312431</certificate>
</certificateChain>
<ocspResponse>fdow9rwOfeijfdsojr3w09u3wijfdslkj 4sd</ocspResponse>
<signature>321ue3ue3uelOue2109uelueoidwoijdwe30 9u09ueqijdwqijdwqg09uwqwqi009</signature>
</roap:registrationResponse>

H.1.5 RO Request

The request is for a Device RO.

<roap:roRequest
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<time>2004-03-17T14:20:00Z</time>
<rolnfo>
<rolD>n8yu98hy0e2109eu09ewf09u</rolD>
</rolnfo>
<certificateChain>
<certificate>miib123121234567</certificate>
<certificate>miib234124312431</certificate>
</certificateChain>
<signature>321ue3ue3uelOue2109uelueoidwoijdwe30 9u09ueqijdwqijdwg09uwqwqi009</signature>
</roap:roRequest>
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H.1.6 RO Request with dcfHash

The request is for a Device RO using dcfHash anddeeRO referring to 2 dcf Files. Note that theDslare identical and
the hash values different.

<roap:roRequest
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<time>2004-03-17T14:20:00Z</time>
<rolnfo>
<rolD>n8yu98hy0e2109eu09ewf09u</rolD>
<dcfHash algorithm="http://www.w3.0rg/2000/  09/xmldsig#shal">
<hash>AFGK+7/diuUSH7hdjkag==</hash>
</dcfHash>
<rolD>n8yu98hy0e2109eu09ewf09u</rolD>
<dcfHash algorithm="http://www.w3.0rg/2000/  09/xmldsig#shal">
<hash>12JDik684d/kdjhap9KDZ==</hash>
</dcfHash>
</rolnfo>
<certificateChain>
<certificate>miib123121234567</certificate>
<certificate>miib234124312431</certificate>
</certificateChain>
<signature>321ue3ue3uelOue2109uelueoidwoijdwe30 9u09ueqijdwqijdwg09uwqwqi009</signature>
</roap:roRequest>

H.1.7 RO Response

The response is a Rights Object intended for tbipient only. Note that the response indicates tti@iRights Object is
stateful.

<roap:roResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce
status="Success">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
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<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<roap:protectedRO>
<roap:ro id="n8yu98hy0e2109eu09ewf09u" stat  eful="true" version="1.1">
<rilD>
<keyldentifier xsi:type="roap:X509S PKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErK0 fk=</hash>
</keyldentifier>
</riID>
<rights o-ex:id="REL1">
<o-ex:context>
<o-dd:version>2.1</o-dd:version >
<0-dd:uid>n8yu98hy0e2109eu09ewf 09u</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<0-dd:uid>ContentIiD</o- dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algori thm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>bLLLc+U m/5/NvmYKiHDLaErKOfk=</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMet hod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw- aesl128"/>
<ds:Keylnfo>
<ds:RetrievalMe thod URI="#K_MAC_and_K_REK"/>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherVal ue>EncryptedCEK</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>

</ds:Keylnfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:play>
<o-ex:constraint>
<0-dd:count>1</o-dd:count>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>
</rights>
<encKey Id="K_MAC_and_K_REK">
<xenc:EncryptionMethod
Algorithm="http://www.rsasecurity.com/rsal abs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>vXENc+Um/9/NvmYKiHDLa ErKOgk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
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<xenc:CipherData>

<xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj4  23j342h213j321jh321jh2134jhk3211fdslfdsopfespj
oefwopjsfdpojvctdw925342a</xenc:CipherValue>
</xenc:CipherData>
</encKey>
</roap:ro>
<mac>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorith  m="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmld  sig#hmac-shal"/>
<ds:Reference URI="#n8yu98hy0e2109e u09ewfO9u">
<ds:Transforms>
<ds:Transform Algorithm="http:/  /www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="htt  p://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>slo5hb+id8JtuOM NKs12=drf5+3df=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4N beVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and _K_REK"/>
</ds:Keylnfo>
</mac>
</roap:protectedRO>
<ocspResponse>miibewqoidpoidsa</ocspResponse>
<extensions>
<extension xsi:type="roap:Transactionldenti fier">
<contentID>ContentID</contentID>
<id>09321093209-2121</id>
</extension>
</extensions>
<signature>d93e5fue3susdskjhkjedkjrewh53209efoi  hfdsel10ue2109uel</signature>
</roap:roResponse>

H.1.8 RO Confirm Request

This request confirms the installation of the RQitese in the previous section..

<roap:roConfirmRequest
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce
sessionld="433213">
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riID>
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<nonce>32efd34sad78fqwer</nonce>
<time>2004-03-17T14:30:00Z</time>
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<roConfirmlInfo>
<rolD>n8yu98hy0e2109eu09ewf09u</rolD>
<status>true </status>

</roConfirmInfo>

<certificateChain>
<certificate>miib123121234567</certificate>
<certificate>miib234124312431</certificate>

</certificateChain>

<signature>d93e5fue8susksdnflsdkjrewh55832efoih  fdsel4ue3485nb</signature>

</roap:roConfirmRequest>

H.1.9 RO Confirm Response

<roap:roConfirmResponse xmins:roap ="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi ="http://www.w3.0rg/2001/XMLSchema-instance"
sessionld ="433213" status ="Success" >
<nonce >32efd34sad78fgwer </nonce >
<rilD >
<keyldentifier xsi:type ="roap:X509SPKIHash" >
<hash >aXENc+Um/9/NvmYKiHDLaErK0fk= </hash>
</keyldentifier >
</riiID>
<signature >
d93e5fue8susksdnflsdkjrewh55832efoihfdsel4ue  3485nb
</signature>
</roap:roConfirmResponse>

H.1.10 Domain RO

The Domain RO may be sent separately, as hereitlinva ROAP-ROResponse.

<roap:protectedRO
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<roap:ro id="n8yu98hy0e2109eu09ewf09u" domainRO=" true" version="1.1"
riURL="http://www.ROs-r-us.com">
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</riID>
<rights o-ex:id="REL1">
<o-ex:context>
<0-dd:version>2.1</o0-dd:version>
<0-dd:uid>n8yu98hy0e2109eu09ewf09u</o-dd:ui d>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<0-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w  3.0rg/2000/09/xmldsig#shal"/>
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<ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK 0Ofk=</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http: [Iwww.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and _K_REK"/>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:C ipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:play/>
</o-ex:permission>
</o-ex:agreement>
</rights>
<signature>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http: [Iwww.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www. rsasecurity.com/rs alabs/pkcs/schemas/pkcs-1#rsa-pss-default'/>
<ds:Reference URI="#REL1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.  org/2001/10/xml-exc-c1l4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3 .org/2000/09/xmldsig#shal"/>
<ds:DigestValue>slo5hb+id8JtuUOMNKs12=drf5 +3df=</ds:DigestValue>
</ds:Reference>
</ds:SignedIinfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4NbeVu8n  k=</ds:SignatureValue>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
</signature>
<encKey Id="K_MAC_and_K_REK">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc# kw-aesl128"/>
<ds:Keylnfo>
<roap:domainID>Domain-XYZ-001</roap:domainl D>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>32fdsorew9ufdsoi09ufdskre  w9urewOuderty5346wq</xenc:CipherValue>
</xenc:CipherData>
</encKey>
</roap:ro>
<mac>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http:// www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsi  g#hmac-shal"/>
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<ds:Reference URI="#n8yu98hy0e2109eu09ewfO9u" >
<ds:Transforms>
<ds:Transform Algorithm=http://www.w3.0rg/2001/10/xml-exc-c14n# />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0  rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>slo5hb+id8JtuOMNKs12=drf5+3 df=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4NbeVu8nk=  </ds:SignatureValue>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>
</ds:Keylnfo>
</mac>
</roap:protectedRO>

H.1.11 Join Domain Request

<roap:joinDomainRequest
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<time>2004-03-17T14:30:00Z</time>
<domainlD>Domain-XYZ-001</domainID>
<certificateChain>
<certificate>miib123121234567</certificate>
<certificate>miib234124312431</certificate>
</certificateChain>
<signhature>321ue3ue3uelOue2109uelueocidwoijdwe30 9u09ueqijdwqijdwqg09uwqwqi009</signature>
</roap:joinDomainRequest>

H.1.12 Join Domain Response

<roap:joinDomainResponse
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce
status="Success">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
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</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<domaininfo>
<notAfter>2004-12-22T03:02:00Z</notAfter>
<roap:domainKey>
<encKey ld="Domain-XYZ-001">
<xenc:EncryptionMethod
Algorithm="http://www.rsasecurity.com/rsal abs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>vXENc+Um/9/NvmYKiHDLa ErKOgk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
<xenc:CipherData>

<xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj4  23j342h213j321jh321jh2134jhk3211fdslfdsopfespj
oefwopjsfdpojvctdw925342a</xenc:CipherValue>
</xenc:CipherData>
</encKey>
<rilD>
<keyldentifier xsi:type="roap:X509S PKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErK0 fk=</hash>
</keyldentifier>
</riID>
<mac>ewqrewoewfewohffohr3209832r3</mac>
</roap:/domainKey>
</domaininfo>
<certificateChain>
<certificate>MI1B223121234567</certificate>
<certificate>MIIB834124312431</certificate>
</certificateChain>
<ocspResponse>miibewqoidpoidsa</ocspResponse>
<signature>d93e5fue3uel0ue2109uelueoidwoijdwe30 9u09ueqijdwqijdwq09uwqwqi009</signature>
</roap:joinDomainResponse>

H.1.13 Leave Domain Request

<roap:leaveDomainRequest
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e
triggerNonce="sdfknjvfda438790fdjkl4rq">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<time>2004-03-17T19:20:00Z</time>
<domainlD>Domain-XYZ-001</domainID>
<certificateChain>
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<certificate>miib123121234567</certificate>

<certificate>miib234124312431</certificate>

</certificateChain>

<signature>321ue3ue3uelOue2109uelueoidwoijdwe30 9u09ueqijdwqijdwg09uwqwqi009</signature>
</roap:leaveDomainRequest>

H.1.14 Leave Domain Response

<roap:leaveDomainResponse
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce"
status="Success">

<nonce>32efd34de39sdwefqwer</nonce>
<domainlD>Domain-XYZ-001</domainID>
</roap:leaveDomainResponse>

H.1.15 MeteringReportSubmit

<roap:meteringReportSubmit
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
triggerNonce="sdfknjvfda438790fdjkl4rq">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<time>2004-03-17T19:20:00Z</time>
<meteringReport>
<encryptedMeteringReport>
<xenc:EncryptedData Type="http://www.w3 .org/2001/04/xmlenc#Content">
<xenc:EncryptionMethod Algorithm=" http://www.w3c.org/2001/04/xmlenc#aes128-cbc"/ >
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MEK _and_K_MAC"/>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>A23B45C56</Ci pherValue>
</xenc:CipherData>
</xenc:EncryptedData>
</encryptedMeteringReport>
<encKey |d="K_MEK_and_K_MAC">
<xenc:EncryptionMethod
Algorithm="http://www.rsasecurity.com/r  salabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-
aes128"/>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>vXENc+Um/9/NvmYKiHDLa ErKOgk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
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<xenc:CipherData>
<xenc:CipherValue>F98E76D54</xe nc:CipherValue>
</xenc:CipherData>
</encKey>
<mac>ewqrewoewfewohffohr3209832r3</mac>
</meteringReport>
<certificateChain>
<certificate>miib123121234567</certificate>
<certificate>miib234124312431</certificate>
</certificateChain>
<signhature>321ue3ue3uelOue2109uelueoidwoijdwe30 9u09ueqijdwqijdwqg09uwqwqi009</signature>
</roap:meteringReportSubmit>

H.1.16 MeteringReportResponse

<roap:meteringReportResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e
status="Success” >
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<certificateChain>
<certificate>miib223121234567</certificate>
<certificate>miib834124312431</certificate>
</certificateChain>
<sighature>a56je3ue3uelOue2109uelueoidwoijdwe30 9u09ueqijdwagijdwg09uwqwqiO09</signature>
</roap:meteringReportResponse>

H.1.17 RO Upload Request

<roap:roUploadRequest
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmlins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmlins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>
</keyldentifier>
</rilD>
<nonce>32efd34de39sdwefqwer </nonce>
<time>2006-03-17T14:20:00Z</time>
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<rolnfo>
<rolD>n8yu98hy0e2109eu09ewf09u</rolD>
<statelnfo o-ex:id="C-1">
<0-dd:count>98</o-dd:count>
</statelnfo >
<statelnfo o-ex:id="C-2">
<0-dd:count>8</o-dd:count>
<o-dd:datetime>
<0-dd:end>2005-10-21T00:00:00Z</o-dd:end>
</o-dd:datetime>
</statelnfo>
</rolnfo>
<signature>821ue3ue3uelOue2109uelueoidwoijdwe309
</roap:roUploadRequest>

H.1.18 RO Upload Response

<roap:roUploadResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc
status="Success">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</rilD>
<nonce>32efd34de39sdwefqwer </nonce>
<certificateChain>
<certificate>miib223121234567</certificate>
<certificate>miib834124312431</certificate>
</certificateChain>

u09ueqijdwqijdwq09uwqwqi009</signature>

<signature>321ue3ue3uelOue2109uelueoidwoijdwe309u09

</roap:roUploadResponse>
H.1.19 Identification Request Trigger

<roap:roapTrigger
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc
version="1.1">

e

ueqijdwqijdwg09uwqgwqi009</signature>

<extendedTrigger id="de32r23r3" type="identificat ionRequest">

<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>
</keyldentifier>
</riiD>
<nonce>1lue3ue3uelOue2109uel</nonce>
<roapURL>http://ri.example.com/ro.cgi?tid=qw683hgew
</extendedTrigger>
</roap:roapTrigger>

7c</roapURL>
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H.1.20 Leave Domain Trigger

<roap:roapTrigger
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e"
version="1.1">
<leaveDomain id="de32r23r4">
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</riiD>
<nonce>sdfknjvfda438790fdjkl4rg</nonce>
<roapURL>http://ri.example.com/ro.cgi?tid=qw683  hgew7d</roapURL>
<domainlD>Domain-XYZ-001</domainID>
</leaveDomain>
<signature>
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http:// www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsi  g#hmac-shal"/>
<ds:Reference URI="#de32r23r4">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.or  g/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0 rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>slo5hb+id8JtuUOMNKs12=drf5+3 df=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4NbeVu8nk=  </ds:SignatureValue>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC"/>
</ds:Keylnfo>
</signature>
<encKey ld="K_MAC">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw  -aesl128"/>
<ds:Keylnfo>
<roap:domainliD>Domain-XYZ-001</roap:domainIiD>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9  urewOuderty5346wqg</xenc:CipherValue>
</xenc:CipherData>
</encKey>
</roap:roapTrigger>

H.1.21 Extended Leave Domain Trigger

<roap:roapTrigger
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e"
version="1.1">
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<extendedTrigger id="de32r23r5" type="leaveDomain">
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>
</keyldentifier>
</riiD>
<nonce>eqijdwqijdwq09uwqgwgi</nonce>
<roapURL>http://ri.example.com/ro.cgi?tid=qw683hgew  7e</roapURL>
<trgLeaveDomain>
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<domainlD>Domain-XYZ-002</domainlD>
</trgLeaveDomain>
</extendedTrigger>
<signature>
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http:// www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsi  g#hmac-shal"/>
<ds:Reference URI="#de32r23r5">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.or  g/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0 rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>id8JtuNKs12=drf5slo5hb+OM+3 df=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>Um/9/NvmYKiHDLaErKOfkj6lwx3r  </ds:SignatureValue>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC"/>
</ds:Keylnfo>
</signature>
<encKey |d="K_MAC">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw  -aesl128"/>
<ds:Keylnfo>
<roap:domainID>Domain-XYZ-002</roap:domainiD>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>ufds32fdsorew9ufdsoi09krew9  Ouderty5346wqurew</xenc:CipherValue>
</xenc:CipherData>
</encKey>
</roap:roapTrigger>

H.2 HTTP Transport Mapping Examples
H.2.1 Separate Delivery of DCF and Rights Obiject

This first example is a basic use case assumingminlimal integration between Rl and CI (exchanf€BK and content
ID prior to content and Rights Object delivery).
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Device Rights Issuer Content
Issuer

{ Browse and select content to be downloaded———— |

\ b ROAP Trigger

|4————————————————Content DCF; ROAP Trigger {roAcquisition}

‘—RO Request—»\
<4—— RO Response———
| |

Figure 28: Separate Delivery of DCF and RO

* A user browses through a content portal, selecitead and so on.
* A Rights Object is generated for the purchase #etitn using some backend interaction between RIGIn
» Rl generates a ROAP Trigger to initiate acquisitbtbthe Right Object and delivers the ROAP TriggeCl.

» The Clreturns an HTTP Response containing a nastfiglated. One entity is the content DCF, theo#mntity is
the ROAP Trigger.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Type: multipart/related; boundary="XX---XX ;
type="application/vnd.oma.drm.dcf”

--XX---XX

Content-Length: 1232

Content-Type: application/vnd.oma.drm.dcf

... [DCF] ...

--XX---XX

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-trigger +xml
... [ROAP Trigger XML document] ...

--XX---XX--

 The ROAP Trigger is used by the DRM Agent on theibeto initiate a ROAP session to download a Right
Object. The DRM Agent issues an HTTP POST to thé Yjpecified by the ROAP Trigger. The POST includes
ROAP-RORequest PDU in the HTTP request body.

POST http://www.acme.com/ro.cgi?rolD=qw683hgew7d

Host: www.acme.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml, mult ipart/related
Accept-Charset: utf-8

Content-Length: 125

Content-Type: application/vnd.oma.drm.roap-pdu+xml

...[ROAP PDU] ...

An established RI Context is assumed in the exantftieis were not the case, then the ROAP-RORequesld
be preceded by a ROAP Reqgistration transaction.

e The Rights Issuer returns an HTTP response contaenROAP-ROResponse PDU in the HTTP response body.

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C Page 197 (220)

| HTTP 1.1 200 OK |

Server: CoolServer/1.3.12
Content-Length: 986
Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...
H.2.2 Combined Delivery of DCF and Rights Object

This second example is a variation on the previxasnple with a closer relationship with Rl and CI.

Device Rights Issuer Content
Issuer

{ Browse and select content to be downloaded————— |

| ‘4- —————— Generate RO = = == = = ->‘

‘ ‘ ROAP Trigger—ﬁ

‘4 ROAP Trigger {roAcquisition} ‘
|

F—Ro Request—ﬂ |

‘ ‘4- ————— Get Content DCF= = = — — -ﬁ

-4—RO Response; Content DCF

Figure 29: Combined Delivery of DCF and RO

A user browses through a content portal, selegttecd and so on.
A Rights Object is generated for the purchase &retitn using some backend interaction between RIGIn

RI generates a ROAP Trigger to initiate acquisitidthe Right Object and delivers the ROAP Trigge€l.

P 0w N PF

The Cl returns an HTTP Response containing the ROédgjer.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-trigger +xml

... [ROAP Trigger] ...

5. The ROAP Trigger is used by the DRM Agent on th@ibeto initiate a ROAP session to download a Right
Object. The POST includes a ROAP-RORequest PDtbeirHTTP request body.

POST http://www.acme.com/ro.cgi?rolD=qw683hgew7d

Host: www.acme.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml, mult ipart/related
Accept-Charset: utf-8

Content-Length: 125

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

...[ROAP PDU] ...

A previously established RI Context is assumedh@example. If this were not the case, then the ROA
RORequest would be preceded by a ROAP-Registratmsaction.
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6. The Rights Issuer interacts with the CI to retrigwe DCF, and returns a multipart HTTP responséatoing as one
entity a ROAP-ROResponse PDU, and as another e¢hétgontent object (DCF).

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Type: multipart/related; boundary="XX---XX "
type="application/vnd.oma.drm.roap-pdu+xml”

--XX---XX

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-pdu+xmi
... [ROAP PDU] ...

--XX---XX

Content-Length: 1232

Content-Type: application/vnd.oma.drm.dcf

... [DCF] ...

--XX---XX—

H.2.3  Silent RO Acquisition Triggered by DCF Header s

Figure 30: Silent RO Acquisition Triggered by DCF Headers

Device 1 Device 2 Rights Issuer
\ \ \
f———————Content DCF ———————» |

—— HTTP Get————— >
| | |
| ‘47 ROAP Triggeri‘
‘ [—RO Requestgﬁ
| ‘47 RO Responsei‘
|
|

In this case a DCF is superdistributed to a Deacd, the DRM Agent uses DCF headers to initiat©&AR transaction and
download a Rights Object.

— A user receives a DCF from another Device, e.@uiiih MMS, peer-to-peer, removable media, or sorherot
transfer mechanism.

- If the DCF contains either a Silent header or aiere header, then the DRM Agent attempts to reqaddights
Object automatically. If the DRM Agent has an erigtRl Context for the Rights Issuer, and has olggiuser
consent to request Rights Objects from the Rigtgsdr, then the DRM Agent may proceed silently axitHurther
user interaction.

The DRM Agent sends an HTTP Get to the URL specifie d by the Silent or
Preview headers. GET /ro.cgi?cid=qw683hgew7d HTTP/ 1.1
Host:  www.acme.com

— The Rights Issuer returns an HTTP response contaeniROAP Trigger.
HTTP 1.1 200 OK
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Server: CoolServer/1.3.12
Content-Length: 986
Content-Type: application/vnd.oma.drm.roap-trigger +xml

... [ROAP Trigger] ...

— The ROAP Trigger is used by the DRM Agent on theibeto initiate a ROAP session to download a Right
Object. The POST includes a ROAP-RORequest PQxtbetHTTP request body.

POST http://www.acme.com/ro.cgi?rolD=qw683hgew7d

Host: www.acme.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml, mult ipart/related
Accept-Charset: utf-8

Content-Length: 125

Content-Type: application/vnd.oma.drm.roap-pdu+xml

...[ROAP PDU] ...

A previously established RI Context is assumedhéexample. If this were not the case, then the ROA
RORequest would be preceded by a ROAP-Registramsaction.

— The Rights Issuer returns an HTTP response contagROAP-ROResponse PDU in the HTTP response body.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

...[ROAP PDU] ...

H.3 Download OTA Examples

H.3.1 Separate Delivery of DRM Content and Rights O bject

A Service Provider may use OMA Download OTA to deliboth the DRM Content and the Rights Objecieipasate
transactions. The following figure shows the iatgion between the logical system components regidi the Device and
logical server components hosted by the Serviceigoduring the separate delivery of DRM Conterd ights Objects.
Note that in the download transaction for retrigvihe Rights Objects, the ROAP Trigger is co-detdewith the Download
Descriptor using OMA Download OTA co-delivery metho
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Presentation i Content
Browser DI-Agent DRM-Agent s Rights
HTTP Get content URL
Generate RO and RI defivers a ROAP Trigger
HTTP Response (DD)
HTTP Get object URI
HTTP Response (CO)
CO installed™
HTTP post install-notification URI
HTTP Response
HTTP get Next URL (pointing to DD)
L HTTP Response ( multipart (DD,ROAP Trigge r))

DRMAgent.sendTo(ROAP Trigger)

RO Request

RO Response ( RO)

RO installe
Ok

HTTP post install-notification URI

HTTP Response

HTTP get Next URL

HTTP Response (WEB/WAP page)

2.

3.

Figure 31: Using Download OTA to deliver DRM Conteth and Rights Object

A user browses through a content portal, selegttecd and so on. A Rights Object is generatediferpurchase
transaction using some backend interaction betw@emd Presentation Server. Rl generates a ROAR)drito
initiate acquisition of the Right Object and deliw¢he ROAP Trigger to Presentation Server. Whentitne to
deliver content, the server returns an HTTP Respavith a Download Descriptor (DD). The DD mightr fo

example, point to a DCF file containing a JPEG imag

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 1232

Content-Type: application/vnd.oma.dd+xml; charset=

<media xmIns="http://www.openmobilealliance.org/xml
<type>application/vnd.oma.drm.dcf</type>
<type>image/jpeg</type>
<objectURI>http:/download.example.com/image.dcf</
<size>100</size>
<installNotifyURI>
http://download.example.com/notify?tid=2h3jh3g4
</installNotifyURI>
<nextURL>
http://ri.example.com/ro?tid=2h3jh3g4
</nextURL>
</media>

utf-8

ns/dd">

objectURI>

The Download Agent requests the Content usingbjectURI

GET /image.dcf HTTP/1.1
Host: download.example.com
Accept: image/gif, image/jpg, application/vnd.oma.d

rm.dcf

The DCF is returned to the Download Agent.
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HTTP/1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 1234

Content-Type: application/vnd.oma.drm.dcf

... DCF containing JPEG picture...

4. The Download Agent installs the Content and postmstallation notification.

POST /notify?tid=2h3jh3g4 HTTP/1.1
Host: download.example.com
Content-Length: 13

900 Success

5. In this example the DD for the DCF specifiesextURL This means that when the Download Agent is done
downloading and installing the DCF, it will autoncally issue an HTTP GET to the URL specified bg tlextURL
DD parameter. This can be used to seamlessly rtdire Device from the CI to the RI.

GET /ro?tid=2h3jh3g4 HTTP/1.1
Host: ri.example.com

6. The Rl returns a DD and the ROAP Trigger.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Type: multipart/related; boundary="XX---XX "
type="application/vnd.oma.dd+xml”

--XX---XX

Content-Length: 1232

Content-Type: application/vnd.oma.dd+xml; charset= utf-8
<media xmIns="http://www.openmobilealliance.org/xml ns/dd">

<type>application/vnd.oma.drm.roap-pdu+xmi</type>
<type>application/vnhd.oma.drm.ro+xmi</type>
<objectURI>cid:w087w78087sdf80@ri.example.com</ob jectURI>
<size>1232</size>
<installNotifyURI>
http://ri.example.com/notify?tid=2h3jh3g4
</installNotifyURI>
<nextURL>
http://provider.example.com/trans_complete.html
</nextURL>
</media>
--XX---XX
Content-Length: 986
Content-ID: <w087w78087sdf80@ri.example.com>
Content-Type: application/vnd.oma.drm.roap-trigger+ xml
<roapTrigger>
<roAcquisition>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</rilD>
<roapURL>http://ri.example.com/ro.cgi?tid=qw683hge w7d</roapURL>
<rolD>239087dsf78</rolD>
</roAcquisition>
</roapTrigger>
--XX---XX
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7. The ROAP Trigger is used by the DRM Agent on theibeto initiate a ROAP session to download a Right
Object. The DRM Agent issues an HTTP POST to théROrigger URL. The POST includes a ROAP-
RORequest PDU in the HTTP request body.

POST /ro.cgi?tid=qw683hgew7d HTTP/1.1

Host: ri.example.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml,multi part/related
Content-Length: 125

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

... [ROAP PDU] ...
8. The RI returns the ROAP-ROResponse PDU.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-pdu+xml

...[ROAP PDU] ...

9. The DRM Agent processes the ROAP PDU and sendsagtadlation status (success or failure) to the Dioad
Agent. The Download Agent sends the installatiatus to the RI using thiastallNotifyURI

POST /notify?tid=2h3jh3g4 HTTP/1.1
Host: ri.example.com
Content-Length: 13

900 Success

10. The Download Agent immediately navigates torlea&tURL

GET /trans_complete.html HTTP/1.1
Host: provider.example.com

H.3.2 Combined Delivery of Content DCF and Rights O  bject

This example is an extension to the previous exanggdsuming a closer relationship between the &ICirallowing the
content DCF and the RO to be delivered togetharsimgle OMA Download OTA transaction. Also in tkeisample, the
ROAP Trigger is co-delivered with the Download D@stor using the OMA Download OTA co-delivery metho
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N - Presentation Rights Content.
Browser DL-Agent DRM-Agent
HTTP Get content URL
Generate RO and RI delivers a ROAP Trigger
HTTP Response ( multipart (DD,ROAP Trigge r) )
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RO Response ( multipart(CO , RO) )
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HTTP post install-notification URI

notify
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Figure 32: Combined Delivery of DRM Content and Ridpits Object

1. A user browses through a content portal, seleatteod and so on. A Rights Object is generatedHferpurchase
transaction using some backend interaction betwdemd Presentation Server. Rl generates a ROAR)dirito
initiate acquisition of the Right Object and deliw¢he ROAP Trigger to Presentation Server. Whentitne to
deliver content, the server returns a DD and thé&R@rigger to initiate delivery of the combined Rig Object
and DRM Content.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Type: multipart/related; boundary="XX---XX" ;
type="application/vnd.oma.dd+xml”

--XX---XX

Content-Length: 1232

Content-Type: application/vnd.oma.dd+xml; charset= utf-8
<media xmIns="http://www.openmobilealliance.org/xml ns/dd">

<type>application/vnd.oma.drm.roap-pdu+xmi</type>
<type>application/vnd.oma.drm.ro+xmi</type>
<type>application/vnhd.oma.drm.dcf</type>
<objectURI>cid:sd8963234I@ri.example.com</objectU RI>
<size>2118</size>
<installNotifyURI>
http://ri.example.com/notify?tid=2h3jh3g4
</installNotifyURI>
<nextURL>
http://provider.example.com/trans_complete.html
</nextURL>
</media>
--XX---XX
Content-Length: 986
Content-ID: <sd8963234l@ri.example.com>
Content-Type: application/vnd.oma.drm.roap-trigger+ xml
<roapTrigger>
<roAcquisition>
<rilD>
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| <keyldentifier xsi:type="roap:X509SPKIHash"> |
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</rilD>
<rolD>239087dsf78</rolD>
<roapURL>http://ri.example.com/ro.cgi?tid=g97sd976 s90</roapURL>
</roAcquisition>
</roapTrigger>
--XX---XX
2. The ROAP Trigger is used by the DRM Agent on theibeto initiate a ROAP session to download the loiowd
Rights Object and DRM Content. The DRM Agent issare$iTTP POST to the URL specified by the ROAP
Trigger. The POST includes a ROAP-RORequest PDiHerHTTP request body.

POST /ro.cgi?tid=g97sd976s90 HTTP/1.1

Host: ri.example.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml, mult ipart/related
Content-Length: 125

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

... [ROAP PDU] ...
3. The Rl returns a multipart containing a ROAP-RORese PDU and the DRM Content.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Type: multipart/related; boundary="XX---XX ;
type="application/vhd.oma.drm.roap-pdu+xml”

--XX---XX

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-pdu+xml
... [ROAP PDU] ...

--XX---XX

Content-Length: 1232

Content-Type: application/vnd.oma.drm.dcf

... [DCF] ...

--XX---XX--

4. The DRM Agent installs the Rights Object and DRMh@&mt. The DRM Agent notifies the Download Ageht o
installation success. The Download Agent postsrsiallation notification.

POST /notify?tid=2h3jh3g4 HTTP/1.1
Host: ri.example.com
Content-Length: 13

900 Success

H.3.3 Device ldentification

As part of a browsing session a Service Provider us@ OMA Download OTA to deliver an Identificati®@DAP Trigger.
The following figure shows the interaction betwdlea logical system components residing in the Degied logical server
components hosted by the Service Provider duritigedg of an Identification Trigger.
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Brower DL Agent DRM Agent w
L HTTP Get download URL L
a Generate¢ RO and RI delivers ROAP Trigger
HTTP Response( multipart(DD, ROAP Trigger) )
ROAP Trigger | |
Identification Request |
Identification Response
OK
] HTTP Get Next URL
T HTTP Response (WEB/WAP page)

Figure 33: Using Download OTA to deliver an Identifcation ROAP Trigger

1. A user browses through a content portal, seleetsittwnload section. The RI generates an ldentificdROAP
Trigger and delivers the ROAP Trigger to Preseota8erver.

2. The Rl returns a DD and the ROAP Trigger.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Type: multipart/related; boundary="XX---XX
type="application/vnd.oma.dd+xml”

--XX---XX

Content-Length: 1232
Content-Type: application/vnd.oma.dd+xml; charset=

<media xmIns="http://www.openmobilealliance.org/xml

<type>application/vnd.oma.drm.roap-pdu+xmi</type>

<type>application/vnd.oma.drm.ro+xmi</type>

<objectURI>cid:w087w78087sdf80@ri.example.com</ob

<size>1232</size>

<nextURL>
http://provider.example.com/trans_complete.html

</nextURL>

</media>

--XX---XX

Content-Length: 986

Content-ID: <w087w78087sdf80@ri.example.com>
Content-Type: application/vnd.oma.drm.roap-trigger+
<roapTrigger>

<identificationRequest>

utf-8

ns/dd">

jectURI>

xml
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| <rilD> |
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</rilD>
<roapURL>http://ri.example.com/id.cgi?tid=qw683hge w7d</roapURL>
</identificationRequest>
</roapTrigger>
--XX---XX

3. The ROAP Trigger is used by the DRM Agent on th@ibeto initiate a 2-pass ldentification ROAP sessiThe
DRM Agent issues an HTTP POST to the ROAP Trigget.UThe POST includes a ROAP- IdentificationRequest

PDU in the HTTP request body.

POST /id.cgi?tid=qw683hgew7d HTTP/1.1

Host: ri.example.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml,multi part/related
Content-Length: 125

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

... [ROAP PDU] ...
4. The RI returns the ROAP- IdentificationResponse PDU

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

... [ROAP PDU] ...
5. The Download Agent immediately navigates tonkeatURL

GET /trans_complete.html HTTP/1.1
Host: provider.example.com

H.4 MMS Examples
H.4.1 MMS delivery of DCF within a SMIL presentatio n

The example MMS message shown below contains a@mason description in the form of a SMIL documédfriom within
this document the second body part of the messagddarenced by a Content-ID, which is associatiéd tive referenced
part in the multipart structure in the form of ader field (containing the ID “same-reference-a&MIL-doc” in this
example). This is explicitly different from the Gent-ID included in the DCF (“same-reference-asddseassociated-
ROs") which serves as a reference for the Righfec)s) associated with the Media Object. As aerahtive to the
Content-ID in the multipart structure a Content-atian may be used according to [MMSENC]. For adyathderstanding,
the example below is illustrated in textual fornsthough the MMS PDUs are binary encoded on ttexface between the

MMS Proxy-Relay and the MMS Client according to [ENC].

From:customer@mmsprovider.com
To:anothercustomer@anothermmsprovider.com

Subject:MMS message with DRM content

X-MMS-Version:1.2

...[More MMS headers]

Content-Type:multipart/related;boundary=firststring ;start=secondstring
type="application/smil”
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--firststring
Content-1D:secondstring

...[SMIL doc]
--firststring

--firststring--

Content-Type:application/smil

Content-ID:same-reference-as-in-SMIL-doc
Content-Type: application/vnd.oma.drm.dcf
...|DCF containing Content-ID:same-reference-as-use

d-in-associated-ROs]

H.5 ROAP over OBEX Examples

Example messages between the Connected Devicdahthtonnected Device are illustrated in this seadtitilizing ROAP

over OBEX transport mapping.

H.5.1 ROAP Trigger

This message is sent from the Connected Devideettyhconnected Device after:

The Connected Device has received the trigger ffeRl;

The Connected Device has determined that the RO#Jgér is not for itself; and

The Connected Device has established a directedX@iBBnection to the Unconnected Device's OBEX gerve

Bytes Meaning
0x82 Opcode PUT, single packet request, finabdit
0x0301 Packet length (a total of 769 bytes in thise)
0xCB Connection Id HI
0x00000001 Connectionld =1
0x42 Type HI
0x0027 Total length of Type header (including iHtldength fields)
"application/vnd.oma.roap- Type of object, null terminated ASCII text
trigger+xml"
0x49 End-of-Body HI
0x02D2 Length of body (trigger) is 719 bytes (kale object)(+ 3 bytes header
information)
0x.... The ROAP-JoinDomain trigger goes here...
H.5.2 ROAP-OBEX Server Response
This is the response message from the Unconneaeit®) sent by that Device's OBEX server.
Bytes Meaning
0xAO0 Opcode SUCCESS, Final bit set
0x016B Length of response packet (363 bytes)
0xCB Connection Id HlI
0x00000001 Connectionld = 1
0x42 Type HI
0x001F Total length of Type header (28 bytes t@dheader information)
"application/vnd.oma.roap-pdu+xml" Type of objeut)l terminated ASCII
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Bytes Meaning
0x49 End-of-Body HI
0x0144 Body header length (321 bytes + 3 byteddreaformation)
0x.... The triggered ROAP request goes here

H.6 Example — Exporting to Removable Media

(@‘\? (@\?
a7 S B
R**\kfbl Other DRM Agent DRM Agent
emovabe (Non-OMA DRM) v U
Media Dpriv. Dpub Dcert
Other DRM Seciet O
@ Protected
Content
o8
\ Decrypting
! content
i+ ot
R ;[ Checking export
aw : permission
Content —’J
<
Transcribing RO
Encrypting
content
Storin
) @:
Protected
Content

Figure 34: Example — Exporting to Removable Media

An example of exporting DRM Content and Rights @bte other DRM (non-OMA DRM) system, which has som
authorised protection mechanism, is shown above.

After DRM Content and protected Rights Object atvéred to a trusted OMA DRM Agent, the DRM Contenconsumed
by the OMA DRM Agent according to permissions andstraints described in the protected Rights Objé¢hen
consuming the content, OMA DRM Agent decrypts thetgrted RO with DRM Agent private key and decrypis DRM
Content with CEK that is derived from decrypted lR&gODbject.

When exporting, OMA DRM Agent checks permissionsadided in the Rights Object whether Rights Issliews the
content to be exported to targeted DRM system, fdrdts content type is appropriate and whethasdtge rules are
compatible with targeted DRM system.
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When user wants to download exportable contentRights Issuer notices it in the course of contéxdalery interaction, it
would be expected that both of the DRM ContentR@dare suitable for the targeted DRM capability.

The raw content and usage rules are transferred @MA DRM Agent to the other DRM Agent.

The other DRM Agent transcribes the compatible egates to the other DRM usage rules accordingeayeneral rule and
the specific rule defined by the other DRM systemd Rights Issuer to maintain consistency of thehRigbject.

Sample transcription rules are:

Any other permissions MUST NOT be granted.

Any existing constraints MUST NOT be ignored.
Default permissions and constraints MAY be supgplie

Even stateful Rights Object could be transcribedi exported to other DRM system if those rules aliow

The other DRM Agent creates new CEK inside, andygs the content with the new CEK and encryptsdcabed usage
rules including the CEK with other DRM system’s retdey.

The other DRM Agent and the removable media auitetet with each other to make sure that they aisteéd, and stores
the encrypted content and the usage rules ontmaviable media according to the other DRM specdicfat.

Then user can pull out the removable media fronDibeice, insert it to other DRM compliant Devicebkuas portable music
player, to enjoy playing the content.

The two DRM Agents, OMA DRM Agent and the other DR¥gent, may reside in a single Device or differBewices, but
these two agents and data channel between theawveoth be implemented in a secure manner accotdisgme
compliance rules or robustness rules which mayefieed related to a specific service, by Rightsiéss, Service Providers,
and Device Manufacturers who participate in theiser

H.7 WBXML Encoding

H.7.1 ROAP Trigger

This example shows the annotated WBXML encoding BOAP Trigger. Note that the trigger is in ExchesCanonical
form. To improve the readability, whitespace hasrbadded between the elements, but it should derstood that the
trigger that is encoded into WBXML has no whitesphetween the elements (should whitespace be préisen that would
be encoded as opaque data).

<roap:roapTrigger xmlns:roap="urn:oma:bac:dldrm:roa p-1.0" version="1.1">
<leaveDomain id="de32r23r4" >
<rilD>

<keyldentifier xmlIns:xsi="http://www.w3.0rg/2 001/XMLSchema-instance"
xsi:type="roap:X509SPKIHash">
<hash>IMUjt0T7I12mSweqebvQyZp89fql=</hash>
</keyldentifier>
</riiD>
<nonce>SnVzdCBBIE5vbmNIICE=</nonce>
<roapURL>http://ri.example.com/ro.cgi?tid=qw683  hgew7d</roapURL>
<domainlD>Domain-XYZ-001</domainID>
</leaveDomain>
<signature>
<ds:Signedinfo xmins:ds="http://www.w3.0rg/2000  /09/xmldsig#">
<ds:CanonicalizationMethod Algorithm="http:// www.w3.0rg/2001/10/xml-exc-
cl4n#"></ds:CanonicalizationMethod>
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<ds:SignatureMethod Algorithm="http://www.w3. org/2000/09/xmldsig#hmac-
shal"></ds:SignatureMethod>
<ds:Reference URI="#de32r23r4">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.or  g/2001/10/xml-exc-c14n#"></ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0 rg/2000/09/xmldsig#shal"></ds:DigestMethod>
<ds:DigestValue>e9INNPV90zBDdAkkvnSYLVUqg50 =</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">Tm8gS E1BQyY1TSEExIHJIc3VsdCE=</ds:SignatureValue
>
<ds:Keylnfo xmiIns:ds="http://www.w3.0rg/2000/09  /xmldsig#">
<ds:RetrievalMethod URI="#K_MAC"></ds:Retriev  alMethod>
</ds:KeyInfo>
</signature>
<encKey ld="K_MAC">
<xenc:EncryptionMethod xmins:xenc="http://www.w 3.0rg/2001/04/xmlenc#"
Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aesl  28"></xenc:EncryptionMethod>
<ds:Keylnfo xmins:ds="http://www.w3.0rg/2000/09  /xmldsig#">
<roap:domainliD>Domain-XYZ-001</roap:domainiD>
</ds:Keylnfo>
<xenc:CipherData xmins:xenc="http://www.w3.org/  2001/04/xmlenc#">
<xenc:CipherValue>Tm90IGEgd3JhcHBIZCBNQUMga2V 5ISEh</xenc:CipherValue>
</xenc:CipherData>
</encKey>
</roap:roapTrigger>

This is encoded to the following WBXML document:

WBXML code Description
(hexadecimal)
03 WBXML version number — WBXML version 1.3
13 Public identifier (-//OMA// DRM 2.1//EN)
6A Charset = UTF-8
00 String table length = 00 (empty string table)
C5 <roap:roapTrigger
06 xmins:roap=
85 "urn:oma:bac:dldrm:roap-1.0" (attribute value)
0D version=
90 "1.1" (attribute value)
01 >
C9 <leaveDomain
OF id=
03 STR_I (inline string followed by a terminator)
64 65 33 32 72 32 33 de32r23r4 + string terminator
72 34 00
01 >
4C <rilD>
D7 <keyldentifier
07 xmlns:xsi=
8B "http://wvww.w3.0rg/2001/XMLSchema-instance"
05 Xsi:type=
8C "roap:X509SPKIHash"
01 >
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58 <hash>
The <hash>...</hash> value is originally base64 eedathich is simply encoded as an
inline string.

03 STR_I (inline string followed by a terminator)

49 4d 55 6a 74 30 54
37 6¢ 32 6d 53 77 65
716562 7651 79 54
70383966 71 49 3g
00

Base64binary hash value: ‘IMUJtOT7I2mSweqebvQyZpg9f

01 </hash>

01 </keyldentifier>

01 </rilD>

AE <nonce>

03 STR_I (inline string followed by a terminator)

53 6e 56 7a 64 43 47
42 49 45 35 76 62 64
4e 6¢ 49 43 45 3d 0(Q

Base64binary \nonce value: ‘SnVzdCBBIESvbmNIICE=’

01 </nonce>
4F <roapURL>
03 STR_| string literal, followed by a terminator

68 74 74 70 3a 2f 2f

72 69 2e 65 78 61 60
70 6¢ 65 2e 63 6f 6d
2f 72 6f 2e 63 67 69

3f 746964 3d 7177
36 38 3368 67 65 77
37 64 00

http://ri.example.com/ro.cgi?tid=qw683hgew7d

01 </roapURL>
50 <domainID>
03 STR_| string literal, followed by a terminator

44 6f 6d 61 69 6e 2d
58 59 5a 2d 30 30 31
00

Domain-XYZ-001

01 </domain|D>

01 </leaveDomain>

4A <signature>

D9 <ds:SignedInfo

09 xmins:ds=

89 "http://www.w3.0rg/2000/09/xmldsig#"

01 >

90 <ds:CanonicalizationMethod

12 Algorithm=

8E "http://www.w3.0rg/2001/10/xml-exc-c14n#"

01 ></ds:CanonicalizationMethod>
Note that because this tag was started as ‘No ohméth attributes’, it means that the
termination of the attribute list also signals teamination of the element, hence the presen
of the end tag in the canonical XML document.

91 <ds:SignatueMethod

12 Algorithm=

8F "http://www.w3.0rg/2000/09/xmldsig#hmac-shal”

01 ></ds:SignatureMethod>

D2 <ds:Reference

13 URI=

03 STR_I (inline string followed by a terminator)

ce
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23 64 65 33 32 72 32 #de32r23r4 + string terminator

33723400

01 >

60 <ds:Transforms>

A3 <ds:Transform

12 Algorithm=

8E "http://www.w3.0rg/2001/10/xml-exc-c14n#"
01 ></ds: Transform>

01 </ds:Transforms>

Al <ds:DigestMethod

12 Algorithm=

8D "http://www.w3.0rg/2000/09/xmldsig#shal"
01 ></ds:DigestMethod>

62 <ds:DigestValue>

03 STR_|I (inline string followed by a terminator)

65 39 6¢ 4e 4e 50 56 Equivalent to the base64Binary ‘€e9INNPV90zBDdAkk¥iYUqgg50="
39 4f7a42 44 64 41
6b 6b 76 6e 53 59 49
56 55 71 67 35 6f 3d

00

01 </ds:DigestValue>

01 </ds:Reference>

01 </ds:Signedinfo>

DA <ds:SignatureValue

09 xmins:ds=

89 "http://www.w3.0rg/2000/09/xmldsig#"

03 STR_I (inline string followed by a terminator)

54 6d 38 67 53 45 31 base64Binary signatureValue: ‘Tm8gSE1BQyl1TSEEXIBNEICE="’
42 51 79 31 54 53 45
45 78 49 48 4a 6¢ 63
3356 7364 4345 3d

00

01 </ds:SignatureValue>

DB <ds:Keylnfo

09 xmins:ds=

89 "http://www.w3.0rg/2000/09/xmldsig#"
01 >

9F <ds:RetrievalMethod

13 URI=

B3 "#K_MAC"

01 ></ds:RetrievalMethod>

01 </ds:Keylnfo>

01 </signature>

CB <encKey

10 Id=

B5 "K_MAC"

01 >

A4 <xenc:EncryptionMethod

12 Algorithm=

92 "http://www.w3.0rg/2001/04/xmlenc#kw-aes128"
01 ></xenc:EncryptionMethod>
DB <ds:Keylnfo

09 xmins:ds=
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89 "http://www.w3.0rg/2000/09/xmldsig#"

01 >

52 <roap:domainlD>

03 STR_| string literal, followed by a terminator

44 6f 6d 61 69 6e 2d
58 59 5a 2d 30 30 31,
00

Domain-XYZ-001

01 </roap:domainiD>

01 </ds:Keylnfo>

E5 <xenc:CipherData

08 xmlns:xenc=

8A "http://www.w3.0rg/2001/04/xmlenc#"

01 >

66 <xenc:CipherValue>

03 STR_| string literal, followed by a terminator

54 6d 39 30 49 47 45
67 64 33 4a 68 63 48
42 6¢ 5a 43 42 4e 5]
55 4d 67 61 32 56 35
49 53 45 68 00

base64Binary cipherValue: ‘Tm90IGEgd3JhcHBIZCBNQYHA2V5ISEh’

01 </xenc:CipherValue>
01 </xenc:CipherData>
01 </encKey>

01 </roap:roapTrigger>

This trigger in WBXML format requires 346 bytes.Hxclusive Canonical form, it requires 1656 byfHsis compact
representation achieves a savings of around 79%.

H.8 State information Examples for Uploading RO :

The example state information shown below shows fworeport the current state information of a $tatRO to the Rl in
the ROAP-RO Upload request message.

The original stateful RO issued by the Rl is :

<o-ex:rights

o-ex:id="C.2">
<o-ex:context>

</o-ex:context>
<o0-ex:agreement>
<o0-ex:asset>
<o-ex:context>

</o-ex:context>
<o-ex:digest>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2

xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmlins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"

<0-dd:version>2.1</o-dd:version>
<o0-dd:uid>RightsObjectlD</o-dd:uid>

<0-dd:uid>ContentlD</o-dd:uid>

000/09/xmldsig#shal"/>
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<ds:DigestValue>DCFHash</ds:DigestValue>

</o-ex:digest>
<ds:Keylnfo>

<xenc:EncryptedKey>

<xenc:EncryptionMethod Algorithm="http://www.w 3.0rg/2001/04/xmlenc#kw-aes128"/>

<ds:Keylnfo>
<ds:RetrievalMethod URI="REKReference"/>

</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>

</xenc:CipherData>

</xenc:EncryptedKey>

</ds:KeylInfo>

</o-ex:asset>

<0-ex:permission>

<o-ex:constraint
<o-dd:count>
</o-ex:constraint>

<o-dd:play>

<o-ex:constraint

<0-dd:count>10</o-dd:count>
<0-dd:interval>P20DTO0HOOMO00S</o-dd:interval>

o-ex:id="C-1" >

100 </o-dd:count>

o-ex:id="C-2" >

</o-ex:constraint>
</o-dd:play>
<o-dd:display>
</o-dd:display>
</o-ex:permission>

</o-ex:agreement>

</o-ex:rights>
Assuming that the first time the user played thitent is October 672005, 00:00:00 UTC and the user has played the
content 2 times before uploading. The Device cdsube interval constraint to a dateTime constraind the the <statelnfo>

in the ROAP-RO Upload request message should be:

o-ex:id="C-1" >

<statelnfo
98</0-dd:count>

< o-dd:count>

</statelnfo >

<statelnfo o-ex:id="C-2" >
<o0-dd:count>8</o-dd:count>

<0-dd:datetime>
<0-dd:end>2005-10-21T00:00:00Z</o-dd:end>

</o-dd:datetime>

</statelnfo>
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Appendixl.  Import (Informative)

Very similar to export from OMA DRM (chapter 17het user may wish to render content on a OMA DRMiGeafter
having downloaded that protected content usinghenatevice using a non-OMA DRM system. Import isoperation in
which the non-OMA DRM protected content and corogsling rights are transferred from a non-OMA DRMtsyn to the
OMA DRM system. The non-OMA DRM system controls wiex or not to allow the import into OMA DRM.

The basic concept of import into OMA DRM from a ROMA DRM system is illustrated below in Figure 3BMA does
not specify the exact rules for mapping rights froom-OMA DRM systems to OMA Rights. It is the respibility of
appropriate bodies governing the use the non-OMMDBigstem to define the necessary mechanisms fopimgjnto OMA
DRM Rights.

In OMA DRM 2.0, the entities to manage RO’s and XCind their distribution to other devices are Rights Issuer and
Content Issuer. Based on this specification, imottierefore possible by developing an import @sgripment that
implements an OMA DRM Rights Issuer and Contentéssand provides a secure environment for the fieaio$ content
and rights from the non-OMA system to OMA. This ionfpuser equipment must be approved by the appateptiust
authorities. After the content has been importéd @MA DRM, it can be transferred to other Devicstng ROAP and
possibly using the Domain concept.

Secure Environment Secure Environment
Other DRM Compliant Device/Module OMA Compliant Module OMA Compliant Device/Module
Trust Assured by Other DRM CA Trust Assured by OMA DRM CA Trust Assured by OMA DRM CA
Other DRM Agent Should be transcribed OMARI OMA DRM Agent
— securely & consistent| ROAP
Righs . : « g
i Secrets | I Secrets ] | Secrets ‘
Content - OMACI 2
Should be transferred DCF

securely

Figure 35 Example - Importing from a non-OMA DRM system

It must be stressed that the trust authorities mausfully consider the security threats involvathwhis deployment of
functions. If the security of the environment inialhthe import takes place is compromised, therQRNA certificate of the
import user equipment can be misused to createisgbnvalid Rights Objects for pirated Content (ftent laundering”),
until the compromise is discovered and the cediéds revoked. Future versions of this enableeapected to provide
additional mechanisms to mitigate these threats.

This deployment of functions also requires the imhpser equipment to manage the domain in whiclctbated Rights
Objects are valid (if domains are used) and a petgoy way for the import user equipment to rec&\@SP responses and
other revocation information. Also these issueseapected to be addressed by future versions @tiabler.
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Appendix J. Forward Compatibility (Informative)

It is expected that OMA will continue to develop DRM enabler to enable new features on new dewicdservices. At the
same time implementations of this version of the£ODRM enabler will be used in the market. This metrat users will
own and use Devices that implement different vaeisiof OMA DRM with the same services and/or inghene domain. For
this purpose, this enabler specifies where theopod$é and datatypes may be extended and the behafithe DRM Agent
in case it encounters unknown extensions.

The XML schema of OMA DRM 2.1 explicitly enablesviard compatibility using wildcards at selectedations. Future
version of OMA DRM and also other enablers that@8A DRM are advised to specify their extension©dA DRM
ONLY at the location of these wildcards, using tyy@es provided in the schema. In this way a messagdata structure that
is valid in the future version of OMA DRM or theherr enabler, will also validate against the OMA DRM schema. Every
conformant implementation of OMA DRM 2.1 will belalio parse the message or data structure ancctigrdeal with its
content. The behaviour of an OMA DRM 2.1 DRM Agért receives a message or data structure that\fo&svalidate
against the OMA DRM 2.1 schema is undefined. fidssible that the message or data structure iardisd completely.

This appendix contains a number of examples of tenOMA DRM 2.1 wildcards can be used for futuréeesions that are
correctly handled by OMA DRM 2.1 implementationsisTappendix does not contain examples on how fuahe
extensions may be specified in future versionsdiggiXML-schema and/or specification text. Thesesions to OMA
DRM 2.0 defined in this specification (extendedDdmh#fo, roPayloadAliases, identificationRequest@er) may serve as
examples.

J.1 ROPayload with future extensions

This example of a possible future ROPayload is thaseexample G.1.7. The future modifications arekein abold
typeface. In this example, the ROPayload:

* s of version 2.3

« contains in addition to a play-permission (alreddfine in OMA DRM 2.0) a “NewKindOfPermission”-peission
(unknown in OMA DRM 2.1)

* some additional elements in the ROPayload, appeaftedall elements known from OMA DRM 2.0.

Implementations of OMA DRM 2.1 are expected toetjgrd the unknown permission and additional elesnieut to
correctly handle the ROPayload and thus potentgabyt the known play permission.

<roap:protectedRO
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:xsi="http://mwww.w3.0rg/2001/XMLSchema-instance">
<roap:ro id="n8yu98hy0e2109eu09ewf09u" domainRO="true" version="2.3"
riURL="http://www.ROs-r-us.com">
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</riID>
<rights o-ex:id="REL1">
<o-ex:context>
<0-dd:version>2.3</o0-dd:version>
<0-dd:uid>n8yu98hy0e2109eu09ewf09u</o-dd:uid>
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</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<0-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErKOfk=</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:play/>
</o-ex:permission>
<0-ex:permission>
<NewKindOfPermission />
</o-ex:permission>
</o-ex:agreement>
</rights>
<signature>
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www. rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default"/>
<ds:Reference URI="#REL1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>/slo5hb+id8JtuOMNKs12=drf5+3df= </ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOvKtMup4NbeVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
</signature>
<encKey ld="K_MAC_and_K_REK">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<roap:domainID>Domain-XYZ-001</roap:domainiD>
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</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urewOuderty5346wq</xenc:CipherValue>
</xenc:CipherData>
</encKey>
<NewUnknownFeatureDefined in 2.2/>
<NewUnknownFeatureDefined in 2.3/>
</roap:ro>
<mac>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#hmac-shal"/>
<ds:Reference URI="#n8yu98hy0e2109eu09ewfO9u">
<ds:Transforms>
<ds:Transform Algorithm=http://www.w3.0rg/2001/10/xml-exc-c14n#/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue> slo5hb+id8JtuOMNKs12=drf5+3df=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4NbeVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>
</ds:KeyInfo>
</mac>
</roap:protectedRO>

J.2 ROAP-PDU with future extensions

This example of a possible future joinDomainRespaadased on example G.1.9. The modificationsrenked in aold
typeface. In this example, the ROAP-PDU contairs mew extensions, unknown in OMA DRM 2.1. Implenations of
OMA DRM 2.1 are expected to recognize these extaissas extensions of an unknown type. Since otteeaéxtensions is

marked as critical, OMA DRM 2.0 implementation mditcard the ROAP PDU.

<roap:joinDomainResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
status="Success">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</hash>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>
</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<domaininfo>
<notAfter>2004-12-22T03:02:00Z</notAfter>
<roap:domainKey>
<encKey ld="Domain-XYZ-001">
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<xenc:EncryptionMethod
Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

<ds:Keylnfo>

<roap:X509SPKIHash>

<hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

</roap:X509SPKIHash>
</ds:Keylnfo>
<xenc:CipherData>

<xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwo
pjsfdpojvctdaw925342a</xenc:CipherValue>
</xenc:CipherData>
</encKey>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>
</keyldentifier>
</riID>
<mac>ewqrewoewfewohffohr3209832r3</mac>
</roap:/domainKey>
</domaininfo>
<certificateChain>
<certificate>MI1B223121234567</certificate>
<certificate>MIIB834124312431</certificate>
</certificateChain>
<ocspResponse>miibewqoidpoidsa</ocspResponse>
<extensions>
<extension xsi:type="ExtensionContainer " critical="true”>
<newCriticalUnknownExtensionElement/>
</extension>
<extension xsi:type="ExtensionContainer " critical="false”>
<newNonCiriticalUnknownTypeofExtension>
</extension>
</extensions>
<signature>d93e5fue3uel0ue2109uelueoidwoijdwe309u09ueqijdwqijdwg09uwqwqi009</signature>
</roap:joinDomainResponse>

J.3 ROAP Response with future status code

This example is of a possible future leaveDomaip@ese is based on example G.1.11. The modificatiomsnarked in a
bold typeface. In this example, the leaveDomainRespimngesuccesful, for a reason not specified by OMAM 2.1. Rl
implementations of this specification are expettetteat this as an “Abort” error code.

<roap:leaveDomainResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
status="NoSuccessForFutureReason ">
</roap:leaveDomainResponse>

J.4 New type of ROAP Trigger

This example is of a possible future ROAP Triggemiodified from example G.1.12. The modifications marked in a
bold typeface. Implementation of OMA DRM 2.1 are expelcto disregard unknown triggers.

<roap:roapTrigger
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xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
version="1.1">
<extendedTrigger type="someTriggerName">
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHas h">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</h ash>
</keyldentifier>
</riID>
<roapURL>http://ri.example.com/ro.cgi?tid=qw68  3hgew7d</roapURL>
<FirstAdditionalElement/>
<SecondAdditionalElement/>
</extendedTrigger>
<signature>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#hmac-shal"/>
<ds:Reference URI="#de32r23r4">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>/slo5hb+id8JtuOMNKs12=drf5+3df=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4NbeVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC"/>
</ds:Keylnfo>
</signature>
<encKey ld="K_MAC">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<roap:domainID>Domain-XYZ-001</roap:domainID>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urewOuderty5346wqg</xenc:CipherValue>
</xenc:CipherData>
</encKey>
</roap:roapTrigger>
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Appendix K. Media Transfer Protocol (Informative)

Media Transfer Protocol (MTP) enables the managemueth transfer of content on/to transient storag@ags. MTP is an
extension of the Picture Transfer Protocol (PTR), ia targeted primarily at digital still camerpsytable media players, and
cellular phones. MTP provides support for many raedid file formats, but it does not natively supploe OMA DRM
(P)DCF formats. This Appendix specifies how to addport in MTP compliant Devices for transfer/symatization of
(P)DCFs.

The MTP specification is published by the USB-IFTR]. This Appendix is intended to also apply taifetversions of
MTP.

K.1 MTP Object Format Codes

The overall intent is that content which is OMA DRM protected must be transferred in its (P)DCha&ioer file, but is
identified in MTP using the Object Format Codetfoe ContentTypes specified in the (P)DUbiscrete Media Headers
box (see [DRMCF-v2].

Although the content is identified by it's nativertent type an OMA DRM Vendor Extension (definetblad enables to
“tag” the content as being OMA DRM V2 protected.

K.2 DRM Status Object Property

MTP defines an Object Property, DRM Status, witbgertyCode OxDC9D. The property identifies the DRisttus of the
object (i.e. whether the object is protected o).nébor OMA DRM 2.x protected content the DRM Statiject property
SHOULD indicate that the object has DRM protection.

K.3 OMA DRM Vendor Extension

The MTP specification [MTP] defines a vendor-extenanechanism, which enables adding additionaltianality to the
protocol. A vendor-extension is defined in this Apgix. This extension provides a mechanism for §steansfer OMA
DRM 2.x protected content via MTP, while preservMgP functionality such as metadata-based enunoera2-wire plays
from device and content playback capability degienipwith hosts which do not support OMA DRM 2.x.

This extension consists of no new operations, moaevice properties, 2 new object properties, no responses and no
new events. It defines a mechanism by which OMAVDRX (P)DCFs can be transferred in such a way d&etfully
transparent to any transferring application, waiteommodating the restrictions placed on it by ODMRMv2.

The extension defines two MTP Object Properties:

» a UINTS8, which identifies the OMA DRM Status of ahject
» abinary object property, which contains a Righlge®t for this object.
These two Object Properties should be supportdddwjces that support OMA DRM 2.x and MTP.

K.3.1 Extension Identification

Devices indicate support for this MTP extensioriripiuding a pre-defined string in the Vendor Exiendescription field
of the MTP Devicelnfo dataset, returned as a respomthe MTP GetDevicelnfo operation. For morerimfation, refer to
[MTP].

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Error! Not a valid bookmark self-reference.



OMA-TS-DRM-DRM-V2_1-20080805-C

Page 222 (220)

20.5.1.1.1.1.1.1Dataset

20.5.1.1.1.1.1.Field order

20.5.1.1.1.1.1.5ize

20.5.1.1.1.1.1 Batatype

MTPVendorExtensionDesc

Varies

“openmobilealliance.org/drmv

o

K.3.2

Table 24: OMA DRM MTP Vendor Extension Identification

Extension Object Properties Summary

The object properties included in the OMA DRM vendgtension are:

« OMA_DRM_Statusvhich identifies whether an object is protecteddiyA DRM 2.x (or not).
« OMA_DRM_Rights_Objeethich may contain a Rights Object for a specifiedtent

Object Property Datacode

Object Property Name

O0xDA11l

OMA DRM Status

O0xDA12

OMA DRM Rights Object

K.3.3

Table 25: Extension Object Property Summary Table

OMA DRM Status Property
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Field name Field Size Datatype Value

order (bytes)
PropertyCode 1 2 UINT16 OxDA11
Datatype 2 2 UINT16 0x0004 (UINT16)
Get/Set 3 1 UINTS8 0x01 (GET/SET)
DefaultValue 4 0x0000
GroupCode 5 4 UINT32 Device-defined
FormFlag 6 1 UINT8 0x02 Enumeration form
Description:

following initial values:

This object property identifies whether an objsgbiotected by OMA DRM 2.x. It may contain the

0x0000: This object is not protected (clear) by ®BIRM 2.x.
0x0001: This object is protected by OMA DRM 2.x.

Whenever this property contains a non-zero vaheyalue of the native MTP DRM_Status (0xDC9D)
must also contain a non-zero value, indicatingttiaitors which do not support OMA DRM 2.0 that the
object may be constrained in its use.

Table 26: OMA DRM Status Object Property in MTP
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K.3.4 OMA DRM Rights Object

Field name Field Size Datatype Value

order (bytes)
PropertyCode 1 2 UINT16 OxDA12
Datatype 2 2 UINT16 0x4002 (AUINTS)
Get/Set 3 1 UINT8 0x01 (GET/SET)
DefaultValue 4 0x00000000 (Emtpy Array)
GroupCode 5 4 UINT32 Device-defined
FormFlag 6 1 UINTS8 0x06 ByteArray form
Description:

This object property is a byte array which containslid OMA DRM 2.x Protected Rights Object (see
section 5.3.9. The Rights Object is intended tofe that grants rights to use this content.

NOTE: Rights Objects may me transferred with th®EF within the Mutable DRM Information Box.
However, OMA DRM 2.x permits Rights Object to berstd out side of the (P)DCF on the device (e.qg.
Parent RO, stored in a .oro file). This propertgwat transferring such Rights Object separated fitoen
(P)DCF.

D

Table 27: OMA DRM Rights Object in MTP

K.4 Additional information

K.4.1 Multiple OMA DRM Containers

In the case of DCFs containing multiple OMA DRM tainers (see [DRMCF-v2 section 6.4]), the MTP objatented
approach does not fit very well. This specificatienommends that only the first container shouldeatified as the object
to transfer via MTP. Secondary OMA DRM Containei ke transferred transparently via MTP.

K.4.2 ROAP over MTP

This specification does not define an implementatbROAP over MTP. OMA DRM 2.x Devices are reconmued to
obtain rights via the normal methods defined in OMRM 2.x.
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