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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2011 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope

The scope of this document is limited to the EnaBlelease Definition of Digital Rights Managemerit according to OMA
Release process and the Enabler Release speofifitaseline listed in section 5.
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2. References

2.1 Normative References

[TOPPROC] “OMA Interoperability Policy and Process”, Versiaril0, Open Mobile Alliance™,
OMA-IOP-Process-V1_10,
URL:http://www.openmobilealliance.org/

[DRMREQ-v2.1] “OMA DRM Requirements”, Version 2.1, Open Mobileliahce™, OMA-DRM-REQ-V2_1,
URL:http://www.openmobilealliance.org/

[DRM-v2.1.1] “OMA Digital Rights Management”, Version 2.1, Opkfobile Alliance™, OMA-TS-DRM-
DRM-V2_1.1,
URL.:http://www.openmobilealliance.org/

[DRMCF-v2.1] “ OMA DRM Content Format” Version 2.1. Open Mobidliance™, OMA-TS-DRM-DCF-
V2_1,
URL:http://www.openmobilealliance.org/

[DRMREL-v2.1.1] “OMA DRM Rights Expression Language”, Version 2,10pen Mobile Alliancg”", OMA-
TS-DRM-REL-V2_1.1,
URL:http://www.openmobilealliance.org/

[DRMERELD-v2.1] “Enabler Release Definition for DRM”, Version 2@pen Mobile Allianc”, OMA-DRM-
ERELD-V2_1,
URL:http://www.openmobilealliance.org/

[DRMROAPXSD-v2.1] “OMA Right Object Acquisition Protocol (ROAP) XMLc&ema” Version 2.1, Open Mobile
Alliance™, OMA-DRM-ROAP-V2_1,
URL:http://www.openmobilealliance.org/

2.2 Informative References

[DRMARCH-v2.1] “OMA DRM Architecture” Version 2.1, Open Mobile Adincé", OMA-AD-DRM-V2_1,
URL:http://www.openmobilealliance.org/
[DRMETR-v2.1] “Enabler Test Requirements for DRM V2.1”, Versiai,20pen Mobile Alliancg”,

OMA-DRM-ETR-V2_1,
URL.:http://www.openmobilealliance.org/

[DRMDTD-v2.1.2] “DRM Rights Expression Language ", Version 2.1.pe® Mobile Alliancé", OMA-SUP-
DTD_DRM_REL-V2_1_2,
URL:http://www.openmobilealliance.org/

Note: this file is for convenience provided in #@abler package

[DRMXSD-v2.1] “OMA Data Dictionary XML Schema”, Version 2.1, Op#tobile Alliance™, OMA-SUP-
XSD_DRM_RELODD-V2_1,
URL:http://www.openmobilealliance.org/

Note: this file is for convenience provided in #mabler package
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exhiéghdicated to be
informative.

The formal notation convention used in sectiona@@to formally express the structure and intedegdlendencies between
specifications in the Enabler Release specificabaseline is detailed in [IOPPROC].

3.2 Definitions

Enabler Release Collection of specifications that combined togetftem an enabler for a service area, e.g. a dowhloa
enabler, a browsing enabler, a messaging enalliezation enabler, etc. The specifications thatffanaming
an enabler should combined fulfil a number of edatarket requirements.

Minimum Description of the guaranteed features and funatigrthat will be enabled by implementing the minim
Functionality mandatory part of the Enabler Release
Description

3.3 Abbreviations

DCF DRM Content Format

DRM Digital Rights Management

DTD Document Type Definition

ERDEF Enabler Requirement Definition
ERELD Enabler Release Definition

HTTP HyperText Transfer Protocol

IMSI International Mobile Subscriber Identity
MAC Message Authentication Code
OBEX IrDA Object Exchange Protocol
OCsP Online Certificate Status Protocol
OMA Open Mobile Alliance

PDCF Packetized DRM Content Format
PDU Protocol Data Unit

PK1 Public Key Infrastructure

REL Rights Expression Language

RI Rights Issuer

RO Rights Object

ROAP Rights Object Acquisition Protocol
WIM Wireless Identity Module

XML eXtensible Markup Language

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Release Version Overview

This document outlines the Enabler Release Deafimitbor DRM V2.1 and the respective conformance ireguents for
clients and servers implementing claiming complettcit as defined by Open Mobile Alliance acrdss $pecification
baseline.

OMA “Digital Rights Management” (DRM) enables thistdbution and consumption of digital content isantrolled
manner by enabling Content Issuers to distributé/DFbntent and Rights Issuers to issue Rights Ofjectthe DRM
Content.

The OMA DRM system is independent of the media afigrmats and the given operating system or ronetenvironment.
The media objects controlled by the DRM systemudelbut are not limited to: games, ring tones, ghahusic clips, video
clips, streaming media, etc. A content provider geant appropriate permissions to the user for edthese media objects.

The Protected Content can be delivered to the Bdwcany means (over the air, LAN/WLAN, local coaotisty,
removable media, etc.). It is possible to deliveat&cted Content and the associated Rights Olggetttier, but it is also
possible to send them separately. The system daesply any order or “bundling” of these two objgc

It is not within the scope of the DRM system to &g the specific payment methods employed by ipletRIssuers.

4.1 Version 1.0 Functionality

The OMA DRM v1.0 specification provides some fumdgntal building blocks for a DRM system without
addressing the complete security necessary fobastpend-to-end DRM system that takes into accthnheed
for secure distribution, authentication of Devicesjocation and other aspects.

The most important OMA DRM v1.0 functionality isted below:

Forward Lock to prevent forwarding of content ifidered in a DRM Message,;

Support for the “Content-Transfer-Encoding” andt@ent-ID” headers in the DRM Message;
Support for the combined delivery of rights andteoiy

Support for separate delivery of rights and contectuding superdistribution of said content;
Control of content usage based on the specifiddgignd constraints.

ANANENENEN

4.2 Version 2.0 Functionality

The main differences between OMA DRM v1.0 and OMRND V2.0 are significantly improved security and
functionality. Improved security is for example ashed by providing bilateral authorization betwdights
Issuer and Device, based on PKI certificates ancoofidentiality and integrity protecting Rights @tts.
Improved functionality and usability is for examglehieved by providing preview functions, mecharsisor
sharing of content within a registered communitygle¥ices, called a domain, and by enabling deviédsout a
wide-area network connection (unconnected devimegarticipate in the system, and consume DRM Gunte

The OMA DRM v2.0 specification enables content jilevs to grant permissions for media objects tieéind
how they should be consumed. A content providergrant appropriate permissions to the user for eathese
media objects. A Rights Object is bound to a Deyviry protecting it with the device public key,torsmall
domains of devices, by protecting it with a domliey. The content is distributed with cryptograppiiotection;
hence, the DRM Content is not usable without tle®eiated Rights Object on a Device. Given this,fact
fundamentally, the users are purchasing permisgonsodied in Rights Objects and the Rights Objeetd to
be handled in a secure and un-compromising manner.

OMA DRM v2.0 contains a set of technical specifizas, in particular:

- The REL specification defining the Rights Expresdi@nguage that is used to construct the Rights
Objects.

- The DCF specification defining the DRM Content Fatm

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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- The DRM specification defining the format and setitanof the cryptographic protocol, messages,
processing instructions and certificate profilegmable an end-to-end system for DRM protected
content distribution.

4.2.1 Version 2.0.1 Functionality

The most important changes introduced in DRM v2darhpared with DRM v2.0 are summarized in the
sections 4.2.1 of the DRM, DCF and REL Specificatiln the DRM 2.0.1 ERP. These changes are coesider
to require special consideration in implementatidany of the identified changes are bug fixes whictot
implemented correctly may result in interoperapifitoblems between conformant and non-conformaviceds.
Companies with existing DRM 2.0 implementationsidtidake careful consideration of these changes.

4.3 Version 2.1 Functionality

OMA DRM v2.1 has been developed as a result of etddedback. The main differences between OMA DRM
v2.0 and OMA DRM v2.1 are the addition of seveesdtfires on top of OMA DRM v2.0, including:

- Metering, primarily intended for information gatheg. By means of metering, actual content usage
information can be provided to Rights Issuers,ghgrenabling royalty collection based on actuabasa
of content.

- Content differentiation, defining a mechanism tatcol how content can be consumed. For example,
this mechanism can prevent that a music tracked as ringtone.

- RO installation confirmation.

- Additional metadata, such as artist, title and genr

- Support for user editable metadata, in additioooimtent issuer defined metadata.

- Abinary format for ROAP triggers to improve comnation efficiency.

- New domain property (noConsumeAfter) to simplifgrtiporary sharing” business models

- RO upload functionality to enable users to uploéghi from their old device to a Rights Issuerfsat t
these Rights can be downloaded to their new device.

- Improved extensibility for future versions.

The DRM 2.1 features have minimum impact on the DRMarchitecture and are defined in a DRM 2.0 bhach
compatible manner.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Document Listing for DRM 2.1.2

This section is normative.

Doc Ref

Permanent Document Referen|

Description

Requirement Document

[DRMREQ-v2.1]

OMA-RD-DRM-V2_1-20081014-
A

Defines the requirements for the DRM 2.1 speciforet

Architecture Document

[DRMARCH-v2.1]

OMA-AD-DRM-V2_1-20081014-
A

Defines the overall architecture for DRM 2.1 indhglinformative
descriptions of the technologies and their uses

Technical Specifications

[DRM-v2.1.1]

OMA-TS-DRM-DRM-V2_1_1-
20100406-A

Defines the the format and semantics of the cryjagigjc protocol,
messages, processing instructions and certificaféqs , including
the Rights Object Acquisition Protocol (ROAP) megss the
domains functionality , transport mappings for RQARding rights
to user identities, exporting to other DRMs, metgrinstallation
confirmation, the binary encoding for ROAP triggeR®© upload
functionality, the certificate profiles, and apmaliion to other
services

[DRMREL-v2.1.1]

OMA-TS-DRM_REL-V2_1_1-
20110531-A

Defines the rights expression language used taidesthe
permissions and constraints governing the usa@Rdf protected
media objects including additions to support matgand content
differentiation.

Note: in the enabler package, this document israpemied by the
informative support files [DRMDTD-v2.1.2] and [DRM3D-v2.1]

[DRMDCF-v2.1]

OMA-TS-DRM-DCF-V2_1-
20081014-A

Defines the content format for DRM protected (epted) media
objects.

Supporting Files

[DRMROAPXSD-v2.1]

OMA-SUP-XSD_DRM_ROAP-
V2_1-20081014-A

Defines the ROAP XML schema

Working file in Schema directory:
file: drm_roap-v1_1.xsd
path:http://www.openmobilealliance.org/tech/profiles/

[DRMRELDTD-v2.1.2]

OMA-SUP-DTD_DRM_REL-
V2_1_2-20110531-A

DTD for the Rights Expression Language as defind®@RMREL-
v2.1.1].

Working file in DTD directory:
file:  drm_rel_dtd-v2_1.dtd
path: http://www.openmobilealliance.org/tech/dtd/

[DRMRELXSD-v2.1]

OMA-SUP-XSD_DRM_REL-
V2_1-20081014-A

Defines the ODRL Mobile profile Expression Langage.

Working file in Schema directory:
file:  drm_rel_ex-v2_1.xsd
http://www.openmobilealliance.org/tech/profiles

[DRMRELDDXSD-v2.1]

OMA-SUP-XSD_DRM_RELDD-
V2_1-20081014-A

Defines the ODLR Mobile profile Data Dictionary

Working file in Schema directory:
file:  drm_rel_dd-v2_1.xsd
http://www.openmobilealliance.org/tech/profiles

[DRMRELODDXSD-v2.1]

OMA-SUP-XSD_DRM_RELODD-
V2_1-20081014-A

Defined the OMA Data Dictionary

Working file in Schema directory:
file:  drm_rel_odd-v2_1.xsd
http://www.openmobilealliance.org/tech/profiles

Table 1: Listing of Documentsin DRM 2.1.2 Enabler

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Minimum Functionality Description for DRM

This section is informative.

There exist two different types of OMA DRM 2.1 clte: Unconnected Devices and Connected Devices (@@finition, see
[DRM-v2.1.1], section 3.2.). The minimum mandatokhgnt functionality for the DRM specifications indes:

1. For Unconnected and Connected Devices:
* ROAP schema parsing and processing
» Storage of Rl context information
» Certain hash, MAC, Signature, and Key Wrapping aigms
»  Certificate checking including OCSP response véitita
* Key management
* The DCF and RO formats, including RO (REL) fieldpessing permissions and constraints
» Replay Protection for ROs
» DCEF integrity protection
» Content Differentiation
» User Editable Metadata
* RO Installation Confirmation
e Binary encoding for ROAP Triggers
2. For Connected Devices the functionality aboveeurl. and additionally
e DRM Time and DRM Time synchronisation
e Support for connectivity to Rights Issuers
 HTTP Transport Mapping
»  Capability signalling
» Transaction Tracking
* Metering
3. For Unconnected Devices the functionality abaewder 1. and additionally
»  Support for utilizing connectivity provided by arswected device, for example via OBEX
4. For Unconnected Devices that support DRM Tineeftimctionality above under 3. and additionally

* Metering

The DRM specifications also define the followingiopal client functionality:

 Domains

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Export to other DRMs
PDCF

IMSI and WIM binding
RO Upload

The minimum mandatory server functionality for hBM specifications includes:

ROAP schema parsing and processing

Certificate processing, including OCSP validation

The ROAP protocol PDUs

ROAP Trigger support

Certain hash, MAC, Signature, and Key Wrapping digms
Key management

The RO format, including RO fields expressing mipissions and constraints
Parent Rights Objects

Domains

Transaction Tracking

Metering

Content Differentiation

User Editable Metadata

RO Installation Confirmation

The DRM specifications also define the followingiopal server functionality:

Hash Chain support for Domain Key Generation
RO Upload

Binary encoding for ROAP Triggers

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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7. Conformance Requirements Notation Details

This section is informative

The tables in following chapters use the followmaation:
Item: Entry in this column MUST be a valid Scritem acéogpto [[OPPROC].
Feature/Application: Entry in this column SHOULD be a short descriptiaiel to thd tem in question.
Status: Entry in this column MUST accurately reflect theldtectural status of theem in question.
¢« M means thétem is mandatory for the class
¢« O means thétem is optional for the class

* NA means thétem is not applicable for the class

Requirement: Expression in the column MUST be a valid TerminglEssion according to [[OPPROC] and it MUST
accurately reflect the architectural requiremerthef tem in question.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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8. ERDEF for DRM - Client Requirements

This section is normative.
Table2: ERDEF for DRM Client-side Requirements

Item Feature/ Application Status Requirement
OMA-ERDEF-DRMv2.1-C- DRM 2.1 Client M OMA-ERDEF-DRMv2.1-C-002
001 OR

OMA-ERDEF-DRMv2.1-C-003
OMA-ERDEF-DRMv2.1-C- Connected Device @] DRM-v2.1:MCF AND
002 DRM-CLI-CMN-024 AND

DRM-CLI-CD-053 AND
DRM-CLI-CD-054 AND
DRM-CLI-CD-057 AND
DRM-CLI-CD-058 AND
DRM-CLI-CD-061 AND
DRM-CLI-CD-062 AND
DRM-CLI-CD-063 AND
DRM-CLI-CD-069 AND
DRM-CLI-CMN-071 AND
DRM-CLI-CMN-072 AND
DRM-CLI-CMN-073 AND
DRM-CLI-CMN-074 AND
DRMREL-v2.1:MCF AND
DRM-REL-GEN-C-018 AND
DRM-REL-GEN-C-019 AND
DRM-REL-GEN-C-020 AND
DRM-REL-GEN-C-021 AND
DRM-REL-GEN-C-022 AND
DRM-REL-GEN-C-023 AND
DRMCF-v2.1:MCF

OMA-ERDEF-DRMv2.1-C- Unconnected Device (0] DRM-v2.1:MCF AND
003 DRM-CLI-CMN-015 AND
DRM-CLI-UD-065 AND
DRM-CLI-UD-066 AND
DRM-CLI-UD-067 AND
DRM-CLI-UD-068 AND
DRMREL-v2.1:MCF AND
DRMCF-v2.1:MCF

Note: A DRM 2.1 client is either a Connected Deyiwégh mandatory requirements as stated in therskoow, or an
Unconnected Device, with mandatory requirementstated in the third row.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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9. ERDEF for DRM - Server Requirements

This section is normative.

Table 3: ERDEF for DRM Server-side Requirements

Iltem

Feature/ Application

Status

Requirement

OMA-ERDEF-DRMv2.1-S-001

DRM 2.1 Server

M

DRM-v2.13% AND
DRMREL-v2.1:MSF

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
OMA-ERELD-DRM-V2_1-20081014-A 10 Oct 2008 Statusnged to Approved by TP
ref# OMA-TP-2008-0382-INP_DRM_V2_1_ERP_for_Finapproval
OMA- ERELD-DRM -V2_1_1-20100406-A 06 Avr 2010 Statchanged to Approved by TP

reffOMA-TP-2010-0135-INP_DRM_V2_1_1 ERP_for_Candidate approval

OMA- ERELD-DRM -V2_1 2-20110531-A 31 May 2011 Statthanged to Approved by TP
ref#fOMA-TP-2011-0181-INP_DRM_V2_1 2_ERP_for_notificatio
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