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1. Scope

The scope of OMA Digital Rights Management” is to enable the controlled consumption of digiteedia objects by
allowing content providers the ability, for exampie manage previews of DRM Content, to enable sligteibution of
DRM Content, and to enable transfer of content betwDRM Agents. The OMA DRM specifications providechanisms
for secure authentication of trusted DRM Agentsl for secure packaging and transfer of usage ragtdsDRM Content to
trusted DRM Agents.
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3. Terminology and Conventions

3.1

Conventions

This is an informative document, which is not irded to provide testable requirements to implememsit

3.2

Advertisement

Advertisement Impression
Data

Actor

Backup/Remote Storage

Billing Service Provider
Composite Object
Connected Device

Content
Content Issuer
Content Provider

Device

DRM Agent
DRM Content

DRM Time
Enforced Advertising

Functional Entity
Integrity

Media Object

Metering Information
Network Service Provider
Network Store

OMA DRM Conformant
Device

Permission

Restore

Definitions

Media Object of advertisement nature (e.g. videoroercial) which is treated and processed equaltig¢o
general Media Objects as defined by this spetifinaEssentially, Advertisement is consumed aciogrtb a
set of Permissions in a Rights Object, i.e. iejsresented as DRM Content in the scope of OMA DRM.

Information about the completed advertisement comion by the user (e.g., number of advertisement
playout).

An actor is an external entity that carries out eeses.

Transferring Rights Objects and Content Objectntather location with the intention of transferrthgm
back to the original Device.

The entity responsible for collecting payment frardser.
A Media Object that contains one or more Media ©tsjey means of inclusion.

A Connected Device is a Device that is capableretty connecting to a Rights Issuer using an appate
protocol over an appropriate wide area transpdw/ork layer interface. E.g., HTTP over TCP-IP.

One or more Media Objects

The entity making content available to the DRM Agen
An entity that is either a Content Issuer or a Ridhsuer.
A Device is user equipment with a DRM Agent.

In the case where functionality is specific to eftiConnected Devices or Unconnected Devices thécéxp
terminology (i.e. Unconnected Device or ConnectediBe) will be used, in all other cases the termiée
generically applies to both Connected Devices andodnected Devices.

The entity in the Device that manages PermissionMedia Objects on the Device.
Media Objects that are consumed according to af§@ermissions in a Rights Object.
A secure, non-user changeable time source. The DRM is in the UTC time format.

The mechanism on advertisement content to be esddr rendering according to the rules contaimeB®
or DCF.

Internal building block of the architecture.

The property that data has not been altered orajest in an unauthorized manner. (ISO 7498-2)
A digital work e.g. a ringing tone, a screen sasefava game or a Composite Object.

The information that is recorded for purposes oféviag

The entity providing network connectivity for a nigbDevice.

An entity remote to the Device and controlled tseavice provider which can store DRM Content and
encrypted Rights Objects on behalf of a DeviceBfackup.

A Device that will work interoperably with other OMDRM Conformant Devices and some or all of the
following; Billing Service Providers, Content Prders and Network Service Providers. It will alsalele
DRM Content on the Device only if the Device possssa valid Rights Object for that instance of DRM
Content and only according to the Permissions édfin the Rights Object for that instance of DRiVh@&mt.

Actual usages or activities allowed (by the Rigstsier) over DRM Content (From [ODRL 1.1])

Transferring the DRM Content and/or Rights Objéaisn an external location back to the Device frohick
they were backed up.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Revoke
Rights I ssuer
Rights Obj ect
Superdistribution

Transfer

Unconnected Device

User

Process of declaring a Device or Rights Issueffioate as invalid.
An entity that issues Rights Objects to OMA DRM @&wmant Devices.
A collection of Permissions and other attributesolfare linked to DRM Content.

A mechanism that (1) allows a User to distributeMDRontent to other Devices through potentially mse
channels and (2) enables the User of that Deviobtain a Rights Object for the superdistributedVDR
Content.

To relocate DRM Content or a Rights Object from pteee to another.

An Unconnected Device is a Device that is capabt®onecting to a Rights Issuer via a Connecteddgev
using an appropriate protocol over a local conmiggtiechnology. E.g. OBEX over IrDA, Bluetooth DISB.
An Unconnected Device may support DRM Time.

The human user of a Device. The User does notsearly own the Device.

3.3 Abbreviations

3GPP
CD
CEK
DCF
DRM
DVvD
HTTP
1SO
LAN
MMS
MP3
MPEG
OMA
(O
PC
PDA
PKI
REK
RFC
RI
RO

SIM
SMS
ul
URI

3rd Generation Partnership Project
Compact Disc

Content Encryption Key

DRM Content Format

Digital Rights Management

Digital Versatile Disc

HyperText Transfer Protocol
International Organization for Standardization
Local Area Network

Multimedia Messaging Service
MPEG audio layer 3; coding scheme for audio congioes
Motion Picture Expert Group

Open Mobile Alliance

Operating System

Personal Computer

Personal Digital Assistant

Public Key Infrastructure

Rights Encryption Key

Request For Comments

Rights Issuer

Rights Object

Static Conformance Requirement
Subscriber Identity Module

Short Messaging Service

User Interface

Uniform Resource Indicator
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4. Introduction

The role of DRM in distribution of content is toabte business models whereby the consumption andfumntent is
controlled. As such, DRM extends beyond the physielivery of content into managing the contergdifcle. When a user
buys content, she may agree to certain constrafotsexample by choosing between a free previessiga or a full version
at cost, or she may agree to pay a monthly fee. RR&vs this choice to be translated into permissiand constraints,
which are then enforced when the user accessesthent.

4.1 Actors and Functional Entities

An actor is defined here as an external entity lvea in carrying out use cases. There exist a latgaber of possible actors
in a DRM system. Examples range from content owrgenstent developers and content distributorsnetavork service
providers and billing service providers, to mantdiaers of network equipment and devices, and fir@hsumers of
content. Depending on deployment scenario, diffesetors can play different roles in the system.

In the OMA DRM architecture, functional entitiesarsed to embody specific roles in the DRM sysfEnis makes it
possible to decompose the tasks involved in digigits management, separately from what actofepereach task in a
certain deployment.

The functional entities are logical and need nptesent physical network nodes (servers, etc). dipg on configuration,
different functional entities may be implementedihg same or different physical nodes, and be ¢getay the same or
different actors. Different deployments may incagie some or all of the functional entities depegdin the required
functionality in each deployment setting.

From the point of view of digital rights managemehe following functional entities have been idfied in the
architecture:

« DRM Agent

A DRM Agent embodies a trusted entity in a DeviEkis trusted entity is responsible for enforcingnpissions and
constraints associated with DRM Content, contrgliiccess to DRM Content, etc.

 Content Issuer

The content issuer is an entity that delivers DRdhi€nt. OMA DRM defines the format of DRM Content
delivered to DRM Agents, and the way DRM Contemt ba transported from a content issuer to a DRMnAge
using different transport mechanisms. The conttdr may do the actual packaging of DRM Conteatfitor it
may receive pre-packaged content from some othereo

* Rights Issuer

The Rights Issuer is an entity that assigns pefarissaand constraints to DRM Content, and genelRigists

Objects. A Rights Object is an XML document expiegpermissions and constraints associated witle@emf

DRM Content. Rights Objects govern how DRM Contealy be used — DRM Content cannot be used without an
associated Rights Object, and may only be usedexsfied by the Rights Object.

In DRM 2.2, Rights Issuer can assign permissiomscamstraints to the DRM Content based on the sefeof
Advertisements. Accessing such DRM content wilieggly require mandatory play out of the Advertisants as
specified in the associated Rights Object. Rigégsiér can also collect Metering Information of Atvertisements
played out in order to support various advertisarb@sed subscription models.

Note that the Rl implementing Advertisement managrfunctionality may be different from the RI mgirey
Rights for normal DRM Content.

e User

A user is the human user of DRM Content. Usersocdy access DRM Content through a DRM Agent.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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» Off-device Storage

DRM Content is inherently secure, and may be stbyedsers off-device - for example in a networkasta PC, on
removable media or similar. This may be used fakbp purposes, to free up memory in a Device, anohs
Similarly, Rights Objects that only contain stassl@ermissions may be stored off-device.

4.2 Functional Architecture

DRM System ¢ 7 ‘.,
Sy ,b§\ i c,‘ \ /}ﬁ?};
Content Rights Content
| ssuer Issuer Provider
Pr otected .
Content
Rights
Object

Network Store
ARy

S e E; ~;,
&7 ‘\ .
removable ﬁ k\ \> \\ &\\ﬁ’/
media DRM Agent @:
Protected Other DRM User

Content Protected Agents
Content

Figure 1. Functional architecture.

Before content is delivered, it is packaged togxbit from unauthorized access. A content issebvers DRM Content and
Advertisement; the Advertisement can be deliveréd mormal DRM Content together or separately. Adgertisements
are played out before, in between or as part afegng the normal DRM Content. A rights issuereyates a Rights Object.
The content issuer and rights issuer embody ralésd system. Depending on deployment they maydéded by the
same or different actors, and implemented by theesar different network nodes. For example, in degloyment, content
owners may pre-package DRM Content, which is thistilduted by a content distributor acting as bathtent issuer and
rights issuer.

A Rights Object governs how DRM Content may be u#teéd an XML document specifying permissions aoedstraints
associated with a piece of DRM Content. DRM Contaminot be used without an associated Rights Qlgadtmay only be
used according to the permissions and constrgiesified in a Rights Object.

OMA DRM makes a logical separation of DRM Conteaoni Rights Objects. DRM Content and Rights Objetdy be
requested separately or together, and they maglbeeted separately or at the same time. For exanapliser can select a
piece of content, pay for it, and receive DRM Canhend a Rights Object in the same transactiorerldtthe Rights Object
expires, the user can go back and acquire a nelatdR@pject, without having to download the DRM Garitagain.

Rights Objects associated with DRM Content haveetenforced at the point of consumption. This isleied in the OMA
DRM specifications by the introduction of a DRM AdeThe DRM Agent embodies a trusted component@évce,
responsible for enforcing permissions and condsdor DRM Content on the Device, controlling acce&s DRM Content
on the Device, and so on.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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A Rights Object is cryptographically bound to adfie DRM Agent, so only that DRM Agent can accés®RM Content
can only be accessed with a valid Rights Objeat,sancan be freely distributed. This enables, fangple,
superdistribution, as users can freely pass DRM&trbetween them. To access DRM Content on theDexice, a new
Rights Object has to be requested and deliveradX®M Agent on that Device.

If Rights Issuers support it, a Rights Object mptianally be bound to a group of DRM Agents. Tliknown in the OMA
DRM specifications as a Domain. DRM Content andhiRig)bjects distributed to a domain can be shandchacessed off-
line on all DRM Agents belonging to that domainr Egample, a user may purchase DRM Content fooadgoth her
phone and her PDA.

The OMA DRM specifications define the format and firotection mechanism for DRM Content, the for(eapression
language) and the protection mechanism for thetRi@hject, and the security model for managemeehofyption keys.
The OMA DRM specifications also define how DRM Cemitand Rights Objects may be transported to Dsuiseng a
range of transport mechanisms, including pull (HTPUM, OMA Download), push (WAP Push, MMS) and atreéng. Any
interaction between network entities, e.g. betwRmghts Issuer and Content Issuer, is out of scope.

The DRM Agent is applicable on the PC, Mobile obl@aerminals. And the DRM Content can be of vasitypes of
formats in the applications.

4.2.1  Architecture Diagram

Figure 2 shows the Architecture Diagram of OMA DRRIX

Rights Content
Issuer Issuer
Y ~
DRM-1

. R |
DRM | ___| DRM | ,; Removable !
Agent Agent ! Media |
L |

Legend

|:| components specified by this enabler

| i components not specified by this enabler

Interf . - .
Intertace name interface specified by this enabler

Interface name | e .
7777777 * interface not specified by this enabler

Figure 2: Architecture Diagram
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4272 Interfaces

4.2.2.1 DRM-1

The DRM-1 interface is used to extend the Righte€@ibAcquisition Protocol (ROAP) as specified in @GNDRM v2.2
specifications. The ROAP is the common name farite ©f DRM security protocols between a RightsiésgRI) and a
DRM Agent in a Device.
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5. Trust and Security Model

The fundamental challenge facing any DRM soluteohaw to ensure that permissions and constraistscaged with DRM
Content are enforced. The main threat comes froaotinorized access to DRM Content beyond whatpsiistied by the
associated Rights Objects, or creation of illegglies and redistribution of valuable content suimasic and games.

Rights Objects and DRM protection are enforcedhatoint of consumption. This is modelled in the ®BMRM
specifications by the introduction of a DRM Agefihe DRM Agent embodies a trusted environment withiich DRM
Content can be securely consumed. Its role isfarem permissions and constraints and to controésseto DRM Content.

5.1 Overview

The basic steps for distributing DRM Content castimmarized as follows:

1. Content packagingContent is packaged in a secure content contdd@F). DRM Content is encrypted with a
symmetric content encryption key (CEK). Content barpre-packaged, i.e. content packaging doesaweat to
happen on the fly. OMA DRM 2.2 DCF also definegafite for MPEG-2 Transport Stream (see [MPEG2-TS])
protection.

2. DRM Agent authenticatiorAll DRM Agents have a unique private/public keyrgand a certificate. The certificate
includes additional information, such as maker,cketype, software version, serial numbers, etés @lows the
content and rights issuers to securely authente&BM Agent. Any privacy aspects with releasingrsu
information are addressed in the technical spextifios.

3. Rights Object generatior Rights Object is an XML document, expressingpkemissions and constraints
associated with the content. The Rights Object etsttains the CEK — this ensures that DRM Contanhot be
used without an associated Rights Object.

4. Rights Object protectiorBefore delivering the Rights Object, sensitivetpare encrypted (e.g. the CEK), and the
Rights Object is then cryptographically bound te thrget DRM Agent. This ensures that only thegbRRRM
Agent can access the Rights Object and thus the @RMent

In addition, the RI digitally signs the RO or thessage that delivers the RO.

5. Delivery: The RO and DCF can now be delivered to the tddgél Agent. Since both are inherently secure, they
can be delivered using any transport mechanismKa.gP/WSP, WAP Push, MMS). They can be delivered
together, e.g. in a MIME multipart response, oiytban be delivered separately.

5.2 Trust Model

The DRM Agent has to be trusted by the rights isdueth in terms of correct behaviour and in teoha secure
implementation. In OMA DRM, each DRM Agent is preigined with a unique key pair, and an associatddicate,
identifying the DRM Agent and certifying the bindibetween the agent and this key pair. This allogigs issuers to
securely authenticate the DRM Agent using stanBidprocedures.

The information in the certificate enables the Rgksuer to apply a policy based on its busingles rthe value of its
content, etc. For example, a rights issuer may treidain manufacturers, or it may keep an updégedf DRM Agents that
are known to be good or bad according to somerieritiefined by the rights issuer. It is also possfbr a group of
stakeholders to establish a joint authority ideimij trusted DRM Agents, with legally binding corigpice rules.

Revocation in this model amounts to not distribgitiontent any more to DRM Agents that are no lomgasidered trusted.
What constitutes a trusted DRM Agent depends ompdiiey and business model of rights issuers. kanele, if a hack or
a fault compromises a whole class of Devices, latsigssuer may decide to stop distributing new eonto all Devices of
that type or class. This is a worst-case scenatithe other end of the spectrum, maybe therekisoavn bug in Devices of a
certain type, but the risk of content leaking istigely small. In such cases, content and righ¢sérs may choose to
continue to deliver content to existing Deviceg] arstead let manufacturers correct the problenfstime versions. Either
way, the secure mechanism for authenticating DRMMg enables rights issuers to enforce such pslicie
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5.3 Content Protection

The DRM Content Format (DCF) is a secure conteck@ge for encrypted content, with its own MIME camtttype. In
addition to the encrypted content it contains addél information, such as content descriptiondiodl content type,
vendor, version, etc.), rights issuer URI (a lomativhere a Rights Object may be obtained), anchsdlais additional
information is not encrypted and may be preserddtieé user before a Rights Object is retrieved.

Since a DCF is inherently secure, it can be trariegaising any transport protocol, e.g. in an HT&@$ponse or in an MMS
message. It can be stored for back-up on any Kistboage, e.g. removable media or a networkedltRan be copied and
sent to another DRM Agent, where a Rights Objedt beaacquired for use on the receiving Device (sdiptibution).

The content encryption key needed to unlock DRMtEahinside a DCF is contained within a Rights @bj&hus it is not
possible to access DRM Content without a Rightse€@bPDRM Content can only be used as specifiedRights Object.

OMA DRM includes a mechanism allowing a DRM Agemtverify the integrity of a DCF, protecting againsbdification
of the content by some unauthorized entity.

5.4 Rights Object

Rights Objects are used to specify consumptiorsfideDRM Content. The Rights Expression Langudjel() defined by
OMA DRM specifies the syntax (XML) and semanticgpefmissions and constraints governing the usa@Rdi Content.
An instance of a rights document is called a Righitgect, and has its own MIME content type.

Rights Objects are made up of permissions (e.g, gdiaplay and execute) and constraints (e.g. faag month, display ten
times) and requirements (e.g. play Advertisemestigpm metering, etc) — see [DRMREL-v2.2]. Rightlsj€xts may also
include constraints that require a certain usegr(igentity) to be present when the content is ushdse permissions and
constraints, along with other information embodiethe Rights Object, (e.g. copyright informationay be presented to the
user. The Rights Object also governs access to [@RMent by including the content encryption key KGE

A single Rights Object may be associated with rpldtpieces of DRM Content. Further, it is possiblassign different
permissions to differertontent objects that are contained in one DCF {pautt DCF).

Conversely, a single piece of DRM Content may ls®eiated with multiple Rights Objects. If there areltiple Rights
Objects associated with a piece of DRM Contenth éights Object is treated individually — Rightsj&tis are not
combined. This means that at any one time, thegelmanore than one Rights Object whose constraigtsatisfied. When
this is the case, the DRM Agent selects one toreafd his selection may be made automatically ByDRM Agent based
on some selection criteria, e.g. picking the leastrictive Rights Object, or it may be done basediser interaction.

5.5 Rights Object Protection

A Rights Object is protected using a rights endoypkey (REK). The REK is used to encrypt sensipeets of the Rights
Object, such as the CEK. In addition, the RO omttessage that delivers the RO is digitally signgthle RI.

During delivery, the REK is cryptographically boutadthe target DRM Agent. In this way only the &rRM Agent can
access the Rights Object, and thus the CEK.

Since a protected Rights Object is inherently sedtican be copied and stored off-device for bpgburposes. Stateful
permission requires maintenance of state by the ¥gkht, for example a limited number of plays. Rgg®bjects
containing such permissions cannot be copied oedtoff-device, if this would result in loss of tg@nformation - e.g.
current number of plays.
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5.6

Other Security Aspects

The building blocks described above address the segurity issues of protecting content and Righigects from
unauthorized access. In addition, OMA DRM addressesmber of other security aspects, including:

Rights Issuer Authentication

Rights issuers are required to authenticate themséb the DRM Agent during delivery of Rights Giige This
gives some level of assurance about the authgntitihe rights issuer.

Rights Object Replay Protection

An example of Rights Object replay would be if atermediary intercepts a Rights Object with a ledihumber of
plays during delivery to the DRM Agent. When thghtis run out on the DRM Agent, the intercepted Rigbbject
might be delivered again (replayed) from the intediary. OMA DRM prevents this and similar attackant
occurring.

DRM Time

Some constraints (absolute time constraints), dsasesome aspects of the delivery protocol foi&gObjects,
rely on the DRM Agent having a secure time soubdeM Time in the context of the OMA DRM specificati®
means accurate as well as not changeable by &ece users are not able to change the DRM Agerg;Tine
OMA DRM specifications provide mechanisms for thRND Time to be synchronized when necessary, e@Rif1
Time is lost after prolonged power failure. Duehe limited capabilities of some Unconnected Deyjice
Unconnected Device may not support a real timekcéoa therefore will not support DRM Time. WitHMA
DRM Connected Devices must support DRM Time.
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Appendix B. Flows (Informative)

B.1 Version 2.1

The DRM Trust Model required by this specificatisrbased on the Public Key Infrastructure (PKI)tHis model, typically,
there are groups of principals, verifiers and onmore authentication authorities recognized austéd by both. A single
entity can play both as a principal and a verifiepending on the needs of the solution being ataftee overall purpose of
the infrastructure is to enable a verifier to antleate the identity and other attributes of a gipal when they communicate
over an open, unsecured network. In such a sysygically, the verifier does not have to maintairyaensitive information
about the principals it interacts with, for the poges of authentication. In addition, the CA isdicgctly involved in
transactions between principal and the verifier.

The primary entities of the trust model as it is@fied in this specification are the CAs, Deviessl Rights Issuers. The
authentication and key transfer protocols develapedire Rights Issuer to be able to authentidateDtevice and the Device
to be able to authenticate the Rights Issuer. M@authentication is accomplished by the Rights ©bfecquisition Protocol
(ROAP).

* Itis assumed that Devices are provisioned (eihenanufacturing time or later) with Device puldiad private
keys and associated certificates signed by an appte CA. A Device manufacturer could be a CAtsglif in
order to sign the certificates.

» The Device can be provisioned with more than oméficate. Based on the certificate preferencesesged by the
Rights Issuer, the Device has to provide an apatgpcertificate.

» ltis also required that the Device stores thegta\keys in local storage with integrity and coefitiality protection.

* The Rights Issuers are also provided with publit private keys and certificates. The certificatesi be signed
by a CA. The certificate chain is presented toRkeice at the time of the authentication protoaottsat the Device
can validate the certificate path.

* There could be multiple CAs in this system. Thisdfication does not mandate a specific trust medeh as a
hierarchical trust model or a bridge trust modéle Exact nature of these trust models is left upeéanarketplace
decisions.

 The ROAP protocol also requires that the CA whosithe Rights Issuer certificates runs an OCSRoreigy for
use during the execution of the protocol.

» The CAs are also required to define the appropdattficate policies to govern the use of the ésbuaertificates.

Irrespective of the deployment configurations, Media Objects are packaged and delivered to usexgprotected and
controlled manner. The content issuer delivers D&htent from a portal to the Device. The Rightsi¢ssauthenticates the
Device and provides the necessary Rights Objedisaddhe content can be used. The DRM Agent othace

participates in the authentication protocol andlements the necessary security and trust elemertssthe Rights Objects
are utilized in a conforming manner.

The Rights Objects govern the usage of the DRM @urliy specifying the permissions and constraistseeeded. These
Rights Objects are also protected by encryptiot skiat only the target Devices obtain access t@RB Content.

Within the OMA DRM, the DRM Content and Rights Otifeare separate entities. But, they are logi@dbociated with
each other and this association is protected. TRl @ontent and Rights Objects can arrive at theiézew a number of
ways — over the air, through local connectivityptigh both push and pull mechanisms, etc. The mydtees not specify any
ordering or sequence for the delivery of theseabj® the Device either.

One of the fundamental functions of the DRM Agertioi enforce the permissions specified in the Ri@htiject during
content usage. It is required that the secretkaysl that are part of the system security are ptetieand handled such that
un-authorized use is avoided.
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The OMA DRM specifies the content formats, rightpression language, authentication/authorizatiatgeols, and
protection mechanisms. OMA DRM also specifies horMDContent and Rights Objects can be transport&ktoces
using a number of transport mechanisms. The foligvgiections describe some example models for codignbution and
consumption that are supported by these speciitsti

Flows presented in this appendix are based oretiignrements specified in [DRMREQ-v2.1] for DRM viers 2.1 and
older.

B.1.1 Basic Download

One model for content distribution is using OMA ODdwnload mechanisms. The client would launch ases and
connect to a Content Issuer portal. The user weuéduate the content offerings from this portal arake a decision on
specific items of content to be downloaded. OneeDRM Content is downloaded, the client can conteetite Rights
Issuer portal and engage in the Rights Object Asitijom Protocol to acquire the associated rigitaother model is based
on subscription. The subscriber can get DRM CordadtRights Objects pushed to the Device on a aegutierval. The
third model shown in this picture is one of sulstioin with the Device invoking the rights acquisitisilently as needed.
The flow of events between the significant actdrthe scenarios is illustrated below.

Client Content Issuer Portal Rights Issuer Portal

l l
I I
| Browse Content Offerings |
1 1

o Select Content: X, Select Payment

T
|

i
|
|
|
|
|
|
|
|
|
|
|
|
|
l
Download Content |
|
|
| |
|
|
|

Start Rights Acquisition Protocol for Content:X

e ’ L Acquire Rights W DCharging

—d&

Subscription:Push Content:Y

|
|
|
|
|
|
|
1

I
|
|
I
|
|
I
}

i I

Subscription Push of Rights for Content;Y |

|

! D reconciliation
| I

|

|

Subscription:Push Content:Z

o Start Rights Acquisition Protocol for Content Z; silent
n |-

Acquire Rights | ’ D reconciliation

<

Figure 3: Basic Download - Pull and Push M odels

1. The client initiates a browsing session with theteat Portal. The client selects the specific canfim the
content offerings on the portal. In addition, tliert may select the payment mode during this eessi
Subsequently, the client downloads the DRM Cortfiramb the portal to local storage.
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2. The client looks up the Rights Issuer URL withie DRM Content headers and initiates a connectiahddrights
Issuer portal. And engages in the Rights Objectudgition Protocol. The client, at the successfuhptetion of this
protocol, acquires the Rights Object associatel thik DRM Content.

3. Another scenario shown in this picture is the stipon push of both content and rights. In thisdal the client
has an established subscription and charging agmtenith the Rights Issuer in place. As a resuthi, the Rights
Issuer can push both DRM Content and Rights Objedtse clients on a regular interval.

4. Another scenario shown in this picture is the stipion based push that in turn initiates a pulthef Rights Object
from the Rights Issuer Portal. The DRM Contentabvired with the ‘silent’ header (“in-advance”)dathe Client,
on reception of the content, connects to the Ritgsiser to trigger the Rights Object Acquisitiomt®col. On
completion of this protocol successfully, the Rggtbject is issued to the client.

B.1.2 Super Distribution

A given client who has downloaded content from at€nt Issuer can in turn distribute this DRM Conterother Devices
using various networked links as well as removatdelia. This DRM Content is encrypted and is nobleshy the receiving
Device/user until the associated rights are acddwethe content. The Device that receives thesulistributed content
will discover the Rights Issuer URL within the DRBbntent headers and use this information to cortodtte Rights Issuer
portal to acquire the rights. The interaction démg below illustrates this model of content diaitibn and the related flow
of events amongst the significant actors.

Device:D1

Device:D2 Device:D3

T
|
|

I
Transfer Protegted Content:X

Rights Issuer Portal

Start Rights Acquisition Protocol for Content:X

O

Transfer Protected Content:

¥
| \V

" L Acquire RO for X
v

©

D Instant Preview Y

Start Rights Acquisition Protocol for Content:Y

Acquire RO for Y

¥
| \V

charging

:

Transfer Protected Content:Z

o U Request Preview RO for Z

Acquire Preview RO for Z

charging

¥

| Start Rights Acquisition Protocol for Content:Z

charging

e ’ L Acquire RO for Z

Figure 4: Super Distribution

TAT

1. Device D1 has previously received some DRM Corgenthas it stored locally. Device D1 wants to sliaise

DRM Content with Device D3, and as a result, trarsthis to D3 using local connectivity or remoeabiedia.
Device D3, on reception of this DRM Content, disemvthe Rights Issuer URL from the DRM Content leea@nd
initiates a Rights Object Acquisition Protocol sesawith the Rights issuer. On completion of thistpcol and
appropriate payment arrangements, the Device Ddrabthe Rights Object associated with DRM Conkeritiow,
the user of Device D3 is able to use this content.
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2. Device D2 transfers DRM Content Y to Device D3.9’/BIRM Content Y has the ‘preview’ headers and Ie &b
provide an ‘instant preview’ for the content withinThe Device D3 can make the ‘preview’ availatughe user
and the user can make a decision regarding thembptirchase.

3. Once the user of Device D3 has decided to purdimeseghts for content Y, it initiates the Rightbjéct
Acquisition Protocol with the Rights Issuer. On&egsful completion of this protocol, the Device @fains the
Rights Object for DRM Content Y.

4. Device D1 transfers DRM Content Z to Device D2.

5. On reception of this DRM Content Z, the Device D&cdvers that this content can provide a previetéfDevice
obtains a preview Rights Object. As a result, tie@iDe D2 connects to the Rights Issuer and obthm&ights
Object to enable a preview. Rights Objects providedfull-fledged Rights Objects, the only diffecerbeing that
the permissions and constraints are specifiedstognable a preview. This may or may not resuthiarging,
depending on the business model.

6. Once the user decides to purchase the rights, éhee®D2 starts a Rights Object Acquisition Prot@assion to
acquire rights for content Z. On successful connmhedf the protocol, the Rights Object for Z is abed by the
Device.

B.1.3 Streaming Media

For distributing protected streams, the streamikgn is acquired from the Content Issuer portalthecaccess to the
streams is governed by the associated Rights Offjketclient, after receiving the session headrsus,connect to the Rights
Issuer and acquire the necessary Rights Objecthwhiturn will provide the necessary informatiam the client to be able
to decode the streams and render the content.ntéraction diagram below illustrates the flow oéets and the technical
elements necessary for this solution.
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Download Streaming Token |

Start Rights Acquisition Protocol: Strearﬁing Token
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Start Rights Acquisition Protocol:Streaming Token: Silent
|

»-
W ‘> reconciliation

|
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Figure5: DRM Protected Streaming Service
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1. The client connects to the Content Issuer portdlanwses for content of interest. Client seldogsdtreaming
service of interest, possibly indicates the paynmemdle, and downloads the streaming token.

2. The Client requests rights by connecting to thehRidgssuer and initiating the Rights Object Acdiosi Protocol to
acquire the rights for the streamed content. Onessgful completion of the protocol, the client almahe Rights
Object for the streaming service.

3. The Client connects to the Streaming server ariies the streaming session. After the streanitiated, the
Client will have the stream properties availabldhe DRM properties will be included in these strganwperties
(except for the case of an SDP description tokdreresthe properties are already contained in tkenfo

Alternative model 1: Push streaming token

4. An alternative scenario is the subscription pudiens the streaming token is pushed into the Cligtht the ‘silent’
header (“in-advance”) and the Client, on receptibthe streaming token, connects to the Rightseistutrigger
the Rights Object Acquisition Protocol. On commatbf this protocol successfully, the Rights Objedssued to
the client. Thus, the streaming session could bieted.

Alternative model 2: Push streaming token and sight

5. Another mode of delivering streaming services éghbscription push of both streaming token artatsign this
model, the client has an established subscriptiohcharging agreement with the Rights Issuer inglés a result
of this, the Rights Issuer can push both streamdment and Rights Objects to the clients on aleggunterval so
the streaming session could be initiated.

B.1.4 Domains

This specification also allows the distributioncaintent to a group of Devices that are enrollea domain, which is created,
managed and administered by a Rights Issuer. Greceédmain is formed and the Devices are enrolléddrdomain, content
and rights distributed to any of the Devices indioenain can be shared among the other Deviceiddmain without
connecting back to the Rights Issuer. Alternativalipevice can join a desired domain on receptfaontent that is
targeted for a domain.
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Figure 6: Domains
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1. Inthe scenario illustrated above, each of the Bes/D1, D2, and D3 connect to the Rl and completedgistration
and join a domain DM1.

2. At alater time, Device D1 connects to the Rl aoguéres content DCF1 and the associated domainoR@é
DCF, DRO1. Now since the Device D1 is part of tbendin DM1, the content and rights are usable acnBavice.

3. Subsequently, the Device D1 forwards the contedttha associated domain RO to the other Devices123.

4. Since D2 & D3 are part of the domain DM1, the cahnd associated rights are immediately usabtbase
Devices without connecting to the RI.

5. At a later time, content is also forwarded to Devid. This Device D4 has not joined the domain D4 a result,
the content is not usable on this Device. The aarrchoose to connect to the Rl and join the dodi to gain
access to this content. Since the domain managdmeomnducted by the RI, the Rl can explicitly dkxbn the
composition of the domain and decide on whethec&®#join the domain or not.

B.1.5 Export

DRM Content may be exported to some other DRM syster use on devices that are not OMA DRM comgilizurt
support some other DRM mechanism — e.g. expordpy protected media. The rights issuer may limgiakonly to
specific external DRM systems.

The capabilities of the other DRM system can beiged to the Content Portal so the downloaded curaed rights are
compatible with the target DRM system. This dowdleg content is stored and managed on the origieid® for later
export to a consuming device. OMA DRM does notriefiow to translate from OMA DRM to other protentio
mechanisms. It merely allows Rights Issuers tthefy wish, express permission for DRM Agents wiilblsa capability to
do so.

The interaction diagram below illustrates the flofacontent and rights in this model.
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Figure 7: Export

1. The client initiates a browsing session with thetéat Portal. The client selects the specific cotnfer future
export from the content offerings on the portaheTontent should be suitable for the target DRMesy.
Subsequently, the client downloads the DRM Confremb the portal to local storage.

2. Device D1 now connects to the RI to acquire thbtador the content. The rights issued are coiblgatvith the
usage rules of the target DRM system.

3. The User wants to transfer the DRM Content to D@ that has a different (non-OMA) DRM system gdocal
connectivity or removable media. The OMA DRM Agehgtcks the permissions described in the Rightsdhje
determine whether the Rights Issuer allows theestrtb be exported to the target DRM system, whiétheontent
type is appropriate, and whether its usage rules@mpatible with the target DRM system.

4. The OMA DRM Agent transcribes the OMA DRM compliamintent and rights into content and rights thatly
to the other (non-OMA) system, according to thec#gerules defined by the Rights Issuer, wherdiy tesulting
rights in the other DRM system maintain consisteitih the provided rights in the original Rights @bj.

5. The OMA DRM Agent transfers the content and rigletsulting from the transcription to the other (MOWA)
DRM Agent. The user is now able to securely use ¢bintent on Device D2.

B.1.6 Unconnected Device Support

DRM Content and Rights Objects can be distributedriconnected Devices using a Connected Devidhisrmodel both
the Connected Device and the Unconnected Devicg toegelong to the same Domain. A Connected Destich as a
mobile device with wide area network connectivimeonnect to a Content Issuer’s portal using albilnetwork
connections and download DRM Content in the forra 8CF. Once the DRM Content is downloaded DorRaghts
Object can be purchased. The downloaded DCF andiatsd Domain Rights Object are stored and managete
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Connected Device for later transfer to the consgrilnconnected Device. The Connected Device can @éfigeDomain
RO in the DCF to enable other Devices within theram to access the content once they receive the DC

At a later point in time the DCF can be transfeti@dn Unconnected Device. At this point no conioecto the Rights Issuer
is required in order for the Unconnected Devicestader the content, since the DCF contains a DoR@irior the DRM
Content

The interaction diagram below illustrates the flofacontent and rights in this model.

Domain:XYZ Domain:XYZ
Connected Device Content Issuer Unconnected Riohts Issuer Portal
Portal Device
e i
I
0 Browse Content Offerings [
Select Content:X, Y & Z

Download Content X, Y, & Z |

L

Browse and select Rights for content X, Y, & Z

Download Domain RO for X, Y, Z —| D charging

S

T
! |
: I
|
e D Transfer X, Y, & Z (with Embedded Domain Rights Objects) to Device:D1 E:I
| |
| |
|
[ |
| |
| |
| |

Figure 8: Unconnected Devices

1. The Connected Device connects to the Content Igsuréal. After a browsing session to select theteain The
DRM Content X, Y, & Z are downloaded to the ConeedDevice.

2. The Connected Device now connects to the RI toieedomain Rights Objects for the content X, Y, & Zhe
Connected Device embeds the Domain Rights Objeside the corresponding DCF.

3. At a later time, the Connected Device transferddR Content X, Y, & Z (with embedded Domain Rights
Objects) to Unconnected Device over a local conoect

B.1.7 Metering

An RI typically needs to obtain usage information ffioyalty collection purposes as part of a sulpsiom service. Metering
can be enabled on per content basis by includiegtipropriate element(s) within an RO. When thaRhes to retrieve
the Metering Information from a particular Devitsénds a Metering Report ROAP Trigger. The imgoa diagram below
illustrates the flow of content, rights and Metegrinformation for a subscription scenario whereRhevishes to obtain
Metering Information for the subscription conterih the scenario shown below it is assumed thatgpropriate user
consent for metering has been obtained as paneafubscription setup.
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Figure 9: Metering

1. The Device connects to the Content Issuer pdkfdr a browsing session to select the contéet DRM Content X and
the Rights to Content X are downloaded and instaile the Device.

2. At some point in time the RI decides to retrilve Metering Information from the Device. In orde do this the Rl sends
a Metering Report ROAP Trigger to the Device. Upeception of this ROAP Trigger the Device sendsahpropriate
ROAP request containing an encrypted version oMbeering Information. Upon reception of this RORBquest the RI
can produce the appropriate ROAP Response. Filfidilg ROAP Response from the RI indicates thatRhsuccessfully
received the Metering Information the Device wilete any Metering Information that was sent toRhe

B.1.8 Uploading Rights

DRM Rights can be uploaded to an RI to more edadilitate the transfer of rights from one Deviceahother (for example
in a device upgrade scenario). RO upload can et either by the user or by the RI.

The interaction diagram below illustrates the flofARO uploading and re-issuing for a scenario whbe User wishes to
upload an RO and re-issue it to another Devicehéutication of the user is out of the scope of sipiscification.
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Figure 10: RO Uploading

——————

1. User initiates the RO upload and the DRM Agentsean upload request containing the Rights, anetcustate
information if stateful to the RI. Upon receiptthfs request the RI may save the state informatrahproduce
appropriate confirmation. If the RO upload is camid successfully the Device will delete the RQ thas uploaded to
the RI.

2. At some point in time, the User’s another Devicerarts to the RI Portal. After the browsing sessiba User may
selects the RO to be re-issued, the Rl sends a &igition ROAP Trigger to the Device. Then the Bewcan initiate
the RO Acquisition request to acquire a new RO gied by Rights Issuer with the uploaded curreatesnformation
in step 1 as the original state information.

B.1.9 Confirming RO Installation

When an RI delivers an RO to a DRM Agent, it caguesst that the DRM Agent return information on viieetit
successfully installed the RO. RO installation aonétion is an Rl-initiated event.

The interaction diagram below illustrates the flimwconfirming RO installation.
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Client Rights Issuer Portal

Rights Object |

> Install the RO

RO Installation information

Acknowledgement

000

Figure 11: Confirm RO Installation

1. The RI delivers an RO to the DRM Agent and retgithat the DRM Agent confirms whether or notRt@ was installed
correctly.

2. The DRM Agent attempts to install the RO.
3. The DRM Agent returns the information on whetther RO was installed correctly or not to the RI.

4. The RI verifies the installation information aredurns an acknowledgement.

B.2 Version 2.2

Flows presented in this appendix are based oretiignrements specified in [DRMREQ-v2.2] for DRM viers2.2.

B.2.1 Advertisements Management

Device/Client Content Issuer Portal Rights Issuer Portal

Select DRM Contents with Ad

Notify User Selection:

o < Acquire Rights >

€= —Deliver DRM Content with Ads — —

o €~ — — -Deliver DRM Content — — — —|

€ — — -Deliver Advertisements— — — —|

Figure 12: Advertisements M anagement
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1. The client connects to the Content Issuer portal lrowses the contents. Along with the content ssbects
payment option that requires playout of Advertisetaet some point of time when content is consuaretiallows
updating of Advertisements by an advertiser. Ortits, Content Issuer notifies client's selectidsaghe Rights
Issuer so that it can generate proper rights foessing such content.

2. Rights are then issued by the Rights Issuer talibat's Device. Rights may contain variety of infaation related
to be used by the DRM Agent on the Device for Atlsements enforcement. For example, this can beuhation
of the enforcement of Advertisement playout, nundfekdvertisements playouts, playout rules (e.g &kip”), etc.
Rights may also identify particular Advertisemetatde played out (e.g. by containing Advertiseneamtent ID).

3. Selected content is delivered to the client’s devitcan already contain Advertisements to be reefib played, and
it may also contain instructions on how the Adwthents should be enforced played. Advertisememsalso be
delivered to the client’'s device independently frtiee normal contents. In addition, Advertisementsyralso be
associated with individual rights. The Advertisetisemay be updated dynamically, initiated by a Contssuer or
upon request by a DRM Client.

B.2.2 KMS extension for Multicast Streaming Protection Support

The DRM system provides key management mechanismréection of multicast streams using multipleryption keys.
While the specific protection mechanism is not n&ad, it is possible to restrict access of theviddial clients to selected
chunks of the same multicast stream. The followiggre illustrates associated scenario.

Device/Client Content Issuer Portal | | Rights Issuer Portal |

Select Multicast Content

Notify User Selectionr————p

T T

Request Rights

Receive Right:

%{7Receive Multicast Contentgﬁ :|:

Request Rights
||

Receive Right:
£5<7Receive Multicast Contentgu —‘7

Figure 13: Multicast Streaming Protection Support

000 ©

1. The client connects to the Content Issuer Portdl larowses for multicast service. Client selects streaming
service of interest and indicates the payment madatinuous subscription or pay-per-time based sxde a
service. In the first case, the client can receigevice continuously without any restriction on ftheration of
multicast session. In the second case, accessdove will be limited by the time interval seledt and, possibly,
pre-paid by the client. In its turn, Content Issnetifies user selections to the Rights Issuerhst it can create
proper Rights for accessing the content.

2. The client’s Device is provisioned with Rights tlwaintain key material necessary to access the casttiservice
according to the user selections.

3. The client can now consume multicast contents aoegrto his selections (continuously or just fdimaited time).
The client is not be able to access the multicesas (e.g. chunk of the DRM content) at the tirheshas not
applied for because the associated traffic enargteys are not available on the Device.

4. At some point of time the client may be triggeredget new Rights for accessing the service if ihisompliant
with his payment mode. In that case, fresh key riadtevill be delivered to the Device enabling acéds
consequent parts of a multicast stream.
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B.2.3 Status Report for Error Recovery

When an error occurs, the RI may need to retriel@vant status information from the DRM Agent id@rto find out the
cause of the error and then be able to take agptegactions for recovery. OMA DRM enables an Rigquest specific
information (status of Rl Context, DRM Agent activiog, Domain Name Whitelist, etc.) from the DRMjént. This is an
Rl-initiated event.

The interaction diagram below illustrates the flimw status report.

Client Rights Issuer Portal

|
-

i

I

I

! > Error
I

1

Trigger Status Report

A

Required Status Information

\J

Acknowledgement

A

Figure 14: Status Report for Error Recovery

At some point of time the RI discovers that an ehas occurred. It decides to retrieve some specdformation from the
DRM Agent. In order to do this the RI sends a &t&eport ROAP Trigger to the Device, specifying idtatus information
is required. Upon reception of this ROAP Trigges hevice sends the appropriate ROAP request camggtine required
information. The Rl acknowledges the receptiorhef $tatus report. The RI can then try to find bet¢ause of the error.

B.2.4 Metering Extension for Advertisement

Metering for Advertisement’s play out can be impéarted on the base of metering flow described isivar2.1. The
metering of the Advertisement and of the normal D&Wtent can be performed separately. RI can dalksge
information (Metering Information) from Devices ftive enforced Advertisements specifically and tletaming for
Advertisement can be enabled on per specific Atkaartent or per kind of Advertisement.

For the metering flow for Advertisement, it is desed as follows:

1. After a browsing session to select the enforawkertisement, the enforced Advertisement is dowdéa along with the
normal DRM content or alone to the Device.

2. In order to retrieve the Metering Informatioorfr the Device, the Rl sends a Metering Report ROA§yer which may
contain the Identifier of the Advertisement or tentifier of the kind of Advertisement to the De®i The Device can also
initiate sending of Metering Information on its owocord as specified in the associated Rights.

3. The Device and the RI perform ROAP Request aggpBnse interaction to complete the metering pobtdiote that the
metering report may contain Metering Informatiotatred to one or more Advertisements.

Note that other extensions may be required to DRMh2etering functionality in order to support Adveement
management.
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B.2.5 Advertisements Playout for Rights Issuing

An RI may enforce Advertisements consumption byjgliog Rights Object for the DRM Content to the evonly after
the associated Advertisement(s) is played out.

Client Content Issuer Portal Rights Issuer
(managing advertisements)

Delivery of Advertisements

Rights for Advertisements

Playout of Advertisements and
Metering

Metering Information Reporting

17}

Rights for Content X

L |

A
v
| I |

Figure 15: Advertisements Playout for Rights|ssuing

1. The Content Issuer provides DRM Content associAheertisements to the Client. In its turn, the Rgglssuer
managing Advertisements provisions the client it Rights for the playout of Advertisements.

2. While the Client plays out the Advertisement acaogdo the enforcement rules specified in the dssed Rights,
Metering Information is collected on the client’'edice (as mandated in the Rights).

3. The Client reports one or multiple Advertisemerts/puts back to the Rights Issuer. Metering Infaiora
reporting is based on DRM 2.1 metering flow degsmtiln Appendix B.1.7 including extensions specified
Appendix B.2.4.

4. The Client acquires Rights from the RI for the emtthat can only be played after certain Adventisets or a
number of Advertisements are played out. Associddetering Information is available at the Rightsuer that
manages Advertisements, so that the validity ohRigssuing can be controlled.

Note that, Rights issuing can be initiated by theafRer Advertisement playout requirements areilfall. Rl may
indicate in the ROAP RO Acquisition Trigger thagRis are provisioned in exchange to Advertisembytout.

B.2.6 Acquiring Rights via Enforced Advertisement

The technical use case illustrates Rights acqoisttiansaction using the Advertisement ImpressiataD
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Figure 16: Acquiring Rightsvia Enforced Advertisement

1. The Client selects and downloads the Advertisemamthie Content Issuer portal.
2. The Advertisement Impression Data is stored inGhent. If the Device plays out Advertisements, @lent

updates the Advertisement Impression Data in thedee

3. The Client selects the DRM Content from the contéfgrings on the portal. In addition, the clienayrselect the
payment option that is related to the play infotiorabf Advertisements. So, the client can downltrelcontents

freely or cheaply.

4. The Client requests the Rights for the DRM Contesihg the Advertisement Impression Data to the Ritgsuer
portal. The Rights Issuer checks the received Athemment Impression Data. If the measured Advertesd
Impression Data is sufficient to issue Rights f&ND Content, the Rights Issuer issues the RightsddClient.
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Appendix C. Technical Description (Informative)

C.1 Version 2.1

OMA DRM is designed to be flexible and support dewariety of different business and usage moddis. section
outlines some technical use cases covered by #uifisations. It is not an exhaustive list.

C.1.1 Basic Pull Model

A user selects content to download by browsingtaesweb site, and confirms the terms of the puechBlse content issuer
identifies and protects content (packaging). Decagabilities can be detected using advertised Mtife support,
UAPTof, etc.

The rights issuer generates a Rights Object foctiment and the target DRM Agent. A Rights Objecludes permissions
appropriate for the transaction and the contentyption key.

Finally, the Rights Obiject is protected in a wagttimakes it accessible only to the target DRM Agent
DRM Content and the protected Rights Object are tedivered to the DRM Agent.

C.1.2 Push of DRM Content

The basic scenario outlined above is based onradnisated pull model. An alternative distributionodel is to push content
directly to a Device using MMS, WAP Push or similaithout a preceding discovery process. Theravapebasic variations
on this model:

* Content Push

The content issuer/rights issuer may have somaqueknowledge of a user and a particular DRM Agsatthat
content and a Rights Object can be correctly fotedadind packaged for delivery. For example, the nnsg have
registered to receive a daily background imageetgphone, or the hit song of the week. In this ¢hegrocess
would go through the same steps as above, butedglof DRM Content and Rights Objects would be oxP
Push or MMS.

e Push-initiated Pull

In this case, the content issuer/rights issuemlogsrevious knowledge of a user or the target DR)é¢m®, but still
wishes to send content. For example, one user mmagdime content as a gift to another user. Indase, the
content provider does not yet know what contestiigable for the receiving Device, how trusted theeiving
DRM Agent is, and so on. Instead of pushing DRM @andirectly, a link to the content can be sentldwing the
link will take the receiving user to a specific &ion, and then the procedure continues as indki ipull model.

C.1.3 Streaming of DRM Content

The two previous examples assume that contentisagad and delivered in its entirety. Alternativalgntent may be
packetized and delivered as a stream.

In this case, the stream itself is protected (grted). OMA DRM does not specify formats for encegpstreams as other
standards bodies are specifying this. Streams maydtected with encryption schemes which are wiffefrom those
specified by OMA for Download, to address possjideket loss, etc.

Once the stream has been encrypted, access tolieceontrolled through the same procedure asibescearlier for
discrete content. A Rights Object is generatedeti@yption key(s) to access the encrypted stregmtiin the RO just like
a CEK would, and the RO is then bound to a DRM Ag#fithout the Rights Object, the protected streamnot be
accessed.
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C.1.4 Domains

The basic model of OMA v2 DRM involves binding Rigi©Objects and content encryption keys to a spebiRM Agent.
Domains expand this notion, allowing a rights isgoebind rights and content encryption keys toaug of DRM Agents
instead of just a single DRM Agent. Users may tblemre DRM Content off-line between all DRM Agenésadmging to the
same domain.

Using this feature a rights issuer may provide sewices such as enabling users to access DRM @drien several
Devices that they own. Other new scenarios enditeétie Domain concept include support for Unconeg®evices where
users purchase DRM Content and rights via one Bdéaq. a PC) for later use on another Device éepprtable player
with no wide area network connectivity).

It is entirely up to the rights issuer if they wighprovide services based on domains, and ittissihunder rights issuer
control what DRM Agents form part of a particulamaain.

C.1.5 Backup

DRM Content can be stored safely on removable méui network store, or in some other form of ater. DRM Content
is stored in encrypted form, and so can only bess®ed by a particular target DRM Agent or in theecaf Domains a group
of DRM Agents using an associated Rights Object.

Rights Objects can be stored for backup purposes sliould be noted that the replay cache mechanensure that ROs
containing stateful permissions can not be reilestas the result of restoring a backed-up ROdHtiten the security model
ensures that Rights Objects are protected andrdgrbe accessed by the intended DRM Agent, orénctise of Domains a
group of DRM Agents — even if a Rights Object mratl off-device, it will still only allow the inteted DRM Agent(s) to
access associated DRM Content.

C.1.6  Super Distribution

DRM Content can be safely copied and transferraather DRM Agents, for example a user sending DRMit€nt to a
friend. In order to access DRM Content, the friemthken to the rights issuer, by way of a linkhie DRM Content package,
to acquire a Rights Object. The rights issuer @stwhether to release a new Rights Object ormtteé new DRM Agent.

C.1.7 Export

DRM Content may be exported to other DRM systemsyu$e on devices that are not OMA DRM compliantdupport
some other DRM mechanism — e.g. export to copyeptetl media. The rights issuer may limit exporydalspecific
external DRM systems.

The OMA DRM architecture allows rights issuersitdhey wish, express permission for DRM Agentpé&sform
conversions to specific other DRM systems. It igemted that other DRM systems will specify how sadonversion is
done.

Devices supporting export to other DRM systems reastre that the content remains protected thraitghe export
process.

C.1.8 Unconnected Device Support

OMA DRM enables a Connected Device to act as amrimadiary to assist an Unconnected Device to psechad
download content and Rights Objects. This functibnanables, for example, a portable, mobile devttat does not have
inherent network connectivity to acquire DRM Corttend associated Rights Objects. This functionalityds on the
Domain concept as described in section B.1.4.

For example, a user has an OMA DRM compliant pdetdlevice (Unconnected Device) that has no wida aetwork
connectivity, and an OMA DRM compliant mobile dexi@Connected Device) that has wide area networkexivity. She
uses the Connected Device to browse and purchabk Cdditent, and download the DRM Content to the Gated Device.
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If the user wishes to render the DRM Content onitheonnected Device then the DRM Agent on the CotateDevice
requests and downloads a Domain Rights Object frenmights issuer. The DRM Agent on the Connectedi@ then
embeds the Domain Rights Object in the DCF. Thé& D@ith embedded Domain RO) can then be transfeodde
Unconnected Device using an appropriate protocet adocal connectivity technology e.g. OBEX owé&A, Bluetooth or
USB.

Using intermediaries in this way can be usefuhd tUnconnected Device has a limited Ul. Both thar@eted and
Unconnected Device must be OMA DRM compliant. SitieUnconnected Device support is built upon tbhenBin
concept then the Unconnected Device must also hetthe same Domain as the Connected Devicerder ¢o join the
Domain the Connected Device can provide networkeotivity to enable the Unconnected Device to penfthe steps
required to join a Domain.

C.1.9 Metering

OMA DRM enables a Rights Issuer to collect usadgerination (Metering Information) from Devices fdret purpose of
royalty collection. If an Rl needs to collect Mg Information when a particular RO is consumteg RI includes the
appropriate element(s) in the RO. If the apprdpnisser consent has been obtained then DRM Agédinteaord Metering
Information upon consumption of such an RO. Iftiser does not give their consent to the colleciod reporting of
Metering Information the DRM Agent does not rechtetering Information, however, it will be up to tRe to determine
whether or not to prevent the consumption of theteat.

When an RI wishes to retrieve the Metering Infoiiorafrom a Device it sends a “Metering Report” ROARgger to the
Device. Upon reception of this ROAP Trigger thevide sends the currently stored Metering Infornratmthe RI using the
appropriate ROAP messages.

C.1.10 Uploading Rights

OMA DRM enables a DRM Agent to upload one or moighis Objects including the current state informatio the
issuing RI so that the RI can be able to re-issnew RO, with the uploaded current state infoionads the original state
information if stateful, to an another Device bajing to the same User.

C.1.11 Confirming RO Installation

An RI can request a DRM Agent to confirm the susaasfailure of its attempts to install RO(s) reesl from that RI.
Information about the installation status of an &@ be used by the RI for purposes such as cusiameior billing.
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