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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informationthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&si may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eEf@pen Mobile Alliance authorizes you to copy thig€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or pbtl specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiaial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2009 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ETR-DS-V2_0-20090212-C Page 3 (12)

Contents
S O @ ] = ST 4
A =4 N[O SRR 5
2.1 NORMATIVE REFERENCES......citttttttesteattesteeteassesseessesssebeassesseaseaeesseasstsasaaseaseaseeasesaseabeeaseaseaseeaseabeesbeennesaeessessnesees 5
2.2 INFORMATIVE REFERENGCES ......cctttitiittteeitteeeiteeeeasteeesatsesssisesesisssesastesesassssssssssssisssssssstessasssssesssssssssssssssssesssasssessssens 5
3. TERMINOLOGY AND CONVENTIONS ...ttt ettt et s ae s ete s st s s sae s s etessat s s ebessaeessabesssessabesssbsssanssabesssessssees 6
3.1 (O10 ] A V2= L 0] NS 6
3.2 DIEFINITIONS. .1ttt iitteteeireeeiiressebeesassaeeeeasseeesassessasssseeassssesassesssssessassesseassesssastesesassesaassesaesasaessasbessantseesansassennsenesansenennten 6
33 AABBREVIATIONS ..teiiitteeieitteteiittees ittt ssaseseassseestastessaataessasesesissssssastesssasssssaassssssssssssassesssssessssnssessanssessnssesssssnessssssessnnses 6
A, INTRODUGCTION ...ttt st ee st e s e te s s et ssaesssaeasseessaessaaessabessssssbesesbesasesssbessabessasssbesesbessasassbesesbeesssessrsnestensans 7
5. TEST REQUIREMENTS ..ottt sttt sttt sttt sttt st et e st see e stese et entesbe s antesee s antesee s anteseessantense s antenseseanes 8
51 ENABLER TEST REQUIREMENTS ..utttiiiiiiiittteeeeesiiisteeessseiasssessessasasssesssssiasssssesssssssssssssssssssssssssssssssssssssessessssssseessensnns 8
5.1.1 Y= T o Fo o] VA =T A R =T [ 1= 0 0= o1 £ S 9.
5.1.2  Optional TeSt REQUITEIMENTS..........uuuiiietcmmcca e e es e seeieete e eeeeeeeesessasssenterereaeeeesssasnsssssnaneneaeeeesesnnnnnsnnes 10.
52 BACKWARDS COMPATIBILITY 1urteeiutteeiteeeeiiseeeesiseessassessessssessssesssssesessssssssssssssssssssssssesssatsssessssessssssessessessssssssssssesen 11
5.3 ENABLER DEPENDENCIES ...teiiiiiiitttteteetiiistseessesiasssesssssesassssesssssassssssssssssssssssesssssisssssssssssassssssssssssssssssessessssreseessans 11
APPENDIX A.  CHANGE HISTORY (INFORMATIVE) ...ttt sttt ettt ettt sve st sveste st sne bt snesre s 12
A1l APPROVED VERSION HISTORY ...ooiitiiiitiiiiiictis i ctee et e etessetessatesetaeebeesatesssesesseesstesassssssesestessssessbessatessnsesssensssessnsessrenn 12
A.2 DRAFT/CANDIDATE VERSION <KCURRENT VERSION HISTORY ...uuueuuuteeeeeeeeeeeeeeeeeeeeeeeeeeeeeseesessaseeeeesaeeaaasaasaaaaaeanes 12
Tables
Table 1: Applicability Tablefor Fundamental Mandatory Test ReQUITeMENTS ........ccoeeeeerereerieseneee e e seesee e neeneens 9
Table 2: Applicability Tablefor Sync Flow Mandatory Test ReqQUIT @MENES.........cccoerverereerirnesieseneeseseeseeseeseeseeseeseeneesenns 9
Table 3: Applicability Tablefor Data Sync Operation Mandatory Test REQUIrEMENtS .........ccccvvvverienvsesieseseeneseesennns 10
Table 4: Applicability Tablefor Security Mandatory Test ReQUIr @MENTS........ccccvierineiiene e s 10
Table5: Applicability Tablefor Fundamental Optional Test ReqUITre€MENTS........cccvveiieiiieiseeiesee s s see e sae e 11
Table 6: Applicability Tablefor Sync Flow Optional Test ReQUITEMENTS.......cccccueiiieiriieiiieesieeree e sre e see e s sre e 11
Table 7: Applicability Tablefor Data Sync Operation Optional Test Requir eMents...........ccocvevevieeiiiieseesiesieesesse e 11
Table 8: Applicability Tablefor Security Optional Test REQUITEMENTS........cccviieiiiiiiiicic et 11

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ETR-DS-V2_0-20090212-C Page 4 (12)

1. Scope

The Enabler Test Requirements (ETR) document ®Etmabler under consideration is created and niagttdy the
Technical Working Group (TWG) responsible for theftnical specifications for the corresponding Eeabl

The ETR document is intended to cover at leastetheguirements collected in the Requirements Doati®D) and the
Architecture Document (AD) in addition to any otliiems the TWG has identified as important enougWwarrant attention
from interoperability perspective and identify aeghnical functionalities that should be covereddsting.
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URL :http:www.openmobilealliance.org

[DSWSPBINDING] “OMA DS OBEX Binding Specification”, Version 2.0,@@n Mobile Alliancé&l , OMA-TS-

DS_WSPBinding-V2_0,
URL:http:www.openmobilealliance.org

[ERELD] “Enabler Relese Document for DS”, Open Mobile adice],
OMA-ERELD-DS-V2_0,
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

TestFest Multi-lateral interoperability testing event.
For more definitions, please refer to the [DSCONTEPdocument.

3.3 Abbreviations

AD Architecture Document

DS Data Synchronization

DTD Document Type Definition

GUID Global Unique Identifier

HTTP HyperText Transfer Protocol

IMEI International Mobile Equipment Identifier
LUID Local Unique Identifier

MD5 Message Digest algorithm version 5
MIME Multi-purpose Internet Mail Extensions
MO Management Object

OBEX Object Exchange protocol

OMA Open Mobile Alliance

OMA Open Mobile Alliance

PKG Package

RD Requirements Document

URI Uniform Resource Identifier

URL Uniform Resource Locator

WAP Wireless Application Protocol
WBXML Wireless Binary XML Content Format
WSP Wireless Session Protocol

XML Extensible Markup Language
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4. Introduction

The purpose of this Enabler Test Requirements deatiie to help guide the testing effort for the Elea DS V2.0,
documenting those areas where testing is most itapaio ensure interoperability of implementations.

The Enabler under consideration comprises thevatig specifications:
« OMA-TS-DS_Concepts-V2_0: Defines the concepts asfihitions for DS 2.0 enabler

«  OMA-TS-DS_Devinf-V2_0: Defines the device infornmtito be exchanged between DS Client and DS Stower
DS 2.0 enabler

* OMA-SUP-XSD_DS_DeviInf_Schema-V2_0: Defines the devnformation schema for exchanges between DS
Client and DS Server for DS 2.0 enabler

« OMA-TS-DS_Notification-V2_0 : Defines the notifigabh mechanism for DS 2.0 enabler
«  OMA-TS-DS_Protocol-V2_0: Defines the DS fundamesitaync flows, DS usages for DS 2.0 enabler
*  OMA-TS-DS_Syntax-V2_0: Defines the syntax of the@yL commands for DS 2.0 enabler

« OMA-SUP-XSD_DS_Syntax_Schema-V2_0: Defines the sehtor the syntax of the SyncML commands for DS
2.0 enabler

+ OMA-TS-DS_MO-V1_0: Defines the DS Management Obfectprovisioning in DS 2.0 enabler (and also D3 1.
enabler)

«  OMA-SUP-MO_DS-V1_0: Defines the DDF for the DS Mgeenent Object for provisioning in DS 2.0 enabler
(and also DS 1.2 enabler)

»  OMA-TS-DS_Provisioning-V2_0: Defines the DS Applica Characteristic files for provisioning in DS2.
enabler

e  OMA-TS-DS_HTTPBInding-V2_0: Defines the HTTP bindispecification for DS 2.0 enabler
«  OMA-TS-DS_OBEXBinding-V2_0: Defines the OBEX bindjspecification for DS 2.0 enabler

«  OMA-TS-DS_WSPBIinding-V2_0: Defines the WSP bindspgcification for DS 2.0 enabler

Generally, the testing activity should aim at vatidg the normal working behaviour of the client/ge interactions, as well
as testing the error conditions whenever it is fpbss$o set up the appropriate scenarios. Thewiollg sections provide a
more detailed description of the testing requiretsiéor DS V2.0.

This document also intends to provide some guidandde prioritization of the specifications andtfeges to be tested
within the DS V2.0 Enabler.
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5. Test Requirements

The Data Synchronization V2.0 Enabler supportfdhiewing functionality.
e Sync type parameters negotiation
e Sync anchors
* Busy Signalling
*  Conflict resolution
e Hierachical sync
e Large object handling
» Filtering
e Sync commands
*  Session maintenance
* End the session
* Normal sync
» Client initiated recovery sync
e Server initiated recovery sync

e Security

5.1 Enabler Test Requirements

The test requirements collected in this sectiorreleted to the Enabler DS V2.0.

In this section, it should be defined what spedificctionalities of this Enabler shall or shouldtbsted to ensure adequate
operational of the implementations, including aegwsity requirements and constraints on usageciifipd (e.g. user can
forward a media object but can not visualize it)affmeans that devices (clients/serves) shall dat thiey have to do and
they shall not do what they are not allowed toRluth types of test requirements (positive and negaésting) should be
included here if so required.

Besides this information, OMA Architecture spedfie “Framework Architecture”, consisting of a set@mmon functions
that need to be invoked in most use cases involiaglifferent Service Enablers. The functionaléguirements defined in
the OMA Framework Architecture, i.e. authenticatianthorization, charging, billing, common diregtoetc. should also be
listed in this table.Use cases are the main inpiddntify test requirements.

The following test requirements should cover botimférmance test requirements (i.e. functionalitipéatested to verify
wheter it is implemented either in the client sidén the server side) and Interoperability teguigements (i.e. client/server
interactions one with another)

The following sections (Mandatory and Optional tesjuirements) could also be separated for cliedts@rver test
requirements.

The tables for the mandatory and optional testirements include the following columns:

FEATURE KEY: A set of characters uniquely identifying the eealbést requirement to be
tested. It is suggested that the Feature Key Ismger than 4 to 5 characters.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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FEATURE DESCRIPTION:

The purpose of the Feature Key is that when uselitinctly refers to only one
feature to be tested.

A description of a technical specification featto be tested.

FEATURE TEST REQUIREMENTS: A description of what shall be tested for thetfiee,

5.1.1

Mandatory Test Requirements

Mandatory test requirements are covering manddéatyires/functions of an Enabler which shall alwagsmplemented in
the client/server

NOTE: This table needs to be filled out at a levkere ambiguity is not present but details areovetwhelming.

Ambiguity means that the details do not have séweemnings nor have more than one possible impleatien path

=

ds to

en

following.
5.1.1.1 Fundamental Requirements
FeatureKey | Feature Description Feature Test Requirements
FUND-01 Sync type parameters| Requirements to test that server and client cad sgnc type parameters to
negotiation the other side, and the recipient sends back tsieediesync type parameters.
FUND-02 Sync anchor Requirements to test that server and client cad sgnc anchors to the othe
comparison side, and the recipient compares the received ayolors with the stored
NI(:)Ir mal sync anchors.
ow . . N
Requirements to test that server and client cadlbahe situation that sync
anchors mismatch.
FUND-03 Conflict resolution Requirements to testttberver can perform conflict resolution basedhen
data items sent by the client.
Error | N/A
Flow
Table 1: Applicability Tablefor Fundamental Mandatory Test Requirements
5.1.1.2 Sync Flow Requirements
FeatureKey | Feature Description Feature Test Requirements
SYNC-01 Session maintenance Requirements to tssénver and client can send session maintenance
commands to the other side to maintain the sessioantinue the sync.
SYNC-02 End the session Requirements to test #raesand client can send session end comman
the other side to end the session.
Normal | SYNC-03 Normal sync flow Requirements to test 8&wer and client can perform normal sync betwg
Flow each other.
SYNC-04 Client initiated Requirements to test that server and client cafoperclient initiated
recovery sync recovery sync between each other.
SYNC-05 Server initiated Requirements to test that server and client cafoerserver initiated
recovery sync recovery sync between each other.
Error | SYNC-06 Abnormal flows Requirements to test thaveeand client can handle the abnormal flows
Flow during the synchronization.

Table 2: Applicability Tablefor Sync Flow Mandatory Test Requirements

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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5.1.1.3 Data Sync Operation Requirements
FeatureKey | Feature Description Feature Test Requirements
Normal | DSOP-01 Mandatory sync Requirements to test that server and client cafoerthe mandatory sync
Flow commands commands: Add, Replace, Delete, Put, Get, Statlest,SyncAlert.
Error | DSOP-02 Invalid sync commandfequirements to test that server and client cadleahe invalid sync
Flow commands.
Table 3: Applicability Tablefor Data Sync Operation Mandatory Test Requirements
51.14 Security Requirements
FeatureKey | Feature Description Feature Test Requirements
Normal | SEC-01 Security Requirements to test that semvercient can perform authentication, datg
Flow integrity, data confidentiality between each other.
Error | SEC-02 Security related error Requirements tathedtserver and client can handle the securityeéla
Flow errors during the authentication, integrity, andfatentiality.
Table 4: Applicability Tablefor Security Mandatory Test Requirements
5.1.2 Optional Test Requirements

Optional test requirements are covering optionalfiees/functions of an Enabler.

If an optional requirement of the Enabler is impéeted in the client/server, this requirement SHAld tested.

NOTE: This table needs to be filled out at a levkere ambiguity is not present but details areavetwhelming.

Ambiguity means that the details do not have séweemnings nor have more than one possible impléatien path

following.
5.1.2.1 Fundamental Requirements
Feature Key Feature Feature Test Requirements
Description
FUND-04 Busy Signalling Requirements to test tleaver and client can handle the busy signalling
commands between each other.
FUND-05 Hierarchical sync Requirements to test feaver and client can perform the hierarchicatsyi
between each other.
FUND-06 Large object Requirements to test thatesemnd client can transfer large object betweg
Normal each other.
Flow |FUND-07 Filtering Requirements to test that seard client can perform data synchronizatiol
based on filtering criteria between each other.
FUND-08 Provisioning Requirements to test that eepan provision client using DS MO or
Application Character files.
FUND-09 Transport bindings Requirements to tedt$baver and client can use HTTP, WSP and OBE
transport bindings between each other.
FUND-10 Feature not supported Requirements tahasserver and client can handle the situatiohttiea
Error other side does not support the optional features.

=
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FeatureKey Feature Feature Test Requirements
Description
Flow |FUND-11 Error filter Requirements to test that sgrand client can handle the situation that the
filter grammer is error.
Table5: Applicability Tablefor Fundamental Optional Test Requirements
5.1.2.2 Sync Flow Requirements
FeatureKey Feature Feature Test Requirements
Description
SYNC-07 Optional sync Requirements to test that server and client cadleahe optional sync
Normal commands commands (for example, Move, Copy) between eacér oth
Flow |syNc-08 Notification Requirements to test that serman send notification to client to initiate a
session.
Error | N/A
Flow
Table 6: Applicability Tablefor Sync Flow Optional Test Requirements
5.1.2.3 Data Sync Operation Requirements
FeatureKey Feature Feature Test Requirements
Description
Normal | DSOP-03 Optional sync Requirements to test that server and client cadleahe optional sync
Flow commands commands (for example, Move, Copy) between eaatr oth
Error | DSOP-04 Invalid sync Requirements to test that server and client cadlbahe invalid optional
Flow commands sync commands.
Table 7: Applicability Tablefor Data Sync Operation Optional Test Requirements
5.1.2.4 Security Requirements
Feature Key Feature Feature Test Requirements
Description
SEC-03 Security Requirements to test that senvéérchient can perform optional
Normal authentication methods between each other (MD5...).
Flow |sec-04 Security Requirements to test that senvérchent can perform data encryption
between each other.
Error | SEC-05 Security related erro Requirements tothedtserver and client can handle data encrypti@mrse
Flow
Table 8: Applicability Tablefor Security Optional Test Requirements
5.2 Backwards Compatibility

DS V2.0 enabler is not compatible with DS V1.2.4 #ime previous versions.

5.3

The DSMO in DS V2.0 is normatively dependent onbié 1.2 specifications. However, this normative eegency should
not be seen as requiring that version of the DMblEmaas mandatory.

Enabler Dependencies
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
n/a n/a No prior version

A.2 Draft/Candidate Version <current version> History

Document I dentifier Date Sections Description
Draft Version 27 Oct 2008 All First draft based on the latestptate
OMA-ETR-DS-V2_0 OMA-DS-DS_2_0-2008-0125R01-INP_ETR_Draft
Candidate Version 12 Feb 2009 n/a Status changed to Candidate by TP
OMA-ETR-DS-V2_0 TP ref # OMA-TP-2009-0074R01-

INP_DS_V2_0_ERP_for_Candidate_Approval

Editorial clean-up of sections 2 and 3 and appeAdbefore
publication.
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