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1. Introduction

OMA Download Over-the-Air (DLOTA) provides a flextbomechanism for downloading Media Objects of gipetand size
from a network. A typical Media Object targeted®@WyIA DLOTA is downloaded and stored in the deviag,dxample, in
order to personalise the device or enhance itdifuraity. Examples of such Media Objects are riages, background
images, music/video files and applications.

Concerning the download of applications, DLOTA vans2.0 improves the previous version [DLOTAvV1.@]demoving the
constraint on the download of Java™ MIDlets [MIC#Id thus specifying a truly execution environmenitral protocol.

OMA DLOTA version 2.0 is also agonistic of the grotion mechanism, i.e. OMA DRM [DRM2.0] or othewnsed to
protect the Media Object.
1.1 Use Cases

While OMA DLOTA version 1.0 [DLOTAVL1.0] provides@eneral framework for downloading Media Objects, ®M
DLOTA version 2.0 extends OMA DLOTA version 1.0dopport following new use cases.

*  Functions that are already provided by OMA DLOTAsien 1.0:
1. Basic download
2. Combined delivery
. New functions that extends OMA DLOTA version 1.0:
Updating and removing Media Objects
Download from multiple servers
Download of compound objects and multiple objects
Download of chunked Media Objects
Control of User confirmation prompt

Support for resumable download session

© © N o 0 &> W

Authentication of trusted entity and content intlggcheck
. New major functions that satisfy market’'s requiretse

10. Pre-downloading of Media Objects

11. Download timing reservation

12. Progressive download

13. Download OTA over broadcast protocols

Details of these new use cases and the requireraentpecified in the OMA DLOTA version 2.0 requirents specification
[DLREQ].

1.2 Requirements

Requirements that satisfy the use cases listedeadn@vdefined in the OMA DLOTA version 2.0 requieats specification
[DLREQ].

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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1.3 Planned Phases

This architecture specification targets phase 2OMA DLOTA.

OMA DLOTA version 1.0 (DLOTAVL1.0) provides a meclism for User-initiated download of content, suching-tones,
images, and applications. While OMA DLOTA providasich of the functionality needed to provide for arenreliable
download solution than basic HTTP, other protoenist in the mobile industries that provide funotiity beyond that of
OMA DLOTA.

OMA DLOTA version 2.0 (DLOTAv2.0) is an evolutiorf the OMA DLOTA version 1.0 protocol. The purpaseOMA
DLOTA version 2.0 is to add functionality that wasssing from the previous version of the protoadd at the same time to
guarantee backward compatibility.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not irded to provide testable requirements to implememsit

3.2 Definitions

Compound Objects

Content Handler

Content Provider
Download Agent
Download Descriptor
Download OTA Server

Download Server
M edia Object
Multiple Objects

Presentation Server
Status Report Server

User

Content which is composed of one or more Media @bj@hich have relationship each other.

An entity in the mobile device responsible for ghrecessing of a particular media type. The corttentdler
typically handles issues related to installatiorca@fitent, in addition to execution of content. Hetual
processing of retrieved content is outside the safphis specification.

A human entity or a company which provides Medigeots to the User
A User agent in the device responsible for dowrilogd Media Object described by a download desaript
Metadata about a Media Object and instructionbéadownload agent for how to download it.

A logical entity which encompasses the all senagngonents (i.e. Presentation Server, Download $erve
and Status Report Server).

A Web server hosting Media Objects available fovdimad using the DLOTA protocol
A resource on a Web server that can be downloaded.

Content which is composed of one or more Media @bjéHowever the Media Objects do not always have
relationship each other.

A Web server presenting a download service to therU
A Web server accepting status reports from the dmachagent.

An entity which uses services as defined in [DICNAERY].

3.3 Abbreviations

BCMCS Broadcast Multicast Services

DLOTA Download Over The Air

DRM Digital Rights Management

DVB-H Digital Video Broadcasting for Handheld
HTTP Hypertext Transfer Protocol

MBMS Multimedia Broadcast Multicast Service
MIDP Mobile Information Device Profile
MMS Multimedia Messaging Service

OMA Open Mobile Alliance

OTA Over The Air

SSL Secure Socket Layer

TLS Transport Layer Security

WSP Wireless Session Protocol

WTLS Wireless Transport Layer Security

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Architecture Model

4.1 Dependencies

OMA DLOTA version 2.0 provides a flexible mechanifon downloading Media Objects of any type and $inen a
network. Therefore, OMA DLOTA version 2.0 can ts=d by the other OMA enablers to download Medize€ibj
Examples of such enablers are OMA Digital Rights&tgement [DRM1.0] [DRM2.0] and Device ManagemeriADM].

On the other hand, since OMA DLOTA version 2.0 [searer independent protocol, any underlying patsuch as HTTP
[HTTP] and WSP [WSP] can be used. Security prdtosoch as SSL [SSL)/TLS [TLS] or WTLS [WTLS] cals@be used
to download Media Objects in a secure manner. bloadcast network such as MBMS [MBMS] and DVB-HVBH] is
used to download Media Objects, OMA DLOTA versiof ghay need to rely on OMA BCAST enabler releaseABT] for
service discovery, content protection and so on.

An example of the relationship between the enaleitkistrated in Figure 1.

Digital Rights Device Other
Management Management Enabler

Download Over
the Air

HTTP OMA
(WSP) BCAST

Figure 1. Relationship between OM A Download OTA and other OMA Enablers

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4.2 Architectural Diagram

Figure 2 shows functional architecture of OMA DLOV20.

3 g

User
| i 1) Discovery Document ' i
! ! (XHTML, URL) : i
E | < > | Presentation
: I i Server :
! i 2) Download Descriptor | DD : !
| ! Transfer | : |
@ =< = i
h \ 1 | !
| ©\ ! ! .
' Download i 3) Downloading Media Objec[‘@j ' Download !
I Agent ! < ! : Server i
i i 4) Notification : i
i i (Download completion, Installation, Deletioﬁl) g !
i . > | Status Report |
i ! ! Server |
Lo e e e e e o — - - !

<:> Outside the scope of the DLOTA Enabler
<C————"> Inside the scope of the DLOTA Enabler

Figure 2: Functional architecture
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4.3 Functional Components and Interfaces

This section defines actors and entities of the OMATA system.

There is the Download Agent at the User side, hrdetare the Presentation Server, the DownloadeSand the Status
Report Server at the content provider side. Therldsa human entity or an application which conssithe Media Object.
The content provider is a human entity or a compahnigh provides Media Objects to the Download Agehich then
delivers Media Objects to the User. The defingiarf the various entities within the DLOTAvV2.0 aitelsture are as follows.

. Download Agent (Download User Agent)

Download Agent or Download User Agent is a Usemadgethe device responsible for downloading a Megdbject
described by a Download Descriptor. It is respolesior the download transaction from the clientspective. It is
triggered by the reception or activation of a Davad Descriptor.

The Download Agent works together with the Use. ihe human User of Media Objects). For exantpke,
Download Agent requests confirmation from the Usetetermine whether to download the Media Objectat. The
Download Agent also makes the Media Object avadlablthe User after the completion of the instataprocess.

i Presentation Server

The term Presentation Server describes the logaakr function that presents a download serviteddJser. Itis one
of the possible discovery mechanisms. The cliemicgemay browse a Web or WAP page at the presentagrver and
be redirected to the Download Server for the OMAWDIDad transaction.

. Download Server

A term Download Server describes the logical sefwection that hosts Media Objects that are aviglédr download.
It is responsible for the download transaction fritve server perspective. It handles download sessamagement
including actions triggered by the installationtssareport.

1. Status Report Server
A term Status Report Server describes the logerales function that accepts status reports fronxbenload Agent.

Note that the logical server functions (Presenta8erver, Download Server and Status Report Sedieenpt have to be
provided by the same service provider. Therefibie,possible for a content provider to have calyeb portal which refers
to Media Objects that are stored by different sexamd owned by different service providers.

4.4 Flows

An example of the communication procedure betweeh entity which constitutes the functional arattitee (Figure 2) is
explained below.

1) Discovery Document

A User discovers a Media Object on the network $ipgia discovery application. How to find the Me@bject is outside
the scope of DLOTA. However, there are several waygd the Media Object. For example, a pictedior may discover
pictures, a melody composer may discover melodied,an application manager may discover applicatierg. games) on
dedicated Web sites; an email message may contematfdresses to Media Objects available for dowdigaa Web
browser may be used to discover the Media Objeet the network. These types of applications allectovely referred to
as a discovery application.

2) Download Descriptor Transfer

The Download Agent downloads a descriptor fileh&f Media Object from the Download Server calledDognload
Descriptor (DD). The DD contains metadata aboetNtedia Object such as the media type of the M@digct and the size
of the Media Object. The DD also includes instiarct to the Download Agent how to download the Medbject. The
Download Descriptor can be located on either thles&mtation Server or the Download Server.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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3) Downloading Media Object

The Download Agent downloads the Media Object ftomDownload Server according to the informatioovped in the
DD. Example of these information are the URI wherdownload the Media Object from and the protdodie used, e.g.
HTTP [HTTP].

4) Notification

The Download Agent may be required to post notiifices to the Notification Server. The notificatiimclude information
about the outcome of the download transaction.rd hee several types of notifications.

. Download Completion Notification

The download completion notification indicatestie server that the Download Agent has successfully
downloaded the Media Object. However, the Mediae©ths not yet available to the User.

. Installation Notification

The installation Notification indicates to the sarthat the Download Agent has successfully instiaihe Media
Object, and the Media Object (to the best knowleafgbe Download Agent) will be made availablehe User.

»  Deletion Notification
The deletion natification indicates to the senfettthe Media Object has removed from the device the Media

Object (to the best knowledge of the Download Ajjennho longer available to the User.

4.5 Service Flow in a Browsing Environment

The control flow mechanism covers the basic use fmscontext management where the end User setectsitinue with a
browsing operation after the completion of the dimad transaction. The mechanism can be used bdkeisituation where
the download was completed successfully and irsitii@tion where it was terminated with some kiné &&ilure or error.

If after the download has completed the end Useidds to perform some other action, such as remgléhie downloaded
Media Object, then this is outside the scope ofQMA DLOTA version 2.0 specifications.

Presentation
Server (WEB)

The client finds a
content object on
the presentation server
and starts the download

@& Download Server
@
\ - The download server

-~ ‘ ﬁ makes a best effort to
execute the requested
LN o

Browser | Browser | | ContentHandler
Download The download

succeeded unfortunately failed, Go with content?
Continue! failure mgmt next...

Figure 3: Basic service User experience flow control
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5. DLOTAv2.0 Delivery Methods

Since DLOTA is a bearer independent protocol, tbevdload Descriptor and the Media Object can bevdetd to the
Download Agent using any underlying transport pcotesuch as HTTP [HTTP] and WSP [WSP]. The Dowdloa
Descriptor and the Media Object can also be daidersing push protocols such as MMS [MMS], WAP FWgAP Push]
and MBMS [MBMS]. Therefore; there are four diffatescenarios where the Download Descriptor andtbdia Object are
provided to the Download Agent (Table 1).

Media Object delivery method

Pull Push

DD Pull Case 1: Pull-Pull Scenario Case 2: Pull-Pusim&rio

delivery
method Push Case 3: Push-Pull Scenari¢ Case 4: Push-Eesar®

Table1l: DLOTAV2.0 Delivery M ethods

. Casel: Pull-Pull Scenario

This is the most typical scenario where the DowthiDascriptor and the Media Object are deliveredsing a pull
method such as HTTP and WSP.

. Case2: Pull-Push Scenario

The Download Descriptor is delivered by using d méthod such as HTTP and WSP, and then the MebliacOis
delivered by using a push method such as WAP PugivVBMS. In MBMS, Media Objects are delivered oger
broadcast bearer. This scenario can be cost igffatthe size of the Media Object is large andlydimited bandwidth
is available.

. Case3: Push-Pull Scenario

The Download Descriptor is pushed to the Downloaeémt, and then the Media Object is delivered bypgisi pull
method such as HTTP and WSP. This scenario cahfaséhe situation where the content provider waotnotify the
end User that a Media Object is available for d@ad| User, upon reception of the Download Desaritite User can
then decide to download the Media Object usinglbanpethod to download it.

. Case4: Push-Push Scenario

The Download Descriptor and the Media Object aighpd to the Download Agent. This scenario is ofiged if the
network bearer only has a unidirectional beareBM is often used over the unidirectional bearer.

In case of using push, it might be possible to Enabwanted content to be downloaded and instaiteda target terminal.
For example, a malicious back-end entity may puBlownload Descriptor or hide a Download Descrifitehind a hidden
hyper-link, thus to trigger the download of a lafgad/or malicious) Media Object to the User temhisolutions that
resolve such security issues should be incorpoiatedLOTAV2.0.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-DLOTA-V2_0-20110329-A Page 14 (39)

6. Example Flow of Use Cases

In this section, example flows of each use casegplained. Details of the use cases and the regeints are specified in
the OMA DLOTA version 2.0 requirements specificatf@LREQ)].

This document often uses the term “DLOTA Serveradsgical entity which encompasses the all seceenponents (i.e.
Presentation Server, Download Server, and StatperR8erver) to simplify figures used in this senti

6.1 Basic Download

This use case describes the basic functionalityigeal in OMA DLOTA version 1.0 [DLOTAvV1.0]. The s gets a
Download Descriptor, downloads a Media Object, tnedStatus Report Server is notified when the domahiis complete.

Figure 4 shows an example of the download procegsedasic download by using a pull method.

& LN
User Download DLOTA
Agent Server
I
D — 1) Content discovery —>
2) Request Download Descriptor
< DD

4) Device capabilitS 3) Response Download Descriptpr

checking

‘5) User confirmatior

»

6) Ok 7) Request Media Object

8) Response Media Object %

10) Install-Notification

9) InstallatiortD

Figure 4: Basic download

1. While using Discovery Application, the User is tygily presented with a reference to the Downloaddiiptor. The
reference may be on a Web page, or inside an emBMS message, or stored in memory or in an accgsgtached
to the phone. Content discovery and how to findURg to the Download Descriptor, is outside thepgeof DLOTA.

2. The Download Agent selects a URI that points tolbgnload Descriptor in the DLOTA Server.

3. The Download Descriptor is delivered to the Dowdl@gent. The Download Descriptor includes a URL thaints to
the Media Object.

4. The Download Agent analyses the Download Descrighar checks the capability of device (e.g. avadabemory size,
content type of the Media Object, etc.).
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5. Using the information included in the Download Dgstor, the Download Agent requests the User tdiconwhether
to proceed with the download transaction or not.

6. The User decides to proceed with the download aetion.

7. The Download Agent selects the URI that pointshte Media Object and the Download Agent proceed$ wit
download transaction.

8. The Download Agent retrieves the Media Object ftbenDLOTA Server.
9. The Download Agent installs the Media Object

10. The Download Agent successfully reports the stafuhe download transaction to the DLOTA Server amakes the
content available to the User.

6.2 Basic Download without Installation Notification

This download scenario illustrates the case whelmstallation Notification is not required. The ahtage of this scenario is
that one request-reply pair can be omitted fronptieeess if the use case does not require applicktiel transaction
confirmation.

This scenario represents an unreliable downloacharesm (similar to an HTTP retrieval of content)tjzaularly suitable for
use cases where absolute reliability is less ofaity than bandwidth optimisation.

3 e ||
@ =
& & i
User Download DLOTA
Agent Server
I
D — 1) Content discovery —>
2) Request Download Descriptor
< DD

4) Device capabilitg 3) Response Download Descriptpr

checking

| 5) User confirmatior,

»
L

6) Ok 7) Request Media Object

X 8) Response Media Object %
9) InstallatioD

Figure5: Basic download without installation notification
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1. While using a Discovery Application, the User ipitally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emBMMS message, or stored in memory or in an accgsgtached
to the phone. Content discovery and how to findUbR# to the Download Descriptor is outside the scopDLOTA.

2. The Download Agent selects a URI that points toRibgvnload Descriptor in the DLOTA Server.

3. The Download Descriptor is delivered to the Dowdl@gent. The Download Descriptor includes a URL thaints to
the Media Object.

4. The Download Agent analyses the Download Descrigalr checks the capability of device (e.g. avadabemory size,
content type of the Media Object, etc.).

5. Using the information included in the Download Déstor, the Download Agent requests the User tdiconwhether
to proceed with the download transaction or not.

6. The User decides to proceed with the download aetion.

7. The Download Agent selects the URI that pointshte Media Object and the Download Agent proceed$ wit
download transaction.

8. The Download Agent retrieves the Media Object ftbenDLOTA Server.

9. The Download Agent installs the Media Object andaesat available to the User.

6.3 Combined Delivery

Combined delivery is a delivery method where a Medbject and a Download Descriptor are downloadédessame time.
As the Media Object and the Download Descriptordmiévered together, the User is unable to levethgenformation in

the Download Descriptor to decide whether to altbevdownload process to proceed or not. However ube case supports
the installation notification.

Figure 6 shows an example of the download prockefeaombined delivery by using a pull method.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-DLOTA-V2_0-20110329-A Page 17 (39)

[ 2 (@'\?) %
@ =
#; & m
User Download DLOTA
Agent Server
I
D — 1) Content discovery —>

2) Request Download Descriptor
and Media Obje:

< DD
3) Response Download Descriptor

4) Device capabilitS and Media Object

checking

5) User confirmation

»
L

6) Ok

9) Installatior()

10) Install-Notification

Figure 6: Basic download

1. While using a Discovery Application, the User ipitally presented with a reference to the DownlB&dcriptor and
the Media Object. The reference may be on a Web,gagnside an email or MMS message, or storedeémory or in
an accessory attached to the phone. Content digcavel how to find the URI to the Download Desaipand the
Media Object is outside the scope of DLOTA.

2. The Download Agent selects a URI that points to w@tipart entity composed of the Download Descripamd the
Media Object.

3. The multipart entity is delivered to the Downloadeht.

4. The Download Agent analyses the Download Descrigihal checks the capability of the device (e.g.lalslé memory
size, content type of the Media Object, etc.).

5. Using the information included in the Download Dgstor, the Download Agent requests the User tdfioonwhether
to proceed with the installation of the Media Objecnot..

6. The User decides to install the Media Object.
7. The Download Agent installs the Media Object.

8. The Download Agent successfully reports the stafutie download transaction to the DLOTA Server amakes the
Media Object available to the User.

6.4 Updating Media Objects

This use case describes updating a Media Objetistdready installed on the device.

Figure 7 shows an example of the process for upgldfiedia Objects using a pull method.
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User Download DLOTA
Agent Server
Old MO 1) Request Download Descriptor
I P DD
(Uségtre]:a}syaZcDeZS 2) Response Download Descriptpr
or ot aCﬁ (MO version)

4) Inform the User
(New MO is availablg)

5) Initiate Update'

MO 6) Request New Media Object

A 7) Response New Media Objec ‘@j
8) Installatio
rt) New MO

9) Install-Notification

Figure 7: Updating M edia Objects

1. The Download Agent downloads the Download Descrifrtam the DLOTA Server. The download transactioayrbe
triggered by the User or by the timer set withia Bownload Agent.

2. The Download Descriptor is delivered to the DowdloAgent. The Download Descriptor includes the \@rsi
information of the new Media Object.

3. The Download Agent analyses the Download Descripttd determines if a new version of the Media Qbjsc
available. The Download Agent also analyses thaluiéity of the device (e.g. available memory sizentent type of
the Media Object, etc.).

4. Using the information included in the Download Drgstor, the Download Agent requests the User tdfioonwhether
to proceed with the download transaction or not.

5. The User decides to proceed with the download aetion.

6. The Download Agent selects the URI that pointshte Media Object and the Download Agent proceed$ it
download transaction.

7. The Download Agent retrieves the Media Object fittnen DLOTA Server.
8. The Download Agent replaces the old Media Objethwie new Media Object.

9. The Download Agent successfully reports the stafute download transaction to the DLOTA Server amakes it
available to the User.
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6.5 Removing Media Objects
This use case describes removing a Media Objettas previously downloaded and installed.

Figure 8 shows an example of the process of theviermg Media Objects use case.

€« |%|
6\ =
& i

Content Download DLOTA

Handler Agent Server

1) Delete

2) Media Object
removel

3) Delete Notification

A 4

Figure 8. Removing M edia Objects

1. The Content Handler removes a Media Object (e.ghbynstruction from the User).
2. The Media Object is “uninstalled” on the deviceg(eemoved from the file system).

3. The Download Agent notifies the DLOTA Server that temoval was a success.

6.6 Download from Multiple Servers

The User chooses content from Content Portal. Whemownload Agent downloads a Download Descrifrimmn Content
Portal, the Download Descriptor may include mudipburces for content object(s) if multiple compéthe Media Object(s)
are located on more than one DLOTA Server. Thdiptelsources can be used by the Download Agedbtenload
different chunks of the Media Objects from differenurces in parallel or it can be used as altermaburce for the Media
Obiject if one URI is not resolvable by the Downldsgent. The Download Agent uses information in EBravnload
Descriptor to fetch the Media Object(s) from mukipLOTA Servers simultaneously. The Download Algeronstructs
content object(s) as soon as the Download Agewives data from a subset of the DLOTA Servers.

Figure 9 shows an example of the download from ipielservers use case by using a pull method.
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Figure 9: Download from Multiple Servers

1. While using a Discovery Application, the User ipitally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emMMS message, or stored in memory or in an accgsgtached
to the phone. Content discovery and how to findURé to the Download Descriptor is outside the scopDLOTA.

2. The Download Agent selects a URI that points toDbgnload Descriptor in the DLOTA Server.

3. The Download Descriptor is delivered to the Dowdldsgent. The Download Descriptor may include mugtip/RIs
for the Media Object.

4. The Download Agent analyses the Download Descrigihalr checks the capability of device (e.g. avadabemory size,
content type of the Media Object, etc.).

5. Using the information included in the Download Déstor, the Download Agent requests the User tdiconwhether
to proceed with the download transaction or not.

6. The User decides to proceed with the download aetion.

7. and 8. The Download Agent uses informatiorhaDownload Descriptor to fetch the Media Objeatrdts from multiple
DLOTA Servers simultaneously.
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9. and 10. The Download Agent retrieves the M&tigects chunks from the DLOTA Servers. As shownhgyfigure, the
Download Agent does not need to wait for the rdoeptf the first Media Object chunk.

11. The Download Agent concatenates the chunks andll®she Media Object as soon as the Download Ageceives
data from a DLOTA Server.

12. The Download Agent reports the status of the doaahliwmansaction to the DLOTA Server and makes thdidM®bject
available to the User.

6.7 Download of Multiple Objects

DLOTAV2.0 provides a flexible solution that allowse download of multiple objects possibly from ditfnt sources in the
same download OTA sessidbontent can be composed of several distinct Metjgcds that may need to be downloaded
from different sources. This is regarded as a “sirapcart use case”, where a User selects mangpieiccontent to be
downloaded.

Figure 10 shows an example of the download of pleltbbjects use case by using a pull method, am®tdwnload Agent
also can download and install the multiple objsttsultaneously.
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Figure 10: Download of Multiple Objects

While using a Discovery Application, the User ipitally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emMMS message, or stored in memory or in an accgsgtached
to the phone. Content discovery and how to findUR# to the Download Descriptors is outside thepscof DLOTA.

The Download Agent selects a URI that points toRlegnload Descriptor in the DLOTA Server.

The Download Descriptor is delivered to the Dowdl@sgent. The Download Descriptor includes severld) each
URI points to a Media Object.

The Download Agent analyses the Download Descrépéod checks the capability of device (e.g. avilaemory
size, content type of the Media Object, etc.).

Using the information included in the Download Distor, the Download Agent requests the User tdiconwhether
to proceed with the download transaction or not.

The User decides to initiate the download traneasti
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10.

11.
12.
13.
14.

The Download Agent selects the URI that referheooMedia Object (1) and starts the download traitsac
The Download Agent retrieves the Media Object (ajrf the DLOTA Server.
The Download Agent installs the Media Object (1).

The Download Agent reports the status of the doaahlivansaction of the Media Object (1) to the DLOS@&rver and
makes Media Object (1) available to the User.

The Download Agent selects the URI that referheooMedia Object (2) and starts the download traitsac
The Download Agent retrieves the Media Object (@jrf the DLOTA Server.
The Download Agent installs the Media Object (2).

The Download Agent reports the status of the doachlvansaction of the Media Object (2) to the DLOSérver and
makes Media Object (2) available to the User.

6.8 Download of Compound Objects

The function of download of compound objects presidlexible solution that allows the download ofltiple objects
possibly from different sources in the same dowthl@F A sessionContent can be composed of several distinct Media
Objects that need to be downloaded from differentces.

Figure 11 shows an example of the download of camgmbjects use case by using a pull method.
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Figure 11: Download of Compound Objects

1. While using a Discovery Application, the User ipitally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emMMS message, or stored in memory or in an accgsgtached
to the phone. Content discovery and how to findUkR# to the Download Descriptor is outside the scopDLOTA.

2. The Download Agent selects a URI that points toRibgvnload Descriptor in the DLOTA Server.

3. The Download Descriptor is delivered to the Downdlo®dgent. The Download Descriptor indicates tha Media
Object is a compound object. The Download Desorificludes several URIs. In this example, the Dioad
Descriptor includes two URIs. One of which is a mufata and the other is its JPEG image data o€ih¢acket.

4. The Download Agent analyses the Download Descrigtar checks the capability of device (e.g. avadabemory size,
content type of the Media Object, etc.). The Daaidl Agent may reject the download transaction dfeitermines that
it can not support the compound objects.

5. Using the information included in the Download Dgstor, the Download Agent requests the User tdfioonwhether
to proceed with the download transaction or not.

6. The User decides to proceed with the download aetion.
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7.and 9. The Download Agent selects the URAs point to Media Objects and starts the downloads@action.

8. and 10. The Download Agent retrieves the compabjects from the DLOTA Servers. In this examgie, Download
Agent downloads the music data from the DLOTA SeB/and the JPEG image from the DLOTA Server C.

11. The Download Agent installs the compound objects.

12. The Download Agent reports the status of the doashltvansaction to the DLOTA Server and makes thmepound
objects available to the User.

6.9 Download of chunked Media Objects

The download of chunked Media Objects use casdges\downloading of large Media Objects (e.g. 1Mbyt) that are
divided into multiple chunks of data, in order atlwith a maximum transfer size that may be imgdsethe underlying
network.

Figure 12 shows an example of the download of cadriMedia Objects use case by using a pull method.
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Figure 12: Download of Chunked M edia Objects
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1. While using a Discovery Application, the User ipitally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emMMS message, or stored in memory or in an accgsgtached
to the phone. Content discovery and how to findUbR# to the Download Descriptor is outside the scopDLOTA.

2. The Download Agent selects a URI that points toRibgvnload Descriptor in the DLOTA Server.
3. The Download Descriptor is delivered to the Downlégyent.

4. The Download Agent analyses the Download Descrigtar checks the capability of device (e.g. avadabemory size,
content type of the Media Object, etc.).

5. Using the information included in the Download Déstor, the Download Agent requests the User tdiconwhether
to proceed with the download transaction or not.

6. The User decides to proceed with the download aetien.

7.and 9. The Download Agent decides the chuiskeg] and starts the download transaction isswengral requests. The
Download Agent can download the chunks in sequenae parallel depending on the capabilities of the
Download Agent and DLOTA Server.

8. and 10. The Download Agent retrieves the chdriedia Object from the DLOTA Server.
11. The Download Agent concatenates the data from elaghked object request to form the Media Objectiastlls it.

12. The Download Agent reports the status of the doaahliwansaction to the DLOTA Server and makes thdidM®bject
available to the User.

6.10 Control of User Confirmation Prompt

In order to support the use cases where the dodmba Media Object occurs without the need forliekpgUser
confirmation, DLOTA 2.0 supports a mechanism totomrthe User confirmation prompt. Moreover, inwlgcenario,
where the content is discovered and downloadedhgaibrowsing session, the User confirmation promgy represent an
unnecessary step. In the push scenario, wheredttierd provider pushes the download descriptordewice, security issues
must be considered. Removing the User confirmairompt may allow malicious content providers totpoglicious
content to a target device, therefore a leveludttbetween the content provider and the User'scdemust exist prior the
download of a Media Object where the User confiramais disabled.

Figure 13 shows an example of the control of Usefionation prompt use case by using a pull method.
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Figure 13: Control of User Confirmation Prompt

While using a Discovery Application, the User ipitally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emBMS message, or stored in memory or in an accgsgtached
to the phone. Content discovery and how to findURé to the Download Descriptor is outside the scopDLOTA.

The Download Agent selects a URI that points toRlegnload Descriptor in the DLOTA Server.

The Download Descriptor is delivered to the Dowdld@ent. The Download Descriptor includes a flaglisable User
confirmation.

The Download Agent analyses the Download Descrigal checks the capability of device (e.g. avadabémory size,
content type of the Media Object, etc.).

The Download Agent selects the URI that pointhMedia Objects and starts the download transactio
The Download Agent retrieves the Media Object fiitn DLOTA Server.
The Download Agent installs the Media Object.

The Download Agent reports the status of the doaahlivansaction to the DLOTA Server and makes thdidM@bject
available to the User.

6.11 Support for Resumable Download Session

With the Media Objects becoming larger in size,tthe needed to download them increase, and thietbre increases the
probability for the OTA transaction to be interregt Temporary lack of coverage, lack of resourdéisinvthe device or
some other event may occur with the result of migting the download. Therefore DLOTA 2.0 supp@rtsechanism to
pause a download session and resume it at somelat@inin time.
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As resume download would begin from the interrugieiht, the downloaded data should be stored ieiminal. In order
to resume a download session the Download Agerdsieecalculate the size of the partially downlahttedia Object, this
is the begin point for the resume., This paramegeds to be sent to the DLOTA Server when sendnegiame download
request. The resume download request could induglange request element such as (X, Y), heretbeisize of the
partially downloaded Media Object (or the beginmpand Y is result of subtracting the size of plagtially received Media
Object from the total size of the Media Object.Ufgg1l shows an example of resume download session.

({; —
rd & i
User Download DLOTA
Agent Server
I
- 1) Content discovery —»

2) Request Download Descriptor
DD
3) Response Download Descript

5) Request Media Object

A

4) Device capabilit
checking 5

A

r

7) Downloading is 6) Response Media Object 7
paused (Indicates resumable download)

8) Downloaded par
are saved 6)

9) Downloading is

resumed C) 10) Device capability checking and

confirm resume download

11) Request Media Object
(with resume request & range)

12) Response Media Object ‘Eﬂ
I

13) Installation
C> 14) Install-Notification

Figure 14: Resumable Download Session

1. While using a Discovery Application, the User ipitally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emBMMS message, or stored in memory or in an accgsgtached
to the phone. Content discovery and how to findURé to the Download Descriptor is outside the scopDLOTA.
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2. The Download Agent selects a URI that points toRibgvnload Descriptor in the DLOTA Server.
3. The Download Descriptor is delivered to the Downl@aent.

4. The Download Agent analyses the Download Descrigihalr checks the capability of device (e.g. avadabemory size,
content type of the Media Object, etc.).

5. The Download Agent selects the URI that pointhtwNMedia Objects and starts the download transactio

6. The Download Agent retrieves the Media Object fribbim DLOTA Server. In this step, the DLOTA Servedicates
that the download transaction is resumable.

7. The download transaction is paused by the Usdrigiinterrupted by a temporary loss of coveragsasne other reason.

8. The Download Agent stores the partially downloaliestiia Object and notifies the User that the dowthlzansaction
was interrupted.

9. User decides to resume download the object

10. The Download Agent calculates the size of the doaaéd part of the object and analyses the capabflilevice (e.qg.
available memory size) using attributes from thevblmad Descriptor that was downloaded at the sththe paused
download transaction.

11. The Download Agent calculates the range, and attetopesume the download transaction.
12. The Download Agent retrieves the remaining pathefMedia Object from the DLOTA Server.

Note: Several requests and responses may be neere=sdime download of multiple objects, compouni@gab and
chunked Media Objects.

13. The Download Agent reconstructs the Media Objeainfipartially received Media Object and data dowdézhas a
result of the resume request and installs it.

14. The Download Agent reports the status of the doachltransaction to the DLOTA Server and makes thelide
Object(s) available to the User.

6.12 Pre-downloading of Media Objects

The Download Agent downloads a number of Media €tbjéor later use by using a network bearer that@omical
and/or has an adequate bandwidth. Afterward, thex tiscides to consume some of the Media Objecththe already
been downloaded to the device.

If requested by the DLOTA Server the Download Ageaaly notify the DLOTA Server that the Media Objelctve been
downloaded successfully. The Download Agent mag atstify the DLOTA Server what Media Objects arkested by the
User and whether each of the selected Media Obiatstalled correctly or not.

Figure 15 shows an example of the pre-downloadfridetlia Objects use case by using a pull methothimexample, the
Download Agent downloads three Media Objects.
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Figure 15: Pre-downloading of M edia Objects

2. While using a Discovery Application, the User ipibally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emBMS message, or stored in memory or in an accgsgtached
to the phone. Content discovery and. How to firel iRl to the Download Descriptor is outside thepgcof DLOTA.

3. The Download Agent selects a URI that points toRibgvnload Descriptor in the DLOTA Server.

4. The Download Descriptors are delivered to the DoadlAgent. Each of the Download Descriptor includéds that
refers to several Media Objects.

5. The Download Agent analyses the Download Descrigtal checks the capability of device (e.g. avadabémory size,
content type of the Media Objects, etc.).

6. The Download Agent selects the URIs that pointh® Media Objects and the Download Agent startsdihenload
transactions. The download transaction may be egdaither in serial or parallel.

7. The Download Agent retrieves the Media Objects ftaoemDLOTA Server.
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10.
11.

12.

The Download Agent may notify the DLOTA Server tliaé download transaction was successful. The Duagn
Complete Notification indicates to the DLOTA Sertleat the Download Agent has successfully downldatie Media
Object. However, at this point the Media Objectnist yet available to the User. The sending of Blmvnload
Complete Notification is optional.

At some point later in time the Download Agent fiet the User that Media Objects resident on thecdeare
available for installation.

The User decides to consume the Media Object.isrettample, the User decides to consume Media Ofjec

The Download Agent installs the Media Object. IistBxample, the Download Agent installs the Medigeot (1).
(For those MOs which were not selected by the beeg, if the user wants to consume them in theduthe user may
initiate the installation request to the DownloadeAt and after installingthe Download Agent should reports the
status of the installation transaction to the DLOSéyver if requested by the DLOTA Server.)

The Download Agent reports the Installation of Media Object to the DLOTA Server and makes the edbject
available to the User.

6.13 Download Timing Reservation

Download timing reservation provides a flexiblewimn that enables Users to establish and schedsézvations such that
Media Objects can be automatically downloadedasttheduled time(s).

Typically network traffic during the early mornimmond late at night (off-peak) is lighter than thatidg the day (peak) and
therefore network tariffs during these periodsramemally lower. Download reservation allows Usend &letwork Operators
to use the network in both a cost and capacityctffe manner.

Figure 16 shows an example of the download timasgrvation use case by using a pull method.
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Figure 16: Download Timing Reservation

1. While using a Discovery Application, the User ipitally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emBMS message, or stored in memory or in an accgsgtached
to the phone. Content Discovery and how to findWliRd to the Download Descriptor is outside the scopDLOTA.

2. The Download Agent selects a URI that points toRibgvnload Descriptor in the DLOTA Server.

3. The Download Descriptor is delivered to the Downlodgent. The Download Descriptor may contain a b6t
candidate times when the Media Object can be autcatig downloaded.

4. The Download Agent analyses the Download Descrigtar checks the capability of device (e.g. avadabemory size,
content type of the Media Object, etc.).

5. If the Download Descriptor contains a list of catate times then the Download Agent may ask the tseelect the
execution time when the Media Object should beraat@ally downloaded.

6. The User selects/agrees the time when the auton@tinload should take place.
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7. The Download Agent sets the timer.

8. Before the Download Agent executes the downloadstetion at the designated time, if the Downloaddbiptor
contains a URL that points to the updated Downlbadcriptor, the Download Agent fetch the DownloagsEriptor in
order to determine if the Media Object has beefracgm or updated.

9. Ifitis available, the updated Download Descrigidelivered to the Download Agent.

10. The Download Agent selects the URI that pointshi® Media Object and starts download transactidhespecified
time.

11. The Download Agent retrieves the Media Object fitnen DLOTA Server.
12. The Download Agent installs the Media Object.

13. The Download Agent reports the status of the doaahliwansaction to the DLOTA Server and makes thdidM®bject
available to the User.

6.14 Server Initiated Automatic Download

The Download Descriptor is pushed to the Downloadddiptor, and then the Download Agent automatiaidwnloads the
Media Object. The use case provides the Push-Beshario as explain in section 5. In the Push-Begmario, where the
DLOTA Server pushes the Download Descriptor toRiogvnload Agent, security issues must be considefeddeal with
the security issue, this use case is often usdd®@antrol of User Confirmation Prompt with the usenfirmation enabled as
explained in section 6.10. The other securitygsssuch as DoS attack mush also be consideregkmsned in section 7.
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Figure 17: Server Initiated Automatic Download
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1. While using a Discovery Application, the User ipitally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emBMMS message, or stored in memory or in an accgsgtached
to the phone. Content Discovery and how to findWid to the Download Descriptor is outside the scopDLOTA.

2. Inthat case, a link to the Download Descriptopushed to the Download Agent via Push Proxy Gateagagpecified
in [WAP Push].

3. The Download Agent analyses the Download Descrigiak checks the capability of device (e.g. avadabémory size,
content type of the Media Object, etc.).

The Download Agent selects the URI that pointdtoNMedia Object and starts download transaction.
The Download Agent retrieves the Media Object fiin DLOTA Server.

The Download Agent installs the Media Object.

N o A

The Download Agent reports the status of the doaahlivansaction to the DLOTA Server and makes thdidM@bject
available to the User.

6.15 Progressive Download

In order to improve the User experience DLOTA Aipports the rendering of Media Objects when theybeing still
downloaded. The term "progressive download" isrideal to describe this kind of functionality. If gressive download is
allowed and supported by the device, the Downlogdm can start to render the content while the dioaehis still in
progress.

Figure 18 shows an example of the progressive dmadhlise case by using a pull method.
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Figure 18: Progressive Download

1. While using a Discovery Application, the User ipitally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emBMMS message, or stored in memory or in an accgsgtached
to the phone. Content discovery and how to findUbR# to the Download Descriptor is outside the scopDLOTA.

2. The Download Agent selects a URI that points toRibgvnload Descriptor in the DLOTA Server.

3. The Download Descriptor is delivered to the Dowdl@a@ent. The Download Descriptor includes a URL tieferences
the Media Object. The Download Descriptor indicdtest the Media Object is a continuous Media Ob(eet that it
can be progressively downloaded).

4. The Download Agent analyses the Download Descrigtar checks the capability of device (e.g. avadabemory size,
content type of the Media Object, etc.).

5. Using the information included in the Download Dastor, the Download Agent requests the User tdfioonwhether
to proceed with the download transaction or not.

6. The User decides to proceed with the download aetien.
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7. The Download Agent selects the URI that pointhwMedia Objects and starts download transaction.
8. The Download Agent retrieves a part of the MedigeCifrom the DLOTA Server.
9. The Download Agent temporally installs the parth# Media Object to make it available for rendering

10. The Download Agent continues to retrieve partshef Media Object from the DLOTA Server and tempgraiistall
them to make them available for rendering.

11. The Download Agent installs the complete Media ©bje

12. The Download Agent reports the status of the doadhlransaction to the DLOTA Server and makes tirapbete
Media Object available to the User.

6.16 Download OTA over Broadcast Protocols

In this use case the download of a Media Objectisceia a broadcast bearer. The OMA DLOTA downldedcriptor (DD)
is used to carry the necessary information fottisigjithe broadcast session. This information candrged within the DD
itself or the DD can be used to download a ses$éseriptor file. Regardless of the mechanism, th®DA session and the
relative transaction outcome is relative to the dimad of the Media Object itself and not of the Dbany other session
descriptor.

Figure 19 shows an example of the download OTA bveadcast protocols. In this example, the downhkbestriptor is
provided by using a pull method, and the Media @ provided by using a push method. Note thatDLOTA Server
shown in this figure also includes the logical fiimies of Presentation Server and Status Reporiegerv
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Figure 19: Download OTA over Broadcast Protocols

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-DLOTA-V2_0-20110329-A Page 37 (39)

1. While using a Discovery Application, the User ipitally presented with a reference to the DownlBadcriptor. The
reference may be on a Web page, or inside an emBMMS message, or stored in memory or in an accgsgtached
to the phone. Content discovery and how to findUbR# to the Download Descriptor is outside the scopDLOTA.

2. The Download Agent selects a URI that points toRibgvnload Descriptor in the DLOTA Server.

3. The Download Descriptor is delivered to the Downlodgent. The Download Descriptor indicates that kedia
Object should be downloaded via broadcast protocols

4. The Download Agent receives the Media Object thghoa broadcast protocol such as FLUTE. How to doaadhlthe
Media Object through a broadcast protocol is oetsid scope of DLOTA version 2.0.

5. The Download Agent installs the Media Object.

6. The Download Agent reports the status of the doaahlwvansaction to the DLOTA Server and makes thdidM®bject
available to the User.
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7. Security Considerations

There are some security issues that need to bédeoad for DLOTAV2.0. This section summarizes Higiel analysis of
security threats for DLOTAv2. Detailed securityugmns for DLOTAv2.0 are specified by the DLOTA®@Technical
Specification.

e Threats against Authentication:

Failure to authenticate the Media Objects (MO) isult in DLOTAV2.0 clients to download potentiallpauthorized
and malicious MOs. Authentication of the DLOTAvZI@ent is also essential to provide secure chagrépn the
DLOTA service providers (e.g. network operators) ancess control for the Download Servers.

*  Threats against Confidentiality and Integrity Potitn:

If the access network used does not provide irttegrotection between the Download Agent and thevload Server,
an attacker can modify the contents of an MO obaiDtransit. If authentication and integrity protien is provided by
end-to-end using channel protection mechanismsTlik& then confidentiality protection can also baiaged without
requiring any additional security mechanism.

»  Threats against Authorization:

Authorization allows the Download Agent to relialddyow that the Download Server it is communicatvith is
trusted/authorized to deliver the Media Object.efwge authorization mechanism should be used bynlad Agents
to identify if a particular Download Server is aotized before initiating a download. If a Downloadent can not
determine if a Download Server authorized then msrémum it must request confirmation from the uiseorder to
proceed with the download.

. DoS Threats:

In use cases where the download service is remiotigéigted by the Download Servers (i.e. serveliatéd automatic
download), mechanisms must be employed to secargigger in order to protect and mitigate agaishial of
Service (DoS) attacks against Download Servertheltriggers are not secured, a malicious pantyt@smit a large
number of triggers to a large set of DLOTAV2.0 terafs to start a download session at the same time.
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