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http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thig€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn
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However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted atependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.
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1. Scope (Informative)

The scope of the Gateway Management Object arthiiedocument is to define the architecture forDik Gateway
Management Object v1.0 enabler. This documentlifutfie functional capabilities and informationvile needed to support
this enabler as described in the Gateway Manage®igject requirements document [GwWMO-RD].
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2. References

2.1 Normative References

[DM-DICT] “Device Management Dictionary”, Version 1.0, Opeplile Alliance™, OMA-SUP-DM-
DM_Dictionary-V1_0,
URL:http://www.openmobilealliance.org/

[GwMO-RD] “Gateway Management Object Requirements”, Open Mdkdliance™, OMA-RD-GwMO-V1_0,
URL:http://www.openmobilealliance.org/

[OMA-DM] “OMA Device Management Protocol”, Version 1.3, Opédabile Alliance™,,
URL:http://www.openmobilealliance.org/

[OMA-Push] “OMA Push”, Version 2.3, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

[RFC2119] “Key words for use in RFCs to Indicate Requiremegxels”, S. Bradner, March 1997,

URL:http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

None
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Kindly consult [DMDICT] for all definitions used ithis document.

3.3 Abbreviations

Kindly consult [DMDICT] for all abbreviations used this document.

O 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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4. Introduction (Informative)

The Gateway Management Object aims to enable reapeetions for the DM Gateway and End Devicesrizbkiie DM
Gateway. The Gateway Management Object specifitatiall provide capabilities of processing managetreetions such
as fanout of DM commands from a DM Server to migdtiend Devices and aggregation of responses fromipteuEnd
Devices.

The objective of this document is to describe tlohigecture for managing the DM Gateway and Endi€es/behind the
DM Gateway.

4.1 Version 1.0

The GwMO 1.0 enabler release is expected to mket eile requirements defined in [GwMO-RD].

O 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Architectural Model

5.1 Dependencies

The Gateway Management Object depends on:

® OMA-DM V.1.3 [OMA-DM]
® OMA-Push V.2.3 [OMA-Push].

5.2 Architectural Diagram

5.2.1 Transparent Mode
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Interface specified by other enabler

Figure 1: Transparent Mode GwM O Ar chitectural Diagram Using I nterfaces

5.2.2 Proxy Mode
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Figure 2: Proxy Mode GwMO Ar chitectural Diagram Using I nterfaces

5.2.3 Adaptation Mode
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Figure 3: Adaptation Mode GwM O Ar chitectural Diagram Using I nterfaces

5.3 Functional Components and Interfaces/Reference Points
Definition

5.3.1 Protocol Endpoints
5.3.1.1 GwMO Server

The GwMO Server is a logical entity that is dedéchto issue GWMO operations to the DM Gateway aisame the
GwMO Alerts from the DM Gateway. The GWMO Serveeiracts with the GwMO Component.

5.3.1.2 GwMO Component

The GwMO Component is the abstract software compioth@t conforms to the requirements for the DMeRaty specified
in the OMA GwMO Enabler. The GwMO Component enaliiesmanagement of the End Devices that are netttir
accessible to the OMA DM Server. The GwMO Composeipports the following three modes, as specifietthé [GwWMO-
RD]:

= Transparent Mode: The DM Gateway assists the DM Server in sendibd/eNotification to the End Device(s)
behind the DM Gateway. In this mode, the DM Gateteaywards the DM Notification to the End Device(Ehe
DM Gateway does not participate in the managemessisn that gets established between the DM Sangethe
End Device after the delivery of the DM Notificatito the End Device(s).

= Proxy Mode: The DM Gateway manages End Device(s) behind te@ateway on behalf of the DM Server over
DM protocol. Two related DM sessions are estabtisloae is between the DM Server and the DM Gateway
(working as DM Client); the other is between the @dteway (working as DM Server) and the End Desgice(

= Adaptation Mode: The DM Gateway manages End Device(s) behind tiie@ateway on behalf of the OMA DM
Server over a non-OMA-DM protocol.

The DM Gateway can operate in different modes fiferednt devices simultaneously. In Transparent Bldtie GwMO
provides fanout of DM Notifications from an OMA D&rver to multiple End Devices. In Proxy Mode, MO

O 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Component provides other functions, such as faobDiM Notifications and DM messages from an OMA [Bdrver to
multiple End Devices, and aggregation of respofrees multiple End Devices so that a consolidategpomse is sent back
to the OMA DM Server. Additionally, it provides tlaility to store configuration data and softwareges for the End
Devices.

5.3.1.3 OMA DM Server
The OMA DM Server is defined in the OMA DM Enabberd is the subject of those specifications.
5.3.1.4 Non-OMA DM Server

The Non-OMA DM Server is the abstract software comgnmt that does not conform to the requirement©fdA DM
Server specified in the OMA Device Management EealibwMO does not define or specify the Non-OMA [Hdrver.

5.3.1.5 OMA DM Client

The OMA DM Client is defined in the OMA DM Enabland is the subject of those specifications.

5.3.1.6 Non-OMA DM Client

The Non-OMA DM Client is the abstract software cament that does not conform to the requirement©fdA DM
Client specified in the OMA Device Management ErabGwMO does not define or specify the Non-OMA @Vent.

5.3.1.7 GwMO Client

GwMO Client is a logical entity that resides in thed Device; it is dedicated to receive DM notifioas from the DM
Server through the DM Gateway and sends End D&weIO alerts to the GwMO Server. The GwMO Clientnatcts with
the GwMO Component.

5.3.2 Interfaces
5.3.21 GwMO-1 Interface

The GwMO-1 interface allows a GwMO Server to invé®wMO Operations on the End Device via the DM Gagwsing
the underlying DM-1 interface.

5.3.2.2 GwMO-2 Interface

The GwMO-2 interface allows the End Device to séwaMO Alerts to the GwMO Server via the DM Gatewayng the
underlying DM-1 interface.

5.3.2.3 GwMO-3 Interface

The GwMO-3 interface allows the GwMO componentdndnotifications to the End Device.

5.3.24 GwMO-4 Interface

The GwMO-4 interface allows the DM Client to regisits End Device to the DM Gateway. The GwMO Congad may
send device management commands on behalf of tid@&erver and the DM Client may return status dadsto the
GwMO Component using the underlying DM-1 interfac&ransparent Mode and Proxy Mode, or using théVND
interface in Adaptation Mode.

5.3.25 DM-1 Interface

The DM-1 interface is defined in the OMA DM Enabéed is the subject of those specifications. lvjles a formal
interface over which Servers may send device managecommands to Clients and Clients may retutastand alerts to
Servers.

O 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5.3.2.6 NDM-1 Interface

The NDM-1 interface is defined outside of OMA. tbpides an interface over which Servers may senicdenanagement
commands to Clients and Clients may return statdsagerts to Servers using non-OMA DM protocol.dTinterface is
outside the scope of OMA DM.

5.4 Security Considerations

The GwMO Enabler provides mechanism to meet therggecequirements addressed in [GwMO-RD].

GwMO supports single authentication mechanism foug of End Devices for notification fanout opeoati
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Appendix B. GwMO Data Flow Diagram

(Info

The data flow diagram in Figure 4 identifies thganéunctionalities provided by the GwMO enabler.
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Figure4: GwMO Data Flow Diagram
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