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Use of this document is subject to all of the terms and conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAdgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
may be used, at your sole risk, for any purposes. You may not use this document in any other manner without the prior
written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavours to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.
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1. Scope (Informative)

This document defines the requirements for Lock and Wipe Management functionality, which leverage OMA DM enabler
and makes use of the functionalities provided by OMA DM protocol [DMPRO].

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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2. References
2.1 Normative References
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[DMPRO] “OMA Device Management Protocol”, Version 1.2, Open Mobile Alliance, OMA-TS-DM_Protocol-
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be

informative.

3.2

Customer Care

Device

Device Management

End User
Factory Reset
Fully Lock Device

LAWMO Operations

Lock Device

Management Authority

Network Operator

Partially Lock Device

Service Provider

Subscriber
Unlock Device
User

Wipe Device’s Data

Definitions

A service or system accessible by a management authority to manage the device associated with the
subscriber, including changing configurations, adding applications, diagnosing problems with the device,
etc. wherein the service employs a device management system to access the device.

See [OMADICT]

Management of the Device configuration and other managed objects of Devices from the point of view of
the various Management Authorities. Device Management includes:

- Setting initial configuration information in Devices

- Subsequent updates of persistent information in Devices
- Retrieval of management information from Devices

- Processing events and alarms generated by Devices

See [OMADICT]

The act to reset the device to its initial factory state.

To render the device fully inoperable from unauthorised usage except for functions mandated by law (e.g.
emergency calls) and participating LAWMO sessions as well as other data sessions that aid in the
recovery of the device.

Lock Device, Unlock Device, Wipe Device’s Data and Factory Reset operations which may be invoked on
a Lock and Wipe MO.

To render the device fully or partially inoperable from unauthorised usage according to which lock level is
chosen.

Two lock levels are defined: Partially Lock Device and Fully Lock Device.

An entity that has the right to perform a specific Device Management function on a Device or manipulate
a given data element or parameter. For example, the Network Operator, handset manufacturer, enterprise,
or Device owner may be the authority or share authority for managing the Device. One Management
Authority may own all Device resources or may share or delegate all or parts of these with/to other
Management Authorities

See [OMADICT]

To render the device inoperable from unauthorised usage except for receiving incoming calls, functions
mandated by law (e.g. emergency calls), and participating in LAWMO sessions as well as other data
sessions that aid in the recovery of the device.

An entity that provides and administers a service to a Subscriber and/or User. The Network Operator is
often a Service Provider.

See [OMADICT]
To re-enable all Device functionalities previously locked by Lock Device operation.
See [OMADICT]

The act to permanently erase personal and/or enterprise-related data from the device

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Abbreviations
OMA Open Mobile Alliance
DM Device Management
DMS Device Management Server
LAWMO Lock And Wipe Management Object
MO Management Object

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction (Informative)

The mobile device is becoming a pocketable private information database which contains various user data and enterprise-
related data. There are several scenarios user may need to remotely lock and/or wipe the device as follows:

@ [fthe device was lost or stolen, there is a risk of data being compromised either maliciously or by accident. User may
request to lock the device and wipe all the data from the device. If the device is returned, the user can also request to

unlock the device.

@ [fthe device was hand over or sold to other users, the owner may request to clean all user and enterprise-related data in
the device or reset it to factory state.

There are more use cases and scenarios that may require LAWMO Operations, such as Lock/Unlock Device, Wipe Device’s
Data and Factory Reset.

This specification collects the use cases and corresponding requirements to develop a standardized approach to fulfil the
above market needs.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Use Cases (Informative)
5.1 Wiping Device’s Data
5.1.1  Short Description

1) Wiping Device’s Data with user request

An end user wants to upgrade his device and sell the old one on the internet. He wishes to permanently wipe all his personal
and/or enterprise-related data from device. His device either does not provide a user-accessible wipe function or the wipe
function is hard to use. In this case, wiping data by Device Management Server is welcome.

2) Wiping a device without user request:

When an employee uses a personal phone and decides to terminate his contract with his employer. Prior to terminating his
employment, the enterprise commands the device to wipe enterprise-sensitive data.

51.2 Actors

o Management Authority: Customer Care
o Device Management Server

o User: End User

Actor Specific Issues

o Management Authority: Management Authority would like to help subscribers deal with their data remotely and
easily.

o Device Management Server: Device Management Server issues and handles the commands in the service.

o User: User would like to permanently wipe his data from his device.

Actor Specific Benefits

o Management Authority: Management Authority can provide good service experience for their subscribers

o User: User can permanently erase his personal data and protect his privacy.

513 Pre-conditions

o Customer Care can request the Device Management Server send wipe command(s).

The device is able to establish a DM session with the Device Management Server.
o Personal and/or enterprise-related data in the device can be wiped.

The Device Management Server can optionally provide a user prompt for approving the wipe process.

User is able to request Customer Care to help him wipe his data from device and Customer Care can confirm the
user’s identity.

514 Post-conditions

All sensitive data in the device is permanently wiped by the Device Management Server.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-LAWMO-V1_0-20120424-A Page 11 (17)

5.1.5 Normal Flow

End User contacts Customer Care and requests personal data be wiped from his device

Customer Care validates and confirms the User’s identity.

Customer Care sends, via the Device Management Server, command(s) to the device to wipe data.
The device issues a prompt to the User to confirm this operation.

Upon confirmation by the User, the device wipes user’s data.

© g k~ wDdPE

The device reports the results to the Device Management Server. Customer Care is notified of the results and
informs the User.

Alternative Flow 1

This alternate flow describes the scenario that no user prompt is required by the device holder:

2. End User contacts Customer Care and requests personal data be wiped from his device without user confirmation

Customer Care validates and confirms the User’s identity

3
4. Customer Care sends, via the Device Management Server, command(s) to the device to wipe data.
5. The device consumes the command and wipes user data without user confirmation.

6

The device reports the results to the Device Management Server. Customer Care is notified of the results and
informs the User.

5.2 Resetting Device to Factory Clean State
5.2.1  Short Description

Non-end users, such as mobile network operators, device manufacturers, or resellers of second-hand devices, require the
capability to reset devices to the factory clean state automatically and easily. Even they wish to deal with devices in bulk.

We can take it into account as one special wipe scenario.

52.2 Actors

o Enterprise Management Authority: Who have authority to reset device via Device Management Server.
o Device Management Server

o User: Non-end user such as mobile network operators, device manufactures, or resellers of second-hand
devices

5.2.3 Pre-conditions

o Enterprise Management Authority can request Device Management Server to send command.
o The device is able to establish a DM session with the Device Management Server.

o The device can be reset to factory clean state.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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o The factory clean state has been defined by the device manufacture.

5.2.4 Post-conditions

The device is reset to factory clean state.

5.2.5 Normal Flow

1. Enterprise Device Management Authority sends via Device Management Server command(s) to the device to reset
device to factory clean state.

2. The device consumes the command and reset to factory clean state.

5.3 Locking/Unlocking Device Use Case
5.3.1  Short Description

1) Locking device with user request:

Jack comes to his office and finds he has left his mobile Device in a taxi just minutes ago. He contacts the Device
Management Authority, who may be his service provider’s Customer Care, at once and asks for his device to be Partially
Locked. Customer Care staff first confirms his identity then requests the Device Management Server send a command to
Partially Lock his device. Jack’s device is now protected from fraudulent use and his personal information cannot be perused.
Jack calls his device hoping the person in possession of it will return it to him. The taxi driver answers and Jack arranges to
pick up his device. After picking up his device he calls Customer Care to unlock his device and return it to full functionality.

2) Locking device without user request:

An enterprise distributes phones to employees. An employee resigns but fails to return his phone. The enterprise (who is the
Management Authority in this case) locks the former employee’s phone. Many similar use cases exist ie, the employer may
wish to lock the phone when the employee goes on a leave of absence, or on weekends, etc.

53.2 Actors

o Device Management Server
o Device Management Authority: Customer Care
o User A: Jack who lost his device

o User B: Someone who holds the lost device

Actor Specific Issues

o Customer Care: Customer Care helps subscribers to deal with their device and data remotely.
o Device Management Server: Device Management Server issues and handles the commands in the service.

o User: Neither User A or User B can unlock the device locally.

Actor Specific Benefits

o Customer Care: Customer Care can provide good service experience for their subscribers and protect against
fraudulent service use.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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o User A: User can effectively protect his privacy and avoid fraudulent use of his device without having to terminate
his service account. Upon retrieving his device he can have it returned to its normal working state.

533 Pre-conditions

o The device is able to establish a DM session with the Device Management Server.

o Customer Care can confirm the identity of Jack, who asks for his device to be locked, and can request the Device
Management Server send device lock and unlock command(s).

o The device can be locked and unlocked.

534 Post-conditions

The device is locked/unlocked by the Device Management Server.

5.35 Normal Flow

o After losing his device in a taxi, User A (Jack) makes a call to Customer Care to request Partially Locking his device.
Customer Care first confirms his identity and then requests the Device Management Server to send a command to
Partially Lock Jack’s device.

o The device consumes the operations and partially locks the device.

o The device reports the results to the Device Management Server, and Customer Care is notified of the results and
informs Jack.

o Jack dials up his device to contact User B, the current holder, to arrange return of his device. User B answers and
Jack arranges to retrieve his device.

o  After retrieving his device, Jack calls Customer Care and requests his device to be unlocked. Customer Care
confirms Jack’s identity, then requests the Device Management Server t0 send command(s) to unlock Jack’s device

o The device consumes the operation and unlocks Jack’s device.

o The device reports the results to the Device Management Server and Customer Care is notified of the results and
informs Jack.

5.3.6 Alternative Flow

In this alternate flow, Jack realizes his device has been stolen and requests his device to be fully locked.

1. After realizing his device has been stolen, User A (Jack) makes a call to Customer Care to request Fully Locking his
device. Customer Care first confirms his identity and then requests the Device Management Server send a command
to Fully Lock Jack’s device.

2. The device consumes the operations and fully locks the device.

3. The device reports the results to the Device Management Server, and Customer Care is notified of the results and
informs Jack.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Requirements

6.1

High-Level Functional Requirements

(Normative)

Device SHALL be authorised to perform the corresponding Unlock Device
Operation.

Label Description Enabler Release
LAWMO-HLFR-1 | The LAWMO enabler SHALL support all LAWMO Operations. LAWMO 1.0
LAWMO-HLFR-2 | The LAWMO enabler SHALL support a mechanism for the Management LAWMO 1.0
Authority to specify whether the user is to be informed of LAWMO operations
performed in the Client.

LAWMO-HLFR-3 | The LAWMO enabler SHALL support a mechanism to notify the result of LAWMO 1.0
LAWMO Operations except Factory Reset to Device Management Server.

LAWMO-HLFR-4 | Only the Authorised LAWMO Server that invoked a Lock Device Operation on a LAWMO 1.0

Table 1: High-Level Functional Requirements

6.1.1  Security
Label Description Enabler Release
LAWMO-SEC-1 Only authenticated Device Management Server SHALL be able to perform | LAWMO 1.0
LAWMO Operations.
LAWMO-SEC-2 Only authorized Device Management Server SHALL be able to perform | LAWMO 1.0
LAWMO Operations.
LAWMO-SEC-3 The LAWMO enabler SHALL reuse the security mechanism defined in DM v1.2 | LAWMO 1.0
[DMPRO] or later release.
Table 2: High-Level Functional Requirements — Security Items
6.1.1.1 Authentication
None
6.1.1.2 Authorization
None
6.1.1.3 Data Integrity
None
6.1.1.4 Confidentiality
None
6.1.2  Charging
None
6.1.3  Administration and Configuration
None
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6.1.4  Usability
Label Description Enabler Release
LAWMO-USA-1 The LAWMO enabler SHALL support execution of LAWMO Operations on the LAWMO 1.0
device with or without user’s permission.
LAWMO-USA-2 The LAWMO Enabler SHALL support prompting the user for confirmation LAWMO 1.0
prior to executing LAWMO operations if the user confirmation is requested by
the Device Management Server using the mechanisms provided by OMA DMv1.2
or higher.
Table 3: High-Level Functional Requirements — Usability Items
6.1.5 Interoperability
None
6.1.6  Privacy
None
6.2 Overall System Requirements
Label Description Enabler Release
LAWMO-OSR-01 | The LAWMO enabler SHALL rely on features as described in OMA DM LAWMO 1.0
v1.2 specifications or higher.
LAWMO-OSR-02 | The LAWMO enabler SHALL support vendor extensions. LAWMO 1.0

Table 4: High-Level System Requirements

6.2.1 Device Management Server

Label Description Enabler Release

LAWMO-OSR-DMS-01 The Device Management Server SHALL support Partially Lock LAWMO 1.0
Device operation.

LAWMO-OSR-DMS-02 The Device Management Server SHALL support Fully Lock Device LAWMO 1.0
operation.

LAWMO-OSR-DMS-03 The Device Management Server SHALL support Unlock Device LAWMO 1.0
operation.

LAWMO-OSR-DMS-04 The Device Management Server SHALL support Wipe Device’s Data | LAWMO 1.0
operation.

LAWMO-OSR-DMS-05 The Device Management Server SHOULD support Factory Reset LAWMO 1.0
operation.

LAWMO-OSR-DMS-06 The Device Management Server SHALL be able to receive LAWMO 1.0

notifications about result of LAWMO operations from the Device

Table 5: DMS Requirements

6.2.2 Device
Label Description Enabler Release
LAWMO-0OSR-Device-01 | The Device SHALL support Partially Lock Device operation. LAWMO 1.0
LAWMO-OSR-Device-02 | The Device SHALL support Fully Lock Device operation. LAWMO 1.0
LAWMO-OSR-Device-03 | The Device SHALL support Unlock Device operation. LAWMO 1.0
LAWMO-OSR-Device-04 | The Device SHOULD support Wipe Device’s Data operation. LAWMO 1.0
LAWMO-OSR-Device-05 | The Device SHALL support Factory Reset operation. LAWMO 1.0
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LAWMO-OSR-Device-06

The Device SHALL be able to send notifications about result of
LAWMO operations to the Device Management Server

LAWMO 1.0

Table 6: Device Requirements

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description

OMA-RD-LAWMO-V1_0 24 Apr 2012 Status changed to Approved by TP:
OMA-TP-2012-0179-INP_LAWMO_V1_0_ERP_for_final_Approval
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